CepBuUCHbIM MapLupyTusaTop ESR-15

TexHnyeckoe onucaHue J‘G LTeX

KomnnekcHble peweHnAa ana NoCTpoeHnAa ceTel

— PeweHue ana He6onblIUX U cpeaHUX opucos

— MapuwpyTt1sauma gaHHbIX

— MHoronpoTokonbHasa KOMmyTauua no metkam (MPLS)

— MoctpoeHue 3awmeHHoro nepumeTpa cetu (NAT, Firewall)

— MoOHUTOPUHT M NpegoTBpalLeHune ceTesbix aTtaK (IPS/IDS)

— MOHUTOpPUHT KauecTBa 06cnyxuBaHua (SLA)

— ®unbTpauUA ceTeBbIX AAHHbIX MO Pa3/IMYHbIM KpUTEepUam
(BKNtOYaA punbTpaLUIO NO NPUIOIKEHUAM)

— OpraHu13auma 3alWMULLEeHHbIX CeTEBbIX TYHHENEN Mmexay
dunnanamm KomnaHum

— YaaneHHoe NoaKaAloueHue COTPYAHUKOB K opucy

— YnpasneHue 1 pacnpegeneHue wmpuHbl UHTEpHET-KaHana B opuce
nocpeacrsom QoS

— OpraHu3auus pe3epBHOro coeguHeHus (NpoBoaHoe Uan
nocpeactsom 3G/LTE-mogema)

— TepMUHUPOBAHME K/IMEHTOB U OFPaHUYEHUIA NO Nosoce
nponyckaHusa BRAS (IPoE)

ESR-15 — cepBWCHbIN MapLIpyTU3aToOp, NpeaHa3HauYeHHbIN 419 UCNOb30BaHUA B KOPMOPATUBHbIX CETAX CBA3WN 414 NOAKO-
YeHUs HebOoNbLLMX U cpeaHnX odncoB KoMmnaHU. PYHKLMOHANbHOCTb MEKCETEBOTO 3KpaHa M MapLIpyTM3aTopa No3BoaseT
obecneynTb 6e30MacHOCTb NPU Pa3/IMYHbIX BapMaHTax NOAKAOYEHMA Yepes ceTb MHTepHeT. YCTPOICTBO NoaaepmsaeT
pacwmpeHHble GYHKLUUU MapLLpyTU3aLmnmn, GyHKLMU OpraHU3aLmnm TepputopmanbHo-pacnpenesieHHbIX ceter u GyHKLUnm
obecneyeHuns ceTeBoit 6€30MacHOCTMU.

MpoussoauTenbHOCTb

Kntouesbimu anemeHTamm cepun ESR aBAAOTCA cpescTBa annapaTHOro YCKOPeHUs 06paboTKM AaHHbIX, NO3BONAIOLWME AOCTUYDb
BbICOKMX YPOBHEI NPOM3BOANTENBHOCTU. MporpaMmHas 1 annapaTHas 06paboTka pacnpeaeneHbl Mexay y3n1ammn yCcTponcTea.

®YHKUMOHANbHOE Ha3HayeHue

— MacwTabupyemoe pelieHne ansa pasnmyHbix obnactert NpUMeHeHus

— MbKoe KoOHPUTrypnpoBaHMe cepBmcoB

— BO3MOKHOCTb conpsixkeHus ¢ obopyaoBaHMeM BeayLMX NpousBoanTenen
— AnnapaTHoe ycKopeHne 06paboTKM AaHHbIX

TexHUUeCKUE XapaKTEPUCTUKU

10/100/1000BASE-T 4
1000BASE-X SFP 2

Console RS-232 (RJ-45) 1

USB 2.0 2
KonnyectBo VPN-TyHHenew 10
Cratnmyeckne mapLipyTbl 1k
KonnyecTBo KOHKYpPEHTHbIX ceccuit 4k
MNoppepkka VLAN 00 4k aktmsHbIx VLAN B cooTseTcTBuM ¢ 802.1Q
Konunuyectso mapuwpytos BGP 1M
Konunyectso mapupytos OSPF 30k
Konunyectso mapuwpytos RIP 10k
Tabnnua MAC-agpecos 2k 3anuceit Ha BpuaxK
Pasmep 6a3bi FIB M

VRF Lite 32

www.eltexalatau.kz



CepBuCHbIM MapLupyTusaTop ESR-15

TexHUuyeckoe onucaHue :\e LTeX

KomnneKkcHble peleHna ana nocTpoeHna ceTel

TexHUueckue xapaKTepUCTUKK (MPOAONKEHUE)

dusnueckne XxapakTepPUCTUKMN M YCIOBUA OKpYXKatoLel cpeabl

Makc. notpebisemas MOLHOCTb 16 Bt
Mutanune 230 B AC (4epes agantep nutanua 12 B, 2 A)
WHTepBan pabounx Temnepatyp ot 0 po +40 °C
MHTepBan TemnepaTypbl XpaHeHuUA oT-40 no+70 C
OTHOCUTENbHAA BAAXKHOCTb NPU 3KCMyaTaumm He 6onee 80 %
OTHOCUTENIbHAA BAAXHOCTb NPU XpaHeHMU ot 10 o 95 %
Fabaputbl (LLUIXBxT, Mmm) 230%32x133
Macca 0,325 Kkr
CpoK cy»6bl He meHee 15 net
Moakntouaembie uHTepdeiicbl BRAS (IPoE)’
— USB 3G/4G/LTE mogem — TepMMHaLMaA Nosib3oBaTeNei
— E1 TopGate SFP — benble/yepHble cnvcku URL

— KBoTupoBaHMe no 06bEMY TpaduKa, MO BPEMEHUN CECCUN,
Nno CeTeBbIM MPUNOKEHUAM

— HTTP/HTTPS Proxy

Cepsep Remote Access VPN — HTTP/HTTPS Redirect

— L2TP/PPTP/OpenVPN/IPsec XAUTH — AKKayHTUHT ceccuit no npoTtokony Netflow

— B3anmogeicteue c cepsepamm AAA, PCRF

— YnpaBnieHne Nosiocoi nponyckaHusa no opucam u SSID,
ceccusm nosb3osatenei

KnueHtbl Remote Access VPN
— PPTP/PPPOE/L2TP/OpenVPN/IPsec XAUTH

Site-to-site VPN
— IPsec: pexxumsl «policy-based» n «route-based»

~DMVPN — AyteHTUdMKauma nonbsosaTteneit no MAC- unu IP-agpecam
— Anroputmsl wndposaHusa DES, 3DES, AES, Blowfish, Camellia Y 4 AP

— AyteHTudumkauma coobwenunii IKE MD5, SHA-1, SHA-2 ®dyHKUMM ceTeBO 3aLLUTbI

TyHHenupoBaHue — B3aumogevictaue c Eltex Distribution Manager ana
—|PoGRE, EOGRE Nosly4eHUs NULLEH3MPYEeMOro KOHTEHTA — Habopbl Npasun,
—IPIP npegocTtasasemble KasperskySafeStream I

—L2TPv3 — Cuctema ob6HapyKeHUs U NpesoTBPALLEHMA BTOPKEHWNN

— LT (inter VRF-lite routing) (IPS/IDS)"

OyHKLMM L2 — Web-¢unbtpauma no URL, no coaepkmumomy (cookies,

ActiveX, JavaScript)

— Zone-based Firewall

— ®unbtpaums Gpaepsosiom Ha 6ase L2/L3/L4 noneit u no
NPUIOXKEHUAM

— MNopaaeprKka cnnckos KoHTposa aoctyna (ACL) Ha 6ase
L2/L3/L4 noneit

— 3awmTa ot DoS/DDoS-aTtaKk 1 onoselleHne 06 aTakax

®yHKuum L3 (IPv4/IPv6) — JlornpoBaHue cobbITUIA aTak, cobbITUN cpabaTbiBaHWUA NPaBUA

— TpaHcnauma agpecos NAT, Static NAT, ALG

— CTaTUyeckne mapLupyThbl

— AMHamun4yecKkmne NPOTOKOIbI MappyTmsaumm RIPv2,
OSPFv2/v3, IS-IS, BGP

— GunbTpauusa mapupyTtos (prefix list)

— VRF Lite

— Policy Based Routing (PBR)

— BFD gna BGP, OSPF, ctatnyeckux mapLupytoB

— KommyTaumsa naketos (bridging)

— Arperauus nHtepodericos LAG/LACP (802.3ad)
— MNoapeprkka VLAN (802.1Q)

— Jlornyeckne nHtepdeincol

— LLDP, LLDP MED

—VLAN Ha ocHose MAC

YnpasneHue IP-agpecaumeli (IPv4/IPv6)

— Cratuyeckume IP-agpeca

— DHCP-knueHT

— DHCP Relay Option 82

— BcTpoeHHbiii cepsep DHCP, noaaep»kka onumin 43, 60, 61, 150
— DNS resolver

—IP unnumbered

Habop ¢pyHKUMIA cooTBeTcTBYeT Bepcum MO 1.18.0
T AKTMBMpPYETCA NINLEH3MEN

www.eltexalatau.kz



CepBuUCHbIM MapLupyTusaTop ESR-15
TexHUyeckoe onucaHue

SHELTEX

KomnneKcHble pelleHns ana nocTpoeHus cetei

Q®yHKUMOHaAbHbIE BO3MOXHOCTH (MPOAO/NKEHUE)

KauectBo o6cny>kusaHua (QoS) — Ping, traceroute (IPv4/IPv6), BbiBOA MHGOPMaLIUK O

— [Jo 8 npropuUTETHbIX MM B3BELLAHHbIX 04Yepeael Ha NopT nakeTax B KOHCOMN

— L2 n L3 npuoputmsauma tpadmka (802.1p (cos), DSCP, IP  — O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KOHGUTypaLmu Nno
Precedence (tos)) TFTP, SCP, FTP, SFTP, HTTP(S)

— MpepoTBpalleHne neperpyskun ovyepeaeint RED, GRED —lMNogpepxka NTP

— CpeactBa nepemapKnMpoBaHma NPMOpPUTETOB — Netflow v5/v9/v10 (a3kcnoprt ctatuctnku URL gnsa HTTP,

— MNpumeHeHne NoanTuK (policy-map) host ana HTTPS)

— YnpaBneHue nonocoi nponyckaHua (shaping) — JlokanbHOE ynpaB/ieHUe Yepes KOHCObHbIN NopT RS-232 (RJ-45

— Wepapxmueckunit QoS — YaaneHHoe ynpasneHue, npoTokosbl Telnet, SSH (IPv4/IPv6)

— MapKupoBKa ceccuit — BbiBOg, HbOPMaLMK MO cepBucam/npoueccam

— JlokanbHoe/yaaneHHoe coxpaHeHne KoHbUrypaumi

CpeacteBa obecneyeHUA HaZEKHOCTU CETU
MapuipyTusaTtopa

—VRRP v2, v3

— Tracking Ha ocHoBaHMK VRRP- nnun SLA-Tecta
—YnpasneHue napametpamu VRRP
—YnpasneHue napametpamu PBR

DYHKUUUN KOHTpOANA SLA

— Eltex SLA
OueHKa NnapameTpoB KaHa/10B CBA3M:

— YnpasneHue afMUHUCTPATUBHbIM CTaTyCOM
nHTepoeliica
— AKTMBaUMA U AeaKTMBALLMA CTaTUYECKOro MapLupyTa
—YnpasneHue atpnbytom AS-PATH u preference B
route-map
— banaHcupoBska Harpyskn Ha WAN-uHTepdelicax,

— Delay (one-way/two-way)

— litter (one-way/two-way)

— Packet loss (one-way/two-way)

— KoaddunumeHT owmnbok B nakeTax

— HapyweHue nocnepoBaTenbHOCTU 4OCTaBKM
naketos

nepeHanpaseHWe NMOTOKOB JaHHbIX, MepeK/oueHne — Wellink SLA (wiSLA)"

Npu OLEHKe KayecTBa KaHana

— Pe3sepBupoBsaHue ceccuii firewall MPLS
— MNoppep»ka npotokona LDP

— MNopaepxkka L2ZVPN VPWS
—Moapaepkka L2VPN VPLS Martini Mode
RMONv1 — Nopaepxka L2VPN VPLS Kompella Mode

— BcTpoeHHbIn Zabbix agent — Nopaepska L3VPN MP-BGP
— AyteHTudUMKaLMa Nob30BaTeNel No oKanbHoM Hbase

cpeactesamm npoTtokonos RADIUS, TACACS+, LDAP

— 3aWwuTa oT OWMOOK KOHPUTYPUPOBaAHUA,
aBTOMaTMYECKOE BOCCTAHOB/EHME KOHbUIypauuu.
Bo3MOKHOCTb cOpoca KOHUIypaLum K 3aBOACKUM
HacTpolKam

— UHTepdelicbl ynpasneHusa CLI

— Nopaeprkka Syslog

— MOHUTOP UCNONb30BAHUA CUCTEMHBIX PECYPCOB

MOHUTOPUHT U yNpaBaeHue
—lMoaaeprkka CTaHAAPTHbIX U pacwmpeHHbix SNMP MIB,

Habop ¢pyHKUMIA cooTBeTcTBYeT Bepcum MO 1.18.0
T AKTMBMpPYETCA NINLEH3MEN
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CepBuUCHbIM MapLupyTusaTop ESR-15

TexHnueckoe onucaHue .""e LTeX

KomnneKcHble pelleHns 4is NoCcTPOeHUA ceTeit

Cxema npumMmeHeHuUs

CeTeBble cepBucbl 1 CeTeBble cepBucbl N
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ESR-15

LleHTpanbHbI oduc

UHTEepHET

UHbopmauma pna 3akasa

ESR-15 CepBuCHbIN MapLpyTusatop ESR-15, 4xEthernet 10/100/1000BASE-T, 2x1000BASE-X SFP, 1xConsole RS-232
(RJ-45), 2xUSB 2.0, 230 B AC (4epe3 agantep nuTaHusa 12 B, 2 A)

Caenatb 3akas 0 komnaHuu Eltexalatau

Komnanusa “IntekcAnartay” - oanH 13 NepBbiX KazaxCTaHCKUX npoussoguteneit IT un
‘ ﬁ (55‘, TeNEKOMMYHMKaLMOHHOro obopyaoBaHua. OAHWMM M3 HanpaBAeHW KomnaHuu
A 74
ABNAETCA /IOKaNM3aumMa Npom3BoacTBa B Pecnybaunke KasaxcraH. Co3gaBas HoBble
+7 (727) 220-76-10 post@eltexalatau.kz www.eltexalatau.kz

BO3MOXXHOCTU, Mbl Pa3pabaTbiBaeM COBOKYMHOCTb PELLEHMH, @ TaKKe BO3MOKHOCTb
Ux 6ECLUIOBHOrO CORAMHEHMA B MHGPACTPYKTYpy 3akasumka.
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