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KpaTkoe pyKoBOACTBO Mo HacTpolike WOP-12ac

1T AHHOTayuA
B HacTosiLLeM pykoBOACTBE NPUBOAMTCS cnepytowas nHgopmMmaums:

* nopgknto4veHune K web-nHtepcpeiicy WOP-12ac;

* HacTpoiika ceTeBbIx NnapameTrpoB WOP-12ac;

* 06HOBNEHME NporpammHoro obecneveHus WOP-12ac;

*+ HacTpolika SNMP;

* HacTpoiika 6ecnpoBOAHbIX NHTePdIelicoB (pexnm paboThbl, Nonoca);
* HacTpoiika BUPTya/lbHbIX TOYEK AOCTYNa;

* MOHWTOPWUHT OCHOBHbIX MapaMeTpoB 6eCnpoBOAHON CETU.

B pyKoBOACTBE ONMCbIBAETCSA BapUaHT HACTPOIKM TOUYKM AOCTyna 6e3 MCMob30BaHUA COPT KOHTpOsiepa.
B kauecTBe npumepa 6yAeT pacCMOTPEHA C/iefytolas CXeMa, PUCYHOK 1:

2.4 Ty 40MTly 5y 80MTIy

551D: FreeNetwork 551D: FreeNetwork

be3 napoaa u wugposarua Ees napona u wugposarua
Tt Touka gocryna
ocTeBad r WOP-12ac \ locTteBan

cetb 1 192.168.100.3 cetb 2

¢

FreeNetwork - 1VLAN
WorkMNetwork - 100 VLAN
Management VLAN - 10 VLAN

2,4ry 40Mi N 5Ty 80MIL
SS‘.:D- }'4“‘4[” PoE switch s;'p -i‘.-*;r.\ier-.-.-o.rk
WPA/WPA2 WPA/WPAZ
E— L]
Pabouan Pabouasn
cetb 1 cetb 2
PucyHok 1 — Mpumep KoHdurypauum cetu
Tun cetn Ncnonb3yemas VLAN Ncnonb3yembii SSID Ncnonb3oBaHue
wucppoBaHns/
aBTOopM3auumn no
naposnto
BHYTpeHHsIA kopnopaTBHas 100 WorkNetwork WPA/WPA2

6ecnpoBogHas CeTb,
ncnonbaywas gnanasoHsl 2,4 n
5Tu. N3onupoBaHa oT gpyrmux
rocteBbIx ceTeil. s
NoAKAUEHNs1 TpebyeTcst
aBTopu3auus Nosab3oBarens no
naposnto. Cetb CAYXUT AN
6e3onacHoro obmeHa gaHHbIMU
MeXAy BHYTPEHHUM NepcoHaIoM
KOMMaHuw.



Tun cetn

locTteBas 6ecnpoBofHas CeTb,
ncnonbayowasa agnanasoHsl 2,4 n
5TTuy. He TpebyeT aBTOpU3aLmn
no naponto. Cnyxnrt gns
NOAKAYEHNS MTHOObIX
nonb3oBareneii co
CTaHgapTHbIMK 6ecrnpoBOAHbLIMY
ragxeramu K o6Lueit cetw,
OTKyAa MOXHO BbINTK, HANpUMep,
B VIHTepHeT.

Ncnonb3yemas VLAN

1 (6e3 VLAN)

KpaTtkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

Wcnonb3yemblii SSID Mcnonb3oBaHue
wundppoBaHus/
aBTopusauum no
naponto

FreeNetwork OTcyTCcTBYET WKdpoBaHme

1 aBTOpU3aLWs

[nsa BbINO/THEHUSA HACTPOKK noTpebyetca MK, nmerowmii 4ocTyn K ycTpoicTey no ethernet n no6oii
ycTaHoBneHHbIn 6paysep (IE, FF, GH, 0).
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2 [MopgknoyeHne K web-nHTepdoency
MoaxnounTb MK K yCTPOMCTBY MOXHO CAeayowmmMm cnocobamu:

+ MopgxniounTb ceTeBoi kabenb K PoE-nHTepdelicy WOP-12ac n k POE-kommyTaTopy/uHxekTopy. anee K
NHXEKTOPY WM KOMMyTaTopy nogxntounte MK.

+ WOP-12ac MOXHO BKNHOUNTL NO NUTaHMO ¢ nomoLbio 48B DC 6n1oka nuTaHuns, onumMoHasibHO
NnocTaBNsSIEMOro C YyCTPOCTBOM, COOTBETCTBYHOLWMIA padbem nutaHns WOP-12ac n nogkntounts MK
Hanpsimyto kK ogHomy u3 Ethernet-nntepdpericos WOP-12ac.

[nsa nogknioveHuns k Web-nHtepdpelicy ycTpoiicTBa B afpecHol cTpoke bpaysepa seegute: 192.168.1.10.
Mpwn ycnewHoM nogxnoyeHnn byaeT oTobpaxeHa CTpaHmLa aBTopmnsaumm NCnonb3yite gaHHbIe:

+ User Name: admin
+ Password: password

Ecnu nocne BBeaeHus IP-agpeca B 6pay3epe He NOABUTCS CTpaHuLa aBTopm3auumn, Heo6XoAnmMo NPOBEPUTD
IP-agpec Ha MK, HacTpoiikn komMmyTaTopa. Ecniv Ha ycTpoilicTBe Oblnla M3MeHeHa 3aBOACKas KoHGuUrypauus, To
HY>XHO COPOCUTb TEKYLLME HACTPOMKW. /19 3TOr0 HaXKMUTE 1 yaepxmBarite KHomnky «F» Ha 60K0BOW naHenu
yCcTpoicTBa B TevyeHune 20 cekyHA,.
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3 HacTtpoiika ceteBbix napametpoB WOP-12ac

[nsa ypanexnHoro ynpasnenns WOP-12ac TpebyeTcs ycTaHOBUTbL CETEBbIE NapamMeTpbl 060pyA0BaHNS B
COOTBETCTBMM C CYLLECTBYHLUMMMN HACTPOiKaMn CETU, B KOTOPO ByAeT NCNO/b30BaTbCst 060pyA0BaHME.
B meHio «Manage» oTkpoliTe Bknaaky «Ethernet Settings» 1 BbinonHuTe cnepyrowme HaCTPONKK:

Modify Ethernet (Wired) settings

Hostname WOP-12ac_DC (Range : 1 - £3 characters)

Internal Interface Settings

MAC Address AB:F9:4B:B0:B5:40

Management VLAN ID 1 (Range: 1 - 4094, Default: 1)
IUntagged VLAN % Enabled Disablaed

Untagged VLAM ID 1 (Range: 1 - 4094, Default: 1)
Connection Type StaticIP ¥

Static IP Addrass 122 - 168 . |15 - | 250
Subnet Mask 255 |.|255 . [255 . |0

Default Gataway 152 . |168 . (15 |1

DMNE Mameservers Drhynamic Manual

Click "Update” to save the new settings.
Update

+ Management VLAN ID - ykaxute Homep VLAN, KOTOpbI Bbl XXenaeTe UCnosb30BaThb A/151 yNpaBieHus
TO4YKOW gocTyna. B gaHHOM npvmMepe ucnonb3yetcs — 1.

+ Connection Type — Bbi6epuTe «Static IP» gnsa 3agaHus IP-agpeca Toukam goctyna B pyyHyto. B none
«Static IP Address» ykaxuTe IP-agpec WOP-12ac, B Hawewm cny4dae - 192.168.15.250. B none «Default
Gateway» nponuwunte agpec wio3sa: 192.168.15.1. CMeHa macku cetn — onuMoHasibHO. Ec/iv Bbl
Xotute pasgasartb IP-agpeca ans todek goctyna no npotokosy DHCP, 1o B none «Connection Type»
ycTaHoBuTe 3HauyeHne «DHCP» n Ha 3TOM HacTpoiiKa CETEBOI YacTu OyaeT 3aKOHYEHa.

Haxmute kHonky «Update». Tenepb WOP-12ac 6yaet noctyneH B 1 VLAN no agpecy 192.168.15.250.

© TMepep BHECEHVEM M3MEHEHWIA B CETEBbIE HACTPOIKM T/, y6eanTech, HTo ynpasisioLwuii KOMMbIOTEp
O6yaeT MMEeTb AO0CTYM K HEl. B criydyae OnGOUHbIX M3MEHEHWUIA, HACTPOKN MOXHO OTKaTUTb, COpPOCUB
TOYKY K 3aBOACKMM HACTPOMKaM, 419 3TOr0 HaXKMUTE KHOMKY F Ha NnLeBoi NaHenu n yaepxusante
HaxaToli B TedeHme 20 CekyHA, Noka He HaYHET MuUraTb MHANKATOP COCTOSHMS Ha BEPXHel naHenmu
yCTpOIicTBa.
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4 OG6HoBNeHue nporpammHoro obecneyveHns WOP-12ac

[na koppekTHoli paboTbl WOP-12ac pekomeHAyeTcst BbINOMHUTL 06HOBMEHUE MMO. AKTYa/IbHOCTb
YCTaAHOB/IEHHOW BEPCUM MOXHO YTOYHUTL Y NMPOU3BOAUTENS:

TenedpoH: +7(383) 272-83-31
+7(383) 274-47-87
e-mail: techsupp@eltex.nsk.ru

Mocne nonyyeHus aktyanbHol Bepcun MO oTkpoliTe MeHio «Maintenance», Bknaaky «Upgrade» u BbInonHuUTE
cnefytoLme HacTPONKK:

Manage firmware

Model Eltex WOP-12ac DC
Firmware Version
Primary Image: (Texywas gepcud Moy
Secondary Image: (BepcHATIO pezepeHore odpazal

Switch

Upload Method @ HTTP © TFTP
Mew Firmware Image dain He BeibpaH.
Upgrade

+ HaxmuTe kHornky «Switch», ecnu Bbl XoTuTe nepeknounTbcs Ha AnbTepHaTUBHbI 06pas MO (ykasaHHbI
B nose «Secondary Image»).

+ Upload Method - yctaHoBuTe donar «<HTTP».

+ New Firmware Image — HaxXmuTe KHOMKY «OG30p» U B OTKPbIBLLEMCS OKHE MoucKa BbloepuTe dpain Mo
C aKTyaNlbHOW BEPCUEN, HAXXMUTE KHOMKY «OTKPbITb».

+ HaxmuTe kHonky «Upgrade». MpoLiecc 06HOBEHUSI 3aiIMET HECKO/bKO MUHYT (O ero TekyLlem cratyce
6yAeT yKasaHo Ha CTPaHuLE), Noc/ie Yero yCTpoiicTBO aBTOMAaTUUECKM nepesarpy3nTcs.

© He otkniovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE ero nepesarpysky B npolecce 06HoseHus MO.

MocMoTpeTb Tekyllyto Bepcuto MO MoXHO B MeHto «Basic Settings» (Firmware Version).

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.64

MAC Address: Ag:F9:4B:B0:B5:40
Firmware Version: {Texywan sepcua MO}
Uptime: 0 days, 0 hours, 7 minutes
CPU Usage: 0.40%

Memory Usage: 112MB/248MB (45%)
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5 Hactpoiika cepsuca SNMP

KpaTkoe pyKoBOACTBO Mo HacTpolike WOP-12ac

HacTpoiika cepsmca SNMP nponssoantcs B MeHio «Services», B pasgene «SNMP».

SNMFP Configuration

SHMF ® Broshisd Cisabied

Fesincl the source of SHWP requesis to only the designabed hosts or subnels

Hosiname, sckress, or subne: of Metwark Managemsnt System

1PiR Fman A, ACOTEEE, OF SUBrE of Natwork Managesant Gy ames

Paad-only commanty nams (17 pirmimed SHVP G81 opssi alisr) it

Port number the SHdAP agem wil isienio $Ei

Bllorws SHIWP 5em recests * Ermbled
Faad-wris comsunicy rame (Tor pamned SHWP 86 operaions) privage

Disabied

Enabied '® Disatied

(Range: 1 - 256 charactars)

(Pange: 25 - BEE3E Delam 161)

(Range: L - 256 characiers)

{000 N 0 M Hosename man 285 Charasns)

N N N N M M THO SN AR Il 255 Characers)

Trap Destnations

Commsuniy rame

Erabled Hoat Type SHKP weraion [Fange 1 - 755 characters)

Hasanamse or IF or IPuE Ackreas
[Ess W W W W B R R TR N T W W TR e e 755 Characrers)

Loosgrs 1o spencifind fwa Tarfagianipd log
Liogs pricrky leve
Liogs pricrky range

Transpor # uor Cluoes #rce O reps

Cick TUpciate” to save the new semngs
e

o T I L
i v
Debug Setimgs
Debuggirg ouiput tokens (Fange: 0 - 266 characters, empty =iring for no debug’, '&LL, or traps send’ - any iokens without spaces)
Ours sart 5wl receteed SHMP packars Enabled '® Dimabied
Logs to Dant kg L

(Fangs: 1- 256 characoers, Dafalh: varloglenspd kgl

Emergency ¥ (for Standan owpwr, Starclart enor and Fie logs oulput)

From Emergency ¥ to|Emergency ¥ | (only for Sysiog outpur)

+ Restrict the source of SNMP requests to only the designated hosts or subnets — yctaHoBuTe conar

«Enabled».

+ Hostname, address, or subnet of Network Management System - ykaxute IP-agpec SNMP-cepsepa, ¢
KoToporo 6yayT otnpaBnsatbca SNMP-komaHapbl.

+ Community name for traps — ykaxuTte «public».

+ Enabled / Host Type / Host name or IP or IPv6 Address — yctaHoB/Te chnar Ha 04HOM M3 nonein ans
yKazaHus agpeca npMeMHuKa Tpanos 1 NponuwmTe B gaHHOM nose IP-agpec ycTpoiicTBa, Ha KOTOpoe

WOP-12ac cmoxeT nocblnarb Tparbl.
+ Haxmute kHonky «Update».
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6 HacTpoiika 6ecnpoBOAHbIX NHTEpPdIENCcoB

Yctpoiicteo WOP-12ac umeet 2 pagnonHTepdeiica, cnocobHbIx paboTtatb ogHoBpemMeHHO — Radiol n Radio?2.
Kaxxaplii U3 HUX MOXET paboTaTb B CBOEM AMana3oHe YacToT C MCMO/Ib30BaHNEM Pa3/IMYHbIX PEXUMOB PaboTbl
6ecnpoBOAHbIX CETE.

[anee 6yaeT npMBeaeH NpuUmMep HaCTPOIKN 6eCnpoBOAHbIX MHTEPKEicoB Co cneayoLwmmm
XapakTepucTmKkamum:

Radio1:

+ onanasoH: 2,4 I'Tu;
+ cTaHgapTbl: 802.11b/g/n;
* WwupwuHa nonocsbl: 40 Mlu.

Radio2:

+ avanasoH: 5Ty,
+ cTaHgapTtbl: 802.11a/n/ac;
* WwupwuHa nonocsbl: 80 MIu.

B meHio «Manage» oTkpoiiTe Bknazaky «Wireless Settings» 1 BbINnONHWUTE cneaytoLme HacTPOVKM:

Modify wireless settings

Country Russia A
Transmit Power Control COn ¥
TSPEC Violation Interva 300 (Sec, Rangs: 0 - 200, O Disables)

Global Isolation

Radio Interface ® on Off

MAC Address AB:F9:4B:B0:B5:40
Mode IEEE 802.11b/g/n ¥
Channel Auto b
Airtime Faimess *® on off

FEWA on '™ Off

Radio Interface 2 * on off

MAC Address AB:F9:4B:B0:B5:50
Mode IEEE 802.11a/n/ac ¥
Channel Auto A
Airtime Faimess * Oon Off

FEWA on @ off
AeroScout™ Engine Protocol Support Dizabled ¥

Click "Update™ to save the new settings.

Update

+ Country — BbI6Op HACTpPOEK pagmonHTepdieica, COOTBETCTBYIOLLMX 3aKOHOAATENbCTBY BblOpaHHO
cTpaHbl. BbibepuTte B criucke «Russiay.

+ Transmit Power Control — HacTpoiika pexuma orpaHuyeHuns napametpa Transmit Power Limit.
BbibepuTte B cnucke «On».

HacTpoiika Radio1:

+ Radio Interface — yctaHoBuTe donar «On».
* Mode - BbiGepuTte 3HaueHune «IEEE 802.11b/g/n».

HacTpoiika Radio2:

+ Radio Interface 2 - yctaHoBuTe chnar «On».
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+ Mode - BbIGepuTe 3HaueHne «IEEE 802.11a/n/ac»;
+ Haxmute kHonky «Update».

B meHio «Manage» oTkpoiiTe Bknaaky «Radio» 1 BbINnosiHUTE criefyoLime HacTPOKK:

Modify radio settings

Radic |1 ¥

Status ® an Off

Mode |IEEE 802.11b/a/n b
Channel Auto T
Channel Update Period Off v

Limit Channels

g9 |10[11 12|13 Al

Channell 1 [2 |3 |4 |5|6&6|7[8B]|%

Use

Channel Bandwidth 20 MHz ¥

Primary Channe Lower ¥

Transmit Power Limit 16 (dBm, Range: 10 - 16)
Transmit Chain ¢ o1 oAz Woaz
Advanced Settings

TSFPEC Settings

Click "Update” to save the new settings.

Update

HacTpoiika Radio1:

+ Radio — BbIGepuTe 3HaYeHne «1».
+ Channel Bandwidth — yctaHoBute 3HavyeHne «40MGz».

+ Haxmute kHonky «Update».
HacTpoiika Radio2:

+ Radio — BbIbepuTe 3HaYEHNE «2».
+ Channel Bandwidth — yctaHoBute 3HavyeHne «80MGz».

+ Haxmute kHonky «Update».
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7 HacTtpolika BUpTyasibHbIX TOYEK A0OCTyna

Ha kaxxgom 6ecnpoBogHOM UHTEpPdIenCce MOXHO HAaCTPOUTb A0 16 BUPTyasibHbIX Touek goctyna. Kaxgasa ns
TakMx TOYEK AOCTyNa MOXET UMETb MHAMBMAYaIbHOE Ms 6ecnpoBogHoli ceTu (SSID) u Tmn aBTopusaumn/
ayTeHTUdukaummn. CornacHo CXemMe CeTU, NPUBEAEHHON Ha PUCYHKe 1, HE0OXOANUMO HACTPOUTL 2 BUPTYasTbHbIE
ToukMn gocTyna Ha Radiol n Ha Radio2.

CneumanbHas yHKUMs ToUkn goctyna Band Steer no3sonsiet yctaHaBnmBaTth 4151 KNIMEHTOB, UMEIOLLUX
BO3MOXHOCTb paboTtarb B gnanasoHax 2,4 'y v 5 Ty, npyopuTeT noakoyeHns K 5 My, BUpTyasibHbIM TOYKam
Joctyna.

[ns pa6oTbl oyHKUMKM Band Steer Heob6xoanmo:

— HacTpouTb pagnonHTepdeincbl B pasHble YacTOTHbIE ANana3oHbl;

- c037aTb Ha Kax/A0M paavovHTepdeiice BupTyasnbHble Touku goctyna (VAP) ¢ ognHakoBbim SSID;
— NPV NCNOMb30BaHNN WNPOBaHNA yOeauTbCs, YTO Naposiv Ha 06emnx TouKax coBnagator;

— aKkTuBmpoBaTb napameTtp Band Steer Ha Toukax goctyna.

B meHio «Manage» oTkpoliTe Bknaaky «VAP» 1 BbINONHUTE CrieytoLme HacTPOMKN:

Modify Virtual Access Point settings

Global RADIUS Server Settings

RADIUS Domain:

RADIUS IP Address Type: &) pys () pug

RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: sessnses

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

Enable RADIUS Accounting

Radio | 1

VAP Enabled VLAN ID SSID Broadcast SSID  Station Isolation  Band Steer 802.11k DSCP Priority  VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type

o ~ | 100 Work Network w 4 o w 1 0 v WPA Personal Disabled v | (2]
WPA Versions: ™ wrA-TKIP WPAZ-AES
Key: sssssasss
Broadcast Key Refresh Rate |0 (Range:0-86400)

1 v o1 Free Network v v v W 1 0 v None ~ Disabled

2 2600 Enterprise 1 0~ WFA Enterprise v Disabled v

HacTpoiika Radio1:

+ Radio — BbIbepuTe 3HaYeHne «1».
+ Enabled - yctaHoBuTe chnarn gna VAP 0 n VAPT.
* VLAN ID — Homep VLAN:
+ ona VAP 0 yctaHoBuTe 3HavyeHue «100x;
+ ona VAP 1 yctaHoBUTe 3HaYeHue «1».
+ SSID — nms 6ecnpoBOAHO CeTH:
+ ana VAP 0 yctaHoBuTe 3HadeHne «Work Network»;
+ ana VAP 1 yctaHoBuTe 3HauyeHne «Free Network».
« Station Isolation — 3anpeT nepegaun nakeToB Mexay KNMeHTaMu TOUKM AOCTyna. YCTaHOBUTb donar.
+ Band Steer — yctaHoBKa npuopuTeTa nogxodeHns nonb3osarenein K SSID, HAaCTPOeHHbI Ha 5 L.
YctaHoBUTb (hnar.
* VLAN Priority — npnopuTeT 2-ro ypoBHS, KOTOpPbI/ OyAeT HazHaYaTbCA Ha NakeTbl, NpoxoasLume Yepes
AaHHbIn VAP ¢ pagrnoadgmpa B CTOPOHY NPOBOAHON CETU.
+ Security — pexum 6e30nacHOCTU CETH:

11
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+ ana VAP 0 yctaHoBuTe 3HadeHne «WPA Personal» 1 ykaxuTe naponb 415 NOAKMOYEHNS K JaHHO
cetu B none «Key»;
+ ona VAP 1 yctaHoBuTe 3HayeHne «None».
+ Haxmute kHonky «Update».

HacTpolika Radio2 ocyLuiectensercs aHa/iormyHbiM 06pasom. B nyHkTe Radio BbibepuTe 3HaueHne «2», n
BbIMO/IHUTE HACTPOIKKM, NpBEeAEeHHbIE Bbiwe A1 Radio 1. Maponb ans «Work Network» gomkeH 6biTb
oavHakoBbIM. HaxxmuTe KHonky «Update».

© Npu ncnonbsosaHuy pesxuma WPA Enterprise aBTopusauus aboHeHTa NPOUCXOAUT C UCMOb30BaHNEM
RADIUS-cepsepa. Npun nogktoueHnn k SSID-knveHTa Ha RADIUS-cepBep oTnpasnseTcs 3anpoc Ha
noakntveHme aboHeHTa. B Tabnuue Global RADIUS server settings yka3biBaeTcs:
+ RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;
+ RADIUS Key — naposnb gna goctyna k RADIUS-cepsepy.

Medify Virtual Access Point settings

Global RADIUS server settings
RADIUS Dornain:
RADIUS IP Address Type: @ Ipy4 1PvE
RADIUS IP Addrass: 152,168.1.1
RADIUS IP Address-1:
RADIUS IP Addrass-2:
RADIUS IP Addrass-3:
RADIUS Key: rRaaEen
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enzble RADIUS accounting

Radio |1 ¥

VAP Enabled VLAM ID SSID Broadcast SSID VLAN trunk Station Isolation Band Steer 802,11k DSCP Priority VLAN Priority Security MAC Auth Type

o L4 100 Wark Network td 4 oy None ¥ ||Diszbled ¥| [
1 L4 1 Free Network v 7 or WP Enterprise ¥ | |Disabled Y| (3

WPRAVersions: ¢ WPA-TKIP WPRAZ-AES
Enzble pre-zuthentication
¥ Use global RADIUS server settings

RADIUS Domain: roo
4 PvE
1592.168.1.1

RADIUS Key sresnnee
RADIUS Key-1:
RADIUS
RADIUS Key-3:

Enable RADIUS accounting
Active Server: RADIUS IP Address ¥

Broadcast Key Refresh Ratz {Range:0-86400}

{Range:20-86400 ,0 Disables)

Saszion Key Refresh Rate

12



KpaTkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

8 MOHUTOPUHI OCHOBHbIX NapamMeTpoB 6eCNpPoBOAHON CETU

CnnCoK NOAKIOUNBLUNXCSA KIIMEHTOB MOXHO NPOCMOTPETbL B MeHH0 «Status», Bo Bkiaake «Client Association».

View list of currently associated client stations
Chick "Refresh” button to refresh the page.
Refresh
Total Number of Associated Clients 15
Network Station Status From Station To Station
Authenticated Associated Packets Bytes Drop Packets Drop Bytes TS Violate Pkts Packets Bytes Drop Packets Drop

wiland 58:1f:80:44:8b:ad Yes Yes 111 15140 Q Q 102 45053 Q Q
wland d0:92:9e:07:57:78 Yes Yas 138 26734 0 0 110 31065 a a
wlani f4:f5:a5:83:70:fa Yes Yas G448 tZ8168 O 0 15561 22148460 0 a
wlani 00:1d:07:bl:Bc:ee Yes Yas 1481 151754 0 0 1046 418497 a a
wiland 70:72:0d:bd:da:d9 Yes fasg 4478 489970 a o 6505 B331873 o a
wland 40:bD:fa:cy:ca:8e Yes Yas 7770 aB4486 O o 5007 2161644 0 a
wland 9ciZaafids:esi84 ves es 32926 2B34373 0O 0 31354 4333820 a a
wlandvapl 94:01:c2:c1:74:80 Yes es 14199 1458838 0 0 22150 29841569 0 a
wlanlvapl 38:0b:40:3f:eb:a2 Yes Yasg &90 103043 g i 567 279733 a a
wilanlvapl 90:ad:de:5d:08:32 Yes Tes 52392 6096071 O o 368252 9D435775 0 a
wlanlvapl 0c:37:dc:d3:96:80 Yes Yes 19323 2697781 O [ 19262 21825325 0 a
wlanl cB:&f:1d:60:cl:1e Yes Yas 732 115451 @ [ 616 194521 a a
wlanl 40:b3:95:52:82:f4 Yes Yas 507 115331 0@ 0 218 78406 a a
wlanl 84:38:35:50:20:98 Yes Yas 76996 TE3T455 0O 0 137346 111082212 0 a
wilanl 8ci29:37:dbi 14:54 Yes fasg 87 117292 a o 834 «34022 o a
wlanl ad:67:06: 714190 Yes Yes 16371 1DD27B3% 0 0 11946 3689300 o a

CnMCOK CTOPOHHMX TOYEK AOCTYMNa C ykaszaHnem Homepa 6ecrnpoBOAHOIO KaHana 1 ypoBHA CUrHana,
HaxogAawwmxcsa B 30He sugumoctnn WOP-12ac, MOXHO nocMOTpeTh B MeHIo «Status», BO Bkiagke «Rogue AP
Detection».

View Rogue AP Detection
Click “Aefresh™ button to refresh the page.

Refresh
AP Detection for Radio 1 ® Enabled Chsabled
4P Detection for Radio 2 * Enabled Disabled

Click "Update™ to save the new seitings.
Update

Detected Rogue AP List
Chek "Dalate ald” vo delate old antries from Detacted Rogus AP List

Delate Old

Action MAC Radic Beacon Int. Type SSID Privacy 'WPA Band Channel Rate Signal Beacons Last Beacon Hates

Grant | pO:aciac:07icc:00 wlank 100 AP try an on 24 6 1 all 110091 M™en Apr 6 15:39:=26 2015 1.2,5.5,11,13,.24,36,54,6,9,12,43
| Grant | mBif9:4bi63:55:m3 wianh 100 AP ELTEX-85E2 On On 24 & 1 Jl 20 Mon Mar 30 18:04:54 2015 1,2,5.5,11,18,24,36 54 6.5,12 48
_Grant 88:f9:4b:5a:bd:e3 wiand 100 AF  ELTEX-BDEZ On on 24 6 1 Al 10 Tue Mar 24 02:32:34 2015 1.2,5.5,11,13,.24,36,54,5,9,12,43
| Grant | mceBli12:7:594:04 wlianh 100 AP ELTEX-2326 On On 24 1 1 all it Wed Apr 1 1313009 2018 1,2,5.5,11,18,24,38,54 8.5,12 48
Grant | 88:f9:4b:5b:19:53 wianD 100 AP ELTEX-1952 On Gn 24 6 1 il 4 Mon Mar 23 14:35:39 2015 1.2,5.5,11,13,24,36,54,5,%,12,48
| Grant | mB:f9:14b:5b:15:8b wiand 100 AP ELTEX-198A On On 24 1 1 al 725 Thu Apr 2 05:04:20 2015 1,3,5.5,11,18.24 38 54 £.5,12 48
| Grant a8:f2:4bi70:c7:df  wlanD 100 AP ELTEX-CYDE On on 24 1 1 al L300 Wed Apr 1 11:00:43 2015 1.2,5.5,11,18,24,36,54,5,9,12,48
| Grant |x8:f9:4b:b0:33:80 wiand 100 AP Eltex-Local on On 24 1 1 all 44 Mon Apr & 11:41:01 2015 1,3.5.5,11,18.24, 36,54 6.5,12 48
Grant a8ifaabis4:Se:dl wland 100 AP  ELTEX-S5EDE On on 24 1 1 all 16 Fri Apr 3 03:49:21 2015 1.2,5.5,11,18,24,36,54,5,%,12 48
| Grant |a8:f3:4b:64:3a:F wland 100 AP ELTEX-3AFE On On 24 & 1 Al 28 Thu Mar 2& 00:40:59 2015 1,2,5.5,11,18,.24,36,54,6,59,12 48
Grant 88if9:4bi54:07:e3 wland 100 AP ELTEX-07EZ On on 2.4 6 1 all 12 Thu Mar 26 04:32:36 2015 1,2,5.5,11,18,24,36,54,5,%,12,48
| Grant |a8:f3:4b:c0:27:01 wianD 100 AP ELTEX-27A0 On On 24 & 1 ol 27 Fri &pr 3 07:34:57 2015 1,2,5.5,11,18,24,36,54,5,5,12,43
Grant 20:10:7a:al:6%:88 wland 100 AP  ELTEX-aAC1S On on 2.4 11 1 all 78 Men Apr 6 11:51:03 2015  1,2,5.5,11,18,24,36,54,5,%,12,48
| Grant | 20:10:7a:c8:70:86 wlanD 1040 AF  ELTEX-7962 On on 24 11 1 Al 7 Mon Apr 6 07:26:21 2015 1.2,5.5,11,18.24,36,54,5,9,12,48
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KpaTkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

Cnncok cobbiTnii WOP-12ac MOXHO NOCMOTPETh B MeHH0 «Status», Bo Bknagke «Events».

View events generated by this access point

Options Relay Options
Fersistence ® Enahled Disabled | |Relay Log @ Enabled Disabled

(e a0 300
Ralay Host 172.16.0.22 NN SRR NN 2 BN NN BN W E B
Hostname max 253 Charactars)

Seventy 7
Depth 512 |(Range: 1 - 512)
Relay Part 514 {Range: 1 - 65535, Default: 514)

Click "Update” to save the new
settings. Chck "Update™ to save the new sethings.

Update | Update

Events

Chick "Refresh” button to refresh the page.
Refresh

Time Ssitings (NTP) Type Sarvice Description

Apr 6 2015 16:22:14 info  cportald[1617] Captive Portal 90:a4:de:5d:03:32 session is disconnected because of cp authentication timeout.
Apr 6 2015 16:21:38 debug hostapd[1667] station: D0:1d:07:bl:Be:ee deauthenticated

Apr 6 2015 16:21:38 info  hostapd[1667] STA 00:1d:07:bl:8ciee deauthed from BSSID a8:f3:4b:b0:05:40 reason 4 Disassociated due to inactivity
Apr 6 2015 156:17:14 info  cportald[1617] Captive Portal 90:04:de:5d:08:32 session is disconnected because of oo authentication timeout.
Apr 6 2015 16:13:24 debug hostapd[1667] station: ec:f3:5b:87:94:8f deauthenticated

Apr 6 2015 16:13:24 info  hostapd[1667] STA ec:f3:5b:87:94:8f disassaciated from BSSID a8:f9:4b:b0:05:41 reason 1: Unspecified Reason
Apr 6 2015 16:13:22 info  hostapd[1667] STA ec:f3:5b:87:54:8f associated with BSSID a8:f5:4b:b0:05:41

Apr 5 2015 16:13:22 info  hostapd[16567] Assoc request from ec:f3:5b:87:94:08F BSSID 28:M9:4b:b0:05:41 SSID Elex-Guest

Apr 6 2015 16:13:18 info  cportald[1617] Captive Portal B4:38:35:50:20:48 client logged out.

Apr 6 2015 16:12:13 info  cportald[1617] Captive Portal 90:a4:de:5d:03:32 session iz disconnected because of cp authentication timeout.
Apr 6 2015 16:11:55 info  hostapd[1667] STA 58:1f:a8:44:abiad associated with BSSID ag:f3:4b:b0:05:40

Apr 6 2015 16:11:55 info  hostapd[1667] Assoc request from 58:1f:am:44:ab:ad BSSID a8:f9:4b:b0:05:40 5510 Eltex-Local

Apr 6 2015 16:11:55 amr hostapd[1667] tryimg to deauthenticate to station 58:1F:aa:44:ab:ad, but not authenticated

Apr 6 2015 16:11:55 arr hostapd[1667] tryimg to update accouwnting statistics, station 5B:1f:aa:44:ab:ad not found

[nsa nonyyeHns 6onee Nnogpo6HON nHopMaLmn pekoMeHAyeTcs 03HaKOMUTLCS € MOTHbIM PYKOBOACTBOM MO
akcnnyatauum (PykoBoacTso no akcnnyatauun WOP-12ac).
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KpaTtkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

9 Pexum pabotbl Cluster

9.1 OnucaHue

Pexum paboTbl «Cluster» no3BonseT 04HOBPEMEHHO yNpaBAsaTh YCTPONCTBAMM, BXOAALLMMN B OAUH KNacTep,
4TO NO3BOJISET CYLLECTBEHHO NOBLICUTL 3PEEKTUBHOCTL PABOThI C YCTPOCTBAMM NPV pasBepTbiBaHNN,
HacTpolike 1 akcnnyataumm 6ecnpoBOfHON CETU.

Mpu pa6boTe B pexumme «Cluster» gocTtatoyHO BbINOMHUTL HACTPOIKY OA4HOMO YCTPOMCTBA, OCTa/IbHbIe
YCTPOMCTBA AAHHOI0 KnacTepa aBToMaTuyeckn CKONUPYT KOHUrypaumio HaCTPOeHHOro ycTpoicTea. Ecnu B
KOHpMrypaumo o4Horo U3 yCcTpomucTe ByayT BHECEHbl U3MEHEHNS, U3MEHEHNSA aBTOMAaTUYECKN NPUMEHSIOTCSA
KO BCEM BXOAALLMM B KnacTtep ycTpoiicTBam. JaHHoe pelueHne aeincTByeT n npu o6HoBeHun MO yCTponCTB.
Pab6oTta B pexunme «Cluster» No3BoNsAeT BbINOMHUTL NOCAeA0BaTelbHOe KOHTpoMpyemoe ob6HoBneHne MO
YCTPOWCTB.

Knactepom Ha3biBaeTcs rpynna ycTponcTs, 06beAMHEHHbIX B pamMKax O4HOro LLMPOKOBeLLaTe/IbHOro JOMeHa, ¢
CMHXPOHM3NPYEMOI KOHpUrypaumein n nporpaMmmMHbiM obecnedeHnem. Mo ymonyauuio pexumm «Cluster»
BK/IIOUeH. OnpefensiowmmM napaMeTpom pexmma ABsSeTcs MMSA kiactepa, Mo KOTOPOMY NPOUCXOAUT
naeHTMdMKaLmsa NPYHaANEXHOCT YCTPOCTBA K AaHHOMY knactepy. Mo ymonuaHuio nms knactepa «default».
Mocne 3arpy3kn WOP-12ac onpegensiet, HaxoasTcsa M B CETU YCTPONCTBA, BXOAALME B K/lacTep C TEM Xe
UMEHeM, 4YTO U B ero KoHdurypaummn. Ecnmn ycTpoiicTea ¢ 3afaHHbIMY napameTpamu He HageHsl, To WOP-12ac
cunTaeT ceba «<macTepomM» knactepa. Ecnu npuHagnexatime Kk faHHOMY KfiacTepy YCTpOWCTBa HalngeHsbl, TO
WOP-12ac HaumHaeT npoLecc KonmpoBaHUsa KOHUrypaumm ¢ mactepa AaHHoro kiactepa. Takum ob6pasom,
nepBoe yCTPOMCTBO, NOABMBLLEECH B CETU C BKIIOYEHHBIM pexumom «Cluster», cTaHOBUTCS MacTepoM 3TOro
KnacTtepa, a BCce YCTPOICTBa, NOABMBLUNECH B CETU MO3XKE, HO HACTPOEHHbIE Ha TO Xe UMSA KnacTepa, HaumHaoT
Ay6nmpoBaHue KoHurypauum Mactepa B CBoM HacTporikn. O4HOBPEMEHHO B CETU MOXET NPUCYTCTBOBATb
HEeCKOJIbKO K/1lacTepOoB € pas3/InyHbIMU MMeHamMun. OfHa Touka JAOoCTyna MOXeT NpuHaziexarb TONbKO K O4HOMY
13 KNnacTepos.

WOP-12ac 06baBnsieT 0 CBOE NpUHAAIEXHOCTU K K/1acTepy ¢ NOMOLLbIO CreLlmasibHOro NpoTokoa.
YctpoiictBo nocbinaet B LAN-ceTb lwimpokoBelatensHble UDP-nakeTbl € ykazaHMeM CBOEN NpuHaL/1eXXHOCTU K
onpenenieHHoOMy knactepy. Takum o6pa3om, BCe TOUKM AOCTyNa, BXOAsALME B KnacTep, 0OMeHnBatoTcA
NHhopMaLmen mexay coboi, y3HatoT O Ha/IMuMKM MacTepa B CETU U ero KoHurypaumm, a mactep, B CBOKO
ouyepefb, NPOBOAUT MHBEHTapPU3aLMI0 YCTPOWUCTB U B K&X/bli MOMEHT BPEMEHMN KOHTPO/IMPYET KONMYECTBO
YCTPOMCTB, BXOAALLMX B K/lacTep, U Ux agpeca.

9.2 WHcTannauus

Mpun pasBepTbiBaHUN CETU AOCTATOYHO HACTPOUTL OnpeAesieHHbIM 06pa3oM TO/IbKO OAHY TOYKY AocTyna. A
TOro Yto6bl YCTPONCTBA MOI/IM 0OMEHMBATLCA MeXay cob60ol nHopmaumnen, HeobxoanmMo yCTaHOBUTb B CETU
DHCP-cepBep o151 pasgaym ceTeBbIX apecos.

MopsAaoK MHCTaNNALUN CeTU:

1. YctaHoBka DHCP-cepBepa.
2. KoHtpurypupoBaHue 1 husnyeckoe Nogk/IyeHe ogHOM TOUKN focTyna.
3. ®usnueckoe NOAKMOYEHNE OCTASIbHbIX TOYEK AOCTYNa.

Mocne ycTaHOBKU B CETb NEPBOIT TOUKM AOCTYNa KOHMIypUpoBaTh OCTaslbHbIEe YCTPOCTBA HE HYXXHO,
[0CTATOYHO TOMbKO (PM3NYECKM BK/IHOUNTL UX B CETb. YCTPOICTBA NoJyyaT CeTeBbIE aApeca, OnpeaesnsT B CETU
macTepa knactepa «default» 1 aBTomaTuyeckn 6yayT CKOHUIYpUpoBaHbl No Nogo6uo MacTepa.

9.3 Hacrtpolika Cluster

© YctpoiicTBo MOXeT paboTaTth B KfiacTepe, ToMbKO ecv oTkoueHbl WDS (Wireless Distribution
System) n WGB (Work Group Bridge).

15



KpaTtkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

OfHOW ceTn.

© [ns pabotsl B knactepe Management Ethernet uHtepgeiic Bcex ToUeK [O/MKEH HAXOAUTLCSA BHYTPY

© Pexum paboTbl B K1acTepe BK/IKOYEH Ha YCTPOVCTBE MO YMOHaHWIO.

B meHio «Cluster» oTkpoiiTe Bknaaky «Access Points» 1 BbINO/HUTE criefyoLme HacTPOMKN:

This access point is operating in stand-zlone mode...
Softwlc mode only for Captive Partal Instance Configuration

Clustaring: | Off ¥

Update

Manage access points in the cluster

Clustering Options...

Enter the location of this AP

Location: Eltex

Enter the name of the cluster for this AP to join,
Cluster Name: defzault

Clustering IP Yersion: IFvE ® Ipya

Cluster-Priority: o (Rang=s: 0-255, Default: 0)

Click "Update” to save the new sattings.
Update

Single IP Management...

Cluster Management Address: [192,158.10.10

Click "Update” to save the new ssttings.
Update

[KKXKH)

Secure Join Clustering...

Secure Mode: Enabled ® Disabled
Pass Phrase:

Reauthentication Timeout: 200

Click "Update” to save the new ssttings.
Update

(8 - 63 characters)
(Sec, Range: 300 - 86400)

[nsa pepakTnpoBaHus pasaena «Clustering Options» nepeBeanTe pexum Knactepa B cocTosiHue «Off».

B pasgene «Clustering Options» BbinonHuTe cneayoume HaCTPOKN:

+ Location — ykaxuTe onsmyeckoe pacnosioxeHne Toukm goctyna. Micnonb3yetcsa ans ygobcrea aHanmsa
N yNpaB/ieHNsi CETb0 B Pa3NNYHbIX Tabmuax MOHUTOpPUHIa. B npumepe ucnonbayetcs «Eltex»;

+ Cluster Name — ykaxunTte nms knactepa. Touka goctyna 6yaeT NoAKIUaTbCst TOMbKO K KnacTepy, UMs
KoToporo nponucaHo B «Cluster Name». B npumepe ncnonb3yetcs «default»;

+ Clustering IP Version — BbibepuTe ncnonb3yemyo Bepcuio npoTokona IP ans obmeHa ynpasnsitowei
MHopMaLmel Mmexay yCcTpoiicTBaMu KnacTepa. B npumepe ncnonbsyetcst «IPv4».

+ Cluster-Priority — ykaxute npmopuTeT ycTpolicTBa B knactepe. B npumepe ncnonbayetcs «0».

Haxmute kHonky «Update» ansi coxpaHeHusi BHECEHHbIX M3MEHEHMWIA.

B pa3gene «Single IP Management» BbINnoNHUTE cneayouiMe HacTPOMKK:
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+ Cluster Management Address - ykaxunte agpec, no KoTopoMmy 6yfeT AOCTyneH MacTep kiacrtepa.
JomkeH HaxoanTbecs B nogceTn knactepa. B npumepe ncnonbayetca «192.768.70.70».

Haxmute kHonky «Update» ana coxpaHeHWs BHECEHHbIX M3MEHEHMWIA.

[nsa BknoveHus pexmma knactepa B none «Clustering» BbibepuTe 3HaueHme «Ony».

Manage access points in the cluster

Access Points...

Clustering: | On A

Location MAC Address IP Address Cluster-Priority Cluster-Contraller
not set  AB:FS:4B:B0:B5:40 152.168.15.64 -1 ne

Update

Clustering Options...

Location: Eltex

Cluster Name: default

Clustering IF Version: IPvS P4

Cluster-Prioriky: 0 (Range: 0-255, Default: 0)

Click "Updats" to save the new sattings.

Upaate

Single IP Management...

Cluster Management Address: [152,168,10.10 [H.2KK)

Click "Update” to save the new sattings.
Update

[N BK/OUYEHNS aBTOMATUYECKOTo Bbibopa kaHaia TOUKOW fOCTyna Ha OCHOBaHMM HOMEPOB KaHas10B, Ha
KOTOPbIX paboTatoT Apyrue 6m3nexatyme ToUKU 4OCTyna B 3TOM Xe KlacTepe, a Takke CnekTpaslbHOro
aHannsa 3allyM/IeHHOCTM hoHa CTOPOHHUMM TOUKaMK JOCTyna, npeligute Ha Bknaaky «Radio Resource
Management» 1 HaxxmuTe KHONKy «Start» B pasgene «Channel Planner».

[nAa BKNIOYEHUA aBTOMATMYEeCKOro pacnpeseneHnss MOWHOCTU U3/1ly4eHnsa TOYKM AOCTyna Ha OCHOBaHUN
YPOBHS BIUSHUSA COCEAHUX TOUEK A0CTYNa, KOTOpble paboTatoT B TOM Xe KnacTepe, npeianTte Ha BKIagKy
«Radio Resource Management» 1 HaxxmuTe KHOMKY «Start» B pasaene «Transmit Power Control».
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Channel Planner ...
Start | automatically re-assigning channels
Current Channel Assignments

192.168.15.64 AB:F9:4E:B0:B5:50 A 52
192.168.15.64 A8:F3:4B:B0:85:40 B/G 11

Advanced

Click "Update" to save the new sattings.
Update

Transmit Power Control ...

Start | automatically re-assigning b power

Automatically manage radio resource assignments

IF Address Radio Band Channal Status
up

up

Change channels if interference is reduced by at least| 73%
Refresh when access point is added to the cluster|2nable ¥
Dretermine if there is better set of channel s=ttings every| 1 Day \d

RSSI threshold 2.4 GHz -55 [Range:
RSSI threshold 5 GHz -70 [Range:
Interval [a] (Rang=
Advanced
Minimal Tx Power 10 (Rang=
#Active Scan Mode o,
Debug Mode

Update
Monitoring

TPC statistics is not available because tpc-planner is not

v

-100...-20)
-100...-20)
¢ 1800...86400 or 0)

¢ 6...30)

B pasgene «Advanced» BbinosiHMTE cneayroLime HacTPONKu:

+ Change channels if interference is reduced by at least — yctaHoB/TE NpoOLEHT BbIMIpbILLA B
YMEHbLLEHMM YPOBHS LIyMa A1 NPUHATUSE PELLEHNs nepexoja Ha Apyroi kaHan. B npumepe

ncnonb3yertcs «75%»,

+ Refresh when access point is added to the cluster — Bkntounte nepecyer 06Leli cnekTpanbHo
CTPYKTYPbI Cpefibl U BbIGOP ONTUMa/ILHOIO KaHasa AN Touek goctyna (3HadeHne «enabler), ecnu k

Knactepy npncoegmnHAeTCcAa HoBad TOYKa A0CTYyNa,

+ Determine if there is better set of channel settings every — yctaHoBuTE MHTEpPBa BpEMEHN, Yepes
KOTOPbIA NPOMCXOAMNT NEPECHET 06LLEN CNEKTPasIbHON CTPYKTYPbI Cpeabl U BbIGOP ONTMMaIbHOro
KaHana gns Touek gocTtyna. B npumepe ncnosnb3yetcs «1Day».

HaxmunTe kHonky «Update» Ansi coxpaHeHUsi BHECEHHbIX U3MEHEHUIA.
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9.4 MOHUTOPWHT

[ns npocmoTpa napaMeTpoB CECCUIA KNTMEHTOB, NOAK/HOUYEHHbIX K TOUKaM A0CTyna 3afaHHOoro knacrepa,
neperiguTe Ha Bknagky «Sessions». Kaxapiii knveHT onpegenserca MAC-agpecom 1 TOUKOn A0CTyna, K
KOTOPOI OCYLLIECTBISIETCA €r0 Tekyllee noaxdeHne. s npocmoTpa ctatucTuku B pasgene «Display»
BblIOEPUTE HY)XXHOE 3HAYEHME N HAXKMUTE KHOMKY «GO».

MpOCMOTpP CTaTUCTVKM AOCTYNEH NO CeayLwWwyM napameTpam:

Manage sessions associated with the cluster

Sessions..

You may sort the following table by clicking on any of the column names.

Display | All v Go

AP |l ocation User MAC Idle Rate (Mbps) Signal Rx Total Tx Total Error Rate
floor 1 00:EB:2D:71:FD:E7 3 135 74 175 10 a
floor 1 74:D0:2B:4F:6F:53 0 5] 87 906 0 a

You may restrict the number of columns displayed by selecting a field other than "all” in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location™, "User MAC™ and the
selected field for each session. Click the "Go"™ button to apply the new selection.

+ AP Location — mecTononoxeHue To4kn gocTyna. 3HayeHve nosly4eHo 13 onmcaHnsa MecTonosIOKEeHUS,
yKasaHHOro Bo Bknajke «Basic Settings»,

+ User MAC — MAC-agpec 6ecnpoBOfHOro yCTPOCTBA KINEHTE,;

+ Idle - cpeaHee Bpems, KOTOpPOe YCTPOICTBO 6bINI0 B COCTOSIHUM 6e3aelicTBUS (Koraa YCTPOCTBO He
NPUHUMAET UMW He NepeaaeT AaHHbIe);

+ Rate — ckopocCTb nepeaayn faHHbIX Mexay TOUKON AoCTyna 1 onpeaeneHHbIM KmeHTom, B Mbps;

+ Signal — ypoBeHb curHana, NpMHUMaEMbIn OT TOUKU AOCTYNa;

* Rx Total — o6uiee KonMyecTBoO NAKETOB, NO/TYYEHHbIX KIMEHTOM B TEYEHME AAHHON ceccuw;

+ Transmit Total — 06Lee KONNMYECTBO NAKETOB, NEPEAAHHbIX OT K/IMEHTA B TEYEHME AAHHOW ceccuy;

+ Error Rate — 06Liee KO/IM4ecTBO NakeToB, OTOPOLLUEHHbIX TOYKOW AOCTYNa B TEYEHWE [aHHON Ceccum.

[Nsi NnpocMoTpa COOTBETCTBYS TOUEK [OCTYNa, HAXOASLLMXCA B KNacTepe, U 6ecnpoBO/HbIX CETEN,
AETEKTUPYEMbIX 3TUMU yCTpoiicTBamu, nepeiante Ha Bknaaky «Wireless Neighborhood». Ha Bknaake
«Wireless Neighborhood» HaxoauTcs Tabnuua, koTopasi AEMOHCTPUPYET, Kakne 6ecnpoBoiHbIe CETU
ANETEKTUPYET Kakas Touka A0CTyNa 1 Kakoil ypoBeHb CUrHaia Touka AoCTyna oT HUX NPUHUMAaET.
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View neighboring access points

Wireless Neighborhood...

Clusteredﬁ
The Wireless Neighborhood table shows all access points within range of any AP in the duster, Cluster
members who are also "neighbors” are shawn at the top of Neighbors list and identified by a heavy bar
abave the Metwork Name. The colered bars and numbers ta the right ef 2ach AP in the Neighbars list indicate -
signal strength for each neighboring AP, This signal strength 15 detected by the cluster member whose IP Tt '11
address is at the top of the column. Paints ‘

Display Meighboring APs: In cluster Mot in cluster » Baoth

Cluster

.19).163.I3.Ill 192.168.18.111 192.168.18.57 192.168.18.57
. O0:ACTILIAZ:ACON 00AGLLIZ:AC IS 00:AGACLZ2:12:00 00:ACAC:LZ:12:10
Neighbors (45) (foor 1) (fAoor 1) (fAoor 2) (flaar2)

Eltax -Clustaring-Tast

Eltex - Chus tering -Test2

Eltex - Clustering-Test

Eltax -Clustaring-Tast2

HEFTFFFITIFFITT

Dafault

Default

tastar?
tester?

testerd

dockapld

Ha ocHoBaHMK faHHOW TabnuLbl MOXHO NPOU3BECTU CNEKTPasIbHbIN aHasIn3 BCe CETU U OLUEHUTb BIUSIHUE
MOMEX Ha KaXKayt TOUKy A0CTyna. STO NO3BOAUT OLEHUTb NPaBUIbHOCTbL PACMOIOXEHMSA TOYEK A4OCTyNa no
TEPPUTOPUMN MOKPLITUS N YKaXKET HA MECTa, B KOTOPbIX YPOBEHb NOMEX NPEBbILWAET A0NYCTUMbIN. B BepxHeii
CTpOKe Tabnuupl 0To6pakeHa MHhopMaLms No KaxXAoMy paguonHTepdericy Touek 4ocTyna 3a4aHHoro
knactepa. B nesom cton6ue tabnvubl pacnosioxeHa nHpopmaums no 6ecnpoBOAHbIM CETSAM, KOTOpble BUAHbI
YCTPOWCTBaM B KnacTepe. YpPoBeHb CUrHasia oT Kaxaol 6ecnpoBOAHON CETU YKa3aH B NPaBO BEPXHEN AYEnKn
Tabnmubl.

Ta6numua chopMupoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxatoTcsi 6ecnpoBofHbIe CeTH, 06pa3oBaHHbIe
caMuM K/lacTepoMm, fasiee UayT MMeHa CTOPOHHUX CETeil.

MpocMOTp Tabnuubl AOCTYNEH B TPEX PEXMMAX:

* In cluster — npu yctaHoBneHHOM chnare B Tabnmue 6yaet oTobpaxarbcs nHdpopmauns 0 6ecnpoBOAHbIX
CeTAX, HAXOAALLMXCA TOMbKO B KNacTepe;

* Not in cluster — npu yctaHoBneHHOM chnare B Tabnuue byaet otobpaxarbcs nHopMaL s ToNbKOo 0
CTOPOHHMX 6ECNPOBOAHbIX CETSAX;

+ Both — npn yctaHoBneHHoM chnare B Tabnmue 6yaet oTobpaxaTbCs MHPOPMaLMS O BCEX CETSX.

[nsa npocmoTpa TekyLero cnMcka Touek AocTyna B KfiacTepe 1 X napaMeTpoB neperante Ha BKNagky
«Radio Resource Management». B Tabnmue «Current Channel Assignments» npnsogatcs cnegyouwme
napameTpbl:

+ IP Address — IP-agpec Toukm goctyna B KnacTepe;

+ Radio - MAC-agpec pagnouHtepcpeica Toukun 4OCTyna B KnacTepe;

+ Band - Ha6op cTaHAapTOB, NOAAEPXKMBAEMbIX paanoMHTEPKENcoM TOUKM AOCTYyNa B KnacTepe Ha
[AaHHbIA MOMEHT;

« Channel — Homep kaHana, Ha KOTOpOM paboTaeT Tovka AOCTyna;

+ Status — cocTosiHMe paboTbl pagnonHTepdelica Toukn AOCTyna B KfacTepe;

+ Locked - 6noknpoBka cmeHbl kaHana. Npu yctaHoBNEHHOM chniare B MOMEHT BblGopa ONTMMasibHOro
KaHana BceMu Toukamun gocTyna AaHHbll pagnonHtTepdieinc byaeT MCnonb3oBaTb NPEXHWUIA KaHan npu
noboM ncxoae Bbibopa ONTUMasIbHOIO KaHana.

Haxmute kHonky «Refresh» ansi o6HoBNeHus aaHHbIX B Tabnmue «Current Channel Assignments».
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B Tabnuue «Proposed Channel Assignments» npuBoamTcst nHchopmaLmsi 0 BO3MOXHbIX 3HAUEHUSIX KaHasa, Ha
KOTOpbIli NnepeifeT pagnonHTepdeiic ToUKM AOCTyNa, ecav ByAET 3anyLieH NepecyeT ONTMMasIbHOCTU Bblibopa
KaHana:

+ IP Address — IP-agpec Toukn goctyna B KnacTtepe;

+ Radio - MAC-agpec pagnouHTepcpeica Touku JOCTyna B Knacrepe;

* Proposed Channel — Homep kaHana, Ha KOTOpbI NepenaeT pagmonHTepdenc Toukn 4ocTyna, ecnm
6yfeT 3anyLleH nepecyet oNTMMaslbHOCTU BblbOpa kaHana.

9.5 OG6HOB/EHVE NPOrPaMMHOIN0 06ecrneyeHus

Pab6oTta B pexunme «Cluster» N03BoONSAET BbINOMHATL aBTOMaTnyeckoe o6HosneHme MO Bcex YCTPOWCTB,
BXOAALLMX B KnacTep, 6e3 NpuMeHeHUs BHELLHWX CUCTEM YNpaB/ieHUs U KOHTPO/1/1epOoB.
O6HoBneHne MO MOXHO BbINO/HUTD:

* yepe3 web-nHTepdeiic;
+ uyepe3 DHCP Autoprovisioning (opt 66, opt 67).

9.5.1 O6HoBneHne MO yepe3 web-nHTepdelic

[nsa o6HoBNeHns MO Ha ycTpolicTBax 3agaHHOro knactepa yepe3 Web-nHtepdpelic oTkpoiite Bknaaky «Cluster
Firmware Upgrade» Toukn goctyna.

Mpwn 06HOBMEHMM MO yCcTpOCTB Knactepa thalin NpoLnBKM ByAeT 3arpy>XeH Ha Kaxaoe yCTPOMCcTBO n
yCTaHOB/EH Ha NO3uLMIo «Primary Image». ABTOMaTMUYECKN BbINOIHAETCA nepesarpyska yCTPOCTB C
3arpy3koii N0, kKoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/NEHHOE paHee Ha ycTpoicTBax knactepa MNo
6yAeT coXxpaHeHo 1 nepemMeLLeHo Ha no3uuuto «Secondary Image» (pesepBHasi Bepcust M0).

Bo Bknaake «Cluster Firmware Upgrade» BbinonHuTe cnegytoLne HacTpOoKu:

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware \Version Firmware-transfer-status
1 152.168.15.64 A8:F9:4B:B0:85:40 WOP-12ac DC (Tekymana sepcua M0) None
Upload Method: ® yrTP TFTP
Mew Firmware Image: BoiGepute dhain | dain He snbpad

Overall Upgrade Status: Mot Initialized

Start-Upgrade || Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new firmware, or
the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

+ Upload Method — BbiGepute meTop 3arpy3ku thaiina MO Ha ycTpolicTBa. B gaHHOM npumepe
ncnonb3yetca 3arpyska yepes TFTP;

+ Image Filename - ykaxunte umsa dparina NoO, KoTopbIi OyAeT 3arpyXeH B yCTPOWCTBO. B npumepe
ucnonbsyetca «wop12ac-1.8.0.636.tar»,

+ Server IP - ykaxuTe IP-agpec TFTP-cepBepa, Ha KOTOpOM coxpaHeH thaiin MNO. B gaHHOM npumepe
ncnonb3yetcd «192.168.15.250».

HaxmunTe «Start-Upgrade» ansi Hayana o6HOBEHUS.
B npouecce 06HoBNeHMA MO yCTPOWCTB He OTK/OYaTe NMTaHue YCTPOICTB, a Takke He OOHOB/IANTE U He
MeHsIiTe TekyLyto web-cTpaHunuy ¢ nporpecc-6apom 06HOBEHUS.
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9.5.2 O6HosneHue MO yepe3 DHCP Autoprovisioning

[na o6HoBneHns MO noHago6utca TFTP-cepep, a Takke DHCP-cepBep ¢ onpeaeneHHon KoHgurypaumen.
Mpoueaypa o6HoBNeHMs MO Toyek focTyna BbIrAAMT criefyowmumM o6pasom:

1. Touka gocTtyna 3arpyxaetcsa u nonyyaet agpec no DHCP. B DHCP-ceccum Touka focTyna nosyyaet ot
cepsepa B onuusx 2 napameTtpa: tftp-server u filename, rae tftp-server — IP-agpec TFTP-cepsepa, a
filename — nms haitna ¢ pacwmpeHnem .manifest, cogepxatiero nigpopmauuto o MoO.

2. MacTtep knacTtepa Ha OCHOBE MPUHATLIX AaHHbIX KaXAble HECKONIbKO CEKYH[, HAYMHAET NPON3BOANTb
nonbITKy 3arpy3kn manifest cpaiina ¢ TFTP-cepBepa. MNocne 3arpy3ku haiina mactep cpaBH1UBaET
Bepcuio MO, ykasaHHyto B haiine, co cBoei Bepcuein MO. Ecnin Bepcus MO macTepa He akTyanbHa, TO
macTep 3arpyxaet chaiin NO ¢ TFTP-cepeepa (Mms chaiina MO ykasbiBaeTcs B manifest-gpaiine) un
aBTOMarnyeckn 06HoOBNAETCS.

3. OcTtasibHblEe YCTPOICTBA B KnacTepe onpeaensoT, YTO MacTep He akTuBeH. B knactepe npovcxogut
BbIGOpKa HOBOro Mactepa. YCTPOCTBO C 60/bLUNM 3Ha4YeHneM «uptime» cTaHOBUTCS MacTepoM. HoBbIl
MacTep Takke NOBTOPSIET NYHKT 2: ckaymBaeT manifest-cpaiin, cpaBHmBaeT Bepcum MO, o6HoBAsET MO.

4. Lmkn noBTOpsieTCs, NokKa Bce YCTPOCTBA B KflacTepe He 06HOBATCA [0 akTyaslbHOW BEPCUM MPOLLMBKMN.

MopapoK HACTPOIAKM OGHOBIEHUA:
a) PasmecTnTb Ha TFTP-cepBepe haiin "wop12.manifest", conepxalunii CTpoky:

VERSION="1.19.3.X" WOP-12ac-1.19.3.X.tar.gz,

rae

WOP-12ac-1.19.3.X.tar.gz — nmsa apxusa, cogepxatero MO gna WOP-12ac;
1.19.3.X = Bepcud MO, cogepxallerocs B apxuse.

Bepcuto MO MoXxHO nocMoTpeTb B ghalisie «version» B apxuse ¢ 0.

b) PaamecTuTtb Ha TFTP-cepBepe apxus ¢ MO ana WOP-12ac.
c) B HacTpolikn DHCP-cepeepa (dhcpd.conf) BHecTV cnepytolive npasku:

option tftp-server-name "192.168.10.1"
option bootfile-name "wop12.manifest";
rae

192.168.10.1 — agpec TFTP-cepepa;
wop12.manifest — nms manifest-chainna.
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHna TEXHUYECKON KOHCY/IbTaLLMM NO BOMPOCaM 3KCMNayaTauumn obopyaoBaHma
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbcA B CEPBUCHDBIN LLEHTP KOMMNAHUM:

050032, Pecnybnuka KasaxcrtaH, r. Animatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KomnaHuM Bbl MOXeTe HaWlTU TEeXHWYECKYH [AOKYMEHTaumio U
nporpammHoe obecrneveHne ana npoaykumm TOO «3InTekcAnatay», obpatutbca K 6ase 3HaHWN,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CEPBUCHOrO LEHTPa Ha TeXHMYECKom popyme.

OduumanbHbIn cant komnaHuu: http://eltexalatau.kz
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