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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO UX BBOA NpeaocTaBAAeT onpeaeneHHble A0ONONHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl MCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habaopaetca TEHAEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPble ABAAKOTCA ONOPHbIMW B MHOTOCNOMHOW apXUTEKTYpPe CETEN CAeayloLLero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHPOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpynHOro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMO/IOTMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCcTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES24xx, MES14xx n MES3708P moryT MCNO/b30BaTbCA Ha CETAX KPYMHbIX
npeanpuATUA M NpeanpuATMiA manoro u cpegaHero 6usHeca (SMB), B onepatopckux ceTax. OHu
obecneunBaloT BbICOKYHO MPOU3BOAUTENBHOCTb, FMBKOCTb, 6€30MacHOCTb, MHOrOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpoMmblIWNEHHbIM KoMmmyTaTop MES3708P npeaHasHayeH gna pasmeLleHus BHYTPM 0Nop OCBeLLeHus
(nan gpyrux) c AMameTpom BHYTPEHHEW MNOA0CTU He MeHee 185 MM, a TaKKe OpraHM3aLMM 3aLMLWEHHbIX
OTKa30yCTOMUYMBbIX CETEN Nepesayn AaHHbIX Ha 06beKTax, rae HeobxoaMMo BbiNOAHEHWE TpeboBaHWUIM No
obecneyeHnNo YCTOMYMBOCTM K BO3OEWCTBUAM Pa3/IMUHOIO BMAA: TeMNepaTypHbIM, MEXaHWUYECKUM W

Apyrum.

B HacToswemM pyKOBOACTBE M3/I0XKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKU, pEKOMEHLALNN
MO HaA4a/ibHOM HACTPOMKe, CUMHTAKCUMC KOMaHA AN1A KOHPUrypauuu, MOHUTOPUHIa M ob6HOBAEHUA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue
Yctpoiictea cepuii  MES14xx wn  MES24xx ABnAOTCA  ynpaBAseMbiMM  KOMMYTAaTOPamM,
BbINONHAOLMMMU CBON KOMMYTALMOHHbIE GYHKLMN HA KAaHA/IbHOM M CETEBOM YPOBHAX mozenn OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckux nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOMmMyTaTOpbl MES2408X MMeIOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeTteBble KOMmMyTaTOpbl MES2428x MMetOT B CBOEM cocTaBe 24 aneKkTpuyecknx noprta Gigabit Ethernet
1 4 onTuyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcuepos (Combo-nopTsl).

CeTeBble KommyTaTopbl MES2424x nmetoT B CBOEM cocTaBe 24 3n1eKTpuyeckmx nopta Gigabit Ethernet
n 4 onTnyeckux nopta TenGigabit Ethernet gns yctaHoBKK SFP+-TpaHcMBEpOB.

CeteBble KommyTaTopbl MES2448 DC umetoT B cBOEM cocTaBe 48 aneKkTpuyecknx noptos Gigabit
Ethernet u 4 onTnyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-TpaHcMBepOB.

CeTeBble KommyTaTtopbl MES2448B nmetloT B cBOEM cocTaBe 48 anekTpuyecknx noptoB Gigabit
Ethernet u 4 onTuueckmx noprta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeTeBble KommyTaTopbl MES2448E nmeloT B CBOEM cocTaBe 48 3/eKTpuyeckux noptoB Gigabit
Ethernet n 6 onTnyeckmx noptos TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 2 onTnyeckux nopra Gigabit Ethernet ana ycraHoBku SFP-TpaHcuBepos.

1.2 ®yHKUMM KOMMmyTaTOpa

1.2.1 ba3osbie pyHKYuu

B Tabnmue 1 npueBeaeH cnncok 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYMNHbIX ANA aAMUHUCTPUPOBaHKA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om BOKMPOBKa BO3HMKAET B C/ly4anx Neperpyskun BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
6710KupoeKuU o4yepedu KOM OT HECKOJ/IbKUX BXOAHbIX MOPTOB. 3TO NPUBOAMUT K 3a4epXKam nepefaym AaHHbIX
(HOL) M noTtepe NaKeToB.

Moddepscka CnocobHoCTb Nogaep*nBaTb nepenady CBEpPXAAMHHbLIX KaapoB, YTO NO3BOAAET ne-
C8epXOAUHHbIX KaOPOB8 | pefaBaTb AaHHbIE MEHBLUMM YMCNIOM NAKETOB. ITO CHUXKAET 06bem CNyKeBHOW MH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM U NepepbiBbl.

YnpasneHne NOTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N NpeaoTBpalleHMA nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaAaTb NakeT PAUSE, Tem cambim nHpopmmpys
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)
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HELTEX

1.2.2 ®yHKYyuu npu pabome ¢ MAC-adpecamu

B Tabanue 2 npueeseHbl PyHKUUKN yCTPOICTB Npu paboTe ¢ MAC-agpecamum.

Tabnuua 2 — PyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctasaseT B namati Tabsvuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YYEHMA, AaHHble, MOCTyNatoWmMe Ha Kakon-nMbo nopT, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMyTaTopa. B pexxume obyvyeHUA KOMMYTaTOp aHAN3U-
pyeT Kagpbl u, onpesenns MAC-agpec oTnpasuTens, 3aHOCUT ero B Tabanuy mapLu-
pyTv3auuun. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN ansa xocta, MAC-agpec
KOTOPOTroO y»Ke ecTb B Tabanue, nepesaetcs TONbKO Yepes yKasaHHbIN B Tabauue noprt.

Moddepxka nepedayu
Ha HecKonbKko MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONSAET YCTaHaB/AMBAaTb COEAMHEHUA «OAMH KO MHOTUM» U
«MHOTME KO MHOrmm». Takum o6pa3om, Kaap, agpecoBaHHblii MHOroagpecHomn
rpynne, nepeaaeTca Ha KaxKablit NopT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecan ot yctpoiictaa c onpeaeneHHbim MAC-aapecom 3a onpeaesieHHbIN nepuog spe-

adpecos MEHM He MOCTYMaloT NaKeTbl, TO 3aMMCb ANA AAHHOIO agpeca ycTapeBaeT M yaAanaeTca.

(Automatic Aging for 370 NO3BONAET NOAAEPKMBATL TabOAMLY KOMMYTaLMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOlM KOMMYTATOP NO3BOAAET MOJ/Ib30BATENO ONPeAe/IUTb CTaTUYECKUE 3anuncu
. . cooTBeTcTBU MAC-agpecoB, KOTOPble COXPAHSAOTCA B TabiMue MapLupyT1saumm.

(Static MAC Entries)

1.2.3 ®yHKyuu emopozo yposHa cemeesoli modenu OSI

B Tabnmue 3 npuseaeHbl GyHKUMM M 0COBEHHOCTM BTOPOrO YpoBHA (ypoBeHb 2 OSI).

Tabnuvua 3 — OnucaHme GyHKUNUIN BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauma npoTtokona IGMP nossonsert Ha ocHoBe MHbOPMALUKM, NOSYYEHHOM
npuv aHanuse cogepxunmoro IGMP-nakeToBs, onpeaenunTb, Kakue ycTpoicTea B ceTu

®yHkyusa IGMP Snooping o

Y4acTBYHOT B Fpynnax MHOroaApecHOM paccbl/iKM, U agpecoBaTb TpadumK Ha cooTeeT-

CTByHOLLME NOPTHI.

. Peanuszauusa npoTtokona MLD no3BosseT ycTpoiicTBy MMHUMU3NPOBATbL MHOTOaz-

@®yHkyusa MLD Snooping . 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

PyHKLMA, NO3BONAOLLAA NEPEHaNPaBAATb MHOTOa4pecHbI Tpaduk us ogHoi VLAN
®yHkyua MVR B APYryto Ha ocHoBaHMM IGMP-coobLueHmi, 4TO NO3BOAAET YMEHbLUUTb HarpysKy Ha

uplink-nopty. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«lWTopm» — 3TO pasmHoKeHMe broadcast-, multicast-, unknown unicast-naketos B
KaXK40oM y31e, KoTopoe NPMBOAUT K NaBUHOOBpPa3HOMY POCTY MX YMCAa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTL CKO-
pocTb Nepenaym MHOroaApPEecHbIX U LIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epkanupoBaHue NOPTOB NO3BOAAET Ay6AMpoBaTh Tpaduk HabaoAaembIx NOPTOB,
nepecbiiasa BXogawme u/Mam ucxogsawme nNakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
Nno/sib30BaTeNA KOMMYTAaToOpa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLMIA U KOH-
TpoaMpyemble NopTbl U BbIBpaTb TMN TpadMKa (BXOAAWMMA U/UAN NCXOAALLNNI), KO-
TOpbIl BygeT nepenaH Ha KOHTPOJIMPYHOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

JaHHasa dyHKUMA No3BONAET Ha3HaunTb nopTy ero uplink-nopT, Ha KoTopsblii 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneunsan Tem caMbiM U30A-
LU0 C APYTMMK MOpTamm (B Npesenax o4HOro KOMMYTaTopa), HaXO4ALLMXCA B STOM
e WupoKosellaTtenbHom aomeHe (VLAN) B npeaenax oAHOro KommyTratopa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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HELTEX

Mooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBOW NPOTOKO/I, OCHOBHOM 3aZayelt KOTOPOro ABAA-
etca npusepeHune cetn Ethernet ¢ M36bITOYHBIMU COEAUHEHUAMM K APEBOBUAHOWN
TOMONOMMK, UCKAOYatoLWen neTan. KommyTaTtopbl 06MeHUBaOTCA KOHOUTYPaLMOH-
HbIMU COOBLLEHNAMM, UCNONBL3YA Kagpbl cneumansHoro ¢opmaTa, U BbIBOPOYHO
BK/IIOYAIOT M OTKJ/IOHAIOT Nepegayvy Ha nopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiii) STP (RSTP) — AaBNseTcA ycoBepLLueHCTBOBaHMEM NpoToKkona STP, xa-
paKTepU3yeTcs MeHbWMM BpeMeHeM NPUBEAEHUA CETU K APEBOBUAHON TONOAOMMU
1 nmeeT 6onee BbICOKYHO YCTONUYMBOCTD.

Mooddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pa3yowmnx o4HY LWNPOKOBELLLATE/IbHYIO
obnactb (aomeH). KommyTtaTop noanep1BaeT pasinyHble cpeacTBa Kaaccuoduka-
LUK NAKETOB N5 ONpeaeneHna ux NpUHaaNeKHOCTU K onpegeneHHon VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LMK YPOBHA KaHana nepegayn AaHHbIX, NpeacTaBasowme coboil NPoTOKON MOHM-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone Ans nepegayn MHGopmaLmm o co-
CTOSIHAM KaHafa Mexay HenocpeacTBeHHO MNOAKAKYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoAAepXKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmos
(Port-Based VLAN)

Pacnpenenenune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [JaHHoe
pelleHMe NO3BONAET UCMO/Ib30BaThb Ha KaXKAOM NOpTy TONbKO ofHy rpynny VLAN.

Mooddepxcka 802.1Q

IEEE 802.1Q — OTKpbITbIM CTaHAAPT, KOTOPbIM ONUCLIBAET NPOLLEeAYpPY TEFMPOBaHMUA
TpaduKa gna nepesadm nHbopmaumm o npuHagaexHoctm K VLAN. MossonseT uc-
Nnonb3oBaTb HeckoabKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHUe KaHan108 ¢
ucnonv3osaHuem LACP

MpoToKkon LACP obecneynBaeT aBToMaTMYecKoe obbeaNHEeHNE OTAE/NbHbIX CBA3EMN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTaTOp MAM KOMMyTaTop—cep-
BEpP) B eAMHbIN KaHaN nepesayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpeAenseTcs BOSMOXHOCTb 06beaMHEHNA KaHAO0B, U B
C/ly4ae 0TKa3a coeMHEHUA, BXOAALLErO B 06beaMHEHHbIN KaHan, ero Tpaduk aBTo-
MaTUYeCcKn nepepacnpesenserca no He OTKA3aBLUMM KOMNOHEHTam 0b6beAnHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpowcTBax nogaepxumBaetcs GyHKLMA CO34aHMNA TPYNN KaHaMoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorusa obbeanHeHnn
HECKONIbKMX PU3NYECKMX KAHAIOB B OAMH SIOTMYECKUIA. ITO CNOCODBCTBYET HE TONIbKO
YBE/IMYEHUIO MPOMYCKHOM CMOCOBHOCTM MarncTpasbHbIX KaHanoB KomMmyTaTop—
KOMMYTaToOp MW KOMMyTaTOp—CepBep, HO U NOBbILWEHUID UX HAAEKHOCTU. Bo3-
MOKHbI TPM TUMa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OCHOBaHuM |IP-
afipecoB 1 Ha OCHOBaHWW nopTa (socket) HazHayeHuUs.

lpynna LAG cocTouT U3 NopTOB € O4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM peKnme.

Selective Q-in-Q

MNo3BonseT Ha3HauaTb BHelwHM VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaHHbIX Npasua OGUAbTpaLMM NO HOomepam BHYTpeHHuUx VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nossonseT pas3obpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, uameHuTb metky SPVLAN y naketa B oTAe/ibHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TpeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

mapwpymel

AZMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTU4e-
CKMe 3anuncy B TabanLy MapLIpyTU3aLmm.
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KnueHmeoi BootP u

(Address Resolution
Protocol)

DHCP (Dynamic Host YcTporictBa cnocobHbl  aBTOMAaTMyecku nonyyatb [P-agpec no  npoTokony
. ) BootP/DHCP.

Configuration Protocol)

lpomokon ARP ARP — npoTokon conoctasneHus IP-agpeca n dpusnyeckoro agpeca ycrpoicraa. CooT-

BEeTCTBUE YCTAaHAB/IMBAETCA Ha OCHOBE aHa/IM3a OTBETa OT Yy3/1a CeTU, agpec y3na 3a-
npawnBaeTCA B LWULMPOKOBELWATENbHOM NaKeTe.

1.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLUMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKUBAHMSA

Moddepxcka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMBAET MPUOPUTEIALMIO MCXOAALLEro TpadmrKa No oyepessm Ha
Kaxkgom nopty. PacnpegesneHne NakeTos No o4yepessm MOXKET NMPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasIMYHbIM NOMAM B 3aro/I0BKax NaKkeToB.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT MeToZ yKasaHMA NpMoOpUTETa Kagpa M anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AOCTaBKU HYyBCTBUTENBHOTO K
BPEMEHHbIM 3aAaep*KKam Tpadumka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTryT MCNONb30BATb 3HAYeHUe npuoputeta 802.1p gna
pacnpeaeneHna Kagpos No NPUOPUTETHbLIM ovepeaam.

1.2.6 ®PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

DHCP snooping

PyHKUMA KOMMYyTaTOpa, NpeHa3Ha4YeHHas 4/1A 3alunTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. Ob6ecneumsaet ¢puabrpaunto DHCP-coobuieHMiA, NoCTynuBLINX C
HeHaZeXHbIX MOPTOB MyTeM MOCTPOEHMA U noaaepaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep o TOom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymonyaHuio KOMMYTATOp, UCNoNb3yowmii dyHKLMo DHCP snooping, 06HapyXu-
BaeT u oTbpacbiBaeT Ntob6oin DHCP-3anpoc coaepskalinin onuuio 82, KOTOPbIN OH MNo-
Nyynn yepes HeHagEéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa A1A 3alWMTbl OT aTaK C UCMO/b30BaHNEM
npoTtokona ARP. CoobuieHune, KOTOpoe NOCTynaeT ¢ HEHaAEeXHOro NopTa, Nnoasepra-
eTcA NpoBepKe — cooTBeTcTBYET N IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT naker.

L2 -L3—-L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaumK, coaepiKalleinca B 3arosoBKax ypoBHel 2, 3 n 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HAacTpouTb A0 100 npasu, COrNacHoO KOTOPbIM NaKeT by-
net obpabotaH, nMbo oT6pOoLLEH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTOopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cOOTBETCTBUI 6a3bl 4aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yyecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonbayeTcsa Ana 6opbbbl ¢ noa-
meHoM IP-agpecos.

1.2.7 ®yHKyuu ynpaesseHUs KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM yNpaBAEeHNA KOMMYTaTOPamM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB cOoXpaHAtoTCA B daiiie HaCTPOIMKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHPUrypaL MM KaK BCEN CUCTEMbI B LLEIOM, TaK U OnpeaesIeHHOro nopTa ycTpom-
cTBa.
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MpoTtokon TFTP ncnonb3yertcs s onepaumn 3anucu 1 yteHus ¢ainos. NpoTokon oc-
Mpomokon TFTP (Trivial | nosan Ha TpaHcnopTHOM npoTokone UDP.
File Transfer Protocol) YcTpoicTBa nogaepKuBatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢daiios
HACTPOMKKM 1 06pasoB NporpammHoro obecneyeHums.
Mpotokon SNMP ucnosb3yeTca 418 MOHUTOPUHIA U YNPaBAEHUA CETEBLIM YCTPOM-
lpomokon SNMP cTBOM. [1nA ynpaBaeHUsa AOCTYNOM K CUCTEME OnpesenseTca CNMCOK 3anncei coob-
LLLeCTBa, KarkAan U3 KOTOPbIX COAEPKUT NPUBUAETUM AOCTYNA.
YnpasneHne KommyTaTopamu nocpenctsom CLI ocyliectBnseTca 10KanbHO Yepes no-
Uumepdpeiic cnenoBatesibHbIA NopT RS-232, inbo ypaneHHo yepes Telnet. UHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMbllIEHHbIM CTaHAapToM. MHTepnpeTaTop
(CLI) CLI npepocTaBnaeT CNMCOK KOMaHA, U K/KOYEBbIX C/10B A8 NOMOLLM NO/Ib30BaTeNto U
COKpaLLeHUo 06 bema BBOAMMbIX AaHHbIX.
Syslo Syslog — npoToKon, obecneunBaoWwmii nepesady coobLLeHNI 0 NPOUCXOAALLNX B CU-
ysiog cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OWMBKaxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHU3ALMKU BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHU3ALMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCEKYHADI.
Protocol)
Traceroute — cny»kebHan GyHKLMA, NpegHa3HauYeHHas 41A onpeseneHns MapLlpyTos
Traceroute y dyHKuUuA, Npes, A peq, pwpy
nepegayun AaHHbIX B IP-ceTax.
YnpasneHue .
AZMUHUCTPATOP MOXKET onpesennTb YPoBHU NPUBUAETUIA AOCTYNa ANA NONb30BaTe-
KOHMponaupyemsim . . .
el yCTPOMCTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YpOBHA NpUBUAETUI (TONbKO Ann
docmynom — ypoeHu o
. yTeHus — 1 ypoBeHb, NOJIHbIN AoCcTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaBAMBaTb 3amnpeT AOCTyna K Kakaomy uHTepdelicy
Brokupoexa ynpasneHus (SNMP, CLI). 3anpeT MoKeT bbITb YCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro
uHmepdeiica TMNa gocTyna:
P Telnet (CLI over Telnet Session)
ynpaeneHus SNMP
SSH
JlokanbHas [na nokanbHol ayTeHTUOUKALMKN NOALEPKMBAETCA XpaHEeHWe naposeit B base AaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
Qunempayus IP- Joctyn no SNMP paspelaeTtca ana onpegeneHHblx |IP-agpecos, ABnarOLWMXCA yne-
adpecos 013 SNMP Hamm SNMP-coobecTsa.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdUKaumm, asTopmsaumm m ydeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NO/b30BaTesIel, KOTOPan COAEPHKUT AaHHble
Knuenm RADIUS P yer basy 4 , HOTOPAA COAEPHUT A
NPOBEPKM NOAJNHHOCTU AN1A KAXKA0ro nosib3osatena. KommyTtaTopbl cogepKaTt Kam-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpONCTBO NpesoCcTaBAAEeT NOAAEPKKY NPOBEPKM MOAJMHHOCTU KNMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEHTPAIM30BAHHYIO
(Terminal Access cuctemy HesonacHoCTH A npoBepkK 0Nb30BaTesIel, NOyyalLWmMx AOCTyn K
TEM n TM onsa n M nosb Ten non aoctyn
Controller Access y !
YCTPOMCTBY, @ TaKXKe LLEeHTPasM30BaHHYI CUCTEMY YNnpaBieHusa npu cobaoaeHum
Control System)
coemectumocTtn ¢ RADIUS n apyrumun npoueccamun npoBepKku NOASIUHHOCTY.

1.2.8 [onoaHumesnbHble pyHKYuu

B Tabnmue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKM YCTPOMCTBA.

Tabanua 8 — lononHUTeNbHble GYHKLUN YCTPOMCTBA

BupmyanbHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBE NPOrpammMHble M annapaTtHble cpes-

mecmupoeaHue Kabesas | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-

(VCT) CTep No3BOSIAET ONpenennTb COCTOAHNE MeLHOro Kabensa cBAsw.

AuazHocmuka YCTpoiCTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcMBep. MNpu TeCTUPOBAHUK OT-

onmuYecKo20 CNEeXMBAIOTCA TaKMe MapameTpbl, KaK TOK W HanpsKeHWe NuTaHuAa, TemnepaTypa

mpaHcusepa TpaHcuBepa. [na peanunsaunm Tpebyetca nogaeprka aTnux GyHKUKNIA B TpaHcmBepe.
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UDLD (Unidirectional
Link Detection)

MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN A/19 aBTOMaTUYECKOro 06HapyKeHMs noTepm
[ABYXCTOPOHHEW KOMMYHUKALMKN Ha ONTUYECKUX IMHUAX CBA3M.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTAaTOPOB nNpueeaeHbl B Ta6/w1u,e 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepnucTtnkn

0O6wue napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
o | Realtek RTL8380M
MES2408PL
MES3708P
MES2408C
MaKeTHbIN MES2408CP
npotieccop mg;g; Realtek RTL8382M
MES2428B
MES2428T
mg;jgfm Realtek RTL9301
MES2448 DC
MES2448B Realtek RTL9311
MES2448E
24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES24088B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
NHTepdelick mgz;zg:f bCl 8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T N
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CYyXNX KOHTaKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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24 x 10/100/1000BASE-T (RJ-45)

mizgjifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
mg:gﬁgl_gc 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
MES2448E 6 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)
MES1428 12,8 réut/c
MES2408
MES2408B
MES2408C
MES2408CP
MEs2408ipDC1 | 20 TOMT/C
MES2408P
MES2408PL
MponyckHasa cnoco6- | MES3708P
HOCTb MES2428
MES2428P
MES24288B >6 Tou/c
MES2428T
MES2424
MES24248 128 réut/c
MES2448 DC
MES24488 176 réut/c
MES2448E 216 I6ut/c
MES1428 9 MPPS
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 14,88 MPPS
MES2408P
MES2408PL
Mpoussogutens- MES3708P
HOCTb Ha MaKeTax MES2428
ANVHOW 64 6aiital MES2428P
MES24288 41,658 MPPS
MES2428T
MES2424
MES2424B 95,2 MPPS
MES2448 DC
MES2448B 130,9 MPPS
MES2448E 160,7 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 Kb6auT

MES2424
MES2424B

1,5 M6ant

MES2448 DC
MES2448B
MES2448E

2 Méaunt

0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mb6aint

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

512 Mbaut

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

32 Mbaut

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

17




HELTEX

MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E

64 M6aunt

Tabnmua MAC-
agapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8K

MES2424
MES2424B

16K

MES2448 DC
MES2448B
MES2448E

32K

Konnyectso ARP-3anucen

1000

Nopgnepxka VLAN

cornacHo 802.1Q ao 4094 aktuBHbIX VLAN

Konuyectso rpynn

L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B

1K

MES2448 DC
MES2448B
MES2448E

4K

18
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KonnuecTso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha ntoboe KonnyecTso MHTepdencos

MES2424
MES2424B

640*

MES2448 DC
MES2448B
MES2448E

1280"

Konunyectso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100!

MES2424
MES2424B

8 Ha noboe KonnyecTso MHTepdencos

MES2448 DC
MES2448B
MES2448E

8 Ha ntoboe KonyecTso MHTepdencos

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

128(ingress)/256(egress)

MES2424
MES24248B

384(ingress)/512(egress)

! lobaBneHne npaBuaa Ha Kax bl MOPT pacxoayeT annapaTHble pecypcbl obLero nyna.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2448 DC
MES2448B
MES2448E

768(ingress)/1024(egress)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konunuyectso npasun | MES2428
ACL MES2428P
MES2428B
MES2428T
MES3708P

MAC - 384
IP/IPv6 - 384

MES2424
MES2424B

MAC - 512
IP/IPV6 - 576

MES2448 DC
MES2448B
MES2448E

MAC - 768
IP/IPv6 - 960

Konunuectso npasmn ACL B ogHom ACL

Konunuectso L3-nHtepdeicos

8 vlan, go 5 IPv4-agpecos B Kaxgom vlan, go 300 IPv6 GUA
cymmapHo ana scex vlan

Konunyectso BMpTyanbHbIx Loopback-
nHTepodericos

10

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Arperauma KaHanos MES2428
(LAG) MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

24 rpynnbl

KauectBo obcnyxueaHma QoS

npuoputnsaumna TpaduKa, 8 yposHemn
8 BbIXOZHbIX o4Yepenen C pasHbIMU NPUOPUTETAMM A/1A KaXKAOro
nopTa

Konunyectso aksemnnaapos MSTP

64
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Ceepxa/IHHbIe

Kaapbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2408IP DC1

MaKcMMasbHbI pasmep naketos 10 000 6aiT

MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E

MaKCMMasbHbI pasmep naketos 12 288 6alT

CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2428P 1 MES3708P)

YnpasneHue

JNokanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3smnyecKme XapaKTepUCTUKU U YCI0BUA OKPY KatoLuei cpeabl

MNCcTOYHMKM
nUTaHUA

MES2408C

MES2408CP

MES2408PL ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,

MES3708P

MES1428

MES2408 CceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,

MES2424 ceTb NOCTOAHHOTIO TOKa: 18-72 B

MES2428 :

MES2428T

MES2408IP DC1

MES2448 DC ceTb NOCTOAHHOTIO TOKa: 36—72 B

MES2408P ceTb nepemeHHoOro Toka: 176—250 B, 50-60 I'y,
ceTb NOCTOAHHOTIO TOKa: 36—72 B

MES2428P CeTb NepeMeHHOro Toka: 170-264 B, 50-60 I'y,

ceTb NOCTOAHHOTIO TOKa: 36—72 B
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MES2408B
MES24288 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2424B
MES2448B aKKymynaTopHas 6atapes: 12 B DC
MES2448E
MES3708P ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
mgz;zg:gc He 6onee 10 BT
MES1428 AC He 6onee 11 Bt
MES2408 AC He bonee 7 BT
MES2408 DC He 6onee 8,6 BT
MES2408B He 6onee 37 BT (c yueTom 3apsaa AKB)
mgz;gg:gp He 6onee 160 BT (c yueTom Harpysku PoE)
MES2408IP DC1 He 6onee 135 BT (c yueTom Harpysku PoE)
MES2408P He 6onee 280 BT (c yueTom Harpysku PoE)
;gﬁjgg::maﬂ MES2408PL He 6onee 93 BT (c yueTom Harpysku PoE)
mg%; He 6onee 18 BT
MES2428B He 6onee 45 BT (c yueTom 3apsaa AKB)
MES2428P AC He 6onee 420 BT (c yyeTom Harpysku PoE)
MES2428P DC He 6onee 450 BT (c yyueTom Harpysku PoE)
MES2424 AC He bonee 25 BT
MES2424 DC He bonee 26 BT
MES2424B He 6onee 49 BT (c yueTom 3apsaaa AKB)
MES2448 DC He bonee 48 BT
MES2448B He 6onee 66 BT (c yueTom 3apsaa AKB)
MES2448E He 6onee 68 BT (c yueTom 3apsaa AKB)
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
brogker PoE MES2408P 256 BT
MES2408PL 65 Bt
MES2428P 370 Bt
MES1428 AC
MES2408C
MES2408CP
AnnapaTtHas MES2428 AC
nogaeprka MES2428T AC ecTb
Dying Gasp MES2428P AC
MES2424
MES2448B
MES2448E
22 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428 DC
MES14288B
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC HeT
MES2428T DC
MES24288B
MES2428P DC
MES24248
MES3708P
MES2448 DC
MES1428
MES2408IP DC1
mg;jgzp 430 x44 x 178 mm
MES24288B
MES2428T
MES2408
MES2408B
FabapuTHble MES2408C 310x44 x 177 mm
pasmeps! MES2408CP
(W xBxT) MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 Mm
mg;jng 430 x 44 x 203 mm
MES3708P 152 x 517 X 85 MM
MES2448 DC
MES24488B 440 x 44 X 280 MM
MES2448E
MES1428 2,26 Kr
MES2424 AC 2,44 Kr
MES2424 DC 2,42 Kr
MES24248 2,54 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C 1,77 kr
MES2408CP 2,16 Kr
MES2408IP DC1 2,38 Kr
Macca MES2408P 2,69 Kr
MES2408PL 1,9 Kr
MES2428P 3,27 kr
MES2428
MES24288B 2,35 Kt
MES2428T 2,37 Kr
MES3708P 4,2 kr
MES2448 DC
MES24488B 3,98 kr
MES2448E 4,02 kr

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T
MES2424
MES24248B
MES2448 DC
MES24488B
MES2448E

UHTepBan
pabounx
Temnepartyp

oT1-20 po +50 °C

MES2408CP
MES2408P DC

o1 -20 go +50 °C
V Mpu ucnonb3zosaHUu Kommepueckux SFP-TpaHcusepos

npesbiwaTb +45 °C.

MES2408 AC

Temnepatypa OKpy)Kawweil cpegbl He AO0MKHA
oT1-20 go +60 °C

MES2408IP DC1
MES3708P

oT1-40 go +60 °C

WHTepBan TemnepaTypbl XpaHeHUA

oT-40 go +70°C
(o1 -50 po +85 °C — ansa MES3708P)

OTHOCUTENIbHAA BIAXKHOCTb NpW
aKcnnyaTaumu (6e3 obpasoBaHuA
KOHAeHcaTa)

He 6onee 80%
(He 6onee 90%— pns MES3708P)

OTHOCUTE/IbHAA BAAKHOCTb NPU XPaHEHUM
(6e3 obpasoBaHMA KOHAeHcaTa)

o1 10% 00 95%

CpOK cnyx6bl

He meHee 15 net

Tun NnuTaHUA YCTPOUCTBa onpegenseTca nNpu 3aKase.

1.4 KOHCTPYKTUBHOE UCNONIHEHUE

B faHHOM pa3sgene onNnUcaHoO KOHCTPYKTUBHOE UCNOIHEHUE yCTpOVICTB. MpeacrasneHsol M306pa)KEHVIFI
nepe,a,Heﬁ, 3aAHEI71 1 6OKOBbIX NaHesnel YCTpOﬁCTBa, OnuncaHbl pa3bembl, cBeTOANOAHbIE MHAONUKATOPbI U Op-

raHbl ynpasaeHuA.

Ethernet-kommyTtaTopbl cepuiit MES14xx u MES24xx BbINoAHEHbI B METaNIMYECKOM Kopnyce ¢ BO3-
MOXHOCTbIO YCTAHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINOMIHEH B META/I/IMYECKOM KOPMYyCe C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LWUTAHTY TO/LWMHON He 6bonee 8 mm. CTeneHb 3awmMTbl Kopnyca IP55.
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HELTEX

1.4.1 BHewHulii sud u onucarue nepedHeli naHeau ycmpoiicme

BHewHM BUA, nepegHer naHenn MES1428 nokasaH Ha pucyHKe 1.

140250 VA E/Sob ma 14 A uSece 1 3 5 7 9 u 1 15 17 18 2 2 5 7 AelTex mesizs
[T ! e ] ! e e | e it N
I P i i i iy i i i e R
il i .
— =3 o Rt it g Y el [ il b Ll
- ‘M'MO [=) o o o g ) o o o o] ; o o ] = g =
|—|—| [ 4 6 8 10 n 7] 16 ) 20 n %

PucyHok 1 —lMepeaHasa naHenb MES1428

B Ta6m4u,e 10 npmeeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1eHUA,

PacnoOXKEHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabnvua 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB yrpaBaeHua nepeaHen naHean MES1428

dnemeHT nepepgHei

Ne OnucaHue
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMHOYEHUA K UCTOUYHMKY 3S/1EKTPOMUTAHUA MEepeMeHHOro
1A TOKa
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
2

Alarm MHauKaTop neperpesa

KOHCO/IbHbIM NOPT 415 NOKANbHOTO YPaBieHUs YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yerca

He Ucnonb3yerca

RX

GND

GND

TX

He ucnonbayetcs

He Ucnonb3yerca

He Ucnonb3yerca

Pacnaitka KOHCONbHOrO Kabensa NpuBedeHa B NPUAOKEHUM A.

3 Console

O 0O NOULLD WNPE

dyHKUMOHaNbHAA KHOMKa 4/1A Nepe3arpysKku ycTpoicTea n cbpoca K 3aBoa-
CKMM HacTpoiKam:
- NPV HaKaTUW Ha KHOMKY A/UTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

4 F rpy3Ka yCTpOKCTBa;
- NPW HaXKaTUM Ha KHOMKY AAUTeNbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

25, 26, 27, 28

Combo-nopTbl: cNOTbl ANs yCTaHOBKM TpaHcmBepos 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB.
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BHewHM BUA nepeaHen naHenm yctponcts cepnm MES2408 nokasaH Ha pucyHKax 2—10.

AelTex Mes2408

o) TR
oo o
> [ T O i

=,
L2 4 6

110-250 VAC 60/50Hz max 0.5A A wa-m 1

i

F
3
[T

I
L

1 2 3 4 5 6 7

PucyHok 2 —NepeaHasa naHenb MES2408 AC

cuss1 AELTEX MES2408
18

@ ©n e o] L] L] L]

e}

00

=2 4 ]

1 21 3 4 5 6 F g
PucyHok 3 — MNepepHaa naHens MES2408 DC

JVELTEX MES24088

1 3 5 7
1.8 - 10/100/1000BASE-T
- 20 24 OO0 - h0 O RO OO 550 100ase-fa/10008asE-
Power O Console
Eapmacay

Alarm Q)

e 1 i E‘n@ @] mﬂ [T]
T [ S ) s g s g0 S e
L2 4 6 8

110-250 VAC 60/50Hz max 1A A CLAsS |
LASER DEVICE

I
'

]
=izl
| I

- ® @

2 23 3 4 6 7

PucyHok 4 — lMepeaHaa naHenb MES2408B

110-250 WAC 60/50Hz max 0.5A A e

® s |Cam] L] Cvn] L]
P
]

" SVELTEX MES2408C
M

9,10- 10/100/1000BASE-T
oF 100BASE-FX/1000BASE-X

5 10
= Yl i
Alarm O [ g ey s ] Sy s 5} oLl |osm
2 4 5

810 g ]

2 3 4 5 6 6.1 7.1

PucyHok 5 — MNepeaHaa naHenb MES2408C

110-250 VAC 60/50Hz max 2A [ s 1 3 5 7 9 JUELTEX MES2408CP
d B L. - 10/100/1000BASE-T, B02.3at Poks
C I 810-0/100/2000885e.7
@ t || or to0sASE A/ 1000BASE X
PoE Console

1357 | F 1 ‘ 2 o

Power ) 2000 i il il O} DINK

’ 2468 ’ L2 4 6 8 L1 gy )

L\ wittiic AELTEX MES24081P
w023t

1 3 5 7
. x 1.8
. 72@‘??‘3 - ‘ﬁ: ﬁl Eﬁ lﬁj m—
c

E
Lm

PoE onsole
1357 F
=5, 4556 [0 [
AamQ, 0000 =] =]
L 2 4 5 8

2.2 1|3 31 4

PucyHok 7 — MNepepHaa naHens MES2408IP DC1
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176-250 VAC 60/50Hz max 24

A\ it 1 7

AELTEX MES2408P

[ - [P = v}

Pot consale [gﬂrlﬂz] [l:ﬂTlﬂ;]

Power O <ID
om0, O

14
10 10DBASE-FX/1000BASEX

3 5
(et = Y]

E Cme] ]

57 £

[oJc] o

6 8 2 s

/] 2 8

3 31 4 5 6

36-72 VDC max 104

JuELTEX MES2408P

551
e ovce 1 3 5 7
= [ e e e )
Consale

PucyHok 9 — lMepegHAaa naHens MES2408P DC

& =, ¢oxt O [EDEE
2.|2 C|5 3.1 4 5‘ 6 7

110-250 VAC 60/50Hz max 1A A s . 3 s . AELTEX MES2408PL
Do) Cone) o] ol
i nsole
® 1
= 3fk [0 Eare
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHasa naHenb MES2408PL

pPacnonoXeHHbIX Ha NepegHein naHean KommyTtaTtopos cepun MES2408.

B Tabnumue 11 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHoB yrnpas/ieHus,

Tabnvua 11 — OnMcaHne pa3bemoB, MHANKATOPOB M OPraHOB yNpaB/eHUA NepeaHein NnaHe M KoMMyTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHel naHenu OnucaHue
1 == Knemma gns 3asemneHuna ycTpomncrea
) ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKMOYEHUA K WUCTOYHWUKY 3/1EKTPOMUTAHUA MepeMeHHOro
1A TOKa
2.1 | 18-72 VDC max 10A Paszbem ansa noaKNOYEHUA K UCTOYHUKY 3/IEKTPONMUTAHMA NOCTOAHHOTO TOKa
2.2 | 36-72 VDC max 1A/10A Paszbem ansa NoaKNOYEHUA K UCTOYHUKY SNIEKTPONUTAHMA NOCTOAHHOIO TOKa
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeun
Power NHAWKaTOp NUTAHKUA YCTPOMCTBA
3 Alarm MHauKaTop neperpesa
Battery (gns MES2408B) NHanKaTop paboTbl akKymynsTopHoi b6aTtapeun
3.1 | PoE1-8 NHauKaTopbl coctoAaHUA PoE-nopTtoB

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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KOHCO/IbHbIN NOPT 418 IOKANbHOIO YNpPaBAeHUs YCTPONCTBOM.
PacnuHoBKa paszbema cneayrowan:

He ucnonb3syeTca

He nucnonb3yeTca

RX

GND

GND

TX

He ucnosbsyeTca

He ucnonb3syeTca

He ucnonb3syeTca

Pacnaiika KoHconbHOro Kabena npusegeHa B NPUAOKEHUM A.

4 Console

O oOoNOOULLPE, WNER

DyHKUMOHANbHAA KHOMKa 415 Nepe3arpy3ku ycTponcTea n cbpoca K 3aBoj-
CKMM HacCTpoiKam:
- NPU HaXkaTUM Ha KHONKY AnntenbHocTbio meHee 10 ¢ npoucxoauT nepesa-

F
> rpy3Ka yCTponcTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKON KOHdUrypaumu.
6 [1-8] Moptbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)

CnoTbl ANA YCTaHOBKM ONTUYecKUX TpaHcmusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMUA COCTOAHUA ONTUYECKUX MHTEPdENCOB

Combo-nopTbl: cnoOTbl ANA yCTaHOBKM TpaHcueepoB 1000BASE-X Combo.

7.1 | 9,10, LNK/SPD
e / LNK/SPD — cBeTOBast MHAMKaLMUA COCTOSHUA ONTUHECKUX MHTEPdENCOB

BHewWwHMI BUA nepeaHen naHenn yctponcts cepmmn MES2428 nokasaH Ha pucyHkax 11-16.

‘110-250 VAC 60/SOHz max 1A A it 1 3 s 7 9 1 13 15 17 19 2 3 z 27 - Aelrex mes2azs
] ) (am] Con] o] L] ] o] o] ] L) a1 L
). = |
o
e e [ G e £ P T ) 1 )
\—'—‘ 2 s 6 8 10 2 ) 16 18 20 2 2

1 2 3 4 5 6 7

PucyHok 11 — NepeaHas naHenb MES2428 AC

) ) = 1 3 s 7 ] 11 15 is 17 19 21 23 25 27
1872 "“i”“‘”“ [ =] =" [P ]| o N e =l = [ N - T - ] ﬁ ﬁ Pepedi e ipaopmtd
- orioomast b Loconsst.x
Console
F
power O o kil (o) i
Alarm O [ ) =], [, o (S5, e R e ) =], (=, D D D
|—'—| 2 ] 3 s 0 [ T 16 18 20 2
T

JVELTEX MES2428

4,26 B, N

6 7

o1 —-

PucyHok 12 — lNepeaHAas naHenb MES2428 DC

e i A wiE, 1 3 5 7 9 1 13 15 17 19 2 23 25 27 Aeltex Mmes24288
e max 24 [ % ¥ ) P S ¥ e P P s o ¥ .
o o | U] Come] L] o o] ] o] D] ] o] ] G [ | P55
Marm O R
e © 3 ] i
| e o et T T e o | S
2 a4 5 Iy 10 2 11 16 18 0 2 26
T I

1T 11 2 3 4 5 6 7

PucyHok 13 — NepeaHas naHenb MES2428B
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170-264 VAC 60/50Hz max 34

)

36-72VDC max 15A
- %

1

2

ELTEX MES2428T

[raarmrar ey
COCOOCCC]

PucyHok 16 — NepeaHaa naHeno MES2428T

B Tabanue 12 npuseneH nepeyeHb pasbemoB, CBETOAMOAHbBIX MHANKATOPOB M OPraHOB yrpaBaeHus,
pPacnonoXeHHbIX Ha NepegHein naHean KommyTaTopos cepun MES2428.

Tabanuya 12 — OnucaHne pasbemMoB, MHAWMKATOPOB M OPraHOB YNpaB/ieHMA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem AnAa NOAKNHOYEHUA K UCTOYHUKY S/1IEKTPONUTAHUA MepemMeHHOro
(170-264 VAC 60/50 Hz max | ToKa
3A pna MES2428P)
1.1 | 12VDC max 2A Pazbem AN NoAKNOUYEHUA K aKKYMYNATOPHOM 6aTapeun
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ans Pasbem gna noaKNOYEHNA K UCTOYHMKY SNEKTPONUTAHNA NOCTOAHHOIO TOKA
MES2428P DC)
Power NHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2
PoE NHankaTop paboTbl PoE
Battery (ans MES2428B) NHanKaTop paboTbl aKKYMyNATOPHOM HGaTapen
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KOHCONbHbIN NOPT A/1A SIOKAbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ncnonb3syetca
He UCno/sib3yeTca
He UCno/sib3yetca
Pacnalika KOHCO/IbHOTO Kabens npusegeHa B NpUNOXKeHUn A.

1 Hewucnonb3syercs
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7
8
9

PyHKUMOHANbHAA KHOMKa ANA nepes3arpyskun yCcTpoicTea M cbpoca K 3aBoa-
CKMM HaCTpoOMKam:

4 r - npu Ha)KaTVIUM Ha KHOMKY ANnTeNbHOCTbIO meHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpoIcTBa;

- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ nponcxoant cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHOUIypaLmm.

5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

Combo-nopTbl: CNOTbl AN YCTaHOBKM TpaHcuepoB 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD o
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPdEcoB

8 T1 4 napbl BXOAHbIX CyXMX KOHTaKTOB

BHewHM BUA nepeaHen naHenn yctponcts MES2424 n MES2424B noKasaH Ha pucyHkax 17 —21.
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PucyHok 19 — NepeaHas naHenb MES2448 DC
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PucyHok 21 — NepeaHas naHenb MES2448E

B Tabnuue 13 npmBeneH nepeyeHb pasbemMoB, CBETOANOAHbIX MHAMKATOPOB WU OPraHOB yrpaBaeHus,
pPacrnoNoXeHHbIX Ha nepeaHen naHean kommyTtatopos MES2424 u MES24248B.

Tabnvua 13 — OnucaHue pa3bemMoB, MHAMKATOPOB MU OPraHOB yNpaB/ieHUA nepegHeln NnaHeim KOMMyTaTo-
poB MES2424, MES2424B, MES2448 DC, MES2448B n MES2448E

No dnemeHT nepeaHen Onncanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMHOYEHUA K UCTOYHMKY 3S/1EKTPOMUTAHUA MepeMeHHOro
1A TOKa
1.1 | 12vDC max 2A Pazbem Ans NoAKNOUYEHUA K aKKYMYIATOPHOM H6aTapeun
Power MHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2 Master NHanKaTop pexkrnma paboTsbl ycTpoiicTea (BeayLumii/segombiii)
Battery (ana MES2424B, NHAanKaTop paboTbl akKyMynaTopHoi H6aTapeun
MES2448B 1 MES2448E) AnKarop p yMynATop P
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
KOHCONbHbIM NOPT ANA NOKANBbHOFO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cneaytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3yeTca
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonblyerca
9  He ucnonb3yerca
Pacnalika KOHCONbHOTO Kabena npuseaeHa B NPUIOKEHUM A.
PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HaCTpoOiKam:
5 r - MPM HAXKATMM HA KHOMKY ANTEeNbHOCTbI0O meHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTpOKCTBa;
- MPM Ha)KaTUM Ha KHOMKY aautesnbHocTbio H6onee 10 ¢ npoucxoaut cbpoc
HACTpOeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.
[1-24], [1-48] ana MES2448
6 DC, MES2448B 1t MES2448E Moptbl 10/100/1000BASE-T (RJ-45).
7 [XG-1 - XG-4] MopTbl 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+).

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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1.4.2 3adHaa naHens ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.
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PucyHoK 22 — 3aaHAa naHenb kKommyTtatopos MES1428, MES2428, MES2428T, MES2428B, MES2408I1P

DC1, MES2408P, MES2424 n MES2424B
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PucyHoK 24 — 3aaHAA naHenb KommyTtatopa MES2428P
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PucyHoK 27 —3aaHAa naHenb KommyTatopa MES2448E
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B Tabnuuax 14 wu 15 npuBeaeH nepeyeHb Pa3bemMoB, PACMO/IOXNEHHbIX Ha 3agHen naHenu
KOMMYTaTOpPOB.

Tabnnuya 14 — OnucaHMe pasbemMoB 3aAHen naHenu KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHei naHenu OnucaHue

. o
1 Knemma 3azemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

Tabnmua 15 — OnucaHue pasbemoB 3aaHeN naHenn kommyTtatopa MES2428P, MES2448 DC, MES2448B u
MES2448E

Ne dnemeHT 3agHei naHenu OnucaHue

1 BeHTUNATOPBI ANA OXNaXKAEHUA YCTPOMCTBA.

2 Knemma 3asemnenna = Knemma gna 3asemneHuna ycTpomncrea.

3 12VDC max 2A Pazbem Ans NoAKNOUYEHMA K aKKYMYNATOPHOM 6aTapeun

4 ~110-250VAC, 60/50Hz max Pasbem Ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA MepemMeHHOro
1A TOKa

5 [XG-5 — XG-6] MopTbl 2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1.4.3 bokosble naHenu ycmpolicmea
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PucyHok 29 — Jlesasa 60KoBan naHenb Ethernet-kommyTtaTopos

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa pacnonoxeHbl BEHTUNALMOHHbIE pPeLleTKN, KOTOPble CAyXaT ANA
oTBoAa Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpeamMeTamu. 370 MmoxKeT
npumeecTn K neperpesy KOMMNOHEHTOB YCTDOVICTBa 1 Bbi3BATb HApPyLWeEHNA B €ro pa60Te. PekomeHpgaumn no
YCTaHOBKe YCTpOVICTBa pacrnonoeHbl B pasgene «YCTaHOBKA M NOAKAOYEHUE Y.

1.4.4 KoHcmpykmueHoe ucrnosaHeHue kKommymamopa MES3708P

B AaHHOM pa3aesie oNMCcaHO KOHCTPYKTUBHOE ncnonHeHue Ethernet-kommyTtatopa MES3708P.

YCTPOWCTBO COCTOUT M3 OCHOBHOM NAaThl, NAaTbl 6/10Ka NUTAHUA U MoAyAel 3awwmTbl nopToB Ethernet
10/100/1000BASE-T oT nepeHanps»eHui. MnaTbl pacnonosKeHbl B MeTaiIMYEeCKOM Kopryce.

[na KpenneHua YCTPOMCTBA Ha Kopnyce NpeayCMOTPeH MeTa/l/IMYecKUin Kpiok. KpenneHue
NOABECHOE, Ha LWTaHry TONLWMHOM He 6onee 8 mm. MogKnoUeHME MUTAHUA U CeTEBbIX WHTepdelicos
NPOM3BOAMUTCA K pa3bemam, PacnosIoKeHHbIM BHYTPWU Kopnyca. BbiBog, NpoOBOAOB HAPYXKYy BbINOHAETCA
yepes npeaHasHauYeHHble A1A 3TOro OTBEPCTUA B Kopnyce.
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Ha pucyHKe 30 noKa3aHbl OCHOBHbIE KOMMNOHEHTbLI U pa3bembl MES3708P.
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PucyHok 30 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 16 npuBeaeHo onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemoB MES3708P.

Tabanya 16 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pasbemoB MES3708P

1 Pasbembl 4018 YCTaHOBKM ONTUYECKUX TpaHcueepos 100BASE-FX/1000BASE-X (SFP)

2 OcHOBHasnA nJaTa ycTpoincTea

3 Mnata 6n0Ka NUTaHMUA
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Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NepeMEHHOro ToKa

Pasbembl 4ns NOAKIUEHNA Moay el 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanps»KeHui

Mogaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsiskeHui

Knemma gna 3aszemneHua YCTDOVICTBa

Pasbembl 419 NOAKAOYEHUA YCTPOMCTB IoKanbHOM ceTn Ethernet

O (0 (N |O | U | >

lFepmoBBOA, AN1A Kabens aneKTponuTaHus

10 | FlepmoBBOA A5 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetn Ethernet

11 | Pa3bem gns NOAKAOYEHMA K KOHCOIM YCTPOMCTBA Yepes uHTepdeic RS-232

1.4.5 Ceemoeas uHoukayusa

CocrosaHue nntepodeiicos Ethernet nHauumpyetca asyma ceetoamMoaHbIMu MHAnKaTopamu, LINK/ACT
3esieHoro ugeta n SPEED aHTapHOro useTta. PacnonoXeHue cBeToAN0A40B NOKAa3aHO Ha pucyHKax 31, 32.

(O LNK
() sPD

PucyHok 31 — BHewHM BuA pasbema SFP

LINK/ACT

G
iy

SPEED

PucyHok 32 — BHelwHM BMA pa3bema RJ-45

Tabnuvua 17 — CseToBas nHauKauma coctoaHuna Ethernet-noptos 10/100/1000BASE-T

CBeyeHue nHaAnKaTopa

CBeyeHue uHANKaTopa

CocroaHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEANHEHME HE YCTAHOBAEHO
YcTaHoBMEHO coeamHeHne Ha ckopocTn 10M6éut/c nan
BbikntoueH [opuT noctoAHHO

100M6uT/c

[opuT NoCTOAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coenHeHne Ha ckopocT 1000M6uT/c

X

MwuraHune

MaoeT nepegaya AaHHbIX

CuctemHble MHAMKaTopbl (Power, Alarm) cay:aT gna onpegeneHus cocTosHuA paboTbl y3nos
KoMmMmyTaTopos cepum MES14xx, MES24xx.

Tabnmua 18 — CeeToBas MHAMKALMA CUCTEMHbIX MHANKATOPOB

HassaHue DyHKLMUA ”
CocTrosiHue UHAMKaTopa CocrosHMe ycTpoucTea
MHAMKKaTopa MHAMKKaTopa
BbikatoyeH MuTaHWe BbIKAHOYEHO
CocTosAHue o MuTaHne BKAOYEHO, HOPMa/bHasA
3eneHbliA, ropuT NOCTOAHHO o
Power WUCTOYHWKOB paboTta ycTpolicTea
nUTaHUA . CamoTecTMpoBaHMe YyCTPOMCTBA NpU
3eneHblii, mepuaeT
crapte (POST)
Al CocTosiHue He roput HopmanbHas paboTa ycTpoicTea
arm o "
yCTpOMUCTBa KpacHbIN, ropuUT NOCTOAHHO MNeperpes

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MoakntoueH notpebutens PoE (roput

NHpukaTop 3eneHbli, rOpUT NOCTOAHHO N
WHAMKATOP, COOTBETCTBYHOLLMI NOPTY)
PoE cocTtoAHnA PoE- <
nopToB KpacHbIn, roput NOCTOAHHO Owwnbka PoE Ha nopTy
BbiKntoyeH Motpebutens PoE He noakaoyeH
MpusHak . YCTPOICTBO ABASAETCA KMAcTEPOM»
3eneHbli, rOpUT NOCTOAHHO
BeAyliero cTeKa
Master yCTpoWcTBa YCTPOWCTBO He ABNAETCA KMacTepom» B
npu pabote B BbikntoueH CTeKe UK He 3aaH peXxnm
cTeke CTEKMPOBaHUA
WHankaTop 3eneHbliA, rOpUT NOCTOSHHO AKB noagkntoueHa
Battery cocToAHMA KpacHbilif, FOpuT NOCTOAHHO Hu3kuit yposeHb 3apaga AKB
AKKYMYIATOPH

ol batapeu

BbikntoueH

AKB oTKkntoyeHa

1.5 KomnaeKT nocraBKku

B 6a30BbIii KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;

— KomnnekT Kpenea B CTOMKY;
—  WHyp nuTaHma EBpoBuaka-Cl3 1.8m (ansa mogeneii c AC-nutaHuem);
—  WHyp nuTtaHma NBC 2x1.5 2m (ana moaeneit ¢ DC-nutaHuem);

— MNamATKa o0 AoKyMmeHTauuu;
— CepTuduKaT COOTBETCTBUSA;
— Nacnopr.

Ecam niaukartop Alarm u uHaukatop PoE 0g4HOBpeMEHHO ropAT KPacHbIM LBETOM, — 3TO
CUrHaNU3MpPyeT 0 KpUTUUYECKoi ownbKke PoE.

Mo 3aKka3y Nnokynateasa B KOMMAEKT MOCTaBKM ONUMOHA/IbHO MOTYT ObITb BKNIOYEHDI:

PykoBoACTBO MO 3KcnayaTauumn Ha CD-amcke;
KoHCONbHbIN Kabenb;
SFP/SFP+ TpaHcuBepbl.

36
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT NOCTAaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 415 YCTAaHOBKWU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHok 33 — KpenneHune KpoHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMMU XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUMAMM HA HaNpPaBAAIOLWMX CTOMKMK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNONaranoCb ropU3oHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 37
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PucyHoK 34 — YcTaHOBKa YCTPOIACTBA B CTOMKY

Ha pucyHKe 35 npuBegeH npumep pasmelleHns kKommytatopoB MES14xx n MES24xx B cTolKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbI opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIi opraHansep o
o  MES14xwMES24xx N4 o
o KabenbHhlin opraHanaep (o}
o _ MES14xx/MES24xx N5 o
o KabeneHelin opraHainaep (]

PucyHok 35 — PasmeweHne KommyTtaTopoB MES14xx n MES24xx B CTOMKe

’l He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHblIe Ha
3aAHel naHenun, NOCTOPOHHUMU MpeamMeTamMmu BO u3bexkaHuMe neperpeBa KOMMOHEHTOB
KOMMYTaTOpa M HapylueHuA ero paborbl.
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2.3 MoaknioueHue NUTaloLWEN ceTU

Mpexae, 4em K yCcTpouncTBy byaeT nogKatovyeHa nNuTarowas ceTb, HE0bXoAMMO 3a3eMANTb
Kopnyc ycTpoicTBa. 3a3emsieHne HeobxoAMMO BbINOAHATb U30/IMPOBAHHbIM MHOTOMWUb-
HbIM MPOBOLOM. YCTPOMCTBO 3a3eMJIEHMA U CEYEHME 3a3eMAIOLLETO NPOBOAA AOMKHbI CO-
OTBETCTBOBaTbL TpeboBaHMaAmMmM Y3,

MopKnoueHUe A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUaNncTom.

Ecnn npepgnonaraetca NOAKAOYEHME KOMMNbIOTEPA MM MHOTO 06OpYyAOBaHMA K KOHCOJb-
HOMY MOPTY KOMMYTATOpPA, 3TO 060pPYA0BaHME TaKKe AO0MKHO OblTb HaAEHKHO 3a3EM/IEHO.
MogKNtouMTE K YCTPOUCTBY Kabesb NMTaHMA. B 3aBMCMMOCTM OT KOMMJ/IEKTaUMKn YCTPOICTBa,
NMUTaHWE MOKET OCYLLECTBAATLCA OT CETU NEepPeMEeHHOro ToKa, IMbo OT CeTU NOCTOSHHOTO
ToKa. [MpM NoAKNOYEHNN CETU NEPEMEHHOTO TOKA C/ielyeT UCMO/b30BaTh Kabesnb, BXOAALLUN
B KOMMJIEKT yCTpOWMcTBa. N5 NOAKNIOUYEHMA K CETU NOCTOAHHOMO TOKAa UCMOJIb3yNTe NPoBOA,
ceyeHmem He meHee 1 mm>2.

Bo u3berkaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHMA NpPU MNOAKAIOYEHUM K CeTU
NOCTOAHHOrO TOKa PEKOMEHAYeTCA NPOM3BECTU 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

Llenb nuTaHnA NOCTOAHHbIM TOKOM A0/1)KHA coaep:KaTb yCTpOﬁCTBO OTK/1II04YEeHNA NUTAaHUA C
¢M3VI‘-IECKMM pa3beguHeHunem coeguHeHua (BbIKﬂI-O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-
YecKuit BbiKNloyaTenb U T.0.).

4. BKAlouYMTE NUTaHMeE yCTpolcTBa M ybeanTechb B OTCYTCTBUM aBapuii NO COCTOSHUIO MHAMKATO-

pOB Ha nepegHein NnaHenu.

Ona nogknoueHna K MES3708P nutatowieit ceT He06X0AMMO CHATb KPbILKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI1 18 BUHTOB, PAcNONOXKEHHbIX NO Kpasim.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKUX MOAVHEﬁ MOXeT NPpon3BoaAnNTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

PekomeHayeTcAa pasgenbHoe noakntoyeHue SFP-tpaHcMBepa M onTUYECKOro naty-Kopaa B
cnor.

1. BcraBbTe BepxHUin SFP-MoAy b B C/IOT OTKPbITOM YacTbio pa3sbema BHM3, a HUKHWUI SFP-mo-

AY/1b OTKPbLITOM YacTblo pa3bema BBEPX.
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PucyHoK 36 — YcraHoBKa SFP-TpaHcuBepos

2. Hapasute Ha moaynb. Korpa oH BCcTaHeT Ha MecTo, Bbl ycabliwnte xapaKTeprlﬁ LeN4yoK.

PucyHok 37 —YctaHoBneHHble SFP-TpaHcuBepbl

Ona ypaneHna TpaHcusepa:

1. OTKpoiiTe 3aLLenky moayns.

PucyHok 38 — OTKpbITHe 3awenkn SFP-TpaHcueepos

2. W3Bnekute moaynb 13 cnoTa.

PucyHok 39 — U3BneuveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwu

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K Hayany CTpoKu
Ctrl+E BepHyTbCA K KOHLLY CTPOKM
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBO
Ctrl+B MpoaBWHYTLCA HAa3ag, Ha OAMH CUMBOA
Ctrl+D YaanuTb AaHHbIA CUMBO
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA
Ctrl+K Ypanutb KOHew, CTPOKM Noc/ie CMMBOAA
Ctrl+w Ypaannte npegblayliee c10Bo
Ctrl+T MepemecTuTb NpeablaAyLWnin CUMBO
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K cieayloLLel CTPOKE B UCTOPUU KOMAHA,
Ctrl+Z Bo3BpaT K KopHeBomy pexxkumy CLI

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOe U NporpaMmmHoe ynpasaeHme NoTOKOM AaHHbIX;

— 334aTb pPeXxum smynauuum TepmuHana VT100 (mMHorMe TepmMHafbHble MPOrpamMmbl
NCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHAA B KAYECTBE PEXKMMA NO YMOIHAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMMNbKOTEPQA, HA KOTOPOM YCTaHOB/NIEHO NMPOrpaMmmHoe obecneyeHune IMYyNAUNN TEPMUHANA.

BKAOUNTb  yCTpoWMcTBO. [pM  KaKAOM  BKIOYEHMM KOMMyTaTopa

3anyCckaetca npouecc

WHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO MNpoWTH npouesypy aBTopu3auuu gas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,

nepe3sarpysnTb YCTDOﬁCTBO M BBECTU Naposib ANA 3arpysoyHoOro MeHW B Te4dyeHue 3-x CeEKyHA nocne
noABNEHNA CTPOK!

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382
khkhkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhrhkhkkhkhhkhhkkhkhkhrhkkhkkhhkhkhhkkhkhkrhkkhkkhkhkhrrhkhkhxkhk*k
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B
khkhkhkhkhkkhhkhkhkhkhkhhkhkhhhrhkhhkhkhkdhhkhkhkrhkhkrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY
hAhkhkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhkhkkhkhkhkhrhkhkhkhrhkkhkkhhkhkhhkkhkhkrhkkhkkhkhhrrhkkhkhhxkhxk*k
#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Kk hkhkhkhkkhhhkhkhkhkhhkhhhhkhrkhkhhkhkhkdhhkhrhkrhkhkhrhhkh ok hkhkhkhkdhkrkrkkhx
**x%%x RTL8214FC config - MAC ID = 24 **x*

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH No ymo/i4aHUio ana ecex yCTpOFICTB «eltex».
adRe)

Bua 3arpy3o4HOro meHio:

Startup Menu

[11]
(2]
[31]
4]
[51]

Restore Factory Defaults
Boot password

Password Recovery Procedure
Image menu

Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabanua 19 — PyHKUMM MHTepdelica 3arpy304HOro MeHHo

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTbL 3aBOACKME HAaCTPOMKK.
Boot password M3meHeHWe Napona Ha 3arpy304HOe MeHHo.

Password Pecovery Procedure | BoccTtaHoBneHue ycTpadeHHoro napons. Mpu cnegyiowei 3a-

rpyske ocHosHoro MO nosab3oBaTeNb CPasy NONALET B PEKUM
privil EXEC 6e3 BBOZa napons.

Image menu BblbpaTb aKTUBHbIM 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-

eHHbI ¢ahn cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOMCTBO BbINOHUT 3arpy3Ky C UCMOAb30BAHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOIO c/10Ta C 06pasom
no;
[2] Set current image —BbI6Op akTUBHOrO cNOTa cuctemHoro MNO;
[3] Back.

Serial bandwidth BblbOp CKOPOCTU NOCNef0BaTENbHOIO MHTepdeiica.
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[nA BbIXxoAa M3 3arpy304HOro MeHto 1 NPoAO0IKEHMA 3arpy3Kn oCHOBHOro obpasa M0 Heobxoanmo
HaXaTtb <Esc>.
Ecnun B TeyeHMe 1 MUHYTbI He BblIGpPaH HU OAUH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoicTBa npo-

.’ AONKHNTCA.

3.5 Hacrtpo#ka pyHKUMU KOMMmyTaTOpa

®YHKLMM NO HAYaNbHOMY KOHPUIYPUPOBaHMIO YCTPOMCTBA MOXKHO Pa3aenTb Ha ABa TUNa:
— ba3oBas HacTpoiKa — BKAtoYaeT B ceba onpeaeneHune 6a3oBbix GyHKUMIA KOHOUIYpaLmn 1

HaCTPOWKY AMHaMMYecKux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6e30MacHOCTU — BK/KOYaEeT yMpaB/ieHUe CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/7 Mpwu nepesarpysKe ycTPOMCTBA BCe HECOXPaHEHHbIe AaHHble 6yayT yTepaAHbl. AnA coxpaHe-
HUA N06bIX BHECEHHDbIX U3MEHEHUW B HAaCTPOIKY KOMMYTaTOPa UCNO/Ib3YeTca c/ieayioLLan

KOmaHAa:

console# write startup-config

3.5.1 AsmomamuuecKkasa Hacmpolika napamempoe Kommymamopda
(Zero Touch Provisioning)

B uenAax aBTomaTM3auMM ynpasJeHUs KOMMYTaTOPOM Ha YCTpoicTBe noagep:kaHa ¢yHkuma ZTP

(Zero Touch Provisioning). JaHHaa ¢yHKUMA NO3BOAAET NOMYYUTb HACTPOMKY HEKOTOPbLIX onuuii ot DHCP-
cepBepa Ha 3Tane NoAKAYEHMA YCTPOICTBA. 1o ymonyaHuio ZTP BKAKOYEH aBTOMATUYECKU.

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHoM KoHbUrypaumm:

console (config) #

Tabanuya 20 — KomaHAabl pexkmma rnobanbHoM KoHpUrypaumm
Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboty dpyHKumm ZTP.
V Mo ymonuanuio ZTP nopaepkuBaeT nepegayy onuui
43, 66, 67. MNoponuuu pgna 43 onuyuu:
-/BKAtOYEHO, 3anycKaeTcs -1-image
BHaya/e cTapTa NpOLUNBKMU -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.5.2 bas3osaa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTBa He0bX04MMO NOAK/IOUMTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocaenoBaTeNbHbIM NOPT. 3anycTUTb Ha KOMNbIOTEPE NPOrPaMmy IMYAALUN TEPMUHANA COTNIACHO MYHKTY

3.2 «HacTtpolika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOIb30BaTbCA
ONA NOAKNOYEHUA K YCTPOMCTBY YAaNIEHHO.

basoBasn HacTpoliKa BKAlOYaeT cneaytollee:

1. 3apaHve naponsa ana nonb3osatens «admin» (c ypoBHem npusuaernin — 15).
YpaneHue y4eTHOM 3anmncK «guest» Unm usmeHeHue naponsa aAna Heé.
Co3f,aHue HOBbIX Mo/sib3oBaTenen.

HacTtpoiika ctatuyeckoro IP-agpeca, Macku NoACETU U LWIO3a NO YMOIYAHUIO.
HacTtpoiika napameTtpoB npoTokosia SNMP.

vk wn

3.5.2.1 3adaHue naponsa 018 nonvzoeamensa «admin» u co30aHue HoabIxX nosab3zoeamesneii

[na o6ecneueHnn 3alMULLEHHOrO BXOAa B CUCTEMY HEO6X04MMO Ha3HauYUTb Napob NPUBYU-
e NnernpoBaHHOMY nosb3oBartesnto «adminy,

Mma nonb3oBatena w naponab BBOAUTCA NpM BXOAe B CUCTEMY BO BpemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHmAa HOBOro Nosib3oBaTesia CUCTEMbI AN HaCTpOVIKM noboro
M3 NapameTpoB — MMEHWN NO/1b30BATENA, NAPOA, YPOBHA I'IpMBMHEFMﬁ, MCNONb3YyOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V“ YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer 4oCTyn K YCTPOWCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuneruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKY ycTpoiicTBa.

Mpumep KoMaHAa 414 3a43aHKna nosib3osaTento «admin» napons «Eltex_1» 1 cosaaHua nonb3osarens
«operator» c naponem «Pass_2» 1 yposHem npusunermii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/‘ MHdopmauma 0 NOKaNbHbIX YYETHbIX 3aNUCAX XPaHUTCA B 3HEProHe3aBUCMMON NaMATU U
MoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.
' ' Heobxoamumo 6paTb B KaBbIUKU MMEHA YUETHbIX 3anMcel U NApPoan, cogepiKalyme cneucum-
N BOJIbI.

3.5.2.2 Hacmpoiika cmamu4eckozo IP-adpeca, macku nodcemu u wst03d 1o yMosa4YaHuo

[na BO3MOXHOCTM ynpaBieHUs KOMMYTaTOPOM W3 CETU HeobxoAMMO HasHauuTb yCTponcTey IP-
afpec, MacKy noaceTu U, B Cyvae ynpaBaeHWA U3 APYron CeTH, W3 N0 yMoAYaHui. IP-agpec MoXKHO
HasHaunTb nbomy WHTepdeincy — VLAN, ¢dusmyeckomy nopTy, rpynne MNopToB (MO yMOAYAHWUIO Ha
uHTepoderice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec Wwnto3a AOMKEH
NPUHaZNEeXKaTb K TON e NOACEeTH, YTO U 0AMH U3 IP-uHTepdeicoB ycTponcTBa.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NoKa Ha nobom uHTepdeince ctaTMueckm
munu no DHCP He co3paH gpyroii IP-aapec. Mpu aTom Ha interface vlan 1 agonxkeH 6bITb BKAO-
yeH dhcp-knueHr.

V Mpu yaaneHuu Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBaaTbea no IP-
agpecy 192.168.1.239/24. MNpu 3tom Ha interface vlan 1 gomKkeH 6biTb BKAoueH dhcp-
K/IMEHT.
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Mpumep KomaHa HacTponKku IP-aapeca ana nHtepderica VLAN 1

MapameTpbl UHTEpPOEliCa:

IP-adpec, HazHayaemeoili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyarHuro — 192.168.1.1

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if) # exit

console (confiqg) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro utobbl y6eanTbea, UTo agpec bbin HasHaveH UHTepdelicy, BBeAMUTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokosaa SNMP 8na docmyna K ycmpolicmey

YCTPOWCTBO COAEpP>KMT BCTPOEHHbIM areHT SNMP 1 noanepsusaeT Bepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepknBaeT Habop cTaHAAPTHbIX NepemeHHbix MIB.

[ns BOSMOMKHOCTU aMUHUCTPUPOBAHUA YCTPOICTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb X0TA 6bl 04HY CTPOKY coobLiecTsa.

dopmat KoHdurypaumm SNMP aoaxKeH NpUHMMaTh CAeayoLWnin BUA:

snmp user user

snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KayectBe npumepa byaem mcnonb3osatb Bepcuto snmpv2c. Cosgaamm nosb3osaTens USER,
npuHagnexauwero rpynne GROUP. [laHHbIil nonb3oBaTeslb JOMKEH MMETb BO3MOMKHOCTb MCMO/b30BaTh
community NETMAN, KoTopoii npucBoum uHaekc 1. Fpynne GROUP 6yaer paspelweH AoCTyn Ha
yTeHue/3anucb/nonyyeHne snmp-trap No obbeKTam, NpUHagNERaLLMM Viewiso. O6beKTbl, 41A KOTOPbIX
pa3pelleHa OoTnpaBKa TPanos, AO0KHbI NPUHaANeXaTb Ter-nnucty TAG, oTnpaBaATbCA Ha rpynny agpecos
ADDR, B KoTOpYt0 BXOAMUT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna nonb3osartena USER.

console (config) #snmp user USER

console (config) #snmp community index ! name NETMAN security USER

console (config) #snmp group GROUP user USER security-model vZc

console (confiqg) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap
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KomaHObI pexcuma 2106aabHol KoHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunya 21 — KomaHzabl perknma rnobanbHom KoHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBOAA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbitnio login/logout.

OTKNOUYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBATb OTMPABKY TPANoB No cobbITUIO 3amblKaHWA/ pas-
MbIKaHWA CYXMX KOHTaKTOB.

OTK/IIO4UTB OTMPABKY TPanos no cobbITUIO 3aMblKaHmsa/
Pa3MbIKaHWUA CyXMX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPanoB Mo cobbITUIO YKecTKol’ nepe-
3arpysku.

no snmp enable traps /BKniovero OTKNOYNUTbL OTNPABKY TPanoB No cobbITUIO ‘KecTKoi’ nepesa-
coldstart TPY3KK.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANoB Mo cobbITUIO Nepe3arpysku
no komaHge ‘reload’.
-/BKIOYEHO

no snmp enable traps
warmstart

OTKAOUYUTB OTNPABKY TPAMNoB Mo cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJ/I0B

Co3sgatb SNMP-nonb3osarens.
- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTea
BKnatoualouiee B ceba cneucMmBonbl user_name
H TpebyeTca yKas3biBaTb B KaBbluKax.

Ypanute SNMP-nonb3osartens.

snmp community index index
name name security
user_name

no snmp community index
index

index: (1..32) cumBonOB;
user_name: (1..32)
CUMBOJI0B

MpuBsA3aTb COO6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
34,aHHOMY M0/1b30BaTeN!O.
Y1066l paspewmnTb MCNoab30BaHMEe 0HOro crneymanbHOro
CMMBO/1a B Ha3BaHWW M UHAEKCe COOBLLEeCTBa, YKaKuUTe ero B
[ABOWMHbIX KaBbluKax. Ecin Ha3BaHWe M nHAeKc cooblecTsa co-
[AepKaT ToNbKo ByKBbI M LMbpPbI, TOrAa ABONHbIE KaBblYKK He
HYKHbI.
’ | Bknouatouiee B ceba cneucMmMBO/IbI cOmmunity Tpe-
H 6yeTcA yKa3bIBaThb B KaBbIYKaX.

Ypanute SNMP-coobuecTBO € yKa3aHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CMMBO/IOB

Co3gatb SNMP-rpynny nav 1abanuy cootsetctauii SNMP-
nosnb3oBaresnen 1 npasua ob6o3peHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJ/IOB

Paszpewunts SNMP-rpynne goctyn Ha YTeHue, 3anNncb U OT-
NpaBKy SNMpP-TPanoB No 06bekTam, NPUHaLIEKaLLUM
read/write/notify-view.

3anpetnute SNMP-rpynne A0OCTyn Ha YTeHMe, 3anucb 1 OT-
npaBKy SNMpP-TPanoB No 06bekTam, NpUHaSAEeKaLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3gaTb MM pefakTupoBaTbnpaBuao obospeHuns ana
SNMP—paspeLuatouiee npasuao, 1Mbo orpaHuumnBatoLLee
cepsepy-obo3peaTtento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, NpenCTBEHHbIV B BUAE
nepesa ASN.1

- included — OID BKato4YeHa B Npasuio gna 0603peBaHus;

- excluded — OID uckntoyeHa B npasuao ans 06o3pesaHus.

YpanuTe npasuno obospenma ana SNMP.
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snmp targetaddr targetAddr targetAddr: (1..32) Co3gaTb rpynny aApecos, Ha KOTopble ByAyT OTNPaBAATLCA
param targetParamiP_addr CUMBOJIOB; TPanbl COrNAacHO NapameTpam Ter-aucTa.

taglist taglList targetParam: (1..32)

no snmp targetaddr CMMBO/IOB; YaanuTb rpynny agpecos, Ha KOTopble byayT oTNPaBAATbCA
targetAddr taglist: (1..255) cumBONIOB | Tpamnbl COrnacHO NapameTpam Ter-aucra.

snmp targetparams YKa3aTb napameTpbl OTNPaBKX TPanos, onpegensemble No/b-
target_param user user_name 30BaesieMm.

security-model {v1 | v2c | v3} user_name: (1..32)

. CUMBOOB;
message-processing {v1 | v2c

target_param: (1..32)
| v3}

CMMBO/I0B;

no snmp targetparams YaanuTb napameTpbl OTNPABKKW TPanos, onpeaensaemble nosb-
target_param 30Baesiem.
system location text Name:(1..255) cumBonios 3a4aTb MHGOPMALUIO O MECTOMO/IOKEHUM YCTPOMCTBA.
system contact text Name:(1..255) cumBonos 3a4aTb KOHTaKTHY MHbOPMaLMIO YCTPOMCTBA.

3.5.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ons obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTca MexaHuMam AAA  (ayTeHTUdMKaums,
aBTopusauma, yyet). Ana wndpposaHMA AaHHbIX UCNOb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBaeHUe 3anpoca CyLIecTBYHOLWENn YUYETHOMN
3anucu B cucteme 6e30nacHoOCTHU.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyMNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npowealuein ayTeHTMOUKaLMIo) M onpeaenEHHbIX NOAHOMOUYNA.

— Accounting (y4€T) — cnexeHue 3a noTpebneHremM pecypcos Nob30BaTeNIEM.

[Ipy MCHOOJB30BAHMUM HACTPOEK YCTPOMCTBA [0 yMOJIUAHMIO MMsS [IOJIb30BaTeys — admin,
napoJyic — admin. I[lapoJsib Ha3HAYAETCS IIOJIb30BAaTEJIEM.
/' Monb3oBatenb no ymonuyauuio (admin/admin) cywecteyer go Tex nop, NoKa He co3gaaH Nio-
601 gpyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.

V Bcerga AOIXKEH CyLLeCcTBOBAaTb N0JIb30BaTe/lb C YypOBHEM NpuBeneruii 15.

Memoobl aymeHmuguKauuu U asmopusayuu mo2ym bbimb HaCMpoeHsbl 210641b6HO UaAU HG om-
0esibHble AUHUU.

KomaHObI pexcuma 2106aa6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rinob6anbHoM KoHbUrypaumm:
console (config) #

[nsa Bxoaa B peXnum KOHOUIypaumm AMHUIK MCNONb3YHOTCA KOMaHAbI:
line {console | telnet | ssh}

Bua, 3anpoca KOMaHAHOW CTPOKM pexkMma KOHOUIYpaLnmn AMHUIA:

console (config-line) #
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Tabnunua 22 — KomaHAabl perknma rnobanbHoM KoH(

burypaunm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

enable authentication
{local | radius | tacacs}

no enable authentication

-/BbIK/IIOYEHO

3afdatb MeTog, ayTeHTUdUKaLMM NoNb30BaTENA NMPU MOBbLILLEHUN
YPOBHSA NpuUBUAErUii ANnA KoHconw, telnet, ssh.
- radius — ncnonb3osatb cnucok RADIUS-cepBepoB anqa ayTeH-
TUdUKaLmu;
- tacacs — ncnonb3osatb cnncok TACACS-cepsBepoB Ana ayTeH-
TMdUKaLMK.

YCTaHOBUTb 3HAYeHUE NO YMOIHaHUIO.

login authentication
{radius | tacacs} [local]

no login authentication

-/local

3afaTb MeTof ayTeHTMdMKauMM Nonb3oBaTens npu Bxoge ANA
KoHconn, telnet, ssh

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJb3YETC HECKOIbKO PEXKUMOB. B KaXKa0oM pexxnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXMma B APYroi MCNONb3YHTCA cneuuanbHble KoMaHAabl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOAHbili pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnocse ycnewHom 3arpy3kn KommyTa-
TOpa 1 BBOAA MMEHW No/ib30BaTeNs M Napons (4Ns HeENPUBUAETMPOBAHHOIO Noab3oBaTens). MpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. MpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH Anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 io-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBNfeTCA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHas3HaYeH A/1a KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 23 — basoBble KOMaHAbI, AOCTYMHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCA B NPUBUAETMPOBAHHDBIN PEXUM (€CAN 3HAYEHUE
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CecCMmU U CMeHa No/b30BaTesNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPopmauum o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaTENS.
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KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET caeayoLnii Bua:

console#

Tabaunuya 24 — ba3oBble KOMaHAbI, A4OCTYNHbIE B perkume privileged EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHYTbCA B HOPMabHbIN PEXUM U3 MPUBUNETMPOBAHHOTO.

configure terminal

MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT OAWNH U3 CeAYIOWNX BUAOB:

console#

console (config) #
console (config-line) #

Tabaunua 25 — basoBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXMMAX KOHOUTYpaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto

exit i BbIliTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbllle B
nepapxum komang, CLI.

end i BbIiTK 13 Nt06OTO peknma KoOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KoMmaHaHoro ypoBHA (EXEC) us noboro pe-
KUMa KOHPUrypaLumm.

help - BbiBecTv cnpaBKy MO UCMONb3yeMbIM KOMaHAaAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma coobLLeHNt No3BoNAET yMEHbWNTL 06beM 0TobparkaemblxX 4aHHbIX B OTBET Ha 3aMnpoch!
no/sib3oBaTena U obaerymTb NOUCK HeobxoamMmol nHpopmauun. aa dunbTpauumn Tpebyerca Aob6aBuTb B
KOHeLl, KOMaHZHOIN CTPOKM CMMBOJ « |» M MCMONb30BaTb OAHY M3 ONUMIA GUABLTPALMK, NEPEUNCNEHHDBIX B
Tabanue 26. dunbtpauma paboTaeT ToNbKO AN show-KomaHa.

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeET CeayowWwnii BUA:

console#

Tabnunua 26 — basoBble KOMaHAbI, A4OCTYNHbIe B perkmume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, coaepxauime WwabnoH.

grep-v

BbiBecTn Bce CTPOKU, He coaepXKalime WwabnoH.

grep -c "regexp"

BblBECTM BCe CTPOKM, COAEpPHKaLLMe PeryaspHble BblpaXKeHus:

. — COOTBETCTBYET JI06OMY OTAE/NbHOMY CUMBOJY;

* — npeaplayLwmnin cumson cootserctayet O unu 6onee pas;

A — cooTBeTcByeT Npobeny B Hauyane CTPoKM;

\b — cooTBeTtcTByeT Npobeny B KOHUE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — UrHOPUTYEeT CMMBOJ, CEAYIOLMIA 3a PerynspHbIM BbipaxKe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOSIAET CO34aBaTbh YHUDMLMPOBaAHHbIE HABOPbI KOMaHL — MaKpPOCbl, KOTOpble
MOKHO BMOCNEeACTBUM NPUMEHATL B NpoLecce KOHoUrypaumm. MakcumaibHOe KONMYecTBO MaKpoCoB -
15.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunuya 27 — KomaHabl pexkmma rnobanbHoli KoHpUrypaumm

3Ha4yeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAbop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOAA
word: (1..32) “»
@”. MakcumanbHaa aaMHa makpoca — 510 cumBonos. B tene
cMmeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
durypauuu.
no macro name word Y8anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
word: (1..32) - pattern — WwabnoH, cOCTOAWMIA U3 0OBABNEHUA, HaNpUMmep
[patternl valuel] [pattern2 CMMBO/IOB cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
value?] [pattern3 value3] - value — nepemeHHas KOHbUrypaumm.
macro trace word word: (1..32) OT06pa3sunTb NpoLecc BbINONHEHMA MAaKpoOca.
CMMBOIOB - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
[patternl valuel] [pattern2 cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
value2] [pattern3 value3] - value — nepemeHHan KoHbUrypauuu.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 28 — KomaHgpbl perkmuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro

macro apply word MpUMEHUTb YKa3aHHbIM MaKpoC.

- pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEP
[patternl valuel] [pattern2 cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
value2] [pattern3 value3] word: (1..32) - value — nepemeHHan KoHbUrypauuu.
macro trace word CMMBO/I0B OT06pa3smnTb NpoLecc BbINOAHEHMSA MaKpoca.

- pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEpP
[patternl valuel] [pattern2 cumBonia "$", M nepemeHHOM, HanMCaHHbIX CIMTHO;
value2] [pattern3 value3] - value — nepemeHHan KoHbUrypauuu.
show macro OTo6pasnTb MapameTpbl HACTPOEHHbIX MAKPOCOB Ha

) ycTpoiicTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if) #
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Tabnunuya 29 — KomaHAabl perknuma KoHourypaumm nHtepdelica

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.

word: (1..32) - pattern — WwabnoH, cOCTOALWMIA U3 06BABNAEHMSA, HANpUMeEpP
[pattern1 valuel] [pattern2 CMMBOJI0OB cumBona "'$", M nepemeHHO, HanMUCcaHHbIX CIUTHO;
value2] [pattern3 value3] - value — nepemeHHasn KoHdUrypaumu.
macro trace word word: (1..32) OT06pa3nTb NPOLLECC BbINOJHEHUA MaKpoca.

CMMBOJI0B - pattern — wabnoH, COCTOALWMIA U3 0BBABIEHMSA, HaNnpMmep

[patternl valuel] [pattern2 cumBona "$", M nepemeHHO, HanUCcaHHbIX CIMTHO;
value2] [pattern3 value3] - value — nepemeHHasn KoHdUrypaumu.

lpumep UCNoaAb308AHUS MAKPOKOMAHO:

console (config) #macro name 1

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

console#macro apply 1 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAbl ynpaBaeHUAa cUCTEMOM

KomaHOwb! pexxcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console>

Tabnunua 30 — KomaHAabl ynpaBaeHus cuctemoin B pexkmme EXEC

Komanda 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHaa cnyxut ans nepegaum 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTokona ICMP yKazaHHOMY y3/y CeTH, a TaKXKe AN KOHTPoAs
timeout] host: (1..158) cumBonos; | noctynatowmx oteetos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — pOMeHHOe MMA y3na ceTu;

timeout: (1..100) - Size — pasmep NakeTa A5 OTNPABKKW, KOANYECTBO HaNT B NakeTe;

- count — KONMYECTBO MAKeTOB A/1a Nepeaayn;

- timeout — Bpema 0XXnaaHus oTBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpepeneHve Mmaplipyta TpaduKa [0 y3Na Ha3HayeHuA.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-aapec y3na cetu;
ttl] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] . . - host — poMeHHOe UMSA y3a ceTu;

size: (64..1518)/64 6aitr; . o .
- Size — pa3amep NakeTa AN OTNPABKKU, KOANYecTBO HanT B nakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLUpyTe;
.count:(1”10)/3; - count — KO/IMYECTBO MOMbLITOK Mepefayn MakeTa Ha Kakaom
timeout: (1..60)/3 c .
yyacTke;
- timeout — Bpema 0XXnaaHus oTBeTa Ha 3anpoc;
1 OnucaHue owWM60K NpU BbINONHEHUN KOMAHA, U pe3y/ib-
V TaToB NpMBeAEHO B Tabaunue 32.
show users OT06pasnTb MHGOPMaLMIO O NONb30BaTENAX, UCNONb3YIOWMX pe-
i CypcCbl yCTpoOWcTBa.
show system information - BbiBOA, cMCTEMHON MHPOPMALUN.
show nvram OT06pasnTb MHPOpPMaLMto 06 YyCTPOMCTBE B SHEPrOHE3aBUCUMOW
namaTw.
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show tech-support

BbiBOA KOMaHAbl NpeacTaBnseT co6oi KOMEUHALMNIO
BbIBOAOB MEPeUNC/IeHHbIX HUXE KOMaHA:

show clock

show system information

show bootvar

show running-config

show ip interface

show ipv6 interface

show spanning-tree

show etherchannel summary
show etherchannel load-balance
show interfaces status

show interfaces counters

show interfaces utilization

show interfaces

show ip arp

show env all

show mac-address-table count summary
show fiber-ports optical-transceiver
show cpu rate limit

show errdisable interfaces

show vlan

show ip igmp snooping groups
show ip igmp snooping forward
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping forward
show ipv6 mld snooping mrouter
show logging

show logging filename-one
show logging filename-two
show logging filename-three
show users

debug show tcam

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM cTPoku B pexunme privileged EXEC nmeeT cneayowmin Bua;:

console#

Tabnuua 31 — KomaHabl ynpasieHusa cuctemoit B pexkume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aelicmeue

reload

KomaHga cny»ut ans nepesanycka ycTpoicTea.

reload at hh:mm:ss [day month ]

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

YcTaHOBKa BpemMeHU nepesarpysKku yCTpoicTsaa.

reload in { hours minutes}

hours: (0..168), minutes:
(0..59).

YcTaHOBKa BpeMeHH, Yepes KOTopoe Npou3oiaeT nepesarpysKka
yCTpOMCTBA.

reload cancel

OTMeHa OTNIOXKEHHOM NepesarpysKku.

show reload

MpocmoTp BpemeHU, Ha KOTOpoe Ha3HayYeHa nepesa-rpyska.

show env CPU

MoHuTopuHr ytununsauum CPU.

show env tasks

MoHuTopuHr ytuamnsauum CPU no npoueccam.

show env RAM

MoHuUTOpUHI yTAn3aumnum RAM.

show env temperature

MOHUTOPUHT TepmoAaTUmMKa.

show env flash

MoHuTopuHr flash-namaTu.

show env power

MOHUTOPUHT NUTaHUA n AKB.

show env all

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHUS.

show env dry-contacts

MOHUTOPUHI TEKYLLLEro COCTOAHUA CYXUX KOHTAKTOB.

show env fan

MOHUTOPUHI COCTOAHMA BEHTUNIATOPOB.

telnet {A.B.C.D | AAAA::BBBSB |
AAAA::BBBB%interface} [-| name]

OTkpbiTe TELNET-ceccumn ana ysna cetu.
- A.B.C.D —IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - nHTepdeiic;

- name — nmA NoNb3oBaTeNA.
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show telnet-client

OTo6pasunTb cTaTyc KAmeHTa Telnet M KOAMYECTBO aKTUBHBIX cec-
cui.

ssh [name@]{A.B.C.D |
AAAA::BBBB |

AAAA::BBBB%interface} [-l name]

[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccumn gns y3na cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nHTepdeiic;

- name — UMmA NoJsib30BaTeNs;

-1 —uncnonb3oBaTtb TONbKO SSH Bepcuu 1;

-2 —ncnonb3oBaTb To/bKO SSH Bepcun 2;

-C —3anpocuTb CxKaTUE AaHHbIX;

-V —noapobHo oTobpakaTb NPOLECC NOAKAOYEHUS;

- command — KomaHZa, BbinoaHseman Ha SSH-cepsepe.

show ssh-client

OT06pasunTb CTaTyc KAMeHTa SSH M Ko/MYecTBO aKTUBHBbIX cec-
cui.

Mpu BbINOJIHEHUM KOMaHAbI t raceroute MOTYT MPOU30MTU OWIMOKM, onNucaHme oWnboK NpruBeaeHo
B Tabaunue 32.

Tabnunua 32 — OWKBKM NpU BbINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TaimayT Nnpu NonbITKE Nepesayun nakeTta.
? HewnssecTHbIV TMN NaKeTa.
A AZMWHUCTPATUBHO HeaocTyneH. O6bIMHO NPOMCXOANUT NpU BJOKMPOBAHMM UCXOAALLENO
Tpaduka no npasmnam B Tabanue gocryna ACL.
F TpebyeTca ¢pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceT HegOCTyNEH.
N CeTb HegoCTyMHa.
P lpoToKon HepoCTyNeH.
Q MCTOYHMK noaaBieH.
R MUcTekno Bpemsa NoBTOpPHOM cbopku pparmeHTa.
S OwmnbKa ncxoaalLero mapLipyra.
u MopT HepoCTyNEH.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKU B PEXKMUME r106anbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabanua 33 — KomaHapbl ynpaBieHNa CMCTEMON B pexknme rnobanbHon KoHoUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4aHuro
hostname name name: (1,,64) Ko:v\aH,a,a CNYXKUT ONA 3aaHNA CETEBON0O UMEHU ycrponTBa.
no hostname CMMBO/IOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAYEHWNE MO YMONYAHMIO.

cpu rate limit queue queue
maxrate pps

YCTaHOBWUTb OrpaHUYEHNe CKOPOCTU BXoAALLMX dpeiimoB a5 onpe-
JeneHHoi ouepeam

queue: (1-8) pps: - pps - NAKETOB B CEKYHAY.

1..2000/128
cpu-rate limit queue queue BOCCTaHOBWTb 3HAYEHME PPS NO YMONYAHUIO ANA ONpeseneHHoM
maxrate 128 oyepeaum.
reset-button {enable | disable - enable — Npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
| reset-only} KYHA, NPOUCXOAMUT nepesarpy3Ka yCTPOMCTBa; NPU HaXaTumM Ha
_Jenable KHOMKy 60ee 10 cekyHA, NpoucxoamT cbpoc ycTpolicTBa 4o 3a-
BOACKOW KOHUrypaumum;
- disable — kHonKa F oTKkNtoYeHa (He pearnpyeT Ha HaxaTtue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntountb paboty TELNET-knuneHTa.
-/BKAtOYEHO

set telnet-client disable

BbIkntountb paboty TELNET-KnneHTa.
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set ip http enable

Bkntounts HTTP-cepBep Ha ycTpoicTse.

-/BKIOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpolicTBe.
HasHauutb nopT, npocnywmnsaemsii HTTP-cepBepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa ana npumeHeHUA
! HacTpoiiku.
set ssh-client enable BKntounTb paboty SSH-kAneHTa.
-/BKIOYEHO

set ssh-client disable

BbIKNt0UNTL paboTy SSH-knueHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtounTb 0TNpaBKy coobuieHnit diyng gasp.
V Tonbko ans ycrpoiicte MES2448B 1 MES2448E.

V Mpun BKAOYEHUUN OTNPABKKU co0bLeHnii dying-gasp BbiK-
nrovaerca moHutopur AKB.

BbIKNOUMTL OTNPaBKy coobuieHnit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BkntounTte moHuTOpUHT AKB.
V TonbKo gna ycrpoiicts MES2448B u MES2448E.

Mpu BKAOYeHUU moHuTOopuHra AKB BbiKntoyaeTtca otn-
V paBKa coobLeHuit gying-gasp.

BbikntounTb moHuTOpUr AKB.

banner exec [ string ]

no banner exec

-/BbIK/IIOYEHO

HacTpouTb npuBeTcTBME ANA HEAaBTOPUM30BaHHbIX MOJib30BaTeNnemn
npu NOAKAIOYEHUN K KOMMYTATOPY.

string — TeKCT NPUBETCTBUSA ANHOMN A0 256 cMMBO/IOB.

Mpw BBOA4E KOMaHAbl 6e3 napameTpa string NpUBETCTBUE MOXKET
nmeTb annHy go 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeosa "@".

Ypanutb npusetcTeme AnA HEeaBTOPU30BaAHHbIX nosib3osaTeneu.

banner login [ string ]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuseTcTBue a4 nosib3osaTesneit Noc/ie aBTopm3aLmu.

string — TEKCT NPUBETCTBMA AUHOMN A0 256 CUMBONOB.

Mpu BBOAE KOMaHAblI 6e3 napameTpa string NpMBETCTBME MOXKET
mmeTb aanHy ao 1023 cumsonos. BBog npuBeTCTBUA NpepbiBaeTca
C Nomollbio cumaona "@".

Ypanutb npuBeTcTBMe 414 aBTOPU30BaAHHbIX nosb3oBaTenen.

Tabnuua 34 — KomaHabl pexxkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear cpu rate limit counters

OuynCcTUTb cHeTUYMnKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHue cyeTymKoB rate limit Ha CPU.

set cli pagination on

BK/IOYMTb NOCTPAHUYHbINV BbIBOA KOHOUTYpaLuu.

-/on "
set cli pagination off OTKAOUYUTL MOCTPAHUUHBIN BbIBOA, KOHOUIYpaLUK.
. BKNIOUMTL MOATBEPXKAEHWE Mepes, BbIMOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHAY PeA P
MaHa,
-/on

set cli prompt off

OTKNOYUTL MOATBEPNKAEHUE Nepes BbINONHEHMEM HEKOTOPbIX KO-
MaHz,

4.5 KomaHapbl ANA HACTPOMUKMU NapaMeTpoB A8 3a4aHUA Naponen

[aHHbIN pa3aen npegHasHayeH ANA HACTPOMKM 3aZlaHNA Naponelt ana nonbL3oBartenei.

KomaHObI pexcuma 2a06asabHol KoOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexknume rnobanbHoM KOHPUIypauum nmeeT cneayowmii Bua:

console (config) #
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Tabnunuya 35 — KomaHAabl ynpaBaeHUs cCUCTEMON B pexXume rnobanbHoi KoHuUrypaumm

-/BbIK/IOYEHO

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
password validate char BKNHOYMTb MEXaHU3M NPOBEPKUN NapoNen.
{lowercase | numbers | - lowercase —naponb AONKEH COAEPHKATb CUMBO/IbI HUMKHETO perun-
symbols | uppercase} cTpa;
- numbers — NapoAb AO/IKEH COAEPIKATb XOTA 6bl 0AHY LUbPY;

- symbols — Napob LOMKEH COXKepKaTb X0TA 6bl 04MH CUMBO;
- uppercase — NapoJ/ib AO/IKEH COAEPKaTb CUMBOJ/IbI BEPXHErO pe-

rmcrpa.
no password validate OTKIOUYNTL MEXaHMU3M NPOBEPKM NapoNen.
password validate length 3a4aTb MMHMMANbHYIO A/IMHY NAPOAA.
length length: (0..20)/0
no password validate YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneaytowmim Bua;:

console#

Tabnnua 36 — KomaHapl ans paboTbl ¢ pannamm B pexkume Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show password validate rules -

MpocmoTp TeKyLLEeN HAaCTPOMKN MeXaHM3Ma NPOBEPKU NAPOEN.

4.6 Paborta c pannamu

4.6.1 OnucaHue ap2ymeHmMoe8 KOMAaHO

Mpu ocyliecTBAEeHMMN onepaLuii Hag, Gpaiinamu, B KayecTBe apryMeHTOB KOMaHZ, BbICTYNatoT agpeca

URL — onpegenntenn MeCTOHaXOXAEHUA pecypca.
onepaumsx, npMeeseHo B Tabaunue 37.

Tabanua 37 — CNKUCOK KNtoYeBbIX C/I0B U MX ONMUcaHne

OnuncaHue KAwYeBbIX CNOB, MCcnonb3yembiXx B

Knrouyesoe cnoeo

OnucaHue

McxoaHbIv agpec uav agpec Mecta HasHavyeHuA A1 SHeProHe3aBUCUMON NaMATU. DHeproHe3aBu-
flash:// CUMasn NamATb UCMOJb3YeTCA Mo ymonyaHuto, ecnm agpec URL onpeneneH 6e3 npedukca (npeduk-
camu asnstotca: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHPUrypaumm.
startup-config daiin nepBoHaYaNbHON KOHGUTypauuu.
active-image ®aiin c akTMBHbLIM 06pasom.
inactive-image ®daiin c HeaKTMBHbIM 0bpasom.

McxoaHblii agpec nam agpec mecra

- directory — kaTanor;
- filename — umsa daiina.

Ha3HayeHuAa ana TFTP-cepsepa.

CuHTakcuc: tftp://host/[directory]/ filename.
tftp:// - host — IPv4-agpec unu ceteBoe Mms yCTPOMCTBA;

logging ®daiin c uctopmein KomaHg,

4.6.2 KomaHObI 0ns pabomei ¢ halinamu

3anpoc KomaHAHOM CTPOKK B pexkmme Privileged

console#

EXEC nmeet cneayrowmii BuAa;
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Tabnuua 38 — KomaHabl ana paboTtbl ¢ pannamm B pexknme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CMMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
IO¥KEHWE Ha3HaYeHUs.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — agpec mecTa Ha3HayeHus, Kyaa ¢alin byaeT cko-
NUPOBaH.

CoxpaHeHWe NepBoHa4YaNbHOW KOHOUIypaLum Ha cepBepe.

KonuposaHue daina HavyanbHOro 3arpy3yunka M3 MecTonosIoKeHUs
MCTOYHMKA B CUCTEMY.

dir [flash:path | dir_name]

OTo6pasunTb cNMcok $aiioB B yKazaHHOM KaTasore.

more [flash:path | file_name]

OT06pa3unTb cogepkumoe daina.

pwd

OT06pa3nTb NyTb A0 TEKYLLEN ANPEKTOPUN.

cd [flash:path | dir_name]

N3MeHUTb MPEKTOPUIO Ha YKa3aHHY!H.

mkdir [flash:path | dir_name]

Co34aTb AMPEKTOPMIO C YKa3aHHbIM Ha3BaHMEM.

rmdir [flash:path | dir_name]

Y4anuTb AMPEKTOPUIO C YKAa3aHHbIM Ha3BaHWEM.

erase ur/

Ypanute daiin

erase startup-config

Yaanutb danin nepBoHayvanbHoOM KoH$uUrypaumu.

erase nvram:

C6pocuTb A0 AedDONTHON SIHEProHE3aBUCUMYIO MAMATD.

erase flash:/LogDir/filename

Ypanute dain 3anmcu aBapunHbIX M OTIAA04HbIX COOBLLEHNN.

boot system inactive

3arpysuTbca ¢ HeakTMBHOro obpasa MoO.

boot system active

3arpysuTbca ¢ akTMBHOro obpasa MNO.

delete startup-config

YpanuTe ¢paiin nepsoHavyanbHON KOHOUIypaLMmn BMECTE C O4MCTKOM
rnob6anbHbIX HACTPOEK NVram U yaaneHWem Nosib3oBaTesei.

show running-config
[interface { fastethernet
fa_port | gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group
| vlan vian_id ]J[module]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
vlan: (2..4094);
module: (igs, la, stp..)

OT06pa3nTb cogepknumoe dana Tekywehn KoHdMrypauum
(running-config).

- interface — KoHUrypauma nHTepdeicoB KoMmyTaTopa - dpusnye-
CKUX nHTepoelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, UHTepdelica 3amblKkaHUA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

show startup-config

OTobpasnTb cogepkumoe daina nepsBoHayanbHOW KoHUrypa-
uuu.

show bootvar

MoKaszaTb aKTMBHbIN dann cuctemHoro MO, KOTopbI YCTPONCTBO
3arpyyaert npu 3anycke.

write {startup-config | url}

COXpaHWTb TERYLLYIO KOHUrypaLmio B Gaini nepBoHaYaabHOM KOH-
durypauum.

.‘

Cepsep TFTP He moKeT 6bITb agpecom UCTOYHUKOM U a4 pPecomM HasHa4YeHUA anA oA HOM
KOMaHAbl KOMUMPOBaHUA.

HDOCMOTp dKTUBHOIO N HEAKTUBHOTIO 06pasa AO0CYyTNeH n3 u-boot. [Onastoros KOMaH,EI,HOl‘;I CTPOKe u-

boot Heobxoanmo BBecTu:

MES2428# bootimg print

KomaHaa anAa cmeHbl akTUBHOTO o6pa3a n3 u-boot:

MES24284# bootimg inactive

KomaHga «bootimg inactive» npumeHseTtca 6e3 oxKxngaHua NoATBEpXKaeHUs.

Mpwu 3arpysKe ¢aina KoHPUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
¢daiina HeobxoaMMO [,06aBUTb CTPOKY C CUMBOJIOM «!»,

®aitn KoHpUrypaumm aonKeH umeTtb paclumpeHue «.conf».
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4.6.3 KomaHObI 008 pe3epsupoeaHuUa KOHgu2ypayuu

B gaHHOM pasgene onucaHbl KOMaHAbl, NO3BOJIAOLLME PE3EePBUPOBATL KOHOUIYpaUMIo Ha cepsep.
[ns pesepBupoBaHuUa KOHOUTypaumm HeobxoAMMO yKasaTb afpec cepsepa.

KomaHObI pexcuma 2a06ana6HoU KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnunuya 39 — KomaHabl perknma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KOTopblit ByaeT Npous3BoaMTbLCA pe-
3epBUpoBaHue KoHOUrypauuu. Ctpoka B dopmarte
«tftp:// XXX XXX XXX XXX ».

YpanuTb agpec cepsepa.

backup path path

no backup path

YKasaTb NyTb pacnososeHus daiina Ha cepsepe C npeduKkcom
mmeHu daiina. NMpu coxpaHeHUU K npedukcy byaet nobasneHa Te-
Kylian fata v Bpems B Gopmate rrrrmmag44mmcc.

YanuTb NyTb A4/19 pe3epBMpPOBaHuS.

backup auto

no backup auto

BK/IIOYMTL aBTOMATMYECKOE pe3epBMpoBaHMe KOHOUTypaL .

BbIK/HOYMTb aBTOMATMUYECKOE pe3epBrpoBaHmne KOHUTypaLmu.

backup history enable

no backup history enable

BKtOUNTL COXPaHEHWE NCTOPUU pPe3epBHbIX KOMWUN.

BbIKNOYNTL COXpaHEeHMEe NcTopumn pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKaszaTb NPOMEKYTOK BPEeMEeHW, No UCTeYeHun KoToporo byaert
OCYLLEeCTBAATLCA aBTOMATUYECKOE pe3epBMpoBaHMe KoHdurypa-
umn.

HYT

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

backup write-memory

no backup write-memory

-/BbIKNIOYEHO

BK/loYeHWe pe3epBMPOBaHMA KOHOUIypauuuM MpU COXpaHeHUu
nonb3osaTenem KoHdurypaumumn Ha flash-HakonuTens.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayowmin Bua;

console#

Tabnunua 40 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo ymoa4YaHuro

Aeiicmeue

backup running-config

Co3paTb pe3epBHYHO KONUIO KOHOUIypaLMio Ha cepaepe.

4.7 Hactpoiika CUCTEMHOro BpeMmeHu

/ Mo ymonuyaHuio aBTOMaTUUYECKUiII Nepexos Ha NeTHee BpemMs OCyLLeCcTBAAETCA B COOTBET-
cTBMM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryTt 6biTb 3agaHbl ntobble gaTta
M Bpemsa A8 Nepexoaa Ha IeTHee Bpemsa U 06paTHo.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC umeeT cneaytowmin sua;:
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console#

Tabnnuya 41 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemMeHU B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CUCTEMHOrO BPEMEHM (KOMaHAa AOCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTeNs).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau,; year — rog,

KomaHObl pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexknme EXEC numeeT cneayowmin Bua;

console>

Tabnunua 42 — KomaHabl pexkmuma privileged EXEC

KomaHoa 3HayeHue/3HaYyeHue Aelicmeue
Mo yMmoan4YaHuo
show clock - MokasaTb cMcTeMHOe Bpemsa 1 AaTy.
show clock properties - OTob6pa3nTb CBOMCTBA.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 43 — CNMCOK KOMaHA A/1A HAaCTPOMKM CUCTEMHOIO BpEMEHU B peKMme rnobanbHOM KoHOUrypa-

Lmm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YCTaHOBUTL Sntp-cepBep WMCTOYHMKOM CUHXPOHM3ALUMM BPEMEHMU
[OJ/15 yCTPOMCTBA.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOe CMeLLeHMe OTHOCUTENbHO Hynesoro mepuaun-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu SNTP

[na nepexona B pexkum KoHourypaumm SNTP Heo6X0AMMO UCNONb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B pexmme KOHbUrypauum nHtepdeica UMeeT caeayowmin Bua;:

console (config-sntp) #

Tabnnua 44 — CNUCOK KOMaHA A5 HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME KOHDUTYpauum sntp

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKNOUMTL aBTOMATMYECKMI NMOUCK Sntp-cepBepa B pexume
unicast.

BbIKNHOYMTb aBTOMATUYECKMIA NOUCK Sntp-cepBepa B pexkume
unicast.
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set sntp unicast-server {ipv4 | YKasatb ip-agpec SNTP-cepsepa.
. ) L L MosKeT 6bITb 334aHO A0
ipv6} ip_addr [priority priority]

[version version] [port _ 4 cepsepos
udp_port] priority: (1..15); port:

- - (1025..36564); version: -
no sntp unicast-server {ipv4 | Ypanutb ip-agpec SNTP-cepsepa.

3.4
ipv6} ip_addr (3-4)
set sntp client enable ) BKAtounTb paboty SNTP-KnmeHTa.
- - -/disabled
set sntp client disable BbIkNtounTb paboTty SNTP-kAMeHTa.
set sntp client addressing- . YKa3zaTb pexxum pabotbl SNTP-kameHTa.
P & -/unicast P P

mode unicast

set sntp client authentication-
key key md5 parametrs

key: (0..65535) YcTaHOBUTDL KAtoY ayTeHTUudMKaumm ana SNTP-kameHTa.

set sntp client clock-format YcTtaHoBuTb dopmat yacos ana SNTP.

{ampm | hours} -/hours
set sntp client port port_num port_num: (123, 1025- | YcTtaHoBMTb udp-nopT A41a sntp-KAneHTa.
65535)
set sntp client time-zone zone zone: (+00:00 to 3apaTb 3HaYeHWe YacoBoro nonca.
+14:00)
set sntp client version version version: (v1,,v4) 3afaTtb Bepcuio NPoToKoNa A1A PaboTbl sNtp-KaneHTa.

Tabnnua 45 — KomaHapl pexkuma Privileged EXEC

KomaHoa 3HayeHue/3HavyeHue Aelicmeue
o ymMoA4YaHuto
show sntp statistics - MoKasaTb cTaTUCTUKY NpoTokona SNTP.
show sntp status - Mokasatb cTaTyc npoTtokona SNTP.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-knueHma 0118 cepsepa 192.168.1.1:

console (config) # sntp

console (config-sntp)# set sntp client enabled

console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp) # set sntp unicast-server ipv4 192.168.1.1
console (config-sntp)# exit

console (config) #clock time source ntp

4.8 KoHdurypauua nntepoeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdelicos, Port-Channel u Loopback- uimepdgeiicoe

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |
loopback Ioopback id }

console (config-if) #

[aHHbIN peXxnm A0CTYyNeH U3 pexMma KoHOUrypauumn 1 npeaHasHavyeH AnA 3aAaHua napameTpos
KOHUrypaumm uHTepdeiica (nopta KommyTatopa WAM Tpynnbl NOPTOB, paboTalowux B pexMme
pasaeneHusa Harpysku), 1mbo ananasoHa nHTepdelicos.

60 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P



HELTEX

Bblibop MHTepdeica ocywecTBASETCS NPM NOMOLLM KOMaHA, NpuBeAEHHbIX B Tabauue 46:

Tabnnua 46 — KomaHgbl Bblbopa nHTepdeiica ana MES1424, MES2428

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpolikun nHtepdelicos Fast Ethernet

interface gigabitethernet gi_port

[na HacTpoiku 1G-uHTepdericos

Interface tengigabitethernet te_port

[Ona Hactponkn 10G-uHTepdericos

interface port-channel group

[na HacTpolKuM rpynn KaHanos

interface loopback loopback_id

[na HacTpoiiKu BUPTYyanbHbIX MHTepdeicos

roe:

— fa_port — nopaaxosbin Homep 100MB-uHTepdeiica, 3agaetca 8 suge: 0/1;

— gi_port — nopaakosbliit Homep 1G-uHTepdeiica, 3agaertca 8 suae: 0/1;

— te_port — nopaakosbin Homep 10G-uHTepdeiica, 3agaetca 8 suae 0/1;

— group — nNopAaKoBbIi HOMep rpynnbl, 0bliee KONNYeCcTBO cornacHo Tabanue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— loopback_id — nopaagkosbii HOmep BUPTYasibHOTro MHTEpdeinca, obLiee KONMYECTBO COr/lacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

KomaHZabl, BBeAEeHHble B peMMe KOHdUrypauuum uHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 47 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
shutdown BblkntounTb  KoHdUrypupyembii  uHtepdelic  (Ethernet, port-
-/BKAtOYEHO channel).
no shutdown BKAtOUNTL KOHOUTYpUpPyemblii MHTepdeNiC.
description description description: (1..64) [lo6asuTb onucaHue untepdeiica (Ethernet, port-channel).
T CMMBO/IOB/HET

no description onvcaHmsa Ypanute onucaHue nHtepdeiica.
speed mode 3apaTb CKOPOCTb Nepesaym gaHHblx (Ethernet).

P mode: (10, 100, 1000) A P peAatn A ( )
no speed YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

duplex mode
mode: (full, half)/full

3apaTb pexum gynaekca uHtepdeica (noaHoaynnekcHoe coeam-
HeHuWe, NnonyaynaekcHoe coeguHenue, Ethernet).

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
negotiation [capl BK/iloyaeT aBTOCOrnacoBaHMe Aa CKOPOCTM M AyneKkca Ha HacT-
[cap2...cap5]] panBaeMom UHTepoerice. MOXHO yKa3aTb onpeaenieHHble CoOB-me-

CTMMOCTM MapameTpa aBTOCOracoBaHuA. Ecan napameTtpbl He 3a-
AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.

3 ABTOCOrnacoBaHME HAaCTPaMBAETCA TObKO HA MHTEpdEeid-
V cax Ethernet.

BblkntouaeT aBToOCOrnacoBaHWe AnA CKOPOCTM M Aynaekca Ha
HacTpavBaemom uHTepbelice.

flowcontrol mode

mode: (on, off,
auto)/off

no flowcontrol

3afaTtb pexkum ynpasneHus notokom flowcontrol (BkaounTs, OT-
KNHOUYMTb UK aBTOCOrnacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/M PEeXMM aBTOCOrNacoBaHUA
negotiation BKk/iOYeH Ha HacTpavBaemom uHTepodeiice (Ethernet,
port-channel).

OTKAOYUTD peXum ynpasieHNA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bblbop TMNa KOM60-NOpPTa B KA4YeCTBE OCHOBHOIO HOCUTENS.

- force-fiber — paspelweHa akKTMBHOCTb TO/ILKO OMNTUYECKOM YacTu
KoMb0-nopTa;

- force-cooper — paspelleHa aKTMBHOCTb TO/NbKO MeAHOM 4acTu
KOMb0-nopTa;

- prefer-fiber — npenMmyLLeCTBO ONTUYECKOTO IMHKA.
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mtu size

size: (128..12288)/
12288 6aiit

YCcTaHOBUTL 3HaYeHMe maximum transmission unit (MTU) ans uH-
Tepdelica
- size — pasmep nakema (Koauyecmeo 6alim e nakeme)

KomaHAa AOCTyNHa TONbKO ANA YCTPOMUCTB
MES2424,MES2424B.

Ecnu Ethernet-untepdeiic Bxoaut 8 coctas Port-Channel,
TO HA HEeM HeNb3A U3MEHATb 3HayeHne MTU.

AedonTtHoe 3HaueHne MTU pgna Ethernet u Port-Channel
UHTepdeiicoB paBHO 3HAYEHUIO 3aJaHHOMY KOMaH-
B0l system mtu B pexxume rnobanbHoii KOHPUrypaumu.

no mtu

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO

KomaHObI pexcuma 2a06ana6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnunuya 48 — KomaHabl perkunma rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM MHTEpBan AN aBTOMaTUYeCKoro
NOBTOPHOrO BKAKOYeHUA MHTepdeiica. Mpu cmeHe UHTep-
Basla Tallmep O6HOBAAETCA ANA BCex 3ab0KMPOBAHHbLIX
NOpPTOB, Ha KOTOPbIX BK/IKOYEHO aBTOCOI/IaCOBaHME.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udld}

no errdisable recovery
cause {storm-control|loop-
back-detection | udid}

-/3anpeleHo

BKOUMTL aBTOMATUYECKYIO aKTUBaLMIO MHTepdelica nocne
€ro OTKAIOYEHUA B CIeAYIOLLMX CNyHanX:

- loopback-detection — 06HapyKeHue netens;

- udld — akTmBauus 3awmtol UDLD;

- storm-control — WnpoKoBeLLaTeNbHbIN LWTOPM.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

system mtu size

no system mtu

size: (128..10000)/10000 6aiit
size: (128..12288)/12288 6aiit
(Tonbko ansa MES2424,
MES2424B)

YCTaHOBUTb 3HaYeHMe CUCTEMHOro maximum transmission
unit (MTU)
- Size — pa3amep nakeTa (KonmyecTso 6alT B makeTe).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group | vlan
vlan_id | loopback /oop-
back_id }

fa_port: (0/1..24); gi_port:
(0/1..28); te_port: (0/1..6);
group: (1..24); vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek MHTepdelica uam rpynnbl MHTepdencos Ha
3HaYeHWs, YCTAaHOB/IEHHbIE MO YMONYAHUIO.
Bo BpemsA BbINO/IHEHUA KOMaHAbI MHTepdeiic by-
,’ AET OTK/NIOYEH.

KomaHOwb! pexxcuma EXEC

Buza 3anpoca KomaHAHOW CTPOKM B pexknume EXEC:

console#

Tabnunua 49 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

clear counters

- C6poc CTaTUCTUKM ANs BCex MHTepdencos.

fa_port | gigabitethernet

clear counters { fastethernet

gi_port [ tengigabitethernet
te_port | port-channel group } group: (1..24)

gi_port: (0/1..28);
te_port: (0/1..6);

fa_port: (0/1..24); C6poc CTaTUCTUKKM Ans uHTepdeiica.

62 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port [ tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

MoKa3aTb CBOAHYIO MHPOPMALLMIO O COCTOAHUM, HACTPOMKE U CTaTU-
CTUKe nopTa.

show interfaces status

MoKa3aTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces description

MokasaTb onncaHus Bcex UHTepdeiicos.

show interfaces counters

MoKasaTb CTaTUCTUKY AN BCeX UHTepdeCcoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group [ vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24);
vlan: (1..4094)

MokasaTtb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

MoKasaTb NPUYMHY OTK/IOYEHUA NOPTA, FPYNMbl NOPTOB, 3abN0KK-
pOBaHHbIE NOPTHI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

AKTUBUMpPOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- Interval — uHTepBan B cekyHaax.
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4.8.2 Hacmpoiika VLAN u pex}cumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2n10basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunuya 50 — KomaHabl perknma rnobanbHo KoHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexxnm KoHOUrypmMpoBaHua ykasaHHoro VLAN

map protocol { ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol { ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HactpouTb rpynny npoTokoJsioB, MO KOTOpbiM 6yaeT npou3so-
AnTbCA KnaccnduKauma Kagpos. B ogHy rpynny MoxHo obbean-
HUTb HECKOJ/IbKO MPOTOKOJIOB, YKa3biBasA ANA HUX OAWH U TOT e
Group ID. Homep nNpoToKona MOXKHO BblbpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHWUW WK 3a4aTb BPYYHYIO Yepe3 napamerp
other B popmate XX:XX. PacnonokeHvue nons ¢ HOMepPOM NPoTo-
KONa 3aBUCUT OT TMNa L2-3aronoBKa 1 UHKaNcynaumm:

- enet-v2 — Kaap c 3aronoeskom Ethernet I, npoTokon onpegens-
etca no nonto EtherType. Mpu Hannumm VLAN-Teros Bbibupaetca
cambit nocnegHui EtherType, ¢ Hanbonblwmm odpdceTom.

- licOther — kagp dopmarta RFC1042 (IEEE 802). AByx6aiTHbIN HO-
mep npoTokona cootsetctByeT nonAam DSAP:SSAP B LLC-3aro-
NOBKe.

- snap — Kaap ¢ LLC/SNAP-nHkancynaumeir. Homep npoTtokona co-
oTseTcTByeT noato Protocol ID 8 SNAP-3aronoBke.

Ypansert protocol-group ¢ KommyTaTtopa.

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpowuTb granaszoH MAC-agpecos, No KOTopbim byaeT nponsso-
ANTbCA Knaccuoukauma. Ona pasHbix MAC-afpecoB MOXHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac { host | mac-ad-
dress }

YpanuTb yKkasaHHbIi MAC-agpec 13 macs-group.

shutdown garp

no shutdown garp

-/BbIK/IIOYEHO

OTKNtouUTL paboTy moayna GARP Ha ycTpoicTse.
' [aHHaa KomaHga oTKatouvaeT paboty mogyna GARP c
H 6e3B03BpaTHbIM yAaneHUem BCeX HacTpoeK 6n0ka
GARP.

BkatounTtb moaynb npoTtokoaa GARP.
Ana pa6otbl moayns GARP pesepsupyerca 15 M6aiit
. onepaTtMBHOM NamATy.

gvrp enable

gvrp disable

BKkatounTtb npotokon GVRP rnobansHo.

-/BbIK/IOYEHO

BbikntounTb NpoTokon GVRP rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN os)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 51 — KomaHabl perkuma KoHourypaummVLAN

KomaHoa

3HayeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

vlan active

AKTMBMpOBaTb vlan uam rpynny vlan’os.

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BKAOUNTB/BbIKAOYUTL M3ydeHne MAC-aapecos gna VLAN.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepdgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm JOCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHdUrypaummn nHtepodeica.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — MHTepdelc A0CTyNa — HETETMPOBAHHbIN MHTepdelic ana ogHon VLAN;

— trunk — nHTepdeic, NPUHUMaAIOWMIA TONbKO TErMPOBaHHbIM TPadUK, 338 UCKAOYEHMEM 04 -
Horo VLAN, KoTopblit MoXeT 6bITb f06aBNEH C MOMOLLbIO KOMaHAbl switchport trunk
native vlan,

— general — uHTepdeliic c nosHoM noaaep*Kkoi 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpApUK;

Tabnnua 52 — KomaHgpl pexnma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3agaTtb pexkmum paboTtbl nopta B VLAN.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport dotlq tunnel

Mepesectn NopT pexxum paboTol ¢ BHewHMMm VLAN-Terom. KomaHaa
MUCNONb3YeTCA ANA HACTPONKKM dyHKUMKM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oob6asutb Homep VLAN B KauvectBe Default VLAN gns gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNatoWMN Ha AaH-
HbIW NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dot1q tunnel

MepesecTy NOPT perkum paboTbl ¢ BHewHUm VLAN-Terom. KomaHaa
Mcnoab3yeTca ANnA HacTPoMKKu GpyHKkumm Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmcok VLAN gna nHtepdeiica.

- vlan_list — cnucok VLAN ID. Aunana3soH VLAN mMOKHO 334aTb nepe-
4yucneHMem yepes 3anATY WMAM YKasaTb Haya/lbHOE U KOHeYHoe
3HayeHua ananasoHa yepes geduc "-".

Yaanute cnucok VLAN ans nHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
no YMOYaHM1IO

[obasutb naeHtudpuratop VLAN nopta (PVID) gnsa OCHOBHOrO MH-
Tepodelica.
-vlan_id —vaeHTudunKaumoHHbii Homep VLAN noprTa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbtpaumn
BK/IlOYEHA

BKkAOUNTE GUABTPALMIO BXOAALLMX NAKETOB Ha OCHOBE MPUCBOEH-
Horo um 3HauyeHua VLAN ID. Ecnm dunbTpaumsa BKAOYEHA, M NAKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
ID, To naKkeT oTbpacbiBaeTcs.

BbIKMOUNTb PUABTPALLMIO BXOAALLMX NAKETOB Ha OCHOBE NPUCBOEH-
HOro um 3Ha4veHma VLAN ID.
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switchport acceptable-frame-
type
{untaggedAndPrioritytagged |
tagged | all}

-/all

-untaggedAndPrioritytagged — Ha nopTy paspeliaerca npuem
TONIbKO HETErMPOBaHHbIX GPemoB;

-tagged — TONIbKO TErMPOBAHHbIX;

-all — nobbix ppeitmos.

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLlueHbl NopTy

3anpetutb gobasneHune ykasaHHbix VLAN nopty.

- vlan_list — cnucok VLAN ID. Anana3soH VLAN MOXKHO 3a4aTb nepe-
yucneHMem yepes 3anATy0 WK YKasaTb HayasbHOE U KOHeYHoe
3HaYeHuA AnanasoHa yepes geduc "-".

PaspewnTtb aobaBneHune ykasaHHbIx VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuo
4YNeHCTBO B AedONTHOM
VLAN pa3spelieHo

3anpetutb gobasneHune gedontHon VLAN-nopty.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

switchport protected

no switchport protected

MepeBecTy NOPT B PEKMUM U30AALMU BHYTPU FPyNnbl NOPTOB.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

Co3aaTtb nan nepesanuncaTb CyLLECTBYIOLWMI CMMCOK MOPTOB Ha YKa-
3aHHbIN HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);

[06aBWTb CMMCOK YKa3aHHbIX MOPTOB K Y¥KE CyLLecTByloLlemy
CrUCKY.

group group-id vlan vian-id

no port protocol-vlian

(1..2147483647);
vlan_id: (1..4094)/no
ymonyanuto PBV
BKJIFOYEH Ha BCex
noprax

port-channel group} group: (1..24)

switchport default-vlan tagged YCcTaHOBUTbL NOPT Kak Ternpytowmii B gedpontHon VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHMeE N0 YMOIHAHUIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID naketam, nonagatowum B yKasaHHyto Group ID

Ha 3TOM NopTy. PasHble MOPTbI OAHOM U TOW e rPymnmnbl MOTYT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

port mac-vlan

no port mac-vlan

-/OTKNIOYEHO

MNepeBecTn NopT B pexknum paboTsl MBV.

OTKAOYUTL pexkum MBVHa nHtepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcywwectButbHa3HaveHue vlan-id gna macs-group.

OTMeHUTb Ha3HayeHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIKNIOYEHO

BkntounTtb npoTtokon GVRP Ha nHTepdeiice.

Bbintountb npotokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IOYEHO

BK/tOUMTb 3anpeT Ha u3yyeHue vlan-aTpubyToB, MONYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

BbIK/OYMTbL 3anpeT Ha usydeHune vlan-aTpubyTOB, NOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTb 3HaYeHuA Tamepos GVRP Ha nHTtepdeiice.

switchport unicast-mac
learning enable

BkntounTb nsyuyeHne MAC-aapecoB Ha UHTepdelice.

no switchport egress-filter

- - -/BKNIOYEHO
switchport unicast-mac .
. . Bbikntountb nsyyeHne MAC-agpecos Ha uHTepdelice.

learning disable

switchport egress-filter BKntouaeT ¢punbTpaumio ncxoaalmx Gppeimos Ha OCHOBE NMPUCBO-
€HHOro um 3HayeHua VLAN ID. Ecnv dunbTpauma BKAOYEHa, M Na-
KeT He BXOAMWT B rpynny pa3pelleHHbIx Ha nHtepdetiice VLAN ID, To

-/BKAOYEHO nakeT oTbpacbiBaercs.

BbIKNOUNTb PUABTPALMIO UCXOAALWMX GPeriMoB Ha OCHOBE MpUC-
BOEHHOro um 3HavyeHma VLAN ID.
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Mpu coBmecTHOI1 paboTe port-isolation u port-protected gonxkHo cobaogatbea npasuno:
ANA 3aWMLLEHHOrO ingress NopTa, B CNUCKe pa3peLéHHbIX, KOMaHAbl port-isolation,
He MoXKeT 6bITb APYroro 3aWmILEHHOro NopTa. 3To NoApa3ymeBaeT BO3MOXKHOCTb AenaTh
3aLMLLEHHBIMM egress NopTbl B U30ALMM UM ingress NOPT, HO He ingress u egress NOPTbI
OAHOBPEMEHHO.

.-

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if) # switchport mode access
console (config-if)# switchport access vlan 99
console (config-if) # switchport dotlg tunnel
console (config) # interface gi 0/2
console (config-if)# switchport mode trunk

’ KnueHTtckuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B pexxume access.
L)

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabnuua 53 — KomaHab! pexxkmma rnobanbHON KoHUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
mac-address-table static [ob6asutb ncxogHolt MAC-agpec B Tabauuy.
unicast mac_add vlan vian in- -Permanent — gaHHbIn MAC-agapec ocTaeTca B Tabaunue agpeca-

LMK NnocJie NepeKkItoYeHuns cTatyca uHtepdelica;
-Deleteonreset — faHHbIN agpec yaanuTca nocne nepesarpysku
YCTPOICTBA;

-Deleteontimeout — gaHHbIN agpec yaanutcs no Tanm-ayTy.

terface [fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

no mac-address-table static Ypanute MAC-agpec 13 Tabauupi.
unicast mac_add vlan vian

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnunua 54 — KomaHabl pexkmuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show mac-address-table ) MpocmoTp Bcent Tabanybl MAC-agpecos.
address mac_addr
show mac-address-table count - MokasaTtb KonuyecTso 3anuceli B Tabamue MAC-agpecos .
show mac-address-table count MoKasaTb CyMMapHYHO CTaTUCTUKY no Tabaunue MAC-agpecos.
summary )
show mac-address-table MokasaTb Tabnaunuy ¢ aMHamuyeckumm MAC-agpecamm .
dynamic unicast i
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clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Y4anuTb AMHaMUUYecKue 3anucy us Tabamubl MAC-agpecos.

show mac-address-table
secure

MoKasaTb Tabanuy ¢ 3awmiieHHbimm MAC-agpecamu.

show mac-address-table
secure recovery-file

MoKkasaTb Tabanuy ¢ 3awmweHHbIMn MAC-agpecamu, KOTopble Co-
XPaHATCA NpU Nepesarpyske.

show mac-address-table
interface [fastethernet fa_port
gigabitethernet gi_port
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Mokasatb Tabamuy MAC-agpecoB 414 ykasaHHOro nHtepdeliica.

clear mac-address-table secure
interface

[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port ]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Yaanuts 3awmueHHble MAC-agpeca us Tabaunupl Ha nHTepdeiice.

show mac-address-table static
unicast

Mokasatb Tabsmuy co ctatnyeckummn MAC-agpecamu.

show mac-address-table vian
vlan

vlan_id: (1..4094);

Mokasatb Tabanuy MAC-agpecos asa ykasaHHoro VLAN.

show garp timer [port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

-/-

OTob6pa3nTb 3HaueHuA Taimepos GVRP Ha nHtepdelicax.

show gvrp statistics [port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

OTo6pa3unTb CTaTUCTMKY NpoTokona GVRP.

clear garp counters{all | port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}}

-/-

O4nCTUTb CTAaTUCTUKY NpoToKona GARP.

show vlan

MokasaTtb MHPopmauuto no scem VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokasaTb nHbopmaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb VIHCbOpMaLI,MIO O HAaCTPOEHHbIX rpynnax 1 NPOTOKOANaX.

show protocol-vlan

Moka3saTb nHdopmaumio o VLAN, cOOTBETCTBYHOLLMX MPynnam npo-
TOKO/10B Ha pa3HbIX NOpTax.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 55 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.

4.9 Selective Q-in-Q

[aHHaa GyHKUMA No3BOJIAET Ha OCHOBE CKOH(UIypMpPOBaHHbIX MPaBua GUABTPALMUKN MO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb aobasneHune BHelwHero SPVLAN (Service Provider’s
VLAN), nogameHaATb Customer VLAN.
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[ns ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBaHMM KOTOPbIX byaeT o6pabaTbiBaThCA TPADUK.

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHUrypaummn nHtepoenca KoHpurypaumu:

console# configure terminal

console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # N

Tabnnua 56 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nntepoeincos) Ethernet

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro

selective-qinq list ingress Co3aaTb NpaBuiIo, Ha OCHOBAHWUM KOTOPOFO BHELLHASR METKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id Bxopawero nakeTta byaeT 3ameHaTbca Ha vlan_id.
[ingress_vlan ingress_vlan_id] ingress_vlan_id:
no selective-qging list ingress (1..4094) YpanuTb ykasaHHoe npasuao selective ging ana exogawmx nake-
ingress-vlan vian_id TOB.
selective-qinq list egress Co3paTtb NpaBW/I0, Ha OCHOBAHUM KOTOPOTO BHELUHAS METKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopsauwero naketa byfer 3ameHATbeA Ha vian_id.
[ingress_vlan ingress_vian_id] ingress_vlan_id:
no selective-ging list egress (1..4094) YaanuTb cnncok npasun selective qing 419 MCXOAALMX NaKeToB.

ingress_vlan vian_id

selective-ginq list ingress add-
vlan vian_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094); Co3aaTb NpaBMIO, HA OCHOBAHMU KOTOPOro AnA TpaduKka ¢ BHew-
HeW meTKol ingress_vilan_id 6yaet nobaenatbca meTka ¢ vlan_id.

" —— ingress_vlan_id: - -
no selective-qinq list ingress (1..4094) YaanuTb ykasaHHoe npasuio selective ging ana sxogawmx nake-

ingress-vlan vian_id TOB.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 57 — KomaHabl pexkmma EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

show selective-ging OTo6pa3nTb CNUCOK NpaBuA sqing.
[fastethernet fa_port |
gigabitethernet gi_port | -
tengigabitethernet te_port |
port-channel group]

4.10 Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HWKaeT BC/AeACTBME Ype3MepHOro Kosaumdectsa broadcast-, multicast-, unknown
unicast-coobleHunit, 0AHOBPEMEHHO NepeaaBaeMbixX N0 CETU Yepes 0AMH MOPT, YTO NPUBOAUT K Neperpyske
pPecypcoB CeTM M NOABAEHUIO 3a4epKeK. «LLUITopM» MOXKET BO3HUKHYTb NPU HAIMUYMUN «3aKONbLOBAHHbLIXY
cermeHTOB B ceTu Ethernet.

KOMMYTaTop namepAaeTr CKOPOCTb MNPUHMMaeMoro wnpokoBewaTenbHOro, MHOroagpecHoro wu
Hen3BeCTHOro oaHoagpecHoro Tpad)MKa Ana nopTtoB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATENIBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIAET 3a4aHHOE MAaKCUMa/IbHOE 3HAa4YEHUE.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (confiqg) #

Tabaunuya 58 — KomaHzabl perknma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

storm-control mode {kbps |
pps}

-/pps

YcTaHoBUTb rN06anbHO Kakune eAnHNULLbI U3MepeHns HeobXxo4MmMo
MCNoNb30BaTh.

- pps — 06bem TpaduKa NaKeTOB B CEKYHAY;

- kbps — 06bem TpaduKka K6UT B CEKYHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOWM CTPOKU B pexnume KoHourypauum uHtepdelica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabaunua 59 — KomaHzabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUMTb KOHTPOIb MHOTOaApPECHOro TpaduKa:

- pps — 06bem TpadrKa NaKETOB B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.

Mpw 06HapyKeHUM MHoroaapecHoro Tpaduka nHTepdeinc moxer
6bITb OTKNtOYEH (shutdown) nnu go6asneHa 3anuch B XKypHan co-
obuieHwui (trap).

no storm-control multicast
level {pps | kbps}

BbIKNOYNTb KOHTPOb MHOroagpecHoro Tpad)MKa.

storm-control dif level {pps |
kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOYMTb KOHTPO/Ib HEM3BECTHOTO OAHOAAPECHOTO TpaduKa.

- pps — 06bem TpaduKa NaKETOB B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.

Mpu 06HapyKeHNU HEM3BECTHOTO OAHOAAPECHOTO TPadUKa UHTEP-
deiic moxkeT 6bITb OTKAoYeH (shutdown) unn gobasneHa 3anuch B
JKYpHan coobLieHni (trap).

no storm-control dif level
{pps | kbps}

BbIKNOYUTL KOHTPO/Ib OAHOAAPECHOrO TpaduKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/I10YMTb KOHTPOIb LUMPOKOBELLaTeNIbHOro TpaduKa.

- pps — 06bem TpadrKa NaKeTOB B CEKYHAY;

- kbps — 06bem TpadurKa KOUT B CEKYHAY.

Mpu 06HapyXeHnU WKpoKoBeLatesibHoro TpaduKka nHTepdeiic mo-
KeT 6bITb oTKAtoYeH (shutdown) nnn gobasneHa 3anuch B KypHan
coobuieHuit (trap).

no storm-control broadcast
level {pps | kbps}

BbikntounTh KOHTPO/b WMPOKOBELW,aTe/IbHOro Tpad)MKa.

storm-control {multicast | dif |
broadcast} action shutdown

OTKNOUYNTL MHTEPdec Npyu 0BHAPYKEHUN MHOTOAAPECHOTO, HEN3-
BECTHOMO 04HOAAPECHOro UM LIMPOKOBELLATEIbHOro TpaduKa.

no storm-control {multicast |
dif | broadcast} action
shutdown

OTMeHUTb OTK/OYeHWe nHTepdelica npy obHapyKeHnn MHOroas-
PecHOro, HeM3BeCcTHOro OAHOAAPECHOTO MW LIMPOKOBELLATEIbHOMO
TpadukKa.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnmua 60 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHuUe .
KomaHda / Aelicmeue
no ymon4aHuro

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKasaTb KOHOUrypaunio GYHKLMM KOHTPOASA LUMPOKOBELLATE b-

fa_port: (0/1..24);
HOTO «LITOPMa» ANA yKazaHHOro nopta, M60 BCex NOpTOoB.

gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24)

show storm-control - OTOb6parKaeT TeKYLLYI HAaCTPONKY eANHUL, USMEPEHUS.

4.11 Tpynnbl arperaymu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecneymBatoT NoALEPNKKY rpynn arperaumm KaHanos LAG B KOnMYecTBe COrNacHo
Tabnuue 9 (cTpoka «Arperauma kaHanos (LAG)»). Kaxkgana rpynna nopTos A0NKHA COCTOATb U3 MHTepdelicos
Ethernet c oanHakoBoW CKOPOCTbIO, paboTaloWwmx B AynieKCHOM pexkume. O6beguHeHMe NOPTOB B rpynny
yBENNUYMBAET MNPOMYCKHYI0 CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM W
MOBbILLAET OTKA30yCTOMYMBOCTb. [pynna NopToB ABAAETCA A4/19 KOMMYTaTOPa OAHUM IOrMYECKMM NOPTOM.

YCTpoiiCcTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynmnbl NOPTOB — CTAaTUYECKasA Fpynna u rpynna,
paboTtatowasn no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasaese
KOHUrypaumu.

/ Ecnam ana nHtepdeiica nponsseaeHbl HaCTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyet
BEPHYTb HAaCTPOMUKM NO YMONUYAHMUIO.

[JobasneHne nHTepdeiicos B rpynny arperalmMm KaHano0B AOCTYNHO TO/IbKO B peXUMe KOHPUrypaumum
uHTepdelica Ethernet.

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabaunua 61 — KomaHapl pexxunma KoHdpurypaumm nHtepderica Ethernet

Komanda 3HayeHue/3HayeHue Nleiicmeue
no ymoa4YaHuro
channel-group group mode {on [o6asuntb Ethernet-uHtepdeiic B rpynny nopTos.
| active | passive} group: (1..24); | Ecnu 3HaueHne MTU pnsa Ethernet u Port-Channel un-
mode: (on, active, - TepdeiicoB oTIMYAIOTCA, TO A06aBUTb AaHHbIN
passive) Ethernet-uHtepdeiic B rpynny nopToB Henb3A.
no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console# configure terminal
console (config) #

Tabnnuya 62 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

3HayeHue/3Ha4yeHue "
KomaHda / Aeilicmeue
1o ymon4aHuio

shutdown port-channel o
OTknounte  paboty mogyna port-channel Ha ycTpoiicTse.

’ [aHHas KomaHga oTKAoYaeT paboTty moayna port-chan-
- nel c 6e3B03BpaTHbIM yAaneHMem BCex HacTpoeK 610Ka

-/BKIOYEHO LAG.

no shutdown port-channel BkntounTtb paboTy moayns port-channel Ha ycTpoitcTse.
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port-channel load-balance 3afaTb MexaHn3m 6anaHCMpPOBKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNMbl arpernpoBaHHbIX MOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece un IP-agpece NCTOYHUKA M NonyyaTens;

dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3Mm 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOYHUKA M NOSyYaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUMKA M NoJslyYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMpPOBKM OCHOBbIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece UCTOYHUKA M nonyyaTens, a
Takxke TCP-nopTe Ha3HauyeHus;

- dest-mac — mexaHM3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dest-ip — mexaHU3m 6anaHCUMPOBKKU OCHOBbIBAETCA Ha IP-aa-
pece nony4yartens;

- Src-mac — mexaHu3m 6anaHCcMpPoOBKM ocHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece

MUCTOYHMKA.

set port-channel enable BKkntounTb paboTty LAG rnobanbHO Ha KOMMyTaTope.
set port-channel disable Bbikntountb paboty LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKNHOUMTb aBTOHOMHbIN pexknm paboTbl LAG.

mode enable

set port-channel independent- BbIK/IIOYNTb aBTOHOMHbIN pexknum paboTsbl LAG.

mode disable

’ Ha ycrpoitctBax MES2424 u MES2448 Bbi6paHHbIA anroputm 6a1aHCUPOBKU

H 6yaet paboTtatb TONbKO ANA TpaduKa ¢ 0byyeHHbIM agpecom B MAC-Tabauue.
Ecnn MAC-agpec HasHavyeHuA TpaduKa OTCyTCTBYeT B Tabauue, 6anaHcnpoBka
6yaer NnpousBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamu4eckue 2pynnel azpe2ayuu KaHan0e

dyHKuMen cTaTnyeckux rpynn LAG agnaetca o6beanHEHWE HECKOIbKMX GU3NYECKUX KAHAIOB B OAMH,
4YTO NO3BO/AET YBEANUYUTb MPOMNYCKHYIO CNOCOBHOCTb KaHafa U MOBbICUTb €ro 0TKa30ycToMYMBOCTb. [nA
CTaTUYECKUX FPynn NPUOPUTET UCNO/Ib30BAHUA KaHAN0B B 06BbeAMHEHHOM NyYKe He 3aJaeTcA.

[na BknoueHna paboTbl MHTepdelica B coOCTaBe CTaTUYECKOM rpynnbl UCNONb3YIiTE KOMaHAY
channel-group {group} mode on B pexxume KoH$Urypauum cooTseTcTBylOLLEro MHTepdeiica.

4.11.2 pomokon azpeaayuu KaHanoe LACP

dyHKumelt npoToKona Link Aggregation Control Protocol (LACP) sBnsieTca 06beAHEHNE HECKONbKNX
dM3nYEeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/ioB WMCMOAb3YyeTcA ANS YBE/NUYEHUS MPOMNYyCKHOM
CNocobHOCTM KaHana M MOBbIWEHMA ero oTKasoycTonumsocTu. LACP nossonseT nepeaasatb Tpaduk no
06begMHEHHbBIM KaHanam B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMM.

Ona BKAloueHus pabotbl UHTepdeiica no nportokony LACP wucnonbsyitte KomaHay
channel-group {group} mode active/passive B pexnme KoHUrypaumum COOTBETCTBYIOLLEFO
uHTepdeiica.

KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexnma rinobanbHoM KoHbUrypauum:

console (config) #
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Tabnuua 63 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBWTb NMPUOPUTET CUCTEMBI.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YctaHoBuMTb id yyacTHMKa lacp.

YaanuTtb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabnvua 64 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBUTb aAMUHUCTPATUBHbIN TalimayT npoTokona LACP:

- long — pnMTenbHoe Bpems TanmayTa;

- short — manoe Bpemsa TaiimayTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBWTb NpuopuTeT nHTepdelica Ethernet.

YCTaHOBUTb 3HAYEHMe Nno YMO/I4aHUIO.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 65 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show lacp [neighbor |
counters]

MokaszaTtb MHPopmauuio o npoTtokone LACP.

show etherchannel summary

MpocmoTp nHpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHol nudopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.

show etherchannel protocol

MpocmoTp npoTtokona LAG.

show etherchannel port

MpocmoTp MHPopMauumn o nopTtax B coctase LAG.

show etherchannel port-
channel

MpocmoTp nHpopmauum o LAG.

Mprmep HaCTPOMKMU:

console (config)# set port-channel enable
console (config)# interface port-channel I
console (config-if)# no shutdown

console (config) # interface range fa 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if)# exit
(
(
(

console (config-if-range) # channel-group 1 mode active
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4.12 Hacrpoiika IPv4-agpecauyum

B gaHHOM pa3gene onnCaHbl KOMaHAbl ONA HaCTpOD’IKM CTaTU4eCKMUX napameTpos IP—a,u,pecau,MM,
TAaKUX KaK IP—a,u,pec, MacCKa noaceTu, Wan3 no YMON4aHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bua 3anpoca KoMaHAHOWM CTPOKM B pexknme KoHdurypaummn nutepoeiica VLAN:

console (config-if) #

Tabnunua 66 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

ip address ip_address ip_mask
[secondary]

no ip address [/P_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca 1 Macku noaceTy.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHbIE IPV4-
aapeca Ha Tekywwmi interface vlan. Ansa HacTpoliku TpebyeTca
Ha/Mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

YpaneHue IP-agpeca uHtepdeliica.

ip management outer-vlan
vlan-id

no ip management outer-vlan

vlan-id: (1...4094)

BkntouaeT 06paboTky QinQ-Tpadumka ynpasneHuns Ha CPU. Napa-
meTp vlan-id HasHauyaeT BHewHM Ter 802.1Q.

l Dns KoppeKTHo paboTbl GyHKLUMN Heo6XoAMMO Hanu-

- yue aKTuBHoro vlian-id Ha KommyTaTope. Mpu aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpaunBaeTca
YyHKUMUA, LONKHO 6bITb Up.

' [aHHble HACTPOWKKU BbLINOJIHAIOTCA HAa UHTepdeice C-

H VLAN.

ip address dhcp

no ip address dhcp

MNonyyeHwne IP-agpeca ot DHCP-cepsepa.

3anpeT ncnonb3oBaHuA npotokosna DHCP gna nonyyeHus IP-
appeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string:(1..256)/moaens
KommyTaTopa

YcTaHOBWUTb 3HaYeHne onumm 60.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

MNo-ymonuaHuto, untepoeiicol Vlan HaxoaAarca B coctosHuu Admin down. MpusecTtu B co-
. crosHmMe Admin Up ux moxXHo komaHgoi no shutdown.

Mpumep HacTpolikn 06paboTkuM TpaduKa ¢ S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config) # interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHObI pexcuma EXEC

Buz 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console>

Tabnunuya 67 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeilicmeue

show ip interface vlan vian_id

vlan_id: (1..4094)

MoKasaTb KoH$Urypaumio IP-aapecaunn 4N yKasaHHOIO MHTEp-
delica.
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4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepKmMBatoT paboTy no npoTokony IPv6, 4To ABnfeTcA 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKoA IPv6 paspaboTaH gnsa Toro, 4Tobbl B 6yAyLULem NOAHOCTbIO 3aMeEHUTb agpecaLmio NPoToKoAa
IPv4. Mo cpaBHeHUto ¢ IPv4 npoToKkon IPV6 nmeeT pacluMpeHHoe agpecHoe NpoCcTpaHCcTBo — 128 6ut BmecTo
32. Appec IPv6 npeactaBnaet coboint 8 6N0KOB, pasaesieHHbIX ABOETOUYMEM, B KaxKaom 610ke 16 6uT,
3aMNMCaHHbIX B BUAE YeTbipex WecTHaAUATEPUYHbIX YMCe.

Momnmo ysenunueHmMAa agpecHoro MNPoOCTPaHCTBa NPOTOKOA [IPV6 umeeT unepapxmyecKkyto cxemy
agpecauun, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabauuy MmaplipytMsauuu, npu 3Tom
3 PeKTUBHOCTb PaboTbl MapLLPYTM3aTOPa NOBLILIAETCA 33 CYET MEXaHM3MA OBHAPYKEeHMA COCeaHMX Y3/10B.

V Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX rpynn noapapg B agpece npotokona IPv6 pasHO
Hynto — 0000, TOo paHHble rpynnbl MoOryT ObiTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 mokeT b6biTb cokpaweH Ao FE40::AD21:FE43.
CoKpalleHuUIo He MoryT 6biTb NOABEepPrHyTbl 2 pasaeneHHble Hys1eBble rpynnbl U3-3a BO3HUK-
HOBEHUA HEOAHO3HAYHOCTHU.

V’ EUI-64 — 310 uaeHTMdUKaTop, co3gaHHbIN Ha 6a3e MAC-aapeca nHtepdeiica, asaaowmiica
64 mnagwumm 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha gse 4actu no 24 6ura,
meXay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpolika ¢pyHKkyuu IPv6 RA Guard

®yHKumsA IPv6 RA Guard npegocTaBaseT 3alMTy OT aTaK, OCHOBaHHbIX Ha pPaccbl/IKe No4AeNbHbIX Na-
KeToB Router Advertisement, paspeLuas OTCbIIKY COOOLLEHWNI TONBKO C JOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOWN CTPOKM peXxxmnma rinob6anbHOro KoOHPUryprmpoBaHumsa:
console (config) #

Tabnuua 68 — KomaHabl perkmma rnobanbHOro KoHGUryprupoBaHNUA

3HayeHue/3Ha4yeHue no »
KomaHoa / Aeiicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAtounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.
l [aHHas KomaHAa oTKAtoYaeT paboty moayns IPve
H RA Guard c 6e3B03BpaTHbIM yAaneHMem Bcex
-/BKnio4eHO HacTpoek 6n10Ka IPv6 RA Guard.
no shutdown ipv6 snooping BkntounTb paboTy moayns IPv6 RA Guard Ha ycTpoicTse.
ipv6 nd ra-guard enable Pa3pewntb KOMMYTAaTOpy KOHTPO/IMPOBaHME MOCPEeAcTBOM
-/BbIKNOYEHO byHKLMK IPv6 RA Guard.
no ipv6 nd ra-guard enable BobikntoyeHue ¢yHKumm IPv6 RA Guard.
ipv6 nd ra-guard policy pol- Co3aaTtb U cKoHPUrypuposaTb policy IPv6 RA Guard.
icy_id
yf - policy_id: (1..65535) -
no ipv6 nd ra-guard policy Yaanutb policy IPv6 RA Guard.
policy_id
ipv6 rag-acl-list ac- Co3pgatb 3anuck B cnucke gocTtyna RA Guard Ha ocHose link
cess_list_num seq se- . layer agpeca
access_list_num:
gmac_addr
- - (1..65535);
no ipv6 rag-acl-list ac- seq: (1..100) YaanuTb 3anucb B cnmucke goctyna RA Guard.
cess_list_num seq se- e
gmac_addr
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ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq prefix

prefix: (2000::1/64)

Co3gaTb 3anmchk B cnucke goctyna RA Guard Ha ocHoBe IPv6
npeduKca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

access_list_num:

no ipv6 rag-src-ipvé-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

(1..65535);
seq: (1..100)

Co3gaTb 3anuch B cnucke goctyna RA Guard Ha ocHose link-
local ipv6-agpeca.

YpanuTb 3anucb B cnuncke goctyna RA Guard.

KomaHObI pexcuma 2106asa6H020 KoOHpu2ypuposaHus policy IPv6 RA Guard

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma KoHourypuposaHusa policy IPv6 RA Guard:

console (config-rag) #

Tabnnua 69 — KomaHapl pexkuma KoHourypuposaHusa policy IPv6 RA Guard

3HayeHue/3HayeHue no

dium | high | none}

KomaHoa Aelicmeue
yMOAYaHuIo
device-role {host | router} Bbibop pexvma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex Bxoaawwmx RA-coobueHni;

- router — punbTpaunsa RA-coobeHni B COOTBETCTBUM C

HaACTPOEHHbIMU NPaBUAAMM.
other-config flag { on | off | Ynpasnsate O-6utom B RA-coobuieHunx.
none} -/none
managed-config flag{ on | off _/none Ynpasnsate M-6utom B RA-coobueHumnx.
| none}
router-preference {low | me- _/none Ynpasnate nonem router-preference 8 RA-coobuueHumsax.

match rag-acl-list ac/_num

acl_num: (1..100)

no match rag-acl-list ac/_num

OcyuiectsuTb NpuBA3Ky acl K policy IPv6 RA Guard.

Ypanute npueasky acl K policy IPvé RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuiectuTb dunbTpaunio coobuwieHmii IPv6 RA Guard no-
npedukcy.

Yaanutb dunbtpaumio no npedukcy IPvé RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

no match rag-src-ipv6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcyuwectuTb ¢unbTpauuto coobuweHunin IPv6 RA Guard no
IPv6-npedukcy.

Yaanute ounbtpaumio coobuerunii IPv6 RA Guard no IPv6-
npeodukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHGUrypupoBaHua nHTepdeliica:

console

(config-if) #

Tabnunua 70 — KomaHabl pexknuma KoHourypuposaHus nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeilicmeue

ipv6 nd ra-guard

no ipvé6 nd ra-guard

-/BbIKNIOYEHO

Pa3spewntb KomMmyTaTopy KOHTpoAnpoBaHue GpyHKuumM IPv6 RA
Guard Ha uHTepodelice.

Bbikntountb dyHKUMIO IPv6 RA Guard Ha nHTepodeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHuio Bce NopThbI
aBAatoTca untrusted

[06aBWTb NOPT B CMUCOK JOBEPEHHBIX.

Yaanutb nopt us trusted-list.

ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpuBAsaTb cKOHOUIryprpoBaHHbIi policy IPv6 RA Guard K uH-
Tepdelicy.
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no ipv6 nd ra-guard attach-
policy policy_id

Yaanuts policy IPv6 RA Guard Ha uHTepodelice.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOWM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 71 — KomaHgbl pexkmuma privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet
te_port | port-channel group ]

MokasaTtb HacTpolikM IPv6 RA Guard Ha uHTpedelicax.

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535) MokasaTtb HacTpoiKkM noanTuk IPve RA Guard.

show ipv6 nd ra-guard global - MokasaTtb rnobanbHble HacTpoliku IPv6 RA Guard.

4.13.3 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®yHKUMA IPv6 ND Inspection npefocTasnseT 3almuTy OT aTaK, OCHOBAHHbIX HA PACCbIJIKE NOALENbHbIX
Neighbor Advertisement, paspeLuas oTCbI/IKy COOOLEHMI TO/IbKO C A0BEPEHHbIX MOPTOB UAWN NPU COOTBET-

CTBUU NAKETa HaCTpOEHHOVI NONNTUKE.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOWN CTPOKM pexxmnma rnob6anbHoro KOHPUrypmpoBaHmsa:

console (confiqg) #

Tabanua 72 — KomaHgpl pexxunma rnobanbHoro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTkAtounTL paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
[aHHas KomaHAa OTKAluaeT pabotry moayna IPve RA
-/BKAOYEHO ’ Guard m IPv6 ND Inspection c 6e3B03BpaTHbIM yaa-

H NleHneMm Bcex HacTpoeK 6noka IPv6 RA Guard u IPv6
ND Inspection.

no shutdown ipv6 snooping

BKkatounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTee.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IOYEHO

Bkntountb pyHKUMio IPv6 ND Inspection.

BbikntoueHne pyHkumto IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

policy_id

no ipv6 nd inspection policy

policy_id: (1..65535)

Co3aaTb U ckoHPUrypuposaTb policy IPv6 ND Inspection.

Ypanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
list src-addr-list_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-list src-addr-list_num

[seq seq] prefix/prefix-len

src-addr-list_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

Ypanntb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.
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ipv6 nd inspection tgt-addr-
list tgt-addr-list_num [seq
seq] prefix/prefix-len

tgt-addr-list_num:

no ipv6 nd inspection tgt-
addr-list tgt-addr-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Cospgatb 3anuchk B cnuncke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPV6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPV6.

ipv6 nd inspection tgt-mac-
list tgt-mac-list_num [seq
seq] prefix/prefix-len

tgt-mac-list_num:

no ipv6 nd inspection tgt-
mac-list tgt-mac-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHguaypuposaHus policy IPv6 ND Inspection

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 73 — KomaHabl perknuma KoHourypmuposaHus policy IPv6 ND Inspection

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
override-flag { on | off | ~/none Onpegenntb 3HaueHue dnara override 8 NA-coobLieHuUAX.
none}
router-flag{ on | off | none} -/none OnpeaenuTb 3HayeHue dnara router 8 NA-coobLieHUnx.
solicited-flag{ on | off | /none OnpeaennTb 3HayeHue dnara solicited 8 NA-coobuieHunx.

none}

match src-addr-list src-addr-
list_num

src-addr-list_num:

no match src-addr-list src-
addr-list_num

(1..65535)

OcyuwectauTb npmesasKy src-addr-list k policy IPv6 ND Inspec-
tion.

Yaanute npusasky src-addr-list k policy IPv6 ND Inspection.

match tgt-addr-list tgt-addr-
list_num

tgt-addr-list_num:

no match tgt-addr-list tgt-
addr-list_num

(1..65535)

OcyuiectsuTb Npmeasky tgt-addr-list K policy IPv6 ND Inspec-
tion.

Yaanutb npusasky tgt-addr-list k policy IPv6 ND Inspection .

match tgt-mac-list tgt-mac-
list_num

tgt-mac-list_num:

no match tgt-mac-list tgt-
mac-list_num

(1..65535)

OcyuwectsuTb NpuBAsKy tgt-mac-list kK policy IPv6 ND Inspec-
tion.

Ypanute npueasky tgt-mac-list k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHGUrypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnunua 74 — KomaHabl pexknma KoHourypuposaHus nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNIOYEHO

Bkntountb dyHKuMio IPv6 ND Inspection Ha uHTepdelice.

Bbikntountb pyHKuMio IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl

[l06aBWTb NOPT B CINUCOK AOBEPEHHbIX.

aBAatoTca untrusted

YanuTb NOPT U3 CNMUCKA S0BEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

MpuBAsaTb cKoHPUryprpoBaHHbIi policy IPv6 ND Inspection K
UHTepodeiicy.
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no ipv6 nd inspection at-
tach-policy policy_id

! MonuTHKa He MoXKeT 6bITb NPUBA3aHa K UHTepdeiicy,
HaxoAALWemMycs B CMUCKe AOBEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 75 — KomaHgbl pexkmuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

Mokasatb HacTpolikK IPv6 ND Inspection Ha nHTpedelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

MokasaTb HacTpoliku noantuk IPvé ND Inspection.

show ipv6 nd inspection src-

src-addr-list_num:

MokasaTtb HacTpoliku IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-list_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-list_num: MoKasaTb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-list_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-list_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-list_num] (1..65535)

show ipv6 nd inspection global

MoKa3saTb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.14 HacTpoiiKa NPpOTOKON0B

4.14.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoToKon paspelleHuAa aapecoB) — MPOTOKO/ KaHa/IbHOro

YPOBHA, BbIMONHAKOWMN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLLerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypauumu:

console (config) #

Tabnunua 76 — KomaHabl pexkmuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
fa_port: (0/1-24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
vlan_id: (1..4094)

[o6aBunTb cTaTMYecKyto 3anncb cooTsetcTeus IP- 1 MAC-aapecos
B Tabanuy ARP a4n1A yKa3aHHOro B KOMaHA4e UHTepdelica.

- ip_address — IP-agpec;

- hw_address - MAC-aapec.

Ypanntb cTaTMYecKyto 3anucb cootsetcTeuaA IP- n MAC-agpecos
13 Tabnunupl ARP ans ykasaHHOro B KoMaHae nHtepdeiica.
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arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBUTbL MHTEPBAN MeXKAY OTNPaBKOM gratuitous arp coobuue-
HUN.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpouTb Bpems KU3HU AMHAMUYECKMX 3anuceit B Tabanue ARP
(cek).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

clear ip arp

YpanuTe Bce AMHamunyeckune 3anucu us ARP-Tabanubl (KomaHaa
[0CTYMHA TOIbKO 418 NPUBUIETMPOBAHHOIO NOb30BaTENA).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexnme KoHdUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnunua 77 — KomaHzabl perkuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKIOYEHO

BK/IloUMTL OTNPaBKY gratuitous arp coobLieHui.

BbIkNtoUMTb OTNPaBKY gratuitous arp coobuieHni.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 78 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

Moka3saTtb 3anucu ARP-Tabanubl: Bce 3anucu, dunbTp no IP-aapecy;
dunbTp no MAC-aapecy; dpuabTp No nHTepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKa3aTb TEKYLLYI CTAaTUCTUKY NPOTOKOAA arp.

4.14.2 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIN MmexaHW3M No3BOAAET YCTPOWMCTBY OTC/IEKMBATb 3aKO/bLLOBaHHbIE MOPTLI. MeTns Ha nopTy
06HapyKMBaeTCA NYTEM OTCbINIKM KOMMYyTaTopom dpelima C a4pecom HasHauYeHUs, COBMaAatoL MM C O4HUM

13 MAC-afpecoB yCcTpPOMCTBa.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #
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Tabnuua 79 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAOYEHO

OTkAtounTL paboty moayna loopback-detection Ha ycTpolicTse.

' JaHHaA KomaHAa oTKAtovaeT paboty moayns loopback-

L detection c 6e3B03BpaTHbIM yAa/leHUEM BCEX HAaCTPOEK
6n0ka LBD.

BKkatounTb paboty moayns loopback-detection Ha ycTpoiicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IIOYEHO

BK/IOUMTb MeXaHM3M 06HapyKeHUs neTenb A1 KOMMyTaTopa.

BoccTtaHOBUTL 3HAYEHWE NO YMONYAHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL UHTepBan mexay loopback-pperimamu.
- seconds — uHTepBan BpemeHn mexay LBD dperimamu.

mac_address

CEeKYH
no loopback-detection interval yHA BoccTaHOBWTb 3HaYEHWE MO YMOHAHMIO.
loopback-detection Onpeaenntb MAC-agpec HazHauyeHun, ykasaHHbI B LDB-dpelime.
destination-address iRiHIRiRiH Mo ymonuanuio MAC-agpec HasHaYeHUA LWMPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

console (config-if) #

tengigabitethernet te port | port-channel group}

Tabanua 80 — KomaHapl pexnma KoHdpurypaumm nHtepodelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

loopback-detection disable

-/BbIK/IIOYEHO

BKAOUUTL MEXaHU3M o6Hapy>Keva neTenb Ha NOPTY.

BoccTaHOBUTL 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 81 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
statistics]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

OTob6pa3unTb cocTosHne mexaHm3ma loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKNOYEHO

BK/touMTbL OTNpaBKy coobuieHmi no cobbitnam loopback-detec-
tion.

4.14.3 Cemelicmeo npomokonoes STP (STP, RSTP, MSTP)

OcHoBHoOW 3agavei npotokosa STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMW CBA3AMM K APEBOBUAHOM TOMOJIOMMM, UCKIOYAIOWEN LMKAbI NakeToB. KommyTaTopsl
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obmeHuBatoTCs KOHd)MI'ypaLI,MOHHbIMM COOﬁLLI,EHVIFIMVI, ncnoab3ya Kagpbl cneumanbHOro ¢opN\aTa, n
Bbl60p0‘-IHO BK/TIOYAOT U OTKNHOYAKOT nepeaady Ha nopThl.

Rapid (6bicTpbiit) STP (RSTP) aBnsieTca ycoBeplUeHCTBOBaHMEM MNpoToKosa STP, xapaktepusyetcs
MEHbWWM BpeMeHEM TMPUBELEHNA CETU K L[PEBOBMAHOM TOMOMAOIMM UM UMeeT 6osiee BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) sBnseTcA Haubonee coBpemeHHoOW peanusaumein STP,
nopaepkmpatoweir mucnonb3osaHme VLAN. MSTP npeanonaraetr KoHourypauuio Heobxoammoro
KOJIMYECTBA 3K3EeMMNNAPOB CBA3YIOLLLErO AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncna rpynn VLAN Ha
KommyTaTope. Kaxabin aK3eMnasp MOXKeT codepaTtb HeckonbKko rpynn VLAN. HegoctaTkom npoTokona
MSTP sBnsieTca TO, YTO Ha BCEX KOMMYyTaTopax, B3anmoaencreytowwmx no MSTP, no/1>KHbl ObITb 0AMHAKOBO
CKOHOUTrypuposaHbl rpynnbl VLAN.

V MaKcMmanbHO AonycTMMmoe Konanm4yecTso aksemnasapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma rinobanbHOM KoOHOUrypauum:
console (config) #

Tabanua 82 — KomaHzabl perknma rnobanbHOM KoHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymosn4YaHuro
shutdown spanning-tree OTKNOYUTD paboty moayns STP Ha yCTpoWcTBe.
[aHHasa KomaHpa oTKnlovaeT paboty moayna STP ¢ 6e3-
. BO3BpPaTHbIM YyAa/JieHUEeM BCeX HacTpoeK 6saoka STP.
-/BKAKOYEHO - .
' Mogpaynb STP BKAtoYaeTca KOMaHAOM spanning-tree.
.
spanning-tree /BKtoMEHO Pa3spewnTb ncnosb3oBaHMe KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTnTb CNONb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode { rst | YCcTaHOBUTb peXkMm paboTbl npoTokona STP:
mst} _/MSTP -rst — IEEE 802.1W Rapid Spanning Tree Protocol;
- mst — IEEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
spanning-tree forward-time YCTaHOBWTb MHTEpPBaa BpemMeHW, 3aTpaunMBaeMblit Ha NPOCAyLIMBa-
seconds HUE U U3yyeHWe COCTOAHMUI nepepn NepekntoYeHnem B COCTOAHUE
seconds: (4..30)/15 cek nepegauu.
no spanning-tree YCTaHOBMWTb 3HaYEHME MO YMOIYAHUIO.
forward-time
spanning-tree hello-time YCTaHOBUTbL MHTEPBAN BPEMEHM MeXAy nepefadyamu LIMPOKOBeLLa-
seconds seconds: (1.2)/2 cex TeNbHbIX coobuweHunit «Hello» K B3aMmoaencTByOWMM KOMMYTaTO-
pam.
no spanning-tree hello-time YCTaHOBWTb 3HAYEHUE MO YMOYAHUIO.
spanning-tree max-age YCTaHOBUTb BPeMA KMU3HM cBA3ytoLero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
sp'anning-tree priority prior_val: HactpouTb npuopuTet ceAsytowero aepesa STP.
prlor_val_ __ (O..61440_)/32768 3HayeHne NpuopuTeTa A0NKHO bbITb KpaTHO 4096.
no spanning-tree priority YCTaHOBWTb 3HaYEHNE N0 YMONYAHUIO.
spanning-tree pathcost BKntounTb AUHamuMyecKoe onpeaeneHue LeHHOCTU NyTy.
dynamic [lag-speed] /BbIKAOuEHO -lag-speed — onpeaeneHune LeHHOCTM NyT ByAeT BbIMUCAATLCA NPU
M3meHeHuun ckopoctu LAG.
no spanning-tree pathcost YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
spanning-tree compatibility Bepcusa coBmectumocTu STP.
{mst | rst | stp} -/BKNIOYEHO
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no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

Moporosoe KOMYECTBO tCn, NPy KOTOPOM 3amnycKaeTcs Talmep, Ko-
TOpbIN paBeH 3HauveHuto flush-interval.

OTMeHUTb NOPOroBoe 3HaYeHme.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBWUTb 3HAYeHWe WHTepBasa, NOC/ie KOTOPOro NPOM3OMAET
flash MAC-Tabaunubl nocge nonyyeHus ten.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree transmit
hold-count count

3T0 3HauYeHue yKa3biBaeT MaKCMMasibHOE KOIMYECTBO MaKeToB, KO-
Topble MOTYT 6bITb OTNPaBAEHbl B 3afaHHbIN MHTEPBaN BPEMEHMU

count: (1..10) hello-time.
no spanning-tree transmit OTMEeHUTb HAaCTPOMKY orpaHuYeHus nakeTos B nHTepBan hello-time.
hold-count
spanning-tree pathcost YCTaHOBUTb METOZ ONpeAeNeHNA LLEHHOCTM NYTU.
method {long|short} - long— 3HayeHue ueHHocTH B granasoHe 1..200000000;
-llong - short — 3HaueHue ueHHocTH B aAnanasoHe 1..65535.

no spanning-tree pathcost
method

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

Mpwu 3agaHum STP napameTtpos forward-time, hello-time, max-age Heo6xoanmo BbinosnHeHUe
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdaelica epynnsi mopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypaumum uHTepdelica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 83 — KomaHgbl pexxmma KoHourypauum uHtepoelica Ethernet, rpynnesi noptos

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

spanning-tree disable

3anpetutb paboTy npotokona STP Ha KOHOUTypUpyemom WHTep-
deiice.

- " -/paspelueHo
no spanning-tree disable /pasp Paspetutb paboTty npoTtokona STP Ha KOHGUrypupyemom uHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbIN UHTepdeiic.
i (1..200000000)/cm, | —COSL= UeHHOCTb NyTH.
no spanning-tree cost YCTaHOBWTb 3HAYeHWE, ONpefeniemoe Ha OCHOBAaHUW CKOPOCTU
Tabanuy 78

nopTa M MeToAa onpeaeneHna LeHHOCTM NyTn, cm.Tabanuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpUOPUTET MHTEPdETiCa B cBA3YIOLWEM aepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/IIOUMTbL PeXMM, B KOTOPOM MOPT NPU NOAHATUM Ha HEM /IMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepeaayu, He A0XKMAAACh ucTeye-
HUA Talimepa.

BbIKNOUNTD peXMM MOMEHTA/IbHOTo nepexoa B COCTOAHME nepe-
Aa4n NO NOAHATUIO KNIUHKA».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeLyeHo

PaspelunTtb Ha nHTepdelice AONOAHUTENbHYIO 3aLWUTY OT neTens. B
c/yyae, ecnm uHTepdeinc HaxoauTca B COCTOAHMM, OTIMYHOM OT
Designated v npu aTom nepectaet nony4atb BPDU, nHtepdeiic 6510-
KupyeTcs.

3al'lpeTVITb AONOTHUTE/NIbHYIO 3aWLNTY OT BOSHUKHOBEHMA NeTe b.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vicnonb3oBaHune
rno6anbHOM HACTPOMNKK

BKAOUMTD 3aLLUTY «KKOPHA» ANA BCEX CBA3YOLWMX agepesbes STP Bbl-
6paHHOro nopra.

- root — 3anpetuaet HTepdency H6bITb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — BK/itovaeT Ha UHTepderice AONONHUTENbHYIO 3aLLUTY OT ne-
Tenb. B cnyyae, ecam nHtepdeinc HaxoguTca B COCTOAHUNU, OT/INY-
Hom oT Designated v npu aTom nepecrtaet nony4yatb BPDU, uHTep-
delic 6nokupyetcs;

- none — oTkAtoYaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBaThb r106abHY0 HACTPOWKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIKNOYEHO

PaspelwunTb 3aWwmTy, BbIKAOYaOLWY MHTEpdENC Npu Nnpuéme nake-
ToB BPDU.

3anpeTuTb 3aLWMTy, BbIK/NHOYAKOLWYIO MHTEpdEC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/onsa gynnekcHoro
nopTa «TOYKA-TOYKaY,
O1A NONYAYNAEKCHOro

— «Pa3BEeTB/NEHHbIN»

YctaHoBUTb NpoTokon RSTP B nepepatollee coctoaHMe n onpeae-
JIMTb TN CBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — TouKa-TouYKa;

- shared — pa3BeTB/IEHHbIN.

YCTaHOBWUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpetutb npuem BPDU ¢ ¢pnarom TCN.

PaspewwnTtb npriem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

Onpeaenntb pexxkmum pabotbl BPDU filtering Ha nHtepodelice.

{disable | enable | | none} -/disabled
no spanning-tree bpdufilter YCTaHOBUTbL 3HaYeHUe No YMONYAHUIO.
spanning-tree auto-edge BKOUNTL aBTOMATUYECKOE OnpeseneHne KAMeHTCKMX NoPToB..
no spanning-tree auto-edge +/Bknioqero BbIK/IIOYMTL aBTOMATUYECKOE ONpeaeaeHne KANEHTCKUX MOPTOB.
spanning-tree {bpdu-receive | BK/IOUMTL pesKUM NPpUEMa 1/uan nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKNKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKOUMTL PeXKUM NpUEMa M/nUan nepesaum Ha uHTepodeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/IIOYEHO

Ha3HaunTb NOPT KakK W03 2 YPOBHA.
/! Spanning-tree Ha AaHHOM NOPTY A0/MKeH 6biTb B cOCTOA-

Huu disabled.
OTMEHWTb HaCTPOMKY.

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputeT ana pseudoRoot Ha nHTepdeiice.

OTMEHUTb HaCTPOIKY.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BkAtounTb Ha MHTepdelice GyHKUMIO 3aLLMTbI OT aTak.

OTKNOUNTL Ha UHTepdelice GYHKLMIO 3aLLMTbI OT aTak.

Tabnvua 84 — CTOMMOCTb NYTU, YCTAaHOBAEHHAA N0 YMONYaHUIO (spanning-tree cost)

Memoo onpeodeneHus

Unmepcpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

84
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Tabnuua 85 — KomaHabl pexkmma privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHnoa / Aeticmsue
no yMmoa4YaHuro
.show spanning-tree fa_port: (0/1..24); MokasaTbcocTosAHMe NpoTokona STP Ha nHTepdelice.
interface[fastethernet fa_port .
I . gi_port: (0/1..28);
| gigabitethernet gi_port |
N te_port: (0/1..6);
tengigabitethernet te_port|
group: (1..24)
port-channel group]
show spanning-tree detail MoKasaTb NoapobHyo MHbOPMALLMIO O HACTPOIKax NPOToKoNa
STP.
show spanning-tree active MNMokasaTb MHPOPMaLLMIO O COCTOAHMM O HAcTPOMKax STP Ha akTuB-
[detail] HbIX NOPTax.
show spanning-tree bridge OTob6pa3mnTb HacTpoiku STP Ha bridge.
[address | detail | forward- i
time| hello-time | id | max-
age | priority | protocol]
show spanning-tree layer2- OTO6pa3nTb HACTPOMKM LWKO3a 2 YPOBHSA.
gateway-port
show spanning-tree pathcost OT106pasnTb MHPOPMaLMIO O MeToLe onpeaesieHna CTOMMOCTH
method nyTu.
show spanning-tree root - OT06pa3unTb MHPopmaLmio o root B Tonosorum STP.
show spanning-tree summary ) OTO6pa3nTb cOCTOAHME NPOTOKONa STP OTHOCUTENIbHO MHTEpEN-
COB.

4.14.3.2 Hacmpolika npomokoaa MSTP

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnuua 86 — KomaHab! pexxkmma rnobanbHON KoHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
spanning-tree mst instance_id YCcTaHOBUTbL NPUOPUTET AN1A AAHHOrO KOMMYTaTopa nepeg, ocTanb-
priority priority HbIMM, UCMONb3YOLWMMM 06LWMIA 3K3emnaap MSTP.
instance_id: (1..63); - ins.tafn:e_id —3Kk3emnaap MST;
= - priority — npuopuTeT KOMMyTaTopa.
priority:
(0..61440)/32768 V 3HaueHMe NpUoOpUTETa JONKHO 6bITb KPaTHO 4096.

no spanning-tree mst YCTaHOBWTb 3HaYEHMUE MO YMONYAHUIO.
instance_id priority
spanning-tree mst max-hops YCTaHOBUTb MaKCMMa/ibHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB AN
hop_count naketa BPDU, Heobxoanmbix aaa GopMMpoBaHMA Aepesa U yaep-

KaHUA MHbOPMaLMKM 0 ero cTpoeHuKU. ECm NakeT yxKe npoLuen mak-

CMManbHOE KOMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha cneayloLlLem

hop_count: (6..40)/20 | y4acTke oH oTbpacbiBaeTcs.

- hop_count — makCcMManbHOEe KONWYECTBO TPAH3UTHbIX Y4aCTKOB

ans naketa BPDU.
no spanning-tree mst YCTaHOBMWTb 3HaYEHNE MO YMOIYAHUIO.
max-hops
spanning-tree mst Bxopg, B pexkum KoHdurypaumm npotokona MSTP.
configuration )

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

BunA 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHuUrypaumm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst)#
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Tabnnua 87 — KomaHabl perknuma KoHourypaumm npotokona MSTP

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTtb COOTBETCTBME MeXAy IK3emMniapom npoTtokosna MSTP u
rpynnamu VLAN.

- instance-id — vaeHTUdMKaTOp 3K3emnaspa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

YaanuTb COOTBETCTBME MeXAy dK3emnasapom npoTtokona MSTP un

vlan_range rpynnamm VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string —uma KoHpUrypaumm MST.

no name Yaanutb uma KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaTb HoMep peBu3um KoHbuUrypaumm MST.
- value — Homep peBu3nmU KoHoUrypaumm MST.

YCTaHOBUTb 3HayeHue no ymonyanuio (value).

exit

BbixoZ M3 peruMma KoHourypaumm npotokona MSTP c coxpaHe-
HUEM KOHOUrypaumu.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHoburypauum uHtepdelica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 88 — KomaHgbl pexnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel nopros

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3aumMTa BbIK/OYEHa

BK/IIOUNTD 3aLUUTY KKOPHA» 1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHOro nopra. [aHHaa 3awmTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM NOPTOM KOMMYTaTOpa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCcTaHOBUTL NpUopUTET UHTEpdElica B 3k3emnaape MSTP.
- instance-id — vaeHTUduKaTOp sK3emnaspa npotokona MSTP;
- priority — npuopuTeT nHTepdelica.

V 3HaueHue NpuopuUTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YCTaHOBWUTb LLEHHOCTb NyTW Yepe3 BblGpaHHbIM WHTepdenc anA
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- coSst — LLleHHOCTb NyTW.

YCTaHOBUTbL 3HauyeHue, onpeaensiemoe Ha OCHOBAaHWWM CKOPOCTU
nopTa U MeToAa onpeaeneHns LeHHOCTM NyTH, CM. Tabauuy 78.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBWUTb NPUOPUTET UHTEpPdEeiica B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HaueHMe NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
pseudoroot priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTL NpuopuTeT pseudoroot B aksemnnspe MSTP.

no spanning-tree mst
instance_id pseudoroot

instance_id: (1..63)

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

spanning-tree mst msti guard {
root /none }

msti: (1..63)

BKOYUTB MM OTKAIOYUTB spanning-tree Root Guard B yKkasaHHOM
MSTI.

KomaHObi pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#
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Tabnnua 89 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show spanning-tree
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

Mokas3aTb KoHbMrypaumo npoTokona STP.

show spanning-tree detail

instance_id: (1..4094)

Moka3aTb NoAPO6HYI0 MHPOPMaLUMIO O HacTpolike NpoTokona STP.

show spanning-tree mst
configuration

MNokasaTb MHOPMALMIO O CKOHOUIYpUPOBAHHbLIX 3K3EMNAAPAX

MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port|
port-channel group}}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

MepesanycTuTb NPOLECC MUrpaLMM NPOTOKOMA. 3aHOBO NPOMUCXO-

OMUT NPOCYET aepesa STP.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKuuA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CAyXebHble NakeTbl Pas/INUHbIX
L2-npoTokonos (PDU) yepes ceTb NnpoBaiiaepa, YTo NO3BONSET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI

cetn.

L2PT umHKancynupyeT PDU Ha rpaHMYHOM KOMMyTaTope, nepedaeTr WX Ha AOPYrol rpaHM4HbIN
KOMMYTaTOp, KOTOPbIM OXMAOAET CneumanbHble MHKANCyMPOBaHHbIE Kagpbl, a 3aTem AeKancyaupyeT ux,
YTO NO3BOAAET NONAbL30BATENAM NepeaaBaTb MHGOPMaLLMIO 2-F0 YPOBHA Yepes ceTb NpoBaligepa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 90 — KomaHab! pexxkmma rnobanbHoN KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBWTb aApec HasHayeHwus AN
MOB COOTBETCTBYIOLLErO NPOTOKOA.

MHKaNCy/MpoBaHHbIX dppen-

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YcTaHOBUTb afpec Ha3HayeHusa ana
MOB COOTBETCTBYHOLLEro NpoToKOANa.

MHKancy/IMpoBaHHbIX dpen-

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YcTaHOBUTb agpec Ha3HavyeHuAa OnA
MOB COOTBETCTBYHOLLEro NpoToKOANa.

MHKaNCcyMpoBaHHbIX dpeit-

isis-11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YcTaHOBUTL afpec Ha3HayeHusa ana
MOB COOTBETCTBYHOLEro NpoToKoANa.

MHKancy/IMpoBaHHbIX dpen-

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YcTaHOBUTL afpec Ha3HayeHusa ana
MOB COOTBETCTBYHOLEro NpoToKoANa.

MHKanCcy/IMpoBaHHbIX dpen-

pvst-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:df

YcTaHOBUTb agpec Ha3HavyeHuAa OnA
MOB COOTBETCTBYHOLWEro NpoToKoANa.

MHKaNCcyMpoBaHHbIX dpeit-

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YcTaHOBUTb agpec Ha3HavyeHuAa OnA
MOB COOTBETCTBYHOLEro NpoToKkoANa.

MHKaNCcyMpoBaHHbIX dpeit-

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YcTaHOBUTL afpec Ha3HayeHusa ana
MOB COOTBETCTBYHOLWW,Ero NpoToKoANa.

MHKancy/IMpoBaHHbIX dpen-

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBWTb afpec HasHayeHus ans
MOB COOTBETCTBYHOLL,Ero NPOTOKOa.

MHKanCcy/IMpoBaHHbIX Gpei-

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBUTb afpec HasHadeHus ans
MOB COOTBETCTBYHOLL,Ero NPOTOKOa.

MHKanCcy/MpoBaHHbIX dpen-
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

Tabnnuya 91 — KomaHabl perknuma KoHourypaumm nHtepdericos Ethernet

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | pvst }

no I2protocol-tunnel {stp |
lacp | lldp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | pvst }

-/BbIK/IOYEHO

BKAOUUTL pexxnum nHkancynaumm PDU.

BbIkntounTb pexkmm nHkancynauum PDU.

Mpwu BKAOYEeHUU NHKacnynauum ana VTP nHKancyamMposaTtbca 6yaeT BCA rpynna NnpoToKo-
. nos ¢ MAC-agpecamu HasHauyeHua 01:00:0C:CC:CC:CC.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabanuya 92 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group } |
summary ]

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

0OT06pa3unTb KoHOUrypaumio L2PT cymmMapHO M No OTAENbHBIM UH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT06pasnTb agpeca HazHaYeHUA A41A UHKAMNCYAMPOBaHHbIX dpeii-
MOB.

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CEeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTmKax. MHbopmauma, cobpaHHas nocpeacTsom
npotokona LLDP, HaKananBaeTcs B yCTPOMUCTBAX U MOXKET ObITb 3aNpoLUeHa YNnpaBAAoLWLMM KOMMNbIOTEPOM
no npotokony SNMP. Takum ob6pasom, Ha OCHOBaHMWU cobpaHHOM WHOPMALMM, Ha YNPaABAAIOLWEM
KOMMbIOTEPE MOXKET BbITb CMOAENNPOBaHa TOMOOMMA CETU.

KOMMyTaTOpr noaaepxXuMearT nepenadvyy Kak CTaHAaPTHbIX napamMeTpoB, Tak U ONUMOHANbHDbIX,

TaKUX KaK:

—  WMSA YCTPOIACTBA M €ro ONmncaHue;
—  MMA NOpTa U ero onucaHue;
—  uHbopmauma o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2106aabHol KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexnma riobanbHoM KoOHbUrypauum:

console (config) #
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Tabnuua 93 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no yMmoa4YaHuro
shutdown lidp OTKNOUUTD paboty moayns LLDP Ha yCcTpoWcTae.
JaHHaA KomaHAaa oTKAtovaeT paboty mogynsa LLDP c 6e3-
-/BKAOYEHO
. BO3BPATHbIM yAa/ieHuem Bcex HacTpoekK 610Ka LLDP.

no shutdown lidp

BKAtounTb paboty moayns LLDP Ha ycTpolicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspewmnTs KOMMyTaTOpPYy MCNOAb30BaHWe NpoToKona LLDP.

3anpeTnTb KOMMYTATOPY MCMO/Ib30BaHWeE NPoToKoAa LLDP.

set lldp version {v1 | v2} -/vi 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopbliit 6yayT oTcbigatbes lldp-ppelimbil.
- lldp-dppenmbl Tak ke byayT AybanpoBaTbcs Ha cTaHAAPTHLI MAC-
aapec.
lidp lidpdu flooding ffiltering YCcTaHOBUTb pexxum ¢unbtpaumm naketos LLDP BPDU.

lidp lidpdu filtering

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

lldp chassis-id-subtype type

lldp chassis-id-subtype mac-
addr

-/mac-address

3apatb chassis-id-subtype gns lldp-dpeiima.

BepHyTb K 3HaYEHUIO NO YMOYAHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBWTb 33ZEPXKKY MOBTOPHOW WMHUUManM3auumn (Bpems 3a-
OEPXKKU, BbiNosHAemoe LLDP ana noBTOPHON MHMUMANU3aLmm Ha
nobom nHtepdeiice).

V YT06bI OTMEHUTb HACTPOIKY HEeo6XOoAMMO BbICTaBUTb
3HaYeHUe NOo YMONYaAHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTb MHTepBan nepedaun lldp -dppeiimos.
/1 Utobbl OTMEHUTb HAcCTPOIiKy Heo6XoAWUMO BbICTAaBUTDH
3Ha4YeHUe N0 YMONYaAHMIO.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKopocTb Nepegaun lldp-dpeinmos.
Seconds — nepuos BpeMeHU B TEYEHUU KOTOPOTO YCTPOMCTBO MO-
JKET OTNPaBuUTb He bonee oaHoro dpperima.

V Y106bl OTMEHUTb HACTPONKY HE06X0AMMO BbICTAaBUTbL
3HauyeHne No YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO OJIMTENbHOCTb 3a4EPXKKNU, Mexay no-
cnepoBatesibHbIMK Kaapamu LLDP.
n UYTO6bl OTMEHWUTb HACTPOIiKYy Heo6X04MMO BbICTAaBUTb

lldp txCreditmax value

3HaAYeHUe No YMONYAHMUIO.
YcTaHoBUTb 3HayeHue Credit Max (MakcMmanibHOE KOAMYeCTBO No-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble moryT 6biTb NepesaHbl B to-
60e Bpems).
lldp txFastlnit value value: (1..8) YCTaHOBUTb YMCNO NAKeToB, KOTopoe byayT OTNpaBAATbCA B ne-

puog fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nHtepdeincos Ethernet:

console (config-if) #

Tabnnua 94 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp dest-mac mac_address

lidp dest-mac mac_address

-/BbIK/IOYEHO

3agatb MAC-agpec, Ha KoTtopbli byayTt otcbinatbea lldp-

dpelrimbl.

Yaanute MAC-agpec, Ha KoTopbl 6yayT oTcbinateca lldp-
dpelimbl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKAIOYEHO

Paspelwaet nepegayy naketos no npotokosy LLDP Ha wuHTep-
delice.

3anpeTnTb nepegayy naketoB No nNpotokony LLDP Ha uHTep-
deiice.

lidp med-app-type type
{none | vlan}

no lidp med-app-type type

HasHauuTb npasuio network-policy gaHHOMY MHTepdeiicy.

Ypanute npasuno.
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lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location

3apaTb MEecToNnoI0XKeH e yCTPOWUCTBa Ans NpoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

-coordinate — agpec B cucteme KOOpAMHaT;

-/BbIK/OYEHO -civic_address_data — agMWHWUCTPATUBHBIN agpec YCTPOMNCTBa;
-elin_data — agpec 8 popmare, onpeseneHHom ANSI/TIA 1057.

Yaanutb MecTonoioXeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

CroHurypuposaTb TLV LLDP-MED Ha aaHHOM nHTepdeiice.

-/BbIKOYEHO
/Beiknioqen Yaanutb HacTponky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BKAOUMTbL OTNPaBKy Tpanos no cobbituam LLDP.

OTKNOYUTL OTNPaBKY TPanos no cobbitusam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name, 3apathb ID Port Subtype gns kagpa LLDP.

local, mac-addr) / if-name

lidp receive [mac-address
mac_addr]

no lidp receive [mac-address
mac_addr]

Paspewntb uHTEpdericy npuHUMaTh Kagpbl LLDP.

-/BKNtOYEHO
/eknioien 3anpeTutb HTepdericy NPUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

Onpeaenntb Kakne 6asoBble onuuMoHanbHble TLV-nona 6yayt

tlv_list: (port-descr, sys- . .
N (p ¥ BKNKOYEHbI YCTPOWMCTBOM B Nepeaasaemblii LLDP-nakerT.

capab, sys-descr, sys-name
pab, sy s ) YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |

OnpenenvTtb Kakue cneumasnbHble onuuoHanbHble TLV-nonsa 6y-

thv_list: (link-aggregation, YT BK/IOYEHbI YCTPOMCTBOM B NepesaBaemblit LLDP-nakerT.

macphy-config, max-
YCTaHOBWTb 3HaYeHME MO YMONYAHUIO.

dot3tiv} framesize)
/ NakeTbl LLDP, npuHATble yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHOUBUAYA/IbHO MOpPTaMuU
rpynnbl, NPUHABLWIMMUK coobueHus. LLDP oTtnpaBnsAeT pas/iMuHblie cOObWEeHNA HAa KaxKAabli

nopT rpynnbl.

/ Pabota npotoKkona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOoToKonom STP-nopTax.

KomaHObI pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnnua 95 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aeilicmeue
10 yMon4YaHuo

show lidp local

- Mokasatb LLDP-nH$popmaLmio, KOTOPYO aHOHCUPYIOT MOPTbI.

show lldp neighbors [detail]

MoKa3aTb MHbOPMaLMIO O COCEAHMX YCTPOMCTBAX, HA KOTOPbIX pa-
6oTaeT npoTtoko LLDP.

show lldp statistics

- Mokasatb cTatucTuky LLDP.

_'

abanuya 96 — OnucaHune pesynbTaToB

lMone

OnucaHue

Timer

OnpegenseT, Kak 4acTo ycTpolicTBo waeT LLDP-o6HOBAEHMA.
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Onpeaensiet BeanumHy spemenu (TTL, Time-To-Live) ans npuHMMatoLLero yCcTpomcTea,

Hold Multiplier B TEYEHME KOTOPOTO HYXHO yAepKMBaTb NpuHMMaemble nakeTbl LLDP nepep, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpepenser MMHUMa/IbHOE BPEMSA, B TEYEHME KOTOPOro NopT byaeT oxuaaTb nepes,
y nocbinkor cneaytowero LLDP-coobuieHus.
Tx dela OnpeaenseT 3afepXKKy MeXay nocneayowmmm nepegadyamm LLDP-¢ppeimos, HUUU-
y MPOBAHHbIX U3MEHEHUAMM 3Ha4YEeHMI NGO cTaTyca.
Port Homep nopra.
State Pexkum paboTbl nopTa gnsa npoTtokoa LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3moOKHble 3HaYeHuA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Address

Apapec ycTpoiicTBa, KoTopbiii nepegaetca B LLDP-coobuieHusx.

Notifications

YKasblBaeT, pa3peLleHbl nau 3anpeweHbl ysegomneHumsa LLDP.

_|

abnunua 97 — OnuncaHue pesynbTaTos
Mone OnucaHue
Port Homep nopra.
Device ID Nma nan MAC-agpec cocefHero ycTpomncrea.
Port ID NpeHTndukaTop nopTta coceHero ycTpomncTaa.

System name

CncTeMHoOe UMs YCTPOICTBa.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTmsaTtop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T—TenedoH (Telephone);

D — DOCSIS-ycTpotiicto (DOCSIS cable device);
H — CeTeBoe ycTpolicTeo (Host);

r — NosTopuTenb (Repeater);

O — Tun HeusBecTeH (Other).

System description

OnucaHuWe coceaHero ycTpoiicTea.

Port description

OnucaHWe NopTa cocesHero ycTponcTaa.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation support

OnpepenseT, noaaep’KMBaeTca M aBTOMATUYECKOe onpegeneHne pexnma noprta.

Auto-negotiation status

OnpegenseT, BKAOYEHA M NOAAEPMKKA aBTOMATMYECKOrO onpeaesieHna pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexnmsl, noaaepKmpaemble GyHKLMEN aBTOMATUYECKOTO onpeaeneHus
nopra.

Operational MAU type

Pabounint MAU-TUN ycTpoicTea.

Mpumep HacTpoiku TLV-onuuin Ha nHtepdeiice Gigabitethernet 0/1:

console (config) #

set 1lldp enable

console (config) # interface gigabitethernet 0/1

(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

) #
#

tlv-select basic-tlv
tlv-select basic-tlv
tlv-select basic-tlv
tlv-select basic-tlv
tlv-select basic-tlv

lldp
1lldp
1lldp
1lldp
lldp

port-descr
sys-name
sys-descr
sys-capab

)

) #
) #
) # mgmt-addr ipv4 10.0.0.1
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console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

)# 1lldp
)# 1lldp
)4 1ldp
)4 1ldp
)4 1ldp

tlv-select dotltlv port-vlan-id
tlv-select dotltlv protocol-vlan-id all
tlv-select dot3tlv macphy-config
tlv-select dot3tlv link-aggregation
tlv-select dot3tlv max-framesize

4.15 Hacrtpoiika npotokona OAM

OO0JIKHbI nogaep*mnsatb ctaHaapT IEEE 802.3ah.

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMM YpPOBHSA
KaHana nepefayn AaHHbIX MPeacTaBAAOT coOb6OW NMPOTOKOA MOHMTOPUHIA COCTOAHWA KaHana. B atom
NpoTOKoNe ANa nepeaayn MHGOPMALLMM O COCTOAHUM KaHana MeXAy HeNnocpeacTBEHHO MOAKNOYEHHbIMM
ycTpoiicteamm Ethernet ucnonbsyotcs 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTtea

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

y

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumnmn nntepoeiicos Ethernet:

console (config-if) #

Hacrtpoiika Ethernet OAM TpebyeTca ana otnpaBku snmp-trap no cobbituio Dying Gasp.

Tabnnua 98 — KomaHgpl pexnma KoHdurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown ethernet-oam

OTtkntounte paboty mogynsa Ethernet OAM Ha ycTpolicTse.
[aHHas KomaHAa oTKAlovaeT paboty moayns Ethernet

-/BKAOYEHO OAM c 6e3B03BpaTHbIM YyAa/eHUEM BCEX HACTPOeK
6noka OAM.
no shutdown ethernet-oam BkntoumTb paboty moayna Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAounTb paboty moaynsa Fault-management Ha ycTpoiicTse.
[aHHaA KoMaHA[a oTKilovaet pabory mogyna Fault-
/BKioueHo ! management c 6e3B03BpaTHbIM yganeHUem Bcex

no shutdown fault-
management

HacTpoek 6n10kKa Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTee.

ethernet-oam enable

ethernet-oam disable

-/BbIKNIOYEHO

PaspewwnTb paboty OAM

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count

count: (1..900)/1

no ethernet-oam link-monitor
frame threshold

YCTaHOBWUTbL MOPOr KOAMYECTBa OLIMBOK 3a YKasaHHbIM nepuog,
(nepnog, ycraHaBanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTbL BPEMEHHOW MPOMENKYTOK A/1A MOACUYETa KOMYecTsa
owmnboK.

BoccTaHOBUTL 3HaYeHME NO YMOHAHMUIO.

ethernet-oam link-monitor
frame-period threshold count

count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHoBWUTb nopor gna cobbitna «frame-period» (nepuog, ycra-
HaBnMBaeTca KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame-period window window

window:

no ethernet-oam link-monitor
frame-period window

(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMENKYTOK Ana cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

count: (1..900)/1

YcTaHoBUTbL nopor ans cobbitna «frame-period» (nepuog ycra-
HaBauBaeTca KomaHgol Ethernet-oam link-monitor frame-sec-
onds window), B cekyHAax.
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no ethernet-oam link-monitor
frame-sec-summary threshold

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitua «frame-
period».

no ethernet-oam link-monitor me BoCCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb pemMm paboTbl npoTokona OAM:
{active|passive} Jactive - active — KommyTaTOp NocToAHHO oTnpasnseTr OAM PDU;

- passive — KOMMyTaToOp HaunHaeT oTnpasaATb OAM PDU TonbKo
npu Haanuum OAM PDU co BCTpeYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHza ans ynpasneHua noanepKKon GyHKLMM 3aBOpoTa Tpa-
duka.

deny — urHopupyet KomaHgpl loopback;

disable — 610kupyeT loopback;

enable — BkntoyaeT KoHTpob ana loopback;

permit — BkatoyaeT 06paboTky loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IIOYEHO

BKAOUNTE GYHKLMIO OBHapYKeHWA O4HOHANpPaB/ieHHbIX CBA3EM
Ha 6ase npoToKkona Ethernet OAM.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMOAYAHUIO.

ethernet-oam uni-directional
detection action
{log|errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpeaennTc PeakumMto KOMMYTaTopa Ha OAHOHaNpaB/eHHYo
CBA3b:

- log —3anuchb B }KypHan;

- errdisable — nepesog, nopTa B cocTosaHue «error-disable», 3a-
nNnCb B XXypHan n otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/IIOYEHO

BKNOUMTD arpeccuBHbI peXum onpeaeneHnsa ogHOHanpaBAeH-
HOM cBA3K. Ecnm OT coceiHero ycTporcTea nepecTtatoT NpUxoamuTb
Ethernet OAM-coobLeHMA — IMHK NOMeYaeTcs Kak 0 HOHanpas-
NIEHHbIN.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOM MHTEPBAN ANA ONpeaesieHns TUna cBasu
Ha noprTy.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

KomaHObI pexcuma 2106aab6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:

console (confiqg) #

Tabanuya 99 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkAtounTb/BbIKAOUYMTL OAM B cucTEMe.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3agatb OUI gna OAM.
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KomaHObi pexcuma privileged EXEC

Bce KomaHAb! AOCTYMHbI ANA NPUBUIETMPOBAHHOIO NO/b30BaTeNA. BMA 3anpoca KOMaHAHOMN CTPOKM
pexuma privileged EXEC:

console#

Tabaunuya 100 — KomaHabl pexkmuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMmoA4YaHuo
show port ethernet-oam - 0T06pasnTb MHGOPMALMIO O TEKYLLLEM COCTOAHUM 0am.
show port ethernet- fa_port: (0/1..24); OT106pasnTb MHGOPMALMIO O TEKYLLEM COCTOAHUWM 0am AR KOH-
oam{fastethernet fa_port | gi_port: (0/1..28); KpeTHoro nHTepdeica.
gigabitethernet gi_port te_port: (0/1..6).

| tengigabitethernet te_port}

show port ethernet- OT06pa3nTb COCTOAHME COCEACTBYIOWEN KOHOUTYpaUun.
oam[fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]

neighbor

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6).

OTo6pasuntb ctatuctuky OAM ana uHtepdeiicos/KOHKPETHOrO UH-
Tepdelica.

show port ethernet-
oam[fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6).

show port ethernet-oam{ OTobpasnte OAM HacTpoiKuM nopTa.
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }

event-notifications

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6).

show port ethernet-oam fa_port: (0/1..24); OT06pasunTb nor cobbiTuii coctosHua OAM.
[fastethernet fa_port | gi_port: (0/1..28);

gigabitethernet gi_port te_port: (0/1..6).

| tengigabitethernet te_port]

show ethernet-oam global OT06pasunTb rnobanbHbie HACTPOWKM 610Ka OAM.
information i

Mpumep HacTponku Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 NpynnoBas agpecaumsa

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnosib3yeTcs B CETAX rPynnoBon paccbiiku. OCHOBHOM 3agadveit IGMP
Snooping ABAAeTCA NpefoCTaBAeHME MHOFOaApecHoro TpaduKka TOMbKO ANA Tex MOPTOoB, KOTopble
3anpocwau ero.

V Moapep:kusatotca sepcumn npotokona IGMP —IGMPv1, IGMPv2, IGMPv3.

’ dyHKUuMA rpynnoBoii punbTpaumm “bridge multicast filtering” BkatoueHa no ymonuaHuio.
el

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOUYEHbI MHOTOaApecHble MapLpPyTU3aTOPbl, OCHOBAHO Ha
cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;
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— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/Ia MHOroaapecHoi mapwpyTtunsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTtoKona MRDISC npunHATbI Ha NOpTYy;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTy.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 101 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aeiicmeue

shutdown snooping

no shutdown snooping

-/BKIOYEHO

OTkAouUTL paboty moayns IGMP/MLD Snooping Ha ycTponcTse.

' JaHHaA KomaHpa oTKA4YaeT pabotry mopynA

b IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHnem
Bcex HacTpoek 610ka IGMP/MLD Snooping.

Bkatountb paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/OYEHO

PaspewunTtb ncnonb3osaHue dyHkumn IGMP Snooping KommyTa-
TOPOM.

3anpetutb cnosb3osaHme GpyHKuMm IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/8bi-
K/IHO4EHO

Paspewntb ucnonbsosaHme ¢pyHKkumm IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOro uHTepderica VLAN.
- vlan_id — vapeHTMdPnKaumoHHbIn Homep VLAN.

3anpetuTb Mcnosb3osBaHme GpyHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepderica VLAN.

ip igmp snooping vlan vian_id
mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24);

Onpenenntb NOPT, K KOTOPOMY MOAKAKOYEH MapLlupyTusaTop
MHOroaZpecHOM paccbiiku gna 3agaHHoi VLAN.
- vlan_id — vapeHTMdnKaumoHHbIn Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKAOYEH MApLIPYTM3aTOp MHOroas-
pPecHOW paccblKu.

ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywen
VLAN. O3HayaeT, 4To NopT A0/IXKEH ObITb HEMeAIeHHO yAaieH U3
rpynnsl IGMP nocne nonyyeHusa coobuieHunsa IGMP leave.

OTKkAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

vlan_id: (1..4094)/8bI-

BKAtOUYNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report B ykasaHHom VLAN
-ip_addr — IP-agpec, KoTopblii ByaeT ncnosib3oBaTbca Aa Nog-
MEHbI

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAKOYEHHOM ip igmp snooping.

ip igmp snooping group-query-
interval

KITIOHEHO NoameHa Ha 3apaHHbIA agpec ana TpaduKa, ucxoan-
wero ¢ CPU kommyTaTopa, — Npu1 BKAIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNHOUMTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTbL MHTEpBan BPemMeHM B CEKyHAaX, Nocne KoToporo
interval value YCTPOICTBO OTNpPaBAAET group-query Ha mrouter.

value: (2..5)

YCTaHOBUTb 3HAYeHue no YMO/I4aHUIO.
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ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBWTb MHTEPBAN BPEMEeHW B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mrouter yganaetca, ecan He nony4vaet IGMP reports.

OTKNOUYUTL HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/IIOUNTB OTNPABKY query BO BCE MOPTbI.

BKOUMTb OTMPABKY query B non-router-noprbl.

ip igmp snooping report-
suppression-interval value

3apaTb MHTepBan (B cekyHaax), ana kotoporo IGMPV2 report ans
OZHO 1 TOM e rpynnbl He ByayT nepeHanpaBAeHbl.

— - value: (1..25) —
no ip igmp snooping report- OTKNOUYUTb HACTPOMKY.
suppression-interval
ip igmp snooping retry-count MaKcrManbHOe KONMYECTBO query, OTHOCALLMXCA K rpynne, oT-
value NpaBAEHHbIX Ha mrouter.
value: (1..5)

no ip igmp snooping retry-
count

OTKOUYNUTL HAaCTPOIMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspewnTb Nnepegayy query-nakeTos Ha yCTPOMCTBE.

3anpeTuTb Nepegayy query-nakeToB Ha YCTPOWCTBE.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb MHTEPBaA (B CEKYHAAX), NOCAe KOTOPOro NopT yaans-
etca, ecnm IGMP reports He nony4yeHbl.

OTKAOUUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/IIOYEHO

PaspewwnTb ncnonb3oBaHue GyHKUMA Punbtpaumm IGMP Ha nH-
Tepdelicax.

3anpetTuTb Ucnonb3oBaHue GyHKUM dunbTpauumn IGMP Ha mH-
Tepoelicax.

KomaHOwbl pexcuma koHguaypauuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range)#

Tabnuua 102 — KomaHapl pexkuma KoHourypaumm VLAN

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUMTL MOAMEHY KOMMYTaTOpOM agpeca UCTOYHMKA Ha 3a-
OaHHbI IP-agpec B nakeTax IGMP-report.
-ip_addr - IP-agpec, KoTopbiii byaeT MCNoab30BaTbCA NS NOA-
MeHbI
NoameHa Ha 3a8aHHbIA agpec ANA TPAH3UTHOrO Tpa-
_’ duKa npoucxoauT nNpu  BKAKOYEHHOM ip igmp
snooping. MoameHa Ha 3apaHHbIA agpec AnA Tpa-
¢uKa, ucxogawero ¢ CPU kommyraTtopa, — npu BK/tO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUNTD NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHUKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHOBUTL 3HayeHue 802.1p ans IGMP-nakeTos, KoTopbie 6y-
OYT UCMO/Ib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypnansaet 3HavyeHne meTkn 802.1p ana IGMP-nakeToB Ha UHTEp-
deiice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouyaeT pyHKumio fast-leave gns VLAN.

BbikntovaeTdyHkumto fast-leave gna VLAN.

ip igmp snooping max-
response-code value

value: (0..255)

YCTaHOBWUTb MaKCMMasibHOE Bpems OTBETa Ha 3anpoc, 3agatoLLe-
ecsl B Kode, rae o4Ha eAMHMUA KoAa paBHa O4HON gecATou ce-
KYHAbI.

96

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

no ip igmp snooping max-
response-code

YCTaHOBUTb 3HaYeHMe Mo YMOJTHAHUIO.

ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

no ip igmp snooping mrouter-
port{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

CTaTuyeckn HaCcTpomuTb NOPTbl MmapwpyTnusatopa ana VLAN.

Yaanutb yKasaHHble NpTbl mapwpyTtrsaTtopa gna VLAN.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
[time-out time]

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

time: (60..600)

HacTpouTb MHTEPBaAN OXKUAAHWUA A0 OYMCTKM NOPTa MapLUpyTH3a-
Topa Ansa uHtepdeiica VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

HacTtpoutb Bepcuto IGMP ana nopta mappyTtmnsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBWTb BEPCUIO NO YMONYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpwueasaTb multicast-npodunb ¢ 3aaaHHbIM HAEKCOM K VLAN.

Ypanutb npmeAsKky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BkntounTb Nnoanep KKy Bblgayuun 3anpocoBs igmp-query KommyTa-
Topom BO VLAN.

BbIKNOUMTE NOAAEPKKY BblAAUM 3aMPOCOB igmp-query KOMmyTa-
TOopom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YcTaHOBUTb TaﬁmayT, NoO KOTOPOMY CUCTEMA OTNPaBAAET OCHOB-
Hbl€ 3anpocCbl BCEM YHaCTHUKaM rpynnbl MHOI'Oa,D,peCHOVI nepe-
Aa4dn AnAa NnpoBepKU NX akTUBHOCTU.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKNIOYEHO

BKOUMTL pexknm GUAbTPaLMKU He3aperncTpMpoBaHHOIO Tpa-
¢uka B VLAN.

OTKNIOUYNUTD PeXRUM GUAbTPALMKN HEe3aPerncTpMpPoOBaHHOMO Tpa-
¢uKa B VLAN.

ip igmp snooping static-group
ip_add [ports ports]

no ip igmp snooping static-
group ip_add

Co3pgatb CTaTUYECKYIO 3annCb B Ta6/w|u,e prl’ll'lOBOﬁ agpecauunun.

YAanutb cTaTMYecKyto 3anucb M3 Tabauubl rpynnosoi agpeca-
.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24);

BKntounTb oTbpacbiBaHMe Query Ha MHTepdeiice.

BbIkntounTb 0T6packiBaHne Query Ha uHTepdelice.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnnuya 103 — KomaHabl pexkmma KoHpurypauum nntepdelica Ethernet

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro
switchport multicast-tv vlan Bkntountb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
vlan_id [tagged] Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KAMEHTCKME

Vlan B HeTermposaHHOM BUAE.

-tagged — BknounTb neperHanpasneHune IGMP-3anpocoB 13 Kau-
vlan_id: (1..4094) eHTcKux Vlan B Multicast Vlan u mynbTukactoBoro Tpadmka B Kau-
eHTcKue Vlan ana nHtepdeiica B TerMpoBaHHOM BUAE.

no switchport multicast-tv vlan Bbikntountb nepeHanpasneHne |IGMP-3anpocoB C K/JAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KAIMEHTCKNE
Vlan gna nHtepdeliica B pexxume «access».

ip igmp snooping limit groups YCTaHOBWTb OrpaHMYeHne No KoAM4YecTsy rpynn Ha uHtepodelice.
limit Ana paboTtbl TpebyeTca KomaHpa ip igmp snooping
-/BbIKNOYEHO N
e filter.
no ip igmp snooping limit CHATb OrpaHnYeHme Ha KOJIMYecTBOo rpynn.
ip igmp snooping filter- BkntounTb dpuabTpaumio no filter-id Ha nHtepdeiice.
profileld filter-id
— - -/BbIKNOYEHO — _
no ip igmp snooping filter- OTKAUNTL dunbTpauuto no filter-id Ha nHTepdelice.
profileld
ip igmp snooping leavemode YcTaHOBUTL pexkum leave Ha MHTepdeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTcnexknsaeHume xocTos;

normalleave} - fastleave — yaaneHue cpasy nocne nony4yeHue leave;
- normalleave — pexxum no ymonyaHutio.
[Ona paboTbl TpebyeTca KomaHAa snooping leave-process config-

level port.

-/normalleave

ip igmp snooping trusted BrntounTb pexknum gosepusa IGMP Snooping Ha uHTepodeiice.

Ha poBepeHHbIl MHTepdEeNC He pacnpoCTPaHAETCS AeNCTBUE KO-
-/BbIKNOYEHO MaHg, ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.

no ip igmp snooping trusted BbIKNOUNTD pexmMm foBepua Ha uHTepdelice.

Mpyvmep HAaCTPOMKU NOAMMUCKM HA CTaTUYECKUE rpynnbl:

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config) # ip igmp snooping

console (config) # ip igmp snooping proxy-reporting

Mpumep HacTponkn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAneHTCKKi NopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit

console (config)# ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping

console (config) # ip igmp snooping vlan 100
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console (config)# ip igmp snooping multicast-vlan enable

console (config)# wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/1

console (config-if) # switchport mode trunk

console (config)# interface fastethernet 0/1

console (config-if) #
console (config-if) #
console (config-if)

console (config-if)

#
#

(
(
(
(
(
console (config-if) # exit
(
(
(
(
(

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100

exit

KomaHOowb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TO/IbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 104 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show ip igmp snooping
mrouter

MNokaszaTb MHPopMaLMO 06 M3yYEHHbIX MHOIOAAPECHbIX MapLu-
pyTM3aTopax B ykasaHHou rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasatb MHpopmaumto IGMP-snooping ana AaHHOrO MHTep-
deiica.

show ip igmp snooping groups

Moka3aTb MHPOPMALMIO 06 N3YYEHHbIX MHOTOaAPECHbIX Fpynnax,
YYacTBYIOLMX B FPYNNOBOM PACCbIKe.

[vlan vian-id]

clear ip igmp snooping groups

vlan_id: (1..4094)

OunCTUTL TabULY rpynn NONHOCTLIO UM B yKasaHHOM vlan.

4.16.2 MNpaesuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHg npegHasHayeH AnA 3af4aHvsa Npasua rpynnoBol agpecaumu B CETU Ha
KaHaNbHOM U CETEBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (config) #

Tabnnuya 105 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

vlan enable

ip igmp snooping multicast-

vlan disable

ip igmp snooping multicast-

-/BbIKNIOYEHO

BKAOUMTL GYHKLMIO rpynnoBon GuabTpaumm.

BbIKMOUNTb QYHKUMIO FPYNNOBOM GUAbTPaLLUM.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexkum 06paboTkm multicast-tpadumka no IP-agpecy.
B AaHHOM pexxume YacTb multicast-tpaduka nepexsarbl-

level vlan

snooping leave-process config-

-/mac H BaeTcA ycTpoicTBom Ha CPU.
snooping multicast- HacTpanBaeT pexum obpaboTtkm multicast-tpapmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- Onpegenser ypoBeHb KOHOUIypaLun mexaHM3amos 06paboTku oT-
level port _Alan nycka (KoHourypauum Ha ocHose VLAN niv Ha ocHoBe nopTa).

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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snooping report-process YKa3blBaeT Ha Kakux nopTax obpabaTbiBatoTCA NOJMYYEHHbIE pe-

config-levelall-ports nopTbl OT XocTa. PenopTbl MoryT o6pabaTbiBaTbCA Ha BCEX MOPTax
-/non-router-ports WM Ha NOpTax, KOTOpPble He ABNAIOTCA mrouter-nopTamu.

snooping report-process YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.

config-level non-router-ports

4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHo20a0pecHo20 mpaguka e IPvé

MLD snooping — MexaHM3M MHOroagpPecHOM PACCbIIKM  COOOLWEHU, NO3BOAAIOLLNIA
MWHUMM3UPOBATb MHOTOaLPECHbIN TpaduK B IPv6-ceTax.

V B TeKyweit Bepcumn MO He noapepkuBaeTcsa Ha mogenax MES2448B, MES2448E.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXkMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnunuya 106 — KomaHabl rnobanbHOro pexknma KoHourypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMmoaA4YaHuto
ipvé mid snooping Bkatountb MLD snooping.
- - -/BbIK/IOYEHO -

no ipv6 mld snooping OTkntountb MLD snooping.

ipvé mid snooping group- YCTaHOBWUTb TaMMayT, MO KOTOPOMY CMCTEMA OTMNPABAAET OCHOBHbIE

query-interval interval interval: (2..5)/2 query-3anpocsbl.

no ipv6 mld snooping group- YCTaHOBUTb 3Ha4YeHUe NO YMONYAHUIO.

query-interval

ipvé mid snooping mrouter- YCTaHOBUTb BPeMA OXWAAHWA OYMCTKM MOpTa OTCNEXKMBAOLLEro

time-out time mapuwpyTtnsatopa MLD, nocne KOTOpOro nopT yAansfeTca, ecam He
time: (60..600) nonyyeHbl controlpackets mapwpytnsatopom MLD.

no ipvé mld snooping mrouter- YCTaHOBUTb 3HaYeHMEe N0 YMOHAHUIO.

time-out

ipv6 mld snooping port-purge- 3a4aTb MHTEPBAN BPEMEHWN OYUCTKMU NopTa OTcaexmBaHma MLD, no-

interval interval interval: c/le KoToporo nopT yaansaetca, ecan MLD-reports He NosyyeHsl.

no ipvé mid snooping port- (130..1225)/260 YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

purge-interval

ipvé mid snooping proxy- BKAtounTb GYHKLMIO proxy-report Ha ycTpoicTse.

reporting

no ipv6 mld snooping proxy- i BbIKN0UNTL GYHKLMIO proxy-report Ha ycTpoicTae.

reporting

ipvé mid snooping report- YKa3aTb HanpasneHune penopTtos: BO Bce nopTbl VLAN uam Tonbko

forward {all-ports | router- Ha NopTbl poyTepa.

ports} -

no ipvé mld snooping report- YCTaHOBUTb 3HAYEHME MO YMOUYAHWUIO.

forward

ipvé mid snooping report- YCTaHOBUTbL BpeMEeHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-

suppression-interval interval ing-reports, B Te4eHNe KoToporo coobuieHma otyeto MLDv1 He by-
. OyT NepeHanpaBnATbCA Ha MOPTbl MapLpyTM3aTopa ANA TOW ke
interval: (1..25)

rpynnbl.

no ipv6 mld snooping report- YCTaHOBWTb 3Ha4YeHUe NO YMONYAHUIO.

suppression-interval

ipvé mid snooping retry- YCTaHOBWUTb MaKCMMabHOE KOJIMYECTBO rPynnoBbIX 3aNpocos, OT-

countinrerval interval npaB/iAeMbIX Ha NOPT NPU NosyYyeHun coobuweHns MLDv.
interval: (1..5) YCTaHOBUTb 3HAaYEHUE NO YMOAYAHUIO.

no ipvé mld snooping retry-

countinrerval
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ipvé mld snooping send-query
enable

ipvé mld snooping send-query
disable

BKkntounTb dyHKLMIO Nepesaym 3anpocos MLD npu nsmeHeHuu To-
nonoruun.

-/disable

BbikntounTb dyHKLMIO Nepegaum 3anpocos MLD npu nsmeHeHumn
TOMNONOTUN.

KomaHObl pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPpUBUNETMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 107 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show ipv6 mld snooping global

OT106pa3unTb rnobanbHble HacTpoinku MLD.

show ipv6 mld snooping vlan
vlan_id

OT06pa3nTb MHPOpMaLUMO O KoHPUrypaumm MSD-snooping gns
paHHou VLAN.

KomaHObl pexcuma KoHguaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 108 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);

MpuBA3aTb NOPT oTCAEXMBaOLWEro maplupytnsatopa MLD k VLAN.

te_port: (0/1..6)

Ypanutb NOpT oTCAeXunBatroLero mapwpyTtnsatopa MLD n3 VLAN.

ipvé mld snooping version {v1
| v2}

ipvé mid snooping version

-/v2

Hactpoutb Bepcuto otcnexkmsaHua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHue no YMON4aHUIO

4.16.4 ®yHKkyuu ozpaHuveHusa multicast-mpacpuka

®YHKUMM orpaHnyeHns multicast-Tpaduka ncnonbayroTcs gna yaobHON HACTPOMKM OrpaHMyYeHus
NPOCMOTpPA OnpeAeneHHbIX FPynn MHOroaapecHoOMn PaccbIKu.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnmua 109 — KomaHabl pexmma rnobanbHom KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

ip mcast profile index

index: (1..4294967295)

Co3aatb multicast-npoduab U NepenTn B peskMm ero KoHPU-
ryYpMpoBaHus.
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| no ip mcast profile index

| Ypanute multicast-npoduns.

KomaHObI pexcuma KoHguaypayuu multicast-npoguns

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumm multicast-npoduns:

console (config-profile) #

Tabaunuya 110 —KomaHab! perkmma KoHourypaumm multicast-npoduns

KomaHpga

3HayeHne/3HayeHune
Nno YMONYaHUIO

OnucaHune

range first_group_ip
last_group_ip

range first_group_ip
last_group_ip

3afaTb AMana3oH aapecoB-UCToOYHMKOB multicast-Tpaduka.
Ecnu 3a4aTb TONbKO OAMH afipec, OH CTaHET eAUHCTBEHHbIM UC-
TOYHUKOM My/NbTUKACTa.

Y4anuTb AManasoH aapecoB-UCTOYHUKOB multicast-Tpaduka.

permit

deny

-/deny

B cnyvae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AMAnNasoHOB,
IGMP-report 6yayT nponycKaTtbcs.

B cnyyae HecooTBETCTBMS OAHOMY M3 3afaHHbIX AMana3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCs.

profile active

AkTMBMpPOBaTL paboTy Nnpoduns.

KomaHObI pexcuma KoHguzypauuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnvua 111 — KomaHapbl pexkuma kKoHourypaumm VLAN

KomaHpga

3HaueHne/3HaueHmne
Nno yMONYaHMIo

OnucaHune

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295)

MpuBA3aTb yKa3aHHbIM Npoduab K vian.

4.17 PyHKUMM ynpaBaeHUsa

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUOUKauMS,

aBTopM3aums, ydyer).

— Authentication (ayTeHTUdMKaumMa) — conocTaBneHMe 3anpoca CyLWecTByloLLel Y4ETHOM 3a-
nucu B cucteme 6€30MacHoOCTM.

— Authorization (aBTopu3auma, NpoBepKa YPOBHA A0CTyNa) — CONOCTaBAeHNe YYETHOMN 3anmncu
B cMCTeme (npoweawei ayTeHTUOUKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexkeHue 3a noTpebieHrem pecypcos Noab30BaTe/IeM.

Ons wudpoBaHUA AaHHbIX UCNOb3YeTca MexaHuU3m SSH.

KomaHObI pexcuma 2106as1bHol KoOHgu2ypayuu

Bupa, 3anpoca KOMaHAHOM CTPOKM peXkMma rnobanbHON KOHGUrypaumm:

console (config) #
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Tabnnua 112 — KomaHAapl pexkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
enable password password YCTaHOBWUTbL Napo/ib ANA KOHTPOAA U3MEHEHUA NpUBUNErni [o-
[level level] cTyna nonb3oBaTenen.
- level — ypoBeHb npusunernii;
level: (1..15)/1; ’
- password — naposnb.
password: (5..20) "
Bkntouatowmii B ce6s cnewcMmsoibl naponb Tpebyerca
CMMBOIOB

no enable password [level
level]

L YKa3blBaTb B KaBbl4KaX.

YAanuTb Naponb ANa COOTBETCTBYIOLLErO YPOBHS NPUBUAETUIA.

username name password
password [privelige level]

name: (1..20) cumBoN0B;
password: (5..20)

[06aBUTb N0NIb30BaTENA B IOKA/IbHYHO 6a3y AAHHbIX.
- level — ypoBeHb npusunernii;
- password — naponb;
BKkatouatowmii B ceba cneucMmBosbl napoab Tpebyertca

CUMBO/IOB;
e YKa3blBaTb B KaBbIUKax.
level: (1..15)
- name — MMA NONb30BaTeNA.
no username name YanuTb NoNb30BaTeNs U3 JI0Ka/IbHOMN 6a3bl AaHHbIX.
aaa authentication login { -/local 3afaTb MeTof ayTeHTUOMKaALMM NPU BXOAe A4/ KOHcoAu, telnet,
radius | tacacs | local} list_name: (1..12) ssh.
no aaa authentication login CUMBOJI0B YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
aaa authentication enable 3apaTb MeTog, ayTeHTUPMKaLMM NPU NOBbILLEHUM YPOBHA NPU-
. -/local o
{ radius | tacacs | local} . BUAeruin ana koHconu, Telnet, SSH.
—— list_name: (1..12)

no aaa authentication YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.

CMMBOJIOB

enable

aaa authorization
command /evel {tacacs
local}

no aaa authorization
command /evel

level: (1..15) / BbikAtOYEHO

PaspewunTb aBTOPU3aLLMIO KOMAHZ NOIb30BaTeNeN.
- level — ypoBeHb npuBMnernin nonbsosarteneu.
V B TeKyuei Bepcum MO npm N0KanbHOM aBTOpU3aLUU
pa3peLueHbl Bce KOMaHAbl.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

Tabnunua 113 — AtpubyTbl coobuieHnit BeaeHnn yyeta npotokona RADIUS ana ceccuit ynpasneHms

Hanuuue Haauyue
ampubymae | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMdMKaums nosb3osaTens.
IP-agpec KOMMYyTaTopa, KOTOPbIN MCMosb3yeTca
NAS-IP-Address (4) EcTb EcTb AP o y- P P y
Aana ceccuin ¢ Radius-cepsepom.
Mpon3BoaAbHOE 3HaYeHWNEe, BK/IIOYEHHOE BO BCe CO-
Class (25) EcTb EcTb P .
obLLeHna yyeTa ceccui.
. IP-afpec KommyTaTopa, UCNOb3yeMblA ANs cec-
Called-Station-ID (30) Ectb Ectb v,qp Y P y &
CUI ynpaBneHus.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaATOp yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0J/IKEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla noa-
Acct-Session-Time (46) Het Ectb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Hert EcTb MpuumHa 3aKPbITUA CECCUMN.
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Tabnnua 114 — AtpubyTbl coobLeHNI BeaeHua yyeTa npoTokona RADIUS ana ceccuin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KOMMyTaTopa, KOTOPbIM MCNOMb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P y
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNHOYMACA
NAS-Port (5) EcTb EcTb P v P P A
nosb3oBaTeNb.
Mpon3BonbHOE 3HAa4YeHWe, BKAOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
06U EeHMA yYeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTo/, N0 KOTOPOMY KAMEHT AOJIKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro Nnosib3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpunynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMoka3sbiBaeT TMN NopTa KAMEeHTa.

KomaHObI pexcuma 2106anabHol KoHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobasbHon KoHbUrypaumm:
console (config) #

Tabnvua 115 — KomaHabl pexkuma KoHoUrypaumm TepmmHana

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no ymMoa4YaHuto
aaa authentication login 3afatb MeToa ayTeHTUOMKaLMM NPY BXOAE A1A KOHCONM,
{radius | tacacs | local} Jlocal Telnet, SSH.
- —— -/loca
no login authentication YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
aaa authentication enable 3a4aTb MeToa ayTeHTMOUKALUM NP NOBbILEHUN YPOBHSA NpU-
{radius | tacacs | local} BUAernin ana koHconu, Telnet, SSH.
. -/local
no aaa authentication enable YCTaHOBWTb 3HaYEHME MO YMONIYAHUIO.
aaa authorization command PaspewnTb aBTOPU3aLMIO KOMaHA gns KoHconu, Telnet, SSH.
{tacacs | local}
— -/BbIKNIOYEHO
no aaa authorization YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
command

4.17.2 lpomokon RADIUS

Mpotokon RADIUS ucnonb3yeTtca ans ayteHTMdMKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NONb30BATENEN, KOTOPaA COLAEPKWUT AaHHble MPOBEPKUM MOAJIMHHOCTU ANA
KaXgoro nosb3oBatens. Takum o06pasom, ucnonb3oBaHMe npoTokona RADIUS obecneumBaer
[ONONHUTENBHYHO 3aLUMTY NPU AOCTYNE K pecypcam CEeTH, a TaKKe Npu A0CTyNe K CaMoMy KOMMyTaTopy.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 116 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

[006aBUTb yKasaHHbIM cepBep B CNUCOK UcCnosb3yembix RADIUS-
cepBepoB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepsepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBan oxxnMAaHNA OTBETA OT CepBepa;
radius-server host .
. . CUMBOJI0B; - retries — KonnyecTBO NONbITOK Noncka RADIUS-cepBsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Kntou gna ayteHTMPUKauumn n wndposaHUA Bcero
hostname} [timeout timeout] .

. ; timeout: (1..30) cex; | obmeHa AaHHbIMK RADIUS;
[retransmit retries] [key . ..
- . retries: (1..15); - priority — npuopuTeT cnonbsosaHusa RADIUS-cepBepa (4em Huxke
secret_key] [priority priority]
secret_key: (0..128) 3HaYeHue, TeM NPUOPUTETHEE CepBep);
CMMBOJIOB; - type — T1n ncnonvsosaHma RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTCcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key pnsa paHHoro RADIUS-cepBepa MCNo/b3yOTCA 3HAYEHUA
HaACTPOEHHbIE C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YAanuTb yKasaHHbIV cepBep U3 cnucka ncnosib3yembix RADIUS-
cepBepos.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnvua 117 — KomaHgbl perkmuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
show radius-servers OTobpasnTb napameTpbl HacTpoliku RADIUS-cepsepoB (KomaHaa
) [AOCTYMNHA TONbKO A1 NPUBUIETMPOBAHHbIX NOb30BaTeNeN).
show radius statistics OT06pasnTb CTaTUCTUKY NpoTokona Radius, nHGopmaumio o nonb-

3oBaTenax, KoHdurypaumto RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/M30BaHHYO CUCTEMY 6e30MacHOCTM ANA MPOBEPKU
nosib30BaTeNen, NONYYAOLMX AOCTYN K YCTPOMCTBY, NPU 3TOM NOoALAEPKMBaAA COBMeCTMMOCTb ¢ RADIUS m
APYrMMUM npoueccamun npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneaytouime cnyxooi:

— Authentication (nposepka nodsauHHocmu). ObecneunsaeTca BO BpeMa BXo4a B CMCTEMY MO
MMEeHaM No/b30BaTeIei U onpeaeieHHbIM N0Ib30BaATENAMM NAPOIAM.

— Authorization (aemopu3sayus). ObecneynBaeTca BO Bpema BXoda B cuctemy. [locne
3aBeplleHns ceaHca MPOBEPKM MOANMHHOCTM 3aMyCKaeTca CeaHC aBTopu3auuu C
MCMNO/Mb30BaHNEM MPOBEPEHHOr0 MMEHM MOJb30BaTeNA, TaKXKe CepBepoM MpoBepsAtoTCA
NPUBWUIErMM NONb30BaTENA.
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KomaHObI pexcuma 2106anabHol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabanua 118 — KomaHgbl pexkruma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

hostname: (1..63)
CUMBOJI0B;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[006aBUTb yKasaHHbIA cepBep B CMMUCOK ucnonb3dyembix TACACS
cepBepoB.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B Ka)KAbll MOMEHT BPeMEHW WMETb He
6onblue ogHOro coeanHeHua gns obmeHa gaHHbiMu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa gns obmeHa gaHHbiMK ¢ TACACS-cepsepom;
- timeout — VHTepBan 0XXNOAHWUA OTBETA OT CepBepa;

- secret_key — knod gns ayTeHTMdMKaLMM U WndpoBaHma Bcero ob-

cMmBonos meHa gaHHbimn TACACS;
Mpu HacTpoWke cepsepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTM4YeCKM BKAKOYAETCA accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 crnMcKa ucnosibdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb KoanyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbimM by-
number 2 OeT nooyepeaHO MOAKNIOYMTLCA KAMEHT, B C/Ayvyae HeyAayHow
ayTeHTUdUKaLMK.
no tacacs-server retransmit YAanuTb HaCTPOWMKY.
tacacs use-server address
. BblbpaTb cepsep M3 TabauLbl cepepoB Ans Tacacs-KAMeHTa.
{ip_address | hostname} -
no tacacs use-server OTMEHWTb UCNONb30BaHMe 334aHHOTO cepBepa.
tacacs authentication type
-/pap Onpeaennts MeToa ayTeHTMdUKaL MM ¢ NoMmoLLbio tacacs.

{ascii | pap }

tacacs attributes port {console
| ssh | telnet} identifer

YcTaHOBUTL aTpubyTa port B popmaTte cBoOH6OAHON CTPOKM onpese-
NIeHHOM nosib3oBaTesieM. BO3MOXKHO Mcnosb3oBaHMe LWabnoHOB.
- %N — HOMep /IMHMU, COOTBETCTBYHOLWMIA BbIBOAY KOMaHAbl show
users;

-%% — cumBon %.

identifer (1..255)
CUMBO0B / WabnoHbI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YCTaHOBUTb 3HAYEHUA NO YMONYaHULO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnnuya 119 — KomaHgb! pexkunma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa Aelicmeue

no ymos14yaHurw

show tacacs OT1obpasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTOL,
- ayTEHTUUKALMM U CTATUCTUKY NPOTOKOMA (KOMaHaa AOCTynHa

TOJ/IbKO ONA NPUBUNETNPOBAHHbIX I'IOJ1b3OBaTe}1F_‘l7I).

4.17.4 Cnucku docmyna ACL dna ynpasneHus ycmpolicmeom

B ISS nopnepxunsaetca puabTpauma ynpasaatowero TpadpuKka ¢ NOMOLLbIO CIMCKA aBTOPU3OBAHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢unbTpe MOXHO 3aAaTb afpec MAM NOACEeTb UCTOUHUKA,
VLAN, nHTepdeinc un cnyxby, c KOTopbix byAeT paspeLlleHo ynpaB/ieHne YyCTPOACTBOM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 120 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm
3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro
authorized-manager ip- OrpaHnunTL yrpaB/ieHne YCTPOMCTBOM MO 3a4aHHOMY GUALTPY
source {ipv4_addr [mask | / nocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list] [
service [snmp] [telnet] [http]
[https] [ssh]]

no authorized-manager ip- OTMEHUTb OrpaHUYEHME Ha yNpaB/eHne YCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6e_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiictBe MOXXHO CKOHUryprpoBaTb He 6onblue 10 npasun. Mo ymonyaHuio, ecam He
3aaHO HU OA4HO NPaBUAO, yNpaB/ieHMe YCTPOICTBOM AOCTYNHO C N1060ro UCTOUHUKA.

I | TMocne yKasaHuA xoTa 6bl ogHoro npasuna authorized-manager gnsa Bcex ycrpoiicTs,
b KOTOpble UCKAIYEHbI NpaBunom, byaeT aeictBoBaTb Npasuao deny any any.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnvua 121 — KomaHgpbl perkmuma Privileged EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio

show authorized-managers [ip- MoKa3aTb CMMCKM AOCTYNa AR YNPaBAeHUA.
source ip_add]

4.17.5 Hacmpolika docmyna

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl NpegHa3HayeHbl A48 HACTPOMKM CepBepoB [AOCTyNa AAA  ynpasaeHuA
KommyTaTtopom. Moaaeprkka cepsepoB TELNET 1 SSH kommyTaTopom no3sondAeT yganeHHoO NoAKAo4aTbCA
K HEMY A1 MOHUTOPUHTa U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee
pa3peLLeHo No YMOAYAHUIO.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnnua 122 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
ssh enable PaspewunTb yaaneHHoe KOHPUrypnpoBaHMe YCTPOMCTBA Yepes
SSH.
- -/BKAtOYEHO —
ssh disable 3anpetTuTb yganeHHoe KOH$UrypnpoBaHuWe ycTpoincTea uyepes

SSH.

ssh server-address ip_addr port
port

port: (1..65535)

3apatb IP-agpec SSH-cepsepa u TCP-nopT, ucnosnb3yemsiit SSH-
cepBepom.

ip ssh auth [hmac-md5 | hmac-

BbibpaTb TMN ayTeHTUPUKALMKM NO NpoToKoay SSH.

no feature telnet

shai] -/hmac-shal

ip ssh cipher [3des-cdc | aes128- Bbibpath Wwuop ayTeHTUdMKaL MM No npoTokoay SSH.
-/3des-cdc

cdc | aes256-cdc | des-cdc]

crypto key generate rsa ) CreHepupoBaTb napy Katouvei RSA —yacTHbIN U Ny6ANYHBIN AnA

SSH-cepsuca.

feature telnet PaspewunTb KOHOUTYpHpoBaHuMe ycTpoicTea Yepes Telnet.

-/BKAtOYEHO

3anpeTuTb KOHOUrypUpoBaHMe ycTpoicTea yepes Telnet.

KomaHOwb! pexcuma EXEC

KomaHAabl AaHHOTO pasgena AOCTYMHbI TO/IbKO A1 MPUBUAErMPOBaHHbIX NOb30BaTeei.

Bupa, 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 123 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show ip ssh

MokasaTb KoHOUrypaumio SSH-cepBepa, a TaKKe aKTUBHbIE BXO-
pAwme SSH-ceccum.

show telnet server

OTob6pasunTb cTaTyc cepsepa Telnet.

4.17.5.2 KomaHObl KOHGpU2ypayuu mepmuHana

KomaHabl KOHGUrypaLmm TEpMUHANE CIYXKaT AN HAaCTPOMKM NapameTpos paboTbl TEPMUHAMOB.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnunua 124 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
o ymon4yaruro
line console - Bxopn, B peXum COOTBETCTBYHOLLLErO TEPMUHANa.
line telnet - Bxop B pexKMm COOTBETCTBYIOLLEIO TEPMUHANA.

line ssh

Bxoga B peXXnm COOTBETCTBYHOLLENO TEPMUHANG.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B pesMMe KOHdUrypaumm TepMmmHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet |

ssh}
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Tabnuua 125 — KomaHabl pexruma KoHpurypaumm tTepmumHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3apatb MHTepBana, B Te4eHMe KOTOPOro CMCTeMa OXXnaaetT BBoAa
OT nonb3osaTtensa. Ecam B TedeHne gaHHOro WUHTEepBana NONAb30-
BaTe/Nb HUYEro He BBOAUT, TO KOHCOJ/1b OTKNKOYaeTCA.

YCTaHOBWUTb 3HAYeHME NO YMOYaHUIO .

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/

YCTaHOBWUTb CKOPOCTb Mepefayv Ana NocnefoBaTe/IbHOrO UH-
Tepdelica.

no login authentication

115200 6uTt/c
enable authentication {radius 3afatb MeTo4 ayTeHTUdUKaLMKM N0Ib30BaTENA NPU NOBbIWEHWN
| tacacs | local} -/local YPOBHA NPUBUAETUIA AR KOHCONM.
no enable authentication YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
login authentication {radius | 3agaTb MeTog ayTeHTUdUKALMM NPU BXOAE A5 KOHCO/M.
tacacs | local} -/local

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 126 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show line exec-timeout

loKa3aTb 3HaYeHUA napameTpa exec-timeout gna scex Tepmu-
Hanos.

show line exec-timeout
current

[oKa3aTb 3HaYeHuA napameTpa exec-timeout ana TeKyu.|,e17| cec-
cun.

4.18 YXypHan aBapui, npotokon SYSLOG

CUCTeMHbIE KYPHa bl MO3BOAIOT BECTU UCTOPUIO COBBLITMIA, NPOU3OLLEALLMX HA YCTPOMCTBE, a TaKkKe

KOHTPO/IMPOBaTb NpounsoLweslume cobbiTUA B peasibHOM BPeEMEHW. B xKypHan 3aHOCATCS cobbITUA BOCbMMU
TUMNOB: Ype3BblYalHbIE, CUTHA/IbI TPEBOTU, KPUTUYECKME U HE KPUTUYECKME OWWOKK, NpeaynpexaeHus,
yBeoM/IeHNA, UHPOPMALMOHHbBIE U OT/Iaf04HbIE.

KomaHObI pexcuma 2n06asabHol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 127 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHda

BKAHOYMTB perncTpaumio oT1ag0uHbIX COOBLEHNIN U COOBLLEHWI
06 owmnbKax.

logging on

BbIK/IOYMTL PErmcTpaLmio OT1a404HbIX coobLieHuit u coobluye-
HWI 06 owmnbKax.
Mpu BbIKNOYEHHOW perucTpaumum oTnapouHble coob6-
weHnAa u coobweHna o6 owunbkax 6yayt nepepa-
BaTbCA HA KOHCO/b.

no logging on
-/pervucTpaums BKAOYEHA
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logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

BKAtounTb Nepesayy aBapuiHbIX U OTNAL0YHbIX COOBLLEHUI Ha
yaaneHHblt SYSLOG cepsep.
- ip_address — IPv4 unu IPv6-agpec SYSLOG-cepsepa;
- priority — npuopuTeT NepesaBaemblx COOOLLEHMA.
3HauyeHue priority popmupyetca us cymmbl severity un
V facility.

YaanuTb BbIbpaHHbIN cepBEp M3 CNUCKA UcNosib3yemMbix SYSLOG-
cepBepos.

logging console

no logging console

level: (cm. Tabnnuy
123)/informational

BK/ItoUMTb Nepeaayvy aBapuiiHbIX UAW OTNALOYHbIX COODLEHNN
Ha KOHCO/b.

BbIKNOUNTL Nepesayy aBapunHbIX MU OTIAA0UHbIX COOBLLEHMI
Ha KOHCO/b.

logging buffered size

no logging buffered

size: (1..200)50

M3MEHUTb KONMYECTBO COOOLLEHWI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHue pasmepa bydepa npume-
HWUTCA Noc/e nepesarpyskun ycTpoicTea.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

syslog {filename-one |
filename-two | filename-
three} filename

Co3pgatb ¢aiin 3anncy aBapuiHbIX M OTNAA0UYHbIX COOBLWEHUN.

logging-file [level] filename

no logging file

level: (128..191) /-
filename: (1..32)

BKntounTb nepegavy aBapuUMHbIX UKW OTIAA04YHbIX COODLLEHNI
BbIOPaHHOrO YPOBHSA Ba*KHOCTM B YKa3aHHbIM daiin KypHana.
Level - facility+severity.

Hanpumep, cobbitne gna facility0(128) c yposHem informational
(6) byaet umers level = 134.

BbIKNOYMTL Nepeaayy aBapunHbIX MW OTAA0UHbIX COODBLLEeHMI
B pain xypHana.

logging severity
[severity_level]

no logging severity

level: (cm. Tabnauuy 123)/6

3aaaTb ypOBEHb IOTMPOBaHMUA.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

logging facility local{0..7}

3apaTb KaTeropuro 10rmpoBaHuA.

no logging hostname-format

- - -/local0
no logging facility YCTaHOBWTb 3HaYEHMeE NO YMOYAHMIO.
syslog localstorage JBKnIO4eHO AKTMBMPOBATbL OTNPABKY aBapUIMHbIX AN COOBLLEHUI HA CKOH-
durypmposaHHble daiibl 3anucu.
logging hostname-format [ 3apaTb NnapameTp, KOTOpbIM ByaeT MCNoib30BaTbCA B KayecTse
hostname | ip | ipv6 | string ] JHet naeHTudmkaTopa xocta B SYSLOG-coobueHuax.

Mcnonb3oBaTtb 3Ha4YeHMe N0 YMOYAHUIO.

Kaxpoe cooblieHne nMeeT CBOM ypoBeHb BaKHOCTU. B Tabaunue 128 npmseaeHbl TUMbI COOBLLEHNI
B nopAaakKe ybbIBaHNA NX BaXKHOCTU.

Tabnnua 128 — Tunbl BaskHOCTU COOBLLEHUI

Tun eaxcHocmu coobweHuli

OnucaHue

YpesBblyaliHble (emergencies)

B cucteme npousowna Kputuyeckasn OLLII/I6Ka, CUcTtemMma MoXxet pa60TaTb
HenpaswuabHO.

CurHanbl Tpesoru (alerts)

HeOﬁXOAMMO HemegneHHOe BMeLLaTe/IbCTBO B CUCTEMY.

Kputnueckue (critical)

B cucteme npounsolwna Kputmyeckas ownbKa.

OwnbouHsbie (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHmre.

Yeegomnenus (notifications)

YBegomseHne cuctemMbl, HeaBapuitHoe coobLuieHue.

NHpopmaumoHHbie (informational)

NHbopmaLmoHHble CoObLLEeHNA CUCTEMDI.

OTnagouyHble (debugging)

OTnapoyHblie coobleHNn, NpeaoCcTaBAAlOT NoAb30BaTeNtO MHGOPMALMIO
0N KOPPEKTHOM HACTPOIMKN CUCTEMDI.

Mpumep HacTponku logging-file:

Mycme facility = localO.
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Co3gagmMm noKanbHbln ¢aiin ¢ mmeHem sll, kyga 6yayT 3anucbiBatbca cobbiTMA C TMNOM OT
ypesBblYalHbIX 40 UHOOPMALNOHHbIX.

console (config)# syslog filename-one sl]
console (config) # logging severity 6

console (config) # logging-file 128 sl11I
console (config) # logging-file 129 slI
console (config) # logging-file 130 slI
console (config) # logging-file 131 sl11I
console (config) # logging-file 132 s11I
console (config) # logging-file 133 s11I
console (config) # logging-file 134 slI

KomaHOwb1 pexcuma Privileged EXEC

Buna 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 129 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
o yMOAYAHUIO
clear logs - YpanuTb Bce coobuieHna U3 BHyTpeHHero bydepa.
show logging-file {filename- OTO6pPa3nUTb COCTOAHME }KYPHANa, aBapUiMHbIE U OTNaL0YHbIe CO0b-
one | filename-two | - LLLeHMA, 3anucaHHble B paline KypHana.
filename-three}
show logging OTO6pPa3nTb COCTOAHME }KYPHANa, aBapUiMHbIE U OTNaL0YHbIe CO0b-
i LLeHuA, 3anncaHHble Bo BHyTpeHHem bydepe.

show syslog-servers - OT06pPa3nTb HACTPOWNKN ANA yaAaNEHHbIX syslog-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®yHKUMA 3epKanpoBaHMA MNOPTOB MpeAHasHayeHa A1A KOHTPosA ceTeBoro Tpaduka nytem
MepecbIIKM KOMMIn BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OANH KOHTPOIMPYIOLWMIA MOPT.

' Mpwu 3epkanupoBaHuK 6onee ogHoro ¢pusmuyeckoro nHtepdeiica BO3MOXKHbI notepu TpaduKa.
OTCcyTCTBME MNOTEepb rapaHTUPYeTcA TOJIbKO MpPU 3epKaaupoBaHuMM opHoro d¢usmnueckoro
uHTepdeinca.

K KOHTpopytoLemMy NopTy NPUMEHSAIOTCA Cieaytowme orpaHuYeHus:

— TopT He MOXKET BbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO;
—  IP-uHTepdeic A0NKEH OTCYTCTBOBATL 4/14 3TOro NOpTa;

K KOHTPO/INpyEMbIM NOPTAM NPUMEHAIOTCA Cheayowmne orpaHn4YeHnaA:

— TopT He MOXKET 6bITb KOHTPOIMPYIOWMM WU KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoOM KoHoUrypaumm:

console (config) #
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Tabnnua 130 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
session_id: (1..4)

YKaszaTb 3epKanupylowmini nopt Ana BblbpaHHOM ceccun Mo-
HUTOPUHra.
7]  ®OYHKUMA MOHUTOPMHIA MOXKET 6biTb HACTPOEHa Ha YeTbl-

péx nopTax o4HOBPEMEHHO.
BbIKNOUNTL QYHKUUIO MOHUTOPUHIA Ha HACTPaMBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vlan
vlan_id

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..4)

YKazaTb cnykebHbiit vlan gna 3epkannpoBaHua TpaduKa C 3aaaH-
Horo pediekTop-nopTa AN BbiIbpaHHOW ceccuu.
remote vlan — cny»ebHblii vlan gns 3epkanvposBaHua Tpaduka;

BbIKNOUUTL QYHKUMIO MOHUTOPUHIA Ha HACTpPavBaeMOM WHTep-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

monitor session session_id
source interface [ fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
session_id: (1..4)

[06aBUTb yKa3aHHbI 3epKannpyemblii NopT AN BblIbpaHHOM ceccum
MOHUTOPUHra.

-rX — KONUPOBaTb NaKeTbl MPUHATbIE KOHTPOMPYEMbIM NOPTOM;

-tX — KONUPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbIM MOPTOM;
-both — KonnpoBaTb BCe NaKeTbl C KOHTPOIMPYEMOTO NOPTA.

BbIKNOUMTD GYHKUMIO MOHUTOPUHIA Ha HacTPaMBaeMOM WHTep-
deiice.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKK B pexknme EXEC nmeet cneaytowmii Bua:

console>

Tabnvua 131 — KomaHgpl, focTynHble B pexume EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

show monitor session
session_id

session_id: (1..4)

BbiBecTn MHPOPMALMIO NO CKOHOUIYPUPOBAHHOM CECCUU MOHUTO-
pWHra.

lpumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHDOPMALMIO MO KOHTPOAMPYIOLWMM U KOHTPOIMPYEMbIM NOPTaM.

console# show monitor session 2

Session : 2
Source Ports

Rx

Tx

Both
Destination Ports
Session Status

Mirroring is globally Enabled.

None
None
None
Gi0/1
Inactive

112

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

4.20 PYHKLUMU ANATHOCTUKU PU3NYECKOTO YPOBHA

CeTeBble KOMMYTaTOpbl COAEP»aT annapaTtHble M NporpammHble CpeacTBa ANA AMAarHOCTMKM
dU3NYECKMX MHTePdENCOoB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NapaMeTPOB BXOAAT Cleaytowme:

[Nns aneKTpruyYecknx nHTepdencos:
—  A/vHa Kabens;
—  paccTosiHMe 40 MeCTa HeUCNPaBHOCTM — 06pbiBa MW 3aMbIKaHUSA.

[ns onTnyecknx nHtepoeincos 1G:
— MapameTpbl NUTAHUA — HANPAXKEHNE U TOK;
—  BbIXOAHAA ONTUYECKAA MOLLHOCTb;
— ONTUYecKaa MOLLHOCTb Ha Npueme.

4.20.1 fljuazHocmuka medHoz0 Kabensa

KomaHOb1 pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxknme EXEC nmeeT cneaytowmin Bua;

console>

Tabnuua 132 — KomaHabl ANArHOCTUKM MmeaHoro Kabens

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymMoa4YaHuro
test cable-diagnostics fa_port: (0/1..24); BbINONHUTL BUPTYyanbHOE TECTUPOBaHWE Kabena ann yKasaHHOTo UH-
fastethernet fa_port | gi_port: (0/1..28); Tepodeiica.
gigabitethernet gi_port | te_port: (0/1..6)
tengigabitethernet te_port]

/ Mpu nonyuyeHumn coobwenuns 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca npoBeputb media-type uHTepdeiica M coctosHue uHTepdeilica Ha
YAaNeHHOo CTOpoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommyTatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nopaep-
YKMBAIOT 3/1€KTPONUTAHNE YCTPOMCTB Mo MHMK Ethernet B cooTBeTcTBMM € pekomeHgaumsamm |[EEE 802.3af
(POE) n IEEE 802.3at (PoE+). Tun pacnnHoBKM A.

KommyTtatopbl MES2408PL xapakTepu3yoTcs MeHbWMM BI0A4KEeTOM MOLLHOCTM, OTHOCUTE/IbHO ApY-
ruX.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHUrypaumm:
console (config) #

Tabnnua 133 — KomaHapl pexkmma rnobanbHon KoHPUrypaumm

3HayeHue/ 3HayeHue o
KomaHoa Aelicmeue
no ymoa4aHuro
set poe enable BKNOUMTL 31eKTponuMTaHmMe no anHuam Ethernet.
set poe disable BbIKNOUNTb 3neKTponuTaHune no anHuam Ethernet.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumm nHtepoeliica:

console (config-if) #

Tabnnua 134 —KomaHabl perkuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

power inline auto

PaspewunTb paboTy npoTtokona PoE-ycTpolcTB Ha MHTepdeiice n
BK/IOYAET NoAavy 3/1eKTPONUTaHUA Ha UHTepdelic.

power inline never /auto 3anpeTuTb paboTy NpoToKona obHapykeHnAa POE-ycTpoWcTB Ha
nHTepdeiice n OTKAOYAET NOAAYY SNEKTPONUTAHUA.
power inline priority { critical | 3apatb npuoputeT nHTepderica PoE npu ynpasneHum anektponu-
high | low } TaHuem.
- critical — ycTaHaBaMBaeT HauBbICWMIA NPUOPUTET SNEKTPONUTa-
Jlow HWA. IN1eKTpoNUTaHWe NOPTOB C TaKMM NpuoputTeTom byaeT npe-

KpalaTbCA B MOCNEAHION ouvepedb NpU neperpyske CUCTEMbI
PoE;

- high — ycTaHaBnMBaeT BbICOKMI MPUOPUTET 3N1EKTPONUTAHUS;

- low — ycTaHaBAMBaEeT HU3KUIN NPUOPUTET INEKTPONUTAHMUA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmeatt/ class

Bbl6paTb pexmnm orpaHMYeHUA MOLLHOCTHU.

- class — IMMUT MaKcMmanbHOM NoTpebigemoit MOLHOCTH onpe-
[AenaeTca KAaccom NoAKN0YaeMOoro YCTPOCTBa;

- user-definded — AMMUT makcmanbHoM NoTpebaaemolt MoLLHO-
CTW BbICTABNAETCA BPYYHYIO, € Wwarom 200 mBT.

Bbl6paTb peKMM Mo YMOAYaHUIO.

KomaHOowb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cnegyowmin Bua:

console#

Tabnuua 135 — KomaHapl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pPa3nTb COCTOSIHME INIEKTPONUTAHUA UHTEPPENCOB, NOAAEPKM-
BalOLWWMX NUTaHMe No AnMHuK PoE.

show power detail

0OT06pa3zunTb 061y MHGOPMaLMIO MO COCTOAHMIO POE 1 cocToAHUIO
MCTOYHMKa.

show power inline
consumption

OT06pa3MTb XapPaKTepPUCTUKnN n0Tpe6neHm| MOLWHOCTHN, TOKa U
HanpAaXxeHua.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro ypoBHA CO34aHHbIN AN aBTOMaTUYe-
CKOro obHapyKeHWs NOTepU 4BYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX IMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHZAHOW CTPOKM pexnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 136 — KomaHapl pexkmma KoHpurypaumnm nHtepoeliica Ethernet

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4YaHuro
ethernet-oam uni-directional BKNOYUTL AUArHOCTUKY COCTOAHUA ONTUYECKUWA IMHUNA.
detection
- -/BbIKOYEHO — —
no ethernet-oam uni- BbIKNHOUMTb ANATHOCTUKY COCTOSHUA ONTUYECKUWA IMHUIA.
directional detection
ethernet-oam uni-directional BKtOUNTL arpeccuBHbIv pexkmm, npu kotopom TLV oTnpasnsetca
detection aggressive B NtoOOM cnyyae, faxKe eciv OHa He bblna NnosyvyeHa oT yaaneH-
HOro yCTPOMCTBa.

no ethernet-oam uni- BbIKNIOUMTb arpeccuBHbIi pexunm, npu kotopom TLV oTnpasns-
directional detection -/BbIK/IIOYEHO eTcs B 1obom cnyyae, gaxe eciv oHa He bblaia nosyeHa oT yaa-
aggressive NIEHHOTO YCTPOWCTBA.
ethernet-oam uni-directional BbICcTaBUTL Talimep, No KOTopomy ByAeT MPoOUCXoauTb onpeaene-
detection discovery-time time HUE TEKYLLEro COCTOAHMUSA JIMHKA.
no ethernet-oam uni- time: (5..300)/5 YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.

directional detection
discovery-time

ethernet-oam uni-directional BbibpaTtb pexkmum paboTbl npoTokona UDLD.
detection action {errdisable | -errdisable — nepeaaya TpadurKa 6aoKMpyeTca Npu OTCYTCTBMM
log} / npvema BOAHOM M3 HanpaB/iieHW B KaHane;

- Og

-log — coobuwieHne 0 610KMPOBKE NOABNSETCA B XKypHane.

noethernet-oamuni-directional YCTaHOBUTb 3HAYEHME N0 YMOYaHMIO.
detection action

KomaHOwbI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxknme EXEC nmeeT cneayowmin Bua;

console>

Tabnunua 137 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmsue
no ymon4aHuro
show port ethernet-oam uni- OTo6pa3nTb COCTOAHME ONTUYECKOTO INHKA.
directional detection

4.20.4 [luaeHoCcMuKa onmu4yecKko20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN NO3BOJIAET OLUEHUTb TeKyuliee COCToAHMEe ONTUYeCKOro TpaHCuUBEpPa U
ONTUYECKOM IMHUM CBA3M.

BO3MOKEH aBTOMATUUYECKMI KOHTPO/b COCTOAHWUA JIMHWIA CBS3W. [ 3TOro  KommyTaTop
Nepuoanyeckn onpawmBaeT MapameTpbl ONTUYECKUX MHTepdencoB M CpPaBHMBAET MX C NOPOrOBbIMM
3HaYeHUAMM, 334aHHbIMWM MPOU3BOAUTENAMM TPAHCMBEPOB. MpKU BbiXoge NapameTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYET NpeaynpexaaloLlme U aBapuiiHble COobLLEHMS.

KomaHObl pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin BuAa;

console>
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Tabnnya 138 — KomaHabl AMAarHOCTUKM ONTUYECKOro TpaHcuBepa

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show fiber-ports OT06pasunTb pe3ynbTaTbl ANArTHOCTUKM ONTUHECKOTO TPaHCUBeEpPa.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabnnua 139 — MNapameTpbl ANArHOCTUKU ONTUUYECKOrO TPaHCUBEpPa

Mapamemp 3HaveHue
Temp Temnepatypa TpaHcMBepa.
Voltage Hanpsa>keHne nutaHmA TpaHcuBepa.
Current OTKNOHeHMe TOKa Ha nepegauve.
Output Power BbIxoZHasA MOLLHOCTb Ha nepegade (mBT).
Input Power BxoZHan MoLHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayYeHna pe3yNbTaToB ANArHOCTUKK:
— N/A - HepocTtynHo,

— N/S—He nogaepxusaercs.
4.21 dyHKuum obecneueHus 6esonacHoCcTH

4.21.1 ®dyHKyuu obecneyeHus 3auumesl NOPMoOE

C uenbio noBblweHMs 6e30MacHOCTM B KOMMYTaTOPE CYLLECTBYET BO3MOXHOCTb HACTPOUTL KaKOW-
Mbo nopT TaK, 4Tobbl AOCTYN K KOMMYTaTOpy 4Yepe3 3TOT MOPT MNPenocCTaBAA/CA TO/IbKO 33a4aHHbIM
ycTpoiicTBam. OyHKLMA 3aLWMTbl NOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecos, KOTOPbIM paspeLuaeTca
poctyn. MAC-agpeca moryT 6blTb HacTPOEHbI BPYYHYHO WAWM U3y4YeHbl KOMMyTaTopoM. lNocne m3yyeHus
HeobxoAMMbIX afpecoB NOPT cnegyeTr 3abnoKMpPOBaTb, 3alUMTMB €ro OT MOCTYMAEHWA MaKeToB C
HeunsyvyeHHbIMW MAC-agpecamun. Taknm ob6pasom, Koraa 3ab10KMPOBaAHHbIM NOPT NosyyaeT naket, u MAC-
aZpec UCTOYHUKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MeXaHU3M 3aLLLNUTbI, B 3aBUCUMOCTU OT
KOTOPOro MoryT 6bITb NPUHATLI Credylolmne Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NOCTynatwue Ha
3a610KMpPOBaHHbIM NOPT, NEPECHINAIOTCA, OTOPACIBAOTCA, MO0 XKe NOPT, NPUHABLLMIA NAKET, OTKAOYAETCA.
®yHKuMA BesonacHocTn Locked Port no3sonfeT COXpaHUTb CMMCOK u3ydeHHblx MAC-agpecos B daine
KOHOUIypaumm, TakMm 06pa3om, 3TOT CMMCOK MOXKHO BOCCTaHOBUTL NOC/E Nepesarpyskun ycTponcTsa.

/ CywiectByeT orpaHuyeHue Ha Konnyectso MAC-agpecos, KOTOpoe MOKeT U3y4nTb NOpT, UC-
NONb3YIOLWMIA GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnol nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdeiica Ethernet, nHtepdeliica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 140 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl nHtepdeiicos

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
switchport port-security ena- BkntounTb GyHKLMIO 3aWnTbI Ha MHTepdeiice. BaokmpyeT GyHK-
ble LMIO U3yYeHMA HOBbIX agpecoB ans uHtepdeiica. MakeTbl ¢ He-
-/BbIKNOYEHO n3yyeHHbIMU MAC-agpecamm UCTOYHMKA OTOpacbIBatOTCA.
no switchport port-security en- OTKNOUNTL GYHKLMIO 3aLWnTbI Ha MHTepdeiice.
able
switchport port-security mac- 3afaTb MaKcMManbHOE KOIMYECTBO afipecoB, KOTOPOe MOXeT
limit M3y4nTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
mac-limit
switchport port-security mode 3a4aTb peXMM orpaHmyeHus nsydyeHna MAC-agpecos gna HacTpa-
{max-addresses | lock | se- nBaemoro nHtepdelica.
cure-delete-on-reset | secure- - max-addresses — yanfeT Tekywue AUHAMMUYECKM WU3YYeHHble
permanent} ajpeca, cBA3aHHble ¢ MHTepdeincom. PaspeLueHo UlyyeHne mak-
CMMa/IbHOTO KOJIMYecTBa afipecoB Ha nopTy. [loBTOpHOe n3yyeHue
1 CTapeHune paspeLleHbl.
- lock — coxpaHseT B daiin Tekywme AMHaMUYECKU U3yYeHHble aj-
peca, cBazaHHble ¢ UHTepdelricom 1 3anpeLlaeT obyYyeHe HOBbIM
ajpecam U CTapeHue yxKe U3yYeHHbIX apecos.
- secure-delete-on-reset — yaansaer Tekylwme AMHAMUYECKU U3Y-
-/lock YeHHble agpeca, cBA3aHHble ¢ uHTepdelicom. PaspelieHo nsyye-
HWE MaKCMMasIbHOrO KOAMYEeCTBa afpecoB Ha nopTy. MosTopHoe
M3yyYeHune 1 cTapeHue 3anpeLyeHbl. Aapeca COXpaHATCa A0 nepe-
3arpysku.
- secure-permanent — yzganfet TekylimMe AUHAMUYECKU U3yYeH-
Hble agpeca, cBA3aHHble ¢ UHTepdelicom. PaspeleHo nsyyexHve
MaKCMMaNbHOrO KoAM4YecTBa afpecoB Ha nopTy. [oBTopHOe 13y-
YeHWe W cTapeHue 3anpelleHbl. ALpeca COXPaHAITCA Npu nepe-
3arpyske.
no switchport port-security YCTaHOBUTb 3HaYEHWE NO YMONYAHUIO.
mode
switchport port-security viola- 3a4aTb peXXMM pearmpoBaHua Npu HapyLweHnn 6e3onacHocTU.
tion [restrict | protect] -Restrict — B 4aHHOM pexunme nNpu HapyleHur 6e30nacHoOCTN oT-
npasnaetca SNMP-tpan Ha SYSLOG-cepsep.
-Protect — B faHHOM peXKMMme OMOBELLEHNA O HapyleHun bes-
-/protect onacHocTM HeT. Bkntoyaer nepexsat MAC-agpecoB, KoTopble
O0/IXKHbI 6bITb 0TOpOLWeHbI, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3absoKMpoBaHHble U OTOpPachbIBalOTCA B TeyeHuu
aging-time.
no switchport port-security vi- YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
olation
switchport port-security Co3pgatb ctatuyeckyto MAC-3anucb gaa nopra.
unicast mac_address vlan mac_address: [laHHaA KOMaHAa He oTobpaaeTca B KOHdUrypaLuu. MpocmoT-
vian_id (aa:aa:aa:aa:aa:aa); peTb cTaTuyeckylo MAC-3anucb MOMKHO Yepes KomaHgy show
vlan_id: (1..4094) mac-address-table static unicast.

4.21.2 Konmpone npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoit NpOTOKOA, MO3BOAAIOWMNI KAUEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotbl B cetn TCP/IP.

MpoTokon DHCP moeT Ncnonb30BaTbCA 310yMbILNEHHUKAaMM 15 COBEPLUEHMA aTaK HA YCTPOMCTBO,
KaK CO CTOPOHbl KaueHTa, 3acTaBnAaa DHCP-cepBep BbigaTb BCe AOCTYMHble agpeca, TaK U CO CTOPOHbI
cepBepa, NyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 0HecneyYnTb 3aLnTy
YCTPOWCTBA OT aTak C Mcnonb3oBaHWem npoTtokosa DHCP, ana yero npumeHsaeTca GyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.
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YcTpoicTBo cnocobHo oTcnexuBatb nosieneHne DHCP-cepsepoB B ceTu, paspewan ux
MCMNO/Ib30BaHWE TOJIbKO Ha «A0BEepPeHHbIX» MHTepdelicax, a TaKKe KOHTPO/IMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue CooTBETCTBUIA.

Onuusa 82 npotokosa DHCP (option 82) ncnonbsyetca ana Toro, 4tTobbl NponHbdopmuposaTse DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) un yepes Kakoi ero nopT 6611 Noy4YeH 3anpoc.
MpumeHaeTca gna yCTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, @ TaKXKe ANA 3aLUnTbI
OT aTak C wucnonb3oBaHMem npoTokosa DHCP. Onuumsa 82 npeactaBnfaetr coboit AOMNOSIHUTESIbHYIO
uHdopmauuio (Mma ycTpolictea, Homep noprta), AobaBaseMylo KOMMYTaTOpPOM, KOTOpbIA paboTaeT B
pexmume DHCP Relay areHTa, B Buae DHCP-3anpoca, NpuHATOro OT KAneHTa. Ha ocHoBaHWKM AaHHOW onuumu,
DHCP-cepBep Bbigenser IP-agpec (ananasoH IP-agpecoB) u apyrve napameTpbl MoOpTy KOmMmyTaTopa.
Monyuns Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT BbiaenseTt IP-agpec KAMEHTY, a TaKxKe
nepeaaer eMy Apyrue HeobxoanMble NapameTpbl.

Tabnunuya 141 — dopmart noseit onumm 82

Mone Mepedasaemasn uHghopmayus

Mma xocTa ycTpoiicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6aiT — HOMep NopTa, K KOTOPOMY MOAKIOYEHO YCTPOMCTBO, OTNpaBasaoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

Remote agent ID MAC-agpec ycTpouncTsa.

l | Ana KoppekTHoi paboTtbl ¢pyHKuunM DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl

N BONKHbI 6bITb NOAKAIOYEHbI K «A0BEpPEeHHbIM» MOpTam KommyTtatopa. [Ona aobasneHus
nopTa B CNUCOK «A0BEpPEHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepodeiica. Ana obecneyeHna 6esonacHocTn Bce
OCTa/ZIbHble NOPTbl KOMMYTATOpPa A0/KHbI 6bITb KHEA0BEePEeHHbIMUY.

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma riobanbHoM KoHbUrypauum:

console (confiqg) #

Tabnunua 142 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymoa4aHuio
ip {dhcp| dhcpv6} snooping PaspewnTb KOMMYTaTOPYy KOHTPOIMPOBaHWe NpoToKosia DHCP.
no ip {dhcp| dhcpv6} -/BbIKNtOYEHO 3anpeTnTb KOMMYTATOPY KOHTPOIMpPOBaHMe npoTokona DHCP.
snooping
ip {dhcp| dhcpv6} snooping Pa3pewnTb KOHTpoIMpoBaHue npoTtokona DHCP B npeaenax yKka-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbIKNIOYEHO | 3anpeTWTb KOHTPONMPOBaHMe NpoTokona DHCP B npegenax yka-
snooping vlan vian_id 3aHHoro VLAN.
ip dhcp snooping verify mac- BkntounTs BepuopmrKkaymio MAC-agpeca knmeHta u MAC-agpeca mc-
address TOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeA0BEepPeHHbIX» NopTax.
no ip dhcp snooping verify -/BKAKOYEHO Bbikntountb Bepudmkaumio MAC-agpeca kanenta 1 MAC-agpeca
mac-address WCTOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» Nop-
Tax.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKK perxkuma Privileged EXEC:

console#
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Tabnuua 143 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTobpasnTb cooTBeTcTBUA U3 dalina (6a3bl) KOHTPOA NPOTOKONA
DHCP.

show ip dhcp snooping global

OT06pa3unTb rnobanbHyto HacTpoky DHCP Snooping.

show {ip | ipv6} binding

MoKa3aTb Bce COOTBETCTBUA U3 paitna (6asbl) KOHTPOIA MPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding

OuncTUTb cooTBeTcTBUA U3 daina (6as3bl) KOHTPOASA NPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypauuu

uHmepaelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bug 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 144 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHtepdelicos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BKAOUYMTbL orpaHnyeHme Konnyectsa DHCP-kKaneHToB Ha nopry.

BbikntounTb orpaHnyeHme konnyectsa DHCP-knveHToB Ha
nopTy.

YcTaHOBNEeHHOe orpaHuMyeHne no Koaudectsy DHCP-kaneHTOB 6yaer pacnpocTpaHATbCA
TONbKO Ha HOBble 3anucu. PeKomeHayeTcA nepep, HaCTPOIKOA OrpaHUYEHUA OYUCTUTb
Tabaunuy Knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomoupto AaHHON (YHKUMM HACTPaMBaloTCA 3HAuYeHUA MAEHTUPUMKATOPOB WHTepdenca w
peTpaHcnaTopa npu KoHourypuposaHmm DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHtudukatop mHTepdelica, ¢ KoToporo npuwen 3anpoc, remote-id — naeHTMdPUKaTop
peTpaHCcAATOpa, C KOTOPOro NpuLien 3anpoc.

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoOM KOHGUrypaumm:

console (config) #

Tabnunua 145 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dcs information option [dhcp |
dhcpvé6 | pppoe ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIKNOYEHO

BkntounTb gobasneHue circuit id + remote id ana scex onumni (T.e.
dhcp | dhepv6 | pppoe-ia | dhcp-relay), nMbo 3a4aTb KOHKPETHBIM
NPOTOKON A/1A BCTaBKM remote-id u circuit-id.

BbIknounTb gobasneHne remote-id u circuit-id.

dcs agent-circuit-id user-
defined identifier

no dcs agent-circuit-id user-
defined

identifier (1..63)
cMmB010B/WwabIoH
%h%i%v

YcTaHOBUTD circuit-id B ¢opmaTe cBOBOAHOM CTPOKM onpeseneH-
HOW nosib3oBaTenem. Bo3mMoXHO Mcnoab3oBaHKe WwabioHoB.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.
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dcs agent-circuit-id format-
type [identifier-string]
identifier option format
[delimiter] delimiter

no dcs agent-circuit-id format-
type

identifier (1..48)
cumsonos/dopmar spv,
pasaenutens std,
identifier NULL

HacTpowuTs circuit-id cornacHo pekomeHgauusa TR-101.
NpeHTndukatop:

-identifier — nponssonbHasA cTpoka 6e3 wabaoHoB.
dopmar:

-pv — HOoMmep nopTa u VLAN;

-Sp — HOMep c/i0Ta U NopPTa;

-sv — Homep cnoTta u VLAN;

-Spv — Homep cnoTa, nopta n VLAN.

Pasgenutenu:

-comma-"“";

-dot - “.";

-hash - “#”;

-semi-colon - “;”;

-slash - “/”;

-space—“";

-std — “slot:port/vlan”.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

dcs agent-circuit-id suboption-
type {dhcpv4a | dhcpvé |
pppoe-ia | dhcpva-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé6 | pppoe-ia | dhcpva-
relay}

-/tr-101

YcTaHoBUTbL popmar circuit-id.

dopmartbl:

- tr-101 — pobasneHwue circuit-id B8 popmate cornacHo pekomeHTa-
umam TR-101

- user-defined — po6asneHue circuit-id B popmate cBobogHOM
CTPOKM C BO3MOXKHOCTbIO MCMO/1Ib30BaHMA LWABNOHOB.
JononHutenbHble NnapameTpbl:

- binary — gaHHbIY NapameTp yKasbIBaeT, YTO YNC/IOBbIE WABIOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapamMeTp yKasbiBaeT, YTO B UAEHTUDK-
KaTop byaeTt gobaBneH AONOAHUTENbHbIA NoaTun (2x 6aiToBbIN
ana DHCPv4 wn PPPoE u 4x 6aitosbii ana DHCPv6), B KoTopom
onpegnensetca popmart cTpoku (ASCII - 0x01, HEX-0x00) 1 annHHa
naeHtTnduKatopa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

identifer (1..63)
CUMBO10B/11a6I0H %M

YcTaHoBUTbL remote-id 8 dopmate cB0O60AHOM CTPOKU onpeaenén-
HOM nosb3oBaTenem. Bo3MOXHO MCno/ib3oBaHMe WabioHOB.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpva-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpva-
relay}

-/user-defined

YcTtaHoBuTb dopmaTt remote-id

dopmartbl:

- user-defined — nobasneHve remote-id B popmate cBoboaHOM
CTPOKM C BO3MOXKHOCTbIO MCMO/Ib30BaHMA LWABNOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbIN napameTp yKasbIBAET, YTO YNCNOBbIE LWABAOHDI
byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIVM NapamMeTp yKa3blBaeT, YTO B UAEHTUPU-
KaTop byaeT fnobasneH AONONAHUTENbHbIN NoaTUN (2X 6aNTOBLIN
ana DHCPv4 n PPPoE u 4x 6aitosbii ana DHCPv6), B KOTopom
onpepensetca popmat ctpoku (ASCII - 0x01, HEX-0x00) n ganHHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

Tabnunua 146 — LLlabnoHbl AOCTNHbIE AN HacTpolKku user-defined naeHtTudukatopos

LWa6noH OnucaHue
%a IP-agpec. JaHHbIV WabnoH MoKeT bbiTb NpeobpasosaH B popmat HEX. EcTb BO3MOKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep VLAN 2: %a2).
%h Mmsa ycTpoiicTsa.
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%p KopoTtkoe ums nopta, Hanpumep gil/0/1.

%P [nvHHoe umsa nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIi WwabaoH MoKeT 6biTb NpeobpasoBaH B popmat
HEX.

%u Homep toHuTa. JaHHbIM WwWabnoH MmoxKeT 6biTb NpeobpasosaH B dopmaT HEX.

%s Homep cnota. JaHHbI WwWabnoH moxeT 6bITb NpeobpazosaH B popmaTt HEX.

%i ifindex nopta. [laHHbIN WabaoH MoXeT bbiTb NpeobpasosaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTpolictea B dopmate H-H-H-H-H-H-H. JaHHbIi WwabnoH moxeT 6biTb Nnpeobpa-
30BaH B popmat HEX.

%V NaeHtndukatop VLAN. JaHHbIi wWabnoH moxKeT bbiTb NpeobpasoBaH B dopmat HEX.

KomaHObI pexcuma KoHguypayuu uHmepageltica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPUrypaumnm nntepoelrica Ethernet:

console (config-if) #

Tabnnua 147 — KomaHgbl pexuma KoHdurypaumm nutepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CUMBO10B/1La6IOH
%h%i%v

YcTaHOBUTD circuit-id B dopmaTe cBOOOAHOW CTPOKM onpenenén-
HOM nosib3oBaTesieM. BO3MOXKHO UCNO/Ib30BaHMe WaboHOoB.

YCTaHOBUTb 3HAYEHUA MO YMONYAHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
c1MMBO/10B/1WabNoH %m

YcTaHoBUTL remote-id B popmaTe cBOHOAHONM CTPOKM Oonpesenén-
HOl nonb3oBaTtenem. Bo3moXHO McNoAb3oBaHWe WabAoHOB.

YCTaHOBUTb 3HAYEHUE MO YMOSYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 148 — KomaHgbl pexuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

OT06pasmTb Tekylyto KoHOUrypauuto naeHTudukatopos Remote
ID m Circuit ID ans uHTepoelicos.

show dcs-global-config

OT06pasunTb rnobanbHyto KoHdUrypaumio naeHTuounkaTopa Circuit
ID.

Mpumep Hactpolikm DHCP Snooping Bo VLAN10 c HacTpoikon DCS-onumit Ha WHTepdeice

Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) #
console (config-if) #
console (config-if) #

console (config) # ip

port-security-state trusted
set port-role uplink
switchport mode trunk

exit

dhcp snooping

console (config) # vlan 10
console (config-vlan)# ip dhcp snooping
console (config) # interface gigabitethernet 0/13

(
(
(
(
console (config-if) #
(
(
(
(
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console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable

console (config-if) # des agent-circuit-identifier "8v $p 2‘h"

( ) #

console (config-if dcs remote-agent-identifier "2ZM"

Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTponkoi DCS-onumit ana Bcex nHTepdelicos B
¢dopmate HEX.

console (config)# !

console (config) # interface gigabitethernet 0/10

console (config-if)# port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# decs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "$%is%v"

console (config)# dcs remote-agent-id user-defined "3M"

console (config) # !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca kKnueHuma (IP Source Guard)

dyHKumMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHaveHa ans dunbTpaumm Tpaduka, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHMWM Tabanubl cooteeTcTBM DHCP snooping un ctatuyeckux cooTseTcTBuid IP
Source Guard. Takum o6pasom, IP Source Guard nossonseT 60poTbCsA ¢ NogMeHoM IP-afpecoB B NaKeTax.

V' MockonbKy pyHKLUA KOHTPONA 3awwmTbl IP-agpeca ucnonbsyeT TabauLbl COOTBETCTBUN
DHCP snooping, umeert cMbIC/1 UICNONb30BaThb AAaHHYIO PYHKLMIO, NpeaBapUTE/IbHO
HacTpous 1 skaouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnunua 149 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3Ha4yeHue/3HayeHue no ”
KomaHda / Aeilicmeue
YyMOAYaHUIO
{ip | ipv6} verify source port- BkAtounTb  PyHKUMIO 3awwmTbl  IP-uHTepdeica ans
security nopta. Mocne BKAOYEHUA Ha MHTepdece Bce 3anucu B
Tabauue IP Binding yctaHaBnmBatotca 8 TCAM B Kaue-
-/BblIKNtO4eHO
CTBE pa3speLualoLLero npasuia.
no {ip | ipv6} verify source KomaHga yganaet 3anucu us TCAM 1 oTKAtOYaeT OT-
port-security 6pacbiBaHue IP-nakeToB Ha nopTy.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica L2Vian

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnuua 150 — KomaHabl pexmma KoHpurypaummn nHtepodeiica L2Vian

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BblIKNtOYEHO

BKAOUNTb  PyHKUMIO 3awmThl  IP/IPV6-nHTEpdeiica ana
VLAN. Mocne BKAtoYEHUA Ha MHTepdece BCe 3anucu B Tab-
nuue IP Binding yctaHaBauBatotcs B TCAM B KayecTBe pas-
peluatollero npasuna.

KomaHga yaanset 3anmcu u3 TCAM un oTKANtoYaeT oTbpachl-
BaHwue IP/IPv6-naketos Bo VLAN.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnuua 151 — KomaHapl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OTo6pa3nTb HacTpoikn IP/IPv6 source Guard Ha uHTepdeicax.

Show running-config
ipsourceguard

0OT06pa3nTb KOHPUrypaumo moaynsa IP source Guard.

4.21.5 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npoTokona ARP (ARP Inspection) npegHasHayeHa Ans 3alumMTbl OT aTaKk C
ncnosnb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKona ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKnx cooTsetcTeuit IP- u MAC-agpecoB, 3aaaHHbIX Ans

rpynnol VLAN.

’ ’ MNopT, ckoHpUrypupoBaHHbIN «HegoBepeHHbIM» ansa ¢yHKuMm ARP Inspection, gonxkeH
PadRl TaK}Ke 6bITb «Hego0BepeHHbIM» anA ¢yHKunn DHCP snooping nnm coorserctene MAC-agpeca
u IP-agpeca anA 3TOro NOpTa A0MKHO 6bITb CKOHGUIYPUPOBAHO CTaTUUECKU. UHaue faHHbINA
nopTt He 6yaer oTBevaTb Ha 3anpocbl ARP.

Y

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

[Ona HeHageXKHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 152 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BKNtOUNTbL KOHTPOAb NpoToKona ARP (pyHKumio ARP Inspection).

BbIKNOUYMTb KOHTPOAL NpoToKkona ARP (dpyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/

PaspewnTtb NnpoBepKy npoTokona ARP, ocHOBaHHylo Ha 6ase cooT-
BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

BbIKN1KOYEHO

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6a3e cooTBeT-
cteuii DHCP snooping, B BbibpaHHo rpynne VLAN.
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ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneumoduyHbie NPOBEPKU ANA KOHTPOAA NMPOTOKO/A
ARP.

-srcmac: Jaa ARP-3anpocos 1 OTBETOB NpoBepAeTCA COOTBETCTBUE
MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
Aeprumom npotokona ARP.

-dstmac: [1na ARP-oTBeTOB nposepseTca cooTseTcTBMe MAC-aapeca
B 3aronoske Ethernet MAC-agpecy HasHauyeHWA B COAEPHKMMOM
npoTtokona ARP.

-ipaddr: NMpoBepsietca cogepxknumoe ARP-nakeTa Ha HaMune HEKOp-
peKTHbIX IP-agpecos.

3anpetutb cneunduyHbie NPOBEPKM AN KOHTPOAA NpoTokona ARP.

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunuya 153 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOAYAHUIO

Aeiicmeue

show ip arp inspection globals

OT06pasnTb CUCTEMHYIO KOHUrypauuto GyHKUMKM KoHTponsa ARP
npoToKona.

show ip arp inspection vlan
[vlan_id]

vlan_id: (1..4094)

OT06pa3unTb cnucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANS CNeAyloWMX TUMMOB NaKeToB, KOTopble
6b11M 06paboTaHbl NpKU nomoLm GpyHKLMM ARP:

- nepefaHHble naketsbl (forwarded);

- noTepsAHHbIe nakeTbl (dropped);

- own6bkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

OumnCTUTb CTaTUCTUKY KOHTPONA npoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKumMa MAC Address Notification no3sonfeT otcnexkunBaTb NoABAEHNE U UCHE3HOBEHME AaKTUBHOIO
obopynoBaHMA Ha CeTM NyTeM CoxpaHeHua uctopum wmsydeHua MAC-agpecos. Mpu obHapyKeHUu
U3MeHEeHWN B cocTaBe M3ydeHHbIx MAC-afpecoB KOMMYTATOp COXpaHsaeT uHpopmauuto B Tabauue wm
n3Bewaer o6 3ToM C MOMOLbI coobuweHnn npoTokona SNMP. OyHKUMA MMeeT HacTpavBaemble
napametpbl — rybUHa UCTOPUM O COOLITUAX U MUHUMA/BbHBIA MHTEPBAN OTNPaBKKU coobueHuit. CepsBuc
MAC Address Notification oTKAO4YEH NO YMOAYAHUIO U MOXKET ObITb HACTPOEH BbIBOPOYHO A/1A OTAENbHbIX

NopTOB KOMMYTATOpA.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 154 — KomaHabl pexkmma rnobanbHoli KoHdurypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymoan4aHuro

Aelicmeue

mac-address-table notification
change

-/BbIKNOYEHO

KomaHpa npegHasHavyeHa ana rnobanbHOro ynpasneHna GyHK-
umeit MAC notification. KomaHza paspeluaeT perncrpaumio co-
6bITUI gobasneHuns n yganeHna MAC-aapecos u3 Tabaunu, Kom-
MyTaTopa 1 OTNPaBKY YBEAOMIEHUA O COBLITUAX.

Ona paboTbl PpyHKUMM HEOBXOAMMO AOMNONHUTE/IHO paspe-
LWATb reHepaunio yBegoMaeHNIM Ha UHTepdercax (Cm. HUXKe).
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no mac-address-table
notification change

Bbikntountb dpyHKuMo MAC notification rno6anbHo M 0OTMEHUTb
COOTBETCTBYIOLLME HACTPOWKM Ha BCeX MHTepdelicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcuManbHbIi NPOMENKYTOK BPEMEHU MeEXIy OTnpaBKamu
SNMP-yBegomneHuit. Ecnn 3HauyeHWe WHTepBasia BpPEeMEHMU
paBHo 0, TO reHepauna yBefoMIEHUI U coXpaHeHne cobbITuit
B MCTOPUIO ByAeT OCyLWecTBAATLCA HEMeA/IeHHO NO Mepe BO3-
HUKHOBEHMA COBbLITUIA 06 M3MEHEeHUM COoCTosHMA Tabauubl
MAC-agpecos. Eciv 3HayeHne nHTepsana Bpemenmn 6onblue 0,
TO YCTPOKCTBO ByAeT HaKanIMBaTb CObbITUA 06 U3MEHEHUMN CO-
cToAHMA Tabanupl MAC-agpecos B TeyeHMe 3TOro BpemMeHH, a
3aTem OTnpaBAATb yBegomaeHusa npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHza 3aaeT MakcMManbHOe KOIMYecTBO cobbITUl 06 13-
MEHEHUU COCTOAHUA Tabanubl MAC-agpecoB, KOTOpoe Coxpa-
HAeTCA B UCTOpUU. ECiM ycTaHOBNEH pasmep UCTOPUM PABHbIN
0, To cobbITMA He coxpaHatoTca. Mpu nepenonHeHnn bydepa
MCTOPUM HOBOE CObObITUE MOMELLLAeTCA Ha MeCcTO CaMoro CTa-
poro.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

logging events mac-address-
table change

-/BbIK/OYEHO

BKNOUMTL OTNpaBKy Tpanos B syslog 0 cobbITUAX U3yUYeHUs uam
yoanennsa MAC-agpecos.

mac-address-table notification
flapping

BKAtounTb oTcnexusaHne MAC Flapping.

-/BKIOYEHO -
no mac-address-table BbIkntounTb oTcnexkmsaHme MAC Flapping.
notification flapping
logging events mac-address- BkntounTb noruposaHme MAC Flapping.
table flapping

-/BKAtOYEHO

no logging events mac-
address-table flapping

BbikntounTb normposarmne MAC Flapping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 155 — KomaHabl pexkuma KoHdpurypaumm nHtepdeliica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
snmp-server enable traps BKAIOUMTL TeHepauuio yBegoMAeHMI Mnpu 6710KMpOBKe
errdisable { storm- nopTta no cobbiTnam:
control|loopback-detection| - loopback-detection — 06HapyKeHue netenb;
udid} - udld — akTMBauus 3awmTtbl UDLD;
- storm-control — WwW1poKoBeLwaTenbHbIN LWUTOPM.
-/BKNIOYEHO

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

OTKNIOYMTD reHepaumio yBeLO0MIEHUM Ha HTepdelice.

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIK/IIOYEHO

BKAOUNTb FreHepaLuio YBEAOMIEHUA Ha KaKAoOM WHTep-
deiice 0 cobbITUAX 3MEHEHMA cocTossHMA MAC-aapecos.

- learnt — yBegomneHua 06 nsyuyenmn MAC-agpecos;

- removed — yBegomneHuns 06 yaaneHnn MAC-appecos.

OTKNIOYMTb reHepaLuio yBegOMIEHUI Ha UHTepdelice.
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KomaHObI pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabanua 156 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show mac-address-table
notification change history

OTobpaxkeHue BCcex yBeaoMneHui 06 U3MeHeHUn CocTos-
H1A MAC-agpecoB, COXpaHEHHbIX B UICTOPUN.

show snmp-server traps

MpocmoTp cobbITUIA, NPU KOTOPbIX FeHepUpPYTCA Tpanbl.

4.22 ®yHKuum DHCP Relay nocpegHuka

KommyTtatopbl nogaeprkmeatot dyHKumMn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa asnsaetca
nepegavya DHCP-nakeToB OT KAMeHTa K cepBepy U obpaTtHo B cyyae, ecam DHCP-cepBep HaxoaMTcsA B 04HOM
CeTW, a KANeHT B apyroi. Apyron ¢yHKUMEN sBaseTcs AobasneHue A0NOJIHUTENbHbIX onunit B DHCP-
3anpocbl KAneHTa (Hanpumep, onumn 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTOpe: KOMMYTaTOpP NPUHMMAET OT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3anNpochkl CEpBeEPY OT UMEHU KMeHTa (0CTaBAAs B 3anpoce onuun ¢ Tpebyembimu
KNMEHTOM MapamMeTpamMum U, B 3aBUCMMOCTM OT KOHoUrypaumm, aobasnss ceon onuun). Monyyms oTBeT oT
cepBepa, KOMMyTaTop nepenaet ero KaneHTty. CoBmecTHas pabota dhcp relay n dhcp snooping B TekyLuen

BEPCUN HEBO3MOXKHaA.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoHGUrypaumu:

console (config) #

Tabnunua 157 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
0 yMOon4YaHuo

Aelicmeue

service dhcp-relay

no service dhcp-relay

-/BbIKNIOYEHO

Bkntountb pyHKumio DHCP Relay areHTa Ha KommyTaTope.

Bbikntountb pyHKuMio DHCP Relay areHTa Ha KommyTaTope.

ip dhcp server ip_add

no ip dhcp server ip_add

MosKeT 6bITb 334aHO
00 NATU cepBepoB

3apaTb IP-agpec goctynHoro DHCP-cepsepa ans DHCP Relay
areHTa.

Yaanuts IP-agpec us cnmucka DHCP-cepsepoBs gna DHCP Relay
areHTa.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnunuya 158 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port | vlan |
vlan}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
vlan: (1..4094)

OT06pasnTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
areHTa ANAa KOMMyTaTopa M OTAENbHO ANA MHTePdeincoB, a TakkKe
CMWUCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OTO6pPasnTb CNUCOK AOCTYMHbIX CEPBEPOB.

126

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




D ELTEX

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

4.23 KoHdurypauusa PPPoE Intermediate Agent

®yHKumnA PPPOE IA peann3oBaHa B COOTBETCTBMMU C TpeboBaHMAMK foKymeHTa DSL Forum TR-101 m
npegHasHavyeHa 41a UCNOIb30BAHUA HA KOMMyTaTopax, paboTatowmx Ha ypoBHe A0CTyna.

®PyHKUMA NO3BOAIAET AONONHATL NakeTbl PPPOE Discovery nHpopmaumein, xapaktepusytowen nHtep-
deinc poctyna. 3to HeobxoaMmo aAna uaeHTUGMKaUMM Nonb30BaTeIbCKOro MHTepdelica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n obpabotkoi naketos PPPoE
Active Discovery ocylecTtsaserca rnobanbHO AnA BCEro yCTPOMCTBA M BbIBOPOYHO A8 KaxKAOro UHTep-
deica.

Peanusaums ¢pyHKunm PPPOE IA npegocTaBnseT 4ONOAHUTENbHbIE BO3MOMKHOCTU KOHTPOA coobLue-
HMW NPOTOKONA NYyTEM Ha3HauYeHUA AOBEPEHHbIX MHTepdencos.

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 159 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKNIOYEHO

OTKAtouUTL paboTy moayna pppoe intermediate-agent Ha
ycTpoWncTae.
[aHHasa KomaHAa oTKAtoYaeT paboTy moayna pppoe
.’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yAaneHnem Bcex
HacTpoek 6a0ka PPPoE IA.

Bk/tounTtb paboTy mogyns pppoe intermediate-agent Ha
yCTpoWcTae.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/OYEHO

[no6anbHO BKNIOUMTb KOHTPONb PyHKLMKM PPPOE IA.

BbIKNHOUMTb KOHTPONb GyHKLMK PPPOE IA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apaTtb TamayT ana paboTtbl GyHKumMM PPPOE IA.

OTKNOYUTL TamayT ana paboTol pyHKLMM PPPOE IA.

pppoe passthrough

no pppoe passthrough

-/BbIK/OYEHO

BkatoueHne komaHAbl 3actaBnaeT PPPOE-nakeTbl NpoxoanTb Yepes
KOMMYTATOp KaK Heu3BecCTHbIM L2-Tpaduk, n aenaet mux "HeBnam-
mbimn" ana IP ACL.

BKAOUMTL NAPCUHT MHKANCYAMPOBaHHbIX B PPPoE-nakeTtax L3-3aro-
NnoBKoB, npasuna IP ACL HaunHatoT paboTaTb AN MHKANCYAMPOBAH-
HbIX MaKeTOB.

.‘

Ona KoppeKkTHoi pabotbl dyHKuMK PPPOE Intermediate Agent Bce ucnonboayemoie PPPoE-cep-
Bepa A0/KHbI ObITb NOAKNOUYEHDbI K « AO0BEPEHHbIM» NOPTamM KOMMyTaTopa. Aiaa aobaBneHus

nopTa B CMUCOK «4,0BEPEHHbIX» UCMONb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexXume KoHourypauum uHtepdeiica. OAna obecneueHna 6e3onacHOCTU Bce
OCTasibHble NOPTbl KOMMYTATOPa A,0/KHbI 6bITb «He40BEPEHHbIMMUY.

KomaHab! pexxnma KoHpurypaumm VLAN (amanason VLAN’oB)

console# configure terminal
console (config)# vlanl, 3,7
console (config-vlan-range) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

127




HELTEX

Tabnnua 160 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm

3HayeHue/3Ha4yeHue
o yMmon4YaHuo

KomaHoa Aelicmeue

BKAOUMTbL KOHTpONb PpyHKUMM PPPOE |A B npeaenax yKasaHHoM
VLAN.

Pppoe-ia snooping -/BbIKAOYEHO

Mpumep HacTpoiikn PPPOE IA B VLAN1O c HacTpomkoit DCS-onumii Ha nHTepdeice
Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #decs information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "3%v $%p ‘h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) #fexit

4.24 KoHdurypauma ACL (cnucku KoHTpona pgocrtyna)

ACL (Access Control List — cnucoKk KoHTpons goctyna) — Tabauua, Kotopaa onpeaenser npasuaa
bdunbTpauum BxoaAWEro U ucxoaallero Tpadmka Ha OCHOBaHMM NepefaBaemMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

Ha gaHHbIn momeHT peannsauma ACL TakoBa: Kaxabiii ACL cogepuT TonbKo 1 npasuao. HeckonbKo
ACL MOKHO npuBA3aTb K ogHOMy MHTepdelicy. MopagoK oTpaboTkM NpaBua onpeaenaeTca no NnpuopuTeTy
npasuaa, ykasaHHomy B ACL, npu paBeHcTBe npnoputetoB — no Homepy ACL.

ACL aBTOMaTMYECKM CHMUMAETCA C MHTepdelica Npu U3SMEHEHMM B HEM MPABUAA.

KomaHgbl Ans co3gaHusa U penaktuposBaHua cnuckoB ACL pgoctynHbl B pexkmme rnobanbHoi
KOHUrypauum.

KomaHObI pexcuma 2106anabHol KoHpu2ypayuu

KomaHaHasA cTpoka B pexkume rnobanbHoli KoHOUIrypauumn nmeet Bua;

console (config)#

Tabnunua 161 — KomaHabl Ans co3gaHuns n KoHourypaumm cnmuckos ACL

KomaHda 3HayeHue/3HayeHue Aeiicmeue
no ymoa4aHuro
ip access-list standart Co3gaTb CTaHAapTHbIN cnvcok ACL.
access_list_num access_list_num:
no ip access-list standart (1..1000) YaanuTb cTaHaapTHbIN cnncok ACL.
access_list_num
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ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipvé6 access-list extended
access_list

access_list_num:
(1001..65535)

Co3paTb HOBbIM pacwmMpeHHbIn cnncok ACL ans agpecaunu IPv4 n
BOMTU B peXUM ero KoHdurypauum (ecnm cnncok ¢ AaHHbIM nme-
HEM elle He co34aH), 1Mbo BONTU B PEXMM KOHOUIypaunm paHee
CO34aHHOro CnuckKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4,

Co34aTb HOBbIM pacwmMpeHHbIn cnncok ACL ana agpecauum IPv6 u
BOMTU B peXUM ero KoHdurypauum (ecnm cnncok ¢ AaHHbIM nme-
HEM elle He co34aH), 1Mbo BOUTU B PEXMM KOHOUIypaunm paHee
CO34aHHOro CnuckKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3aaTtb HOBbIN cnncok ACL Ha 6a3e MAC-aapecaunn u BOMTU B pe-
UM ero KoHoUrypauum (ecam cnncok ¢ JaHHbIM UMEHeM elle He
€034aH), "Mb0 BOWTU B PEXMM KOHPUTypaLMu paHee CO34aHHOro
CnuCKa.

Yaanutb cnucok ACL Ha 6a3ze MAC-aapecauum.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6ailiTax OTHOCUTENBHO BbIOPaHHOM CTapTo-
BOM NO3MUMK. 3HAYEHME U MacKa, ncnosibdyemble Ana GUNbTPaLmm,
3a4atoTca yepes napametpbl ACL-npasuin.

- 12 — Havano nakerta (Destination MAC address);

- ethtype — Ethertype (cambliii BHyTpeHHWUI, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBoK.

Y4anutb cmelleHme OTHOCUMTENbHO BblBpPaHHOW CTapTOBOW MO3M-
umn.

Ona Toro u4tobbl aKkTMBM3MpOBaATb cnmucok ACL, HeobxoguMmo cBA3aTb ero c MHTepdeincom.
NHTepdeicom, MCNONb3YIOWMM CNIUCOK, MOXKET BbiTb 60 nHTepdelic Ethernet, anbo rpynna nopTos. Ha
[AaHHbI MOMEHT NOAAEPKMBAETCA TO/IbKO BXOAALLEE HanpaB/ieHWe Ha nHTepdeiicax (in).

KomaHObI pexcuma KoHgu2ypayuu uHmepgpelica Ethernet, VLAN

KomaHgHasa cTpoKa B pexxmme KoHburypaumm nHtepdeica Ethernet umeer sua:

console (config-if) #

KomaHaHan cTpoka B pernme KoHourypaumm nnutepdeica VLAN nmeet sua;:

console (config-vlan) #

Tabnnua 162 — KomaHga HasHadeHus cnncka ACL-uHTepdeiicy.

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpegenéHHoro ¢pusmyeckoro nHTepdpeinca KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMUCOK K JaHHOMY UHTepdelicy.

YaanuTb CNUCOK ¢ UHTepdelica.

mac access-group
access_list_num in

Nno mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpeaenéHHoro dbusmyeckoro uHTepdeiica KomaHaa
NpPUBA3bIBAET YKa3aHHbI MAc-CNUCOK K AaHHOMY UHTepbeicy.

YaanuTb CNUCOK C UHTepdelica.
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KomaHObi pexcuma Privileged EXEC

KomaHaHana cTpoka B pexume Privileged EXEC nmeeTt Bua;

console#

Tabnnua 163 — KomaHapl ans npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

Mokasatb cnuckn ACL, co3gaHHble Ha KoMmMyTaTope.

show running-config acl

MokasaTtb 610K KomaHa ACL B KOHOUTYpaLMK YCTPOIACTBA.

4.24.1 KoHepueypayusa ACL Ha 6a3ze IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMeTPOoB, UCMOJIb3yEMbIX B
COCTaBe KOMAHZA, HacTpolikm cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHune 1 BXOL B PEXUM
penaktMpoBaHua cnunckos ACL, ocHoBaHHbIX Ha agpecaumun IPv4, ocywectsBnnserca NO KomaHze: ip
access-list {extended | standart} access-list num.

Tabnunua 164 — KomaHabl, ucnosb3yemble ana Hactpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHda

Aelicmeue

[parametr]

permit protocol {any | source host } {any | destination }

[o6aBuTb paspelsatowyto 3anucb GUAbTPaLMKU 418 NPOTOKONA.
MakeTbl, OTBEYatOLMeE YCAOBUAM 3anucu, byayT obpabaTbiBaTbcs
KOMMYTaTOpPOM.

permit ip {any | source
[parametr]

host } {any | destination }

[06aBuUTb paspeLlatoLLyto 3anmMcb GuabTpauumn ana npotokona IP.
MakeTbl, OTBEYatOLMeE YCAOBUAM 3anucu, byayT obpabaTbiBaTbcs
KOMMYTaTOpPOM.

[parametr]

permit icmp {any | source host } {any | destination }

[obasnTb paspeluatollyto 3anucb GUAbTPaLUU ANA NPOTOKOAA
ICMP. NaKeTbl, oTBEYalOWMeE YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

permit tcp {any | sourc
[parametr]

e host } {any | destination }

[obasnTb paspeluatollyto 3anucb GUAbTPaLUKU ANA NPOTOKOAA
TCP. NaKeTbl, OTBeYatoLMe YyCNOBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

[parametr]

permit udp {any | source host } {any | destination }

[obasnTb paspeluatollyto 3anucb GUAbTPaLUKU ANA NPOTOKOAA
UDP. MakeTbl, oTBEYatoLLmMe yCA0BMAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTAaTOPOM.

[parametr]

deny protocol {any | source host } {any | destination }

[o6aBuTb 3anpeLyaroLlyto 3anuce GuUAbLTPaLMM AAs NPOTOKOAA.
MakeTbl, OTBeYaloLWMe ycnoBUAM 3anucu, byayT 610KMpoBaTLCA
KOMMYTaTOpPOM.

[parametr]

deny ip {any | source host } {any | destination }

[o6aBuTb 3anpeLyatoLLyto 3anncb GUAbTPaL MM ana npoTokona IP.
MakeTbl, OTBeYaloWmMe ycnosmuam 3anucu, byayt 610KMpoBaTbCA
KOMMYTaTOpPOM.

[parametr]

deny icmp {any | source host } {any | destination }

[ob6aBnTb 3anpeluatoLlyto 3anucb GUAbTPALMM ANA NPOTOKOANA
ICMP. MNaKeTbl, OTBEYalOWME YCNAOBMAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYTAaTOPOM.

[parametr]

deny tcp {any | source host } {any | destination }

[ob6aBuTb 3anpeluatoLlyto 3anucb GUAbTPALMM ANA NPOTOKOANA
TCP. MakeTbl, oTBevalowWme ycnosuam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

[parametr]

deny udp {any | source host } {any | destination }

[ob6aBnTb 3anpeLuatoLlyto 3anucb GUAbTPALMM ANA NPOTOKOANA
UDP. MakeTbl, oTBeYatlowWwme ycnosmsam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

Tabnnuya 165 — OcHOBHbIE NapameTpbl, UCMOb3YEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue
permit [JeincTeure ‘paspewnts’ Cosgatb paspeluatoliee npasmno euabtpaumm B cnmcke ACL.
deny [OelictBue ‘3anpetutb’ Co3pgaTb 3anpewatouee npasuno ¢unbtpaumm B cnncke ACL.
130 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

protocol

MpoTokon

Mone npegHasHauYeHo AR YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOPOro byaeT ocyliecTeaseTcs puabTpaums.
Mpw BbIBOpe NPOTOKOa BO3MOXKHbI CieaytoLme BapmaHTbl: icmp,
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe 3HayeHne
npoTokona, B gnanasoHe (0 — 255).

[na cooTBeTCTBMA N1T060MY NPOTOKONY UCMNOIb3YyeTcA 3HaYeHue |P.

source

AJpec UCTOYHMKA

Onpegenset IP-agpec UCTOYHMKA NakKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy WCTOYHMKA naketa. Macka
onpepenset butbl IP-agpeca, KOTopble HEOHBXOAMMO MIHOPUPO-
BaTb. B 3HaueHuna urHopupyembix 6UTOB A0/KHbI BbITb 3aNMUcaHbI
eguHuubl. Hanpumep, Mcnoib3ya MacKy, MOXKHO onpeaenvTb gna
npasuaa uabtpaumm IP-ceTb. YTo6bI A06aBUTL B NPaBua0 GUb-
Tpauum IP-ceTb 195.165.0.0, He06X0AMMO 334aTb 3HAYEHNE MACKK
/16, To ecTb cornacHo AaHHOW macke nociegHue 16 6ut IP-agpeca
6yAyT UrHOPMPOBaTbLCA.

destination

Appec HasHayeHuA

Onpepensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca HazHayeHuA

ButoBaa macka, npumeHsemas K IP-agpecy HasHauYeHWA nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOKHbI ObITb 3anK-
CaHbl eAuHMUbl. Macka MWCNonb3yeTca aHaJorMYyHO  Macke
source_mask.

vlan NaeHTndumkaTop Vlan Onpeaenset Vlan, gnsa KoToporo 6yaet NpMMeHATbLCA NpPaBuo.
DSCP- iff .B -
dscp Mone DSCP & saronoske L3 Onpep,e;lﬂer 3HayeHue DSCP-nons diffserv. BoamoxHble Kogbl co
06uweHunit nona dscp: (0 —63).
Mpuoputert IP Onpegenset npuoputeT IP-Tpaduka: (0-7).
icmp_type Tun coobuweHunit npotokona ICMP, ncnonb3yemslii gns puabTpa-
- umm ICMP-nakeToB. YMcnoBoe 3HaYeHMe TMNa coobLLeHUs, B Ana-
nasoHe (0 — 255).
icmp_code Kog coobueHunii npotokona ICMP, ncnonobsyembln ana punbtpa-

Koga coobuieHna npoTokona
ICMP

umMm  ICMP-naketoB. Bo3moskHble Kogbl coO0bLlEeHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3mosKHble 3HaueHna nonsa TCP/UDP-noprTa: eq, gt, host, It,range.

priority MHAEeKC 3a4aeT NOJI0XKEeHNEe NpaBuIa B CIUCKE U ero NpuopuTerT.
MpuopuTeT 3anucu Yem MeHblue MHAEKC — TeM npuopuTeTHee npasuno. [AnanasoH

[ONYyCTUMBbIX 3Ha4YeHni (1..255).
optional parametr OnuMoHanbHble NapameTpbl NPU KOHPUIYPUPOBAHUU CNUCKA [0-

OnuuoHanbHbIM NapameTp

cTyna:

- tos — dunbTpayma no banty ToS;

- user-defined — ¢dunbTpayma no User-defined bytes;

- sub-action — gononHuUTENbHOE AeicTBME Hag TPadUKoM.
[ocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN) u nested-vlan (anobasneHve AonNOAHUTENbHOrO Tera
VLAN).

K &

B ctaHgapTHbIX ip ACL BO3MOXKHa PpuabTpaumusa ToabKo No npeduKkcam, B pacumpeHHbix ACL
— M0 AONO/IHUTENIbHbIM NapameTpam.

Nocne Toro, Kak nob6oii ACL 6yaeT npusasaH K uHTepdeiicy, ana storo uHtepdeiica npume-
HUTCA npasuno implicit deny any any.
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4.24.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
coCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

CosgaHue M BXO4 B pexum pefaktnpoBaHma cnmckoB ACL, OCHOBaHHbIX Ha aapecaumn [Pv6,
OCYLLECTB/IAETCA NO KOMaHAe: ipvé access-list extended apvé access-list.

Tabnunuya 166 — KomaHabl, ucnosb3yemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecaunm

KomaHoa Aelicmeue

permit protocol {any|source host} {any| destination} [Oo6aBuTb paspeluatollyto 3anmcb GUAbTPaLMM A4 NPOTOKONA.

[parametr] MakeTbl, OTBEYalOLWME yCA0BUAM 3anucK, byayT obpabaTbiBaTbCs
KOMMYTaTOpPOM.

permit ipv6 {any|source host} {any|destination} [Oo6aBuTb paspewarowyto 3anucb GUAbTPALUKM Aaa NPOTOKOAa

[parametr] IPv6. MaKeTbl, oTBEYalOWME YCAOBMAM 3anucu, byayt obpabaTtbl-
BaTbCAA KOMMYTaTOPOM.

permit icmp {any|source host} {any| destination} [Oo6aBuTb paspewatowyto 3anucb GUAbTPALUK AaA NPOTOKOAA

[parametr] ICMP. NaKeTbl, oTBEYalOWME YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCAA KOMMYTaTOPOM.

permit tcp {any|source host} {any|destination} [Oo6aBuTb paspewatowyto 3anucb GUAbTPALUK AaA NPOTOKOAA

[parametr] TCP. MNakeTbl, oTBEYatoLWMe ycAOBUAM 3anucu, byayt obpabatbl-
BaTbCAA KOMMYTaTOPOM.

permit udp {any|source host} {any| destination} [Oo6aBuTb paspewatowyto 3anucb ¢GUAbTPALUK AaA NPOTOKOAA

[parametr] UDP. MakeTbl, OTBEYatOLWME YCNOBMAM 3anucK, byayt obpabaTbl-
BaTbCAA KOMMYTaTOPOM.

deny protocol {any|source host} {any| destination} [Oo6aBuTb 3anpelyatollyto 3anucb GuUAbTPaLMM AAA NPOTOKONA.

[parametr] MakeTbl, OTBeYaloLWMe yCAOBUAM 3anucu, byayT 610KMpoBaTLCA
KOMMYTaTOPOM.

deny ipv6 {any|source host} {any|destination} [o6aBuTb 3anpelatoLlyto 3anucb GUAbTPALMM A48 NPOTOKOANA

[parametr] IPv6. MaKeTbl, oTBeYatoWwme ycnosusam 3anucu, byayt 610KMpo-
BaTbCsA KOMMYTaTOPOM.

deny icmp {any|source host} {any|destination} [o6aBuTb 3anpelatoLlyto 3anucb GUAbTPALMM A48 NPOTOKOANA

[parametr] ICMP. MNaKeTbl, OTBEYalOLWME YCNOBUAM 3anucK, byayT 610KMpo-

BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any| destination} [parametr] | [o6aBuTb 3anpeliatollyto 3anucb GUAbTPALUM AAA NPOTOKOANA
TCP. MaKkeTbl, oTBevatolWwme ycnosuam 3anucu, byayt 6aokupo-
BaTbCS KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr] | [o6aBuTb 3anpeLiatoLlyto 3anucb GUAbTPALMUM AAA NPOTOKOANA
UDP. MakeTbl, oTBEYalowWme ycnosmsam 3anucu, byayt 6n1okupo-
BaTbCS KOMMYTaTOPOM.

Tabnnuya 167 — OcHoOBHbIE NapameTpbl, UCMOb3YEMbIE B KOMAHAAX

Mapamemp 3Ha4yeHue Aelicmeue
permit [Oevicteue ‘paspelunts’ Co3paTb paspeluatolee npasuno dpunbTpaumm B cnmucke ACL.
deny [Jelicteue ‘3anpetutb’ Co3pgaTb 3anpewatouee npasuno ¢unbtpaumm B cnucke ACL.
protocol Mone npegHasHa4yeHo ANA YKa3aHWsA NPoToKoAa (MK Bcex NpoTo-
MDOTOKON KO/I0B), Ha OCHOBE KOTOpOro ByaeT ocylecTsaseTca GuabTpaums.
P Mpu BbIBOPE NPOTOKONA BO3MOXKHbI C/iedytowme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AApec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.
destination Appec HasHayeHuA Onpegenser IP-agpec HasHayeHWA NakeTa.
vlan NaoeHTudumkaTop Vian Onpegensert Vlan, 4na KoToporo 6yget NpMmMeHATbCA NPaBuso.
dsc OnpeaensneT 3HayeHne DSCP-nons diffserv. BoamoxkHble Koapl co-
P Mone DSCP B 3aronoske L3 peA . A
ob6uweHnit nons dscp: (0 —63).
icmp_type Tun coobweHnit npotokona ICMP, ucnonsbayemblit gna dunbTpa-
- umm ICMP-naKketoBs. YncnosoesHayeHneTnnacoobuieHns, samana-
30He (0 — 255).
icmp_code Kopa, coobueHunii npotokona ICMP, ncnonbsyembiin gnsa ¢punbtpa-

Koz coobuieHuns npotokona

ICMP umm  ICMP-nakeToB. Bo3moXKHble Kogbl coo0bLlieHMIA nons

icmp_code: (0 — 255).
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destination_port

UDP/TCP-nopT Ha3Ha4YeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaYeHus nonsa TCP/UDP-noprTa: eq, gt, host, It,range.

priority

MpuopwuTteT 3anucu

MNHpeKc 3afaeT NonoxKeHne npasuaa B CIUCKe U ero NpuopuTer.
Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [lnanasoH
A0NYCTUMbIX 3Ha4YeHmi(1..255).

Y

4.24.3 Kongpucypayusa ACL Ha 6a3ze MAC

MNocne Toro, Kak nto6oit ACL 6yaet npuBAsaH K uHTepdeicy, ana aToro uHTepdeiica npume-
HUTCcA npasuno implicit deny any any.

B AaHHOM pasaene npuseaeHbl 3Ha4eHUA U ONUCAHUA OCHOBHbIX MAapaMeTpoB, UCMNOJib3yeMblX B
COCTaBe KoMaHA HacTpolikm cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecaunu.

CospgaHune n BXo4, B pexum pefaktnposaHma cnuckoB ACL, ocHoBaHHbIX Ha MAC-agpecauun,
OCylLecTBNAETCA NO KOMaHAe: mac access-list extended access-list num

Tabnvua 168 — KomaHabl, ucnosibayemoble aas Hactponkm ACL-cnuckoB Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list

] [priority priority] [parametr]

[06aBuTb paspeLuatoLyto 3anucb duabTpaumn. MakeTbl, oTBe-
Yarolme ycaosuam 3anucu, byayt obpabaTbiBaTbcAa KOMMYTa-
TOpOM.

deny {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list

] [priority priority] [parametr]

[o6asuTb 3anpeluatoLyto 3anmce puabTpaumn. NakeTol, oTBeE-
YatoLlme ycnoBuAm 3anucu, byayt 610KMpPoBaTbLCA KOMMYTATO-
pom.

Tabnnua 169 — OcHoOBHblE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3patb paspelatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3aaTb 3anpelyatolee npasuno ¢punbTpaumm B cnncke ACL.
source Appec oTnpasutens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

ButoBas macka,
npumeHaemasa Kk MAC-
aZpecy UCTOYHMKA NaKeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO Ur-
HOPWPOBATb. B 3HAYEHMA UTHOPUPYEMbBIX OUTOB AO/IXKHbI ObITb 3a-
NUCcaHbl eanHULbI. Hanpumep, UCNoab3yA MAcKy, MOXKHO onpeze-
NUTb Ana npasuna ¢punbTpaunm amanasoHa MAC-agpecos. Y1obbl
£06aBuUTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHatoWm-
eca Ha 00:00:02:AA.xx.xx, HEObX0AMMO 3a4aTb 3HAYEHUE MACKM
FF:FF:FF:FF:00:00, TO ecTb, COr/lacHO A@aHHOW Macke, nocieaHue
16 6uT MAC-agpeca byayT He BaXKHbl AN aHaAu3a.

destination

Aapec HasHayeHna

Onpeaensetr MAC-agpec HasHa4YeHUs nakeTa.

destination_ mask

ButoBas macka,
npumeHsemasn Kk MAC-
ajpecy HazHayeHuA nakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04UMO Ur-
HOpUPOBaTb. B 3HaUeHMA UrHOpUPyeMbIX BUTOB AOMKHbI BbITb 3a-
nucaHbl eauMHUuUbl. Macka MCcnonb3yeTcA aHasorMYyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnykmuBaHus GuUAbTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢uAbTPyeMbIX NaKeTOB B LUECTHAALLATEPUYHON 3a-
nucm.

encaptype value

Value: (1..65535)

Tun ethertype ana ¢unbTpyembix NakeTos.

etype_list

etype_list: (1..65535)

CnucoK cTaHZapTHbIX ethertype

priority

MHaekc npasuna

MHaeKe npasuna B Tabauvue, 4eM MeHblle MHAEKC — TeEM NPUopu-
TeTHee npasuno 1-255.

Optional parameter

OnumMoHanbHbIN Napamerp

OnuuoHasibHble MapameTpbl NPU KOHGUIypUPOBaHUM CMUCKA A0-
cTyna:

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gononHuUTENbHOE AeicTBME Hag TPadUKOM.
[JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (mobaBneHue AONOAHUTENLHOrO Teram
VLAN) n modify-cvlan (go6asneHne BHyTpeHHero Tera VLAN).
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Mpumep HacTponku dpunbtpaumm padi/pado yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0
console (config) # mac access-list extended 1

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£f£f:££:££:00 any
user-defined offsetl 0x8863 Oxffrff

console (config-ext-macl) # !

console (config) # interface gigabitethernet 0/1

console (config-if) # mac access-group I in

Ona NpoxoXKAeHWs OCTaNbHbIX MaKeToB Ha WHTepdence Tpebyetca p[obasuTb BTOpoM ACL,
pa3peLlaoLLnii NPOXOoXKAEHME NakeToBs, He Nonaaatolmx nog npasuno ¢unstpauum padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any
console (config-ext-macl) # ex

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 2 in

Mpumep dunbTpaymm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/1

console (config-if)# ip access-group 1010 in

Ona NpoxoXXAeHWs OCTanbHbIX MNaKeToB Ha uHTepdelice Tpebyetca pobasuTtb BTOpOok ACL,
paspeLlalolLmii NPOXOXKAEeHWE MAKeTOB, He NOMNaAaloLWMX No4 Npasuao punbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any
console (config-ext-macl) # ex

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 2 in

4.25 KoHdwurypauymsa sawmtbl ot DOS-atak

ﬂ,aHHbIVI 610K KOMaH/ Nno3BonAeT 6ﬂ0KVIpOBaTb HEKOTOpPblIE PACNPOCTPAHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnnua 170 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue o
KomaHoa Aelicmeue
no yMOMYaHUIo

MepeWTn B peMmM KOHOUIyprpoBaHWA MOAYANSA, OTBEYAIOLWEro 33

firewall -/BKIOYEHO
dyHKUMOHanN 3awmTbl oT DoS-aTak.
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Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-firewall) #

Tabnnua 171 — KomaHgbl pexkuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuio

enable BkAtounTb nopaeprKy 3awmtbl oT DOS-aTak.

- -/BKAKOYEHO
disable BbIKNOUMTL NOAAEPKKY 3alwmTbl oT DOS-aTak.
ip inspect tcp enable Bk/tounTb 06HapyKeHue synfin-nakeTos.

-/BKAOYEHO

no inspect tcp BbIKNOUMTL 06HapyKeHue synfin-nakeTos.
ip inspect tcp syn wait sec sec: (1..65535)/1 YcTaHOBUTb Talimep 610KMpoBKK synfin-nakeTos.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 172 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HavyeHue .
KomaHoa Aelicmeue
o ymMoA4YaHuto
sh run firewall - OT1obpa3unTb HacTponiky moayns firewall.
sh firewall stats OTO6pPa3nTb CTAaTUCTMKY MO NakeTam, 06paboTaHHbIMU MOAYAEM
firewall.
sh firewall logs - OTo6pasunTb norn mogyns firewall.

4.26 KauyectBo ob6cnykmuBaHua — QoS

Mo ymonuyaHuio Ha BCex MOPTax KOMMYyTaTopa MCNOAb3yeTCcA OpraHuM3auua ovepesm NaKeToB Mo
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo BpemMa MHTEHCMBHOW Nepeaayn
TpadmMKa Npu MCNoab30BaHUM JAHHOTO METOAA MOFYT BO3HMKHYTb NPobHaeMbl, NOCKO/IbKY YCTPOMCTBOM
WUrHOPUPYIOTCS BCe MakeTbl, He Boweawune B bydpep odepegn FIFO, M COOTBETCTBEHHO TepstOTCA
6e3B803BpaTHO. PelwaeT AaHHYO nNpobsiemy mMeToZ, OPraHM3ylLWMA odepesm No NpUopuTeTy Tpadwuka.
MexaHmam QoS (Quality of service — KayecTBo 06CNYKMBaHMA), PEANM30BAHHbBIA B KOMMYTATOPaX,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpuopMTeTa NAKETOB B 3aBUCMMOCTM OT TUMNa NepeaaBaeMbix
OaHHbIX.

4.26.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 173 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoA4YaHuo
class-map class_map_num 1. Co3paTb CNMCOK KpUTepues Knaccudukaumm Tpadumka.
class_map_num: 2. BoWiti B peXXum penakTMpoBaHMA CIMCKA KpUTEpPUEB Knaccuodu-
(1..65535) Kaumm Tpaduka.
no class-map class_map_num YAanuTb CNUCOK KpuTepumes KnaccuduKkaumum tpaduka.
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policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cospatb cTpaTerunto kKnaccmpukaumm Tpaduka.
2. BoWTK B pexum pefakTUpoBaHUA cTpaTerum Knaccudukaumm
TpaduKa.

Yoanutb npaBuao Knaccudurkauum tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
sched_num: (1..65535)

OnpegennTb anropuTm paboTbl NIaHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporas ouepeab, MMeeT HauBbICLUMI NPUOPUTET;
- strict-wrr — ouepesb N0 MeXaHU3My WIT, UMeIOLLAA NPUOPUTET;
Bblle oyepean wrr

- Wrr — oyepeap, 06pabaTbiBalOLLAACA MO MEXAHU3MY WIT;

- fa/gi/tei_port — ucxoaawmin uHTepoeiic.

YLanuTb HaCTPOMKM NAAHMPOBLLMKA.

queue gueue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
queue_num: (1..8);
weight: (1..127)

3ajaTb HOMEp M BeC o4yepeam ANA ucxogalero nHtepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb Tpaduk c meTkoi CoS/DSCP B ouepesb.

OTmeHuTb onpesesieHune Tpaduka B ouepessb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
Priority: (0..7)/0

YKa3aTb ouepeab gns nHtepdeiica, Npu ycoBUKN OTCYTCTBUSA METOK
CoS/DSCP y BxoAALMX NAKeToB..

class-map class_num

no class-map class_num

class_num: (1..65535)

Co3path 1 NepeiiTn B pexmm KoHbUrypruposaHusa class-map.

Ypanute kKnacc.

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co3aaTb M NepenTn B pexxum KoHdUrypuposaHua policy-map.

Yaanutb noantun KYy.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/OYEHO

BKNOUMTBL OTNPaBKY TPANoB O NpeBbIlEHUN Nopora cpu-rate-limit
B syslog .

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIKAOYEHO

BKHOYNTL FreHepaLmio YBeAOMAEHWI NPU NPeBbILUEeHNN 3HAYEeHUA
cpu-rate-limit.

OTKAIOYNTL reHepauuto ypeaoMIeHNA Ha yCTpOﬁCTBe.

KomaHObI pexcuma KoHguaypayuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:

console (config-vlan) #

Tabnunua 174 — KomaHabl pexxmma KoHourypauum VLAN

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

NO qOS COos egress

YcTaHaBoBUTb 3Ha4YeHue CoS ans nopta (CoS, npumeHsemblii ans
BCEr0 HETermpoBaHHOro TpaduKa, NPOXOAALLEro Yepes UHTep-

deiic).

YCTaHOBWUTb 3Ha4YeHME N0 YMOJYAHMUIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnuya 175 — KomaHgb! pexuma koHdurypaunm nntepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

qos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIK/IIOYEHO

YCTaHOBUTL pPeXUM f0Bepua KommyTaTopa B 6a3oBOM pe-
»nme QoS (CoS nnam DSCP).

- COS — YCTaHaBAMBAET KNACCUPUMKALMIO BXOAALLMX NAKETOB
no 3Ha4yeHnAam CoS. A HeTermpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3Ha4YeHne CoS No ymonyaHuio.

- dscp — ycTtaHaBnMBaeT KnaccMdUKaLMIO BXOSALLMX NaKe-
TOB Mo 3HayeHnAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNAacCUPUKaALMIO BXOSALLMX Na-
KeToB no 3HayeHuam DSCP gns IP-nakeToB 1M N0 3HaYeHMAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3HaYE€HMA MO YMOYAHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/OYEHO

- VlanPri — pa3pewnTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
deice 3HaveHne CoS B naKkeTax cCOrnacHo

HacTPOEHHOMY BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspewwnTb U3MepUTeNto NepemMapKMpoBbIBaTb
TpaduK COrNACHO HAaCTPOEHHOMY aNIFOPUTMY.

OTMEHUTb HaCTPOWKM NepemapKMpoBKM TpadurKa Ha UCxo-
aawem nHtepdelice.

qos def-vlanPri source {inner-
vlanPri/none/user-pri}

no gos def-vlanPri source

-/none

YcTaHaBAnBaeT UCTOYHMK svlan-priority npu ncnonb3osa-
Hun DotlQ tunnel gna BxopAwero Tpaduka Ha WHTep-
deiice.

- inner-vlanPri — konupyeT cvlan-priority 8 svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca u3 qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3HayeHue No ymon4aHuto, svlan-priority = 0.

Bo3BpaliaeT 3HavyeHne No yMOHaHUIO.

KomaHObI pexcuma pedaKmuposaHUs CNUCKA Kpumepues Kaaccugukayuu mpagduka

Bua 3anpoca KOMaHOHOWM CTPOKM pexMMa pefaKTUPOBaHMA CMMCKa KpUTepueB KnaccudbuKkauum

TpadukKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 176 — KomaHabl pexkMma peaakTMpoBaHUA CMCKA Kputepmes Knaccudumrkaumm TpadurKa

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

match access-group {ip-access-
list | mac-access-list } acl_num

acl_num: (0..65535)

[o6aBuTb Kputepuit kKnaccudurauumn tpaduka. Onpesenser npa-
BUNa dpunbTpauum Tpaduka no cnucky ACL ansa Knaccupukaumm.

set class class_num

no set class class_num

AKTMBM poBaTb Kaacc.

class_num: (1..65535)

OTKANOUNUTL paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBosios

3afaTb BHYTPEHHWI NPUOPUTET AN1A YKa3aHHOro Kaacca.
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KomaHObI pexcuma pedakmuposdHUa cmpameauu KaaccuguKayuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKM peXXMma pefakTUpPoBaHMUA CTpaTernm KnaccuduKkaumm Tpapuka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnunua 177 — KomaHabl pexXmma pefakTMpoBaHUA CTpaTerMm Knaccudurkaumm tpadmka

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HaYeHne MEeTKM AN MaKeTa.

set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBWTb HOBOE 3HaYeHMe MEeTKM ANA NaKeTa Ha VIHTepd}eﬁCG.

set meter meter

YCTaHOBUTb OrpaHMYEHNe A1 CKOPOCTM MOTOKA COFMAcHO HACTpPO-
€HHOMY anropuTmy.

KomaHObI pexcuma 2n106anbHol KoHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnunua 178 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3patb M3MepuTe/lb OrPaHUYEHUA CKOPOCTU A1 UCXOAALLEro
Tpaduka.

Yoanute M3MepUTeNb OrpaHUYEHWs CKOPOCTU AR UCXOOALLEro
Tpaduka.

KomaHObI pexcuma KoH@u2ypayuu usmepumesnsa 02paHUYeHUS CKopocmu 0748 8x008ue20 mpa-

UukKa.

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHOUrypauuu:

console (config-meter) #

Tabnnuya 179 — KomaHabl pexkmMma KOHPUrypauum nsmepuTena orpaHMYeHns CKopocTu

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHUYeHMe CKOPOCTK Ans ucxoasiiero Tpaduka co-
rnacHo anroputmy avgRate (leaky bucket).
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meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWTb OrpaHUYeHme CKOPOCTH A9 UCXOAALLEero TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — BktovaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duKa.

V Mopaepusaetca ToNbko Ha MES2424, MES2424B.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OrpaHUYEHNE CKOPOCTHU 1A ucxoasalero Tpaduka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bknto4aeT aHanm3 DSCP npu aHanuse ob6bema Tpa-
duKa.

V NMopaepunsaerca Tonbko Ha MES2424, MES2424B.

’ Ona KoppeKTHo paboTbl usmeputena ¢ aaroputmamu sr-TCM u tr-TCM TpebyeTca ycTaHo-
: BUTb Ha ucxoasaliem uHrepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 180 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos global info

OT06pa3unTb r106anbHbIe HACTPOMKK (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

Moka3saTb B KaKylo oyepesb onpegeneHbl HTepdeichl.

show queue-map

OTo6pasnTb mannuHr CoS n DSCP no ymonyaHuio.

show qos trust

MpocmoTpeTb TeKyLLME HACTPOMKN A0BEPUA METKAM cosu dscp.

show qos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..6)

OTo6pasmTb cTaTUCTMKY QOS.
Mopaepkusaerca ToNbKO Ha MES2424, MES2424B,
MES2448B, MES2448E.

Mpumep NPUMEHEHUSA CEPBUCHOM NOJUTUKM:

Ona Tpaduka, umetowtero DSCP 8, meHaeTca VLAN Ha 100, p-bit meHaeTca Ha 7, dscp meHaeTca Ha 63,
CKOPOCTb NOTOKa orpaHnymBaetca Ao 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl) # !
console (config) # interface gigabitethernet 0/6

console (config-if)# gos trust cos

console (config-if) # switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !

console (config-if) # switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if)# !

console (config)# class-map 1008
console (config-cls-map)# match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S

(
(
(
(
(
console (config) # interface gigabitethernet 0/7
(
(
(
(
(
(
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console (config-cls-map)# !
console (config) # meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter) # !
(
(

console (config) # policy-map 1008

console (config-ply-map) # set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKW B pexume KoHoUrypauum uHtepoeiica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 181 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rate-limit input rate

rate: (16..4194288)

no rate-limit input

kbps

YCTaHOBUTb OrpaHUYEHNE CKOPOCTM 4R BXOZALLEro TpaduKa.

YCTaHOBMUTb 3HAYEHMeE Mo YMO/T4aHUIO.

rate-limit output rate

rate: (16..4194288)
kbps

no rate-limit output

YCTaHOBUTb OrpaHUYeHMe CKOPOCTM ANA UCXOZALLEro TpadumKa.

V 3HaueHue rate 40MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HAYEHUe Mo YMO/I4aHUIO.

MprMmep HacTPOIMKKM OorpaHMYeHnn cKopocTu noptaGigabitEthernet 0/4:

console# configure terminal
console (config)# vlan 10

console (config-vlan)# vlan active

console (config-vlan)# !
console (config) # interface gigabitethernet 0/4

console (config-if) # switchport access vlan 10

rate-limit input 512

(
(
(
console (config-if)# switchport mode access
(
(
(

)
console (config-if)
console (config-if)

#
#

Mpumep HacTponku QOS:

rate-limit output 512

HacTpouTb NNaHNPOBLLMK NO aATOPUTMY WIT ANs ucxogawero nHtepdeiica fa0/1. Pacnpeaenntsb Tpa-
¢ukK cornacHo nonto CoS B ovepegy 1-4. HasHaunTb BeC WrIT A1s OYepeseit COracHO HoMepy oyepeau.
Oyepeab 5 06bABUTbL NPUOPUTETHON.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config
console (config

console (config
console (config

console (config
console (config

console (config
console (config

queue
queue

queue
queue

( ) # 1 interface fastethernet 0/1 scheduler 10 weight
( ) # 2 interface fastethernet 0/1 scheduler 10 weight

console (config) # queue 3 interface fastethernet 0/1 scheduler 10 weight
( ) # 4 interface fastethernet 0/1 scheduler 10 weight
( ) # 5 interface fastethernet 0/1 scheduler 10

( ) # queue-map regn-priority vlanPri 1 queue-id
( ) # queue-map regn-priority vlanPri 2 queue-id
console (config) # queue-map regn-priority vlanPri 3 queue-id
( ) # queue-map regn-priority vlanPri 4 queue-id
( ) # queue-map regn-priority vlanPri 5 queue-id

N W N =

G W=
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4.27 O6HoBNEHMe NporpammHoOro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA NporpammHoe obecneueHue. CepBep A0NKEH MMETb paspelleHUe Ha YTeHue dai-
0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/NHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTtepa).

.‘

’ ‘ O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLEeCTBAATLCA TOIbKO NpUBUAErNpo-
N BaHHbIM NoNb3oBaTenem.

4.27.1 ObHo8s1€HUE CUCMEMHO020 NPOo2PaMMHO20 obecneyeHus

3arpysKka ycTponctea ocyulectensercs us dakina cuctemHoro nporpammHoro obecneveHus (MN0O),
KOTOPbIA XpaHUTcA BO Gnsw-namaAtu. MNpu obHoBNEHUM HOBbIM ¢dann cuctemHoro MO coxpaHsaeTca B
cneumasnbHO BblaeseHHOM obnactm namatu. [pu 3arpyske yCTPOMCTBO 3anyCKaeT aKTUBHbIN dann
cuctemHoro MO.

Mpoueaypa obHoBneHuA MNO:

CkonupoBaTb HOBbIN ¢ain NPOrpaMMHOro obecrneyeHns Ha YCTPOMUCTBO B BblAe/ieHHY0 obaacTb na-
MATU. PopmaT KOMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image
Nnn KomaHaomn
console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename

Mpumep KomaHAabl ana 3arpysku MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

HoBas Bepcua NnporpaMmmHoOro obecnevyeHus CTaHeT aKTUBHOW noce nepes3arpyskn KommyTtaTtopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpamMmMHOro obecrneyeHmsa U UxX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console# show bootvar
4.28 Pexxum otnagKku

PexXMm OTnaZKM no3BOASET CHUMMATb [AOMOJIHUTENbHYIO AMArHOCTUYECKYID WHPOpMaUMIo C
yCTpoWcTBa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #
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Tabnnua 182 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNHOUNTL reHepaL Mo OTNaf04HbIX COOBLLEHNI AR KOHKPETHOro
6/10Ka CUCTEMHOIO MOAYNA iss.

BbIK/IOUMTL TeHepaLmio OTIaLOUYHbIX COOBLEHNI ANA KOHKpeT-
HOro 6/10Ka CMCTEMHOTO MOAY /A iss.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabaunuya 183 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

no debug all

OTKNOYUTb BbIBOA, BCEX OT/IAA0UYHbIX COOOLLEHNI.

dump sockets

[pOoCMOTp BCEX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..OxFFFFFFF);
byte: (1..256)

OTO6pPa3nTb COAEPHKMMOro NMamaTM M3 3agaHHOM obnactv na-
MATHU.

dump {task | sem | que} name
[name]

MoKasaTb AeTanu 3a4auu, odepegm uam cemadopa npu npuceoe-
HUWM MMEHM TacKa.
- name — Ha3BaHMe Tacka.

debug test mem alloc bytes

bytes: (1..4294967295)

BblgennTb 610Ka NaMATV € 3a4aHHbIM B 6aliTax pasmepom.

debug test mem free

OcBo604uUTb BblAeNeHHbIN 610K NamaTu.

debug show sensor
temprerature index

index: (0..1)

OTO06pa3snTb 3HaYEHMA AaTynKa TemnepaTypsbl.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 184 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mids | mstp
| pnac | qosx | rstp | tcam |
vct | vlan }

BKNOUNTL reHepaLmio oT1aAouHbIX coobueHnin ans NPAPI ans
yKa3aHHOro moayns.

BbIKNOUMTb reHepaunio 0T1ag0uHbIX coobuennit ana NPAPI ans
yKa3aHHOro moayns.

debug show vlan np port

OT06pasunTb KoOHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OTobpasunTb aepeso nHtepdericos ARP 8 NPAPI.
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4.28.1 KomaHObli omaadku 011 uHmepgelicos

[aHHbIVA peXXMm OT/IafKWM YCTAaHaBAMBAET TPACCUPOBKM ANA UHTepdelncoB A YKa3aHHOTO YPOBHA

severity.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 185 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
0 yMon4YaHuo

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKAOUUTB reHepaLmio 0T1af04HbIX COOOLLEHWI ANA BCeX BUAOB
TPaccMpOBOK.

BbIK/IIOUNTL reHepaumio 0T1ag04uHbIX cO0bLeHUn ana nHTepdein-
coB.

debug interface arppktdump
severity

BKAOUMTbL TpaccMpoBKKU gamna naketos ARP.

no debug interface trcerror
severity

severity: (0..7)/-
no debug interface BbIKNtOUNTbL TPaccMpoBKM Aamna nakeTos ARP.
arppktdump
debug interface buffer severity BKAOUMTD reHepaLmio OT1af04uHbIX COODOWEHNUA ANA NaKeTHOro
severity: (0..7)/- Oydepa.
no debug interface buffer BbIKNOUNTL reHepaL Mo OTNaA04HbIX COOBLLEHMI A5 NAaKETHOIO
bydepa.
debug interface enetpktdump BKntouMTb TpaccupoBKM gamna naketos Ethernet.
severity - severity: (0..7)/-
no debug interface BbIKNOUNTL TPAccMpoBKKM Aamna nakeTtos Ethernet.
enetpktdump
debug interface failall severity BKAOUUTD reHepaumio OTNaA04HbIX COOBLWEeHN NPU BOSHUKHO-
. BEHMWU BCEX BUAOB cH60OEB, BKOYAA BaMAALMIO NAKETOB.
- - severity: (0..7)/- —
no debug interface failall BbIKNOUYNTL reHepaLuio OTAaL04HbIX COOBLLEHMIA MPU BOSHUKHO-
BeHuu cboes.
debug interface ippktdump BKAHOYMTB TPAaCCUMPOBKM gamna naketos |P.
severity severity: (0..7)/-
no debug interface ippktdump BbIKNOUNTBL TPAaccMpOBKM Aamna nakeTos IP.
debug interface os severity leHepupoBaTb OTNaA04HblE cCo0bLWeHus gns pecypcos OC.
no debug interface os severity: (0..7)/- BbIKNOUYNTL FreHepaLmio 0TNaf04YHbIX COOBLEHNI AN pecypcos
OoC.
debug interface track severity BKNOYNTL FreHepaumio OTNAL4O0YHbIX COOBLEHMI CNEXEHUA WH-
severity: (0..7)/- Tepdeiica.
no debug interface track BbIK/IOYNTb reHepaumto OTAaL04YHbIX COODLWEHUI CNEXKEHUA UH-
severity Tepodelica.
debug interface trcerror BKNOUMTb reHepaumnio oT/1Iag0uHbIX COOBLEHNI OWMBOK NHTEp-
severity severity: (0..7)/- delicos.

BbIK/IOYMTL FreHepaLmio OTAag0uHbIX COOBLEHMIN OWMBOK UH-
Tepdelicos.

4.28.2 Omnadka VLAN

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 186 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IIOUMTL reHepaLmio BCEX OT/NIaA04YHbIX COOBLEHNH Moayns
VLAN.

BbIKNOUUTL TeHepaunto BCEX OTNAZLOYHbIX COOBLEHNI moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BK/IIOUMTL reHepaLumio OTNAZ0YHbIX COOBLLEeHMI, Kacatowmxcs
npuopuTeTa, N36bLITOYHOCTH, Nepesdadn TpaduKa.

BbIK/IIOYMTb reHepaunio OT1aA0uHbIX COOBLLEHMI, KacatoLwmxca
npuopuTeTa, N36bLITOYHOCTH, Nepesdadun TpaduKa.

debug vlan buffer

no debug vlan buffer

BKOUYNTL reHepaumio 0TNaL0uHbIX coobueHuii bydepos vian.

BbIKNOUMTb reHepaumio 0T1af04uHbIX coobLLeHnl bydpepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOUMUTL reHepauunio OTNIaA0YHbIX COOOLWEHUI ynpaBieHus
vlan.

BbIKNOYMTb TeHepauuio OTNaA0UYHbIX COOBLWEHUI ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKAOUNTL reHepaumio OTNaf0uHbIX CoobLieHnit obmeHa aaH-
HbImM vlan.

BbIKNtOUMTb reHepaumio 0T1af0uHbIX co0bLeHM obmeHa aaH-
HbiMM Vvlan.

debug vlan dump

no debug vlan dump

BKNOUMTL reHepaumio 0TAa40uHbIX COOBLLLEHWI 3axBaTa NaKeToB
vlan.

BbIKNHOUYMTb FreHepauuio 0TAaA0uHbIX COObLLIEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMUTL FreHepaumio OTN1afouHbIX coobuweHnin 06 owmbkax
vlan.

BbIKNOUMTb FeHepauMIo OTNAA04HbIX Co0bLWeHnn o6 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BK/lOUMTL reHepaLMio OTNaA0UHbIX COODOLLEHNI nepesayn Tpa-
duka vlan.

BbIK/NHOUNTL FreHepaLuio OTAaL04HbIX COODBLEeHMI Nnepefaym Tpa-
duka vlan.

debug vilan global

no debug vlan global

BKAIOUUTbL reHepaLmio OTAaA04HbIX coobLieHuit rnobanbHo no
moayto vlan

BbIKNtOUNTL reHepaL Mo OTAaA0UYHbIX COOOLEHNI TNobanbHO Mo
moayto vlan

debug vlan initshut

no debug vlan initshut

BKNOUUTL reHepaumio OTNIaA04HbIX COOBOLWEHNN U3MEHEHUA CO-
cTosHMA moayna vlan.

BbikntounTb reHepauuto 0T1a404HbIX COO6LIJ,eHVIl7I M3meHeHNA co-
CTOAHUA MOoaynA vlan.

debug vlan mgmt

no debug vlan mgmt

BK/IIOYUMTL reHepaumio OTNafO0UYHbIX COOBLWEHNIA ynpasaeHus
vlan.

BbIK/MOYUTL reHepaumio OTNaZ0UHbIX COOBLEHWUI ynpasaeHus
vlan.

debug vlan os

no debug vlan os

BKNIIOUUTL reHepaLuio OTNaA0uHbIX COOBLEHWI ANA pecypcos
moayna vlan, kpome bydepos.

BbIK/NOUMTbL FreHepaLmio OTNaf04HbIX COOBLLEHNI aNa pecypcoB
mogyns vlan, Kpome 6ydpepos.

debug vlan priority

no debug vlan priority

BKAOUNTL reHepauumio OTAaf0uHbIX COOBLEHMI NPUOPUTETOB
vlan.

BbIK/OUMTL reHepaLmio OTNa404HbIX COOBLLEHNI NpropUTeTOoB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/IOYMTb reHepaumio OT/IaZ04HbIX COOBLLEHMI M36bITOYHOCTM
vlan.

BbIKNHOUYMTb reHepaLmio 0TAaA04HbIX COOBLWEHNI N36LITOYHOCTH
vlan.

debug garp

-/BbIKOYEHO

BKAOUMTL OTNaZKy NpoToKkoaa GARP.
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no debug garp

Bbikntountb oTnagky npotokona GARP.

4.28.3 Omnaodka Ethernet-oam

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 187 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o0 yMon4YaHuo

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BKAHOUMTL reHepaumnto BCEX OTNAA04HbIX COObLWEeHMA eoam.

BbIKNOUNTL reHepaumio BCex oTaf0uHbIX COO6LLI,eHl/Il‘/'I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BkntounTb reHepaumio coobueHunin bydepos eoam.

BbIkntounTb reHepaumio coobueHmnin bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAOUNTL reHepaumio coobLLeHnit KoHdurypaumm eoam.

BbIK/IOYNTL reHepaLmio CoobLLEeHNIA KOHPUIypaLumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKNHOUMTL reHepaumto coobLWweHnn ynpasaeHma eoam.

BbIK/IIOYNTL FreHepaLmio CoobLLEeHMI ynpaBaeHua eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BK/OUNTB FreHepauuio cooblieHmid npolecca obHapy»eHus co-
cepent eoam.

BbIKMOUMTL reHepaLmio coobLeHnit npoLiecca 06HapysKeHWs co-
cegen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAOUMTL reHepauuto coobueHuii olwmboK eoam.

BbIKNOUNTb reHepaLmio coobLeHnit owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKOUNTL reHepaumio coobLieHuit Bxoga B GyHKLMM eoam.

BbIK/OUNTb reHepaLmio CoobLLeHNI BXxoaa B GyHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUMTL reHepaumto coobueHnin Boixoga v GyHKUMI eoam.

BbIK/NOUNTL reHepaLmio CoOobLLEHNI BbIXxoAa U3 GYHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUMTDL reHepaumio COOBLEHU U3MEHEHUA COCTOAHUS MO-
nyns ecam.

BbIKNtoUNTL reHepauuio COO6LLI,EHVII7I NU3MEHEHUA COCTOAHUA MO-
Ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtoUMTb reHepaumto coobuieHuit link-monitor eoam.

BbIKNOUNTbL reHepaumto coobuieHnit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtouMTb reHepaumto coobuieHuin remote-loopback eoam.

BbIKNOUNTb reHepaumto coobleHnit remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BktounTb reHepaumio COO6LLI,EHI/II7I COCTOAHUN mux-parser eoam.

BbIKNtounTb reHepauuio COO6UJ,eHI/Il7I COCTOAHUN mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKAOUUTL reHepaumio coobLieHnit Ans naketa eoam.

BbIK/IIOYMTb reHepaLmnio cCoobLLeHMit 415 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKIOUNTL reHepaumio coobLieHuit U3bbITOYHOCTM eoam.

BbIK/IIOYNTb reHepaLmio coobLLeHMi U36bITOYHOCTM eoam.
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debug ethernet-oam resource

no debug ethernet-oam
resource

BKNIOUUTL FreHepaLmio COOBLEHNI ANA PecypcoB eoam, Kpome
bydepos.

BbIK/HOYMTb reHepaLmio COobLLEHNIA A8 PecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKNOUNTL reHepaunto coobLueHUi yaaneHHoro obHapy»KeHun
aBapuit eoam.

BbIK/NOYNTL FreHepaLmio COOBLWEHNI YAANEHHOTO 0BHAPYKeHUs
aBapui eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKAtOUNTL reHepauuio coobuieHnid gna 3HaYeHUn 3anpocoB-0T-
BETOB eoam.

BbIK/OYMTb reHepaumto coobLueHni ana 3Ha4YeHMM 3anpocoB-oT-

BETOB e0am.

4.28.4 MypHanuposaHue omaaodo4yHbix coobweHuli

C nomoubto gaHHoro 6/10Ka KOMaHZA HacTpauMBaloTCA NapameTpbl BeAeHWA KypHasa OT/adKku B

cucrteme.

HasBaHue kypHana coaep:KuT B cebe aaty ero cosgaHus Ha flash.

KomaHOb! pexcuma 2n106as16HOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 188 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OT/NAZOYHbIX COOBLLEHUI B KOHKpETHoe
pacnonoseHue.

console — B TepMMHaN KOHCONK;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B otaenbHbIN Bydep, npu ncuepnaHum pecypca by-
depa — B dpaiin Ha flash.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YCTaHOBUTL pacnonoxKeHue ¢alina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

clear logs debug file

OuunCcTUTb coaepRumoe aupektTopum ¢ debug-painamm.

' ' MHdpopmauusa o debug-logging log-path xpaHutca B ¢paitne nvram. [lna Bo3Bpata AUPEKTO-
e puM no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAy no debug-logging log-path wau

delete startup.

' ' Mpu ucnonbsosaHum KomaHgbl clear logs debug file ctupaetca Bce cogepxmmoe aupeKkTo-
N puMn, B KOTOpPOIi HaxoaATcA ¢aitabl }KypHanoB. PeKomeHAyeTcs UCNO/b30BaTb OTAE/NbHYIO
AVUPEKTOPUIO U AUPEKTOPUIO MO YMOYAHUIO ANA XPaHEHUA XKYPHANOB BO usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢aiinos.

' ' Bo3moxkHa coBmecTHasa pabora KomaHg debug-logging console u debug-logging { file |
-

buffered-file}

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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4.28.5 KomaHObI 019 omnaadku pyHKYuli ynpasnenus

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 189 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/OYEHO

BKOYUTB reHepaumio OTAaf0uHbIX COOBLWEHNI AN NPOTOKONA
RADIUS.

BbIK/IIOYNTL reHepaLLmio 0TAaA0UHbIX COOBLLEHMI 418 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/OYEHO

BKNHOUMTD reHepaumto oTAaf0uHbIX COObLLEHMI AN NPOTOKOA
TACACS.

BbIK/NIOYNTL reHepaumIo 0TIaf04YHbIX COOBLLEHMI AN1A NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/OYEHO

BKAOUMTL reHepaumio 0TAaA0uHbIX coobueHnin ana SSH.

BbIKNOUNTL reHepaLmio 0TIaA04HbIX CO0bLWeHnn ana SSH.

debug terminal take BKnouMTb  BbIBOA, OT/IAA0YHbIX COOOLWEHMIA B TeKyLen
SSH-/Telnet-ceccun.
- -/BbIKNOYEHO — —
no debug terminal take BbIKNOUNTL  BbIBOA, OTAA4OYHbIX COOBWEHUIA B  TeKylien
SSH-/Telnet-ceccun.
4.28.6 KomaHObI 018 omaadku npomokona DHCP
KomaHapl faHHOro 610Ka BKAKOYAOT OTc/iexXuBaHmne moayns DHCP.
KomaHOosi pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnuya 190 — KomaHgb! pexkuma EXEC
3HayeHue/3HayeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIKAOYEHO

BKNOUMTL reHepaumio coobuweHuit otnagku ¢yHkuum DHCP
Snooping.

BbIKNOUNTL reHepauuto coobuweHuii otnagkn ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IOYEHO

BKAOUUTL reHepauuio Bcex coobleHuii otnagku GyHkumm DHCP
client.

BbIKNOYNTL FeHepauumio BCeX COOBWEHUI OTAaaKU GyHKUUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKNHOUMTb reHepaunio BbIBOPOYHbIX COOBLEHNIN OTNAAKN DYHK-
umm DHCP client.

BbIK/MIOUNTL FeHepaLuio BblIBOPOYHbIX COOBLIEHUIA OTNALKM
dyHKuum DHCP client.
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debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKIOYEHO

BKAtounTb reHepaumto coobuieHnii otnagkm ¢yHKumm DHCP re-
lay:

- all — Bce oTnagouHble coobueHus;

- errors — 0T1aZlo04Hble COObLWEHUA NPU OLIMBKaX.

BbIKNHOUNTL reHepaLmio cooblueHuii otnagku GyHkumm DHCP re-
lay.

debug show ip dhcp np
interfaces

Moka3aTb KoHOUrypaumo GYHKUMN KOHTPOIA NpoTokona DHCP.

4.28.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabanuya 191 — KomaHabl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
1o yMmon4aHuio

Aeiicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNOUUTL reHepaumto BCeX OTNAA04HbIX coobuweHuini PPPoE-IA.

BbIKNOUYUTb reHepaLmio BCeX OTNaA04HbIX coobLeHnit PPPoE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKNOUMTL reHepaLmio 0T/1a404HbIX COODOLLEHWNI O BXOAE B QYHK-
unmn PPPoOE-IA.

BbIKNtOUNTb reHepaLmio BCeX OTNaL04HbIX coobLeHnin PPPoE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BK/IlOUNTbL reHepaumio OTNa[0YHbIX COOBLEHUA O Bbixoge W3
byHKLMI PPPOE-IA.

BbIKNtOUNTb reHepaLmio BCeX OTNaL04HbIX coobLLeHnn PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMUTL FeHepaumio OTNafouHbIX coobuweHnin 06 owmbkax
PPPoE-IA.

BbIKNOUYUTb reHepaLmio BCcex 0TAaA04HbIX cooblieHunit PPPoE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKNOUMTL reHepauuio OTNaf4OYHbIX COOOLIEHMI O nakeTax
PPPoE-IA.

BbIKNHOUMTb reHepaLmto Bcex 0TNaf04uHbIX coobuieHmit PPPoOE-IA.

4.28.8 Omnadka ¢pyHKyuu DCS

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunuya 192 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
debug dcs all BKNOUMTL reHepaumio BCeX OTNaA04HbIX coobeHui dcs.
no debug dcs i BbIKNHOUYMTL reHepaL Mo BCex 0TNaf04HbIX coobLeHmit dcs.
debug dcs entry BKNOUMTL reHepaLmio 0T/1a404HbIX COODOLLEHUI 0 BXxoae B QYHK-
R umm dcs.
no debug dcs BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHuMI dcs.
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debug dcs exit BKAOYUTbL reHepaunto OTNaL04HbIX COOBLLEHUI O Bbixoae M3
- dyHKLMI dcs.

no debug dcs BbIK/OUNTb FreHepaLLmMio BCEX OTNIaZ04HbIX CO0bLLEeHN dcs.

debug dcs fail BKOYUTL reHepaLmio OT1aA04HbIX coobuieHmi 06 owmnbKax dcs.

no debug dcs i BbIK/IOUNTb reHepaLLMio BCEX OTNaZ04YHbIX COObLLEeHNI dcs.

4.28.9 Omanadka ¢pyHKyuii QoS

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 193 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug qos buffer

no debug qos buffer

BKNOUMTbL reHepaumio OTNagouHbIX coobuieHnit ana bydepos
QoS.

BbIK/IOUNTb FreHepauuio OTAaA0uHbIX coobuieHnit ansa bydepos
QosS.

debug qos ctrl

no debug qos ctrl

BKNHOUMTb reHepaLmio oT/1a404HbIX COOBLLEHNIN AN ynpaBaeHns
QosS.

BbIKNOUNTL reHepaLmio OTIaf04YHbIX COODLEHUI ans ynpasne-
Hua QoS.

debug qos dump

no debug qos dump

BKAHOUMTL reHepaLmio OTNaA04HbIX COObLLEeHNI No nakeTam QOS.

BbIK/NOYNTL reHepaLMilo OTNAA0YHbIX COODOLEHUI MO MakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUYNTDL FreHepauuio OTNaA04HbIX COOBLWEHU No owmnbKam
QosS.

BbIKNOYNTL FeHepaumio OTaL04HbIX COOBLEHNI No oWwnbKam
QosS.

debug gos init-shut

no debug qos init-shut

BKOUUTD reHepaumio OTAaf04YHbIX COOBWEHNI NO U3MEHEHMIO
coctoaHna moayna QoS.

BbIKNOYNTL reHepaumIo 0Taf04YHbIX COOBLLEHMI MO U3SMEHEHUIO
coctoaHmna moayna QoS.

debug gos mgmt

no debug gos mgmt

BKNHOUMTD reHepaLmio OT1Ia404HbIX COOBLWEHNI ANA yNpaBaeHUA
QosS.

BbIKNOUNTL reHepaL Mo OTNaA04HbIX COObLEeHNI ana ynpasne-
HuAa QoS.

debug qos os

no debug qos os

BKOYUNTbL FreHepaLmio OTNaf0uYHbIX COOBLEHMIt AN pecypcos
QoS, Kpome bydepos.

BbIK/IIOYMTb reHepaumio 0TNaf0uHbIX Co0bLLEHNI ana pecypcos
QoS, Kpome bydepos.

4.28.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHabl gaHHOro 6./10Ka N03BONIAOT CHAMATb AONO/THUTENIbHYIO ANATrHOCTUYECKYIO VIHd)OpMaLI,VII-OAI'IH npo-

TOKona SNTP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 194 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIKNOYEHO

BKNOUMTL reHepaumio oTAafouHbIX coobuweHna 61oKka SNTP.

BbIKNOUNTb reHepaumio 0T1ag0uHbIX coobLLeHMa 6aoKka SNTP.

4.28.11 KomaHObI 014 omaadku npomokona STP

KomaHgbl gaHHoro 6/10Kka NoO3BO/IAKT CHUMATb AOMNO/THUTENIbHYIO ANArHOCTUYECKYHO VIH(I)OpMaLI,VIPO ana

npoTtokona STP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabaunuya 195 — KomaHabl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
1o yMmon4aHuio

Aeiicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUUTL reHepaumo OTNaA04HbIX COOBLWEHWIA ANA NPOTOKONa
STP rnobanbHo.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IIOYEHO

BKAtOUNTL reHepaLmio BCex OTNaL0UHbIX COOBLLEeHUI aa NpoTo-
Kona STP.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIKNIOYEHO

BKAtOUNTL reHepaunio coobleHuii oTnaaKku ana npotokona STP
ONA ANATHOCTUMKM OLWMBOK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKAtOUNTL reHepaunio coobleHnii oTnaaKkn ana npotokona STP
Ana init u shutdown. 31a TpaccMpoBKa reHepupyeTcs Npu Heyaau-
HOM MW YCNELWHOW MHULMANAU3ALUN UK 3aKpbITUKM moaynsa STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIKNIOYEHO

BK/OUMTL reHepaLumio COObLEeHU OTAaAKM NpW ynpaBieHWuu
npoTokonom STP. OTNafoUHble COOBLEHMA FTeHePUPYIOTCA Kaxk-
[bIVi pas, Koraa Bbl HacTpanBaeTe Kakue-nmbo ¢pyHKuun STP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IOYEHO

BK/IIOUMTb reHepaumio OTMPaBKU OTNAZ0YHbIX COOBLLEHMI npu
HeyAa4HOM U yCnewHoM BblaeneHnn namaTi ana STP-npouecca.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IOYEHO

BK/IOUMTL reHepaumio cooblueHunii oTaagku gas npoTtokona STP
npu Heyaa4YHoOM M yCnewHom npueme, nepegaye n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IOYEHO

BKNtOUNTL reHepaLLmio COOBLLEHNI OTNAAKMN JNA COOLITUIA KOHOU-
rypaumm npotokona STP. CooblieHua reHepupyloTca npu
HacTpolike GpyHKLMIA STP.

YCTaHOBUTb 3HAYeHUe no YMO/I4aHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIKNOYEHO

BK/lOUMTb reHepauumio COOBLLEHMIN OTAAAKM NPU HeyAauHOM,
yCMeLwHOM 3anycKe, NPy OCTAaHOBKE UM Nepe3anycke Talimepos
npoTokona STP.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/IIOYEHO

BKOYUTB reHepaLmio cOObLWEHNI OTAAAKM ANa NOPTOB, 3a4en-
CTBOBAHHbIX B NOCTpOeHun aepesa STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BKNHOUNTb reHepaLmio coobLLeHMIt OTNAagKN B Pe3epBHOM y3e
STP npw BbINONHEHWW PE3EPBHOMO KONUPOBAHUA MHPOPMALMK O
KOHOUIypaLmm oT akTUBHOTO y3/1a.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/OYEHO

BKNHOUMTD reHepauuio coobLLeHNt 0T1agKM ana npotokona STP
npv HeyAa4yHoOM 1 yCrnewHoM co34aHnm 1 yaaneHue cemadopa.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OT06pa3nTtb STP-coCTOAHMA NOpTa BO BCEX CYLLECTBYIOWMUX WH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT06pa3uTtb mannuHr VLAN no nHctaHcam. Ecnm ykasaH onumo-
Ha/IbHbIM NapamMeTp instance, TO BbIBOAUTCA MANMUHF TONIbKO AN
3TOroO MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOUNTB OT/NIAZL0YHbIE COOBLLEHNA A1 MeXaHM3Ma 0BHapy:Ke-
HUA cocenent.

debug spanning-tree topology-
change-state-machine

-/BbIK/IOYEHO

BK/OUMTbL OTNAA0UHbIE COOBLLEHMA A1 MexaHn3ma obHapysKe-
HUA U3MEHEHWIA TOMO/IOTUN.

4.28.12 KomaHObI 018 omaadku npomokona LLDP

KomaHabl gaHHOro 6/10Ka NO3BONAIOT CHUMATb AONO/THUTENIbHYIO ANATrHOCTUYECKYIO Mchopmau,mo

AnAa npotokona LLDP.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 196 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug lidp all

no debug lidp all

-/BbIKOYEHO

BKOYUTL reHepaumio BCex 0TNaf04HbIX CO0bLEHMI anA NPoTo-
Kona LLDP.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IIOYEHO

BKAOYUTL reHepaLmio coobLeHnii 0TAaaKM ana npoTokona LLDP
ONA AUArHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 151




HELTEX

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIKNOYEHO

BKAtoUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COODLLEHWNI
npoTokona LLDP.

- buf — oTnapouHble coobleHus, cBa3aHHble ¢ bydepom LLDP;

- critical — oTnag0uHbIE COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oThapoyHble coobueHnsa Npu cboe NpU U3MEHEeHUN unm
nosyy4eHun 3anucein LLDP;

- data-path — oTnagouHble coobLeHus, Kacatowmeca nyTm nepe-
Aauv Unm nonyveHus sanucen LLDP;

- init-shut — oT1ag04HbIE COOBLEHMA NPU HEYAAYHOW UHULMANK-
3aLuK 1 BblKNOYeHUU moayna LLDP;

- mgmt — oTnafo4YHble cooblieHna npu cboe B KOHOUTypauum
ntoboi n3 GpyHKumin LLDP;

- pkt-dump — oTna04HbIe COOBLLEHNA ANA TPACCUPOBKM AaMMNOB
NnaKeToB;

- resource — OT/1af04Hble COOBLLEHUA, CBA3AHHbIE C pecypcamm
OC. 971a TpaccupoBKa reHepupyeTca npu cboe B oyepeasax coob-
LLLEHUA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepupoBaTb OTNaL04YHbIE COObLWeHUs ans Bcex TLV-onumii.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tiv

-/BbIK/IIOYEHO

[eHepupoBaTb OTNAA04HbIE COOOLEHMA ANA BbIOOPOUHbIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.28.13 KomaHObl 0ns omaadku ¢pyHkyuu IGMP Snooping

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

ana npotokona IGMP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 197 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/IOYEHO

BKNtOUNTL reHepaumio BCeX OTNAL0YHbIX COObLWEHMI ANa GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IOYEHO

BK/lOUNTL reHepaLMio OTNAfOYHbIX COOBLEHUA AnAa AuarHo-
CTUKM BXoAa-Bbixoaa B GpyHKuuto IGMP Snooping.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKOYEHO

BKOUNTL reHepaLmio 0TAaf04HbIX COOBLWEHMI B Cyyae nepec-
CbI/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKOYUTL reHepaLmio OT1aA04HbIX COOBLLEHWMIA, B CyYae 3apem-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BKAOUNTb reHepauuto cooblieHnsa no cobbiTUAM MHULUMANU3a-
umu 1 shutdown, nHpopmauus saHocuTtca B dpaiin.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio BbIGOPOYHbIX OTIAA0UHbIX COOBLLEHMIM
ona yHrumm IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio OTIaf04HbIX COOBLEHN NPU BO3HUKHO-
BEHWUW OLWMBKM Npu Nepegade nam npueme naketos IGMP.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IOYEHO

BKAIOUMTbL reHepauMio NakeToB MpU OTMPaBKeE UAW MOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3HaYyeHue no YMOI4YaHUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/OYEHO

BKOUNTL reHepaLmio NaKeToB B TeX CAy4anx, KOr4a 3a4eicTeo-
BaHbl TalMepbl.

YCTaHOBUTb 3HaYeHue no YMO/I4YaHUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKAOUNTL reHepauumilo OTNafO0YHbIX COOOLEeHU AnA AmnarHo-
CTUKM TPAaCCUPOBOK, CBA3AHHbIX C NPOTOKO/IOM IGMP.

- all — BKNOUNTb reHepaLmio BCex OT1aZ04HbIX COOOLLEHMI;

- RX — BK/IOUMTb reHepaLmio 0TAaf04HbIX COObLEeHNI ansa Tpac-
CMPOBKMU NPUHUMAEMbIX NAKETOB;

- TX — BKIHOUMTb FreHEepPaLMIO OTIAA04HbIX COObLLEHMI Ana Tpac-
CMPOBKM NepeaaBaeMblX NaKeTos.;

- ctrl-path — BktOUMTL reHepaLMtio OTNa[0UHBIX COOBLLEHWI NpH
NPOXOXKAEHUN KOHTPOIbHOM ynpaBastoLLen MHGopMaLMK;

- data-path — BKAOUUTL reHepauMio OTAAA04YHBLIX COOBLEHMIA
NPV NPOXOXKAEHUN MybTUKACT-TpadmKa.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

4.28.14 Omaadka 0ns port-channel

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 198 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aeiicmeue

debug lacp all

no debug lacp all

BKNIOUMTL reHepaumto BCeX OTNaA04HbIX coobuweHnina ana LACP.

BbIKNHOUYMTL reHepaLmio Bcex 0TNafA04HbIX coobuieHuniia gna LACP.

debug lacp buffer

no debug lacp buffer

BK/IOUMTL reHepaLmio OTNaA04HbIX coobuweHnin no bydpepam LACP.

BbIKNIOUUTL TeHepaumio OTNafo4HbIX coobleHunit no Bydepam
LACP.

debug lacp data

no debug lacp data

BK/11OYMTb reHepaLmio 0TAaZ0UHbIX CO0bLeHNn o6MeHa AaHHbIMM
LACP.

BbIKNOYMTb reHepauMio OTNaf0uHbIX COObWEeHNn obmeHa paH-
Hbimu LACP.

debug lacp events

no debug lacp events

BK/IOUMTL reHepauuio OTNaf0uHbIX COOBLEHMI no cobbiITuaAm
LACP.

BbIK/IOYMTL reHepaLuio OT/1aA0uYHbIX COOBLEHNA MO cobBbITUAM
LACP.
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debug lacp failall

no debug lacp failall

BKNHOUMTB reHepauuio 0T1ag04uHbIX coobueHnin no owmnbkam LACP.

BbIKNOYNTL FeHepaumio OTNaf04HbIX COOBLWEeHU no ownbkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BK/OYNTL reHepaumio OT1aA04HbIX COOBLEHNIA U3MEHEHUA COCTO-
aHna LACP.

BbIKNOUYNTL FreHepaumio OTIaA04HbIX COOBLEHUIA U3MEHEHUSA CO-
ctoaHna LACP.

debug lacp mgmt

no debug lacp mgmt

BKNHOUNTL reHepaLmio OTNaL04HbIX COOBLLEHMI NO YNPaBAAOWMM
coobuieHmam LACP.

BbIK/IOUNTL FeHepaLmio OTNAafL04YHbIX COOBLEHUI MO ynpaBasio-
Wwmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BK/OYUTB reHepaLmio OT1aA04HbIX coobLeHmMI no pecypcam LACP,
UCKNtouvan bydepbl.

BbIK/IIOUNTL reHepaumio OT/IafouYHbIX COObBLEHMt No pecypcam
LACP, uckntouan 6ydepbl.

debug lacp packet

no debug lacp packet

BKNOUMTL reHepaumio oTAa4o0uHbIX coobuweHuii no naketam LACP.

BbIK/IIOUNTL TEHEPALMIO OTNaf0uYHbIX COOBLEHWA MO MakeTam
LACP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 199 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug etherchannel all

no debug etherchannel all

BK/OUNTB reHepaumio Bcex 0T1aA404HbIX coobLeHnin ans LAG.

BbIKNOUNTL reHepaLmio BCex 0TNaf04HbIX coobweHunit ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKNOUMTD reHepaunio NogpobHbIX OTAaf0UHbIX COODLEHUI ans
LAG.

BbIK/MIOYNTL reHepaumio NoApPobHbIX OTAAL04HbIX COODLWEHUA ANA
LAG.

debug etherchannel error

no debug etherchannel error

BKOYUTB reHepaunio oTaafouHbIX coobeHnit 06 owmnbKkax LAG.

BbIK/MOUNTL reHepauuio OTNaf0uHbIX COObLWeHUt 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKNHOYMTL reHepaLmio OTNaA04HbIX CO0bLLEeHIM No cobbiTnam LAG.

BbikntounTb reHepauunto OT/1a404HbIX COOﬁLLI,EHVIm no cobbITMAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/OUMTL reHepaLuio 0TNaf04HbIX COOBLLEeHMI No AecKpunTopam
nHTepdeincos LAG.

BbIKNOUMTL FEHEPALMIO OT/IAf04HbIX COOBLLEHWNIA NO AecKpUnTo-
pam uHTepoeiicos LAG.

4.28.15 Omanadka loopback-detection

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 200 — KomaHapl pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debug loopback-detection all

BKOUNTL reHepaumio Bcex 0Ta404HbIX coobueHni LBD.
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no debug loopback-detection
all

BbIKNOUYNTL reHepaL Mo BCex 0T1ag04HbIX coobweHunin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUNTbL reHepaumio OTIaAo0uHbIX cooblieHuit ana bydepos
LBD.

BbIKNOUYNTL rEHepaLMIO OTNAZ04HbIX coobLeHuid ansa bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKAOUMTL FeHepauuio OTNAfO0YHbIX COOBLLEHWUI ynpaBaeHus
LBD.

BbIK/IOUNTL TEHEPALMIO OTNaA0YHbIX COOBLLeHWI ynpaBaeHun
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKOYNTB reHepaLmio 0T1ag04HbIX COOBLLEHNI 3axBaTa NAaKeToB
LBD.

BbIKNOUYNTL reHepaumio 0TAaL04HbIX COObLLEeHNI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAIOUNTb TFeHepauuio OTNaA0YHbIX COODOLEHU MOTOKOB Tpa-
¢duka LBD.

BbIK/IOUMTL FeHepaL Mo OTNaf0UHbIX COOBLLEHMIA NOTOKOB Tpa-
¢duka LBD.

4.28.16 Omanadka 0aa npomokoaa SNMP

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 201 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNHOUMTL reHepau Mo BCEX OTNIAA04HbIX coobuweHnin ana SNMP.

BbIKNIOYMTL FEeHepaLuio BCeX OTNAZ0YHbIX CcooblieHMit ans
SNMP.

4.28.17 KomaHObI 0na duazHocmuku napamempoe TCAM

KomaHabl gaHHOro 6/10Ka NO3BONAIOT CHAMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO Mchopmau,mo

ansa TCAM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 202 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OT06pasnTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pasnTb MHPOPMaLmio 0 someHax TCAM.

debug show tcam block
block_index [all]

OT06pasnTb nHdopmaumio o 61oke TCAM v foNyCTUMbIE 3aMUCK.
- block_index — nHaekc 6noka TCAM. block_id: (0..11);
- all — nevatb BCex 3anmceil, BKAOYasA HEAOMYyCTUMbIE.

debug show tcam entry
entry_index

0OT06pa3nTb MHPopmaumto o 3anucn TCAM n ee nonei.
- entry_index — nHaekc 3anuncu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT06pasnTb MHGOPMALMIO O 3ape3epBMPOBAHHbLIX U UCMNOb30-
BaHHbIX 3anucax TCAM u o0 ux BnagenbLax.
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debug show tcam portmask

OTo6pa3unTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTtb Tvn nonsa TCAM.

CTepeTb AaHHble NoAA yKasaHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkAtounTb paboty 3anucu TCAM ¢ 3agaHHbIM entry_id.

BbIkntounTb paboty 3anmncu TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

NepemecTnTb YKasaHHyto 3anucb TCAM B Ha3HaYeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTL AecTeue drop Ana NAaKeToB, KOTOPbIe He MONain HU
noA, ofHO NPaBuo.

OTKNOUNUTL AelicTBME yaaNEeHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MNepeHanpaBuTb NakeTbl, NoONagatoLwne Noa NpaBMao C yKasaH-
HbIm entry_id B 3agaHHbIN NOPT MK Ha LINY.

OTKNOYUTD nepeHanpasieHMe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI Ter K NakeTam, nonagatowmm nog TCAM-
3anuch C yKasaHHbIM enter_id.

Y[anuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTb AelCcTBME BHYTPEHHero Tera ¢opmatMpoBaHua s
3anucun TCAM.

- none — He BbIMOJIHATb HUKaKOe AelCTBME;

- untag — yaanunTb BHYTPEHHWIA Ter;

- tag — BCTaBUTb BHYTPEHHWI Ter;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanutb geicremne Tera.

debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBUTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
MMUCb C yKasaHHbIM enter_id.

YAanuTb BHELIHWIA Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AeNCTBME BHELHEro Tera GopmMaTMpOBaHuA g/s 3a-
nucu TCAM.

- none — He BbINOJ/IHATb HUKAKOe AeNCTBUE;

- untag — y4annTb BHELLHWI Ter;

- tag — BCTaBUTb BHELUHWUI TeT;

- keep — coxpaHuTb cogeprkMmoe Tera.

Ypanutb geicreme Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI MK BHewHMI TPID K yKasaHHOW 3anucu
TCAM.

YaanuTb BHYTPEHHUIA UM BHeWHUIA TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTtpouTb nepesanncb napametpos QoS A1A yKazaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPMOPUTET U3 BHYTPEHHErO
Tera BO BHELWHUN;

- copy-opri-to-ipri — ckonnposaTb NPMOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUI;

- dscp — nepesanucatb nose DSCP B 3aronoeke IP;

- inner-user-pri — nepe3sanucaTb npuoputeT 802.1p BO BHYTPEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHWTb NPUOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — coxpaHWUTb NPUOPUTET BHELLHETO TEra;

- outer-user-pri — nepesanucatb npuoputet 802.1p BO BHELIHEM
Tera VLAN.

Ypanute nepesanucb napametpoB QOS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

0OT06pa3nTb 0b6uyto nHopmaumo o TCAM.

debug show tcam range

OT06pasuTb Tabnuy CpaBHEHMA AManas3oHa.

debug show tcam udb

Mokasatb Tabamuy Bbibopa nosein (cmewweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

D@ G| @W G

6) (7)) () (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua 6.1 — Nogaep*knBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
O0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
O0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC Ox86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU AN1A NPUHUMAEMOIO HA CPU TPA®UKA

Tabnunua B.1 — PacnpeaeneHue oyepenen ana npuHumaemoro Ha CPU Tpadumka gna MES1428, MES2428,
MES2408, MES3708P

Cepsuc Homep oyepedu
DHCP relay, Firewall (ysegomneHue o Hayane ataku), L2PT,EOAM 1
Port Security (yBegomaeHue o NpesbIlEHUN OrPaHNYEHUA), HE3aPErMCTPUPOBAHHDIM 2

MynbTUKacT(pesxkum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk ¢ MAC DA kommyTaTopa

3ape3epBnpoBaHo

| N| O] W | W

BPDU,LBD, Slow Protocol(LACP)

Tabnunua B.2 — PacnpeaeneHne odepenen ana npuHumaemoro Ha CPU tpaduka gns MES2424, MES2448

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (yeaomneHune o Hayane aTaku) 2
HesapernctpmpoBaHHbIi MynbTUKacT (B peskume IP based IGMP/MLD) 7
Port Security (yBegomneHune o NpesbieHNN OrPaHNYeH ) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA NPOLIECCOB

HasBaHue OnucaHue
TMR# YnpaBneHue Tanmepamu
PKTT Mepuoguyeckan oTnpasBKa NakeTos (ceyac He UCNob3yeTca, NoAAEPKMUBAET TONbKO Heart Beat)
VemT O6paboTKa cobbITUM cTEKa (ceityac He ucnonbayeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTka NaKeTOB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB Ynpasnenue 6a3oit IP Binding (ans ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuTOpUHF cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos gna Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITHi1 B annapaTHOM OKpYKeHWUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHoW noTok mogyns VLAN
FDBP CuHXpoHM3auma ¢ annapatHon MAC-Tabauuein
SnpT IGMP/MLD Snooping
QoS OcHoBHoW NoTok moayns QoS
SMGT MOHWTOPUHT annapaTHoro okpy:eHuus (RAM, FLASH, BEHTUNATOPbI, UCTOYHWUKM MUTAHUA U Npoyee)
CPUU MoHuTopuHr ytuansaunm CPU
BAKP ABTOCOXpaHeHue KoHbUrypauum
RT6 Mapuwpytusauma IPvé
IP6 O6paboTKa IPv6 naketos
PNG6 Ping v6
RTM MapuwpyTtumsauua IPv4
IPFW O6paboTKa IPv4 naketos
UDP O6paboTka UDP naketos
ARP O6paboTka ARP nakeTos
PNG Ping v4
SLT YnpasneHue coketamu
SAT Cepsep SNMP
TCP O6paboTka TCP naketos
RAD Knnent RADIUS
TACT Knunent TACACS
DHRL DHCP Relay
DHC MpoTtokon KnneHTa DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC Cul
CTS Cepsep TELNET
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SSH Cepsep SSH
LLDP LLDP
LBD Loopback Detection
LOGF JlornpoBaHue 0T1af04HbIX COODLLEHNI
SNT SNTP
STOC Storm Control
HWPK MN3mepeHne yTunamsaumm nopTos
MSR YnpasneHue daninamu KoHPUrypaumm, 3arpyska/sbirpyska ¢hannos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NOTOK Ans 06paboTKM oTAeNbHOIO nogkatoueHms no TELNET/SSH
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TEXHUYECKAA NOAAEPHKKA

[na nonyyeHmA TeXHUYECKON KOHCYIbTaLLMM NO BONPOCaM 3KCnayaTaumm obopyaoBaHua
TOO «3nTekcAnaTtay» Bbl morKeTe 06paTTbCA B CEPBUCHDIN LLEHTP KOMMNaHUW:

050032, Pecnybnuka KasaxcrtaH, r. Anmatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMNaHUM Bbl MOXKETe HaWTU TeXHUYECKYI AOKYMEHTaUMo W
nporpammHoe obecnedenme ana npogykumn TOO «3InTekcAnatay», obpatutbca K 6ase 3HaHUN,
MPOKOHCY/IbTUPOBATLCSA Y MHXKeHepoB CepBMCHOTO LEHTPA Ha TEXHMYECKoM dopyme.

OduumanbHbIi canT kKomnaHuu: http://eltexalatau.kz
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