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PykoBozcTBO no akcnyataunm WEP-1L

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU C BbICOKMMU KPUTEPUSMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

OcHOBHbIM MpegHasHavyeHnem yctpoiictea WEP-1L siBnsieTca co3gaHve 6ecnpoBOfHO ceTy nepegayu
AaHHbIX L2-ypoBHS Ha CTblke ¢ npoBogHoi ceTbto. WEP-1L nogkntoyaeTcs K NPOBOAHON CETU C MOMOLLbIO
10/100/1000M Ethernet-uHTepdelica, 1 C MOMOLLbIO CBOUX pajvonHTepdeincos co3gaeT 6ecnpoBoaHON
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

B HacToslLLeM pyKOBOACTBE MO 3KCM/yaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTMBHOE UCMOJIHEHME, NpaBuia 6e30MacHoii aKkcnyaTauum ycTpoicTsa 1
pekoMeHAaLuy No YCTaHOBKE 1 HACTPOIAKE.

1.2 YcnoBHble 0603HaYeHUs

MNpumeyaHns n npegynpexaeHus

© MpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMONb30BAHMIO 1
HaCTpoiike yCTpOWCTBA.

© TMpeaynpexaeHys MHPOPMUPYIOT MOJL30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
YCTPOICTBY W YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEepPe AaHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBaresieil K BbICOKOCKOPOCTHO, 6e30MnacHOoiA
6ecnpoBoHOl ceTn paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-1L.

YCTPONCTBO COAEPXUT 2 pagmonHTepgienca g/1a opraHnsaumm aByx onmsnyeckux 6ecnpoBOfHbIX ceTeil.

WEP-1L noggepxuBaet CoBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BOAIOT NnepefaBartb Hanboree
BaXKHbI Tpadvk B 601ee NPUOPUTETHLIX 0Yepeasax No CPaBHEHMUIO C 0ObIYHbIM. ObecneyeHre NpuopuTM3aLLmm
MPOMCXOAUT Ha OCHOBE OCHOBHbIX TeXHoMoruii QoS: CoS (CneunanbHble MeTku B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). ®yHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP, no3BoNnsieT B NO/IHOW Mepe ynpas/ifaTbh SOCTYNOM, KA4ECTBOM CEPBMCOB U OrpaHUyYeHnAMN, Kak /18 BCex
abOHEHTOB, TaK 1 A1 KaXA0ro B YaCTHOCTW.

Yctpoiicteso WEP-1L npegHasHavyeHo 418 NCNO/b30BaHNsS B Ma/lOHarpy>eHHbIX CETAX C He60IbLLIMM
KO/IM4EeCTBOM K/IMEHTOB U OPUEHTMPOBAHO Ha YCTAaHOBKY B 0puce WU/in HEBGO/bLLIOM hnvasie opraHu3aunu.
BO3MOXHOCTb CO3aHMsA BUPTYasibHbIX TOYEK AOCTYNa C pas/IMyHbIMU TUNnamu LWngpoBaHus no3Bonser
pasrpaHuumBaTh npasa AocTyna Mexay 006bl4HbIMU N0/1b30BaTeIAMN U BblAeNEeHHbIMY rpynnamu
nonb3oBaTenei.

2.2 XapaktepucTuka ycTporicTea
Nnmepagbelicbi:

* 1 nopt Ethernet 10/100/1000 Base-T(RJ-45);
PyHKYyUUu:
BoamoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* Arperauusi aaHHbIx, Bkntovast A-MPDU (Tx/Rx) n A-MSDU (Rx);
+ MpuopuTeTbl 1 NNaHNpPoOBaHMe NakeToB Ha ocHose WMM,;

+ VM3onsums aboHeHTOB B npeaenax ogHoro VAP;

+ ABTOBbLIGOpP KaHaNa;

+ [nHamuueckuii BbiI6op yacToTbl (DFS);

+ MNopaepxka ckpbiToro SSID;

* 8 BUPTYa/IbHbIX TOYEK A0CTYN3;

+ OGHapy)eHne CTOPOHHUX TOYEK AoCcTyna.

Cemesbie (hyHKYUU:

+ ABTOMAaTMYeCKOe corsiacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiioveHnsa Mexay pexnmamm
MDI n MDI-X;

* MNopaepxxka VLAN;

+ Mopaepxka ayteHTudukaymm 802.1X;

* DHCP-knueHT;

* MNopaepxka GRE;

+ MNopaepxka GRE over IPsec;

+ Bo3MOXHOCTb Nepefayn aboHEHTCKOro Tpaduka BHe TyHHenen;

* MNopaepxka ACL;

* MNopaepxka NTP;

* Mopaepxka Syslog.

®dyHkyuu QoS:

+ MNpuopuTeT 1 NaHMPOBaHME NaKeTOB Ha OCHOBE Npodunel;
+ OrpaHuyeHne NPonycKHoi cnoco6HOCTM Ans Kaxaoro VAP;
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+ OrpaHuyeHune NponyckHOW CNOCOBHOCTU A/19 KaXXA0r0 KIINEHT],;
* MN3ameHeHune napameTtpos WMM.

be3onacHocmb

* LleHTpanunsoBaHHas aBTopu3auus yepe3 RADIUS-cepsep (WPA Enterprise);
+ Wndpposanme gaHHbix WPA/WPA2;
+ Moppaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHua WEP-TL.

’%ﬁ APM

onepatopa
=

\ ME8230&

{

Cepsep

DHCP, RADIUS

PucyHok 1 — ®yHKUnoHanbHaa cxema ncnonb3osaHna WEP-1L

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Ta6nmua 1 — OCHOBHble TEXHUYECK/Ee NapaMeTpbl

MapameTpbl WAN-uHTepdeiica Ethernet

Konuuectso nopTtos 1

Tun pasbema RJ-45

CkopocTb nepegaun, Méut/c 10/100/1000, aBTOONpPEAENEHNE
Moanepxka ctTaH4apPTOB BASE-T

MapameTpbl 6ecnpoBoAHOro nHTepdeiica

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIn AnanasoH, My, 2402-2482 MI'uy, 5170-5835 MI'y,

Mogynauus DSSS, CCK, BPSK, QPSK, 16QAM, 64QAM, 256QAM



Paboune kaHasbl

CKopocTb nepegaydn gaHHbIx, Mout/c

MakcumasibHas MOLLHOCTb nepeaarvymka

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

Moanepxka 2x2 MIMO

PykoBozcTBO no akcnyataunm WEP-1L

802.11b/g/n: 1-13 (2402-2482 Mr'u)
802.11a/n/ac:

- 36-64 (5170-5320 M)
- 100-144 (5490-5720 MI'L)
- 149-165 (5745-5835 M)

802.11a: go 54 Méut/c
802.11b: po 11 M6éuT/C
802.11g: go 54 MéuTt/c
802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

2.4TTy: po 18 npbm
51Ty po 20 obm

2.4TTu: no-94 nbm
51Ty go-92 nbm

LleHTpanu3oBaHHasi aBTopusaums uepes RADIUS-cepeep (WPA
Enterprise)

LndpoBaHme aaHHbix WPA/WPA?2

Moppepxka Captive Portal

[iBa uina Realtek RTL8197FS (2.4 'Tw) n RTL8812FR (5 'w).

YnpaBsneHue

YpaneHHoe ynpasneHue

OrpaHuyeHue goctyna

O6wume napaveTpbl
MNpoueccop

NAND

RAM

MutaHne

MoTpebnsemMasn MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHocUTENbHas BAAXHOCTb Npu
Temnepartype 25°C

raGaputsl (duameTp X BbicoTa)

Macca

Web-uHTepdpeiic, Telnet, SSH, SNMP (MoHuTopuHr) NETCONF, cuctema
ynpasnenus EMS.

no naposo

Realtek RTL8197FS 1T,

32 MB NAND Flash

128 MB RAM DDR3

BHewHwnin agantep nutanus 5.3B DC, 2A
He 6onee 7 BT

oT +5 go +40°C

00 80%

100 x 23 Mmm
85r
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WEP-1L BbINOSIHEHO B N/1aCTUKOBOM KOpMyce.

2.4.1 TlepegHsasa naHenb ycTpolicTBa

BHelwwHWIA BUA nepeaHeli naHenu yctponictea WEP-1L npuBeaeH Ha pucyHke 2.

1

PucyHok 2 — BHelHwuii Bug, nepegHein naHenn WEP-1L
Tabnuua 2 — OnucaHue nHaukaTopos nepeaHeit naHenn WEP-1L

ANeMeHT naHenun OnucaHune

1 Power MHpukaTtop ctatyca paboThl yCcTpolicTBa

2.4.2 3apgHsas naHesnb yCTpocTBa

BHewHwin Bug 3agHein naHenun yctporictea WEP-1L npyBefeH Ha pucyHke 3.

PucyHok 3 — BHewHwuii Bug, 3agHeii naHenn WEP-1L

Ha ocHoBHoi1 naHenu yctpoiictea WEP-1L pacnonioxeHbl cfiefytoLye CBETOBbIE UHAVKATOPbI, Pa3beMbI 1
opraHbl ynpasnexusi (taénuua 3).

Tabnuua 3 — OnMcaHve MHANKATOPOB, NMOPTOB 1 OpraHoB ynpasfeHus 3aaHei naHenn WEP-1L

AnemMeHT naHenu OnucaHue

1 WAN MopT 10/100/1000BASE-T (pazbem RJ-45) Ans nogknoueHns K cetu
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dnemMeHT naHenu OnucaHue
2 CseTtoauoabl MHgukatopbl pasbema WAN
3 5vDC Pasbem ana noaknoyeHns agantepa nuTaHus

2.4.3 HwxHAS naHenb ycTpoiicTBa

BHeLWwHWiA B, HWKHeW naHenn yctporictea WEP-1L npuBeaeH Ha pucyHke 4.

CMM 8 Pocenh x
TE ‘ 5 298

wov:):oe:::cua f. HosocHOMPCK: yA. OKpYHHA’

53 EP-1L

Model: ‘gs\r L oA

hmJ/192 168110

’a*"°'\\|\\\ﬁfﬁi|\\\\\\\\\\\\\\\\

i
e
¢

PucyHok 4 - BHellHWii Bua, HuxkHel naHenun WEP-1L

Tabnuua 4 - OnucaHne opraHoB ynpasneHns HkHen naHenu WEP-1L

ANeMeHT naHenun OnucaHue

1 F KHonka cbpoca K 3aBOACKUM HacTpoinkam

2.5 CaeToBasi UHAnKaLUus

Tekyllee COCTosiHMe yCTPoCcTBa 0TObpaxaeTcs Npu NOMOLLM MHANKATOPOB, PAcno/IOKEHHbIX HA NepegHeit
3agHei naHensx. NepeyeHb COCTOAHWIA MHAMKATOPOB NpuBeAEH B Tabnuue S.

Tabnuua 5 — CeetoBas MHAMKALMA COCTOSAHWUS YCTPOWCTBA

NHpgnka CocTosiHue nHgmkaropa CocTosiHMe ycTpoicTBa
TOp
WAN [opuUT TONbKO 3€NeHbI CBETOANOL, CoefnHeHne C NoAKNIOYEHHbIM CETEBLIM

YCTPOICTBOM YCTAHOB/IEHO HA CKOPOCTU
10/100 MéuTt/c

FopAT 3eneHbIii U OpaHXeBbIi CBETOANOL, CoefviHeHne ¢ NoAKNOUYEHHBIM CETEBbLIM
YCTPOCTBOM YCTaHOBNEHO Ha ckopocTy 1000
MéuTt/c

MwraeT 3eneHblil CBETOANOL Mpouecc NakeTHOWN nepefayn faHHbIX Mo

WAN-uHTEepdeiicy
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PykoBozcTBO no akcnyataunm WEP-1L

NHpguka CocTosiHue nHgmkaropa CocTofiHMe ycTpoicTBa
TOp
Power 3eneHblit, ropyuT NOCTOSIHHO BktoueHo nuTaHme ycTpoiicTBa, HopMasibHas
paboTta
OpaHXeBblii, FTOPUT NOCTOSAHHO YCTPOWCTBO 3arpy>eHo, HO He nony4deH IP-

agpec no DHCP

KpacHbliA, ropuT NOCTOSIHHO 3arpyska ycTpolicTBa

2.6 C6poc ycTpoiicTBa K 3aBOACKMM HaCTPOIiKam

[nsi cépoca yCTpoiicTBa K 3aBOACKUM HACTPOIKaM HaXXMUTE U yaepXuBaiiTe KHOMKY «F», noka uHavKaTop
Power, pacno/oXeHHblil Ha NepefiHei NaHenn yCTPOoCTBa, HE HAUHET MUraTb KpacHbIM LiBeTOM. Mpoun3oiiaeT
aBTOMaTuyeckasi nepesarpyska ycTpoiicTBa, MHANKATOP 3aropuTcsl MOCTOSIHHBIM KPaCHbIM LIBETOM.

Mpwn 3aBOACKMX YCTaHOBKax dyaeT 3anyuweH DHCP-knueHT. B cnydae, ecnn agpec He 6yaet nonyyeH no DHCP,
TO Yy ycTpoliicTBa 6yaet agpec - 192.168.1.10, macka noacetn — 255.255.255.0; uma nonb3oBarens/naposb
ANs aoctyna yepes web-nHTepdeiic: admin/password

2.7 KoMnaeKkT nocTaBKu
B KOMMNNEeKT NOCTaBKU BXOAOAT:

+ becnpoBogHas Touka goctyna WEP-1L,;

+ Apantep nutaHusa 230/5.3B 2.0A,;

+ PykoBoACTBO No akcniyatauum (noctasnsietcst Ha CD-gucke);
+ CepTtudhmkar COOTBETCTBUS;

+ Macnopr.
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PykoBozcTBO no akcnyataunm WEP-1L

3 MpaBuna n pekoMmeHgaumm No ycTaHOBKe YCTPOCTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5°C nnu Bbiwe 40°C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
pa3smeLlaTtb NpeAMeTbl Ha MOBEPXHOCTM 060pyA0BaHNS.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaB/IMBaeMoe NoJsIoXeHWE: ropnu3oHTasIbHOE, Ha CTosle.

Mepen yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO HA Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Haimuns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTaBLLNKY.

3. Ecnm ycTpoiicTBO Haxoauioch AsMTeNibHoe BpeMs Npy HU3KOW TeMneparype, nepes Had4asiom paboTbl
cnefyeT BblAepXxaTb ero B TedeHue [ByX YacoB Npu KOMHATHOWN Temnepartype. lNocne ganTesibHoro
npebbiBaHNA YCTPONCTBA B YC/TIOBUAX MOBbILLEHHOW BNaXKHOCTW Nepes, BK/II0UYEeHEM BblAepXaTb B
HOPM&J1bHbIX YC/I0BUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnn yCTpoicTBa ans obecrnedeHuns 30Hbl NokpbiTa cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamMu yuntbiBaTe cnegytolme npasunia:

a. YctaHaBnuBaiTe YCTPOICTBO B LEHTPE 6GECNPOBOAHON CETY;

b. MuHummanpyiite uncno nperpag (CTeHbI, NOTONKK, MEGE/b U APYroe) MeXay TOUKOW gocTyna u
ApyrMMuy 6ecrnpoBOAHbIMU CETEBLIMWN YCTPONCTBAMMY,;

c. He yctaHaBnuBaliTe ycTpolicTBo B6/1M3uM (Nopsdka 2 M.) 3N1eKTPUYecKmX, paamo YCTPONCTB;

d. He pekomeHayeTcsi MCNONb30BaTh paganoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2,4 Ty, 5 'y, B pagnyce aenctensa 6ecnposogHoit cetn Wi-Fi;

e. MpenAatcTBusA B BUAE CTEK/ISAHHbLIX/METaIINYECKUX KOHCTPYKLMI, KAPNUYHBLIX/GETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauyuMTe/lbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.

5. Mpu pasmeLLeHnn HeCKOIbKMX TOYEK, paZmnycC COTbl LJO/HKEH NepecekaTbCs C CoceHel COTON Ha YpOBHe
-65 +-70 dBm. [JonyckaeTcsi yMeHbLLEHNE YPOBHS curHana Ao -75 dBm Ha rpaHuuax coT, ecnm He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.

3.3 Pacuet Heo6Xx0o4MMOro Yncsia Todek goctyna

Mpun BbIGOPE KOMIMYecTBa HEOOXOAMMbIX TOYEK AOCTYNa AJ/19 MOKPLITUA NMOMELLEHNA HE0BX0AMMO NPOM3BECTHU
OLEeHKy Tpebyemoli 30HbI oxBarta. /19 6051ee TOYHOW OLEeHKN HeO6X0AMMO NPOU3BECTY paguonccesoBaHne
nomMelleHus. Mpubam3ntensHolli paguyc oxeara yBepeHHoro npuema touku goctyna WEP-1L npu pasmeLleHunn
B TUMOBbIX OPUCHbIX NoMeLleHusx: 2,4 I'uy; 40-50 m, 5 'y 20-30 m. MNpy NO/THOM OTCYTCTBUM NPENSATCTBUN
paguyc oxeata: 2,4 'uy: go 100 m; 51Ty go 60 m.

B Tabnuue 6 npveeaeHbl NpUGIM3UTENbHbIE 3HAYEHUS 3aTyXaHUS.
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PyKoBOACTBO No akcnyaTauum WEP-1L

Tabnmua 6 — 3HadyeHna 3aTyxaHus

Martepunan N3meHeHne ypoBHA curHana, aob
2,4TTy, 5y,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
fMncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLITykaTypka ¢ MEeTasI/IM4ECKON CETKOW -14,8 -13,2
LLinako6n0oK -7 -11
MeTan. pewetka (aueiika 13*6Mmm, MeTas1 2Mm) -21 -13

3.4 Bbl6op kaHa/10B coCeACTBYHOLMNX TOUEK
Bo n36exaHvne MexkaHanbHOM MHTepgIEePEHLMN MEXAY COCEACTBYOLWMMIN TOUKaM/ AOCTyNa pekoMeHayeTcs
YCTaHOBUTb HENMEPEKPbIBaOLWNECA KaHaUlbl.

Kanansi

1 2 3 4 5 6 > 8 9 i0 11 12 13 14

2.402 My, |<7 22 MI'I.L—D{ 2.483 1Ty

PucyHok 5 — ObLwana guarpaMmma nepekpbITUa YacTOTHbIX KaHanoB B 2,4 T

MpumMep cxembl pacnpeeneHns KaHasioB Mexay CoceaHMN ToUkaMu B guanasoHe 2,4 'y, npy wupuHe
kKaHana B 20 MI'y, npuBefeH Ha pUCyHke 6.

PucyHok 6 — Cxema pacnpegeneHust KaHasioB Mexay CoCeHUMU To4kamun AocTyna B AvanasoHe 2,4 Iy, npu
lwMpuHe kaHana B 20 MIy,
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PyKoBOACTBO No akcnyaTauum WEP-1L

AHa/I0TMYHO PeKOMEeHyeTCs COXPaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesnieHnsi KaHasioB Npy PacrosIoKEeHUN
TOUEK MEXAY 3TaXaMmM, PUCYHOK 7.

T A
%ﬂ

AN
D N
%ﬂﬁ
D) STy a

PucyHok 7 — Cxema pacnpeeneHvsi KaHasioB Mexay COCeAHUMMU TouKamiy A0CTYNa, PacnofOXEHHbIMU MEXaY
aTaxkamu

Mpwn ncnonb3oBaHUK WKMPKHBLI KaHasna 40 My, B gnanasoHe 2,4 ' HET HenepeKpbIBaKOLWNXCS kKaHanoB. B
Takux criyyasx CTOUT BblGMpaTb MakCUMasIbHO OTA&/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # !B I IFT RS D] 1SSl EE 122228
I I I

.'lel"LfIszVU\j‘\!\f\.f\.}‘qI VVVVVVVVVVVY SVVV VY
somiz VN L VWV VY L V)
80MHz:J \/ \' J \/ \/ \ '.f \

160 MHz [
Examples of _
non-contiguous
VHTB0+80 MHz L
setup

[
[

T Y e i

PucyHok 8 — KaHanbl, ncnonb3yemble B gnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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4 YnpaBneHue yctpoiictBoM vyepe3s WEB-nHTepdeiic

4.1 Hauyano pa6oThl

PykoBoacTso no akcnayatauum WEP-1L

[ns Hayana paboTbl HYXXHO MOAKIYNUTLCA K yCTpocTBy no nHtepdericy WAN yepes WEB-6pay3ep:

1. Otkpoiite WEB-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-agpec ycTpolictea: 192.168.1.10, macka nogceTu: 255.255.255.0. Mo ymonuaHuio
YCTPOIACTBO MOXeT nonyuntb agpec no DHCP.

Mpw ycnelwHom o6HapyXeHUu yCTPOoCTBa B OKHe Bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocoM MMeHN

nonb3oBarenia n naposd

WEP-1L

3. BBeauTte nm4 nonb3oBarens B CTPOKe «JIorMH» U naposb B CTPOKe «llaposnb».

© 3aBsoackue yctaHOBKW: orvH: admin, napone: password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHIO MOHWUTOPUHIA COCTOSIHUSI yCTpOCTBA.

Wi-Fi knneuTh!

Cratmcruka no Tpacuky

CkaHupoeaHue acupa

HypHan coBbITuiR

CeTeBas MHopMmaums

WHdhopmauma o
paguonHTepdeiicax

WHchopmauus ob ycTpoiicTee

LELTEX  WEP-L

MOHWUTOPUHF Radio VAP CeTeBble HacTPONKN Cucrema

Wapenwe

AnnapaTtHas Bepcua
3aeopgckoi MAC-agpec
CepWilHbIA HOMEp
Bepcua N0

PezepeHas Bepcua M0
BepcuA 3arpysuuka
CucTemHoe Bpema

Bpemsa paboTsl

< O6HOBUTL

WEP-1L
1v3
E8:28:C1:E1:10:60

WP3C000103

15.06.2020 12:48:27

0 gH, 05:52:35

ru

(BbIX0oAO)
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PykoBoacTso no akcnayatauum WEP-1L

5. MNpy He0BXOANMOCTN MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-1L goctynHa
pycckas n anrnuiickasa Bepcus WEB-uHtepcpeiica.

cTEX  WEP-L

MoHuTOpUHP Radio VAP CeTeBble HAaCTpoOikKn Cucrema ru - (BbIXOA)

Wi-Fi KnneHTbI Wapenve WEP-1L

AnnapaTHas Bepcus 1v3
Crarvnctuka no Tpaduky

3asopckoin MAC-agpec E8:28:C1:E1:10:60

CkaHupoBaHwe acupa
CepWidHEIA HoMep WP3C000103

YypHan coBbiTuil Bepcus N0
CeTeBasn MHopMaLus PeaepeHan sepcwsa N0
VHGopMaLIA 0 Bepcus aarpyaquka
panrouHTepdeiicax CucTemHoe Bpems  15.06.2020 12:48:27

WMHchopmauws of ycTpoiicTee Bpems paboTsl 0 oH, 05:52:35

& OGHOBUTH

4.2 TIpuMeHeHVe KOHUrypaumm n oTMeHa N3MeHeHNi

1. TlpMMeHeHne KOHurypauum

Mpu HaOKaTUN KHOMKKU 3anyckaeTcs npouecc coxpaHeHus kKoHdurypauum Bo flash-
namMaTb YCTPOiicTBa U NPMMEHeHMe HOBbIX HacTpoeK. Bce HacCTpoiiku BCTynatoT B cuny 6e3
nepesarpy3ku ycTpoucTBea.

B WEB-HTepdelice TOUKM JOCTyNa peasin3oBaHa Bu3yasibHas MHAMKALMA TeKyLLero CoOCToOAHMA npowecca
NPVYIMEHEeHUs HacTpoek, Tabnvua 7.

Tabnuua 7 — BusyasnbHas HAMKaLMA TEKYLLEro COCTOSIHMS NpoLecca NPUMEHEHNS HacTPoeK

BHewwHwWi Bng, OnucaHne cocToAHUSA

lMNocne HaxxaTusa Ha KHOMKY «an/IMeHI/ITb» nponcxognT npouecc npuMeHeHna mn

3anncu HacTpoek B NamsTb ycTpolicTBa. O6 3TOM MHOPMMPYET 3HAUOK il B
Ha3BaHWUM BKMAAKN U Ha KHOMKe «[pUMEHUTb>.

O6 ycneLHOM COXpaHeHUM U NPUMEHEHUN HACTPOEK MHCDOPMUPYET 3HAYOK
B Ha3BaHWUW BKIAAKN.

2. OTMeHa U3MeHeHuM

© OtmeHa nsMeHeHWli NPOU3BOANTCA TOJTLKO A0 HAXATUA Ha KHOMKY «MpUMeHNUTL>. Mpu HaxaTum
Ha KHOMKY «MpPUMEeHUTb» U3MEHEHHbIEe Ha CTPaHuLLe NapaMmeTpbl 6yAyT OGHOB/EHbI HA TeKyLue
3Ha4YeHuUs, 3anMcaHHble B NaMATU ycTpoiicTBa. Mocne HaxaTusa Ha KHOMKY «MpUMeHUTb»
BO3BparT K NpeAbIAYLWMM HACTPoliKam GyeT HeBO3MOXEH.

. ¥ OTmeHa
KHoMka oTMeHbI N3MEHeHWI UMeeT BUf;
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PykoBoacTso no akcnayatauum WEP-1L

4.3 OcHoBHble anemeHTbl WEB-nHTEpthelica

Ha pucyHke Huxe npegcTasneHbl anieMeHTbl Hasuraumun WEB-nHTepdelica.

ELTEX  WEP-L

MOHWTOPUHT Radio VAP CeTeBble HacTPONKK Cuctema - (BbIXOO)

Wi-Fi knueHnTsl Wapenune WEP-1L

AnnapaTtHan Bepcus 1v3
Cratuctuka no Tpacuky

3aeopckon MAC-anpec E8:28:C1:E1:10:60

CkaHupoBaHue achupa
CepUuiHLIA Homep WP3C000103

JKypHan cobbITui Bepcys MO
CeteBan uHgopmaums PesepsHas Bepcus MO
YT Bepcusi 3arpyaumka
PannouHTepeicax CucTemHoe Bpems  15.06.2020 12:48:27

WHdbopmauma o ycTpoiicTee Bpems pa6ote 0 an, 05:52:35

2 OBHOBUTL

© 000 "Mpednpusmue "Snmexc’, 2019 — 2020 Bepcus 10: (Bepcus WEB: )

OKHO NMOo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTei:

1. Bkiagku MeHIo — 418 rpynnyMpoBKM NogmeHto no kateropusim: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoiiku, Cucrema.

2. BbI6op si3blka MHTepdpelica n kHomka (BbIXoA), NpeAHasHaYeHHasn /15 3aBepLUEeHNs ceaHca paboThl B

WEB-uHTepgheiice nog AaHHbIM NO/Ib30BaTeNIeM.

Bknagku nogmeHo — 4NAa ynpasneHns nosiemMm HacTpoek.

Mone HacTpoekK ycTpoincTBa — 419 NPOCMOTPA AaHHbIX Y KOHGUrypauuu.

WHdhopmaumoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

aprw
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4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41 NopmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAkAUEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 11 Toro, YToobl

PykoBozcTBO no akcnyataunm WEP-1L

06HOBUTb UHPOPMALIMIO HA CTPAHULE HEOBXOAMMO HaXKaTb Ha KHOMKY "O6GHOBUTL".

LTEX  WwWEP-L
MoHuTopHHT  Radio VAP CeTeBble HACTPOMKM  CucTeMa

CTaTucTHka Mo Tpauky
Vs xocTa IP-appec MAC-anpec Wwtepeic  Link Capacity  Link Quality

Ne

> 1 tester-HP-ProBook-450-G2 192.168.0.27 10:62:eb2ffd:58  wlan0-va3 25 (not changed) 100 (not changed)
2 WB-2P-LR2 192.168.0.25 e0:d9:e349:ct:60 wianO-va3 33 (not changed) 66 (not changed)
3

HUAWEI_P40_Pro-81afe9c3da  192.168.0.44 6e:db:3eri7:d5:09 wiani-vad 30 (not changed) 100 {not changed)

Mepenano / npuHATO Bcero, GaitT 5490 /69 273 777

MepeaaHo / MPHHATO Bcero, MakeTos 51131242

VHeopuaua ob yoTpoiioTas Mepenano / NpUHATO Aakmuix, GaiT 4 008 / 68 461 767

Mlepenaro / MPYHATO RaHHI, NakeTos 46 / 30 980
Moaynauns Mepenato naxeros
OFDMe
OFDM24
NSS1-MCS5
NSS1-MCS6
NSS1-MCST
NSS1-MCS8
NSS2-MCS4
NSS2-MCS5
NSS2-MCS6

NSS2-MCS7

NSS2-MCS8

> 4 WB-2P-LR5 192.168.0.24 e0:d9:e37a75:00 wlani-va3 60 (not changed) 100 (not changed)

Link Quality Common

70

66

93

100

72474

64464

B8/ 65

RSSI, nBm

SNR, a6

21726

0/0

5/20

TxRate RxRate TX BW, MMy

MCS9 26 MCS5 52 20

OFDM 12 DSSS 1 20

VHT NSS1-MCS552  VHT NSS2-MCS5 104 20

Mepenano c ownbkamy, naxeTos

‘OBuiee uICTI0 NOBTOpOB NEpeAa|M, NaKkeToa

0
MOBTOPLI NEpeAaYH 38 NOCTERHIA MlepHoN, NakeTos O
2
0

MpHHATO NakeToR

CKopocT niepenauy / npiema, KGHT/e

120224

VHT NSS2-MCS0 13 VHT NSS1-MCS2 185 20

RXBW,MIy  Bpems paGors!

20

20

20

00:05:07

00:04:17

00:04:09

00:00:48

* Ne — HOMep NOAK/IOYEHHOIO YCTPOICTBA B CMMUCKE,;
* WIMsi xocma — ceTeBoe UMS YCTPOCTBa;
* IP-adpec — IP-agpec noaxnH4YeHHOro yCTPOICTBa;

* MAC-adpec — MAC-aapec NOAK/HYEHHOTO YCTPOICTBA;
* MlHmepgpelic — nHtepdelic Bzanmogenctama WEP-1L ¢ nogkioYeHHbIM YCTPONCTBOM,;

* Link Capacity — napameTp, KOTOpbIli oTo6paxaeT aphekTUBHOCTb MCMNO/b30BaHNSI TOUKOW AOCTyna

Moay nsuun Ha Nepefady. PaccumTbiBAeTCS MCXOAs M3 KOMMYECTBA NaKeToB, NepelaHHbIX Ha Kak ol
MOAYNALUMN 10 KNUEHTA, M NOHMXKAIOLLMX KO3hULMEHTOB. MakcuMasibHoe 3HadeHre- 100% (o3Havaer,
YTO BCE MaKeTbl NepefaloTcs [0 KMEHTA HA MaKCUMasIbHON MoAyNALUMK /151 MaKCUMasibHOTO Tuna nss,
noAAepPXMBAEMOro KNMeHTOM). MUHUMasibHoe 3HaueHne- 2% (B Crlydyae, Koraa nakeTbl nepeaaoTcs Ha
moaynsuum nssTmces0 ans knveHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHve NapameTpa paccUnTbIBaeTCs

3a nocnegHue 10 c.

« Link Quality — napameTp, KOTOPbI/i OTOGPaXXaeT COCTOSIHME IMHKA A0 K/TMEHTA, pacCuMTaHHbI Ha

OCHOBaHMUI KO/IMYECTBA PETPAHCMMUTOB NAKETOB, OTMPAB/EHHbIX KTMEHTY. MakcuMasibHoe 3HaYeHne —
100% (BCe nepeAaHHble NakeTbl OTNPABWUINCL C NEPBOV MOMbITKA), MUHUMasIbHOE 3HauYeHne — 0% (Hu

OAVH NakeT A0 K/IneHTa He 6bIN ycnewHo OTI'IpaBJ'IeH). 3HaudeHne napameTpa paccunTbiBaeTcs 3a

nocnegHue 10 c.

« Link Quality Common - napaMeTp, KOTOPbIii 0TOBPAXAET COCTOSIHME JIMHKA [0 KNEHTa, PacCUMTaHHbIi
Ha OCHOBAHWM KONMYECTBa PETPAHCMUTOB NaKETOB, OTNPAB/IEHHbIX KNMEHTY. MakcMmaibHOe 3HaueHne
— 100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOIA NONbITKM), MUHUMasIbHOe 3HadyeHne — 0% (Hu
OAVH NaKeT A0 K/IMEHTA He 6bl/1 YCMELLIHO OTNpaB/eH). 3HaueHre NnapameTpa paccunTbIBaeTcs 3a Bce

BPeMsi NOAK/IOUYEHNS KNTMEHTA.
* RSS/ - ypoBeHb NpMHMMaEeMoro curHana, abm;
* SNR — oTHOwWeHNe curHan/wym, ab;
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PykoBozcTBO no akcnyataunm WEP-1L

+ TxRate — KaHa/IbHasA CKOPOCTb nepegayun, MouT/c;

* RxRate — kaHa/ilbHasa CKOPOCTb Npuema, MéuT/c;

+ Tx BW - nonoca nponyckaHua Ha nepegaye, MIy;

* Rx BW - nonoca nponyckaHusa Ha npuneme, My,

* Bpems pabomsbi — Bpemsa coeanHeHmns ¢ Wi-Fi kiveHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGoOpMaL MK Mo onpeaesieHHOMY K/IMeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKOYAET B cebs cneaytoLie napameTpbl:

* [NepedaHo/npuHsmo sceao, 6alim — KONNYECTBO NepefaHHbIX/MPUHATLIX Ha NOAKIHOYEHHOE YCTPONCTBO
oaiT;

* [MepedaHo/npuHAMOo BCE20, MaKkemos — KO/IMYEeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/THYEHHOE
YCTPOWCTBO NaKeTOB;

* [NepedaHo/npuHIMOo 0aHHbIX, 6alim — KOJIMYECTBO NepefaHHbIX/NPUHATLIX Ha MOAKNHYEHHOE
YCTPOWMCTBO 6ailT AaHHbIX;

* [MepedaHo/npuHsAmMOo O0aHHbIX, MaKkemos — KO/IM4eCcTBO NnepefaHHbIX/NPUHATBLIX Ha NOAK/THYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

+ [MepedaHo ¢ owubkamu, Nakemos - KOSIM4eCcTBO NakeToB, NepefaHHbIX C owmnbkamMmn Ha NoAK/IHYEeHHoe
YCTPOWCTBO;

+ [Mosmopkbl nepedaqu 3a rnoc/1eoHull nepuod, nakemos - KONIMYeCTBO NOBTOPOB Nepesaymn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

+ Obuwee 4ucs10 MoBMOPOB rnepedayu, nakemos - KOIMYeCcTBO NOBTOPOB Nepefayn Ha NoAKIHYEHHOE
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

+ Ckopocmb nepedadu/npuema, Kbum/c - akTyasibHas CKOpoCTb Nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHW.

4.4.2 MopmeHo «CTaTucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacmky» otoGpaxkatoTcs rpaduky CKOpocTU nepeaaHHoro/nosyYeHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & Tak XXe CTaTUCTUKA O KoNM4yecTBe NnepeaaHHoro/noy4eHHoro Tpadguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

TEX  WEP-L

WLANO Tx/Rx kbips. WLANI TR kbps

Rx: 0.9 kbps (max: 2.6 kbps) Rx:0
@ Tx: 0.8 kbps (max: 10.1 kbps) o

Kbps (max: 11.4 kbps)
0 kbps (max: 10.2 kbps)

CeTeaan vHbopMaLUA

02 3 — v v ' v v — v v T 0 3=y v v v T v — T
165323 165341 165359 165417 165435 165453 165511 165529 165547 16:56:05 165623 s 165323 165341 165359 165817 165435 165453 165511 165529 165547 165605 165623 ts
LAN TR kbps

Ri; 10 Kbps (max: 10.2 Kbps)
@ Tx: 13 kbps (max: 30.1 kbps)

1 — T T T T T 1 v T —
165323 165341 165359 165417 165435 165453 165511 165529 165547 16:56:05 165623 s

Mpacbmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nosyvyeHHoro Tpaduka vyepes Ethernet untepdoeiic
TOYUKM AOCTyna 3a nocnegHue 3 MUHYTbI. padivk aBTOMaTUYeCckn 0OGHOBNAETCA Kaxable 6 CekyHA,

Mpadhmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nosyyeHHoro Tpaduka yepes Radio 1 u
Radio 2 nHtepdelicbl TOUkM goctyna 3a nocsegHne 3 MUHyTbl. Mpadhrk aBTomaTnyeckn 06HOBNSAETCA Kaxable
6 cekyHA.
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PykoBoacTso no akcnayatauum WEP-1L

Nepepato v
WnTepdpeiic Bcero nakeTos Bcero BaiT OTBPOWEHO NaKeTOR OwmBKH
LAN 202871 161316150 0 0
WLANO 41298 49220375 0 0
WLANT1 286650 308024624 0 0
wian0-vao 41298 49220375 20 0
wlan0-val 0 0 0 0
wlan0-va2 0 0 0 0
wian0-va3 0 0 0 0
wlan1-va0 3 39720 924 0
wlani-val 286279 307984904 25 0
wian1-va2 0 0 0 0
wian1-va3 0 0 0 0
OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgelic — nma nHTepgelica,;

* Bcea2o nakemos — KONN4YeCcTBO YCMNeLHO OTNpaB/eHHbIX NaKeToB;

* Bcezo 6alim — KONM4ecTBO YCneLHo OTrnpaB/ieHHbIX 6aliT;

* Om6powWeHo rnakemos — KO/IM4eCcTBO NakeToB, OTOPOLLEHHBIX NPY OTNPaBKeE;

* OWUubKU — KONIMYEeCTBO OLUMOOK.
MpuHaTo v
WhTeptheaiic Bcero nakeTos Bcero GaiT OTEPOWEHO NaKETOR OwWHBKH
LAN 400993 463402409 56 0
WLANO 20383 2789738 0 0
WLAN1 136468 160132228 0 0
wian0-val 20383 2789738 0 0
wlan0-vat 0 0 0 0
wlan0-va2 0 0 0 0
wian0-va3 0 0 0 0
wian1-va0 20 2698 0 0
wian1-va1 136448 160129530 0 0
wian1-va2 0 0 0 0
wian1i-va3 0 0 0 0

OnucaHune Tabnuupl «[IpUHIMO»:

* ViIHmepdpelic — nma nHtepdelica;

Bceao nakemos — KONMYecTBO YCMNeLHOo NMPUHATLIX NaKeToB.;

Bcezao 6alim — KONMUYeCcTBO YCMNELIHO NPUHATBLIX 6aiT,;

Om6poweHo rnakemos — KOJ/In4eCTBO MaKeToB, OT6pOU.IeHHbIX npun noayvyeHnn,

OWUubKU — KONMYeCcTBO OLUMOOK.
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PykoBoacTso no akcnayatauum WEP-1L

4.4.3 lMopgmeHto «CkaHnpoBaHue atphrpar

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

clTEX WweP-1L
MOHWUTOPMHI Radio VAP CeTeBble HACTPOMKKA Cuctema n -
Wi-Fi KMMEHTL MocneaHee ckaHuposanue Geino 15.06.2020 12:55:09
CTarucTika no Tpatuky
OdwuanazoH SSID EezonacHocTb MAC-appec Kawnan / Wwupuxa
Crakuposanme ahupa > 24Ty BRAS-Guest Open E0:D9:E3:49:78:E1 6/20
HypHan cobsIThi 24Ty 2open Open E0:D9:E3:49:78:E3 6/20
CeTtesan nH@OpMaLWA 24TTy _ESH_airtune_1 Open E0:D9.ES:52:B7:8F 11/20
VHcpopmaums o 241y netconf_open Open E8:28:C1:DAICFF2 1120
panuouHTepdpeicax 241y _ESH_airtune_ Open E0:DY:E3:52:67:80 11/20
Wrdpopmauna o6 ycTpoiicTae 51Ty bank_test Open E0:D9:E3:49:78:71 36/20
STy Eltex-Guest Open EQ:DXEI49:78:F1 52/20
Sy Jopen Open E0:DE349:TEF3 52/20
Sy Eltex-Local WPA_TXMWPAZ_1X E0:DSE349:TEF2 52/20
Sy BRAS-Guest Open E0:DSE349:78:FO 52/20

(Bbixon)

RSSI, pbm
-i2
-3
-87
-87
-87
-34
-52
-92
-92

-92

Mocne HaxaTusi Ha KHoMKy «CkaHMpoBaTb» npouecc 6yaeT 3anyLleH. MNocne 3aBepLUeHns CKaHMPOoBaHUS
MOSIBUTCS CMMCOK 06HAPYXXEHHbIX TOUEK JOCTyNa 1 MHDOPMALIMS O HUX:

« [uana3soH - ykasblBaeTcsa agnanasoH 2,4 'y unm 5 Iy, K KoTopoMm 6bina 06HapyXeHa Touka 4oCTyna;

+ SSID - SSID o6Hapy>XeHHOW TOYKN AOCTyna;

+ be3zonacHocmb — pexumM 6e30nacHOCTV 06HaPYXXEHHON TOYKN AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM AOCTYna;

* Kanasi/lLlupuHa — pagmokaHas, Ha KOTOpoMm paboTaeT 06HapyXeHHas Tovka 4OCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOCTBO NPUHUMAET CUrHaU/T 06HaPYXXEHHOM TOUKKN A0CTyna, ABM.

© O6partute BHUMaHMe, BO BPpeMsl OCYLIECTB/IEHUS CKAHMPOBaHUA 3(hupa paguonHTepdeiic
yCTpoiicTBa GyAeT OTK/IOUEH, UTO NPUBEAET K HEBO3MOXHOCTU Nepeaaun aaHHbIX Ao Wi-Fi
K/IMEHTOB BO BPeMsl CKaHWPOBaHUS.
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4.4.4 TogMeHto «KypHasn cobbITuii»

PykoBozcTBO no akcnyataunm WEP-1L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

MoHUTOPHHM Radio VAP CeTeBkle HACTPOMKN CucTema
\Wi-Fi KnHeHTs i Cunctus
CratneTika na Tpadmky
Hara n BpemA Tun MNpouecc

CKaHWpOBaHKe 3chupa

Jun 15 12:53:31 daemon.info monitord[1069]

Hypran cobuiTit > Jun 15 12:53:24 daemon.info monitord[1069]

CeTesan WHQOPMaUKA Jun 15 12:52:46 daemon.info monitord[1069]

Jun 15 12:52:33 daemon.info monitord[1089]

Jun 15 12:52:27 daemon.info monitord[1089]

VIHDOPMAUKA 08 YCTPORCTBE Jun 15125212 daemoninfo  monitord[1069]
Jun 15 12:51:13 daemon infa configd[957]

Jun 15 11:56:23 daemon.info networkd[989]

Jun 15 10:56:23 «daemon.info networkd[989]

Jun 15 09:56:22 daemon.info networkd[989]

Coobiuenne

event: 'associated' mac: 6E:4B:3E:17:D5:09 ssid: Testd' interface: wian1-va3 channel: 64 rssi: -73 location: 'ap.natasha.root’ reason: 0

event: ‘associated’ mac: E0:D9:E3:49:C1:80 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -55 location: ‘ap.natasha.root reason: 0

event: 'associated' mac: 74:61:14:3A:BD:60 ssid: 'Testd' interface: wian1-va3 channel: 64 rssi: -77 location: "ap.natasha.root’ reason: 0

event: "associated' mac: 10:62:EB:2F:FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -85 location: "ap.natasha.root' reason: 0

event: ‘deauthenticated by STA' mac: 10:62:EB:2F:FD:58 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -83 location: 'ap.natasha.root' reason: 3 description: 'Deauth at STA leave BSS'
event: "associated' mac: 10:62:EB:2F:FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -67 location: "ap.natasha.root' reason: 0

The AP startup configuration was updated successfully.

DHCP-client: Interface br0 renew lease on 100.110.0.208.

DHCP-client: Interface bro renew lease on 100.110.0.208.

DHCP-client: Interface br0 renew lease on 100.110.0.208.

+ [ama u spemsi — Bpems, Korga cobbiTe 6bI/10 CreHepupoBaHo;
+ Tun — KaTeropvs n ypoBeHb BaXKHOCTU COObLITUS;

+ poyecc — ma npouecca, CreHepupoBaBLLEro COOOLLEHME,;

+ CoobuweHue — onucaHme cobbITuS.

Ta6nuua 7 — OnucaHve KaTeropuii BAXXHOCTW COObITUIA

YpoBeHb Tun BaXXHOCTY COOGLLEHWIA Onucaxune
0 UpesBblvaiiHble (emergency) B cucTeme npousoLlnia Kputnieckas olmeka,
cucTeMa MOXET paboTaTh HEMPaBU/ILHO.
1 CurHans! Tpesoru (alert) Heo6xoanMo Hemef/leHHOE BMELLIATENbCTBO B

Kputnueckue (critical)
Owwn6ouHble (error)
MpeaynpexaeHus (warning)
YeepomneHus (notice)

WNHdpopmaumoHHble (informational)

N o g b~ 0N

OTtnagouHble (debug)

cucTemy.
B cucteme npomsoLuna Kputuyeckas oLumoka.

B cucteme npomsowwna owmnobka.

MpeaynpexaeHue, HeaBapuiiHoe coobLLeHMe.
YBeLOM/IEHNE CUCTEMbI, HEaBapuiiHoe CoObLLeHME.
NHopmaunoHHbIe COOBLLEHMS CUCTEMBI.

OTnafo4Hble COOGLLEHUSI NPeaoCTaBNAIOT

noNb30oBaTesio MHhopMaLuio 415 KOPPEKTHO
HaCTPOWKN CUCTEMBI.

[N nonyyeHnsi HOBbIX COOBLLEHNIA B XXypHasie COObITUIA HEOBXOANMO HaxXKaTb Ha KHOMKy "O6HOBUTL".

Mpu Heo6XOANMOCTU BCE CTapble COOBLLEHUS 3 XypHa/Ia MOXHO YAA/IUTb, HAXaB Ha KHOMKY "OuncTuTb".

4.4.5 TMopmeHio «CeTeBas Hdopmauns»

B noameHio «CeTeBast MHpOpMaLUA» OCYLLIECTBSIETCA MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOICTBA.
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ELTEX  WEP-IL

MoHUTOpHHT Radio VAP CeTeBble HacTPORKN Cuctema n - (BbIXOM)

Wi-Fi knnenTe CTaT)"C WAN
CTaTMCcTHEE NO Tpaduky WHTepdec bro
CraHwpoBaHue scupa Mporoxon DHCR

IP-agpec 100.110.0.208
MypHan cobLITHRA
MNpuHaATO 17.8 MGait (18 622 100 Gant)

Ceresan uipopmaLms » Mepepado 4.3 MGaiT (4 542 177 Gair)

WHchopmauua o Ethernet
papuoukTephencax
CocToAuwme nopra Up
Wudpopmauna of yoTpoicTee
CropocTe 1000

Oynnekc Full

ARP ~

Ne IP-agpec MAC-agpec
4] 100.110.0.233 2C:FD:A1:5C:EEGBE

1 100.110.0.58 9C:5C.6E:83:E3:3D
2 100.110.1.252 9C:5C.6E:83:E3:3D

MapwpyTbl v

Ne WHTepdhenc HazHaveHune LWnwoz Macka @naru
0 br0 0.0.0.0 100.110.0.1 0.0.0.0 uG

1 br0 100.110.0.0 0.0.0.0 255.253.254.0 u

Cratyc WAN:

* MIHmepgpelic — nvs bridge-nHTtepdeiica;

*+ Mpomokos1 — NPOTOKOA, MCNONb3yeMblin Ans goctyna k cetn WAN;
* IP-adpec - IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHsIMO — KoNN4ecTBO NPUHATbIX HA WAN 6aiiT;

* lMepedaHo — konu4yecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — cocTosiHme Ethernet-nopra;
+ CKkopocmb — CKOPOCTb NoAktodeHunst no nopty Ethernet;
« dynnekc — pexum nepegayv gaHHbIX:

* Full - nonHbIii gynnekc;

+ Half — nonyaynnekc.

ARP

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec - IP-agpec ycTpoicTBa;
* MAC-adpec — MAC-agpec ycTpoicTsa.

MapLipyThbl:

* MlHmepgpelic — nvs bridge-nHtepdelica;

+ HasHaveHue — IP-agpec xocTa uan NoACeTV Ha3HaYeHwWs!, 0 KOTOPbIX YCTAaHOB/IEH MapLLpYT;
« Umo3 — IP-agpec Wto3a, Yepes KOTopbIii OCYLLECTBASIETCS BbIXOA Ha afpecaTta;

+ Macka — macka nogacetw;
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PykoBozcTBO no akcnyataunm WEP-1L

*+ s1a2u — onpepeneHHble XapakTepuCcTUKM AaHHOro mapupyTa. CyuecTByOT cneayowme 3Ha4eHus
donaros:

U — yka3bIBa€eT, YTO MapLLpPYT CO34aH 1 IBNSETCA NPOXOANMbIM.

H - ykasbiBaeT Ha MapLupyT K onpeaeneHHOM y3ny.

G — yKasblBaeT, YTO MapLipyT NponeraeT yepes BHELHWIA w3, CeTeBon nHTepdelic cuctemsl
npeaocTaBAseT MapLUpyTbl B CETU C NPsiMbIM NOAK/OYEHNEM. BCe npoune mapLupyTbl IpoxogaTt
yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KOOME MapLUpyTOB B CETU C
NpsIMbIM NOAK/TIOYEHNEM,

R - yka3bIBaeT, 4TO MapLUpyT, CKopee BCero, 6b11 co3aaH AMHaMUYECKAM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolymM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBaeT, YTO MapLUpyT 6bl1 f06aBNEH B pe3ynbraTe NoyyYeHnst CooOLEHNS
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLupyT BKIO4aeTca B TabnuLy MapLupyTm3auun, YTobbl UCKITHYNTD
nepeHanpasneHne ansa nocneayoumx nakeTos, NpeaHasHauYeHHbIX TOMY XXe agpecary.

M — yka3bIBa€eT, UTO MapLUPYT NOABEPrcA N3MEHEHWNIO, BEPOSITHO, B pe3ysibTate paboThbl
AVHaMMYEeCKOro NpoTOKO/Aa MapLupyTnsaumm Ha NoKasibHOM cuctemMe 1 NpMMEHEeHUs napameTpa
mod.

A — yKa3biBaeT Ha 6ychepun3oBaHHbIii MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKa3bIBa€eT, YTO UCTOYHMKOM MapLupyTa siBAsieTca bydep mappyTmnsauymm agpa.

L — yka3bIBa€eT, UTO MYHKTOM Ha3Ha4YeHUs MapLupyTa SABNSETCA OANH U3 aApecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasblBaeT, UTO KOHEYHbIM MYHKTOM MapLUpyTa SABASETCS LWMPOKOBeLWaTe bHbI agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auunun.

| — yka3bIBa€eT, UTO MapLLPYT CBsi3aH ¢ KonbLeBbiM (loopback) nitepdeiicom ¢ Luenbo NHOW,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTmU3aLnn.

I — ykasbIBa€eT, YTO AelTarpaMmbl, HanpasasieMble N0 3TOMY afpecy, 6yayT oTBepraTbes
CUCTEMOM.

4.4.6 TMopmeHto «MHopmaums o paguonHTepgericax»

B nogmeHto «MHdhopMaums o paguouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paanonHTepdencos

WEP-1L.

LTEX  WEP-L

MoHUTOpUHT Radio VAP CeTeBble HAaCTPOMKK Cucrema ru - (BbIXOO)

Wi-Fi KnMeHTbI Radio 2.4 'y,

Craructuka no tpacuky Crartyc BknroueHo

CKaHupoBaHUe acmpa MAC-anpec E8:28:C1:E1:10:60

Pexum IEEE 802.11b/g/n
»KypHan cobbITui
Kanan 1(2412 Mlru)

CeTeBas UHbopMaLms
chopmaly lWupuHa kaHana, My 20

MH(bODMavL_lMF! o Radio 5 rrLl
pagvouHTepdeiicax >

Cratyc BknroueHo
WHchbopmauma ob ycTpoicTee
MAC-agpec E8:28:C1:E1:10:65
Pexum IEEE 802.11a/nfac
Kanan 40 (5200 MIu)

LWvpuHa kanana, My 20
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PafnonHTepdheicbl TOUKN A0CTYNa MOTYT HAXOAUTLCS B ABYX COCTOSIHUSAX: «BK/1HOUEHO» N «BbIK/TOYEHO».

PykoBozcTBO no akcnyataunm WEP-1L

CTaTyc Kaxaoro U3 paaMomHTepgeincoB oTpaxaeTcs B o4HOMMEHHOM napameTpe «CTaTyc».

Cratyc Radio 3aBUCUT OT TOrO, €CTb /I HA JaHHOM pagnonHTepderice BKNHOYEHHbIE BUPTYasibHbIE TOYKU
poctyna (VAP). B cnyyae, ecnv Ha pagnoviHTepdeiice umeetcst XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet

HaxoAunTbCA B CTatyce «BKkntoyeHo», nHaye - «BbIK/1H0YEHO».

B 3aBucumocTy oT cTatyca Radio Anst MOHMTOpPWHIA AOCTYNHA crieaytoLwas nHgopmaums:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHNE paanonHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHTepdeiica;
* Pexxum — pexum paboTbl pagmnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11.

«BKAKOYEHO»:

+ Cmamyc — COCTOsiHVEe paanonHTepdeiica;

+ MAC-adpec — MAC-agpec pagnonHTepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — Homep 6ecnpoBOAHOINO KaHasia, Ha KOTOpoM paboTaeT pagumonHTepdeiic;

* LupuHa kaHaz1a — LWMpUHa No0Ckl YacToT KaHausla, Ha KOTOpoM paboTaeT pagumonHTepdeiic.

4.4.7 TMopmeHto «NHdopmaums 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-1L.

(TEX

MOHATOPWHT Radio VAP

Wi-Fi knueHTbI
CraTucThKa no Tpacuky
CkaHupoBaHue athmpa
KypHan cobbIThia
CeTeBas MHpoOpMaLMA

WHcbopmauus o
paguouHTepdencax

WHbopmauus ob ycTpoicTee

WEP-1L

CeTeBble HACTPORKK Cucrema

Wapenue

AnnapaTtHas Bepcus
3aeoackoin MAC-agpec
CepWiiHbIA HOMep
Bepcua MNO

PesepsHan sepcua MO
Bepcus sarpysquka
CucTemHoe Bpems

Bpewmsa pabortel

-

WEP-1L
1v3
E8:28:C1:E1:10:60

WP3C000103

15.06.2020 12:48:27

0 gH, 05:52:35

(BbIXOA)

* MI30esiue — HauMeHoBaHNe MOAENN YCTPOICTBa;
« AnnapammHasi Bepcusi — BEpCusi annapaTHoro obecneyeHms yCTponcTea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdoeiica ycTponcTBa, yCTaHOB/EHHbI 3aBOA0OM-

N3roToBUTENEM;

+ CepuliHbili HOMEP — CEPUHbIA HOMEP YCTPOINCTBA, YCTAHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;
* Bepcusi MO — Bepcusi NpOrpaMmMHOro o6ecneyeHnsi yCTpoicTBa;

* PesepsHas sepcus O — npepblaywian yctaHosieHHada sepcus MNO;

* Bepcusi 3a2py3yuka — Bepcus NporpaMMHOro o6ecneyeHns 3arpysymka ycTponcTea;

+ CucmeMHoe BpeMsi — TeKyLMe BPEMS U AaTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMs pab0oTbl C MOMEHTa NOC/AeAHEro BKIYEHUS NN nepesarpy3kn yCTPoncTaa.

4.5 MeHo «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.
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4.5.1 MNoameHto «Radio 2.4 I'uy»

B nogmeHio «Radio 2.4 I'uy» ocyLecTBASTCA HACTPOMKN OCHOBHbIX NapaMeTpoB paguonHtTepderica
YCTPOWCTBAa, paboTatoLero B AgvanasoHe 2.4 'y,

L TEX  WEP-L

MOHMTOPUHT Radio VAP CeTeBble HACTPOHKK Cucrema - (BbIxOa)

Radio 2.4 Ty » Obwune
Radio 5Ty Pexumm IEEE 802.11big/n v

JONONHUTENBHO ABTOMAaTHYECKHH BbIOOD td
KaHana

O MPaHWYMTL CNUCOK KaHanos d

LUMpUHa KaHana. My 20 v
MOLYHOCTE CHrHana, ABM 15 v

KaHanbHaA CKopocTh Auto A
nepejavq

LOononHUTENBHO v

* Pexxum — pexum paboTbl MHTepelica cornacHo ctaHgapTam:
+ |EEE 802.11b/g
+ |EEE 802.11b/g/n
+ IEEE 802.11n

* ABmomamu4eckul BbI60p KaHasia - Npy YyCTaHOB/IEHHOM dofiare Touka 6yaeT aBToMaTnyeckn
BblOGMpaTb HaMMeHee 3arpyXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaAETCH A0CTYN A1 YCTaHOBKM CTaTU4eckoro paboyero kaHasna.

* Kanas1 — BbIGOp KaHana nepefayn faHHbIx;

+ O2paHuyumsb CrucoK KaHas108 - Npy yCTaHOBNEHHOM dhniare Tovka AocTyna 6yaeTt Ucrnonb30Barb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCcoK KaHas1oB /15 paboTbl B aBTOMAarnyeckoM pexunme Bbibopa
KaHana. Ecnu cpnar HanpoTyB "OrpaHnynTb CNNCOK KaHaUT0B" HE YCTAHOB/IEH UIW B CMIMCKE OTCYTCTBYHOT
KaHas1bl, TO ToYKa focTyna 6yaet BblbpaTb paboumnii KaHan 13 Bcex JOCTYMHbIX KaHa/10B JaHHOTro
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 2,4 'y, 1-13.

* lupuHa kaHasna, MMy — WwmprHa Noa0Ckl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka 4oCcTyna,
npuHmumaet 3HadeHnsa 20 n 40 Mrry,

* OCHOBHOU KaHa/1 - napameTp MOXeT ObITb NU3MEHEH TOJIbKO MPKU NPOMYCKHON CNOCOBHOCTN CTaTUYEeCKU
3aflaHHOro kaHana pasHoi 40 MI'y. KaHan 40 MI'L, MOXHO cunTaTb COCTOSALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHuyaT B 4YacTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1aMu. MepBUYHbIA KaHa UCNOJb3YETCH KIIMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

« Upper — nepBrYHbIM KaHasiom 6yaet BepxHuii kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — nepB1YHbIM KaHas10M 6yaeT HKHKiA kaHan 20 My, B nonoce 40 MIu,

* MowHocmb cuz2Hana, 0bm — perynupoBka MOLLHOCTY curHasia nepegatyvka Wi-Fi B gbM. MpuHumaeT
3HayeHue ot 11 4o 16 gbm.

* KaHa/lbHasi CKopocmb repedaqu — (hMKCMpoBaHHasA CKOPOCTb 6GeCnpoBOAHOM Nepefayn AaHHbIX,
onpeaensiemas cneundukaumsamm ctaHgaptos IEEE 802.11b/g/n.
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© B cnyuae, ecniv B cniucke "OrpaHnumnTh CNIMCOK KaHasI0B" yKa3aH HeA0CTYMNHbINA A5 BbI6opa KaHaul, OH

6yaeT OTMeYEH cepbIM LBETOM. [ TOro, YTo6bl HOBast KOH(PUIypauust 6bi1a NPUMEHEHA Ha TOYKY
[ocTyna, B cnucke "OrpaHnyunTb CNUCOK KaHanoB" A0MKHbI ObiTb YKa3aHbl TONIbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOANIOCH HUKAKNX HACTPOEK, Mo-yMmonyaHuto Ha Radio 1
ycTaHoBneHa "lUnpuHa kaHana" 20 MI'y, a B cnucke "OrpaHnyunTb CNMCOK KaHanoB" yka3aHbl kKaHasbl: 1,
6,11.
JonycTm Heob6xoAMMOo YCTaHOBUTL NapameTp "LUnpuHa kaHana" paBHbiin 40 MITu. Mpy n3ameHeHun
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHust OTKpbiBaeTcsl napameTtp "OCHOBHOW KaHan", NpUHUMatoLLMiA 3HaYeHe no-

ymonyaHuto - "Lower",
« kaHan 11 B cnucke "OrpaHMunNTb CNNCOK KaHasI0B" MEHSIET CBOM LIBET C CUHEr0 Ha Cepblil.

Ecnu nameHntb napametp "LnpuHa kaHana" Ha 40 My 1 He yganuTb "cepble” KaHaslbl U3 CNUCKa, TO
NPV HaXxaTun Ha KHonky "TMpruMmeHnTL" B Gpay3epe NosBUTCA OLLMOKa - "BBeAeHHble AaHHble coaepXat
OLNGKN. I3MeHeHMs He Bbln NpuMeHeHbI". COOTBETCTBEHHO, KOH(IUIYpaLMs TOUYKM AoCcTyna
n3MeHeHa He GyaeT. DTO MPOUCXOAMT MO NPUYMHE TOrO, YTO KaHaslbl, BblAe/IeHHbIe CepPbIM LIBETOM, B
cnucke "OrpaHnyYnTb CMMCOK KaHa/NoB" He NoaxoanT nog onpeaeneHue "OcHoOBHON kaHan" = Lower.

B pasgene «[JON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKAa A0NO/THUTENbHbIX NapamMeTpPoB paanonHTepeica
yCTpOiCTBa.

OononHWTensHo v

KOpOTKHMIl 3aLUMTHBIA v
MHTEpEBAN

STBC
Mepuon oTnpasku 100
Cry*edHbiX COoBLLEHMI,
MC
Mopor dparmeHTaluun 2346
Mopor RTS 2347
Arperauma v

KopoTtkaa npeambyna rd

LeiAnep rd
Broadcast/Multicast, nakic

[=]

Wi-Fi Multimedia (WMM) 7

BrnounTts QoS

+ OBSS Coexistence — pexum aBTOMaTMYECKOro YMEHbLUEHUS LLUVPWUHBI KaHaa nNpu 3arpy>KeHHom
paanoadhmpe. MNMpn ycTaHOBIEHHOM lare peXxmnm BKITHOYEH;

* Kopomkul 3awjumHbil uHmepsasa — nogaepxkka yKopoyeHHOro 3almTHOro nHTepsasia. Touka gocrtyna
nepenaeT AaHHble, Mcnosb3ys 400 He 3awnTHBbI HTepBasn (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMMU,
KOTOpble TakkKe NoaLepX1BatT KOPOTKMI 3alUUTHbIA NHTepBaUT,

+ STBC — meToq, NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHMS, HaNpPaB/IEHHbIN HA NOBbILLEHNE
HaAEeXHOCTU nepefayun AaHHbIX. MNone [OCTYNHO, TONbKO eC/iv BblIGpaHHbI pexum padoThbl
paanounHTepdieiica BktodaeT B cebs 802.11n. MNpu yctaHoBNEHHOM chiiare yCTPOMCTBO NepeaaeT OAuH
NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTeHH. Ecnu dpnar He ycTaHOBMEH, YCTPOMUCTBO He nepesaeT O4unH U
TOT XXe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

+ lNepuod omnpasku c/yxebHbix cO0bLWeHUl — Nepno Nocblku Beacon - dopeiimoB. ®peiimbl
nepegaroTcs As1s 06HapyXeHns TOUKM AocTyna B achmpe, npuHuMaeT 3HaveHmns 20-2000 mc, no
ymMmon4aHuio - 100 mc;
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+ [Mopoe chpacmeHmayuu — nopor oparmeHTauun dperiva, B 6aitax. NprHMMaeT 3HaueHns 256-2346, no
yMosyaHuo — 2346;

* lMopoe RTS — ykasbIBaeT unC/I0 6aiiT, Uepes KOTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHUS MOXET Y/YULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IM4ecTBe NOAKMHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. MNpuHuMaeT 3HaveHuns 0-2347, no ymonyanuio — 2347;

+ Agpezayus — BknoveHue nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCNONb30BaHNe KOPOTKOIN npeambysibl NakeTa;

* Lllelinep Broadcast/Multicast, nak/c — npn ycTaHOB/IEHHOM dh/iare BbINOIHAETCA OrpaHnYeHne nepegayn
LUMPOKOBELLLATE/TbHOIO/MY/IbTUKACTOBOIO Tpadvka no 6eCnpoBOAHON CETU. YKaxXuTe IMMUT ANs
LUMPOKOBELLLATE/IbHOTO Tpadhmka B NosIBUBLUEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) - BkntoueHve nogaepxxkn WMM (Wi-Fi Multimedia);

* Bksroyumb QoS - npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika dOyHKUMIA o6ecneyveHnst kKayectTsa
o6cnyxusaHua (Quality of Service);

[N HaCTPOIKM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Duepe,u.b AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 15 v 1023 v 0

Data 2 (Best Effort)

[
o
-
o
A
-
o

Data 1 (Buaeo) | 7 v 15 v 94

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters

Oyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 5 v 1023 v 0

Data 2 (Best Effort)

[
o

-
=]
R
o]

-
o

Data 1 (Buaeo) 2 7 v 5 v 94

Data 0 (fonoc) 2

[
-

-]
-

47

« AP EDCA parameters — Tabnuua HacTpoek napamMeTpoB TOUYKM AocTyna (Tpadmk nepeaaercs oT TOUKM
A0CTYNa K KNMEeHTY):
+ Ouepeds — NpeaonpeneneHHble ouepean ANst PasIMyHoro poga Tpadumka:

+ Data 3 (PoH) — HN3KOMNPUOPUTETHASA OUYEPELlb, BbICOKAs NPONyCKHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpegHenpuoputeTHasi o4epeapb, CPEAHsIS NPonyckHasi CNOCOBHOCTL U
3aflepxka. B AaHHyto ouepeb OTNpaBnsieTcst 60/MbLUMHCTBO TPAAULMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONpUOpUTETHAS ouepesb, MUHUMa/IbHbIE 3a[lePXKN. B AaHHOI
oyepean aBTomMaTnyeckn obpabaTbiBatoTCA BUAEOAAaHHbIE, YyBCTBUTE/bHbIE K BPEMEHU
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAS OYepeb, MHUMasIbHbIE 3aA4ePXKN. B aaHHO
oyepeay aBToMaTnyeckn o6pabaTbiBaloTCA AaHHbIe, YyBCTBUTE/IbHbIE K BPEMEHM, TaKMe Kak:
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).
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+ AIFS - Arbitration Inter-Frame Spacing, onpegensiet BpeMs oxmaaHuns kagpos (ppelimoB)
[aHHbIX, U3MepsieTcsa B cioTax, NpUHMMAaeT 3HadveHns (1-255);

* cwMin — Haya/lbHOE 3HaYeHne BPEMEHN OXMAaHMsA nepes NoOBTOPHON OTNpaBKol Kagpa, 3a4aeTcs
B MUAMceKyHaax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HavyeHne cwMin
He MOXET npeBbIwaTtb 3HaueHne cwMax;

* cwMax — makcumanbHOe 3HaYeHne BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNpPaBKol Kagpa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

+ TXOP Limit — napamMeTp UCnosib3yeTcs TO/bKO AN AaHHbIX, NepefaBaeMblX OT CTaHUUN KMeHTa
00 TOYKM aocTyna. Bo3MOXHOCTb nepefayun — nHTepBas BpEMEHU, B MUIJTIUCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHUMK KnneHTa (Tpaduk nepeaaeTcst ot
CTaHUMW KNIMeHTa Ao Touku gocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbILLE.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.5.2 MopmeHto «Radio 5 IMu»

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-IL

MOHMTOPMHT Radio VAP CeTeBble HaCTPOHKH Cuctema - BbIX0Md)

Radio 2.4 Ty ObLwue
Radio 5 My Peium IEEE 802.11a/n/ac v

JononHuTensHo ABTOMATHYECKHA BLIOOD v
KaHana

OrpaHU4HTL CNHCOK KAHANOB i

LLinp1Ha KaHana, My 20 v
MowHocTs curHana, nbm 19 v

KaHaneHas CKopocTe Auto v
nepenaqn

[LoNonNHUTENLHO v

* Pexxum — pexum paboTbl nHTepelica cornacHo ctaHgapTam:
+ IEEE 802.11a
+ |IEEE 802.11a/n
+ |IEEE 802.11a/n/ac

* ABmomamuyeckul B8bI60p KaHas1a - Npy YCTaHOB/IEHHOM doiare Touka 6yAeT aBToMaTnyecku
BblGMpaTb HaVMeHee 3arpy>XeHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHAaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMU CTaTUYeCKOoro paéoyero kaHana.

* KaHas - BbIOOp KaHana nepegayv gaHHbIX;

+ O2paHuyums CrucoK KaHas108 - NPy yCTaHOBNEHHOM dhiare Tovka AocTyna 6yaeT UCnonbL30BaThb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/10B 47151 paboTbl B aBTOMAaTU4eCcKoOM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtus "OrpaHnynTb CNMCOK KaHaU10B" He YCTAHOB/IEH UM B CMIUCKE OTCYTCTBYHOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/I0B AaHHOro
Anana3oHa 4yacTtoT. KaHanbl gnanasoHa 5 I'u; 36-64, 132-144, 149-165.

+ UlupuHa kaHana, My — WwmprHa nosiockl YacToT KaHas1a, Ha KOTOpOM paboTaeT Touka AoCcTyna,
npuHumMaet 3HaveHus 20, 40 n 80 Mru,

* OCHOBHOU KaHa/l - napameTp MOXET ObITb U3MEHEH TO/IbKO MPU NPOMYCKHON CNOCOBHOCTN CTaTUYECKN
3alaHHoro kaHana pasHol 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX kaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o6nacTtu. 3Tn ABa kaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOb3YeTCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHnsa kaHana 20 MIy;

* Upper — nepBUYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My,
* Lower — NepBUYHbIM KaHa/1oM 6yaeT HWKHUIA kaHan 20 MMy B nonoce 40 MIu.

* MowHocmeb cueHasia, 0bm — perynupoeka MOLWHOCTK curHasna nepegatumnka Wi-Fi B gbm. MNMpuHumaet
3HadeHue ot 11 go 19 gbm.

+ KaHa/lbHasi CKopocmb repedaqu — oMKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHON Nepeaayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac.
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© B cnyuae, ecniv B cniucke "OrpaHnumnTh CNIMCOK KaHasI0B" yKa3aH HeA0CTYMNHbINA A5 BbI6opa KaHaul, OH

6yaeT OTMeYEH cepbIM LBETOM. [ TOro, YTo6bl HOBast KOH(PUIypauust 6bi1a NPUMEHEHA Ha TOYKY
[ocTyna, B cnucke "OrpaHnyunTb CNUCOK KaHanoB" A0MKHbI ObiTb YKa3aHbl TONIbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoOM3BOANIOCH HUKAKMX HACTPOeK, Mo-yMonyaHuio Ha Radio 2
ycTaHoBneHa "lUnpuHa kaHana" 20 MIy, a B cnucke "OrpaHnyunTb CNMCOK KaHa/oB" yKa3aHbl KaHaslbl:
36, 40, 44, 48.
JonycTm Heob6xoAMMOo YCTaHOBUTL NapameTp "LUnpuHa kaHana" paBHbiin 40 MITu. Mpy n3ameHeHun
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHust OTKpbiBaeTcsl napameTtp "OCHOBHOW KaHan", NpUHUMatoLLMiA 3HaYeHe no-

ymonuanuto - "Upper”,
* KaHasbl 36 1 44 B cnucke "OrpaHnYMTb CNMCOK KaHANOB" MEHSIHOT CBO LBET C CUHEr0 Ha Cepblil.

Ecnu nameHntb napametp "LnpuHa kaHana" Ha 40 My 1 He yganuTb "cepble” KaHaslbl U3 CNUCKa, TO
NPV HaXxaTun Ha KHonky "TMpruMmeHnTL" B Gpay3epe NosBUTCA OLLMOKa - "BBeAeHHble AaHHble coaepXat
OLNGKN. I3MeHeHMs He Bbln NpuMeHeHbI". COOTBETCTBEHHO, KOH(IUIYpaLMs TOUYKM AoCcTyna
n3MeHeHa He GyaeT. DTO MPOUCXOAMT MO NPUYMHE TOrO, YTO KaHaslbl, BblAe/IeHHbIe CepPbIM LIBETOM, B
cnucke "OrpaHnunTb CMMCOK KaHanoB" He NoaxoanT nog onpeaeneHue "OcHoBHO kaHan" = Upper.

B pasgene «[JON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKAa A0NO/THUTENbHbIX NapamMeTpPoB paanonHTepeica
yCTpOiCTBa.

[ononHuTensHo v

Mopnepxka DFS BKMO4eHo v

KOpOTKUIt 3aLLWTHBIA rd
MHTEpEBaN

STBC
Meproa oTnpasku 100
Cry#eBHbiX cooBLLeHui,
MC
Mopor (hparMeHTaLue 2346
Mopor RTS 2347
Arperauus v
KopoTkan npeamByna v

Leinep v
BroadcastMulticast, nak/c

WIi-Fi Multimedia (WMM) <

BrniounTe QoS

+ OBSS Coexistence — pexvMm aBTOMAaTUYEeCKOro YMEHbLUEHUS LUMPUHBbI KaHana npu 3arpy>KeHHoOM
paanoadgupe. MNpy ycTaHOBNEHHOM hriare pexuM BK/OYEH;

+ lModdepxxka DFS — mexaHn3m AUHaAMNUYEeCKOro Bbibopa YacToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPOIACTB
CKaHVMpoBaTb paanMoadunp n nsberaTb UCNOIb30BaHUS KaHas10B, COBNaZAloLLMX C KaHaslaMu, Ha KOTOPbIX
paboTalT pagnonokaumoHHble cuctemsl B 5 ML AvanasoHe:

* BbIK/1I04EHO — MexaHun3M BblkNoUveH. DFS-kaHasbl He OCTYMNHbI 415 BbI6GOPa;
* BK/IO4EHO — MEXAHU3M BK/IIOYEH;
* [MpuHydumesibHO — MexaHu3M Bblk/toueH. DFS-kaHanbl 4OCTynHbI AN BbiGopa.
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+ Kopomkul 3awyumHbIl uHMepsas — NOAAEPXKKA YKOPOUEHHOrO 3alMTHOro nHTepBana. Touka Aoctyna
nepefaeT AaHHble, ncnonb3ys 400 He 3awmTHBI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNMEHTaMMU,
KOTOpble TakKe NoaaepPX1BaKT KOPOTKMIA 3alLUMTHbIA NHTEpPBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOMO KOAMPOBAHWS, HanpaB/ieHHbIV Ha NOBbILLEHNE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

*+ [Nepuod omnpasKu c/yXebHbix coobuwjeHuli — nepmnog nocbinkn Beacon - opeiimoB. ®peimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM AocTyna B achupe, npuHumaet 3HavyeHuns 20-2000 mc, no
ymonyaHuto - 100 mc;

* lopoz chpazmeHmayuu — nopor oparmeHTaumm dperima, B 6aiitax. NMpuHUMaeT 3HaveHns 256-2346, no
yMosyaHmo — 2346;

* lMopoe RTS — ykasbIBaeT unC/I0 6aiiT, Uepes KOTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IM4ecTBe NOAKMHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUAEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. NpuHuMaeT 3HaveHuns 0-2347, no ymonyanuio — 2347;

+ Agpezayus — BknoveHue nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCNONb30BaHNe KOPOTKOIN npeambysibl NakeTa;

* Llletinep Broadcast/Multicast, nak/c — npn ycTaHOB/IEHHOM do/iare BbINOHSAETCA OrpaHnYeHne nepegayn
LUMPOKOBELLLATENTbHOIO/MY/IbTUKACTOBOIO Tpadvka no 6eCnpoBOAHON CETU. YKaxXuTe IMMUT ANs
LUMPOKOBELLLATE/IbHOTO Tpadhrka B NosIBUBLUEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) - BkntoueHve nogaepxxkn WMM (Wi-Fi Multimedia);

* Bkstoyumb QoS - npu yCTaHOB/IEHHOM dh/lare AOCTyMHa HacTpolika doyHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHua (Quality of Service);

[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMNHbI Cneayrowme yHKUNK:

AP EDCA Parameters
O4epegb AIFS cwMin cewMax TXOP Limit

Data 3 (®oH) 7 5 1023 v 0

Data 2 (Best Effort)

L
o
-
o
a
-
[=]

Data 1 (Buaeo) 1 7 v

Data 0 (Fonoc) ;

[
-

=
-

a7

Station EDCA Parameters
Ouepeab AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 5 v 1023 v 0

Data 2 (Best Effort)

[}
[S1]
-
=}
=]
oo
-
=]

Data 1 (Buaeo) 2 7 v

Data 0 (Fonoc) 2

w
-
-l
-

47

« AP EDCA parameters — Tabnumua HacTpoek napamMeTpoB TOUkM gocTyna (Tpaduk nepegaeTcst OT TOUKM
[OCTYNa K KIINEHTY):
+ Oyepedb — NpefonpeneseHHble oyepean 415 pas/IMyHoro poga Tpaduka:
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+ Data 3 (PoH) — HN3KONPUOPUTETHANA OYEPELb, BbICOKAsA NPONYyCKHast COCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

+ Data 2 (Best Effort) — cpegHenpuopuTeTHasi o4epeab, CPELHSIA NPONyCkHast CNOCOBHOCTL U
3agepxka. B gaHHyto ovepeab oTnpaBnseTcsa 60/bLMHCTBO TPaANLMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONpUOPUTETHAS ouepesb, MUHUMa/IbHbIE 3a[ePXKN. B AaHHOI
ouepean aBTomaTMyeckn obpabaTtbiBalOTCA BUAEOAAHHbIE, HYBCTBUTE/bHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA OYePEb, MAHUMAaSIbHBbIE 3a4EPXKN. B aaHHO
oyepean aBTomaTMyeckn obpabaTtbiBalOTCA AaHHbIE, HyBCTBUTE/IbHbIE K BDEMEHW, TaKMe Kak:
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

+ AIFS - Arbitration Inter-Frame Spacing, onpegensiet BpeMs oxmaaHuns kagpos (ppelimoB)
[aHHbIX, U3MepsieTca B cioTax, NpUHMMAaeT 3HadveHus (1-255);

* cwMin — Haya/ibHOE 3HaYeHne BPEMEHN OXMAaHMA nepes NoOBTOPHON OTNpaBKol Kagpa, 3a4aeTcs
B MUNCeKyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npeBbllaTh 3HaYeHne cwMax;

* cwMax — makcumanbHOe 3Ha4YeHne BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNpPaBKOM Kagpa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

« TXOP Limit — napameTp UCNO/b3YyeTCA TObKO ANSA AaHHbIX, NepegaBaeMbiX OT CTaHUMM KIIMeHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefayun — nHTepBas BpEMEHU, B MUIJTIUCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBogHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHUMK KnneHTa (Tpaduk nepeaaetcst ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.5.3 lMoameHto «[oNo/THUTENBHOY»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoicTBea.

LTEX  WEP-L

IMOHUTOPUHT Radio VAP CeTesble HACTPOWHKK Cucrema - (BbIXO,

Radio 2.4 Ty LononHuTensHo
Radio 5 Ty MmoGantHasa u3onauua

MONONHHTENBHO >
= . + MpumernTs [0 FeUI=E]

* [7106a/1bHasi u30/1514yus - NPy YCTaHOB/IEHHOM do/1are BK/IloYaeTca U301auma Tpadouka mexay KnneHtamm
pasHbIX VAP 1 pasHbIX paguonHTepgencos.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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4.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.6.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTob6paxatoTcs HacTpolikn Bcex VAP Ha paanonHTepedpeiicax Radio 2.4 Ty 1
Radio 5 'y, MOXHO NOCMOTPETb HACTPOWNKM KaXKAoi BUPTyasibHOM Toukn B pasaenax VAPO..3.

LTEX  WEP-IL

MowuTopurr  Radio VAP CeTesble HACTpOAKN  CucTema U~ (BbiXOR

CymMmapHo > 24TTy

VAP BrnioyeHo Pexum GesonacHoeTn VLAN ID $sID Tpaucnuposate SSID VLAN Trunk General Mode General VLAN ID WaonAumuna aGoHeHToB

240y~

VAPOD @ BikntoseHo 4

@ 1164 WEP-1L_2 4GHz
VAP!
VAP et Belkniosero WEP-1L_2.4GHz-1
VAP2 VAP2 BhIknioueH0 WEP-1L 2.4GHz-2
VAP3
VAP3 Buikniodero WEP-1L_2 4GHz-3
5Ty~
VAPO
VAP BrnyeHo Pexum GesonacHocTn VLAN ID SSID TpaHcnunpoeate SSID VLAN Trunk General Mode General VLAN ID W3onAuns aboHeHToB

VAP . .
VAPO Beiknoueno WEP-1L_5GHz

AP VAP1 BhIKMiO4EH0 WEP-1L_5GHz-1
VAP2 BuikntodeHo

WEP-1L_5GHz-2

VAP3 Buikniodero WEP-1L_5GHz-3

* VAPQ..3 — nopsifiKoBbIi HOMepP BUPTYasIbHOWN TOUKM AOCTYNa;

* Bk/1o4eHOo — npu yCTaHOBNIEHHOM ch/iare BUpTyasibHas ToUKa AOCTYyna BKHYEHa, MHaYe — BbIK/TIOYEHS,;

* Pexum 6e3onacHocmu — TUN WNPOBaHNA AaHHbIX, UCNO/b3yeMblil Ha BUPTYyasibHOW TOUYKe A0CTYNa;

* VLAN ID - Homep VLAN, c koToporo 6yzeT cHumarbca MeTka npu nepepade tpadvka Wi-Fi kiveHTam,
NOAKMOYEHHBIM K faHHoi VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — nms BUpTyasibHOW 6ecnpoBOAHO ceTy;

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM donare BK/lOYEHO BellaHue B acpup SSID, nHave —
BbIK/TIOYEHO;

+ VLAN Trunk — npun ycTaHOBNEHHOM (hriare aboHeHTY nepefaeTcs TerMpoBaHHbIn Tpaduk;

*+ General Mode — npv ycTaHOB/NIEHHOM (piare paspeluaeTcs nepefaya HeTerMpoBaHHOro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

* General VLAN ID - c yka3aHHoro VLAN ID 6yaet cHumatbcst MeTka 1 Tpadpumk atoro VLAN npoiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3onsyus aboHEHMOB — NpW YCTaHOBIEHHOM ch/iare BK/IHOYEHa N30/1Aumsa Tpadinuka Mexay KnneHtamu B
npegenax ogHoin VAP.

Ansa BCTYNJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHEe3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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4.6.2 MopgmeHo «VAP»

PykoBozcTBO no akcnyataunm WEP-1L

=LTEX

WEP-1L

MazcumansHoe
KONUUECTED KITHEHTOE
m . 5
M HAMENEHEI

YPOEeH: CUrHana

Pexnm GeaonacHocTH

RADIUS

Oomex

HMenonsaoeats
SEKBYHTHAHT UEpEs
RADIUS
WMcmonszosaTe apyrae

HBCTPOWKW ANA

O6ume HaCcTpPOliKK

* Bks1ro4eHOo — npu yCTaHOBNEHHOM ch/iare BMpPTyasibHas ToYKa AOCTyna BKHYEHa, MHavye — BbIK/TIOYEHS,;

* VLAN ID - Homep VLAN, c koToporo 6yfeT cHumatbca MeTka npu nepepade tpadvka Wi-Fi kiveHTam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — nms BUpTyasibHOW 6ecnpoBOAHO ceTy;

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM doniare BK/lOYEHO BellaHune B acpup SSID, nHave —

BbIK/TOYEHO,

* VLAN Trunk — npv ycTaHOBNEHHOM (priare aboOHEHTY nepefaeTcs TerMpoBaHHbIV Tpaduk;
*+ General Mode — npwv ycTaHOB/IEHHOM (priare pa3peluaeTcs nepegada HeTerMpoBaHHOro Tpadgvka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);
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General VLAN ID - ¢ ykazaHHoro VLAN ID 6yzet cHumaTbeca MmeTka u Tpadmk atoro VLAN npoliget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

M3onayusi aboHeHmMos — NMpu yCTaHOB/IEHHOM dp/iare BK/I0YeHa M30/15aUmMa Tpadmka Mexay KimeHTamn B
npegenax ogHoi VAP.

lMpuopumem - BbIGOP cnocoba npuoputrusauun. Onpenenser rnosie, Ha 0CHOBaHWUM KOTOPOTro Tpadivk,
nepeparowmiica B paguno nHtepderic byaet pacnpegensatbcs no ovepegam WMM:

+ DSCP - 6ypget aHanmsnpoBaTbea npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6ymeT aHanm3vpoBaTbcst npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

MakcumasibHoe Ko/lu4ecmso K/IUeHmos — MakCUMasibHO AONYCTMMOE YNC/O0 NOAK/IYaEMbIX K
BMPTYas1bHOW CEeTU KIIMEHTOB;

MuHuMa/ibHbIU ypoBeHb cu2Hasia - ypoBeHb CUrHaU1a B ABM, H/XXE KOTOPOro MPOUCXOAMUT OTK/THOYEeHne
K/IMEHTCKOro 060py0BaHNS OT BUPTYaslbHON CeTy;

Pexxum 6e3ornacHocmu — pexvmM 6e30nacHOCTU JoCcTyna K 6ecnpoBOAHON CeTu:

* BbIK/IlO4EHO — He WCMOo/b30BaTh WKU(IpPOBaHUe 418 nepefayn AaHHbIX. Touka AOCTynHa AN
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

« WPA, WPA2, WPA/WPAZ2 - crnocobbl lWndpoBaHus, npu BbIGope o4HOro 13 cnocobos oyaet
[OCTyNHa cnefyloLas HacTponka:

+ Koy WPA — kniou/naposnb, He06XoAMMbIA AN NOAK/IHYEHNS K BUPTYa/IbHOWN TOUKe
foctyna. [/ivHa kntoya coctasnisert oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum LWingpoBaH1s KaHasa
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n15 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe Tpebyetca ykasaTb kaod ansgd RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:

+ /loMeH — [OMEH MNo/b30BaTess;
+ IP-adpec RADIUS cepsepa — agpec RADIUS cepsepa;
* Mopm RADIUS cepsepa — nopT RADIUS cepBepa, KOTOopbIi UCMOMb3yeTcs AN
ayTeHTUdMKaunn 1 asTopusaunm,
* lMaposb RADIUS cepsepa — naponb ana RADIUS cepsepa, ncnonb3yemoro g/
ayTeHTUdMKaunm 1 asTopusaunm,
* Vicnosnib308ameb akkayHmuHz yepe3 RADIUS — npu yctaHoBNeHHOM chrniare 6yayT
oTnpaBnAaATbLCA cooblieHnsa «Accounting» Ha RADIUS cepsep;
* Uicriosib308amb Opyaue HacmpoUiku 0719 akKkayHmuH2a:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;
 lNaposb RADIUS cepsepa 07151 akkayHmuHz2a — naponb ana RADIUS cepsepa,
NCMNOJIb3yeMOro A1 aKKayHTUHTa;
* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOpbIi ByAeT cnosb3oBaH ansa cbopa
akkayHTuHra Ha RADIUS cepsepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IHOUUTb NEPUOLNYECKY0 OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS cepBep. 3agatb nHTepBas OTnpaBku
COO0O6LLEHNI MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHay.
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ﬂopTaanaﬂ aBTOpK3aUNnA
BKMHO4KTE Ld

HassaHWe BMPTYaNnLHOM default
noprana

AJpec ANA nepeHanpasneHua http://192.168.0.1:8080/eltex_portal/
RADIUS
MCNONL30BaTE aKKaAYHTUHT 7|
uepes RADIUS
LOomeH root
IP-appec RADIUS cepsepa ona 192.168.01

AKKAYHTHHra
MopT RADIUS cepeepa ona
AKKAYHTHHra

co
[

Mapone RADIUS cepeepa ona | sesses @
aKKayHTWHIa
Mepuognyeckan oTNpaska
aKKayHTUHIA

OrpaHU4eHUaA CKOPOCTH

Mokasath i

VAP Limit Down 0 KOWTIC
VAP Limit Up 0 KouT/C
STA Limit Down 0 KouT/C
STA Limit Up 0 KOuT/C

+ TPUMEHNTL ®x OTMeHa

[NopTanbHaa aBTopU3aLInA

Mpu pexumax 6e3onacHocTn: BoikatoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHO
aBTopM3auun.

Bk/ounTb - Npy yCTaHOBEHHOM dofiare aBTopu3auus nonb3oBaresneii B ceTv 6yaeT Npou3BoanTLCs
nocpeAcTBOM BUPTYaslbHOMo NopTana;

HasBaHve BMpTyanibHOro nopTana - UMsi BUpTyasibHOro NopTasna, Ha KoTopblii 6yAeT nepeHanpas/ieH
no/ib30BaTe b NPU NOAKIOUEHUN K CETY;

Afpec Ans nepeHanpas/eHNs - afApec BHELLHEro BUPTyasibHOTo NopTasna, Ha KoTopblii 6yaeTt
nepeHanpae/ieH No/b30BaTe b NPV NOAK/IHOUYEHUN K CETK.

RADIUS

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM dhnare 6yayT oTnpaBisiTbCs
coobLeHns «Accounting» Ha RADIUS cepsep;

JloMeH — [oMeH nosnb3oBartesns;

IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS cepBepa, Mcnosb3yemoro ans
aKKayHTUHra;

Mopm RADIUS cepsepa 07151 akkayHmuHa2a — NopT, KOTOpPbIA ByAeT UCNOb30BaH A1 cbopa akkayHTUHra
Ha RADIUS cepBepe;

Maposib RADIUS cepsepa 0151 akkayHmuHa2a — naponb ans RADIUS cepsepa, ucnosb3yemoro ans
aKKayHTUHra;

lMepuoduyeckas omnpaska akkayHmuHaa — BKIIIOUNTb NePUOANYECKYHO OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS cepBep. 3agaTtb nHTEpBas 0TNPaBKM COOBLLEHNIA MOXHO B none «/HTepBan
OTMpPaBKM akkayHTUHIa».
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OrpaHunyeHve cKkopocTu

*+ lNokaszamb — aKTUBMPOBATL MOJIE HACTPOEK,;

« VAP Limit Down — orpaHuyeHne nponycKHOM CNOCOGHOCTN B HanpaBfeHNN OT TOYKM AOoCTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHnyeHune NponyckHol cnoco6HOCTU B HANPaB/IEHUM OT K/TMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, Kut/c;

+ STA Limit Down — orpaHu4eHune npornyckHol CNOCOGHOCTU B HaMpaB/ieHUM OT TOYKM AoCTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHvie NpomnyckHOWM CNOCO6GHOCTM B HaNpaB/IeHUN OT K/IMEHTOB (KaXAoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, no Toukn goctyna, K6ut/c.

,ﬂ.flﬂ BCTYMJ/ieHna B cuny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.7 MeHto «CeTeBble HACTPOMKM»

4.7.1 NoameHo «CuctemMHasa KoHdurypaums»

LTEX  WEP-1L

MOHUTOPUHT Radio VAP CeTeBble HACTPOHKN Cuctema - BbIX0M)

CHUCTeMHaA KOHPUTypauna > Vims xocTa WEP-1L
ocTyn reorpagyMyeckuii root
LOMEH
VLAN ynpasneHus Forwarding v
VLAN ID
MpoTokon Static v
Cratuyeckni IP 192.168.1.10
CeTesan Macka 255.255.255.0
Linto3

MepsuyHbIN DNS

BropuuHbli DNS

+ [pUMeHUTL X OTMmeHa

Vimsi xocma — ceTeBOe MMSA YCTPOINCTBA, 3a4aeTcs cTpoka 1-63 CUMBOJIOB: JTaTUHCKME 3arnaBHble U
CTPOUYHble BYKBbI, LMPbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJSIOM B UMEHM);
leoepacpuyeckuli OOMeH - [OMEH y3Nna fepeBa YCTPONCTB cuctemsl ynpasneHus EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;
VLAN ynpagneHus.
* Bbik/moyeHo — VLAN ynpaBfieHnsa He UCNoNb3yeTcs;
+ Terminating — pexum, npn kotopom VLAN ynpasneHnsa TepMUHUPYETCH Ha TOUKe A0CTYyna; B 3TOM
C/lyyae y K/IMeHTOB, MOAK/THYEHHbIX Yepes3 paavonHTepdienc, HeT gocTtyna Ao gaHHoro VLAN,;
+ Forwarding — pexum, npu kotopom VLAN ynpaBneHusi nepefaeTcs Takxke B paanonHTepdeic
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).
VLAN ID - vaeHTndpmkatop VLAN, ncnonb3yemslit Ans AoCTyna K yCTPOMCTBY, NPUHUMAET 3HaUYeHNs
1-4094;
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PykoBozcTBO no akcnyataunm WEP-1L

*+ [Mpomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY OyZeT OCyLLeCTBNATLCA NoakaoveHne no Ethernet-
NHTepdpecy yCTPOICTBa K CETU NpeaocTaB/IeHns ycayr nposagepa:

* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoanmble Ansa paboTtsbl B ceTu, 6yayT nony4veHsl ot DHCP-
cepBepa aBTOMaTU4eCcKy;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdenc HazHavarTca ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

« Cmamuvyeckul IP — IP-agpec WAN-uHTepdelica ycTpoiicTBa B CETM NpoBangepa;
+ Cemesasi Macka — Macka BHeLUHel noaceTy;
* LUmo3 — agpec, Ha KOTOpPbIV OTNpaB/iseTcs NakeT, ec/iv 419 Hero He HangeH MapLupyT B
Tabnvue mapwpyTtnsaumu;
* lepsuyHbili DNS, Bmopu4Hbili DNS - IP-agpeca DNS-cepBepos. Ecniv agpeca DNS-cepsepoB He
HasHavaloTca aBTomartmyeckun no npotokony DHCP, 3aaalite nx Bpy4Hyo.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7.2 NMopmeHto «[ocTymn»

PykoBoacTso no akcnayatauum WEP-1L

B nogmeHto «ocTyn» NPOM3BOAUTCA HACTPOMKA AOCTyna K yCTPOWCTBY nocpeAcTsom web-uHTtepdelica,

Telnet, SSH, NETCONF n SNMP.

eLTeX

MoHUTOPHHT Radio VAP

LCHCTEMHAA KOHDUIYpayMA

OocTtyn »

CeTessle HACTPOIKN

WEP-1L

WEE

HTTP-nopt

WEB-HTTPS

HTTPS-nopt

Telnet

S8H

NETCONF

SNMP

Maponk Ha YTeHWe

Mapone Ha 3anKck

Anpec ona npuéma
Tpanoe v1

Afpec ana npuéma
Tpanos v2

Anpec ana npuéma
coodwennid Inform
CHUCTEMHOE MMA
YCTPOWCTEA
KoHTakTHanA

MHD OpMaumA
npoW3soauTens
MecTononoxedve
YCTPOWCTBA

Mapons & Tpanax

public

private

WEP-1L

Contact

Russia

trap

+ [lns BKIKOYEHMA [OCTyNa K yCTPONCTBY Yepes web-uHtepcpeic no npotokony HTTP yctaHoBuTe donar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTP-nopT (no ymonyaxuto 80).
[dunanasoH AonyCcTUMbIX 3HAYEHUI NOPTOB, MOMMUMO YCTAHOB/IEHHOTO MO yMon4yaHuto, ¢ 1025 no 65535

BK/TIOUYNTESIBHO,

+ [1ns BKNHOUEHUS AocTyna K ycTponcTey yepe3 WEB-nHTepdieitc no npotokony HTTPS yctaHoBuTe chnar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonuyaHuio 443). jnanasoH JonycTUMbIX 3HaYEHWI MOPTOB, MOMVMMO YCTAHOB/IEHHOTO MO YMOYaHUIo, C

1025 no 65535 BKAOUNTENBLHO;

© O6parute BHUMaHWe, NOPThbI 415 NPOToKo10B HTTP 1 HTTPS He A0/MKHLI UMETL OAMHAKOBOE

3Ha4YeHune.

+ [lns BKIKOYEHMA JoCTyna K ycTpoicTBy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
« [1ns BKNHOUEHUS A0CTyNa K ycTponcTey Uepe3 SSH yctaHoBuTe donar Hanpotme «SSH»;
+ [ns BkNtoueHns pgoctyna K yctponcTtey uepe3d NETCONF yctaHoBuTe donar Hanpotme «<NETCONF».
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PykoBozcTBO no akcnyataunm WEP-1L

MporpammHoe o6ecneveHne WEP-1L no3BonsieT NPOBOAUTbL MOHUTOPUHT COCTOSAHUSA YCTPOCTBA U ero
AaTunKoB, ncnonb3ysi npotokon SNMP. Ha Bknagke «HacTpoiikn SNMP» BbINONHAKTCA HACTPOKM
napametpoB SNMP-areHTa. YCTpoCTBO nogaepxmeaet NpoTokonbl Bepcuit SNMPv1, SNMPv2.

[na n3amerHeHusa Hactpoek SNMP yctaHosute conar Hanpotns «SNMP», npymeHnTe KoHdUrypauuo 1 3atem
nepeingnte B MeHto Hactpoiiku SNMP.

« [Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LWEeNPUHATBLIN: public);

+ Maposib Ha 3anuck — Naposib Ha 3anucb napameTpoB (06LLENPUHATBIN: private);

+ Adpec 071 npuéma mparos v1 — IP-agpec nnn gomeHHoe nms npuemHmka coobweHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0519 npuéma mparios v2 — IP-agpec nnn JoOMeHHoe nMs npuemHmka coobeHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn JoMeHHoe UMs NPUeEMHUKa coobLueHuii Inform B
topmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umsi ycmpoticmsa — NMSl yCTPOICTBa;

* KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHass MHopmaLusa NPonN3BOANTENS YCTPOICTBA,

+ MecmonosnoxeHue ycmpolicmsa — UHopMauust 0 MECTONOSIOXKEHUN YCTPONCTBE,

* Maposib 8 mparnax — Naposib, CoAepxaluiica B Tpanax (no ymonyasuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHI NapaMeTpPoB TOYKM AOCTyNa 1 NOAK/IHOUEHHbIX KIIMEHTCKUX YCTPOWCTB;
+ eltexLtd.1.127.3 - ynpaBneHune Toukoli gocTtyna (nepesarpyska).

roe eltexLtd — 1.3.6.1.4.1.35265 - ngeHtundoukartop npegnpuatnsa TEKC.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.8 MeHto «Cucrtemay

B MeHi0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3vyHbIM
NpPOTOKOMaM, MPOM3BOANUTCS CMEHA Naposist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTea.

4.8.1 MNopameHo «O6HOBNEHME MO ycTpoiicTBa»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo A1 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHus
yCTpOWCTBa.

LTEX  WEP-IL

MOHWTOPUHT Radio VAP CeTeBble HACTPOWKK Cucrena - BLIXOA)

OGHoBneHue MO ycTpoicTea » AKTUBHAR BepcuA MO
R PesepeHar sepcua MO  Cenats aKTHEHON
Konurypaums
AxmyansHas eepcus 10 docmyniHa no adpecy: hitp:/eltex-co. ru/support/downloads/
Mepesarpyaka
®ain oGHoenenna Mo BribepuTe aiin | ®ain He BuiGpaH
Maponb

AKypHan

Nara n speMa

+ AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro ob6ecrneyeHmns, ycTaHOBIEHHOIO Ha YCTPOCTBE,
paboTaloLlas B 4aHHbI MOMEHT;
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PykoBozcTBO no akcnyataunm WEP-1L

* PesepsHas sepcusi 10 — Bepcus NporpammMHoro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPONCTBE, Ha
KOTOPY0 MOXHO NnepekntounTbes 6e3 3arpysku taiina Mo,
+ Codeslamb akmusHoU — KHOMKa, N03BO/IAOLWANA caenarb pe3epBHyto Bepcuto MO akTUBHOM, ANs
aToro noTpebyeTcs nepesarpyska ycTpoiictsa. AKTBHas Bepcus MNO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnblotepe. Nocne
3TOro HaXXMUTe KHOMKy «Bbibepute daiin» B none ®adisn 06HoseHus MO n ykaxuTe nyTb K chainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNSI HEOBXOAMMO HaxKaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyweM ctatyce 6yAeT ykazaHo Ha CTpaHuLE), NOC/e Yero
YCTPO/CTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© He oTkniouaiiTe NMTaHMe yCTPOICTBA, HE BbINOJHANTE ero nepesarpysky B npouecce
o6HoBneHusn MO.

4.8.2 TMogmeHto «KoHdurypawms»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHeEHNEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

=LTEX  WEP-IL

IMOHUTODHHT Radio VAP CeTeBble HACTPOWKH Cuncrema - (BbIXOL)

OBHoBneHue MO ycTpoicTea Mony4nTh apxue 7 CradaTb
KOH(MIYpaLmK ©

KoHdurypaiua » YCTPORCTBA

Mepesarpyska 3arpy3uTh apxue BbifepuTe (ain | @ain He BbI0pan
KOHCMIYpaLMK Ha
Naponk YCTpoRCT80

HypHan 7 Coxn o - P
JF CHpoc Ha 3380acKMe COoxpaHuTk NapameTpel ocTyna

N HacTpOMKK
Nara 1 Bpema

[NonyyeHne KoHdUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA HAa IOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdIMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha /IoKaJ/lbHOM KOMMbloTepe dhaina KoHUrypauum Ncnosb3yeTcs NyHKT
3aegpy3umsb apxus KoHhuaypayuu Ha ycmpolicmso. Ans 06HOBNEHMA KOHpUrypawumm yCTPOCTBa HaXXMUTe
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumsa npuMeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

[Nsi n3ameHeHusi naporeli He06GX0AMMO OTKPbITL (DA KOHGMIypaLymn B TEKCTOBOM PEAAKTOPE U N3MEHUTh
naponu. [lanee coxpaHuTb U3MEHEHUS B apXMBe KOHAUrypauuu. Mpuvep nameHeHusi naposneii npueeaeH
HUXE:

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM
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PykoBoacTso no akcnayatauum WEP-1L

UTo6bl caenatb CO6POC BCEX HACTPOEK YCTPOCTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKU, HAXXMUTE KHOMKY
«C6poc». Ecnn aktmBmpoBaH dhnar "CoxpaHutb napameTpbl AocTyna", To GyayT COXpaHeHbl Te napameTpbl
KOHGpMrypaLmm, KoTopble 0TBEYAKOT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no
Telnet/SSH/SNMP/Netconf/WEB)

4.8.3 lMopgmeHto «Mepesarpyska»

[lna nepesarpy3ku yCTpocTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

elTeX  WeP-L

MOHWTOPUHT Radio VAP CeTeBble HaCTPOHKH Cucrema - (BbIxOA)

OB6HoeneHue MO ycTpoiicTea Nepesarpy3aka

yCTpoicTea

KoHpurypauma

Mepesarpyska »

Maponb

Kyphan

[lata v BpemsA

4.8.4 TMopmeHto «MNaposnb»

Mpw Bxoge yepe3 WEB-uHTepdheiic agmmHncTpaTop (naposib no ymonyanuto: password) MMeeT NosHbIi 4oCTyn
K YCTPOIACTBY: YTEHME W 3anMnCb NOGLIX HACTPOEK, NOJHbIA MOHUTOPWHI COCTOSIHUSA YCTPOICTBA.

[ns cMeHbl Naponsi BBeAWTe HOBbIV Naposib cHavasa B nose «Maposby, 3aTeM B none «MoaTeepxaeHne
napossi» U HAXKMUTE KHOMKY «MPUMEHUTbY» AN1S1 COXPAHEHWUS HOBOTO Naponsi.

elTeEX  WEP-L

MOHUTOPMHT Radio VAP CeTesble HACTPOMKM Ccucrema - (BbIXOT)
OBrosnexwe MO ycTpoiicTsa Mapone @
KoHMrypauyua MNogTeepxaeHne napona @&
Mepesarpyska
+ [PUMEHHTL % OTMmeHa
Maponk »
Hyphan
Nata 1 Bpems
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4.8.5 TogmeHto «KypHas»

PykoBoacTso no akcnayatauum WEP-1L

MoameHo «KypHas» npegHasHayeHo A1 HACTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI

CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

ELTEX

MOHMTOPHHI Radio VAP

OBHoenexue MO ycTpoicTea
KoHgurypauyms
Mepesarpyska

Maponb

AypHan >

[Nara 1 Bpema

WEP-1L

CeTeBble HAaCTPOHKM

PexumM

Pasmep dhaiina, kb

Cuncrema

TNokansHbIiA gain

1000

n - (BbIxOM)

+ Pexum — pexum pabotbl Syslog-areHTa:
+ JloKka/ibHbIl ¢halisl — NHopmaLms XypHana coxXxpaHsieTcs B NoKasibHOM doaiine n AocTynHa B
WEB-uHTepgoeiice ycTpoiicTBa Ha Bknaake "MoHUTOPUHT/XKypHan cobbITuiA";
+ Cepsep u ¢halin — nHopmaums XypHasia oTNpaBAseTcs Ha yaaneHHbli Syslog-cepeep u
COXpaHsIeTCS B /IOKasIbHOM (haine.
+ Aodpec Syslog-cepsepa — IP-agpec nnm gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT Ans BXOAALLMX coobLieHuit Syslog-cepsepa (no ymonuaHuio 514,

[0MNyCTUMble 3HaYeHust 1

-65535);

* Pasmep ¢halina, kb — MakcMmarsibHbIii pasmep dhaiina xypHana (gonyctumble 3HadeHns 1-1000 KB).

4.8.6 MoameHto «[lata n Bpemsi»

B noameHto «[jata 1 Bpemsi» MOXHO HAaCTPOUTb BPEMS BPYUHYH M/ C MOMOLLIbIO MPOTOKO/MA CUHXPOHU3ALUN

BpemMeHun (NTP).
BpyyHyto

vELTEX

IMOHHTOPHHT Radio VAP

OfHoBneHue MO ycTpoicTea
KoHgurypauna
Mepesarpyska

Maponb

AKypHan

[lata v Bpema »

WEP-1L

CeTeBble HACTPOWKM Cncrema

Pexum

Nara v epema
YCTPOWCTBA

Yacosoi noAc

BKIHOYMTL NEPEXOL, Ha
neTHee BpemMa

Mepexoa Ha NeTHee
BpemMa

Mepexon HA 3MHes
BpeMsA

COBMI BPEMEHHN (MHUH.)

® Bpy4Hyo

24.01.2020 06:30:15
# PegaiTuposaTs

Mockea, Poccua

(He 8siGpaHo)

(He 8uifipaHo)

60

NTP cepeep

(He esiOpano)

(He esibpano)

- (BbIXOA)

(He eni0paro) |B| —

(He exlbpano) | B —
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PykoBozcTBO no akcnyataunm WEP-1L

+ [lama u spemsi ycmpolicmsa — Aata 1 BpemMs Ha YCTPOMCTBE B AaHHbI MOMEHT. Ecnu TpebyeTcsa
KOppeKLUUs, HaXMUTE KHOMKY «PeaakTmpoBaTby;

+ [Jama, sBpemsi — 3apaiiTe TEKYLLYIO AaTy U BPEMSI UM HAXXMUTE KHOMKY «Tekylas aata v BpeMsi»
ANs1 yCTaHOBKM BpemeHu MK Ha yCTPOoICTBO;

* Yacosol rnosic — no3BoNsieT YCTaHOBUTb YaCOBOM MNOSAC B COOTBETCTBMMN C 6/IVKANLLUM rOPOAOM B
Bawem pervoHe 13 3aaHHoOro Cnmncka;

* Brsrodyumsb nepexoa Ha /iemHee spemMsi — npun yCtaHOB/IEHHOM (pnare nepexos Ha fieTHee/3nmMmHee

BpeMsi By1eT BbINOHATLCS aBTOMATUYECKM B 3a/1aHHbI Nepuog, BpEMEHU:
lMepexod Ha nemHee BpeMsi — ieHb 1 BpeMsi, Koraa 6yeT BbINOMHATLCSA Nepexoq Ha neTHee

BpeMS;

BpeMS;

NTP- cepsep

MNepexod Ha 3uMHee BpeMsi — [ieHb 1 BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

CoBue spemeHu (MUH.) — Nepuog BPEMEHM B MUHYTaX, HA KOTOPbI BbIMOSTHAETCS CABUT BPEMEHMW.

=TeEX

MOHMTOPUHT Radio VAP

OB6HoeneHne MO ycTpoiAcTBa
Kongurypauma
Nepesarpyska

Maponb

HKypuan

DNara v Bpemn »

WEP-1L

CeTEBLIE HACTPOHKM Cucrema

Pesium
Oata n spema
yCTpOHCTBE

NTP cepeep
Yacoeoi nosc

BKMIOYHTb NEPEXON HA
neTHee BpeMaA
Mepexoa Ha NeTHee
BpeEMA

Mepexon Ha IMMHee
BpeEMA

COBWr BpEMEHU (MUWH.)

+ [PUMEHHTL

BpyuHyto @® NTP cepeep

24.01.2020 06:30:00

pool.ntp.org -

Mockea, PoccuA A

(He abifpaHo)

(He asifpano) {He ebifparo)

(He abifpaHo) {He ebibpano) {He ebifparo)

60

X OTMeHa

(BbIXOM)

+ [ama u spemsi ycmpoticmsa — gata n BpeMsi Ha YCTPONCTBE B AaHHbIA MOMEHT;

* NTP cepsep — IP-agpec/nomMeHHOe MMS cepBepa CUHXPOHM3aL MM BpeMeHU. Bo3MOXHO 3aathb afpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;

+ Yacosol nosic — N03BOMSIET yCTAHOBUTbL YaCOBOIi NOSIC B COOTBETCTBMM C GV KANLLMM ropoAoM B
Bawem pervoHe 13 3agaHHoOro cnmcka.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb

HaXXMUTE KHOMKY «[IpuMeHUMb». NS OTMEHbl U3MEHEHWI HXXMUTE KHOMKY «OmmeHar.
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PykoBozcTBO no akcnyataunm WEP-1L

5 YnpaBneHune yCTPOMCTBOM C NMOMOLLIbIO KOMaHAHON CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasuil (B aHrnniickoii packnagke) - [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLinii pasgen KoHpurypaumm BeeamTe kKomaHay - exit.

5.1 TMoaknt4yeHne K ycTpomncTey

Mo-ymonyanuto yctpoiicteo WEP-1L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnv aToro He npov3oLuo,
NOAKMIOUNTLCA K YCTPOMCTBY MOXHO MO 3aBoAckomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-1L: 192.168.1.10, macka noaceTu: 255.255.255.0.

MogxnYeHne K yCTpocTBy ocylecTsasieTcs ¢ nomowbio SSH/Telnet:

ssh admin@<IP-agpec ycTtpolictBa>, ganee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM NOTUH 1 Naposib

5.2 HacTpoiika ceTeBbIx NnapameTpoB

HaCTPOVIKa CTaTudeCKunx ceTeBbIX NapaMeTpoB TOYKM AoCcTyna

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# br0

config):/interface/br0# common

config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X - |P-agpec WEP-1L)
config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X - Macka noacetn)
config):/interface/br0/common# dns-server-1 X.X.X.X (rae X. X.X.X - IP-agpec dns-cepsepa Neo1)
config):/interface/br0/common# dns-server-2 X.X.X.X (rae X. X.X.X - IP-agpec dns-cepsepa No2)

P

WEP-1L(config):/interface/br0/common# protocol static-ip (/13veHeHne pexxiva pa6oTskl ¢ DHCP Ha
Static-IP)
WEP-1L(config):/interface/br0/common# save (CoxpaHeHve HacTpoek)
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HacTpoiika nonyyeHus ceTeBbIX NapameTpos no DHCP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# br0

config):/interface/br0# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (CoxpaHeHvie HacTpoek)

P

5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpwn HacTpolike VAP cnefyet NOMHUTB, YTO Ha3BaHWe UHTepdeiicoB B gnanasoHe 2,4 My HauMHaeTcs ¢
wlan0, B gnanasoHe 5 'y, — wlan1.

Ta6nuua 8 - KomaHAp! A1 HACTPOIKK pexrma 6eaonacHocTy Ha VAP

Pexum 6e3onacHocTu KomaHga ansi HacTpoiikv pexxuma 6e3onacHocTu
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA2 security-mode WPA_WPA2

WPA-Enterprise security-mode WPA_TX

WPA2-Enterprise security-mode WPA2_1X

WPA/WPAZ2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeacrtasneHsbl npumepbl HACcTpoikn VAP ¢ pasnnyHbiMn pexmnMamu 6e3onacHocty ans Radio 51Ty,
(wlan1).

5.3.1 HacTtpoiika VAP 6e3 lumndpoBaHus

Co3pgaHue VAP 6e3 wucpoBaHus

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# common

config):/interface/wlan1-va0/common# enabled true (BkntoueHve BupTyansHoi ToUkM AOCTYNA)
config):/interface/wlan1-va0/common# exit

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_open' (/13vieHeHne nvenn SSID)
config):/interface/wlan1-va0/vap# security-mode off (Pexumv Lincposanus off - ez napons)
config):/interface/wlan1-va0/vap# save

P
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlan1-va0/common# enabled true (BkntoueHre BupTyanbHOM TOUKM [OCTYNA)
WEP-1L(config):/interface/wlan1-va0/common# exit

WEP-1L(config):/interface/wlan1-va0# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_Wpa2' (/13meHeHne nvienn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (Pexuim wnchposaHus - WPA/
WPA2)

WEP-1L(config):/interface/wlan1-va0/vap# key-wpa password123 (K/itou/naposis, Heo6xoauMbIi A5
MOAK/TIOYEHUS K BUPTYaUIbHOI Touke AocTyna. [/iHa Kntouya Ao/mKHA COCTaB/sATh OT 8 10 63 CMBOJIOB)
WEP-1L(config):/interface/wlan1-va0/vap# save
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3zgaHue VAP c pexxumom 6esonacHocTy WPA2-Enterprise c nepnoguyeckoii oTnpaBKOW akKKayHTUHIa Ha
Radius-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# common

config):/interface/wlan1-va0/common# enabled true (BkntoueHvie BupTyasniHOM TOUKM AOCTYNA)
config):/interface/wlan1-va0/common# exit

WEP-1L(config):/interface/wlan1-va0# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_enterprise’ (/13veHeHne nmenn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (Pexum wucposanus - WPA/
WPA2-Enterprise)

WEP-1L(config):/interface/wlan1-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# domain root (rze root - [lomeH nosns3oBaresns)
WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X - IP-agpec RADIUS
cepBepa)

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-port X (rae X - Mopt RADIUS cepeepa, koTopblii
Mcnonb3yeTcsa AN ayTeHTUgMKauumM n asTopmsauuu. Mo-ymonyanuto: 1812)
WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-password secret (r/e secret - [apons gns
RADIUS cepBepa, UCronb3yeMoro Ass ayTeHTUdmKaumm 1 aBTopusatiim)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/itoueHvie oTnpasky coobLLEHNI
«Accounting» Ha RADIUS cepsep. Mo-ymonuyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X - IP-agpec RADIUS
cepBepa, UCMOosb3yeMOr0 AJ1si akKayHTUHTa)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r1¢e secret - [Napons a4
RADIUS cepBepa, Cnosb3yemoro A/1s1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bx/toueHne neprioanyeckoii
OTNpaBKK coobLeHunit «Accounting» Ha RADIUS cepeep. Mo-ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (I/lHTepBan oTNpaBky COOBLLEHNI
«Accounting» Ha RADIUS cepsep)

WEP-1L(config):/interface/wlan1-va0/vap# save

PN N N N N AN A A~

49



PykoBozcTBO no akcnyataunm WEP-1L

5.3.4 Hactpolika VAP ¢ nopTtasibHOW aBTopu3auueit

KomaHgb! A1 HACTPOIIKM NOPTa/IbHOW aBTOpU3aLUN C OTNPABKOI akkayHTUHra Ha Radius-cepeep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlan1-va0/common# enabled true
WEP-1L(config):/interface/wlan1-va0/common# exit

WEP-1L(config):/interface/wlan1-va0# vap

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rze X - VLAN-ID Ha VAP)
WEP-1L(config):/interface/wlan1-va0/vap# security-mode off (Pexum wnchposanus off - bes napons)
WEP-1L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (/13veHeHne nmenn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# captive-portal
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (Ykazats URL BupTyasnsHoro noprana)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-
name default (Ykazatb umsa noptana. Mo-ymonyanuto: default)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# exit
WEP-1L(config):/interface/wlan1-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# domain root (rae root - [lomeH nosns3oBaresns)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/itoueHvie oTnpasky coobLLEHNI
«Accounting» Ha RADIUS cepsep. Mo-ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X - IP-agpec RADIUS
cepBepa, UCMosb3yeMOr0 AJ1si akKayHTUHTa)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r1¢e secret - [Napons a1
RADIUS cepBepa, Cnosb3yemoro A/1si akkayHTUHra)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/toueHne neprioanyeckoii
OTNpaBKK coobLeHnit «Accounting» Ha RADIUS cepeep. Mo-ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (I/lHTepBan o0TNpaBky COOBLLEHNIA
«Accounting» Ha RADIUS cepsep)

WEP-1L(config):/interface/wlan1-va0/vap/radius# save

5.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rge X - Homep VLAN-ID Ha VAP)
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BkntoueHue VLAN trunk Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-trunk true (BisitoueHve VLAN Trunk Ha VAP. [1515
oTkNtoueHns seegute false )

BknroueHue General VLAN Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-mode true (BxntoueHne General VLAN Ha SSID.
Ons otkntoueHns seeauTe false)
WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-id X (rze X — Homep General VLAN)

BknroyeHune ckpbiTOro SSID

WEP-1L(config):/interface/wlan1-va0/vap# hidden true (Biitouerune ckpbitoro SSID. [151s oTk04EHNA
BeeauTe false )

OrpaHuyeHue KonmyecTBa KIMeHTOB Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# sta-limit X (rze X - makcumasibHo fonycTUMoe Ynco
NOAKMOYAEMbIX K BUPTYasIbHOW CETU KNIMEHTOB)

BknroyeHne nsonaumm KimeHTos Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# station-isolation true (Bi/itoueHne nzonsums Tpacuka Mexzaiy
KnveHTamu B npegenax ogHoli VAP. Ans oTkntoveHust BBegute false )

BknioueHne minimal signal

WEP-1L(config):/interface/wlan1-va0/vap# minimal-signal -X (rze X - noporoeoe 3Havexune RSSI, npu
LLOCTUXKEHMM KOTOPOrO, TOYKa ByaeT oTkouaTh knmeHTa oT VAP. MapaMeTp MOXET NpyHUMaTh 3HAYEHUS
oT-100 80 0)
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Bk/itoueHve ncnonb3oBaHus TLS npu aBTopusanmm

WEP-1L(config):/interface/wlan1-va0/vap/radius# tls-enable true (/Icrons3osats TLS npu asropusaumn.
Ans otknoveHust BeeguTe false )
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5.4 HacTtpoiikn Radio

Ha Radio no ymonyaHuio ncnonb3yeTcs aBToMaTn4eckunin BbiIoop paboyero kaHana, /15 Toro Ytobbl
YCTaHOBUTb KaHas1 BPYYHYH UM CMEHUTb MOLLHOCTb, UCNOb3YITe criegyowme KoMaHabi:

CmeHa pa6ouyero KaHasla U MOLHOCTU paguouHTepdeiica

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# wlan

WEP-1L(config):/interface/wlan0/wlan# radio-2g

WEP-1L(config):/interface/wlan0/wlan/radio-2g# tx-power X (re X - YpoBeHb MOLWHOCTY B ABEM.
MapameTp MOXET NpUHUMAaTh 3HadeHme: ana Radio 1: 11-16 abm; anst Radio 2: 11-19 gbm)
WEP-1L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (OTk/toueHne aBToBLIGOpa KaHaa.
[ns BkNtoueHnsi BBeguTe true )

WEP-1L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (OTk/oueHne ncnons3osaqus
OrpaHMYeHHOro crnucka kaHasnoBs. [1sa BKIHOUYEHNS BBeAUTE true )
WEP-1L(config):/interface/wlan0/wlan/radio-2g# channel X (rze X - Homep cTaTnyeckoro kaHana, Ha
KOTOpoM GyaeT paboTaTb TOUKA)

5.4.1 [ononHutenbHble HacTpolikn Radio

N3meHeHNne LWNPUHDbI KaHaa

WEP-1L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rae X - wuiprHa kaHana. MNapamerp Mmoxert
npuHUMaTh 3HadeHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80.)

N3meHeHne OCHOBHOro KaHana

WEP-1L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (lapaverp MoxeT npuHumaTs
3HaueHue: lower, upper. Mo-ymonuyaxuto: ans Radio 1: lower; ans Radio 2: upper)

N3meHeHNe orpaHN4YeHHOro crnucka KaHanaos

WEP-1L(config):/interface/wlan0/wlan/radio-2g# limit-channels "1 6 11' (rze 1, 6, 11 - kaHasbl
AnanasoHHa, B KOTOPOM MOXET paboTaTb HacTpanBaemblii pagmonHTepdeiic)
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BktoyeHne Mcnosib30BaHUA KOPOTKOro 3alUTHOro MHTepBasia

WEP-1L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bk/itoueHne 1cnosib30BaHns YKOPOUeHHOro
3alMTHOrO MHTepBasia Ans nepeaayn AaHHbIx - 400 He, BMecTo 800 He. Ans oTkntoueHns Beegute false )

BknroueHue STBC

WEP-1L(config):/interface/wlan0/wlan/radio-2g# stbc true (Bk/toueHre MetToaa npocTpaHCTBeHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHVE HAAEXHOCTN Nepeaayn
AaHHbIX. [ns oTknoueHns Beegute false )

Bk/loueHue arperaymm

WEP-1L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bktouerune arperaumn Ha Radio -
nogaepxkn AMPDU/AMSDU. Ans oTkntoueHns Beeaute false )

Bk/1lOY€HME UCMOMb30BaHUA KOPOTKOI Npeam6ynbl

WEP-1L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (BisitoueHne ncnonszoBaqus
KOpOTKOli npeambynbl naketa. [ oTkNtoueHust BeeauTe false )

BkntoueHune Wi-Fi Multimedia (WMM)

WEP-1L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/itoueHne noaaepxkn WMM (Wi-Fi
Multimedia) Ansa oTkntoueHus BBeauTe false )

BknoueHue welinepa Broadcast/Multicast

WEP-1L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (rae X - OrpaHuueHnvie nepegayn
LUMPOKOBELLATE/TbHOTO/MY/IbTUKACTOBOTO Tpaduka no 6ecnpoBOAHO CETH, yKasblBaeTCsl IMMUT A5
LUMPOKOBeELLLATENbHOIO Tpadgivka B nak/c )
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BknioueHne QoS U nsmMeHeHne napameTpoB

WEP-1L(config):/interface/wlan0/wlan/radio-2g# qos
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/itoueHrie ncnonb3oBaHns yHKLN,
obecneumBaroLmMx kavyecTBo obcnyxmBaHus (Quality of Service). s oTknoueHusi BBeguTe false )
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTpoiika napameTpos QoS TouKY
focTyna (Tpadhvk nepeaaercs OT TOUKM A0CTyna K K/TMEHTY) )
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTtpoiika napaverpos QoS ans
HM3KOMPUOPMUTETHOI oYepean C BbICOKOI NPOnyckHo cnocobHocTbio (Npuoputetsbl 802.1p: cs1, ¢s2) )
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# aifs X (rae X - Bpems oxuaaHus
kaapoB. (hpeliMoB) AaHHbIX, U3MepsieMoe B c/ioTax. MpuHUMaeT 3HadeHust 1-255)
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X - HauansHoe 3HaveHne
BPEMEHM OXWAAHUSI Nepes NOBTOPHOI OTNPaBKOI Kaapa, 3aaeTcs B MUNNCeKyHAax. MpuHumaeT
3HaveHus: 1, 3,7,15,31, 63,127, 255, 511, 1023. 3HaueHne cwMin He MOXET MpeBbIWaTb 3Ha4YeHNe
cwMax )

WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rze X - MakcumvarnsHoe
3HaUYeHNe BPEMEHUN OXMAAHUS Nepes NOBTOPHOI OTNPaBKol Kaapa, 3aaeTcs B MUMINCEKYHAAX.
MpuHumaet 3HaveHnsa: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMax Ao/mMKHO ObITb 60/IbLIE
3HauyeHus cwMin)

WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X - ViHTepsasn BpemeHy, B
MWUNCEKyHAAX, koraa knveHtckas WME-cTaHUums MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX Mo
6ecnpoBOAHOI cpeae K Touke goctyna. MakcrMasnbHoe 3HaveHne 65535 MunnncekyHs )
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# exit
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-1L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpoiika napameTpos QoS cTaHLmy
knueHTa (Tpadnk nepegaeTcsi OT CTaHLUMM K/IMeHTa 10 TOUKM A0CcTyna) )

MeToavka HacTpoiiku edca-sta aHanorMyHa MeToamke HacTpolikv edca-ap.
HacTpoiika napameTpoB a1 ovepeneii be, vi, vo aHanornyHa HacTpoiike napameTpoB anst ouepean bk.

5.5 CuctemHble HacTpoiiKkn

5.5.1 O6HosneHue MO ycTpoiicTBa

Oo6HoBneHune MO Toukn goctyna no tftp

WEP-1L(root):/# firmware upload tftp <ip-agpec tftp-cepsepa> <HasBaHue cpaiina MO> (IMpumvep: firmware upload
tftp 192.168.1.15 WEP-1L-1.1.0_build_444.tar.gz)
WEP-1L(root):/# firmware upgrade

OGHoBneHune MO Touku goctyna no http

WEP-1L(root):/# firmware upload http <URL gnsa ckaumBaHua dpavina MNO> (Mpumep: firmware upload http http://
192.168.1.100:8080/files/WEP-1L-1.1.0_build_444.tar.gz)
WEP-1L(root):/# firmware upgrade
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5.5.2 YnpaBneHue KoHUrypaumei ycTpoictea

C6poc KoHhurypauumm ycTpoiictBa B Aepo/ITHOE COCTOsIHME 6e3 CoOXpaHeHUs1 NapamMeTpoB AoCcTyna

WEP-1L(root):/# manage-config reset-to-default

C6poc KoHhurypaumm ycTpoiicTea B fepo/ITHOE COCTOSIHME C COXPaHEHEM NapamMeTpoB gocTyna

WEP-1L(root):/# manage-config reset-to-default-without-management

CkauaTb KOHhMrypauuoHHbI chaiin ycTpoiicTBa Ha tftp cepBep

WEP-1L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> ([pumep: manage-config download tftp
192.168.1.15)

3arpy3nTtb KOH(hUrypaunoHHblii haiin Ha ycTpoiicTBO c tftp cepBepa

WEP-1L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
koHdcburypauum> (Mpumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-1L(root):/# manage-config apply (IprmeHeHe KoHUTypaLyn Ha ToUKy A0CTyna)

5.5.3 TMepe3sarpyska ycTpoiicTea

KomaHaa ans nepesarpysku ycTpoiicTea

WEP-1L(root):/# reboot
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5.5.4 HacTtpolika gaTbl U BpeMeHU

KomaHgb! ans HaCTPOﬁKM CUXpOoHU3aLuu BpemeHun c cepsepom NTP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
30Hbl)

WEP-1L(config):/date-time/common# save

root):/# configure

config):/# date-time

config):/date-time# mode ntp (BkntoueHre pexuma pabotsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (YctaHoska NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (YcTaHoBka BpemeHHOIA

PN N N N N AN A A~
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5.6 MOHUTOPUHT

5.6.1 Wi-Fi knneHntnbl

WEP-1L(root):/# monitoring clients

link-capacity
link-quality

17 (not changed)
100 (not changed)

index | ©
interface | wlanl-val
state | ASSOC AUTH_SUCCESS
hw-addr | e0:d9:e3:7a:75:00
ip-addr | 192.168.0.24
hostname | WB-2P-LR5
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 4
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -85
rssi-2 | -81
snr-1 | 14
snr-2 | 16
tx-rate | VHT NSS1-MCS1 NO SGI 58.5
rx-rate | VHT NSS1-MCS3 NO SGI 117
rx—bw | 86M
rx-bw-all | 26M
tx—bw | 86M
uptime | 00:03:31
multicast-groups-count | ©
wireless-mode | ac
eltex-serial-number | WP29003475
|
|
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 18 | 25 |
TX success: | 100 | |
Total Bytes: | 1150 | 2060 |
Data Packets: | 8 | 9 |
Data Bytes: | 496 | 1074 |
Mgmt Packets: | 10 | 16 |
Mgmt Bytes: | 446 | 570 |
Rate Transmitted Received
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ofdmé | 13 | 72%
nssl-mcs® | O | 0%
nssl-mcsl | 4 | 22%
nssl-mcs3 | 0 | 0%
nssl-mcs4 | 0 | 0%
nss2-mcs9 | 1 | 5%

Multicast groups: none

5.6.2 WHdopmauus 06 yctpoiictee

WEP-1L(root):/# monitoring information

system-time: 16:59:12 16.06.2020
uptime: 00:13:55

software-version: 1.1.0 build 444
secondary-software-version: 1.0.1.43
boot-version: 1.1.0 build 444
memory-usage: 67

memory-free: 35

memory-used: 72

memory-total: 108

cpu: 2.39

is-default-config: false
board-type: WEP-1L

hw-platform: WEP-1L
factory-wan-mac: E8:28:C1l:xX:XX:XX
factory-lan-mac: E8:28:C1l:xx:XX:XX
factory-serial-number: WP3C000103
hw-revision: 1v3
session-password-initialized: false
ott-mode: false

test-changes—-mode: false

62%
4%
0%

25%
8%
0%

PykoBoacTso no akcnayatauum WEP-1L
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5.6.3 CeteBas nHpopmaums

WEP-1L(root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:xX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.100
DNS-2:

rx-bytes: 4864149
rx-packets: 13751
tx-bytes: 2462399
tx-packets: 20753

WEP-1L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-1L(root):/# monitoring arp

# ip mac
0] 192.168.1.1 02:00:48:XX XX 1XX
1 192.168.1.151 2c:fd:ial:ixx:xx:xx

WEP-1L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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5.6.4 becnpoBofHble MHTEpMeNChbI

WEP-1L(root):/# monitoring radio-2

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 10

channel: 5

thermal: 32

bandwidth: 40

frequency: 2432

WEP-1L(root):/# monitoring radio-5

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 0

channel: 132

thermal: 32

bandwidth: 80

frequency: 5660

5.6.5 >XypHan cobbITui

WEP-1L(root):/# monitoring events

Jan 23 00:00:07 WEP-1L daemon.info syslogd[925]:

Jan 23 00:00:09 WEP-1L daemon.info configd[955]:

successfully.

Jan 1 03:00:14 WEP-1L daemon.info networkd[987]:

Jan 1 03:01:17 WEP-1L daemon.info networkd[987]:

on 192.168.1.15.

PykoBoacTso no akcnayatauum WEP-1L

started: BusyBox v1.21.1

The AP startup configuration was loaded

Networkd started

DHCP-client: Interface br® obtained lease

Jan 23 07:17:14 WEP-1L daemon.info monitord[1055]: event: 'associated' mac: E4:0E:EE:BD:AE:

6B ssid: 'WEP-1L_2.4GHz' 1intoO
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5.6.6 CnekTpoaHasM3aTop

CnekTpoaHanusarop npefocrasniseT MHhopmaymio 0 3arpyXXeHHOCTU KaHaoB B agnanasoHax 2,4 u 5.
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

WEP-1L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3| 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132] 0%
136] 0%
140| 0%
144 1%
149| 30%
153] 1%
157 3%
161] 2%
165 1%

© O6paTtuTe BHUMaHMe, UTO BO BPEMS paboThbl CNEKTPoaHanM3aTopa NPOMCXOANT OTK/IOUEHNE
BCeX K/IMEeHTOB OT TOUKM AocTyna. KnvMeHTbl NogKIoHaTcsl CHOBA TOIbKO TOTAa, Koraa
CNeKTpoaHa/IM3aTop 3aKOHUUT CBOKO paboTy.
BpeMsi aHasIM3a BCeX paAuoKaHa/IOB ABYX ANaNa30HOB COCTaB/SAET NPUMEPHO 5 MUHYT.
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6 CnuUCcoK nsMeHeHum

Bepcml AOKYMEHTa

Bepcua 1.1

Bepcna 1.0

Bepcusa nporpammHoro obecneyexus 1.1.0

AaTa Bbinycka

30.06.2020
11.02.2020

PykoBoacTso no akcnayatauum WEP-1L

CopepxXaHue N3MeHeHu
CuHxpoHu3auus c Bepcuweid 1.1.0

MepBasa nybnvkaums.
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHmA TeXHUYECKON KOHCYIbTALMM NO BONPOCaM 3KCNayaTaumm obopyaoBaHus
TOO «3nTekcAnaTtay» Bbl MmorKeTe 06paTTbCA B CEPBUCHDIN LLEHTP KOMMNaHUM:

050032, Pecnybnuka KasaxcrtaH, r. Anmatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMNaHUMM Bbl MOXKeTe HaWTU TeXHWYECKYI [OKYMEHTauMo W
nporpammHoe obecnedeHme ana npogykumnm TOO «3InTekcAnatay», obpatutbca K 6ase 3HaHUN,
MPOKOHCY/IbTUPOBATLCSA Y MHXKeHepoB CePBMUCHOTO LEHTPA Ha TeEXHMYEeCKom dopyme.

OduumanbHbIit calT kKomnaHuu: http://eltexalatau.kz


http://eltex-co.ru/support/
mailto:techsupp@eltex.nsk.ru
http://eltex-co.ru
http://eltex-co.ru/forum
http://eltex-co.ru/support/knowledge
http://eltex-co.ru/support/downloads
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