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KpaTkoe pykoBOACTBO Mo HacTpoiike WOP-2ac

1T AHHOTayuA
B HacTosiLLeM pykoBOACTBE NPUBOAMTCS cnepytowas nHgopmMmaums:

* nogkntoyeHune K web-nHtepdpeiicy WOP-2ac;

* HacTpolika ceTeBbix napameTpoB WOP-2ac;

* 06HOBNEHME NporpammHoro obecneveHns WOP-2ac;

*+ HacTpolika SNMP;

* HacTpoiika 6ecnpoBOAHbIX NHTePdIelicoB (pexnm paboThbl, Nonoca);
* HacTpolika BUPTYyasibHbIX TOYEK AOCTYNa;

* MOHUTOPWUHI OCHOBHbIX NapaMeTpoB 6eCcnpoBOAHON CETU.

B pyKkoBOACTBE ONMUCbIBAETCA BapyaHT HACTPOIiKM TOYKM AocTyna 6e3 NCnonb3oBaHns copT KOHTposepa.

B kauecTBe npumepa 6yAeT pacCMOTPEHA C/iefytolas CXeMa, PUCYHOK 1:

5Ty BOMIy

etwork

551D: Fre

T
I
1

Bez napona u wudposaHua

Touka aocTyna

locresas T Wop-2a h\ focteBas
cetb 1 192.168.100.3 ceTb 2
kQ‘ FreeNetwork - 1VLAN
WorkNetwork - 100 VLAN
2,414 40MIy . Management VLAN - 10 VLAN
D SR POE switch D
WRA/WPAZ WPA/WPAZ
A A
Pabouasn Pabouasn
cetb 1 cetb 2
PucyHok 1 — MpumMep KoHdurypauum cetu
Tun cetn Ucnonb3lyemas VLAN Ucnonb3yembliin Ucnonb3oBaHune
SSID wucppoBaHus/
aBTOpM3auun no
napo’sto

BHyTpeHHAA kopnopaTnsHas 6ecnposogHasd 100 WorkNetwork WPA/WPA?2
CeTb, MCMoNb3ytoLlas aAnanasoHbl 2.4 1 5
ITu. 'sonmposaHa oT ApYrnx rocTeBbIX
ceTteid. [lna nogkatoueHus TpebyeTcs
aBTopu3auusa Nosb3oBaresns no naporsio.
CeTb cnyxuT ana 6esonacHoro obmeHa
OaHHBIMU MeXay BHYTPEHHUM NepcoHas1oM
KOMMaHuw.
locTteBas 6ecnpoBogHast CeTb, 1 (6e3 VLAN) FreeNetwork OtcyTcTByeT
ncnonbaywas gnanasoHsl 2,4 n 51Tu. He lwndpoBaHme 1
TpebyeT aBTOpMU3aLMn No Naponto. Cnyxmut aBTopusauns

AN NOAK/YEHNs N0ObIX Noib3oBaTenei
CO CTaHAapPTHbIMM 6ECNPOBOAHLIMU
rafpketTamm K obLLel cetn, 0TKyaa MOXHO
BbIATU, HANpymep, B IHTEPHET.



Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

[ns BbINO/THEHMA HacTpoiikn noTpebyetca MK, nmetowmii 4ocTyn K ycTpoiicTBy no Ethernet n no6oii
ycTaHoBneHHsblin 6pay3sep (IE, FF, GH, 0).



Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

2 [MopgknoyeHne K web-nHTepdoency
MoaxnounTb MK K yCTPOMCTBY MOXHO CAeayowmmMm cnocobamu:

* MopgxniounTb ceTeBoi kabenb K POE-nHTepdelicy WOP-2ac n k POE-kommyTaTopy/uHxekTopy. Janee K
NHXXEKTOPY UK KoMmyTaTopy nogknounts MK.

[nsa nogknioveHuns k Web-nHtepdpelicy ycTpoilcTBa B afpecHol cTpoke bpaysepa seegute: 192.168.1.10.
Mpw ycnewHoM nogxnoyeHnn byaeTt oTobpaxeHa cTpaHmua asTopmsaumm. ns asTopmsauumn Ncnonb3ynte
[AaHHbIE:

+ User Name: admin
+ Password: password

Ecnu nocne BBeaeHus IP-agpeca B 6pay3epe He NOABUTCS CTpaHuLa aBTopm3auumn, Heo6XxoANUmMo NPOBEPUTD
IP-agpec Ha MK, HacTpoiikn komMyTaTopa. Ecniv Ha ycTpoilicTBe Gblnia M3MeHeHa 3aBOACKas KOHGUrypauus, To
HY>XHO COPOCUTb TEKYLLME HACTPOMKW. /19 3TOr0 HaXKMUTE 1 yaepXxmBariTe KHomnky «F» Ha 60KOBOW naHenu
yCcTpoicTBa B TevyeHune 20 cekyHA,.



Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

3 HacTtpoiika ceteBbix napametrpoB WOP-2ac

Ansa yaaneHHoro ynpaeneHus WOP-2ac TpebyeTcsa yCTaHOBUTL CETEBbIE NapaMeTPbl 060pyA0BaHUS B
COOTBETCTBUU C CYLLECTBYHOLMMI HACTPOKaMn CETH, B KOTOPOIA BYAET UCMONb30BaTLCA 060pyA0BaHME.

B meHio «Manage» oTkpoiiTe Bknazaky «Ethernet Settings» 1 BbinosiHUTE criegyouime HacTPONKK:

Modlify Ethernet (Wired) settings

Hostname WOP-2ac {Range : 1 - £3 characters)

Internal Interface Settings

MAC Address AB:IF9:4B:B7:ED:50

Mznagement VLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAMN % Enzbled Diisablad

Untaggad VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type StaticIP ¥

Static IF Addrass 122 - 1168 |15 .| 230
Subnet Mask 255 - |255 - |255 ]

Default Gateway 182 |.|168 (15 (1

DHS Mameservers Dynamic Manual

Click "Updats" to sawve the new sattings.
Updats

+ Management VLAN ID - ykaxute Homep VLAN, KOTOpbI Bbl XXenaeTe UCnosb30BaThb A/151 yNpaBieHus
TO4YKOW gocTyna. B gaHHOM npumepe ucnosnb3yeTcs - 1.

+ Connection Type — Bbi6epuTe «Static IP» gnsa 3agaHus IP-agpeca Toukam goctyna B pyyHyto. B none
«Static IP Address» ykaxunTe IP-agpec WOP-2ac, B Hawiem crniyyae - 192.168.15.250. B none «Default
Gateway» nponuwunte agpec wio3sa: 192.168.15.1. CMeHa macku cetn — onuMoHasibHO. Ec/iv Bbl
Xotute pasgasartb IP-agpeca ans todek goctyna no npotokosy DHCP, 1o B none «Connection Type»
ycTaHoBuUTe 3HauyeHne «DHCP» n Ha 3TOM HacTpoiKa CETEBOI YacTu OyaeT 3aKOHYEHa.

HaxmuTe kHonky «Update». Tenepb WOP-2ac 6yaet poctyneH B 1 VLAN no agpecy 192.168.15.250.

© TMepep BHECEHVEM M3MEHEHWIA B CETEBbIE HACTPOIKM T/, y6eanTech, HTo ynpassioLwuii KOMMbIOTEP
O6yaeT UMEeTb AO0CTYM K HEl. B criydyae OnGOUHbIX M3MEHEHWUIA, HACTPOKN MOXHO OTKaTUTb, COpPOCUB
TOYKY K 3aBOACKMM HACTPOMKaM, 419 3TOr0 HaXKMUTE KHOMKY F Ha NnLeBoi NaHenu n yaepxusante
HaxaToii B TedeHme 20 CekyHA, Noka He HaYHET MuUraTb MHANKATOP COCTOSHMS Ha BEPXHel naHenmu
yCTpOIicTBa.




Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

4 OG6HoBNeHue nporpammHoro obecnevyeHns WOP-2ac

[ns koppekTHoi pa6oTbl WOP-2ac pekoMeHAyeTcs BbINONHUTL 06HOBMeHMe MO. AKTyaslbHOCTb
YCTaHOB/IEHHOWN BEPCUM MOXHO YTOYHUTL Y NMPOU3BOANTENSA:
TenedpoH: +7(383) 272-83-31

+7(383) 274-47-87
e-mail: techsupp@eltex.nsk.ru
Mocne nonyyeHus aktyanbHol Bepcun MO oTkpoliTe MeHio «Maintenance», Bknaaky «Upgrade» u BbInonHuUTE
cnepyloLme HacTPOnKu:

Manage firmware

Model Eltex WOP-2ac
Firmware Version
Primary Image: 1.12.0.286
Secondary Image: 1.12.0.209

Switch

Upload Method ® 4TTP TETP
New Firmware Image BwiGepuTe thain | dain He BnibpaH

Upgrade

+ HaxmuTe kHonky «Switch», ecnn Bbl xoTuTe NepekniounTbCs Ha ANbTepHaTUBHbI 06pa3 MO(yka3aHHbIi
B nosne «Secondary Image»).

+ Upload Method - yctaHoBuTe dpnar «HTTP».

* New Firmware Image — HaxxmuTe KHOMKY «O630p» 1 B OTKPbIBLLEMCSI OKHE noucka Bblibepute dain Mo
C aKTyasIbHOI Bepcuei, HaxxMmuTe «OTKPbITb.

HaxxmunTe kHonky «Upgrade». Mpouecc 06HOBEHNUS 3aiiMET HECKO/IbKO MUHYT (0 ero Tekyllem ctaryce 6yaet
yKasaHo Ha CTpaHuLe), Noc/1e Yero yCTPOCTBO aBTOMATUUECKM nepesarpy3nTcs.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOJHAKTE €ro nepesarpysky B npotecce 06HosneHus MO.

MocMoTpeTb TekyLyto Bepcuto MO MOXHO B MeHo «Basic Settings» (Firmware Version).


mailto:techsupp@eltex.nsk.ru
mailto:techsupp@eltex.nsk.ru

Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point,

1P Address: 192.168.40.26

MAC Addrass: EQ:D%:E3:71:F5:40

Firmware Version: 1.12.0.285

Uptime: S days, 20 hours, 48 minutes

CPU Usage: 22,20%

Memary Usage: 130MB/248MB (52%)
Refrash

b Device Information

Product Identifier:  WLAN-EAP
Hardware Wersion: 2w2

Serial Number : WP12008615
Device Mame: Eltax-AP

Device Description: WEP-Zac

b Provide Network Settings ...

These settings zpply to this access paoint.

Mews Password

Confirm new password

b Serial Settings ...

Baud Rate| 115200 ¥

D System Settings ...
Systam Mame WEP-26
System Contact |admin@example.com
System Location |Default

Click "Update” to save the new ssttings.

Updats




5 Hactpoiika cepsuca SNMP

Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

HacTpoiika cepsmca SNMP nponssoantcs B MeHio «Services», B pasgene «SNMP».

SNMP Configuration

SNMP (& Enabled Disablad

Read-only community name (for permitted SMMP get operations) public

Port number the SNMP agent will listen to 161

Allow SNMP sat requests ® Enabled Disabled
Read-write community name [for permitted SNMP set operations) privats

Restrict the source of SHNMP requests to only the designated hosts or subnets Enzbled ® Disabled

Hostname, addrass, or subnet of Netwaork Manzgemant System

1PvE hostname, address, or subnet of Network Management System

(Range: 1 - 256 characters)

(Range: 1025 - 65535, Default: 161)

(Range: 1 - 256 characters)

(s, w2 Hostname max 255 Characters)

(3n0e 00000000 300000000 0000 0oocoool Hostname max 255 Characters)

Trap Destinations

Community name Hostname or IP or IPvE Address

£ Ty AP versi
Enabled Host Type SNMP version {Range: 1 - 256 characters)

IPv4 ¥ | | snmpi/2 ¥
IPvd ¥ snmpy2 ¥
IPv4 ¥ | | snmpi/2 ¥

(3030, 300, T B ORI £ IS I KA TSR e 10 e Hostnamie miax 255 Characters)

Debug Settings

Debugging output tokens (Range:

Dump sent and received SNMP packets Enzhled ™ Disahled

Logs to Don't log v

Logs to specified files /varflog/snmpd.log

Logs priority level Emargency ¥ | (for Standart output, Standart error and File logs output)

Logs priority range From | Emergency ¥ |to | Emergency ¥ | {only for Syslog output)

Transport < UDP uDps # TCP TCRE

Click "Update" to save the new satiings.
Update

(Range: 1 - 256 characters, Default:

0 - 256 characters, ampty string for 'no debug’, 'ALL", or 'traps,send' - any tokens without spaces)

fvarflog/fsnmpd.lag)

+ Restrict the source of SNMP requests to only the designated hosts or subnets — yctaHoBuTe conar

«Enabled».

+ Hostname, address, or subnet of Network Management System - ykaxuTte IP-agpec SNMP-cepsepa, ¢

KoToporo 6yayT otnpaBnsatbca SNMP-komaHapbl.
+ Community name for traps — ykaxuTte «public».

+ Enabled / Host Type / Host name or IP or IPv6 Address — yctaHoB/Te ¢hnar Ha 04HOM M3 nonei ans
yKazaHus agpeca npMeMHuKa TpanoB 1 NponuwmTe B gaHHOM nose IP-agpec ycTpoiicTBa, Ha KOTOpoe

WOP-2ac cmoxXeT nocbinars Tparnsbl.
+ Haxmute kHonky «Update».




Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

6 HacTpoiika 6ecnpoBOAHbIX NHTEpPdIENCcoB

Yctpoiicteo WOP-2ac nmeet 2 pagnonHTepdeiica, cnocobHbIx pabotatb ogHoBpeMeHHO — Radio1 n Radio2.
Kaxxaplii U3 HUX MOXET paboTaTb B CBOEM AMana3oHe YacToT C MCMO/Ib30BaHNEM Pa3/IMYHbIX PEXUMOB PaboTbl
6ecnpoBOAHbIX CETE.

[anee 6yaeT npMBeaeH NpuUmMep HaCTPOIKN 6eCnpoBOAHbIX MHTEPKEicoB Co cneayoLwmmm
XapakTepucTmKkamum:

Radio1:

+ ananasoH: 5Ty,
+ ctaHgapTbl: 802.11 a/n/ac;
* wupwuHa nonockl: 80MIu,.

Radio2:

* OnanasoH: 2,4 I'Tu;
+ cTaHgapTbl: 802.11b/g/n;
* WwupwuHa nonocsbl: 40 Mlu.

B meHio «Manage» oTkpoiiTe Bknazaky «Wireless Settings» 1 BbINnONHWUTE cneaytoLme HacTPOVKM:

Modify wireless settings

Country Russia -
Transmit Power Control On -
TSPEC Violation Interval 300 (Sec, Range: 0 - 900, 0 Disables)

Global isolation

Radio Interface @ on Off

MAC Address AZ:FI:4B:B4:B0:C0
Mode IEEE 802.11a/nfac «
Channel Auto -
Airtime Fairness @ on Off

Radio Interface 2 @ on off

MAC Address AB:F9:4B:B4:B0:D0
Mode IEEE 802.11b/g/n -
Channel Auto -
Airtime Fairness @ on Off

Click "Update” to save the new settings.

Update

+ Country — BbI6Op HACTpPOeEK pagnonHTepdeinca, COOTBETCTBYIOLLMX 3aKOHOAATENbCTBY BblOpaHHOM
cTpaHbl. BbibepuTte B cnvcke «Russiay.

+ Transmit Power Control — HacTpolika pexunma orpaHunyeHus napamertpa Transmit Power Limit.
Bbibepute B cnvcke «Ony.

HacTpoiika Radio1:

+ Radio Interface 2 — yctaHoBuTe donar «On».
+ Mode - BbIGepuTe 3HaueHne «IEEE 802.11a/n/ac»;
+ Haxmute kHonky «Update».

HacTpoiika Radio2:

+ Radio Interface - yctaHoBuTte conar «On».
* Mode - BbIGepuTe 3HaueHne «IEEE 802.11b/g/n».

10



Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

B meHio «Manage» oTkpoiiTe Bknaaky «Radio» 1 BbinosiHUTE criegyoLime HacTPOKK:

Modify radio settings

Radio | 1 v |

Status * on of

Mode | IEEE 802 1lainfac ~ |

Channel | Auto v
Channel Update Period | o w
Limit Channels

Channel| 36 | 40 | 44 | 48 | 52 | 56 | 60 | 64 |132|136|140| 144 (149|153 | 157 (161 | Al

Use

Channel Bandwidth | BOMHz v |

Primary Channel Lower w

Transmit Power Limit |£| (dBm, Range: 1 - 18)
Advanced Settings

TSPEC Settings

Click “Update™ to save the new settings.
| Update |

HacTpoiika Radio1:

+ Radio — BbiGepute 3HayeHune «1».
« Channel Bandwidth — yctaHoBute 3HauyeHne «80MHz».
+ Haxmute kHonky «Update».

HacTpoiika Radio2:

+ Radio — BbiGepute 3HayeHne «2».
« Channel Bandwidth — yctaHoBute 3HaueHne «40MHz».
+ HaxmuTe kHonky «Update».

11



Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

7 HacTtpolika BUpTyasibHbIX TOYEK A0OCTyna

Ha kaxxgom 6ecnpoBogHOM UHTEpPdIenCce MOXHO HAaCTPOUTb A0 16 BUPTyasibHbIX Touek goctyna. Kaxgasa ns
TakMx TOYEK AOCTyNa MOXET UMETb MHAMBMAYaIbHOE Ms 6ecnpoBogHoli ceTu (SSID) u Tmn aBTopusaumn/
ayTeHTUdukaummn. CornacHo CXemMe CeTU, NPUBEAEHHON Ha PUCYHKe 1, HE0OXOANUMO HACTPOUTL 2 BUPTYasTbHbIE
ToukMn gocTyna Ha Radiol n Ha Radio2.

CneumanbHas yHKUMs ToUkn goctyna Band Steer no3sonsiet yctaHaBnmBaTth 4151 KNIMEHTOB, UMEIOLLUX
BO3MOXHOCTb paboTtarb B gnanasoHax 2,4 'y v 5 Ty, npyopuTeT noakoyeHns K 5 My, BUpTyasibHbIM TOYKam

AocTyna.

[ns pa6oTbl oyHKUMKM Band Steer Heob6xoanmo:

* HacTpPOMTb paanMonHTEPIENChbl B pa3Hbie YaCcTOTHbIE AManasoHbl
* c034aTb Ha KaxkoM paganonHTepdeiice BupTyasibHble Touku goctyna (VAP) ¢ oguHakosbiM SSID;
* NpY NCNONBb30BaHUK LWNPOBaHUA Y6eanTbes, UTO Naposin Ha 06enx Toukax CoBnagator,

* aKTuBMpoBaTb NapameTp Band Steer Ha Toukax goctyna.

B meHio «Manage» oTkpoliTe Bknaaky «VAP» 1 BbINONHUTE CriefytoLme HacTPOMKN:

RADIUS Domain:

RADIUS IP Address Type: (o |pya
RADIUS IP Address: 192.168.1.1
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key:
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

Enable RADIUS Accounting

Radioc | 1 +

WAP Enabled VLAN ID SSID

Global RADIUS Server Settings

IPvE

o W (100 | [Work Network

Free Network

2 2600 Enterprise

Modify Virtual Access Point settings

Broadcast SSID  Station Isolation
v v

WPA Vlersions

Band Steer
v

™ wra-TKIP

Key: Ty

Broadcast Key Refresh Rate |0

' '

B02.11k DSCP Priority  VLAN Trunk General Mode General VLAN ID VLAN Priority Security

o 1 [

WPA2-AES

(Range:0-86400)

v 1 [

0w

MAC Auth Type

WPA Personal  ~ Disabled ~ | (=]

None ~ Disabled

WPA Enterprise v

Disabled v

HacTpoiika Radio1:

+ Radio - BbIGepuTe 3HaYeHne «1».
+ Enabled - yctaHosuTe chnarn gna VAP 0 n VAPT.
* VLAN ID - Homep VLAN:
+ ona VAP 0 yctaHoBuTe 3HaveHue «100»;
+ ona VAP 1 yctaHoBuTe 3HaveHue «1».
+ SSID — nms 6ecnpoBOLHO CeTu:
« ana VAP 0 yctaHosute 3HavyeHne «WorkNetwork»,
+ ana VAP 1 yctaHoBuTe 3HayeHue «FreeNetwork».
+ Station Isolation — 3anpeT nepegayn nakeToB Mexay KNnMeHTaMu TOYKM AoCTyna. YCTaHOBUTb donar.
+ Band Steer — ycTaHOBKa npvopuTeTa NnogkadeHns nonb3osartesnei kK SSID, HaCTpoeHHbIn Ha 5ITU.

YctaHoBUTL hnar.

+ VLAN Priority — npnopuTeT 2-ro ypoBHS, KOTOpPbI/ ByAeT HazHa4aTbCs Ha nakeTbl, NpoXoAsLune yepes
faHHbIn VAP ¢ pagrnoadmpa B CTOPOHY NPOBOAHON CETU.

+ Security — pexvm 6e30n1acHOCTU CETU:

+ ana VAP 0 yctaHoBuTe 3HadeHne «WPA Personal» 1 ykaxxuTe naponb 4715 NOAKMOYEHUSA K aHHON
cetu B none «Key»;

12




Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

+ ona VAP 1 yctaHoBuTe 3HayeHue «None».
+ Haxmute kHonky «Update».

HacTpolika Radio2 ocyLuectBnseTcs aHasiormyHbiM 06pa3om. B nyHkTe Radio BbibepuTe 3HaueHne «2», n
BbIMO/IHUTE HACTPOIKKM, NPUBEAEHHbIE Bbiwe A5 Radio 1. Maponb ana «WorkNetwork» gomkeH 6biTb
oavHakoBbIM. HaxxmuTe KHonky «Update».

© Mpu ucnonbsosaHumn pexmma WPA Enterprise aBTopusauysi aboHeHTa NPOMCXOAUT C UCMO/b30BaHNEM
RADIUS-cepsepa. Npu nogktoueHun k SSID-knveHTa Ha RADIUS-cepBep oTnpasnseTcs 3anpoc Ha
noakntyeHme aboHeHTa. B Tabnuue Global RADIUS server settings ykasbiBaeTcs:
+ RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;
+ RADIUS Key — naponb gna goctyna k RADIUS-cepsepy.

Modify Virtual Access Point settings

Global RADIUS server settings
RADIUS Domain

RADIUS IP Addrass Type: 0 Ipyd 1BvE
RADIUS IP A 152.168.1.1
RADIUS IP A
RADIUS IP A
RADIUS IP A
RADIUS Key: CLLELI]
RADIUS Key-1
RADIUS Key-2
RADIUS Key-3
Enable RADIUS accounting

Radio |2 ¥

VAP Enabled VLAN ID SSID Broadcast SSID WLAN trunk Station Isolation Band Steer 802,11k DSCP Priority WLAN Priority Security MAC Auth Type

o - 100 'workNetwork - - v Nore ¥ | [Disabled Y| 3
1 - 1 ErezMetwork o o or ‘WFA Enterpriss ¥ | |Disabled ¥ | 3

WPAVersions: ¥ wWpa-TKIP WPAZ-AES
¥ Enable pre-zsuthentication
¥ Use global RADIUS server settings

: RADIUS IP Address ¥
Broadcast Key Refresh Rate |0 (Range:0-86400)
Session Key Refresh Rate |0 (Rznge:30-86400 0 Dissbles)
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8 MOHUTOPUHI NapamMeTpoB 6ecnpoBOHON CETH

KpaTkoe pykoBOACTBO Mo HacTpoiike WOP-2ac

CnncoK NOoAKMHOUMBLUMXCS KNTMEHTOB MOXHO NMPOCMOTPETL B MeHto «Status», Bo Bkiaake «Client Association».

Refrash

MNetwork Station Hostname Status
Authorized Packets Bytes Drop Packets Drop Bytes TS Violate Pkts Packets Bytes Drop Packets Drop Bytes TS Viclate Pkts

Click "Refresh” button to refresh the page.

Total Humber of Associated Clients 0

From Station

View list of currently associated client stations

To Station

Cnucok CTOPOHHUX TOYEK AOCTYyna C ykasaHnem Homepa 6eCI'IpOBOp,HOI'0 KaHaJ/la N YPOBHA CUrHana,

HaxogsaLwmxcs B 30He ugumoctn WOP-2ac, MOXXHO NoCMOTpeThb B MeHI0 «Status», BO Bkiagke «Rogue AP

Detection».

Rafrash

AP Detection for Radio 1
AP Daetection for Radie 2

Click "Update” to save the new settings.

Update

Detected Rogue AP List

Dalete Old

Action MAC Radic
Grant | 2B:f9:4b:b2:2d:74 wland
Grant | a8:f3:4b:b0:34:b1 wilan®
Grant | aBif9:4b:b0i34:b2 wiland
Grant  38:f5:4h:b0:34:b4  wian0
Grant | 2B:f9:4b:1fife:90 wiand
Grant | aBif9:14bib0134:b0 wilang
Grant | #8:1f9:4b:d91c9:b9 wilan0
Grant | a8:f3:4b:dcif8:02 wlanQ
Grant | @0:d9:e2:6b:e0:7a wian0
Grant | aB:ifo:dbiediisi5l wlang
Grant | 28:f%:4b:e2:16:6% wiland

\iew Rogue AF Detection

Click "Refrash” button to rafresh the page.

® Enabled
® Enabled

Disabled
Disabled

Click "Delete old” to delete old entries from Detected Rogus AP List

Beacon Int. Type SSID
100 AR ASM
100 AP Eltex-Local
100 AP Eltex-Guest
100 AP BRAS-Guest
100 AP OpenPortal
100 AP (Non Brosdcasting)
100 AP ELTX-5GHz_WiFi_CI88
100 AP ELTX-5GHz_WiFi_FEOD
100 AP ELTX-SGHz_WiFi_E078
100 AP ELTX-SGHz_WiFi_1350
100 AP ELTX-SGHz_WiFi_1668

Privacy WPA Band Channel [BandWidth)

o off 3
on ©n 3
off off s
On On S
off off s
off off 5
On On 5
On On S
On On 5
on on 5
On On S

48 [20]
48 [20]
48 [20]
48 [20]
44 [20]
48 [20]
52 [80]
35 [80]
52 [80]
26 [80]
56 [80]

48
48
48
48
44
43

Channel Blocks

Signal Beacons

ol
ull
[
ull
ull
il

10

6
5
&
5
&
&
4
4
k]
2

Last Baacon

Wed Sep 6 11:31:56 2017
Wed Sep 6 12:38:05 2017
Wed Sep 6 11:45:08 2017
Wed Sep & 11:28:46 2017
Wed Sep 6 20:22
Wed Sep 6 12138105 2017
Wed Sep & 14:06:49 2017

2017

Waed Sep & 14:19:155 2017
Wed Sep & 14:06:45 2017
Wed Sep 6 17:11:36 2017
Wed Sep & 11:32:17 2017

Rates

6.5,12,18,24,36,48.54
6,9,12,18,24,36,48,54
6,9,12,18,24,36,48,54
6,3,12,18,24,36,48,54
6,9,12,18,24,36,48,54
6,3,12,18,24,36,48,54
6,3,12,18,24,36,48,54
6.9.12,18,24,36,48,54
6,9,12,18,24,36,48,54
6,3,12,18,24,26,48.54
6.9,12,15,24.26,48,54

Cnincok cobbiTnii WOP-2ac MOXHO NOCMOTPETb B MeHI0 «Status», Bo Bknaake «Events».

Options

Parsistence
Severity 7%
Depth 512

| Update

Enabled

{Range : 1-512)

Click "Update™ to save the new settings.

& Disabled

Events

Refrash
Time Beh-ingﬁ (NTP)  Type
Sep 8 2017 10:06:16 info

Sep 8 2017 10105116 info

Sep § 2017 09157157 info

Sep § 2017 09:56:12 info

Sep 8 2017 09:55:46 info

Dec 31 1999 12:00:36 info

Click "Refresh” button to refresh the page.

Service

hestapd[1732]
hostapd[1732]

login[1186]

hostapd[1732]
clusterd[1845]

dman[1178]

Description

View events generated by this access point

Relay Options

Relay Log Enabled
Relay Host

Relzy Port 514

® Disabled

(Range: 1 - 65535, Default: 514)

Click "Update” to save the new settings.

Update

(3cacac. 0o, 20, 300 FEHEI0K K MO0 E HOEAE M E M0 300012000
Hostname max 253 Characters)

AP with MAC address e0:36:76:61:c3:74 and 551D PLDTHOMEFIER_CARPIO is detected on channel 11
AP with MAC address aB:f5:4b:ba:64:5a and SSID Orion2.4 is detected on channel 11

root login on "ttyS0"

AP with MAC address a8:f3:4b:b0:2d:a0 and SSID wop-2_test is detected on channel 1
AP with MAC Address "A8:F3:4B:B7:ED:60" and priority "0 is elected as Dominant &F
DHCP-client: Interface brirunk ip changed

[na nonyyeHns 6onee Noapo6HON MHhopMaLM PEKOMEHAYETCA 03HAKOMUTLCS C MOJHLIM PYKOBOACTBOM MO

aKcnayaTayuu.
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Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

9 Pexum pabotbl Cluster

9.1 OnucaHue

Pexum paboTbl «Knactep» N03BONSET OAHOBPEMEHHO YNpPaB/iATb YCTPOMCTBAMU, BXOAALLMMM B OAVH KacTep,
4TO NO3BOJISET CYLLECTBEHHO NOBLICUTL 3PEEKTUBHOCTL PABOThI C YCTPOCTBAMM NPV pasBepTbiBaHNN,
HacTpolike 1 akcnnyataumm 6ecnpoBOfHON CETU.

Mpu paboTe B pexume «Knactep» AOCTATOYHO BbINO/HUTL HACTPOIKY OAHOrO YCTPOMCTBA, OCTa/IbHble
YCTpOICTBa AAHHOr0 Knactepa aBTOMaTUYeCKn CKONMpYT KOHUrypaLumio HacTPOEHHOro ycTpoiicTea. Ecnn B
KOHUrypaumo 04HOro 13 yCTpoicTs ByayT BHECEHbI U3MEHEHWS, U3MEHEHUSI aBTOMATUYECKM MPUMEHSTCS KO
BCEM BXOASALMM B K/lacTep ycTpoincTeam. [JaHHoe pelleHne gelicTByeT 1 npy o6HoBneHumn MO ycTpoincTs.
Pa6oTa B pexume «Knactep» No3BO/SET BbINOMHUTL NOC/eA0BaTeNlbHOe KOHTpoMpyemoe o6HoBneHue MO
YCTPOWCTB.

Knactepom Ha3biBaeTcs rpynna ycTponcTs, 06beAMHEHHbIX B pamMKax O4HOro LLMPOKOBeLLaTe/IbHOro JOMeHa, ¢
CMHXPOHM3NPYEMO KOHpurypaumen n nporpammHbiM obecrnedeHneM. Mo ymonyaHuio pexum «Knacrep»
BK/IIOUeH. OnpefensiowmmM napaMeTpom pexmma ABsSeTcs MMSA kiactepa, Mo KOTOPOMY NPOUCXOAUT
naeHTMdMKaLmsa NPYHaANEXHOCT YCTPOCTBA K AaHHOMY knactepy. Mo ymonuaHuio nms knactepa «default».
Mocne 3arpy3kn WOP-2ac onpegensiet, Haxo4sTcsa /i B CETU YCTPONCTBA, BXOASALME B K/lacTep C TEM Xe
UMEHeM, YTO U B ero KoHurypaummn. Ecnmn ycTpoiicTBa ¢ 3afaHHbIMY napameTpamu He HaigeHbl, To WOP-2ac
cunTaeT ceba «<macTepomM» knactepa. Ecnu npuHagnexatime Kk faHHOMY KfiacTepy YCTpOWCTBa HalngeHsbl, TO
WOP-2ac HaunHaeT npouecc KonMpoBaHUsa KOHurypauum ¢ mactepa gaHHOro knacrepa. Takum obpasom,
nepBoe yCTPOMCTBO, NOABMBLLEECH B CETU C BKIIOYEHHBLIM PEXUMOM «Kiactep», CTAaHOBUTCA MacTepPOM 3TOro
KnacTtepa, a BCce YCTPOICTBa, NOABMBLUNECH B CETU MO3XKE, HO HACTPOEHHbIE Ha TO Xe UMSA KnacTepa, HaumHaoT
Ay6nmpoBaHue KoHurypauum Mactepa B CBoM HacTporikn. O4HOBPEMEHHO B CETU MOXET NPUCYTCTBOBATb
HEeCKOJIbKO K/1lacTepOoB € pas3/InyHbIMU MMeHamMun. OfHa Touka JAOoCTyna MOXeT NpuHaziexarb TONbKO K O4HOMY
13 KNnacTepos.

WOP-2ac 06baBAsieT 0 CBOE NpMHAAIEXHOCTU K KacTepy ¢ NOMOLLbIO CreLmasibHOro NpoTokoa.
YctpoiictBo nocbinaet B LAN-ceTb lwimpokoBelatensHble UDP-nakeTbl € ykazaHMeM CBOEN NpuHaL/1eXXHOCTU K
onpenenieHHoOMy knactepy. Takum o6pa3om, BCe TOUKM AOCTyNa, BXOAsALME B KnacTep, 0OMeHnBatoTcA
NHhopMaLmen mexay coboi, y3HatoT O Ha/IMuMKM MacTepa B CETU U ero KoHurypaumm, a mactep, B CBOKO
ouyepefb, NPOBOAUT MHBEHTapPU3aLMI0 YCTPOWUCTB U B K&X/bli MOMEHT BPEMEHMN KOHTPO/IMPYET KONMYECTBO
YCTPOMCTB, BXOAALLMX B K/lacTep, U Ux agpeca.

9.2 WHcTannauus

Mpun pasBepTbiBaHUN CETU AOCTATOYHO HACTPOUTL OnpeAesieHHbIM 06pa3oM TO/IbKO OAHY TOYKY AocTyna. A
TOro Yto6bl YCTPONCTBA MOI/IM 0OMEHMBATLCA MeXay cob60ol nHopmaumnen, HeobxoanmMo yCTaHOBUTb B CETU
DHCP-cepBep o151 pasgaym ceTeBbIX apecos.

MopAAoK UHCTaNNALUMUN CETU:

1. YctaHoBka DHCP-cepBepa.
2. KoHtpurypupoBaHue 1 husnyeckoe Nogk/IyeHe ogHOM TOUKN focTyna.
3. ®usnueckoe NOAKMOYEHNE OCTASIbHbIX TOYEK AOCTYNa.

Mocne ycTaHOBKU B CETb NEPBOIT TOUKM AOCTYNa KOHMIypUpoBaTh OCTaslbHbIEe YCTPOCTBA HE HYXXHO,
[0CTATOYHO TOMbKO (PM3NYECKM BK/IHOUNTL UX B CETb. YCTPOICTBA NoJyyaT CeTeBbIE aApeca, OnpeaesnsT B CETU
macTepa knactepa «default» 1 aBTomaTuyeckn 6yayT CKOHUIYpUpoBaHbl No Nogo6uo MacTepa.
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Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

9.3 HacTtpolika Cluster

© YcrpoiicTBo MoXeT paboTarTh B KacTepe, TOMbKO ecni oTkoueHbl WDS (Wireless Distribution
System) n WGB (Work Group Bridge).

© [na pab6otsl B knacTepe Management Ethernet nHtepdeiic Bcex ToueK AO/MKEH HAXOAUTLCS BHYTPU
OfHOW ceTn.

© Pexnm paboThl B KNacTepe BK/IOYEH Ha YCTPONCTBE MO YMOMYAHMIO.

B meHio «Cluster» oTkpoiiTe Bknaaky «Access Points» 1 BbINosHUTE criefyoLLme HacTPOKU:

Manage access points in the cluster

This access point is operating in stand-zlene mode...
Clustering: | Off A
Update

Clustering Options...

Enter the location of this AP,

Location Eltex
Enter the name of the duster for this AP to join.
Cluster Name default

Clustering IP Version: IPvE & TPywd
Cluster-Priority: o (Range: 0-235, Default: 0]

Click "Update™ to save the new sattings.
Update

Single IP Management...

Cluster Management Address: (192.168.10,10 [X.X.2X)

Clidk "Update™ to save the new ssttings.
Update

[nsa pepaktnpoBaHus pasaena «Clustering Options» nepeBeaunTe pexum Knactepa B cocTosiHue «Off».
B pasgene «Clustering Options» BbinonHuTe cnegyoume HacTPOKN:

*+ Location — ykaxute gomsnyeckoe pacnosioxxeHue To4ku goctyna. Micnonb3yetca ana ygqobcrea aHamsa
N ynpaB/ieHNsi CeTbo B Pa3NNYHbIX Tabmuax MOHUTOpUHra. B npumepe ucnonbayetcs «Eltex»;

+ Cluster Name — ykaxunTte nms knactepa. Touka goctyna 6yAeT NoAxIoyaTbCst TOMbKO K KnacTepy, UMsi
KoToporo nponucaHo B «Cluster Name». B npumepe ncnonb3yetcs «default»;

+ Clustering IP Version — BbibepuTe ncnosnb3yemyto Bepcuio npoTokona IP ans obmeHa ynpasnsitowei
NHhopMaLmen mexay ycTporcteamm knactepa. B npumepe ncnonb3syercs «/Pv4».
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Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

+ Cluster-Priority — ykaxute npmopuTeT ycTpolicTBa B knactepe. B npumepe ncnonbsyetcs «0».
Haxmute kHonky «Update» an1a coxpaHeHnsi BHECEHHbIX U3MEHEHWIA.
B pasgene «Single IP Management» BbINoNHWUTE cneaytowme HacTPOMKK:

+ Cluster Management Address — ykaxunte agpec, no KoTopomy 6yfeT AOCTyNneH MacTep kiacrtepa.
JomkeH HaxoanTbecs B nogceTn knactepa. B npumepe ncnonbayetca «192.768.70.70».

HaxmuTe kHonky «Update» an1a coxpaHeHWs BHECEHHbIX M3MEHEHMWIA.

[nsa BknoveHus pexmma knactepa B none «Clustering» Bbibepute 3HaueHme «Ony».

Manage access points in the cluster

Access Points...

Clustering: [On v

Location MAC Address IF Address Cluster-Prigrity Cluster-Contraller
not set ABIFS:4B:B7:ED:60 192,158,15.125 -1 no

Update

Clustering Options...

Location Elte
Cluster Name default
Clustering IP Version: IPVE TP

Cluster-Pricrity 4] [Range: 0-255, Default: 0)

Click "Update" to save the new settings,

Single IP Management...

Cluster Management Address: [192.168.10,10 (3]

Click "Update™ to zawve the new settings.
Update

[nsi BK/IKOUEHNs1 aBTOMATUYECKOro Bbibopa KaHana TOYKOl focTyna Ha OCHOBaHMN HOMEPOB KaHas10B, Ha
KOTOpbIX paboTalT Apyrue 6nmsnexatime ToUKM AOCTyna B 3TOM Xe K1acTepe, a Takke CNekTPasibHOro
aHanusa 3allym/IeHHOCT hoHa CTOPOHHMMM TOYKaMKn A0CTyna, nepeinanTe Ha Bknaaky «Radio Resource
Management» 1 HaxxmuTe KHOMKy «Start» B pasaene «Channel Planner».

[ns BKIKOYEHNST aBTOMATUYECKOro pacnpeaeneHns MOLWHOCTY N3NyYEeHUst TOYKM AOCTyna Ha OCHOBaHUK
YPOBHS BIUSIHUSA COCEAHUX TOUEK A0CTYNa, KOTOpble paboTatoT B TOM Xe Knactepe, nepengute Ha BKNaaky
«Radio Resource Management» 1 HaxxmuTe KHOMKY «Start» B pasaene «Transmit Power Control».
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Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

Autematically manage radio resource assignments

Channel Planner ...
Clustered
start | automatically re-assigning channels

Current Channel Assignments icces&
IF Address Radia Band Channel Status e
192,168.13.12% AB:F%:24B:B7:ED:70 B/G/N 1 up

192.168.15.12% AB:P3:4B:B7:ED:60 A/N/AC 36 up

Advanced

Change channels if interference is reduced by at least|75% ¥
Refresh when access point is 2dded to the duster| enable ¥
Dietermine if there is better set of channel settings every |1 Day v
Click "Update” to save the new settings.
Update

Transmit Power Control ...

start | automatically re-assigning o power

RSSI threshold 2.4 GHz -E5 [Range: -100...-30)

RSSI threshold 5 GHz -70 [Range: -100...-30)
Interval 0 [Range: 1800...86400 or 0]
Bdvanced

Minimal Tx Power 10 [Range: 5...20)

ctive Scan Mode o,

Di=bug Mods
Update

Monitoring

TPL statistics is not available Because tpo-planner is not up

B pasgene «Advanced» BbinosiHUTE cnegyroLime HacTPONKu:

+ Change channels if interference is reduced by at least — yctaHoB/TE NpoLEeHT BbiMrpbILa B

YMEHbLLUEHMMN YPOBHSA LIyMa AN15 NPUHATUA peLLleHns nepexosa Ha Apyroi kaHasn. B npumepe
ncnonb3yetcs «75%»,

+ Refresh when access point is added to the cluster — Bkntounte nepecyer o6Leli cnekTpasbHO

CTPYKTYpPbI Cpefibl 1 BbIGOP ONTUMa/ILHOTO KaHasna AN Touek goctyna (3HadeHne «enabler), ecnu k
KnacTepy NpUcoeinHAETCS HOBasi TOUYKa AOCTYnNa;

Determine if there is better set of channel settings every — yctaHoB/TE NHTEpPBaAN BPEMEHMU, YEPE3
KOTOPbIA NPOUCXOAMNT NepecyeT 06LLEei CeKTpasibHON CTPYKTYPbI cpeabl U BbIGOP ONTUMa/IbHOTO
KaHasna ang tovek gocryna. B npumepe ncnosnb3yetca «1Day».

HaxkmunTe kHonky «Update» ansi coxpaHeHUsi BHECEHHbIX U3MEHEHWIA.
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9.4 MOHUTOPWHT

[ns npocmoTpa napaMeTpoB CECCUIA KNTMEHTOB, NOAK/HOUYEHHbIX K TOUKaM A0CTyna 3afaHHOoro knacrepa,
neperiguTe Ha BKNagky «Sessions».

Kaxaplii knmeHT onpeaensietcss MAC-apecom 1 To4YKol AoCTyna, K KOTOPOI OCYLLECTB/ISIETCS ero Tekylliee
NoAK/HYEHME.

[na npocmoTpa ctatucTukun B pasgene «Display» BbiGepute Hy)kXHOe 3HaYeHNe U HaXXMUTE KHOMKY «Go».
MpOCMOTP CTATUCTMKN JOCTYMNEH MO CNEeAYOLWMM napamMeTpam:

Manage sessions associated with the cluster

Sessions..
Tou may sort the following table by cicking an any of the column names

Display | &ll v Ga

AP Location User MAC Idle Rate (Mbps) Signal Bx Total Tx Total Emror Rate
flaor 1 O:EB: 2D TL:IFDMET 3 135 4 175 10 0
flaor 1 74:D0:2B:4F:6F:53 0 ] 87 06 a 1]

You may restrict the number of columns displayed by selecting a field other than "all® in the choice box
above. By seleting a specific field, the table will show only “User™, "AF Location™, "User MAC™ and the
selected field far each sessian, Click the "Ga" butten te apply the new selectian,

+ AP Location — mecTononoxeHue To4kn gocTyna. 3HayeHve nosly4eHo U3 onmcaHnsa MecTonosIOKeHUS,
yKasaHHOro Bo Bknajke «Basic Settings»,

+ User MAC — MAC-agpec 6ecnpoBOfHOro yCTPOCTBA KINEHTE,;

+ Idle — cpegHee Bpems, KOTOPOE YCTPOMCTBO ObISIO B COCTOAHMM 6€304eCTBUS — KOrga YCTPOICTBO He
NpYHUMaET NN He nepeaaeT AaHHbIe;

+ Rate — ckopocCTb nepeaayn faHHbIX Mexay TOUKON AoCTyna 1 onpeaeneHHbIM KmeHTom, B Mbps;

+ Signal — ypoBeHb curHana, NpMHUMAaEMbIn OT TOUKU AOCTYNa;

+ Rx Total — o6uiee KonMyecTBoO NAaKeTOB, NO/TYYEHHbIX KIMEHTOM B TEYEHME AAHHON ceccuw;

+ Transmit Total — 06Lee KONNMYECTBO NAKETOB, NEPEAAHHbIX OT K/IMEHTA B TEYEHME AAHHOW ceccuy;

+ Error Rate — o6Lee KO/IM4eCcTBO NakeToB, OTOPOLUEHHbIX TOYKOW AOCTYNa B TeYEeHWE AaHHON ceccum.

[Nsi NnpocMoTpa COOTBETCTBYS TOUEK [OCTYNa, HAXOASLLMXCA B KNacTepe, U 6ecnpoBO/HbIX CETeN,
AETEKTUPYEMbIX 3TUMU yCTpoiicTBamu, nepeiante Ha Bknaaky «Wireless Neighborhood». Ha Bknaake
«Wireless Neighborhood» HaxoguTcs Tabnuua, koTopasi AEMOHCTPUPYET, Kakne 6ecnpoBoiHbIe CETU
ANETEKTUPYET Kak[as Touka A0CTyna 1 Kakoil ypoBeHb CUrHaia Touka AoCTyna oT HUX NPUHUMAaET.
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View neighboring access points

Wireless Neighborhood...
Clu;teredﬁ

The Wireless Neighbarhood table shows all access points within range of any AP in the duster, Cluster
members who are alse "neighbors" are shown at the top of Neighbors list and identified by a heavy bar
ahove the Network NMame. The colored bars and numbers ta the right of each AP in the Neighbars list indicate

signal strength for each neighbonng AP, This signal strength 1s detected by the cluster member whose IP Rerea iil
address is at the top of the column. Points

Display Meighboring APs: In cluster Mok in cluster w Baoth

Cluster

IJQJ.LMI.IS.IJ.I 192.168.18.111 192.16B.18.57 192.168.1B.57
ORGAGLLLZ:ACED DGAGLIGIZACID O:ACACLZ:12:00 00GACACLZ:12:10
[ flaor 1) [ floor1) [ floar2) [floar2)

_Neighburs (45)

Eltax -Clustering-Tast

Eltex - Clus bering -Tes k2

Eltex - Clustering -Test

Eltas -Clustering-Test2

HEFS55555555555

Dafault

Default

tecter?

bester?

basters

o

Ha ocHOBaHUM AaHHOW Tab/mubl MOXHO NPOM3BECTU CNEKTPa/IbHBIN aHaIn3 BCE CETU U OLEHUTL BIUSIHWE
NOMEeX Ha KaxKayr TOUKy A0CTyna. 3TO NO3BOUT OLEHUTb NPaBU/IbHOCTb PACNONOXEHNs TOUeK AOCTyna no
TEPPUTOPUU NOKPBLITUA N YKAXKET HA MECTa, B KOTOPbIX YPOBEHb MOMEX NPEBbILWAET A0NYCTUMbINA. B BepxHeii
CTpOKe Tabnuubl 0TObpaxeHa MHhopMaLms No KaxaoMy pagnonHTepdeincy Touek gocTyna 3agaHHoro
Knactepa. B nesom cton6ue Tabnvubl pacnosioxeHa nHpopmaums no 6ecnpoBOAHbIM CETSM, KOTOpblE BUAHbI
yCTpOIiCTBaM B KnacTepe. YpOBeHb CUrHana oT Kaxaoi 6ecnpoBoAHOM CETU yKa3aH B NPaBOii BEPXHEN STYEKM
Tabnumubl.

Ta6nuua chopMMpoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxaroTcsi 6ecnpoBo/HbIe CETU, 06pa3oBaHHbIe
caMuM K/lacTepoMm, Jasiee UayT MMeHa CTOPOHHUX CETEiA.

MpocMoTp TabnuLbl AOCTYNEH B TPEX PEXMMAX:

* In cluster — npu yctaHoBneHHoOM chnare B Tabnuvue 6yaet oTobpaxarbcs nHgopmauus 0 6ecnpoBOAHbIX
CeTsaX, HaxoAALWMXCA TONbKO B KNacTepe;

* Not in cluster — npu yctaHoBneHHOM chnare B Tabnuue 6yaet otobpaxarbcs nHdopmMaumns To/1bKO O
CTOPOHHMX 6eCnPOBOAHbIX CETAX;

+ Both — npn yctaHoBNeHHOM chnare B Tabnumue 6yaet oTobpaxaTbCsl MHOPMALMS O BCEX CETSX.

[nsi npocmoTpa TeKylLero Cnvcka Touek AocTyna B KlacTepe U UX NapameTpoB nepeiaute Ha Bkiaaky «Radio
Resource Management». B Ta6nuue «Current Channel Assignments» npuBoasitca criefytolive napameTpbi:

+ IP Address — IP-agpec Toukn goctyna B KnacTepe;

+ Radio - MAC-agpec pagvouHTepcpeica Touku 4OCTyna B KnacTepe;

+ Band - Ha6op cTaHAapToB, NOAAEPXMBAEMbIX PagNoVHTEPdIECOM TOUKM AOCTyNa B Knacrtepe Ha
[@HHbIA MOMEHT;

+ Channel — Homep kaHana, Ha KOTOPOM paboTaeT Touka AOCTYNa;

+ Status — cocTosiHMe paboTbl pagnonHTepdenca Toukn JOCTyna B KnacTepe;

+ Locked — 6110knMpoBKa cMeHbl kaHana. MNpun yctaHoBNEHHOM dhyiare B MOMEHT Bbi6opa ONTUMasIbHOrO
KaHana BCceMun Toukamun A0CTyna AaHHbIA pagnonHTepdelic 6yaeT MCnosb30BaTb NPEXHUIA kKaHan npwu
nobom ncxone Bblbopa ONTUMasIbHOro KaHasna.

Haxmute kHonky «Refresh» ans o6HoBneHns gaHHbix B Tabnmue «Current Channel Assignments».

20



Kpatkoe pykoBOoACTBO No HacTpolike WOP-2ac

Autematically manage radio resource assignments

Channel Planner ...
Clustered

start | automatically re-assigning channels

Current Channel Assignments .
Access

o

IF Address Radia Band Channel Status Points
192,168.13.12% AB:F%:24B:B7:ED:70 B/G/N 1 up

192.168.15.12% AB:P3:4B:B7:ED:60 A/N/AC 36 up

Advanced

Change channels if interference is reduced by at least|75% ¥
Refresh when access point is 2dded to the duster| enable ¥

Dietermine if there is better set of channel settings every |1 Day v
Click "Update” to save the new settings.
Update

Transmit Power Control ...

start | automatically re-assigning o power

RSSI threshold 2.4 GHz -E5 [Range: -100...-30)
RSSI threshold 5 GHz -70 [Range: -100...-30)
Interval 0 [Range: 1800...86400 or 0]
Bdvanced
Minimal Tx Power 10 [Range: 5...20)
ctive Scan Mode o,
Di=bug Mods

Update
Monitoring Expand
TPL statistics is not available Because tpo-planner is not up

B ta6nvue «Proposed Channel Assignments» npusoantca nHgopmanmsa 0 BO3MOXHbIX 3HaYEHUSIX KaHana, Ha

KOTOpbIV NepereT pagnonHTepgeric ToUkn OCTyna, ecnv 6yAeT 3anyLleH nepecyer onTUMasibHOCTH Bblbopa
KaHana:

+ IP Address — IP-agpec Toukm goctyna B KnacTepe;

+ Radio — MAC-agpec pagnovHTepdelica Toukn AocTyna B KfacTepe,

+ Proposed Channel — Homep kaHasa, Ha KOTOpbI NepengeT pagmonHTepdIenc ToUkn 4ocTyna, ecnm
OyAeT 3anyLleH nepecyet oNTUMasibHOCTY Bblbopa KaHana.

9.5 OG6HOB/MEHVE NPOrPaMMHOI0 o6ecrneyeHus

PaboTa B pexume «Knactep» No3BONSET BbINOAHATL aBTOMaTnyeckoe o6HoBneHme MO Bcex YyCTPOICTB,
BXOASLLMX B KNacTep, 6e3 NPUMEHEHNS BHELLIHUX CUCTEM YNpPaBAEHUSI U KOHTPOIEPOB.
Oo6HoBNeHne MO MOXHO BbINO/HUTD:

* yepes web-nHTepdeiic;
+ yepes3 DHCP Autoprovisioning (opt 66, opt 67).

9.5.1 O6HoBneHne MO yepe3 web-nHTepdelic

[ns o6HoBNeHuA MO Ha ycTpoilcTBax 3afaHHoro knactepa yepe3 Web-uHtepdpeiic otkpolite Bknaaky «Cluster
Firmware Upgrade» Toukn goctyna.

Mpwn o6HOBMEHUN MO yCTPOICTB KNnacTepa gain NpoLNBKN BYAET 3arpy>XeH Ha Kaxgoe yCTPOMCTBO 1
yCTaHOBNEH Ha no3uuuto «Primary Image». ABTOMaTU4eCKN BbINOSHSAETCA nepesarpy3ka yCTPONCTB C
3arpy3koii N0, KoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoicTBax knactepa No
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OyAEeT COXpaHeHO U NepeMeLLeHO Ha no3unumto «Secondary Image» (pesepBHast Bepcus MO).
Bo Bknagke «Cluster Firmware Upgrade» BbinosiHMTe criegytoLmne HacTpomiKu:

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members 1P Address MALC Address Device  Firmware Version Firmware-transfer-status
1 122.158.15.60 AB:FO.4B:B7:ED:&0 WOP-2ac [Tekuza MNong
EepcHA N0
Upload Method: " HTTP TFTP
New: Firmware Image: Bofegume pain | @ain He Bxfipas
Owerill Upgrade Status: Not Initislized

Start-Upgrade

Upload Method - BbiGepuTe MeTopa 3arpysku ghaiina MO Ha ycTpoiicTBa. B gaHHOM nprumepe
ncnosnb3yetcs 3arpyska yepes TFTP;

+ Image Filename - ykaxute ums cpaitna MO, KOTopsbIit 6yAeT 3arpy)XeH B YCTPOCTBO.,

Server IP — ykaxuTe IP-agpec TFTP-cepBepa, Ha KOTOpoM coxpaHeH ¢haiin MO. B gaHHOM npumepe
ncnonb3yetca «192.768.15.92».

HaxmuTe «Start-Upgrade» ansi Hayana o6HOBMEHUS.
B npouecce 06HoBNeHMA MO yCTPOWCTB He OTK/OYaTe NMTaHue YCTPOICTB, a Takke He OOHOB/ANTE U He
MeHsiTe Tekyulyto Web-cTpaHuuy ¢ nporpecc-6apom 06HOBEHNS.

9.5.2 O6HoBneHue MO yepe3z DHCP Autoprovisioning

[ns o6HoBneHusa MO noHagobutca TFTP-cepsep, a Takke DHCP-cepsep ¢ onpefeneHHon KoHurypaumei.
Mpoueaypa o6HoBNEHNA MO Touek JoCTyna BbIrNALMT cnefyowmm obpasom:

1.

4.

Touka goctyna 3arpyxaetca n nonyyaet agpec no DHCP. B DHCP-ceccun Touka goctyna nonyyaet ot
cepsepa B onuusx 2 napameTtpa: tftp-server u filename, rae tftp-server — IP-agpec TFTP-cepsepa, a
filename — nms daiina ¢ pacwmpeHvem .manifest, cogepxatiero nHgopmaumio o MO.

MacTep knactepa Ha OCHOBE MPUHATBIX AaHHbIX KaXAble HECKOIbKO CEKYH[, HAYMHAET NPOU3BOANTb
nonbITKy 3arpy3kn manifest cpaiina ¢ TFTP-cepBepa. MNocne 3arpy3ku cpaiina mactep cpaBHUBaET
Bepcuto MO, ykasaHHyto B dhaiine, co ceoeit Bepcueii MO. Ecnu Bepcusa MO MacTepa He akTyasibHa, TO
macTep 3arpyxaet goaiin Mo c TFTP-cepepa (Mms chaiina MO ykasbiBaeTcsi B manifest-chaiine) n
aBTOMaTn4eckn 06HOBNAETCS.

OcTasibHble YCTPOIMCTBA B K/1acTepe OnpefensioT, YUTO MacTep He akTMBEH. B knactepe npoucxoamT
BbIGOpPKA HOBOro Mactepa. YCTpOMCTBO € 60/1bLUMM 3HaYeHneM «uptime» cTaHOBMTCA MacTepoM. HoBbIi
MacTep Takke NOBTOPSIET NYHKT 2: ckaymBaeT manifest-cpaiin, cpaBHmBaeT Bepcum MO, o6HoBAsET MO.
Limkn noBTOpsieTcs, Noka Bce YCTPOMCTBA B KnacTepe He 0GHOBATCA [0 akTyaslbHOM BEPCUM MPOLLMBKMN.

MopapoK HACTPOIAKM OGHOBNEHUA:

1.

wN

PasmectnTb Ha TFTP-cepBepe chaiin "wop2.manifest”, cogepxatymii cTpoky:
VERSION="1.19.3.X" WOP-2ac-1.19.3.X.tar.gz,

Mpe:

WOP-2ac-1.19.3.X.tar.gz— nmsa apxmsa, cogepxatyero MO gna WOP-2ac;
1.19.3.X — Bepcus MO, cogepxaLlerocs B apxmse.

Bepcuio MO MOXHO nocmMoTpeTb B (haiine «version» B apxuse ¢ MMO.

PasmecTtuTb Ha TFTP-cepBepe apxus c MO ana WOP-2ac.
B HacTpolikn DHCP-cepBepa (dhcpd.conf) BHecTu cnepytoLime npaBku:

option tftp-server-name "192.168.10.1"
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option bootfile-name "wop2.manifest";
lpe:

192.168.10.1 — agpec TFTP-cepBepa;
wop2.manifest — nmsa manifest-cpaiina.
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TEXHNYECKAA MNOAAEPXKA

[na nonyyeHna TEXHMYECKON KOHCYIbTaLMM NO BOMPOCAM 3KCMyaTauumn obopyaosaHma
TOO «3nTekcAnaTtay» Bbl MoXKeTe 06paTUTbc B CEPBUCHbBIN LLEHTP KOMMNaHUM:

050032, Pecnybnuka KasaxcrtaH, r. Animathbl, MKp-H. AnaTay, ya. M6bparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom cailTe KOMNaHWM Bbl MOMKETe HaWTM TeXHWYECKY [AOKYMEHTauuio u
nporpammHoe obecnedyeHne pna npogykumm TOO «3InTekcAnatay», obpatnuTbcs K 6ase 3HaHWA,
NPOKOHCY/NIbTUPOBATLCA Y MHXXeHepoB CepBUCHOrO LEeHTPa Ha TexHn4yeckom popyme.

OdunumanbHbIi caiT komnaHum: http://eltexalatau.kz
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