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1 BBeaeHwue

1.1 AHHOTauus

B HacTosiLLeM NPUNOXeHNN K pyKOBOACTBY MO 3KCNyaTaumu npusegeHa nHgopmaums o coctase web-
NHTEepdieiica yCTPoncTBa, 06 OCHOBHbIX HAaBbIKax HaBurawumm no cTpaHuuam nHtepderica, npasuiax
KOHCQUIypMpOBaHUsi, MOHUTOPWHIA 1 CMEHE NPOrpaMMHOro obecneyeHns 6ecnpoBOAHON Touku gocTyna (B
[lanbHelilemM NMeHyeMoro yCTpONCTBOM).

Web-uHtepdieiic no3BonsieT caenarb ynpasneHne yCTpoCcTBOM 60ee HarnsagHbIM 1 KOMGOPTHbIM. C
nomouypto Web-nHtepdpeliica BbinonHAETCS KOHhUrypmpoBaHne, MOHUTOPVHT, OTN1aJKa yCTpocTBa C
yaaneHHoro pabo4yero mecta, ncnosnb3ysa Web-6paysep.

1.2 UeneBas ayautopus

Web-nHTepdelic npegHasHavyeH ans TEXHUYECKOro NepcoHasna, BbINOTHALWEr0 HACTPOWKY N MOHUTOPWHT
ycTpoicTBa nocpeactsom Web-nHtepdeiica. Ksanudmkaums TexHuyeckoro nepcoHana npegnonaraeT 3HaHue
OoCcHOB paboTbl cTekos npotokonos TCP/IP, UDP/IP, npMHUMNOB NOCTPOEHMA NPOBOAHBLIX U 6€CnpoBOAHbIX
ceTeln.

1.3 YcnoBHble 0003HaUYeHNA

MpumeyaHns n npeagynpexaeHns

© MpumeyaHus cogepxar BaxHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCTOMb30BAHMIO 1
HacTpolike yCTpoicTBa.

© TMpeaynpexaeHys MHPOPMUPYIOT MOMb30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAaHECTU BPe[,
nporpamMmmHo-annapaTHoOMy KOMIIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WU NoTepe
[aHHbIX.
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2 OnucaHue web-nHTepderica

2.1 Hauyano pab6oTsl
[na Hayana paboTbl HY)XXHO NOAKIUNTLCS K YCTPOMCTBY Yepe3 Web-6paysep:

1. OTkpoiite Web-6paysep (nporpammy-npocMoTpLuLmK web -cTpaHuu), Hanpumep, Firefox, Opera, Chrome.
2. BBepgute B agpecHoin cTpoke 6paysepa IP-agpec ycTpoicTsa.

© 3asopckoii IP-agpec yctpoiictea: 192.168.1.10, macka noacetu: 255.255.255.0
B aechonTtHOM KOHMrypaumm ycTpoicTBo nosyyaet agpec no DHCP. o 3Toro oHO AOCTYNHO Mo
3aBogckomy IP-agpecy.

Mpy ycneLwiHOM NOAKMOYEHNI B OKHe 6pay3epa 0To6pasuTcs CTpaHuLa ¢ 3anpocoM MMeHM

NoNb30BaTeNs v Napons.
DHELTEX

User Name

Password

Logon

© 3asopckue ycraHosku: User Name — admin, Password — password.

3. Bepgute nmsa nonb3oBartens B cTpoke «User Name» 1 naponb B cTpoke «Password».
4. Haxmute kHoMKy «Logon». B okHe 6pay3epa OTKpoeTcs HavyasibHasa cTpaHmua web-koHduryparopa
YCTpPOWCTBA.

2.2 CwmeHa napons

[na cmeHbl napons Ans noaknyveHns K web-koHdurypatopy ycTpolicTBa B pasaene Basic Settings, MyHKT
«Provide Network Settings», B nonsix «<New Password» n «Confirm new password» BBeAUTe HOBbIi Naposib.

B Provide Network Settings ...

These settings gpply to this access point.

New Password

Confirm new password
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2.3 2nemeHTbl web-koHurypatopa

Ha pucyHke 1 npeacTaB/ieHbl 3/1eMEHTbI HaBUraLu web-koHgurypatopa.

Eltex Outdoor Wireless Access Point '

£ 2023-2017 Eitex Ltd Fowered By Eitex Lbd

PucyHok 1 — 9nemeHTbl HaBurauum Web-koHdurypatopa
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OKHO NO/b30BaTENIbCKOTO HTEpdIerica MOXHO YC/TOBHO pa3fae/nTb Ha 3 YacTu:
1. Pa3fenbl MeHI0 HaCcTPOoeK yCTpoicTaa.
2. OCHOBHOE OKHO HaCTPOEK BbIGpaHHOIO pasaena.
3. CnpaBoyHas MHGopMaLMs MO BbIGPaHHOMY pasaeny MeHIo.



3 MeHto «Basic Settings»

b Review Description of this Access Point ...

Thaese fialds show information specific to this access point.

[P Address: 192.188.15.108

MAC Address: ABR:FI BB S iED:40
Firmware Version: {Terxywan sepeua N0}
Uptimea: 0 days, 2 hours, 3 minutes
CPU Usaga: 35.40%

Mamory Usaga: 106MB/Z49ME [42%:)
|_Rafrash

B Device Information

Product Idenufier:  WLAN-EAP
Hardware WVersion: 1w2

Serial Number WPODDOO217
Dewice Name: Eltax- AP

Device Description: WOP-2ac

B Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 .

B System Settings ...
Systam MName WOP-2ac
System Contact 2dmin@examplz.com

Syseem Lacation Default

Click "Update” to save the new settings.

[ Updat= |

Web-koHdhurypaTop WOP-2ac

B MeHIo «Basic Settings» oTo6paxkaeTcsi oCHOBHasi MHhopMmaLms 06 YCTPOICTBE, CETEBbLIE HACTPOIKK, BEPCUS
nporpammHoro obecrneyeHusl, cucTeMHasi MHdopmaumsi. BbINONHAETCA CMeHa Naposa 1 ycTaHOBKA CKOPOCTH

nopta Console.

Review Description of this Access Point — B faHHOM pa3gene npuBoauTca MHopMaLms O CETEBbIX
HacTpoiikax ycTpoicTea v Bepcum MO.

+ IP Address — IP-agpec ycTpoiicTBa,;

MAC Address — MAC-agpec yCTpOWCTBa;

Firmware Version — Bepcus nporpammHoro obecneyeHus;
Uptime — Bpems paboTbl;

CPU Usage — cpegHuii % 3arpy3ku npoueccopa 3a nocnegHue 10 cekyHg,;

+ Memory Usage — % ncnosnb3oBaHusl oM3n4eckoii namsaT yCTpolicTea

Device Information — ocHoBHasi MH(bopmauwmst 06 yCTPOCTBE.
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* Product Identifier — ngeHTudmkKaTop yCTPONCTBa;

+ Hardware Version — Bepcus annapaTtHOro obecneyeHus;
+ Serial Number — cepuitHblin HOMep YCTPOINCTBa;

+ Device Name — cuctemMHoe Umsi yCTPONCTBa,

+ Device Description — onucaHue ycTpoicTaa.

Provide Network Settings — B JaHHOM pasaesne BbINOSHAETCA CMeHa napons ans goctyna k Web/ CLI-
KOHpUrypaTopy ycTpoiicTBa.

+ New Password — HOBbIli Naposb;
« Confirm new password — NoATBEPXAEHMNE HOBOTO Naposisi.

Serial Settings — HacTpolikn nHtepdeiica Console.

*+ Baud Rate — ckopocCTb nepefayn faHHbIX No nHTepdelicy Console, 61T/c, npuH1UMaeT 3HayveHus: 9600;
19200; 38400; 57600; 115200.

System Settings — B pasgene MOXHO BbINOMHUTL CUCTEMHbIE HACTPOIKN YCTPOCTBA.

+ System Name — cMcTeMHOe UMS YCTPONCTBA;
+ System Contact — KOHTaKTHaa nHopmMaLmsa 419 CBA3M C aAMUHUCTPATOPOM,;
+ System Location — nHgopmauusi No pasmeLLeHNI0 yCTPoncTaa.

[lna coxpaHeHnst HaCTPOEeK U 0GHOBEHNS UHpoPMaLMKN HaXkKMKTe KHOMKY «Update.

10



4 MeHto «Status»
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B meHto «Status» npuBogMTCA MHGPOPMALMSi O COCTOSIHUM MHTEPCIENCOB YCTPOICTBA, PEMMCTPUPYEMbBIX HA
YCTPOICTBE COBLITUAX, PAANOOKPYXXEHUN 1 PAANOCTATUCTIKE YCTPOCTBA.

4.1 NopgmeHto «Interfaces»

View settings for network interfaces

Click "Refresh" button to refresh the page.

Refrash

Wired Settings
Internal Interface
MAC Addrass

WLAN ID

1P Address

Subnet Mask

IPvE Address

1IPvE Address Status

1PvE Autoconfigured Global Addresses

IPvE Link Local Address

{_Edit )

ABF9:4B:B7:ED: 60
1

192.168.15.60
255.255.255.0

IPvE-DINS-1

IPvE-DNS-2 i

DNS-1 172.16.0.250
DME-2 172.16.0.100
Default Gateway 192.168.15.1
Show interfaces table

Wireless Settings (_Edit )

Radioc One

Status Cn

MAC Addrass ABIF9:48:BT:ED:60
Mode IEEE 802.11a/n/ac
Channe 36 (5180 MHz)

Operational bandwidth, MHz
Transmit Power Output, d8m
Show interfaces table

Radio Two

Status

MAC Address

Modsa

Channe

Operational bandwidth, MHz
Transmit Power CQutput, d8m
Show interfaces tabls

g0
19.00

Cn
AB:F9:4B:B71ED: 70
IEEE 802.11b/g/n

1 (2412 MHz)

20

16.25

B gaHHOM pasgene MOXHO y3HaTb NoApOoO6HY MHAIOPMALMIO O TEKYLLLEM COCTOSAHUM NPOBOAHLIX MHTEpPMelicoB
N HacTpolikax 6ecnpoBOAHON ceTu. HacTpoiika NpoBOAHbIX MHTEPIENCOB BbINO/IHAETCA B MeH0 «Manage —
Ethernet Settings». HacTpoiika 6ecnpoBoaHOro nHtepderica BbinonHaetcs B «Manage — Wireless Settings».
[nsa nepexofa B MEHIO HACTPOEK MOXHO HaxkaTb CCbIfKy «Edit» B COOTBETCTBYIOLLEM pasgene.

11



Web-koHdhurypaTop WOP-2ac

Wired Settings — npuBogutcsa nHgopmaums o0 TekyLemM COCTOSIHUM NPOBOAHbIX NHTEPAECOoB:

MAC Address — MAC-agpec ycTpolicTBa Ha nHTepdeiicax Ethernet;

VLAN ID - Homep VLAN gns ynpasneHus yCTPOMCTBOM,;

IP Address - IP-agpec ynpaBneHusi yCTpOCTBOM;

Subnet Mask — macka IPv4-ceTv ynpaBsneHus;

IPv6 Address — IPv6-agpec ynpaBneHusi yCTpOIACTBOM;

IPv6 Autoconfigured Global Addresses — cnncok CKOH(hMryprpoBaHHbIX aBTomaTuyeckn IPvé-agpecos;
IPv6 Link Local Address — aBToMarnyeckn CKOH(UrypMpoBaHHbIA NoKasbHbIl IPv6-agpec;
IPv6-DNS-1 — appec nepsoro cepsepa DNS B IPvé-ceTy;

IPv6-DNS-2 — appec BToporo cepsepa DNS B IPv6-ceTy;

DNS-1 — agpec nepsoro cepsepa DNS B IPv4-cety,

DNS-2 — appec BToporo cepsepa DNS B IPv4-ceTy;

Default Gateway — w03 no ymonyaHuio B IPv4-cetu.

Show interfaces table — npuBoguTcs Tabnmua MHTepERCcos:

Interface — Ha3BaHue uHTepdeiica T/,

Status - cTatyc uHTepgeinca;

MAC Address — MAC-agpec nHtepdgeiica;

VLAN ID - vpeHtudomkatop VLAN, ncnonb3yemsblii Ha MHTEpdelice;
Name (SSID) — nmsi 6ecnpoBOHO CeTK.

Wireless Settings — npusoautcs Hhopmaums 0 TekyLLem COCTOSSHUM 6eCnpoBOAHbIX MHTEPENCOB:

Radio One Status — cocTosiH/e paboTbl NEPBOrO paavonHTepdenca;

Radio Two Status — cocTosiHue paboTbl BTOPOro pagnovHTepdelica;

MAC Address — MAC-agpec pagmonHTepgeica;

Mode — pexum paboTbl pagnonHtTepdeica;

Channel — Homep 6ecnpoBogHoOro kaHana cornacHo 802.11, Ha KOTOPOM paboTaeT pagMoNHTEPJIENC;
Operational bandwidth — wnpuHa Nonockl, 3aHMMaeMoi CNeKTPOM pagnonHTepderica;

Transmit Power Output — dpakTnyeckas nsnydyaemas MOLHOCTb Nepegarymvka.

SFP Settings onunoHanbHO Tonbko ans WOP-2ac SFP n WOP-2ac GPON - npuBoauTca uHopmaums o
TeKyLLEM COCTOSAHMM ONTUYECKOTO MHTepdeica:

Link Status — cocTosiHue paboTbl ONTUYECKOro NHTEpPAeiica;
SFP-module Status — otobpaxaeT Hannune/otcyTcTemne SFP-moayns;
Temperature — Tekywaa Temnepatypa SFP-moayns;

Transceiver Supply Voltage — HanpsixeHvne nutadua SFP-moayns;
Laser Bias Current — Tok cmeLLeHuns nasepa SFP-mopnyns;

Transmit Power — MOLHOCTb N31yYeHns;

Receive Power — MOLWHOCTb Ha BXOAe MPUEMHUKE,

Speed - ckopoCTb Nepefayn AaHHbIX.

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».

12



Web-koHdhurypaTop WOP-2ac

4.2 TMopmeHto «Events»

B pasgene «Events» Bbl MOXeTe NOCMOTPETb XypPHa COObITWIA, NPOUCXOAALLMX C YCTPOWCTBOM, @ Takke
nepeHanpasnTb MHPOPMALMIO O COBLITUAX Ha CTOPOHHNIA SYSLOG-cepBep.

View events generated by this access point

Sep 5 2017 10:06:16 info  hostzpd[1732] AP with MAC address e0:36:76:61:c3:74 and SSID PLDTHOMEFIBR_CARPIO is detected on channel 11
Sep 8 2017 10:05:16 info hostapd[1732] AP with MAC address 28:f9:4b:ba:54:9a and S5ID Orion2.4 is detected on channel 11

Sep 8 2017 05:57:57 info login[118E&] root login on "tyS0'

Sep 2 2017 09:56:12 info hostapd[1732] AP with MAC address a8:f9:4b:b0:2d:a0 and SSID wop-2_test is detected on channel 1

Sep 8 2017 09:55:46  info  clusterd]1845] AP with MAC Address "A5:F3:4B:B7:ED:60" and priarity "0" is elected as Dominant AP

Dec 31 1999 12:00:36 info dman[1178] DHCP-client: Interface brirunk ip changed

Options Relay Options
Persistance Enzbled ® Disabled Relay Log Enzbled '® Disabled
Savearity R ; ., . (30200 000000000 000 0000 0O 00K OTNNE000 000N K
R Relay Host Hostname max 253 Characters)
Depth 512 |(Range: 1 - 512) Relay Port 514 (Range: 1 - §5535, Default: 514)
Click "Update” to save the new sattings. Click "Update" to save the new settings.
Update Update
Events
Click "Refresh™ button to refresh the pags.
Refresh
Time Settings (NTP}  Type Service Description

wx/

Options — B pasfene BbINOMHAETCA HACTPOKA NapamMeTPOB XypHasa CO0bLLEHWIA: YPOBEHb BAXXHOCTM 1
KONMYECTBO COOBLLEHNIA, COXPaHSEMbIX B SHEPTrOHE3aBUCMON NamMaTN YCTPOCTBA.

+ Persistence — BbIGOp cnocob6a coxpaHeHns MHHOPMALIMOHHbIX COOOLLIEHWIA:
« Enabled — npu ycTaHOBKe AaHHOro dpyiara cobbITUS XXypHana 6yayT COXpaHATbCS B
3HEepProHe3aBUCMMON NamsaTy;
+ Disabled — npu ycTaHOBKe gaHHOro dpnara cobbiTust 6yayT COXPaHATLCSA B 3HEPro3aBnCUMON
namaTn. CoobLLEeHNs1 B SHEPro3aBMCMMO NamsAaTy ByayT yaasieHbl Npy nepesarpyske CMCTEMbI.
+ Severity — ypoBEHb BaXXHOCTM COOBLLEHNS], KOTOPOE HYXXHO COXPaHWUTb B S3HEPrOHE3aBUCUMON NaMsTH,
onvcaHue npueeaeHo B Tabnuue 1.

Tabnmua 1 — YpOBHU BaXXHOCTU COOOLLIEHWIA

YpoBeHb Tun BAXXHOCTN COOGLEHNIA OnucaHue

0 UpesBblyaiiHble (emergency) B cncTeme npousoLuna KpUTudeckas owmoKa, cuctema MoXeT
paboTaTb HenpaBW/bHO.

1 CurHanbl Tpesoru (alert) Heob6xoamMmMo HeMef/1IeHHOe BMeLLaTe/lbCTBO B CUCTEMY.
2 Kputunueckue (critical) B cucteme npousoLuna KpUtudeckas oLLinMoKa.

3 Owwn6ouHbIe (error) B cnucteme npousoLuna oLwmoka.

4 MpenynpexaeHus (warning) MpegynpexaeHne, HeaBapuiiHoe COOGLLEHNE.

5 YBegomneHus (notice) YBegomeHne cucteMbl, HeaBapuiiHoe coo6LLeHNeE.

6 NHdpopmaupoHHble (informational)  MHdopMaLMOHHbIE COOBLLEHNS CUCTEMBI.

7 OTtnagouHble (debug) OTnagoyHble COOBLLEHNS NPeAOCTaBNSAT NO/Ib30BATE/H

MHDOPMAaLMIO AJ151 KOPPEKTHOM HACTPOWKM CUCTEMBI.

. Depth — MakKCMaJibHO€e KOJ1In4eCTBO COO6LLI,€HI/II7I, KOTOpPO€E MOXET ObITb COXpaHeHOo B 3Hepr03aBl/lCl/IMO|7]

namsaTi, N0 yMonyaHunio Ao 512 coo6LEHNA, NPUHUMAET 3HadeHnsa 1-512. Mpu NpeBbILLEHNN AAHHOTO
nopora nponCXoAuT nepesanncb COOBLLEHNS, KOTOPOEe XPaHUTCA B CUCTEME [0/1bLUe BCEX, HOBbIM.

KHonka «Update» ncnonb3yercst Ans coxpaHeHUst HAaCTPOEK.
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Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOWKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWIA
YCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HUE/BbIK/TIHOUYEHME OTNPAaBKN MH(POPMAaLMOHHbIX COOBLLIEHNI YCTPOMNCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhiare oTrnpaBKa BK/IHOYEHS,
+ Disabled — npu yctaHOBNIEHHOM (h/iare oTrnpaska OTK/loHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbI NepeHanpas/ifAoTca COOOLEeHS;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBAsOTCSA COOGLLEHUS, MPUHUMAET 3HAYEHUS
1-65535, no ymonuaHuo — 514.

KHonka «Update» ncnonb3yetcs Ansi CoxpaHeHUsi HAaCTPOEK.

Events — B JaHHOM pasaesie MOXHO MPOCMOTPETb CNCOK MH(DOPMAaLMOHHbLIX COOBLLEHUI B peaslbHOM
BPEMEHM 1 CNeAyoLLY0 NHOPMaLUIO:

+ Time Setting (NTP) — BpeMmsi, Koraa coobITe 6bl/1I0 CreHEPUPOBAHO;
+ Type — ypoBEHb BaXHOCTN COObITUSA, Tabnmua 1;

+ Service — UM npouecca, creHepupoBaBLLEro COO6LLEHNE;

* Description — onncaHne coobLLeHuns.

[lna o6HoBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kHonKy «Refresh».

[ns ypaneHus Bcex coobLeHuii HaxxmuTe kHomky «Clear All».
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4.3 TMoameHo «Transmit/Receive»

Web-koHdhurypaTop WOP-2ac

B pasgene «Transmit/Receive» oTobpaxarotcs rpaddnkm co CKOPOCTbIO NepesaHHoro/noy4yeHHoro Tpaduka
3a nocnegHvie 10 MUHYT, & Tak Xe CTaTUCTUKa O KONMYeCTBe nepefaHHoro/nosly4eHHoro Tpagrka ¢ MOMeHTa

BKMIOYEHNA TOYKK AOCTYNa.

Refresh

2300kbps+
2070kbps+
1840kbps+
1610kbps+
1380kbps+
1150kbps
920kbps+
690kbps+
460kbps-
230kbps-
Okbps

Click "Refresh™ button to refresh the page.

LAN Tx/Rax

2500kbps+
2250kbps+
2000kbps+
1750kbps+
1500kbps
1250kbps+
1000kbps-

750kbps+

S00kbps-

250kbps-

ﬂ

Okbps

T T T T
9:00 §:00 7

T 1

I T T T T T T T T T T T 1
oo 6:00 5:00 4:00 3:00 2:00 1:00 0:00

T T T T .I T T’f T T T T T T T T T T T 1
9:00 8:00 7:00 B:00 5:00 4:00 3:00 2:00 1:00 0:00

WLAN Tx/Rx
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Transmit

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 344198 55688199 0 0 V]
isatap0 0 0 0 0 0
wlanO:vapd 0 0 0 0 0
wlan0:vapl 821518 34259196 0 0 a
wlanD:vap2 267212 29245013 0 0 a
wlanD:vap3 60086 3876470 0 0 u]
wlanD:vaps4 0 0 0 0 0
wlan0:vaps 912965 278556503 O o] 0]
wlanQ:vaps 0 0 0 0 0
wlanD:vap? 0O 0 0 0 0
wlanD:vapE 0 0 0 0 0
wlanO:vap® 0 0 0 0 0
wlan0:vapl0 0 0 0 0 0
wlan0:vapll 0 0 0 0 0
wlanD:vaplZ 0 0 0 0 0
wlan0:vapl3 0 0 0 0 0
wlan0:vapld 0 0 0 0 0
wlan0:vapl5 0 0 0 0 0
wlanl:vapd 0 0 0 0 0
wlanl:vapl 196157 24831353 0 0 0
wlanl:vap2 220171 38905459 0] 0 u]
wlanl:vap3 50371 8291922 0 0 0]
wlanl:vapd 0 0 0 0 0
Receive

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAMN 1582810 412950884 0O 0 0
isatap0 0 0 0 0 0
wlan0:vap0 0 0 0 0 0
wlanD:vapl 420 106293 W] 0 0
wlanD:vap2 12 1092 0 0 0
wlanD:vap3 0 0 0 0 0
wlanD:vapd4 0 0 0 0 0
wlan0:vaps 91066 12027947 0] 0 0
wlanO:vaps 0 0 0 0 0
wlanD:vap7 0 0 0 0 0
wlan0:vapg 0 0 0 0 0
wlan0:vaps 0 0 0 0 0
wlanD:vapld 0 0 0 0 0
wlanD:vapll 0 0 0 0 0
wlanD:vapl2 0 0 0 0 0
wlanD:vapl3 0 0 0 0 0
wlan0:vapld 0 0 0 0 0
wlan0:vapls 0 0 0 0 0
wlanl:vapd 0 0 0 0 0
wlanil:vapl 215 25160 0 0 0
wlanl:vapz 0 0 0 0 0
wlanl:vap3 0 0 0 0 0
wlanl:vapd4 0 0 0 0 0

[nsi 06HOBNEHUA MHCpOpMaLK HaxkmUTe KHOMKY «Refresh».

OnucaHue rpadgukoB "Transmit/Receive":
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Mpadmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nosyvyeHHoro Tpaduka vyepes Ethernet untepgeiic
TOYUKM focTyna 3a nocnegHue 10 MuHyT. Mpadmk aBToMaTnyeckm o6HoBsieTca kaxable 30 CekyHa,

Mpadhmk WLAN Tx/Rx nokasblBaeT CKOPOCTb NepefaHHOro/nony4yeHHoro tpadmka yepes Radio nHtepdeiicsl
TOYKM gocTyna 3a nocnegHue 10 MuHyT. Mpadimk asTomatmyeckn o6HoBiseTca Kaxkable 30 CekyHA,

* Interface — nms uHTepdeiica;
+ Status — cocTosiHue nHTepdelica:

+ Up — nHTepdelic BKIOYEH;

+ Down — uHTepec BbIK/IOYEH.
MAC Address — MAC-agpec nHtepdelica;
VLAN ID - vaeHTudmKaunoHHbli Homep VLAN;
+ Name (SSID) — umsa 6ecnpoBogHoli ceTu

OnucaHue Tabnuupl «Transmit»:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNYECTBO YCNELLIHO OTNPAaB/IEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCMNELIHO OTMNPaBNEHHbIX 6aiT;

+ Total drop packets — KONM4YECTBO OTOPOLLEHHBIX NPU OTNPaBKe NaKeTOoB;
+ Total drop bytes — konM4ecTBO OTOPOLLUEHHbIX NPV OTNPaBKe 6aiiT;

+ Errors — koniM4ecTBO OLINGOK.

OnucaHune Tabnuubl «Receive:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNM4YECTBO YCNELLHO NO/TYYEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCMNELUHO MOMYYEHHbIX GaiT,;

+ Total drop packets — KONM4eCTBO OTOPOLLEHHbIX MPU NOAYYEHUN NAKETOB;
+ Total drop bytes — kKONM4eCTBO OTOPOLLEHHbIX MPU NONYYEHUN BaNT;

+ Errors — KoniM4ecTBO OLINGOK.
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4.4 TMopmeHio «Passpoint»

Passpoint — 310 thyHKUMSA, No3BONAKOLLAA NO/Ib30BaTENIAM 6ecLloBHO nepexoauTs ¢ 3G/4G-cetein Ha Wi-Fi
ceTu. Passpoint nogaepxmnBaeT cneaytlme Tunbl ayTeHTudmkaumm: EAP-TLS (naeHTuduKaums Ha OCHOBe
cepTudpmkarta), EAP-SIM (maeHTudmKaumsa Ha ocHoBe AaHHbIX GSM SIM-kapTbl), EAP-AKA (naeHTudukaums Ha
ocHoBe AaHHbIX UMTS USIM) nnun EAP-TTLS ¢ MS-CHAPV2 (3anpoc umMeHu nosb3oBatenst U naposs,
cepTudmkaTt ans cepeepa).

Bbibepute pagmonHTepgenc n BUpTyasibHyI0 TOUKY AOCTYNa, Ha KoTopoi byaeT pabotate Passpoint n
3anosiHnTe Noss Hke (Mo Heo6XOANMOCTH).

éb eLTeX Eltex Enterprise Wireless Access Point

- Madify Passpoint settings
Interfaces
Events Radio |17 |

Transmit/Receive VAP |PPVAPO V|
—————

=
o

MAC Authentication =
Not Configured

Load Balancing ENG Y

Basic Settings
Wireless Multicast Forwarding Statisticd
Client Assaciations Passpoint Parameters :
TSPEC Client Associations
= 802.11u Status off ¥
Rogue AP Detection
Internet Access off ¥
TSPEC Status and Statistics ASRA oF v
IR S e e Network Access Type Private Network v
Radio Statishcs Interworking HESSID 00:23:45:67:89:ab {302 30X: XX XX XK %K)
Email Alert Status P2P IE Status off ¥
i
= 1P Address Type Availability Information
Ethemnet Settings
1Pvé Not Available A
Ao ment i IPvE Not Available v
IPv6 Tunnel Network Authentication Type List
Wireless Settings Auth Type Redirect URL
_ Not Configured v Not Configured (URL)
e Not Configured T Not Ccrjhg_u'_ed (URL)
Scheduler Association Not Configured il Not Configured (URL)
Not Configured v Not Configured (URL)
: i v
VAP Minimal Signal Venue Group Unspecified
™ Venue Type Unspecified ¥
Fast Bss Transition -
= Venue Name List
Passpoint Venue Name Language Code
Wireless Multicast Forwarding Mot Configured
=

* Radio — pagnonHTepdelic, Ha KOTOPOM HEOBXOAMMO aKTMBMpPOBaTb PyHKUMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha koTopoii HE06X04MMO aKTUBMPOBATb (HYHKLMIO
Passpoint.
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MexceTeBble napameTpbl 802.11u (Passpoint parameters)

Web-koHdhurypaTop WOP-2ac

802.11u Status
Internet Access
ASRA

Network Access Type
Interworking HESSID
PZP IE Status

PZP Cross Status

IP Address Type Availability Information

IPva

IPvE

Metwork Authentication Type List

Auth Type
Mot Configured r
Mot Configured r
Mot Configured T
Not Configured v

Venue Group
Venue Type
Venue Name List
Venue Name

Mot Configured

Not Configured

Roaming Consortium List
OUI Name

Mot Configured
Not Configured

3GPP Cellular Network Information List
Country Code

Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Not Configured
Domain List

1 (Mot Configured
3 |Not Configured

Passpoint Parameters :

off ¥

off ¥

off ¥

Private Network
00:23:45:67:89:ab
off ¥

off ¥

Mot Available

Not Available

Redirect URL
Mot Configured
Mot Configured
Mot Configured
Not Configured
Unspecified

Unspecified ¥

Language Code

NG ¥

m
=
7]

-

Is Beacon
No ¥

No ¥

Network Code
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured

Not Configured

2 |Mot Configured
4 |Mot Configured

L

{00 23002 30002 3002 300 130 )

{URL)
{URL)
{URL)
(URL)

802.11u status — BKIOUNTbL/BbIKMIOUMTL (PYHKLUMIO Passpoint;
Internet Access — BK/IHOUNTL/BbIK/IHOYNTL JOCTYN K IHTEPHETY;
ASRA - (Additional Step Required for Access) — 106aBUTb/y6paTh AONOMHUTEbHbIN LLAr aBTopusaLmm

npun nonyvyeHnn AoCcTtyna;

Network Access Type — TN B3aUMOAENCTBUSA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CeTb C rFOCTEBbIM [OCTYMNOM,;
Chargable public network — Tapudunumpyemas ny6nmyHas ceTb,
Free public network — 6ecnnaTtHas ny6nmyHas cetb;

+ Emergency Services only Network — ceTb /151 aBapUiAHbIX CNYX6 U CNyX6 CKOPO NOMOLLY;
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* Personal Device Network — nuyHas ceTb YCTPOICTBa;
*+ Test or Experimental — TecToBas CeTb;
+ Wildcard - BzaumopgeliictBue yepes Bayyepsl (wildcard-ceptudomkar);
* Interworking HESSID — MAC-agpec, eauHbIil ANsi BCEX TOYEK AOCTyna Of4HOW CEeTW.

NHdopmauus o Tune goctyna (IP Address Type Availability Information)

+ IPv4 - HacTpoiika goctyna ncnosb3ysa npotokon IPv4;
+ IPv6 — HacTpoiika gocTtyna ncnonb3ysa npotokon IPvé.

Tunbl ayteHTucukauum B cetn (Network Authentication Type List)

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauuu:
+ Not Configured — Tn ayTeHTUMKaLMM HE YCTAHOB/EH;
+ Acceptance of term and Conditions — ayTeHTUdMKaLMs C NPUHATUEM NOJIb30BATENLCKOIO
cornawleHus;
* Online Enrollment — pernctpauns oHnaiH,;
« HTTP/HTTPS Redirection — nepeagpecaunsi no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ansa Beoga URL-agpeca, Ha KOTopbIli 6yAeT BbINOSIHEHA Nepeapecauns.

WHdopmauusa o mecte yctaHoBku (Venue Details)

+ Venue Group — kaTteropus Mecta yCTaHOBKMW, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHO;
+ Assembly — mecTa 60/1bLIOr0 CKONSIEHUSI Ntoael (CTaamoHbl, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopTbl ¥ T.1.).
* Business — 6aHK/, 0UChI, HAYUHblEe LLEeHTPbI U T.N.
* Educational — yuebHble LeHTpbI
* Factory and Industrial — npoMbILLUNEHHbIE 34aHUS;
* Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — koMMepyeckne (TOpProBble) opraHM3auuy;
* Residential — Xunble KOMMN/IEKCHI;
+ Storage — xpaHunuwa/cknagsbi,
+ Utility and Miscellaneous — KOMMyHaJlbHbI€ C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3melyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — yacTHble TeppUTOpPUN.
+ Venue Type — TN MeCTononoXxeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BbIGPaHHO BbILLE KaTeropum
pacnonoXeHus.

Cnucok mecTonosioxeHuii Touek goctyna (Venue Name List)

+ Venue Name — HaMeHOBaHWsi MecTa YCTaHOBKM TOUKU AOCTYNa;
+ Language Code — fA3blK.

Cnucok opraHusauyuii (Roaming Consortium List)

+ OUI Name — yHuKanbHbIii naeHtTudmnkatop opranmsauum (OUI);
+ Is Beacon — fo6asutb OUI B beacon (yes), He go6aenatb OUI B beacon (No).
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NHdopmauusa o 3GPP cetsax cotoBoii cBA3u (3GPP Cellular Network Information List)

+ Country Code — ko, CTpaHbl;
* Network Code — ko ceTu.

Cnucok gomeHoB (Domain List)
BnuwmnTe AOMeEHbI B CBOGOAHbIE MOSIS.

Cnucok o6nacrteii (Realm list)

Realm List:
Realm Name Enceding EAP and Auth Information
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset

* Realm Name — Ha3BaHue obnacTy,
* Encoding - kognpoBka (RFC4282, UTF8);
+ EAP and Auth Information — nHdopmaums 0 NpoToKoe U ayTEHTUMKALNN.

* Modify — HacTpouTb TUM 1 NapameTpbl ayTeHTUUKaLuy;
* Reset — cO6pOCUTb HACTPOMKN.
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HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations)

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Fasspoint Status Disabled ¥
Fazspoint Capability Release 1 ¥
DGAF Disabled Status Disabled ¥
ANGQP 4 frame Dizabled ¥
Gas Come Back Delay 0

Frowy ARF Status Dizsabled ¥

Operating Class Indicator

Operating Class 81

Anonymous NAI Mot Configured
L2 Traffic Inspection Enabled ¥
ICMPv4 Echo Enabled ¥

Operator Friendly Name List
Operator Name

Language Code

Mot Configured ENG ¥

Mot Configured ENG ¥
QoS Map ID or

NAI Home Realm Query List

Home Realm Encoding
Mot Configured RFC42G62 ¥
Mot Configured RFC4282 ¥

+ Passpoint Status — BkntounTh (enable) / otkntounTs (disable) dyHkumto Passpoint;

+ Passpoint Capability — onpegenuTb noaaep>XunBaeT A1 YyCTPOKCTBO hyHKLMIo Passpoint;

+ DGAF Disabled Status — BkntouunTb (enable) / BbikntounTs (disable) nepeagpecaumto HUICXOAALLMX
rpynnoBbIX aApecHbIX kKaapoB(ans MynsTukacta). Koraa T nepegaet kagpbl, Coaepxalime 3neMeHT
nHankaumm HS2.0, B koTopom 3HaveHne DGAF Disable yctaHoBneHo paBHbiM disable, Mo6uibHOe
YCTPOWCTBO A0/MKHO OTOPOCUTL BCE MPUHATBIE OHMKACT IP-MakeTbl, KOTopble 6bIIN paclunpoBaHbl ¢

NOMOLLBI K/1Ko4a rpynnbl;

+ ANQP 4 frame - BkntounTb (enable) / BbikntounTh (disable) o6meH 4 GAS-thpelimamu;
« Gas Come Back Delay - 3apnepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT ot
HacTpoiikn ANQP 4 frame;
* Proxy ARP Status — aktuBupoBarts (enable) / geaktuupoBarts (disable) ARP-npokcu (Proxy ARP);
* Operating Class Indicator:
* Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;
+ Operating Class 115 — pa6ota B gnanasoHe 51Ty,
* Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
* Anonymous NAI - yctaHoBUTb aHOHUMHBIV ID goctyna k cetn (NAI — Network Access Identifier);
« L2 Traffic Inspection — BkntounTb (enable) / BbikntounTtb (disable) koHTponb 1 ounsTpaumio L2-Tpaduka
(mocTynHO AN Touek AOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 chuibTpaumm

Tpaduka);

* ICMPv4 Echo — cyHkums counstpauyum ans ICMPv4 Echo 3anpocos.

Onepartopbl, KOTOPbLIM [OCTYNHO NogkntoueHne Passpoint Ha gaHHoI Touke gocTtyna (Operator Friendly

Name List)

*+ Operator Name — nmsa oneparopa;
+ Language Code — 53blK;
* QoS Map ID — npeHtudpnkarop QoS Map.

Cnucok gomawHux oénactein (NAl Home Realm Query List)

+ Home Realm — pomaluHssi 061acTb;
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* Encoding - koguposka (RFC4282 nnun UTF8).

Cnucok BO3MOXHbIX nogkntoueHuii (Connection Capability List)

Connection Capability List :

Protocol Port Status

Select v Select b Select v
Select v Select al il
Select ¥ Select ¥ ¥
Select L Select b Select T

* Protocol — npoTokos, N0 KOTOPOMY BO3MOXHO MOAK/IOUEHNE:
+ ICMP (0x1) — ICMP npoTokor;
« TCP (0x6) — TCP npoTokon;
« UDP (0x11) — UDP npotokorn;
« ESP (0x32) - npotokon ESP.
* Port — nopT, N0 KOTOPOMY BO3MOXHO MOAK/THOYEHME;
+ Status — ctaryc nogknoveHus:
+ Closed — nogxntoyeHne no AaHHbIM NapameTpam 3akpbITo;
+ Open — nogxA4YeHre No AaHHbIM napaMeTpamM LOCTYIHO;
+ Unknown - cTaTyc nOAK/I04EHNS HEN3BECTEH.

Cnucok npoBaiigepoB, KOTOPbIM AOCTYNHA OHNaliH-perucTpayms (OSU Provider List)

05U Provider List:
DSU SSID : 05U
05U Friendly Name 05U Desc 05U Language Code 05U Server URI 05U NAI 05U Method 05U leon
#1 SF Red Test Onlyleng Free service for te https:/fosu-serve SOAP-XML ¥ |7
1-1 Select v
1-2 Select v
1-3 Select v
#2 Not Configured Not Configured OMA-DM Y |0
2-1 Select A
2-2 Select v
2-3 Select v
#3 Mot Configured Not Configured OMA-DM ¥ ||0
3-1 Select A
3-2 Select v
3-3 Select v

* OSU SSID - ngeHTncpmkatop cetn ansa oHnarH-perncTpaumm;
* OSU Friendly Name — vmsa nHTepHeT nposaiiaepa;

+ OSU Desc - onucaHune cepeepa OHAaliH-perncrpaumy;

+ OSU Language Code — kop, i3blka OHMaliH-perncrpaymy;

+ OSU Server URI — URL cepBepa oHMaiH-pernctpauny;

* OSU NAI - ID pocTyna K ceTn ansa oHnarH-perncTpaumm;

+ OSU Method - meToga oHNanH-perncTpauny;

* OSU Icon — Norotun nposaiigepa.
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MHcopmauus o metpuke WAN (WAN Metrics Information)

WAN Metrics Information :

Link Status  Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

Y. Y. Y= = = = -

* Link Status — coOCTOsiIHUE COeANHEHNS:
* Link Up — coeiMHeH/e aKTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coeguHeHne paboTaeT B TECTOBOM pPeXUME.
« Symmetric Link — coegnHeHne cummeTpuryHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHas cnoco6HOCTb;
* Down Link speed — cKOPOCTb HUCXOASALLLErO NOTOKA,;
* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;
* Down Link Load — Harpy3ka Ha HUCXOAALLMI NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASALLWIA NOTOK;
« Lmd - pnmTenbHocTb n3mepeHus Harpysku (Load Measurement Duration).
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4.5 MoameHnto «Wireless Multicast Forwarding Statistic»

B pasgene «Wireless Multicast Forwarding Statistic» oto6paxaetcs ctatuctuka no pabore Wireless Multicast
Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5s
wlan0:vap6
wlan0:vap7?
wlan0:vaps
wlan0:vap9
wlan0:vap10
wlan0:vap1l
wlan0:vap12
wlan0:vap13
wlan0:vap14
wlan0:vapls
wlanl:wvap0
wlanlivapl 149602 a a a 115795
wlanl:vap2
wlani:vap3
wlanl:vap4
wlani:vaps
wlanl:vap6
wlanl:vap7?
wlanl:vaps
wlani:vap9
wlanl:vapl0
wlanl:vap1l
wlanil:vapi2
wlani:wvapli3
wlanl:vapi4

wlanl:vapls
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0
wlanl:vapl
wlan0:vap2
wlanl:vap3
wlan0:vapd
wlanl:vaps
wlan0:vaps
wlan0:vap7?
wlan0:vapg
wlan0:vap9
wlan0:vapl0
wlan0:vapll
wlan0:vap12
wlan0:vapl3
wlan0:vapld
wlan0:wvapls

wlanl:vap0

)
)
=)
o

wlanl:vapl 143697
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vap6g
wlanl:vap?
wlanl:vapg
wlanl:vap9
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapld

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.

* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, NOly4YeHHbIX TOUYKO A0CTYNa;
* Mcast-Data-Fwd — konnuecTBo multicast-kagpoB, NPUHATLIX KMEeHTaMu;

* Mcast-Data-Flooded — konnuecTBo multicast-kaapoB, oTnpaBfeHHbIX Ha BCe NOPTb;
* Mcast-Data-Sentup — Konn4ecTBO oTnpaBneHHbIX multicast-kaapos;

* Mcast-Data-Dropped — KonuyecTBO OTO6pOLLEHHbIX Multicast-kaapos.

Onucanwne Tabnuubl «IGMP Statictics»:

* Interface — nms nHTepdelica;

+ Igmp-Frames — konnyecTtBo IGMP-kaapoB, NoAyYEHHbIX TOYKOW AOCTYNa,;

*+ Igmp-Frames-Fwd — konnuecTtBo IGMP-KaapoB, NPUHATLIX KMEeHTaMu;

+ Igmp-Frames-Sentup — konuyecTBo IGMP-KaapoB, OTnpaB/IEHHbIX Ha BCE NOPTbI;

« Mfdb-Cache-Hits — konn4ecTBO NakeToB, OTNPaB/IEHHbIX HA N3BECTHbI multicast-agpec;

« Mfdb-Cache-Misses — KONMYeCTBO NAKeTOB, OTNPaB/IEHHbIX HA HEM3BECTHbIN multicast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

* Interface — nms nHTepdelica;

« Multicast-Group — IP-agpec multicast-rpynnsi;

+ Stations — MAC-agpec knneHTta multicast-rpynnsi;

+ Packets — KONNM4eCTBO NPUHSATLIX MAKETOB KAMEHTOB multicast-rpynnebl.
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4.6 MoameHto «Client Associations»

B paspgene «Client Associations» oTobpaxaetcsa nHgpopmaumnsa 0 NOAKIYEHHbIX K/TMEHTax K Touke gocTyna u
cTaTucTvKa nepefaHHoro/nosly4eHHoro Tpaguvka no Kaxaomy KineHTy.

S5ID

Eltex-Loca
Eltax-Lacal [w
Eltex-Local
Eltex-Loca
Eltex-Local
Eltex-Laocal [w

Eltex-Local

View list of currently associated client stations

Click "Refrash™ button to refresh the page.
Refrash

Total Mumber of Associated Clients 7

Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status

Autharized
[wlanOvapi) d 152.168.40.202 android-6b261ba77ddbleac 00:00:04 -70 22 dB -32 dBm 100% Mot supported Not supported Yes
[wlanOvapl) ) 192.168.40.221 iPhone 00:100:25 -72 20 dB -92 dBm 100% Mot supported Not supported Yes
[wlanOvapl) 192,168.40.80 00:00:46 -64 2B dB -32 dBm 100% Not supported Not supported Yes
[wlanOvapl) 192,168.40.152 Redmioted-Redmi 00:102:25 -52 40 dB -92 dBm 100% Not supported Not supported Yes
[wlanOvapl) 192,158.40.67 Blackka-iPad 00:04:43 -43 49 dB -92 dBm 100% Not supported Not supported Yes

andvapi) 54:30:50:8¢ 152,168.40,82 android-f82b3402e7582a0c 00:06:37 -56 36 dB -32 dBm 100% Mot supported Mot supported Yes

wlanivapz) 20ed:17:03.02:¢3 00:00:10 -50 42 dB -92 dBm 100% Mot supported Mot supported Yes

SSID — nms 6ecnpoBOAHOIO MHTEpdIenca 1 UM BUPTYaUlbHON TOUKM AOCTYyNa Ha MHTepdeiice, K KOTOpPOii
noAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMeHT cBsi3aH ¢ Radio 1 BupTyasibHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kmeHT cBsidaH ¢ VAPO Ha Radio2;

Station — MAC-agpec KneHTa;

IP Address - IP-agpec knveHTa;

Hostname — ceTeBoe 1MMS YCTPOWCTBa, 3a4aeTcsa cTpoka 1-63 CUMBOOB: NaTUHCKUE 3ar1aBHble U
CTOYHble GYKBbI, LUdIpbl, 3HaK fedunc «-» (4edC HE MOXET BbITb NOCNIEAHNM CYMBOSIOM B UMEHMW);
Uptime — Npofo/mKUTENBHOCTb CECCUN KITNEHTA;

RSS! — ypoBeHb curHana ot K/IMeHTa;

SNR — ypoBeHb OTHOLUEHUA CUTHAU1/LUYM OT K/TUEHT],;

Noise — ypoBeHb LLyMa;

Link Quality — napameTp, KOTOpbIiA OTOOpaXKaeT COCTOSAHWE JIMHKA [0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHMM KO/IMYeCcTBa PETPaHCMUTOB MakKeToB, OTNPAB/EHHbIX K/IMEHTY. MakcMMasibHoe 3HayeHve —
100% (BCe nepepaHHble NakeTbl OTNPaBUANCH C MEPBOIA NONbITKA), MUHUMasIbHOE 3HaueHne- 0% (Hu
OfMH NakeT A0 KMEeHTa He OblN YCNELIHO OTNpaB/eH);

Rate Quality — napameTp, KOTOpbIi OTOGpaXKaeT COCTOSAHME /IMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHMWN KO/IMYeCTBa PETPAHCMUTOB MaKeToB, OTNPAaB/IEHHbIX K/TMEHTY, 419 MOAYNALUN, KOTopas
NCNOMb3YeTCA B AaHHbI MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl HA
[aHHOI MoAyNAUMU OTNPaBUIUCHL C NEPBOI NONbLITKK), MUHUMasIbHOE 3HadeHue- 0% (HW OAMH NakeT Ha
[aHHOI MoAyNAUMKN [0 KNNEHTa He Gbln YCNEeLWHO OTNpPaB/eH);

Link Capacity — napameTp, KOTOpbIiA 0To6paxaeT a(pPeKTUBHOCTbL UCMO/Ib30BaHUSA TOUKOM fOCTyna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KITMEHTA,M NOHMKAOLWMX KO3IULMEHTOB. MakcuMasibHoe 3HaveHne- 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 018 MakCMMa/lbHOTO Tuna nss,
noALepPXXMBAeMOoro KMeHToM). MUHUManbHoe 3HaueHune- 2% (B cnyyae, Korga nakeTbl NepeaaroTcs Ha
moaynaumm nssTmes0 ans knnenTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEHTOB, NOAK/THYEHHbIX 63
ncnosnb3osaHna AMPDU, napameTp He noagepXXuBaeTcs;

Status — ctaryc asTopusaLumn.

Mpwn HaxkaTun Ha MAC-agpec KneHTa packpblBaeTcs Nogpo6Has MHdopMauys 0 paboTe KIMeHTa u
cTaTucTvka no nepeaaun naketos (STA_info).
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View list of currently associated client stations
Click "Refrash™ button to refresh the pags.
Fiefrash
Total Number of Associated Clisnts 7
S5ID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wlandvapl)  e0:63:25:93:09:8d | 192,168.40.202 android-6b261ba77ddbleac 00:00:04 -70 22 dB -32 dBm 100% Mot supported Mot supported Yes
. 4MAC: =0:63:25:521b5:8d Connection time: Q00004 -‘
Eltex-L (wlanOvapl) n:.]t ted Yes
aohoeal lwiantvaRt) Sao, 3 Bandwidth: 20MHz Suppone =
Eltex-Local (wlandvapi) JSSID: Eltex-Local PS Mode: on ot supported Yes
) . IMade: 802.11n Auth Mode: WPAZ
Eltex-Local (wlanOvapl) dgzep, 70 Encryption: AES-CCMP ot supported Yes
Eltex-Local [wlandvapi) JY-AN: 148 Listen Interval: 3 ot supported Yes
[T actuzl rate: a R actual rate: a
Eltex-Local [wlanOvapt) & ot supported Yes
| Cuilanivanz] [T=/Rx Packets: 356/50 4 B
Eltax-Local (wlanlvap2) AT (Rex Drop Packats: 0/0 lot supporte Yes
[Tx/Rx Bytes: 35588/3%43
[Tx/Rx Drop Bytes: a/0
[T/Rx Rate: 72.2/1 Mbps
T2/ R Statistics:
MCS Rx Pkts Tx Pkis Tx Succ Pkis Tx Retries Tx Periocd Retries
e e e m e e mm i m mm i m mm m e
imbps a a a a.8% .88
Imbps a a a a.8% .88
SmbpsSs a a a a.8% .88
&mbps 384 161 168 a.6% 8.8%
ambps 21 a a 8.8% 8.8%
1imbps a a a a.8% ==Y
12mbps 1 a a a.8% ==Y
18mbp= a a a a.8% g8.8%
2ambps a a a a.8% 2.8%
3embps 8 a a a.8% .88 o

+ MAC - MAC-agpec KnMeHTa;

+ AID — yHMKanbHbIA NAEHTUGNKATOP NOAKIYEHNS;

+ SSID — nms ceTn K KOTOPOI NOAKIOYEH K/TUEHT;

* Mode — ctaHgapT IEEE 802.11 B KOTOpOM paboTaeT K/IMEHT;

* RSSI — ypoBeHb CUrHana oT K/INEHT3;

« VLAN — Homep VLAN BMpTyasibHOWM TOYKN AOCTYNa;

+ Tx actual rate — TekyLas CKOPOCTb Nepefayn AaHHbIX B CTOPOHY K/IMEHTa, B KOUT/C;

+ Tx/Rx Packets — KONn4ecTBO NepefaHHbIX U NPUHATLIX NaKeTOB OT K/INEHT],

* Tx/Rx Drop Packets — KonM4yecTBO OTOPOLUEHHbIX NAKETOB B ABYX HanpaB/eHusix (Ha nepegady u npvem
COOTBETCTBEHHO);

* Tx/Rx Bytes — KOnM4ecTBO NepeAaHHO U NPUHATON MHGOPMaLuK oT KnneHTa (B 6alitax);

* Tx/Rx Drop Packets — konMyecTBO OTOPOLUEHHOW MHChOPMaLMK B ABYX HanpaBieHusix (Ha nepeaavy v
npvem COOTBETCTBEHHO, B 6aliTax);

+ Tx/Rx Rate — KaHaNbHasA CKOPOCTb B ABYX HanpasneHusx, B MouT/c;

+ Connection time — NPoAOMKUTENBLHOCTb CECCUN;

« Bandwidth — wmpuHa nonocel, B KOTOPO paboTaeT KNNEHT, Mru;

* PS Mode — pexum "cHa": 0 — KMEHT aKTMBEH, 1 — K/IMEHT HaxoAMTCA B "CRSILLEM" peXnMe;

« Auth Mode — Tun 6e3onacHoCTY;

« Encryption — Tun wndpoBaHns;

* Listen Interval — konuyecTtBo beacon frame-0B cnycTs KOTOpble KNIMEHT AO/HKEH NPOBEPUTL HaIMume a/is
Hero Tpadovka Tpadcpuka (B cnyyae cHa);

* Rx actual rate — Tekywasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY TOYKM AOCTYNa, B KOUT/C;

+ MCS - mogynsuus;

* Rx Pkts — KONM4YeCTBO NPUHATBLIX OT K/IMEHTA MAKETOB Ha KaxAol Mogynsaumm;

+ Tx Pkts — KOnnM4ecTBO nepefaHHbIX KIMEHTY NakeToB Ha KaXKaon MOAyauny;

+ Tx Succ Pkts — KONM4ecTBO YCNELIHO NepefaHHbIX KNMEHTY NakeTos.;

+ Tx Retries — % Ay6nMpOBaHHbIX NAKETOB B CTOPOHY K/TMEHTA;

* Tx Period Retries — % NOBTOPHO OTNpaB/ieHHbIX NakeToB 3a nocneaHuii nepuog (10 cekyHa).

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.
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4.7 MoameHto «TSPEC Client Associations»

B paspgene «TSPEC Client Associations» oTo6paxaeTcst MHopMaLns O KNIMEHTCKMX AaHHbIX Tspec
nepefaHHbIX 1 MOyYEHHbIX C MOMOLLbIO 3TOM TOYKM AOCTYMAa.

View TSPEC Client Association Status and Statistics

Click "Refresh” button to refresh the page.
Refresh

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

Network — nms 6ecnpoBofHOro MHTepdienca n nMsa BUPTYyasibHOM TOUYKM AOCTyna Ha nHTepdeiice, K
KOTOPOW NogkNYeH KnneHT. Hanpumep, 3annck wlanOvap2 o3HayaeT, YTo K/IMeHT cBA3aH ¢ Radio 1
BUPTYyaU1bHOM TouKoi gocTtyna VAP2; 3anucb wlan1 o3HauvaerT, 4To kveHT cesdaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNuneHTa,;

« TS Identifier — TSPEC naeHTudmkaTop notoka tpadguka (range 0-7);

+ Access Category — kateropusi goctyna (voice unm video);

« Direction — HanpaBneHue Tpaduka (uplink/downlink);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpepgHee BpeMs, KOTOpOe NOTOK Tpadiuka 3aHMMaeT cpeay nepegaqu;

+ Excess Usage Events — KONn4ecTBO BpEMEHMU, KOrAa K/IMEHT NPEBbICU CPeaHUIA CPOK nepegay;

+ Vap — Homep BUPTyasibHOM TOUKM [OCTYNa,
* Mac Address — MAC-agpec To4kun JocTyna;
+ SSID - nms 6ecnpoBOAHON ceTw;

* From Station — nHpopmauums o Tpadmke, KOTOpbIN NepegaeTcs oT 6eCnpPOBOAHOIO K/IMEHTA K TOUKe

[ocTyna;
+ To Station — nHhopmaums o Tpadmke, KOTOPbIA NepesaeTcs OT TOUKU JOCTYNa K K/IUEHTY:
*+ Packets — konnuecTBO NnepefaHHbIX NakeTos;
* Bytes — Konn4ecTBO nepefaHHbIX 6anT;
+ Drop Packets — konn4ecTBO OTOPOLLEHHbIX NAKETOB;
* Drop Bytes — KO/IM4eCTBO OTOPOLUEHHbIX GanT.

[na 06HOBNEHNA MH(DOPMALMK Ha CTpaHULLE HaxkKMUTe KHOMKy «Refreshy.

4.8 TMopmeHto «Rogue AP Detection»

B AaHHOM NoJMeHto oTobpaxaeTcsl HhopmaLyst 060 Bcex 6eCnpoBoOAHbIX TOUKAX AOCTYNa, KOTopble

YCTPOIACTBO [IETEKTUPYET BOKPYT CEobS.
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View Rogue AP Detection
Click "Refrash” button to rafresh the page.

Refrash
AP Detection for Radio 1 ® Enabled O Disabled
AP Detection for Radio 2 ® Enabled O Diszbled

Click "Update” to save the new settings.
Update

Detected Rogue AP List
Click "Delete old” to delete old entries from Detected Rogue AP List

Delete Old

Action  MAC Radic BeaconInt. Type SSID Privacy WPA Band Channel [BandWidth]  Channel Blocks  Signal Beacons Last Beacon Rates

Grant | 28:f3:4b:b2:2d:i74  wlan0 100 AP ASM oF oF 5 48 [20] 43 all 10 Wed Sep & 11:31:56 2047 6,9,12,18,24,25,48,54
Grant a8:f9:4b:b0:34:b1 wlanD 100 AP Eltax-Local On On 5 4g [20] 48 .|,] & Wed Sep 6 12:38:05 2017 6,9,12,18,24,36,48,54
Grant 28:f9:4b:b0:34: b2 wilan0 100 AP Eltax-Guast off off 5 4g [20] 48 .|_'] 5 Wed Sep & 11:49:08 2017 6,9,12,18,24,25,48,54
Grant a8:f9:4b:b0:34:b4 wlan0 100 AP BRAS-Guast On an 5 48 [20] 48 .__'] & Wed Sep 6 11:28:146 2017 6,9,12,18,24,36,48,54
Grant | a8:f3:4b:1f:fc:80 vilan0 100 AP OpenPortal of oF 5 44 [20] 44 all 5 Wed Sep 6 20:22:23 2017 6,3,12,18,24,36,48,54
Grant | a8:f9:4b:b0:34:b0  wland 100 AP (Non Broadcasting) Off of 5 45 [20] 43 all 6  Wed Sep 6 12:38:05 2017 6,9,12,18,24,35,48,54
Grant a8:f9:4b:d%:c9: b3 wlanD 100 AP ELTX-5GHz_WiFi_CS88 On On 5 52 [80] 52 - 64 _"] & Wed Sep 6 14:06:45 2017 6,9,12,18,24,36,48,54
Grant a8:f9:4bede:f2:02 wilan0 100 AP iFi, On On 5 36 [80] 36-48 .__'] 4 Wed Sep 6 14:19:55 2017 6,9,12,18,24,26,48,54
Grant e0:d3:e3:6b:e0: 72 wlan0 100 AP On an 5 52 [80] 52 - 64 .__'] &4 Wed Sep 6 14:06:45 2017 6,9,12,18,24,36,48,54
Grant a8:f9:4h:e3:15:51 wilan0 100 AP On On 5 36 [80] 36-48 .__'] 3 Wed Sep 6 17:11:36 2017 6,5,12,18,24,36,48,54
Grant 28:f9:4b:e3:16:69 wland 100 AP ELTK-5GHz_WiFi_1668 On on 5 56 [80] 52 - 64 .__'] 3 Wed Sep 6 11:33:17 2017 6,9,12,18,24,36,48,54
Known AP List

Action MAC Radic Beacon Int. Type SSID Privacy WPA Band Channel Rate Signal Beacons Last Beacon Rates

Save Known AP List to a file
Save

Import Known AP List from a file
* Replace Merge
Bubepure dailn | ©ain He swibpan Import

[na o6HOBNEHNs nHOpPMaLMN HaXMKTE KHOMKY «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BKNtoUeHME AETEKTUPOBAHUSA CTOPOHHUX TOUEK
poctyna B dpoHe ans Radio1 n Radio2.

KHonka «Update» ncnonb3yercst asi CoxpaHeHUsi HAaCTPOEK.

Detected Rogue AP List — B pasgene npuBogntcs nHopmaumsi 060 Bcex 6ecnpoBOAHbIX TOUKax AOCTynNa,
KOTOpble YCTPOIMCTBO AETEKTUPYET BOKPYT CeOS.

KHonka «Delete Old» ncnonb3yetcsa ans yganeHus 3anvceli 0 HeakTUBHbIX YCTPOMCTBaXxX B PafviOOKPYXXEeHUW.

+ Action — ecnu To4ka fOCTyna HaXxogUTCA B CMCKE 0OHAPYXXEHHbIX, TO HaXXaTne KHonku «Grant»
nepeHeceT ee B CNNCOK AOBEPEHHbIX TOYEK AOCTyna. Ecnv Touka focTyna HaxoauTcsa B CUCKe
[l0BEpEeHHbIX, TO HaxxaTue KHoMkKn «Delete» nepeBeeT ee B CNMCOK 0OOGHaPY>XEHHbIX TOYEK A0CTyna;

+ MAC - MAC-agpec Tou4ku J0CTyna,;

* Radio — ucnonb3yemblin pagnovHTepdeiic;

* Beacon Int. — nHTepBas1 NOCbINIKM Beacon-nakeTa TOUKOM [OCTYNa,;

+ Type — Tun 06HapyXXEHHOro YCTPOICTBa:

+ AP — Touka gocTyna;
+ Ad hoc — geueHTpa/IM30BaHHOE K/IMEHTCKOE YCTPONCTBO;

+ SSID - nvs 6ecnpoBOAHON ceTw;

* Privacy — ctaryc paboTbl pexuma 6e30nacHOCTM TOUKM gocTyna:

+ On — pexum 6e30MacHOCTU BbIK/THOUEH;
+ Off — pexxum 6e30NacHOCTM BK/THOYEH;

« WPA - cocTosiHue ndppoBanns WPA: BbIK/OUeHO | |, BKOUYEHO |

* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y, unm 5 My,

+ Channel [BandWidth] — ncnonb3yemblii YaCTOTHbIV KaHasT U LUMPWHA NOJOCH;

+ Channel Blocks — gnana3oH kaHasi0B, KOTOpble 3aHuMaeT T/,

+ Signal — ypoBeHb cuUrHana, NpuHMMaeMsblii OT TOUKK gocTyna. MNpu HaBeaeHUn ykasatens Ha
rpadouyeckoe n306paxeHne curHana BCnsbliBaT YNCIEHHbIE NOKa3aTe/v 3TOro CUrHana,

* Beacons — o6Lee uncno Beacon-nakeTos, NPUHATLIX OT TOYKM AOCTyNa C MOMeEHTa ee 06HapyXeHus,
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+ Last Beacon — gata v BpeMsi NpueMa nocnegHero Beacon-naketa ot TOUKM AOCTYNa;
* Rates — CNMCOK KaHa/TbHbIX CKOPOCTEW, NoAAepXXMBaEMbIX AAHHOW TOUKOI AocTyna.

Known AP List — B Ta6nuue npMBoaMTCA CNUCOK AOBEPEHHbIX TOYEK AOCTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbinosHsAeTcs coxpaHeHue cnmncka «Known AP List» B paiin.
[na coxpaHeHua HaXXMUTE KHOMKY «Save».

Import Known AP List from a file — B faHHOM pa3gene BbinonHseTcs 3arpy3ka cnmcka «kKnown AP List» n3
harna.

* Replace — npu nmnopTe cnmcka AOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMBI/ CMUCOK NOTHOCTHHO
3aMEeHUT TeKyLUIA CNUCOK AOBEPEHHbIX TOUEK AOCTYNa;

+ Merge — npy UMNopTe Crn1cka A0BEPEHHbIX TOYEK AOCTYNa AOBEPEHHbIE TOUKM AOCTYyNa U3
MMNOPTMPYEMOTO Crnncka byayT aobaBneHbl K To4kam A0CTyna, HaXoAAWMMCS B UMNOPTUPYEMOM CNICKe
B Aj@HHbI/i MOMEHT BPEMEHW.

[ns 3arpy3ku dhaiina HaxxMmuTe KHoMKy «BblbepuTe doaiiny, ykakute aiin, KOTopbIlii HYXXHO 3arpy3uTb U
HaXXMuUTe KHOMKY «lmport».
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4.9 Moamento «TSPEC Status and Statistics»

B gaHHOM nogmeHto oTobpaxaeTcs nHdopmaumsa o Tspec ceccusix Ha paauo uHtepdpencax.

View TSPEC Status and Statistics
Click "Refresh” button to refresh the page.
Refresh

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 (] 0 0

wlan0 Background down [i] (] 0 0

wlan0 Voice down 0 ] 0 0

wlani Video down 0 0 1] 0

wlanl Best Effort down 1) 0 0 0

wlani Background down 0 1] 0 0

wlanl Vaoice down 0 0 0 0

wlanl Video down 0 (1] 0 0

VAP Status

wlanO:vap0 Best Effort down [} (1] 0 o
Background down o o 0 o
Voice down 0 1] 0 0
Video down 0 o 0 0

wlan0:vapl Best Effort down 0 ] 0 0
Background down o o 0 o
Voice down o o o 0
Video down 0 ] 0 0

wlan0:vap2 Best Effort down 0 (1] 0 0
Background down 0 1] 0 0
Voice daown o 0 1] 0
Video down 0 0 0 0

wlanO:vap3 Best Effort down 0 (i] 0 0
Background down 0 0 0 0
Voice down 0 1] 0 0

* Interface — nms nHTepdelica;

* Access Category — kateropusi goctyna (voice, video, BE, BK);

+ Status — cocTosiHue ceccuy;

+ Active TS — KONMYECTBO TEKYLLUNX aKTUBHbIX NOTOKOB TpauKa;

« TS Clients — KONMYeCTBO K/IMEHTOB;

+ Medium Time Admitted — cpegHee Bpemsi, KOTOpOe NOTOK Tpadiuka 3aHMMaEeT cpeay nepenayu;
* Medium Time Unallocated — Bpemsi NpOCTOS NOMI0ChI B AAHHO KaTeropum.
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410 MoameHto «TSPEC AP Statistics»

B pasgene «TSPEC AP Statistics» oTobpaxaeTcsa cTatucTvka no KosimyecTy nepefaHHoro/nosy4eHHoro
notokoB Tpadumka (Voice, Video, BE, BK).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.

Refresh
TSPEC Statistics Summary for Voice ACM
Total Voice TS Accepted 0
Total Woice TS Rejected 0

TSPEC Statistics Summary for Video ACM
Total Video TS Accepted

Totzl Video TS Rejected 0

TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted 0

Totzl Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Backaround TS Accepted 0

Totzl Backaround TS Rejected 0

+ TSPEC Statistics Summary for Voice ACM — o6Liee KoIM4ecTBO NPUHATBLIX U OTK/IOHEHHbIX MOTOKOB
Tpaduka kateropum Voise,

+ TSPEC Statistics Summary for Video ACM — o6Lyee KONNM4eCcTBO NPUHSTbIX Y OTK/TOHEHHbIX MOTOKOB
Tpadmka kateropun Video;

« TSPEC Statistics Summary for Best effort ACM — obLiee KONMYeCTBO MPUHSITbIX M OTK/TOHEHHbIX MOTOKOB

Tpaduka kateropuu BE;
« TSPEC Statistics Summary for Background ACM — o6uiee KONM4ecTBO NPUHATBIX Y OTKTIOHEHHbIX
NOTOKOB Tpadorka Kareropun BK.
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4.11 MopameHto «Radio Statistics»

B pa3pgene «Radio Statistics» oTo6paxaetcs nogpobHasi cTaTUCTUKa No KOIMYeCTBY nepegaHHoro/
Nosly4eHHoro Tpadvka, NakeTos, KaApoB 1 APpYyroro A/11 Kaxaoro pagnovHtepdetrica.

View Radio Statistics

Click "Refresh™ button to refresh the page.
Refresh

Radio @ Radio 1 Radio 2

WLAM Packets Received: 2061 WLAN Bytes Received: 335727
WLAN Packets Transmitted: 10205 WLAN Bytes Transmitted: 3385531
WLAM Packets Receive Dropped: 0 WLAN Bytes Receive Dropped: 0
WLAN Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 0 Fragments Transmitted: 0
Multicast Frames Received: 23 Multicast Frames Transmitted: 6138
Duplicate Frame Count: 13135 Failed Transmit Count: 313
Transmit Retry Count: 1066 Multiple Retry Count: 591
RTS Success Count: 1557 RTS Failure Count: g7az2
ACK Failure Count: 4521 FCS Error Count: 31037
Tranzmitted Frame Count: 8055 WEP Undecryptable Count: 0

WLAN Packets Received — konnuecTBo MHpopmaLlmn (MakeToB) NosTyYeHHbIX Yepes paano nHTepdeiic;

WLAN Bytes Received — konnuecTBo MHpopmauun (B 6aitTax) nonyyeHHbIX Yepes paamo nHtepdelic;
WLAN Packets Transmitted — konnyecTBo MHpopmauun (NakeToB) NepeaHHbIX Yepes paamo
NHTEpAIEC;

WLAN Bytes Transmitted — konnyecTBO MHpopmauun (B 6aiiTax) nepegaHHbIX Yepe3 paamo nHTepdelic;

WLAN Packets Receive Dropped — konnyectBo MH(opmauuy (NakeToB) OTOPOLLEHHBIX NPW MOYUYEHNM

yepes paano uHTepdeiic;

WLAN Bytes Receive Dropped — konnuyectso nHopmaumun (B 6aliTax) OTOPOLIEHHbIX NPU NOSTyYEHNN
yepes paano uHTepdeiic;

WLAN Packets Transmit Dropped — konn4ecTBo MHpopmaLmn (NakeToB) OTOPOLLEHHbIX MPU MOMbITKE
nepefayv yepes pagmno UHTepgelic;

WLAN Bytes Transmit Dropped — konuuecTBo nHchopMaumn (B 6aliTax) OTOPOLLEHHBIX NPU MOMbITKE
nepefayv yepes pagmno HTepgelic;

Fragments Received — KOIM4eCTBO NOJTyYEHHbIX (hparMeHTOB NakeTos;

Fragments Transmitted — konu4yecTBO NepefaHHbIX oparMeHTOB NaKeTOB;

Multicast Frames Received — KOIM4ECTBO NOJ/TyYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepefaHHbIX KagpoB My/bTUKACT;

Duplicate Frame Count — konuyecTBo Ay6/MpYyHOLLMX Kafpos;

Failed Transmit Count — KONMYECTBO HE NepefaHHbIX NaKeToB M13-3a OLLNOKY;

Transmit Retry Count — KONMYeCTBO NMOBTOPHO OTNPAaB/IEHHbIX MAKETOB;

Multiple Retry Count — konn4eCcTBO NakeToB NepeoTnpaBnseMbIX HECKO/IbKO pas;

RTS Success Count — KONIM4eCTBO NAKETOB NOATBEPXAEHMS O TOTOBHOCTY NpUHUMaTh Tpadunk(CTS);
RTS Failure Count — KONIM4ECTBO NAKETOB HA KOTOPbIE HE MPULLAN NOATBEPKAEHMSA O TOTOBHOCTU Ha
npnem(CTS);

ACK Failure Count — KONIM4ECTBO NAKETOB Ha KOTOPbIE HE MPULLAN MOATBEPXKAEHMSA O YCNELLUHOM
npueme(ACK);

FCS Error Count — KOIM4eCTBO KafpoB He NpoLleLnx NPoBepPKY KOHTPOSIbHOW CYMMbI;

Transmitted Frame Count — KONMYECTBO YCMNELIHO nepeAaHHbIX Kagpos.;

WEP Undecryptable Count — konM4ecTBO NakeToB, KOTOpPbIE He yaasnock paclumgposats (WEP).

[na o6HOBNEHNs nHAOpPMaLMN HaXMKTE KHOMKY «Refreshy.
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4.12 MoameHto «Email Alert Status»

B pasgene «Email Alert Status» oTo6paxaetca nHgopmauusa 06 oTnpaske Coo6LLEHN O paboTe ycTpoicTBa
Ha 3NEKTPOHHYH0 MOUTY.

Email Alert Operational Status.

Click "Refresh” button to refresh the page.
Refresh

Email Alert Status : down
Number of Email Sent Hl1|
Number of Email Failed HE)

Time Since Last Email Sent @ not zent

+ Email Alert Status — cTaTyc pab0Tbl ONOBELLEHMSA N0 3/1EKTPOHHO NoYTe 0 paboTe ycTpolicTBa:
+ Up - onoBeLyeHne BK/THOYEHO;
+ Down - onoBeLLeH1e BbIK/THOUEHO;

* Number of Email Sent — Konn4yecTBO COOO6LLIEHWNIA, KOTOPOE GbINI0 OTNPAB/EHO;

* Number of Email Failed — konn4yecTBo NOTEPSIHHbIX COOBLLEHWIA;

« Time Since Last Email Sent — nepvog, BpeMeHW, KOTOPbIV NPOLLEN ¢ Noc/1egHen nepegayn cooobLEHNS
Ha 3/1eKTPOHHYIO NOYTY.

[nsi 06HOBNEHMS HDOPMALMN HAXMUTE KHOMKY «Refresh».
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5 MeHto «Manage»

B MeHto «Manage» BbIMNO/HSIKOTCA CETEBbIE HACTPOWKN YCTPOCTBA.

5.1 MNMogmeHto «Ethernet Settings»

B TekyLleM paszene BbINOHATCA CETEBbIE HACTPOIKM YCTPOICTBA.

Modify Ethernet (Wired) settings

Hostname WOP-2ac (Range : 1 - 63 characters)

Internal Interface Settings

MAC Address A8:F9:4B:B7:ED:60

Management VLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN ® Enabled Disabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type DHCP ¥

Static IP Address 192 . 168 1 .10
Subnet Mask 255 . 255 .1255 |. |0

Default Gateway 192 . [168 L1 . 1254

DNS Nameservers ® Dynamic Manual

Click "Update" to save the new settings.
Update

* Hostname — ceTeBOe UMs YCTPOINCTBA, 3afaeTcs cTpoka 1-63 CMMBO/IOB: /TaTUHCKME 3arnaBHble U
CTOYHbIE GYKBbI, LU(IPbI, 3HAK Aednc «-» (Aeduc He MOXET ObITb MOC/EAHM CYUMBO/IOM B UMEHN);

* MAC Address — MAC-agpec ycTpoiicTea Ha uHtepdpeiicax Ethernet;

+ Management VLAN ID — ngeHtudpmkarop VLAN, ncnonb3syemblii 4na Aoctyna K yCTponcTBy, MpUHUMaET
3HauveHus 1-4094, no ymonyaHuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B kotopoM gobasnserca VLAN-Ter ans
BXOASALLEr0 HETErMPOBAHHOIO TpadmKa N CHUMaeTCs ycTaHoBIeHHbI VLAN-Ter ¢ ncxogswero:

+ Enabled — BknounTb access-pexum LAN-NopToB;

* Disabled — BbikntounTb access-pexxuim LAN-NopToB.;

+ Untagged VLAN ID — ngeHTudpmkatop VLAN, KOTOpbIin OyAeT Ha3Ha4yeH HeTermpoBaHHOMY Tpaduky,
nocTynarwLemMy Ha YCTPOMCTBO, U CHAT C ucxogsulero Tpaduka. NpuHumaet 3HadeHns 1-4094, no
ymonyaHuio — 1;

+ Connection Type — BbI6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLwemM nitepdeice, no KOTOpoMy
6yaeT ocyuwectBnAaATbea nogktoveHne WAN-nHTepdeica ycTpoincTea K cetv npegocTas/ieHns yenyr
nposangepa:

+ DHCP - pexwum paboTbl, npu kotopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJIHaHMIO 1 Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, 6yayT nosyyeHsl or DHCP-
cepBepa aBToMaTn4ecky;

« Static IP — pexum paboTbl, pn KoTopom IP-agpec 1 Bce Heobxogumble napametpbl HA WAN-
nHTepdeinc HazHavarTcs ctatudecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYNHbI criegytoLme napameTpsbil:

« Static IP Address — IP-agpec ycTpoiicTBa B CETU nNpoBanigepa;

+ Subnet Mask — macka BHellHeli NoACeTH;

+ Default Gateway — agpec, Ha KOTOpbIiA OTNpPaB/ISIETCA NaKeT, eC/n A1 HEro He HangeH
MapLUpyT B Tabnve MmapLupyTusaunu;

« DNS Nameservers — afipeca CepBepoB AOMEHHbIX UMEH (MCMOo/b3yloTCs A/15 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JoMeHHOMY 1MeHu). Mpu yctaHoBke donara «Dynamic» 6yayT
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ncnonb3oBaHbl DNS-cepsepa, nonyyeHHble no DHCP; npu yctaHoBke onara «Manual»
Heobxoammo ykasatb DNS-cepsepa BpyuHyio.

KHonka «Update» ncnonb3yercst ansi CoxpaHeHUsi HAaCTPOEK.

5.2 MogmeHo «Management IPv6»

B pasgene «Management IPv6» BbINONHAETCA HAcTpolika KoHdurypauum IPve-agpeca ansa goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6
Management IPv6
IPv6 Connecticn Type DHCPvE ¥
IPv6 Admin Mode Enabled ® Disabled
IPv6 Auto Config Admin Mode Enabled ® Disabled
Static IPvE Address - (00000000 OO X0 XA IO KKK )
Static IPvE Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPv6 Address Status
IPv6 Autoconfigured Global Addresses
IPv6 Link Local Address
Default IPvE Gateway - (000 30000 0000 H00C 000000 0000 X))
IPv6 DNS Nameservers ® Dynamic Manual
{0030 T X000 OO0 IO THHOOE T T X0 KHHK )

(000 MO0 OO0 KOO X0 IO NXHX )

Click "Update™ to save the new settings.
Update

« IPv6 Cinnection Type — BbIGOp 1CMO/b30BaHMA cTaTuyeckoro IPv6-agpeca ycTtpoiicTtea (Static IPv6) unu
AnHamuyeckoro (DHCPv6);

* IPv6 admin Mode — focTyn K yCTPOWCTBY Mo npoTokony IPvé:

+ Enable — pocTyn paspelueH;
+ Disable — pocTyn 3anpeLyeH,;
+ IPv6 Auto Config Admin Mode — pexum aBTokOH(UrypuposaHus IPvé-agpeca:
+ Enable — ncnonb3syeTtcs;
* Disable — He ncnonb3yeTcs;

« Static IPv6 Address — IPv6-agpec ycTpoicTsa npu ncnosb3oBaHun ctartmdeckoro IPv6. Touka goctyna
MOXEeT MMeTb YCTaHOB/EHHbIN cTatuyeckuii IPve-agpec n B ciyyae, ecrim 6bi/1 CKOHOUTYprpoBaH
agpec(a) uepes «Auto Config»;

« Static IPv6 Address Prefix Length — npedomkc ctatuyeckoro IPv6-agpeca, npuHumaet 3HadeHmne 0-128, no
ymosnyaHuo — 0;

+ Static IPv6 Address Status — npocMoTp pabouyero craryca ctatuyeckun CKOHUrypupoBaHHoro IPv6-
agpeca, NpUHUMAET 3HaYeHUs:

+ Operational — TekyLwm1ii feACTBYOLWNIA;
+ Tentative — pe3epBHbIN.

* IPv6 Autoconfigured global Addresses — cnucok geincTteyrowmx IPv6-agpecoB Ha yCTPOICTBE;

* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBneHHbI Ha LAN-uHTepdpeiice. aHHblin agpec
He KOHhUrypupyeTtcs 1 Ha3Ha4yaeTcs aBToOMaTUyecKy;

+ Default IPv6 Gateway — w03 nNo ymonyaxuto gns IPve;

+ IPV6 DNS Nameservers — afipeca CepBepOoB AOMEHHbIX UMEH (MCMONb3yrTCs ANsi onpeaenenus IP-
afipeca ycTpoiicTsa no ero JOMeHHOMY MMeHWN). Mpu ycTaHoBKe chnara «Dynamin» 6yayT NCNOMb30BaHbI
DNS-cepBepa, nony4veHHble no DHCPv6; npu yctaHoBke donara «Manual» Heobxoanmo ykasaTtb DNS-
cepBepa BpYy4HYH.

KHonka «Update» ncnonb3yercsi a/si COxpaHeHUsi HAaCTPOEK.
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5.3 MNMogmeHto «IPv6 Tunnel»

B pasgene «IPv6 Tunnel» BbinonHsaeTCcA HacTpoiika TyHHennposaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcs
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPvé-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka faHHOro oyHKLMOHaNa Nno3BoseT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host izatap (w000 xxx [ Hostname max 253 characters, Default: izatap)
ISATAP Query Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP IPwE Link Local Address

ISATAP IPvE Global Address

Click "Update™ to save the new settings.

Update

ISATAP Status — pexum paboTbl npoTokona ISATAP:
* Enabled - pa3pelueHa paboTta no npotokony ISATAP;
+ Disabled — 3anpelleHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec unm nms xocTa, 3a1laeTcs CTpoka A0 253 CMMBO/I0B, N0 YMONMYaAHWUIO —
isatap;
* ISATAP Query Interval — nutepsan Bpemenu onpoca DNS, npuHumaet 3HaveHus 120-3600, no
ymonyaHuo — 120;
« ISATAP Solicitation Interval — nHTepBan BpeMeHn Mexay CoobLeHNsMI 3anpoca, MPUHUMAET 3HAYeHUS
120-3600, no ymonuaHuto — 120;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-aapec yCcTpoicTBa;
« ISATAP IPv6 Global Address — rnobanbHbliin IPv6-agpec ycTpoiicTBa.

KHonka «Update» ncnonb3yercs Ans coxpaHeHUst HAaCTPOEK.

5.4 MopmeHto «Wireless Settings»

B noameHto «Wireless Settings» BbINoNHAOTCA HacTpoiiku 6ecnposogHoii Wi-Fi ceTn. YcTpoincTeo nmeet 2
He3aBUCUMbIX (PU3NYECKMX pagmnonHTepdelica, CNOCOBHbIX paboTaTb B CBOEM pPeXMMe U AnanasoHe KaKabli.
Ona WOP-2ac SFP, WOP-2ac GPON, WEP-2ac, WOP-2ac 3achmkcrpoBaHbl gnanasoHbl: S Ty, ToNbKo Ha
nepsoM pagnouHTepdelice, 2,4 'y, TONLKO Ha BTOPOM paguovHTepdielice. B npeacTtaBnieHHOM pasfene MeHHo
NPUBOAUTCA pasfenibHast HaCTPOoKa ANs Kaxaoro nitepdelica.
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Modify wireless settings

Country Russia v
Transmit Power Control on

TSPEC Wiclation Interval 300 (5ec, Range: O - 200, O Disables)
Global Isolation

Radio Interface * on off

MAC Address ABFS4B:BTED:4D

Mode IEEE B02.1lainfac

Chaninel Auto w
Airtime Faimess * on off

FBWA on * o

Radio Interface 2 * on o

MAC Address ABF34B.BTED:SD

Mode IEEE 802.11big/n b
Channel Ao ™
Adrtime Faimess * on Off

FBWA on '* o
Click “Update” to save the new settings.
Update

Country — Ha3BaHue CTpaHbl, B KOTOPOii paboTaeT Touka JocTyna. B 3aBMCUMOCTY OT YKa3aHHOro
3HauYeHns1 ByayT NPYMEHEHbI OrPaHNYEHUs K NO/I0Ce YacToT U MOLLIHOCTY NepeaTynka, KoTopble
AEeCTBYIOT B laHHOI cTpaHe. OT YCTaHOB/IEHHOI CTpaHbl 3aBUCUT CNIUCOK AOCTYMHbIX YACTOTHbIX

KaHaU/10B W, c/iegoBartesibHO, 3TO B/IMAET Ha aBTOMaTUYECKUIA Bbl60p KaHaJla B pexunme Channel = Auto.

Ecnu ncnonb3yeTcs KAMeHTckoe 060pyaoBaHme, NMMLEH3MPOBAHHOE /18 UICMO/Mb30BaHKSA B ApYrom
PEermoHe, BO3MOXHO, YCTaHOBUTL CBS3b C TOUKOW AOCTYNa B TaKOM C/lyyae He yAacTcs.

° Bbl60p HEMNnpaBu/1IbHOIO pernoHa MOXeET NMPUBECTN K npo6nemaM COBMECTUMOCTHU C pa3HbIMU
KNMNEHTCKNMMN yCTpOVICTBaMI/I.

Transmit Power Control — HacTpoiika pexuma orpaHuyeHnst napametpa Transmit Power Limit:

+ On — MmakcumanbHoe 3HadeHne VM orpaHuymMBaeTca B COOTBETCTBUN C 3aKOHOAATE/IbCTBOM
P® 1 He npeBbiwaeT 100 MBT (16 ABEM n3nyyaemoii nepeaaTynmkom MOLHOCTY Af1st AvanasoHa
2,4TTu, 19 obM n3nyyaemoil nepegaTymkom MoLLHOCT — ans 5 ).

+ Off — makcumanbHoe 3HadveHne AUNVIM orpaHnymnBaeTcs OU3NYECKMMUN XapakTepucTnkamm
nepepatymka Ansa scex ycrporicte WOP/WEP-2ac, makcvmanbHoe 3HavyeHne SNVM ans
AnanasoHa 2,4 I'Ty - 18 gbm, ana guanasoHa STy — 21 abm.

TSPEC Violation Interval — nHTepBan BpeMeHMU, BblAeNEHHbI 47151 TOYKM A0CTYNa, YTOObl COOOLNTL
yepes cuctemy siormposaHmsa nam SNMP 0 npucoeguHEHHbIX KNTMeHTax, KOTopble He NoALepXnBatoT
o6s3aTesibHble NpoLueaypb! LONYCKa;

Global Isolation — npv ycTaHOBNEHHOM donare BK/IKOUeHa M30MALUMS Tpadmka Mexay KNMeHTamu pasHbIX

VAP 1 pasHbIX paguonHTepgeincos;
Radio Interface — cocTtosiHne pagnonHTepdeiica:
+ On — npu ycTaHOB/IEHHOM (prare pagnovHTepelic akTuBeH;
+ Off — npn ycTaHOBNEHHOM (hnare pagnonHTepenc BbIKOUEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
Mode — BbI6Op pexrma paboTbl 6eCNPOBOAHOI0 MHTEPJIECa;
Channel — Homep kaHana ans paboTel 6ecnpoBOAHON ceTu. MNpu BbiIbope 3HaYeHMs «auto»
aBToOMaTU4ecKkun onpeaenseTca kKaHasl C MEHbLUVM YPOBHEM MOMEX;
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« Airtime fairness — pyHKUMS 3NPHON PaANOA0CTYNHOCTU:

* On — npu ycTaHoB/IEHHOM (hbnare oyHKLMA akTUBHA. DhnpHOe BpeMs paBHOMEPHO
pacnpegenserca Mexay nonb3osarensamu;
+ Off — oyHKUMA BbIK/OYEHA.

* FBWA — nponpueTapHas TEXHO/10r1, N03BoS0Was Bbloupatb ANna npyema n nepefadn gaHHbix
LEHTpaU/IbHYI0 4YacToTy, a He YCTaHOB/EHHbI kaHas no ctaHaapTam IEEE 802.11. Mo ctaHgaptam IEEE
802.11 management 1 data Tpadmk MOXeT 1CNONb30BaTb Pa3Hyto LEHTPasIbHY0 YacToTy (aKTyasibHO
TO/IbKO NPV UCMOMb30BaHMM WNPUHbI KaHana 40/80 My, TexHonornsa AoctynHa Tonbko ans Outdoor
YCTPOICTB).

* On — TEXHOMOrNA BK/TOYEHA;
+ Off — TexHonorns BbIKNOYEHA.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.5 MNMopgmeHto «Radio»

B nogmeHto «Radio» BbINOAHATCA paclumMpeHHble HacTpoiikn 6ecnposogHoit Wi-Fi ceTn ans kaxgoro
pagnovHTepdelica.

Modify radio settings

Radio | 1 «

Status * on Off

Mode | IEEE 802.1la/nfac ~

Channel Auto v
Channel Update Period Off g

Limit Channels

Channell 36 | 40 | 44 | 48 | 52 | 56 | 60 | 64 (132|136|140| 144|145 | 153|157 |161| Al
Use

Channel Bandwidth B0 MHz ~

Primary Channel Lower v

Transmit Power Limit 19 |(dBm, Range: 10 - 18)
Transmit Chain v a1 v Ao

Advanced Settings

TSPEC Settings

Click “Update” to save the new settings.
Update

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nutepdelica;
+ Status — coctosiHue koHdurypupyemoro Wi-Fi nitepdpelica:
+ On - npu yctaHoBsieHHoOM tpnare Wi-Fi nHTepcheic BktoYeH,;
+ Off — npn yctaHoBneHHom chnare Wi-Fi uHTepheinc BbIKOYEH;
* Mode — BbIGOp pexrma paboTbl pagnonHTepdgeinca:
* |EEE 802.11b/g — 4acTOTHbI ananasoH 2,4 'L, MakcuMasibHasi CKOpoCTb nepegayn 54 Mout/c;
+ |EEE 802.11b/g/n — 4acTOTHbIN AnanasoH 2,4 MU, MakcumasibHasi CKopocTb nepegayun 450 MouT/
C
* 2.4 Ghz IEEE 802.11n — 4yacTOTHbI gnanas3oH 2,4 'y, MakcuMasibHast CKopocTb nepegayun 450
M6uT/C. BO3MOXHO MOAK/IOYEHNE KIMEHTOB TOMbKO C Noanepxkon ctaHgapta IEEE 802.11n;
* |EEE 802.17a — 4acCTOTHbIV AnanasoH 5 'Tu, MmakcumanibHaa cKopocTb nepegayn 54 MouTt/c;

40



Web-koHdhurypaTop WOP-2ac

« IEEE 802.171a/n/ac — 4acTOTHbIn gnanasoH 5 'L, MakcuMasibHast ckopocTb nepegayun 1300 Mout/
o
* IEEE 802.11n/ac — 4yacTOTHbIN gnanasoH 5 'y, MakcuManbHas ckopocTb nepegayn 1300 MouT/c.
B0O3MOXHO NoAKo4YEHME KNTMEHTOB TOMLKO C nogaepkkoi ctaHaapta IEEE 802.11n/ac;

Channel — BbI6op pagvokaHana ansa pabotsl Wi-Fi nHTepdelica. MNpu Bbibope 3HauveHus «Auto»
aBTOMaTUYeCKN onpefensAeTca KaHasl C HaMMEHbLUMM KOMIMYEeCTBOM paboTaroLLmxX ToYeK AOCTyna Ha
[aHHOM KaHaJie C yYeTOM 3aaHHOro perMoHa;
Channel Update Period — nepuog BpeMeH), Yepes KOTOopbIi ByaeT NpOMCX0AnTb aBTOBbIOOP
ONTUM&JIbHOTO KaHana;
Limit Channels — cnncok kaHanoB, koTopble T/, MOXET BblbvpaTb A5 paboThbl B pexume «Auto,
Channel Bandwidth — lwmprHa NONOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb U3MEHEH TO/IbKO MPU NPOMYCKHON CMOCOBHOCTY CTaTUYeCKN
3agaHHoro kaHana 40 MIry,. Kanan 40 MI'y, MOXXHO cuMTaTb COCTOALMM U3 ABYX kKaHau1ioB no 20 My,
KOTOpble rpaHuyaT B 4acTOTHON obnacTtu. 3T Aea kaHana 20 My Ha3bIBaOT NEPBUYHLIM U BTOPUYHBIM
KaHanamu. MepBrYHbIA KaHaN UCNO/b3YeTCA K/IMEHTaMK, KOTOPbIE NOAAEPXKMBAIOT TONIbLKO MOM0Cy
nponyckaHua kaHasa 20 MIy:

*+ Upper— nepBu4yHbIM KaHasiom 6yaeT BepxHuid kaHan 20 MMy, B nonoce 40 MIy;

+ Lower— nepBUYHbIM KaHas10M ByaeT HUXHUIA kaHan 20 My B nonoce 40 My,
Transmit Power Limit — MOLLHOCTb NepefaTynka pagnovHtTepdelica, B 4bMm. [Npy BKIHOYEHHOM pexnme
Transmit Power Control B gnana3soHe 2,4 [T npuHMMaeT 3HadyeHus ot 8 fo 16, no ymonyaHuo — 16, B
AvanasoHe 5 [Ty npuHumMaeT 3HavyeHusa ot 1 go 19, no ymonyanuio — 19. Npu OTKNHOYEHHOM pexume
Transmit Power Control «Outdoor» npuHMMaeT 3Ha4YeHns B AnanasoHe 2.4y ot 8 Ao 18, No ymonyaHuto
- 18, B gnanasoHe STy ot 1 4o 21, no ymonyauutio - 21;
Transmit Chain— donarv akTMBHOCTM aHTEHH. Npu yCTaHOB/IEHHOM p/iare COOTBETCTBYHLLAA aHTEHHA
BKJ/THOYEHA.

© Knuentckue Wi-Fi ycTpoiicTBa MOryT He NOAAEPXMBATbL HEKOTOPbIE YACTOTHbIE KaHaslbl.

PekomeHayeTca HasHavyaTb YacToTHbIe kaHasbl 1-11 gna guanasoHa 2,4 'y, n 36-48 gns
AnanasoHa 5 T, ecnu HeT nHopmauumn o KaHasnax, NnogaepXnBaemMblx KNneHTamu.

© Mpu ycTaHOBKe YaCTOTHOrO KaHaa 13 guanasoHa 52-144 sknoyeHune nHtepderica Wi-Fi
NpouCXoanT Yyepes T MUHYTY.

UYTo6bl NEPENTN K paclUMPEHHOMY CMUCKY NapaMeTpoB, HaxkmuTe "+" HanpoTue "Advanced settings":
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DBESS Comgsianos

DF S Suppant

Mulsidamain Reguixary Maods

Snart Guard Imerval Suppaned

STEC Made

DTiIM Period

Fragmemasiaon Threshoid

RTS Threshaid

Mapdmum Siafions

Fimad Muiscss Rage

Frame.urst Supgna

ARF Supprezcion

DHCF Snaaging Moade

LY}

| mange: 1223,

Web-KoHdurypaTop WOP-2ac

| Mzec, Range: 20- 200m)

[z3% | (Range: 2302320, Bven Humbers)

|z27 | (Range: o-ammay

(200 |mRange: o200

| || asa || Remave Seecea

[Range: 13034, 20 wian-ids max)

(s v e

|EI'U'

|om ~ |

[Eoasts Downstream Throughp]

WHT 552 MCS0-MTCE58 {13 - 130 Mibps)
WHT N552 MCS50-MCST (13 - 130 MoOps)
MCS Rafe Set :h"HT M55l MCS0-MC53 (835 - 78 HI]E?
VHT NSE1 MCS0-MCTET (4.3 - 83 Mbps)
MCS13 {130 Mips)
MIC 514 {117 Migps)
Legacy Rale Seis
Rate {Mips) a4 | 23 |30 | 24| 18 | 12| 3 a
Sepportex | [ | 8| o | [ | (o | | e
Basc OO O [ WA O | A 00| A
o R Limi | =1} | e per L]
| Eroadcastiiuiscast Rate Limisng
SE- mid Eur | T3 | 1% per Wl
WHT Feahwes ]
TSPEC Senngs =

(Chick “Update™ io sawe The new Sefings.
| updse |

+ OBSS Coexistence— pexunm aBToMaTMyeCcKo CMeHbl LWMpUHbI kKaHana ¢ 40 My, Ha 20 MMy npu

3arpy>eHHom paamnoadmpe:

* On — npu yCTaHOB/IEHHOM (p/1are pexvm BK/HOYEH;
+ Off — npy ycTaHOBNEHHOM (h/1are Pexum BbIK/OYEH;
* DFS Support — mexaHu3m guHamMn4eckoro Bblbopa 4actoTbl. TpebyeT OT 6eCnpOBOAHbIX YCTPOWCTB
CKaHvupoBaTb paavoadmp 1 nsberarb UCNO/Ib30BaHUS KaHas10B, COBNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagmnonokaumoHHble cuctemsl B 5 'L AnanasoHe. MNose fOoCTYNHO, TO/IbKO ecnn BblbpaH
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pexum paboTbl pagnonHTepderica Ha yactote 5 Tw,.

* On — npu ycTaHOB/IEHHOM (priare noAgepxka MexaHn3ma BK/THUEHa;

+ Off — npy ycTaHOBNEHHOM (hn1are nogaepXXka MexaHn3Ma BbIK/THOUYEHS;
Multidomain Regulatory Mode — pexum nepefayv ycTpoicTBOM MHADOPMAaLMN O BbICTaB/IEHHOM PErvoHe
B C/Ty)ebHbIX coobLyeHnsix Beacon frame:

* Enable- pexum BK/OYEH;

* Disable — pexum BbIK/TOYEH;
Short Guard Interval Supported — nogaepXka yKOpOYeHHOro 3aLlUTHOIO HTepBasia. ATO Nose AOCTYIHO,
TONbKO €C/M BblOGpaHHbI peXxum paboTbl pagnonHTepderica BknovaeT B ceds 802.11n. YMeHbLUEHne
3alNTHOIO NHTEpBaU1a YBEIMYMBAET MPOMYCKHYH CMOCOOHOCTbL:

+ Yes— Touka focTyna nepegaet faHHble, ncnonb3ys 400 HC 3alUMTHbIM MHTepBas Npu 06LLEeHU C

KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ No- Touka gocTyna nepegaet AaHHble, ncrnonb3ys 800 HC 3alUMTHbIA NHTEpPBaT,
STBC Mode—- meTof NpOoCTaHCTBEHHO-BPEMEHHOI0 6/104HOr0 KOAMPOBAHUS, HaMpPaB/IeHHbI Ha
NOBbILLEHNE HAAEXHOCTU Nepefayun faHHbIX. [1one 4OCTYNHO, TONbKO eCcv BblGpaHHbI pexvM paboThbl
pagnovHTepdelica BkntoyaeT B cebs1 802.11n:

* Yes—- Touka goctyna nepegaet O4vH MOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH;

* No - Touka goctyna He nepefaeT OAVH 1 TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;
Protection — pexum paboTbl NpeoTBpaLLeHNA MEXCTaHLMOHHON UHTepepeHLmn:

* Auto — pexuM BK/IHOYEH;

+ Off — pexvM BbIK/THOYEH;
Beacon Interval — nepnog NocbIsIK1n MasiukoBbIX (hpeimoB. PpeiiMbl NnepesatoTcsa Ans 06HapyXeHus
TOUKM JocTyna B achupe, npuHuMaeT 3HavyeHms 20-2000 mc, no ymonyanuto - 100 mc;
DTIM Period — BpeMeHHOI nHTepBaJl, N0 NCTEYEHNM KOTOPOrO LUMPOKOBELLATE/IbHbIE U MY/ILTUKACTOBbIE
nakeTbl, MOMeLLEeHHbIe B 6ydhepe, 6yayT focTas/ieHbl 6ecnpoBOAHbLIM KNneHTaMm. Mpu BbiCTaBneHnn
60/bLUEro 3HaYeHNs NO3BONAET 60/bLUE IKOHOMUTL IHEPTUIO MOBUBHBIX KNIMEHTOB, O4HAKO NOBbILIAET
3alepXKy A/719 My/IsTUKACTOBOIO ayavo- 1 Bugeotpaduka. NMpuHumMaet 3HavyeHuns 1-255 mc, no
YyMOIYaHnio — 4 Mc;
Fragmentation Threshold — nopor coparmeHTaymun hpeiima, B 6aintax. NpuHMMaeT 3HaueHns 256-2346,
no ymosnyaHuio — 2346;
RTS Threshold — yka3blBaeT unMcno 6aiiT, yepes KOTOpoe NocbllaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNpuHuMaeT 3HaveHuns 0-2347, no ymonyanuio — 2347;
Maximum stations — MakcMmasibHoe YMUC/0 NOAK/TOUYEHHbIX KNNMEHTOB. MpuHnumaeT 3HadveHnsa 0-200, no
ymonyaHuo — 200;
DHCP Snooping Mode - ynpasneHue nonutuko o6paboTkm onumm 82:

+ Ignore — Ha TOUKe JocTyna oTk/AYeHa obpaboTka onuun 82;

* Replace — Touka focTyna noAcTaBnseT Uan 3aMeHsIeT 3HadeHue onuun 82.

+ DHCP Option 82 Circuit ID - cBo60gHasn cTpoka BBOAA 3HaYeHNs onuun 82 (orpaHunyeHvie B
52 cumBona). Ecnv octaBUTb CTOKY NyCTOW, T/, aBTOMaTUYeCKn NoACTaB/sSET 3HAYEHNE B
hopmare:
+ _Agent Circuit ID = \[mac-agpec Touku ; SSID\];
+ _Remote ID = \[mac-agpec knneHTa\] - noacTaBnseTcs aBTOMATNYECKU.

* Remove - T[] yganset 3Ha4deHune onuun 82.
VLANIist — cnucok VLAN, pa3speLleHHbIX AN nepegayv B 3omp (MCnosb3yeTcsi COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN list uicnonb3yetcsi B TOM c/lyyae, ecniv B CTOPOHY K/IMEHTCKOTO
YCTPOMCTBa HY>KHO nepepatb He oanH VLAN, a HecKo/bko. HacTpoiika akTyasibHa AN pexuma paboThbl
VAP - VlanTrunk. Makcumym — 20;
Fixed Multicast Rate — BbIGOp (pMKCMPOBAHHOM CKOPOCTM Nepeaayn My/ibTUKAcTOBOro Tpaduvka, npu
BblGOpe 3HauYeHns «auto» BbIGOP CKOPOCTW BbIMO/THAETCHA aBTOMaTUYECKY;
Frame-burst Support — pexum, N03BONSALLNIA YBETMYUTL NPOMYCKHYI0 CMOCOOBHOCTb /19 HUCXOAALETO
MOTOKa,;
ARP suppression — mexaH13m koHBepTuMpoBaHus ARP-3anpocoB 13 Broadcast B Unicast;
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MCS Rate Set - BbI6Op nogaepxmBaeMbiX KaHaUTbHbIX CKOpOCTel 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensembix cneundukaumamm ctaHgaprtos IEEE 802.11n/ac;
Legacy Rate Sets — nogaepXxuBaemMble 1 TpaHCMPYEMbIE TOUKOM A0CTyna Habopbl KaHa/IbHbIX
cKopocTei;
Broadcast/Multicast Rate Limit — npn ycTaHOB/IEHHOM dh/1are BbINOIHAETCA OrpaHuyeHne nepegaym
LUMPOKOBeELLATENTbHOIO/MYNLTUKACTOBOrO Tpadmka no 6ecnpoBogHoli cetu. Ans pefakTpoBaHus 6yayT
[OCTYMHbI crieaytoLme nons:

* Rate limit — nopor Ans ckopocTu nepefayn AaHHbIX, NakeT/c;

* Rate limit Burst — makcMMasibHOE 3Ha4YeHue Beriecka Tpadmka, naket/c.
Tspec Mode — perynupyet o6wmii pexum Tspec Ha Touke gocTyna.

+ On — Touka gocTyna obpabaTtbiBaeT Tspec-3anpochl OT K/IMEHTOB. Icnonb3yiiTe 3Ty HACTPOWAKY,
€C/1 Touka gocTyna obpabaTbiBaeT Tpamk oT QOS-COBMECTUMbIX YCTPOWMCTB, TaKMX Kak
cepTuduumpoBaHHbIin TenedoHbl Wi-Fi.

« Off — Touka gocTyna UrHopupyeT Tspec-3anpochl OT K/IMEHTOB. Vcnonb3yiiTe 3Ty HACTPOIiKy, ec/iun
Bbl HE XOTUTE MUCNOo/b30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

Tspec Voice ACMMode — pernameHTMpyeT 06s13aTe/bHbI KOHTPOsb gonycka (ACM) ans kateropum
ronocooro Tpacuka (Voice).

+ On — KNMeHTy TpebyeTca OTNpaBUTb 3anpoc K TOUKe AOCTyna nepes OTnpaBKoi Uav NosyYeHnem
NnoToKa ronocoBoro Tpaduka Voice.

+ Off — KIMEHT MOXET OTNPaBNSATbL U NOJyYaTb ro/10COBON Tpadmk Voice, He Tpebyst fonycKkaeMoii
Tspec; Touka goctyna urHopvpyert 3anpocbl Voice Tspec OT K/IMEHTOB.

Tspec VoiceACM Limit — onpegenseT npegen o6bema Voice-Tpadmka.

Tspec FBT Voice ACM Limit — onpegensieT BepxHuii npefen obbema Voice-Tpadmka 4Nns KNMeHToB B
POYMUHre Ha 3TOWM ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec Video ACMMode — pernameHTUpYeT 06s13aTesbHbI KOHTPOsb Aonycka (ACM) ans kateropun
Video-Tpaduika.

+ On — KMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTrnpasBKov Un NonyyYyeHnem
notoka Video-Tpacumka.

+ Off — KNNEHT MOXET OTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

Tspec Video ACM Limit — onpepgensieT BepxHuii npegen oobbema Video-Tpadmka

Tspec FBT Video ACM Limit — onpefensieT BepxHuin npegen o6bema Video-Tpaduka ans KNMeHToB B
POYMUHre Ha 3TOW TOYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec BE ACM Mode — pernameHTUpyeT 0653aTeNbHbIli KOHTPO/b Aonycka AN kareropumn BE-Tpacdmka.

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
notoka Tpadmka kateropuu BE.

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNy4YaTb Tpaduk kateropun BE, 6e3 He06XxoaAMMOCTK 3anpoca.
Tspec BE ACM Limit — onpegensieT BepxHuii npegen obbema Tpadmka kareropmum BE gns knneHToB B
POYMUHre Ha 3TOWM ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec BK ACMMode — pernameHTUpyeT 06s3aTeNbHbIi KOHTPO/b Aonycka ansa kareropun BK-Tpadumka.

+ On — KIMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin nonyyeHnem
notoka Tpadwmka kateropum BK.

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNy4yaTb TPadunk kateropun BK 6e3 Heob6xoaumocTy 3anpoca.
Tspec BK ACM Limit — onpeaensieT BepxHuii npeaen o6bema Tpadumka kateropum BK gna knneHTos B
POYMUHre Ha 3TOW TOYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec AP Inactivitytimeout— Bpems, M0 UCTEYEHWNIO KOTOPOTO, ByAyT YAANATLCA HEaKTUBHbIE K/IMEHTbI C
Touku gocTyna (npoeepsietcst notok downlink).

Tspec Stationinactivitytimeout — Bpems, No UCTEUYEHNIO KOTOPOro, 6yAyT yAanATbCA HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoeepsieTcst noTok uplink).

Tspec Legacy WMM QueueMapMode — BbibepuTe Bks1, 4TOObI Nofy4YaTb TpaduK pasnyHbIX KaTeropuii
Ha oyepepsx, pabortawowmx B AKM.

VHT Features — dpyHKUMS BK/IHOYEHUS/BbIKItOYeHNUs Broadcom pacwmpenus B VHT. ®yHkumnsa VHT
BK/IIOYAET noagepxky 256QAM, nogaepxmsaetca gsia 802.11ac.
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© nNpepynpexaenue
HacTpanBaTb cocTaB MCMNO/b3yEMbIX aHTEHH A0MyCcKaeTcs TofbKo ang yctpoiicteB WOP-2ac. A
WEP-2ac HacTpolika ckpbiTa.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

5.6 MopameHto «Scheduler»

B nogmeHto «Scheduler» BbINo/HAETCA HACTpoIiKa NAaHMpPoBLLMKa paboTbl Touek AocTyna. C NoMOLLbHo
HaCTPOEK [JaHHOTO MEHH0 MOXHO CKOH(UIYpUpoBaTb BpeEMSl paboTbl ONpeeNieHHOro paamonHTepdeiica nnm
BUPTYasIbHOI TOYKM A0CTyna.

Scheduler Configuration

Global Scheduler Mode: Enable '®* Dizable

Scheduler Operational Status
Status: down

Reason: | ConfigDown TimeMotSet

Scheduler Profile (Range: 1 - 32 chars) | Add |

Rule Configuration

Select Profile v | Remove |
Set Schedule & Daily

Weekday

Weekend

On | Sunday ¥

Start Time |00 ¥ | : |00 ¥ |End Time |00 ¥ | |00 ¥

L Add Rule |
Profile Name Rule I Day of the Week Start Time End Time

| Modify Rule | | Remave Rule |

Click "Update™ to =ave the new settings.
| Update |

* Global Scheduler Mode — Bk/ito4eHVe/BbIK/THOYEHWE NIAHUPOBLLMKA:
+ Enable — npu ycTaHOB/EHHOM oiare NAaHUPOBLUYK BK/TOYEH;
+ Disable — npu ycTaHOB/IEHHOM ¢h/1are Nn1aHNPOBLLUUK BbIK/HOYEH;
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Scheduler Operational Status — B pasgene BbINo/HAETCS NPOCMOTP O COCTOSIHMM PabOTbl N1IAHMPOBLLMKA:

+ Status — ctaTyc paboTbl NN1aHNPOBLLVKSE,;
* Reason - pononHuTeNnbHas MHhopmaums 0 COCTOAHUM paboTbl NIaHUPOBLLMKA:
*+ IsActive — B paboyemM COCTOAHUY;
+ ConfigDown — NNaHUPOBLUYK BbIK/IKOYEH, OTCYTCTBYHOT I1106a/IbHblE HACTPOWKY;
+ TimeNotSet — NNaHWPOBLLVK BbIK/IIOYEH, HA YCTPOCTBE HE YCTAaHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnNaHMPOBLLYK BbIK/THOYEH, YCTPONCTBO B peXMME ynpaB/eHus,
Scheduler Profile — nmsa co3gaBaemoro npodounas N1aHNPoOBLLMKA, 3a8aeTcs oT 1-32 cMMBOJIOB.

[na pobasneHusi npochuns B cuctemy ykaxute ums B none «Scheduler Profile» n HaxmuTe kHonky «Add».
Rule Configuration — B pa3gene BbINo/HAETCS HACTPOlika NapameTpoB NPoghn/IA NIaHMPOBLUMKA:

« Select Profile — nmsa co3gaHHOro npodnns, 4719 KOTOPOro 6yAeT BbINOMHATLCA HACTPOiKa NapaMeTpPOB;
+ Set Schedule — geHb Hegenu paboTbl NNAHNPOBLLMKA:
* Daily — exefHeBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIxogHblE OHK;
« On — onpefeneHHbIin AeHb, BbIGOP OCYLLECTBSETCA 13 BbiNaAatoLLero Crnmcka;
« Start Time — Bpemsi BK/IIOYEHUST paanovHTepdeiica, 3a4aeTcs B BUAE YaCbl:MUHYThI;
+ End Time — BpeMms BbIK/KOYEHNA paanonHTepdeiica, 3a4aeTcs B BUAE YaCbl:MUHYThI.

[lna coxpaHeHns HOBOTroO nNpasuia Npodns HaxmuTe kHonky «Add Rule». 1ns yaaneHus npaBuna Bblbepute
npaBw/io B CINCKE M HaXKMUTe KHOMKY «<Remove Rule». 115 n3meHeHns HacTpoek npasuia BbiGepute npasuio
N HaxxmuTe KHonky «Modify Rule».

HaxxmunTe kHonky «Update» gnsi coxpaHeHWs BHECEHHbIX M3MEHEHMWIA.
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B pasgene «Scheduler Association» BbINoNHSAETCA NpUBSA3Ka NpaBu/ NIAHUPOBLLMKA K BUPTYasIbHbIM TOUKaM

[0CTyna unu paguonHTepdgeiicam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status
up

up

0]

v

v

v

VAP Scheduler Profile Operational Status

up

up

aown

gown

aawn

aown

gown

aawn

aown

gown

aawn

aown

gown

gown

aown

gown

Click "Update” to save the new settings.
Update

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.
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B pasgene «VAP» BbINONHAETCA HAcTpoiika BUpPTyasibHbIX Tovek aocTtyna Ha Wi-Fi nHtepdpeiicax n HacTporika
napameTpoB RADIUS-cepBepa. MOXeT 6bITb CKOHGUIypupoBaHo A0 16 Todek gocTtyna Ha kaxkaom Wi-Fi

nHTEpdeiice.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain:

RADIUS IP Address Type: () |oyq IPvE
RADIUS IP Address 192.168.1.1
RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: sssssnes
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

Enable RADIUS Accounting

Radio

1~

VAP Enabled VLAN ID SSID Broadcast SSID ‘Station Isolation Band Steer B02.11k DSCP Priority VLAN Trunk General Mode General VLAN ID WLAN Priority Security MAC Auth Type
0 w 148 Eftex-Local 4 w 1 0w 'WPA Enterprise Disabled E]
WPA Versions: (v wpa TKIP WPAZ-AES
Enable Pre-authentication
Use Global RADIUS Server Settings
RADIUS Domain: enterprise.service.root
RADIUS IP Address Type: (8 |pya IPvE

RADIUS IP Address: 172.16.0.134
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key ssssssse
RADIUS Key-1.
RADIUS Key-2:
RADIUS Key-3:
v Enable RADIUS Accounting
Active Server RADIUS IP Address
Broadcast Key Refresh Rate |0
Session Key Refresh Rate 0

(Range:0-86400)
(Range:30-86400, 0 Disables)

Global RADIUS server settings — B pa3aene BbINO/HAKTCA rN06anbHble HACTPOIiKK aBTopm3aummn no RADIUS-
NpPOTOKONY:

RADIUS Domain — poMeH nonb30oBaresns;

RADIUS IP address Type — Bbibop npoTtokona IPv4 nnn IPvé gnsa goctyna Ha cepsep RADIUS;

RADIUS IP Address — agpec RADIUS-cepsepa. Mpu HegocTynHocTn ocHoBHOro RADIUS-cepBepa,
3anpockl 6yayT OTNPaBAATLCA Ha Pe3epPBHbIE;

RADIUS Key — naponb ans astopmsaunmn Ha RADIUS-cepepe;

Enable RADIUS accounting — npu ycTaHOBNeHHOM chniare 6yayT oTnpaBnATbcs coobuieHns «Accounting»
Ha RADIUS-cepsep.

HacTtpoiika Touek gocrtyna:

Radio - BbI6Op HacTpanBaeMoro paanovHTepdeiica;

VAP - nopsakoBbIii HOMEP BUPTYasibHOM TOUKM A0CTYNa,;

Enabled — npv yctaHOBNeHHOM chnare BUpTyasibHast ToUKa AOCTyna BK/IYEHa, MHA4Ye — BbIK/HYEHA:
VLANID - Homep VLAN, K KOTOpOMY NpuBsidaHa BUPTYyasibHas Touka A0oCTyna;

SSID — nmsi 6ecnpoBOAHOI CETY;

BroadcastSSID — npu ycTtaHoBNeHHOM chniare BKNHOYEHO BellaHue B agoup nmern SSID, nHave —
BbIK/THOYEHO;

Station Isolation — npn ycTaHOBNEHHOM dh/iare BK/UYeHa M3015Uma KNMEHTOB APYr OT Apyra B npeaenax
oaHoro SSID;
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BandSteer — npu ycTaHOB/IEHHOM ¢o/1are akTMBHO NPUOPUTETHOE NOAKNIOYEHME KneHTa K 5 Ty, ceTn.
[ns paboTbl 3TOW (PYHKLMN HYXXHO HACTPOUTL PaaMoNHTEPKENChI TOYKM AOCTYNa Ha pa3Hble YacTOoTbl
2.4TTywn5TlTy, co3gatb VAP c ognHakoBbiM SSID Ha kaxxgom pagvonHTepdpeiice,  akTuBMpoBaTb Ha
HUX napameTp «BandSteer»,
802.11k — BknounTb Noaaepxky ctaHgapta 802.11k Ha BUpTyasibHOI TOYKe A0CTYynNa;
DSCPPriority - npn ycTaHOBNEHHOM (p/iare UCTOYHUKOM NpuopuTeTa Ans Bblbopa ovepean 6yayT AaHHble
DSCP, npu cHsaTtom — 802.1p;
VLAN trunk — npw ycTaHOBNeHHOM chnare UCnosib3yeTcst TPaHKOBbIV NOPT 415 NOAK/IHYEeHNS abOHEHTa;
General Mode - npun yctaHoBneHHOM chnare 6yaeT ncnonb3oBatbest General nopT AN NogKNHOYEHUS
KJIMEHTCKOro o6opyaoBaHuA - NpYemM v nepegaya TerMpoBaHHONO M HETETMPOBAHHOIO Tpaduka;
General VLAN ID - Homep VLAN, KoTOpbIli 6yAeT CHAMATbCA B CTOPOHY K/IMEHTCKOro o6opyaoBaHus/B
KOTOpbIA ByaeT 3aBOpaymBaTbCs HETEMNMPOBAHHbIN Tpaduk;
VLANPriority — npuopuTeT 3-T0 YpOBHS, KOTOPbI OyAeT Ha3HavyaTbCa Ha NakeTbl, NPOXo4dLmne yepes
AaHHbIn VAP ¢ pagmo acmpa B CTOPOHY NPOBOAHON CeTy;
Security — pexum 6e30nacHOCTM AOCTyna K 6eCnpoBOAHON CETU:
* None - He ncnonb3oBaTh WKU(POBaHUE AN1A Nepefayn faHHbIX. Touka OTKpbITa A1 AocTyna
JTI0O0ro K/INEeHT];
+ WPA Personal - wudposaHne WPA n WPA2, npu Bbibope gaHHOro cnocoba 6yayT AOCTYMHbI
cnefytoLve HacTPONKK:

WPAVersions: 4 WPA-TKIP WPAR-AES
Key:
Broadcast Key Refresh Rate |0 (Range:0-86400)

+ WPAVersions — Bepcus wngposanms: WPA-TKIP, WPA2-AES.

* KEY — WPA-kntou. invHa kntova coctaenseT ot 8 Ao 63 cCMMBO/0B.

* Broadcast Key Refresh Rate — nHtepBan 06HOB/IEHNS LUMPOKOBELLATENBHOrO K/tova. MNpuHumaeT
3Ha4veHuns 0-86400, no ymonyanuto — 0.

* MFP - 3awmTa ynpasnswLwmx kagpos: Not Required — He ucnonb3oBaTb; Capable — onumnoHasnbHo;
Required — ncnonb3oBarb;

« WPAEnterprise — pexnm ceptudmkaimm yCTPONCTB 6ecrnpoBOAHON CBA3N, NPU KOTOPOM KNTMEHT

aBTOpU3yeTCs Ha LeHTpannsoBaHHOM RADIUS-cepBepe. [ns HACTPOKN AaHHOro pexunma 6e30nacHocTu

TpebyeTcs ykazaTb napameTpbl RADIUS-cepBepa (Bo3MOXHO mcnonb3oBaHve 10 4 RADIUS-cepeepoB

0[IHOBPEMEHHO, HO C YKa3aHWeM OfIHOr0 aKTUBHOIO Ha [laHHbIi MOMEHT). Takxe TpebyeTcs yKkasaTb

[OMEH, BEpCUN NPOTOKO/OB pexuma 6e3onacHoCTn 1 Knoum ansa kaxaoro RADIUS-cepsepa.

WPAVersions: WPA-TKIP WPAZ-AES
Enzble pre-authentication
MFP ¥ Not Required Capable Required
#| Use global RADIUS server settings

T
fa)

192.168.1.1

RADIUS Kevy LIITTITT]

nable RADIUS a g
Active Server: RADIUS IF Address ¥

Broadcast Key Refresh Rate |0 (Range:0-88400)

Session Key Refresh Rate a (Range:30-86400 ,0 Disables)
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* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

5.9 MNMogmeHto «VAP Minimal Signal»

B paspgene BbINO/HAETCS HACTPOMKa QOYHKUMM OTKoYeHNs KnneHTckoro Wi-Fi 06opygoBaHus npu HU3KOM
YPOBHE CUrHasna, NpUHNMaeMoM OT Hero.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check signal timeout (Sec, Range: 1 - 300)
0 Ld -75 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
G -100 10
7 -100 10
g -100 10
9 -100 10
10 -100 10
11 -100 10
12 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update™ to save the new settings.

Update

* Radio — BbIGOp HacCTpaMBaemoro pagmonHTepgeinca;

+ VAP - HOMep BUPTYa/IbHOW TOYKN JOCTYNa;

* Minimal signal Enabled — npu yctaHoBneHHOM chniare BkoveHa pyHkuma Minimal Signal,

* Minimal signal, dBm — ypoBeHb curHasia B ABM, H/Xe KOTOPOro NPOUCXOAUT OTK/THOUYEHWE KIIMEHTCKOIO
o6opyaoBaHus;

+ Check signal timeout, s — nepunof BpeMeH!, No UCTEYEHNN KOTOPOro NMPUHUMAETCS peLueHne 06
OTK/IHOYEHWM KIMEHTCKOIo 060py0BaHUS.

HaxmunTe kHonky «Update» A5 coxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
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5.10 NMoameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» npon3soguTca 3agaHvue napameTpoB U HacTpoika poymuHra 802.11r mexay
6a30BbIMU CTAHLIMSMM.

Modify Fast Bss Transition settings

Fast Bss Transition Parameters

Fast Transition Mode Off ¥

FT over DS off ¥

Mobility Domain 0 (0 - 65535)

RO Key Holder (1 - 48 characters)
R1 Key Holder (3o 1 0 1 00 1001 0010 )
Reassociation Deadline |1000 (1000 - 4254967295)

Click "Update™ to save the new settings.
Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOTopom 6yaeT HacTpoeH FBT;

+ VAP — HOMep BUPTYasIbHOW TOYKM JOCTYNa, Ha KOTOPOI 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaumsa pyHKLMM BbICTPON Nepesayn 6azoBoro Habopa cnyxo s
YCKOpEeHUSA npoLecca ayTeHTUdrKauum Ha Touke goctyna:

* On - oyHKUMA BKIOYEHS,;
+ Off — doyHKUMS BbIKNHOYEHA.

* FT over DS — BKNoYeHne mexaHnaMma ooMeHa mexay 6a30BbiMU CTaHUMSAMY Yepe3 NPOBOAHYHO CETb.
KNueHT npu Heo6X04MMOCTM COBEPLUUTL POYMUHT OTMPAaBASET Ha TeKyLLyt Touky goctyna FT Action
Request frame ¢ He06X0AMMbIMM aBTOPM3ALMOHHBIMU AAHHbIMU. TekyLLas Touka AocTyna
NHKancynupyeT AaHHbI hpeiiM 1 nepeHanpas/iseT Ha Le/eByt TOUKY A0CTYyna Yepes NpoBOAHYH CETb.
LleneBas Touka focTyna noarsepxaaeT BO3MOXHOCTb ObICTPOM ayTeHTUMUKALMN UHKAMNCYIMPOBaHHbIM
coobLeHnem TekyLen Toukm goctyna FT Action Response frame. Tekylas Touka gocTyna nepecbiiaer
3T0 coobLeHve KMeHTy. [Mocne oKoHYaHUsA npoLecca KNMEeHT OTCbIaeT Ha Le/ieByto TOUKY JocTyna
3anpoc Reassociation. Mpwn oTkNto4eHHOW yHKUMK FT-over-DS paboTtaet FT-over-AIR, B TakoM cry4vae
aBTopu3auusa KveHTa Ha Lenesoit T, NpoMCXoAunT C UCMONb30BaHWEM CTaHAapTHbIX hpeimoB
ayTeHTugukaymm:

* On - oyHKUMA BKIOYEHS,;
+ Off — doyHKUMS BbIKNHOYEHA.

+ Mobility Domain identifier (MDID) — Homep rpynnbi (0 - 65535), B paMkax KOTOPOIi MOXET GbiTb COBEPLUEH
POYMUHT;

* RO Key Holder — kntou PMK-R0, no 48 cMMBO/10B. Takxe UCNOJb3yeTcs B Ka4ecTBe naeHTugurkaropa
NAS, koTopsblli 6yaet oTnpasnAaTbes B coobuieHmn Radius Access Request;

* R17 Key Holder — kntou PMK-R1 B chopmate MAC-agpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline, ms — makcmasibHOe paspeLleHHoe BpeMst OxunaaHusa 3anpoca "Reassociation”
OT cTaHumu. Mo ymonuaHuno ncnonb3yetcs 3HadeHne 1000 mc.

Haxxmute kHonky «Update» an1a coxpaHeHUsi BHECEHHbIX U3MEHEHWI.
Mocne ykasaHWs OCHOBHbIX NapamMeTpoB Heo6XoAMMO HACTPOUTL B3aMMOAENCTBIE C TOYKaMu AOCTyna, Mexay
KOTOpbIMY ByZeT OCYLLEeCTBATLCA POYMUHT, 3a4aB MAC-azpeca 1 Kuu.
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NASID RRE Key
MAC Address (1 - 48 characters) (16 characters)
AB:F9:4B:B0:45:70 AB:F9:4B:B0:2D:AD 1234567850123456 Add

Remote RO Key Holder Data [a5:Fa:48:80:44:80% key01*+1234567800123456

Remave

Click "Update”™ to save the new settings.
Update

R1 Key Holder RRE Key

MAC Address (MAC Address) (16 characters)

Add

Remote R1 Key Holder Data [a5:Fa:48:80:44:80% A8 F2:4B:60:20:A0"*1234567800123456

Remave

Click "Update”™ to save the new settings.
Update

* MAC Address — MAC-agpec TOYKM AOCTYNa, y4acTBYIOLWEN B POYMUHTE;
* NAS ID - ngentndmkatop NAS, npuHumaeT 3HadeHune, ykasaHHoe B RO Key Holder;
* RRB key - knto4 ans wndgpoBaHns RRM-coobLeHunin onnmHon 16 cuMBOMIOB.

Ans no6aBneHns 3an1cy B TabnuLy HaxXmuTe KHomky «Add».
Onsi ynaneuusi 3anucuy U3 Tabnulibl BbIAEUTE CTPOKY U HAXXMIUTE KHOMKY «Remove».

HaxmunTe kHomnky «Update» 51 COXpaHeHWs BHECEHHbIX M3MEHEHWIA.
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5.11 MNMogmeHto «Wireless Multicast Forwarding»

B pasgene «Wireless Multicast Forwarding» BbinonHsaeTcA HacTpoika nepeHanpasneHns multicast-nakeTtos.

Modify Wireless Multicast Forwarding settings

Radio |1 ¥

VAP Enabled WMF-Enable
0 b e

1

2

10
11
12
13
14

15

Click "Update” to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

* VAP — HOMep BUPTYasIbHOW TOUKM AOCTYNa,;

+ Enabled — npun yctaHOB/IEHHOM dhiare BUpPTyasibHasi Touka JocTyna 6yAeT akTVBHa, MHavye — He aKTUBHY,

+ WMF-Enable — npu ycTaHOB/IEHHOM chnare 6yAeT akTvBHa (PyHKLMA nepeHanpasneHns multicast-
NakeToB Ha BUPTYaslbHOIN TOUKe A0CTYnNa, MHavye — He akTMBHa.

HaxmunTe kHonky «Update» A5 coxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
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B pasgene «WDS» BbINOMHAETCA HACTPOIKA CBA3N MeXy TouKamu JocTyrna no 6ecnpoBoOfHON CETU.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

Refresh
Tunneling

Spanning Tree Mode

off -

Enabled ® Dhsabled

Radio

Local Address
Remote Address
Connection Status
Zignal

Encryption

2w

AB!F9:48:B5:DA:30
ad:fo:ab:ba:ffi10 -
up

=75

None (Flain-text) «

Radio
Local Address
Remote Address

Connection Status

Encryption

2 -
ABF9:4B8:B5:DA:30

aown

MNone (Plain-text) =

Radia
Local Address
Remote Addrass

Connection Status

Encryption

1w

ABFI:4B:B5:DAZ0

down

MNone (Plain-text) -

Radio
Local Address
Remote Address

Connection Status

Encryption

-

ABF9:48:B5:DA:20

QoWwn

None (Flain-text) »

Click "Update™ to save the new settings.

Update ]

+ Tunneling — onumst 4OCTYNHa TONbKO Npu ucnonb3oBaHun GRE:
+ Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNHOYEHa;
+ Master — Touka nogknto4yaeTcs B ceTb yepes Ethernet-nHrepdelic;
+ Slave — Touka nogkntoyaeTca K Master no pagmonHTepdeiicy;

« Spanning tree mode - pexum paboTbl npoTokona STP ansa npefoTepatleHust neTesnb B CETU:
« Enabled - npu yctaHoBneHHoOM cpnare NnpoTokon STP pa3pelleH Ansi ICNob30BaHus.

PekomeHayeTcs BKWOYATL npu ncnosnb3oaHum WDS;

+ Disable — npu yctaHoBneHHoM chnare npotokon STP 3anpelleH;

Radio — BbIbOp pagnonHTepdeiica;

Local Address — npocmoTp MAC-agpeca TekyLwero pagmonHtepgeinca;
Remote Address — agpec To4YkM JOCTyna, C KOTOPOI NpeaycMaTprBaeTCcsl COBMECTHas paboTa;
+ Connection Status — cTaTyc coegMHEHNS;
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+ Signal — ypoBeHb C KOTOpbIM BuAHa BCTpeyHasa T/,
* Encryption — BbI6Op pexuma LWndpoBaHns:
* None - He ncnonb3oBaTh WUPOBaHME;
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT AOCTYMNHbI
cnepyloLme HacTPOnKu:
+ SSID — nma Wi-Fi cetu;
+ KEY - WPA-kntoy. [invHa Kitova coctasnseT ot 8 Ao 63 cCMMBO/IOB.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pasgene «MAC Authentication» BbinonHsAeTcs HacTpoiika 6enbix/4yepHbix cnuckoB MAC-apecoB KNIMEHTOB,

KOTOPbIM pa3peLLeHo/3anpeLleHo NoaKYaTbes K aHHO Touke JocTyna.

G o] xTd -
Global policy @ aligws only stations in list

Block sll stations in list

w

10

i1

i2

13

14

i5

Stations List |08:aec:z

Access list default ¥

445
70:70:

Remove
Radio |1 ¥
WAP SSID
o wiap2_open

S_wepi_persona

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

Wirtual Access Point

5]

(7]

w

Click "Updata" to save the new ssttings.
Update

Add

ACL

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

Policy mode

Globa

Globa

Global

Globa

Globa

Global

Global

Globa

Global

Global

Globa

Global

Global

Globa

Global

Global

Configure MAC Authentication of client stations

T

T

v

Global policy — Bbibop cnucka gounstpaumum MAC-agpecoB npu ayTeHTUdukaumm;

Allow only stations in list — npn yctaHoBneHHoM chnare 6yaeT hopmmposatbes 6enblin cnncok MAC-

aflpecos;

Block all stations in list — npn yctaHoBNeHHOM chnare 6yaeT hopMmmpoBaTbCs YepHblii cnmcok MAC-

aflpecos.

Access list — Bbibop cnunckoB MAC-agpecos;

Stations List — cnncok MAC-afpecoB KIMEHTOB, KOTOPbIM paspeLleH/3anpeLLeH 4ocTym,

[Ona po6aeneHna MAC-agpeca B pasgene «access List» Bbloepute cnvcok comnstpaumm n seegute MAC-

afipec, KOTopbIii HYXXHO A06aBUTL B CNIMCOK. HaxkmuTe KHoNKy «Add».

Ona ypanenna MAC-agpeca B pasgere «Station List» BbibepuTe 3anmcb 1 HaxXMmnTe KHOMKy «Remove».

* Radio — BbI6Op paamo nHTepdeiica ToUkn AOCTyNa,;
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* VAP — HOMep BUPTYa/IbHOIN TOYKN AOCTYNa;

SSID — ums BUPTYyasibHOWN TOYKM JOCTYNa;

+ ACL - BbI6op cnncka MAC-agpecoB 419 NpUBA3KU ero K BblopaHHoMmy SSID;

* Policy mode — HacTpoiika 6enbix/4epHbix cnvckoB MAC-agpecos:
+ Global — gnsa tekywero SSID Bbi6GpaHHbIV cnucok Mac-agpecos 6yaeT COOTBETCTBOBATb

rno6asibHoMy cpnary;

« Allow — gns Tekyuiero SSID BblIGpaHHbIi CNUCOK BYAET ABNSATLCA GENbIM(A0CTYN paspeLLeH);
+ Block — gnsi Tekyuwiero SSID BbliGpaHHbIA CNMCOK BYAET SABNSATLCA YEPHBLIM(AOCTYN 3anpeLleH).

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.14 NMopmeHto «Load Balancing»

B pasgene «Load Balancing» BbINONHAETCA KOHUIyprpoBaHNE OrpaHnyYeHns BO3MOXHOCTU NOAK/THYEHUS K
TOYKe AOCTyna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings

Load Balancing Enabled ® Disabled
Utilization for No New Assocations 0 (Percent, 0 disables)

Click "Update” to save the new settings.
Update

+ Load Balancing — 6anaHcupoBKa Harpysku:
« Enabled — 6anaHcMpoBKa Harpy3ku BK/HOUYEHS;
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/ll0OYEHA.
« Utilization for No New Associations — ypoBeHb YyTUAM3aummn noaockl NPonyckaHnst TOYKM A0CTyna, npu
NPEeBbILLIEHNM KOTOPOI NPOMCXOAUT 3anpeT Ha NOoAK/oYEHNE HOBbIX KNIMEHTOB, 3agaeTcs B %. Mo
ymonuyanuio — 0.

HaxmunTe kHonky «Update» 51 cCOXpaHeHWsl BHECEHHbIX M3MEHEHMWIA.
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B pa3gene «Authentication» nponsBoanTCA HaCTPOMKa TOUKM AOCTYNa B PEXMM KveHTa no npotokony 802.1X

L5 NPOXOXAEHMS NpoLieaypbl ayTEHTUIMKALMM Ha BbILLECTOSILLIEM 060PYA0BaHUN.

Modify 802.1X Supplicant Authentication settings

Click "Refresh” button to refresh the page.
Refresh

Supplicant Configuration ...
802.1% Supplicant Enzbled ® Disabled

EAP Method MD5 ¥
Username (Range
Password (Range

Click "Update” to save the new settings.
Update

: 1 - 64 characters)

: 1 - 64 characters)

Certificate File Status ...
Certificate File Present no

Certificate Expiration Date | Mot Present

Certificate File Upload ...

Browse to the location where your certificate file is stored and click

Upload Method @ yyrp TETP

Filename BrifepuTe hain | ©ann He BuIbpaH

Upload

the "Upload” button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP servar information.

Supplicant Configuration — B pa3aene BbINOMHAETCS HACTPOKKA NapameTpoB ayTEHTUVKALMK:

+ 802.1X Supplicant — BKNOUNTL/BbIK/IOYNTL PAb0TY TOUKM JOCTYNA B PEXUME K/IMEHTA NO NPOTOKOY

802.1X:
« Enabled — BKNHOUNTD;
» Disabled — BbIKNOUUTb;

« EAP Method — anroputm wndpoBaHus Npu ayTeHTUdMUKaLMM NoNb3oBaTens;

+ Username — nmsa nonb3oBartens, 3afgaeTcs cTpoka 1-64 cumBo/oB;

+ Password — naponb, 3agaetcs cTpoika 1-64 cumBOoB.

Certificate File Status — B pasgene mMoxHo npocMoTpeTb nHdopmauuio o coctossHum HTTP SSL ceptudimkara.

Certificate File Upload — B pa3aene BbinonHsetcs 3arpyska dana HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku gpanna HTTP SSL cepTudounkara:
« HTTP - 3arpy3ka ceptudonkarta yepes HTTP. Npu BbIGOpe 3TOro cnocoba HaXXMUTE KHOMKY
«BbibepuTe dhaiin», ykaxute daiin, KoTopbli HY)XHO 3arpy3nTb B YCTPONCTBO;
« TFTP - 3arpy3ka ceptudmkata yepes TFTP. Mpu ykazaHun 3Toro cnocoba Hy>HO 3anoHUTb

cnepyoLe nons:

* Filename — nms haiina ceptudmkara;
+ Server IP — |IP-agpec cepsepa.

[ns 3arpyskn cepTudomkata HaxmmTe kHomnky «Upload».

5.16 MogmeHto «kManagement ACL»

B pa3gene «Management ACL» BbINOMHSIETCS HACTPOIKa CNMCKOB A0CTyna ynpaseHus yctpolicteom Web,

Telnet, SSH, SNMP.
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Configure Management Access Control Parameters

Manzagement ACL Mode Enabled ® Disabled

IP Address 1 (emxooocsnon )

IP Address 2 (emxooocsnon )

IP Address 2 (emxooocsnon )

IP Address 4 (emxooocsnon )

IP Address 5 (emxooocsnon )

IPvE Address 1 (0000 10000100001 0000000 00000 3000
IPvE Address 2 (0000 10000100001 0000000 00000 3000
IPvE Address 3 (0000 10000100001 0000000 00000 3000
IPvE Address 4 (0000 10000100001 0000000 00000 3000
IPvE Address 5 (0000 10000100001 0000000 00000 3000
Click "Update™ to save the new ssttings.

Update

+ Management ACL Mode — ncnonb3oBaHue CN1MCKOB AOCTyNa K ynpas/IeHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBfieHHOM dhnare OyHKLMOHa BK/IIOYEH;
+ Disabled — npu yctaHoB/ieHHOM dhnare OyHKLMOHaT OTK/THOYEH,;

* IP Address — cnncok xocToB |IPv4, KOTopble MMEIT A0CTYN K yNpaB/eHno YCTPOCTBOM;

* IPv6 Address — cnncok xocToB IPv4, KOTopble UMEKT A0CTYN K YNpaB/IEHWIO YCTPONCTBOM.

Ansa NMPMMEHEHNA N COXPaHEHNA HACTPOEK B IHEPIOHE3AaBUCUMYIO NaMATb HaOXKMUTE «Update».

5.17 NogmeHto «OTT Settings»

B pa3gene «OTT Settings» BbinonHseTcsa HacTpoiika napametpoB OTT (over the top) ans noctpoenus IPsec,
nn6o GRE-TyHHeneli BHyTpy IPSec coeanHeHuns ot T/.

OTT Settings
Service Activator URL (hitps:l=xx. 0 0066/ Domain name==Port=)
IPsec Remote Gateway 172.16.0.1 (3200 200 00 | Domain name)

|Psec Operaticnal Status

HAUTH User user (Range: 4-16 chars)
¥AUTH Password password (Range: 8-48 chars)
Advanced Settings

Click “Update” to save the new settings.
Update

+ Service Activator URL — agpec cepBuc-akTusaropa, 3agaerca B oopmare IP-agpeca nam JoMeHHOoro
NMEHN;

+ IPsec Remote Gateway — wnto3 ans IPsec, 3agaetca B oopmare IP-agpeca unam gOMEHHOro UMeHW;

+ IPsec Operation Status — cocTosiHUe KoHpurypupyemoro IPsec-coegnHeHns;

+ XAUTH User — ums nonb3oBarens A/11 pacluMpeHHol aBTopu3aumm, Heo6xo4MmMo a1 padoThbl
mexaHusama mode config (auanasoH: 4-16 cumBonoB);

+ XAUTH Password — naposb nosb3oBaTesnis 418 pacluMpeHHolr aBTopusaumm, Heo6xoamMmo ans paboTbl
mexaHusama mode config (auanasoH: 8-48 cumBonos);
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Advanced Settings
IKE Proposal

|KE Authentication Algorithm
IKE DH Group

IKE Encryption Algorithm
IKE Policy
Use ISAKMP Mode Config

IKE Lifetime
Use NAT-T
|Psec MAT Keepalive

IPsec Password

IPsec Proposal

|Psec Authentication Algorithm
|Psec DH Group

|Psec Encryption Algorithm
IPsec Policy

|IPsec DPD Delay

IPsec Chaild SA Lifetime
IPsec VPN

*' On Off
86400 |(Sec, Range: 180-86400)

o

180 (Sec, Range: 1-300)

' Use XAUTH Password

md5s
0~

aes v

180 (Sec, Range: 5-600)

3600 (Sec, Range: 180-86400)

(Range: B-48 chars)

Force Establish Tunnel W

GRE Over IPsec

Use GRE Mode * on O of

GRE Over IPsec Mgmt 152.168.3.2 {3203 1000 2000 2000
GRE Over IPsec Data 152.168.3.3 (30203, 3200 30002000
GRE MTU Offset 148 (Range: 0-220)

GRE Ping Counter 3 (Range: 3-60)

Click “Update” to save the new settings.
Update

IKE Authentication Algorithm — Bbi6op asroputma xawmposaHus IKE, npegHasHaveH a1 npoBepku
LLe/TOCTHOCTU [ aHHbIX;

IKE DH Group — Bbi6op anroputma Auddmn-XennmaHa, NCNosib3yeTcs YToObl yCTaHOBUTL O6LLMIA CEKpeT
B He3alMLIEHHONR CceTy;

IKE Encryption Algorithm - Bbi6op anroputma wndposaHua onsa 1 dpasel nogxnoyeHus IPsec;

Use ISAKMP Mode Config — akTMBMpYyEM PEXUM aBTOMATUYECKOTO MOyYeHWs BUPYTa/IbHOTO apeca,
yaanéHHomn nogcetu, agpecos ansa nogHATMa GRE-TyHHenel ot ESR, K koTopoMy nogkitodyaemcs no
IPSec;

IKE Lifetime - Bpemsi xu3Hu IKE (dhasa 1), gomkeH 6biTb aeHTUYeH no 06e cTopoHsl IKE/IPsec
coeamHeHus (auanasoH: 180-86400 cekyHp);

Use NAT-T — Heobxoanmo BknounTh donar, ecnv T HaxoguTes 3a NAT,

IPsec NAT Keepalive — nepnoguyHocTb oTnpasku naketos keepalive npu pabote yepe3 NAT, utobbl NAT-
TPaHCNALUA COXPaHAIach Ha BbILLIECTOALWMX poyTepax Npu ANUTeNIbHOW HEAKTUBHOCTM CO CTOPOHbI
KnueHTa. (amanasoH: 0-300 cekyHAa);

IPsec Password - naponb ans IKE/ISPEC-coeanHeHus (amanasoH: 8-48 cuMBoOB);

IPsec Authentication Algorithm — BbI60Op anroputTMa xawmposaHus IPsec, npegHasHaveH ans NpoBepku
L,e/IOCTHOCTU [ aHHbIX;

IPsec DH Group - Bbi6op anroputMma Audpdom-XennmaHa, ncnosb3yetcs YTobbl yCTaHOBUTb OOLLMiA
CEKpPET B He3aLLNLLEHHOW CeTy;

IPsec Encryption Algorithm — Bbi6op anroputma wmndpposaHns 415 1 hasbl nogknoveHus IPsec;

IPsec DPD Delay — nHTepBas OTrnpaBKun NakeToB 06Hapy>XeHus pa3pbiBa coegnHeHus. MNpu oTCyTCTBUN C
NPOTUBONONOXHONM CTOPOHbI IPsec VPN oTBeToB Ha 5 naketoB nogpsag, T4 coutet VPN passanvsLummcs
1 npoun3BeaéT nepesanyck IPsec VPN co cBoeli cTopoHbl. (auanas3oH: 5-600 cekyHa);

IPsec Chaild SA Lifetime — Bpems xu3Hn IPsec VPN SA (chaza 2), LonKeH ObITb 0AMHAKOBLIM C 06eUX
cTopoH TyHHens IKE/IPsec u Huxe, yem IKE Lifetime (amanasoH: 180-86400 cekyHp);
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* Force Establish Tunnel — BkNtounTb, YUTOGbI yCTaHOBUTL coeamnHeHne IPsec VPN HemeaneHHo. MHave,
VPN-coegunHeHune IPsec byaeT ycTaHOB/IEHO NO 3anpocy;,

+ Use GRE Mode — BknitounTb nnm otknioumTb GRE yepes IPsec;

* GRE Over IPsec Mgmt — IP-agpec GRE gna TyHHens ynpasneHus;

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus gaHHbIMY,

* GRE MTU Offset — onpegensieT ymeHblienne MTU ansa GRE-TyHHeneit. GRE-TyHHensm 6yaeT HazHa4YeHo
MTU ncxopgs us pacueta 1500 - GRE MTU Offset,

* GRE Ping Counter — 4yTo6bl NpoBepuTb, 4TO TyHHes1b GRE Bce elle xuB, otnpasnsercsa ping Ha GRE IP-
management kaxgble 10 cekyHA. DTO 3HaYeHVe onpeaesiseT, CKOMIbKO NakeToB NMUHra MOXeT ObITb
noTepsiHO, A0 TOro, Kak T/, nepe3anyctut coegnHeHune IPsec (guanasoH: 3-60).

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pa3gene "Mesh" BbinonHsaeTcA HacTpoiika CBA3N MeXAy TodkaMu focTyna no 6ecnposogHoii Mesh-cetn.

® *MogmeHIo JOCTYMHO, EC/IM Ha TOUKE A0CTyna ycTaHosneHo MO ¢ noaaepxkoii Mesh

(WOP-2ac-1.14.0.X-MESH.tar.gz 1 6onee nosgHue Bepcum).

Autopeer Status

Configure Mesh access point

Mesh General Settings

Spanning Tree Mode | on V|
Tunneling | Off V|
Mesh Interface Settings
Radio [1w]
Interface wlan0mesh
Status [up  w|
Mesh 1D |Mesh ‘
Mesh Encryption | Off V|
Mesh Root | on v |
Mesh Root Address AB:F9:4B:B5:52:9F ‘
Mesh Interface Address AB:F9:4B:B5:52:9F ‘
Mesh Mac Authentication
Peer's list
ag:f9:4b:b5:52:8f
ag:f9:4b:b5:4d:af
ag:f9:4b:bd:cd: 27
ag:f9:4b:b5:52:9f
ag:f9:4b:bB:26: 17
e@:d9:e3:73:86:ef
ag:f9:4b:b7:8b:cf
ag:f9:4b:bd:c4:3f

ag:f9:4b:b0:3a:1f

[ Delete From Access List H

Delete From Block List J

| Access || Block

Add mac

|| Access || Block |

Click "Update™ to save the new settings.
| Update

Mesh General Settings — B flaHHOM pa3zene BbINOHAETCA HAacTpoiika obwmx Mesh napameTpos.

+ Autopeer Status — cTaTyC aBTOKOH(pUIypnpoBaHusi Touek goctyna. Jo/mkeH ObiTb OTK/IOUYEH Ha
npoBoAHoii Touke (Root) 1 BKNOUEeH Ha 6eCNPOBOAHbIX;
+ Spanning Tree Mode — pexum paboTbl npoTokona STP ansa npegoTBpalleHnsi NeTesb B CETK;
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+ Tunneling — onuus AOCTYyNHa TONLKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnovaetcs K Master no pagnonHtepaericy.

Mesh Interface Settings — B aHHOM pa3fene BbINOMHAETCA HACTPOlika napameTpoB nHTepdieca Ans
opraHusauun Mesh.

* Radio - BbIGOp pagnovHTepdelica ans opraHmsauun Mesh;

© Ha toukax Tuna WOP-2ac Mesh nogaepxaH To/bko Ha Radio 1 (5 I'Tw).

* Interface - nHTepeiic, Ucnonb3yeMblil Ans opraHusauun Mesh;

« Status — cocTosiHMe KoHuryprupemoro Mesh-nHTtepdeiica;

+ Mesh id = nmsa Mesh-cety;

+ Mesh Encryption — ucnonb3oBaHvie Mesh-ceTu ¢ wncposaHnem (on — BKIHOUNTb, Off — BbIKIOUNTD);
+ Mesh Root — HazHauUTb TOUKY fOCTyna KOHTposinepom B Mesh cetu(gomkHa 6biTb TOUKOI BBOAA/

NPOBOAHON);
* Root Address — MAC-agpec nHtepdeiica Touku A0CTyna, ABMSAOLMIACA KOHTPONNEPOM (3amnonHseTcs
aBTOMAaTUNYECKM);

+ Mesh interface Address — MAC-agpec Mesh-nHTepdeiica KoHdUrypmpyemori Touku gocTyna.
Mesh Mac Authentication — B pa3gene BbINOMHAETCA Ao6aBneHne/yganeHune yyactHmkos Mesh-cetn.

+ Allowed — Toukam goctyna gobasneHHbIM B cnvcok "Allowed" paspelueH goctyn B Mesh-ceT;
* Blocked — Toukam gocTtyna go6aeneHHbIM B cnucok "Blocked" 3anpelueH goctyn B Mesh-ceTb;
*+ Access Request— crnncok Touek foCTyna npucnasLUnx 3anpoc Ha nogktoyeHne B Mesh-cets:
+ Access— go6aBneHune Touku gocTyna B "6enblii” cnnucok (AocTyn paspeLler);
* Block— po6aBneHvie ToUkM foCTyna B "4epHbIit" CNCOK (J0CTYN 3anpeLLeH).
« Delete from Access List — ynanuTb BblaeneHHbli MAC-agpec 13 cnucka paspeLueHHbIX;

+ Delete from Block List — ynanutb BbigeneHHblii MAC-agpec 13 cnmcka 3anpeLleHHbIX.

[nsa Toro, uTobbl 4O6aBMTbL TOUKY AocTyna B cnucok Allowed/Blocked spy4Hyto, Heobxooumo ssecmu MAC-
aopec moyku 8 nose "Add mac" u Haxxamb COOMBECMBYOWYH KHOIKY:

+ Access, ec/iu moyky Heobxooumo 0obasume B "6€e/1bIl" CrUCOK,
* Block o551 0o6assieHusi moyYKu B "4epHbIl" CrIUCOK.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.19 MogmeHto «Mesh Monitoring»*

B pa3gene "Mesh Monitoring” oTo6paxkaeTca ctatucTvka n COCTosiHNE coeanHeHunin B Mesh-cetn.

@ *MogmeHIo JOCTYMHO, EC/IM Ha TOUKE A0CTyna ycTaHosneHo MO ¢ noaaepxkoii Mesh
(WOP-2ac-1.14.0.X-MESH.tar.gz n 6onee nosaHue Bepcun).
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Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RSS| Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:f9db:b7.cc:Bf ESTAB  -46 011958 268274 75360 B3085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
aB:fodb:b0:5fdf  ESTAB  -4B 0L:19:59 634302 161236 85244 (13.4%) 12904 (8.0%) 0 Kbitsisec 0 Kbits/sec
ad:f4bb4:53:7f  ESTAB  -44 141342 622430 151387 B2495 (13.3%) 14367 (9.5%) 0 Kbitsisec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Mame IP Address Firmware Version Last Update(secs ago)
af:f3:4b:16:efbf WEP-12acorev.C(ROOT) 152.168.56.116 1.14.0.B8-mesh_test-741906c-MESH 0
af:f9:4b:b0:5f df WEP-12ac 1592.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:bd:53:7f WEP-12ac 152.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
a8:f9:4b:b7.cc:8f : 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes - B pa3nene oto6paxaeTcsi Tabnmua co CTaTUCTUKON COEUHEHUIA C COCeAHUMM
Toukamu gocTyna.

Stats Update — npn HaXaTun Ha KHOMKY NPOU30iAeT 06HOB/EHNE CTAaTUCTUKN B TaBNNLE;
Auto update — aBToMaTn4Yeckoe 06HOBNEHME TabNULbl (AaHHbIE 06HOBNSIOTCA pa3 B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepdheiica cocenHelt TOUKM A0CTYNa,;

* Link State — cocTosiHMe coegUHEHNS;

* RSSI — ypoBeHb cuUrHasna oT cocefHen TOUKN AOCTYyna;

* Uptime — npofo/mKUTE/IbHOCTb COeAMHEHNS C TOYKON [OCTYNa;

+ Tx Total — KONMYECTBO YCMNELIHO OTNPAaB/IEHHbIX NAKETOB;

* Rx Total — KONMYEeCTBO YCNELIHO NPUHATLIX NaKEeTOB;

+ Tx Retry Count — KONnn4ecTBO MOBTOPHO OTNPaB/IEHHbIX MNaKETOB;

* Rx Retried Count — KONNYECTBO MPUHSTLIX MAKETOB, OTNPAB/IEHHbIX NOBTOPHO;
+ Tx Actual Rate — TekyLas CKOpOCTb Nepegayn AaHHbIX, B KOUT/C;

* Rx Actual Rate — Tekywjasi CKOPOCTb NprYeMa [aHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaeTcs Tabnuua ¢ MHpopmaumeli 06 yyacTH1ukax Mesh-cetu.

® OTobpaxaeTcs TONbKO Ha YCTPOMCTBE, ABNAILLMMCS KOHTPOsiiepoM Mesh-ceTu (Root AP).

+ Update Graph — npy Haxxatum Ha KHOMKY Npou3oiigeT 06HOBNEHME UHGOpMaL MK B Tabnuue n rpage;

* Auto update — aBTOMaTu4Yeckoe o6HOBEHME Tabnmubl 1 rpada (gaHHble 06HOBASOTCS Kaxable 10
CeKyHz);

* Mac Address — MAC-aapec Mesh-uHtepdgeiica yuacTtHuka cetu;

+ Device Name — cncteMHoe MMs yCTPOICTBa;

+ IP Address — IP-agpec ycTpoiicTBa;

« Firmware Version — Bepcusi NporpaMmMHOro obecneyeHuns;

+ Last Update — Bpemsi nocnegHen CUHXPOHN3aLUn ¢ yCTPONCTBOM.

Takxe B pasfene MOHUTOPVHra pacnosiaraeTcs rpadg) ¢ NoCTPOEHHOI cxemMoli Mesh-ceTn. Ha ocHoBaHum
TabnuLbl U rpadda MOXHO NPOV3BECTM aHaNn3 CeTU. 3TO NO3BOJIUT OLEHWUTL NPaBU/ILHOCTL PACMONOXEHNS
TOUEK [0CTyna Mo TePPUTOPUM NMOKPLITUS U YKAXKET Ha NPO6IEMHbIE MECTa, a Takke NMOMOXET NPOU3BOAUTL
MOHWTOPUHI CETU B PEXMME PeasibHOT0 BPEMEHM.
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Link status:
LISTEN
SN —

-46

WEP-12acirev.C(RODT)

-48
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6 MeHto «Services»

B MeHI0 «Services» BbINONHAETCSA HaCTpOVIKa BCTPOEHHbIX Cl'ly)K6 TOYKM gocCTyna.

6.1 MogmeHto «Bonjour»

B pasgene «Bonjour» BbINOHSAETCS HACTpoiika ycnyr Bonjour, koTopasi N0o3BoNsieT 6eCNPOBOAHbIM TOUKAM
A0CTyNa 1 Ux ceparcam 06HapyX1BaTb ApPYr Apyra BHYTPW NI0Ka/IbHOV CeTu, ucnonb3ys 3anucy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enabled '® Disabled

Click "Update™ to save the new settings.
Update

* Bonjour Status — coctosHue ycnyru Bonjour:
« Enabled — npu ycTaHOBeHHOM donare ycnyra akTUBHa;
* Disabled — npu yctaHOBNeHHOM donare ycsyra BblK/Io4YeHa.

HaxkmunTe kHonkKy «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.
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6.2 MoameHto «Web Server»

B pasgene «Web Serves» BbINOMHAKTCA HACTPOIKN AOCTyNa K To4ke focTyna yepes web-nHtepdelic.

Configure Web Server Settings

HTTFS Server Status * Epabled Dizabled

HTTF Server Status *' Enabled Cizabled

HTTP Port a0 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions B (Range: 1 - 10, Default: 5)

Session Timeout {minutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.
Update

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: yes
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Common Name: CN=192.168.1.10

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTP S5L Certificate as a backup file to your PC.
To save the Certificate to an external TFTF server, click the TFTF radio button and enter the TFTF server information.

Download Methed * grTE TETR

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® yTTP TFTE
HTTF S5L Certificate File BrifepuTe daiin | daiin He enibpaH

Upload

* HTTPS Server Status — coctosiHue cepsepa HTTPS:

+ Enabled — npun yctaHoBneHHoM dhnare nogknatodeHve Kk Web-nHtepdoeiicy yctpolictea 6yget no

3auwymiieHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHoBneHHOM chnare nogkntodeHne Kk Web-nHtepdeiicy yctpoiictea He
[OCTYMHO no npotokony HTTPS;

* HTTP Server Status — coctosaHue cepsepa HTTP, aTOT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK

napametpa «HTTPS Server Status»:

* Enabled — npun yctaHoBneHHoM chnare nogkntodeHne Kk Web-nHtepdoeiicy yctpoiictea byaet

paspeLueHo no npotokony HTTP;
* Disabled — npu yctaHoBneHHOM chnare nogkntodeHne Kk Web-nHtepdeiicy yctpoiictea He
[0CTYNHO no npotokony HTTP;

* HTTP Port — HoMmep nopTa ana nepegayun HTTP-Tpaduka, npuHumaet 3HavyeHus 1025-65535. Mo

ymonyaHuo yctaHosneHo 80;

* HTTPS Port — Homep nopTta ansa nepegadn HTTPS-Tpadivka, npuHnumaeT 3HaveHusa 1025-65535. Mo

YMOJT4YaHNIO YCTAaHOBNEHO 443;
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+ Maximum Sessions — konnyectso Web-ceccuii, Bkntovas HTTP n HTTPs, koTopble MOryT ObiTb
O0[HOBPEMEHHO 3anyLeHHbI, NpMHMMaeT 3HavyeHuns 1-10 ceccuii. Mo yMo4YaHuo yCTaHOB/EHO 5;

+ Session Timeout (minutes) — nepvog, BPEMEHM, N0 UCTEYEHNN KOTOPOTO CMCTEMA aBTOMATUYECKM
BbINO/HUT BbIXod 13 Web -uHTepdeiica, ecnu nonb3oBaTtesib He OblN1 akTUBEH. MprYHMMaEeT 3HavyeHus
(1-1440). Mo ymonuyaHuto 60 MUHYT.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

Generate HTTP SSL Certificate — B gaHHOM pa3sgene npy Haxatum Ha kHonky «Update» BbinonHseTca
reHepauus HoBoro HTTP SSL ceptuchmkata gns 6esonacHoro goctyna k Web-cepepy. 3T0 HY>XHO BbINO/THUTb
npv nonyyexHum IP-agpeca, 4tobbl MMS cepTudmkaTa copnagaso c IP-agpecom yctpoicTtsa. Mpu co3gaHnm
HOBOro ceptucpmkara 6yaer 3anyLieH web-cepsep 6e30nacHOCTU. 3alyuiLieHHoe coeHeHre He ByaeT
hyHKUMOHMPOBATb, NOKa HOBbIV cepTudmkaT He OyaeT npuMeHeH B 6paysepe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL ceptudomnkare:

* Certificate FilePresent — yka3biBaeT, npucyTcTBYeT nn ceptudomkar SSL HTTP;
« Certificate Expiration Date — faTa, 4O KOTOpOW cepTudnKaT AeACTBUTENEH;
+ Certificate IssuerCommon Name — nmsa ceptudmkara.

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINoMHSAeTCA coxpaHeHne Tekywero HTTP SSL
cepTudukata, KOTOpbIA B Aa/ibHELLEM MOXET ObITb MCMOMb30BaH kak backup-chaiin:

* Download Method — meTtopg, coxpaHeHnss HTTP SSL cepTtudmkara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
+ TFTP - ceptuchukaTt byaet coxpaHeH Ha TFTP-cepBepe, npu ykazaHum 3TOro crnocoba HyHO
3anosiHUTbL cneyroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudomkarta, 3ajaeTca cTpoka Ao 256 cMMBO/IOB,
no ymosiyaHuto yctaHosneHo Mini_httpd.pem;
« Server IP — IPv4 unu IPv6-agpec TFTP-cepBepa, KOTopbIii 6yAeT MCNONb30BaTbCA AN
3arpysku goaiin. No ymonyanuio yctaHossneHo 0.0.0.0.

Haxxmute kHonky «Download» ans coxpaHenus gpavina HTTP SSL ceptudimkata.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3aene BbINOMHAETCA 3arpy3ka daiina
HTTP SSL Certificate:

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL cepTudunkara:
* HTTP - no HTTP, npu ykazaHun aToro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbI HY)XXHO 3arpy3nTb B YCTPOMCTBO 1N HaxXMuTe KHOMKy «Upload»,
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3ano/iHUTb creaytoLue nons:
HTTP SSL Certificate File; Server IP n Haxatb kHornky «Upload». OnncaHme nonei npuBeaeHo
BbILLE.
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6.3 lMoameHto «SSH»

B pa3gene «SSH» BbINOHAETCA HACTpoKa AOCTyna K YCTPOMCTBY NO NpoTokony SSH.
SSH - 6e3onacHbIii NPOTOKON yAa/IeHHOro ynpasfeHns ycTpoiictesamn. B otanumne ot Telnet npotokon SSH
lWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

Set SSH Status

S5H Status ®' Enabled Disabled

Click "Update™ to save the new settings.
Update

« SSH Status — cocTosiHMe AocTyna K yCTPONCTBY No NpoTokony SSH:
+ Enabled — npun yctaHoBNeHHOM dhniare 4OCTYN pa3peLleH;
+ Disabled — npu yctaHoBNeHHOM dhiare AOCTYnN 3anpeLyeH.

HaxmunTe kHomnky «Update» 51 cCOXpaHeHWs BHECEHHbIX M3MEHEHMWIA.

6.4 MopgmeHto «Telnet»
B pasgene «Telnet» BbinoNHAETCA HACTpolika AOCTyNa K yCTPOMCTBY no npotokosny Telnet.

Telnet — npoTokon, NnpeaHasHauyeHHbI AN opraHM3alumn ynpaeneHns no cetu. NMo3BonsieT yaasieHHo
NOAK/THOUUTLCS K LL/IH03Y C KOMMbOTEpA [/ HACTPOWKMN 1 ynpaBeHus.

Set Telnet Status
Telnet Status ® Enabled Disabled

Click "Update™ to save the new settings.
Update

+ Telnet Status — cocTosiHMe foCTyna K yCTPOCTBY No npoTokony Telnet:
« Enabled — npu ycTaHOBNEHHOM chiiare AOCTYN pa3peLueH;
* Disabled — npu yctaHOBNeHHOM dhare AOCTYnN 3anpeLyeH.

HaxmunTe kHomnky «Update» 51 cCOXpaHeHWs BHECEHHbIX M3MEHEHWIA.

6.5 MoameHo «QOS»

B nogmeHto «QoS» HacTpamBatoTcst hyHKLMN ob6ecnedeHnst kauecTBa ob6enyxusarms (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCS ANS KaXA0ro paavonHTepdeiica.

QoS ucnonb3yeTcs AN o6ecneyeHns MUHUMasbHbIX 3a[EePXeK B Nepeave AaHHbIX TaKMX CEPBUCOB, Kak

nepepgaya rosioca no IP (VolP), Buaeo B pexmme peasibHOro BpEMEHU 1 ApYrmx CEPBUCOB, YyBCTBUTE/bHBIX KO

BPEMEHU Nnepefayn AaHHbIX.
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Modify QoS queue parameters

Radic |1 ¥

EDCA Template Custom b
Queus AIFS  cwMin cwMax Max. Burst
o el

AP EDCA parameters E\?itdae;) L 7 Y|las bl 3.0
EE?;:tzEffnrt) E E Yjas vl o
E;;szrnund) l L5 Y)[1023 ¥ 0

Wi-Fi Multimedia (WHMM) ® Enabled Dizabled
Queue AIFS  cwMin cwMax TXOP Limit
Data 0 2 3 v | 7 v 47

(Voice)

Data 1
Station EDCA parameters (Video)

Data 2

2 7 Y| |15 v G4

(Best Effort)

EE?;nground) 7 15 vjl1023 ¥ o
Mo Acknowledgement on ® of
APSD * On off

Click "Update” to save the new settings.
Update

* Radio — pagnounHTepdelic, AN KOTOPOro 6yayT BbINO/HATLCS HACTPOWNKM napameTpoB QoS;
« EDCA Template — wabnoH c npegonpeneneHHbiMn napameTpamu EDCA:
+ Default — HacTpOIiK1M NO YMOYaHWIO;
+ Optimized for Voice — onTuMasibHble HACTPOWKK ANsi Nepeaayn ronoca;
+ Custom — nonb3oBaTeibCkne HaCTPOKY;
+ AP EDCA parameters — Tabnumua HacTpoek napamMeTpoB TOUkM AocTyna (Tpaduk nepefaeTcsi OT TOUKM
[0CTYNa K KNNEeHTYy):
* Queue - npeponpeneneHHble oyepean ANs pasMyHoro poga Tpaduka:
« Data 0 (Voice) — BbICOKONPUMOPUTETHASA oUYepe/ib, MUHUMAasIbHbIE 3aePXKN. B qaHHO
ouepean aBTomaTMyeckn obpabartbiBalTCA AaHHbIE, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak:
VolIP, notokosoe BMAEO;
« Data 1 (Video) — BbiICOKONpUOpUTETHAS ouepeb, MUHUMa/IbHbIE 3a[1ePXKN. B AaHHO
ouyepean aBTomaTMyeckn obpabarbiBaloTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN,
« Data 2 (best effort) — cpegHenpuopuTeTHasi ouepeapb, CPEHSIS NPONyCKHasi COCO6HOCTL U
3agepxka. B gaHHyto ovepeb oTrnpasnserTcsa 60/bWMHCTBO TPaAULMOHHbIX IP-AaHHbIX;
« Data 3 (Background) — H/3KONPUOPUTETHASA OYepe/ib, BbicOkasi NPOMNYyCKHast CNOCOGHOCTb.
« AIFS (Arbitration Inter-Frame Spacing) — onpegensiet BpeMsi 0xuaaHns kaapos (hpeiimoB)
[laHHbIX, M3MepsieTcs B cioTax, NpuHUMaeT 3HadeHus (1-15);
* cwMin — Hava/IbHOE 3HaYeHne BpeMEHN OXMAaHMsA nepes NoBTOPHOM OTNPaBKOM Kagpa, 3ajaeTcs
B MUAIUCEKYHAAX, MPUHUMAET 3HadveHns 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HadeHne cwMin
He MOXEeT npeBbllaTh 3HaYeHne cwMax;
* cwMax — makcumanibHOe 3Ha4YeHVe BpeMEeHN OXuaaHnsa nepes NoBTOPHOM OTNPaBKoM Kagpa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeET 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUe 3HAaYeHMA cwMin;
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+ Max. Burst Length — napameTp Ucnosb3yeTcs TONbKO ANS AaHHbIX, NepefaBaeMbIX OT TOUKN
[AocTyna Ao cTaHumu KnneHTa. MakcumanbHas A/ivHa nakeTa, paspelleHHas ans ovepesein B
6ecnpoBoAHOl CeTU, MPpUHUMAET 3HavyeHns 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl chyHkuum WiFi Multimedia, koTopasi no3Bonsiet
ONTMMU3NPOBaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpese:

+ Enable — tbyHKUMA BKNOYEHS;

* Disable — (hyHKUMA BbIK/TOYEHS;

+ Station EDCA parameters — Tabnuua HacTpoek napaMeTpoB CTaHUMK knveHTa (Tpaduk nepegaeTcsi ot
CTaHUMW KNIMeHTa A0 TOUKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

+ TXOP Limit — napameTp UCNo/b3yeTcs TONbKO A4/18 AaHHbIX, NepeaBaeMbiX OT CTaHUUK KNneHTa
[10 TOYKKM gocTyna. Bo3aMoXHOCTb Nnepegayn — MHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHVe knacca 06CyXnBaHus,

* APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOPbI ABSETCA METOAOM YynpaBneHus nutaHus. JaHHbIi pexumM pekomeHayetcs, ecnv ans VolP-
TenedOHOB AOCTYN K CETV NPefoCTaB/IAeTCa Yepes ToUKy 4OCTyna.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pasgene «Email Alert» BbINO/IHAETCS HACTPOKa OTCbIIKA CEPBUCHON MHGDOPMAaLMKN NO 3N1EKTPOHHON noyTe

(Email).
Email Alert Configuration.

Email Alert Global Configuration

Admin Mode

From Address

Log Duration

Urgent Message Severity

MNeon Urgent Seventy

Emailalert MailServer Configuration
Mail Server Address

Mail Server Securnty

Mail Server Port

Username

Password

Emailalert Message Configuration
To Address 1

To Address 2

To Address 3

Email Subject

down ¥

Log message from

(Range: 1 - 255 characters)

minutes (Range: 30 - 1440, Default: 30)

(30w 00 oo/ Hostname max 255 Characters)

(Range: 0 - 65535, Default:25)
(Range: 1 - 64 characters)
(Range: 1 - 64 characters)

(Range: 0 - 255 characters)
(Range: 0 - 255 characters)
(Range: O - 255 characters)

(Range: 1 - 255 characters)

Test Mail

B pasgene «Email Alert Global Configuration» 3agatotcs rno6anbHble HACTPOVKK AN PYHKLMN OTNPaBKK

Email-coobuueHnii.

+ Admin Mode — cocTosiHne oyHKLMKN oTnpaskn Email-coobuieHnii Ha Touke gocTtyna:
* Up — QoyHKUWMS BK/HOYEHS;
* Down — (pyHKLMA OTK/IOYEHE;
« From Address — nouToBbIli agpec oTnpasutens, Hanpumep, AP23@foo.com. 3agaetcsa cTpoka go 255

CMMBO/I0B;

+ Log Duration — nHTepBasibl BpEMEHWN OTNPABKM HEKPUTUYHBLIX COOBLLEHNIA, NPUHMMAET 3HAYEHNSA

30-1440. Mo ymonyaHuo — 30;

« Urgent Message Severity — ypoBeHb BAXXHOCTN COOBLLEHUIA, KOTOPbIE ByAyT OTNPaB/EHbI HEMEASIEHHO;
« Non Urgent Severity — ypoBeHb BaXXHOCTV COOOLLEHWIA, KOTOpbIE ByAyT onpae/eHbl B MHTepBanax «Log

Duration.

B pasgene «EmailAlert MailServer Configuration» Bbino/fHsieTcs HACTpoiika NapamMeTpoB NOYTOBOTO cepeepa

N KNneHTa.

+ Mail Server Address — agpec Nno4TOBOro cepBepa, 3agaetcs cTpoka Buaga XXX XXX XXX.XXX;
« Mail Server Security — npoToKon ayTeHTUdMKauum Ha no4ToBoM cepeepe: Open, TLSv1. Mo ymonyaHuio

- Open;

+ Mail Server Port — Homep nopTa NOYTOBOro cepBepa, NpMHMMaeT 3HavyeHus 0-65535. Mo ymonyaHuto

YCTaHOBNEHO — 25;

+ Username - “Msi NOYTOBOTO K/NEHTa, 33[]aeTCs CTPOKa A0 64 CUMBO/IOB;
+ Password - naponb NOYTOBOrO K/IMEHTA, 3a4aETCA CTPOKa [10 64 CYMBO/IOB.

B pasgene «EmailAlert Message Configuration» BbinosiHAeTCS HaCTpoiika NnapameTpoB aBapuiiHOro

COOOLLEHNS:
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To Address 1 — agpec nepBoro nosay4varens coobLeHuii;

To Address 2 — agpec BTOPOro nosay4varens CoobLeHniA

To Address 3 — agpec TpeTbero noay4varensi COoOLWEHNI;
Email Subject — TekCT B Teme n1McbMa.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

6.7 MogmeHto «LLDP»

B pasgene «LLDP» BbinonHseTcs HacTpoiika paboTsl npoTokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode @ Engbled Disabled
Tx Interval (30 (Range: 5 - 32768 sec, Default: 30 sec)

POE Priority | Unknown ¥

Click "Update” to sawve the new settings.
Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:

*+ Enabled — npu yctaHoBneHHom cpnare LLDP akTuBeH;

+ Disabled — npu yctaHoBnieHHOM chnare LLDP BbiKNtoYeH;
+ TX Interval — nHTepBan nocbikn LLDP-coobLyeHuii, NpuHMaeT 3HadeHns 5-32768. o ymonyaHuto

ycTaHoBneHo — 30 cekyHp;

Web-koHdhurypaTop WOP-2ac

* POE Priority — npuoputeT, nepecbinaemblii B none «Extended Power Information».

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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6.8 lMoameHto «<SNMP»

B pasgene «SNMP» BbINO/IHAETCA HACTPOWKa ynpasneHus ycTpoinctsom no SNMP.

SNMP Configuration
SNMP @ Enabled Dizzbled
Read-only community name {for permitted SNMP get operations) public (Range: 1 - 236 characrers)
Port number the SNMP agent will listen to 161 (Range: 1025 - 65535, Defaule: 161)
Allow SNMP set requests % Enablad Diszblad
Read-write community name (for permitted SNMP set operations) private (Range: 1 - 256 characters)
Restrict the source of SNMP requests to only the designated hosts or subnets Enabled ® Dizabled
Hostname, sddress, or subnet of Netwark Mznzgement System (esne, e, e Hostname max 253 Characters)
IPvE hostnzme, =ddress, or subnet of Network Management System (SR B S O st s Hastname miax 255 Characters)
Trap Destinations
Enabled Host Type SNMP version ?;;I;'IE-I'__L'_-; Eai-snecharzcerzj C 130000000 00 oo neony Hostname max 235 Characters)
4 ¥ sn ; v
4 F =M 2 v
47 M 2 v

+ SNMP - BKntoyeHve/BbIKNoYeEHWEe ynpaBneHns ycTpoinctsom no SNMP:
* Enabled — npu yctaHoBneHHom chnare SNMP akTvBeH,;
* Disabled — npu yctaHoBnieHHoM donare SNMP BbIK/NHOYEH;
* Read-only community name — naponb ans read-only 3anpocos, 3agaetcs cTpoka Ao 256 CMMBO/OB;
* Port number the SNMP agent will listen to — Homep nopTta npuema/otnpaskm SNMP-coobLeHui,
npuHUMaeT 3HaveHusa 1025-65535, no ymonyaHmo 161;
+ Allow SNMP set requests — pa3peLwnTb/3anpeTuTb KOHQUrypuposaHue yctpoiictea no SNMP:
* Enabled — pa3spelumTb KOHUryprpoBaHue ycTpoiictea no SNMP;
* Disabled — 3anpetuTb KOHUryprpoBaHue yctpoiictsa no SNMP;
* Read-write community name — naponb A/1a read-write 3anpocoB., 3a4aeTcsa CTpoka A0 256 CUMBO/IOB;
* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP
3anpochkl TONbKO C yKa3aHHbIX agpecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnu nmsa xocta;
+ Hostname, address, or subnet of Network Management System — umsi, agpec nnv nogcets IPv4, n3
KOTOpOW pa3peLueHo npuHumMaTbe SNMP-3anpocs;
+ IPv6 hostname, address, or subnet of Network Management System — nwvsi, agpec wam nogcetb IPv6, n3
KOTOpOW pa3peLueHo npuHumMaTbe SNMP-3anpocs;
+ Community name — CTPOKa, accouuMpoBaHHas Cc nepejarLyMmmics Tpanamu,
+ Enabled Host Type SNMP version — conocTasneHne agpecos nony4varenei SNMP-Tpanos ¢ Bepcusimu
SNMP-Tpanos, a Takxe Bepcueli IP-npoTtokona.

HaxmunTe kHonky «Update» A5 coXxpaHeHWs BHECEHHbIX U3MEHEHWIA.

B nogpasgene "Debug Settings" BbiNnoHAETCSA HACTpoOKa OTNpPaBky OTNaf04HbIX COOOLLEHWIA.
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Debug Ssttings
Debugging curput tokens (Range: 0 - 256 characters, empty string for 'no debug’, "ALL', or 'trzps,send' - any tokens without spaces)
Dump sent and received SHMP packets Enabled ® Diszbled
Logs to Daon't log v
Logs to specified files fvar/log/snmpd.log (Range: 1 - 256 characters, Defaule: fvar/log/snmpd.lag)
Logs priority level Emergency ¥ | (for Standart output, Standart error and File logs output)
Logs priority range From | Emergency ¥ |to | Emergency ¥ | [enly for Syslog output)
Transport # UDP UDPe # TCP TCPe
Click "Updare” to save the new ssttings.
Updzte

+ Debugging output tokens — ngeHTudmkaTop rpynnbl OT1a404HbIX COOBLLEHNIA
+ Dump sent and received SNMP packets — BbIBOA, B /10T COAEPXMMOIO NPMHUMaEMbIX U NepegaBaeMbix
SNMP-coo6LeHwnii;
+ Logs to - ykasaHue mecTa BblBOAA J0ra:
+ Don't log — He BbIBOAWTb J10T;
« Standart error, standart output — BbIBOZ, B KOHCO/1b;
+ File - BbIBOA B haiin;
+ Syslog - Syslog-BbiBOg;
+ Logs to specified files — ykazaHue haiina ansi BbiBoga nora;
* Logs priority level — BbI6GOp yPOBHSI BbIBOAMMbIX /IOFOB, YKa3blBAETCSA MPU BbIBOAE /10Ta B KOHCO/b UK
hanin,
*+ Logs priority range — ykazaHue gunanasoHa ypoBHei noros as1a Syslog-BbiBoAa;
+ Transport — TpaHCNOPTHbIN NPOTOKO/I, UCNob3yeMblil ansa nepegadn SNMP-coo6LweHmiA.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

6.9 MopameHto «Time Settings (NTP)»

B pasgene «Time Settings (NTP)» BbINO/HSIETCSA HACTPOIiKa /T0KaNIbHOTO BPEMEHM YCTPOICTBA.

Modify how the access point discovers the time

System Time (24 HR) Thu Dec & 2018 12:55:24 +07
Set System Time ® Using Network Time Protocol {NTP)
Manuzlly
NTP Server 19v4/IPv Address/Name 172.16.0.1 (s soacaace, J0o0s 0000 0K 000 KKK 00K K000 KKK KK

JHostname max 252 Characters)

- . : [reseaacsencasacse e MRS MR A0 K LN KK E KNI KK

MTP Alternative Server IPvd/IPvE Address/Mame ; . .\
/Hostname max 233 Characters)

. . : [esaaoeane. oo 0000 M0 0000 0008 H 0008 KX X000 XXX

NTP Alternative Server 2 [Pvd/IPvE Address/Name H x.’, .\
/Hostname max 2532 Characters)

Time Zone Russian Fed. Zone & (Novosibirsk: Krasnoyarsk) A

Adjust Time for Daylight Savings

Click "Update" to save the new sattings.
Update

+ System Time — Tekyllee CUCTEMHOE BpeMs;

+ Set System Time — BbIGOpP crocoba ycTaHOBKN BPEMEHM:
« UsingNetworkTimeProtocol (NTP) — aBTomMaTuuyeckasi yctaHoBka ¢ nomouibto NTP-npoTtokona.
+ Manually — py4yHass ycTaHOBKa BPEMEHM.
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ABTOMaTUYeckasn yctaHoBka ¢ nomolbto NTP-npoTtokona (Bbi6paHo UsingNetworkTimeProtocol
(NTP)):

* NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec unun nms xocta NTP-
cepsepa. Ecnu He ykasaTb cepBep — GyAeT UCNOMb30BaTLCA MMSA CepBepa NoslyYeHHOoro B
onuun DHCP;

* NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6
Address/Name — ykaxute IPv4-agpeca, IPv6-agpeca nnvm nmeHa XxoCTOB A0MOSTHUTENbHbIX
NTP-cepBepoB. Ecnu He yka3aTtb cepBep — OyAeT UCMNo/b30BaTbCA NMSA cepBepa
nony4yeHHoro B onuun DHCP;

PyyHasi ycTaHoBKa BpeMeHu (BbiopaHo Manually):

+ System Date — ycTaHOBKa Aarthl;
+ System Time (24 HR) - ycTaHOBKa BpEMEHM CUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/4aHuo yctaHoBeHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOTHSAETCA aBTOMAaTUYECKUIA Nepexos
Ha netHee BpeMs (DST). Mpwu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
+ DST Start (24 HR) - ycTaHOBMTb BpeMsi Nepexoa Ha 3MHee BpeMms;
+ DST End (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA HA IETHEE BPEMS,
+ DST Offset (minutes) — ycTaHOBWTb pasHuLy BO BPEMEHMU (B MUHYTaXx).

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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MeHto «SNMPv3» npefHasHauyeHo A8 KOHUIypupoBaHus npas B3avMoAeincTBuMsS ¢ OYHKLMOHAIOM

yCTpoicTBa npv noMmoLm npotokosia SNMPv3.

7.1 NMopgmeHo «<SNMPv3 Views»

B nogmeHto «SNMPv3 Views» hopmupyetcsa onncaHue gepesa wuniv nogaepesa OID, a Takke BK/IOUEHUE Un

UCKIOUEHVE Nogaepesa 13 o63opa.

SNMPv3 Views Configuration.

View Name Type (o]} Mask
{1 - 32 characters) b (max 256 characters) [max 47 characters)

included T

SNMPv3 VIEWS [view-all----included----.1----
view-none---—-excluded---—-.1----

Click "Update™ to =ave the new settings.
Update

Add

+ View Name — nma gepea unu noggepesa MIB, 3agaetcs cTpoka 4o 32 cMBO/IOB;

+ Type — BK/IHOUNTb UM UCKNHOUUTL nopaepeso MIB 13 o63opa:
* include — BKIOUNTD;
+ excluded - ncknounThb;

+ OID - ctpoka OID, onucbiBatowasn noggepeso, BKoUaemoe uiv ucknvaemoe 13 063opa, 3agaercs

CTpoKa Ao 256 cMMBOSOB;

+ Mask — macka, 3agilaeTcs B hopmate Xx.xx.xx(.).. pasamepom He 6onee 47 CUMBOJIOB, UCMO/Ib3YETCA ANA

hopMMpoOBaHUA HeobxoauMOro nogaepesa B pamkax ykaszaHHoro OID;

* SNMPv3 VIEWS — cnncok cyLlecTByOLMUX Npasusi.

[ns po6asneHns npasuna HaxxMmTe KHONky «Add».

[nsa ypanexnns npasuna B none «<SNMPv3 VIEWS» BbibepuTe 3anmMcb U HOOKMUTE KHOMKY «Remove».

Haxmute kHonky «Update» Ans NpUMEHEHUSI U COXPaHEHNS BHECEHHbIX U3MEHEHMWIA.

7.2 MopgmeHto «<SNMPv3 Groups»

B noameHto «SNMPv3 Groups» BbINOAHAETCS hOpMUPOBaHME rpynn ¢ pa3/iMyHbIMM YPOBHAMM 6€30NacHOCTH,

NPUMEHEHHbIMM K NpaBmIaM 0630pa AePEBLEB 1 NOAAEPEBLEB.
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SNMPv3 Groups Configuration.

Hame . - ; ]
’ AN 2 .
(1 - 32 characters) Security Level Write Views Read Views
nofuthentication-noPrivacy ¥ || view-all v || view-all ¥ || Add

SNMPv3 GROUPS [RO--authPriv--view-none--view-all
RW--authPriv--view-all--view-all

Click "Update” to save the new settings.
Update

* Name — vmMs rpynnel, 3agaeTcsa cCTpoka Ao 32 CMMBOJIOB;
+ Sequrity Level — ypoBeHb 6€30nMacHOCTU AN rpynnbl:

* noAuthentication-noPrivacy — He ucnosnb3yeTtcsi ayTeHTUUKaumsa 1 WngpoBaHne AaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, HO He NCNosb3yeTcs WnpoBaHne
AaHHbIX. MNpu otnpaBke SNMP-coobLeHuii ana ayteHTudukaumumn ncnonb3yetcs MDS ko n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTudunkaums 1 lwmgposaHme aaHHblX. Mpu oTnpaBke
SNMP-coo6uieHnin ans ayteHTudmnkaumm ncnonbdyercsa MDS knto4y/naponb, Ans wndpoBaHus
AaHHbIX ncnosnbdyetcda DES knou/napons;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4OCTYNHOro A/15 3anucu:

* write-all — rpynna MoOXeT co3faaBatb, U3MeHATb U yaansaTb 6a3bl MIB;

* write-none — rpynne He pa3peLlleHo co3aaBath, U3MEHATb 1 yaanaTb 6a3bl MIB;
* Read Views - Bblbop gepeBa/nogaepea OID, 4OCTYNHOMO AN YTEHUS:

* write-all — rpynne paspelueH NnpocMoTp n YTeHne Bcex MIB dpaiinos;

* write-none — rpynne He pa3speLleH NpocMoTp u uteHne MIB (haiinos;
* SNMPv3 GROUPS — cnncok CyLLeCTBYOLLNX rpynmn.

[nsa no6aBneHns rpynnbl HOXXKMUTE KHOMKY «Add».
Onsa ynanenns rpynnbl B nosne «<SNMPv3 GROUPS» Bbi6epuTe 3anncb U HAXXMUTE KHOMKY «Remove».
Haxxmute kHonky «Update» Ans npuMeHeHMs 1 COXpaHEHUS BHECEHHbIX U3MEHEHWIA.
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7.3 MopgmeHto «<SNMPv3 Users»

B nogmeHto «SNMPv3 Users» npoucxoguT co3gaHve nonb3oBarenel 1 napameTpoB UX AOCTyNa, padoTarwmx
C yCcTpoiicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Hame Authentication Key

L Encryption Key
{1 - 32 characters) Group Authentication type (8 - 32 characters)

Encryption Type (& - 32 characters)

RO ¥ || MDS r DES r Add
SNMPw3 USERS

Click "Update” to save the new settings.
Update

* Name - nms nonb3oBaTtesns, 3a4aeTcsa CTpoka 40 32 CUMBOJIOB;
+ Group - rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
« Authentication type — Tun ayteHTudmkaumm ans ncnonb3osaHns SNMP-3anpocos:
+ MD5 — TpeboBaTtb NpPoOBEPKY NOANNHHOCTM no anroputMmy MD5 ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib30oBartesisi He TpebyeTcs
ayTeHTUdmkauus;
« Authentication Key — kntou ayTeHTUdmkaumm, 3agaetcsa cTpoka ot 8 o 32 cMMBosoB. Vcnonb3yeTtcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
+ Encryption Type — Tvn wngpoBaHms:
+ DES - vcnonb3oBatb asiroput™ WwndgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWdpoBaHne He TpebyeTcs;
* Encryption Key — kntoy wndppoBaHus, 3agaetcs cTpoka ot 8 4o 32 cuMBO/OB. cnonb3yeTcs, ecnm B
none «Encryption Type» Bbl6patb 3Ha4YeHne «DES».

[ns po6aeneHnsa nonb3oBartens HOKMUTE KHOMKY «Add».
[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» Bbi6epuTe 3anncb N HOXXMUTE KHOMKY «Removey.

HaxmunTe kHonky «Update» Ansi NpUMEHEHNS U COXPaHEHUS! BHECEHHbIX U3MEHEHMWIA.
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B nogmeHto «SNMPv3 Targets» BbINO/THAETCS HACTPOKa TpanoB OT YCTPOMCTBA Ha onpeaeneHHbli IP-agpec,

nopt UDP n none3osaresns.

SNMPv3 Targets Configuration.

IPvd/IPvE Address [xEs. oo

Port (1 - 65535) Users
OO KOO OOK OO OO

¥ || Add
SNMPv3 TARGETS

Click "Update” to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha KOTOpbIin 6yayT oTnpaBAeHbl Tpanbl, NPUHUMaET 3HaveHns 1-65535;

* Users — umsa nosb30Baresisi, KOTOPoMy O6yAyT OTNpaB/ieHbl Tpansbl.

[ns no6asneHns npasuia OTNPaBKM TpanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HaOXMUTE KHOTMKY

«Remove».

Haxmute kHonky «Update» Ana npuMeEHEHUS 1 COXPaHEHWS! BHECEHHbIX U3MEHEHMWIA
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8 MeH «Maintenance»

[JaHHblii pasgen Web -uHTepdoeiica npegHasHauyeH st 06LIEro ynpas/eHnsi yCTPOMCTBOM: BbIrpy3Ka, 3arpyska,
yCTaHOBKa KOHpUrypaumm no ymonyaxuto, o6HosneHve MO, nepe3arpyska ycTpPoCTBa, a Takke 4718 onepauuii
oTnafku: cHudpcpuHra Tpadhmka, NPOXOASILLETO Yepes TOUKY AOCTyna 1 Bbirpy3ka AMarHOCTUYECKOM
MHDOPMaLIK MO YCTPOIACTBY.

8.1 NMoameHto «Configuration»

B noameHto «Configuration» npon3soauTtcs 3arpyska 1 Bbirpy3ka KoHhurypawuum ycTpoiicTBa, a Takke copoc
YCTPOICTBA K KOH(IMIypaLmm No yMo/lYaHuio 1 nepesarpyska ycTpoiicTaa.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this AP.

Reset |

To Save the Current Configuration to a Backup File ...

Click the "Download” button to =save the current configuration as a backup file to your PC.
To save the configuration to an external TFTF server, click the TFTF radio button and enter the TFTF server information.

Download Method @ p1Tp TFTP

Cownload

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTF server, click the TFTF radio button and enter the TFTF server information.

Upload Method ® HTTE TFTE

Configuration File | Bribepute tain | ®aliin He eelbpaH

Restore |

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

* Startup Configuration

Source File Name: Backup Configuration
Mirror Configuration

Startup Configuration

* Backup Configuration

Destination File Name:

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

Reset — c6poc ycTpoiicTBa K 3aBOACKMM HacTpoiikam. Nocne cépoca yCTporCcTBO aBTOMaTUUECKN
nepesarpy3uTcs. 370 3aliMET HECKO/TbKO MUHYT.
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© Co6poc k 3aBOACKNM HAcTpoliKaM NPUBEAET K YAaEHUIO BCeli KOHJMrypaLuy yCTPoiCTBa, B TOM Ynce
n IP-agpeca ans gocrtyna K ycTpoicTsy. [ocne BbINO/HEHNA AAHHOWN onepaymn BO3MOXHa NoTepst
CBS13U C YCTPONCTBOM.

+ Reboot — nporpammHan nepesarpyska ycTpoiicTa.Bbirpy3ka Tekyluei koHdurypaumm B backup dpain.
BbIrpy3ka KoHdurypaumm ycTpoicTBa MOXET OCYLLECTBNATLCA ABYMS MeToAamu: Bbirpy3ka uepe3 HTTP
(Ha IMK) un BbIrpy3ka yepe3 TFTP-npoTokon (Ha ctopoHHuit TFTP-cepeep);

+ Bbirpyska uepes HTTP. YctaHoBuTe donar «Download Method» B 3HaueHne «HTTP». Haxmunte
«Download» 1 B AnanoroBom OkHe BbiGepuTe NyTb 4151 cOXpaHeHus goaina Ha MK;

+ Bbirpyska uepes TFTP. YctaHosute donar «<Download Method» B 3HaueHne «TFTP». B none
«Configuration File» ykaxute nms dpaiina, B KOTOPoM 6yAeT COXpaHeHa KoHgurypaums
ycTpolicTBa. Mims thalina o6s3aTenbHO AO/MKHO coaepxaTb pacwmnperve .xml. B none «Server IP»
ykaxuTe IP-agpec TFTP-cepBepa, Ha KoTopoM 6yaeTt coxpaHeH backup-tain. Haxmute
«Download» ans Hayana BbIrpy3ku calina.

+ 3arpyska coxpaHeHHOW KOHpurypauum B yCTPOMCTBO. 3arpy3ka KoHurypawumm B yCTPOMCTBO MOXET
OCYLLECTBNSATLCA ABYMSI MeToAaamMu: 3arpy3ka yepes HTTP (c IMK) u 3arpyska yepe3 TFTP-npoTokon (co
cTopoHHero TFTP-cepBepa).

© Mpu 3arpyske backup-thaiina KoHUrypaLum B yCTpoincTBe NPousoiigeT npuMeHeHne Bcex
napameTpoB 13 daiina, Bkntodyas Management VLAN u IP. B cnyyae ecnn 6yaeT 3arpyeH dpainn
KOHpurypauum apyroro ycTpoicTBa, TO BCIeACTBME NPpUMeEHeEHUs vyxoro IP nnn Management
VLAN MOXeT nponacTtb CBsA3b C YCTPOMCTBOM.

+ 3arpyska uepe3 HTTP. YctaHoBuTe cpnar «Upload Method» B 3HaueHne HTTP. Haxmute
«BblbepuTe haiin» n B ANasoroBoM OKHe BblGepuTe NyTb K cCoOXpaHeHHoMy doainy backup Ha MK.
HaxmuTe «Restore» ansa Havana 3arpy3sku dpaina KoHdurypawmm B yCTPOUCTBO.

« 3arpys3ka uepe3 TFTP. YctaHoBuTe conar «Upload Method» nonxeH 6bITb YyCTAaHOB/EH B
3HaueHne TFTP. B none «Filename» ykaxunTe nmsa daina, KOTopblii 6yAeT 3arpy>eH B YCTPOIACTBO.
Mmsi dpaiina ob6s3arensHO A0/MKHO coaepxaTtb paclumpenue .xml. B none «Server IP» ykaxuTte |P-
aapec TFTP-cepBepa, Ha KOTOpoM coxpaHeH backup-taiin. Haxmute «Restore» ans Hayana
3arpy3ku dpaina.

+ Bbirpy3ska Tekyuyeit KoHcpurypauum B backup-cpaiin B aHeproHesaBucumyto naMstb ycTpoiictea u
3arpyska coxpaHeHHO KOHdurypauum us aHeproHesaBMCUMOV NaMATU YCTPOMCTBA.

+ Source File Name - nms ¢haiina nctouHuka koHdpurypauum (Startup unm Backup).

+ Destination File Name - nms dpaiina, B KOTopbIii 6yaeT 3annucaHa BblopaHHas KOHGUrypaums.

8.2 MopgmeHto «Upgrade»

B nogmeHto «Upgrade» BbinonHsieTcst 06HOBeHMe U cMeHa MO ycTpoiicTea. B domsnueckoit namsity
YCTpOIiCTBa OAHOBPEMEHHO coaepXunTcsa ABa o6pasa MO. Ecnv oayH 13 06pa3oB yCTPOKCTBA BbILLEN 13
CTpos, TO 3arpy3ka 6yaeT BbinosiHeHa ¢ Apyroro o6pasa MO. OgHOBPEMEHHO B YCTPOCTBE MOXET 6bITh
aKTMBEH TO/MbKO 0AVH 06pas.

Manage firmware

Mode Eltex WOP-2ac
Firmware Version
Primary Image: 1.12.0.286
Secondary Image: 1.12.0.209
Switch
|J|3|DEIE| Method * HTTP TFTP

Mew Firmware Image | BubepuTe haidn | dain He soibpas

Uparade
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+ Model — mogenb ycTpoiicTBa;

* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus Mo);

+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcs B laHHbIi MOMEHT);

+ Switch — 3arpy3uTb MO ycTpoiicTBa ¢ pe3epBHOro obpasa. [pu BbINO/HEHNN AAHHOI onepaLmm
aKTMBHbIA 06pa3 nepengeT B pe3epBHOE COCTOSHME, @ pe3epBHbIVi — B aKTUBHOE. YCTPOMNCTBO
aBTOMaTn4ecKky nepesarpy3nTcs U yCTaHOBUT B Ka4eCTBe akTUBHOro pesepsHoe [MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbLIM (Primary Image). Mpu 3ToM TekyLLmii 06pa3 nepeMeLLaeTcs Ha No3nLmLo
«Secondary Image». ABTOMarnyecky NpoMCXo4uT nepesarpyska ycTpoincTea 1 oHo 3arpyxaetcs ¢ N0, koTopoe
COOTBETCTBYET 3arpy>XeHHomMmy obpasy.

3arpyska paiina NO Ha yCcTPOMCTBO MOXET nponsBognTbes yepe3 HTTP nnu TFTP-npoTokon.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B AnanoroBom okHe BblbepuTe nyTb K paiiny MO Ha MK. Haxmute «Upgrade» gnsa Havana
3arpy3sku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepe3s TFTP. YctaHosuTe cpnar «Upload Method» B 3HaueHnne TFTP. B none «Image Filename»
yKaxxuTe ums hanna Mo, koTopblli ByAeT 3arpyeH B yCTPOcTBO. NMA chaitna 0683aTeNbHO AO/TKHO
cofepxatb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhann MO. Haxmute «Upgrade» gna Havana 3arpy3ku thaiina.

© B npouecce 06HoBNEHMA MO YCTPOICTBA HE OTK/IIOUaliTe NUTaHne YCTPOINCTBA, a Takke He
06HOBNSANTE N HE MeHSANTe TeKyLLyt web-cTpaHuuy ¢ nporpecc-6apom 0OHOB/EHNUS.

8.3 MopgmeHto «Packet Capture»

B nogmeHto «Packet Capture» peannsoBaHa BO3MOXHOCTb (hOPMMPOBaHUS 1 BbIrpy3kn fdamna Tpadmka ¢
0HOro 13 nHTepdelicos ycTporictea B goainn ¢ dpopmarom PCAP. MNocne BbiGopa napamMeTpoB 3anncu gamna
Tpadhvka, cTapTa 3anncuy, OCTaHOBKW 3anncu 1 BbIrpy3kun haiina gamn MOXHO NpoaHaim3mpoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.
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Packet Capture Configuration and Settings

Click "Refrash” button to refresh the pags.
Refrash

Packet Capture Status ...

Current Capture Status Mot startad
Facket Capture Time 00:00:00
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...

Enabled Disabled

Capture Beacons .

Promiscuous Capture 0}

Client Filter Enabls

Client Filtar MAC Address WLAN client MAC
00:00:00:00:00:00 address filtering applies

only to radio interfaces,
Click "Update™ to save the new settings.
Update

Packet File Capture ...

Capture Interface radiol hd
Capture Duration &0 Seconds (range 10 to 2600)
Max Capture File Size 1024 KE (range 64 to 4036)

Click "Update” to save the new settings.
Update
Start File Capture

Remote Packet Capture ...

Remote Capture Port (2002 (Range:1025-65530, Default: 2002)
Click "Update™ to save the new settings.
Update

Start Remote Capture

Packet Capture File Download ...

#| Use TFTP to Download the Capture File

TFTF Server Filename apcapture.pcap

Sarver IP 0.0.0.0

Download

[Nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.

Packet Capture Status — B pa3zaene BbINONHSAETCS NPOCMOTP MHhOpMaLum 1 OCTaHOBKa 3anucu gamna
Tpadmka.

« Current Capture Status — TeKyLuii cTatyc 3anucu gamna Tpaduka (3anmch 3anylieHa/ocTaHoBMNeHA);
+ Packet Capture Time — BpemMsi 3an1cu gamna Tpagiuka;
+ Packet Capture File Size — pa3amep 3anucaHHoro gamna tpagwuka.

[Nsi oCTaHOBKM 3anuncy Jamna Tpadgmka HaxMmuTe KHorky «Stop Capture».
Packet Capture Configuration — B pa3aene BbINO/HSIETCA HACTPOIikKa NapamMeTpoB 3anucy Aamna Tpaduka:

+ Capture Beacons — ecnu yctaHoBneH conar B nonoxeHue «Enabled» - 3anvceiBath B flamn Beacon-
nakeTbl, eC/IN ycTaHoB/EeH thnar B nonoxeHue «Disabled» - He 3anucbiBaTh;

* Promiscuous Capture — 3anucbiBaTb B Jamn BCe NpUHMMaeMble pagMonHTepdIencomM nakeTbl, BKIoYas
nakeTbl, HernpegHasHauyeHHble 419 AaHHON TOUYKM J0CTYyna;

* Client Filter Enable — 3anucbiBaTb B AaMn TO/IbKO T€ NAKEeTbl, KOTOPbIE NPUXOASAT OT ONpPeaeNeHHOro
nosb3oBartesis;

* Client Filter MAC Address — MAC-agpec knueHTa, TpadukK KOTOPOro A0/MKeH OT(hMALTPOBbLIBATLCA B
Aawmn.

HaxmunTe kHomnky «Update» 511 COXpaHeHWsl BHECEHHbIX M3MEHEHWIA.

Packet File Capture — B pazzene BbINonHsAETCS HACTPOIKa NapameTpoB 3arnycka 3anucy gamna Tpaduka:
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« Capture Interface — nmsa nHTepdeica ycTpoicTBa, C KOTOPOro 6yaeT Npon3BOANTLCS 3anycb Aamna
Tpacuka (eth0 - GE1, eth1 — GE2, wlanOvap1 — BupTyanbHas cetb 1 Ha 6ecnpoBogHoM MHTepdeiice 0);

« Capture Duration — pnutensHocTb 3anmcn gamna (ot 10 cekyHa, ao 1 vaca);

+ Max Capture File Size — makcumasbHbIli pasmep gamna (ot 64 1o 4096KB);

+ Update — npumeHeHne napaMeTpoB 3anycka 3anvicu Tpaguka;

« Start File Capture — 3anyck 3anicu gamna Tpaduka ¢ ycTaHOBIEHHbIMM NapameTpamm.

Remote Packet Capture — B paszesne BbINO/HAETCS yAa/ieHHas 3anicb gamna Tpaduka:

YcTporicTBo nogaepxusaet npotokon RPCAP, no3sonstoLwmii Npom3soamnTb 3annck gamna Tpaduka ¢
NHTepdeica ycTpoincTea Ha yaanieHHON MallnHe B peXnme OHNawiH.

+ Remote Capture Port — Homep nopta (oT 1025 go 65530), KOTOpbIi CAYXUT 4718 NOAK/THYEHNSA
yAAIEHHON MaLUVHbI.

[ns npumeHeHnsa napameTtpa «Remote Capture Port» HaxxmuTe kHonky «Update».
[nsa ctapta RPCAP-cepBepa Ha yCcTpoicTBe HaxKMuTe KHOMKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yAa/ileHHON MallnHe HY>XXHO NOAK/IYMTBCA K TOUKe AOCTyNna, UCNo/b3ys
Management IP Ha nopT Remote Capture Port, ncnons3yss RPCAP-npoTokon. Hanpumep, aTo MOXHO
BbINOMIHUTL C MOMOLLbIO Nporpammbl Wireshark. 3atem, HE06X04MMO NONYYUTb CMCOK MHTepdelicoB AN
CHUpdMHra OT YCTPOICTBA, BbIOpaTh OAMH U3 HUX U 3anyCTUTb CHATUE Aamna C yAa/IeHHOro nHrepgeiica.

Packet Capture File Download — B pasaene BbINONHSAETCA BbIrpy3ka 3anncaHHoOro gamna tpaguka:
Bbirpyska gamna mMoxet npounssogutbesa yepe3 HTTP nnv TETP-npoTokorn.

* Bblepy3ka uepe3 HTTP. ®nar «Use TFTP to download the capture file» ponxeH 6biTb CHAT. Haxxmute
«Download» 1 B AManoroBom okHe BblibepuTe NyTb ANs coxpaHeHus gamna Ha MK;

* Bblepy3ka yepe3 TFTP. ®nae «Use TFTP to download the capture file» pomkeH 6bITb ycTaHOBNEH. B none
«TFTP Server Filename» ykaxute ums paiina, B KoTopoMm OyaeT coxpaHeH gamn Tpaduka Ha TFTP-
cepsepe. Vims dalina oba3atenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbIn 6yaeT oTnpasneH gamn Tpaduka. Haxmute «Download» ans
Hayana BbIrpy3ku gamna.

8.4 MopameHto «Support Information»

B nogmeHto «Support Information» BbINONHAETCA BbIrpy3ka 13 ycTpoiicTBa B BUAE TEKCTOBOrO chaiina Beel
nHchopMaumm o Hem (KOJIMYECTBO NaMATK, 3anyLLEHHbIE NPOLLECChI, KOHIMIypaLmMs) Ha TeKyLUA MOMEHT ANA
nocneayLLero aHasimsa CoCTOSIHUS YCTPOWCTBA, ANAarHOCTUKK, BbISIB/IEHUSI MTPOGEM.

Support Information

To download the diagnostic information for support, click "Download” button.
Download

« Download - BbIrpy3ka TekctoBoro daina B RTF-chopmarte 13 yctpoiictea no npotokony HTTP Ha
KoMnbloTep. MNocne HaxaTus faHHOW KHOMKM NOSIBNSAETCA AUManioroBoe OKHO, B KOTOPOM TpebyeTcsa
yKasaTb NyTb Ha JIOKa/IbHOM KOMMbIOTEPE A/19 coXpaHeHus daina.
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9 MeHio «Cluster»

B meHto «CLUSTER» onuncbiBaeTcsi paboTa 1 HacTpolika YCTPOICTB B peXxume knactepa. Pexum knactepa
NO3BOJISIET HAcCTpamBaThb B CETU BCETO OAHY TOUKy AocTyna (MacTep). OcTasibHble TOUKM NPV BKOYEHUN ByayT
Haxo4uTb B CETU MacTepa M KONnMpoBaTtb C HEFO KOHurypaumio. B nocnegytowem npy BHECEHUN N3MEHEHWI B
KOHGoMrypaumo 04HOIN U3 ToUEK AOCTyNa 3TN U3MEHEHMSA ByAyT NPUMEHEHbI A1 BCEX TOYEK, HaX0AALLMXCSA B
Knactepe.

© YcrpoiicTBo MoXeT paboTarTh B Kiactepe ToNbKo ecnu oTkmoueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© [na pa6otsl B knactepe Management Ethernet uHTepdeiic Bcex ToUeK A0/MKEH HAXOAUTLCS BHYTPU
OfHOW ceTn.

© Pexum paboTbl B KnacTepe BK/UYEH Ha YCTPOICTBE M0 YMOHAHMIO.
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9.1 MoameHto «Access Points»

B noameHto «Access Points» BbINOMHAETCS BK/IHOUEHNE/BIK/THOUYEHNE PEXMMA KacTepa, MOHUTOPUHT

COCTOSIHWS pEXMMa U cocTaBa ToUeK J0CTyna B kKnacTepe, KOH(MrypupoBaHme 6a30BbiX NapaMeTpoB
Knacrepa.

Manage access points in the cluster

Access Points...

I
Clustered t"%"

Clustering: | On A
1
Location MAC Address IP Address Cluster-Priority Cluster-Controller =~ Access
Points
notset AB:FO:4B:BY:ED:60 102.168.15.60 0 =]
Update

Clustering Options...

Location: not set

Cluster Name: default

Clustering IP Versicn: 1Pv6 IPvd

Cluster-Priority: 0 (Range: 0-255, Default: 0)

Click "Update™ to save the new settings.

Upaate

Single IP Management...

Cluster Management Address: |0.0.0.0 (320X

Click "Update™ to save the new settings.
Update

B nepBoM G/10Ke HACTPOIiKM BbIMO/THAETCS NPOCMOTP COCTOSIHUA PaboThbl B pEXUME KlacTepa 1 3anyck/
OCTaHOBKa paboTbl YCTPOICTBA B peXMMeE KacTepa.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — KnacTep BbIK/OYEH,;
+ On - KnacTep BK/IHOYEH,;
+ SoftWLC — knacTep BbIK/tOUYEH, peXxuM anst padotbl ¢ SoftWLC.

HaxmunTe kHomnky «Update» A5 cOXpaHeHWs BHECEHHbIX U3MEHEHMWIA.
Clustering Options — B paszere BbINO/HAETCS HAacTpolika 6a30BbIX NapamMeTpoB KacTepa.

+ Location — onucaHne p13n4ecKoro pacnosioXeHns ToUkn gocTyna. icnonb3yeTtcsi A8 0TO6paKeHus B
pasNMYHbIX TabmLUax MOHUTOPUHIA ANst yA06CTBa aHann3a u ynpas/ieHUs CeTbo. [aHHbI MyHKT MEHIO
AOCTYNEH AN1S UBMEHEHWS TOMBKO NPU BbIK/IIOYEHHOM PEXMME KIlacTepa;

+ Cluster Name — nms knacTepa. Touka gocTyna 6yaeT NoAKMouaTbCs TO/IbKO K TOMY KacTepy, MMs
KOTOporo nponucaHo B eé «Cluster Name». [laHHblii NyHKT MEHI0 AOCTYNEH /1 U3MEHEHMS TOMBLKO NpU
BbIK/TIOYEHHOM peXuUMe KnacTepa;

« Clustering IP Version — ncnonb3yemas Bepcusi npotokona IP ans o6MeHa ynpaensitoLeil iHgopMaumeit
MeX[y yCTpoiicTBaMm Knacrepa;
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* Cluster-Priority — npyopuTET TOYKM B KNacTepe, NpUHUMaeT 3HadeHns 0-255, no ymonyaHmto
yCcTaHOBNEHO 3HauveHue «0». MogaepxunBaeTcs Tonbko Ans IPv4-ceteir. Uem Bbilwe 3Ha4YeHMe, TEM Bbllle
npuopuTeT Knacrtepa.

HaxmunTe kHonky «Update» ans coxpaHeHUsi BHECEHHbIX U3MEHEHWIA.
Single IP Management — ycTaHaBnmMBaeTcs AONO/HUTENbHbIV agpec MacTepa B Kiactepe.

MacTep B knacTepe onpefesnsieTcsi KnacTepom Mo BHYTPEHHEMY a/iTOPUTMY, U BNOC/IEACTBUM GbiBAET TPYAHO
onpeaenvTb MacTepa 1 NOAKIUYUTLCS. B cnyyae ycTaHOB/IEHMS coeAMHEHMS No gaHHOMY Single
Management IP-aapecy, nosib3oBatesib rapaHTVPOBAHHO NOAK/IOYAETCA MMEHHO K TOMY YCTPOICTBY, KOTOpoe
AIBNSIETCS1 MAacTEPOM B K/lacTepe. B cniyyae cMeHbl MacTepa B knacTepe, Single Management Takxe
nepexoanT Ha HOBYHO TOUKY AOCTyna.

« Cluster Management Address — agpec, no KoTopoMy GyAeT AOCTyNeH MacTep kiactepa. [omkeH
HaxoAWTbCs B NOACETM KnacTepa.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

© B panbHeliwem Bee NyHKTbI M3 MeHIo «Cluster» GyayT onncbLIBATLCA A4/1 PEXMMA BK/THOUEHHOTO
knactepa.

88



Web-koHdhurypaTop WOP-2ac

9.2 MogmeHto «Sessions»

B nogmMeHto «Sessions» BbINOHAETCA NPOCMOTP NapaMeTpoB CECCUIA KTUEHTOB, NOAK/IOUYEHHbIX K TOUYKaM
A0CTYyna, HaxogAwmmes B knacTtepe. Kaxapii knvet onpegensietca MAC-agpecomM 1 TOUKOW A0CTyna, K
KOTOPOW OCYLLLECTB/ISAETCS ero Tekyllee nogkntoveHume.

B Tabnuue nogMeHto «Session» MOXET ObITb yKazaHo MakcuMym 20 KSIMEHTOB, MPOCMOTPETb BCEX K/TMEHTOB,
NOAK/TOYEHHbIX K AAaHHOM TOUYKe A0CTyna MOXHO B MeHto «Status» -> «Client Associations». 1519 npocmoTpa
cTaTucTukn B pasgsiene «Display» Bbibepute Hy)XHOE 3Ha4YeHUe N HOXXMUTE KHOMKY «Go».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the column names.

Display | All T Go

AP Location User MAC Idle Rate (Mbps] Signal Rx Total Tx Total Error Rate
floor 1 00:EB:2D:71:FD:E7 3 135 74 175 10 0
floor 1 74:D0:2B:4F:6F:53 0 5] 87 Q06 a 0

You may restrict the number of columns displayed by selecting a field other than "all” in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location™, "User MAC" and the
selected field for each session. Click the "Go" button to apply the new selection.

+ AP Location — MecTononoXxeHue To4ku focTyna. 3HayeHve Nosly4eHo OT ONMCaHUs MeCTOMNONOXEHMS,
yKaszaHHOro Ha Bknagke «Basic Settings»;

+ User MAC — MAC-agpec 6ecnpoBOAHOro yCTPONCTBA K/TMEHTE;

* Idle — cpepHee Bpems, KOTOPOE YCTPONCTBO 6bI/I0 B COCTOAHUM 6€34elCTBUS, TO €CTb KOrga yCTPOICTBO
He NPYHUMAaET UK He NepefaeT AaHHbIE;

* Rate — cKOpPOCTb Nepegayn AaHHbIX Mexay TOUKON AoCTyna 1 onpeaeneHHbIM KiMeHToM, B Mbps;

+ Signal - ypoBeHb curHasna, NpUHMMaeMmblii OT TOYKM AOCTYNa;

* Rx Total — o6LLee KOMyecTBO NakeToB, NOTyYEHHbIX KIMEHTOM B TEYEHME AAHHON ceccuy;

+ Tx Total — obLyee KONMYECTBO NAKETOB, NepefaHHbIX OT KNIMEHTA B TeYeHNe AaHHO ceccum;

+ Error Rate — NpoueHT nepeoTnpaB/ieHHbIX NaKeToB.

9.3 MoameHto «Radio Resource Management»
[JaHHoe nogmeHto npegHa3HavYeHo ANn4 ynpas/ieHns aBTomaTnyeckm Bbl6OpOM KaHa10B ToYeK AocTyna.

B pexwuMe knactepa kaxaas Touka A0oCTyna ycTaHaB/IMBaET HOMEpPa KaHasl0B, Ha KOTOPbIX paboTatoT apyrue
6nmn3nexaiiye ToOYKM JOCTyna B 3TOM Xe K/lacTepe, a Takke Npou3BOAMT CNEKTPa/IbHbIA aHan3
3alyM/IEHHOCTY (hOHA CTOPOHHUMM TOYKaMK A0CTyna. Yepes ycTaHOB/IEHHbIE MHTEPBa/Ibl BPEMEHMW TOUKM
[0CTyna Npou3BOAAT NepecyeT 06LLEel CNEeKTPasIbHOM CTPYKTYPbI CPeAbl U BbIOMPAKOT KaHas! Takum 06pasomMm,
4TOObI OH Obl/T HAMMEHEE 3allyM/IEHHbIM, & TOYKM JOCTYNa, 061acTy NOKPLITA KOTOPbLIX NepeceKkatnTcs,
HaXoAUINCh Ha pasHbIX KaHanax.

B tabnuue «Current Channel Assignments» nprvBoanTCS TEKYLLMIA CIMCOK TOYEK A4OCTYNa B Knactepe u ux
napameTpbl:
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Automatically manage radio resource assignments

Channel Planner ...

Start | automatically re-assigning channels
Current Channel Assignments 1
. Access
IP Address Radic Band Channel Status st
192.168.15.60 A8:F9:4B:B7:ED:70 B/G/N 1 up
192.168.15.60 AB:F9:4B:B7:ED:60 A/N/AC 36 up

Advanced
Change channels if interference is reduced by at least | 75% ¥
Refresh when access point is added to the cluster | enable ¥
Determine if there is better set of channel settings every | 1 Minutes ¥
Click "Update” to save the new settings.
Update

Transmit Power Control ...

Start | automatically re-assigning tx power
RS51 thresheld 2.4 GHz -85 (Range: -100...-30)
RS51 threshold 5 GHz -70 (Range: -100...-30)
Interval o] (Range: 1800...85400 or Q)
Advanced
Minimal Tx Power 10 (Range: 6...30)
Active Scan Mode i
Debug Mode

Update

Monitoring Ewnand

Cxpand

TPC statistics is not available because tpc-plamner is not up

+ Start — py4HOI1 3anyck CnekTpasibHOro aHasim3a cpefbl U Bbibopa onTMMaslbHOTO KaHana a5 Kaxaom
TOYKWN JOCTyna B KacTepe;

+ IP Address — IP-agpec Toukn AocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepdelica To4ku AoCcTyna B KnacTepe;

* Band — Habop cTaHAapTOB, NOAAEPKMBAEMbIX PaAMONHTEPGIENCOM TOUKM AOCTYyNa B Knacrtepe Ha
[aHHbIA MOMEHT;

+ Channel - YaCTOTHbIi KaHas B KacTepe;

+ Status — cocTosiHue paboTbl pagnovHTepdeinca ToUkM AOCTyna B KnacTepe;

+ Locked — 6nokuMpoBKa CMeHbl kaHana. MNpun ycTtaHoBNEHHOM dhyiare B MOMEHT Bbl6opa ONTUMa/IbHOrO
KaHasa BceMu Toukamu focTyna AaHHbl pagnonHtTepdieinc 6yaet Ncnosb3oBaTb NPeXHUA kaHan npu
nobom ncxone Bolbopa ONTUMasIbHOro KaHasna.

Haxxmute KHOMNKy «Apply» A4ns npuMeHeHns nameHeHnin. HaxxmuTe kHonky «Refresh» gns obHoBNeHNs gaHHbIX
B Tabnuue «Current Channel Assignments».

B Tabnuue « Proposed Channel Assignments » npnBoguntcs nHdhopmaumsi 0 BO3MOXHbIX 3HAYEHUSIX KaHana,
Ha KOTOpbI NepeigeT pagnonHTepdgeiic ToUKM 4OCTyna B C/iyyae 3anycka nepecyera onTMMasibHOCTH
BblG6Opa kaHana:

+ IP Address — IP-agpec Touku AocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepdelica To4ku AoCcTyna B KnacTepe;

* Proposed Channel - Homep kaHasna, Ha KOTOpbIA NepeigeT pagnorHTepdeiic To4kM 4ocTyna B criyyae
3anycka nepecyerta onTMMasibHOCTU BblGopa kaHasa.

Advanced - B pazfene BbINOMHATCA PaCLUVPEHHbIE HACTPOIKM:
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+ Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWNN YPOBHS
Wwyma Ans NpUHATUSA peLleHns Nepexoia Ha Apyron kaHasl. Ecnv npy aHannse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NPU NEPEXOAe Ha APYroi KaHasa YPOBEHb LUyMa CHU3UTCS Ha BEIMUMHY, 60/IbLLUYHO,
4yeM yKa3aHo B JaHHOM napamMeTpe, TO BbIOop OyAeT cAenaH B Nosb3y Nepexofa Ha Apyroi KaHar.
[vana3oH HacTPOViKn1 BeMYMHbIL: OT 5% 80 75%;

+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLel cnekTpasibHOM
CTPYKTYpbI Cpefbl 1 BbIGOP ONTUMa/ILHOTO KaHasia A5 Touek JoCTyna, eC/in K Knactepy
npucoeguHAETCS HOBasi ToUka AOCTYNa;

 Determine if there is better set of channel settings every — nHTepBas BpEMEHW, YEPE3 KOTOPbIN
MPOVCXOAMT NepecyeT 06LLEN CNEeKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOIO KaHana a1s
ToYek AocTyna.

Haxmute kHonky «Update» Ana coxpaHeHns BHECEHHbIX U3MEHEHWIA.

B pasgene «Transmit Power Control» Touku gocTyna, COCTosILME B O4HOM K/lacTepe, Yepes YCTaHOB/IEHHbIE
MHTEepBa/Ibl BPEMEHW NMPOU3BOASAT CNEKTPasIbHbI/ aHa/IM3 adompa U NPOU3BOAST NepepacyeT MOLWHOCTE
BbICTAB/IEHHbIX HA TOYKaX AOCTyna B KnacTepe TakuM 06pa3oM, YTOObI 0KasblBaTb Kak MOXHO MEHbLLIE
BNAVAHMS ApYr Ha Apyra. Mo yMonyaHuio onTrM13aums NpoBoAMTCA NPy U3MEHEHUM cOocTaBa kacTepa.

Transmit Power Control ...
Stop | automatically re-assigning tx power
R.55I threshold 2.4 GHz (Range: -100...-30)

R.55I threshold 5 GHz (Range: -100...-20)
{(Range: 1800...86400 or

Interval
Advanced

Minimal Tx Power (Range: 6...320)
Active Scan Mode
Debug Mode

Update

Monitoring

m
]
5]
(11}
3
o

Jtatistics available only at ma=ter's side. (Master is [(null}]

+ Start — py4HOWA 3anyCK aBTOMOACTPOVKA MOLLHOCTMN A1 KaXKA0M TOYKM AOCTyna B KNacTepe;

+ Stop — ocTaHOBKa aBTONOACTPONKMN MOLLHOCTY;

* RSSI threshold 2.4 GHz - nopor ypoBHsl RSSI B gnanasoHe 2.4 'y, npuHuMaeT 3HadeHus -100..-30, no
yMO/14aHuio -65;

* RSSI threshold 5 GHz — nopor ypoBHs RSSI B gnanasoHe 5 My, npuHumMaeT 3HaveHus -100..-30, no
yMO/14aHuio -65;

* Interval — nHTepBasn BpeMeHn mexay umknamm ontummnsaumun. NMpuHnumaet 3HaveHns: 1800...86400
CeKyHz, No ymonyaHuio 0 — onTummnsanmsa MOLWHOCTM NPOBOAMTCA 1 pas, 3aTeM TOIbKO NPU N3MEHEHUM
cocTaBa Knactepa;

* Minimal Tx Power — MMHUMa 1bHbIli BbIXOAHON YPOBEHb MOLLHOCTM TOUKM AOCTYNa, NPUHUMAET 3HaYeHUs
6...30, no ymosnyanutio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM chnare, MICNo/Ib3yeTCs aKTUBHbBIA PEXUM CKaHMPOBaHWS, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode — npu ycTaHOB/IEHHOM chnare BK/oYaeTcs oTnpaBka 0T1aA04uHbIX COOOLEHWI B KOHCO/b
TOYEK AOCTYN3;

B okHe Monitoring nocsie OKOHYaHUst ONTUMU3ALMM aBTOMOACTPOVKMA MOLLHOCTM MOXHO HabnoaaTb
pe3ynbTaThl CKAHMPOBAHMSI BCEX TOUEK AOCTYNa B K1acTePE, YPOBEHb BIUAHUS APYT HA Apyra, a Tak Xe
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N3MEHEHHYIO BbIXOAHYHO MOLWHOCTbL TOYEK AOCTYMNa.
Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

9.4 NMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
KnacTepe, u 6ecnpoBOAHbIX CETEN, AETEKTMPYEMbIX 3TUMM YCTpOCTBamMU. [lJaHHasa Tabnunua 4EMOHCTPUPYET,
Kakne 6ecnpoBOfHblE CETU AETEKTUPYET Kaxkaas Touka AOCTyNa 1 Kakoil ypOBEHb CUTHa/Ma OHa OT HUX
NPUHUMAET.

Ha ocHoBaHMK faHHOW TabnnLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCe CeTU U OLEHUTb B/IUSHUE
NMOMEX Ha Kaxayr TOUKy A0CTyna. 3TO NO3BO/NT OLEHUTbL NPaBWU/IbHOCTb PACNONOXEHNSI TOUEK AOCTYyna no
TEPPUTOPMM NOKPBITUS U YKAXKET Ha NPO6/IEMHbIE MECTA, B KOTOPbIX YPOBEHb NOMEX MOXET NOMELLATb
KaueCTBEHHOMY NpPeaoCTaBEHNIO YCNYT.

View neighboring access points

Wireless Neighborhood...
Clustered

The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster

members who are also "neighbers” are shown at the top of Neighbors list and identified by a heavy bar

above the Network Name. The colored bars and numbers to the right of each AP in the Neighbaors list indicate 2
signal strength for each neighboring AP. This signal strength is detected by the cluster member whose IP Reeras
address is at the top of the column. Points

Display Neighboring APs: In cluster Mot in cluster s Both

Cluster

192.168.18.111 192.168.18.111 192.168.18.57  192.168.18.57
. 00:AC:11:12:AC:00 00:AC:11:12:AC:10 00:AC:AC:12:12:00 00:AC:AC:12:12:10
Neighbors (45) (foor 1) (foor 1) (floor 2) (floorz)

Eltex-Clustering-Test

Eltex-Clustering-Test2 ‘

Eltex-Clustering-Test ‘

Eltex-Clustering-Test2

5555555555555

Default

Default

tester2

tester?

testerd

tachar1?

B BepxHei ropu3oHTasIbHOM CTPOKe Tabnuupl 0ToOpakeHa MHhopMaLMs No KaxXAoMy pagnonHtTepdency
TOYeK AOCTyNa, HaxoAsALmMXCS B kracTepe. B 1eBom BepTvKasibHOM CTON6LE Tabnuvupbl pacnonioxeHa
nHpopmaumsa no 6ecnpoBoHbIM CETAM, KOTOpbIe BUAHBI YCTPOWCTBaM B KnacTepe.

YpoBeHb CUrHana oT Kaxgoin 6ecnpoBOAHON CETU yKa3aH B MPpaBOM BEPXHEM YI/1y syelikn Tabnmubl.

Tabnuua copmmpoBaHa Tak, YTo B NePBbIX ee CTPOKax 0TobpaxkatoTcs 6ecnpoBoiHbIe CeT, 06pa3oBaHHbIe
camuM Knactepom, Aasiee ayT MeHa CTOPOHHUX CeTein.

* In cluster — npun yctaHoBNeHHOM (pnare B Tabnvue 6yaet oTobpaxarbcsa nHgpopmaumnsa 0 6ecrnpoBOfHbIX
CEeTAX, HaXOAALWMXCA TONbKO B KNacTepe;

* Not in cluster — npun yctaHoBneHHOM hrare B Tabnvue 6yaer otobpaxarbcsa nHopmMaumns T0/1bKO 0
CTOPOHHUX B6ECNPOBOAHbIX CETAX;

* Both — npu yctaHoBneHHOM chniare B Tabnvue 6yaet oTobpaxarbCcsa MHopMauns 0 BCeX CETSX.

9.5 MopgmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINOMHUTL 0GHOB/IEHWE NPOrPaMMHOI0 o6ecneyeHmnst Ha
BCEX YCTPOICTBAX, BXOAALLMX B KlacTep.
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Mpu 06HOBNEHNUM MO ycTpoIcTB KnacTepa chaiin NpoLwwvBKM ByAEeT 3arpy>XeH Ha Kaxaoe YCTPOCTBO U
YCTaHOB/EH Ha no3uuuto «Primary Image». ABTOMaTU4YeCKM BbIMOSTHAETCSA nepesarpyska yCTPOWCTB C
3arpyskolii MO, KoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoiicTBax knactepa MO
OyeT cCoxpaHeHo 1 nepemMelleHo Ha nosvumio «Secondary Image» (pesepsHas Bepcusi M0).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Start-Upgrade

Members 1P Address MALC Address Device  Firmware Version Firmware-transfer-status
1 192.168.15.60 AB:F94B:B7:ED:60 WOP-2ac [Tekwuaa Mong
EepcHA N0
Upload Method: 5 HTTR TFTR
New: Firmware Image: Bofegume pain | @ain He Bxfipas
Owerill Upgrade Status: Not Initislized

+ Upload Method — meTog 3arpy3ku goaina MO Ha ycTpoiicTBa:

* 3aepy3Ka 4yepe3 HTTP. YctaHoBuTe thnar «Upload Method» B 3HaueHne HTTP. Haxmunte
«BblbepuTe thaiin» n B 4ManoroBoM okHe BblibepuTe nyThb K dhaitny MO Ha MNK. HaxmuTe
«Upgrade» gna Havana 3arpy3sku BblopaHHoro tpaiina NoO B yCTPOWCTBO;

*+ 3aepy3ka 4yepe3 TFTP. YctaHosuTe chnar «Upload Method» B 3HaueHne TFTP. B none «lmage
Filename» ykaxute ums parina MO, KoTopsblil 6yaeT 3arpyXeH B yCTPONCTBO. Vims dhalina
06s3aTesibHO AO/MKHO coaepXxaTb paclmpeHune .tar. B none «Server IP» ykaxute IP-agpec TFTP-
cepBsepa, Ha KOTOPOM coxpaHeH hain MNO. HaxmuTe «Upgrade» ans Hayana 3arpy3sku goaiina;

* New Firmware Image — BbI6op thaiina, cogepxatiero HoByt Bepcuto M0O;

« Start-Upgrade — Ha4yano 06HOBMEHMS.

© B npouecce 06HOBMEHNS MO YCTPOWCTB HE OTK/IIOYATE NUTaHNE YCTPOICTB, @ TakkKe He 06HOBANTE

N HE MeHANTe TekyLLyl web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.
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10 MeHto «Captive Portal»

B meHto «Captive portal» BbINOMHSAETCA HACTPOiiKa cneLmanibHOro nopTasa, Ha KOTopbIA NepeHanpaBnstTCS

KMTNMEHTHI OJ1A NPOX0oXAEHNA aBTOpU3aLn npu NoAK/IIOHEHNUN K CETU MHTepHeT.

Web-koHdhurypaTop WOP-2ac

Takum 06pa3omM MoxHo, Hanpumep, nepeBecTn Wi-Fi ceTb B OTKPbITbI PEXUM, CHSB LUMKPOBaHWE, HO
orpaHu4MB JOCTYN K CETEBbIM pecypcaM. [MoakKNoueHne K CETEBbIM pecypcam byaeT peannsoBaHo yepes Web-

aBTOpM3aALNIO.

10.1 MNMogmeHto «Global Configuration»

B pasgene «Global Configuration» BbiInonHAETCA HacTpolika 06X NapamMeTpoB NopTasna U MOHUTOPVIHT

TEeKyLlero Konm4yecrtea Co3fjaHHbIX 06bEKTOB.

Global Configuration Settings

Captive Portal Mode Enabled ® Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)
Roaming service URL

Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 0

Click "Update" to save the new settings.
Update

(0 - 2048 characters)

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npn yctaHOBNEHHOM hiiare nopTas UCMNONb3yeTCs;
* Disabled — npn yctaHOBNEHHOM hriare nopTasl He UCMNOMb3YeTCs.

Authentication Timeout — nepnog BpeMeHN B CEKyHAaX, B TEHEHME KOTOPOro KNIMEHT MOXET BBECTU
aBTOPU3aLMOHHbIE AaHHble Ha CTpaHuue nopTana Aasa nonyyvyeHus goctyna Kk cetn. Ecnu nHtepsan
npesblLLeH, He06XoANMMO 0O6HOBUTL CTPaHWULY JIM60 NOBTOPHO NOAKIUYNTLCA K CceTU. MNpuHumaeT
3HaveHus (60-600) cekyHa. Mo ymonyaHuio yctaHoBnieHo — 300 cekyHa;

Roaming service URL — appec Service APB ans noaaepxkn poymuHra B pexunme hotspot. 3agaetcs B
dopmare: "ws://host:port/path”;

Roaming no action timeout, min — BpeMs, Yepe3 KOTOpoe To4ka AoCTyna yaanuT yctapeslume/
HeakTUBHbIE 3anncuy O KNIMEHTax B POYMUHTE;

Instance Count — ko/1u4ecmaso 3K3eMNAsSPoB NopTasia, HACTPOEHHbIX HA TOYKe AOoCTyna. HaXmuTe KHOMKy
«Update» gna coxpaHeHnsi BHECEHHbIX USMEeHEHUU.

HaxmunTe kHomnky «Update» 51 COXpaHeHWsl BHECEHHbIX M3MEHEHMWIA.
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10.2 MogmeHto «Instance Configuration»

B pasgene «Instance Configuration» co3gatotcsi nopTasibl M HACTpanBaOTCSA NapaMeTpbl NOPTasIoB.

Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Mame (1 - 32 characters)

Click "Update” to save the new settings.
Update

[na co3gaHma HoBoro noptasia B nosie «Captive Portal Instances» Heo6xoavmo BbibpaTh nyHKT «Create» 1 B

none «Instance Name» ykaszatb UMsa HoBoro noprtana (4o 32 cumBosioB). [ns co3gaHus noptana HaxaTtb
kHonky «Update».

[na nepexofa k pabote ¢ noptasioMm Heob6xoauMo BblibpaTh ero ums B nosie «Captive Portal Instances»:
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Instance Configuration Settings

Captive Portal Instances | wlanObssvapl ¥

Captive Portal Instance Parameters

Instance ID: 2
Admin Mode Enzbled "® Disabled
erification Cportal ¥

Virtual Portal Name

Global Radius on aff
Radius Accounting on Off
Raduis Domain

Radius IP Network pvd ¥

Radius IF

Radius Backup IP 1
Radius Backup IF 2
Radius Backup IF 3
Radius Key

Radius Backup Key 1

2

Radius Backup Key

[N}

Radius Backup Key

External URL (0 - 256 characters)
Away Time 720 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0 - 1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 - 1331200 Kbps, 0 = Default)

Delete Instance

Click "Update™ to save the new settings.
Update

Instance ID — Homep nopTana;
Admin Mode — pexum paboTbl noptana:
« Enable — BknoueH;
» Disabled — BbIKNtoueH;
Virtual Portal Name — ums BUpTyasibHOro noprana;
Global Radius — rno6anbHble HacTpoliku aBTopmsaumm no RADIUS-npoTokony:
* On — BKJ/THOYEH;
« Off — BbIK/IOYEH;
Radius Accounting — npu BKAOYEHHOI OYHKUMM ByayT OTNPaBASATbLCSA CO06LLEHMsA «Accounting» Ha
RADIUS-cepBep:
* On — BKJ/THOYEH;
« Off — BbIK/NIOYEH;
Raduis Domain — pomeH nonb3oBartens;
Radius IP Network — Bbi6op npoTokona IPv4 nnu IPv6 ans goctyna Ha cepsep RADIUS;
Radius IP — appec RADIUS-cepBepa. MNpn HegocTynHocTn ocHoBHOro RADIUS-cepBepa, 3anpockl 6yayT
OTNPaBATLCA Ha pPe3epPBHbIE;
Radius Backup IP — pe3epBHblii agpec RADIUS-cepBepa;
Radius Key — naponb gns aBtopmsaumm Ha RADIUS-cepBepe;
Radius Backup Key — pe3epBHbIii naposb Ans astopmsauun Ha RADIUS-cepBepe;
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+ External URL — agpec BHewwHero Captive Portal, Ha koTopblIi 6yaeT nepeHanpas/ieH NoNb30BaTelb Npu
nogkntoyeHun k hotspot;

+ Away Time — BpeMs, B TeYeHne KOTOPOro AeiCTBUTENIbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
6a30B0i1 CTaHUMK Nocne ero guccoumauun. Ecnmn B TeueHne aToro BpeMeHu KNIMEHT He npoiger
ayTeHT1unKaLmo NOBTOPHO, 3anuck byaeT yaaneHa. MpuHumaet 3HaveHus 0-1440 MUHYT, No
ymonyaHuio — 60 MUHyT;

+ Session Timeout — TaliMayT XWU3HU ceccun. Monb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasia Yepes
yKasaHHbIi NPOMeXyToK BpeMeHu. MpuHumaeTt 3HaveHus 0-1440 MuHyT. Mo yMon4aHuo yCTaHOB/IEHO
3HayeHune «0» — TalimayT He NpMMeHsIeTCs;

+ Max Bandwidth Upstream — makcMMasibHaa CKOpoCTb nepegayn Tpaduka ot aboHeHTa. MpuHUMaet
3HadeHns 0-300 M6uT/c. Mo ymonyaHuio ycTaHoB/EHO 3HadeHne «0» — 6e3 orpaHuyeHus;

+ Max Bandwidth Downstream — MakcumasibHasi CKOPOCTb nepegayun Tpadurka K aboHeHTy. MNpuHumaeT
3HadeHns 0-300 M6uT/c. Mo ymonyaHuio ycTaHoB/EHO 3HadeHne «0» — 6e3 orpaHuyeHus;

+ User mobility domain — Ha3BaHue rpynnbl, B paMKax KOTOPO MOXET ObITb COBEPLLEH POYMUHT;

+ Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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10.3 MopameHto «VAP Configuration»

B pasgene «VAP Configuration» BbinonHsieTcs npmBsi3ka noptana Kk BupTyasbHbiM Wi-Fi ceTam VAP.

VAP Configuration Settings

Radioc |1 ¥
VAP Instance Name
D v
]_ v
2 v
3 v
4 L
5 v
6 v
}' v
a v
g9 v

10 v
11 v
12 v
13 v
14 v

15 hd

Click "Update” to save the new settings.

Update |

* Radio — Homep Wi-Fi nHTepdpeiica, 419 KOTOPOro NpoM3BOANTCS HACTPOKa.

B Tabnuue ans Kaxaol BUPTYasibHOM CETU Ha3HaYaeTcst nopTasl No ero UMeHW.
HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

10.4 MopmeHto «Authenticated Clients»

B pasgene «Authenticated Clients» oTo6paxaeTcsi CNCOK K/TMEHTOB, KOTOPbIE YCMELIHO MPOLLIY
ayTeHTUMKaLWMIO Ha nopTane.

Authenticated Client List

Click "Refresh” button to refresh the page.

Refresh
Total Number of Authenticated Clients 0

MALZ Address IP Address User Name Protocol Mode Venfy Mode VAR ID Radio ID Captive Portal 1D Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

« Total Number of Authenticated Clients — konn4ecTBO yCNeLIHO aBTOPU3NPOBAHHbIX KNIMEHTOB B AaHHbIN
MOMEHT;
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* MAC Address — MAC-agpec KIneHTa;

+ IP Address — IP-agpec KnneHTa;

+ User Name — nms nosib3oBaresns, C KOTOPbIM K/IMEHT MPOLUEN ayTEHTUMKALMIO Ha nopTane;
* Protocol Mode — npoTokon, ncnonb3dyemolii ansa coegnHennsa HTTP / HTTPS;

+ Verify Mode — meToa aBTOpM3aLuy Ha nopTane;

* VAP ID — HOMep BUPTYasibHOI ceTu;

* Radio ID — Homep paanonHTepdelica;

+ Captive Portal ID — nms nopTana, ¢ KOTOPbIM acCOLMMPOBAH K/TUEHT;

+ Session Timeout — ocTaBLUeeCcs BpeMSs XU3HU Ceccuu;

+ Away Timeout — oCcTaBLLEEeCs BPEMS XMU3HWN 3anvcy ayTeHTUPUKaUUN KNNeHTa;
* Rx Packets — konn4yeCcTBO MPUHATLIX NAKETOB OT K/INEHTa;

+ Tx Packets — Konn4ecTBO nepefaHHbIX KNMEHTY NakeToB.;

* Rx Bytes — konu4ecTBO Nosly4eHHbIX 6ainT UAP OT nonb3oBaTtens;

+ Tx Bytes — konmyecTBO nepepaHHbIx 6ainT UAP nonb3oBatenem.

10.5 MNMogmeHto «Failed Authentication Clients»

B pa3spgene «Failed Authentication Clients» npuBegeH CNMCOK K/IMEHTOB C OLUMOKOM aBTopmn3aLmm Ha nopTtase.

Failed Authentication Client List

Click "Refresh” butten to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

[lna 06HOBNEHNUS HhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refreshy.

+ MAC Address — MAC-agpec KN1eHTa;

+ IP Address — IP-agpec KnueHTa;

+ User Name — nmsi nonb3oBatesisi, C KOTOPbIM K/IMEHT NPOLUEN ayTEHTUGIMKALMIO Ha rnopTasie;
+ Verify Mode — meToq aBTOpM3auuy Ha noprane;

+ VAP ID — HOMep BUPTYasibHON ceTy;

* Radio ID — Homep paanonHTepdelica;

+ Captive Portal ID — nms noptana, ¢ KOTOPbIM aCcCOLMNPOBAH K/TUEHT;

* Failure Time — Bpems, korga npoun3oLuia owmoka.
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11 MeHio «Client QoS»

MeHto «Client Q0S» npeaHa3HaueHo A1s 6osee TOHKOW HacTpolikn QoS kMeHTCKUX NnoTokoB Tpaduka. Client
QoS no3BoSEeT HACTPOUTbL NPUOPUTU3ALNIO OTAESbHLIX NOTOKOB Tpadvka, OrpaHNYnTb LUMPUHY NONOCHI AN
KaXX[0ro K/imeHTa.

11.1 NoameHto «VAP QoS Parameters»

MogmeHto «VAP QoS Parameters» no3BonsieT r1ob6asibHO BKIOUUTL UCMONb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee cchopMUpOBaHHbIE NpaBMIa NPUOPUTU3ALNN
Tpadmka.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode ® Enabled Dizabled

VAP QoS Default Parameters

Radio |1 ¥
VAP |wAPOD Y

Client QoS5 Mode * Enabled Disabled
Bandwidth Limit Down |0 (0-1331200 Kbps)
Bandwidth Limit Up 0 (0-1331200 Kbps)
DiffServ Policy Down r

DiffServ Policy Up r

VAP Limit Down 0 (0 - 1331200 Kbps)
VAP Limit Up 0 (0 - 1331200 Kbps)

Click "Update”™ to =ave the new settings.
Update

+ Client QoS Global Admin Mode - ucnonb3osaHue Client QoS Ha Bceli Touke focTyna rno6asibHo:
« Enable — BKMOUYUTS;
« Disabled — BbIKNtOUNTB;

* Radio — BbIGOp pagnonHTepgelica, Ha KOTOpom ByaeT npon3BoanTbCA HacTpolika Client QoS;

+ VAP — BbIGOp BUPTYyasIbHOW TOUKM AOCTYNa, HA KOTOPOW ByaeT npou3BoanTbes HacTpolika Client QoS;

+ Client QoS Mode — ncnons3osaHue Client QoS Ha BbIGpaHHo VAP:

« Enable — BKMOUYUTS;
« Disabled — BbIKNtOUNTB;

+ Bandwidth Limit Down — orpaHuyeHue W1pWHbI NO0ChI Tpadmka OT TOUKM AOCTYNa K KXXA0MY KIIMEHTY,
6uT/C. Anana3oH BO3MOXHbIX 3HaYeHuii: 0 — 4294967295 6ut/c. Ecnu HasHadeH 0, To orpaHuyeHune
nosiockl Tpauka He NnpuMeHsieTcs. Jlo6oe HeHyneBoe 3HaYeHne OKPYI/ISeTCa 40 BE/IMYMHbI, KpaTHoM 64
KouT/C;

* Bandwidth Limit Up — orpaHnyeHne WnpuHbl NOA0CkI Tpadmka OT KaxXA0ro KNneHTa 4o TOUKM AocTyna.
EanHvua namepenuns: 6ut/c. AnanasoH BO3MOXHbIX 3Ha4eHuii: 0 — 4294967295 6ut/c. Ecnun HasHaueH 0,
TO OrpaHuyeHune nonockl Tpadnka He nNpumeHseTcs. J1lo60e HeHy/leBoe 3HauYeHne oKpyrnseTcsa Ao
BE/IMYMHbI, KpaTHOM 64 K6UT/C;

« DiffServ Policy Down — ums npocpuns Policy, KOTopbIii AO/MKEH ObITb MPUMEHEH K TpadvKy, nayliemy ot
TOYKM JOCTyNa K KNINEHTY;

+ DiffServ Policy Up — ums npocpuns Policy, kKOTopbIii LO/MKEH ObITb NPUMEHEH K Tpadhuky, naylemy
K/IMeHTa K Touke JocTyna.
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+ VAP Limit Down — orpaH/4eHne LUMPWHbI NOSIOCHI Tpadgika OT TOYKM AOCTyna K KnneHTam (B cymme),
NOAKMOYEHHBIM K faHHoMy VAP, 6uT/c. lnana3zoH BO3MOXHbIX 3Ha4YeHunin: 0 — 4294967295 6ut/c. Ecnu
Ha3HaueH 0, To orpaHnyeHve He npumMmeHseTcs. JTloboe HeHyneBoe 3HaYeHe OKPYINSAETCA 40 BEINYMHDI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHuyeHne WMpWHbI NOSI0CkI Tpadgimka OT KIMEHTOB (B CyMME) A0 TOUKM A0CTyNa, 6UT/
c. nana3oH BO3MOXHbIX 3Ha4YeHunin: 0 — 4294967295 6ut/c. Ecnu HasHadyeH 0, TO orpaHnyeHne He
npumeHseTcs. Jlloboe HeHy/leBOe 3HaUYEHVe OKPYI/IAETCA A0 BENNUYNHDI, KpaTHOM 64 k6ut/c.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINOHAETCS HAcTpoiika knaccudumkaumm Tpagmka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTEel NakeToB ONpeeieHHOoro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT kinacc 6yaeT UCnosb30BaH 419 onepauin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Clzss Map Name (1 - 21 characters)
Match Layer 3 Protoco IPv4 ¥

Add Class Map

Match Criteria Configuration

Class Map Name nethios-ns-tcp - ipvd ¥

Match Every

Protocol Select From List |[tcp ¥ Match to Walue (0 - 255)

Source IP Address (X.XX.XM) Source IP Mask (KHX.X)

Destination IP Address (W.2.X)  Destination IP Mask (XXHX)

Source Port Select From List v Match to Port (0 - 65535)

Destination Port Select From List v Match to Port |137 (0 - 65535)

EtherType Select From List v Match to Value {0600 - FFFF)

Class Of Service (0-7)

Source MAC Address Source MAC Mask 0o 300 120408 30302000 20 )
Destination MAC Address Destination MAC Mask {3000 £ 30K 100 MK E M 1 MK )
VLAN ID (0 - 4095)

Service Type

IP DSCP Select From List v Match to Value {0 - 63)
IP Precedencs (0-7)
IP TOS Bits (00 -FF) IPTOS Mask (00 - FF)

Delete Class Map

Click "Update™ to save the new settings.

Update

Class Map Configuration — B pazgene BbINONHAETCA co3gaHne npodmns knaccudmkauum Tpaguka.

+ Class Map Name — nms knacca Tpaduka;

+ Match Layer 3 Protocol — npoTokor, no koTopomy 6yaeT npoucxoantb knaccudonkaums (IPv4 nnu IPv6).
B 3aBMCMMOCTM OT BbibOpa NpoToKona 6yAeT Npen/iokeH pas/inyHblii HAbop Nosen, No KoTopbiM ByaeT
BbINOJIHATLCA Knaccugurkauma Tpaduka.

[lna co3gaHus HoBOro knacca Tpadvka ykaxuTe B nose «Class Map Name» umsi knacca u HaxXmMuTe KHOMKY
«Add Class Map».
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Match Criteria Configuration — B pa3gesne BbINnosHsIeTCA HACTpOKa KputepreB A/15 knacca Tpadvika.

Class Map Name — Bbl6op Knacca Tpadmka, 418 KOTOporo 6yaeT NpoMcxoanTb KOHUIrypupoBaHmne
NMPU3HaKOB NPUHAAMEXHOCTU K Kaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMUCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Noneit Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTenst NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefix Len — pnnHa npedounkca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHwue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmMocTb 6UToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccuuumpyeTca Naker,

Destination IPv6 Prefix Len — pnnHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yemMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBatoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HauyeHne MAC-agpeca nosnyyarenst nakeTa;

VLAN ID — 3HauyeHune nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

Delete Class Map — yaanutb kKnacc Tpaduka,;

Update — npuMeHNTb NapameTpbl Knacca Tpaduka;

IPv6 Flow Label — 3HaueHune nons Flow Label.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

11.3

MoameHto «Policy Map»

MoameHto «Policy Map» npegHasHayeHo 418 HACTPOMKM LUIMPUHBI NOJI0ChI MPOMNYCKaHUs Ans
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro knacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe Anst NPUHATHSA peLLeHnsl 0 Npornycke
[aHHOro Tpadmka uav o ero 6n10kMpoBkK. B nogmeHto oopmupyetcs npocunb «Policy Mapy, on1s KoToporo
nocnefoBaTe/lbHO Ha3HavyalTCs paHee co3faHHble knaccudmkaTopbl Tpaduka «Class Map». ns kaxaoro
KknaccudmkaTopa ykasblBatoTCs ornepaumm, KoTopble He06X0AMMO NPOU3BECTU C AAHHBLIM TUNOM Tpaduka.
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Configure Client QoS DiffServ Policy Map Settings
Policy Map Configuration
Policy Map Name (1 - 31 characters)
Add Policy Map
Policy Class Definition
Policy Map Name ChattyDrop T
Clz=s Map Name nethios-ns-tcp v
Paolice Simple Committed Rate (1 - 1000000 kbps) Committed Burst (1 - 2042800000 bytes)
Send
Drop
Mark Class Of Service (0-7)
Mark IP Dscp Select From List v
Mark IP Precedence (0-7)
Disassociate Class Map
netbios-ns-tcp, netbios-ns-
Member Classes udp, netbios-dgm-tcp, netbios-
dgm-udp, mDNS, SSDP, vrrp s
Delete Policy Map
Click "Update” to save the new settings.
Update

Policy Map Configuration — B pa3zaene BbINoNHseTCA co3gaHne HoBoro npodguns Policy Map.
* Policy Map Name — nwvsi npoguns Policy Map.

[nsa no6aeneHnst HOBOro Nnpodnnsa BeeanTe ums npoduns B none «Police Map Name» 1 HOXMUTE KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbinonHAETCA HACTpolika KnaccugukaTtopos Tpaduka.

+ Policy Map Name — nvsi npogounns «Policy Map», B koTopom 6yaeT npon3BoAUTLCA AasibHelwasn
HacTpolika onepauuii Ansa knaccudmkatopos Tpaduka;
+ Class Map Name - knaccudmkatop Tpaduka, paHee co3faHHbllii B nogmeHto «Class Map».

Onepaumu, KOTopble He06X0AMMO NPOU3BECTU C AaHHLIM TUMOM TpaduKa:

* Police Simple — ynpolieHHasn HacTpolika, Npy KOTOPOIi 3a4at0Tcsa ABa napameTpa:
« Committed Rate — rapaHTMpoOBaHHas CKOPOCTb Nnepegayn Ans AaHHOro Buaa Tpadimnka;
« Committed Burst — orpaHM4yeHne CKaukoB Tpadinka;
+ Send - npw ycTaHOBNEHHOM chnare BCe NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpaduka 6yayT nepesaHsbi,
ecnu kputepum Class Map BbINOMHSOTCS;
* Drop — npv ycTaHOB/IEHHOM (b/1are Bce NakeTbl COOTBETCTBYIOLLErO NoToKa Tpadumka 6yayT oTOpOoLUEHbI,
ecnu kputepum Class Map BbINOMHSOTCS;
+ Mark Class Of Service — npu ycTaHOBNeHHOM doniare Bce NakeTbl COOTBETCTBYHOLLEr0 NOToKa Tpadmka
6yayT MapkMpoBaTbCs 3aAj@aHHbIM 3HadeHnem CoS (uenoe umcno ot 0 go 7);
* Mark IP Dscp — npv ycTaHOBNEHHOM donare Bce nakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadmka byayT
MapKMpoBaTtbCsl 3aaHHbiM 3HadeHnem IP-DSCP. 3HaueHne MOXHO BblibpaTb U3 CAMCKa UMK YKasaTb;
« Mark IP Precedence — npv ycTaHOBNEHHOM donare Bce NakeTbl COOTBETCTBYHOLLErO NOTOKa Tpadmka
6yayT MapkMpoBaTbCsi 3aAj@aHHbIM 3HadeHneM IP Precedence (uenoe uucno ot 0 go 7);
+ Disassociate Class Map — yctaHoBuTe donar n HaxxmuTe KHonky «Update», 4Tobbl yaanuTb NpuBS3KY
AaHHoro Class Map u Policy Map;
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* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnv knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

+ Delete Policy Map — yctaHoBuTe chnar 1 HaxxmuTe KHonky «Update», utobbl yaanutb Policy Map,
ykasaHHyto B Policy Map Name.

11.4 TMNogmeHto «Client Configuration»

B aTom pasgene MOXHO NPOCMOTPETh TeKyLLy KOoHdurypaumio QosS.

QOS Configuration Status for associated clients
Statien |a8:f9:4b:b2:02:36 ¥

Glebal QoS Mode down
Client QoS Mode Disabled
Bandwidth Limit Up lu]
EBandwidth Limit Diown |0

ACL Type Up Mone
ACL Mame Up
ACL Type Down Mone

ACL Mame Down
DiffServ Palicy Up

DiffSery Pelicy Down

« Station — BbI6oOp MHTepcheiica no MAC-agpecy;
* Global QoS Mode — ncnonb3osaHue Client QoS Ha Bceil Touke goctyna rnobasbHo:
+ Up — BK/IOYEHO;
* Down — BbIK/TOUEHO;
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbibpaHHo VAP:
+ Enable — BK1O4€EHO;
* Disabled — BbIKNOYEHO;
* Bandwidth Limit Up — orpaHnyeHune WnpuHbl NOA0ChI Tpadmka OT KaxX4oro KNneHTa 4o TOYKM 40CTyna, B

ouT/c;

+ Bandwidth Limit Down — orpaHuyeHune WnprHbI NON0CHI Tpadmka OT TOUKM AOCTYNa K KaXA0MY KIMEHTY,
ouT/c;

+ ACL Type Up — Tun Tpadmka OT KIMeHTa K To4Ke [OCTyna, 419 KOTOPOro 6yayT NPpYMEHATLCA npasuna
ACL;

+ ACL Name Up — nms npocpmns ACL, KOTOpbIi fO/MKEH ObITb NPUMEHEH K TpadinKy, nayLiemMmy oT K/imeHTa
K TOYKe [OCTyna;

+ ACL Type Down - Tun Tpadmka oT TOUKM AOCTyna K KNMEHTY, 4151 KOTOPOro 6yayT NpUMEHATLCA
npasuna ACL;

+ ACL Name Down — ums npodpunia ACL, KOTOpbIn AO/MKEH ObiTb NPUMEHEH K TpaduKy, nayLemy oT TOUKM
[OCTYyNa K KNNEeHTY;

« DiffServ Policy Up — nmsa npodmns Policy, KoTopblii fO/mKeH 6bITb MPUMEHEH K Tpaduky, nayemy ot
KNMEeHTa K ToYKe JOCTyna;

+ DiffServ Policy Down — ums npocpuns Policy, kOTopbIii fO/MKEH ObITb MPUMEHEH K TpadvKy, nayliemy ot
TOYKWN OCTyNa K K/INEHTY.
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12 MeHto «Work Group Bridge»

12.1 MopmeHto «Work group bridge»

MogmeHto «Work group bridge» npegHasHavyeHo 415 HACTPOWKKM YCTPOMCTBA B peXnM 6eCnpoBOAHOrO KIneHTa
C UCMO/b30BaHNeM OHOro 13 6ecnpoBoAHbIX MHTepdhencos. Mpu HACTpoiike pexrmMa KIMeHTa knactep Ha
YCTPOWCTBE [O/MKEH ObITb OTK/THOYEH.

Modify AP Workgroup Bridge Settings

Warkgroup Bridge Mode Up ® Down
Radio 1 ¥

Upstream Interface

WLAM ID i

551D Upstream S5ID *

Ream Threshold -75 [-29 - -1} dBm
Sacurity Mone v EI

Connection Status Disconnected

Downstream Interface

Status Up Clowrn
WLAN 1D 1

551D Downstream SSID
Broadcast SSID On ¥

Sacurity MNone hd [_T|
MAC Auth Type Disabled ¥

Click "Updata™ to save the new settings. Click "Refresh™ button to refresh the page.
Update Refrash

+ WorkGroupBridgeMode — BKNtOYEHNE/BbIKNIOYEHNE PEXMMA KNTMEeHTA Ha HTepgoeiice;
* Radio — BbIGOp 6€CNPOBOAHOI0 UHTEPGIECA, HA KOTOPOM BK/IHOHAETCS PEXUM KINEHTA;
+ Upstreaminterface — HacTpoiikn nHTepcpeiica, KOTOpbI OyaeT ABAATLCA 6ECNPOBOAHLIM KIMEHTOM U
NOAKNOYATLCA K CTOPOHHEN ToUKe A0CTyna;
* VLANID - Homep VLAN, ncnosnb3yemblii Ha ToUke A0CTYyna;
+ SSID — nMs TOYKM [OCTYNA, K KOTOPOW NPOUCXOAMUT NOAK/IOUEHUE,;
* Roamthreshold — MMHUMasIbHbIV YPOBEHb CUTHAA OT TOYKU A0CTYNa, MPU KOTOPOM NMPOUCXOANT
MOAK/TIOYEHME K TOUKE;
+ Security — pexvm 6e30n1acHOCTM TOYKM JOCTYNa, K KOTOPOI NPOMCXOANT NOAKIOHEHNE:
* None - He ncnonb30BaTh WKU(POBaHNE AN1A Nepefayn faHHbIX. Touka OTKpbITa A1 AocTyna
JTI0O0ro K/INEeHT];
« WPAPersonal — pexvm NoAKNH4YeHNs K TO4Ke A0CTyna ¢ UCNosib30BaHNEM MeXaHn3ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGOpe AaHHOTO pexuMa 415 peakTMpoBaHusA
6yayT AOCTYMHbI CneayrLme HacTPONKu:

Eecurity WPA Personal v| [
WPAVersions: WPA-TKIP ¥ wpaz-AES
MFP Capable r
Key:

« WPAVersions — Bepcusi ucnosib3yemMoro npotokona 6esonacHoctn (WPA nnm WPA?2);
* MFP - 3awmTa ynpasnswoLwmx kagpos: Not Required — He ucnonb3osartb; Capable —
onuMoHanbHo; Required — ncnonb3osats;
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+ Key — kntou/naposb, He06XoAMMbIl ANa aBTopMU3aLMmn Ha Touke AocTyna.
« WPAEnterprise — pexvum NoAK/OYEHUS K TOUKE A0CTyNa C UCMo/Ib30BaHMEM aBTOpPU3aLLMM U
ayTeHTUMKaLMM Ha BbILECTOSILLEM cepBepe. MNpu BbIGOPE JaHHOTO pexumMa Ans
pefakTMpoBaHusi 6yayT AOCTYNHbI CriefyoLWme HacTPOKM:

Fecurity WPA Enterprise ¥ =

WPAVersions: WPA-TKIP ¥ WPRAZ-AES
MFP Not Regquired ¥
EAP Method * peap tls

Username
Password

WPAVersions — Bepcus ncnosib3yemoro nportokosna 6e3sonacHoctn: WPA-TKIP, WPA2-AES;
* MFP - 3awmTta ynpasnsawowmx kagpos: Not Required — He ucnonb3oBaTtb; Capable —
onuMoHasnbHO; Required — ncnonbL30BaThb;
« EAP Method - BbI6op npoTokona ayteHTudunkauum (peap unu tls);
+ Username — nMms nonb3oBaTtesns, UCNosib3yeMoe rnpu asTopusaLumn Ha cepeepe;
+ Password — naponb nosb30Baresis, UCMnosib3yemblii Npy aBTopu3aumm Ha cepeepe.
+ Connection Status — cTatyc NogK/tOYeHNs K ToUke JocTyna.

B pasgene «Downstream Interface» BbINOMHSAOTCA HACTPOIKN MHTEPEIiCa, BbICTYNAOLLENO B KAYECTBE TOUKM
focTyna.

+ Status — Bk/OYeHUe/BbIKIOYeHNe downstream-uHTepdeiica:
* Up — nHTepdoeinc BKIOYEH,;
+ Down — uHTepenc BbIK/OYEH.
VLANID - Homep VLAN, B KOTOpOM 6yaeT nepeaaBarbCs CETEBON TpadiuK AN AaHHON TOUKM AOCTYNa;
+ SSID — nmsA TOUKM JocTyna,;
* BroadcastSSID — BK/1HOUNTbL/BbIK/HOYUTDL BELLLAHME TOUKM A0CTyna:
+ On — BelllaHne BK/THOYEHO;
+ Off — BewaHne BbIK/TIOUYEHO.
+ Security — pexvm 6e30n1acHOCTM Co34aBaeMoi TOUKN JOCTYNa;
* None — He ucnonb3oBarh WKgpoBaHue 414 nepefadn AaHHbIX. Todka OTKpbITa 4N goctyna
No60ro KNneHTa,;
« WPA Personal — pexum nogktoyeHns K TOUKe 40oCTyna € UCNo/b30BaHNEM MexaHn3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOIo pexnma K pefakTMpoBaHuIo AOCTYIHbI
cnepytouime nyHKTbI:

Security WPA Personal ¥ | 2
WPAVersions: WRA-TKIP ¥ wpaz-2ES
MFF Capable A
Key:

« WPAVersions — Bepcusi Ucnosib3yeMoro npotokona 6ezonacHoctv (WPA-TKIP nnn WPA2-
AES).

Ecnu Bbi6bpaH WPA-TKIP, To 19 HacTporiku 6yayT AOCTYMHbI NOMS:

* Key — k/104/naporsb, He06X04UMbIV A1 aBTopU3aLMmn Ha ToUYKe JOCTyna;
* Broadcast Key Refresh Rate — nHtepBan BpeMeH 06HOB/IEHUS TPYMNMOBOrO K/1H04a,
npuHumaeT 3HaveHusa 0-86400.

Ecnu BbibpaH WPA2-AES, To AN HacTpoiikmn 6yayT AOCTYNHbI NONS:

* Key — k/104/naporsb, He06X04UMbIV A1 aBTOpU3aLMmn Ha ToUuke JOCTyna,;
* Broadcast Key Refresh Rate — nHtepBan BpeMeH 06HOB/IEHUS TPYMNMOBOrO K/1H04a,
npuHumaet 3HaveHusa 0-86400;
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* MFP - 3awuTta ynpasnswowmx kagpos: Not Required — He ncnonb3oBartb; Capable —
onuuoHasibHO; Required — ncnonb30BaTh;

* MAC Auth Type — pexum ayTeHTUMKauumn nonb3osareneli ¢ yyetom nx MAC-agpeca:

HaxmuTe kHonky «Update» Ana coxpaHeHns BHECEHHbIX U3MEHEHWIA.
[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

12.2 TMNMogmeHto «Workgroup Bridge Transmit/Receive»

* Disabled — He ncnonb3oBatb ayTeHTU(UKaLMIO nonb3osarteneli no MAC-agpecy;
* RADIUS - ncnonb3oBaTb ayTeHTUhmkauunio nonb3osartenein no MAC-agpecy ¢ nomoulbto RADIUS-

+ Local - ucnonb3oBatb ayTeHTUUKaLmMio nosb3oBaTtenein no MAC-agpecy ¢ NoMOLLbH0 NTOKa/IbHOTO
crnucka aapecoB, ChOPMUPOBAHHOIO Ha JaHHOI Touke JocTyna.

B nogmeHto «Workgroup Bridge Transmit/Receive» npeacTtasneHa ctatucTika no nepegaHHoMy/npuHAToOMy
Tpadmky Ha uHTepgeicax, cqoopmmpoBaHHbix B pexnume Work Group Bridge.

[N 06HOBNEHNA MHPOPMALMK Ha CTpaHULLE HaxkKMUTe KHOMKy «Refreshy.

B pasgene «Transmit» BbINOMHAETCA NPOCMOTP CTATUCTVKM MO NepefaHHOMY Tpaduky.

View transmit and receive statistics for this access point

Click "Refresh" button to refresh the page.
Refresh

Interface Status VLAN ID Name (SSID)

Transmit
Interface Total packets Total bytes

Receive
Interface Total packets Total bytes

Interface — nmsa nHTepgeiica;

Status — ctatyc paboTbl UHTEPQIECa;

VLAN ID - Homep VLAN, Ha3Ha4eHHOro Ha UHTEPJIENC;

Name(SSID) — nmsa 6ecnpoBOAHOI CeTH, CKOHUIYPUPOBaHHOW AN nHTepdeiica.

B paszene «Receive» BbINOMHSAETCA NPOCMOTP CTATUCTMKM MO NPUHATOMY Tpadinky.

* Interface — nvs uHTepceiica;
+ Total packets — 06Liee KONNMYECTBO NepefaHHbIX/NPUHATLIX NaKeTOB;
+ Total bytes — obLiee KoNM4ecTBO nepesaHHbIX/MPUHATbLIX GaiT.
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13 Cnucok n3ameHeHui

Bepcml AOKYMEHTa

Bepcusa 1.19
Bepcna 1.18

Bepcua 1.17

Bepcna 1.16

Bepcua 1.15
Bepcua 1.14
Bepcusa 1.13

Bepcusa 1.12

Bepcua 1.11
Bepcusa 1.10

Bepcua 1.9

Jarta Bbinycka

09.04.2020
24.02.2020

01.10.2019

05.06.2019

12.02.2019
30.11.2018
10.08.2018

08.05.2018

27.12.2017
30.10.2017

01.07.2017
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CopepXaHue N3MEeHEeHNiA

CuHxpoHuzauusa ¢ Bepcmeid MO 1.19.3

CuHxpoHusaums ¢ Bepcuein MO 1.19.0

CuHxpoHusauumsa ¢ Bepcmein MO 1.18.1
VI3meHeHbI pa3gersnbl:

5.19 NogmeHto «<Mesh»

CuHxpoHusauusi ¢ sepcuein MO 1.17.0
M3MeHeHb! pasgensl:

5.5 MoameHto «Radio»

5.8 NogmeHo «VAP»

CuHxpoHuzauus c Bepcumeid MO 1.16.0
CuHxpoHusaums ¢ sepcuein MO 1.15.0
CuHxponnsauus ¢ Bepcueii MO 1.14.0

Job6aBneHbl pa3gens:

+ 5.11 NoameHto «Passpoint»
* 5.19 NoagmeHo «<Mesh»
+ 5.20 NopgmeHio «<Mesh Monitoring»

CuHxpoHusauus ¢ Bepcuein MO 1.12.2
Vi3meHeHbI pasgensbi:

+ 5.4 MopmeHto «Wireless Settings»
+ 5.5 MogmeHto «Radio»

[o6aBneHbl pasaensi:

+ 5.17 NogmeHto «OTT Settings»

CuHxpoHusaums ¢ sepcuein MO 1.11.4

CuHxponnsauus ¢ Bepcumeli MO 1.11.2 N3mMeHeHbI:
+ 4.3 NoameHto «Transmit/Receive»
« 4.5 MoameHto «Client Association»
+ 4.10 NMopmeHto «Radio Statistic»

CuHxpoHuzauumsa c Bepcumeid MO 1.10.0
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Bepcua 1.8

Bepcuna 1.7

Bepcua 1.6

Bepcua 1.5

Bepcusa 1.4

Bepcna 1.3

Bepcua 1.2

Jarta Bbinycka

02.02.2017

20.09.2016
27.07.2016

06.07.2016
16.05.2016

26.02.2016

14.10.2015
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CopepXXaHne N3MeHEeHNIA

CuHxpoHusaums c Bepcuein MO 1.9.0
VI3MeHeHo:
+ 5.5 MogmeHto «Radio»
+ 9.3 MNoameHto «Radio Resource
Management»

CuHxpoHusaums ¢ Bepcueit MO 1.8.0

CuHxpoHusaums ¢ Bepcuein MO 1.7.0
[Job6asneHbl pa3gensi:
+ 4.6 NMoameHto «TSPEC Client
Associations»
* 4.8 NogmeHio «TSPEC Status and
Statistics»
+ 4.9 NogmeHo «TSPEC AP Statistics»

VI3MmeHeHbI pasgensi:
+ 5.5 MNMogmeHto «Radio»

CuHxpoHusaumsi ¢ sepcuein MO 1.6.5

CuHxpoHusauus ¢ Bepcueli MO 1.6.4
13meHeHo:
+ 5.4 MogmeHto "Wireless Settings”
+ 5.5 NoagmeHto "Radio”

CuHxpoHusaums ¢ sepcueit MO 1.6.3
VI3meHeHb!:
+ 5.5 MogmeHto «Radio»
+ 5.8 MogmeHto «VAP»
* 11.1 MogmeHto «Global Configuration»
+ 11.2 NogmeHto «Instrance Congiguration»

CuHxpoHusauus c Bepcumeid M0 1.6.2
Job6aBneHs.l:

+ 5.9 MogmeHto "VAP Minimal Signal”

+ 5.10 NogmeHto "Fast Bss Transition"

M3MeHeHb!:

+ 4.5 NoameHto «Client Associations»

+ 5.4 MopmeHto "Wireless Settings”

* 5.5 NoameHto "Radio”

+ 5.8 NogmeHo "VAP"

* 6.2 NoameHo «<Web Server»

* 6.8 NogmeHo «SNMP»

+ 8.1 NMoameHto «Configuration»

+ 10.1 NoameHto «Access Points»

+ 11.2 NMopmeHto «Instance Configuration»

+ 12.1 NogmeHto «VAP QoS Parametrs»

+ 12.3 NMopmeHto «Policy Map»

+ 13.1 MopgmeHto «Work group bridge»
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Bepcusa gokymeHTa Jata Bbinycka CopepXXaHne N3MeHEeHNIA
Bepcusa 1.1 26.03.2015 CwuHxpoHusauus ¢ Bepcueli MO 1.5.0.
Jo6aBneHsbl:

« 4.4 MopgmeHto «Wireless Multicast
Forwarding Statistic»

+ 5.10 MoameHto «Wireless Multicast
Forwarding»

+ 10.5 NogmeHto «Cluster Firmware
Upgrade»

+ 12.4 NoameHto «Client Configuration»
M3MeHeHb!:

+ 4.3 NoagmeHto «Transmit/Receive»

+ 4.5 MNoameHto «Client Associations»

+ 4.6 MNogmeHto «Rogue AP Detection»

+ 5.8 NogmeHo «VAP»

+ 5.10 NogmeHto «WDS»

+ 10.1 NoameHto «Access Points»

+ 11.2 Nogmento «Instance Configuration»

+ 13.1 NMogmeHto «Work group bridge»

Bepcusa 1.0 23.09.2014 MepBas nybnkaums

Bepcua nporpammHoro obecneyenms 1.19.3
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TEXHNYECKAA NMOAAEPXKA

[na nonyyeHma TEXHUYECKON KOHCYIbTALLMM NO BONPOCaM 3KCNayaTauum obopya0BaHNUa
TOO «3nTekcAnaTtay» Bbl MoxkeTe 06paTUTbcA B CEPBUCHbBIN LLEHTP KOMMNAHWUMK:

050032, Pecnybnunka KasaxcrtaH, r. Animatbl, MKp-H. Anatay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom cailTe KOMNAHUM Bbl MOXKeTe HAWTU TEXHUYECKYHD [AOKYMEHTaUM U
nporpammHoe obecnedyeHne ans npoaykuum TOO «InTekcAnatay», 06paTUTbCA K 6ase 3HaHWUM,
NPOKOHCY/IbTUPOBATLCA Y MHKeHepoB CepBUCHOIO LEHTPA Ha TEXHUYECKOM dopyme.

OduumanbHbIn cant komnaHum: http://eltexalatau.kz
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