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1 BBEAEHUE

1.1 AHHOTauuA

B HacTosLEe BpeMsi OCyLLEeCTBASAIOTCA MacluTabHble NPOeKTbl MO NOCTPOEHUIO ceTel cBA3n. OaHom
M3 OCHOBHbIX 33424 NpU peannsaunmn KpynHbiX My1bTUCEPBUCHbIX CETEN ABAAETCA CO34aHMe HaAEeKHbIX U
BbICOKOMPOU3BOAUTE/bHbBIX TPAHCMOPTHLIX CETEeM, KOTopble ABAAIOTCA OMOPHbIMM B MHOFOC/IOMHOW
apPXUTEKType CeTel ceayowero noKoieHus.

MapuwpyTtmsaTopbl cepum ESR-ST moOryT Mcrnosib30BaTbCA Ha CETAX KPYMHbIX MPeanpuaTuin u
npeanpuaTUiA Manoro U cpeaHero busHeca (SMB), B onepaTopcKux ceTax. YcTpoiicTea obecrneymBaloT
BbICOKYIO NPOU3BOAUTENIbHOCTb, BbICOKYHO MPOMYCKHY CNOCOBHOCTb M NOALEPHKUBAOT GYHKLMM 3aLLUTDI
nepegasaemblX AAHHbIX.

B AaHHOM PYKOBOACTBE MO 3KCM/YaTaLMU U3/I0XKEHbI Ha3HAYEHUE, TEXHUYECKNE XapaKTEePUCTUKH,
GYHKUMN, KOHCTPYKTUBHOE UCMONHEHME, MOPAAO0K YCTaHOBKKU, peKOMeH4auumM Nno Haya/lbHOM HaCcTPOoliKe U
06HOB/IEHUIO NPOrPAaMMHOro obecrneyeHua mappyTmusaTopa cepum ESR-ST (nanee ycTpoicTeo).

1.2 UeneBasa ayautopus

JaHHoe pyKkoBOACTBO MOJIb30BaTeNAa  MNpegHasHayeHO AAA  TEeXHMYECKOro  MnepcoHana,
BbIMOJIHAIOLLENO YCTAHOBKY, HAaCTPOIMKY U MOHUTOPUHT YCTPOICTB NOCPEACTBOM UHTepdeinca KoOMaHAHOM
ctpoku (CLI), a TakKe npoueaypbl No obcnyxuBaHUO cuctembl M obHoBneHuto MO. Keanudukaums
TEXHMYECKOro MepcoHasna npeanonaraer 3HaHMe OcHOB paboTbl cTekoB npoTokonos TCP/IP,
nNpUHUMNOB NocTpoeHus Ethernet-ceteit.

1.3 YcnoBHble 0603HayeHus

O603HaueHue OnucaHue

KypcuBom Calibri ykasbiBaloTCA NepemMeHHble WAM NapameTpbl, KoTopble

Kypcue Calibri o
H606X0,CI,MMO 3aMEeHUTb COOTBETCTBYHOLWMM C/TIOBOM UTN CTPOKOM.

MonyXupHbIit Kypcue MonyXMpHbIM WPUPTOM BblAeNeHbl NPUMEYAHNA U NpeaynperKaeHns.

<MoNyKMpHbIA KypcuB> | B yrnoBbix CKOGKAX YKa3blBAOTCA Ha3BaHMA KNaBULL Ha KAaBuaType.

Courier New NonyxupHbim LWpudTtom Courier New 3anncaHbl npumepsl BBOAA KOMaH,.

Courier Tiew ‘ WpuopTtom Courier New B paMKe C TEHbIO YKasaHbl pe3yabTaTbl BbIMOJAHEHUA

KOMaHA.
B KBagpaTHbIX CKOBKax B KOMaHAHOM CTPOKe yKasblBaloTcA HeobA3aTeNbHble

[] napameTpbl, HO WX BBOA, NPEAOCTaBASAET ONpeAeNeHHble AOMNONHUTENbHbIE
onuumn.

() B ¢urypHbix cKobKax B KOMaHAHOW CTPOKE YKasblBalOTCA BO3MOMHble
o06s3aTesbHble NapameTpbl. Heobxognumo Bbi6paTb OAMH M3 NapaMeTpOB.

«|» [aHHbI/ 3HaK B ONMCAaHMM KOMaHAbl 0603HaYaeT «Uan»,

Mapwpymuzamopel cepuu ESR-ST, Pykosodcmeo o sKcrisayamauyuu 5



HELTEX

MpumeyaHua U npegynpexaeHua

*  MNpumeuaHusa copepKaT BaKHYlO WHPOpPMALMIO, COBETbl MAU pPeKoMeHgauuu no
MCMNOJ/Ib30BaHUIO U HAaCTPOIiKe yCcTpoiicTBa.

1 NpeaynpexxgeHna MHGOPMUPYIOT NOJIb30BaTeNA O CUTYaLUAX, KOTOpPble MOTYyT HaHECTU
' BpeA YCTPOMCTBY MM UYesIOBEKY, NMPUBECTU K HEKOPPEKTHO paboTte yctpoiictBa uam
nortepe AaHHbIX.
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2 ONWUCAHUE U3AENUNA

2.1 Ha3HaueHue

YctpoiictBa cepunm ESR-ST sABAAOTCA BbICOKOMPOWU3BOAUTE/IbHBIMW MHOTOLLENIEBBIMU CETEBBLIMMU
MapLLpyTU3aToOpaMK, HO B NepBylo o4vepedb NpeacTaBAAaloT coboM KpunTowosbl ¢ noagepxkon FOCT
wndpoBaHua. YcTpohcTBO obbeaunHAET B cebe TpaguuUMOHHble ceTeBble PYHKLUMU U KOMMJIEKCHbIN
MHOTOYpPOBHEBbI Moaxod K 6e30MacHOCTM MaplipyTU3aLuMu, YTO NO3BOJIAET obecrnevynTb HagexKHylo
3aLMTY A1 KOpnopaTUBHOM cpeabl.

YcTpoicTBo nogaepkuBaeT OYHKUMU MEXKCEeTEBOro 3KpaHa AAA 3aluTbl CBOEN CceTeBOW
MHPaCTPYKTYpbl M coyeTaeT B cebe HoBeWwMe cpenctsa obecrneyeHMs 6€30MaCHOCTU  AaHHbIX,
WndpPoBaHUA, ayTEHTUPUKALNM U 3aLLUTbI OT BTOPKEHWUN.

YCTPOMNCTBO coaepKUT B cebe cpeactBa A5 NPOrpaMmMHON M annapaTHon o6paboTKM AaHHbIX. 3a

CYeT ONTUMAJSIbHOTO pacnpeeneHma  QGyHKUMM o06paboTKM AaHHbIX MeXay 4YacTAMW A0CTUMraeTcs
MaKcMMasibHas NPOU3BOANTENbHOCTD.

2.2 dyHKuUM

2.2.1 ®yHKyuu uHmepdgelicos

B Tabnnue 2.1 npmBegeH cnmucoKk dyHKUMIA MHTEePdENCOoB YCTPOMCTBA.

Tabnnuya 2.1 — PyHKUMKN MHTEepEICoB YCTPONCTBA

OnpedeneHue ABTOMaTUYeCKOe onpeaesieHne Tna Kabena - nepekpecTHbI Kabenb nnn kabenb
nonapHocmu MPAMOrO NOAKNOYEHNA.
nodkmroyeHus kabens — MDI (Media-Dependent Interface — npamoit) — cTaHaapT Kabeneit ana
(Auto MDI/MDIX) MOAK/OYEHUA OKOHEYHbIX YCTPOWCTB;

—  MDIX (Media-Dependent Interface with Crossover — nepekpecTHblit) -

CTaHAapT Kabenen Ana NOAKAOYEHUA KOHLLEHTPATOPOB M KOMMYTATOPOB.

Moddeprxka MeTos, 0bpaTHOro AaBAEHWUA WCMONL3YETCA Ha MONYAYNNEKCHbIX COeAUHEHUAX
06pamHo20 daeneHus | A1 PETYIMPOBaHMA MOTOKA A3HHbIX OT BCTPEUHOrO yCTpOICTBa NyTem co3AaHuA
(Back pressure) Konnusuii. MeToa nos3BonAeT u3bexaTb nepenonHeHns OydepHolt namaATy

YCTPOMCTBA U NOTEPYU OAHHbBIX.

YnpaeneHue nomokom

YnpasneHve MNOTOKOM MO3BONAET COeAUHATb HU3KOCKOPOCTHOEe yCTpOVICTBO C

(LAG, Link aggregation)

(IEEE 802.3X) BbICOKOCKOPOCTHbIM. Ona npeaoTBpaLLeHna nepenosiHeHuA bydepa
HU3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBasaTb naket PAUSE, Tem
CambIM UHPOPMUPYS BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU caenaTb
naysy npuv nepezave nakeTos.

AzpezuposaHue ArpernpoBaHne (obbeamHeHMe) KaHa/loB MO3BOMIAET YBEANYUTb MPOMYCKHYIO

KaHanoe CNOCcOBHOCTb KaHaNa CBA3M U NOBLICUTb EFO HAZAEKHOCTb.

MapLwpyt1saTop noaaeprKMBaeT CTaTUYeCcKoe U AMHAMNYEeCKoe arpernpoBaHme
KaHanos. [1py AnHaMM4YeCcKoM arpermposaHmm ncnonbsyetca npotokon LACP ana
ynpaBAeHUA rpynnoi KaHanos.

Mapwpymuzamopel cepuu ESR-ST, Pykosodcmeo o sKcrisayamauyuu
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2.2.2 ®yHKyuu npu pabome c MAC—adpecamu

B Tabnunue 2.2 npuBegeHbl GyHKUMM yCcTponcTBa Npu pabote c MAC—agpecamum.

Tabanya 2.2 — dyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya
MAC-adpecos

Tabnuua MAC-agpecoB ycTaHaBAMBaeT cooTBeTcTBME Mexay MAC-agpecamu wm
MHTepdencamm yCTPOMCTBA M  WUCMOAb3YeTCA AN1A MapLlipyTU3auMm NakeToB
JaHHbIX. Mapwpytusatopbl umetoT Tabauuy emrocTbto go 16K MAC-agpecos u
pesepBupytoT onpeaeneHHble MAC-agpeca Ana UCNoAb30BaHUA CUCTEMOMN.

Pexcum obyyeHus

MAC-Tabnmua MoKeT cogepkaTb NMbo cTaTuyeckue agpeca, Anbo agpeca,
M3y4YeHHblE NPU NPOXOXKAEHUN NAKETOB AAHHbIX Yepe3 YCTPOMCTBO.

M3yyeHne nponcxoamT 3a cueT pernctpaumm MAC-agpecos oTnpasuteneit NnakeTos
C NpuBA3KoM Ux K noptam 1 VLAN. Bnocneactsnu st AaHHble UCMONb3YIOTCA ANA
MapLIpyTU3aLMKN BCTPEYHbIX NaKeToB. Bpema XxpaHeHWA 3aperncTpmpoBaHHbIX
MAC-agpecos OrpaHuM4yeHO, ero npPOAO/IKMUTENIbHOCTb MOXeT HacTpanmBaTbcA
AAMUHUCTPATOPOM.

Echu MAC-agpec nonyyatens, yKasaHHblA B MPUHATOM YCTPOMCTBOM MaKeTe,
oTcyTcTByeT B Tabsnvue, TO TakoW MakeT oOTNpaBAAeTcA  ganee  Kak
LIMpPOKOBeLLATeNbHbIV B Npegenax L2 cermeHTa ceTu.

2.2.3 @yHKYuu 8mopo20 yposHa cemesoii modenu OSI|

B Tabnnue 2.3 npuBegeHbl GyHKLMU M 0COBEHHOCTU BTOPOro ypoBHSA (yposeHb 2 OSI)

Tabanuya 2.3 — OnucaHune GyHKLMN BTOPOro ypoBHSA (ypoBeHb 2 OSI)

Moddepxka VLAN

VLAN (Virtual Local Area Network) — 3To cpeacTBo pasaeneHva ceTu Ha
M30/IMPOBaAHHbIE CcermeHTbl Ha yposHe L2. Ucnonb3osaHune VLAN nossondaert
NoBbICUTb YCTOMYMBOCTb PaboTbl KPYMHbIX CETEM 3a CYeT AeneHna ux Ha bonee
MenKue CeTu, U30/IMPOBaTb PasHOPOAHbIN TpadMK AaHHbIX Mexay coboi wu
pewnTs MHOTME Apyrue 3a4a4uu.

MapLupyT1saTopbl NOAAEPKUBAKOT PasnyHble cnocobbl opraHmsaumm VLAN:

— VLAN Ha ba3e meTOK NakeToB AaHHbIX, B cooTBeTcTBUM Cc IEEE802.1Q;

—  VLAN Ha 6a3e nopTos ycTpolicTea (port-based);

—  VLAN Ha 6a3e 1cnoib3oBaHuA Npasua Knaccudukaumm aaHHbIx (policy-
based).

lpomokon
cesAsyloue2o oepeea
(Spanning Tree
Protocol) *

3apgaveii npotokona Spanning Tree ABAAETCA WCKNOYEHUE U3BbITOYHBIX CETEBbIX
COeAMHEHUN W npuBeaeHWe TOMONOTUM CeTU K ApeBOBUAHOM. OCHOBHble
NPUMEHEHMSA NPOTOKOMA CBA3aHbl C NPeAO0TBPaLLEHMEM 3aUMKANBAHUA CETEBOTO
TpaduKa 1 C opraHnsaumen pes3epsBHbIX KaHaNoB CBA3M.

'B Tekywen Bepcum MNO gaHHbIM GYHKUMOHAA NoAAepKUBaETCA TONIbKO Ha MaplupyTusatope ESR-1000-ST
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2.2.4 ®yHKyuu mpemsbe20 yposHs cemeegoii modenu 0S|

B Tabanue 2.4 npusegeHbl GyHKUUU TPETbErO YPOBHSA (ypoBeHb 3 OSI)

Tabnunua 2.4 — OnucaHune GyHKUUIN TpeTbero ypoBHsa (Layer 3)

Cmamuyeckue IP- AQMWHUCTPATOP MapLIpyTM3aTopa MMEET BO3MOMKHOCTb A06aBnATb U yAanaTb
mapwpymel CTaTUYecKMe 3anmcu B TabanLy mapLupyTmsaLumu.

AuHamuveckasa MpoTokonbl ONHAMUYECKOoM MapLpyt13aummn no3BONAOT YyCTPOWUCTBY
mapwpymusayus 0bMeHMBATLCA MapLIPYTHON MHPOPMAUMEN C COCEAHMMM MapLLpPyTU3aTOpaMn U

aBTOMATMYECKM COCTaBAATb TabaMLy MapLIPYTOB.

Mapwpytnsatop noagep>usaeT cnegytowme npotokonol: RIP, OSPFv2, OSPFv3,
BGP.

Tabauya ARP ARP (Address Resolution Protocol) — npoTtokon AN BbISAICHEHMA COOTBETCTBUSA
a[pecoB CETEBOrO M KaHaNbHOro ypoBHel. Tabavua ARP cogepuT MHpopmaumio
06 M3y4eHHOM COOTBETCTBUM.

CooTBeTCTBME YCTaHAB/IMBAETCA Ha OCHOBE aHanM3a OTBETOB OT CeTeBblX
YCTPOWCTB, aApeca YCTPOMCTB 3anpallMBaloTCA C MOMOLLBIO LIMPOKOBELLATE/IbHbBIX
naKkeTos.

Kauenm DHCP Mpotokon DHCP (Dynamic Host Configuration Protocol) gaér sBosmoxHocTb
aBTOMATM3MPOBATb YNpPaB/ieHNEe CETEBbIMM YCTPOMUCTBAMM.

Knnent DHCP nosBonsieT MmapwpyTvM3aTtopy Mosy4aTb CeTeBOM agpec u
JononHutenbHble napameTpbl OT BHewHero DHCP-cepsepa. Kak npaswio, aToT
cnocob mncnonb3yeTca AnA NOSYYEHUA CETEBbIX HAaCTPOeK onepatopa nybanyHomn
cetn (WAN).

Cepsep DHCP Cepsep DHCP npegHasHayeH Ana  aBTOMatM3auMM UM LEHTpaamMsaumm
KOHOUTYPUPOBaHMA CETEBbIX YCTPOMCTB.

PasmeweHne DHCP-cepBepa Ha MmapuwpytMsaTtope MNO3BOAAET NOAYYUTb
33aKOHYEHHOE pelleHne ANA NOALEPMKKN NOKaNbHON CETU.

DHCP-cepBep, BXOAsWMIN B COCTaB MapLUpyTM3aTopa, NO3BO/AET Ha3HayaTb IP-
ajpeca ceTeBbIM YCTPOMCTBaM W nNepejasaTb [AONOSHUTE/IbHbIE CeTeBble
napameTpbl — agpeca CepBepoB, afpeca L0308 CETU U Apyrue Heobxogumble

napameTpbl.
TpaHcaayusa cemeabix TpaHcnAuMA ceTeBbIX aApecoB — 3TO MexaHM3M, KOTOpbli Mo3BoJssfeT
adpecoe npeobpa3osbiBaTh |IP-agpeca n Homepa NOPTOB TPAH3UTHbLIX NAKETOB.

OyHKumAa NAT no3BOAAET MCNOJIb30BaTb MeHbllee KosmyecTBo |P-agpecos,
TPaHCAMPYA HEeCcKoNbKo IP-agpecoB BHYTPEHHel ceTM B OAMH  BHELWHWMH
nyb6naunyHbii IP-agpec. Ucnonb3zoBaHne NAT no3BosseT yBe/IMYUTD 3aWMULLEHHOCTb
JIOKANbHOM CETU 3a CYET CKPbITUA €€ BHYTPEHHEN CTPYKTYPbI.

(NAT, Network Address
Translation)

MapuwpyTrM3aTopbl NOAAEPKMBALOT Chegytowme sapuaHTtbl NAT:

—  Source NAT (SNAT) — BbINo/IHAETCA 3aMeHa agpeca, a TaKkKe Homepa
nopTa UCTOYHMKA NPU NPOXOXKAEHUMN NAKETA B OAHY CTOPOHY W 0bpaTHOM
3ameHe agpeca Ha3HaYeHUs B OTBETHOM MAKeTE;

— Destination NAT (DNAT) — Koraa obpalleHua U3BHe
TPaAHC/AIMPYIOTCA MEXCETEBbIM 3KPAaHOM Ha KOMMNbIOTEP NO/b30BATENA B
JIOKaNbHOM CETU, UMEOLNIN BHYTPEHHMI agpec U NOTOMY HeZAOCTYMNHbIN
M3BHE CeTU HenocpeacTeeHHo (6e3 NAT).
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2.2.5 ®@yHKYuUU mMyHHenuposaHua mpaguKka

Tabnmua 2.5 — PyHKUNM TYHHEeNMpoBaHUA TpaduUKa

lIpomokonel

MYyHHeNUpoeaHuAa

TyHHenupoBaHue — 3To cnocob npeobpa3oBaHMA NAKETOB AaHHbIX NPU Nepegade
MX NO CEeTU, NPU KOTOPOM MPOUCXOAUT 3aMeHa, moanduKaumns mam gobasneHune
HOBOrO CETEBOrO 3aro/I0BKa nakeTta. Takol cnocob moxeT 6biTb UCNO/Ib30BaH ANA
COrNacoBaHUA TPAHCMOPTHbLIX MPOTOKOMOB MPU MPOXOXKAEHUN [aHHbIX Yepes
TPAH3UTHYIO CEeTb, A1A CO34aHWA 3aLUMLLIEHHbIX COEAMHEHUW, MpPU  KOTOPbIX
TYHHE/IMPOBaHHbIE AaHHble NOABEPraloTca WNPPOBaHMIO.

MapLwpyT13aTopbl NOAAEPKUBAIOT CAeayoLWme BUAbI TYHHeNen:
—  GRE - nHKkancynaums IP-naketa B gpyroii IP-nakeT ¢ gob6asneHmem GRE
(General Routing Encapsulation) 3aronoska;
—  IPv4-IPv4 — TyHHeNb, NCNONb3YIOWMI MHKANCYNALMIO UCXOAHbIX |P-
nakeTos B IP-nakeTbl C APYrMMK CETEBLIMU NapameTpamu;
—  L2TPv3 — TyHHenb ana nepegaum L2-tpadumka c nomoubio IP-nakeTos;
— IPsec — TyHHenb ¢ TOCT wndpoBaHMeM NepesaBaembIX AaHHbIX.

2.2.6 ®PyHKYuUU ynpassaeHUs U KOHpuaypuposaHus

Tabnnuya 2.6 — OcHOBHbIE PYHKUUM yNpPaBAEHUS U KOHOUTYPUPOBAHUSA

3azpy3Ka u ebi2py3Ka

MapameTpbl yCTPOMCTBA COXPaHAOTCA B daine HACTPOMKM, KOTOPbIA COAEPHKUT

aiina Hacmpoiiku [JaHHble KOHOUTYpaLMK KaK BCeN cucTembl B LLeIOM, TaK W onpeaesieHHOro nopTa
ycTpoiictea. [na nepeaaum ¢annoB MoryT MCNo/ib30BaTbCs NpoTokonbl TFTP, FTP,
SCP.

Unmepagpeiic YnpasneHue nocpeacTsom CLI ocyliecTsaaeTcA JIOKaNbHO yepes

KoMaHOHoIi cmpoKu nocnep,osajeanbM nopt RS-232 nanbo ypaneHHo u4epes SSH. WHTepdeitc

(cLi) KOMaHOHOW CTPOKM KoHcosnn (CLI) ABnAeTca NpOMBbIWAEHHbIM CTaHAAPTOM.
NHTepnpetatop CLI npepoctaBafAeT CAMCOK KOMaHZ M KAKOYEBbIX CAOB ANA
NMOMOLLM NO/Ib30BATESIO M COKPALLEHUIO 06bemMa BBOANMbIX AaHHbIX.

Syslog Mpotokon Syslog obecneumBaeT nepeaadyy WMHPOPMAUMOHHBIX COOBOLLEHUA O

npoucxogAaumnx B cucteme cobbITUAX U BeAeHue XXypHana cobbITUIA.

Cemeebie ymunumel
ping,traceroute

Ymunumel ping u traceroute — npepHasHauyeHbl ANA MPOBEPKU AOCTYMHOCTU
CeTeBbIX YCTPOWUCTB M AN1S onpejesieHnA MapLLpyTOB Nepeaayn AaHHbIX B IP-ceTax.

YnpaeneHue
KOHmMponupyemosim
docmynom — ypoeHu
npueunezuii

MapLupyT13aTopbl NOAAEPKMBAIOT YNpaB/JeHNe YPOBHEM A0CTyNa No/ib3oBaTenen
K cucteme. YPOBHM [OCTYyMa MO3BOMAIOT YNpasaAaTb 30HAMW OTBETCTBEHHOCTM
aAMMHUCTPATOPOB YCTPOMCTB. YPOBHM A0CTyna HymepytoTca oT 1 fo 15, ypoBeHb
15 cooTBETCTBYET MO/IHOMY A0CTYNY K YNPABAEHUIO YCTPOWCTBOM.

AymeHmudpukayusn

AyTeHTUOMKaLMA —3TO Npouesypa NPOBEPKU NOAJIMHHOCTM NO/Ib30BaTENS.
MapLwpyT13aTopbl NOAAEPKUBAIOT CAEAYIOLME METOAbI ayTEHTUDUKALNN:
—  NOKanbHasA — ANA ayTeHTUMKaLMKM NCNONb3YETCA IoKanbHaA 6asa
[AaHHbIX NONb30BaTENEN, XPAHALLAACA HA CAMOM YCTPOMCTBE;
— rpynnosas — 6a3a faHHbIX NOb30BaTENIEN XPaHUTCA Ha cepeepe
ayTeHTUPUKaumm. 1na B3aMMoLeNCTBUA C CEPBEPOM UCNOb3YHOTCA
npotokonbl RADIUS n TACACS.

Cepsep SSH

®yHKUMK cepBepa SSH NO3BONAIOT YCTaHOBUTL COEAMHEHME C YCTPOWCTBOM ANS
YyNpaBNEHUA UM.

Asmomamuveckoe
soccmaHoeneHue
KOHgpu2ypayuu

YCTpOWCTBO  NOAAEPMKMBAET  aBTOMATMUYECKYID  CUCTEeMY  BOCCTAHOB/IEHUA
KOHOUTYpaumm, KoTopaa NPeaoTBPALLAET CUTYaLMM NOTePU yaaneHHoro 4ocTyna K
YCTPOMCTBY Nocne CMeHbl KoHdUrypaumu. Ecim B TeyeHune 3a4aHHOTO BPEMEHM
nocae W3MeHeHMs KoHourypauum He 6bl10 BBEAEHO NOATBEPKAEHME —
npov3onlaeT aBTOMATMUYECKMI  OTKaT  KOHdMrypauum 40  npeagplayliero
MCMO/Ib30BABLLIEroCsA COCTOAHUSA.

10

Mapwpymuzamopeol cepuu ESR-ST, Pykosodcmeo no aKcnayamayuu




HELTEX

2.2.7 ®yHKyuu cemesolii 3auyumeoi

B Tabnmue npuBeaeHbl GYHKUMM CETEBOM 3aLLMTbI, BbINOJIHAEMbIE YCTPOMCTBOM.

Tabanuya 2.7 — DyHKLUKN CETEBON 3aLLMTDI

3oHbI 6e3o0nacHocmu

nnn

Bce nHTepdeichl mapwpyTi3aTopa pacnpesensatoTca no 3oHam 6e30nacHoCTM.

[na Kaskgoi mapbl 30H HAcTPaMBalOTCA NPaBMia, ONpeaensAtowme BO3MOXKHOCTb
HEBO3MOMHOCTb
bunbTpaumm Tpaduka gaHHbIX.

NPOXOXAEHUA  OaHHbIX MeXAy 30Hamu, npasBuaa

Punbmpayusa 0aHHbIX

[na kaxzgow napbl 30H 6e3o0macHOCTM cocTaBsisfeTca Habop mpasBus, KoTopble

no3BosIAOT  ynpasnaTb  GuabTpauMen  AaHHbIX,  NPOXOAAWMX  Yepes
MapLLpyTU3aTOop.

KomaHaHbIt nHTepdenc ycTponcTBa NpeaocTaBaseT cpeacTBa Ana AeTasibHoM
HaCTPOMKM  NpaBuA  KnaccuduKaumm  Tpaduka M pgas HasHavyeHua

PEe3yNbTUPYIOLLEro peLleHus o Nponycke Tpaduka.

2.3 OCHOBHbIE TeXHUYECKNE XapaKTepPUCTUKHU

OCHOBHbIe TEXHWYECKME MapaMeTPbl MapLLpyTM3aTopa NpuBeaeHbl B Tabavue 2.8.

Tabnnuya 2.8 — OCHOBHbIE TEXHUYECKME XapPaKTEPUCTUKM

O6wue napameTpbl

ESR-1000-ST | Broadcom XLP316L
MaKeTHbIM Npoueccop ESR-200-ST Broadcom XLP204
ESR-100-ST Broadcom XLP104
ESR-1000-ST 24 x Ethernet 10/100/1000 Base-T

2 x 10G Base Base-R/1000 Base-X (SFP+/SFP)

NHTepdeicol

4 x Ethernet 10/100/1000 Base-T / 1000 Base-X Combo

ESR-200-5T | 4 x Ethernet 10/100/1000 Base-T
ESR-100-ST 4 x Ethernet 10/100/1000 Base-T / 1000 Base-X Combo
ESR-1000-ST | 1000 BASE-X SFP, 10G BASE-R SFP+
Tunbl ONTUYECKMX ESR100ST
TpaHcMBepOB -
p p ESR-200-ST 1000 BASE-X SFP

[ynneKkcHbl U NOAYAYNAEKCHBIA PeXXMMbI
nHTepdelicos

- AynﬂeKCHbIVI n I'IOJ'IYLI,YI'IJ'IGKCHbIﬁ pPeXnm onAa saNeKTpnu4eCKkmx nopTos
- AynﬂeKCHbIVI pexunm ana onTM4eCKnx nopTos

MakcmmanbHaa NponyckHaa cnocobHocTb

(ana ESR-1000-ST)

maplwpyTmsatopa ESR-1000-ST (npw | 88T6ut/c
annapaTHoOM KoMmyTaumm)

O6bem bydepHoM NamaTM BCTPOEHHOIO

KOMMyTaTopa 12 Mb

- aneKkTpuyeckme nHtepoericol 10/100/1000 Mbéut/c
- onTMYeckune uHtepdeiicol 1/10 réut/c

ESR-1000-ST
CKopocTb nepegaun
AAHHbIX ESR-100-ST
ESR-200-ST

- 3NeKTpuYeckme nHTepodericsl 10/100/1000 M6uT/c
- onTMYeckune uHtepdeiicol 1 réut/c

Tabanua MAC-agpecos
(ans ESR-1000-ST)

16K 3anucein

MNoppepxka VLAN

00 4K aktnsHbix VLAN B cootseTcTBum ¢ 802.1Q

Konunuectso L3 nHtepdeiicos 0o 2K
ESR-1000-ST | 2,6M

Konnuectso  mapLupyTtos

BGP ESR-100-ST 19M
ESR-200-ST ’
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ESR-1000-ST | 500K
Konnuectso  mapLupyTos ESR.100.ST
OSPF ol
ESR-200-ST 300K
Konnuectso mapuipytos RIP 10K
Koanuyectso cTaTMyeckmx mapLupyTos 11K
ESR-1000-ST | 1,7M
Pa3mep FIB ESR-100-ST
ESR-200-ST 250K

CooTBeTcTBME CTaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBToOnpeaeneHme CKopocTu
IEEE 802.3x KOHTPO/Ib NOTOKOB AAHHbIX

IEEE 802.3ad o6begmHeHne kaHanos LACP
IEEE 802.1Q BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

YnpasneHue

JlokanbHoe ynpasneHue

CLI

YpaneHHoe ynpasaeHue

SSH

dur3nyecKkne XxapaKTePUCTUKU U YC/I0BUA OKPYKaloLL el cpeapbl

CeTb NepemMeHHOoro Toka: 220B+-20%, 50 Iy,
CceTb NOCTOAHHOrO TOKa: -36 .. - 72B
BapMaHTbl MUTAHUA:

ESR-1000-ST
- OAMH UCTOYHMK NUTaHMA MOCTOAHHOIO UM NePeMeHHOro TOKa;
MCTOYHMKM NuTaHMA - 1Ba UCTOYHWUKA NUTaHWA NOCTOAHHOO UM NepeMeHHOrO TOKa, C
BO3MOXHOCTbIO ropAYei 3ameHbl.
Eg?:;gg:g CceTb NepemMeHHOoro Toka: 220B+-20%, 50 'y,
MAKCHMANBHO ESR-1000-ST | 75 Bt
notpebnsemas MOLLHOCTb ESR-100-5T 20 Br
ESR-200-ST 25 Bt
ESR-1000-ST | He 6onee 3,6 Kr
Macca ESR-100-5T He bonee 2,5 Kr
ESR-200-ST !
ESR-1000-ST | 430x352x44 mm
FabapuTHble pa3mepsbl Egg;ggg 310x240x44 M

MHTepsan pabounx Temnepatyp

oT-10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHUn

oT-40 go +70°C

OTHOCUTENbHAsA B/IA’KHOCTb npu

3KcnyaTaumm (6e3 obpasoBaHuA | He bonee 80%
KOHZeHcaTa)

OTHOCUTENbHAA BNAAXKHOCTb MPU XPaHEHUU oT 10% 40 95%
(6e3 obpasoBaHUA KOHAEHcaTa)

CpeaHuit CpoK cnyKbbl 20 net
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2.4 KOHCTPYKTUBHOE UCMONHEHUe

B pgaHHOM pa3gene oOMNUCAHO KOHCTPYKTUBHOE UCMONHEHMe YycTpoicTea. [lpeactasneHsl
n3obparkeHns nepegHemn, 3aaHeir U 6OKoBbIX NaHenen yctponcrtea. OnmncaHbl pasbembl, CBETOANOAHbIE

WHAWKATOPbI M OpraHbl YNpaBaeHUs.

YCTPOWCTBO BbINOAHEHO B META/IIMYECKOM KOPMYyCe C BO3MOMHOCTbIO YCTAHOBKM B 19” KOHCTPYKTUB,

BblCcOTa Kopnyca 1U.

2.4.1 KoHcmpykmueHoe ucnosnHeHue ESR-1000-ST

2.4.1.1 lepedHsasa naHenb ycmpolicmea ESR-1000-ST

BHewHW BUA, nepegHen NnaHenn NoKasaH Ha pucyHke 2.1.
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PucyHok 2.1 — MepedHAs naHenb ESR-1000-ST

B Tabnauue 2.9 npuBeseH nepevyeHb Pa3bEMOB,

ynpaB/ieHWs, PacrnooKeHHbIX Ha NepegHel NaHe M yCTPOoMCTBa.

Tabanua 2.9 — OnncaHMe pasbemoB, MHAMKATOPOB M OPraHOB YNpaBAeHWsa NnepeaHeit naHenu

e

cCBETOAMOOHbIX WHOWMKATOPOB U OpPraHoB

Ne dnemeHT NaHenu nepegHei OnucaHue

1 SD Pasbem Ana yctaHoBKM SD-KapT namATu.

2 USB1 MopT ans noakntoyeHunsa USB-ycTpolicTs.

3 USB2 MopT ans nogkntoyeHunsa USB-ycTpolicTs.

4 XG1, XG2 CnoTbl Ans ycTaHoBKM TpaHcueepos 10G SFP+/ 1G SFP.
5 [1..24] 24 nopra Gigabit Ethernet 10/100/1000 Base-T (RJ-45).

Status NHOMKATOP TEKYLLLEro COCTOAHUSA YCTPOMCTBA.

Alarm MNHAMKATOP HAaNWYMA M YPOBHA aBapum yCTPOMCTBa.

VPN NHanKaTop Hannuma akTnBHbIX VPN-ceccuii (Ha TEKYLMIN MOMEHT He
aKTMBEH).

Flash MHAMKATOp aKTUBHOCTM 0BMeHa € HaKonUTenem AaHHbIX - SD-KapTol

6 nnn USB Flash.

Power NHOMKaTop NUTaHMA yCTpoMcTaa.

Master NHankaTop paboTbl ycTpoiicTBa B failover-pexknmax.

Fan NHAanMKaTop aBapun BEHTUNATOPOB.

RPS MHAMKATOP pe3epBHOro UCTOYHMKA INEKTPONUTAHUA.
dyHKLMOHANbHAA KHOMKA ANA nepe3arpyskun ycTpoicTea u cbpoca K
33aBOACKMM HacCTpOMKam:

7 F — NPV 4NANTENBbHOCTM Ha*KaTUA Ha KHOMKY meHee 10 ceKyHA,
NPOUCXOAMT Nepesarpy3Ka yCTPONCTBa;
—  NpW SAUTENbHOCTU HAXKaTUs Ha KHOMKY 6osiee 10 cekyHA,

Mapwpymu3zamopel cepuu ESR-ST, Pykosodcmaeo o aKkcriayamayuu
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npoucxoanT cbpoc YCTPOMCTBA K 3aBOACKON KOHUIypaLmu.

8 Console KoHconbHbIvi nopT RS-232 ana NOKaNbHOro ynpasaeHUA YCTPONCTBOM.

2.4.1.2 3a0HA4a naHens ycmpolicmea ESR-1000-ST

BHeLHWit BUA, 3a4Hel naHenu ycTpoiictea ESR-1000-ST npuseaeH Ha pucyHke 2.2°.

o

" ®
e | ?
1 2 3 4

PucyHok 2.2 — 3a0HAasa naHens ESR-1000-ST

B tabanue 2.10 npuBeaeH nepeyeHb PasbemoB, PaCcno/IOKEHHbIX HA 3a4HEN NaHenm
MapLpyTusaTtopa.

Tabanuya 2.10 — OnucaHme pasbemoB 3aL4HeN NaHeAn MmapLpyTnusaTopa

Ne OnucaHue

1 OCHOBHOM UCTOYHMK NUTAHWUSA.

2 MecTo Ans YCTaHOBKM PE3ePBHON0 MCTOMHMKA NUTaHMUA.

3 CbeMHble BEHTUIALUMOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsAYeit 3aMeHbl.
4 Knemma gns 3asemneHuns yCcTpoicTaa.

2.4.1.3 Bokosble naHenu ycmpolicmea

® ® 00006 S @

(O] @® ®

PucyHok 2.3 — lpasasa 6okoeas naHens mapuipymuzamopa ESR-1000-ST

® ® ®

o ® ®

PucyHok 2.4— /lesasa 6okoeas naHens mapuipymusamopa ESR-1000-ST

Ha 60KoBbIX naHenax yCTpOﬁCTBa PaCnoN0XKeEHbI BEHTUNALMOHHDbIE PELlETKN, KOTOPblE CAyXaT OANA
oTBoaa tenna. He 3aKprBaV1Te BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHUMU NpeameTammn. 3T0 MmoxKeT
npmBecTun K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BaTb HAapPyLleEHWNA B €ro pa60Te. PekomeHaaumun no
YCTaHOBKe yCTpOVICTBa pacrnonoXeHol B pasgene «YCTaHOBKa U NOAKAOHEHUEY.

Ha PUCYHKEe NOKa3zaHa KOMNAeKTaUMA MmapipyTmiatopa ¢ O4HUM UCTOYHUKOM NMUTaHUA NepemMeHHOro TokKa.
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2.4.2 KoHcmpykmueHoe ucnosnHeHue ESR-100-ST, ESR-200-ST

2.4.2.1 lepedHsaa naHens ycmpolicms ESR-100-ST, ESR-200-ST

BHewHwn Bug, nepeaHen naHenm ESR-100-ST noKasaH Ha pucyHKe 2.5.
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PucyHok 2.5 — MepedHAs naHenos ESR-100-ST
BHewHwn Buag nepeaHen naHenn ESR-200-ST noKasaH Ha pUcyHKe 2.6.
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PucyHoK 2.6 — [epedHAs naHenb ESR-200-ST

B Tabnumue 2.11 npuBeneH nepeyvyeHb pPa3beMoOB, CBETOAMOAHbIX MHAMKATOPOB W OpPraHoB
ynpaB/ieHNs, PacrnofioXKEHHbIX Ha NepeaHen naHenn ycrponcts ESR-100-ST, ESR-200-ST.

Tabnnuya 2.11 — OnucaHme pasbemoBs, UHANKATOPOB M OPraHOB yNpaBAEHUSA NepeaHen naHenm

Ne dnemeHT NaHenu nepegHeit OnucaHue
1 SD Pasbem ana yctaHoBKM SD-KapT namaTu.
2 USB1, USB2 2 nopTa Ansa nogkntoyeHmna USB-ycTpoicTs.
3 [1..4] 4 noprta Gigabit Ethernet 10/100/1000 Base-T (RJ-45).
4 | Combo Ports 4 nopra Gigabit Ethernet 10/100/1000 Base-X (SFP).
Power NHOMKaTOp NUTaHWA yCTPOICTBa.
Status MHOMKATOP TEKYLLLEro COCTOAHWUSA YCTPOMCTBA.
5
Alarm MHAMKATOP HaNW4YMA M YPOBHA aBapum yCTPOMCTBa.
Fan NHanKaTop aBapun BEHTUNATOPOB.
PyHKLMOHANbHAA KHOMKA ANA nepe3arpyskun ycTpoicTea 1 cbpoca K
33aBOACKMM HacCTpoMKam:
6 £ —  NpW SANTENBbHOCTU HaXKaTUA Ha KHOMKY meHee 10 cekyHp,
NPOUCXOAMT Nepesarpy3ka yCTPONCTBa;
—  NpW 4AUTENbHOCTU HAXKaTUs Ha KHOMKY 6osee 10 cekyHA,
npoucxoamT cbpoc ycTpoCcTBa K 3aBOACKON KOHPUrypaumm.
7 Console KoHconbHbIN nopT RS-232 AnA NoKabHOTO yNpaB/ieHUs yCTPOMCTBOM.
110-250 VAC
8 60/50 Hz MCTOYHUK NUTaHMA.
max 1A

Mapwpymu3zamopel cepuu ESR-ST, Pykosodcmaeo o aKkcriayamayuu
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2.4.2.2 3a0HAAa naHens ycmpolicme ESR-100-ST, ESR-200-ST

BHeLwHWIA BUA, 3aAHEN naHean ycTpoiicts ESR-100-ST, ESR-200-ST npuBeseH Ha pucyHKe 2.7

AELTEN L[/,]J “
YYY-AYY-

7
? ® T

S RC000000(

IV

(10 001 IR0
SRXRG0000N

HANMEHDEAHKE

PucyHok 2.7 — ESR-1000-ST, 3a0HAA naHesno

B Tabnnue 2.12 npuBeseH nepeyeHb PasbemoB, PaCcno/IOKEHHbIX HA 3a4HEN NaHenm
MapLpyTusaTtopa.

Tabnnya 2.12 — OnncaHme pasbemMoB 3aLHen NaHeAn MapLpyTu3aTopa

Ne OnucaHue
1 Knemma gns 3asemneHuns yCcTpoicTaa.
2 BEHTUNAUMOHHBIA MOAY/b.

2.4.2.3 Bokosble naHenu ycmpoticmea ESR-100-ST, ESR-200-ST

PucyHok 2.8 — Mpasas 6okosasA naHess mapuipymuzamopa ESR-100-ST, ESR-200-ST

PucyHok 2.9— /lesas 6okoeas naHens mapuipymuzamopa ESR-100-ST, ESR-200-ST

Ha PUCYHKEe NOKa3zaHa KOMNANEKTaUMA MaplipyTn3aTtopa ¢ O.4HUM UCTOYHUKOM NMUTAaHUA NepeMeHHOro ToKa.
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2.4.3 Csemoesasn uHOUKayusa

2.4.3.1 Ceemosas uHOukayusa ESR-1000-ST

CoctoaHne MmegHbIXx WHTepdencos GigabitEthernet oTobparkaetca ABymsa cBeTOAMOAHbLIMMU
uHankatopamu - LINK/ACT 3eneHoro useta v SPEED aHTapHOro ugeta. PacnosioeHue MHAMKaTOPOB
MegHbIX MHTepdencoB NokasaHo Ha pucyHKe 2.10. CoctosHue SFP-uHTepdeicoB oTobparkaetca AByms
nHamkatopamm RX/ACT n TX/ACT 1 yKasaHOo Ha pucyHKe 2.11. 3HayeHuA CBETOBOM MHAMKALMMN ONUCaHbI B

Tabnmuax 2.13 n 2.14.

LINK/ACT SPEED

PucyHok 2.10 — PacrionoxceHue uHOUKamopos pasvema RJ-45

e -
Tbho C |

r ANAAANANAN

|'u"u"u'b'b'i|'i;i;i§'u']

=
-
=

H

THHHHHHE
E UUUUUUURU K

RX/ACT TX/ACT

PucyHok 2.11 — PacrionoxceHue UHOUKaGMopo8 onmu4eckux uHmepgelicos

Tabnunuya 2.13 — CBeToBasA MHAMKALMA COCTOAHMA MeaHbIX MHTepdencoB

CeeyeHue MHAMKaTopa
SPEED

CBeyeHMe nHAMKaTopa

LINK/ACT CocTtosiHue uHTepdeiica Ethernet

BbikntoueH

MopT BbLIKAKOYEH WAN  COeAMHEHUE  He
YCTaHOB/EHO

BbikntoueH

BbikntoueH

YcTaHOBAEHO coegmMHeHne Ha ckopoctn 10

F'opWT NOCTOAHHO uam 100M6uT/c

[opnT NOCTOAHHO

YCcTaHOBAEHO CcOeaMHEHME HA  CKOpOCTU

[opWUT NOCTOAHHO 1000M6wuT/C

X

MwuraHune MaoeT nepepayva AaHHbIX

Mapwpymu3zamopel cepuu ESR-ST, Pykosodcmaeo o aKkcriayamayuu
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Tabnanua 2.14 — CeeToBas UHAMKaUmMA coctoaHna SFP/SFP+ nHtepdeitcos

CeeueHune nHaMKaTopa
RX/ACT

CBEHEHMEMHAMKaTopa

TX/ACT CoctoaHue uitepdeica Ethernet

MopT BbIKAOYEH WK
YyCTaHOB/NEHO

coegnHeHne He

BbikntoyeH BbikntoyeH

[opuT NOCTOAHHO

opuT NOCTOAHHO

CoeguHeHWe YyCTAaHOBNEHO

MwuraHune

X

NpeT npuem AaHHbIX

X

MwuraHune

MpeT nepenayva AaHHbIX

B cneayroweit Tabauue npuseaeHo onncaHue COCTOAHUIA CUCTEMHbIX MHANKATOPOB YCTPOMCTBA N UX

3HaYeHUM.

Tabanuya 2.15 — CocToAHMA CUCTEMHbIX MHANKATOPOB

HasBaHue CocTosiHue o
®DYHKUMA MHAUKaTOpa CocTosfiHMe YCTPOMCTBA
MHAMKaTopa MHAMUKaTOpa
3eneHbin YcTpoicTBo paboTaeT HOPMAsIbHO
NHAMKATOP TEKYLLLEro COCTOAHUA S
Status N . YCTPONCTBO HAaXo4MTCA B COCTOAHUM
YCTPOMNCTBa. OpaH»KeBbIN
3arpy3ku MO
NHAMKATOP HannumaA 1 ypoBHA
Alarm P M Yp - -
aBapwK yCTPOMNCTBA.
NHAMKaTOp HaNYMA aKTUBHbIX
VPN . - -
VPN-ceccun.
NHauKkaTop akTMBHOCTM 06MmeHa ¢ o
o BbinonHeHune onepauni
Flash HakonuTtenem AaHHblx: SD- OpaHKeBbin
. YTeHMA/3annNCK Mo KOMaHAE «Copy»
KapToi nam USB Flash.
MuTaHMe ycTpONCTBa B HOpPME.
3eneHbinn OCHOBHO UCTOYHWUK MUTAHWUA, €CIU OH
ycTaHoBeH, paboTaeT HOpMasibHO.
o HepaboTocnocobHOCTb OCHOBHOIO
Power NHAaMKaTop NUTaHMA YyCTPOMCTBA. .
OpaH»KeBbIN WCTOYHUKA NUTAHKUA, aBapma nam
OTCYTCTBME NEPBUYHOW CETH.
OTKa3 BHYTPEHHUX NCTOYHMKOB
BbikntoueH .
NUTaHWA YCTPOMCTBA.
NHaukaTop paboTbl ycTpoicTea B
Master .,a, PP yerp - -
failover-pexxnumax.
BbikntoyeH Bce BEHTUNATOPbI UCMPABHbI.
OTKa3 ogHoro uau bonee
CocToAHWe BeHTUAATOPA BEHTUNATOPOB. MpUUMHOM
Fan OX/IAXKAEHUA. — BO3HWKHOBEHMA aBapUn MOXKET ObITb
P HepaboTocnocobHOCTb X0Ts Bbl 0OAHOrO
N3 BEHTUNATOPOB — OCTAHOBKA NN
NMOHMKEHHas YacToTa 060pOTOB.
o Pe3epBHbIN MCTOUYHMK YCTAHOBAEH U
3eneHbin
Pexunm paboTbl pe3epBHOro ncnpaseH
RPS MCTOYHUKA NUTaHMUA. BbikntoyeH Pe3epBHbIN MCTOUYHMK HE YCTAaHOB/IEH
OTcyTCTBME NEPBUYHOIO NUTAHMA
KpacHbii pe3epBHOro UCTOYHWMKA UIN ero
HeMcnpaBHOCTb
18 Mapwpymuzamopeol cepuu ESR-ST, Pykosodcmeo no aKcnayamayuu
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2.4.3.2 Ceemosaa uHOuxkauusa ESR-100-ST/ESR-200-ST

CoctoaHne megHbix uHTepdencos GigabitEthernet n SFP-uHTepdeicos oTobparkaetca pByma
CBETOAMOAHbIMU MHAMKaTopamu - LINK/ACT 3eneHoro useta u SPEED aHTapHoro useta. PacnonoskeHue
MHAMKATOPOB MeaHbIX MHTepdelicoB Noka3aHo Ha pucyHke 2.10. CoctoaHue SFP-uHTepdeiicoB yKasaHo
Ha pucyHKe 2.12. 3HayeHMA CBETOBOW MHAMKALMW ONMcaHbl B Tabaunue 2.16.

Mo

b AL
La'ataininininisighy

(HHHHHHHHHE

=]

>

g
=

LINK/ACT  SPEED

PucyHok 2.12 — PacrionoxceHue UHOUKAmMopo8 onmu4eckux uHmepgelicos

Tabnnuya 2.16 — CeeToBasA MHAMKALMA COCTOAHMA MegHbIX MHTepdeincos n SFP-uHTepdelicos

CsBeueHue MHAUKaATOpa CBeueHue MHAUKATopa
CoctosaHue uHTepdeiica Ethernet
SPEED LINK/ACT Pe
MopT BbIKNKOYEH NN COEONHEHNE HE
BbikntoueH BbikntoueH
YCTaHOBNEHO
YcTaHOBAEHO coeguHeHne Ha ckopocth 10
BbikntoueH [opWUT NOCTOAHHO
nnn 100M6éwut/c
FODUT NOCTOAHHO FODUT NOCTOAHHO YCTaHOBAEHO COeauHEHME Ha CKOPOCTH
P P 1000M6uT/c
X Mwuranune NaoeT nepepava AaHHbIX

B cneaytoweit Tabanue npuseaeHo onmMcaHMe COCTOAHUIN CUCTEMHbIX MHANKATOPOB YCTPOCTBA U UX
3HaYeHWN.

Tabnnuya 2.17 — CoCTOAHUSA CUCTEMHbIX MHAMKATOPOB

HassaHue CocrosHue o
dyHKLUUA MHAUKaATOpaA CocToAHMe YCTPOUCTBA
MHAMKATOpA MHAUKaTOpa
3eneHbint YcTpoicTBo paboTaeT HOpMasibHO

UHOMKATOP TEKyLLEero coctoaHmnA

Status o .
YCTPOMCTBA. OpaHxeBbli

YCTPOACTBO HaX04MTCA B COCTOAHUMU
3arpysku NO

NHAMKATOP HaIMUMA U YPOBHA
Alarm A P M 1 yp - -
aBapuu ycTpoicTBa.

MuTaHWe ycTpoiicTBa B HOpMe.
3eneHbiit OCHOBHOM MCTOYHWUK NUTAHUA, ECAN OH
YCTaHOBAEH, paboTaeT HOPMaabHO
HepaboTocnocobHOCTb OCHOBHOIO
OpaHkeBblit NCTOYHMKA NUTaHWA, aBapua UK
OTCYTCTBME NEePBUYHOM CETU

Power NHAMKATOP NUTaHUA YCTPOICTBA.

1 o
He nopaepxusaetca B Tekywen sepcmn MO
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OTKas BHYTPEHHUX NCTOYHUKOB

BbikntoueH o
NUTaHWA YCTPONCTBA
BbIK/toYeH Bce BEHTUAATOPbLI UCMPABHbI
OTKa3 ogHoro uau bonee
CocTosiHMe BeHTUAATOpA BEHTUNATOPOB. MpUYMNHOM
Fan OXNAKAEHUSA. . BO3HWKHOBEHMA aBapUN MOXKET bbITb
KpacHbin

HepaboToCcnocobHOCTb XOTA Bbl 04HOrO
U3 BEHTUIATOPOB — OCTAaHOBKA MU
NOHWUXKEHHaA YacToTa obopoToB

2.5 KomnaeKkTt nocraBku

B 6a30Bbili KOMNAEKT nocTaBkM ESR-100-ST BxoaAT:

mapwpyTtusatop ESR-100-ST;

Kabenb NUTaHus;

Kabenb ana nogkntoyeHus K nopty Console (RJ-45 — DBIF);

KOMMEKT A8 KPenieHna yCTpoiCcTBa B CTOMKY 19”;

OOKYMeHTaums.

B 6a30BbIli KOMNAEKT nocTaBkM ESR-200-ST BxoaAT:

mapuwpytusatop ESR-200-ST;

Kabenb NUTaHUS;

Kabenb ana nogkntoueHus K nopty Console (RJ-45 — DBIF);

KOMMEKT A1 KPenieHna yCTPoICTBa B CTOMKY 19”;

AOKYMeHTauus.

B 6a30BbIli KOMNIEKT NnocTaBKkM ESR-1000-ST BxoaAT:

mapuwpytusatop ESR-1000-ST;

Kabesb NUTaHUA;

Kabenb ana noakntoueHus K nopty Console (RJ-45 — DBIF);

KOMMAEKT A5 KPenieHna ycTpoicTBa B CTOMKy 197;

AOKYyMeHTauus.

Mo 3aka3sy nokynatensa ana ESR-1000-ST B KOMMNJEKT NOCTaBKU MOXKeT ObiTb BKJKOYEH

moaynb nutaHua (PM-160-220/12 unn PM-75-48/12).

Mo 3akasy noKynaTens B KOMNJEKT MOCTaBKM MOryT O6biTb BKAOuYeHbl SFP/SFP+-
TpaHcUBepbl.

20
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3 YCTAHOBKA U NOAKNIOYEHMUE

B maHHOM pasgene onucaHbl Npouedypbl YCTAHOBKM YCTPOWMCTBA B CTOMKY M MOAKAOYEHUA K
NUTaOLLLEN CETH.

3.1 KpenneHune KpOHLWTENHOB

B KOMNAEKT MOCTAaBKWU YCTPOMCTBA BXOAAT KPOHLUITEMHbI AAA YCTAHOBKM B CTOWMKY W BWHTbI AAA
KpenaeHus KpOHLWTEMNHOB K KOpnycy yCTponcTea. s yCTaHOBKM KPOHLUTEMHOB:

PucyHok 3.1 — KpenneHue KpoHWwmeliHo8

1. CoBmecTuUTe YeTbipe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMM XKe OTBEPCTUAMM Ha
6OKOBOI NaHenu ycTpoicTBa.

2. CnomoLLbio OTBEPTKM MPUKPENUTE KPOHLITENH BUHTAMM K KOpNycy.

3. MosTopuTe ageicrTeusa 1,2 4na BTOPOro KPoHLWTEHa.
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3.2 YcTaHOBKa YCTPOMUCTBA B CTOMKY

[Nna yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe yCTPOICTBO K BEPTUKAJIbHBIM HaMPaB/A oMM CTOMKMN.

2. CoBmecTUTe OTBEpPCTUS KPOHLITEMHOB C OTBEPCTUAMWM Ha HanNpPaBASfIOWMUX CTOMKMU.
Ncnonb3yiiTe OTBEPCTUA B HaNpPaB/AKLWMUX HAa OAHOM YPOBHE C 06euxX CTOPOH CTOMKU Ans
TOro, YToObl YCTPOMCTBO PACNoaarasiocb rOpPU3oHTaIbHO.

3.  C nomoLLbto OTBEPTKM NPUKPENUTE MAPLUPYTU3ATOP K CTOMKE BUHTAMM.

\gma””awaw”””

booooooo g,
5o 000 00000000 0000000000000 000 600 00006557
&

PucyHok 3.2 — YcmaHosKka ycmpolicmea 8 cmoliky

’ ' BeHTMNAUUA YCTPOMCTBA OpraHM3oBaHa No cxeme ¢POHT-TbIN. Ha nepegHeli U 60KOBbIX

H naHenAxX YCTPOWCTBA PacnoNOXKeHbl BEHTUNALMOHHbIE OTBEpPCTUA, C 3a4Heil CTOPOHbI
YCTPOWCTBA PACNoONOXKEeHbl BEHTUNALUOHHble Moaynu. He 3aKpbiBaliTe BXOgHble U
BbIXOAHblEe BEHTUNALMOHHbIE OTBEPCTUA MNOCTOPOHHUMU NpesmeTamu BO M3berKaHue
neperpeBa KOMMNOHEHTOB YCTPOICTBA U HapyLeHUA ero paboTbl.
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3.3 YcraHoBKa moayneit nutauma ESR-1000-ST

MapuwpyTtmsaTtop ESR-1000-ST moxKeT paboTaTb C OAHMM UM ABYMS MOAYNSIMU MUTAHUA. YCTaHOBKaA
BTOPOro MoAayna NUTaHMA Heobxoauma B Cyyae MCNOJib30BaHUS YCTPOMCTBA B YC/0BUSX, TPEDYIOLWMNX
NOBbILLIEHHON HAaAEXKHOCTH.

MecTa A41a YCTAaHOBKM MOAYAEN MUTAHUA C S/IEKTPUUYECKON TOYKU 3PEHUA paBHOLUEHHbI. C TOUKMK
3pEHMA UCMOJIb30BaHUA YCTPOWCTBA, MOAYNAb MUTAHMA, HaxoAAWMICA bauKe K Kpalo, CYMTaeTcs
OCHOBHbIM, 6MKe K LeHTPY — pe3epBHbIM. Moy NUTaHWA MOTYT YCTaHaB/IMBATLCA U U3BAEKATbCA 6e3
BbIK/IlOYEHUA ycTpokcTBa. [lpn yCTaHOBKE WM  U3BJIEYEHUM AOMNOJHUTENbHOTO MOAYAS NUTAHUA
MapLipyT13aTop NpoLoaKaeT paboTy 6e3 nepesanycka.
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PucyHok 3.4 — YcmaHO8Ka 3a21yWKu

Unpukauyumsa aBapun moayna NUTaHUA MoXKeT 6bITb Bbi3BaHa He TOJIbKO OTKAa3om moayna,
e HO U OTCYTCTBUEM NEPBUYHOIO NUTAHUA.

CocTosHWe mopynein NUTAHMA MOMKET 6biTb MPOBEPEHO MO MHAMKALMM Ha nepesHer naHenu
MapuwpyTtusatopa (cm. pasgen 2.4.3) MaM nNo AMArHOCTWKe, AOCTYMHOM yepes UHTepdeichb
ynpaBAeHna MapLlpyTU3aTOPOM.

3.4 NoaKnUYeHUe NUTaLWeENn cetTu

1. MMpexae, 4em K ycTpoicTBy ByaeT NoAK/IloYeHa NUTaoWan ceTb, HEOHXOAMMO 33a3eMNNUTb
Kopnyc  ycTpoicTBa.  3asemsieHMe  HeobxoAMMO  BbINOMHATbL  M30/MPOBAHHbLIM
MHOFOXWU/IbHbIM MPOBOAOM. YCTPOMCTBO 33a3€M/IEHUA U CeYeHMEe 3a3eMAILWEro NpoBoaa
[AO/IKHbI COOTBETCTBOBATL TpeboBaHUAMM [1paBUA YCTPOICTBA 31EKTPOYCTaHOBOK (MY3).

2. Ecnv  npegnonaraeTca  NOAKAOYEHME KOMMblOTEpAa MAM  MHOro obopyaoBaHua K
KOHCO/IbHOMY MOPTY MapLLpyTM3aTopa, 3TO 060pyA0BaHME TaKKe A0KHO BbiTb HaAEKHO
3a3eM/eHo.

3. TopgKntoumnTe K yCTpoicTey Kabeb NUTaHUA. B 3aBUCMMOCTM OT KOMMNJIEKTALMM YCTPOWCTBA,
MUTaHUE MOMKET OCYLLECTBAATLCA OT CETU NEepeMeHHOro ToKa /IMbo OT CeTU MOCTOAHHOro
ToKa. [py NOAKAOYEHUM CETU MEePEMEHHOro TOKa C/leAyeT MWCMNoAb30BaTb Kabesb,
BXOAALLMIM B KOMMIEKT YycTpoicTBa. [NA MNOAKNIOYEHMA K CETUM MNOCTOAHHOro TOKa
MCMONb3YiiTe NPOBOJ, CeYeHeM He MeHee 1 Mm’.

4. BKAOYMTE NWUTaHMe YyCTpoicTBa M ybeautTecb B OTCYTCTBUM aBapuit MO COCTOAHMIO
MHAWKATOPOB Ha NepeaHei naHenu.
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3.5 YcraHoBKa n yaaneHue SFP-TpaHcuBepos

/“ YcTaHOBKa ONTUYECKUX Mo,qyneﬁ MOXeT Npon3soaAnTbCA KaK NPU BbiIK/IIOYEHHOM, TaK U
= 4 npu BKAKOYEHHOM yCTpOﬁCTBe.

YcTaHOBKa TpaHcuBepa

1. BcrtaBbTe BepxHU SFP-moaynb B C/AIOT OTKPbLITOM 4YacTbio pasbema BHWU3, a HWUMKHMA SFP-
MOZAY/b - OTKPbITOM YacTbio pa3bema BBEpX.

PucyHok 3.5 — YcmaHosKka SFP-mpaHcusepos

2. HapaBuTe Ha MoZy/lb NO HaNpPaB/JEHWUIO BHYTPb KOPMyca YCTPOMCTBA A0 NOSB/NEHWA XapaKTePHOro
Wwenyka GpuKcaummn moayns.

PucyHok 3.6 — YcmaHoeneHHble SFP-mpaHcusepei
YpaneHue TpaHcuBepa

1. OTKMHbTE PYKOATKY MOAYASA, 3TO NpUBEAET K pa3bI0KMPOBAHMIO YAEPKUBAIOLLEN 3aLLENKN.

PucyHok 3.7 — OmKpbimue 3auienku SFP-mpaHcusepos

2. W3Bnekute moaysb U3 cnoTa.

PucyHok 3.8 — N3enevyeHue SFP-mpaHcusepos
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4 WHTEP®ENCHI YNPABNEHUA

HacTpolika MU MOHUTOPMHI YCTPOMCTBA MOXET OCYLLECTBAATLCA 4Yepe3 pas/iMyHble UHTepdenchbl
ynpasaeHus.

[Onsa nocTyna K yCTPOMCTBY MOMKET MCNOAb30BaThCA ceTeBoe NoAKaoUyeHme no npotokony SSH (ans
OAHHOTO TUMa MNOAK/AOYEHUA HeobxoaAMmo npeaBapuTeNIbHO BKAOUMTL SSH cepBep Ha YCTPOWCTBE,
CKOHOUIypupoBaTb ceTeBoi agpec u Firewall) uam npamoe nogkntouyeHue yepes KOHCOJbHbIN MOPT,
COoOTBETCTBYOWMIM cneundumkaumm RS-232. Mpu goctyne no npoTokosy SSH 1 npu nogkaovyeHuu yepes
KOHCONbHbIV NOPT 44 YNPaBAEHMA YCTPOMUCTBOM UCNONb3YeTCA MHTEpPdENC KOMaHLHOMN CTPOKM.

Mpu ncnonb3oBaHMK NOOOrO N3 NepedYncsieHHbIX UHTepPdENcoB yrnpaBaeHusa AeNCTBYIOT eauHble
NPUHUMNLI PaboTbl € KoHbuUrypaumen. [osmkHa cobnoaaTbCa onpegesieHHas, OMWCaHHasa 34echb,
nocneaoBaTe/IbHOCTb U3MEHEHUA U NPUMEHEHMA KOHPUTYPaALIMK, NO3BONAIOLLAA 3aLUNTUTL YCTPOMCTBO OT
HEKOPPEKTHOrO KOHOUIYPUpPOBaHMUA.

4.1 UnTepdeitc KomaHaHOM cTpoku (CLI)

NHTepdeiic kKomaHgHoM cTpokn (Command Line Interface, CLI) — uHTepdelic, npeaHasHauYeHHbIM
ANA yNpaBAeHUs, NPOCMOTPA COCTOAHUA U MOHUTOPMHIA KpunTowwto3a. Ana pabotbl notpebyetca ntobas
ycTaHoBneHHasa Ha [MK nporpamma, noagep)kusatowas paboty no npotokony SSH wan npsmoe
NoAK/lOYEeHNe Yepes KOHCObHbIN NopT (Hanpumep, HyperTerminal).

CLI KpunTOMapLLpyTU3aTOPa COCTOUT M3 TPEX YacTen:

e Initial CLI (no ymonyaHuo noruH: administrator, naponb: s-terra) - Ana ynpasfeHuUsA
cepTMdUKaTaMM, TNLEH3IUAMU U Nepexosom B gpyrue uHtepdericol (Mpumep: user@ESR-ST-200 ]).

login as: administrator

e ESR CLI (no ymonyaHuio noruH: admin, naponb: password) - Ana NpocMmoTpa COCTOSHUA U
MOHMUTOPUHIA MapuwpyTtmnsatopa (Mpumep: esr:ESR-ST-200 #). Bxon ocywecTBaseTca yYepe3 KomaHay
configure.

administrator @ESR-ST-200 ] configure
esr login: admin

e S-TERRA CLI (no ymonuyaHuo NOruH: cscons, naponb: password) - gna KoHGUrypupoBaHus
HenocpeacTBEHHO HacTpoek 6e3onacHocTu IPSec wndposaHus Kputowtosa (Mpumep: cgw:ESR-ST-200 #)

administrator @ESR-ST-200 ] configure
esr login: cscons

VlHTepdDEVIC KOMaH,CI,HOﬁ CTPOKMH obecneuunBaet aBTOpuU3aLmto nonb3oBaTteneu n orpaHn4mMBaeT mUx
AO0CTyn K KOMaHA4am Ha OCHOBaHWUK YpPOBHA A0CTyNna, 3a4aHHOINo agaMMUHUCTPATOPOM.

B cucteme moxkeT 6biTb CO34aHO HeobXxoAMMOe KOAMYecTBO MOo/b3oBaTesiei, npaBa AocCTyna U
UHTepdeinc 3a4at0TCA UHAMBUAYANbHO AA KaXKA40ro U3 HUX.

JIoKanbHbIN HTEepdec A40CTyNeH TONbKO NPU NOAKAOUYEHMMN K KOHCONIbHOMY MOPTY.
Ona obecneyeHnsa 6e30MacHOCTM KOMaHAHOrO MHTepdeica, BCE KOMaHAbl pasdeneHbl Ha Ase

KaTeropum — nNpuUBUAErNPOBaHHbIE U HenpuBWIerMpoBaHHble. K MpuBUAErMPOBAHHbIM B OCHOBHOM
OTHOCATCA KOMaHAbl KOHd)MprMpOBaHMFI. K HenpueMaerMpoBaHHbIM — KOMaHAbl MOHUTOPUHIA.
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5 3ABOACKAA KOH®UTYPALUA U NOAK/NTHOYMEHUE

5.1 3aBoackas KoHUrypauma mapupyrmsatopa ESR

Mpu oTrpy3Ke ycTpoiicTea NoTpebutesto Ha 0bopyA0BaHUE 3arpyKaeTca 3aBoAcKan KoOHbUrypaums,
KoTopas B Lensax 6e30nacHOCTU He MMeeT HMKAKMX HAaCTPOeK U B KOTOPOW BbIK/OYEHbI BCe dpU3MYeCcKme
nHTepdelcobl.

5.2 NMogknoyeHne mapipyrTusaTtopa

MogkntoueHne mapLpytnsaTopos cepum EST-ST ocyLecTeaneTca Yepes KOHCObHbIN NopT RS-232.

Mpu nomowm Kabena RJ-45/DBF9, KOTOPbI BXOAUT B KOMIMJIEKT MOCTAaBKM YCTPOWCTBA, COeAMHuUTE
nopt «Console» mappyTmnsaTtopa ¢ noptom RS-232 KomnbloTepa.

3anyctuTe TepMUHaNbHYIO Nporpammy (Hanpumep, HyperTerminal uan Minicom) n cos3gaiiTe HoBoe
nogKkatodeHue. [lonKeH 6bITb UCNOb30BaAH PEXMM aIMyAALMKU TepmmHana VT100.

BbinonHUTe cnegytolme HacTPonKu nHTepdeiica RS-232:

— CKopocTb: 115200 6uT/c;
— bBuTbl gaHHbIX: 8 6UT;
— YeTHOCTb: HeT;

— Cronosble 6uThbl: 1;
— YnpaBneHue NOTOKOM: HeT.

5.3 UHuyunanusauyma

MHuumnanmsaums npoBoanTcs B pexknume fiokanbHoro CLI 1 aBnseTca obsasaTenbsHon npoueaypon. B
npouecce MHULMANM3aUUM noTpebyeTcAa BBECTU JIMLEH3MIO HA MOAYAb KpunTo3awmTbl S-Terra, nvbo
MCNONb30BaTb NpPeayCcTaHOBAEHHYO (NpeaycTaHOB/NEHHAas /IMLUEH3UA He NOo3BOASAEeT COo34aBaTb
3almiLeHHble IPsec coeanHeHns):

administrator@esr] Initialize

/’ Mpu 3anycke paHHOM KomaHabl uHuumanmsmpyerca ACY (Oatumk CnyuyaiiHbix Yucen),
NocpeACcTBOM MHTEPAKTUBHOIO BBOAA B TEPMMUHA 3aNpallMBaemMbIX 3HAaYEHUN.

Progress: [*** 1

Press key: R

Ecnn ESR-ST nnaHupyeTca ans ucnonb3oBaHuaA Kak CK3U, To 40 HAacTpoMKM NOAUTUKM Be3onacHOCTH
B moayne S-Terra 3anpelleHo nogkntovatb usgenve ESR-ST K HepoBepeHHOW ceTw, YTOObl M3bexaTb
yTeyek KoHPuaeHuManbHon nHbopmauunm.

nOCHEYCHEMHOFOﬂpOXOHAeHMﬂMHMuMaﬂM3auMMBCHHEpEAaHana¢MKa6yaeT3aHpEMEH&

Ecnn He nnaHMpyeTcAa Ha TEKYLMIM MOMEHT UCNOb30BaTb QYHKLMM KPUNTO3aLWMTbI, HeobXxoanMMo
BBECTW KOMaHAy run csconf_mgr activate, 4to 6bl paspewnTb NPOXOXKAEHWNE TpaduKa.

administrator@esr] run csconf mgr activate
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6 KOH®UTYPUPOBAHUE GA30BbIX MAPAMETPOB*

6.1 U3smeHeHMe NaponA Noab3oBaTene.

Ona 3awmueHHoOro BXoga B CUCTEMY HeOobXOAMMO CMEHWUTb Naposb MPUBUNETMPOBAHHOIO
nonb3oBartenen «administrator», «admin», «cscons».

/ ¢ YyetHasa 3anucb techsupport Heo6xoguma AnA ypaaneHHoOro ob6cnyuBaHUA CEPBUCHBIM
LEeHTPOM

e YyeTHas 3anucb remote - ayteHTUuUKauma RADIUS, TACACS+, LDAP

e Ypanutb nonb3osarteneir admin, cscons techsupport, remote Henb3Aa. MOXKHO TO/bKO
CMEHUTb Napo/ib U YPOBEHb NPUBUAETUIA

Mms nonb3oBaTens M Naposib BBOAWUTCA MNpPM  BXOAe B CUCTEMYy BO BPeMA CeaHCoB
aAMMHUCTPUPOBAHUA YCTPOICTBA.

Onsa usmeHeHua napons nosb3osBatens «administrator» B nokanbHom CLI mcnonbsytoTca
cneayowas KomaHaa:

administrator@esr] change user password administrator

Ana nsameHeHua napoaAa nonb3oBaTeNA «admin» MCNOIb3YHOTCA cneayoume KomaHabl:

esr:esr# configure

esr:esr(config)# username admin
esr:esr(config-user) # password <new-password>
esr:esr (config-user) # exit

AHaNoOrMyHo H606XOAVIMO CMEHWUTb NapoO/ib 4N1A NO/1b30BaATENIA KCSCONS».

esr:esr(config)# username cscons
esr:esr(config-user) # password <new-password>
esr:esr (config-user) # exit

6.2 Co3aaHue HOBbIX NOsIb30BaTenen

[OnAa co3gaHmAa HOBOro Nojib3oBaTena CUCTEMbI NN HaCTpOVIKM noboro u3 napamMmeTpoB — UMEHMU
nonb30BaTeiA, Napond, ypoBHA I'IpMBVII'IGI'VIVI, — NCNOZIb3yHOTCA KOMaH4bl:

esr:esr(confiqg) # username <name>
esr:esr(config-user) # password <password>
esr:esr(config-user)# privilege <privilege >
esr:esr (config-user) # shell <shell >

esr:esr (config-user) # exit

V YpoBHU npuBunerunii nonbsosareneit ESR CLI

YpoeHu npusunernii 1-9 paspelualoT 4OCTyn K yCTPOWUCTBY U NPOCMOTP €ro onepaTMBHOro
COCTOAHMA, HO 3anNpeLLAloT HacTPOKyY. YpoBHU npuuneruii 10-14 paspelualoT Kak aocTyn,
TaK WU HacCTpoiiKy 6onbweir yactu ¢yHKUMiA ycTpoiicTBa. YpoBeHb npusuneruin 15
paspeLuaeT Kak A0CTyN, TaK U HaCTPOMKy Bcex GpyHKUMIA ycTpoicTBa.

! ocyuwecrendaerca 8 ESR CLI
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YpoBHU npuBunernii nonb3osatenet STERRA CLI

Monb3oBatenn c ypoBHem npueunernii ot 0 Ao 14 wumeloT OAMHAKOBble npasa.
Monb3oBaTtenb ¢ ypoBHEM NpusBuaernii 15 cpasy nosyyaert 4oOCTyn K NPUBMAEIUPOBAHHOMY
peXXumy cneunannsnpoBaHHON KOHCONN.

Mpumep KomaHg Ans co3gaHua nosb3oBatens «fedor» ¢ naponem «12345678» UM ypoOBHEM
npusunernin 15, n pexxnmom KoHdurypmposaHms ESR 1 co3gaHuna nonb3oBaTena «ivan» ¢ naposiem
«password» 1 ypoBHem npusuaeruii 1, pexxum KoupurypuposaHua STERRA:

esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:

esr# configure

esr (config)# username fedor

esr (config-user) # password 12345678
esr (config-user) # shell cli

esr (config-user) # privilege 15

esr (config-user) # exit

esr (config)# username ivan

esr (config-user) # password password
esr (config-user) # privilege 1

esr (config-user) # shell cgw

esr (config-user) # exit

6.3 HasHauyeHMe nMmeHn yCTPOMUCTBA

[Ona HaszHayeHnAa nmeHun yCTpOﬁCTBa MCNosb3yroTCA cheayouwme KOmaHabl:

esr:
esr:

n

esr# configure
esr (config)# hostname <new-name>

ocne npMmMmeHeHuA KOHd)VII'ypaLI,MM npurnaweHune KOMaH,D,HOVI CTPOKU U3MEHUTCA Ha 3Ha4YeHue,

3aJaHHOE NapamMeTpom <new-name>.

6.4 HacTtpoiKa napameTpoB nyb6anuHou cetu

[NA HacTpoMKKM ceTeBOro MHTEpdelica mapLwpyTM3aTopa B Ny6MYHON ceT HeobX04MMO Ha3HauYUTb
YCTPOMCTBY MapameTpsbl, onpesenéHHble NpoBaingepom ceTu - IP-agpec, macka NoAceTy U afpec LWo3a
no ymonyaHuto.(Tpaduk byaeT nepenaBaTbCs TONbKO Nocne HacTpoliku Firewall cm. rnasy 9.7)

Mpumep KOMaH[ HAaCTPOMKK cTaTuueckoro IP-agpeca ana cybuHTepdeiica GigabitEthernet 1/0/2.150
ONA [oCcTyna K mapwpyTtusatopy 4vepes VLAN 150.

n

esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:

apameTpbl nHTepdenca:

— IP-agpec—192.168.16.144;
— Macka noagcetn — 255.255.255.0;
— IP-agpec wnto3a no ymonyanumio —192.168.16.1.

esr:esr# configure

esr(config)# interface gigabitethernet 1/0/2
esr(config-if) # no shutdown

esr (config-if) #exit

esr(config)# interface gigabitethernet 1/0/2.150
esr (config-subif)# ip address 192.168.16.144/24
esr (config-subif)# exit

esr (config)# ip route 0.0.0.0/0 192.168.16.1

Ona Toro u4tobbl ybeguTbca, 4YTO agpec Obin HasHadeH WHTepdelicy, nocie npUMeHeHUs
KOH}Urypaumm BBeaUTE CNEAYIOLLYIO KOMaHAY:
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esr:esr# show ip interfaces

IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBalifaep MOMKET MCNOoAb30BaTb AWMHAMMYECKM HasHavyaemble ajpeca B cBoew ceTu. [ns
nony4veHus IP-agpeca moxeT ucnosb3oBaTtbca npotokon DHCP, ecaun B cetn npucytcreyeT cepsep DHCP.

= [lpymep HACTPOMKK, NpeAHa3HAYEeHHOW ANA NoayYeHns AuHammdeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdeiice GigabitEthernet 1/0/10:
esr:esr# configure
esr:esr(config)# interface gigabitethernet 1/0/10
esr:esr (config-if) # no shutdown

(
esr:esr (config-if)# ip address dhcp enable
esr:esr (config-if)# exit

Ons Toro 4ytobbl ybeantbea, 4To agpec 6bin HasHayYeH MHTepdelicy, BBeAUTE CAEAYIOLLYI0 KOMaHAy
nocne NPUMeHEHUA KOHOUrypaLmm:

esr:esr# show ip interfaces

IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

6.5 NMpumeHeHue 6a30BbIX HACTPOEK

[NnA NnpumeHeHWUa BbINMOJIHEHHbIX U3MEHEHMI KOHOUIYpauumn maplipytnsatopa Tpebyerca BBeCTM
cnepyrolme KOMaHAbl U3 KOPHEBOTO pasaesia KoMaHgHOro MHTepdeica.

esr:esr# commit
esr:esr# confirm

Ecnu npu KOHOUrypupoBaHWM WCNOMb30BANCA YAANEHHbIM [0CTYN K YCTPOWCTBY WM CeTeBble
napameTpbl MHTepdelica ynpaBieHUs M3MEHUANCb, TO NOCAe BBOAA KOMaHAbl commit coeauHeHue ¢
YCTPOMCTBOM MOKeT 6biTb noTepaHo. Mcnonb3yiiTe HOBble CceTeBble MapameTpbl, 3adaHHble B
KOHUrypaumm, AN NOAKNIOYEHUA K YCTPOMCTBY M BBOAA KOMaHAbl confirm.

Echm BBect KomaHagy confirm He ypactcs, TO NO MWCTEYEHMM Talimepa MNOATBEPKAEHUA
KOHdUrypaums ycTpoMcTBa BEPHETCA B MPEMKHEE COCTOAHME, CYLLeCTBOBaBLIee A0 BBOAA KOMaHAbl
commit.

Mapwpymuzamopel cepuu ESR-ST, Pykosodcmeo o sKcrisayamauyuu 29



HELTEX

7 OBHOBJIEHUE NPOrPAMMHOIO OBECIMNEYEHUA

7.1 O6HOBANEHME NporpaMmmHOro obecneyeHmnsa cpegCcTrBamm CUCTEMbI

O6HoB/IEHWE MPOrpPaMMHOro obecneyeHUs Ha YCTPOMCTBE, MOMKET OCYLUECTBAATLCA MOCPeACcTBOM
obpalueHua Ha cepsep (TFTP, FTP, SCP), nnb6o nocpeactsom USB FLASH.

' ‘ Ona o6HoBneHua nporpammHoro obecneyeHna noHapgobutrca USB Hakonutenb c

N nporpammHbim obecneyeHnem UAu oguMH U3 cneayrowmux cepsepos: TFTP, FTP, SCP. Ha
cepBep A0/KHbI 6bITb NOMeLLeHbl painabl NporpaMmMmHOro obecneyeHMs mapLipyTMsaTopa,
NoNly4eHHbIe OT NPOU3BOAUTENSA.

Ha maplupytrusaTtope XpaHuUTCA ABe KONUMK NnporpammHoro obecnedeHus. na obecneueHus
HaZeXHoCTM npoueaypbl o6HOBNEeHUMA nporpammHoro obecneyeHua p[ocCTynHa ANA
o6HOB/NEHNA TONbKO KONMWA, KoTopas He 6blna ucnonb3oBaHa ANA NociefHero craprta
ycTpoiicTBa.

O6HoBNEHME TMporpaMmHoOro obecneyeHus Ha ycTpoictBe nocpeacteom USB  Hakonutens
BbIMO/IHAETCA B C/IeAYIOLLEM MOPSAAKE.

1. MoaroTosbTe Ans pabotbl USB HakonuTenb, oTdopmatmposaHHbiid B FAT/NTFS/EXT2/EXT3/EXT4,
M NOMECTUB B [AaHHbIA OTPOPMAaTUPOBAHHBIN pas3den nporpammHoe obecrnedyeHne, BCTaBbTe

USB HaKonuTtenb B cnot ESR.

2. Onpepenute ums pasgena B USB Hakonutene yepes KomaHay show storage-devices.

esr:esr# show storage-devices

Name Total, MB Used, MB Free, MB
EDCE-911D 88.84 84.70 4.14
BDE7S 1884.44 0.00 1884.44

3. TpoBepbTe coaep:KMMoe U NyTb K nporpammHomy obecrneyeHuto, yepes KomaHay dir, rae
<USB-device-name> HasBaHue pasgena USB Hakonutena, a [PATH] — ykasaHue
MeCTopacnonoxeHue, ecnv ¢hain pacnosioKeH B ANPEKTOPUN.

dir usb://<USB-device-name>/[PATH]

MNpumep:

esr:esr# dir usb://EDCE-911D/
Name Type Size
gnome Directory 24.73 MB
firmware File 64.82 MB
install.txt File 1.00 KB

4., [na O06HOBAEHMA MNPOrpaMmMHOro obecneyeHWs MmaplipyTU3aTopa BBeAuTE CAeAyIOLLYI0
KOMaHAy. YKaKuTe Ha3BaHWe pasgena v NoaHbIi NyTb K daiiny.

esr:esr# copy usb://usb_name:/PATH fs://firmware
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Mpumenp:

esr:esr# copy usb://EDCE-911D:/firmware fs://firmware

Download firmware from usb://EDCE-911D:/firmware...
Basic verify image

5. [Ana TOoro 4tobbl YCTPOMCTBO CTApTOBa/sO MOA YMNpasB/ieHUeM HOBOW BEPCUW MPOrPaMMHOro
obecneyeHunn, HeobxoAMMO MPOM3BECTM MEPEKNIOYEHNE aKTMBHOro obpasa. C nomollbto
KOoMaHAabl show bootvar cnepyet BbIACHUTL HOMep 0bpa3a, coaepkallero obHosaeHHoe MO.

esr:esr# show bootvar

Image Version Date Status After reboot
1 1.0.7-ST build date 29/07/2016 time Not Active
75[0b77453] 17:09:24
2 1.0.7-ST build date 28/07/2016 time Active *
75[0b77453] 14:54:43
16:12:54

Ons Bblbopa o6pasa ncnosbsyiite KOMaHALy

esr:esr# boot system image-[1]2]

O6HoBNEHMEe MNporpammHOro obecrieyeHUs Ha YCTpoWcTBe, paboTalowem nog ynpasiaeHUem
onepaLyMOoHHOWN CUCTEMbI, BbIMOMHAETCA B CIeAYHOLLEM MOPSALKE.

1. MoaroToBbTe Ans paboTbl BbIGpaHHbIM cepsep. [osKeH BbiTb M3BECTeH aapec cepsBepa, Ha
cepBepe A0KEH ObITb pasmelleH dann AncTpmbyTuBHbINA dana nporpammHoOro obecneyeHums.

2. Mapwpytusatop [omKeH OblTb MNOArOoTOBAEH K paboTe B COOTBETCTBMM C TpebOoBaHUAMM
AOKyMeHTauumn. KoHourypauma maplipytnsatopa 40MKHA NO3BOAATbL 0OMeEHMBATbCA AaHHbIMM
no npotokonam TFTP/FTP/SCP n ICMP c cepsepom. [pu 3TOM [A0/MHA ObiTb yyTEHA
NPUHaANEXKHOCTb cepBepa K 30Ham 6e30nacHOCTM MapLpyTM3aTopa.

3. MoAKNouUTECh K MApLIPYTU3aTOPY JIOKA/IbHO Yepes KOHCO/bHbIM nopT Console nau yaaneHHo,
ncnonb3sya npokon SSH.

MpoBepbTe AOCTYNHOCTb CepBepa ANA MaplipyTM3aTopa, WCNo/ab3ya KOMaHAay ping Ha
MapuwpyTtusatope. Ecnm cepBep He focTyneH — MpoBepbTe MPaBWUILHOCTb HACTPOEK
MapLIpyTU3aTopa M COCTOAHME ceTeBbIX MHTepdecoB cepaepa.

4. [Ona O6HOBAEHWA NpPOrpPaMMHOro obecneyeHUa MapLlipyTU3aTopa BBeAUTE CAeAyoLWYHo
KOMaHAgy. B KauecTBe napameTtpa <server> pomKeH 6biTb yKasaH IP-agpec Mcnosiblyemoro
cepsepa. Ona obHoBneHus ¢ FTP unn SCP-cepBepa noTtpebyeTca BBECTM MMA MOJIb30BaTeNA
(napameTp <user>) u naponb (Napametp <password>). B KavectBe napametpa <file_name>
yKaxkute uma dalina nporpammHoro obecrneyeHusa, MNOMELWEHHOroO Ha cepsep (npu
ncnonb3oBaHnn SCP HyXKHO yKa3aTb NO/HbIM NyTb — NapameTp <folder>). Mocne BBoAa KOMaHAbI
MapLpyTnsaTop ckonupyet ¢aiin BO BHYTPEHHIOK NamATb, NPOBEPUT LLENOCTHOCTb AaHHbIX U
COXPAHWUT ero B SHEProHe3aBMUCUMMYHO NaMATb YCTPOMCTBA.

—  TFTP:

esr:esr# copy tftp://<server>:/<file_ name> fs://firmware
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—  FTP:

esr:esr# copy ftp://[<user>[:<password>]Q]<server>:/<file name> fs://firmware

- SCP:

esr:esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file name>
fs://firmware

Ona npymepa o6HoBUM ocHoBHoe M0 yepes SCP:
esr:esr# copy scp://adm:password123@192.168.16.168: //home/tftp/firmware £s://firmware
5. [nsa TOoro 4tobbl YCTPOMCTBO CTApTOBasO MOA YrnpasB/ieHWeM HOBOW BEPCUM MPOrPaMMHOro

obecneyeHunn, HeobxoAMMO MNPOM3BECTU MEPEKNOYEHNE aKTMBHOro obpasa. C nomollbio
KomaHZAbl show bootvar cnepnyet BbIICHUTbL HOMep 06pasa, coaeprKaliero obHosneHHoe MO.

esr:esr# show bootvar

Image Version Date Status After reboot
1 1.0.7-ST build date 29/07/2016 time Not Active
75[0b77453] 17:09:24
2 1.0.7-ST build date 28/07/2016 time Active *
75[0b77453] 14:54:43
16:12:54

Ons Bblbopa obpasa ncnonbsyiite KOMaHAgy
esr:esr# boot system image-[1]2]

6. [na o6HOBNEHUA BTOPUYHOTrO 3arpysumnka (U-Boot) BBeguTe cneaytollyto KomaHay. B kauectse
napameTpa <server> fofxeH b6biTb yKasaH IP-agpec ucnonbsyemoro cepsepa. 14 ob6HoBAEHUA
¢ FTP nnn SCP-cepBepa noTpebyeTtca BBECTM MMSA NOSb30BaTeNA (MapameTp <user>) U Naposb
(napameTp <password>). B kayecTBe napameTpa <file_name> ykaxute uma daina BTOpU4HOro
3arpysyuKa, NOMeLLeHHOro Ha cepgep (Npu ncnonb3oBaHMn SCP HyXKHO yKa3aTb NOAHbLIA NyTb —
napametp <folder>). Nocne BBoAa KOMaHAbl MapLIPYTU3aTOP CKONMPYET dana BO BHYTPEHHIOH

NamsATb, MPOBEPUT LENOCTHOCTb AaHHbIX M COXPAaHUT ero B 3HEProHe3aBMCHMMYI0 NaMATb
YCTPOMCTBA.

—  TFTP:

esr:esr# copy tftp://<server>:/<file name> fs://boot

- FTP:

esr:esr# copy ftp://<server>:/<file name> fs://boot

- SCP:

esr:esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name> fs://boot
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7.2 O6HOBNEHME NpOrpaMmmMHOro obecneyeHmnA U3 Ha4aNbHOro
3arpysumka

MporpammHoe obecneyeHne MapLpyTU3aToOpa MOXKHO OOHOBUTb M3 HAYaNbHOrO 3arpysyuka
cnegyrowmm obpasom:

1. NoarotoButb SD KapTy:

a. Pas6butb SD KapTy Ha 2 pa3gena;

b. OTtdopmaTnposatb BTOpO pasgen nog FAT;

c. MNomectntb dpaitn obHOBNEHMA Ha BTOPOM pasaen.
2. YcTaHOBMUTb B yCTPOMCTBO SD-KapTy U NogaTtb NUTaHMeE.

3. OcTtaHOBWUTE 3arpy3Ky YCTPOMCTBA MOC/AE€ OKOHYAHWA WHUUMANM3aLuMM MapLipyTM3aTopa
3arpy3sumkom U-Boot, Haxkas Knasuwy <Esc>.

Configuring PoE...
distribution 1 dest threshold Oxa drop_timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1l/3xxB0 revision on default.
Hit any key to stop autoboot: 2

4. 3anucatb MO, BbINOAHMB KOMaHAbI, rae B KayecTBe napameTpa <file_name> ykaxute uma odana
nporpammHoro obecnedyeHusa, nomelleHHoro Ha SD KapTe (ecnn ¢aiin pacnosoxeH B Narke,
HY}XHO YKa3aTb NOJIHbIM NyTb — NapameTp <folder>):

sdcard update firmware <folder>/<file name> image [1]2]
5. BblbpaTtb 06pas 3arpysKku

boot system image-[1]2]

6. [MepesarpysunTb yCTPOMCTBO

reset

Npumep

BRCM.XLP316Lite Rev B2.u-boot#sdcard update firmware esr200/firmware image2
BRCM.XLP31l6Lite Rev B2.u-boot#boot system image2
BRCM.XLP31l6Lite Rev B2.u-boot#reset

— Tlepesarpy3unTb yCTPOWCTBO M A0 AaTbcA 3anycka OC. [LoaKHA NOABUTLCA BO3MOMKHOCTb
aBTOpPM3aLMM B KOHCOM ynpaBaeHua C-Teppa, Kak B NpUmepe HUXKe:

S-Terra Gate administrative console
login as:
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8 MPUMEP PA3SBEPTbIBAHUA KPUNTOMAPLUPYTU3SATOPA

B faHHOM rnaBe onucaH NpuMMep pPasBepTbiBaHUA KPUNTOL/IO3a C LeNblo 3allMTbl nepesasaemon
nHpopmaumm mexagy noacetamm 10.0.0.0/16 un 192.168.2.0/24. 3awmTa OCYLIECTBAAETCA C
Mcnosb3oBaHMeM NPOToKoNa IPsec Ha oTevecTBeHHbIX (FOCT) anroputmax.

B kauyectBe npumepa Oyaetr onucaH npouecc KoHPurypuposaHusa yctponctea R1. Hacrtpolika
ycTponcTea R2 ocywlecTBaAseTCA aHa0rMYHbIM cnocobom.

ESR-ST
LAN 10.0.0.0/15

172.16.0.1

172.16.2.1 m LAN 192.168.2.0/24

R1 | ' R2

IPsec Tunnel

PucyHok 8.1 — Cxema cemu

8.1 HacTtpouKa TOYHOro BpemMeHu1

Hactpolika Bpemeru B ESR CLI (ykasbiBaem KomaHay configure n normH/napons ans ESR CLI).

HacTpouTb Bpems MOXKHO BK/OYMB Ntp:

esr:R1(config) # ntp enable
esr:R1 (config) # ntp server 10.0.1.224

WUIN BPYYHYIO:
esr:R1 #set date 11:44:00 11 january 2016

8.2 WmnoptupoBaHue He06X04MMbIX CEPTUPUKATOB U CNUCKA
OTO3BaHHbIX cepTUPUKaTOB

MoarotoBka cepTudmkaToB (ocywecteasetca B STERRA CLI uaum Initial CLI).
1. Co3gagmm 3anpoc Ha JioKanbHbIA cepTuduKaT, nocie npoxoxaeHua OACY cogepkumoe
3anpoca byaeT BbIBEAEHO Ha 3KPaH:
administrator@R1] run cert mgr create -subj "C=RU,OU=Devel,CN=R1" -GOST R341012_ 256
roe, GOST_R341012_256 ctaHaapT umdposoi noanumcu NOCT P 34.10.
CN ponkeH BbITb YHUKaNbHbIM ANA KaXKA0r0 KPUNTOMApPLLPpyTM3aTopa.

[Mpumep BbIBOAA

-----BEGIN CERTIFICATE REQUEST-----
MIIBCDCBtgIBADAsMQswCQYDVQQGEwJSVTEOMAwWGA1UECXMFRGV2ZWwxDTAL
BgNVBAMTBEdXMTEwYzAcBgYqhQMCAhMwEgYHKoUDAgIjAQYHKoUDAgleAQND
AARA9Tie8ma35qsseLCqeFG3Glhi9wdzsxNThAlo/0e0fdHjd5MVkRtj7raC
U4fpROtKzghS8w1PL/08zUNdmwn4cKAeMBwWGCSqGSIb3DQEJDJEPMAOWCWYD
VROPBAQDAgeAMAO0GBiqFAWICAWUAAOEAGQDvY6HIPIUdsVMVgeEvcFFtjttQ
X+AWpPVufx511sdPIDGFKj/IgbROHVXK9hjZZNnv61kIMbzXII50zr)2Ww==

--——-END CERTIFICATE REQUEST-----
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2. [ocraBbTe 3anpoc Ha yaoctoBepawowwmii LeHTp (YL) u BbinycTuTe cepTudmKar.
3. Momectute ceptndukatol (ceptudmkat YL, (CA.cer), cnncok oTo3saHHbIX cepTudukatos (CRL) u
BbINYLWEHHbIN cepTudumKaT R1.cer) Ha usb HakonuTe b, KOTOPbIN 3aTem ycTaHaBaMBaeTcs B ESR-ST.

4. BbINyWeEHHbIN NOKanbHbIM cepTUOUKAT UMNOPTUPYHTE B 633y NpoAyKTa, Hanpumep:

administrator@Rl] run cert mgr import -f media:<USB-flash-name>/Rl.cer

5. Takxe umnoptmpyiTe ceptudmkaT YL, Hanpumep:

administrator@Rl] run cert _mgr import -t -f media:<USB-flash-name>/CA.cer

6. 3arpy3utb COC (CRL), Hanpumep:

administrator@Rl] run cert mgr import -f media:<USB-flash-name>/crl.crl

7. TMMpoBepbTe cOCTOAHUE CepTUPUKATOB:

administrator@R1] run cert mgr check

1 State: Active C=RU,OU=Devel,CN=R1

2 State: Active 1.2.840.113549.1.9.1=support@cryptopro.ru,C=RU,L=Moscow,0=CRYPTO-PRO LLC,CN=CRYPTO-PRO
Test Center 2

8.3 HacTtpouKku nHtepdeincoB 1 ceTteBoid 3aLLUTbl
KpUnTomapLpyTusartopa’

1. Cosgaem 30HbI, goBepeHHyto ana JIBC (trusted) n BHewH oo ana NHTepHeTa (untrusted)

esr:Rl (config)# security zone trusted
esr:R1 (config-zone) # exit

esr:R1l (config)# security zone untrusted
esr:R1 (config-zone) # exit

2. Cospaem 0b6beKTbl Ana GUNbTPaLUM BXoAALWEro TpadumKa:

° nopt 22 gna SSH

esr:R1l (config)# object-group service SSH
esr:R1 (config-object-group-service)# port-range 22
esr:R1 (config-object-group-service) # exit

° nopt 500 n 4500 gna IKE

esr:R1
esr:R1
esr:R1
esr:R1
esr:R1
esr:R1

config) # object-group service IKE500
config-object-group-service)# port-range 500
config-object-group-service)# exit

config) # object-group service IKE4500
config-object-group-service)# port-range 4500
config-object-group-service)# exit

3. HactpauBaem npasuna GUAbTPALUM MEKLY 30HAMM

e Paspewum noboi Tpadpuk ns JIBC B ny6anUHYyIO ceTb (trusted untrusted)

esr:R1 (config) # security zone-pair trusted untrusted
esr:R1 (config-zone-pair)# rule 10
esr:R1 (config-zone-pair-rule)# action permit

! ocyuwecrendaerca 8 ESR CLI
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esr:R1
esr:R1
esr:R1
esr:R1
esr:R1
esr:R1

config-zone-pair-rule
config-zone-pair-rule

match protocol any

match source-address any
config-zone-pair-rule match destination-address any
config-zone-pair-rule enable
config-zone-pair-rule)# exit

config-zone-pair) # exit

( ) #
( ) #
( ) #
( ) #
(
(

e Paspewum noboi Tpaduk mexay noptamu npuHaanexawmmm /IBC (trusted trusted)

esr:R1
esr:R1

(config) # security zone-pair trusted trusted

(config-zone-pair)# rule 10

esr:R1l (config-zone-pair-rule)# action permit

esr:R1l (config-zone-pair-rule) # match protocol any

esr:R1l (config-zone-pair-rule)# match source-address any

esr:R1l (config-zone-pair-rule)# match destination-address any

esr:R1 (config-zone-pair-rule)# enable
(config-zone-pair-rule)# exit
(config-zone-pair) # exit

esr:R1
esr:R1

e Paspewnm TONbKO AelwndpoBaHHbIW TpaduK mn3 nybamyHoi cetm B JIBC (untrusted

trusted)

esr:R1l (config) # security zone-pair untrusted trusted
esr:R1l (config-zone-pair) # rule 10
esr:R1l (config-zone-pair-rule)# action permit
esr:R1l (config-zone-pair-rule)# match protocol any
esr:Rl (config-zone-pair-rule)# match source-address any
esr:R1l (config-zone-pair-rule)# match destination-address any
esr:R1l (config-zone-pair-rule)# match ipsec-decrypted
esr:R1 (config-zone-pair-rule)# enable
esr:R1 (config-zone-pair-rule)# exit
esr:R1l (config-zone-pair) # exit

e Paspewum SSH Tpaduk nogkaodeHma K ESR-ST (trusted self)
esr:R1 (config) # security zone-pair trusted self
esr:R1 (config-zone-pair) # rule 10
esr:R1l (config-zone-pair-rule)# action permit
esr:R1l (config-zone-pair-rule)# match protocol tcp
esr:R1l (config-zone-pair-rule)# match source-address any
esr:R1l (config-zone-pair-rule)# match destination-address any
esr:R1 (config-zone-pair-rule) # match source-port any
esr:R1l (config-zone-pair-rule)# match destination-port SSH
esr:R1 (config-zone-pair-rule)# enable
esr:R1l (config-zone-pair-rule)# exit

e Paspewunm ICMP TpaduK K ESR-ST (trusted self)
esr:R1l (config-zone-pair) # rule 20
esr:R1l (config-zone-pair-rule)# action permit
esr:R1l (config-zone-pair-rule)# match protocol icmp
esr:R1l (config-zone-pair-rule)# match source-address any
esr:R1l (config-zone-pair-rule)# match destination-address any
esr:R1 (config-zone-pair-rule)# enable
esr:R1 (config-zone-pair-rule)# exit
esr:R1l (config-zone-pair) # exit

e Paspewum ICMP TpaduK us nyb6amndHom cetm K ESR-ST (untrusted self)
esr:R1 (config) # security zone-pair untrusted self
esr:R1 (config-zone-pair) # rule 10
esr:R1l (config-zone-pair-rule)# action permit
esr:R1l (config-zone-pair-rule)# match protocol icmp
esr:R1l (config-zone-pair-rule)# match source-address any
esr:R1l (config-zone-pair-rule)# match destination-address any
esr:R1 (config-zone-pair-rule)# enable
esr:R1l (config-zone-pair-rule)# exit

e Paspewwum IKE noakntoueHma nopt 500 ns nyb6amnyHomn cetm K ESR-ST (untrusted self)
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esr:Rl (config-zone-pair)# rule 20

esr:R1 (config-zone-pair-rule)# action permit
esr:R1 (config-zone-pair-rule)# match protocol udp
esr:R1l (config-zone-pair-rule
esr:Rl1 (config-zone-pair-rule

)

) # match source-address any

)
esr:R1 (config-zone-pair-rule)

)

)

)

#
# match destination-address any
# match source-port any
esr:R1 (config-zone-pair-rule)# match destination-port IKE500
esr:Rl (config-zone-pair-rule) #
#

esr:R1 (config-zone-pair-rule

enable
exit

e Paspewwum IKE noakntoueHusa nopt 4500 n3 ny6anyHol cetn K ESR-ST (untrusted self)

esr:Rl (config-zone-pair)# rule 30

esr:R1 (config-zone-pair-rule)# action permit
esr:R1 (config-zone-pair-rule)# match protocol udp
esr:R1 (config-zone-pair-rule
esr:R1 (config-zone-pair-rule

)

) # match source-address any

)
esr:R1 (config-zone-pair-rule)

)

)

)

match destination-address any

#
#
# match source-port any
#
#
#

esr:R1 (config-zone-pair-rule match destination-port IKE4500
esr:R1 (config-zone-pair-rule enable
esr:R1 (config-zone-pair-rule exit

e Paspewum gewnppoBaHHbIi TpadMK U3 NybanyHom cetm K ESR-ST (untrusted self)

esr:
esr:

Rl (config-zone-pair)# rule 40

Rl (config-zone-pair-rule) # action permit

esr:R1 (config-zone-pair-rule)# match protocol any

esr:R1l (config-zone-pair-rule)# match source-address any
esr:Rl (config-zone-pair-rule)# match destination-address any
esr:R1 (config-zone-pair-rule)# match ipsec-decrypted

esr:R1 (config-zone-pair-rule)# enable

esr:Rl (config-zone-pair-rule)# exit

esr:R1 (config-zone-pair)# exit

#
#
#
#

4. KoHdurypupyem nHtepdeiic ans NoKanbHON N BHELLHEN ceTu:

® 30Ha B KOTOPOW MHTepdenc HaxoanTcs
e |Pv4 appec:

o JlokanbHbi 10.0.0.1/16

o BHewHwnnn 172.16.0.1/30
e BK/lOYEHMe MHTepdeiica

esr:R1 (config) # interface gigabitethernet 1/0/1
esr:Rl (config-if-gi)# security-zone untrusted
esr:R1 (config-if-gi)# ip address 172.16.0.1/30
esr:Rl (config-if-gi)# no shutdown
esr:R1 (config-if-gi)# exit
esr:R1 (config) # interface gigabitethernet 1/0/2
esr:R1 (config-if-gi) # security-zone trusted
esr:R1 (config-if-gi) # ip address 10.0.0.1/16
esr:Rl (config-if-gi)# no shutdown

R1 ( ) #

esr: config-if-gi exit

5. HacTtpavBaem mapLipyT No yMOAYaHUIO

esr:R1 (config)# ip route 0.0.0.0/0 172.16.0.2

6. Bkntoyaem SSH cepsep gna yaaneHHoOro ynpasieHua

esr:R1 (config) # ip ssh server

7. TlpuMeHaem 1 coxpaHaem KoHOUIypaumio
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esr:R1# commit
esr:R1# confirm

8.4 Hacrpoiika IPSec nonnutukm *

n Ecnm IPSEC nonntuka npueasbiBaetca K cab-uHtepdeicy nam K port-channel, 1o HysKHO
« AaTb KoMaHay "synchronize network-interfaces", UTobbl 3TOT MHTepdelic oTobpasuacs

. B KOHCO/IN.
B STERRA CLI nutepdeirc Gi 1/0/1 otobpaxaerca kak Gi 1/1.

1. Ykaxkem Tun ngeHtnduraumm gna ISAKMP
cgw:R1 (config) #crypto isakmp identity dn

2. Cospaem nonutmky IKE, B KOTOPOW yKa3biBaem NnapameTpbl YCTaHOBNEHUA coeguHEHUs (aropuTm
WwndpoBaHUSA, ayTeHTUGUKALMU U T4)

cgw:R1 (config) #crypto isakmp policy 1
o llnpposaHue GOST 28147-89

cgw:R1 (config-isakmp) # encr gost

e Anroputm xewwnposaHma GOST R 34.11-2012

cgw:R1 (config-isakmp) # hash gost341112-256-tc26

e Bug ayreHTuduKaymm GOST R 34.10

cgw:R1 (config-isakmp) # authentication gost-sig

e YKasaHue kpuntorpadmyeckoro npoTtokona VKO GOST R 34.10-2012

cgw:R1 (config-isakmp) # group vko2
cgw:R1 (config-isakmp) #exit

3. Hactpoiiku IPSEC, ykaxkem anroputm wudposaHmna GOST 28147-89

cgw:R1l (config) # crypto ipsec transform-set GOST esp-gost28147-4m-imit
cgw:R1 (cfg-crypto-trans) # exit

4. HacTpoiKa ¢pnnbTpa, onpeaenstowero, Kakoi Tpadumk byget wmdposaThbes.

cgw:R1 (config) # ip access-list extended between_esr st 100
cgw:R1 (config-ext-nacl)# permit ip 10.0.0.0 0.0.255.255 192.168.2.0 0.0.0.255
cgw:R1 (config-ext-nacl) # exit

5. Cosgaem IPSec noantuky CMAP c npusasKkoi co3gaHHoro ¢unbTtpa, Hactpoek IPSec n yKasaHuem
napTHepa, ¢ KoTopbim Byaem ycTaHaBNMBaTb He3onacHoe 3awmndpoBaHHOE COeANHEHME.

cgw:R1 (config) # crypto map CMAP 1 ipsec-isakmp

e YKasblBaeM NpuBA3KY GpUabTPa

! ocyuwectenaetca 8 STERRA CLI
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cgw:R1 (config-crypto-map) # match address between esr st 100
e [lpusaska npodwuna IPSEC
cgw:R1 (config-crypto-map) # set transform-set GOST

e YKasaHuMem cocega C KOTopbiM byaem ycTaHaBanBaTb 6e3onacHoe 3almndpoBaHHOE
coenHeHne

cgw:R1 (config-crypto-map) # set peer 172.16.1.1

6. MpwuesasKa IPSEC noanTMKKM K NOPTY, NOAKNHOYEHHOMY K Ny6AMYHOM ceTu.

cgw:R1 (confiqg) # interface GigabitEthernetl/1
cgw:R1 (config-if) # crypto map CMAP

7. TNpumeHUTb KOHOUIYPaLMIO, NPUMEHSETCA BbIXOAOM U3 peXnMma KOHPUrypmposaHuma

cgw:R1 (config-if) # exit
cgw:R1 (config) # exit
cgw:R1#

HacTtpoiika ycTpoiicTtea R2 ocyLiecTBaseTca aHaNormMyHbIM cnocobom.

MpocmoTpeTb N0rM 0 NpoLecce yctaHoBAeHUA IPSec coegnHeHmA.

cgw:R1# more log:vpn

MonyunTte MHGopmauuto 06 IPsec SA, ISAKMP SA n nx coctosHum, n o konndectee IKE obmeHos

cgw:R1# run sa_mgr show

onncaHme airopuTmos LLIVI(I)pOBaHVIﬂ N T. 4. MOXHO NOJIy4NTb NO agpecy:

/ JononHutenbHyto MHbopmaumto no Hactpoike STERRA CLI, mmnopTte cepTudumKaTos,
http://doc.s-terra.ru/
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9 MPUMEPbI HACTPOUKN MAPLLUPYTU3ATOPA

9.1 Hactpowka VLAN

VLAN (Virtual Local Area Network) — noruueckas («BMpTyanbHaa») NOKanbHasA ceTb, NpeacTaBaaeT
coboi rpynny yCTPOWCTB, KOTOPbIe B3aMMOAENCTBYIOT MexKay coboi Ha KaHa/IbHOM YPOBHE HE3aBUCUMO
OT Ux ¢M3MH€CKOFO MeCTOHaxoXaeHuAa.

3agaua 1: Ha ocHoBe 3aBOACKOWM KOHOUrypauum yaanmtb u3 VLAN 2 nopt gil/0/1.

ESR-1000-ST

=y o> nterne
VLAN 2

PucyHok 9.1 — Cxema cemu

PeweHue:

Yaanum VLAN 2 c nopra gil/0/1:

esr:esr-1000 (config) # interface gi 1/0/1
esr:esr-1000 (config-if-gi) # switchport general allowed vlan remove 2 untagged
esr:esr-1000 (config-if-gi) # no switchport general pvid

MN3meHeHUn KoHOUTypauum BCTYNAT B AEWCTBME NOC/E NPUMEHEHUA:

esr:esr-1000# commit
Configuration has been successfully committed
esr:esr-1000# confirm
Configuration has been successfully confirmed

3agaua 2: Hactpoutb nopthbl gil/0/1 v gil/0/2 ana nepenauun n npuema naketos B VLAN 2, VLAN 64,
VLAN 2000.

Switch

gi1/0/2
ESR-1000-ST | VLAN 2, 64, 2000 S

VLAN 2, 64, 2000

SW2

PucyHok 9.2 — Cxema cemu
PeweHue:

Co3zpgagmm VLAN 2, VLAN 64, VLAN 2000 Ha ESR-1000:

esr:esr-1000 (config) # vlan 2,64,2000
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Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gil/0/1-2:

esr:esr-1000 (config) # interface gil/0/1
esr:esr-1000 (config-if-gi) # switchport forbidden default-vlan
esr:esr-1000 (config-if-gi) # switchport general allowed vlan add 2,64,2000 tagged

N3meHeHns KoHPUrypauum BCTyNAT B AENCTBME NOC/e NPUMEHEHUA:

esr:esr-1000# commit
Configuration has been successfully committed
esr:esr-1000# confirm

3agaua 3: HactpouTb noptsbl gil/0/1 ana nepegaun n npuema naketos 8 VLAN 2, VLAN 64, VLAN
2000 B peskmme trunk, HacTpouTb nopT gil/0/2 B pexkume access ana VLAN 2 Ha ESR-100-ST/ESR-200-ST.

Switch
ESR-100-ST, e T
ESR-200-ST |: SWi1
i Switch
: gi1/0/1

PucyHok 9.3 — Cxema cemu
PeweHue:

Cosgagum VLAN 2, VLAN 64, VLAN 2000 Ha ESR-100-ST/ESR-200-ST:

esr:esr(config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopT gi1/0/1:

esr:esr(config)# interface gil/0/1

esr:esr(config-if-gi)# switchport forbidden default-vlan
esr:esr(config-if-gi)# switchport mode trunk
esr:esr(config-if-gi)# switchport trunk allowed vlan add 2,64,2000

Mponuwem VLAN 2 Ha nopT gil/0/2:

esr:esr(config)# interface gil/0/1
esr:esr(config-if-gi)# switchport access vlan 2

N3meHeHWna KoHOUrypauum BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
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9.2 Hactpouka AAA

AAA (Authentication, Authorization, Accounting) — wucnonb3syetrca Ana onucaHusa npolecca
npeaocTaBAeHUA 40CTYNA U KOHTPOIA Hag, HUM.

— Authentication (ayTeHTuduKauma) — conoctaBneHMe MNepCcoHbl (3anmpoca) cywecTsyloLlel
YYETHOM 3anumcK B cucteme 6e3onacHocTU. OcyLwecTBANAETCA MO JI0TMHY, Napoio.

— Authorization (aBTopu3aums, npoBepKa MONHOMOYMI, MPOBEPKA YPOBHA gocCTyna) —
conocTaBneHue y4ETHOM 3anncK B cucteme U onpegeéHHbIX NOJHOMOYMUIA.

— Accounting (y4éT) — cnexkeHue 3a MNOAK/AOYEHMEM MOJ/Ib30BATENA WM BHECEHHbIM WM
M3IMEHEHUAM.

3apgava: HactpouTb ayTeHTMdMKAUMIO Nosib3oBaTenen, noakntovatrowmxea no SSH, yepes RADIUS
(192.168.16.1/24).

PeweHue:

HacTtpoum nogkntoueHme kK RADIUS-cepBepy 1 yKaxem Ktod (password):

esr:esr# configure

esr:esr(config)# radius-server host 192.168.16.1
esr:esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr:esr (config-radius-server)# exit

Co3gaanm npodunb ayTeHTUDUKaLMN:
esr:esr(config)# aaa authentication login log radius
YKaxeM pexnm ayTeHTUdMKaLMK, UCNOoNb3yeMbI NpK NoakatodeHnn no Telnet-npoTokony:

esr:esr(config)# line ssh
esr:esr(config-line-ssh)# login authentication log
esr:esr (config-line-ssh) # exit

esr:esr(config)# exit

N3meHeHWa KoHOUrypauum BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed
esr:esr#

MpocmoTpeTb MHGOPMALLMIO MO HAacTPOKam noakntoueHna K RADIUS-cepBepy MOXKHO KOMaHA0M:

esr:esr# show aaa radius-servers

MocmoTpeTb NPodUAM ayTEHTUPUKALMM MOKHO KOMaHAOO0M:

esr:esr# show aaa authentication
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9.3 HacTtpoWKa npuBunerui KOMaHg,

HacTtpoika npusunermin komang ans ESR CLI agnsetca ruOKMM MHCTPYMEHTOM, KOTOPbI NO3BOASAET
Ha3HauYUTb Habopy KOMaHA MUHUMANbHO HEOBXOAMMbIN YPOBEHb MOJ/Ib30BaTEIbCKUX NpuBunernii (1-15).
B panbHerwem npu co3gaHMM MNOJIb30BATENA MOMKHO 334aTb YPOBEHb NPUBWAErNI, Onpeaensds emy
AOCTYMHbI HAbop KOMaHA,

— 1-9 yposHu — NO3BOAIAIOT UCNONb30BaTb BCE KOMaHAbl MOHUTOPUHra (show ...);

— 10-14 yposHu — NO3BONAIOT UCMONb30BaTb BCE KOMaHAbl KpOMe KOMaHA nepe3arpysku
YCTPOICTBA, yNpaBaeHWUs NOb30BaATENSMM U pALa APYIUX;

— 15 yposeHb — NO3BOAAET UCMOAb30BaTb BCE KOMaHAbI.

3apaua: [lepeBecT BCce KOMaHAbl npocmoTpa MHbopmauum o6 uHTepdelicax Ha YpOBEHb
npusunernin 10, kpome KomaHabl «show interfaces bridges». Komanay «show interfaces bridges»
nepeBecTy Ha ypoBEHb Npusuaernii 3.

PeweHue:

B pexxnme KoHPUrypmpoBaHMA onpesennm KOMaHabl, pa3pelleHHble Ha UCNO/b30BaHMeE C YPOBHEM
npusuaernin 10 n yposHem npmsunernim 3:

esr:esr (config)# privilege root level 3 "show interfaces bridge"
esr:esr (config)# privilege root level 10 "show interfaces"

N3meHeHnA KOHOUIypaumum BCTYNAT B AelCTBME Nocae NPUMEHEHUA U TONbKO AN HOBbIX CECCUit
no/sib3oBaTtenen:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed
esr:esri

Mapwpymuzamopel cepuu ESR-ST, Pykosodcmeo o sKcrisayamauyuu 43



HELTEX

9.4 Hactpowka DHCP-cepBepa

BctpoeHHbih DHCP-cepBep maplipyTv3aTopa MoXKeT ObiTb MCMOo/Ib30BaH A/ HACTPOMKM CeTeBbIX
napameTpoB YCTPOWUCTB B JOKanbHOW ceTn. DHCP-cepBep maplupytusatopa crnocobeH nepeaaBatb
OONO/IHUTENIbHbIE ONLWKW Ha CETEBbIE YCTPOMCTBA, Hanpumep:

— default-router — IP-agpec MaplpyTM3aTopa, WCNO/Ib3yeMOro B KayecTBe LWa3a Mo
YMOJIYaHUIO;

— domain-name — pOMeEHHOEe WMSA, KOTOpoe Ao/KeH OyAeT WCNoNb30BaTb KAMEHT MNpu
paspeLlleHMM UMeH XocToB Yyepes Cuctemy JomeHHbix MimeH (DNS);

— dns-server — CNNCOK aZlpecoB CePBEpPOB AOMEHHbIX UMEH B AaHHOM CETU, O KOTOPbIX AONXKEH
3HaTb KAMEHT. Agpeca cepBepoB B CMWCKe pacnosaraloTca B nopsgake  ybbiBaHUSA
npegnoyvteHuA.

3agava: HactpouTb paboty DHCP-cepBepa B NI0KasbHOM CETU, OTHOCALLENCA K 30He 6e3onacHoOCTH
«trusted». 3agatb nyn IP-agapecos u3 noacetn 192.168.1.0/24 ana pasgayv KaveHTam. 3agatb BpPems
apeHapl agpecos 1 geHb. HacTpouTb Nnepeaayy KAMeHTam MapLupyTa no yMOAYaHUIO, LOMEHHOTO MMEHM U
appecos DNS-cepsepos ¢ nomolbto DHCP-onuuii.

PeweHue:

Co3fmagmm 30Hy 6esonacHocTu «trusted» M yCTaHOBMM MPUHAANEKHOCTb MCMOJb3YEMbIX CETEBbIX
MHTEPdENCOB K 30HaAM:

esr:esr# configure

esr:esr(config)# security zone trusted
esr:esr (config-zone) # exit

esr:esr(config)# interface gil/0/2-24
esr:esr(config-if-gi)# security-zone TRUSTED
esr:esr(config-if-gi)# exit

Cosmagmm nyn aapecos ¢ umeHem «Simple» n nobasum B AaHHbIA Nyn agpecos AvanasoH |IP-
agpecoB AnA BblAauM B apeHAy KAMeHTam cepBepa. YKaxkem napameTpbl MNOACETU, K KOTopoW
NPUHAANENKUT AaHHbIW NyA, U BPEMA apeHabl AN BblAaBaeMbIX aipecos:

esr:esr# configure

esr:esr(config)# ip dhcp-server pool Simple

esr:esr (config-dhcp-server) # network 192.168.1.0/24

esr:esr (config-dhcp-server)# address-range 192.168.1.100-192.168.1.125
esr:esr (config-dhcp-server)# default-lease-time 1:00:00

CKOHPUrypupyem nepenayy KAMeHTam 40N0HUTE/IbHbIX CETEBbIX NapPaMeTPOB:

—  MapwpyT no ymon4yaHuto: 192.168.1.1;

—  umsa gomeHa: eltex.loc;

— cnuncoK DNS-cepsepos: DNS1: 172.16.0.1, DNS2: 8.8.8.8.
esr:esr
esr:esr

esr:esr
esr:esr

config-dhcp-server)# domain-name "eltex.loc"
config-dhcp-server)# default-router 192.168.1.1
config-dhcp-server) # dns-server 172.16.0.1 8.8.8.8
config-dhcp-server)# exit
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Ana

Toro 4tobbl DHCP-cepBep mor pasgasatb IP-agpeca n3 KoHQUrypupyemoro nyna, Ha

MapLUpyTU3aTope A0KEH ObITb co3aaH IP-uHTepdelic, NnpuHagnexallnin K TON e NoAceTH, YTo 1 agpeca

nyna.

esr:
esr:
esr:
esr:

Ona

esr
esr
esr
esr

config)# interface gigabitethernet 1/0/1
config-if-gi)# security-zone trusted
config-if-gi)# ip address 192.168.1.1/24
config-if-gi)# exit

paspeleHna npoxoxaeHns coobuieHuit npotokona DHCP kK cepBepy HeobxogmMmo co3aatb

COOTBETCTBYIOLME NPOOUAM MOPTOB, BK/OYAKOLWME MOPT WUCTOMHMKA 68 M NOPT HasHaveHusa 67,
ucrnosibayemble npotokosom DHCP, 1 co3gaTbh paspeluatoulee npaBuio B NosMTMKe 6esonacHocTu ans
NPOX0OXAEHUA NakeToB NpoToKoaa UDP:

esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:

esr
esr
esr
esr
esr
esr
esr
esr

config)# object-group service dhcp_server
config-object-group-service) # port-range 67
config-object-group-service) # exit

config)# object-group service dhcp_client
config-object-group-service) # port-range 68
config-object-group-service) # exit

config)# security zone-pair trusted self
config-zone-pair)# rule 30

esr (config-zone-rule)# match protocol udp

)
esr (config-zone-rule)# match source-address any
esr (config-zone-rule)# match destination-address any
esr (config-zone-rule) # match source-port dhcp_client
esr (config-zone-rule) # match destination-port dhcp_server
esr (config-zone-rule)# action permit
esr (config-zone-rule)# enable
esr (config-zone-rule)# exit
esr (config-zone-pair)# exit

Paspewwnm paboTy cepsepa:

esr:
esr:

esr(config)# ip dhcp-server
esr (config)# exit

N3meHeHna KoHOUrypauum BCTYNAT B AEWCTBME NOCAE NPUMEHEHUA:

esr:

esr# commit

Configuration has been successfully committed

esr:

esr# confirm

Configuration has been successfully confirmed

esr:

esr#

NpocmoTpeTb CNUCOK apeH0BaHHbIX a4PEeCOB MOXHO C MOMOLbI KOMaHAbI:

esr:

esr# show ip dhcp binding

MpocmoTpeTb CKOHPUIYPUPOBAHHbIE My/bl a4PECOB MOKHO KOMaHAAMMU:

esr:
esr:

esr# show ip dhcp server pool
esr# show ip dhcp server pool Simple
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9.5 KoHdurypuposaHue Destination NAT

®yHKuma Destination NAT (DNAT) coctouT B npeobpasoBaHuu IP-aapeca HasHayeHUs y MaKeTos,
NPOXOAALLMX YEPE3 CETEBOW LUJIIO3.

DNAT wucnonb3yetca Ans nepeHanpasneHuns TpaduKa, MAYLWEro Ha HEKOTOPbIN «BUPTYasbHbINY
agpec B Ny6/IMYHOM CETU, HA «PeasibHbIN» CEPBEP B JIOKA/IbHOM CETU, HAXOAALIMIACA 33 CETEBbIM LUHO30M.
3Ty GYHKLMIO MOXKHO UCNO/Ib30BaTb A1 OpraHM3aumnmn nyb6anYHoro AocTyna K cepsepam, HaxogAaWmMmMca B
YacTHOM CeTM U He MMeloLLMM NyBIMYHOro ceTeBoro agpeca.

3apgava: OpraHusoBaTb JOCTYN U3 NyH6AMYHOM ceTu, oTHocAweMca K 3oHe « UNTRUST», K cepsepy
NIoKanbHoWM ceTn B 30He «TRUST». Agpec cepsepa B ioKanbHoM ceTh - 10.1.1.100. CepBep f0KeH 6bITb
OOCTYMHbIM M3BHe no agpecy 172.16.0.1, goctynHobln nopT 80.

TRUST

Cepsep

% 10.1.1.100 10.1.1.1 172.16.0.1

UNTRUST

PucyHok 9.4 — Cxema cemu
PeweHue:

Cosgagmm  30HbI  6e3onacHocTM  «UNTRUST» u  «TRUST». VYcTaHOBMM  MPUHAANEKHOCTb
MUCNOo/Ib3yeMbiX CETEBbIX MHTEPdENCOB K 30Ham. OgHOBpeMeHHO HasHauum IP-agpeca nHTepdelicam.

esr:esr# configure

esr:esr(config)# security zone UNTRUST
esr:esr (config-zone) # exit
esr:esr(config)# security zone TRUST
esr:esr (config-zone) # exit

esr:esr
esr:esr
esr:esr
esr:esr

config)# interface gigabitethernet 1/0/1
config-if-gi)# security-zone TRUST
config-if-gi)# ip address 10.1.1.1/25
config-if-gi)# exit

esr:esr
esr:esr
esr:esr
esr:esr

config)# interface tengigabitethernet 1/0/1
config-if-te)# ip address 172.16.0.1/29
config-if-te)# security-zone UNTRUST
config-if-te)# exit

Cospgaaum npodunun IP-agpecos 1 NOPTOB, KOTOPble NOTPEOYIOTCA AN HACTPOMKKM npasua Firewall n
npasua DNAT.

— NET_UPLINK — npodunb agpecos nyb6anyHom cetu;
— SERVER_IP — npo¢unnb agpecos n0KaNbHOM ceTy;
— SRV_HTTP — npodunnb noptos.

esr:esr(config)# object-group network NET UPLINK

esr:esr (config-object-group-network) # ip address 172.16.0.1
esr:esr (config-object-group-network) # exit

esr:esr(config)# object-group service SRV_HTTP
esr:esr(config-object-group-network) # port 80
esr:esr (config-object-group-network) # exit
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esr:esr(config)# object-group network SERVER_IP
esr:esr(config-object-group-network) # ip address 10.1.1.100
esr:esr (config-object-group-network) # exit

Boitoem B pexum KoHourypupoBaHuAa ¢yHKuMm DNAT m co3gagmm nyn agpecos U MopTos
Ha3Ha4YeHus, B KOoTopble ByayT TPaHCAMPOBATbCA adpeca MaKeToB, MocTynawowme Ha agpec 1.2.3.4 u3
BHELUHEN ceTu.

esr:esr(config)# nat destination
esr:esr(config-dnat) # pool SERVER POOL
esr:esr(config-dnat-pool)# ip address 10.1.1.100
esr:esr(config-dnat-pool) # ip port 80
esr:esr(config-dnat-pool)# exit

Co3zgaanm Habop npasua «DNAT», B COOTBETCTBUM C KOTOPbIMUK ByaeT NpomM3BOAUTLCA TPAHCAALMSA
agpecos. B aTpnbyTtax Habopa yKaxem, YTO NpaBuaa NPUMEHAIOTCA TO/IbKO A/1A NAKETOB, NpULleaLnx 13
30Hbl «UNTRUST». Habop npasua BkAtoYaeT B cebs TpeboBaHUA COOTBETCTBUA AAHHbIX MO afpecy M nopTy
HasHayeHua (match destination-address, match destination-port) u no npotokony. Kpome 3toro B Habope
3aZlaHO AencTBMe, MPUMEHAEMOE K AaHHbIM, YA0BAETBOPAIOLWMM BCEM NpaBuaam (action destination-nat).
Habop npasun BBOAMTCA B AeNCTBUE KOMaHAOoM «enable».

esr:esr(config-dnat)# ruleset DNAT

esr:esr (config-dnat-ruleset)# from zone UNTRUST
esr:esr(config-dnat-ruleset)# rule 1

esr:esr(config-dnat-rule)# match destination-address NET_UPLINK
esr:esr (config-dnat-rule match protocol tcp

esr:esr (config-dnat-rule match destination-port SERV_HTTP
esr:esr(config-dnat-rule action destination-nat pool SERVER_ POOL
esr:esr (config-dnat-rule enable

esr:esr(config-dnat-rule)# exit

esr:esr (config-dnat-ruleset) # exit

esr:esr (config-dnat) # exit

) #
) #
) #
) #

Ons nponycka Tpaduka, nayuwero 3 3oHbl «UNTRUST» B «TRUST», co3gaanm COOTBETCTBYIOLLYIO
napy 30H. MponyckaTtb cneayeT TONbKO TpaduK C afpecoM HazHAYEHMA, COOTBETCTBYIOLLMM 334aHHOMY B
npodune «SERVER_IP», n npoweawmnin npeobpasosaHne DNAT.

esr:esr(config)# security zone-pair UNTRUST TRUST

esr:esr (config-zone-pair)# rule 1

esr:esr(config-zone-rule) # match source-address any
esr:esr(config-zone-rule)# match destination-address SERVER IP
esr:esr(config-zone-rule) # match protocol any
esr:esr(config-zone-rule) # match destination-nat
esr:esr(config-zone-rule) # action permit

( ) # enable

( )# exit

) # exit

esr:esr (config-zone-rule
esr:esr (config-zone-rule
esr:esr (config-zone-pair
esr:esr(config)# exit

N3meHeHna KoHOUrypauum BCTYNAT B AEWACTBME NOCAE NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

NponsseneHHble HaCTpOVIKM MOXHO MOCMOTPETL C MOMOLLbIO KOMaHA:

esr:esr# show ip nat destination pools
esr:esr# show ip nat destination rulesets
esr:esr# show ip nat proxy-arp

esr:esr# show ip nat translations
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9.6 KoHdurypuposaHue Source NAT

®yHKuma Source NAT (SNAT) ucnonb3yetrca ana nNogMeHbl aApeca WMCTOMHMKA Y MaKeTos,
NPOXoAALLMX Yepe3 ceTeBOM W03, [1pM NPOXOXKAEHUN NAKETOB M3 SIOKA/IbHOM ceTu B Ny6AMYHYIO CeTb,
afpec MCTOYHWMKA 3aMEHAEeTCA Ha OAMH M3 Nyb6AMYHbIX agpecoB wWo3a. [JonosHUTENbHO K agpecy
WUCTOYHMKA MOMKET NMPUMEHATBLCA 3aMeHa MOPTa UCTOYHMKA. [py NpoOXoXKAEHMM NAKETOB M3 Ny6ANYHOM
CeTU B IOKaJIbHYI0 NpoucxoamuT obpaTHasa nogmeHa agpeca v nopra.

®yHKuma SNAT mokeT ObiTb MCMNO/SIb30BaHa AJs MpPeaocTaBieHua goctyna B UMHTepHer
KOMMbOTEPAM, HaXxo4ALMMCA B JIOKaAbHOM ceTu. MNpu aTom He TpebyeTca HasHavyeHMA nybanyHbIX IP-
a[pecoB 3TUM KOMMbOTEPAM.

3agaya 1: HactpouTb A0CTyn nosib3oBarteneit nokanbHou cetn 10.1.2.0/24 Kk ny6anyHOW ceTun c
ncnosnbloBaHMem ¢yHKumMM Source NAT. 3apaTtb AMana3oH agpecos Ny6ANMYHOM ceTu AnA MCNONb30BaHMUA
SNAT 172.16.0.100-172.16.0.249.

TRUST NTRUST

U
ESR-ST
AN 10.1 ?.i’is'?J]' 112‘16-0-24/ WHTepHeT

PucyHok 9.5 — Cxema cemu

PeweHue:

KoHduryprpoBaHue HayHeM C CO34aHMA 30H 6e30MacHOCTU, HACTPOMKM CeTeBbiX MHTepdeincoB u
onpeaeneHns Ux NPMHaANEKHOCTM K 30Ham He3onacHocTu. Co3gaanm AoBepeHHyo 30Hy « TRUST» ana
NoKanbHow cetn u 30Hy «UNTRUST» gnsa ny6amMyHom ceTu.

esr:esr# configure

esr:esr(config)# security zone UNTRUST
esr:esr (config-zone) # exit
esr:esr(config)# security zone TRUST
esr:esr (config-zone) # exit

esr:esr
esr:esr
esr:esr
esr:esr

config)# interface gigabitethernet 1/0/1
config-if-gi)# ip address 10.1.2.1/24
config-if-gi)# security-zone TRUST
config-if-gi)# exit

esr:esr(config)# interface tengigabitethernet 1/0/1
esr:esr(config-if-te)# ip address 172.16.0.99/24
esr:esr(config-if-te)# security-zone UNTRUST
esr:esr(config-if-te)# exit

Ona KoHpurypuposaHma ¢yHkumm SNAT M HaACTPOMKM MpaBun 30H HGes3onacHocTM noTpebyetca
co3patb npodwuab agpecos soKkanbHon cetn «LOCAL_NET», BKAtOYatoWwmii agpeca, KOTOPbIM pa3peLleH
BbIX0Z, B Ny6/MYHYIO ceTb,  npodunb agpecos nybanyHol cetn « PUBLIC_POOL».

esr:esr(config)# object-group network LOCAL NET
esr:esr(config-object-group-network) # ip address-range 10.1.2.2-10.1.2.254
esr:esr (config-object-group-network) # exit

esr:esr(config) # object-group network PUBLIC_POOL
esr:esr (config-object-group-network) # ip address-range 172.16.0.100-172.16.0.249
esr:esr (config-object-group-network) # exit
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Ona nponycka Tpaduka m3 30Hbl «TRUST» B 30HYy « UNTRUST» co3gagmm napy 30H U gobasum
npaBunna, paspeLlatolme NPOXoanTb TpadmKy B 3STOM HanpasieHMU. [LONONHUTENbHO BKAOYEHA NPOBEPKA
agpeca UCTOMHMKA AaHHbIX Ha NPUHAANEXHOCTb K Anana3oHy agpecoB « LOCAL_NET» gns cobnioaeHun
OrpaHuYeHmA Ha Bbixog B Ny6MYHYO ceTb. [JencTBne npasma paspeLuaeTca KomaHaol enable.

esr:esr(config)# security zone-pair TRUST UNTRUST
esr:esr(config-zone-pair)# rule 1
esr:esr(config-zone-rule) # match source-address LOCAL NET
esr:esr(config-zone-rule) # match destination-address any
esr:esr(config-zone-rule) # match protocol any
esr:esr(config-zone-rule) # action permit

( ) # enable

( )# exit

( )# exit

esr:esr (config-zone-rule
esr:esr (config-zone-rule
esr:esr (config-zone-pair

KoHdpurypnpyem cepsuc SNAT. [MepBbim warom co3gaércA nyn aapecos nybanyHon cetw,

ucnosb3lyemblx gna cepsuca SNAT.

esri:esr
esri:esr
esri:esr
esri:esr

config)# nat sourse

config-snat)# pool TRANSLATE ADDRESS

config-snat-pool)# ip address-range 172.16.0.100-172.16.0.249
config-snat-pool) # exit

Bropbim warom cospgaétca Habop npasun SNAT. B aTpubyTtax Habopa yKaxem, 4To npaBuna
NPUMEHSAIOTCA TONbKO ANA NaKeToB, Hanpasaaowmxca B NybanyHyto cetb — B 30HY «UNTRUST». Mpasuna

BK/IIOYAIOT NPOBEPKY aApeca UCTOYHMKA SAaHHbIX Ha MPUHAZNERHOCTb K nyny «LOCAL_NET».

esriesr
esriesr
esriesr
esriesr
esriesr
esriesr
esriesr
esriesr
esriesr
esriesr

config-snat) # ruleset SNAT

config-snat-ruleset)# to zone UNTRUST

config-snat-ruleset)# rule 1

config-snat-rule)# match source-address LOCAL NET
config-snat-rule)# match destination-address any
config-snat-rule)# match destination-port any
config-snat-rule)# action source-nat pool TRANSLATE_ ADDRESS
config-snat-rule) # enable

config-snat-rule) # exit

config-snat-ruleset) # exit

[na Toro 4To6bl MapLWpPyTU3aTOP OTBEYAN HA 3anpockl NpoTokona ARP ana agpecos, BxoaALWMX B
ny6anMyHbIA nNyn, Heobxoaumo 3anyctuTb cepsuc ARP Proxy. Cepsuc ARP Proxy HacTpamBaeTtcs Ha
WUHTepdelice, KoTopomy npuHagnexuT IP-agpec n3 nopcetm npoduna agpecos nybaAMUHON ceTu

«PUBLIC_POOL».

esr:esr(config) # interface tengigabitethernet 1/0/1
esr:esr(config-if-te)# ip nat proxy-arp PUBLIC_POOL

[na Toro 4yTo6bl YCTPOMCTBA JIOKA/NbHOM CETU MOFAN MOAYYUTb AOCTYN K Ny6AUYHOMN CeTu, Ha HUX
[O/KHa 6bITb HAacTpoeHa MapwpyTusauma —aapec 10.1.2.1 aonkeH 6bITb Ha3Ha4YeH agpPeCcom LWto3a.

Ha camom maplipyTM3aTope TaKKe A0/KeH 6biTb COo34aH MaplipyT Aaa HanpaBAeHua Ha
Ny6AMYHYO ceTb. ITOT MapLIPYT MOMKeT 6biTb Ha3HAYeH MapLpPYTOM MO YMOJYAHUIO C MNOMOLLbIO

cneaytolen KomaHapl.

esr:esr(config)# ip route 0.0.0.0/0 172.16.0.98
esr:esr(config)# exit

M3meHeHunA KOH(I)VIpraLl,MM BCTYNakoT B AEVICTBMG NO KOMaHAe NpUMeHeHnA.

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed
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3agava 2: HactpouTb A0CTyn nosib3osaTeneit sokanbHon cetn 10.12.2.0/24 K ny6anyHoM cetun ¢

ucnonb3oBaHnem ¢pyHKuumM Source NAT 6e3 Mcnonb3oBaHMA mexkceTeBoro skpaHa (firewall). AnanasoH
agpecoB nNyb6anyHom ceTn ana ncnonb3osaHua SNAT 198.51.100.100-198.51.100.249.

ESR-ST

o ——— -
10.12.2.1 198.51.100.99

PucyHok 9.6 — Cxema cemu
PeweHue:

KoHouryprpoBaHMe HayHeM C HACTPOMKM CETEBbIX MHTEPGHENCOB M OTKAHOYEHMA MEMKCETEBOro

3KpaHa:
esr:esr(config)# interface gigabitethernet 1/0/1
esr:esr(config-if-gi)# ip address 10.12.2.1/24
esr:esr(config-if-gi)# ip firewall disable
esr:esr(config-if-gi)# exit
esr:esr(config)# interface tengigabitethernet 1/0/1
esr:esr(config-if-te)# ip address 198.51.100.99/24
esr:esr (config-if-te)# ip firewall disable
esr:esr(config-if-te)# exit

Ana koHourypmposaHua ¢yHKuMKM SNAT notpebyeTca co3gaTte Npoduib afpecoB JIOKaNIbHOM CeTu

«LOCAL_NET», BKAtOYatOLWMI agpeca, KOTOPbIM paspeLleH BbiXod B Ny6MYHY0 CeTb, M Npoduib aapecos
ny6amuHoi cetn «PUBLIC_POOL»:

esr:esr(config)# object-group network LOCAL NET
esr:esr(config-object-group-network) # ip address-range 10.12.2.2-10.12.2.254
esr:esr (config-object-group-network) # exit

esr:esr(config) # object-group network PUBLIC_ POOL
esr:esr(config-object-group-network) # ip address-range 198.51.100.100-
198.51.100.249

esr:esr (config-object-group-network) # exit

KoHdurypupyem cepsumc SNAT.

MepBbiM Warom co3gaértca nya agpecos Nyb6AMUYHOM ceTH, UCnonb3yemblx Ana cepsuca SNAT:

esr:esr

esr:esr (config)# nat source

esr:esr(config-snat) # pool TRANSLATE ADDRESS

esr:esr(config-snat-pool)# ip address-range 198.51.100.100-198.51.100.249
(

config-snat-pool) # exit

BTopbiM wWwarom co3gaétca Habop npasun SNAT. B aTpubyTax Habopa yKakem, 4To npasuaa

NPUMEHAIOTCA TONbKO A/1A NAaKeToB, HaNpPaBAAOWMXCA B Ny6AMYHYIO ceTb yepes nopt tel/0/1. Npasuna
BK/IOYAIOT NPOBEPKY aApeca MCTOYHMKA AaHHbIX Ha NPUHAZNEKHOCTb K nyay « LOCAL_NET»:

esr:esr (config-snat) # ruleset SNAT

esr:esr (config-snat-ruleset) # to interface tel/0/1
esr:esr (config-snat-ruleset) # rule 1
esr:esr(config-snat-rule)# match source-address LOCAL_NET
esr:esr(config-snat-rule)# match destination-address any
esr:esr (config-snat-rule
esr:esr (config-snat-rule
esr:esr (config-snat-rule

# match protocol any
# action source-nat pool TRANSLATE ADDRESS
# enable

)
)
)
)
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esr:esr(config-snat-rule) # exit
esr:esr(config-snat-ruleset) # exit

Ona Toro 4tobbl MapLpyTM3aTOP OTBEYAa Ha 3anpockl NpoTtokona ARP ana aapecos, BXOAALWMX B
nybanyHeln nyn, Heobxoammo 3anyctutb cepBuc ARP Proxy. Cepsuc ARP Proxy HacTpauBaeTcs Ha
nHTepdelice, KoTopomy npuHagnexut IP-agpec mn3s noacetm npodwuna agpecos nybanyHoW cetu
«PUBLIC_POOL»:

esr:esr(config) # interface tengigabitethernet 1/0/1
esr:esr(config-if-te)# ip nat proxy-arp PUBLIC_POOL

[na Toro 4tobbl YCTPOMCTBA JIOKAJIbHOW CETU MOI/IN MOAYYUTb AO0CTYN K Ny6AMYHOM CeTU, Ha HUX
A0/1XKHa ObITb HacTpoeHa maplipyTnsaumna —agpec 10.12.2.1 gonxKeH bbiTb Ha3HAYeH aApPecoMm LWko3a.

Ha camom mapluipyTM3aTope TaKKe AO/KeH ObiTb CO34aH MaplpyT AAA HanpaBieHWA Ha
ny6/AMYHYIO ceTb. ITOT MapLIPYT MOXKeT ObiTb Ha3HAYEeH MapLIPYTOM MO YMOJYAHUIO C MOMOLLbIO
cneayowen KomaHabl:

esr:esr(config)# ip route 0.0.0.0/0 198.51.100.98
esr:esr (config)# exit

N3meHeHna KOHd)VII'ypaLI,MM BCTYNakoT B AEIZCTBME Nno KOMaHAE NPpUMeHEHNA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed
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9.7 KoHdurypuposaHue Firewall

Firewall — Komnnekc annmapaTHbIX WX MPOrPaMMHbIX CPEACTB, OCYLLECTBASIOWMMA KOHTPOAb U
GUNBbTPALMIO NPOXOAALLMX YEPE3 HEero CeTeBbIX MAKETOB B COOTBETCTBUM C 3a4aHHbIMM NPaBUIaMMu.

3agaua: Paspelmntb 06meH coobuieHnamm no npotokony ICMP mexay yctporicteamum MK1, MK2 n b
mapwpytusatopom ESR-ST.

LAN WAN

Router ESR-ST Router

192.168.12.0/24 192.168.23.0/24
1 .2 2 3

R1 R3 R2

PucyHok 9.7 — Cxema cemu
PeweHue:

Ons kaxxpoh cetn ESR-ST cospaanm cBoto 30Hy 6e3onacHoCcTH:

esr:esr# configure
esr:esr(config)# security zone LAN
esr:esr (config-zone) # exit
esr:esr(config)# security zone WAN
esr:esr (config-zone) # exit

HaCTpOVIM ceTeBble MHTepd)eﬁCbl nonpeagenmm nx npuHagNeXXKHoOCTb K 30Ham 6e3sonacHocTyH:

esr:esr(config)# interface gil/0/2
esr:esr(config-if-gi)# ip address 192.168.12.2/24
esr:esr(config-if-gi)# security-zone LAN
esr:esr(config-if-gi)# exit

esr:esr
esr:esr
esr:esr
esr:esr

config)# interface gil/0/3

config-if-gi)# ip address 192.168.23.2/24
config-if-gi)# security-zone WAN
config-if-gi)# exit

[na HacTpoWikn npaBua 30H 6e3onacHocTn notpebyetca co3gatb npoduab agpecos cet «LAN»,
BK/IIOYAIOLWLMIA agpeca, KOTOpPbIM paspeLleH Bbixog, B ceTb « WAN», n npodunb agpecos cetr « WAN».,

esr:esr(config)# object-group network WAN

esr:esr (config-object-group-network) # ip address-range 192.168.23.2
esr:esr (config-object-group-network) # exit

esr:esr(config)# object-group network LAN

esr:esr (config-object-group-network) # ip address-range 192.168.12.2
esr:esr (config-object-group-network) # exit

esr:esr(config) # object-group network LAN GATEWAY

esr:esr (config-object-group-network) # ip address-range 192.168.12.1
esr:esr (config-object-group-network) # exit

esr:esr(config) # object-group network WAN GATEWAY

esr:esr (config-object-group-network) # ip address-range 192.168.23.3
esr:esr (config-object-group-network) # exit

Ons nponycka TpadmKa 13 30HbI «LAN» B 30HY «WAN» co3gagmm napy 30H u gobasmMm npasuno,
paspewatowee npoxoantb ICMP-Tpaduky ot MK1 Kk MK2. [deicteMe npaBun paspellaeTcs KOmaHOou
enable:

esr:esr(config)# security zone-pair LAN WAN
esr:esr(config-zone-pair)# rule 1
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esr:
esr:
esr:
esr:
esr:
esr:
esr:

esr (config-zone-rule)# action permit

esr (config-zone-rule)# match protocol icmp

esr (config-zone-rule)# match destination-address WAN
esr (config-zone-rule)# match source-address LAN
esr (config-zone-rule) # enable
esr (config-zone-rule) # exit
esr (config-zone-pair)# exit

[Ona nponycka TpaduKa ns 3oHbl « WAN» B 30HY «LAN» co3gaamm napy 30H n gobasum npasuio,
paspewatouwee npoxoantb ICMP-Tpaduky ot MK2 k MK1. [eicremMe npaBua paspellaeTca KOMaHAoM

enable:

esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:
esr:

esr (config)# security zone-pair WAN LAN

esr (config-zone-pair)# rule 1

esr (config-zone-rule)# action permit

esr (config-zone-rule match protocol icmp

esr (config-zone-rule match destination-address LAN

( )

( ) #

( ) #

esr (config-zone-rule)# match source-address WAN
( ) #

( ) #

( ) #

esr (config-zone-rule enable
esr (config-zone-rule exit
esr (config-zone-pair exit

Ha mapuwpyTtmsaTope Bcerga cyliectsyeT 3oHa 6e3onacHoctu ¢ umeHem «self». Ecnm B KavecTBe
nosyyaTtens TpaduKa BbICTYNaeT cam MapLIpyTM3aTop, TO ecTb TpaduK He ABNAETCA TPAH3UTHbIM, TO B
KauyecTBe MapameTpa yKasbiBaeTcAa 30Ha «self». Co3gagmm napy 30H Ana TpaduKa, naywero us 30HbI
«WAN» B 30HY «self». [lobaBum npasuno, paspewatowee npoxogutb ICMP-Tpaduky mexkgy MK2 u
mapuwpyTtunsatopom ESR-ST, gns Toro 4tobbl mapLupyTnMsaTop Havyan oTeeyvatb Ha ICMP-3anpocbl U3 30HbI

«WAN»:

esr:
esr:
esr:
esr:
esr:
esr:
esr:

esr

esr:

esr(config)# security zone-pair WAN self
esr (config-zone-pair)# rule 1
esr (config-zone-rule)# action permit
esr (config-zone-rule match protocol icmp
esr (config-zone-rule match destination-address WAN
(
(
(
(

)

) #

) #

esr (config-zone-rule) # match source-address WAN_ GATEWAY
) #

) #

) #

esr (config-zone-rule enable
:esr(config-zone-rule exit
esr (config-zone-pair exit

Co3gaanm napy 30H ana Tpaduka, naywero us 3oHbl «LAN» B 30HY «self». Jo6aBum npasuno,
paspewatowee npoxogutb ICMP-Tpaduky mexkay MNK1 n ESR-ST, ana Toro 4tobbl MapLLIPYTU3aTOP Hayan
otseyaTb Ha ICMP-3anpocbl U3 30HbI «LAN»:

esr

esr

esr:

esr

esr:

tesr(config)# security zone-pair LAN self
esr:
esr:
esr:
esr:
esr:

(
esr (config-zone-pair)# rule 1

esr (config-zone-rule)# action permit

esr (config-zone-rule match protocol icmp

esr (config-zone-rule match destination-address LAN
(
(
(

)

) #

) #

esr (config-zone-rule) # match source-address LAN GATEWAY
) #

) #

) #

tesr (config-zone-rule enable
esr (config-zone-rule exit
tesr (config-zone-pair exit

esr(config)# exit

N3meHeHna KOH(I)MI'ypaLI,MM BCTYMNAT B AEVICTBME no cheayrowmm KOMaHaam:

esr:

esr:esr# commit

Configuration has been successfully committed

esr:

esr:esr# confirm

Configuration has been successfully confirmed

esr:

esr:esr#

NMocmoTpeTb YNEHCTBO NOPTOB B 30HAX MOXHO C MOMOLLLbIO KOMaHAbI:

esr:

esr:esr# show security zone
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MocmoTpeTb Napbl 30H U UX KOHPUTYPALIMIO MOXKHO C MOMOLLbIO KOMaHA;:

esr:esr:esr# show security zone-pair
esr:esr:esr# show security zone-pair configuration

NocmoTpeTb aKTUBHbIE CECCUU MOXKHO C MOMOLLBIO KOMaHA,:

esr:esr:esr# show ip firewall sessions

9.8 HactpoiKa cnuckos goctyna (ACL)

Access Control List mnam ACL — cnmncok KOHTpoAAa [O0CTyMa, COLEPKMUT MpaBuna, onpegenstowme
npoxoxaeHue TpaduKa Yyepes nHTepdeic.

3agaua: Pa3pelumnTb NPoXoXxKaeHUs Tpaduka ToNbKo U3 noacetv 192.168.20.0/24.
PeweHue:

HaCTpOVIM CNMUCOK AocCTtyna AnA d)MJ'IpraLI,I/II/I no noaceTam:

esr:esr:esr# configure
esr:esr(config)# ip access-list extended white

esr:esr (config-acl)# rule 1

esr:esr (config-acl-rule) # action permit

esr:esr(config-acl-rule) # match protocol any

esr:esr(config-acl-rule) # match source-address 192.168.20.0 255.255.255.0
esr:esr(config-acl-rule)# match destination-address any

esr:esr (config-acl-rule) # enable

esr:esr (config-acl-rule) # exit
esr:esr(config-acl) # exit

MprUMeHMM CNMCOK AocTyna Ha uHTepdeic Gil/0/19 ana Bxogsuiero TpadmKa:

esr:esr(config)# interface gigabitethernet 1/0/19
esr:esr(config-if-gi)# service-acl input white

N3meHeHna KOH(I)MI'ypaLI,MM BCTYMNAT B AEVICTBMG no cheayrowmm KoOMaHaam:

esr:esr:esr# commit

Configuration has been successfully committed
esr:esr:esr# confirm

Configuration has been successfully confirmed
esr:esr:esr#

MpocmoTpeTb AeTanbHY0 MHGOPMALMIO O CMMCKE AOCTYyNa BO3MOXKHO Yepes KoMaHay:

esr:esr:esr# show ip access-list white
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9.9 KoHpurypmupoBaHue cTaTU4ECKUX MapPLUPYTOB

CTaTnyeckan MapLlipyTmMsauma — BUA, MapLUpyTU3aLMK, NPU KOTOPOM MapLUpYTbl YKa3bliBatoTCA B
ABHOM BWAE NPW KOHOUIypauum MaplupyTmMsatopa 6e3 MCno/sib30BaHWSA MPOTOKO/IOB AMHAMMUYECKOW
MapLLpyTU3aLUn.

3agayva: HactpouTb goctyn K cetu Internet gnsa nonb3osartesieit oKkanbHoM cetn 192.168.1.0/24 n
10.0.0.0/8, ncnonb3ya craTMyeckylo mapuwpyTtusaumio. Ha ycrpoiictee R1 cospath w03 gns Aocryna K
cetu Internet. TpaduK BHYTPU NOKANBbHOM CETU AO/IKEH MAPLUPYTU3NPOBATLCA BHYTPM 30HbI LAN, Tpadmk
n3 cetn Internet gonkeH otHocuTbCA K 30He WAN.

1

198.51.100.0/30

ESR-ST
192.168.1.0/24 192.168.100.0/30 10.0.0.0/8
1 1 2
PucyHok 9.8 — Cxema cemu
PeweHue:

3agaanM MMs YCTPOKMCTBA A1a MapLlupyTusaTtopa R1:

esr:esr:esr# hostname R1
esr:esr:esr# (config) # do commit
R1# (config)# do confirm

Ona nHtepdeiica gil/0/1 ykaxkem agpec 192.168.1.1/24 u 30Hy «LAN». Yepes aaHHbIl MHTepdelic
R1 6yaeT nogkntoueH K cetn 192.168.1.0/24:

Rl (config) # interface gil/0/1

Rl (config-if-gi) # security-zone LAN

Rl (config-if-gi)# ip address 192.168.1.1/24
Rl (config-if-gi)# exit

Ona wHtepdeiica gil/0/2 ykaxem agpec 192.168.100.1/30 u 30HYy «LAN». Yepes paHHbIN
uHTepderic R1 byaeT nogkntoueH K ycTponcTsy R2 ana nocneaytoulei maplipytmsaumm TpaduKa:

Rl (config) # interface gil/0/2

Rl (config-if-gi) # security-zone LAN

Rl (config-if-gi)# ip address 192.168.100.1/30
Rl (config-if-gi)# exit

Ona wHtepdeiica gil/0/3 ykaxem agpec 198.51.100.2/30 u 30Hy «WAN». Yepe3s AaHHbIN
nHtepdeic R1 6yaeTt noakNoUeH K cetu Internet:

Rl (config) # interface gil/0/3
Rl (config-if-gi) # security-zone WAN
Rl (config-if-gi)# ip address 198.51.100.2/30
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Rl (config-if-gi)# exit

Co3zpgagum mapupyTt ans B3aumopenctsma c cetbio 10.0.0.0/8, ucnonb3ya B KayecTse LW/O3a

ycTporicteo R2 (192.168.100.2):

Rl (config)# ip route 10.0.0.0/8 192.168.100.2

Co3gaamm mapLupyT 4514 B3aMMoAencTBus ¢ cetbio Internet, ncnonb3ya B Kadectse nexthop w3

nposaigepa (198.51.100.1):

R1 (config) # ip route 0.0.0.0/0 198.51.100.1

N3meHeHMa KoHOUTypaLMmM Ha mapLipyTmsaTope R1 BCTYNAT B 4eNCTBUE MO CAeAYOWMM KOMaHAAM:

R1# commit

Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed
R1#

3afa4nM MMs YCTPOKMCTBA A1a MapLupyTusaTopa R2:

esr:esr:esr# hostname R2
esr:esr:esr# (config)# do commit
R2# (config) # do confirm

Ona natepdeiica gil/0/1 ykaxem agpec 10.0.0.1/8 n 30Hy «LAN». Yepes aaHHbit nHTepdeic R2

6yaeT noakaoueH K cetn 10.0.0.0/8:

R2
R2
R2
R2

config) # interface gil/0/1
config-if-gi) # security-zone LAN
config-if-gi)# ip address 10.0.0.1/8
config-if-gi) # exit

Ona uHtepdeitca gil/0/2 ykaxem agapec 192.168.100.2/30 n 30Hy «LAN». Yepes paHHbIN

nHTepdeic R2 byaeT nogkatoyeH K ycTpoictay R1 a4na nocneaytolein maplpytmsauumn Tpaduka:

R2
R2
R2
R2

config) # interface gil/0/2

config-if-gi) # security-zone LAN
config-if-gi)# ip address 192.168.100.2/30
config-if-gi) # exit

Co3gagum maplpyT No ymMON4YaHWio, yKa3aB B KadectBe nexthop IP-agpec uHTepdeiica gil/0/2

mapuwpyTtunsaTtopa R1(192.168.100.1):

R2 (config)# ip route 0.0.0.0/0 192.168.100.1

N3meHeHna KoHOUTypauumn Ha MmapLipytusatope R2 BCTYNAT B AeNCTBUE MO CeAyHoWMM KOMaHAaM:

R2# commit

Configuration has been successfully committed
R2# confirm

Configuration has been successfully confirmed
R2#

MpoBepuTb TabAMLLY MapLIPYTOB MOXKHO KOMaHAOM:

esr:esr:esr# show ip route
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9.10 Hacrtpoitka MLPPP

Multilink PPP (MLPPP) npegoctaBnsier coboi arperMpoBaHHbIM KaHan, BKAlYalowuin B cebs
MeToZbl A8 PacnpoCTpaHeHUs TpaduKa Yepes HECKO/IbKO GU3NYECKMX KaHAN0B, UMesl OLHO NOrnYecKoe
coeguHeHue. 3TOT BapWaHT MO3BOJIAET PACWIMPUTL MPOMNYCKHYO CNocobHOCTb M obecneynsaeT
6anaHCUPOBKY HArpysKu.

ESR-ST

Router

Gi 1/0/10

PucyHok 9.9 — Cxema cemu

R1

=9

3agaua: HactpouTb MLPPP-coegmHeHme ¢ BCTpeYHOW cTopoHoi ¢ IP-agpecom 10.77.0.1/24 uepes
yctpoiicteo MXE.

PeweHue:

Mepekntouaem nHtepodeiic gigabitethernet 1/0/10 B pexum pabotbl E1:

esr:
esr:
esr:
esr:
esr:
esr:

esr:esr# configure

esr (config) # interface gigabitethernet 1/0/10
esr(config-if-gi)# description "*** MXE ***"
esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# exit

Brtoumm interface el 1/0/1, interface el 1/0/4 8 rpynny arperauuu MLPPP 3:

esr

esr
esr

:esr(config)# interface el 1/0/1
esr:
esr:
esr:
esr:

esr (config-el)# ppp multilink

esr (config-el)# ppp multilink-group 3
esr(config-el) # exit

esr(config)# interface el 1/0/4

tesr (config-el) # ppp multilink
tesr(config-el) # ppp multilink-group 3
esr:

esr(config-el) # exit

Hactpovm MLPPP 3:

esr

tesr(config)# interface multilink 3
esr:
esr:
esr:
esr:

(
esr (config-multilink)# ip address 10.77.0.1/24
esr(config-multilink)# security-zone trusted

esr(config-multilink)# exit
esr(config)# exit

N3meHeHna KOH(I)MpraLI,MM BCTYMNAT B AEVICTBME no cheayrowmm KOMaHaam:

esr:

esr:esr# commit

Configuration has been successfully committed

esr:

esr:esr# confirm

Configuration has been successfully confirmed

esr:

esr:esr#
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9.11 Hacrpoiika Bridge

Bridge (mocT) — 310 cnocob coeamHeHua AByx cermeHToB Ethernet Ha KaHasbHOM ypoBHe 6e3
MCNo/b30BaHMA NPOTOKo0B 6osiee BbICOKOTO YpPOBHA, Takux KaKk IP. lMakeTbl nepepatotcs Ha ocHoBe
Ethernet-aapecos, a He IP-aapecos. MockoNbKy nepesaya BbINOJHAETCA HA KaHaNbHOM ypoBHe (YpOBeHb
2 moaenu OSl), TpadmK NPOTOKO0B 60/1ee BbICOKOrO YPOBHA NPO3PayYHO NPOXoAMUT Yepes MOCT.

3agaua 1: O6beguHUTL B eguHbi L2 gomeH MHTepdelcbl MapLpyTM3aTopa, OTHOCALWMECA K

JIOKasibHOM ceTn, u L2TPv3-TyHHeNb, Npoxoaalwmii no nyb6simyHon cetn. na ob6beanHEHNs UCNO/b30BaTb
VLAN 333.

VLAN 333

ESR-ST gi1/0/11

TyHHenb L2TPv3 333

VLAN 333 |
gi1/0/12 l

PucyHok 9.10 — Cxema cemu
PeweHue:

Co3zgagmm VLAN 333:

esr:esr (config)# wvlan 333
esr:esr (config-vlan) # exit

Cospgaaum 30Hy 6esonacHocTu «trusted»:

esr:esr(config)# security-zone trusted
esr:esr (config-zone) # exit

[Oob6asum uHTepodelicobl gil/0/11, gi1l/0/12 8 VLAN 333:

esr:esr(config)# interface gigabitethernet 1/0/11-12
esr:esr(config-if)# switchport general allowed vlan add 333 tagged

Cosgaanm bridge 333, npuaxkem K Hemy VLAN 333 1 yKarKem YNeHCTBO B 30He «trusted»:

esr:esr(config)# bridge 333

esr:esr (config-bridge)# wvlan 333
esr:esr(config-bridge) # security-zone trusted
esr:esr(config-bridge) # enable

YCTaHOBMM NpUHaAANeXHoCTb L2TPv3-TyHHeNA K MOCTY, KOTOpPbI CBA3aH C JIOKa/NbHOW CeTbio
(HacTpoitka L2TPv3-TyHHensa paccmaTpuBaeTcs B pasgene 9.17). B obwem cayyae naeHTUPUKaTopbl MOCTa
M TYHHENA He A0/KHbI coBnagatb ¢ VID Kak B 4aHHOM npumepe.

esr:esr(config)# tunnel 12tpv3 333
esr:esr(config-12tpv3) # bridge-group 333
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3agaya 2: HactpouTtb maplipytusaumio mexkay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.1/24).
VLAN 50 ponxeH oTHocuTbcA K 30He «LAN1», VLAN 60 — K 30He «LAN2», paspewuntb cBobogHyto
nepeaady TpaduKa mexxay 30Hamm.

PeweHue:

gi1/0/12
ESR-ST

bridge 50
10.0.50.1/24

bridge 50
10.0.60.1/24

gi1/0/14

gi1/0/11

PucyHok 9.11 — Cxema cemu

Co3zpgagmm VLAN 50, 60:

esr:esr(config)# wvlan 50,60
esr:esr(config-vlan)# exit

Co3gaanm 30Hbl 6esonacHocTn « LAN1» n « LAN2»:

esr:esr(config)# security-zone LAN1l
esr:esr (config-zone) # exit
esr:esr(config)# security-zone LAN2
esr:esr (config-zone) # exit

HasHauum uHtepdeiicam gil/0/11, gi1/0/12 VLAN 50:

esr:esr(config) # interface gigabitethernet 1/0/11-12

esr:esr(config-if-gi)# switchport general allowed vlan add 50 tagged

HasHaunm unHtepdelicy gil/0/14 VLAN 60:

esr:esr(config) # interface gigabitethernet 1/0/14

esr:esr(config-if-gi)# switchport general allowed vlan add 60 tagged

Cospagum bridge 50, npussxkem VLAN 50, ykaxem IP-agpec 10.0.50.1/24 v uyneHcTBO B 30HEe

«LAN1»:

esr:esr(config)# bridge 50
esr:esr(config-bridge) # vlan 50

(
(
esr:esr (config-bridge
(
(

ip address 10.0.50.1/24

) #
esr:esr(config-bridge)# security-zone LAN1
) #

esr:esr (config-bridge

enable

Cozpgagum bridge 60, npussakem VLAN 60, ykarkem IP-agpec 10.0.60.1/24 v 4neHCTBO B 30He

«LAN2»:

esr:esr(config)# bridge 60
esr:esr (config-bridge) # vlan 60

esr:esr (config-bridge

ip address 10.0.60.1/24

) #
esr:esr(config-bridge) # security-zone LAN2
) #

esr:esr (config-bridge

enable
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Cosgaanm npasuna B Firewall, paspelwatowme ceoboaHoe NpoxoxaeHue Tpadmka mexay 30HamMu:

esr:esr(config)# security zone-pair LAN1 LAN2
esr:esr(config-zone-pair)# rule 1
esr:esr(config-zone-rule)# action permit
esr:esr(config-zone-rule)# match protocol any
esr:esr(config-zone-rule)# match source-address any
esr:esr(config-zone-rule)# match destination-address any
esr:esr (config-zone-rule)# enable
esr:esr (config-zone-rule) # exit
esr:esr (config-zone-pair)# exit
esr:esr(config)# security zone-pair LAN2 LAN1
esr:esr (config-zone-pair)# rule 1
esr:esr(config-zone-rule)# action permit
esr:esr(config-zone-rule)# match protocol any
esr:esr(config-zone-rule)# match source-address any
esr:esr(config-zone-rule)# match destination-address any

( ) # enable

( )# exit

) # exit

esr:esr (config-zone-rule
esr:esr (config-zone-rule
esr:esr (config-zone-pair
esr:esr (config)# exit

N3meHeHnA KoHUrypaLmmn BCTyNAT B A€NCTBME MO CNefyoWUM KOMaH4aM:

esr:esr:esr# commit

Configuration has been successfully committed
esr:esr:esr# confirm

Configuration has been successfully confirmed
esr:esr:esr#

HOCMOTpeTb Y1eHCTBO MHTepd)EVICOB B MOCTE€ MOXHO KOMaH,D,OD'I!

esr:esr:esr# show interfaces bridge

60
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9.12 Hacrpoiika RIP

RIP — AMCTAaHUMOHHO-BEKTOPHbIN NPOTOKO/ ANHAMMYECKOM MapLLPYTU3aLLIMMK, KOTOPbIA MCNONb3YeT
KONMYECTBO TPAH3UTHbIX YYaCTKOB B KayecTBe METPUKM maplpyTta. MaKcumanbHOe Ko/n4ecTso
TpaH3UTHbIX y4yacTkos (hop), pa3pelueHHoe B RIP, pasHo 15. Kaxkaplit RIP-mapLipyTnsaTop no yMmon4aHuio
BElWaeT B CeTb CBOK MNOJIHYO Tabauuy mapwpytusaumm oamH pas B 30 cekyHa. RIP paboTtaeT Ha 3-m
yposHe cteka TCP/IP, ucnonbsya UDP-nopt 520.

3apgaya: Hactpoutb Ha maplupyTtnsatope npotokon RIP gns obmeHa maplpyTHOM Hbopmaumen ¢
CoCeAHMMM MapLlipyTu3aTopamu. MapLlipyTM3aTop AO0/XKEH aHOHCMPOBATb CTaTUYECKME MapLUpyTbl U
noacetn 10.0.115.0/24, 10.0.14.0/24, 10.0.0.0/24. AHOHCMpOBaHME MapLLPYTOB AO/IKHO MPOMCXOAUTD
Kaxkable 25 cekyHA,.

Router
10.0.115.0/24
ESR-ST 1 Router
L 10.0.0.0/24 1 10.0.14.0/24 .2
| =X — -
R3 R2

PucyHok 9.12 — Cxema cemu
PeweHue:

MpefaBapuUTenbHO HYXXHO HacTpouTb |P-agpeca Ha WHTepdelcax COrlacHO CXeme CeTw,
npuBeaeHHON Ha pUcyHKe PucyHok 9.12.

Mepengém B perknm KoHPUrypmposaHua npotokona RIP:
esr:esr(config)# router rip

YKaxem noaceTtun, Kotopble byayT aHOHcMpoBaTbca npoTtokonom: 10.0.115.0/24, 10.0.14.0/24 w
10.0.0.0/24:

esr:esr(config-rip)# network 10.0.115.0/24
esr:esr(config-rip)# network 10.0.14.0/24
esr:esr(config-rip)# network 10.0.0.0/24

Jna aHOHCMPOBaAHMA NPOTOKO/IOM CTAaTUYECKMX MAPLUPYTOB BbINOJHUM KOMaHAY:
esr:esr(config-rip)# redistribute static

Hactpoum Taimep, oTBEYAIOLLMIA 33 OTNPABKY MapLIPYTHON MHOPMaLLUK:
esr:esr(config-rip)# timers update 25

Mocne ycTaHOBKK Bcex Tp66yeMbIX HaCTpPOEK BK/IlO4aeM NMPOTOKOAN:
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esr:esr(config-rip) # enable

N3meHeHMA KOHGUIypaL MM BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr:esr:esr# commit

Configuration has been successfully committed
esr:esr:esr# confirm

Configuration has been successfully confirmed
esr:esr:esr#

[na Toro 4tobbl NpocmoTpeTb Tabanuy mapwpyTtos RIP Bocnonb3yemca KomaHaoM:

esr:esr:esr# show ip rip

eﬂ MNomumo HacTpoiku npotokona RIP, Heob6xoaumo B firewall paspewunts UDP-nopt 520.

9.13 Hacrpoiika OSPF

OSPF — NpOTOKON AMHAMMYECKOM MapLipyTU3auuKn, OCHOBAHHbIA Ha TEXHONOTUU OTCNEXUBAHUSA
coctoaHuMA KaHana (link-state technology) n ucnonb3yowmii ANA HaxoKAEHWUA KpaTdyalwero nyTu
anroputm JerKkcrpol.

3apgavya Nel: Hactpoutb npotokon OSPF Ha mapwpytusatope aas obmeHa MapLUpyTHOM
MHbOpPMaLMen C coceaHUMM MapLLpyTu3aTopamu. MapLipyTu3aTop AO0/KEH HaxoauTbcA B obnactm ¢
naeHtuemkatopom 1.1.1.1 n aHOHCUMpPOBaATb MapLLPYTbI, NOJYy4eHHble No npoToKkony RIP.

4 OSPF )

Router Area 1.1.1.1

N

R1

10.0.111.0/24
gi1/0/5

Router

1 10.0.119.0/24 2
gi1/0/15

R2

1

PucyHok 9.13 — Cxema ceTu

PeweHune:

MpepBapuTeNbHO HYXKHO HacTpouThb IP-agpeca Ha UHTepdericax CornacHo cxeme, NpMBEAEHHON Ha
pucyHke PucyHok 9.13.

Cosgagmm OSPF-npouecc ¢ maeHTMdmnkatopom 10 n nepengém B pexkMm KOHPUTypUpoBaHUA
npotokona OSPF:

esr:esr(config)# router ospf 10

Cosaagmm 1 BKAOUMM Tpebyemyto 061acTb.
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esr:esr(config-ospf)# area 1.1.1.1
esr:esr (config-ospf-area) # enable
esr:esr(config-ospf-area)# exit

BKAHOYMM QHOHCUMPOBaHME MapLLPYTHOM MHGOopMauum ns npotokona RIP:

esr:esr(config-ospf) # redistribute rip

Bkntoumm OSPF-npouecc:

esr:esr (config-ospf)# enable
esr:esr(config-ospf) # exit

CoceaHve MapLIpyTU3aTOpbl NOAK/IYEHb! K MHTepdeicam gil/0/5 n gil/0/15. Ona yctaHoBAEHMA
coceAcTBa C A4pYrMMu MapLupyTM3aTopamm npues:kem nx K OSPF-npoueccy 1 obnactu. Janee BKkAOYMM Ha
nHTepderice MapLpyTU3aLmio no npoTokoay OSPF:

esr:esr(config)# interface gigabitethernet 1/0/5
esr:esr(config-if-gi)# ip ospf instance 10
esr:esr(config-if-gi)# ip ospf area 1.1.1.1
esr:esr(config-if) # ip ospf

esr:esr(config-if) # exit

esr:esr(config)# interface gigabitethernet 1/0/15
esr:esr(config-if-gi)# ip ospf instance 10
esr:esr(config-if-gi)# ip ospf area 1.1.1.1
esr:esr(config-if-gi)# ip ospf
esr:esr(config-if-gi)# exit

esr:esr (config)# exit

N3meHeHWa KoHOUrypauum BCTYNAT B AEWCTBME NOCAE NPUMEHEHUA:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed

3agaya No2: UMameHuTtb TMN obnactm 1.1.1.1, obnactb AonxHa ObiTb TynuMKoBOM. TyMMKOBbIM
MapLpyTU3aTop A01KEH aHOHCMPOBATb MapLUPYThI, NOyYeHHble No NpoTokoAay RIP.

AREA 0.0.0.0 AREA 1.1.1.1 N
Router Router ESR-ST

gil/0/10 gi1/0/11 gil/0/12 gil/0/s
R1 R2 |

PucyHok 9.14 — Cxema cemu

PeweHue:

MpepBapuTeNbHO HYXKHO HacTpouTb NpoTokon OSPF u IP-agpeca Ha nHTepdencax cornacHo cxeme,
npuMBefeHHOM Ha puUcyHKe PucyHok 9.14.

M3meHMMm TN 061acTi Ha TYNMKOBLIN. Ha Kaxkaom mapuwpyTtusatope us obnactn 1.1.1.1 B pexkume
KOHPUrypmpoBaHuMA 061acTH BbINOJHUM KOMaHAY:

esr:esr(config-ospf-area)# area-type stub
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Ha Tynukosom mapwpyTtusatope R3 BKAIOYMM aHOHCMPOBAHME MAPLUPYTHON MHPopmaumn U3
npotokona RIP:

esr:esr(config-ospf) # redistribute rip

N3meHeHMA KOHOUIypaLmMm BCTYNAtOT B AEACTBME MO KOMAHAE NPUMEHEHUA:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed

3agaua No3: O6beanHUTL ABe MArncTpasibHble 061acTu B 04HY ¢ nomoLbio virtual link.

/"~ AREAD Y area1 ) AREA 0 ™\
ESR-ST Router ESR-ST

2 10.0.0.0/24 1 .1 10.0.1.0/24 2
Router I0: 0.0.0.1 gi1/0/12 1/0/10 gi1/0/11 1/0/12 Router ID: 0.0.0.3

lo 1: 192.168.10.0/24 lo 1: 192.168.20.0/24
R1
| Virtual link J

PucyHok 9.15 — Cxema cemu
PeweHue:

Virtual link — 3To cneunanbHoe coepuHeHWe, KOTOPOe MO3BOJMAET COEAMHATb PA30PBAHHYHO HA
4acTu 30HY AW NPUCOEANHUTD 30HY K MarucTpasbHOM Yepes Apyryto 30Hy. HacTpansaeTca mexay AByMA
NorpaHNUYHbIMM MapLLpyTU3aTopamm 30Hbl (Area Border Router, ABR).

MpepBapuTENbHO HYXKHO HacTpouTb NpoTokon OSPF u IP-agpeca Ha uHTepdelicax CornacHo cxeme,
npuBeaeHHOM Ha pucyHKe 9.15.

Ha mapwpytmsatope R1 nepeingem B pexkum KoHoUrypmposaHus obnactm 1.1.1.1:

esr:esr (config-ospf)# area 1.1.1.1

Cosgaaum virtual link c uaeHTudMKaTopom 0.0.0.3 1 BKAOYMUM €ro:

esr:esr (config-ospf-area)# virtual-link 0.0.0.3
esr:esr (config-ospf-vlink)# enable

Ha mapuwpytmsatope R3 nepeingem B pexkum KoHbUrypmposaHus obnactm 1.1.1.1:

esr:esr(config-ospf)# area 1.1.1.1

Cosgaaum virtual link c uaeHTUdMKaTopom 0.0.0.1 1 BKAOYUM €ro:

esr:esr(config-ospf-area)# virtual-link 0.0.0.1
esr:esr (config-ospf-vlink) # enable

N3meHeHnA KoHOUrypauum BCTYNAT B AEWACTBME NOCAE NPUMEHEHUA:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed

PaccmoTpum Tabanuy mapLupyTMsaummn Ha mapuipyTmsatope R1:

esr:esr# show ip route

C * 10.0.0.0/24 [0/0] dev gil/0/12, [direct 00:49:34]
o] * 10.0.1.0/24 [150/20] via 10.0.0.1 on gil/0/12, [ospfl 00:49:53] (0.0.0.3)
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O

* 192.168.20.0/24 [150/30] via 10.0.0.1 on gil/0/12, [ospfl 00:50:15] (0.0.0.3)
C * 192.168.10.0/24 [0/0] dev lol, [direct 21:32:01]

PaccmoTpum Tabmuy mapLlipyTmM3aumm Ha mapLupytmsatope R3:

esr:esr# show ip route

0 * 10.0.0.0/24 [150/20] via 10.0.1.1 on gil/0/12, [ospfl 14:38:35] (0.0.0.2)
c * 10.0.1.0/24 [0/0] dev gil/0/12, [direct 14:35:34]
c * 192.168.20.0/24 [0/0] dev lol, [direct 14:32:58]
0 * 192.168.10.0/24 [150/30] via 10.0.1.1 on gil/0/12, [ospfl 14:39:54] (0.0.0.1)

Tak Kak OSPF cuuTaeT BUPTYyasibHbIM KaHan 4acTtbio obnactv, B Tabauue mapwpytmsaumm R1
MapLLPYTbl, NOJly4eHHble OoT R3, oTMeyYeHbl Kak BHYTPM3OHOBbIE M HA0OOPOT.

[ns npocmoTpa coceaen MOXKHO BOCNONb30BaTbCA C/ieAyOLWEeNn KOMaHLOMN:

esr:esr# show ip ospf neighbors 10

Tabanuy mapwpytoB npotokona OSPF moXHO NnpocMoTpeTb KOMaHAoM:

esr:esr# show ip ospf 10

V B firewall Heo6xoaumo paspewmntb npotokon OSPF (89).

9.14 HacTtpoiika BGP

MpoTokon BGP npepHasHayeH ans obmeHa uHpopmaumelrt O JOCTUKMMOCTM MOACETEN MEKAY
aBTOHOMHbIMK cucTeMamm (ganee AC), TO ecTb rpynnamm mMapLipyTM3aTOPOB Nog, e4UHbIM TEXHUYECKUM
yrnpaBieHWEeM, WCMO/b3YIOWMMM MNPOTOKON BHYTPUAOMEHHOW MapuwpyTusaumm aas onpeseneHus
MapLIpyTOB BHYTPU ceba M MPOTOKO/N MEXKAOMEHHOM MapLpyTU3auMM AN onpeneneHus MapLipyToB
[OCTaBKM nakeToB B agpyrve AC. MNepenaBaemas nHdpopmauma BKIOYaeT B cebs cnmcok AC, K KOTOpbIM
MMeeTca AOCTYN 4yepe3 AaHHYl cucTemy. Bblbop Hauayylwmx MaplpyTOB OCYLLECTBAAETCA UCX0AA M3
NpaBu, NPUHATBIX B CETU.

3apava: Hactpoutb BGP-npoTOKON Ha mapLlupyTH3aTope CO CaeayoWwmnMmm napameTpamm:

AS2500 )
AS20 0.66.0.0
Router ESR—ST 10.66.0.0/24 Router
2 | 100185024 1 C 1 10.0.219.0/24 2m
R1 J R3 10.66.16.0/24 R2

PucyHok 9.16 — Cxema cemu

— cobcTtBeHHble noaceTw: 10.66.0.0/24, 10.66.16.0/24;

— aHOHCMpoOBaHWe noaceTel, NOAKNOUYEHHbIX HANPSAMYIO;

— cobcrBeHHana AS 2500;

— nepsoe coceacTtso - noacetb 10.0.219.0/30, cobereHHbIN IP-aapec 10.0.219.1, IP-aapec
coceaa 10.0.219.2, AS 2500;

— BTOpoe coceacTso - noacetb 10.0.185.0/30, cobecTBeHHbIN IP-aapec 10.0.185.1, IP-aapec
coceaa 10.0.185.2, AS 20.
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PeweHune:

CKoHOUIrypmpyem Heobxogmmble ceTeBble NAapPaMeTpbl:

esr:esr# configure

esr:esr(config)# interface gigabitethernet 1/0/1
esr:esr(config-if-gi)# ip address 10.0.185.1/30
esr:esr(config-if-gi)# exit

esr:esr(config)# interface gigabitethernet 1/0/2
esr:esr(config-if-gi)# ip address 10.0.219.1/30
esr:esr(config-if-gi)# exit

esr:esr(config)# interface gigabitethernet 1/0/3
esr:esr(config-if-gi)# ip address 10.66.0.1/24
esr:esr(config-if-gi)# exit

esr:esr(config)# interface gigabitethernet 1/0/4
esr:esr(config-if-gi)# ip address 10.66.16.1/24
esr:esr(config-if-gi)# exit

Cosgagum BGP npouecc gna AS 2500 u Bolgem B pexMmM KOHOUIYpUPOBaAHMA NapameTpos
npouecca:

esr:esr(config)# router bgp 2500

Bxoamm B pernm KOHPUIryprMpoBaHMA MapLLpyTHOM MHbopmauunmn gns IPv4

esr:esr (config-bgp) # address-family ipv4

O6bsaBMMm noaceTn, NOAKAOYEHHbIe HanpAmMyto:

esr:esr(config-bgp-af)# redistribute connected

Cospagum cocepcria ¢ 10.0.185.2, 10.0.219.2 ¢ yKaszaHUem aBTOHOMHbIX CUCTEM:

esr:esr (config-bgp-af)# neighbor 10.0.185.2
esr:esr (config-bgp-neighbor) # remote-as 20
esr:esr (config-bgp-neighbor) # exit

esr:esr (config-bgp-af)# neighbor 10.0.219.2
esr:esr (config-bgp-neighbor) # remote-as 2500
esr:esr (config-bgp-neighbor) # exit

Bk/toumMm paboTy NnpoToKoNa:

esr:esr (config-bgp-af) # enable
esr:esr (config-bgp-af) # exit
esr:esr(config)# exit

MN3meHeHMa KoHOUrypaunm BCTyNAT B AEACTBME NOCAE NPUMEHEHUA:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed
esr:esr#
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NHdopmaumto o BGP-nnpax MOKHO NOCMOTPETb KOMaHAOM:

esr:esr# show ip bgp 2500 neighbors

TabMuy mapLpyToB NPOTOKO/1a BGP MOXKHO NpOCMOTPETH C MOMOLLbIO KOMaHAbI:
esr:esr# show ip bgp

/ Heobxogumo 8 firewall paspewuntb TCP-nopT 179.

9.15 HacTtpoiKa NnoAUTUKK mapipytusauum PBR

9.15.1 Hacmpoiika Route-map 0a1a BGP

Route-map MOTyT CAyXUTb GUAbTpamu, nossonsowmMmm obpabaTbiBaTb

MapLUPYTHYHO

nHdopmaumio npu eé npméme ot cocega Mbo npu eé nepenave coceqy. ObpaboTKa MOMKET BKAOYATL B
cebs GpUNbTPaLMIO Ha OCHOBAHMM PA3/IMYHbIX NPU3HAKOB MApLLIPYTa, 3 TaKKe ycTaHOBKY aTpubyToB (MED,

AS-PATH, community, LocalPreference n apyroe) Ha cooTBETCTBYIOLLME MAPLLIPYTHI.

Takxe Route-map MoxeT HasHayaTb MapLUpPyTbl Ha OCHoBe cnuckos aocTyna(ACL).

g

AS20
Router ESR-ST ooo0z Router
2 10.0.185.0/24 1

R3 10.100.100.0/24 R2

AS2500

R1

-

PucyHok 9.17 — Cxema cemu

3agaya 1: HasHauntb community gna mapwpyTHon nHpopmaumm, npuxoasiien us AS 20:

MpeaBapuTENBHO HYXKHO BbINOJIHUTL CieAytolme AeNCTBUA:
— Hactpoutb BGP ¢ AS 2500 Ha mapwpyTusatope ESR;
— YcraHoBUTb coceacTso ¢ AS20.

PeweHue:

CO3A3€N\HOHMTMKYI

esr:esr# configure
esr:esr(config)# route-map from-as20

Cospaem npasuno 1:

esr:esr(config-route-map) # rule 1

Ecnn AS PATH coaepxunt AS 20, To HasHavyaem emy community 20:2020 n Bbixognm:
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esr:esr(config-route-map-rule) # match as-path contain 20
esr:esr(config-route-map-rule)# action set community 20:2020
esr:esr (config-route-map-rule) # exit

esr:esr (config-route-map)# exit

B BGP npouecce AS 2500 3axoamMm B HaCTPOIMKK NapameTpoB coceaa:

esr:esr(config)# router bgp 2500
esr:esr(config-bgp)# neighbor 10.0.185.2

MpuBA3bIBAaEM NOAUTUKY K TPUHUMAEMOWN MApLUPYTHON MHPOpMaLU:

esr:esr (config-bgp-neighbor) # route-map from-as20 in

3agaua 2: [Ins Bcel nepeAaBaemoi MapLipyTHoi nHdopmaumm (¢ community 2500:25) HasHauYUTb
MED, paBHblii 240, 1 yKa3aTb MUCTOYHUK MapLIpyTHOI nHpopmaummn EGP:

MpeasapurenbHo: Hactpoutb BGP ¢ AS 2500 Ha ESR

PeweHue:

Coap,aeM NONINTUKY:
esr:esr (config) # route-map to-as20
Coap,aeM npasunno:

esr:esr (config-route-map)# rule 1

Ecnam community cogepxut 2500:25, To HasHavyaem emy MED 240 u Origin EGP:

esr:esr (config-route-map-rule)# match community 2500:25
esr:esr(config-route-map-rule)# action set metric 240
esr:esr(config-route-map-rule) # action set origin egp
esr:esr (config-route-map-rule) # exit

(

esr:esr (config-route-map)# exit

B BGP npouecce AS 2500 3axo4Mm B HaCTPOWMKM NapaMeTpoB coceaa:

esr:esr(config)# router bgp 2500
esr:esr(config-bgp)# neighbor 10.0.185.2

MprBA3bIBaEM NONUTMUKY K aHOHCUPYEMOM MapPLLPYTHOW MHPOPMALMK:

esr:esr
esr:esr
esr:esr
esr:esr

config-bgp-neighbor) # route-map to-as20 out
config-bgp-neighbor) # exit

config-bgp) # exit

config) # exit

N3meHeHna KoHOUrypauum BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr:esr# commit

Configuration has been successfully committed
esr:esr# confirm

Configuration has been successfully confirmed
esr:esr#
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9.15.2 Route-map Ha ocHose cnuckos docmyna (Policy-based routing)

Switch ESR-ST

192.0.2.150

ISP1

— —— i
10.0.0.0/16

198.51.100.23

ISP2

PucyHok 9.18 — Cxema cemu

3apgaya 1: Pacnpegenutb TpaduKk mexay WHTepHeT npoBaliiepamm Ha OCHOBe nogceTew
nosib3oBaTesei.

I'Ipe,u,BapMTeano HY>XHO BbINO/IHUTL chegyrowme AEﬁCTBMHI

— HasHauuTtb IP agpeca Ha nHTepdelicol.

Tpebyetca Hanpasaate Tpaduk ¢ agpecos 10.0.20.0/24 yepes ISP1 (192.0.2.150), a Tpaduk c
aapecos 10.0.30.0/24 — yepes ISP2 (198.51.100.23). TpebyeTca KOHTPOANPOBATb AOCTYMNHOCTb aapecos
nposaiiaepoB (pabotocnocobHOCTb nogKkntoyeHuit K ISP), v npu HepaboTocnocobHOCTM OAHOIO M3
NoAKNOYEeHUI NepeBoaMUTb C Hero Ha paboyee NoaKAYeHMe BeCb TPad UK.

esr:

esr (config-acl-rule exit

PeweHue:
Co3zpaem ACL:
esr:esr# configure
esr:esr(config)# ip access-list extended sub20
esr:esr(config-acl)# rule 1
esr:esr(config-acl-rule)# match source-address 10.0.20.0 255.255.255.0
esr:esr(config-acl-rule) # match destination-address any
esr:esr(config-acl-rule) # match protocol any
esr:esr(config-acl-rule) # action permit
esr:esr(config-acl-rule)# enable
esr:esr(config-acl-rule)# exit
esr:esr(config-acl)# exit
esr:esr(config)# ip access-list extended sub30
esr:esr(config-acl)# rule 1
esr:esr(config-acl-rule)# match source-address 10.0.30.0 255.255.255.0
esr:esr(config-acl-rule)# match destination-address any
esr:esr(config-acl-rule) # match protocol any
esr:esr(config-acl-rule)# action permit
esr:esr(config-acl-rule)# enable

( ) #

( it

esr:

esr (config-acl) # ex

Cospaem noaunTu Ky:

esr:

esr (config)# route-map PBR

Cospaem npasuno 1:

esr:

esr (config-route-map) # rule 1
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esr:

esr:
10
esr:

esr:
esr:

YKasbiBaem cnncok aoctyna (ACL) B Kauectse ¢punbTpa:

esr (config-route-map-rule) # match ip access-group sub20

YKasbiBaem nexthop ana sub20:

esr (config-route-map-rule) # action set ip next-hop verify-availability 192.0.2.150
esr (config-route-map-rule) # action set ip next-hop verify-availability 198.51.100.23

esr (config-route-map-rule) # exit
esr (config-route-map)# exit

Mpasuiom 1 6yaetr obecneyeHa mapuwpytusauma Tpaduka ¢ cetn 10.0.20.0/24 Ha apapec

192.0.2.150, a npu ero HepgocTynHocTM — Ha aapec 198.51.100.23. MNMpuopuTeTHOCTb LWO30B 3adaeTcA
3HavyeHnamn meTtpuk — 10 n 30.

esr:

esr:

esr:
10
esr:
30
esr:
esr:

Co3paem npasuno 2:
esr (config-route-map) # rule 2
YKasbiBaem cnucok goctyna(ACL) B KauecTse ¢punbTpa:
esr (config-route-map-rule) # match ip access-group sub30

YKasbiBaem nexthop gns sub30 m BbIxogum:

esr (config-route-map-rule) # action set ip next-hop verify-availability 198.51.100.23
esr (config-route-map-rule) # action set ip next-hop verify-availability 192.0.2.150

esr (config-route-map-rule) # exit
esr (config-route-map)# exit

Mpasunom 2 6yaetr obecrnedeHa Maplipytusauma Tpaduka c cetm 10.0.30.0/24 Ha agpec

198.51.100.23, a npu ero HeAoCTyNnHOCTU — Ha agpec 192.0.2.150. NMpnopuTeTHOCTb 334aeTCA 3HaYEeHNAMM
METPUK.

esr:

esr:

esr:

3axogum Ha uHTepodeiic TE 1/0/1:
esr(config)# interface tengigabitethernet 1/0/1

MprBA3bIBaEM NOANTMKY Ha COOTBETCTBYIOLWMIM MHTEpdEAC:

esr(config-if-te)# ip policy route-map PBR

esr# commit

Configuration has been successfully committed

esr:esr# confirm

Configuration has been successfully confirmed

esr:esr#
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9.16 Hacrtpoiika GRE-TyHHene

GRE (aHrn. Generic Routing Encapsulation — o06wan WMHKancynauMa MaplipyToB) — MNPOTOKO/
TYHHENUPOBAHMA CeTeBbIX MaKeTOB. Ero OCHOBHOE Ha3HayeHWe — WHKaNCy/nALuMA MNaKeToB CEeTeBoro
ypoBHA ceteBon mogenun OSI| B IP-nakeTbl. GRE morkeT ucnonb3osBatbca gns opraHmsaumm VPN Ha 3-m
yposHe mogenn OSI. B mapuwpytusatope ESR-ST peanmsoBaHbl cTaTuyeckme Heynpasafaemble GRE-
TYHHENN, TO eCTb TYHHENM CO34at0TCA BPYYHYHO NyTeM KOHOUIYPUPOBAHMA Ha NOKA/JbHOM U yAaNeHHOM
y3nax. [lapameTpbl TyHHeNs ANA KaX4OoW M3 CTOPOH A0/KHbl OblTb B3aMMOCOrNacoOBaHHbIMU UK
nepeHocMmble AaHHble He ByayT AeKancyIMpoBaTbCA NAPTHEPOM.

3apgaua: OpraHmsoBaTb L3-VPN mexay oducamm KomnaHuu uyepes |P-ceTb, ucnonbsya and
TYHHennpoBaHuA Tpaduka npotokon GRE.

— B KayecTBe JIOKaNbHOrO W/3a ANA TYHHena ucnonosyetca IP-agpec 198.51.100.1;
— B KayecTBe yAa/IeHHOro W/3a Ana TyYHHena ucnonovsyetca IP-agpec 192.0.2.10;
— IP-agpec TyHHensa Ha noKanbHow ctopoHe 10.0.25.1/24.

Router ESR-ST
| LAN LAN
™172.16.0.0/16 192.0.2.10 198.51.100.1 mm
R2
TyHHenb GRE
PucyHok 9.19 — Cxema cemu
PeweHue:

Cospagum TyHHenb GRE 10:
esr:esr(config)# tunnel gre 10
YKaxKeM NoKanbHbIN 1 yaaneHHbl wato3 (IP-agpeca nHTepdencos, rpaHmyawmx ¢ WAN):

esr:esr(config-gre)# local address 198.51.100.1
esr:esr(config-gre)# remote address 192.0.2.10

YKaxem IP-agpec TyHHens 10.0.25.1/24:

esr:esr(config-gre)# ip address 10.0.25.1/24

TakKe TyHHeNb AOJ/IKEH NpuHadferkaTb K 30He 6e30MnacHOCTWU, ANA TOro YTobbl MOXKHO Oblo
€o34aTb NpaBuna, paspellatowme npoxoxkgeHue Tpaduka B firewall. MpuHagneKHoCTb TYHHENA K 30He
3a4aeTca cneayrowen KOMaHaoMm:

esr:esr(config-gre)# security-zone untrusted

BKNOYMM TYHHENb:

esr:esr(config-gre)# enable
esr:esr(config-gre) # exit
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Ha mapuwpyTtmsaTope Ao/xKeH 6biTb CO34aH MaplUpyT A0 JIOKA/NbHOM ceTu napTHepa. B KayecTse
mHTepdelica HasHaYeHMA YKa3biBaem paHee co34aHHbIN TyHHenb GRE:

esr:

esr(config)# ip route 172.16.0.0/16 tunnel gre 10

Onsa npumeHeHUs U3MeHEHUI KOHPUTYPaLUM BbINONHUM Cheaytowme KOMaHabl:

esr:

esr# commit

Configuration has been successfully committed

esr:

esr# confirm

Configuration has been successfully confirmed

MNocne npumeHeHWs HacTpoek TpaduKk OyaeT MHKaNCynnMpoBaTbCs B TYHHEAb W OTNPaBAATbCA
napTepy, He3aBMCMMO OT Haanuma GRE-TyHHeNnA U NPaBUAbHOCTM HACTPOEK C ero CTOPOHbI.

OnuunoHansbHo ana GRE-TyYHHeNA MOXHO yKasaTb cieaytowmne napameTpsbl:

esr:

esr:

esr:

esr
esr

BKMOYMTb BbIYMCAEHME W BKIKOYEHME B MaKeT KOHTPONIbHOW CyMMmbl 3arosioBka GRE u
MHKaMNCcyMpOBaHHOro NakeTa AN ncxogaulero Tpaduka:

esr (config-gre)# local checksum

BK/OUMUTL NPOBEPKY HANMUMS U KOPPEKTHOCTM KOHTPOJIbHOM cymmbl GRE ana Bxogsawero
TpaduKa:

esr (config-gre)# remote checksum

YKaszaTb YHMKaNbHbIN aeHTUdMKaTop:

esr (config-gre) # key 15808

YKa3aTb 3HayeHue DSCP, MTU, TTL:

tesr(config-gre) # dscp 44
:esr(config-gre)# mtu 1426
esr:

esr (config-gre) # ttl 18

CoctoAaHume TYHHENA MOXHO NOCMOTPETb KOMaH,D,OVIZ

esr:

esr# show tunnels status gre 10

CueTumnKkn BXoaALMX U OTNpPaB/IEHHbIX NAKETOB MOXXHO NMOCMOTPETb KOM&HAOVIZ

esr:

esr# show tunnels counters gre 10

KoHurypaumio TyHHeNa MOXKHO NOCMOTPETb KOMaHZOM:

esr:

esr# show tunnels configuration gre 10

HacTpoika TyHHens IPv4-over-IPv4 npon3BoauTcA aHaNorMYHbIM 06pasom.

Y

Mpwu co3aaHumn TyHHena Heobxoaumo B firewall paspewntb npotokon GRE(47).
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9.17 Hacrtpoiika L2TPv3-TyHHeneu

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTokon gnsa TYHHEAMPOBAHWA MaKeToB 2-T0
yposHAa mogenu OS| mexay asyma IP-y3namun. B KauectBe MHKancyanpytowero npoToKona Ncnosb3yeTca
IP unn UDP. L2TPv3 mMOXeT MCno/b30BaTbCA Kak anbTepHatnea MPLS P2P L2VPN (VLL) ana opraHmsaumm
VPN yposHa L2. B mapwpyTtusatope ESR-ST peannsoBaHbl cTatudeckne Heynpasasemole L2TPv3-TyHHenn,
TO €CTb TYHHENM CO34al0TCA BPYYHYIO NyTemM KOHOUIYPUPOBAHMA Ha JIOKAJIbHOM M YA3/NIEHHOM Y31ax.
MapameTpbl TYHHENs Ha KaXX40M U3 CTOPOH A0JHbl ObiTb B3aMMOCOI1aCOBAaHHbIMU AN NEePEHOCUMbIe
OaHHble He ByayT AeKancyIMpoBaTbCA NapTHEPOM.

3apgauya: OpraHusosBatb L2 VPN mexay oducamm KomnaHum uyepes IP-ceTb, ucnonbsya And
TYHHennpoBaHuA Tpaduka npoTokon L2TPv3.

— B KayecTBe JIOKAaNbHOrO W/3a ANA TYHHena ucnonosyetca IP-agpec 198.51.100.1;
— B KayecTBe yAa/IeHHOro W/3a Ana TyYHHena ucnonovsyetca IP-agpec 192.0.2.10;

—  MAeHTMUKATOP TYHHENS HA NOKA/IbHOM CTOPOHE paBeH 3, Ha CTOPOHe napTHepa 3;
—  MAeHTMdUKATOP ceccnm BHYTPU TyHHens paseH 100, Ha cTopoHe napTHepa 100;

— B TYHHenb HanpaBum TpaduK u3 bridge c naeHTnduraTopom 200.

Router ESR-ST
| AN WAN
! 192.0.2.10 198.51.100.1

R1

TyHHenb L2TPv3

PucyHok 9.20 — Cxema cemu
PeweHue:

Co3spgagum TyHHenb L2TPv3 200:

esr:esr# configure
esr:esr(config)# tunnel 12tpv3 200

YKaxKeM NoKanbHbIN 1 yaaneHHbl wito3 (IP-agpeca nHTepdencos, rpaHmyawmx ¢ WAN):

esr:esr(config-12tpv3)# local address 198.51.100.1
esr:esr(config-12tpv3)# remote address 192.0.2.10

YKaxem Tun MHKaNncynpyrouwiero npoTtokona:

esr:esr(config-12tpv3) # protocol ip

YKarKem naeHTMMKaTopbl TYHHENS A8 N0KaNbHOW W yAaNeHHOW CTOPOH:

esr:esr(config-12tpv3) # local tunnel-id 3
esr:esr(config-12tpv3) # remote tunnel-id 3

YKarKem naeHTMOMKaToPbl CECCUM BHYTPU TYHHENA ANA NOKANbHOW U yAaNeHHOW CTOPOH:

esr:esr(config-12tpv3) # local session-id 100
esr:esr(config-12tpv3) # remote session-id 100
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YcTaHOBUM npuHaanexHocTb L2TPv3-TyHHeNA K MOCTY, KOTOPbIA AOJ/IKeH ObiTb CBSI3aH C CeTblo
yaaneHHoro opuca (HacTpoiKa MocTa paccmaTpuBaeTca B NyHKTe 9.10):

esr:esr(config-12tpv3) # bridge-group 333

BKAtOUMM paHee CO34aHHbIN TYHHE/b U BbINgEM:

esr:esr(config-12tpv3) # enable
esr:esr(config-12tpv3) # exit

Co3gaamm cab-mHtepdenc ana Kommytaumm TpadpuKa, NOCTYNaAOLWEro U3 TYHHENA, B JIOKA/bHYIO
cetb c Terom VLAN id 333:

esr:esr(config)# interface gi 1/0/2.333

YcTaHOBUMM MpUHAANeXHOCTb cab-uHTepdeica K MOCTY, KOTOPbIM [0/KEH OblTb CBA3aH C
JIOKaNbHOW CeTblo (HacTpolKa MoCTa paccmaTpuBaeTca B nyHKTe 9.10):

esr:esr(config-subif)# bridge-group 200
esr:esr(config-subif)# exit

Ona npumeHeHuA N3MeEHEeHUM KOHd)MI'ypaLI,I/Il/I BbINO/HUM Cnieayrouime KOmaHAabl:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

Mocne npumeHeHMs HacTpoek TpaduK OyaeT WMHKANCyAMpoBaTbCA B TYHHE/Ab W OTNPaBAATLCA
napTHepy, He3aBUCUMO OT Hannuua L2TPv3 TyHHeNsA U NPaBUAbHOCTU HAaCTPOEK C ero CTOPOHbI.

HacTpoitku TyHHens B yaaneHHOM oduce AOMXKHbI ObiTb 3epKasibHbIMK JI0Ka/bHbIM. B KauecTse
JIOKANbHOro W/o3a A0NXKeH ucnonb3oBatbca IP-agpec 192.0.2.10. B KavecTBe y[aneHHOro LW/H3a
AOoMmKeH ucnonbsosatbea [P-agpec 198.51.100.1. UpeHTudUKaTop TyHHENss Ha JIOKaAbHOW CTOpPOHE
[0KeH OblTb paBHbIM 3, Ha CTOpPOHe napTHepa 3. aeHTUdMKaTOp ceccumn BHYTPU TYHHENA SO/MKEH ObiTb
paBHbiM 200, Ha cTopoHe napTHepa 200. TaKKe TyHHENb A0/MKEH NpuHagae)kaTb MOCTY, KOTOpbIi
HeobX0AMMO COeANHUTD C CETbIO NapTHepa.

CoctoAaHume TYHHENA MOXHO NOCMOTPETb KOMaH,D,OVIZ

esr:esr# show tunnels status 1l2tpv3 200

CueTumnKn BXoaALMX U OTNpPaB/IEHHbIX NAKETOB MOXXHO NMOCMOTPETb KOM&HAOVIZ

esr:esr# show tunnels counters 1l2tpv3 200

KoHourypaumio TyHHeNAa MOXKHO NOCMOTPETb KOMaHAOM:

esr:esr# show tunnels configuration 12tpv3 200

V NMomumo cospgaHua TyHHena Heobxoaumo B firewall paspewntb BxogAwmn Tpaduk no
nportokony L2TP.
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9.18 Hacrpoiika Dual-Homing *

Dual-Homing — TexHonorMA pes3epBMPOBaHMA COeAMHEHWI, MO3BOAAET OPraHM30BaTb HadeKHoe
coeauHeHMe KNHYEBbIX PECYPCOB CETU Ha OCHOBE HAIMUMA Pe3epPBHbIX IMHKOB.

3agaya: OpraHu3oBaTb pesepBupoBaHue L2-coegnHeHunin mapwpyTtusatopa ESR-ST gnsa VLAN 50-55
yepes yctponcrtea SW1 n SW2.

Switch
gi 1/0/9 Active link m
ESR-ST SWi
Switch

gl 1/0/10 paSSive Ilnk a

S
PucyHok 9.21 — Cxema cemu

PeweHue:

1. I'Ipep,BapMTeano HYXXHO BbINO/IHNTL chegyrowme ,D,GVICTBMFII

Co3zpgagmm VLAN 50-55:
esr:esr-1000 (config) # vlan 50-55

Heobxoanmo otkaounTtb STP Ha uHTepdeicax gigabitethernet 1/0/9 v gigabitethernet 1/0/10, Tak
KaK coBMeCTHas paboTa AaHHbIX NPOTOKO/I0B HEBO3MOMKHa:

esr:esr-1000 (config) # interface gigabitethernet 1/0/9-10
esr:esr-1000 (config-if-gi) # spanning-tree disable

NHTepdeiicbl gigabitethernet 1/0/9 n gigabitethernet 1/0/10 ao6asum B VLAN 50-55 B pexkume
general.

esr:esr-1000 (config-if-gi) # switchport general allowed vlan add 50-55
esr:esr-1000 (config-if-gi) # exit

2. OCHOBHOM 3Tan KOHOUIYpPUPOBaHUA:

Cpnenaem uHTepodelic gigabitethernet 1/0/10 pe3sepsHbim ana gigabitethernet 1/0/9:

esr:esr-1000 (config) # interface gigabitethernet 1/0/9
esr:esr-1000 (config-if-gi) # backup interface gigabitethernet 1/0/10 vlan 50-55

MN3meHeHna KoHOUrypauum BCTYNAT B AEWACTBME NOCAE NPUMEHEHUA:

esr:esr-1000# commit

Configuration has been successfully committed
esr:esr-1000# confirm

Configuration has been successfully confirmed

'B Tekyuen Bepcum MO gaHHbIM GYHKUMOHAA NoAAepKUBaETCA TONbKO Ha MaplupyTusatope ESR-1000-ST
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MpocmoTpeTb MHGOPMaLUIO O pe3epBHbIX MHTepdEicax MOXKHO KOMaHA0M’:

esr:esr-1000# show interfaces backup

9.19 Hacrtpoika QoS

QoS (Quality of Service) — TexHonoOrMA NpeaoCTaBAEHUS PA3IMUYHbIM Knaccam TpaduKa pasinYHbIX

npuoputetoB B o6cay:KMBaHUKU. Mcnosb3oBaHue cayxb6bl QOS NO3BONSAET CETEBbIM MPUIOKEHUAM
COCYyLLLECTBOBATb B OA4HOW CETH, HE YMEHbLLAA NPU 3TOM MPONYCKHYI CNOCOBHOCTb APYrUX MPUIOIKEHUN.

9.19.1 Basoswsili QoS

3agauya: HactpouTb cneayioume orpaHmMdeHunn Ha uHtepodeiice gigabitethernet 1/0/8: nepenasatb

TpaduKk ¢ DSCP 22 B BOCbMYIO MPUOPUTETHYIO o4vepedb, Tpaduk ¢ DSCP 14 B ceabMyto B3BELLEHHYHO
ovepeap, YyCTaHOBUTb OrpaHM4YeHue no ckopocti B 60 M6uT/c gna ceabmoit ouepeau.

gi1/0/8

gi 1/0/5

Switch

1B

PucyHok 9.22 — Cxema cemu

PeweHue:

Ana Toro yTObbI BOCbMAS oyepeab Crana I'IpMOpVITGTHOVI, ac nepBoﬁ no ceabmyto B3BeLLIeHHOﬁ,

OrpaHN4YMM KONIMHECTBO NPUOPUTETHDIX oqepe,u,eﬁ no1l:

esr:esr(config)# priority-queue out num-of-queues 1

MNepeHanpasum TpadpuK ¢ DSCP 22 B BOCbMYHO NPUOPUTETHYIO O4Yepesb:

esr:esr(config)# gos map dscp-queue 22 to 8

MNepeHanpasum TpadpuK ¢ DSCP 14 B ceabMyt0 B3BELLEHHYIO o4Yepesb:

esr:esr(config)# gos map dscp-queue 14 to 7

Bkatoumm QoS Ha BxogAuLem uHtepoerice co cTopoHbl LAN:

esr:esr(config)# interface gigabitethernet 1/0/5
esr:esr(config-if-gi)# qos enable
esr:esr(config-if-gi)# exit

Bkatoumm QoS Ha uHtepoeiice co ctopoHbl WAN:

esr:esr(config)# interface gigabitethernet 1/0/8
esr:esr(config-if-gi)# qos enable

YcTaHOBMM OrpaHuyeHme nNo ckopoctu B 60 M6UT/c gna cefibMoit ouepeam:

esr:esr(config-if)# traffic-shape queue 7 60000
esr:esr(config-if)# exit
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N3meHeHMA KoOHGUIypaLmm BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

MpocmoTpeTb CTaTUCTMKY Mo QOS MOXKHO KOMaHA0M:

esr:esr# show gos statistics gigabitethernet 1/0/8

9.19.2 PacwupeHHsili QoS

3agaua: KnaccuoumumposaTb npuxogawmini tpaduk no noacetam (10.0.11.0/24, 10.0.12.0/24),

npom3BecTM MapkuposKy no DSCP (38 1 42) n nponssectu pasrpaHuyeHue no noaceram (40 Méut/c un

60 M6wut/c), orpaHMuntb 0bulyto monocy Ao 250 M6ut/c, octanbHON TpaduK obpabaTbiBaTb Yepes

mexaHm3am SFQ.

ESR-ST
gi 1/0/20 WAN

gi 1/0/19

Switch

—1

PucyHok 9.23 — Cxema cemu

PeweHue:

HaCTDOMM CNUCKKN pgoctyna AnAa d)MIIpraLI,VIVI no noaceTAam, BbIXoaum B rnob6anbHbIN peEXnm

KOHUrypauum:

esr:esr(config)# ip access-list extended f1ll

esr:esr(config-acl)# rule 1

esr:esr(config-acl-rule) # action permit

esr:esr(config-acl-rule) # match protocol any

esr:esr(config-acl-rule)# match source-address 10.0.11.0 255.255.255.0
esr:esr(config-acl-rule)# match destination-address any
esr:esr(config-acl-rule)# enable

esr:esr(config-acl-rule) # exit

esr:esr(config-acl)# exit

esr:esr(config)# ip access-list extended f12

esr:esr(config-acl)# rule 1

esr:esr(config-acl-rule)# action permit

esr:esr(config-acl-rule) # match protocol any

esr:esr(config-acl-rule)# match source-address 10.0.12.0 255.255.255.0
esr:esr(config-acl-rule)# match destination-address any
esr:esr(config-acl-rule)# enable

esr:esr(config-acl-rule)# exit
esr:esr(config-acl)# exit

Cospaem knaccbl fl1 wm fl2, yKasbiBaem cOOTBETCTBYlOLWME CMWUCKM A[0CTYyNa, HacTpamMBaem

MapKUPOBKY:

esr:esr(config)# class-map fll
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esr:esr(config-class-map)# set dscp 38
esr:esr(config-class-map)# match access-group fll
esr:esr (config-class-map)# exit

esr:esr(config)# class-map £f12
esr:esr(config-class-map)# set dscp 42
esr:esr(config-class-map)# match access-group £12
esr:esr (config-class-map)# exit

Co3aaém NoUTUKY M onpeaensem orpaHnyeHme obLueit Noaochl MPonycKaHua:

esr:esr(config)# policy-map f1l
esr:esr(config-policy-map) # shape average 250000

OcyuiecTBifgem NPMBA3KY Knacca K NosIMTUKE, HacTpanBaem orpaHuMYeHne nosochbl NPOMycKaHUsa u
BbIXOAMM:

esr:esr
esr:esr
esr:esr
esr:esr
esr:esr
esr:esr

config-policy-map) # class fl1
config-class-policy-map) # shape average 40000
config-class-policy-map)# exit
config-policy-map) # class £f12
config-class-policy-map) # shape average 60000
config-class-policy-map) # exit

Ons gpyroro TpadumKa HacTpamBaem Knacc ¢ pexmmom SFQ:

esr:esr (config-policy-map)# class class-default
esr:esr (config-class-policy-map) # mode sfq
esr:esr (config-class-policy-map) # fair-queue 800
esr:esr (config-class-policy-map) # exit

esr:esr (config-policy-map) # exit

Brtouaem QoS Ha nHTepdeicax, NoNUTUKY Ha Bxoae uHTepdeica gi 1/0/19 gna knaccupurkaumm un
Ha Bbixoge gi1/0/20 gna npuMmeHeHUs orpaHnMYeHnin n pexkxuma SFQ ans Knacca no ymoavyaHuio:

esr:esr(config)# interface gigabitethernet 1/0/19
esr:esr(config-if-gi)# qos enable
esr:esr(config-if-gi)# service-policy input fl
esr:esr(config-if-gi)# exit

esr:esr(config)# interface gigabitethernet 1/0/20
esr:esr(config-if-gi)# qos enable
esr:esr(config-if-gi)# service-policy output f1l
esr:esr(config-if-gi)# exit

N3meHeHWa KoHOUrypauum BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

[Ona npocmoTpa CTaTUCTUKM UCNOJIb3yeTcA KOMaHaa:

esr:esr# do show gos policy statistics gigabitethernet 1/0/20
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9.20 HacTpoiika 3epKanupoBaHus '

3epKanupoBaHue Tpaduka —  YHKUMA  MmaplupytusaTtopa, npeaHasHadeHHas  ana
nepeHanpasieHma TpaduKa C 0AHOro NopTa MaplUpyTM3aTopa Ha APYroi NopT 3TOro e MapLupyT1usaTopa
(nokanbHoe 3epKannpoBaHMe) UM Ha yYAaNeHHOe YCTPOMCTBO (yaaneHHoe 3epKaiMpoBaHune).

3agayva: OpraHn3oBaTh yaaneHHoe 3epKaanposaHme Tpadumka no VLAN 50 c nHtepdeiica gil/0/11
ONA nepefayn Ha cepBep A5 06paboTku.

Server

VLAN 50
Switch
SWA1

VLAN 50
ESR-1000-ST |&i1/0/5
gil/0/11

Switch

B

Sw2

PucyHok 9.24 — Cxema cemu
PeweHue:

HDEABapMTEIIbHO HY>XHO BbINO/IHUTL chegyrowme ,D,EVICTBMHZ

— Cospatb VLAN 50;
— HawunTtepdelice gi 1/0/5 nobasutb VLAN 50 B pexkume general.

OcHOBHOW 3Tan KOHOUIYpUPOBaHUA:

YKkaxem VLAN, no Kotopoli byaeT nepeaaBaTbCa 3epKaMPOBaHHbIN Tpaduk:

esrl000 (config) # port monitor remote vlan 50
Ha nntepdelice gi 1/0/5 ykarkem nopT ANA 3epKannposaHua:
esrl000 (config) # interface gigabitethernet 1/0/5

esrl000(config-if-gi) # port monitor interface gigabitethernet 1/0/11

YKarkem Ha nHTepdelice gi 1/0/5 permMm yganeHHoro sepKaanpoBaHma:

esr1000 (config-if-gi)# port monitor remote

N3meHeHna KoHOUrypauum BCTYNAT B AEWACTBUE NOCAE NPUMEHEHUA:

'B Tekyuen Bepcum MO gaHHbIM GYHKUMOHAA NoAAepKUBaETCA TONbKO Ha MaplupyTusatope ESR-1000-ST
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esrl000# commit
Configuration has been successfully committed
esrl000# confirm
Configuration has been successfully confirmed

9.21 Hacrtpoiika Netflow

Netflow — ceTeBoit NpoTOKOAN, NpeAHA3HAYEHHbIN NS y4yeTa U aHanusa Tpaduka. Netflow
Nno3BoJifAeT nepeaasaTtb AaHHble 0 TpaduKke (agpec OTNpPaBUTENs U NoaydyaTens, NopT, KOJMYEeCcTBO
MHbopMaummn n ap.) c ceteBoro obopyaoBaHua (ceHcopa) Ha KoieKTop. B KayecTBe Konnektopa
MOXET UCMO0/Ib30BaTbCA 0ObIYHBIN cepBep.

3agaua: OpraHu3osaTb yyeT TpaduKa ¢ uHtepdeica gil/0/1 ans nepesayumn Ha cepsep 4epes
nHtepoeic gil/0/8 ansa 06paboTKu.

Cepsep (KonnekTtop)

Ee=g3

10.10.0.2

gil/o/8
10.10.0.1 ESRST

oEEE— «ta

gi1/0/1 4
192.168.2.1

192.168.2.2

[E

PucyHok 9.25 — Cxema cemu
PeweHue:

MNpeaBapuUTENIbHO HYXKHO BbINOJIHWUTL CieAyioLne AeUCTBUA:

—  HauHTepdeitrcax gil/0/1, gi1l/0/8 otkntounTb firewall komangow «ip firewall disable».
—  HasHauuTtb IP-agpeca Ha nopTax.

OcHoOBHOWM 3Tan KOHOUIYPUPOBaAHMUA:

YKaxem IP-agpec Konnekropa:

esr:esr(config)# netflow collector 10.10.0.2

Bkntoumm cbop akcnopTa ctatnuctukum netflow Ha cetesom nHTepdelice gil/0/1:

esr:esr(config)# interface gigabitethernet 1/0/1
esr:esr(config-if-gi)# ip netflow export

AkTuBMpyem netflow Ha mapwpyTtusatope.:

esr:esr(config)# netflow enable

N3meHeHUa KoHOUrypauum BCTYNAT B AEWCTBME NOCAE NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

[na npocmotpa cratmuctukm Netflow ncnonbsyerca KomaHaa:

esr:esr# show netflow statistics
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Hactpoiika Netflow ans yueta TpaduKka mexkay 30HaMu aHaornMyHa HactTpoke sFlow, onucanue
npuseseHo B pasaene 9.22 Hacmpolika sFlow.

9.22 Hacrpoiika sFlow

Sflow — craHAapT A8 MOHWUTOPUHIA KOMMbIOTEPHbLIX CeTel, BecnpoBOAHbIX CETel U CeTeBbiX
YCTPOWCTB, NpeAHa3Ha4YeHHbIN ANs yYeTa U aHanu3a Tpaduka.

3agaya: OpraHunsosaTb y4yeT Tpadmka mexxay 3oHamu trusted m untrusted.

UNTRUSTED

/ TRUSTED

Cepsep (Konnektop)

Ee=3

192.168.1.8

\

gil/0/2
192.168.1.5

Gi1/0/1
10.10.0.1

gil/0/3
192.168.3.5

PucyHok 9.26 — Cxema cemu

PeweHue:

[Ona ceten ESR-ST co3paaum ase 30HbI 6be30nacHoOCTU:

esr:
esr:
esr:
esr:

esr

esr# configure

esr (config)# security zone TRUSTED
esr (config-zone) # exit

esr (config)# security zone UNTRUSTED

:esr(config-zone) # exit

HaCTp0MM ceTesble VIHTepd)el\/iCbl nonpeaenmm nx npuHagnexXHoCTb K 30Ham 6e3onacHoCTH:

esr:
esr:
tesr(config-if-gi)# ip address 10.10.0.1/24
esr:
esr: (
esr: (
esr: (
esr: (
tesr(config-if-gi)# ip address 192.168.1.5/24
(
(
(
(

esr

esr

esr:
esr:
esr:
esr:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone UNTRUSTED

esr(config-if-gi)# exit

esr(config)# interface gil/0/2-3
esr(config-if-gi)# security-zone TRUSTED
esr(config-if-gi)# exit

esr(config)# interface gil/0/2

esr(config-if-gi)# exit

esr(config)# interface gil/0/3
esr(config-if-gi)# ip address 192.168.3.5/24
esr(config-if-gi)# exit

YKaxkem IP-agpec konnektopa:

esr:

esr(config)# sflow collector 192.168.1.8

BKOYMM 3KCMOPT CTAaTUCTMKM Mo npoToKkony sFlow ana noboro Tpadumka B npasune «rulel» ana
HanpasneHna TRUSTED-UNTRUSTED:
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esr:esr
esr:esr
esr:esr
esr:esr
esr:esr

config)# security zone-pair TRUSTED UNTRUSTED
config-zone-pair)# rule 1
config-zone-pair-rule) # action sflow-sample
config-zone-pair-rule) # match protocol any
config-zone-pair-rule) # match source-address any
esr:esr(config-zone-pair-rule)# match destination-address any
esr:esr (config-zone-pair-rule)# enable
esr:esr (config-zone-pair-rule) # exit
esr:esr (config-zone-pair)# rule 10
)
)
)
)
)
)

action permit

match protocol any

match source-address any
match destination-address any
enable

exit

esr:esr (config-zone-pair-rule
esr:esr (config-zone-pair-rule
esr:esr (config-zone-pair-rule
esr:esr (config-zone-pair-rule
esr:esr (config-zone-pair-rule
esr:esr (config-zone-pair-rule

#
#
#
#
#
#
AktTusmnpyem sFlow Ha mappytnsaTope:

esr:esr(config)# sflow enable

N3meHeHMA KoHbUIypaL MM BCTYNAT B A4eNCTBUE NOCAE NPUMEHEHUS:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

HacTpoika sFlow ans yyeTa TpadumKa c nHTepdeiica ocylecTenserca aHanormyHo 9.21 Hacmpolika

Netflow.

9.23 Hacrtpoika LACP

LACP — NPOTOKON ON1A arpernpoBaHnA KaHaNoB, MNO3BOJIAET O6'beﬂ,MHMTb HECKOJIbKO
(I)MBM‘-IECKMX KaHa/s10B8 B OAUH nornyeckuit. Takoe O6'be,CI,VIHEHVIe NO3BOJIAET YBE/IMYNBATL NMPONYCKHYHO
CNOCcobHOCTb U HaAeXHOCTb KaHaa.

3agaya: HacTpouTb arperMpoBaHHbIA  KaHan mexagy Mmaplpytusatopom ESR-ST wu
KOMMYTaTOpPOM.

ESR-ST Switch
gi1/0/2

portcHanneIZ

PucyHok 9.27 — Cxema cemu
PeweHue:

MNpeaBapuUTENbHO HYKHO BbINOJIHUTL C/IeAYIOWME HACTPOMKK:

— HawuHTepdelicax gil/0/1, gi1l/0/2 oTkAOUUTL 30HY 6e30MacHOCTN KOMaHA0M «No security-
zone».
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OCcHOBHOWM 3Tan KOHPUrypmposaHua:

Co3zgaanm nHtepdelic port-channel 2:

esr:esr(config)# interface port-channel 2

Bkatounm dusmueckune nutepdeicsl gil/0/1, gil/0/2 B cozgaHHy0 rpynny arperaummn KaHaaos:

esr:esr(config) # interface gigabitethernet 1/0/1-2
esr:esr(config-if-gi)# channel-group 2 mode auto

N3meHeHns KoHPUrypauum BCTYNAT B AENCTBME NOC/e NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

JanbHenwasn koHourypauma port-channel nposoauTca Kak Ha 06bIYHOM pU3NYECKOM MHTEPdENCE.
9.24 Hacrtpoika VRRP

VRRP (Virtual Router Redundancy Protocol) — ceTeBolt NpoOTOKO/, NpeaHasHaYyeHHbId Ans
yBe/NMYEHMA [OOCTYNMHOCTM MapLIPyTM3aTOPOB, BbIMONHAKWMX POAb W33 NO YMOAYaHWUIO. ITO
[OCTUraeTca NyTém obbeauHeHUa rPynnbl MapliPyTU3aToOpPoB B OAMH BUPTYa/ibHbIA MapLpyTM3aTop U
HasHayeHua um obuero IP-agpeca, KOTOpbIM M ByaeT MCNOAb30BaTbCA KaK LWAK3 MO YMONYaAHUIO ANA
KOMMbIOTEPOB B CETU.

3apgaua 1: OpraHn3oBaTb BUPTYasibHbIM W03 ANs noKanbHol cetu B VLAN 50, Mcnonb3ya NpoToKoN
VRRP. B KauecTBe /I0Ka/IbHOro BUMPTYAAbHOrO WAt03a ucnonbsyetca IP agpec 192.168.1.1.

ESR-ST ESR-ST
gi 1/0/5.50 R1 R2 |gi1/0/5.50
192.168.1.148/24 192.168.1.1 192.168.1.250/24

. = /
switch
PucyHok 9.28 — Cxema cemu

PeweHue:

MNpeasapuTesIbHO HYXHO BbIMONHUTbL Ceaytowme AEVICTBMHZ

—  €034aTb COOTBETCTBYIOWMI cab-uHTepdeic;
—  HaCTpoMTb 30HY 1A cab-uHTepdeitca;
— yKasartb IP-agpec ans cab-untepdeiica.
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OcHoBHOWM 3Tan KOHGUIypUpPOBaHMUA:

Hacmpoum mapwpymusamop R1.

B co3pgaHHOM cab-uHTepdelice Hactponm VRRP. YKaxem yHUKanbHbIM naeHTudumkatop VRRP:

esr:R1 (config) #interface gi 1/0/5.50
esr:R1l (config-subif)# vrrp id 10

YKaskem IP-agpec BupTyanbHOro wio3a 192.168.1.1/24:
esr:R1l (config-subif)# vrrp ip 192.168.1.1

Bkntounm VRRP:

esr:R1 (config-subif)# vrrp
esr:R1l (config-subif) # exit

N3meHeHMA KoHbUIypaL MM BCTYNAT B A4eNCTBUE NOCAE NPUMEHEHUS:

esr:R1# commit
Configuration has been successfully committed
esr:R1# confirm
Configuration has been successfully confirmed

lMpoussecmu aHan02u4HbIe HacmpoUlKu Ha R2.

3agaua 2: OpraHu3oBaTtb BUPTYasbHble Wo3bl Ans noacetn 192.168.20.0/24 8 VLAN 50 n nogceTu
192.168.1.0/24 8 VLAN 60, ncnonb3sysa npotokon VRRP ¢ dyHKuMen cuHxpoHunsaumm Macrepa. Jaa storo
ucnonb3yem obvegnHeHne VRRP-npoueccos B rpynny. B KayecTBe BUPTYasibHbIX LUHO30B UCMONb3YHOTCA
IP-agpeca 192.168.1.1 1 192.168.20.1.

switch 2

s B N

192.168.20.149/24 192.168.20.250/24
gi 1/0/6.60 ESR-ST 192.168.20.1 ESR-ST| &i1/0/6.60

R1 192.168.1.1 R2

gi 1/0/5.50 gi 1/0/5.50
192.168.1.149/24 192.168.1.250/24

N = /

switch 1

PucyHok 9.29 — Cxema cemu
PeweHue:

MNpeasapuTesIbHO HYXHO BbIMONHUTbL Ceaytowme AEVICTBMFIZ

—  cO034aTb COOTBETCTBYIOLWME cab-UHTepdENChI;
—  HacTPOUTb 30HY ANA cab-uHTepdeicos;
— YyKasartb IP-agpeca ana cab-uHTepdeicos.

OCHOBHOW 3Tan KOHOUIYpPUPOBaHUA:
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Y

Hacmpoum mapwpymusamop R1.
Hacmpoum VRRP 051 nodcemu 192.168.1.0/24 8 co30aHHom cab-uHmepgelice.

YKaxkeM yHUKanbHbln ngeHtndurkatop VRRP:

esr:R1 (config-sub) #interface gi 1/0/5.50
esr:R1 (config-subif)# vrrp id 10

YKaxkem IP-agpec BupTyanbHoro wito3a 192.168.1.1:

esr:R1 (config-subif)# vrrp ip 192.168.1.1

YKaxem ngeHtnpuratop VRRP-rpynnbi:

esr:R1 (config-subif)# wvrrp group 5

Bkntounm VRRP:

esr:R1 (config-subif) # vrrp
esr:R1 (config-subif)# exit

Hacmpoum VRRP s nodcemu 192.168.20.0/24 e co30aHHom cab-uHmepgelice.

YKaxeM yHUKanbHbln ngeHtnduratop VRRP:

esr:R1 (config-sub) #interface gi 1/0/6.60
esr:R1 (config-subif)# vrrp id 20

YKaxem IP-agpec BupTyansHoro wntosa 192.168.20.1:

esr:R1 (config-subif) # vrrp ip 192.168.20.1

YKkaxem ngentuduratop VRRP-rpynnbi:

esr:R1l (config-subif) # vrrp group 5

Bkntounm VRRP:

esr:R1 (config-subif) # vrrp
esr:R1 (config-subif) # exit

N3meHeHna KoHOUrypauum BCTYNAT B AEWACTBME NOCAE NPUMEHEHUA:

esr:R1# commit

Configuration has been successfully committed
esr:R1# confirm

Configuration has been successfully confirmed

Mpouszsecmu aHaso2u4Hble Hacmpoliku Ha R2.

Nomumo cosgaHua TyHHena Heobxoaumo B firewall paspewnts npotokon VRRP(112).
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9.25 Hacrpoitka MultiwAN

TexHonorma  MultiwWAN  nos3BonseT oOpraHM3oBaTb  OTKA30yCTOMYMBOE  coeguHeHue  C

pesepBMpoBaHMEM JIMHKOB OT HECKO/JIbKUX MPOBalAepoB, a TaKKe pellaeT npobsemy 6anaHCUMpPOBKU
TpadurKa MmeKay pe3epBHbIMU JIMHKaMM.

3apgaya: Hactpoutb mapuwpyt K cepsepy (203.0.113.1/28) c BO3MOMKHOCTbIO 6anaHCUPOBKM

Harpysku.

192.0.2.0/30 1

Server

Internet

203.0.113.1/28

Google Public DNS

. 8.8.8.8
te1/0/2 198.51.100.0/30 .1

PucyHok 9.30 — Cxema cemu

PeweHue:

I'Ipep,BapMTeano HY>XHO BbINMO/IHNTL cheayouime ,Cl,eﬁCTBVIﬂI

—  HacTpouTb 30HbI Ans nHTepodeiicos tel/0/1 n tel/0/2;
— yKasartb IP-agpeca ana nHtepdeitcos tel/0/1 n tel/0/2.

OcHoBHOW 3Tan KOHGUIypUpPOBaHMUA:

HacTtponm mapipyTtusaumio:

esr:esr(config)# ip route 203.0.113.0/28 wan load-balance rule 1
Cosgagmm npasmnno WAN:

esr:esr(config)# wan load-balance rule 1

YKaxeM y4acTBytoLmne NHTepPencol:

esr:esr (config-wan-rule) # outbound interface tengigabitethernet 1/0/2
esr:esr (config-wan-rule) # outbound interface tengigabitethernet 1/0/1

BK/ItoUMM co3gaHHOE NPaBMAO 6anaHCUPOBKM U BbIAEM U3 perKMMa KOHOUTYPUPOBaHUA NPaBUAa:

esr:esr (config-wan-rule) # enable
esr:esr (config-wan-rule) # exit

Co3sgagmm cnncok gna npoBePKU LLENNTOCTHOCTU COEANHEHNA:

esr:esr(config)# wan load-balance target-list google

Co3gaaum Lenb NPOBEPKM LLeNOCTHOCTHU:
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esr:esr(config-target-list)# target 1

3agaavm agpec Ana NPoBEPKM, BKAKOUMM NPOBEPKY YKa3aHHOro agpeca v Bbliaem:

esr:esr(config-wan-target)# ip address 8.8.8.8
esr:esr (config-wan-target) # enable
esr:esr(config-wan-target) # exit

Hactpoum mnHTtepdeiicsl. B pexkmme KoHbUrypmpoBaHua nHtepderica tel/0/1 ykasbisaem nexthop:

esr:esr(config) # interface tengigabitethernet 1/0/1
esr:esr(config-if) # wan load-balance nexthop 192.0.2.1

B pesxume KoHurypuposaHusa uHTepdeica tel/0/1 ykasbiBaem CMMCOK Lenein AnA MNpOBEpPKM
coeivHeHUA:

esr:esr(config-if) # wan load-balance target-list google

B pexxume KoHPUrypuposaHus nHitepdelica tel/0/1 sknoyaem WAN-pexnm 1 BbIXOAUM:

esr:esr(config-if) # wan load-balance enable
esr:esr(config-if) # exit

B pexxume KoHourypmnposaHua nHtepdeica tel/0/2 ykasbisaem nexthop:

esr:esr(config)# interface tengigabitethernet 1/0/2
esr:esr(config-if) # wan load-balance nexthop 198.51.100.1

B pexume KoHdUrypupoBaHua uHTepdeica tel/0/1 yKkasbiBaem CNUCOK Leneid Aaa NpPOBepKu
coeguHeHus:

esr:esr(config-if)# wan load-balance target-list google

B pexxume KoHourypmnposaHua nHtepdeica tel/0/2 sknovaem WAN-peXKMm 1 BbIXOANM:

esr:esr(config-if) # wan load-balance enable
esr:esr(config-if) # exit

N3meHeHna KoHOUrypauum BCTYNAT B AEWCTBME NOCAE NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

[OnAa nepeknoyeHnA B pexXmm pes3epBuUpoBaHUA HAaCTPOUM Cleaytolee:

3axogMm B pexKMM HacTpoiku npasmaa WAN:

esr:esr(config)# wan load-balance rule 1

dyHKuMAa MultiWAN TakxKe MoXKeT paboTaTb B peXMMe pe3epBMpPOBaHNS, B KOTOpom Tpaduk byaer
HanNpPaBAATbCA B aKTUBHbIN WHTepdeNc C HaubonbWMM BECOM. BKAOUUTL AaHHbIN PEXUM MOMKHO
cneayrowen KOMaHaoM:

esr:esr(config-wan-rule) # failover

N3meHeHna KoHOUrypauum BCTYNAT B AEWACTBUE NOCAE NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
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esr:esr# confirm
Configuration has been successfully confirmed

9.26 Hactpoitka SNMP

SNMP (aHrn. Simple Network Management Protocol — npocToii NPOTOKON CeTeBOoro ynpasaeHus)
— MPOTOKOJ, NpegHa3sHa4YeHHbIM AAA ynpaBAeHMA ycTpohcTBamu B IP-ceTAX Ha OCHOBE apPXUTEKTYpP
TCP/UDP. SNMP npegoctaBnsfieT AaHHble A4 yhNpasJeHUA B BUAE MepemMeHHbIX, OMMCbIBaIoLLMX
KOHUrypauuio ynpasaseMon cuctembl.

3agauva: Hactpoutb SNMPv3 cepBep ¢ ayTeHTMdMKAuMen M WKNPPOBAHMEM [AHHbIX ANA
nosnb3osartesa admin. IP-agpec mapwpyTtusatopa esr - 192.168.52.41, ip-agpec cepsepa - 192.168.52.8.

Server ESR-ST

192.168.52.41 Gi 1/0/1
192.168.52.8

PucyHok 9.31 — Cxema cemu

PeweHue:

I'Ipep,BapMTeano HY>XHO BbINO/IHNTL chegyrowme ,D,GVICTBMHI

—  YKasaTb 30Hy Ans nHtepdeiica gil/0/1;
— HacTpouTb IP-agpec ana untepdeicos gil/0/1.

OcHoBHOW 3Tan KOHGUIypUpPOBaHMUA:

Bkntoyaem SNMP-cepsep:

esr:esr(confiqg) # snmp-server

Co3pgaem nonb3oBaTtena SNMPv3:

esr:esr(config)# snmp-server user admin

Onpeaennm pexxnum 6es3onacHoCcTH:

esr:esr(snmp-user) # authentication access priv
Onpegennm anroputm ayteHTMdMKaumm ans SNMPv3-3anpocos:
esr:esr (snmp-user)# authentication algorithm md5
YcTaHOBMM naposb Ana ayteHTuomnkaumm SNMPv3-3anpocos:
esr:esr (snmp-user) # authentication key ascii-text 123456789
Onpep,enMM aIfopuT™M UJMd)pOBaHMFI nepegasaembiX JaHHbIX:
esr:esr(snmp-user) # privacy algorithm aesl128

YcTaHoBMM Naposb anA LUMd)pOBaHMH nepegasaemMbixX AaHHbIX:

esr:esr (snmp-user) # privacy key ascii-text 123456789
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Aktusupyem SNMPv3-nonb3osatens :

esr:esr (snmp-user) # enable
Onpepennaem cepsep-npuemHumk Trap-PDU coobuieHwmin:
esr:esr(config)#f snmp-server host 192.168.52.41

N3meHeHns KoHPUrypauum BCTyNAT B AENCTBME NOc/e NPUMEHEHUA:

esr:esr# commit
Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed
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10 YACTO 3AAABAEMDIE BOMPOCHI

N3meHeHna KoHdurypaumm B CLI gna ynpasneHma ESR BcTynawoT B Aencteme nocne

i npumMmeHeHunA:
esr:esr# commit
. . Configuration has been successfully committed
esr:esr# confirm
Configuration has been successfully confirmed

N3meHeHna KoHdurypauum B S-TERRA CLI BcTynatoT B geiictBuMe nocie Bbixoga B
/5 rnobanbHbI pexkum S-TERRA CLI

cgw:esr (config) # exit
cgw:esr#

e C6poc KoHuUrypauum
C6pocuTb KoHdurypaumio B S-TERRA CLI MOXKHO KOMaHAOM:
cgw:esr# clear running-config

o  OTKAounTb NpoBepKy CRL

Ecnm B npoBepku CRL HET HEO6XOAMMOCTH, 3TO OTK/tOYAETCA CAeayoWwnm obpasom
cgw:esr (config) # crypto pki trustpoint s-terra_technological_ trustpoint

cgw:esr (config) # revocation-check none
e (O6HOBNEHME NNLEH3UN

JINUEH3NI0 B S-TERRA CLI MOXHO BBECTU KOMAHIO:

run lic_mgr set -p PRODUCT CODE -c CUSTOMER CODE -n LICENSE_NUMBER -1 LICENSE CODE:

IprMep :

cgw:esrfrun lic mgr set -p GATE10000 -c DEMO TEX -n 1 -1 XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

e Cratyc cepTuduMKaTOB OTAIMYEH OT Active

MpoBepuTb cneaytoulee:

a. Bpems Ha KpUNTOMapLLYTU3ATOPE;
b. Cpok aeincteua cepTUPUKaTOB;
C. Hanunuue v cpok AencTemna cnucka 0To3BaHHbIX CEPTUOUKATOB.

o 3aKpbiBaloTca ceccum SSH, npoxogauwime yepes mapwpyrtmsatop ESR-ST.

[na nopgaeprkaHWA ceccum akTMBHOM HeobxoaMMo HacTpouTb nepegady keepalive naketos. Onumsa
oTnpaBku keepalive HacTpanBaeTtca B KnmMeHTe SSH, Hanpumep ana knmeHTta PUuTTY pasaen “CoeguHeHne”.

B cBOlO oyepeab, Ha MapLIPYTU3aTOPE MOMKHO BbICTaBUTb BPEMA OXMWAAHWA 40 3aKPbITUA HEaKTUBHbIX
ceccuii TCP (B npumepe BbicTaBfeH 1 yac):

esr:esr(config)# ip firewall sessions tcp-estabilished-timeout 3600

90 Mapwpymuzamopeol cepuu ESR-ST, Pykosodcmeo no aKcnayamayuu



DELTEX

e Bce usmeHeHuna, BHeceHHble B KoHdurypaumio Firewall, npumeHMMbl TONbKO ANA HOBbIX
ceccuit. Ha paHee aKTMBHble CeCCMM HOBble NapameTpbl He noBauAT. PekomeHayetca
OUUCTUTb aKTUBHbIE CECCUM, NOC/Ie MPUMEHEHUA U3MeHeHui napametpos Firewall, kKomaHgoi:

esr:esr# clear ip firewall session
e MopTtbl XG B down nocne KoHpurypuposaHua LACP Ha ESR-1000-ST

Mo ymonyaHutio Ha port-channel yctaHoBneH pexxkum: speed 1000M, HeobxoaMmo BbICTaBUTb: speed
10G ecnu B port-channel Bkatouaem XG nHtepoelicol.

esr:esr(config)# interface port-channel 1
esr:esr (config-port-channel) # speed 10G

e KaK no/sHOCTbIO OUUCTUTL KoHGUrypauuio ESR-ST, Kak cOpocutb Ha 3aBOACKYIO KOHOUrypauuio?

OumncTKa KoHOUrypauum nNpoucxoauT NyTEM KOMMPOBAHMA KOHOUIypauuu Mo YMONYAHUIO B
candidate-config u npumeHeHua ero B running-config.

esr:esr# copy fs://default-config fs://candidate-config

Mpouecc cbpoca Ha 3aBOACKYIO KOHOUTYPaLMIO aHaI0TUYEH.

esr:esr# copy fs://factory-config fs://candidate-config
o Kak 3agartb TMn uHKancyaauumu u VLAN ana cosaaHHoro cab-uHtepdeiica?

Mpu cospaHmm cabuHTepdeiica TMN UHKancynaumm n VLAN ID 3agaeTca aBTOMaTUYECKM, UHAEKC
cab-uHTepdeica anaetcs naeHTUpmKatopom VID.

e EcTb in B mapuupytusaropax cepumn ESR-ST ¢pyHKuMOHan ana aHanusa tpadpuka?

B mapuwpyTtunsatopax cepum ESR-ST peanvsoBaHa BO3MOMHOCTb aHa/M3MpPoBaTb TpPapuK Ha
nHTepoelicax u3 CLI. CHuddep 3anyckaetcs KomaHaol monitor.

esr:esr# monitor gigabitethernet 1/0/1

e Kak HacTpouTb ip prefix-list 0.0.0.0/0?

HuKe npuBegeH npumep KoHoUrypauum npeduKc MUCTa, paspeLlalolero npuem maplpyTa no
YMOIYaHMIO .

esr:esr(config)# ip prefix-list eltex
esr:esr(config-pl) # permit default-route

e [pobnema npoxoxaeHua TpadrKa NPU aCUMMETPUYHOI MapLUPYTU3aLUMN.

B cnyyae opraHM3auMM CeTM C acCMMETPUYHOW MaplupyTusaumei, Firewall 6yazer sanpewaTb
"HenpaBuibHbIN (OWKNBOYHBLIN)" BxoasawMA TpaduK (He OTKpbiBalOWMIA HOBOE COoegMHEHWE U He
NpMHaANeKaWmii HUKAKOMY YCTaHOBIEHHOMY COeANHEHUIO) N3 co0bparkeHnn 6e30nacHoCTH.

Paspewatouee npasuo B Firewall, Tak e He pelwmnT NoCTaBAeHHY0 33434y AN NOA0OHbIX CXEM.

PelwnTb 3a4a4y MOXKHO, OTKNtOUMB Firewall Ha BxogHOM uHTepdelice:

esr:esr(config-if-gi)# ip firewall disable
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TEXHMYECKAA NOAAEPXKA

Ona nonydyeHma TeXHUYECKOM KOHCyNbTauMM MO BoOMpocam 3KcnayaTaumm obopygosavms 000
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTuTbcA B CEPBUCHDIN LLEHTP KOMMNAHWUK:

Poccuiickaa ®Pegepauma ,630020, r. HoBocnbumpck, yn. OKpy»KHana, aom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHom calite KOMNaHUM Bbl MOMKeTe HalTU TEeXHUYECKYHD AOKYMEHTAUMI0 U NporpammHoe
obecneyeHne pana npogykumm 00O «Mpeanpuatne «3/1TEKC», o6bpatutbca K 6ase 3HaHUI,
NMPOKOHCY/IbTUPOBATLCA Y UHXKeHepoB CepBUCHOrO LIeHTPa Ha TEXHUYECKOM dopyme:

OdurumanbHbI cainT komnaHun: http://eltex.nsk.ru
TexHunueckuit popym: http://eltex.nsk.ru/forum

ba3a 3HaHuit: http://kcs.eltex.nsk.ru/

LlenTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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