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19.2.9PrefiX-lIST oo 229
19.3 MapuwpyTnsauma Ha oCHOBE MONMUTUK (PBR) ..o, 230
T T I o U = o = J S 230
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19.7.12  defaUlt-OriZiNate. . .cciiiiiiiiiiieieiiieeeee ettt ettt eeeeeeeeeeeeeeaeeesassasssssssssssssssssssssssssssssssssssnnnnns 259
S B I T o] [V ) =Y o T [P PPPPPPPPPPPPRS 259
10 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



19.7.14  route-reflector-client .....ccooeeeiiiiiii 260
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19.7.18  @NADIE. e 262
19.7.19 router bgp log-neighbor-changes........ccccce i 262
19.7.20  ShOW I P DD cooeeeeeeeeeeeeeeeeee 263
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19.7.22  ClEAr I P P e, 265
19.8 HacTpoiKa NPOTOKOMA RIP oo, 265
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19.8.28NADIE e 266
19,8 3P O OINCE oo 266
19.8.4authentication algorithm ... 267
19.8.5aUuthentication KeY ...ccoeeeee e 267
19.8.6authentication key-chain.......ccccoooe i 268
19.8.7PaSSIVE-INTEITACE ..o 268
19.8.8tIMErS UPAAte cooeeeeeeeeeeeeeeee e, 269
19.8.91IMEIS INVAIIA ...ttt e e sttt e e e e s s bbb e et e e e e e ssaaabrbaeeeeeeeanaanes 269
19.8.20  tIMEIS FIUSH....uiiiiiiiiiie et e e st e e e e e s s st ae e e e e e s enaans 270
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19.8.12 P FIPMOUE e 271
19.8.13 QPP NEIGNDON e 272
19.8.14  ip rip SUMMArY-address ....cccceeeeiieeieeee e 272
19.8.15  SNOW IP M e eieeeeeee e 273
19.8.16  ClBAI P M ceeiiiee e e 273
19.9 HacTpoliKa NPOTOKOMA OSPF ..o 274
19.9. 1r0ULEN OSPF e, 274
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19.9. 3 PrE EIBNCE oo, 275
19.9.4compatible rfCl583 ... .o, 275
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19.9.7default-information-originate ... 277
19.9.8SUMMANY-AAAIESS ...cceeeeeeeeeeeeeeeeeeeeeeeeee e 277
19.9.9ViIrtUAI-TINK. cce ettt et e e e s e st e e e e e s s bt e e e e e e e e e anabbraaeeeeeeeanaanns 278
19.9.10  retranSMIt-iNTEIVAl . .cccuuiiieiiee e e e e s st r e e e e e e s s s e aeeeeeeeenanns 278
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19.9.12  dEAG-INTEIVAL ..eiiiiiiii i e e e s s e e e e e e e s e rraaeeeeeeananes 279
19.9.13  ENADIE i e e e e et e e e e e e s ——aeeeaeeeeaanrrraeeeeeeeaaaanns 280
19.9.14  ip OSPIINSTANCE..ccceieeeeeeeeeeeeeeeeeeeeee 281
19.9.15 P OSSP Ar@a. e e e 281
19.9.16 P OSPI e 282
19.9.17  ip oSPI MEU-IGNOIE oo 283
19.9.18 ip ospf authentication algorithm ... 283
19.9.19 ip ospfauthentication K&y ..o 284
19.9.20 ip ospf authentication key-chain ............cc 285
19.9.21 ipospfwait-interval.......cccoooeiiiii 285
19.9.22 ip ospfretransmit-interval ..........cccooeiiii i 286
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19.9.26  ip OSPf NEIGNDON ..o 289
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19.9.36  ShoW ip OSPT VIrtUAI-IINKS ..eevvviiiiiiiiiiiiiiiiiiieecee ettt eeeeeee e seeeeeeseseeeseeererneee 296
20 PE3EPBUPOBAHME.......c.vcvitetitetetetetetetetetete et tetetetesetesetetetesesetesesssetesessseseseseseseseseseseses et esesesesesesesesesesesesesssesesssesesesesnansnsnsens 297
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PO B AV g g o X o] g To] o) xR TP PP PPPPPPRt 299
20. 0. 5VITPD BrOUP . ciitiiieiiieeetiiee et etie e ettt s ettt e ettauseettaaseeasaasseaesaneesannneaesnnsseresnnseessnnnseeesnnneesennnseenens 299
20.L1.6VITP SOUICEIP uureeeerertruuiunreeeettttuuieaseeeeeeeessuasseseerteessuesssseseereemmmssssseseeeenssmssnesseereemmmmmnnssseenans 300
20.0.7VITP tiMEIS @UVEITISE..uuuuuuutitiiitiiiiiittit s 301
20.2.8VrrP timMErs SarP AEIAY....uuuuuuueiiiiiiiiiiii s 301
20.1.9VITP tiMEIS GArP FEPEAT ... ie it iieiiiiiiiiee e e ettt e e e e ettt s e e e e e et eeabb e s eeeeeeaesssaasssseeeaessssnnssseeanens 302
20.2.10  vrrp timers Garp refr@Sh .. .. e e s 303
20.1.11  vrrp timers garp refresh-rePeat ..... ... . e 303
PO I O A Vo o I o] £ <1< 1 o o] AU PP PR OPP PP PPPPINN 304
20.1.13  UrrP Pre@mMPt eIAY ..uuuueeeeieiiiiiiiiii s 305
20.1.14  vrrp QUthentiCation KEY.........eueeeeei s 306
20.1.15 vrrp authentication algorithm ..........eeeeeee s 306
00 000 I T o Vo YA o 307
20.2 HaCTPOMKA PESEPBUPOBAHMUSA ccceeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e ee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaas 308
20.2.1HacTpoiKa pe3epBUPOBAHUA DHCP.........uueiiiiiiii s 308
20.2.1.1  ip ANCP-SEIVEN fAIlOVEL ..eiiiiiiiiiiieee ettt e e e sttt e e e e s s s bbb re e e e e e s s sanbbneeas 308
20.2.1.2  ip dhcp-server failover 10cal-address .......coooeeeiiiiiiiii e 308
20.2.1.3  ip dhcp-server failover remote-address ........cccevviiiiiiiii i, 309
20.2.1.4  ip ANCP-SErVEr fallOVEI FOIE.....uiiiiiiiii ettt e e e e e st re e e e e e s s b beees 309
20.2.1.5 show ip dhcp server failover.......cccco i, 310
20.2.2HacTpoiKa pe3epBUPOBAHMUA FIr@Wall ..........uuuunieiii s 310
20.2.2.1  ipfirewall faillover ..., 310
20.2.2.2 ip firewall failover source-address.......ccccoeeeiieiii e, 310
20.2.2.3  ip firewall failover destination-address...........cccceeeiiiiiiii 311
20.2.2.4  ipfirewall failover port........ccoo i, 311
20.2.2.5 ipfirewall failover SyNC-type.....cccooiiiii i, 312
20.2.2.6  ip firewall failover multicast-address...........ccceeeiiiiii i 312
20.2.2.7 ip firewall failover multicast-group.......ccccoooiiiiiii i, 313
20.2.2.8  show ip firewall failoVer ... 313
20.2.3show high-availability STate..........uuuuuuui s 314
20.3 YnpaBaeHue DUal-HOMING ... 315
20.3.1backup-interface Pre@mMPLION ...... ... .. s 315
20.3.2backup-interface Mac-dUpPliCate..........uuuuuuuuuiii s 315
20.3.3backup-interface Mac-Per-SECONG..........uuuuuuuuuuuiie e nan 316
20.3.4DaCKUP INTEITACE . .uuetiiiiiiii e nanan 316
20.3.55hoW iNterfaces DACKUD .......uueeeeie e aan 317
20.4 HacTporKa MUITIWAN ..., 318
20.4.1Wan [0ad-balance FUIE........oeiii i e e e e e st e e e e e e e e ae s 318
20.4.2wan [0ad-balance target-liSt...... ... s 318
DI =T o =1 o USRS 319
20.4.40UEDOUNG. . .uitiiiiitiiitttt s 319
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1 BBEAEHME

1.1 AHHOMayus

B HactoAwem pyKoBOACTBE MpuBedeHO onucaHuve KomaHg CLI gna  agmuHucTpatopa
mapupyTusaTopa cepum ESR-ST (B Aa/ibHeMLLIEM MMEHYEMOrO YCTPOCTBOM).

NHTepdeiic komaHgHoM cTpokn (Command Line Interface, CLI) — nHTepdelic, npegHasHaYeHHbIM
ONA yrpaB/AeHuaA, NPOCMOTPA COCTOSIHUA M MOHUTOPUHIa ycTponcTea. Ana paboTtbl notpebyetca nobasn
ycTaHoBNeHHas Ha K nporpamma, noaaep*kusatowas paboty no npotokony Telnet, SSH mam npamoe
NoAKAloUYeHMe Yepes KOHCObHbIN NopT (Hanpumep, HyperTerminal).

1.2 LUenesas ayOumopus

CnpaBoyHUK KomaHg, CLI npegHa3HayeH 4na TEXHMYECKOrO NepcoHana, BbIMOAHAOLWErO HACTPOMKY
M MOHWUTOPWUHI MaplpyTusaTopa cepumn ESR-ST nocpeactsom uHTepdeica KomaHaHoW cTpoku (CLI).
KBanndukaumsa TexHMYecKoro nepcoHana npegnonaraet 3HaHnMe ocHOB paboTbl cTeKka npoTokosios TCP/IP,
npuHumMnos noctpoerus Ethernet-ceteli.

1.3 YcnoeHbie 0603Ha4YeHuUA

O603HaueHun OnucaHue
Nony»XnpHbIii Mony*XMpHbIM WPUDTOM BblaeEHbI MPUMEYAHUA N NpeaynpeXxaeHns, Ha3BaHMe [1as.,
LI.IpVI¢T 3aro/z10BKOB, 3aro/jioBkoBs T3611VILI,.
‘ Courier New ‘ Wpndtom Courier New 3anmcaHbl NpUMepbl BBOAA KOMaHA, Pe3y/ibTaT UX BbINOJIHEHMA, BbIBOA,
nporpamm.

B KBagpaTHbIX CKOOKax B KOMaHLI,HOVI CTPOKE YKa3blBakOTCA Heobna3aTe/ibHble napameTtpbl, HO
nUX BBOA NpeaocCTtaBadAeT onpeaeneHHble A40NO/IHUTEIbHbIE ONUUNA.

o B durypHbIx CKObKax B KOMaHAHOM CTPOKE YKa3bIBAOTCA BO3MOKHble 06A3aTe/IbHble
napameTpbl. HeobxoaMMo BbIGpaTb OAMH U3 MAPaMETPOB.

« I » ﬂ,aHHblﬁ 3HaK B ONMMCaHUUN KOMaHAbl obo3HayaeT «uam».

MpumeyaHua U npegynpexaeHua

/  TNpumeyaHns copaepiKaT BaXHYIO MHGOPMALMIO, COBETbI MW PEKOMEHAALMN NO UCMONb30BAHNIO
M HACTPOMKe YCTpOiiCTBa.

MpeaynpexaeHna MHGOPMUPYIOT NOJIb30BaTeNss O CUTYaUUAX, KOTOpble MOrYT HaHeCcTU Bpep,
NPOrpaMMHO-annapaTHOMy KOMMJIEKCY, NPUBECTU K HEKOPPEKTHOW paboTe cuctembl Mamn notepe
AaHHbIX.

© ay,
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1.4 WUcnonb3lyemebie COKpaweHUsA

BGP — Border Gateway Protocol

DHCP — Dynamic Host Configuration Protocol
DNS — Domain Name System

GRE — Generic Routing Encapsulation

ICMP — Internet Control Message Protocol
IKE — Internet Key Exchange

IP4IP4—IP in IP

LACP — Link Aggregation Control Protocol
LAG - Link Aggregation Group

L2TPv3 — Layer 2 Tunneling Protocol version 3
MTU — Maximum Transmission Unit

NAT — Network Address Translation

NTP — Network Time Protocol

OSPF — Open Shortest Path First

PPP — Point-to-Point Protocol

QoS — Quality of service

RIP — Routing Informational Protocol

SNMP — Simple Network Management Protocol
SP — Strict Priority

STP — Spanning Tree Protocol

VPN — Virtual Private Network

VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network

WINS — Windows Internet Name Service

WRR — Weighted Round Robin
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2 MPABUJ/IA NO/Ib3OBAHUA KOMAHAHOW CTPOKOW

Ona ynpoweHWs WCNoNb30BaHWA KOMAHOHOW CTPOKM WHTepdenc noanep)Kmsaet QGyHKLUIO
ABTOMATMYECKOro AONONHEHUA KOMaHA,. 3Ta GYHKLMA aKTUBUPYETCA NPU HENOJHO HabpaHHOM KOMaHAe U
BBOAE CMMBOa Tabynaumum <Tab>.

Opyraa ¢yHKUMA, nomMmoratoLan nosib3oBaTbCA KOMaHAHOM CTPOKOW — KOHTEKCTHaA noAckaska. Ha
ntobom stane BBOAA KOMaHAbl MOXHO NOAYYUTb MOACKA3KY O CAeAyOLWMX 31eMeHTaX KOMaHAbl NyTem
BBO/ZA BOMPOCUTE/IbHOIO 3HaKa <?>.

[na ynpouweHna KomaHza, BCcel cucteme KomaHZ npuiaHa nepapxmyeckan cTpyktypa. na nepexoga
MeXay YPOBHAMM Wepapxuu npefHasHadeHbl CrneuunasbHble KoMaHAbl nepexofa. 3TO Mno3BOAseT
MCMO/Ib30BaTb MeHee 06beMHbIEe KOMAHAbI Ha KaXKA0M U3 ypoBHen. [11a 0603HaYeHMs TEKYLLErO YPOBHS,
Ha KOTOPOM HaxXoAWTCA NONb30BaTe b, AMHAMUYECKU U3MEHAETCA CTPOKa NpUriaeHnsa CUCTeMbI.

Mpumep:
esr> enable BKAtOUeHMe 15 ypoBHA npusmaerni
esr:esr# configure nepexos B peXXMm KOHPUIrypnpoBaHmA yCTPOICTBA

esr:esr (config) #
esr:esr (config)# exit BO3BpAT HA YPOBEHD BbiLLe
esr:esr#

[Ona ynobctBa MCNoNb30BaHWMA KOMAHAHOW CTPOKWM peannsoBaHa NOAAEPIKKA FOPAYMX KNaBuLl,
nepeyncneHHblx B Tabanue 2.1.

Tabanya 2.1 — OnucaHne ropAaYMX KnaBuw KoOmaHaHoM cTpoku CLI

CoueTtaHue Knasuwu OnucaHue
Ctrl+D Bo BNOXXEHHOM KOMaHAHOM peXMMe — BbIXO4, B NpeablayLunii KOMaHAHbIN PeXxum
(komaHza exit), B KOPHEBOM KOMaHAHOM pexkume — Bbixoa 13 CLI (komaHaa logout).
Ctrl+z BbIXxoZ B KOPHEBOM KOMaHAHbIN pexknm (KomaHaa top)
Ctrl+A Mepexon B HAYaNo CTPOKMU
Ctrl+E Mepexoa B KOHeL, CTPOKH
Ctrl+U YpaneHue cMMBOJIOB C/1eBa OT Kypcopa
Ctrl+K YpaneHue cMMBOJIOB CnpaBa OT Kypcopa
Ctrl+C OumMCTKA CTPOKM, a TaKKe 06pbIB BbINONHEHWUA KOMaHAbI
Ctrl+W YpaneHue cnoBa cnesa OT Kypcopa
Ctrl+B Mepexos Kypcopa Ha OAHY MO3ULMIO Ha3ag,
Ctrl+F Mepexos Kypcopa Ha OAHY MNO3MLMIO BNepes,
Ctrl+L OuymnCTKa 3KpaHa

Ana ypobctea uteHna ao6aseH NOCTPaHMYHbIN BbiBoA 60/1bWwoi No 06bemy MHGOpMaLUN.

Hanpumep:

esr:esr# show running-config
syslog max-files 3

syslog file-size 512

syslog file esr info

syslog console info

interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
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ip address 10.100.100.2/24

exit

interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24

exit

interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24

exit

interface gigabitethernet 1/0/3
ip address dhcp enable

exit

interface gigabitethernet 1/0/5.55

More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[na oTKAOYEHNA NOCTPAHUYHOTIO BbIBOAA B TEKYLLEN CECCUN HEOOXOAMMO BBECTU KOMAHAY:
esr:esr# terminal datadump

NHTepdeiic KomaHOHOW CTPOKM obecneymBaeT aBTOPU3ALMUIO MOJb30BaTENEN W OrpaHMYMBaET
A0CTYyNn K KOMaH4amM Ha OCHOBaHUUN YPOBHA I'IpMBVII'IEFVIVI, 3a4aHHOIro aAMMUHUNCTPATOPOM.

B cucteme moxkeT ObITb CO034aHO HeobxoAMMOe KO/IMYecTBO MoJsib3oBaTenen. Heobxoammblin
YPOBEHb NPUBWUIETNIA 3a43ETCA UHANBUAYANbHO ANA KaXKA0ro U3 HUX.

/ B 3aBOACKOW KOHOUrypauuu B cucTteme CO34aH OAMH NMONb3oBaTeNb ¢ umeHem admin u
naponem password.

[na obecneyeHunsa 6e30nacHOCTM KOMaHAHOIO MHTepdelica KoMaHAabl pacnpeaeneHsl mexay 1, 10
1 15 ypoBHEM NpuBmUAEruit:

1 ypoBeHb — AOCTYMNEH TO/IbKO MOHUTOPUHT YCTPOWCTBA;

10 ypoBeHb — [OCTYNHO KOHOUIYpMpPOBaHME YCTPOMCTBA, KPOME CO34aHUA NONb30BaATENEN, Mepe3arpysKku
yCTpoOICTBa, 3arpy3sku MNO;

15 ypoBeHb — HET OrpaHUYEHNA.

MonyyeHue 15 ypoBHA NpuBUAETUIA:

(esr)> enable

(esx) #

BosBpalleHWe Ha NepBOHaYa/bHbIM YPOBEHb NPUBUETNNA:

(esr)# disable
(esr)>

Cuctema no3BoasAEeT HECKONLKMM N0Nb30BaTENAM OAHOBpPEMEHHO NOAKNKOYATbCA K YCTpOVICTBy.

Ona ymeHbweHuAa obbema OTOOparKaemblX LaHHbIX B OTBET Ha 3anpocbl MO/b30BaTeNA WU
obneryeHMa noucKka Heobxoaumon WHPOPMALMM MOMNKHO BOCMOSIb30BaTbCA duabTpaumein. [Ona
dunbTpaumm nHbopmaummn Tpebyetca A06aBUTb B KOHEL, KOMAHAHOM CTPOKM CMMBOA « | » U UCMO/Ib30BaTb
OAHY M3 onunii GunbTpaunu:

—  begin — BbIBOAUTL BCe NOCAE CTPOKU, coaepsKallieit 3a4aHHbIl WabnoH;
— include — BbIBOAUTb BCE CTPOKMW, coAeprKallme 3a4aHHbIN WabioH;

— exclude — BbIBOAUTb BCE CTPOKK, HE coAeprKallme 3a4aHHbIN WabioH;
— count— noAagc4eT Yncna CTPOK B BbiBOAE.
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La6noH noncka MoxeT 6bITb 3a4aH PeryaapHbIM BbipaXKeHUEM U COAEPKaTb:

— TNepeyeHb cumBOOB. MOXHO OnpeaennTb NepedyeHb, 3aK/104MB CUMBOJIbI B KBaZpaTHble
CKOBKM «[]». CooTBeETCTBUE ByAET NPOBEPATLCA NO CUMBOIAM, NEPEYNUCIEHHBIM B NEPEYHE.
Ecnv nepBbilii CMMBOJ NepeYHa «», TO COOTBETCTBUE ByaeT NpoBepaATbCA No Abomy
CUMBOJY, He BXOZALLEMY B NepeyeHb. Mpumepbi:

[-az]-'a','2'n'-,
[a-z] - Bce naTnHcKme bykebl oT 'a' go 'z'.

— CneunanbHble CMMBObI:

A — HaYyano CTPOKMU;

S — KOHeLl, CTPOKMU;

. — o060l CUMBO B CTPOKE;
* — HOMb UK bonee pas.

BbiBOA KOmaHAabl «show running-config syslog» 6e3 napameTpos:

esr:esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

BbiBOoA KomaHAabl «show running-config syslog» c napameTtpom «begin»:

esr:esr# show running-config syslog | begin file-size
syslog file-size 512

syslog file default info

BbiBOA KomaHAabl «show running-config syslog» ¢ napameTtpom «include»:

esr:esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOA KomaHAabl «show running-config syslog» ¢ napametpom «exclude»:

esr:esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

Mprmepbl UCNONb30BAHNA PETYAAPHbLIX BbiPaXKeHW:

esr:esr# show interfaces status | include ""te.*"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr:esr# show interfaces status | include "*gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr:esr# show interfaces status | include """ ["tgIl -]"
bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 aB8:£9:4b:aa:05:c0
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3 CTPYKTYPA CUCTEMbI KOMAHA

Cnctema KOMaHg, MHTepdenca KOMAHAHOW CTPOKM MapLupyTm3aTopa cepum ESR-ST paspgeneHa Ha

nepapxmnyeckmne yposHu (pasgensi).

3.1 Inob6anbHblii pexcum

BepxHuii ypoBeHb Mepapxmm KOMaHA npuseaeH B Tabsmue 3.1.

Tabnvua 3.1 — Uepapxusa KOMaHAHbIX PEXKMMOB (BEPXHWUI YPOBEHD)

KomaHpaa KomaHpaa
YpoBeHb Bupa, cTpoku noacKasku
BXxoga BbIXoaa
o esr>
K ROOT .
opHesovi pexum (ROOT) esr:esr# exit
Pexxum KoHdurypuposarus (CONFIG) configure esr:esr(config)#
Pexknum oTnafku paboTbl yCTPONCTBA ) end
(DEBUG) debug esr:esr(debug)#
pexum ROOT exit
esr:esr# h end
configure
esr:esr (config) #
debug pexxnm DEBUG
esr:esr (debug) #
PucyHoK 1 — BepxHuiA ypOBEHb MEPAPXUU PEKMMOB KOMAHS,
B KopHeBOM KomaHAHOM pexume (ROOT) ocywecTsaeTcs:
paborta ¢ dalinamm KoHpUrypaumm:
"  MPUMEHEHMUE;
"  noATBeprKAeHWe;
= cbpogc;
= COXpaHeHwue;
= OTMEHa He NPUMEHEHHbIX U3MEHEHUI;
= BO3BpPAT K NOATBEPKAEHHOM KOHOUIypaLmu;
nepesarpyska mapLpyTnsaTopa;
MOHWUTOPUHT PaboTbl U MPOCMOTP TEKYLLEN KOHPUTYPALMK YCTPOMCTBA.
N3 kopHeBoro pexxunma (ROOT) ocywecTBAAETCA NEPEXOL K CNEAYIOLMM pa3genam:
penm KoHpurypuposaHus yctpoiictea (CONFIG);
peXnum oTnagkun paboTsl yctpoiictea (DEBUG).
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3.2 KoHdhueypuposaHue mapuwpymusamopa

KoHdurypuposaHue mapuipytusatopa cepum ESR-ST BbinosiHaetca B pexkume CONFIG. [JaHHbIl
peXKMm A0CTyneH u3 KopHesoro pexxnma (ROOT). Mepexon B peknm KOHPUTYPUPOBAHUA OCYLLLECTBASETCA
TO/IbKO B MPUBUIETMPOBAHHOM pPEXUME.

Ons nepexona us KopHesoro pexknuma (ROOT) HeobX0ANMMO BbINONHUTL CeAyioLMe KOMaHAbI:

esr> enable
esr:esr# configure

esr:esr(config) #

B pexkmme KoHOUIypmpoBaHUA MapLipyTmM3aTopa cepun ESR BbinonHAeTcA:

— ynpaefieHWe CUCTEMHbIMM Yacamu;
—  ynpaB/ieHWe CUCTEMHbIM KYPHANOM;
— ynpaefieHve yaaneHHbIM AOCTYNOM;

— HacTpomka QoS;

— HacTpoWka Spanning Tree;

— HacTpolika VLAN;

— HacTpoliKa CTaTUYECKMX MapLIPYTOB;
—  HacTpoWKa NPUOPUTETHOCTU MPOTOKO/I0B MapLLpPyTM3aLuu;
— nepexog K pexnmam KOHOUrypupoBaHUs GyHKLUMA, ONUCAaHUE PEXMMOB NpuBeAeHOo B Tabauue

3.2.

Tabanuya 3.2 — KomaHAHble peXKMMbl 410 ynpaBaeHUs MapLlpyTM3aTopom

(CONFIG-MULTILINK)

Mpepapl 1]
YposeHb KomaHpa |3xo,c|,a1 Bupa, cTpoku noackasku PeAblAyLY
YpOBeHb
HaCTpOMK.a GigabitEthernet interface gigabitethernet P
nHTepdeicos esr:esr(config-if-gi)# CONFIG
<PORT>
(CONFIG-GI)
HaCTpOMK.a TengigabitEthernet interface  tengigabitethernet .
nHTepdeicos <PORT> esr:esr(config-if-te)# CONFIG
(CONFIG-TE)
HacTpoiika rpynnbl arperaumm
KaHanos intrerface port-channel <CH> esr:esr(config-port-channel)# | CONFIG
(CONFIG-PORT-CHANNEL)
interface gigabitethernet
<PORT>.<VLAN> wuu
HacTpolika cybuHTepdelicos interface  tengigabitethernet . ] .
(CONFIG-SUBIF) <PORT>.<VLAN> n/m esr:esr(config-subif)# CONFIG
interface port-channel
<CH>.<VLAN>
HacTpoiika BUpTyanbHbIxX
nHTepdencos interface loopback <PORT> esr:esr(config-loopback)# CONFIG
(CONFIG-LOOPBACK)
Hactpovika E1-uHtepdericos . . .
(CONFIG-E1) interface el <PORT> esr:esr(config-el)# CONFIG
HacTtpolika rpynnbl arperaumm E1-
KaHanos interface multilink <PORT> esr:esr(config-multilink)# CONFIG

1
MoapobHoe onucaHne KoMaHa NPUBEAEHO HUXKE
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HacTtpoiika L2TPv3-TyHHenei

(CONFIG-L2TPV3) tunnel 12tpv3 <L2TPV3> esr:esr(config-12tpv3)# CONFIG
Hactpoiika GRE-TyHHenel . ;
(CONFIG-GRE) tunnel gre <GRE> esr:esr(config-gre)# CONFIG
:-IcaéLpFT;}_(:;s_:gGRF;-TyHHene” tunnel softgre <SOFTGRE> esr:esr(config-softgre)# CONFIG
HacTtpoiika cabuHTepdeitca Ha L2 tunnel softgre _
TyHHene <SOFTGRE> <VLAN> esr:esr(config-subtunnel)# CONFIG
(CONFIG -SUBTUNNEL) ’
Hactpoiika IPv4-over-IPv4 TyHHenelt - . L
(CONFIG-IP4IPa) tunnel ipdip4 <IP4IP4> esr:esr(config-ipdip4)# CONFIG
Hactpoiika ceTeBbix MOCTOB . . -
(CONFIG-BRIDGE) bridge <BRIDGE> esr:esr(config-bridge)# CONFIG
Hactpoitka VLAN . .
(CONFIG-VLAN) vlan <VLAN> esr:esr(config-vlan)# CONFIG
HacTpolika nyna agpecos DHCP-
cepsepa ip dhcp-server pool <NAME> esr:esr(config-dhcp-server)# CONFIG
(CONFIG-DHCP-SERVER)
Hactpoiika DHCP onumu 60 ip dhcp-server vendor-class-id | esr:esr(config-dhcp-vendor- CONFIG
(CONFIG-DHCP-VENDOR-ID) <NAME> id)#
HacTpolika npodunsa . ] .
IP-appecos object-group network <NAME> isertﬁirflf)c:#nf'g object-group CONFIG
(CONFIG-OBJECT-GROUP-NETWORK)
Hactpoiika npodunsa TCP/UDP- . ) .
nopTos object-group service <NAME> s;:;/?zg();onﬁg object-group CONFIG
(CONFIG-OBJECT-GROUP-SERVICE)
HacTpoika cnncka KoHTpona goctyna | . . .

- E . -
(CONFIG-ACL) ip access-list extended <NAME> | esr:esr(config-acl)# CONFIG
HacTpolika npasuaa 4ns cnmcka
KOHTPO/IA AocTyna rule <ORDER> esr:esr(config-acl-rule)# CONFIG-ACL
(CONFIG-ACL-RULE)
Hactpoiika 30Hbl 6e30nacHocTH . . )
(CONFIG-ZONE) security zone <NAME> esr:esr(config-zone)# CONFIG
HacTtpo¥ika rpynnbl npasua gna nap . .
30H 6e3onacHocTn iigj:ty zone-pair - <FROM> esr:esr(config-zone-pair)# CONFIG
(CONFIG-ZONE-PAIR)
Hactpolika npaBuna ana napbl 30H
6e3onacHocTn rule <ORDER> esr:esr(config-zone-rule)# EZ)I':FIG ZONE
(CONFIG-ZONE-PAIR-RULE)
HacTtpolika cepBuca TpaHcAaLmMmn
a4pecoB nosyyartens service nat destination esr:esr(config-dnat)# CONFIG
(CONFIG-DNAT)
Hactporika nyna IP-agpecos u . .
TCP/UDP-nopTos ans DNAT pool <NAME> esr:esr(config-dnat-pool)# CONFIG-DNAT
(CONFIG-DNAT-POOL)
HacTtpovika rpynnbl npasun gna DNAT . .
(CONFIG-DNAT-RULESET) ruleset <NAME> esr:esr(config-dnat-ruleset)# CONFIG-DNAT
Hactpovika npasuna gna DNAT . . CONFIG-DNAT-
(CONFIG-DNAT-RULE) rule <ORDER> esr:esr(config-dnat-rule)# RULESET
HacTtpolika cepBuca TpaHcaaLmMmn
afpecoB OTnpasuTens service nat source esr:esr(config-snat)# CONFIG
(CONFIG-SNAT)
HacTtpovika nyna IP-agpecos u
TCP/UDP-nopTos ana SNAT pool <NAME> esr:esr(config-snat-pool)# CONFIG-SNAT
(CONFIG-SNAT-POOL)
Hacrpoitka rpynnbl npasun Ana SNAT ruleset <NAME> esr:esr(config-snat-ruleset)# CONFIG-SNAT

(CONFIG-SNAT-RULESET)
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(CONFIG-ROUTE-MAP)

HacTtpoiika npasuna gna SNAT . . CONFIG-SNAT-
(CONFIG-SNAT-RULE) rule <ORDER> esr:esr(config-snat-rule)# RULESET
:-Ica(;LpFT;}_(S:EOISBOBaTene“ cucTemet username <NAME> esr:esr(config-user)# CONFIG
HacTpoiika IoKkanbHoM KoHCom . . -
(CONFIG-LINE-CONSOLE) line console esr:esr(config-line-console)# CONFIG
HacTpoiika 3almLLeHHoM yaaneHHom

KOHCO/IN line ssh esr:esr(config-line-ssh)# CONFIG
(CONFIG-LINE-SSH)

Hactpoiika TACACS-cepBepa . ;

(CONFIG-TACACS-SERVER) tacacs-server host <ADDR> esr:esr(config-tacacs-server)# | CONFIG
HacTtpoiika RADIUS-cepsepa . . ; .
(CONFIG-RADIUS-SERVER) radius-server host <ADDR> esr:esr(config-radius-server)# | CONFIG
HacTpoiika LDAP-cepBepa . .

(CONFIG-LDAP-SERVER) Idap-server host <ADDR> esr:esr(config-ldap-server)# CONFIG
Hacrtpoiika SNMP-nonb3osatens .

(CONFIG-SNMP-USER) snmp-server <NAME> esr:esr(snmp-user)# CONFIG
Hactpoiika NTP-cepsepa uam nupa service ntp peer <ADDR> . i

(CONFIG-NTP) service ntp server <ADDR> esr:esr(ntp-ntp)# CONFIG
HacTtpoiika Tracking-o6bekTa . . ) .
(CONFIG-TRACKING) tracking <ID> esr:esr(config-tracking)# CONFIG
Hacrpoiika BGP-npouecca router bgp <AS> esr:esr(config-bgp)# CONFIG
(CONFIG-BGP) gp : £-0ep

HacTpolika ipv4 agpecauumn BGP- - .

- : -bgp- -B
npotjecca (CONFIG-BGP-FAMILY) address-family ipv4 esr:esr(config-bgp-af)# CONFIG-BGP
HacTpolika cocepa BGP-npouecca . . . CONFIG-BGP-

DD : boD-
(CONFIG-BGP-NEIGHBOR) neighbor <ADDR> esr:esr(config-bgp-neighbor)# FAMILY
HacTpolika cnvcka noaceTten . - . .
(CONFIG-PL) ip prefix-list <NAME> esr:esr(config-pl)# CONFIG
Hacrpoitka mapupyTHOM kapTe! route-map <NAME> esr:esr(config-route-map)# CONFIG

HacTpolika npaBuia mapLupyTHOM
KapTbl
(CONFIG-ROUTE-MAP-RULE)

rule <ORDER>

esr:esr(config-route-map-
rule)#

CONFIG-ROUTE-
MAP

HacTpolika RIP-npoTokona

(CONFIG-WAN-TARGET)

(CONFIG-RIP) router rip esr:esr(config-rip)# CONFIG
:-Ica(;TNpF?Zi(;SC:)SFI;F-npOLLecca router ospf <ID> esr:esr(config-ospf)# CONFIG
:-lca(;TNpFTZTSSC:)S:::S:;CTM area <ID> esr:esr(config-ospf-area)# CONFIG-OSPF
?::;Ziiﬁ:vgggsmom virtual-link <ID> esr:esr(config-ospf-vlink)# icR)EAFIG_OSPF-
(CONFIG-OSPF-VLINK)

:-Ica(;TNchI)Z:?E?g;I}-(\TI\;()Imqen key-chain <KEYCHAIN> esr:esr(config-keychain)# CONFIG
:-lca(;TNchI)Z:?EKYnCT:IN-KEY) key <ID> esr:esr(config-keychain-key)# ESYNCFI-I&-IN
:-lca(;TNpFC:ZT:n::_F;?METpOB MSTP Zgi;g:‘iﬁ:: mst esr:esr(config-mst)# CONFIG
:-Ica(;LpFTZT\EI‘VT\FI)\i?:SL\é\)/AN wan load-balance rule <ID> esr:esr(config-wan-rule)# CONFIG
:lcang\lpFTZ_K%::;g:;:Clvsl%OB Yszdgjd-balance target-list esr:esr(config-target-list)# CONFIG
Hactpoiika target target <ID> esr:esr(config-wan-target)# CONFIG-TARGET-

LIST

Hactpovika WiFi Controller
(CONFIG-WIRELESS)

wireless-controller

esr:esr(config-wireless)#

CONFIG
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HacTtpoiika noamtnkm QoS
(CONFIG-POLICY-MAP)

policy-map <NAME>

esr:esr(config-policy-map)#

CONFIG

HacTtpoiika knacca QoS

(CONFIG-CLASS-MAP) class-map <NAME> esr:esr(config-class-map)# CONFIG
HacTpoiika Knacca BHYTpW MOAUTUKM esr-esr(config-class-policy-
QoS class <NAME> oy g-class-policy CONFIG
(CONFIG-POLICY-MAP-CLASS) P
HacTtpoiika PPP-nonb3oBatens gns CONFIG-E1
ayTeHTUdMKaUuM yaaneHHom )

h <NAME> : fig-ppp- #
CTOpOHbI ppp chap username esr:esr(config-ppp-user) CONFIG-
(CONFIG-PPP-USER) MULTILINK
HacTtpoiika napameTpos
pesepBMpOBaHUA KOHOUIypauum archive esr:esr(config-archive)# CONFIG
(CONFIG-ARCHIVE)
HacTpoiika cepsepa cbopa
CTaTUCTUKM Netflow | netflow collector <ADDR> esr:esr(config-netflow-host)# | CONFIG
(CONFIG-NETFLOW-HOST)
HacTpoiika cepsepa cbopa
CTaTUCTUKM sFlow sflow collector <ADDR> esr:esr(config-sflow-host)# CONFIG
(CONFIG-SFLOW-HOST)
HacTpoiika cepsepa nosyyeHus
yBegomneHnii SNMP snmp-server host <ADDR> esr:esr(config-snmp-host)# CONFIG

(CONFIG-SNMP-HOST)
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3.3 Tunosl u nopsA0OK umeHosaHuUA uHmepgelicoe mapwpymusamopa

Mpu paboTe MapLIpyTU3aTOPa MWCMONb3YIOTCA CceTeBble MWHTepdencbl pasiMYyHOro TUna U
HasHayeHua. Cuctema MMeEHOBaHMA MNO3BONAET OAHO3HAYHO ajdpecoBaTb MHTepdercbl No  Mx
bYHKLUMOHAIbHOMY Ha3HAYeHMI0 U MEeCTOMONOMKEHNI0 B cucteme. [anee B Tabauue npuseneH nepevyeHb

TUMNOB MHTEPdENCOB.

Tabnmua 3.3 — Tunbl M NOPSA0K MMEHOBaHUA UHTePdENCoB MapLLpyTU3aTopa

Tun nnrepodeiica

0O603HauyeHue

®usmnyeckne nHTepdemncol

MopTbl 1T6KT/C

MopTbl 10r6uT/C

0O603HayeHne ¢usnyeckoro uUHTepdelica BKAOYaeT B ceba ero Tmn u
naeHTuouKartop.

NpeHTudumkaTop bur3nyecKmnx nHTEepdericos nmeet BUA,
<UNIT>/<SLOT>/<PORT>, rae

- <UNIT>— Homep ycTpoincTBa B rpynne yCTPONCTs.,

- <SLOT> — Homep moaynA B coCTaBe ycTpolicTea uam 0 npm oTCyTCTBUM
AeNeHns yCcTpomncTea Ha Moaynu,

- <PORT> — nopsAKOBbI HOMEpP NopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep obosHaueHus: gigabitethernet 1/0/12

MpumeyaHue: [lonyckaeTca MCNO/Ib30BaTb COKPALLEHHOE HavMeHOBaHHMe,
Hanpumep gil/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep obosHaueHus: tengigabitethernet 1/0/2

MpumeyaHue: [lonyckaeTca MCNO/Ib30BaTb COKPaLLEHHOe HavMeHOoBaHuMe,
Hanpumep tel/0/2.

Mpynnbl arperauyn KaHanos

O603HaueHWe rpynnbl arperauymn KaHasjaoB BK/OYaeT B ceba ero Tun m
NnopsAKOBbIA HOMep UHTepdeinca:
port-channel <CHANNEL_ID>
Mpumep obo3HauyeHusa: port-channel 6
V [onyckaeTcsa UCNoNb30BaTb COKPaLLEeHHOe HAMMEHOBaHMe,
Hanpumep, pol.

CybunTepdelichbl

0O603HayeHne cybuHTepdenca obpasyetca u3 ob6o03HayeHMa 6asoBoro
nHTepdelica n ngeHtnpmkatopa (VLAN) cybuHTepdeiica, pasaeneHHbIx
TOYKOW.

Mpumepbl 0603HAYEHWUIA:

gigabitethernet 1/0/12.100

tengigabitethernet 1/0/2.123

port-channel 1.6

MpumeyaHune: WaeHTUOUKATOpP cybuHTepdelica MOMKET NpPUMHMMATbL
3HayeHus [1..4094].

El-uHTepdencol

O6o3HayeHne El-uHTepdeiica BKAoYaeT B ceba ero ™MD MU
naeHTndurKaTop.

NaeHTUdPUKaTop El-uHTepdencos nmeet BUA,
<UNIT>/<SLOT>/<STREAM>, roe

- <UNIT> - Homep ycTpoiicTBa B rpynne yCTPOWCTB,

- <SLOT> — Homep E1-moayns B cocTaBe YCTPOWCTBA,

- <STREAM> — nopaakosbIin Homep E1-noToka.
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Mpumep obo3HayeHuna: el 1/0/1

pynnbl arperaumm E1l- | O6o3HayeHue rpynnbl arperaumm E1-kaHanos BKAOYAET B cebs ero Tmn u
KaHanos NopAAKOBbIA HOMep MHTepdeica:

multilink <CHANNEL_ID>

Mpumep o603HaveHmA: multilink <CHANNEL_ID>
Norunyeckme nHTepdelicobl O6o3HayeHWe fiorMYeckoro uMHTepdenca ABNAETCA  MOPALKOBbIM

Homepom uHTepdelica:
Mpumepbl 0603HAYEHUI:
loopback 4

bridge 60

KonunuectBo nHTepdeiicoB KaxKa0ro Tuna 3aBUCUMT OT MOAE/U MapLUpyTM3aTopa.
TeKywana Bepcua MO He nogaepKuBaeT cteKupoBaHue yctpoiicte. Homep ycrpoiictea B
rpynne ycTpoicTB unit moXKeT NpUHMUMaTb TONbKO 3HaYeHue 1.

HeKotopble KOMaHAbl NOAAEPXKMBAOT OAHOBPeMeHHyl pabory ¢ rpynnow
uHTepdeiicoB. [AnA yKasaHuA rpynnbl UHTeppeicoB MOXKeT 6biTb MCNOAb30BaHO
nepeuyvcsieHMe 4yepes 3anATYI0 WM YKa3aHMe Auana3’oHa UAeHTMPUKATOPOB uepes
aeduc «-».

Mpumepbl yKazaHua rpynn nHtepdeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2
interface gi1/0/1-3,gi1/0/7,te1/0/1
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3.4 Tunobl u NopAO0OK uMmeHo8aHUA MyHHeneli mapwpymu3zamopa

Mpu paboTe maplpyTM3aTopa UCMO/b3YIOTCA CETEBbIE TYHHENWN PA3/IMYHOrO TMMA M Ha3HAYeHMUs.
Cuctema WMMeEHOBAHWMA MNO3BOASET OAHO3HAYHO aApecoBaTb TYHHEAM MO MX  GYHKUMOHANAbHOMY
HasHauyeHuto. [lanee B Tabaunue npuseaeH nepevyeHb TUNOB TYHHENEN.

Tabaunuya 3.4 — Tunbl M NOPALOK UMEHOBAHMA TYHHEIEN MapLIpyTU3aTopa

Tun TyHHenA 0O603HaueHne

L2TPv3-TyHHeNb 0O6o03HayeHne L2TPv3-TyHHens coctouT M3 o603HaYyeHus Tuna u
nopAAKOBOro HoMepa TYHHenA:

[2tpv3 <L2TPV3_ID>

Mpumep obo3HauveHusa: 12tpv3 1

GRE-TyHHeNb O603HayeHne GRE-TyHHens cocTouT M3 0603Ha4YeHuAa Tuna w
NnopAAKOBOro Homepa TyHHens:
gre <GRE_ID>
Mpumep obo3HauveHua: gre 1

SoftGRE-TyHHenb 0O603HayeHne SoftGRE-TyHHena coctouT M3 0603HAYeHuA Tuna,

nopAaKOBOro Homepa TyHHena wu, onuyumoHanbHo, VLAN ID
BMPTyaNbHOro uHTepdeica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603Ha4eHus: softgre 1, softgre 1.10

IPv4-over-IPv4-TyHHeNb 0O603HayeHne IPv4-over-IPv4-TyHHens coctomT us ob6o3HavyeHusa TMna
M NOpAAKOBOro HoMepa TyHHe A:

ip4ip4 <IPIP_ID>

Mpumep obo3HauveHus: ipdipd 1

/’ KoaunuectBo TyHHeneil KaxKaoro Tuna 3aBucuT ot mogenu u NO mapipyTtusartopa.
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4 KOMAHAbI NOSIb30BATE/IbCKOMO MHTEP®ENCA

4.1 exit

JaHHaa KomaHaa CAYXKUT 414 BO3BPaATa Ha YPOBEHb BbiLlLe.
CuHTaKcuc

exit

Mapamertpbl
KomaHAa He cofeprKUT apryMeHTOB.
Heobxogumbiii ypoBeHb Nnpusunernii
1
KomaHpgHbIi1 pexxum

Bce peXknmbl, Kpome KOPHEBOrO.

4.2 end

KomaHga cny»KuT ansa Bo3BpaTa B KOPHEBOM KOMaHAHbIN pexxum (ROOT).
CuHTaKcuc

end

MapameTpbl
KomaH,u,a HE CO4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii
1
KomaHgHbIi pexxum

Bce perKMmbl, KpomMe KOPHEBOTO.

4.3 help

[aHHoM KoMaHAaoM Ha gnucnnei BbiBoAUTCA MHGOpMauusa o paboTe Cc KOMaHAHOM CTPOKOMN.
CuHTaKcunc

help

Mapametpbl
KomaHp,a He COA4EePXKUT aprymeHTOB.
Heob6xoaumbiii ypoBeHb NpuBUAEruit
1
KomaHgHbIi pexxum

Bce pexxnmbl.
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4.4 show history

[aHHOW KoMaHAoM Ha aucnaen BbiIBOAUTCA MHGOPMALMA O KOMaHAaX, KOTOPble UCMO/b30Ba/IUCh B
TEKYLLEN Ceccum.

CuHTaKcuc

show history [limit]

MapameTpbl
[limit] —4ncno nocnegHUx BBEAEHHBIX KOMaHA A1A OTOBparKeHuA.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

Bce pexknmbl.
Mpumep

esr:esr# show history
1 enable
2 show history
3 configure
4 service nat
5 service nat source
6 exit
7 show history

4.5 do

KomaHga do no3sonseT BbINOAHATb KOMaHAbl KopHeBoro pexkmuma (ROOT) 13 ntoboro apyroro pexxkuma
KOMaHgHoro uHtepdelica.

CuHTaKcuc

do <command>

MapameTpbl

<command> — KOMaH4a KOPHEBOIo pexXmnma.
Heobxoaumblii ypoBeHb npusuaeruin

1
KomaHgHbI pexxum

Bce pernmbl, KpOMe KOPHEBOTO.

Mpumep

esr:esr (config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7-ST build 48[6555439] (date 01/06/2016 time 14:18:04)
HW version:
1v7
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4.6 logout

[aHHON KoMaHAoM 3aBepLUaeTca ceaHc paboTbl Nosb3oBaTeNs ¢ UHTepdeiicom KomaHaHoM cTpoku CLI.

CuHTaKcuc

logout

Mapamertpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxogumbiii ypoBeHb Nnpusunernii
1

KomaHpgHbIi1 pexxum

ROOT

Mpumep

’esr:esr# logout

4.7 reload system

[aHHOW KOMaHAOW OcyLLecTBAAETCA Nepesarpyska yCTpomncTsaa.

CuHTaKcuc

reload system

MapameTpbl
KomaH,u,a HE CO4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuneruii
15
KomaHaHbIi1 pexxum
ROOT

Mpumep

‘esr:esr# reload system

4.8 terminal datadump

KomaHga MCNOoNb3yeTCA ANA BbIKNHOYEHUA NOCTPAHNYHOIO peEXXMMa BbiBOAA TPACCUPOBOK ANA TEKYLLI,EVI

ceccun.

Ucnonb3oBaHne OTpMLI,aTe/'IbHOﬁ KOMaHAbl BKIKOYaeT I'IOCTpaHM‘-IHbIﬁ pexunm BbiBOAA TPACCUPOBOK.

CuHTaKcuc

[no] terminal datadump
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MapameTpbl
KomaHga He coaepKUT aprymMeHToB.
Heobxoaumbi ypoBeHb NpuBUAErnm
1
KomaHgHbI pexxum
ROOT

Mpumep

‘ esr:esr# terminal datadump

4.9 uptime

JaHHOM KoMaHAOM OCyLWEecTBAAETCS NPOCMOTP NPOAO/IKUTENBHOCTU BpeMeHM paboTbl YyCTPOMCTBA.
CuHTaKcmuc

uptime

MapameTpbl
KomaHp,a He COAEPKUT aprymMmeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# uptime
System uptime: 26 minutes and 35 seconds

4.10 ping

ﬂ,aHHaﬂ KOMaHa UCnosab3yeTca ANnAa NpoBeEPKN AO0CTYNHOCTU YKAa3aHHOIo CETEBOIoO yCTpOﬁCTBa.
CuHTaKcuc

ping { <ADDR> | ip { <ADDR> | <HOSTNAME> } } [ ttl <TTL> ] [ packets <COUNT> ] [ size <SIZE> ] [
timeout <TIMEOUT> ] [ source {ip <SRC-ADDR> | interface <IF> | tunnel <TUN>}] [ data <HEX>] [
dscp <DSCP> ] [ flood ] [ strategy <STRATEGY> ]

MapameTpbl

<ADDR> — IP-agpec ycTpoliicTBa, 3agaétca B sBuae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NPUHMMaET
3Ha4yeHus [0..255];

<HOSTNAME> — DNS-umsa ycTponcTea, 3aa4aéTcsa CTPOKOM A0 255 CMMBONOB;
<TTL> — Bpems Xu13HU IP-nakeTa, NpUHUMAET 3HadYeHue [1..255], no ymonuyaHuto 64;
<COUNT> — KonnyecTtso nepesaBaemMblx NAKETOB, MO YMO/IMAHMIO HE OFPAaHNYEHO;

<SIZE> — pasmep nakeTa B 6aiTax, npMHUMaeT 3HayeHme [1..65468], no ymonyaHuio 56 6aiT, uto
cooTBeTCTBYeT 64 6aTam nocne gobasneHun 3aronoska ICMP;
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<TIMEOUT> — Bpems 0XXngaHuA 0TBETa, B CeKyHAAX. OnNuns BAMAET Ha TalMayT, eC/IM OTCYTCTBYHOT
Kakue-nnbo oTBeTbI, B MPOTUBHOM Caydae yTuamTa Kaet asa RTTs. MpuHumaet 3HavyeHue [1..60], no
yMOA4YaHUIo 1 cekyHAa;

<SRC-ADDR> — |IP-agpec oTnpaButenn, B Ka4yecTse JaHHOro agpeca MOXKET UCNOb30BaTbCA Nt0boi
IP-agpec mapwpyTtmsatopa, 3agaérca B suge AAA.BBB.CCC.DDD, raoe Kaxgaa 4acTb NpMHUMaET
3HavyeHus [0..255];

<IF>—uma nHtepdeiica mapLpyTnsaTopa, Yepes KoTopbii 6yayT oTnpasBaeHbl NaKkeTbl, 334aETCA B
BUAeE, onnucaHHom B pasgene 3.3;

<TUN> — ums TYHHeNA mapLipyTnsaTopa, Yepes KoTopblii 6yayT oTnpaBaeHbl NaKeTbl, 3343€ETcA B
BUAe, onnucaHHom B pasgene 3.4;

<HEX> — waba0H gaHHbIX, KOTOPbIM DYAET 3aN0NHATLCA NAKeT, 3aA4aETCH YNC/IOM B
LecTHaguaTepuyHon cucteme o 16 6air;

<DSCP> — DSCP-npuopwuTtet B cootBetcTBmm ¢ RFC 2474, npuHumaet 3HayeHue [0..63], 3HauyeHume no
ymonyanwuio 0;

flood — npn ykasaHuu gaHHOM KOMaHAbI NAKeTbl 6YAYT OTAPABAATLCA C MAaKCMMaIbHON CKOPOCTbIO,
OTBETbI OT YCTPOMCTBA HE OTOOPAXKAOTCA A0 OKOHYAHMA BbINOJIHEHNA KOMaHAbI;

broadcast — npu yKasaHuu faHHOM KOMaHA4bl byAeT paspeleHo OTNpPaBaAaTb NakeTbl HA
LUMPOKOBELLATE bHbIN agpec;

<STRATEGY> — cTpaTterusa ¢parmeHTaummn NakeTos, MPUHUMAET O4HO M3 CeAYIOLLMX 3HAYEHUA:

— allow-fragmentation — paspewunTb ¢parmeHTaumio, He ycTaHaBauBaTb ¢nar DF (don’t
fragment);

— discovery-pmtu — BbINOAHATL M3yyeHMe PMTU (Path MTU), ¢dparmeHTMpOBaTb N0KaNbHO,
€C/IM pa3mep NakeTa cAULKOM 6onbLioi;

— disallow-fragmentation — 3anpeTuTb ¢parmeHTaLMIO, B TOM YMCAE NOKA/bHYIO.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHAaHbl pexxum

ROOT
Mpumep

esr:esr# ping 192.168.100.39 packets 5 size 1400

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.
1408 bytes from 192.168.100.39: icmp reg=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp reg=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp reg=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp reg=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp reg=5 ttl=64 time=0.075 ms

---192.168.100.39 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3999%ms
rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms
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4.11 traceroute

[aHHaa KomaHaa UCnob3yeTca A1a TPAaCCUPOBKM MapLLPYTa A0 YKa3aHHOIo CETEBOro YCTPOMCTBa.
CuHTaKcuc

traceroute { <ADDR> | ip { <ADDR> | <HOSTNAME>} } [ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [
timeout <TIMEOUT> ] [source { ip <SRC-ADDR> | interface <IF> | tunnel <TUN> }] [ dscp <DSCP> ] [
protocol {icmp | udp [ <PORT>] | tcp [ <PORT>] }] [ gateway <GW-ADDR> ]

Mapamertpbl

<ADDR> — IP-agpec ycTpoiicTtsa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Karkgaa 4acTb NPUHUMAET
3HayeHus [0..255];

<HOSTNAME> — DNS-1msA ycTpoiicTBa, 3a4aéTcA CTPOKon Ao 255 cumB0on0B;

<FIRST-TTL> — Bpems »kun3Hu IP-nakeTa, 3Ha4YeHMe C KOTOPOro HAYMHAETCA TPACCUPOBKa MapLUPYTa,
npuHUMaeT 3HadeHue [1..255], no ymonyanuio 1;

<MAX-TTL> — Bpema *u3Hu IP-nakeTa, 3Ha4YeHNEe Ha KOTOPOM 3aKaHYMBAETCA TPACCMPOBKA
MapLipyTa, NPUHUMaET 3HadeHue [1..255], no ymonyaHuio 30;

<TIMEOUT> — Bpems 0XKugaHua oTBeTa, B cekKyHAax. Onuus BaMAET Ha TalMayT, eC/iv OTCYTCTBYHOT
Kakue-nMbo oTBeTbl, B MPOTUBHOM C/lyYae yTUAnTa *Kaet aAsa RTTs. MpuHumaeT 3HaveHume [1..60], no
YMOJIYAHUIO 5 CEeKYHA;

<SRC-ADDR> — IP-agpec oTnpaBuTens, B KauecTse AAaHHOMO agpeca MOXKET MCNOAb30BaTbCA 060
IP-agpec mapwpyTtmsaTtopa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxgasa 4acTb NpuUHUMaeT
3HayeHus [0..255];

<IF>— umsa nHTepdelica mappyTnsaTopa, Yepes KoTopbii 6yayT oTnpasaeHbl NaKeTbl, 3343ETCA B
BUAe, onucaHHoOMm B pasgene 3.3;

<TUN> — ums TyHHeNa mapLupyTusaTopa, Yepes KoTopblii byayT oTnpas/ieHbl NaKeTbl, 3a43ETcA B
BUAe, oNUcaHHOM B pasgene 3.4;

<DSCP> — DSCP-npuopwuTteT B cooTBetcTBuu ¢ RFC 2474, npuHumaet 3HadyeHue [0..63], 3HaueHue no
ymonyanuio 0;

<PORT> — Homep TCP/UDP-nopTa, NnpuHUMaeT 3HadeHue [1..65535], 3HaueHne no ymonyaHuio 53
ansa UDP v 80 ana TCP;

<GW-ADDR> — IP-agpec wnto3a, 3aaaétca s suae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NpuHUMAET
3HaueHwus [0..255]. Mpu yKasaHMM gaHHOro NapameTpa B UCXoAAaLWMI nakeT aobasnserca IP source
routing onuus, KOTopas coobLLaeT MapLLIPYTM3aTOpPY, Yepes3 KaKoM LINK03 A0MKEH
MapLpyTU3NPOBaTbCA NakKeT B ceTU. Ha 60bLIMHCTBO MapLIpPyTU3aTOPOB OTK/OYEHA
MapLpyT1saLma no gaHHoW onumm M3 coobpaxkeHunii 6e3onacHoCTu.

Heob6xoaumbiii ypoBeHb NpuBUAErui
1

KomaHaHbIi1 pexxum
ROOT

Mpumep

esr:esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms
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4.12 ssh

JaHHaa KomaH4a ncnonb3yeTca ANA NOAKNOYEHMA K yAaNeHHOMY Y31y No npoTokoay SSH.

CuHTaKcunc

ssh <USERNAME> { <ADDR> | <HOSTNAME> } [ port <PORT> ] [ version <VERSION> ] [ source <SRC-
ADDR>] [ dscp <DSCP> ]

MapameTpbl
<USERNAME> — nma nonb3osatens, 3aAaétcsa CTPokoh Ao 31 cumeona;

<ADDR> — IP-agpec ycTpoicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae Karkgaa 4acTb NPUHUMAET
3HavyeHus [0..255];

<HOSTNAME> — DNS-nmsa ycTpoiicTBa, 3a4aéTcA CTPOKon Ao 255 cumB0on0B;

<PORT> — Homep TCP-nopTta, npocnywmnsaemoro SSH-cepsepom, npuHMUMaeT 3HadeHua [1..65535].
Mo ymon4yaHuio yCTaHOBAEHO 22;

<VERSION> — Bepcua SSH-npoTokona, npuHMmaeT 3HauveHua [1..2];

<SRC-ADDR> — IP-agpec oTnpaBuTens, B KayecTse AaHHOTO agpeca MOXKET MCNOAb30BaTbCA 060
IP-agpec mapwpyTtmsaTtopa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxgasa 4acTb NpuUHMUMaeT
3HayeHwus [0..255];

<DSCP> — DSCP-npuopwuTtet B cootBetcTBun ¢ RFC 2474, npuHumaet 3HayeHue [0..63], 3HaueHue no
ymonyanuio 0.

Heobxoaumblii ypoBeHb npusuaeruin

1
KomaHgHbIN pexum

ROOT
Mpumep

esr:esr# ssh tester 10.100.100.1

The authenticity of host '10.100.100.1 (10.100.100.1)" can't be established.

ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9£:90:5c:19:a3:e7:97:ec:d5.

Are you sure you want to continue connecting (yes/no)? vyes

$AAA-I-SSH: Warning: Permanently added '10.100.100.1"' (ECDSA) to the list of known
hosts.

tester@10.100.100.1"'s password:

Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_ 64)

* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 09:25:10 NOVT 2015

Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~)$

4.13 telnet

[aHHasa KomaHZa MCNoNb3yeTCsa ANA NOAKAYEHNA K yaaNneHHOMY Y3y no npoTokoay Telnet.

CuHTaKcuc

telnet { <ADDR> | <HOSTNAME> } [ port <PORT> ] [ source <SRC-ADDR> ] [ dscp <DSCP>]
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MapameTpbl

<ADDR> — IP-agpec ycTpoiicTBa, 3agaétca B sBuae AAA.BBB.CCC.DDD, rae KaxAaan 4acTb NPUHMMaET
3HayeHus [0..255];

<HOSTNAME> — DNS-umsA ycTponcTBa, 3aA4aETCA CTPOKOM A0 255 CMMBOOB;

<PORT>— Homep TCP-nopTa, npocnywmnsaemoro SSH-cepsepom, npuHnumaet 3HadeHus [1..65535],
no ymon4yaHuio 23;

<SRC-ADDR> — IP-agpec oTnpaBuTens, B KauecTBe AAHHOMO agpeca MOXKET MCNOAb30BaTbCs 10601
IP-agpec mapwpyTtmsatopa, 3agaérca B suge AAA.BBB.CCC.DDD, raoe Kaxgaa 4acTb NpUHUMaAET
3HavyeHus [0..255];

<DSCP> — DSCP-npuoputeT B cootBeTcTBun ¢ RFC 2474, npuHumaeT 3HadyeHue [0..63], 3HayeHune no
ymonyanuio 0.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# telnet 10.100.100.1

Entering character mode
Escape character is '~]'.

Ubuntu 14.04.2 LTS

kubuntu login: tester

Password:

Last login: Mon May 25 15:23:06 NOVT 2015 from sw3l-l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_ 64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 15:23:01 NOVT 2015

(tester@kubuntu ~)$

4.14 monitor

[aHHOW KOMaHAOW BKNOYAETCA MOHUTOPUHT TpaduKa Ha CeTEBOM MHTepdeiice B pexxnme peasbHoro
BPEMeHM NONaKeTHO.

CuHTaKCcHC
monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port <DST-
PORT>] ] [ source-address <SRC-ADDR> ] [ destination-address <DST-ADDR> ] [ packets <VALUE>] [
detailed ]

MapameTpbl

<IF>— uHTepdeic nnm rpynna nHtepoelicos, 3afaéTca B BUAE, ONUCAHHOM B pasgene 3.3;

<TUN> — umA TyHHenNs, 3a8aéTtca B BUAE, OoNMcaHHOM B pasaene 3.4;
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<SRC-ADDR> — IP-agpec otnpasuTtens, 3agaétca 8 snae AAA.BBB.CCC.DDD, rge Kaxpgas
YyacTb NPUHUMAET 3HayeHuma [0..255];

<DST-ADDR> — |P-agpec nonyyatena, 3agaérca 8 snge AAA.BBB.CCC.DDD, rae Karkgan
YyacTb NPUHUMAET 3HayeHuma [0..255];

<TYPE> — T1n npoToKona, NpUHMMaET 3HadeHusa: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp,
pim, udp, vrrp, rdp, 12tp, gre;

<SRC-PORT>— Homep TCP/UDP-nopTa oTnpasuTens, npMHMmaet 3HadeHuns [1..65535];
<DST-PORT>— Homep TCP/UDP-nopta nosyyatens, npuHMmaet 3HadeHus [1..65535];

<VALUE> - Konn4yecTBo NaKkeToBs, NOC/e Noy4eHUA KOTOPbIX aHann3 6yaeT oCTaHOB/IEH,
yKasblBaeTcs B gunanasoHe [1...4294967295];

detailed — uHpopmaLma BblgaeTCcA B AeTANN3MPOBAHHOM dopmarTe.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbI pexxum
ROOT
Mpumep

esr:esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:£0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800),
length 98: (tos 0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
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5 YNPABJIEHUE MPOTPAMMHbIM OBECMEYEHUEM U
KOH®UTYPALIEN

5.1 commit

[aHHas KomaHga No3BosiAeT NPUMEHUTb (caenaTth AEUCTBYIOWMMU) U3MEHEHUA KOHPUrypauum.
RUNNING-KoHdUrypauusa 3amewtaetcs koHourypaumein CANDIDATE. ns Toro 4tobbl NPpUMEHEHHbIE
M3MEHEHMA CTa/IM NOCTOAHHO AENCTBYOWMMM, 3TY ONepaumto HeobxoaAMMO NOATBEPLAUTL KOMAHAOM
«confirm» B Te4eHMe BpeMeHM, He NPEBbILLAIOLWEro BpemMsa AeNCTBUA TaliMepa NoATBepXKAeHUs (no
ymonyaHuo 600 cekyHa).

CuHTaKcuc

commit

Mapamertpbl
KomaHzaa He coaepKUT aprymeHToB.

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIii pexxum

ROOT

Mpumep

‘esr:esr# commit

N3meHeHWs KOHOUrypaumum NpMMeHeHbI.

5.2 commit update

[aHHaa KomaHga no3sondaeT nepenpmumeHntb RUNNING-koHUrypauumtio.
CuHTaKcuc

commit update

Mapamertpbl
KomaHp,a He COAEPXUT aprymMeHTOB.
Heobxogumbiit ypoBeHb NpUBUNEruiA

10

KomaHaHbIi1 pexxum

ROOT

Mpumep

esr:esr# commit update

N3meHeHMA KOHOUrypaumnm NpUMEHEHbI.
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5.3 confirm

KomaHaa npegHasHavyeHa A1a NoATBEPHKAEHNA NPUMEHEHNA KOHOUTIypaumn. Ecam B TedeHMe 3a8aHHOIO
BpemMeHM (no ymonyaHuto 600 cekyHA) nocie NpMMeEHEeHMA KOHOUTYpaLUUmM KomaHaon «commit» He 6bino
BBEAEHO NOATBEPKAEHNE, NPON3ONAET aBTOMATUYECKUIA OTKAT Ha AENCTBYIOLLYIO paHee KOHPUrypaumio.
ABTOMATHYECKAA CUCTEMA OTKATOB NOJHOCTbIO MPEeAOTBPALLAET CUTYaLLMKN NOTEPU CBA3U C YCTPOMCTBOM.

CMHTaKCMC KOMaHAbI

confirm

Mapamertpbl
KomaHpga He coaepXUT aprymeHToB.
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHpgHbIi1 pexxum

ROOT

Mpumep

’esr:esr# confirm

MoaTteepXKAeHVEe U3MEHEHUI B KOHPUTYypaLmK.

5.4 restore

[aHHas KomaHZa No3BONSET OTMEHUTb NPUMEHEHHYIO, HO HEMOATBEPKAEHHYIO KOHUIypaLmm u
BEPHYTbCA K Noc/eaHel noaTeepKAeHHOM. KomaHaa npumeHseTcs Ko Bcel KoHUrypaLmm ycTpoicTea.
OTmeHa M3MeHEeHUI MOKeT bbITb BbINOJIHEHA TONILKO 4,0 BBOAA KOMaHZAb! «confirm». Mpwu BbINOAHEHUN
KOMaHAbl «restore» NpoMcxoguT NoTepa HenoATBepXKAeHHON KoHbUrypauuu.

CuHTaKcuc

restore

MapameTpbl
KomaH,u,a HE COA4EePXKUT aprymeHTOB.
Heob6xogumbiii ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum

ROOT

Mpumep

‘esr:esr# restore

OcyuecTB/ieH BO3BPaT K Noc/iegHel NoATBepKAEHHOM KOHOUTypaLun.
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5.5 rollback

JaHHaa KomaHAa No3BoAAET OTMEHUTb HEMPUMEHEHHbIE U3MEHEHUA KOHOUIrypaumn. B pesyabTaTe
BbINONHEHWA KomaHabl 6yaeT yaaneHa CANDIDATE KoHuUrypauma. KomaHga moxeT bbiTb MCNO/b30BaHA
TO/IbKO 40 BBOAA KOMAHAbl «commity».

KomaHaa npumeHnaeTca Ko Bcel KoHpUrypaumm ycTpoiicTaa.

CuHTaKcuc

rollback

Mapamertpbl
KomaHaa He cofepKUT apryMeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpgHbIi1 pexxum

ROOT

Mpumep

‘esr:esr# rollback

I'Ipomasep,eHa OTMEHa BCEX HEMPUMEHEHHDbIX U3MEHEHUI B KOHd)I/IrypaLI,I/II/I.

5.6 save

KomaHaa cny*ut gnsa coxpaHeHna CANDIDATE KoHdUrypaumm B NOCTOAHHYIO NaMATb YCTPOMCTBa.

CuHTaKcuc
save
MapameTpbl
KomaH,qa He COAEPKUT aprymMmeHTOB.
Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum

ROOT

Mpumep

esr:esr# save

CoxpaHeHue TekyLei KoHdurypaumm Ha Flash-namaTb ycTpoiicTsa.
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5.7 boot system

[aHHaa KomaHaa cAyXuT 418 Bbibopa akTMBHOro obpasa NporpamMmmHoOro obecrneyeHus, 3arpy*KeHHoro Ha
YCTPOWCTBO.
CUHTaKcuUc
boot system <IMAGE>
MapameTpbl

<IMAGE> — Ha3BaHMe 0b6pa3a nporpammHOro obecrneyeHms, KOTOpbIN ByaeT 3arpy»KaTbca Ha
YCTPOWCTBO:

image-1— cneaytouian 3arpyska ycrporictea byaeT BbinoaHeHa 13 nepeoro obpasa MNO;
image-2 — cnepgytoLLas 3arpysKa ycTpoicTea byaeT BbinosHeHa us BToporo obpasa MO.

Heobxogumbiii ypoBeHb Nnpusuaerunii

15

KomaHgHblii pexxum

ROOT
Mpumep

| esr:esr# boot system image-2

5.8 delete

[aHHana KomaHAaa CAYXUT AN yaaneHUsa NULEH3NI, cepTUPUKATOB, KoYel.

CuHTaKcuc

delete <FILE>
MapameTpbl

<FILE> - TMn daitna, MOXKeT NPMHMMATL Cleayowme 3HaYeHus (Npy yaaneHue us nanku
Heob6xo04MMO YKasaTb HasBaHMe daiina):

licence — nMuUEH3UA YCTPOICTBA;
fs://cgw/[PATH] — BblgeneHHasa gupeKkTopua Ana opraHnsaumm pabotsl ¢ Crypto Gateway.
= [PATH] - nyTb K daitny.

Heob6xoaumbiit ypoBeHb NpuBUAErui

15

KomaHaHbIi1 pexxum

ROOT

MNpumep

esr:esr# delete fs://cgw/users/private.key

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 41



O ELTEX

5.9 show candidate-config

JaHHON KOMaHAOM OCYLLECTBAAETCA NPOCMOTP KOHPUTypaLmMn yCTPONCTBA, KOTopas byaeT ycTaHOB/EeHa
rnocse NPUMeHeHUs HacTpoekK (KomaHaa «commit»).

CuHTaKcuc

show candidate-config [ <SECTION> ]

Mapamertpbl
<SECTION> — pa3gen KoHourypaumu:

aaa — HaCTpOliKa NapamMeTpoB ayTeHTUhUKALUK, aBTOPU3ALMM U YUYET];
access-list — KoHUrypaums cnnckos gocTyna;
bridges — KoHpUrypauma ceTeBbIX MOCTOB;
channel-group — KoHGUrypauus rpynnbl arperauym KaHaaos;
clock — KOHPUrYypaLma cMcTeMHbIX YacoB mapLipyTru3aTopa U NTP-npoTokona;
dhcp — koHdurypauus DHCP-cepBepa, KaneHTa 1 Relay-areHTa;
dual-homing — KoHdurypauus cepsuca Dual Homing;
hostname — ceTeBoe UMA MapLIpyTM3aTOpPa;
interfaces [<IF>] — KoHpUrypaumsa nHTepdencos:
=  <|F>-HauMmeHoOBaHuWe MHTepdeica, 3a4aETcA B BUAE, ONMCAHHOM B pasaene 3.3;
ip-address — KoHpUrypauus IP-uHtepdeicos;
mac-address-table — KoHpUrypauusa Tabamusl MAC-aapecos;
mirroring — KOHPUrypauma 3epKaanpoBaHus;
multiwan — KoHOUrypauma cepsuca pesepenpoBaHma U 6anaHcuposkn WAN-nHTepdencos;
nat [<SUBSECTION>] — KoHdurypauma cepsmca NAT:

= source — KoHduUrypauua cepsmca Source NAT;
= destination — koHduUrypauus cepsumca Destination NAT;

netflow — koHduUrypaums Netflow npotokona;

object-groups — KoHbuUrypauus npoduneit IP-agpecos n TCP/UDP-nopToB;
port-security — KoH¢urypaumsa Port Security;

gos — KoHourypauma QoS;

remote-client — KoHdUMrypauma yganeHHoro goctyna (SSH, FTP, etc.);
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routing [<SUBSECTION>] — KOHpUIrypauma mapLipyTmsaumnm:

=  bgp — KOHOUrypauma npoTtokona BGP;

= key-chains — KOH)Urypauua kaoven ayTeHTUdmKaumnm;
= ospf— KoHdurypauua npotokona OSPF;

= prefix-list — KOHPUrypauma npepuKkc-nncTos;

"  rip — KoHUrypauma npotokona RIP;

= route-maps — KOHPUrypaLuma mapLpyTHbIX KapT;

= static — KOHOUrypaums cTaTUYECKUX MapLIPYTOB;

security [<SUBSECTION>] — KoHdUrypauma cepsuca Firewall;

= zone — KoHoUrypauwms 3oH Firewall;

= zone-pair — KOHPUrypaLma nepexonos mexay 3oHamu Firewall;

sflow — koHduUrypaums sFlow npoTokona;
snmp — KoHdurypauma SNMP-cepsepa;
spanning-tree — KOHPUrypaumnsa NPOTOKON0B cemeincTBa Spanning Tree;
syslog — KoHdUrypauma cepsuca Syslog;
system — KOHOUrypauma obLLEecUcTeEMHbIX MapPamMeTpPOB;
tunnels [<SUBSECTION>] — KoH)UrypaLma TyHHeneun:
= gre — KOHPUrypauusa GRE-TyHHenel;
= ipdip4 — kKoHdurypauus IPv4 over IPv4-TyHHenewn;
= |2tpv3 — KoHUrypauma L2TPv3-TyHHenel;
= softgre — KoHdurypauma SoftGRE-TyHHenew;
vlans — KoHpurypauusa VLAN;
vrrp — KoHourypauma VRRP-npoTokona;
wisla — KoHdUrypauma cuctembl MOHUTOPUHIA KayecTsa ycayr wiSLA;

wireless-controller — KoHoUrypauma napametpos Wi-Fi KoHTponnepa.

KomaHaHbI pexkum
ROOT

Mpumep

esr:esr# show candidate-config
service ntp enable
service ntp broadcast-client enable

syslog max—-files 3
syslog file-size 512
syslog file default info
vlan 2

exit

security zone trusted
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exit
security zone untrusted
exit

object-group service telnet
port-range 23
exit
object-group service ssh
port-range 22
exit
object-group service dhcp server
port-range 67
exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

5.10 show running-config

JaHHaa KomaHAa CNyKUT A5 NPOCMOTPa TeKYLLEeNn KOHPUIypaLmm yCTPONCTBa.
CuHTaKcuc

show running-config [<SECTION>]

MapameTpbl
<SECTION> — pa3aen KoHbUrypauum, onncaHme npuseneHo B pasgene 5.9.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexxum
ROOT
Mpumep

esr:esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

syslog console info

5.11 show version

[aHHasa KomaHZa CYXKUT ANA NPOCMOTPA TeKYLLEe BEpPCUMU NPOrpammMHOro obecrneyeHns 1 annapaTHom
YyacTu ycTpoicTBa.

CuHTaKcuc

show version

MapameTpbl
KomaHp,a He COAEePXUT aprymMeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAEruii
1
KomaHAaHbIi pexxum

ROOT
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Mpumep

esr:esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9%dbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

5.12 show bootvar

[aHHaa KomaHaa CYKUT A5 NpocMmoTpa MHbopmaumm o6 obpasax nporpammHoro obecrneyeHus,
3arpy*KeHHbIX Ha YCTPOWCTBO.

CuHTaKcuc

show bootvar

MapamerTpbl
HomaH,u,a HE COAEPXKUT aprymeHTOB.
Heobxoaumbiii ypoBeHb npusuaerui

1

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show bootvar
Image Version Date Status After reboot
1 1.0.7 build 119[5cd22b8] date 22/12/2015 time Not Active
18:00:47
2 1.0.7 build 119[5cd22b8] date 22/12/2015 time Active *
18:00:47

5.13 show storage-devices

ﬂ,aHHaﬂ KOMaHA4a ChyXuUT anAa npocmoTpa MHd)OpmaLI,MM O NOAKNKYEHHDbIX USB Hakonutensax.
CuHTaKcuc

show storage-devices

MapameTpbl
KOMaHAa He COA4EePXUT aprymeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAEruii
1
KomaHAaHbIi pexxum
ROOT

Mpumep
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esr:esr-200# sh storage-devices

Name Total, MB Used, MB Free, MB
72ECF18CECF14B3D 3447.94 226.69 3221.25
987B-3735 412.77 0.00 412.77

5.14 show licence

[aHHasa KomaHaa CYKUT A5 NPOoCMOoTPa MHbopMaL MM 06 aKTUBHOW JINLEH3UN YCTPOMUCTBA.
CUHTaKcUc

show licence

MapamerTpbl
KomaHaa He cofepKUT apryMeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# show licence

Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

5.15 show crypto certificates

[aHHas KomaHaa BbIBOAUT MHGOPMaLMIO O cepTUdMKaTaX.

CuHTaKcunc

show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl

<CERTIFICATE-TYPE> - Tnn cepTudunKaTa UM KAtOYa, MOXKET NPUHUMATb CheayloLlme 3HaYeH A:

ca — cepTMdMKaT yA0CTOBEPALLErO CEPBEPI;
—  crl — cNMCOK OTO3BaHHbIX CEPTUPUKATOB;

— dh - kmou Anddpu-XenmaHa;

— server-crt — ny6AnYHbIN cepTUdUKaT cepBepa;
— server-key — npuBaTHbIl K/lOY cepBepa;

— ta—HMAC Kkntou.
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Heobxoaumbiii ypoBeHb NpuBUAernm

1

KomaHpgHbIi1 pexxum

ROOT

Mpumep

ca
dh
server key
server crt
ta
crl

esr:esr# show crypto certificates
Type Total

5.16 copy

JaHHaa KomaHaa CNYyXXUT AnAa KonnpoBaHuMA ¢a|7|nos mexagy pasimvyHbiMn UCTOYHUKaMM U noNydaTeiaMN.

CuHTaKkcuc

copy <SOURCE> <DESTINATION>

MapameTpbl

<SOURCE> — UCTOYHMUK, 3a4a€ETCA B BUAE:

tftp://<ip>[<port>]:/<path> — agpec dpaina Ha TFTP-cepsepe, rae:

<ip>-—IP-agpec TFTP-cepBepa;

<port> — nopT, KoTopbin cnywaetr TFTP-cepsep, oTaensetca oT IP-agpeca
CMMBOIOM «H#» UN «:1»;

<path>— nyTb K dainy Ha TFTP-cepBepe.

ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip>—IP-agpec FTP-cepBepa;

<user> — MMA MoNb30BaTeNA (HaCTPOUTb MMA MOAb30BATENs NO YMONYAHWUIO
MOXHO KoMaHAolM ip ftp client username, onucaHHol B pasaene 24.3.8);
<password> — naposib (HaCTPOMTb NAPOJIb MO YMOAYAHUIO MOXKHO KOMaHAaoM ip ftp
client password, onncaHHow B pasgene 24.3.9);

<port> — nopT, KoTopbii cnywaet TFTP-cepsep, oTtaensetrca ot |P-agpeca
CMMBOIOM «#» UK «:1»;

<path>— nyTb K daiiny Ha FTP-cepBepe.

scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip>—IP-agpec cepsepa;

<user> — MMA MONb30BaTeNA (HAaCTPOUTb MMA MOAb30BATENS NO YMONYAHWUIO
MOXHO KOMaHAoM ip ssh client username, onucaHHoi B pasgene 24.3.4);
<password>— naposib (HacTPOUTb NaPOJb NO YMOAYAHUIO MOXKHO KOMaHAOW ip ssh
client password, onncaHHom B pasgene 24.3.5);

<port> — nopT, KoTopbii cnywaet TFTP-cepsep, oTaensetrca ot |P-agpeca
CUMBOJIOM «H» UK «2»;
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= <path>-—nyTb K $paitny Ha cepepe.
usb://usb_name:/[PATH]

= usb name - wumAa pasgena Ha USB HakonuTene (HasBaHWA pasaenos,
noakntoyeHHbix USB ycTpoMcTB, MOXHO Yy3HaTb W3 BblBOAA KOomMaHAbl show
storage-devices;

= [PATH] — nyTb K ¢ainy Ha USB HakonuTene.

fs://factory-config — 3aBoacKkas KoHPUrypaums;
fs://default-config — koHdUrypaums no ymonyaHuio;
fs://running-config — Tekywwaa KoHoUrypauus;

fs://candidate-config — KoHburypaumus, KoTopasa 6yaeT MNpPMMEHeHa MocC/ie BbINOSIHEHUA KOMaHAbl
«commity»;

fs://firmware — nporpammHoe obecnedyeHune ycTpolicTBa. KonuposaHve MPOU3BOAUTCA C HEAKTUBHOMO
obpasa nporpammHoro obecneyeHms yCTPONCTBa;

fs://cgw/[PATH] — BblgeneHHas anpeKkTopua Ans opraHmsaumm pabotbl ¢ Crypto Gateway;
= [PATH] — nyTb K daitny.

<DESTINATION> — Ha3Ha4yeHue, 3a4aETCA B BUAE:

tftp://<ip>[<port>]:/<path>— agpec dpairna Ha TFTP-cepsepe, rae:

= <ip>-IP-agpec TFTP-cepBepa;

= <port> — nopT, KoTopbin cnywaeTr TFTP-cepBep, otaensetcs ot IP-agpeca
CMMBONIOM «H#» UN «:1»;

= <path>—-nyTb K ¢paitny Ha TFTP-cepsepe.

ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

= <ip>-IP-agpec FTP-cepsepa;

= <user> — MMA nNosb3oBaTens (HacTPOUTb MMS NO/b30BaTENA MO YMOJYAHWUIO
MOXHO KoMaHAolM ip ftp client username, onucaHHol B pasaene 24.3.8);

= <password> — naposb (HaCTPOUTb MAPOJb MO YMONYAHWUIO MOXKHO KOMAHAON ip
ftp client password, onucaHHoi B pasgene 24.3.9);

= <port> — nopT, KoTopbin caywaetr TFTP-cepsep, otaensetca ot |P-agpeca
CMMBOIOM «#» UK «:1»;

= <path>-nyTb K daiiny Ha FTP-cepBepe.

scp://[<user>:<password>@]<ip>[<port>]:/<path>

= <ip>-IP-agpec cepsepa;

= <user> — MMA nNosb3oBaTens (HacTPOUTb MMSA NOJIb30BATENA MO YMOJAYAHMIO
MOXHO KOMaHAoM ip ssh client username, onucaHHoi B pasgene 24.3.4);

= <password>— naposib (HaCTPOUTb MNAPO/b MO YMOSYAHMUIO MOXKHO KOMaHAOM ip ssh
client password, onncaHHom B pasgene 24.3.5);

= <port> — nopT, KoTopbin caywaetr TFTP-cepsep, oTaensetca ot |P-agpeca
CUMBOJIOM «H» UK «2»;
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<path>—nyTb K $aitny Ha cepsepe.

usb://usb_name:/[PATH];

= usb name - wumAa pasgena Ha USB HakonuTene (HasBaHWA pasaenos,

noakntoyeHHbix USB ycTpoMcTB, MOXHO Yy3HaTb M3 BbiBOAA KOMaHAbl show
storage-devices;

[PATH] — nyTb K ¢painy Ha USB HakonuTene.

fs://candidate-config — KoHdUrypauma, Kotopas 6yAeT MpMMeHeHa MOocC/ie BbIMOJHEHMA KOMaHApbl
«commity»;

fs://licence — nuueH3na ycTponcTea;

fs://firmware — nporpammHoe obecneyeHue ycTpolicTBa. KonvpoBaHWe Bcerga NPOMCXOAMUT B
HeaKTUBHbIM 06pa3 NporpaMmHOro obecneyeHmn yCTPonCTBa;

fs://cgw/[PATH] — BblaeneHHas AMpeKTOpUa Ansa opraHusaumm pabotbl ¢ Crypto Gateway;
= [PATH] — nyTb K dainny.
Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum

ROOT
Mpumep

‘ esr:esr# copy tftp://10.100.100.1/esr.cfg fs://candidate-config

5.17 dir

[aHHasa KomaHZa CYKUT g1 BbiBoAa MHGopMaumm o ampektopuax u dpainax Ha USB HocuTenax u B
BblgeneHHon anpektopumn Crypto Gateway.

CuHTaKcuc

dir [ <PATH >]

MapameTtp

<PATH> — nyTb, 3a4aéTcA B BUAE:

usb://USB-device-name/[PATH];

= usb_name - wmsa pasgena Ha USB HakonuTene (Ha3BaHMA pasgenos,

nogKkntoyeHHblx USB yCTpoMCTB, MOMHO y3HaTb M3 BbiBOAA KOMaHAbl show
storage-devices;

[PATH] — nyTb K daitny Ha USB HakonuTene.

fs://cgw/[PATH] — BblaeneHHas AMpPeKTOpPUA ANA opraHusaumm pabotsl ¢ Crypto Gateway;

= [PATH] — nyTb K daiiny.
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Heobxoaumbi ypoBeHb NpuBUAErni

1

KomaHgHbI pexxum

ROOT

Mpumep
esr:esr-200# dir usb://72ECF18CECF14B3D/
Name Type Size
1 File 11.00 B
1~ File 0.00 B
ca File 874.00 B
fire.py File 4.61 KB
System Volume Information Directory 76.00 B
test Directory 212 .34 MB

5.18 archive

[aHHOW KOMaHAOW OCYLLLEeCTBAETCA NEPEXOL, B PEKMM HAaCTPOWKM NapaMeTpoB pe3epBUpPOBaHUS
KoHUrypaumm.

Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) YCTaHaB/IMBaET 3HA4YE€HWNE NO YMONYAHUIO ON1A
napameTpoB Pe3epBUPOBaAHMA KOHIUIypaLumu.
CuHTaKcuc

[no] archive

MapameTpbl
KomaHp,a He COAEPHUT aprymMmeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHAaHbIi pexum

CONFIG

Mpumep

esr:esr(config)# archive
esr:esr (config-archive) #

5.19 path

JaHHOM KoMaHAoM onpeaenAaeTca NPOTOKO/, afipec CEPBEPA, @ TaKKe pacnonoxKeHune n npedmKc MMeHu
daina Ha cepsepe. Mpu BbINOJHEHUN pe3epBUPOBaHUSA K NpeduKcy meHn dpainna nobasnseTcs Tekyluee
Bpema n gata B popmarte INMrrmmagd_Y44mMmcCc.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAbl (NO) yAanseT ycTaHOB/I@HHOE 3HaYeHue.
CuHTaKcuc
path <PATH>

no path
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MapameTpbl
<PATH> — ¢opmaT nyT1 A0 yaaneHHOro cepsepa onucaH B pasgene 5.15.
Heobxogumbiii ypoBeHb Nnpusunernii

15

KomaHpgHbIi1 pexxum

CONFIG-ARCHIVE

Mpumep

‘ esr:esr (config-archive) # path tftp://10.10.10.1:/esr-1000/config

5.20 by-commit

JaHHOM KoMaHAOoM BKOYAETCA peXmMm oTnpaBku ¢aiina KoHOUrypauum Ha cepeep pesepBMpoBaHNS
nocne yAa4yHoro npuMmeHeHuA KoHbUrypaumm.

Mcnonb3oBaHue oTpuLaTebHoM GOopMbl KOMaHAbI (NO) BbIKAOYAET PEXUM OTNPABKM NOC/E YAa4YHOro
NpUMeHeHNA KOHOUrypaumu.

CuHTaKkcuc

[no] by-commit

MapameTpbl
KomaH,u,a HE COA4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii

15

KomaHgHbIi pexxum

CONFIG-ARCHIVE

Mpumep

I esr:esr(config-archive)# by-commit

5.21 auto

[aHHOW KOMaHAOW BKAOYAETCA PEKMM OTNPaBKK daitna KoHPUrypaumm Ha cepBep pe3epBUpPOBaHUA
yepes yKasaHHbI NPOMEXKYTOK BpeMeHn (pasaen 5.22).

Mcnonb3oBaHme oTpuLaTeNbHON GOpMbl KOMaHAbI (NO) BbIKAOYAET PEXMM OTNPABKM Yepes YKasaHHbIN
NPOMEKYTOK BPEMEHM.

CuHTaKcuc

[no] auto

Mapamertpbl
KomaHp,a He COA4EePXUT aprymeHTOB.
Heobxoaumbiit ypoBeHb NpuBUAEruit

15
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KomaHpgHbIi1 pexxum

CONFIG-ARCHIVE

Mpumep

‘esr:esr(config—archive)# auto

5.22 time-period

[aHHOW KoMaHaoM 3a43ETCA Nepuoa BPEMEHM, NO UCTEYEHUM KOTOPOro ByAeT OCyLWeCcTBAATLCA
aBTOMaTUYECKOe pe3epBMpoBaHMEe KOHGUIYypaLmK.

Mcnonb3oBaHWe oTpuLaTenbHON Gopmbl KOMAHAbI (NO) yCTaHABAMBAET 3HAYEHME MO YMOJTYAHMIO.
CuHTaKCuUC
time-period <TIME>

no time-period

Mapamertpbl

<TIME> — nepnoanM4HOCTb aBTOMATUUYECKOTO pPe3epBUPOBaHMA KOHOUIYypaUUn, NPUHMMaeT
3HauYeHue B mmHyTax [1..35791394].

3HauyeHue No yMmon4aHuio
720 MUHYT

Heobxogumbiii ypoBeHb NpuBuaerni
15

KomaHgHbIi pexxum
CONFIG-ARCHIVE

Mpumep

‘esr:esr(config—archive)# time-period
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6 HACTPOMKA OBLUECUCTEMHbIX MAPAMETPOB

6.1 hostname

KomaHga no3BonAeT Ha3HauYnTb CeTEBOE MMA A9 MapLLUpyTU3aTopa.
CuHTaKcuc

hostname <NAME>

Mapamertpbl
<NAME> — ceTeBO€E MMA MapLLpyTM3aTOpa, 3aaéTCA CTPOKOM A0 255 cumBonoB.
Heobxogumbiii ypoBeHb Nnpusunernii

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

’esr:esr(config)# hostname router-1l.eltex.nsk.ru

6.2 system fan-speed

KomaHza onpegensier pexMm paboTbl CUCTEMbI OXNAXKLEHMNA.
Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHaBAMBaET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcuUc

system fan-speed { auto | max}

no system fan-speed

MapameTpbl
- auto - pexxum aBToMaTUYECKOro peryanpoBaHua (no ymondyanuto Ha ESR-100, ESR-200);
- max - peXXMm MaKCMMaibHOro oxnaxaeHua (no ymonyaHuto Ha ESR-1000).
Heob6xoaumbiit ypoBeHb NpuBUAErui

10

KomaHAHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# system fan-speed auto
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6.3 show system

[aHHON KOMaHAOM OCYLLeCTBAAETCA MPOCMOTP NapamMeTPOB OKPYKEHMA YCTPONCTBA.

CuHTaKcuc

show system

MapameTpbl

KomaHga He coaepKUT aprymeHToB.

Heobxoaumblii ypoBeHb npusuaerui

1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show system
System type:

System name:
Software version:
Hardware version:
System uptime:
System MAC address:

Fan Level:

Fan Table

CPU
temperature, C 63
Memory Table
~~~~~ rotal, B

RAM 3798.25
FLASH 20.00

Eltex ESR-1000 Service Router

esr-1000

1.0.7-ST build 48[6555439] (date 01/06/2016 time 14:18:04)
1v3

4 minutes and 5 seconds

A8:F9:4B:AA:03:A0

System serial number: NP01000050
Main power supply installed: Present
Main power supply status: Ok

Reserve power supply installed: Absent

Ok Ok
Sensor 1 Sensor 2 Sensor 3
39 37 49
Used, MB Free, MB
1643.50 (44%) 2154.75 (56%)
1.06 (6%) 18.94 (94%)
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6.4 show system id

JaHHOM KOMaHA0M OCyLLEeCTBAAETCA NPOCMOTP CEPUIMHOIO HOMEpPA YCTPOMCTBA.

CuHTaKcuc

show system id

MapameTpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show system id
Serial number:
NP01000023

6.5 show cpu network-load

[aHHOW KOMaHAOW OCYLLEeCTBAAETCA NPOCMOTP Harpy3Kku, NpoM3BOAMMOMN CeTeBbIM TPAGUKOM.

CuHTaKcuc

show cpu network-load
MapameTpbl

KomaHga He COAEPHKUT aprymMmeHTOB.

Heobxoaumblii ypoBeHb npusuaeruim
1

KomaHAaHbI# pexxum

ROOT
Mpumep

esr:esr# show cpu network-load

CPU ID CPU load Heaviest session

0 0 --

1 49413 80.88.157.57 ->
172.129.22.57

2 46812 80.88.157.75 ->
172.129.22.75

3 49229 172.129.22.41 ->
80.88.157.41

4 0 --

5 53019 80.88.157.77 ->

172.129.22.77

Session
weight
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6 39699 80.88.157.79 -> 9863
172.129.22.79

7 49726 172.129.22.45 -> 9804
80.88.157.45

8 39789 172.129.22.61 -> 9779
80.88.157.61

9 36876 80.88.157.59 -> 97175
172.129.22.59

10 53041 172.129.22.5 -> 9679
80.88.157.5

11 49010 172.129.22.47 -> 9896
80.88.157.47

12 53082 172.129.22.13 -> 9650
80.88.157.13

13 63027 80.88.157.69 -> 9617
172.129.22.69

14 52722 80.88.157.73 -> 10001
172.129.22.73

15 55165 80.88.157.71 -> 9924

6.6 show cpu utilization

JaHHOM KoMaHAOM OcyLWecTBAAETCS NPOCMOTP MCNOAb30BaHKUA pecypcos CPU.
CuHTaKkcuc

show cpu utilization

MapameTpbl

KomaHpaa He COAEPHUT aprymMmeHTOB.

Heobxoaumblii ypoBeHb npusuaeruin

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show cpu utilization
CPU Last Last Last
5 sec 1 min 5 min
0 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%
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7 YNPABNEHUE CUCTEMHbIMU YHACAMU

7.1 setdate

JaHHOM KoMaHAoM YyCTaHaBANBAETCA BPYUYHYIO CUCTEMHOE BpemMA U AaTa.
CuHTaKcuc

set date <TIME> [<DAY> <MONTH> [ <YEAR> ] ]

Mapamertpbl
<TIME> —ycTaHaB/AnBaemoe cucTeMHoe Bpems, 3aaaétca B suae HH:MM:SS, rae:

HH —yacbl, npuHMmaeT 3HayeHue [0..23];
MM — MUHYTbI, NPUHUMaET 3Ha4veHue [0 .. 59];
SS — ceKyHAbl, NPUHMMAET 3Ha4veHue [0 .. 59].

<DAY> — geHb mecAua, NPUHMMAET 3HauveHus [1..31];
<MONTH> — mecsau, npuHumaet 3Hadenms [ January/February/March/April/May/June/July/August/
September/October/November/December ];
<YEAR> —rog, npuHumaeT 3Ha4yeHus [2001..2037].
Heobxogumbiii yposeHb npusunerui
10
KomaHgHbIi pexxum
ROOT
Mpumep

I esr:esr# set date 16:35:00 15 May 2014

7.2 clock timezone

[aHHOM KoMaHAoM YyCTaHAaB/IMBAETCA YacOBOM NosAC.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHapbl (NO) yCTaHaB/AIMBAET YaCoOBOM NOAC MO YMOMYAHMIO.
CuHTaKCcnC

clock timezone <OFFSET>

no clock timezone

Mapamertpbl
<OFFSET> — 0603Ha4yeHM1e 30HbI, cofeprKalllee CABMUI B Yacax oTHocuTenbHO Greenwich Mean Time,
NPUHMMAET 3Ha4YeHus [gmt-12 .. gmt +12].

3HayeHue No yMON4YaHuto

gmt O
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Heobxoaumbi ypoBeHb NpuBUAErni
10

KomaHgHbI pexxum
CONFIG

Mpumep

‘esr:esr(confiq)# clock timezone gmt +7

7.3 show date

JaHHaa KomaHAaa No3BOAAET NOCMOTPETb TEKYLLME CUCTEMHOE BpeMA 1 AaTy.
CuHTaKcuc

show date

MapameTpbl
KomaHza He conepKuUT aprymeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# show date
Thursday 23:48:33 GMT+7 May 15 2014

7.4 ntp enable

[aHHO KOMaHA,0M BKNHOYAETCA CUHXPOHW3ALMA CUCTEMHbIX YacoB C YAaNeHHbIMWU CeEpBEPAMM MO
npotokony NTP.

Ncnonb3oBaHMe oTpuuaTebHOM GopMbl KOMaHAbl (NO) BbIKAKOYAET CUHXPOHM3aUMIO No npoTokoay NTP.
CuHTaKcuc

[no] ntp enable

MapameTpbl

KomaHga He COAEPHKUT apryMeHTOB.

3HaueHue No yMONYaHUIO
BbikntoueHo.

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHAaHbIi pexxum

CONFIG
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Mpumep

‘esr:esr(config)# ntp enable

7.5 ntp broadcast-client enable

JaHHON KOMaHAOM BKAOYAETCA PEXKUM NPUEMA LLIMPOKOBELATENbHbIX cooblieHuit NTP-cepBepos.
MapuwpyTtmsaTtop paboTaet B KayectBe NTP-knmeHTa. Ecam B KOHGUrypaumm yctpolictsa 3agaHbl NTP nupbl
M cepBepbl, TO B LUIMPOKOBELLATE/IbBHOM PEXUME OHU UTHOPUPYIOTCA.

Ncnonb3osBaHuMe oTpuLaTebHON GOpMbl KOMaH bl (NO) BbIKAKOYAET LMPOKOBELLLATE/IbHbIA PEXKUM.
CuHTaKcuc

[no] ntp broadcast-client enable

Mapamertpbl

KomaHaa He cofepKuUT apryMeHTOB.

3HayeHUe No YMOYaHUIO

BbiKkntoueH

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIii pexxum

CONFIG
Mpumep

‘esr:esr(config)# ntp broadcast-client enable

7.6 ntp dscp

KomaHpaa 3aaaét 3HaveHume koga DSCP ansa ncnonb3osaHua B IP-3aronoske ncxogsawmx naketos NTP-
cepsepa.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (No) yctaHasnmeaeT 3HaveHmne DSCP no ymonyaHuio.
CuHTaKcuc
ntp dscp <DSCP>

no ntp dscp

Mapametpbl
<DSCP> — 3HaueHue Koga DSCP, npuHMmaeT 3HayeHus B AnanasoHe [0..63].
3HayeHue No yMON4YaHUIo

46

Heobxoaumbiii ypoBeHb NpuBUAEruit
10
KomaHaHbIi1 pexxum

CONFIG
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Mpumep

‘ esr:esr(config)# ntp dscp 40

7.7 ntp peer

JaHHaa KomaHAa UCnoib3yeTcs 418 YCTaHOBAEHMA NAaPTHEPCKUX OTHOLWEHU mexay NTP-cepsepamm u
nepexoaa B KomaHaHbIM pexkum CONFIG-NTP.

NTP-cepBep Ha mapLupyTusaTope paboTaeT B pexXmme ABYCTOPOHHEN aKTUBHOCTU C yaaneHHbim NTP-
cepBepoM, YKasaHHbIM B KOMaHAe. B ciyyae notepum cBA3M O4HOrO M3 NapTHepoB ¢ BbiwectoAawmm NTP-
CepBEepPOM, OH CMOXeT CUHXPOHM3NPOBaTb BPEMA MO cepBepy-napTHepy.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KoMaHabl (no) yaanaet 3agaHHoro NTP-napTHepa.
CUHTaKCcuUc

[no] ntp peer <ADDR>

MapameTpbl

<ADDR> — IP-agpec napTHepa, 3agaétca 8 suge AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NnpuHUMmaeT
3HayeHus [0..255]

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum
CONFIG

Mpumep

esr:esr(config)# ntp peer 10.100.100.1
esr:esr (config-ntp) #

7.8 ntp server

JaHHaa KomaHaa ncnosbsyeTtcs ansa cosgaHua NTP-cepsepa 1 nepexoa B KOMaHaHbIM pexkum CONFIG-
NTP.

MapuwpyTursaTtop paboTaeT ¢ ykasaHHbIM NTP-cepBepom B pexkMme 04HOCTOPOHHEN aKTUBHOCTU. B
AAHHOM peXXmMMme JI0Ka/IbHble Yacbl MapLIPyTM3aTopa MOTYT CUHXPOHM3MPOBATLCA C YAA/IEHHbIM
NTP-cepsepom.

Mcnonb3oBaHue oTpuuaTtesnbHol GopmMbl KOMaHAab! (No) yaanser 3agaHHbIi NTP-cepsep.
CuHTaKcuc

[no] ntp server <ADDR>
MapameTpbl

<ADDR> —IP-agpec cepBepa, 3aaaétca 8 suae AAA.BBB.CCC.DDD, rae Karkaana 4acTb NpUHMMaeT
3HayeHus [0..255 ]

Heo6xoaumbiit ypoBeHb NpuUBUAEruii
10

KomaHpaHbI pexxum

CONFIG
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Mpumep

esr:esr(config)# ntp server 10.100.100.2
esr:esr (config-ntp) #

7.9 maxpoll

[aHHaa KomaHZa yCTaHaB/AMBAET MaKCMMaslbHOE 3HAYEHUE UHTEPBA/A BPEMEHM MEK Y OTNPABKOM
coobueHnit NTP-cepsepy.

Ncnonb3oBaHWe oTpuLaTeNbHON GOpMbl KOMAHAbI (NO) yCTaHABAMBAET 3HAaYEHME MO YMOYAHWIO.
CuHTaKCUC
maxpoll <INTERVAL>

no maxpoll

Mapamertpbl

<INTERVAL> — makcumanbHoe 3Ha4YeHue nHTepBaaa onpoca. MapameTp KOMaHAbl UCMONb3YeTCA KakK
NoKasaTe/lb CTeNeHn ABONKM NPW BbIYUCAEHUN ANIMTE/IbHOCTU MHTEPBAA B CEKYH/AAX, BbIUMCAAETCA
nyTem BO3BeAEHWA ABOMKM B CTEMEHDb, 334aHHYIO0 NAPaMETPOM KOMaHAbl, NPUHUMAET 3HAYeHME
[10..17].

3HauyeHue No yMOo4aHUIo

10 (2° = 1024 cekyHAbl UK 17 MUHYT 4 ceKyHAbI)

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIi pexxum
CONFIG-NTP

Mpumep

I esr:esr(config-ntp)# maxpoll 11

7.10 minpoll

JaHHaA KomaHa ycTaHaB/IMBAEeT MMHMMA/IbHOE 3HAaYeHUE MHTEPBaAsla BPEMEHWN MeEXAY OTMPABKOM
coobueHnit NTP-cepsepy.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHdpbl (NO) ycTaHaBAMBaET 3HaYEHME N0 YMOYaHUIO.
CuHTaKcuc
minpoll <INTERVAL>

no minpoll

Mapamertpbl

<INTERVAL> — MMHMUMaNbHOE 3HaYeHne NHTepBa/ia ONpoca B CeKYyHAaX, BbIMUCAAETCA NyTeEM
BO3BEAEHWSA ABOMKM B CTEMEHb, 3343aHHYIO0 NAPAaMETPOM KOMaHAbl, NPUHMMAET 3HadeHue [4..6].

3Ha4yeHue no YMONT4YaHUIO
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6 (2° = 64 cekyHAbI UM 1 MUHYTa 4 CEKYHAbI)
Heobxogumbiii ypoBeHb Nnpusunernii

10
KomaHpgHbIi1 pexxum

CONFIG-NTP

Mpumep

‘ esr:esr(config-ntp)# minpoll 4

7.11 prefer

JaHHaa KomaHaa oTmedaeT AaHHbi NTP-cepBep Kak npegnoytuTebHbln. Mpy NpoYnx paBHbIX YCAOBUAX
AaHHbI NTP-cepBep 6yaeT BblbpaH o158 CUHXPOHM3aumumM cpeam Bcex paboymnx NTP-cepeepos.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHObl (NO) yCTaHaBAMBAET 3HAYEHME N0 YMOJIYAHUIO.
CuHTaKcmuc

[no] prefer

MapameTpbl

KomaHga He COAEPHKUT aprymMeHTOB.

3Ha4yeHue No yMmo4aHuio

BbikntoueHo

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum

CONFIG-NTP

Mpumep

‘ esr:esr(config-ntp) # prefer

7.12 version

[aHHOM KomaHaoM ycTaHaBAMBaeTcA Bepcua NTP-npoTokona.
Mcnonb3oBaHWe oTpuuaTesbHon GopMbl KOMaHAb! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuc

version <VERSION>

no version

Mapametpbl

<VERSION> — Bepcua NTP-npoToKona, NpMHUMaeT 3HadeHus [1..4].

3Ha4yeHue no YMOT4YaHUIO

4
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Heobxoaumbi ypoBeHb NpuBUAErni
10

KomaHgHbI pexxum
CONFIG-NTP

Mpumep

‘esr:esr(confiq—ntp)# version 3

7.13 show ntp configuration

[aHHas komaHga otobpaxkaet genctaytowyto (RUNNING) KoHdurypaumio npotokona NTP.
CuHTaKCUC
show ntp configuration
MapameTpbl
KomaHaa He cofepuUT apryMeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbIN pexum

ROOT
Mpumep

esr:esr# show ntp configuration

NTP status: Enabled

NTP mode: client/server
Address Type Prefer NTP version Min poll Max poll
10.100.100.1 peer yes NTPv4 6(1lm 4s) 11 (34m 8s)
10.100.100.2 peer yes NTPv4 6(1lm 4s) 10(17m 4s)
1.2.3.4 server no NTPv4 6(1lm 4s) 10(17m 4s)
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7.14 show ntp peers

[aHHas KomaHga No3BoJIAeT NOCMOTPETb Tekyllee coctosHue NTP-cepBepos (Nnpos). B cneaytowmx
Tabanuax npueeaeH nepeyeHb oTobpakaemMbix NapPaMeTPOB U UX ONUCAHME.

Tabanua 7.1 — CoctosiHWe yaaneHHoro cepsepa (nupa)

MapameTp OnucaHue

remote DNS-ums unu IP-agpec cepsepa (nunpa). Mepsbli CUMBOA B TabsMLe NCNoab3yeTca gnn
0603HaYeHnn cocToAHUA cepaepa (NMpa), COCTOAHUS onMcaHbl B Tabavue 7.2.

refid NaoeHTuounkaTop cesasm uau IP-agpec Toro, C Kem CUHXPOHM3MPOBaH yaaneHHbIn cepsep (nup).
Tunbl NAEHTUOUKATOPOB CBA3M ONMCaHbI B Tabaumue 7.3.

st Crpatym.

t OTHOLWeHMe MapLLpyTM3aTopa K yaaneHHoMy cepsepy (nunpy), TMbl onucaHsbl B Tabanue 7.4.

when Mepuroa BpemeHM C MOMEHTa, Koraa cepsep (N1p) nociegHunii pas onpawmnsancs, B cekyHgax ( “h”
yacsbl,“d” aHun).

poll YacToTa onpoca cepsepa (nupa).

reach BOoCbMMBUTHbLIN CABUraemblii BNEBO PETUCTP, COAEPKALLMIA pe3yabTaTbl onpocos (1 = ycnewHo, 0
= HeyCnewHo), oTobpakaeTcs B BOCbMEPUYHOM CUCTEME CHUCNIEHUS.

delay Bpems npoxoxaeHus naketa go cepsepa (Nnpa) u obpaTHo, B MUAMCEKYHIAX.

offset CpefHee NOCTOAHHOE CMeLLEHMEe BPEMEHU MapLIPYTM3aTOpa OTHOCUTE/IbHO cepBepa (nupa).

jitter CpeZHuit pa3bpoc OTKIOHEHMSA BpeMEHU (AKUTTep).

Tabnuvua 7.2 — CocTosiHMe yaaneHHoro cepsepa (nmpa)

Tun OnucaHue
YKa3blBaeT Ha TO, 4To:
npoBen - He 6bl110 OTBETOB OT YAa/IeHHOTO cepBepa (nupa);
- cepBep He UCMONb3YeTCA, TaK KaK CTPaTyM MmeeT 60/1blLoe 3HAYEHWE;
- cepsep (NMp) UCNoNb3yeT AaHHbIN MapLWpPyTU3aTOP A1 CUHXPOHM3ALLMM CBOMX YACOB.
X CepBsep (N1p) He UCNONb3YyEeTCA A1A CUHXPOHM3AUMWM BPEMEHW, OTOPOLLEH aITOPUTMOM MepeceyeHus.
- CepBep (N1p) He UCNONb3YyEeTCA AN1A CUHXPOHM3ALMN BPEMEHU, OTOPOLLEH KNACTEPHBIM afrOPUTMOM.
" Pabouunit yaaneHHblt cepep (NMMp), HO He UCMONbL3YETCA, TaK KaK He BOWEN B YMC/IO MEepPBbIX LWECTU
cepBepoB (NMMPOB), OTCOPTUPOBAHHbIX MO PACCTOAHUIO CUHXPOHM3ALMM, ABIAETCA Pe3EPBHbIM.
Pabouuit M NnpeanoYyMTaemMblii yaaneHHbl cepsep (MMUp), BKAOYEH anropuTtmom obbeguHeHus.
* CepBsep (N1p), KOTOPLIN B HacTosALLEE BPEMA ABASETCA NEePBUYHBIM MCTOYHUKOM BPEMEHM.
Tabnnuya 7.3 — Tunbl nAeHTUPUKATOPOB CoeAMHEHUS C YAANEHHbIM CEPBEPOM (MMPOM)
Tun OnucaHue
.ACST. Manycast-cepsep.
AUTH. | Ownbka ayteHTMdUKaLUN.
AUTO. OwmnbKa nocnenoBaTelbHOCTN aBTOMATMUYECKOTrO K/toya.
.BCST. Broadcast-cepsep.
.CRYPT. | OwwnbKa npoToKOa aBTOMAaTUUYECKOrO K/toua.
.DENY. Cepsep oTKasan B gocryne.
ANIT. UHUUMANM3aLMA CoegMHEHMA C CEPBEPOM.
.MCST. | Multicast-cepsep.
.TIME. TallmayT coeMHEHUA C CEPBEPOM.
.STEP. CTyneH4yaToe M3MEHEHME BPEMEHU, CMELLEHNE MeHbLUe npeaenbHoro nopora (1000 MUAAUCEKYHA), HO
6onbue, yem war nopora (125 munnncekyHa).
.RATE. MpeBblweHMe 4acTOTbl ONPOCOB.
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Tabavua 7.4 — Tunbl OTHOLWEHWA MapLLPYyTU3aToOpa K yaaneHHomy cepsepy (nupy)

Tun OnucaHue

u Unicast nan manycast-knmeHr.

b Broadcast nnm unicast-knmeHrt.

s [BycTOpOHHAA cBA3b (NKp).

A Manycast-cepsep.

B Broadcast-cepsep.

M Multicast-cepsep.

CuHTaKkcuc

show ntp peers
MapamerTpbl
KomaHaa He cofepsKUT aprymeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show ntp peers
remote refid st t when poll reach delay offset Jjitter
1.2.3.4 JINIT. 16 - - 64 0 0.000 0.000 0.000
*10.100.100.1 46.8.40.31 2 u 2 16 377 0.135 2.859 0.293
10.100.100.2 JINIT. 16 u - 256 0 0.000 0.000 0.000
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8 HACTPOMKA AAA

8.1 username

[aHHOoW KomaHA oM BbiNo/IHAETCA A0baBAeHne Nob30BaTe s B I0OKabHYO 6a3y nosb3osaTenei u
OCYLLECTBASIETCA NEPEXo B PEXKUM HAaCTPOMKM NapameTpoB NoAb30BaTe N .

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (N0) yaanseT nosb3oBaTens U3 CMCTEMbI.

CuHTaKcuc

[no] username <NAME>

Mapamertpbl

<NAME> — ums nonb3osaTtens, 3a4aETcA CTPOKon Ao 31 cumeona. Ecam ncnonb3oBatb KOMaHAy Aaa
yAaneHus, To Npu yKasaHUM 3HadeHus «all» byayT yaaneHb! BCe N0/Ib30BaTENN.

Heobxogumbiii ypoBeHb Nnpusunernii

15

KomaHgHbIii pexxum

CONFIG

Mpumep

esr:esr (config)# username test
esr:esr (config-user) #

ﬂ,oﬁasneH nonb3oBaTeNb C UMeHeMm test.

8.2 password

KomaHga ans ycTaHOBKKM Napoas onpeaeneHHOMY NoNb30BaTe o ANa BXxo4a B cuctemy. Maponb moskeT
6bITb 334aH Kak B OTKPbITOM BUAe, Tak M B BUAe xel sha512.

Ucnonb3osaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) yAanAeT naposib Nn0N1b30BaTENA U3 CUCTEMDI.

CuHTaKcuc
password { <CLEAR-TEXT> | encrypted <HASH_SHA512>}

no password

Mapamertpbl
<CLEAR-TEXT> — naposb, 3agaétca cTpokoli [8 .. 31] cumBon0B, NPUHMMAET 3HayeHua [0-9a-fA-F];
<HASH_SHA512> — xew napons no anroputmy sha512, 3agaértcs ctpokoit 13 110 cumsonos.
Heob6xoaumbiii ypoBeHb NpuBUAEruii

15

KomaHAHbIi1 pexxum

CONFIG-USER
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Mpumep

‘ esr:esr (config-user) password test

8.3 privilege

JaHHOM KoMaHAO0M NPOU3BOANTCA YCTAHOBKA YPOBHA NPMBUAErNiA Nosib3oBaTena. Habop KomaHa,
KOTOPbIM A0OCTYNEeH No/ib30BaTe 0, 3aBUCUT OT YPOBHSA NpuBuaernin. Monb3osBatesam ¢ ypoBHAMM
npusuaernin ot 1 o 9 gocTyneH ToAbKO NPOCMOTP MHbOopMauuK. MNonb3oBaTensim c ypoBHEM NPUBUAETUIA
oT 10 go 15 goctynHa 60/blias YacTb KOMaHA, KoHPUrypnposaHus. Mosb3oBaTeNsAM C YPOBHEM
npusuaernin 15 goctyneH noHbIn Habop KomaHAa. Tpebyemblit HE06X04MMbI YPOBEHb NPUBUAETUIA
KOMaHA, MOXKEeT 6bITb M3MeHeH, onucaHue B pasgene 8.37.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAbl (N0) ycTaHaBAMBaET HEOBXOAMMbI YPOBEHb
npuBMAErMIA NO YMOYaHMUIO.

HasHauyeHMe HayaIbHOrO YPOBHSA NPUBUAETMIA NONb30BATENAM NPOUCXOAMUT CAeayoWMm 06pasom:

—  Heobxo4MMmblil ypOBEHb NPUBUIETMIA NOb30BATENAM M3 JIOKA/IbHOM 6a3bl Ha3HaYyaeTcA
YKa3aHHOM KOMaHAOM;

—  HeobxoAuMmbI ypoBEHb NPUBUETUIA A1 NOb30BaTe1el, aBTOPMU30BABLUMXCA MO NMPOTOKONY
RADIUS, 6epetcs us atpnbyTa cisco-avpair = "shell:priv-lvi=<PRIV>";

—  HeobxoAMMbI ypOBEHb NPUBUAETUIA ANA NOJIb30BaTeNeN, aBTOPM30BABLUMXCA MO MPOTOKOY
TACACS, 6epetcs 13 aTpmnbyTa priv-lviI=<PRIV>;

— YpOBeHb NpUBWAEIMW AN NONb30BaTe/Iell aBTOPU30BaBLUMXCA NO NpoTokosy LDAP 6epeTca ns
aTpubyTa 3agaHHoro komaHzow privilege-level-attribute, onncaHHoi B pasgene 8.30, no
ymon4yaHuio priv-lvi=<PRIV>;

Ecnu npu ayteHTUdMKALMM NONb30BaTeNsA Yepes npoTokobl TACACS/RADIUS/LDAP He 6bii1a nonydeHa
BblLLeyKa3aHHas onuma uamn bbina NosyyeHa onuusa C HEKOPPEKTHbIM 3HAYeHMEM, TO NoAb3oBaTeNto byayT
Ha3Ha4yeHbl NPUBUAETUKN NONBL30BATENA «remote», N0 ymonvaHuto 1. Heobxoaumsblii ypoBeHb NpUBUAETUIA
nosib3oBaTena «remote» MOXHO U3MEHUTb aHaIOMMYHO NHHOMY APYrOMYy NONb30BATE/O U3 IOKA/IbHOM
6a3bl C NOMOLLBIO YKa3aHHOW KOMaHAbI.
CuHTaKcuc

privilege <PRIV>

no privilege

MapameTpbl

<PRIV> — HeobxoaMMbli1 ypoBEHb NPUBUAETUNIA, TPUHUMAET 3HadYeHue [1..15].

3HauyeHue no YMONTY4aHUIO

1

Heobxoaumbiii ypoBeHb NpuBUAErnin

15

KomaHaHbIi1 pexxum

CONFIG-USER

Mpumep

esr:esr (config-user)# privilege 15
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8.4 shell

KomaHaa ans Bbibopa nHTepdeinca KOMaHAHOM CTPOKK.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET MHTePdENnCc KOMaHAHOW CTPOKKU Mo
YMO4aHUIO.
CUHTaKcUc
shell { cli| s-terra }

no shell

Mapamertpbl

cli — MHTepdeinc KomaHAHOMN CTPOKKU MO YMONYaHUIo. B gaHHOM nHTepdeice gocTtyne Habop
KOMaHA, ONUCaHHbIX B A4aHHOM AOKYMEHTE,

s-terra — MHTepdenc KomaHAHOM CTPOKKN Ans HacTpoikm CK3U
Heobxogumbiii ypoBeHb Nnpusuaerui

15

KomaHgHbIii pexxum

CONFIG-USER

Mpumep

‘ esr:esr (config-user) # shell s-terra

8.5 enable

[JaHHOI KOMaHA0M NPOM3BOANTCA NOBbILEHWE YPOBHA NPUBMUAErNi nonb3osaTtensa. Cnocobbl
ayTeHTUOMKaLMKM NOBbILEHUA NPUBUAETUIA NOb30BaTENEN 33430TCA C MOMOLLbIO KOMaHAbl, ONUCAaHHOM B
pasgene 8.9.

’ Mo ymonyaHuio B KOHUIypaLumm yCTaHOB/IEH MeToZ ayTeHTUdUKaLMm no naponto «enable». Mpu
o 3TOM NApoO/In He 3a4aHbl, TO eCTb 11060 CUCTEeMHbIN N0/Ib30BaTe/Ib MOXKeT NoYy4YnTb 15
Heo6X04UMbIiA YpOBEHb NPUBUIETUNA.

DOna ayteHTMdMKaLMM nosbiweHUA npusuaernii no npotokonam TACACS/RADIUS/LDAP Ha
cepBepe A0/IXHbI 6bITb CO34aHbI Nonb3oBatenu Senab<PRIV>S, rae <PRIV> — Heobxoaumbiii
YPOBeHb NpUBUAETNIA NONb30BaTENA, KOTOPbIM A0/3KEH ObITb ayTeHTUPULMPOBaAH.

CuHTaKcunc

enable [ <PRIV>]

Mapamertpbl

<PRIV> — Heobx0aMMbII ypOBEHb NPUBKUAETNIA, MPUHUMAET 3HaYeHMe [2..15], 3HaYeHue no
ymorn4yaHumio 15.

Heob6xoaumbiii ypoBeHb NpuBUAEruia

1
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© ay,

KomaHpgHbIi1 pexxum

ROOT

Mpumep

esr> enable 10

esr:esr#

8.6 disable

JlaHHOM KOMaH0M NPOU3BOANTCA MOHMKEHUE YPOBHA NPUBUAETNIN NO/Ib30BATENA 40 NEePBOHaYaIbHbIX.

CuHTaKcmuc

disable

Mapamertpbl
KomaHzaa He coaepKUT aprymMeHToB.

Heobxogumbiii ypoBeHb Nnpusuaerunii

1

KomaHgHbIii pexxum

ROOT

Mpumep

esr:esr# disable
esr>

8.7 enable password

[aHHOW KOMaHAOW yCTaHAB/IMBAETCA Map0/b, KOTOPbIM ByAeT 3anpalnBaTbCs NPU NOBbILLEHUN YPOBHSA
npuBUAEruiA Noib3oBaTeNs.

Mo ymonyaHuio B KOHGUrypaLumm Napoam He 3afaHbl, TO €CTb N10601 cMCTeMHbI No0Nb30BaTeNb
MOXKeT Nony4nTb 15 Heo6xoAMMbIN ypoBeHb NpUBUAETUIA.

Mcnonb3oBaHue oTpuLaTenbHon Gpopmbl KOMaHAbl (NO) yaanseT naposib U3 CUCTEMBI.

CUHTaKcuUc
enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV>]

Mapamertpbl
<CLEAR-TEXT> — naposb, 3agaétca cTpokoii [8 .. 31] cumBoN0OB, NPUHMMAET 3HayeHuA [0-9a-fA-F];
<HASH_SHA512> — xew napons no anroputmy sha512, 3agaértcs ctpokoit 13 110 cumsonos.

<PRIV> — Heobx0aMMbII ypOBEHb NPUBWUAETNIA, MPUHUMAET 3HaYeHMe [2..15], 3HaYeHue no
yMmon4yaHumio 15.
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Heobxoaumbii ypoBeHb NpuBUaernm

15

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# enable password 12345678 privilege 10

8.8 aaa authentication login

JaHHOM KoMaHAoM co34atoTcA CNMCKM cnocoboB ayTeHTMdMKALMKM BXOLA NOIb30BaTeNel B cuctemy. Mpwm
HeyAa4yHoM NoNbITKe ayTeHTUUKALUM NO OAHOMY CNOCOBY MPOUCXOAMUT NOMbITKA ayTeHTUOUKALUM NO
cneaytowemy B CriMCKe.

B KOHOUMrypaLmm No yMONYaHUIO CYLLLECTBYET CNUCOK ¢ uMmeHem «default», AaHHbIA CIMCOK coaepKUT
OAMH cnocob ayTeHTUdPUKaumm — «local». YTobbl MCcNob30BaTb CAUCOK AAA ayTeHTUUKALMKM BXOAa
nosib3oBatenen, Heo6xoANMMO BbINOJHUTL €0 AKTUBALMIO KOMaHAOM, oNMcaHHOM B pasaene 8.13.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) y4aNsAEeT CMCOK cnocobos ayTeHTUGUKALUN.

CuHTaKkcuc

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2>] [ <METHOD 3> ]
[ <METHOD 4> ]

no aaa authentication login { default | <NAME> }

MapameTpbl
<NAME> — ums cnucka, 3agaétcs cTpokon Ao 31 cumBona;
Cnocobbl ayTeHTUdUKALUN:

local — ayTeHTUdMKaUMA c NOMOLLbIO IOKanbHOM 6a3bl NoONb30BaTeNEeN;
tacacs — ayteHTMdUKaumna no cnmucky TACACS-cepBepos;

radius — ayTeHTUdMKauma no cnucky RADIUS-cepBepos;

Idap — ayTeHTUdUKayma no cnmucky LDAP-cepsepos.

Heob6xogumbiit ypoBeHb NpuBUAErui

15

KomaHaHbIi1 pexxum

CONFIG

Mpumep

esr:esr (config)# aaa authentication login login-test tacacs local

70 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

8.9 aaa authentication enable

JaHHOM KoMaHAoM cO34at0TCA CMUCKU CNOCO60B ayTEHTUPUKALMM NOBBILLEHMA NPUBUNETUI
nonb3osartesieit. [pun HeygauyHoOM NONbITKE ayTeEHTUDMKALMM NO OAHOMY CNOCOOY NPOUCXOANT MONbITKA
ayTeHTUdMKaLMm NO cnenytolLemy B CrMCKe.

B KOHdUrypauum no ymoiYaHMIo CyLLLECTBYET CNUCOK ¢ umeHem «default». Cnuncok «default» cogepkut
OAMH cnocob ayTeHTUdUKaumm — «enable». YTobbl MCNOAL30BaTb CAMCOK A4 ayTEHTUDUKALUM
NoBbILIEHMA NPUBKUAETNIA NOSb30BaTENEN, HEOOXOANMMO BbINONHUTDL €r0 NPUBA3KY KOMAHAO0M, ONUCaHHOM
B pasgene 8.14.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHAabl (NO) yaanser cnucok cnocoboB ayTeHTUdUKaLmm.

CuHTaKcuc

aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3>] [ <METHOD 4> ]
no aaa authentication enable <NAME>

Mapamertpbl

<NAME> — nmsa cnucka:
CTpoKa Ao 31 cumsona;

default — umsa cnucka «default».

<METHOD> — cnocobbl ayTeHTUdMKaLUW:
enable — ayTeHTMdMKaLMA Cc nomoLLbio enable-naponeis;

tacacs — ayteHTUdMKauma no npotokony TACACS;
radius — ayTeHTUdMKauma no npoTokoay RADIUS;
Idap — ayTeHTUdUKaumsa no npotokony LDAP.

Heobxogumbiii ypoBeHb NpuBuaeruin
15

KomaHgHblIii pexxum
CONFIG

Mpumep

‘esr:esr(config)# aaa authentication enable enable-test tacacs enable

8.10 aaa accounting commands

[aHHOW KOMaHAOW KOHPUIypUpyeTca CNMCOK cnocoboB yyeTa KomaHa, BBeAEHHbIX B CLI.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yCTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.

CUHTaKcunc
aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only
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MapameTpbl
<METHOD> — cnocobbl yyeTa:

tacacs — yyet BBegeHHbIX KomaHA no npotokony TACACS.

3HayeHUe No yYMO4aHUIO
YyeT He BegeTcA

Heobxogumbiii ypoBeHb Nnpusunernii
15

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# aaa accounting commands stop-only tacacs

8.11 aaa accounting login

JaHHOM KoMaHZol KoHUrypmpyeTca CnMCOK cnocoboB yyeTa ceccuii nosb3oBaTesield. BegeHue yyeta
aKTMBUPYETCA M NpeKpallaeTcA, Korga nosb3oBaTeNlb BXOAWUT W OTK/AKOYAeTCA OT CUCTEMBI, 4TO
COOTBETCTBYET 3HaYeHUsaM «start» n «stop» B cooblueHunsx npotokosos RADIUS n TACACS.

Ucnonb3osaHue OTpMLI,aTEHbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBa€T 3Ha4Y€HUNE NO YMOTHAHUIO.

CuHTaKCcuUc
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

MapameTpbl
<METHOD> — cnocobbl yyeTa:

tacacs — yueT ceccuit no npoTtokony TACACS;
radius — yuet ceccuii no npotokony RADIUS.

3HayeHne No yMoaYaHUIo
YyeT ceccuit BegeTca B IOKa/bHbINM XKypHan
Heob6xoaumbiit ypoBeHb NpuBUAErui

15

KomaHaHbIi1 pexxum

CONFIG

Mpumep

esr:esr (config)# aaa accounting login start-stop tacacs
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8.12 line

[laHHO KOMaHA0M OCYLLECTBAAETCA NEePexXos, B PeXUM KOHPUTYpMPOBaHNA COOTBETCTBYIOLLErO
TepMWHaNa: I0KasbHasa KOHCO/b, yAaneHHan 3alMileHHas KOHCoNb (SSH).

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHbl (N0) ycTaHaBAMBAET NapameTpbl TepmMMHana no
ymon4aHuio. MNapameTpbl NO YMOYAHUIO ONKUCaHbI B pasgenax 8.13 n 8.14.

CuHTaKcmnc

[no] line <TYPE>

MapameTpbl
<TYPE> — T"n KoHconu:

console — noKaibHaA KOHCOb;
ssh — 3awWwmLLeHHan yaaneHHas KOHCOb.

Heobxoaumblii ypoBeHb npusuaeruin
15

KomaHgHbIN pexxum
CONFIG

Mpumep

esr:esr (config)# line console
esr:esr (config-line-console) #

8.13 login authentication

[aHHOW KOMaHAOW OCYLLECTBAAETCA aKTUBALMSA CMMCKA ayTeHTUMKaALMKM BXOA4A NONb30BaTe el B
cucTemy, KOTopblit byaeT Ncno/ib30BaThCA B KOHPUIYPUPYEMOM TEPMUHANE.

B KOHUMIrypaumm No yMOAYaHUIO aKTUBHbIM ABAAETCA CNUCOK ¢ UMeHeM «defaulty», gaHHbIN cnncok
COAEpPHKMUT 0AUH cnocob ayTeHTUdPUKaumm — «local».

Ncnonb3oBaHMe oTpuuaTebHoN Gopmbl KOMaHAb! (N0) AenaeT cnMcok ¢ umeHem «default» akTUBHbIM.

CuHTaKcunc
login authentication <NAME>

no login authentication

MapameTpbl

<NAME> — nma cnucka, 3agaértca ctpokon go 31 cumsona.

3HaueHune No yMONYaHUIO
default
Heo6xoaumbiit ypoBeHb NpuBUAEruii

15
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KomaHpgHbIi1 pexxum

CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH

Mpumep

‘esr:esr(config—line—console)# login authentication login-test

8.14 enable authentication

JaHHON KOMaHAO0M OCYLLEeCTBAAETCS aKTMBALLMA CUCKA ayTEHTUPUKALMM NOBbILWEHMA NPUBKUIETUI
Nno/sb30BaTe/iel, KOTOpbI ByAeT NCNO0/b30BaTbCA B KOHPUIYPUPYEMOM TEPMUHANE.

B KoHMrypaumm No yMoN4YaHUIO aKTUBHbIM ABAAETCA CNUCOK ¢ MeHeM «defaulty», AaHHbIR cnucok
COAEPKMUT OANH cnocob ayTeHTUdPUKaumm — «enabler.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAbl (N0) AenaeT cnucok ¢ umeHem «default» akTUBHbIM.

CuHTakcuc
enable authentication <NAME>

no enable authentication
MapameTpbl
<NAME> — ums cnucka, 3agaétcs cTpokon Ao 31 cumeona.

3Ha4yeHue No yMOo4YaHUIo
default

Heobxogumbiii ypoBeHb Nnpusuaerunii
15

KomaHpgHbIii pexxum

CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH

Mpumep

‘esr:esr(config—line—console)# enable authentication enable-test

8.15 tacacs-server timeout

[aHHOM KoMaHAOM 3a4aETCA MHTEPBaA, MO UCTEYEHUM KOTOPOrO YCTPOICTBO cunTaeT, yto TACACS-cepBep
HeaoCTyneH.

Ncnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHAb! (N0O) yCcTaHaBAMBAET 3HAYEHME MO YMOAYAHUIO.
CuHTaKcuc
tacacs-server timeout <SEC>

no tacacs-server timeout

Mapamertpbl

<SEC> — nepuoa BpeMeHU B CeKyHAax, NpUHMUMaET 3HadeHus [1..30].
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3HayeHUe No yMO4aHUIO
3 ceKkyHAabl

Heobxogumbiii ypoBeHb Nnpusuaerni
15

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# tacacs-server timeout 5

8.16 tacacs-server dscp

KomaHpga 3a8aét 3HaveHume koga DSCP ana ncnonb3osaHua B IP-3aronoske nexogawmx nakeros TACACS-
cepsepa.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAbl (n0) ycTaHaBAMBaeT 3HadyeHne DSCP no ymonyaHuio.
CuHTaKcuc
tacacs-server dscp <DSCP>

no tacacs-server dscp

MapameTpbl
<DSCP> — 3HauyeHue Koga DSCP, npuHMmaeT 3HaueHus B AnanasoHe [0..63].
3HauyeHue No yMO4YaHUIo

61

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHblIii pexxum
CONFIG

Mpumep

Iesr:esr(config)# tacacs-server dscp 40

8.17 tacacs-server host

[JaHHas KomaHaa ucnonbyetcs ana aobasneHns TACACS-cepBepa B CMMCOK MCMNO/Ib3yEMbIX CEPBEPOB U
nepexoaa B KomaHaHbI pexkum TACACS SERVER.

Ncnonb3oBaHuMe oTpuuaTenbHon Gdopmbl KoMaHabl (no) yaanaet 3agaHHbiit TACACS-cepBsep.
CUHTaKcunc

[no] tacacs-server host <ADDR>

Mapamertpbl

<ADDR> —IP-agpec TACACS -cepBepa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Ka)kaaa 4acTb
npuHMMaeT 3Ha4yeHus [0..255]
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Heobxoaumbii ypoBeHb NpuBUaernm
15

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

esr:esr (config)# tacacs-server host 10.100.100.1
esr:esr (config-tacacs-server) #

8.18 radius-server timeout

JaHHOM KoMaHAoM 3a4,aETCA MHTEPBaAJI, MO UCTEYEHUN KOTOPOTro YCTPOICTBO cumTaeT, 4To RADIUS-cepBep
HeaoCTyneH.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHOpbl (NO) yCTaHaBAMBAET 3HAYEHME N0 YMOJTYAHUIO.
CuHTakcuc
radius-server timeout <SEC>

no radius-server timeout

MapameTpbl

<SEC> — nepuog BpeMeHu B CeKyHAax, NPUHMMAET 3HayeHus [1..30].

3HauyeHue No yMmo4aHuo
3 ceKyHAabI

Heobxogumbiii ypoBeHb Nnpusunerunii
15

KomaHgHbIi pexxum
CONFIG

Mpumep

‘esr:esr(config)# radius-server timeout 5

8.19 radius-server retransmit

[aHHOW KOMaHAoWM 3a43ETCA KOAMYECTBO Nepe3anpocoB K nocnegHemy aktusHomy RADIUS-cepsepy,
KoTopoe 6yZeT BbINOHEHO Nepes BbIMOJHEHNEM 3aMNPOCOB K cneaytowmm RADIUS-cepBepam B crnmcke.

Ncnonb3oBaHMe oTpuuaTenbHOM GopMbl KOMaHAbl (NO) yCcTaHaBAMBAET 3HAYEHME MO YMOAYAHUIO.
CuHTaKcuc
radius-server retransmit <COUNT>

no radius-server retransmit

Mapametpbl

<COUNT> — konunuecteo nepesanpocos K RADIUS-cepBepy, npuHUMaeT 3Ha4yeHus [1..10].
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3HauyeHUe No yYMO4aHUIO

1

Heobxoaumbiii ypoBeHb NpuBUaernm
15

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# radius-server timeout 5

8.20 radius-server dscp

KomaHpga 3agaét 3HaveHume koga DSCP gna ncnonb3osaHua B IP-3aronoske ncxogawmx naketos RADIUS-
cepsepa.

Ncnonb3oBaHue oTpuLaTenbHoN GopMbl KOMaHAbl (no) ycTaHaBaMBaeT 3HadeHne DSCP no ymonyaHuio.
CuHTaKCUC
radius-server dscp <DSCP>

no radius-server dscp

MapameTpbl
<DSCP> — 3HauyeHue Koga DSCP, npuHMmaeT 3HaueHus B AnanasoHe [0..63].
3HauyeHue No yMO4YaHUIo

61

Heobxogumbiii ypoBeHb NnpuBuaerui
10

KomaHaHbIi1 pexxum
CONFIG

Mpumep

Iesr:esr(config)# radius-server dscp 40

8.21 radius-server host

[JaHHas KomaHaa ucnonbyetcs gna gobasneHns RADIUS-cepBepa B CNMCOK MCMOAb3YEeMbIX CEPBEPOB U
nepexoaa B KOMaHAHbIM pexkum RADIUS SERVER.

Ncnonb3oBaHMe oTpuuaTenbHoin dopmbl KomaHabl (no) yaanaeT 3agaHHbii RADIUS-cepsep.
CUHTaKcunc

[no] radius-server host <ADDR>

Mapamertpbl

<ADDR> —IP-agpec RADIUS-cepBepa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxgas 4actb
npuHMMaeT 3Ha4yeHus [0..255]
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Heobxoaumbi ypoBeHb NpuBUAErni
15

KomaHgHbI pexxum
CONFIG

Mpumep

esr:esr (config)# radius-server host 10.100.100.1

esr:esr (config-radius-server) #

8.22 Idap-server base-dn

[aHHol KomaHgol 3agaéTca 6a3osbiit DN (Distinguished name), KoTopblit byaeT ncnonb3oBaTbeA Npy
NoucKe noJib3oBaTesien.

Ncnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAbl (N0) yaanseT 3agaHHbIN 6a3oBbili DN.
CuHTaKcuc
Idap-server base-dn <NAME>

no ldap-server base-dn

MapameTpbl
<NAME> — 6a30Bblit DN, 3agaeTca cTpokoi 4o 255 cumBonos.
Heobxoaumblii ypoBeHb npusuaeruin
15
KomaHgHbIN pexum
CONFIG
Mpumep

‘ esr:esr(config)# ldap-server base-dn “dc=example, dc=com”

8.23 Idap-server bind timeout

[aHHOM KoMaHAoM 3a4aETCA UHTEPBAJ, MO UCTEYEHUN KOTOPOTrO YCTPOICTBO cumMTaeT, uTo LDAP-cepsep
HeaoCTyneH.

Mcnonb3oBaHue oTpuLaTeNbHON GOpMbl KOMaHAbI (NO) yCcTaHaB/AMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuc
Idap-server bind timeout <SEC>

no ldap-server bind timeout

MapameTpbl

<SEC> — nepuog BpeMeHU B CeKyHAaX, NPUHMUMAET 3HadeHus [1..30].

3Ha4yeHue no YMONTY4aHUIO

3 ceKyHAapbl
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Heobxoaumbiii ypoBeHb NpuBUAernm
15

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr(config)# ldap-server bind timeout 5

8.24 Idap-server bind authenticate root-dn

[aHHoli KomaHgoli 3agaétca DN (Distinguished name) nonb3oBaTensa ¢ npaBamu agMUHUCTPATOPA, NOA,
KOTOpbIM ByZeT nponcxoanTb aBTopusauma Ha LDAP-cepeepe npu Nnoncke nonb3oBaTesne.

Mcnonb3oBaHWe oTpuLaTenbHon GopmMbl KOMaHAgbl (No) yaanseT 3agaHHbii DN nonb3oBaTens.
CuHTaKcuc
Idap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBaTtens c npaBaMn agMUHUCTPATOPa, 3a43eTCs CTPOKOM A0 255 cumBon0B.
Heobxogumbiii ypoBeHb Nnpusuaerunii

15
KomaHgHbIi pexxum

CONFIG

Mpumep

| esr:esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

8.25 Idap-server bind authenticate root-password

[aHHOW KoMaHAoW 3343€TcA Naposb Nob30BaTeNA C NPaBamMu agMUHUCTPATOPA, NoA KoTopbim ByaeT
NpPOMCXoANTbL aBTOpU3auma Ha LDAP-cepBepe npu Noncke nonb3osaTenei.

Mcnonb3oBaHue oTpuuaTenbHoN Gopmbl KOMaHAbI (NO) yaansaeT 3a4aHHbI Napo/ib No/ib30BaTeNs.
CuHTaKcuc
Idap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no bind authenticate root-password

Mapametpbl
<TEXT> — cTpoka [8..16] ASCII-cumBo0B;

<ENCRYPTED-TEXT> — 3alundpoBaHHbI Naposb, pasmepom [8..16] 6ainT, 3aaaétca cTpokon [16..32]
CMMBOOB.

Heob6xoaumbiii ypoBeHb NpuBUAEruii

15

KomaHaHbIi1 pexxum
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CONFIG

Mpumep

| esr:esr (config)# ldap-server bind authenticate root-password ascii-text 12345678

8.26 Idap-server search filter user-object-class

JaHHON KOMaHA oM 3a43ETCA UMSA Klacca 06 bEKTOB, cpean KOTOPbIX HEOHXOANMO BbIMOJIHATL MOUCK
nosnb3osartesieit Ha LDAP-cepsepe.

Ncnonb3oBaHWe oTpuLaTeNbHON GOpMbl KOMAHAbI (NO) yCTaHaBAMBAET 3HAaUYEHME MO YMOIYAHWIO.
CuHTaKCUC
Idap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

MapamerTpbl

<NAME> — ums Knacca 06EKTOB, 334aETCA CTPOKOMN A0 127 cMmBOOB.

3HauyeHue No yMmo4aHuio
posixAccount

Heobxoaumblii ypoBeHb npusuaeruin
15

KomaHgHbIN pexxum
CONFIG

Mpumep

‘ esr:esr (confiqg)# ldap-server search filter user-object-class shadowAccount

8.27 Idap-server search scope

[aHHoM KomaHAaoM 3agaéTcs 06nacTb NOUCKa Nonb3oBaTenen B aepese LDAP-cepsepa.
Ncnonb3oBaHMe oTpuLaTenbHOM GopMbl KOMaHAbl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOAYAHUIO.
CuHTaKcuc

Idap-server search scope <SCOPE>

no ldap-server search scope

MapameTpbl

<SCOPE> — o61acTb NoncKa nosb3osaTeneit Ha LDAP-cepsepe, NPUHUMAET Caeaytolwme 3HaYeHUA:
onelevel — BbINO/HATL NOUCK B 06BEKTAX Ha c/eayollem ypoBHe nocne 6asosoro DN B gepese LDAP-
cepBepa;

subtree — BbINONHATL NOUCK BO BCceX 06beKTax noaaepesa 6aszosoro DN B aepese LDAP cepsepa.

3Ha4yeHue no YMOT4YaHUIO

subtree
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Heobxoaumbiii ypoBeHb NpuBUAernm
15

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# ldap-server search scope onelevel

8.28 Idap-server search timeout

JaHHOM KoMaHAoM 3a4aETCA MHTEPBAJI, MO UCTEYEHUN KOTOPOro YCTPOMCTBO cumTaeT, 4to LDAP-cepBep He
Halen 3anucei Nonb3oBaTenen, NoAXoAALMX NOL YCAOBUE NOUCKaA.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHObl (NO) yCTaHaBAMBAET 3HAYEHME N0 YMOJTYAHUIO.
CuHTaKcuc
Idap-server search timeout <SEC>

no ldap-server search timeout

MapameTpbl

<SEC> — nepuog BpeMeHu B CeKyHAax, NpUHMMaeT 3Ha4veHms [0..30].

3HauyeHue No yMmo4aHuo
0 — yCTPOMCTBO OXKMAOAET 3aBepLUEHMA NOMCKa 1 NoslydeHus oTeeTa oT LDAP-cepBepa.
Heobxogumbiii ypoBeHb Nnpusuaerunii
15
KomaHgHbIi pexxum
CONFIG
Mpumep

Iesr:esr(config)# ldap-server search timeout 10

8.29 Idap-server naming-attribute

[aHHOW KoMaHAoW 3a43ETcA MMA aTpubyTa 06bEKTA, CO 3HAYEHNEM KOTOPOro UAET CPaBHEHUE UMEHM
MCKOMOro nosb3oBaTtena Ha LDAP-cepsepe.

Mcnonb3oBaHMe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HAaYEHME MO YMOIYAHUIO.
CuHTaKcuc
Idap-server naming-attribute <NAME>

no ldap-server naming-attribute

Mapamertpbl

<NAME> — uma aTpmbyTa 06beKTa, 3343ETCA CTPOKOW 40 127 CMMBO/IOB.

3HauyeHue No YMOJI4aHUIO
uid
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Heobxoaumbii ypoBeHb NpuBUaernm
15

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr (config) # ldap-server naming-attribute displayName

8.30 Idap-server privilege-level-attribute

[JaHHOol KOMaHA oM 333ETcA MMA aTpubyTa 06beKTa, 3HaYeHMe KoToporo byaeT onpenenaTb HavyaabHble
NPUBUAErMN NOJIb30BATENA Ha yCTpolcTBe. ATpUBYT foNKEH NPUHUMATL 3HaveHuA [1..15]. Ecam
YKa3aHHbIN aTpnbYT OTCYTCTBYET N COAEPHKUT HEA0NYCTUMOE 3HAaYEHME, TO HauyalbHble NPUBUIETUN
nosib3oBaTens byayT COOTBETCTBOBATb NPMBUNETUSAM NOSIb30BATENA Kremote».

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHAbl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYaHMIO.

CuHTaKCuUC
Idap-server privilege-level-attribute <NAME>

no ldap-server privilege-level-attribute

MapameTpbl

<NAME> — ums aTpubyTa 06beKTa, 3343ETCA CTPOKOM 40 127 CMMBO/OB.

3Ha4yeHue No yMO4YaHUIo
priv-lvl

Heobxogumbiii ypoBeHb Nnpusuaerunii
15

KomaHgHbIi pexxum
CONFIG

Mpumep

‘ esr:esr (config) # ldap-server privilege-level-attribute title

8.31 Idap-server dscp

KomaHpaa 3agaért 3HaveHume koga DSCP ansa ncnonbsoBaHua B IP-3aronoske ncxoaawmx naketos LDAP-
cepBepa.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBaMBaeT 3HadeHMe DSCP no ymonyaHuio.
CUHTaKcunc
Idap-server dscp <DSCP>

no ldap-server dscp
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MapameTpbl
<DSCP> — 3Ha4yeHue Koga DSCP, npuHMmMaeT 3HayeHuMa B gmnanasoHe [0..63].

3HauyeHUe No yMOo4aHUIO
61

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# ldap-server dscp 40

8.32 Idap-server host

[JaHHaa komaHaa ucnonbayetca ana nobasneHns LDAP-cepBepa B CMMCOK UCMONb3yeMbIX CEPBEPOB U
nepexoaa B KOMaHAHbIN pexxum LDAP SERVER.

Mcnonb3oBaHue oTpuuaTenbHon dopmMbl KOMaHAabl (N0) yaanseT 3agaHHbI LDAP-cepsep.
CuHTaKCUC

[no] Idap-server host <ADDR>

MapameTtpbl

<ADDR> —IP-agpec LDAP-cepsepa, 3agaétca 8 suae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTtb
npuHMMmaeT 3Ha4veHusa [0..255]

Heobxogumbiii ypoBeHb Nnpusuaerunii
15

KomaHgHbIi pexxum
CONFIG

Mpumep

esr:esr(config)# ldap-server host 10.100.100.1
esr:esr (config-ldap-server) #

8.33 key

[aHHOW KoMaHAOoW 3343ETcA Napoib ANA ayTeHTUGMKALMM Ha yaaNEHHOM cepBepe.

Mcnonb3oBaHWe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) yaansaeT 3a4aHHbI Napoab AN ayTeHTUdGUKaumm
Ha yAaneHHOM cepBepe.

CUHTaKcunc
key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key
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MapameTpbl
<TEXT> — cTpokKa [8..16] ASClI-cumBonOB;

<ENCRYPTED-TEXT> — 3awmdpoBaHHbIN Napob, pasmepom [8..16] 6ainT, 3agaétca cTpokon [16..32]
CUMBO/IOB.

Heobxoaumbiii ypoBeHb NpuBUaernm
15

KomaHpgHbIi1 pexxum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER

Mpumep

‘ esr:esr (config-tacacs-server)# key ascii-text 12345678

8.34 port

JaHHOM KoMaHAoM 3a4aETC HoMep NopTa AN 0bMeHa AaHHbIMM C YA3EHHbIM CEPBEPOM.
Mcnonb3oBaHune OTpMLI,aTEHbHOﬁ d)OprI KOMaHAbl (no) YCTaHaB/IMBaET 3Ha4Y€HNE NO YMO/THAHULO.
CuHTaKCcuc

port <PORT>

no port

MapameTpbl
<PORT> — Homep TCP-nopta ana obmeHa AaHHbIMM C YAaNeHHbIM CEPBEPOM, MPUHUMAET 3HaYEeHUA
[1..65535].

3HauyeHue No yMOo4YaHUio
49 pna TACACS-cepsepa
389 ana LDAP-cepsepa

Heobxoaumbiii ypoBeHb Nnpusuneruii
15

KomaHgHbIi pexxum
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep

‘ esr:esr (config-tacacs-server)# port 4444
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8.35 priority

[laHHO KOMaHA0M 3a4aETCA NPUOPUTET UCNOb30BaHMA YAANEHHOIO cepBepa. Yem HUKe 3HadYeHune, Tem
npuopuTeTHee cepseep.

Ncnonb3osBaHuMe oTpuLaTenbHon GopmMbl KOMaHabl (NO) ycTaHaBAMBAET 3HaYEeHME MO YMOAYaHMIO.
CuHTaKCcHC
priority <PRIORITY>

no priority

MapamerTpbl

<PRIORITY> — npnoputeT MCNOAb30BaHMA YAANEHHOIO cepBepa, NPUHUMAET 3Ha4YeHus [1..65535].

3HayeHUe No YMOYaHUIO
1
Heobxoaumblii ypoBeHb npusuaeruin

15

KomaHgHbIN pexxum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER

Mpumep

‘ esr:esr (config-tacacs-server)# priority 5

8.36 timeout

[aHHOM KoMaHAoM 3a4aETCA MHTEPBAJ, MO UCTEYEHUN KOTOPOTrOo YCTPOICTBO cumTaeT, YTo RADIUS-cepsep
HeaoCTyneH.

Ncnonb3oBaHMe oTpuuaTebHOM GopMbl KOMaHAbl (NO) ycTaHaBAMBAET 3HAaYEHME MO YMONYAHUIO.
CuHTaKcunc
timeout <SEC>

no timeout

MapameTpbl

<SEC> — nepuog BpeMeHU B CeKyHAaX, NPUHMMAET 3HadeHus [1..30].

3HayeHne No yMoNYaHUIO
He 3a4aH, UCNO/1b3yeTCA 3Ha4YeHNe rnobanbHoro Taﬁlv\epa, ONMMNCaHHOrO B pa3aene 8.18.
Heo6xoaumbiit ypoBeHb NpuBUAEruii

15
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KomaHpgHbIi1 pexxum
CONFIG-RADIUS-SERVER

Mpumep

‘ esr:esr(config-radius-server)# timeout 7

8.37 privilege

[aHHO KOMaHA0M NPOM3BOAMTCA YCTAHOBKA MUHMMANbHOIO YPOBHA NPUBUAETUIA NONb30BaTENS,
Heo6Xo04MMOro ANA BbINOAHEHWUA KOMaHAb! M3 YKa3aHHOro noaaepesa KOMaHa,

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (N0) ycTaHaBIMBaAEeT HEOBXOANMbI YPOBEHb
NpuUBMAErMIA NO YMOYaHUIO.
CUHTaKCcuc

privilege <COMMAND-MODE> level <PRIV> <COMMAND>

no privilege <COMMAND-MODE> <COMMAND>

MapameTpbl
<COMMAND-MODE> — KOMaHZAHbIN pexum, onMcaHue pexumos npueeaeHo B Tabaumue 3.2;
<PRIV> — Heobx0aAnMbI ypOBEHb NPUBUIEIUI NoLAepPeBa KOMaHA, NPUHMMaeT 3HadeHue [1..15];
<COMMAND> — nogaepeBo KOMaHA, 3a4,aeTcs CTPOKoMN Ao 255 cumBosios.

Heobxogumbiii ypoBeHb NnpuBunaerni

15

KomaHgHbIi pexxum

CONFIG

Mpumep

YCTaHOBUTL 4N15 NoAAepeBa KOMaH4, «show» KOPHEBOro KOMaHZAHOro peXkMma Heobxo4MMbIi ypoBeHb
npusunernii 2. KomaHabl nogaepesa «show interfaces» ocTaBuTb € ypoBHEM Npusuaernin 1.

esr:esr (config)# privilege root level 2 "show"
esr:esr (config)# privilege root level 1 "show interfaces"

8.38 tech-support login enable privilege

[JaHHO KOMaHAOoM BKAOYAETCA HW3KOYPOBHEBbLIM YyAaneHHbld [A0CTyNn K CUcTeme C NOMOLLbIO
nonb3osatena «techsupport». HM3KOYpOBHEBbLIA AOCTYN K CMCTEME MO3BOJIUT MOAYYUTb TeXHUYECKOW
nogaepkke Bcto Heobxogmmyro nHGopMaLMio, Koraa 3To HeobxoaMmo.

Mcnonb3oBaHme oTpuLaTeNbHON GOpMbl KOMaHAbI (NO) BbIK/AOYAET HU3KOYPOBHEBLIN YAANEHHbI A40CTYN
K CMCTEME C NOMOLLbIO Nosib30oBaTens «techsupport».

CuHTaKcunc

[no] tech-support login enable

Mapamertpbl

KomaHpa He coepUT aprymeHToB.
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Heobxoaumbi ypoBeHb NpuBUAErni

10

KomaHgHbI pexxum

CONFIG

Mpumep

‘ esr:esr(config)# tech-support login enable

8.39 show users accounts

[aHHaa KomaHAa No3BOAAET NPOCMOTPETL KOHGUIypaLMIo Nob3oBaTenel CUcTeMbl.

CuHTaKcunc

show users accounts

MapameTpbl
HomaH,u,a He COAEPHKUT aprymMmeHTOB.
Heobxoaumblii ypoBeHb npusuaerui

1

KomaHgHbIN pexum

ROOT

Mpumep

esr:esr# show user accounts
Name

techsupport

remote

cscons

Password
$6SYfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp.kgFAK.vmvyY9lweQaSldw7ZtUr
uH66uZx9.EBASff//hUj80bUaC484TNR
X.

$65YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp.kgFAK.vmvyY9lweQaSldw7ZtUr
uH66uZx9.EBASff//hUj80bUaC484TNR
X.

$65YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp.kgFAK.vmvyY9lweQaSldw7ZtUr
uH66uZx9.EBASEf//hUj80bUaC484TNR
X.

$65YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp.kgFAK.vmvyY9lweQaSldw7ZtUr
uH66uZx9.EBASEf//hUj80bUaC484TNR
X.

Privilege

15

15

bash

cli

s—-terra

8.40 show users

ﬂaHHaﬂKOMaHAaﬂO3BOﬂﬂeTﬂpOCMOTpeTbaKTMBHHECECCMMHOﬂb3OBaTEHEﬁCMCTeMbL

CuHTaKcuc
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show users

MapameTpbl
KomaHaa He coneprKuUT aprymeHTOB.
Heobxoaumbi ypoBeHb NpuBUAErnm

1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show users

User name Logged in at Host Timers Login/Priv level

admin 13/02/15 01:14:25 Console 00:29:57/00:00:00 15

1 user sessions.

8.41 show aaa authentication

ﬂaHHaﬂKOMaHAaﬂO3BOﬂHeTHpOCMOTpETbCHMCKMCHOCOGOBayTEHTM¢MKauMMﬂOﬂb3OBaT6ﬂeﬁ,aTaKme
dKTUBHbIE CMTUCKN KaxX40ro Tuna TepMnHanoB.
CuHTaKcuc

show aaa authentication

MapameTpbl
KomaHp,a He COAEPHUT aprymMmeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHAHbI pexxum

ROOT

Mpumep

esr:esr# show aaa authentication

Login Authentication Method Lists

default enable

Lines configuration

Line Login method list Enable method list
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console default default
telnet default default
ssh default default

8.42 show aaa accounting

[aHHas KomaHa NO3BOAAET NPOCMOTPETb HACTPOEHHbIE NapameTpbl y4yeTa.

CuHTaKcunc

show aaa accounting

MapameTpbl
KomaHzaa He coaepKUT aprymMeHToB.

Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbI pexxum

ROOT

Mpumep
esr:esr# show aaa accounting
Login : radius
Commands : tacacs

8.43 show aaa Idap-servers

JaHHaa KomaHaa no3soaaeT NnpocmoTpeTb napameTpol LDAP-cepsepos.

CuHTaKcuc

show aaa ldap-servers

MapameTpbl
KomaH,u,a HE COA4EPXKUT aprymeHTOB.
Heobxoaumblii ypoBeHb npusuaeruim
1

KomaHpaHbI pexxum

ROOT

Mpumep
esr:esr# show aaa ldap-servers
Base DN: dc=example,dc=com
Root DN: cn=admin, dc=example, dc=com
Root password: CDE65039E5591FA3
Naming attribute: uid
Privilege level attribute: priv-1vl
User object class: posixAccount
DSCP: 63
Bind timeout: 3
Search timeout: 0
Search scope: subtree
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IP Address Port Priority

10.100.100.1 389 1

8.44 show aaa radius-servers

JaHHaa KomaHaa Nno3BoaseT NpocmoTpeTb NapameTtpbl RADIUS-cepBepoB.

CuHTaKcuc

show aaa radius-servers

MapamerTpbl
KomaHzaa He coaepKUT aprymeHToB.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show aaa radius-servers
Timeout: 3

Retransmit: 1

DSCP: 63

IP Address Timeout Priority Usage Key

2.2.2.2 - 1 all 9DA7076CA30B5FFEODCIC4
2.4.4.4 - 1 all 9DA7076BA30B4EFCES

8.45 show aaa tacacs-servers

[aHHaa KomaHaa no3soasaet npocmoTtpeTb napametpbl TACACS-cepsepos.

CuHTaKcuc

show aaa tacacs-servers

MapameTpbl
KomaHp,a He COAEPXUT aprymMeHTOB.

Heo6xoaumbiit ypoBeHb NpuUBUAErnin
1

KomaHpaHbI pexxum

ROOT
Mpumep
esr:esr# show aaa tacacs-servers
Timeout : 3
DSCP: 63
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IP Address Port Priority Key
10.100.100.1 49 1 CDE65039E5591FA3
10.100.100.5 49 10 CDE65039E5591FA3
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9 HACTPOMKA U MOHUTOPUHI UHTEPDENCOB

Mopsaaok MeHoBaHUA MHTepdENCcOB MapLUpyTU3aTopa ONMCaH B pasaene 3.3.

KomaHgbl, BBeAEeHHble B pexMMe KOHPUrypupoBaHuUa UHTepdeica (rpynnbl WHTepdelicos),
NPUMEHSAIOTCA K BbIBpaHHOMY MHTepdeicy (rpynne nHTepdencos).

9.1 Ethernet-uHmepdgelicoi

9.1.1 interface

JaHHaa KomaHAa No3BO/IAET NEPENTU B PEKUM KOHPUTYPUpPOBaHMA ogHOro namn 6onee nHTepdeincos.

Ncnonb3oBaHKue oTpuuaTenbHo GopmMbl KOMaHapbl (N0) BOCCTaHaBAMBAET HACTPOWKKU MHTepdeiica no
YMOJIYaHMIO.

CuHTaKcmuc

[no] interface <IF>

MapameTpbl

<IF> - HanmeHoBaHWe nHTepdeiica nam rpynnol MHTepdeiicos, 3a43ETcA B BUAE, ONMCAHHOM B
pasgene 3.3.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum
CONFIG

Mpumep 1

Mepexon B pexxnm KoHourypuposaHuma Ethernet-uHrepdelica gi 1/0/20:

esr:esr(config)# interface gigabitethernet 1/0/20
esr:esr(config-if-gi)#

Mpumep 2

Mepexon B pexxunm KoHourypuposaHuma Ethernet-nHrepdelica te 1/0/2:

esr:esr(config)# interface tengigabitethernet 1/0/2
esr:esr(config-if-te)#

Mpumep 3

Mepexopa, B peKMM KOHPUIYPUPOBaHUA BUPTyabHOro MHTepdelica:

esr:esr(config)# interface loopback 5

esr:esr (config-loopback) #

Mpumep 4

Mepexon B pexXmMm KoHOUrypupoBaHusa cybuHTepdeica:

esr:esr(config)# interface gigabitethernet 1/0/20.20
esr:esr(config-subif) #
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Mpumep 5

Mepexon B pexum KoHpurypmposaHus nHtepdelica port-channel 2:

esr:esr(config)# interface port-channel 2
esr:esr (config-port-channel) #

Mpumep 6

Mepexoa B peXKMm KOHGUrypmposaHus nHtepoderica el 1/0/1:

esr:esr(config)# interface el 1/0/1
esr:esr(config-el) #

Mpumep 7

Mepexon B pexXum KoHOUrypupoBaHUa nHTepdeiica multilink 1:

esr:esr(config)# interface multilink 1

esr:esr(config-multilink) #

9.1.2 description

[aHHas KomaHZa MCNONb3YeTCA ANA USMEHEHUS OMUCAaHUA KOHOUTYpUpyemoro uHTepderica.
Mcnonb3oBaHue oTpuLuaTeNbHON Gopmbl KOMAHZAbI (NO) yAanseT yCTaHOB/IEHHOE ONMncaHue.
CuHTaKcuc

description <DESCRIPTION>

no description

MapameTpbl
<DESCRIPTION> — onucaHue uHTepdelica, 3aaaétca cTpokon 4o 255 cumBonos.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHaHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘ esr:esr(config-if-gi)# description "Uplink interface"
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9.1.3 load-average

JaHHOM KOMaHAOM YyCTaHABAMBAETCA MHTEPBA BPEMEHM, B TEYEHME KOTOPOro cobupaeTca CTaTUCTUKA O
Harpyske Ha nHTepodeiic.

Ncnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAbl YCTaHaBAMBAET 3HAYEHME MO YMOAYAHMIO.
CUHTaKcUc
load-average <TIME>

no load-average

Mapamertpbl

<TIME> — HTepBan B CEKyHAAX, NPUHMMAET 3Ha4YeHus [5..300].

3HayeHUe No YMOYaHUIO
5 cekyHA,

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP41P4
CONFIG-L2TPv3
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr(config-if-gi)# load-average 30

9.1.4 speed

JaHHOM KOMaHAoM yCTaHAaBAMBAETCA 3HAYEHME CKOPOCTU AN KOHPUrypupyemoro nHtepdeiica, rpynnol
UHTepdeincoB. KomaHaoM MOryT BbITh YCTaHOB/IEHbI cneaytolume pexumol: 10M6ut/c, 100M6uT/c, 1000
M6wuTt/c, 10réut/c nnm auto.

Ncnonb3oBaHuMe oTpuuaTenbHoM (No) dopmMbl KOMaHAbl YCTaHaBAMBAET 3HaYE€HUE MO YMOIYaHMUIO.
CuHTaKcuc
speed <SPEED> <DUPLEX>

no speed
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MapameTpbl
<SPEED> — 3HayeHune ckopocTu:

10M — 3HayeHue ckopoctn 10M6éuT/c;
100M — 3HauyeHme ckopoctn 100M6éuT/c;
1000M — 3Ha4yeHue ckopoctn 1000M6ut/c;
10G — 3HaueHue ckopocTtn 10r6ut/c;

auto — aBTOMAaTUYECKMI1 BbIBOP pexmnma.

<DUPLEX> — perkmum paboTbl npuemonepenatymKka, NPUHUMaET 3HaYeHUA:

full-duplex — aynnekc;
half-duplex — nonyaynnekc.

3HayeHUe No YMOYaHUIO
auto

Heobxoaumblii ypoBeHb npusuaerui
10

KomaHgHbIN pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep 1

I esr:esr(config-if-gi)# speed 10G

YcTaHOBAEH CKOPOCTHOM pexkum nHtepdelica 10 réumt/c.

Mpumep 2

esr:esr(config-if-gi)# speed 10M full-duplex

YcTaHOBAEH CKOPOCTHOW pexkum nHTepderica 10 Mbut/c, gynnekc.

9.1.5 system jumbo-frames

[aHHOM KoMaHAoM BK/OYaeTca nogaepkKka Jumbo-dpeinmos.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) BbIKAKOYAET NoaaepKKy Jumbo-dpelimos.
CuHTaKCcHC

[no] system jumbo-frames

MapameTpbl
KOM&al,a He COA4EepPXUT aprymeHTOB.

3Ha4yeHue no YMOT4YaHUIO
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BbikntoyeHa

Heobxoaumbiii ypoBeHb npuBuneruia
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# system jumbo-frames

9.1.6 mtu

[aHHol KoMaHAaol yKasbiBaeTcs pasmep MTU (Maximum Transmition Unit) ana ¢msumueckunx
UHTepdencos.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHgpbl (nN0) ycTaHaBaMBaeT 3HadeHne MTU no ymonyaHuio.
CuHTaKcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> — 3HauyeHue MTU, npuHMMaeT 3Ha4eHus B AnanasoHe [128..10000]. 3HayeHus MTU 6onee
1500 MOXHO BbICTaBASTb TO/IbKO NPU BKAKOYEHHON Noanep:KKke Jumbo-¢dpelimoBs, onncaHHOM B
pasgene 9.1.5.

3HauyeHue No yMO4YaHUIo

1500

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1

Mpumep

esr:esr(config-if-gi)# mtu 1400

96 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

9.1.7 shutdown

JaHHOM KOMaHAO0M OTKAOYaeTCcA KOHPUIYpUpyemblit MHTEpdENC.
Ncnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAb! (NO) BKAOYAET KOHPUTYpPUPYeMbI MHTepdeiicC.
CuHTaKcuc

[no] shutdown

MapameTpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1

Mpumep

‘ esr:esr(config-if-gi)# shutdown

KoHourypupyemblii HTEPdENC OTKAIOYEH.

9.1.8 switchport mode

JaHHan KomaHZa Ucnosib3yeTcs ANA 3a4aHna pexmuma pabotbl nHTepdeinca ¢ VLAN.

Ucnonb3oBaHue OTpMLI,aTeﬂbHOﬁ CI)OprI KOMaHAbl (no) YCTaHaB/IMBaAET 3HAYE€HUNE NO YMOTHAHUIO.

CuHTaKcuc
switchport mode <MODE>

no switchport mode

MapameTpbl

<MODE> — pexxum paboTbi:
— access' — uHTepdeiic 4OCTYNa, HETErMPOBaHHbIN MHTepdeiic ana ogHol VLAN;
—  trunk® — uHTepdEiic, NPUHUMAIOLLMIA TONbKO TETMPOBaHHbIM TPAPUK 3a UCKIIOUEHUEM
oaHoro VLAN, KOTOpbI MOXKeT 6biTb f06aBEeH ¢ MOMOLblo KOMaHAbl switchport trunk
native vlan, onucaHHoin B 12.3.8;
—  general® — pusnyeckuit HTepdeiic NepekntoyaeTca B pexkum general;

'B Tekyuen Bepcun NO gaHHaA KomaHaa NoAAep>KMBaeTCA TONbKO Ha mapLupyTusatopax ESR-100-ST/ESR-200-ST
’B Tekyuen sepcum NO gaHHaA KomaHAa NoAAep>KMBaeTcA TONbKO Ha mapLupyTusatopax ESR-100-ST/ESR-200-ST
’B Tekyuen Bepcum MNO gaHHaA KoMaHAa NoAAEePrKMBAETCA TO/IbKO Ha maplupyTmusaTope ESR-1000-ST
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— el - dusnyecknin nHTepdenc nepektovaeTca B pexmm E1.

3HayeHue No yMONYaHUIo

access
Heobxoaumbiii ypoBeHb NpuBUaernm

10
KomaHpgHbIi1 pexxum

CONFIG-GI

CONFIG-TE

Mpumep

‘esr—lOO(config—if—gi)# switchport mode trunk

9.1.9 switchport community*

JaHHoi KomaHaoM nHTepdelic pobasnsetcs B rpynny nsonaumu. [laHHaa KOMaHAa aKkTyasibHa, TO/IbKO
€C/IM NOPT HAaXoAUTCA B PeXMME U30AALUKN MO Fpynnam.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yaanaet nHTepdeic U3 rpynmnbl U30AALMM.
CuHTaKCUC
switchport community <ID>

no switchport community

MapameTpbl

<ID> — ngeHTnduKaTop rpynnol, NPUHMUMAET 3HaYeHMA B AnanasoHe [1..30].
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHgHbIi pexxum

CONFIG-GI

CONFIG-TE

CONFIG-PORT-CHANNEL

Mpumep

‘ esr:esr(config-if-gi)# switchport community 10

'B Tekyuwien Bepcum MNO gaHHaA KoMaHAa NoAAEePrKMBAETCA TO/bKO Ha maplupyTmusaTtope ESR-1000-ST
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9.1.10 switchport protected-port’

[aHHoWN KomaHaoN MHTepdenc NepeBoANTCA B PEKUM N30AALUKM NO rpynnam. B gaHHOM perkume obmeH
TpaduKkom mexay nHtepdencamm ogHoOM rpynnbl paspeweH, obmeH Tpadmkom mexay nHtepdericamm
pa3sHbIX rpynn 3anpeLeH, obmeH TpaduKkom mexay M30AMPoBaHHbIMU U HEU30ANPOBAHHbIMU
nHTepdericammn paspeLleH.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET 3HaYEeHME MO YMOAYaHUIO.
CuHTaKcuc

[no] switchport protected-port

Mapamertpbl

KomaHza He conepKuUT aprymeHTOB.
3HayeHUe No YMOYaHUIO

NHTepdeiic He N301MpPOBaH.
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHgHbIii pexxum

CONFIG-GI

CONFIG-TE

CONFIG-PORT-CHANNEL

Mpumep

‘ esr:esr(config-if-gi)# switchport protected-port

9.1.11 show interfaces switch-port configuration®

KomaHAo/ BbINOMHAETCA NPOCMOTP NapamMeTpoB KOHGUrypaunmn pusmndeckmx nHtepdeiicos.
CuHTaKcuc

show interfaces switch-port configuration [ <IF> ]

Mapametpbl
<IF>— nma ¢pumsnyeckoro nHTepdeica ycTponcTea, 3a4a€Tca B BUAE, ONMCaHHOM B pasaene 3.3.

MO3KHO yKa3aTb HECKOJIbKO MHTepdENCcoB NepeymcieHnem Yepes 3anaTyto 60 yKasaTb AnanasoH
nHtepdeiicos yepes geduc «-». ECM He yKasblBaTb MHAEKCHI MHTepdelicoB, To 6yayT oTo6paxeHbl
napameTpbl BCcex MHTepdeiicoB 3agaHHOM rpynnbl. MNpy BbINOAHEHUW KOMaHAbl 6e3 napameTpa
6yAyT NOKasaHbl NapameTpbl BCeX GU3NYECKMX UHTEPPEINCOB.

Heob6xoaumbiii ypoBeHb NpuBUAErui
1
KomaHaHbIi1 pexxum

ROOT

'B Tekyuwen Bepcum NO gaHHaA KoMaHAa NoAAEePrKMBAETCA TO/IbKO Ha maplupyTmusaTtope ESR-1000-ST
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Mpumep

esr:esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled Off Up Disabled

gil/0/6 none Half 10 Mbps Enabled Off Up Disabled

gil/0/7 none Half 10 Mbps Enabled Off Up Disabled
9.1.12 show interfaces switch-port status

KomaHgaa ucnosibsyerca gas NpocmoTpa COCTOAHUA GU3nMYecKkmx MHTepdeincos.
CUHTaKcUC

show interfaces switch-port status [ <IF> ]

MapamerTpbl
<IF>—uma pusnyeckoro nHTepdelica ycTponcraea, 3a8aéTcA B BUAE, ONMCAHHOM B pasgene 3.3.

MO*KHO yKa3aTb HECKOJIbKO MHTEPdENCOB NepeumcieHnem Yepes 3anaTyto «,» Mbo yKasaTtb
AnanasoH nHTepdelicos yepes aeduc «-». Ecnm He yKasbiBaTb MHAEKCHI MHTepdencos, To byayT
OTObOpaXKeHbI CTaTyCbl BCcex MHTepdencoB 3agaHHOM rpynnbl. Eciv 3aaaH onpeseneHHbil
nHtepdelic, To byaeT oTobparkeHa aeTanbHasa MHGOpMaLMA No gaHHOMY MHTepdency. Mpu
BbIMOJIHEHUM KOMaHAbl 6e3 NapameTpa 6yayT NOKasaHbl CTaTyCbl BCeX GU3NYECKMX MHTepdelicoB.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexxum

ROOT
Mpumep
esr:esr# show interfaces switch-port status gigabitethernet 1/0/1-7
Port Media Duplex Speed Neg Flow Link Back
control State Pressure

gil/o0/1 N/A N/A N/A N/A N/A Down N/A
gil/0/2 copper Full 100 Mbps Enabled Off Up Disabled
gil/0/3 N/A N/A N/A N/A N/A Down N/A
gil/0/4 N/A N/A N/A N/A N/A Down N/A
gil/0/5 N/A N/A N/A N/A N/A Down N/A
gil/0/6 N/A N/A N/A N/A N/A Down N/A
gil/0/7 N/A N/A N/A N/A N/A Down N/A
esr:esr# show interfaces switch-port status gigabitethernet 1/0/2
Interface gigabitethernet 1/0/2

Status: up

Media: copper

Speed: 100 Mbps

Duplex: full

Flow control: no

MAC address: a8:£9:05:00:00:25
MAC status:

Buffers full: no

Doing back pressure: no

Sending PAUSE frames: no

Receiving PAUSE frames: no

Auto-Negotiation done: yes
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‘ Sync fail: no

9.1.13 show interfaces utilization

KomaHgaa ucnosbsyetca A8 NPOCMOTPa TEKYLLE Harpysku Ha dusmnyeckmx nHtepoencax.
CUHTaKcuUc

show interfaces utilization [ <IF> ]
Mapamertpbl

<IF> — nmsa ¢pumsnyeckoro nHTepdeica ycTpoiicTea, 3a4aéTca B BUAE, ONMCaHHOM B pasaese 3.3.

MOKHO YKa3aTb HECKO/IbKO MHTepdEeicoB NnepeymcieHnem Yepes 3anaTyto «,» IMb0 yKasaTtb
AnanasoH uHTepdelicos yepes gedpuc «-». ECm He yKasbiBaTb MHAEKCHI MHTepdeicos, To byaert
oTobparkeHa TeKyLLLas HarpysKa gns Bcex MHTepdeincos 3ag4aHHoM rpynnbl. Mpy BbINOJAHEHUN
KomaHZAbl 6e3 napameTtpa 6yaeT NoKkasaHa TeKyLwan HarpysKka aaa Bcex dpmusmyecknx nHTepodencos.

Heobxogumbiii ypoBeHb Nnpusunernii

1

KomaHgHbIii pexxum

ROOT
Mpumep
esr:esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9
Port Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s
gil/0/3 5 0 0 0 0
gil/o/4 5 0 0 0 0
gil/0/5 5 0 0 0 0
gil/0/9 5 0 0 0 0
9.1.14 show interfaces counters

KomaHZ,o0/ BbINOMHAETCA MPOCMOTP CYETYMKOB HA CUCTEMHbBIX MHTepdelicax — NnopTax, cybuHTepdeicax,
rpynnax arperauum, ceteBblX MOCTaXx.

CuHTaKcuc

show interfaces counters [ <IF> ]

Mapametpbl
<IF>— nma nHTepdeiica ycTpomncTea, 3a4aETcA B BUAE, ONMCaHHOM B pa3aene 3.3.

KomaHga oTobpakaeT CHETYMKM AN NOPTOB MapLIpyTM3aTopa, CybuHTephencoB U TyHHENbHbIX
UHTepdelicos.

MOoHO yKa3aTb HeCKO/IbKO MHTepdeiicoB. EciM He yKasbiBaTb MHAEKCHI MHTepPdelicoB, TO byayT
OTODparkeHbl CHETYMKM BCeX MHTepdencoB 3a4aHHOM rpynnbl. Ecan 3aaaH onpeaenéHHbln
nHTepdelic, To byaeT oTobpakeHa geTanbHasa MHbOpMaLMa No AaHHOMY UHTepdelicy. Mpu
BbINOJIHEHNWN KOMaHAbI 6e3 NapameTpa byayT NOKa3aHbl CHETYMKM BCEX CUCTEMHbIX MHTEpPENCOoB.

Heob6xoaumbiii ypoBeHb NpuBUAErui

1
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KomaHgHbI pexxum

ROOT

Mpumep
esr:esr# show interfaces counters gigabitethernet 1/0/4-6
Interface UC recv Bytes recv Errors recv MC recv
gil/0/4 0 0 0 0
gil/0/5 0 0 0 0
gil/0/6 0 0 0 0
Interface UC sent Bytes sent Errors sent
gil/0/4 0 0 0
gil/0/5 1138 393748 0
gil/0/6 0 0 0

esr:esr# show interfaces counters gigabitethernet 1/0/4
Packets received:
Bytes received:
Dropped on receive:
Receive errors:
Multicasts received:
Receive length errors:
Receive buffer overflow errors:
Receive CRC errors:
Receive frame errors:
Receive FIFO errors:
Receive missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted:
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:

O O O O O O O O O O O O OO oo oo oo oo

Collisions:
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9.1.15 show interfaces description

KomaHgaa ucnosbsyerca A8 NPoCMOTPa ONMCaHUA CUCTEMHbIX MHTepdencos.
CuHTaKcuc

show interfaces decription [ <IF> ]

MapameTpbl
<IF>— nmsa nHtepodelica ycTpomncTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasaene 3.3.

B KOMaHAe MOXHO yKa3aTb HECKO/IbKO MHTepdencos. Ecin He yKasbiBaTb MHAEKCHI MHTEPdENCOB,
TO 6yAyT oTob6pakeHbl CTaTyCbl Bcex MHTepdelicoB 3agaHHOM rpynnbl. Mpu BbINOAHEHUN KOMaHAbI
6e3 napameTpa 6yayT NOKasaHbl ONMCaHUA BCEX CUCTEMHbIX MHTEPhENCOB.

Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbI pexxum

ROOT
Mpumep

esr:esr# show interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK
9.1.16 show interfaces status

KOM3Hp,a ncnonb3yeTca AnAa NPpocMmoTpa COCTOAHNA CUCTEMHDbIX VIHTepq)eﬁCOB.
CuHTaKcuc

show interfaces status [<IF>]

MapameTpbl
<IF>— unma nHTepdelica ycTponcTea, 3a4a€Tca B BUAE, ONMCAHHOM B pasgene 3.3.

B KOMaHAe MOXHO yKa3aTb HECKO/IbKO MHTepdeiicoB. EcM He yKasbiBaTb MHAEKCHI UHTEPdECOB,
TO OyAyT oTOOpaXKEHbI CTaTyCbl Bcex MHTepdencoB 3a4aHHOoM rpynnbl. ECan 3a4aH KOHKPETHbIN
nHTepoelic, To byaeT oTobpaxkeHa geTanbHasa MHGOpPMaUMA No AaHHOMY MHTepdency. Mpu
BbINOIHEHNMN KOMaHAbI 6e3 NapameTpa ByAyT NOKa3aHbl CTATyCbl BCEX CUCTEMHbIX MHTEPdENCOB.

Heo6xoaumbiit ypoBeHb NpuUBUAErnin
1
KomaHaHbI pexxum

ROOT
Mpumep

esr:esr# show interfaces status gigabitethernet 1/0/1-2
Interface Admin Link MTU MAC address
state state
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gil/0/1 Up Down 1500 a8:f9:4b:aa:00:41
gil/0/2 Up Down 1500 a8:f9:4b:aa:00:42
. 1
9.1.17 show interfaces protected-ports

KomaHaa ucnonbayetca 4na npocmoTtpa GUsnyeckmx MHTepdencos B pexmme U30AALUK NO Fpynnam.
CuHTaKcuc

show interfaces protected-ports [ <IF>]

Mapamertpbl
<IF>— nmsa nHtepodelica ycTpomncTea, 3a4aéTcsa B BUAE, ONMcCaHHOM B pasaene 3.3.

B KOMaHAe MOXKHO yKa3aTb HECKONbKO MHTepdencoB. Ecin He yKasbiBaTb MHAEKCHI MHTEpPdENCOB,
TO H6yAyT oTOb6paKeHbl CTaTyCbl Bcex MHTepdelicoB 3agaHHOM rpynnbl. Ecan 3agaH onpeaeneHHbIi
nHTepdelic, To byaeT oTobpaxkeHa AeTanbHasa MHGOPMaLMA No AaHHOMY MHTepdency. Mpu

BbINO/NHEHUM KOMaHAbl 6e3 napameTpa byayT NoKasaHbl CTaTycbl BceX pUsnyeckmnx nHtepdeincos.

Heobxogumbiii ypoBeHb Nnpusuaerunii

1
KomaHgHbIii pexxum

ROOT

Mpumep

esr:esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4

9.1.18 show interfaces sfp

KomaHaa ucnonbayertcsa ana npocmoTtpa nHbopmaumnm ob SFP-tpaHcmuBepax.
CuHTaKcuc

show interfaces sfp [ <IF>]

MapameTpbl

<IF> — uma nHtepdelica ycTpoinctsa, 3a8a€TcA B BUAE, ONMCAHHOM B pasaene 3.3. B KomaHae
MOKHO YKa3aTb HECKONbKO MHTepdencoB. Ecn He yKasbiBaTb MHAEKCHI MHTepdencos, To byayT
OoTObparkeHbl CTATyCbl BCeX UHTepdelicoB 3aaaHHOM rpynnbl. Eciv 3apaH onpeaeneHHbI i
uHTepdelic, To byaeT oTobparkeHa AeTanbHasa MHGopmMauua No gaHHoMy UHTepdelicy. Mpu
BbINOJIHEHNM KOMAHAbl 6e3 NapameTpa ByayT NoKasaHbl CTAaTyCbl BCEX CUCTEMHbIX MHTEPdENCOB.

Heob6xoaumbiii ypoBeHb NpuBUAErui
1
KomaHaHbIi1 pexxum

ROOT
Mpumep

'B Tekyuien Bepcum MNO gaHHaA KoMaHAa NoAAEePrKMBAETCA TONbKO Ha MapLupyTnsaTtope ESR-1000-ST
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esr:esr# show interfaces sfp
Interface 'tel/0/1':

SFP present: Yes

Connector Type: LC

Type: SFP/SFP+
Compliance code: 10G BASE-SR
Laser wavelength: 850 nm
Transfer distance: 300.00 m
Vendor OUI: 24:00:00
Vendor name: Modultech
Vendor PN: MT-PP-85192-SR
Vendor SN: M1204011007
Vendor date: 04.05.12
Vendor revision: 1.0

DDM supported: Yes
Temperature: 40.562 C
Voltage: 3.3364 V
Current: 6.004 mA

RX Power: 0.0001 mWw / -40.0000 dBm
TX Power: 0.4398 mW / -3.5674 dBm
RX LOS: Yes

TX Fault: No

TX Disable: No

Soft TX Disable: No

Interface 'tel/0/2':

SFP present: Yes

Connector Type: SC

Type: SFP/SFP+
Compliance code: 1000BASE-LX
Laser wavelength: 1310 nm
Transfer distance: 20.00 km
Vendor OUI: -

Vendor name: OEM

Vendor PN: APSB35123CXS20
Vendor SN: SG35224701333
Vendor date: 12.12.12
Vendor revision: 1.00

DDM supported: No

9.1.19

clear interfaces counters

[aHHOW KOMaHAOoW ocyLiecTBAAETCA COPOC CYETYMKOB 3a4aHHOMO CUCTEMHOTO MHTEpPdElica UaK rpynnbl

uHTepdeicos.

CuHTaKcuc

clear interfaces counters [<IF>]

MapameTpbl

<IF>— HanmeHOBaHMe cMCTEMHOTO MHTepdenca nnm rpynnbl MHTepdencos, 3a4aETcA B BUAe,
onucaHHom B pasgene 3.3.

MO3KHO yKa3aTb HECKOJIbKO MHTEPdENCOB NepeyncieHnem Yepes «,» NMbo yKasaTb AnanasoH
NHTepdelicos Yepes «-». ECAn He yKasbiBaTb MHAEKCHI MHTePhENCOB, TO BYAYT OUMLLEHBI CHETYNKM
BCEX MHTepdeiicoB 3agaHHOM rpynnbl. Mpu BbINOAHEHUM KOMaHAbI 6e3 NnapameTpa byayT oUMLLEeHbI

CYETYNKUN BCEX CUCTEMHDbIX MHTep¢eﬁCOB.
Heo6xoaumbiit ypoBeHb NpuUBUAErnii

1
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KomaHpgHbIi1 pexxum
ROOT

Mpumep

‘esr:esr# clear interfaces counters gigabitethernet 1/0/5

9.2 TDM (E1)

9.2.1 ppp authentication chap

JaHHoM KomaHaoM BkAtodaeTca CHAP-ayTeHTUdMKauuS.
Mcnonb3oBaHue oTpuuaTebHOM GopMbl KOMaHAbl (N0O) OTKAOYaET ayTeHTUdUKALMIO.
CUHTaKcuc

[no] ppp authentication chap

Mapamertpbl
KomaHp,a He COAEPHUT aprymMmeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIii pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘ esr:esr(config-el)# ppp authentication chap

9.2.2 ppp chap refuse

JaHHOM KoMaHAoM BKOYAEeTCA UTHOPUPOBaHME ayTeEHTUDMKALUN.
Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) YCTaHaB/IMBAETCA 3HAYE€HNE NO YMOTHAHULIO.
CuHTaKcuc

[no] ppp chap refuse

Mapamertpbl
KomaHp,a He CoOAepPKUT aprymMmeHTOB.
3HayeHMe No yMmOoN4YaHUIo

NrHopupoBaHue ayTeHTUPUKALMM BbIKAIOUYEHO.

Heob6xoaumbiii ypoBeHb NpuBUAErui
10
KomaHaHbIi1 pexxum

CONFIG-E1
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CONFIG-MULTILINK

Mpumep

‘ esr:esr(config-el) # ppp chap refuse

9.2.3 ppp chap hostname

JaHHON KOMaHAOM YKa3blBaeTCA MMA MapLUpPyTU3aTopa, KOTOPOe OTNPaBAAETCS yAaNEHHOM CTOPOHe s
npoxoxaeHma CHAP-ayTeHTUdUKaUMKU. Micnonb3oBaHUe oTpULaTeNbHOW GOPMbl KOMaHAb! (NO)
YyCTaHaB/AMBAET 3HaYEHUE MO YMOJIYAHUIO (CUCTEMHOE UMSA YCTPOMCTBA).
CUHTaKcuc

ppp chap hostname <NAME>

no ppp chap hostname

Mapametpbl

<NAME> — ums mapLipyTM3aTopa, 3a4aétca CTpokon Ao 31 cumeona.

KomaHgHblii pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘esr:esr(config—el)# ppp chap hostname esrl

9.2.4 ppp chap password

[aHHOI KOMaHAoM YKa3biBaeTcsA Naposib, KOTOPbIN OTNPaBNAETCA YAa/IeHHON CTOPOHE BMECTe C UMeHem
MaplLUpyTU3aTopa Ans npoxoxaeHus CHAP-ayTeHTUdUKauumn. Mcnonb3oBaHue oTpuuatebHol Gopmbl
KOoMaHgbl (No) yaanseT naponb.
CuHTaKcuc

ppp chap password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ppp chap password

Mapametpbl

<CLEAR-TEXT> — napo/ib B OTKpbITOM hopme, 3a4aETcA CTPOKOM [8 .. 64] cCMUMBONOB, MOXET
BKAtOYaTb cumBobl [0-9a-fA-F];

<ENCRYPTED-TEXT> — naponb B 3awwindpoBaHHON Ppopme, 3aaaéTca cTpokoi [16..128] cumBoioB.

/ Maponb xpaHUTCA B KOHPUrypauum B 3aumdpoBaHHO popme HeE3aBUCMMO OT popMmaTa,
MCNO/Ib30BaHHOTO NpPU BBOAE KOMaHAbI.

Heob6xoaumbiii ypoBeHb NpuBUAEruit
10

KomaHaHbIi1 pexxum

CONFIG-E1
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CONFIG-MULTILINK

Mpumep

‘esr:esr(config—el)# ppp chap password ascii-text 01234567

9.2.5 ppp chap username

JaHHOWN KOMaHAO0M yKa3biBaeTcA No/ib30BaTe b 418 ayTeHTUDMKALUMM YOANEHHOM CTOPOHbI U
OCYLLECTBASETCA NEPEXOS B PEXKUM KOHPUIYypUPOBaHMA NOb30BaTENS.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) yaanser yKasaHHOro no/ib30BaTes.

CuHTakcuc
ppp chap username <NAME>

no ppp chap username

Mapamertpbl

<NAME> — ums nonb3osaTens, 3a4aéTcA CTPOKoM Ao 31 cumeona.

KomaHgHblii pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘ esr:esr(config-el)# ppp chap username xap

9.2.6 password

KomaHza ans ycTaHOBKM Naposis B OTKPbLITOM UK 3alimMbpoBaHHON dopme onpeseneHHoOMY
Nno/b30BaTesNto aNa ayTeHTUGUKAUMM yaaNeHHOM CTOPOHBI. Maposb Noib30BaTENS XPAHUTCS B
KOH}Urypaumm B 3awmdpoBaHHoN dopme. Mpu KOHPUIYPUPOBAHUM MOMKHO 334aTb NAPOJIb B OTKPLITON
¢dopme Mbo cKoNMpoBaTb Napo/b B 3alMPPOBAHHOMN GOpME C 4PYroro yCTPOMCTBa.

Ucnonb3osaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHA4bl (no) yAOanAeT Nnaposib N021b30BATENA.

CuHTaKcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

Mapamertpbl

<CLEAR-TEXT> — napo/ib B OTKpbITOM hopme, 3aaaETcA CTPOKOM [8 .. 64] cMUMBONOB, MOXET
BKAOYaTb cumBonbl [0-9a-fA-F;

<ENCRYPTED-TEXT> — naponb B 3awwindpoBaHHON popme, 3aaaéTca cTpokol [16..128] cumBoioB.
V Naponun xpaHaTca B KOHUrypauum B 3awumdpoBaHHoii popme HezaBucMMoO OoT popmarTa,
MCNoJ/Ib30BaHHOTO NPY BBOAE KOMaHAbI.

Heobxoaumbiii ypoBeHb NpuBUAEruit

10
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KomaHpgHbIi1 pexxum

CONFIG-PPP-USER

Mpumep

‘esr:esr(config—ppp-user)# password ascii-text 01234567

9.2.7 ppp ipcp accept-address

[aHHOWN KoMaHAoM pa3pellaeTcs NPMHUMATL OT cocea Ntobon HeHyeBol IP-agpec B KayecTse
nokanbHoro IP-agpeca.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET 3HaYEeHME MO YMOAYaHUIO.
CuHTaKcuc

[no] ppp ipcp accept-address

Mapamertpbl
KomaHzaa He coaepKUT aprymMeHToB.
3HauyeHue No yMmon4aHuio

Mpunem IP-agpeca 3anpeLueH.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

Iesr:esr(config—el)# ppp ipcp accept-address

9.2.8 ppp ipcp remote-address

[aHHOW KoMaHAoW ycTaHaBAMBaeTcs IP-agpec, KOTopbil OTNPABAAETCS YAaNeHHON CTOPOHe ANs
nocaeAyoLLero ero NPUCBOeH M.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KomaHabl (no) yaanset IP-agpec yaaneHHoW CTOPOHBI.
CUHTaKcnc
ppp ipcp remote-address <ADDR>

no ppp ipcp remote-address

Mapamertpbl

<ADDR> —IP-agpec yaaneHHoro wiar3a.
Heob6xoaumbiii ypoBeHb NpuBUAEruit

10
KomaHpgHbIi1 pexxum

CONFIG-E1
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CONFIG-MULTILINK

Mpumep

‘esr:esr(config—el)# ppp ipcp remote-address 192.168.1.2

9.2.9 ppp max-configure

JaHHOM KOMaHAOM YyCTaHABMBAETCA KOJIMYECTBO NOMbITOK oTnpaBku Configure-Request nakeTos,
npexae Yem yaaneHHbln nup byaet npmsHaH HecnocobHbIM O0TBETUTL. Mcnonb3oBaHWe OTpuULLaTEIbHOM
bopmbl KOMaHZAbI (NO) YCTaHAB/AMBAET 3HAYEHME MO YMOHYAHUIO.
CuHTaKkcuc

ppp max-configure <VALUE>

no ppp max-configure

Mapamertpbl

<VALUE> — Bpemsa B ceKyHgax, NpMHMUMaeT 3HavyeHua [1..255].

3HauyeHue No yMmon4aHuio
10
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘ esr:esr(config-if-gi)#i ppp max-configure 4

9.2.10 ppp max-failure

JaHHOM KoMaHAoM YyCTaHAaBAMBAETCA KOJIMYECTBO NOMNbITOK BbicnaTb Configure-NAK nakeTbl, npexae yem
6yayT noaTBEpPKAEHDI BCe onuuMu. Mcnonb3osaHue oTpuuaTenbHo Gopmbl KOMaHAbl (NO) ycTaHaBAUBaAET
3HAYeHWe Mo yMOHaHMUIO.
CuHTaKcuc

ppp max-failure <VALUE>

no ppp max-failure

Mapamertpbl

<VALUE> — Bpemsa B ceKyHAax, NpMHUMaEeT 3HayeHua [1..255].

3Ha4yeHue no YMONTY4aHUIO

5
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Heobxoaumbiii ypoBeHb NpuBUAernm

10

KomaHpgHbIi1 pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘esr:esr(config—if—gi)#i ppp max-failure 3

9.2.11 ppp max-terminate

JaHHOM KOMaHAOM YCTAaHAB/IMBAETCA KOJIMYECTBO NOMbITOK BbichaTb Terminate-Request nakeTbl, npexae
yem ceccus ByaeT npepsaHa. Mcnonb3oBaHue oTpuLaTebHOM GopmMbl KOMaHAbl (N0) ycTaHaBAnBaeT
3HayeHme No YMOJIHAHMUIO.
CuHTaKcuc

ppp max-terminate <VALUE>

no ppp max-terminate
MapameTpbl

<VALUE> — Bpems B cekyHAax, NPUHMUMAET 3HadYeHusA [1..255].

3HauyeHue No yMOoI4YaHUio
2
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHaHbIi1 pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘esr:esr(config—if—gi)#i ppp max-terminate 4

9.2.12 ppp mru

[aHHoM KomaHAaoM yKasbiBaeTcs pasamep MRU (Maximum Receive Unit) ana nntepdeliica. Mcnonb3osaHue
oTpuLaTesibHoN GopMbl KOMaHAbl (NO) ycTaHaBAMBaeT 3HaveHne MRU no ymonyaHuio.

CUHTaKcunc
ppp mru <MRU>
no ppp mru
Mapamertpbl

<MRU> — 3HaueHne MRU, npMHMMaeT 3HaueHua B AnanasoHe [128..1485].
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3HayeHUe No yMO4aHUIO

1485

Heob6xoaumbii ypoBeHb NpuBUaernm
10

KomaHpHbIi1 pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘esr:esr(config—if—gi)# mru 1400

9.2.13 ppp timeout keepalive

[JaHHOM KOMaHAO0M yCTaHaBMBAETCA MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUMN KOTOPOTO
MmaplLupyTusatop otnpasnset keepalive-coobuieHue.

Mcnonb3oBaHWe oTpuLaTeNbHON GopMbl KOMAHAbI (NO) yCTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.
CuHTaKCuUC

ppp timeout keepalive [ <TIME >]

no ppp timeout keepalive
MapameTpbl

<TIME> — Bpems B CEKyHAAX, NPUHMMAET 3HauyeHuA [1..32767].

3HauyeHue No yMO4aHUIo
10
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘ esr:esr(config-if-gi)# ppp timeout keepalive 200
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9.2.14 ppp timeout retry

[aHHOW KOMaHAOW yCTaHaBIMBAETCA MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUU KOTOP
MapLUpyTU3aTop NOBTOPAET 3aMpPOC Ha YCTaHOB/EHME CeCCUMU.

oro

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) ycTaHaB/AMBAET 3HaYeHME NO YMOAYAHMIO.

CuHTaKcuc
ppp timeout retry <TIME>
no ppp timeout retry
MapamerTpbl

<TIME> — Bpemsa B cekyHAax, NPUHUMaeT 3HayeHua [1..255].

3HayeHUe No YMOYaHUIO
3
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

‘esr:esr(config—if—gi)# ppp timeout retry 3

9.2.15 switchport el slot

JaHHoM KomaHAaoM nopT el npueAsbiBaeTcA K dusmnyeckomy nHTepdeicy. UcnonbsoBaHue
oTpuuaTenbHol Gopmbl KOMaHAb! (NO) NepexoauT B CTaHAAPTHbLIN PEKUM.

CuHTaKcuc

[no] switchport mode el <SLOT>

MapameTpbl

<SLOT> — ngeHTndMKaTOp CN0Ta, NPUHUMAET 3Ha4YeHMe B gmanasoHe [0..3].
Heo6xoaumbiit ypoBeHb NpUBUAErniA

10
KomaHaHbIi pexxum

CONFIG-GI

CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# switchport mode el
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10 YNPABJZIEHUE TPYNMNAMWU ATPETALUUUN KAHATOB

10.1 Link Agregation Group (LAG)

10.1.1 channel-group

JaHHOM KoMaHAoM PU3nYECKMA MHTepPdENC BKAOYAETCA B TPYNNy arperalmmn KaHaaos.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KoMaHabl (No) yaanaet uHTepdeiic U3 rpynnbl arperaumm
KaHasoB.

CuHTaKCuUC
channel-group <ID> mode <MODE>
no channel-group
Mapamertpbl
<ID> - nopAaKoBbIA HOMEpP rpynnbl arperauyn KaHanos, NPUHUMAET 3HaveHunsa [1..12].
<MODE> — pexxum popmupoBaHue rpynnbl arperaumm KaHaaoB:

— auto— #o6aBuTb HTEPDENC B AMHAMMYECKYLO FPYNIY arperauumn ¢ NoaaepKKoin npoToKkona
LACP;

— on—p06aButb MHTEPdEIC B CTAaTUUECKYIO FPyMny arperawmm.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# channel-group 6 mode auto

10.1.2 lacp system-priority

JaHHOM KOMaHAOoM yCTaHaB/MBaETCA NPUOPUTET CUCTEMBI AN NpoToKona LACP.
Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAb! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CUHTaKcUC
lacp system-priority <PRIORITY>
no lacp system-priority
Mapamertpbl

<PRIORITY> — npuopwuTeT, yKasbiBaeTca B gManasoHe [1..65535].

3Ha4yeHue no YMONTY4aHUIO

1
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Heobxoaumbiii ypoBeHb NpuBUAernm

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esr(config)# lacp system-priority 5000

10.1.3 port-channel load-balance

JaHHOW KOMaHAOW yCTaHAB/IMBAETCA MEXaHU3M BanaHCUPOBKM HarpysKu A4 rpynn arperalum KaHasos.
Mcnonb3oBaHWe oTpuLaTebHOM GOpMbl KOMAHAbI (NO) yCTaHaBAMBAET 3HAaYEHME MO YMOIYAHWIO.
CuHTaKcuc

port-channel load-balance {src-dst-mac-ip | src-dst-mac|src-dst-ip | src-dst-mac-ip-port}

no port-channel load-balance
MapameTpbl

—  src-dst-mac-ip — mexaHn3m 6anaHCcMpPOBKM ocHoBbIBaeTcA HA MAC-aapece u IP-agpece
OTNpaBUTeNA U NoJslyyaTens;

—  src-dst-mac — mexaHM3M 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-aapece oTnpaBUTeNa 1
nosyyarens;

—  src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaEeTCA Ha IP-aapece oTnpaBuUTENA U
nosyyarens;

—  src-dst-mac-ip-port — mexaHu3m banaHcMpoBKM ocHoBbIBaeTcAa Ha MAC-aapece, IP-agpece u
nopTe oTnpaBuTeNA U Noay4vaTens.

3HauyeHue No yMO4YaHUIo

src-dst-mac

Heobxoaumbiii ypoBeHb NnpuBuneruii
10

KomaHgHblIii pexxum

CONFIG

Mpumep

‘ esr:esr(config)# port-channel load-balance src-dst-mac-ip

10.1.4 lacp timeout

[aHHOW KOMaHAOM yCTaHaBAMBAETCA aAMUHUCTPATMBHbIM TaiMmayT npoTtokona LACP.
Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl YCTaHAB/IMBAET 3HA4YEHNE MO YMOHAHUIO.
CuHTaKcuc

lacp timeout { short | long }
no lacp timeout
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MapameTpbl
— long — gantenbHoe Bpema TamayTa;
— short — KopoTKoe Bpems TalimayTa.
3HauyeHUe No yMOo4aHUIO
long
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# lacp timeout short

10.1.5 lacp port-priority

JaHHoM KomaHaoM ycTaHaBansBaetca LACP-npuoputeT nHtepdeica Ethernet.
Mcnonb3oBaHve oTpuLaTeNbHON GOpPMbl KOMAHAbI YCTaHAB/IMBAET 3HAaYEHME N0 YMOYAHMIO.
CuHTaKCuUC

lacp port-priority <PRIORITY>

no lacp port-priority

MapameTpbl

<PRIORITY> — npunopuTeT, yKasbiBaeTca B gManasoHe [1..65535].

3HayeHne No yMoaYaHUIO
1
Heobxogumbiii ypoBeHb Nnpusuneruii
10
KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# lacp port-priority 5000

10.1.6 show lacp statistics

[aHHasa KomaHaa Ucnonb3yeTca Ana NPOCMOTPa CTaTUCTUKM paboTbl LACP-npoTokona Ans uHtepdeica
Ethernet.

CuHTaKcunc

show lacp statistics <IF>
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MapameTpbl
<IF>—unma nntepdelica ycTponcTea, 3a43ETcA B BUAE, ONMCAHHOM B pa3aene 3.3.

B KOomaHAe MOXHO yKa3aTb HECKOJIbKO MHTepdencoB. Ecim He yKa3biBaTb MHAEKCHI MHTEPdENCOB,
TO 6yneT oTobparkeHa CTaTUCTUKA Bcex MHTepdelicoB 3agaHHoN rpynnbl. Ecamn 3apaH
onpeaeneHHbit MHTepdelic, To byaeT otobpaxkeHa AeTanbHaa MHGOPMaLUS NO AaHHOMY
nHTepoelicy.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

ROOT
Mpumep

esr:esr# show lacp statistics gigabitethernet 1/0/21

gil/0/21 LACP statistics:
LACP Pdus sent: 0
LACP Pdus received: 0
Link failure count: 0

10.1.7 show lacp parameters

[aHHas KomaHAa wcrnonb3yeTcd A8 NPOCMOTPa MNapaMeTpPoB HAcTPOlMKM npoTokona LACP ans
nHTepdelica Ethernet.
CuHTaKCcuUc
show lacp parameters <IF>
MapameTpbl

<IF> — ums nHTepderica ycTpoicTBa, 3a4aéTcA B BUAE, ONMCaHHOM B pasgene 3.3.

B KOMaHAe MOXKHO yKa3aTb HECKO/IbKO MHTepdelicoB. ECnn He yKasbiBaTb MHAEKCHI MHTepdeicoB,
To 6yayT oTo6parkeHbl NapameTpbl BceX MHTepdecoB 3a4aHHOM rpynnbl. ECn 3a4aH KOHKPETHbIN
nHTepoderic, To byaeT oTobparkeHa AeTa/lbHaA MHPOPMaLMA No AaHHOMY UHTepdelicy.

Heobxoaumblii ypoBeHb npusuaeruim
1

KomaHpaHbI pexxum
ROOT

Mpumep

esr:esr# show lacp parameters tengigabitethernet 1/0/2
LACP parameters

Interface Port Priority Timeout Mode

tel/0/2 32768 Short Active
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10.1.8 show lacp

JaHHaa KomaHAa ncnonb3yeTcs 4na NpocMoTpa MHpopmaumm o npotokone LACP.

CuHTaKcuc

show lacp <IF>

MapameTpbl

<IF>— nmsa nHtepodelica ycTpomncTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasaene 3.3.
B KomaHZe MOXKHO yKa3aTb HECKOJIbKO MHTepdeincoB. Ecim He yKa3biBaTb MHAEKCHI MHTEPdECOoB,
To byaeT otobpaxkeHa nHpopmaumsa o LACP-npoTokose ana Bcex MHTepdercos 3a4aHHOM rpynnbl.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# show lacp port-channel 1
Active Aggregator: none

Channel group 1 (Aggregator 1) Number of ports: 1
Actor System Partner System
System Priority: 50000 65535
System MAC: aB8:£9:4b:2a:03:00 00:00:00:00:00:00
Key: 0x0044 0x0001

esr:esr# show lacp gigabitethernet 1/0/6
Port gigabitethernet 1/0/6: [backup], link down

Actor Port Partner Port
Port Number: 12 1
Port Priority: 32768 255
LACP Activity: active passive
10.1.9 show interfaces port-channel

ﬂ,aHHaﬂ KOMaHa MCnosab3yeTca ANnAa NpoCMmoTpa MHd)OpMaLI,MVI O YyneHax rpynnbl arperaynm KaHanaos.
CuHTaKCcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> — nopAaKoBbI HOMEp rPYNMbl arperauMm KaHanoB, NPUHUMAET 3HauyeHMA B AManasoHe [1..12].
Heo6xoaumbiit ypoBeHb NpuBUAEruii

1

KomaHpaHbI pexxum
ROOT

Mpumep

esr:esr# show interfaces port-channel 1
load-balance: src-dst-mac
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Channels Ports

pol gil/0/21

10.1.10 show lacp port-channel

JaHHaa KomaHAa nokasbiBaeT MHbOpMaLMIo 0 npoTokosae LACP ana rpynnbl NOpTOB.
CuHTaKkcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> - nopAaKoBbIA HOMEP rpynnbl arperauun KaHaaoB, NPUHUMAET 3Ha4YeHUA B AManasoHe [1..12].
Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show lacp port-channel
Active Aggregator: none
Channel group 1 (Aggregator 1) Number of ports: 1
Actor System Partner System
System Priority: 32768 65535
System MAC: 02:20:03:20:04:90 00:00:00:00:00:00
Key: 0x0044 0x0001
Channel group 1 (Aggregator 2) Number of ports: 1
Actor System Partner System
System Priority: 32768 65535
System MAC: 02:20:03:20:04:90 00:00:00:00:00:00
Key: 0x0044 0x0001
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11 YNPABJIEHUE TYHHENAMMU

MopsafoK MMeEHOBAHWUA TYHHEIE B MapLLpyTM3aTope ONMcaH B pasgene 3.3.
V SoftGRE TyHHenu ucnonb3yiotca npu pabore mapuipyTtusatopa B KavecrBe Wi-Fi

KOHTPOANEepa, AaHHbIA PeXUM A0CTyNeH TO/NIbKO NPU Ha/IMuMKU COOTBETCTBYIOLLE
NNUEH3UM.

11.1 tunnel

[JaHHasa KomaHZa NO3BO/ISIET NEPENTU B PEKUM KOHPUIYPUPOBAHUA TYHHENS.
Mcnonb3soBaHue oTpuuaTtesibHo Gopmbl KOMaHAbl (NO) yaanaeT TyHHe b.
CuHTaKCUC

[no] tunnel { gre | ipdip4 | 12tpv3 } <INDEX>

[no] tunnel softgre <INDEX>[.<VLAN>]

MapameTpbl
<INDEX> — ngeHtnduratop TyHHens B gnanasoHe [1..500] ;
<VLAN> — ngeHtuomkaTop VLAN BupTyanbHoro nHtepdeiica SoftGRE-TyHHens.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep 1

Mepexon B pexXmMm KoHOUrypupoBaHus TyHHena |2tpv3 10:

esr:esr(config)# tunnel 12tpv3 10
esr:esr(config-12tpv3) #

Mpumep 2

Mepexoa B penum KoHPUrypmpoBaHus TyHHena ipdip4 200:

esr:esr(config)# tunnel ipdip4 200
esr:esr(config-ipdipd) #

Mpumep 3

Mepexon, B peXKMM KOHPUIYPUPOBaHUA TyHHeNs gre 25:

esr:esr(config)# tunnel gre 25
esr:esr (config-gre) #

Mpumep 4

Mepexopn, B peKMM KOHPUIYpMpoBaHUA TyHHenn softgre 15:

esr:esr(config)# tunnel softgre 15
esr:esr (config-softgre) #
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Mpumep 5

Mepexon B pexnum KoHPUrypmpoBaHus BupTyasnbHoro uHtepdeiica softgre 15 ¢ VLAN ID 10:

esr:esr(config)# tunnel softgre 15.10
esr:esr (config-subtunnel) #

11.2 enable

[JaHHOW KOMaHAOM BKAOYAETCA TYHHE b.

Ncnonb3osBaHuMe oTpuLaTenbHon GopmMbl KOMaHbl (N0O) OTKAKOYAET TYHHE b,

CuHTaKcuc

[no] enable

Mapamertpbl

KomaHaa He cofepKuUT apryMeHTOB.

3HayeHUe No YMOYaHUIO
TyHHeﬂb BbIK/1HO4YEH.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHblii pexxum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3

Mpumep

Iesr:esr(config—gre)# enable

11.3 description

[JaHHaa KomaHAa ncnonb3yeTca ANA U3MeHeHUA ONnucaHuA KOH(I)MprMpyEMOI'O TYHHENA.

Mcnonb3oBaHWe oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yaanseT yCTaHOB/IEHHOE ONucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

Mapamertpbl

<DESCRIPTION> — onucaHue TyHHens, 3aa4aéTcsa CTPOKOM A0 255 cMmMBOOB.

Heob6xoaumbiii ypoBeHb NpuBUAEruit

10
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KomaHgHbI pexxum
CONFIG-IP41P4
CONFIG-SOFTGRE
CONFIG-SUBTUNNEL
CONFIG-GRE
CONFIG-L2TPV3

Mpumep

‘ esr:esr (config-gre) # description "tunnel to branch"

11.4 local address

JaHHoM KomaHAoM ycTaHaBAnBaeTca |IP-agpec NoKanbHOrO WAto3a TYHHEeNs.
Mcnonb3oBaHWe oTpuuaTenbHon ¢opmMbl KomaHapl (no) yaanaeT IP-agpec 10KaAbHOTO L/03a.
CuHTaKcuc

local address <ADDR>

no local address

MapameTpbl

<ADDR> — IP-agpec noKkanbHOro wnto3a.
Heobxoaumblii ypoBeHb npusuaeruin

10
KomaHgHbIN pexum

CONFIG-IP4IP4

CONFIG-GRE

CONFIG-SOFTGRE

CONFIG-L2TPV3

Mpumep

esr:esr(config-ipd4ip4)# local address 192.168.1.1
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11.5 remote address

JaHHOM KomaHAaoM ycTaHaBAnBaeTcA IP-agpec yaaneHHoOro wntosa TYHHeNA.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KoMaHabl (no) yaanaet IP-agpec yaaneHHoro wnosa.
CuHTaKcuc

remote address <ADDR>

no remote address

MapameTpbl

<ADDR> — IP-appec yaaneHHoro wnto3a
Heobxoaumblii ypoBeHb npusuaeruin

10
KomaHgHbI pexxum

CONFIG-IP4IP4

CONFIG-GRE

CONFIG-SOFTGRE

CONFIG-L2TPV3

Mpumep

‘esr:esr(config—ipélipﬁl)# remote address 192.168.1.2

11.6 mtu

[aHHoM KomaHAaoM yKasbiBaeTca pasmep MTU (Maximum Transmition Unit) gnsa TyHHeneln.
Mcnonb3oBaHMe oTpuuaTebHoM Gopmbl KOMaHAb! (NoO) ycTaHaBanBaeT 3HadyeHMe MTU no ymonyaHuio.
CuHTaKcuc

mtu <MTU>

no mtu

MapameTpbl
<MTU> — 3HaueHue MTU, npuHMMaET 3Ha4YeHus B gnanasoHe [1280..1500].
3HayeHue No yMON4YaHUIo

1500

Heob6xoaumbiit ypoBeHb NpuUBUAErniA
10

KomaHaHbI pexkum
CONFIG-IP4IP4
CONFIG-GRE
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CONFIG-L2TPV3

Mpumep

‘esr:esr(config—thpv3)# mtu 1400

11.7 ttl

KomaHpa 3a4aéT1 3Ha4YeHme BpemMeHU }u3Hu TTL anAa TyHHeNbHbIX NAKeToB.
Ncnonb3oBaHWe oTpuuaTenbHOM GopMbl KOMaHAbl (N0) ycTaHaBAMBaeT 3HavyeHue TTL No ymoiyaHuio.
CUHTaKcuc

ttl <TTL>

no ttl

MapameTpbl
<TTL>—3HayeHue TTL, npuHMMAET 3HayeHuA B ananasoHe [1..255].
3HayeHUe No YMOYaHUIO

Hacnep,yeTCH OT MHKancyanpyemoro nakera.

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘esr:esr(config—ip4ip4)# ttl 10

11.8 dscp

KomaHaa 3a4aéT 3HayeHune koga DSCP gna ncnonb3osaHuaA B IP 3aronoBKke MHKanCyanpytowero nakeTa.
Ncnonb3oBaHuMe oTpuuaTesibHon Gopmbl KOMaHAbl (no) ycTaHaBAMBaeT 3HayeHMe DSCP no ymonyaHuio.
CuHTaKcuc

dscp <DSCP>

no dscp

MapameTpbl
<DSCP> — 3HaueHue Koga DSCP, npuHMmaeT 3HayeHus B AnanasoHe [0..63].
3HayeHue No yMON4YaHuio

HacnepyeTca oT MHKancy/iMpyemoro nakeTa

Heo6xoaumbiit ypoBeHb NpuBUAEruii

10
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KomaHpgHbIi1 pexxum
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘esr:esr(config—ip4ip4)# dscp 40

11.9 key

JaHHaa KomaHaa pa3peluaeT nepegady katoda (Key) B TyHHenbHOM 3arosioske GRE (B cootBetctBun ¢ RFC
2890) 1 ycTaHaBAMBaET 3HaYeHue Katoda. Knoy moskeT BbiTb MCNOMb30BaH AN NAEHTUPUKALMM NOTOKOB
TpaduKa B GRE TyHHene.

Ncnonb3oBaHue oTpuuaTenbHOM GopMbl KOMaHAbl (NO) 3anpeLaeT nepegavy Kawoua.
CuHTakcuc
key <KEY>

no key

MapameTpbl
<KEY> — 3HauyeHune KEY, npMHMMaeT 3HayeHun B granasoHe [1..2000000].
3HauyeHue No yMmo4aHuio
Kntou He nepepaértca.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG-GRE

Mpumep

Iesr:esr(config—gre)# key 40

11.10 local checksum

[aHHaa KomaHAa BKAKOYAET BblYMCAEHME KOHTpOﬂbHOVI CYMMbI U 3aHECEHUNE eé 8 GRE 3aronoBoK
OTNPaB/IAEMbIX MAaKETOB.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) OTKAOYAET NPOLLECC BbIYUCAEHUA U OTNPABKU
KOHTPO/IbHOM CyMMbl.

CuHTaKcunc

[no] local checksum

Mapamertpbl
KomaHp,a He COA4EePXUT aprymeHTOB.
Heob6xoaumbiii ypoBeHb NpuBUAEruit
10
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KomaHgHbI pexxum
CONFIG-GRE

Mpumep

‘ esr:esr (config-gre)# local checksum

11.11 remote checksum

KomaHpa BKIOYaeT NPOBEPKY HAaIMYMA U COOTBETCTBUA 3HAYEHUIA KOHTPOJIbHOM CYMMbl B 3aro/I0BKax
npuHnumaemolx GRE-nakeTos.

Mcnonb3oBaHue oTpuuatenbHon Gpopmbl KOMaHAbl (N0) OTKAOYAET NPOBEPKY KOHTPO/IbHOW CYMMbI.

CuHTaKcuc

[no] remote checksum

MapamerTpbl
KOMBHLI,a He COAEPKUT aprymMmeHTOB.
3Ha4yeHue No yMmo4aHuo

Mo YMOTYaHUIO NPOBEpPKa KOHTpOl’IbHOﬁ CYMMbI BbIK/TKO4EHA.

Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHgHbIN pexum

CONFIG-GRE

Mpumep

‘ esr:esr (config-gre) # remote checksum

11.12  protocol

Bbibop meToaa UHKancynaummn ans TyHHensa L2TPv3.
CuHTaKcuc
protocol <TYPE>

no protocol

MapameTpbl
<TYPE> —T11n WUHKancynAaunmn, BO3SMOKHble 3Ha4YeHUA:

IP-nHKancynAuma B IP-nakert;
UDP-uHKancynauua 8 UDP-genTarpammol.

Heo6xoaumbiit ypoBeHb NpuBUAEruii

10
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KomaHgHbI pexxum
CONFIG-L2TPV3

Mpumep

‘esr:esr(config—thpv3)# protocol ip

11.13 local cookie

[aHHas KomaHaa onpeaensaet 3HayeHue cookie AnA AONONHUTENbHOM NMPOBEPKM COOTBETCTBUA MEXKAY
nepeaaBaeMbiMM AaHHbIMW U CECCUEN.

Ncnonb3osBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (NO) yaanseT noKanbHbIN cookie .
CUHTaKcuc
local cookie <COOKIE>

no local cookie

MapamerTpbl

<COOKIE> — 3HaueHune COOKIE,napameTp NpUHMMAET 3HAYEHUA AMHON BOCEMb MM LLIECTHaLLATb
CMMBO/IOB B LUECTHaauaTepuyHom sBuge [8 or 16].

Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHgHbIN pexum

CONFIG-L2TPV3

Mpumep

‘esr:esr(config—thpo)# local cookie 8FB51B8FB

11.14 local port

KomaHaa onpegenset fokanbHbii UDP-nopT, ecnv B KayecTBe MmeToaa MHKancyaaumm 6bin Bbibpan UDP
NPOTOKOJI.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (N0) yaansaeTt nokanbHbli Homep UDP-noprTa.
CuHTaKcuc
local port <UDP>

no local port

MapameTpbl

<UDP> — Homep UDP-nopta B gnanasoHe [1..65535].
Heo6xoaumbiit ypoBeHb NpUBUAErniA

10
KomaHAaHbIi pexxum

CONFIG-L2TPV3

Mpumep

esr:esr(config-12tpv3) # local port 1501
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11.15 local session-id

YcTaHOBUTb IOKaNbHOMN NAEeHTUPUKATOP ceccuu.
Ncnonb3oBaHWe oTpuuaTesbHOM GopMbl KOMaHAb! (NO) yAansaeT oKaNbHbIA AEHTUDMKATOP ceccum.
CuHTaKkcuc

local session-id <SESSION-ID>

no local session-id

Mapamertpbl

<SESSION-ID> — npgeHtTMdumKaTOop ceccum, npuHMMaeT 3HadyeHuma [1..200000].
Heobxogumbiii ypoBeHb npusunerunii

10
KomaHpaHbIi1 pexxum

CONFIG-L2TPV3

Mpumep

‘esr:esr(config—ip4ip4)# local session-id 200

11.16 local tunnel-id

[aHHOW KOMaHAOW yCTaHAB/AMBAETCA IOKa/IbHbIV NAEHTUDUKATOP TYHHENS.
Ncnonb3oBaHuMe oTpuuaTeibHon Gopmbl KOMaHAb! (NO) yaanaeT NoKanbHbIN MAEHTUOUKATOP TYHHENS.
CuHTaKcuUc

local tunnel-id <TUNNEL-ID>

no local tunnel-id

MapameTpbl

<TUNNEL-ID> — nageHTnduKaTop ceccum, npuHMmaeT 3HadyeHuma [1..200000].
Heobxogumbiii ypoBeHb Nnpusuneruii

10
KomaHgHbIi pexxum

CONFIG-L2TPV3

Mpumep

esr:esr(config-ipd4ip4)# local tunnel-id 215
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11.17 remote cookie

[aHHas KomaHaa onpeaenset 3HayeHne cookie Ans AONONHUTENBHOM NPOBEPKN COOTBETCTBUA MEMKAY
nepeaasaeMbiMn JaHHbIMKN U CECCUEN.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (N0) yaanaeT yaaneHHbi cookie.
CuHTakcuc
remote cookie <COOKIE>

no remote cookie

Mapamertpbl

<COOKIE> — 3HaueHue COOKIE, npnHUMaEeT 3HaYeHUs 4/IMHON BOCEMb MM LLIECTHAALATb CUMBOJIOB
B LWeCTHaguaTepmMyHom Buge [8 or 16].

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIii pexxum
CONFIG-L2TPV3

Mpumep

’esr:esr(config—thpv3)# remote cookie 8FB51B8FB

11.18 remote port

[aHHas KomaHz onpegenseT yaaneHHolit UDP-nopT, eciv B KayecTBe MeTo4a UHKaNCyAsumm 6bin
Bbl6paH UDP.

Mcnonb3oBaHue oTpuuaTenbHon GopMbl KOMaHapl (nNo) yaanaeT yaaneHHbln Homep UDP-nopTa.
CuHTaKcuc
remote port <UDP>

no remote port

MapameTpbl

<UDP> — Homep UDP nopTa B gnanasoHe [1..65535].
Heob6xogumbiit ypoBeHb NpuBUAErui

10

KomaHAHbIi1 pexxum

CONFIG-L2TPV3

Mpumep

‘esr:esr(config—ip4ip4)# remote port 1900
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11.19 remote session-id

[aHHOW KOMaHAOM YCTaHOBAMBAETCA YAA/IEHHbIN NAEHTUDUKATOP CeCCUM.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAgpbl (NO) yaanseT yaaneHHbln naeHTUPUKaTop ceccumn.
CuHTaKcuc

remote session-id <SESSION-ID>

no remote session-id

Mapamertpbl

<SESSION-ID> — ngeHtTndmKaTop ceccmm, NpMHMMaeT 3HaYeHne B AnanasoHe [1..200000].
Heobxogumbiii ypoBeHb npusunerunii

10
KomaHpaHbIi1 pexxum

CONFIG-L2TPV3

Mpumep

‘ esr:esr (config-ip4ip4)# remote session-id 1400

11.20 remote tunnel-id

[aHHO KOMaHA0M YyCTaHABAMBAETCA YAANEHHbIN UAEHTUDUKATOP TYHHENA.
Ncnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHAb! (NO) yaanaeT yaaneHHbl naeHTUMdUKaTop TYHHens.
CuHTaKcuUc

remote tunnel-id <TUNNEL-ID>

no remote tunnel-id

MapameTpbl

<TUNNEL-ID> — nageHTudMKaTOp TYHHENA, NPUHUMAET 3HauYeHne B AnanasoHe [1..200000].
Heobxogumbiii ypoBeHb Nnpusuneruii

10
KomaHgHbIi pexxum

CONFIG-L2TPV3

Mpumep

esr:esr(config-ip4ip4) # remote tunnel-id 1500
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11.21 mode

[aHHOM KomaHaoM 3aaaeTca pexxum pabotbl SOftGRE-TyHHens.
Ncnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAbl (NO) CHUMAET YCTaHOB/IEHHbIN PEXUM.
CuHTaKcuc

mode <MODE>

no mode

MapamerTpbl
<MODE> — penm paboTbl TYHHENA, BOSMOMXHble 3HaYeHUA:

data — peKum faHHbIX;
management — peXXum ynpas/ieHUA.

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum

CONFIG-SOFTGRE

Mpumep

‘esr:esr(config—softgre)# mode data

11.22 default-profile

[JaHHaa KomaHza No3BoO/AET UCNO0/b30BaTb KOHUIrypaumto gaHHoro SoftGRE-TyHHens gns
aBTOMATMYECKOro co3gaHua TyHHenen ¢ Takumu ke mode u local address.

Mcnonb3oBaHme oTpuuaTenbHoN Gopmbl KOMaHAb! (NO) 3anpeLLaeT UCNob30BaHMUA KOHPUIypauum
TYHHeNA 418 aBTOMaTUYECKOro Co34aHNA TYHHeNeMn.

CuHTaKcuc

[no] default-profile

MapameTpbl

KomaHga He COAEPHKUT aprymMeHTOB.

Heo6xoaumbiit ypoBeHb NpuBUAEruit
10

KomaHpaHbI pexxum

CONFIG-SOFTGRE

Mpumep

‘esr:esr(config—softgre)# default-profile
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11.23 show tunnels configuration

KomaHAo/ BbINOAHAETCA NPOCMOTP KOHOUTYPaALLUKN TYHHENS.
CuHTaKcuc

show tunnels configuration { gre | ip4ip4 | 12tpv3 | softgre } [ <INDEX> ]

MapameTpbl
<INDEX> — ngeHtnduratop TyHHena, npuHMMaeT 3HavyeHuma [1..500] .
Heobxoaumblii ypoBeHb npusuaerui

1

KomaHgHbI pexxum

ROOT

Mpumep
esr:esr# show tunnels configuration gre 25
State: enabled
Description:
Local address: 10.0.0.2
Remote address: 10.0.0.1
Calculates checksums for outgoing GRE packets: no
Requires that all input GRE packets were checksum: no
key: -
TTL: Inherit
DSCP: 0
MTU: 1500
Security zone: remote

11.24 show tunnels status

KomaHaa ucnonb3yeTcs AN NPOCMOTPA COCTOAHUA CUCTEMHbIX MHTEPdENCOoB.
CuHTaKcuc

show tunnels status [ { gre | ip4ip4 | 12tpv3 } [ <INDEX>] ]

show tunnels status softgre <INDEX>[.<VLAN>]

MapameTpbl
<INDEX> — ngeHtnduratop TyHHeNs, NPUHUMAET 3HadeHuma [1..500] ;
<VLAN> — uageHtudmkaTop VLAN BupTyanbHoro nHtepoeiica SoftGRE-TyHHens.

B KOMaHAEe MOXKHO YKa3aTb HECKO/IbKO TyHHenel. Ecnn He yKasbiBaTb MHAEKCHI TYHHENEeN, To byayT
oTOb6paKeHbl CTaTyCbl BCEX TYHHEei 3a4aHHOM rpynnbl. ECAv 3a4aH KOHKPETHbIW TYHHe b, TO
6yaneT oTobpakeHa geTanbHan MHGOPMALMA NO AaHHOMY TYHHEN!O.

Heo6xoaumbiit ypoBeHb NpuUBUAEruii
1
KomaHpaHbl pexxum

ROOT
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esr:esr# show tunnels status ip4ip4
Tunnel Admin MTU Local IP Remote IP Uptime
state
ipdip4 2 Up 1280 10.2.2.1 10.2.2.2 -
11.25 show tunnels counters

KomaHao/ BbINOJIHAETCA MPOCMOTP CYETYMKOB HA TYHHENAX.

CuHTaKcuc

show tunnels counters [ { gre | ipdip4 | [2tpv3 } [ <INDEX> ] ]

show tunnels counters softgre <INDEX>[.<VLAN>]

MapamerTpbl

<INDEX> — naeHTudmkaTtop TyHHeNA, npuHMMmaeT 3HaveHma [1..500] ;

<VLAN> — ngeHtuomkaTop VLAN BupTyanbHoro nHtepoeiica SoftGRE-TyHHens.

MO*KHO yKa3aTb HECKOJIbKO TyHHenel. Ecnn He yKasbiBaTb MHAEKCHI TYHHEeNel, To byayT
OTOOPaKEHbI CYETUYMKM BCEX TYHHENEN 3a4aHHOoM rpynnbl. Ecan 3a4aH onpeaenéHHbl TYHHEeNb, TO
b6ynet oTobparkeHa aeTtasibHaa MHOPMALMA NO AaHHOMY TYHHenel.

Heobxoaumblii ypoBeHb npusuaerui

1

KomaHgHbIN pexum

ROOT
Mpumep

esr:esr# show

Collisions:

Bytes received:

Dropped on receive:

Receive errors:

Multicasts received:

Receive length errors:

Receive buffer overflow errors:
Receive CRC errors:

Receive frame errors:

Receive FIFO errors:

Receive missed errors:

Receive compressed:

Packets transmitted:

Bytes transmitted: 56588
Dropped on transmit:
Transmit errors:

Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:

tunnels counters 12tpv3 1

Tunnel 'l2tpv3 1' counters:
Packets received:

O O O O O O O O o o o o

[e)]
()]
(o]

(@]

O O O O O O O o
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11.26 show tunnels utilization

KomaHza ncnonbsyercs A8 NPOCMOTPA CpeaHel HarpysKku B TYHHEAX 3a YKasaHHbIN nepuoa,
CuHTaKCUC

show tunnels utilization [ { gre | ip4ip4 | 12tpv3 } [KINDEX>] ]

show tunnels utilization softgre <INDEX>[.<VLAN>]

Mapamertpbl
<INDEX> — nHAeKc TyHHensa, npuHMmaeT 3HaveHuma [1..500];
<VLAN> — ngeHtuopmkaTop VLAN BupTyanoHoro nHtepdeiica SoftGRE-TyHHens.

MOXHO yKa3aTb HECKO/IbKO TYHHEeln nepeuncieHnem yepes «,» 1Mbo ykasatb AManasoH
nHTepdericos Yepes «-». ECM He yKasblBaTb MHAEKCHI TYHHENEN, TO By AYT OUYULLLEHBI CHETYMKM BCEX
TYHHENen 3a4aHHOoM rpynnbl.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIii pexxum

ROOT
Mpumep
esr-200# show tunnels utilization gre 2
Tunnel Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s
gre 2 15 0 0 0 0
11.27 clear tunnels counters

[aHHOoI KoMaHA0M ocylLecTBAsAETCA COPOC CYETYMKOB 3a4aHHOMO TYHHENA UM FPYNnbl TYHHeNen.
CuHTaKcuc
clear tunnels counters [ { gre | ip4ip4 | 12tpv3 } [<INDEX>] ]

clear tunnels counters softgre <INDEX>[.<VLAN>]

MapameTpbl
<INDEX> — MHAEeKC TYHHeNs, NPUHMMaeT 3HadveHus [1..500] ;
<VLAN> — uageHtudmkaTtop VLAN BupTyanbHoro nHtepdelica SoftGRE-TyHHens.

MO¥HO YKa3aTb HECKOJ/IbKO TYHHEIelN nepeuncieHnem yepes «,» 1Mbo yKasaTtb AManasoH
UHTepdeiicos Yepes «-». ECn He yKasbiBaTb MHAEKCHI TYHHENEN, TO OyAyT OYMLLLEHDI CHETYMKM BCEX
TYHHeNen 3agaHHoM rpynnbol.

Heobxoaumbiii ypoBeHb NpuBUAEruit
10

KomaHAHbIi1 pexxum
ROOT

MNpumep

esr:esr# clear tunnels counters gre 25
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12 YNPABJIEHUE L2 dYHKUUAMMU
12.1 YnpaeneHue L2 mapwpymu3sayueli

12.1.1 bridge

[JaHHoW KomaHaoMn aobaBnseTCcA CETEBON MOCT B CUCTEMY U OCYLLECTB/IAETCA NEPEX0, B PEKUM
HACTPOMKM NapameTpoB ero NapameTposB.

Ncnonb3osBaHue oTpuuaTenbHon Gopmbl KOMaHabl (N0) yaanaeT mocT.
CUHTaKcuc

[no] bridge <BRIDGE-ID>

Mapamertpbl
<BRIDGE-ID> — naeHTUPMKALMOHHbIM HOMEpP MOCTa, MPUHMMAET 3HaYeHus B AnanasoHe [1..500].
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHblii pexxum
CONFIG
Mpumep

Mepexosn B pexXMm KOHOUIYpUpoBaHUSA ceTeBoro mocta bridge 10:

esr:esr(config)# bridge 10

esr:esr (config-bridge) #

12.1.2 enable

[aHHOl KOMaHAoM pa3pellaeTca MapLlIpyTM3aLmMA AaHHbIX Mexay UHTepdelicamm, BKAOYEHHbIMW B
ceTeBOM MOCT.

Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) BbIKZTKOYAET MapLWpPyTU3aunto gaHHbIX.
CuHTaKcuc

[no] enable

Mapametpbl
KomaHZaa He CoAepsKUT aprymeHTOB.
3HauyeHue No yMONYaHUIO
BbikntoueHo.
Heob6xoaumbiii ypoBeHb NpuBUAErui
10
KomaHgHbIi pexxum

CONFIG-BRIDGE
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Mpumep

‘esr:esr(config—bridge)# enable

12.1.3 description

JaHHaa KomaHAa UCNob3yeTcs A8 Ha3Ha4YeHMA ONMCaHMA KOHOUIYpUpyeMoOmMy CeTEBOMY MOCTY.
Ncnonb3oBaHWe oTpuuaTesibHoM GopMbl KOMaHAbl (NO) yaanseT ycTaHOB/IEHHOE OnucaHue.
CuHTaKcuc

description <DESCRIPTION>

no description

Mapamertpbl

<DESCRIPTION> — onucaHue ceTeBOro MocTa, 3a4aETca CTPOKOM A0 255 cumBoIoB.
Heobxogumbiii ypoBeHb Nnpusuaernii

10
KomaHgHbIii pexxum

CONFIG-BRIDGE

Mpumep

‘ esr:esr (config-bridge)# description "broadway"

12.1.4 vian

JaHHaa KomaHga ncnonb3yeTca ANA CBA3bIBaHMA TeKyLwero cetesoro mocta ¢ VLAN. Bece nopTsl,
ABnAoWMecs YneHamn HasHavyaemoro VLAN, aBToMaTUUYECKM BKAKOYALOTCA B CETEBOM MOCT M CTaHOBATCA
y4YacTHMKamu obuero L2 gomeHa. [na ynpaBaeHuUs YneHCcTBOM ceTeBbIX MHTepdeiicos B VLAN
MUCNO/b3YOTCA KOMaHAbl, onNncaHHble B pasgene 12.3 Hactpolika u MoHUTOpUHT VLAN.

Mcnonb3oBaHue oTpuuatensHon Gopmbl KomaHabl (no) yaanaer npmeasky VLAN v oTKatouvaeT
COOTBETCTBYIOLWME NHTEPDENCHI OT CETEBOrO MOCTa.
CuHTaKcuc

vlan <VID>

no vlan

Mapamertpbl

<VID> — ngeHtndurkatop VLAN, 3agaétca B gnanasoHe [1..4095].

Heob6xoaumbiit ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG-BRIDGE

Mpumep

esr:esr (config-bridge)# vlan 40
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12.1.5 bridge-group

[aHHaa KomaHaa ncnonb3yeTtca Ana nobaBneHusa B TeKyLLero ceteBoro nHtepdeica B L2 gomeH.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KoMaHapl (No) yaanset uHtepdeiic us L2 gomeHa.
CuHTaKcuc

bridge-group <BRIDGE-ID>

no bridge-group

Mapamertpbl

<BRIDGE-ID> — naeHTMPMKALNOHHbIN HOMEpP CETEBOrO MOCTa, NPMHUMAET 3HAaUYEHUA B AManasoHe
[1..500].

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHpgHbIi1 pexxum
CONFIG-SUBIF
CONFIG-L2TPV3
CONFIG-SUBTUNNEL

Mpumep

’esr:esr(config—if—gi)# bridge-group 15

12.1.6 mac-address

[aHHasa KomaHaa nossonsneT 3aaaTb MAC-aapec ceTeBoro MocTa, OT/IMYHbIN OT CUCTEMHOTO.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAObl (NO) yCTaHaBAMBAET 3HaYeHUe No YMONYaHUIO.
CuHTaKcuc

mac-address <ADDR>

no mac-address

MapameTpbl

<ADDR> - MAC-aapec ceteBoro mocta, 3aaaétca B suae XX:XX:XX:XX:XX:XX, rae Kaxkgaa 4yacTb
npuHMmaeT 3Ha4yeHus [00..FF].

3HauyeHue No yMONYaHUIO
CucremHbii MAC-agpec
Heob6xogumbiit ypoBeHb NpuBUAErui
10
KomaHgHbIi pexxum
CONFIG-BRIDGE

Mpumep

‘ esr:esr (config-bridge)# mac-address A8:F9:B0:00:00:04
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12.1.7 show interfaces bridge

JaHHaa KomaHAa ncnonb3yetcs gna npocmoTtpa MHpopmaumum o VLAN, cab-nHtepdeitcax, TyHHenax
06begMHEHHbIX MOCTOM.

CuHTaKcuc

show interfaces bridge [<BRIDGE-ID>]

Mapamertpbl
<ID> — naeHTNPUKALUMOHHbIA HOMEP CETEBOFO MOCTA, MPUHMMAET 3HA4YeHUA B AnanasoHe [1..500].
Heobxogumbiii ypoBeHb Nnpusunernii

1

KomaHpaHbIi1 pexxum

ROOT
Mpumep
esr:esr# show interfaces bridge 1
Bridges Interfaces
bridge 1 vlan 1,gil1/0/1.10

12.2 YnpaeneHue Spanning Tree®

12.2.1 spanning-tree

KomaHaa akTMBUpYyeT MpOTOKOAblI cemelicTBa Spanning Tree (STP, RSTP, MSTP) Ha mapLpyTusaTope.
Mcnonb3oBaHWe oTpuLaTenibHON GOpMbl KOMaHAb! (NO) BbIKNOYAET NOAAEPKKY NPOTOKO/I0B CEMENCTBA
Spanning Tree.

CuHTaKcuc

[no] spanning-tree

MapameTpbl

KomaHga He COAEPHKUT aprymMmeHTOB.

3HayeHne No yMoa4aHUIO
npOTOKOI'I BKNHOYEH.
Heob6xoaumbiit ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG

'B Tekywen Bepcum MO gaHHbIM GYHKUMOHAA NoAAepKUBaAETCA TONIbKO Ha MaplupyTusatope ESR-1000-ST
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Mpumep

‘esr:esr(config)# spanning-tree

12.2.2 spanning-tree mode

[aHHOWN KoMaHAOoM BbIOMpPaeTCca NoAAepKMBAEMbI MPOTOKOJ U3 cemeincTaa STP.

Mcnonb3oBaHue oTpuLaTenbHon Gopmbl KOMaHabl (NO) ycTaHaBAMBAET 3HAaYEHME MO YMOYaHMIO.

CUHTaKcuc
spanning-tree mode <MODE>

no spanning-tree mode

Mapamertpbl
<MODE> - npotokon cemeiictsa STP:
— STP —IEEE 802.1D Spanning Tree Protocol;
— RSTP —IEEE 802.1W Rapid Spanning Tree Protocol;
— MSTP — IEEE 802.1s Multiple Spanning Trees.
3HauyeHue No yMmo4aHuio
RSTP
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum

CONFIG

Mpumep

I esr:esr(config)# spanning-tree mode STP

12.2.3 spanning-tree priority

[aHHOM KoMaHAoM HacTpaMBaeTcs NPUOPUTET cBA3ytoLwero aepesa STP.

Mcnonb3oBaHMe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HAaYEHME MO YMOIYAHUIO.

CuHTaKcuc
spanning-tree priority <PRIORITY>

no spanning-tree priority

Mapamertpbl

<PRIORITY> — npnopuTeT, yKasbiBaeTca B AManasoHe c warom 4096 [0..61440].

3Ha4yeHue no YMONT4YaHUIO

32768
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Heobxoaumbii ypoBeHb NpuBUaernm

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# spanning-tree priority 4096

12.2.4 spanning-tree bpdu

JaHHOM KoMaHAoM onpeaenaeTca pexxmum o6paboTkm naketos BPDU-nHTepdeincom, Ha KOTopom
BbIK/ItOYEeH NpOTOKoA STP.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHab! (NO) ycTaHaBAMBAET 3HAaYEHME MO YMOYaHMIO.

CuHTaKcuc
spanning-tree bpdu <MODE>

no spanning-tree bpdu

MapameTpbl
<MODE> — peknm paboTbl:
— filtering — Ha uHTepdelice c BbIKAOYEHHbIM NPOTOKoIoM STP BPDU-nakeTbl punbTpyroTCcs;
— flooding — Ha nHTepdelice ¢ BbIKAOYEHHBIM NPOTOKONOM STP HeTermpoBaHHble BPDU-
nakeTbl NepeaatoTcs, TermpoBaHHble — GUALTPYIOTCA.
3Ha4yeHue No yMOo4YaHUio
flooding
Heobxoaumbiii ypoBeHb Nnpusuneruii

10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# spanning-tree bpdu filtering

12.2.5 spanning-tree hello-time

[aHHOW KOMaHAOM yCTaHaBAMBAETCA MHTEPBAa BpeMEHU Mexay oTnpasKkoin BPDU-nakeTos.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yCTaHaBAMBAET 3HAaYEHME MO YMOIYAHUIO.

CUHTaKcunc
spanning-tree hello-time <TIME>

no spanning-tree hello -time
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MapameTpbl

<TIME> — Bpems B CeKyHAax, NpUHUMaeT 3HadeHua [1..10].

3HauyeHUe No yMOo4aHUIO

2

Heobxogumbiii ypoBeHb Nnpusuaernii

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esr(config)# spanning-tree hello-time 20

12.2.6 spanning-tree forward-time

ﬂ,aHHOVI KOMaHAOVI YCTaHaB/IMBaETCA NHTEPBA/1 BPEMEHMN, 3ana‘-II/IBBEMbII7I Ha npocaywmBaHuUe 1
n3ydyeHume COCTOSIHW nepen nepeknrnyeHnem B COCToAHME nepenadn.

Ucnonb3osaHue OTpMLI,aTEHbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBa€T 3HaA4Y€HNE NO YMOTHAHULO.

CuHTaKCuUC
spanning-tree forward-time <TIME>

no spanning-tree forward-time

MapameTpbl

<TIME> — Bpems B CEKyHAAX, NPUHMMAET 3HauyeHus [4..30].

3HauyeHue no yMo14aHuUo

15

Heobxogumbiii ypoBeHb Nnpusuneruii

10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esr(config)# spanning-tree forward-time 20

12.2.7 spanning-tree max-age

[aHHOW KOMaHAOW yCTaHAB/AMBAETCA BPEMA XU3HU cBA3YloLLero gepesa STP.

Mcnonb3oBaHue oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yCTaHaBAMBAET 3HAaYEHME MO YMOIYAHUIO.

CuHTaKcunc

spanning-tree max-age <TIME>
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no spanning-tree max-age

MapameTpbl

<TIME> — Bpems B CeKyHAax, NPUHUMAET 3Ha4YeHusa [6..40].

3HauyeHUe No yMOo4aHUIO
20

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# spanning-tree max-age 35

12.2.8 spanning-tree pathcost method

ﬂ,aHHOVI KOMaHAOf/‘I YCTaHaB/IMBAETCA MeTo4 onpegeneHma LeHHOCTU NyTun.

Ucnonb3osaHue OTpMLI,aTEHbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBaET 3HaA4Y€HUNE NO YMO/THAHULO.

CuHTaKCuUC
spanning-tree pathcost method {short | long}

no spanning-tree pathcost method

MapameTpbl
— long —3HauyeHuMe UueHHOCTHM B gnanasoHe [1..200000000];
— short — 3HauyeHMe LeHHOCTH B AMana3oHe [1..65535].
3HayeHMe No yMONYaHUIO
short
Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config)# spanning-tree pathcost method short
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12.2.9 spanning-tree mst

[aHHOW KoMaHAoM HacTpanBaeTca NPUOPUTET ANA onpeaeneHHoro MSTP-ak3emnaspa.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOAYAHMIO.

CuHTaKcuc
spanning-tree mst <INSTANCE> priority <PRIORITY>
no spanning-tree mst <INSTANCE> priority

MapameTpbl
<INSTANCE> — naeHtudmkatop MST-ak3emnnspa, ykasbiBaeTcs B guanasoHe [1..15];

<PRIORITY> — npnopwuTeT, yKasbiBaeTca B AnanasoHe c warom 4096 [0..61440].

3HayeHUe No YMOYaHUIO
32768
Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHgHbIN pexxum

CONFIG

Mpumep

‘esr:esr(config)# spanning-tree mst 14 priority 4096

12.2.10 spanning-tree mst configuration

[aHHOW KOMaHAOW OCYLLeCTBAAETCA NEPEXOL, B PEXKMM KOHPUrypupoBaHua MSTP-napameTpos.

CuHTaKcuc

spanning-tree mst configuration

MapameTpbl
KomaHp,a He COA4EePXKUT aprymeHTOB.
Heo6xoaumbiit ypoBeHb Nnpusuaerunii
10

KomaHaHbI pexkxum

CONFIG

Mpumep

esr:esr(config)# spanning-tree mst configuration
esr:esr (config-mst) #
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12.2.11 name

JaHHOM KoMaHAo0M yKasblBaeTcA MMA KOHPurypaumm MSTP.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3HaYeHMeE N0 YMOAYAHMIO.

CuHTaKcuc
name <NAME>

no name

Mapamertpbl
<NAME> — ums KoHdurypaumnm MSTP, 3agaétca ctpokoi ao 31 cumeona.
Heobxogumbiii ypoBeHb npusunerunii

10

KomaHpaHbIi1 pexxum
CONFIG-MSTP

Mpumep

‘esr:esr(config—mst)# name test

12.2.12 instance

JaHHOM KoMaHAoM co34aeTcs COOTBETCTBME MEXKAY IK3eMNAapom npoTokona MSTP 1 rpynnamm VLAN.
Mcnonb3oBaHue oTpuuaTenbHo GopMbl KOMaHAp! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuUc

[no] instance <INSTANCE> vlan <VID>

MapameTpbl
<INSTANCE> — nageHtudumkatop MST-aK3emnaspa, yKasbiBaeTca B gManasoHe [1..15];
<VID> — ngeHtnduKaumoHHbii Homep VLAN, 3apaétca B AnanasoHe [1...4094].
Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum

CONFIG-MSTP

Mpumep

esr:esr (config-mst) #instance 5 vlan 10-250
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12.2.13 revision

JaHHON KoMaHAoM 3a4aeTcss HOMepP peBM3nn KoHpurypaumum MSTP.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) yCTaHaBAMBAET 3HaYEHME MO YMOAYAHMIO.

CuHTakcuc
revision <NUM>

no revision

Mapamertpbl

<NUM> — Homep peBusnmn koHoburypaumm MSTP, 3apaetca B guanasoHe [0..65535].

3HayeHUe No YMOYaHUIO
0

Heobxogumbiii ypoBeHb NnpuBuaeruin
10

KomaHgHblii pexxum

CONFIG-MSTP

Mpumep

‘ esr:esr (config-mst) #revision 5000

12.2.14 spanning-tree mst max-hops

[aHHOW KOMaHAOW YCTaHAB/IMBAETCS MAaKCUMa/IbHOE KOJIMYECTBO TPAH3UTHBIX YYacTKOB A5 nakeTa BPDU,
HeobxoaAnmbIX g GOPMUPOBAHUA AepeBa U yaepKaHUA MHGOPMALLMM O ero CTPOeHUN. ECiM NakeT yKe
npoLLes MaKCMMasibHOe KOJIMYECTBO TPAH3UTHbIX YYaCTKOB, TO Ha CleAYIOWEM YYacTKe OH 0TOpacbiBaeTcs.

Ucnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) YCTaHaB/IMBAET 3HAYE€HUNE NO YMOTHAHUIO.

CuHTaKcuc
spanning-tree mst max-hops <NUM>

no spanning-tree mst max-hops

Mapametpbl

<NUM> — Konn4yecTBo TPaH3UTHbIX Y4aCTKOB, 3aJaeTcs B AnanasoHe [6..40].

3HauyeHne No yMoa4aHUo
20

Heobxoaumbiii ypoBeHb NpuBUAEruit
10

KomaHAHbIi1 pexxum

CONFIG
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Mpumep

‘ esr:esr (config)# spanning-tree mst max-hops 10

12.2.15 spanning-tree cost

[JaHHOW KOMaHAOM YyCTaHaBANBAETCA METOA OnpeaeeHnsa LEHHOCTU NYTH.
Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHObl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOJTYAHUIO.
CUHTaKcuc

spanning-tree cost <COST>

no spanning-tree cost

MapamerTpbl

<COST> — cTOMMOCTb NYyTH, yCTaHAaBAMBAETCA B gnanasoHe [1..20000000].

3HayeHUe No YMOYaHUIO
4

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

‘esr:esr(config—if—gi)# spanning-tree cost 115

12.2.16 spanning-tree mst cost

[aHHO KOMaHA,0M yCTaHaBAMBAETCA METO, ONpeaeeHUs LEHHOCTU NyTH ANa ak3emnnsapa MST.
Mcnonb3oBaHWe oTpuuaTenbHo GopMbl KOMaHAp! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuc

spanning-tree mst <INSTANCE> cost <COST>

no spanning-tree mst <INSTANCE> cost

MapameTpbl
<INSTANCE> — ngeHtnduratop MST-ak3emnnspa, ykasbiBaetcs B AnanasoHe [1..15];

<COST> — cTOMMOCTb NMyTH, yCTaHaBAMBaeTCcs B gManasoHe [1..20000000].

3HayeHne No yMoNYaHUIO
4
Heo6xoaumbiit ypoBeHb NpuUBUAErnin

10
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KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

‘ esr:esr(config-if-gi)# spanning-tree mst 1 cost 115

12.2.17 spanning-tree disable

[aHHoW KomaHa oM 3anpewaeTtcs paboTa npoTokosia STP Ha KoHbUTypupyemom nHTepdeince.
Ncnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAObl (NO) yCTaHaB/AMBaET 3HaYEHME N0 YMOJIYaHMIO.
CUHTaKCcuc

[no] spanning-tree disable

Mapamertpbl
KomaH,u,a HE COAEPHKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

I esr:esr(config-if-gi)# spanning-tree disable

12.2.18 spanning-tree link-type

[aHHOol KoMaHAoM ycTaHaBAMBaeTCA NpoTokon RSTP B nepeaatollee COCTOAHUE U onpeaenaeT TUN CBA3M
A5 BbIBPaHHOro NMopTa — «TOYKA-TOYKa», « Pa3BETBAEHHbINY.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HAYEHME MO YMOIYAHUIO.
CuHTaKcuc
spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

Mapametpbl
point-to-point — KomaHAa onpeaenaeT MHTePdENC KaK KTOYKA-TOUKAY;

shared — komaHaa onpegenset UHTepdeENC Kak «pa3BeTBAEHHbINY.

3Ha4yeHue no YMONT4YaHUIO

point-to-point
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Heobxogumbiii ypoBeHb Nnpusuaerui

10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

‘esr:esr(config—if—gi)# spanning-tree link-type point-to-point

12.2.19 spanning-tree port-priority

JaHHOM KoMaHAoM ycTaHaBAMBAETCA NpUopuTET MHTepdeiica B ceasytowem aepese STP.
Mcnonb3oBaHue oTpuLaTeNbHON GOPMbI KOMAHAbI (NO) yCTaHABAMBaET 3HAaYEHME MO YMOIYAHWIO.
CuHTaKCUC

spanning-tree port-priority <PRIORITY>

no spanning-tree port-priority

MapameTpbl

<PRIORITY> — npnopwuTeT, yKasbiBaeTca B gnManasoHe c warom 16 [0..240].

3Ha4yeHue No yMO4aHUIo

128

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

‘ esr:esr(config-if-gi)# spanning-tree port-priority 160

12.2.20 spanning-tree mst port-priority

[aHHOW KOMaHAOM yCcTaHaBAMBAETCA NPUOPUTET MHTepdelica ANnAa aksemnaapa MST .
Ncnonb3oBaHMe oTpuuaTenbHON GOpMbl KOMaHAbl (NO) yCcTaHaBAMBAET 3HAYEHME MO YMOAYAHUIO.
CuHTaKcuc

spanning-tree mst <INSTANCE> port-priority <PRIORITY>
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no spanning-tree mst <INSTANCE> port-priority

MapameTpbl
<INSTANCE> — naeHtTndumkatop MST-ak3emnnspa, yKasbiBaetca B gnanasoHe [1..15];

<PRIORITY> — npropuTeT, yKasbliBaeTca B AManasoHe c warom 16 [0..240].

3HayeHUe No YMO4YaHUIO
128
Heobxogumbiii ypoBeHb Nnpusuaernii

10

KomaHpaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

’esr:esr(config—if—gi)# spanning-tree port-priority 160

12.2.21 spanning-tree portfast

ﬂ,aHHOVI KOMaHAOVI BKJ/TIOYAETCA peXNM, B KOTOPOM MNMOPT, NP NOAHATUN Ha HEM ZINHKA, CPa3y nepexoaunTt
B COCTOAHUE Nepenayun, He 40XKNOaACb UCteyeHnAa Tal‘/'w\epa.

Ucnonb3osaHue OTpMLI,aTEI]bHOﬁ d)OprI KOMaHAbl (no) BbIK/TKOYaET PEXMUM MOMEHTAJ/IbHOIO nepexoaa B
COCTOAHME Nepenayn nNno NOAHATUIO INHKA.

CuHTaKcuc

[no] spanning-tree portfast

MapameTpbl
KomaH,u,a HE CO4EPKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHaHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

‘esr:esr(config—if—gi)# spanning-tree portfast
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12.2.22 show spanning-tree active

MoKa3biBaeT MHPOPMaLMIO O HAacTpoiiKe npoTokona STP, nHpopmaumio 06 aKTUBHbIX NOpPTaXx.
CUHTaKcUC

show spanning-tree active

MapameTpbl
KomaHga He coaepKUT aprymeHToB.
Heobxoaumblii ypoBeHb npusuaerui

1

KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show spanning-tree active
Protocol version: RSTP
Root ID: [32768] A8:F9:4B:83:52:C0
Root port: [128] gigabitethernet 1/0/20
Pathcost 20000
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] A8:F9:4B:AA:03:00
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 2318 Topology change count: 1
Name State Prio.Num Cost Status Role Type
gil/0/20 en 128.2318 20000 FRW Root RSTP
12.2.23 show spanning-tree

MoKasbiBaeT NoapobHyo MHPOPMALIMIO O HACTPoKKe NpoToKosa STP ans BbibpaHHOro MHTepdeica nam
YCTPOKCTBA B LE/IOM.
CuHTaKcunc

show spanning-tree { <IF> | bridge }

MapameTpbl
<IF>— uHTepdeic nam rpynna nHtepdelicos, 3agaércs B BUAE, ONUCAaHHOM B pasgene 3.3;
bridge — komaHAaa ana oTobpaxkeHms obwen MHPopmaLmm No yCTPOMCTBY.
Heo6xoaumbiit ypoBeHb NpuBUAEruii
1

KomaHpaHbI pexxum

ROOT
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Mpumep

esr:esr# show spanning-tree gigabitethernet 1/0/10
Port gil/0/10 disabled
State: BLK
Port id: ---
Type: -—-—
Designated bridge Priority: ---
Designated port id: ---
Role: —--—-
Port cost: ---
Designated path cost: ---
Address: —---
Port Fast: —---
esr:esr# show spanning-tree bridge
Protocol version: STP
Root ID: [32768] 02:01:02:03:04:55
Root port: [128] gigabitethernet 1/0/14
Pathcost 4
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] 02:20:03:A0:04:90
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 13736 Topology change count: 2 show

12.2.24 show spanning-tree bpdu

JaHHOM KoMaHAOM BbINOHAETCA NPOCMOTP perknma obpaboTkm naketos BPDU-mHTepdeincom.
CuHTaKCcuUc

show spanning-tree bpdu

MapameTpbl
KOM8H,CI,a HE CO4EPXKUT aprymeHTOB.

Heob6xoaumbiit ypoBeHb NpuBUAErnUin
1

KomaHAaHbI pexum
ROOT

Mpumep

esr:esr# show spanning-tree bpdu
Global: filtering

12.3 Hacmpolika u moHumopuHe VLAN

12.3.1 vian

[JaHHol KomaHgaol gobasnsetca VLAN B cMCTEMY M OCYLLECTBAAETCA NEPEXOL B PEXKMM HAaCTPONKM
napameTpos VLAN. Ha mapwpyTtusatope Bceraa cywectsyeT VLAN c ngeHTudmkatopom 1, sce
MHTEepdeENCbl N0 YMONYAHUIO BKAKOYEHDbI B AaHHbIA VLAN.

Ncnonb3oBaHuMe oTpuuaTenbHon dopmbl KomaHabl (no) yaanaet VLAN.
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CuHTaKcuc

[no] vlan <VID>

MapameTpbl

<VID>— naeHtndunKaumoHHbit Homep VLAN, 3agaétca B guanasoHe [2...4094].
Heobxogumbiii ypoBeHb Nnpusuaernii

10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# vlan 40

12.3.2 name

JaHHaa KomaHAa ncnosbsyetcs gnsa gobasneHma onmcanusa VLAN.

Ucnonb3oBaHue OTpMLI,aTEHbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBaET 3HaA4Y€HNE NO YMO/THAHUIO.

CuHTaKcuc
name <NAME>

no name

MapameTpbl
<NAME> — onucaHue VLAN, 3agaétca cTpokol go 255 cumBonoB.
3Ha4yeHue No yMO4aHUIo
OnucaHue He 3agaHo.
Heobxogumbiii ypoBeHb Nnpusuneruii
10
KomaHgHbIi pexxum
CONFIG-VLAN

Mpumep

‘esr:esr(config)# name L2-ACCESS

12.3.3 ip internal-usage-vian

[JaHHaa KomaHZa wcrnonb3lyetca gns pesepBupoBaHMA VLAN anA BHYTPEHHEro MCNO/Ab30BaHMA Ha
nHTEepodelice.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) OTMEHAET pe3epBUpPOBaHME.

CuHTaKcuc

ip internal-usage-vlan <VID>

'B TeKyLlel BepCcumM AaHHasA KomaHaa NoAAepKMBaAETCA TO/IbKO Ha mapupyTm3aTtope ESR-1000-ST
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no ip internal-usage-vlan

MapameTpbl

<VID> - naeHtudunKaumoHHbii Homep VLAN, 3agaétca B guanasoHe [2...4094].
Heobxogumbiii ypoBeHb Nnpusuaerui

10
KomaHpgHbIi1 pexxum

CONFIG-GI

CONFIG-TE

CONFIG-PORT-CHANNEL

Mpumep

‘ esr:esr(config-if-gi)# ip internal-usage-vlan 1500

12.3.4 switchport default-vlan tagged

[aHHas KomaHZa MCNonb3yeTcs Oas M3MeHeHWMs uyneHcTBa uHTepdelica Bo VLAN Mo ymonyaHuio Ha
TerMpoBaHHoe.

Ncnonb3oBaHMe oTpuuatenbHol Gopmbl KOMaHAabl (No) M3meHsieT yneHcTBO MHTepdeiica Bo VLAN no
YMO/IYaHMIO HA HETETMPOBAHHOE.

CuHTaKkcuc

[no] switchport default-vlan tagged

MapameTpbl
KomaH,u,a HE COAEPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘ esr:esr(config-if-gi)# switchport default-vlan tagged

12.3.5 switchport forbidden default-vian

[aHHasa KomaHZa Mcnonb3yeTcsa aNa yaaneHusa nHitepdeica us VLAN no ymonyaHuio.
Mcnonb3oBaHue oTpuuaTenbHon ¢popmbl KOmaHabl (nNo) paspellaeTt gobasneHue vlan Ha nopTy.

CuHTaKcuc

[no] switchport forbidden default-vlan
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MapameTpbl
KomaHga He cooepKuT aprymeHTOB.
Heobxoaumbiii ypoBeHb NpuBuaernm
10
KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# no switchport forbidden default-vlan

12.3.6 switchport access vian *

[aHHasa KomaHAa Mcnosib3yeTtca Ana BKAUYeHMA/ UcKaodeHna nHtepoeiica s/us VLAN B pexunme paboTbl
access.
CuHTaKCUC

switchport access vlan <VID>

no switchport access vlan

MapameTpbl

<VID> — ngeHtnduKaumoHHbii Homep VLAN, 3apaétca B AnanasoHe [2...4094].
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHgHbIi pexxum

CONFIG-GI

Mpumep

‘esr—lOO(config—if—gi)# switchport access vlan 50

12.3.7 switchport trunk allowed vian ?

[aHHasa KomaHAaa Ucnonb3yeTca ANA BKAoUYeHUA/UcKaoueHus nHtepdeiica /3 VLAN B pexkume paboThbl
trunk.
CuHTaKcunc

switchport trunk allowed vlan <ACT> <VID>

Mapamertpbl
<ACT> — Ha3Hayaemoe aelcTeue:

— add - BkatoyeHne nHTepoeiica so VLAN;
— remove — UcKkntoYeHne nHtepdeica ns VLAN;

'B Tekyuien Bepcum MNO gaHHaA KomaHAa NoAAEePKMBAETCA TO/IbKO Ha MapLupyTusaTtopax ESR-100-ST n ESR-200-ST
’B Tekyuien Bepcum MNO gaHHaA KomaHAa NoAAePKMBaAETCA TO/IbKO Ha maplipyTmusaTtopax ESR-100-ST n ESR-200-ST
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<VID> — naeHtudunKaumoHHbit Homep VLAN, 3agaétca B gManasoHe [2...4094]. MoxHo 3agaTb
AMana3oHOM Yepes «-» UAN NepednucieHnemM Yepes «,».

Heobxoaumbiii ypoBeHb NpuBuaernm
10

KomaHpHbIii pexxum
CONFIG-GI

Mpumep

‘esr—lOO(config—if—gi)# switchport trunk allowed vlan add 10-50

12.3.8 switchport trunk native vian *

JaHHaa KomaHAa ucnonb3yetca ans Hactpoiikn VLAN no ymonyaHuio ana nHtepdeiica B pexxume pabotbl
trunk. Becb HeTermpoBaHHbIN TpaduK, NOCTYNAOWMA HA AaHHbIA MHTepdelic, HanpaBaseTca B AaHHYHO
VLAN.

CUHTaKCcuc

switchport trunk native vlan <VID>

no switchport trunk native vlan

MapameTpbl
<VID>— ngeHtnduKaumoHHbii Homep VLAN, 3apaétca B AnanasoHe [2...4094].
3Ha4yeHue No yMO4YaHUIo
1
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi1 pexxum
CONFIG-GI

Mpumep

Iesr—lOO(config—if—gi)# switchport trunk native vlan 55

12.3.9 switchport general allowed vian *

[aHHasa KomaHZa MCNoNb3yeTCA ANA BKAoYeHUA/ucKaoueHun nHtepdelica 8/us VLAN.

CuHTaKcunc

switchport general allowed vlan <ACT> <VID> [<TYPE>]

Mapamertpbl
<ACT> — Ha3Hayaemoe aelcTeue:

— add - BkatoueHune nHTepoeiica so VLAN;

'B Tekyuien Bepcum MNO gaHHaA KomaHAa NoAAePKMBAETCA TO/IbKO Ha mapLipyTmsaTtopax ESR-100-ST n ESR-200-ST
’B Tekyuien Bepcum MNO gaHHaA KomaH4a NoAAEePKMBAETCA TO/IbKO Ha maplpyTm3atopax ESR-1000-ST

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 155



O ELTEX

— remove — UCKAoYeHne nHtepoenca ns VLAN.

<VID> — naeHtudunKaumoHHbit Homep VLAN, 3agaétca B guanasoHe [2...4094]. MoxHo 3agaTb
AMana3oHOM Yepes «-» UK NepevncieHnemM Yepes «,»;

<TYPE> — T1n nakeTa:
— tagged — nHTepdeiic byaet nepegasaTb U NPUHUMATb NakeTbl B YKa3aHHbIX VLAN
TerMpoBaHHbIMU;
— untagged — uHTepdelic byget nepeaaBaTb NakeTbl B yKasaHHbIX VLAN HeTerMpoBaHHbIMU.
VLAN, B KOoTOpyto 6yAyT HanpaBaeHbl BXOAALME HETEIMPOBaHHbIE NaKeTbl, HACTpanBaeTca
KomaHgaoi switchport general pvid, onncanHon 8 12.3.11.

3HayeHUe No YMO/4YaHUIO
Ecnu He yKasbiBaTb napameTp <TYPE>, TO Mo ymon4aHuIO ycTaHaBanBaeTca «tagged».
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
Mpumep 1

Uckntountb nHTEepdenc n3 yneHcrea B VLAN 50.

‘esr:esr(config—if—gi)# switchport general allowed vlan remove 50

Mpumep 2

Brntountb nHTepdeic B VLAN 10-50 KaK TerMpoBaHHbIE.

‘esr:esr(config—if—gi)# switchport general allowed vlan add 10-50

12.3.10 switchport general ingress-filtering disable *

[JaHHaa KoMaHZa WCMONb3yeTcA ANA  BbIKNOYEHUA OGUAbTPaALMM BXOAAWMX MAKETOB Ha OCHOBE
npucesoeHHoro nm sHavexHna VLAN ID.
Ncnonb3oBaHue oTpuuaTenbHo GopmMbl KOMaHAapl (NO) BKAOYAET puabTpaLmio.
CuHTaKcuc
switchport general ingress-filtering disable

no switchport general ingress-filtering

MapameTpbl

KomaHp,a He CoOAePXUT apryMeHTOB.
3HaueHune No yMONYaHUIO

CDMI'IpraU,VIﬂ BK/Z1lOYE€Ha
Heo6xoaumbiit ypoBeHb NpuBUAEruii

10

'B Tekyuien Bepcum MNO gaHHaA KomaH4a NoAAEePKMBAETCA TO/IbKO Ha maplpyTm3aTtopax ESR-1000-ST
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KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# switchport general ingress-filtering disable

12.3.11 switchport general pvid .

[JaHHOl KomaHpoM ycTaHaBnuBaeTca uaeHTUdukatop VLAN noprta (PVID) pana  Bxogsawero
HeTernpoBaHHoOro Tpaduka.
Mcnonb3oBaHWe oTpumuaTenbHon GopMbl KOMaHObl (NO) yCTaHaBAMBAET 3HAYEHME N0 YMOJTYAHUIO.
CuHTaKcuc

switchport general pvid <VID>

no switchport general pvid

MapameTpbl
<VID> — ngeHtnduKaumoHHbii Homep VLAN, 3apaétca B AnanasoHe [1...4094].
3HauyeHue No yMmon4aHuio
1
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE

Mpumep

Iesr:esr(config—if—gi)# switchport general pvid 999

12.3.12 switchport general acceptable-frame-type

[aHHOM KomaHZoM 3aaaeTca TN pPenMoB, KOTOPbIE MOXKET NPUHUMATb UHTEPdENC.
Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAb! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuc

switchport general acceptable-frame-type { tagged-only | all }

no switchport general acceptable-frame-type

Mapametpbl
tagged-only — NpUHMMATb TO/IbKO TErMPOBaHHbIE dpelimbl;

all — npuHMmaTb BCce ppenmsi.

'B Tekyuien Bepcum MNO gaHHaA KomaHAa NoAAEePKMBAETCA TO/IbKO Ha maplipyTm3atopax ESR-1000-ST
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3HayeHUe No yMO4aHUIO
all
Heobxoaumbiii ypoBeHb NpuBuaernm
10
KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config)# switchport general acceptable-frame-type tagged-only

12.3.13 show vians

JaHHaa KomaHAa Ucnoab3yeTcs 418 NpocMoTpa MHpopmaumm 06 onpegeneHHon VLAN.
CuHTaKcuc

show vlans [<VID>]

MapameTpbl
<VID> — ngeHtuodmKaumoHHbln Homep VLAN, guanasoH gonyctumblx 3HadYeHuit [1 .. 4094].

Mo*KHo yKa3aTb HeckosibKo VLAN nepeuncneHnem yepes 3anatyto «,» AMb60 yKasaTb AManasoH
VLAN yepes geduc «-». Mpu BbINOJHEHUN KOMaHAbI 6e3 NapameTpa 6yayT NoKasaHbl Bce
co3gaHHble VLAN.

Heobxogumbiii ypoBeHb Nnpusunerunii
1

KomaHgHbIi pexxum

ROOT
Mpumep
esr:esr# show vlans
VID Name Tagged Untagged
1 default gil/0/3-4, gil/0/6-24,
pol
2 -- gil/0/1, tel/0/1-2
. 1
12.3.14 show vlans internal-usage

[aHHaA KomaHga ncnonb3yeTtca Ana npocmoTpa MHpopmaumm no VLAN, MCnob3yeMblX CUCTEMOIA.
CuHTaKcunc

show vlans internal-usage

'B Tekyuwien Bepcum MNO gaHHaA KoMaHAa NoAAEePrKMBAETCA TO/bKO Ha maplupyTmusaTtope ESR-1000-ST
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MapameTpbl
KomaHza He coaepKuUT aprymeHToB
Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbI pexxum

ROOT
Mpumep

esr:esr# show vlans internal-usage

Usage VID Reserved IP address

gil/0/18 4088 No Active

gil/0/16 4089 No Active

gil/0/15 4090 No Active

. . 1
12.3.15 show interfaces switchport vlans

JaHHan KomaHAa UCNob3yeTcs 418 NPOCMOTPA peXxnuma ydyactua nHtepdeicos B VLAN.
CuHTaKCuUC

show interfaces switchport vlans [<IF>]

MapameTpbl
<IF>—uma nntepdelica ycTponcTsa, 3a4a€Tca B BMAE, ONMCaHHOM B pasgene 3.3.

B KOMaHAe MOXKHO yKa3aTb HECKO/IbKO MHTepdeicoB. Ecnmn He yKasbiBaTb MHAEKCHI MHTepdeicoB,
To 6yaeT otobparkeHa MHGopmMaLmaA 0 Bcex MHTepdeincax 3agaHHoM rpynnbl. Mpu BbINOJHEHUM
KoMaHabl 6e3 napameTtpa bygeTt nokasaHa MHGopmauusa ansa scex Gprusmyecknx MHTepdencos.

Heobxoaumblii ypoBeHb npusuaeruii

1

KomaHAaHbI pexxum

ROOT

Mpumep
esr:esr# show interfaces switch-port vlans gigabitethernet 1/0/1-7
Interface PVID Frame types Ingress Tagged Untagged

filtering

gil/o/1 1 All yes 101 1
gil/o/2 1 All yes 150-151 1
gil/0/3 1 All yes none 1
gil/0/4 1 All yes none 1
gil/0/5 1 All yes 55 1
gil/0/6 1 All yes none 1
gil/0/7 1 All yes none 1
N/A - interface doesn't exist
N/S - interface is not a 802.1Q bridge port
ERR - can't get vlan setting for interface

'B Tekyuien Bepcum MNO gaHHaA KomaH4a NoAAEePKMBAETCA TO/IbKO Ha maplpyTm3atopax ESR-1000-ST

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 159



O ELTEX

13 PABOTA C AAPECHbIMU TABZTULAMU

13.1ip arp reachable-time

[JaHHON KOMaHAOoW YyCTaHaB/AMBAETCA BPeMs KM3HM 3anmcn B ARP-Tabnumue. Wcnonb3oBaHue
oTpuuatenbHoi Gopmbl KOMaHAbl (NO) ycTaHaB/AMBaeT 3HauyeHWe napameTpa arp reachable-time no
YMOJIYAHWIO.

CuHTaKcuc

ip arp reachable-time <TIME>
no ip arp reachable-time
Mapamertpbl

< TIME > — Bpema ¥un3Hu guHamuyecknx MAC-aapecos, B MUAIMCEKYHAAX. JonyCTUMble 3Ha4YeHuA
o1 5000 no 100000000 munancekyHA,. PeanbHoe Bpema 06HOBAEHUA 3anNmncK BapbupyeTca oT
[0,5;1,5]*< TIME >.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

3HauyeHue No yMmo4aHuio
160000

KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# ip arp reachable-time 6000

13.2 port-security max*

ﬂ,aHHOVI KOMaH,Ll,OVI YCTaHaB/IMBAETCA MaKCMMaAJ/IbHOE KO/IMYeCTBO MAC—ap,pecos, pa3peweHHbIX anAa
3alMOMMNHAHUA Ha NOPTY.

Ncnonb3oBaHuMe oTpuuaTebHON Gopmbl KOMaHAbl (NO) OTKAOYAET «port-security».
CuHTaKcunc

port-security max <MAX>
no port-security max

'B Tekywen Bepcum MNO gaHHbIM GYHKUMOHAA NoAAepKUBaAETCA TONIbKO Ha MaplpyTu3atope ESR-1000-ST
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MapameTpbl

<MAX> — makcumasnbHoe Kosnmdectso MAC-agpecoB, KoTopoe byaeT 3anoMMHaTbCA MOPTOM,
npUHUMaeT 3HadyeHus [1..1024].

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

‘esr:esr(config—if—gi)# port-security max 1

13.3 port-security unknown-sa-action®

KomaHaoi ycTaHaBAMBaeTCA 3anpeT Ha nepeaadvy NakeTos ¢ HemsBecTHbIMM MAC-agpecamum.

Mcnonb3oBaHWe oTpuLaTenbHon ¢popmbl KOMaHAbI (N0) paspellaeT nepeaady NakeTos ¢ HEM3BECTHbIMM
MAC-agpecamu.

CuHTaKCuUC

[no] port-security unknown-sa-action discard
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHgHbIi pexxum

CONFIG-GI

CONFIG-TE

Mpumep

Iesr:esr(config—if—gi)# port-security unknown-sa-action discard

13.4 port-security mode®

[aHHas KomaHZa No3BOSET HACTPOUTb PEXUM «port-security».

Mcnonb3oBaHWe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) OTKAKOYAET perkMm 6e30nacHoCTH.

CuHTaKcuc
port-security mode [<OPTIONS>]
no port-security mode
Mapametpbl
<OPTIONS> — napameTpbl KOMaHAbl ANA Bbibopa pexkunma port-security:

port-security limited — npy BKAOYEHUM JaHHOIO peXuma:
—  cnopTayaanatTca Bce BblyyeHHble MAC-aapeca;

'B Tekywen Bepcum MNO gaHHbIM GYHKUMOHAA NoAAepKUBaAETCA TONIbKO Ha MaplupyTusatope ESR-1000-ST
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KOZIMYECTBO afpecoB, KOTOPOE CHOBA MOXKET 3aNOMHMUTb NOPT, OFPaHMYMBAETCA TEKYLLEN
KoHbUrypaumen;

MAC-agpeca He COXpPaHAKOTCA MeXay annapaTHbIMK Nepe3arpyskamu;

Bpemsa xpaHeHna MAC-aapecoB 3aBUCUT OT BPEMEHU KU3HU AnHammnyeckux MAC-agpecos
B forwarding-tabanue.

port-security lock — npu BKAOYEHUN AAHHOTO PeXUMa:

Ha NOPTY COXPAHAIOTCA BCe BblydeHHble MAC-aapeca;
nopT He 3aNOMWHAET HOBble aZpeca;
MAC-agpeca coxpaHATCA MeXAay annapaTHbIMKW Nepesarpyskamm;

Bpemsa xpaHeHna MAC-aapecoB 3aBUCUT OT BPEMEHU KU3HU AnHammyecknx MAC-agpecos
B forwarding-tabauue.

port-security mode secure-delete-on-reset — npu BKAOYEHUN AAHHOTO peXnma:

C nopTa yaanaTca sce BblydyeHHble MAC-aapeca;

KO/IMYEeCTBO a4pecoB, KOTOPOE CHOBA MOXKET 3aNOMHUTb MOPT OrpaHUYNBAETCA TEKYLLEN
KOHUrypaume;

MAC-agpeca He COXPaHAKOTCA MeXK Ay annapaTHbIMK Nepe3arpyskamu;

Bpemsa xpaHeHna MAC-aapecoB He 3aBUCUT OT BPpeMeHMU }U3HU anHammndeckux MAC-
appecos B forwarding-tabaunue.

secure-permanent — npu BKAHOYEHUN AAHHOTO peXXnma:

C nopTa yaanaTca sce BblydyeHHble MAC-aapeca;

KO/IMYEeCTBO a4pecoB, KOTOPOE CHOBA MOXKET 3aNOMHMUTb MOPT, OFPAaHNYMBAETCA TERYLLEN
KoHUrypaumem;

MAC-agpeca coxpaHATCA MeXK4y annapaTHbIMKU Nepesarpyskamu;

Bpemsa xpaHeHna MAC-aapecoB He 3aBUCUT OT BPeMeHMU }U3HU AnHammndeckux MAC-
apgpecos B forwarding-tabnuue.

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# port-security mode secure-delete-on-reset
esr:esr(config-if-gi)# port-security mode secure-permanent

13.5 mac address-table aging time"

KomaHzaol ycTaHaBAMBAETCA Bpems KU3HU anHammudeckux MAC-agpecos B forwarding-tabauue.

Mcnonb3oBaHue oTpuLaTenbHON Gpopmbl KOMaHAbI (NO) ycTaHaBAMBAET 3HaYeHMe «aging time» no

YMOTYaHUIO.

CuHTaKcunc

mac address-table aging-time <AGING TIME>

[no] mac address-table aging time

'B Tekywen Bepcum MO gaHHbIM GYHKUMOHAA NoAAepPKUBaAETCA TONIbKO Ha MaplupyTusatope ESR-1000-ST
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MapameTpbl

<AGING TIME> — Bpema *un3Hn guHamumyecknx MAC-agpecos, B cekyHaax. JonycTumble 3Ha4YeHuA

ot 10 ao 630 cekyHA. Mpu 3HauyeHUn O TaMMep BbIK/IOYEH.
3HayeHue No yMONYaHUIo

300 cekyHA,
Heobxogumbiii ypoBeHb Nnpusuaernii

10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# mac address-table aging-time 30

13.6 mac address-table save-secure-freq

[aHHOl KOMaHAoM yCTaHaBAMBAETCA YacToTa COXPaHEeHMA CNMCKa cTaTuyeckux (secure) MAC-aapecos.

Ncnonb3oBaHuMe oTpuLaTenbHoM Gopmbl KOMaHAbl (NO) ycTaHaBAMBaeT 3HavyeHMe «mac address-table

save-secure-freg» no ymonyaHuio.
CuHTaKCuUC
mac address-table save-secure-freq <SAVE-SECURE-FREQ>

[no] mac address-table save-secure-freq

MapameTpbl

<SAVE-SECURE-FREQ> — yacToTa coxpaHeHus cnncka ctatudeckux (secure) MAC-aapecos,
npuHMMaeT 3Ha4YeHue [600..86400] ceKyHA.

3Ha4yeHue No yMO4YaHUIo
1200 cekyHA

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum
CONFIG

Mpumep

‘esr:esr(config)# mac address-table save-secure-freq 650

13.7 show mac address-table

KomaHaa ucnonbayertcsa ana npocmoTtpa MHbopmauum o6 nsydeHHbix MAC-agpecax.
CuHTaKcuc

show mac address-table [<OPTIONS>]

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI
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MapameTpbl

<OPTIONS> — napameTpbl KOMaHAbl 4719 NPOCMOTPA AONOJIHUTENIbHON MHbOPMaLIUK U
AeTann3aumm 3anpoca, OnuUMOHa/IbHbIA NapameTp. Bo3aMoXKHble BapuaHTbl NapameTpoB KOMaHAabl:

count — npocmoTp KonuyectBa 3anuceir B Tabamue MAC-agpecoB. Cnucok MAC-agpecoB He
oTobparkaercs;

exclude mac <ADDR> [MASK] — npocmoTpeTb nHdopmauuto B Tabanue no scem MAC-agpecam, UCKao4Yas
3a4aHHbIN;

include mac <ADDR> [MASK] — npocmoTpeTb onpeaeneHHyto 3anucb B Tabauue no 3agaHHomy MAC-
agpecy, roe:

<ADDR> — MAC-agpec, no KOTopomy BeaeTcAa NOUCK, 3agaétca B Buae XX:XX:XX:XX:XX:XX,
roe Kaxaasa yactb npuHMmaet 3HaveHua [00..FF];

[MASK] — macka MAC-agpeca, OnNuUMOHanbHbIK MNapameTp, 3a4aéTcs B  BUAe
XXXOCXXXXXX:XX, rae Kaxpgas 4vactb npuHumaeT 3HadeHus [00..FF]. Butbl mackw,
ycTaHoBneHHble B 0, 3agatoT 6utel MAC-agpeca, UCKAtoYaemMble U3 CPaBHEHUSA MPU MNOMUCKeE.
3HayeHne mackun no ymonyaHuto FF:FF:FF:FF:FF:FF.

Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show mac address-table
VID MAC address Port Type
1 02:01:02:03:04:55 0/CPU Static
4 02:01:02:03:04:55 0/CPU Static
5 02:01:02:03:04:55 0/CPU Static
6 02:01:02:03:04:55 0/CPU Static
100 02:01:02:03:04:55 0/CPU Static
101 02:01:02:03:04:55 0/CPU Static

6 valid mac entries

13.8 clear mac address-table

KomaHaa ucnonbayetcs ana yganeHma nHpopmaumm ob nsyyeHHoix MAC-agpecax.
CuHTaKcuc

clear mac address-table [ <IF>]

MapameTpbl

<IF>— nma nHTepdelica ycTponcTsa, 3a4aéTca B BMAE, ONMCAHHOM B pasaene 3.3.
Heo6xoaumbiit ypoBeHb NpuUBUAEruii

10
KomaHAaHbIi pexxum

ROOT
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Mpumep

esr:esr# clear mac address-table

13.9 show arp

Komanga ucnosnbsyerca gns npocmotpa ARP-Tabauupbi.
CUHTaKcuc

show arp [<options>]

MapameTpbl

<options>— napameTpbl KOMaHAb! 41A AETAIM3AUMM 3anpaLllmMBaemoin MHbopMmaLLmu,
OMUMOHA/bHbIM NapameTp:

<IF>— HanmeHOoBaHWE CUCTEMHOTO MHTepdeca UM cnncKa MHTepdelicos, 3a4aéTca B BUAE, ONUCAHHOM B
pasgene 3.3 n 3.4. OtobpakaeTca To/IbKo MHGOPMaLMA NO YKasaHHbIM UHTepdelicam;

mac-address <MAC> — MAC-agpec, o KOTopoMy BeLeTcA NOUCK, 334aéTcA B Buae XX XX:XX:XX:XX:XX, rae
KaXK[an YyacTb NpMHMMaeT 3HayeHus [00..FF];

ip-address <ADDR> — IP-agpec, no KoTopomy BeaeTcAa Nouck, 3agaétca B suae AAA.BBB.CCC.DDD, rae
KaXK[as YyacTb NpuMHMMaeT 3HavyeHua [0..255];

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show arp
Interface IP address MAC address State Age (min)
bridge 1 192.168.1.1 a8:f9:4b:aa:00:40 -- -
gil/0/5 10.255.100.1 d8:50:e6:d2:£0:46 reachable 2
gil/0/5 10.255.100.5 a8:f9:4b:aa:00:45 -- -

13.10 clear arp-cache

KomaHaa ucnonbayetcs Ana 04NCTKU coaeprmmoro ARP-Tabnmupbl.
CuHTaKcunc

clear arp-cache

MapameTpbl

KomaHpa He cofepUT aprymeHToB.

Heo6xoaumbiit ypoBeHb NpuBUAErnii
10
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KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# clear arp-cache

13.11 show arp configuration

KomaHgaa ucnonbayerca Aaa NPOCMOTPa 3HAa4YEHUN BPEMEHM XKU3HU 3anucen B ARP Tabauue.
CuHTaKcuc

show arp configuration <IF>

MapameTpbl

<IF>— HanmeHOBaHMA CUCTEMHbIX MHTEpdENCcoB, 3a4at0TCA B BUAE, ONMCAaHHOM B pasgene 3.3;
Heobxoaumblii ypoBeHb npusuaeruii

10

KomaHgHbIN pexum

ROOT
Mpumep
Esr:esr# sh arp configuration gigabitethernet 1/0/1-5
Globally configured ARP reachable time is 6000 msec
Interface ARP reachable time, msec
gil/0/1 6000
gil/0/2 6000
gil/0/3 6000
gil/0/4 6000
gil/0/4 6000
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14 HACTPOWKA IP AAPECALUM

14.1 ip address

[aHHon KomaHao co3gaétca IP-uHTepdelic u gobasnsaetca IP-agpec n macka nogcetv ans
KoHbUrypupyemoro nHtepdeica (bpusmyeckoro nHtepdeinca, rpynnbl arperaunm KaHanos, TYHHENs UK
CeTeBoro Mocra).

Mcnonb3oBaHue oTpuuatensHon dopmbl KomaHabl (no) yaansaet IP-agpec c uHTepdelica. Npu yaaneHnn

nocnegHero agpeca IP-nHtepdeinc yHmnuToKaerca.

V Mpu co3aaHum IP-uHTepdeiica cuctema pesepsupyetr Hambonbwmit HesaHAaTbin VLAN ID,
KOTopblii 6yaer Mcnonb3oBaTbCA BHYTPU cucTembl. [Ona Kaxkporo IP-uHtepdeiica Ha
Ethernet-nopTy pesepsupyerca VLAN.

MokHo 3apesepBupoBatb VLAN ID ana BHyTpeHHero uMcnosibsoBaHUA ABHO C MNOMOLLbIO
KomaHabl ip internal-usage vlan <VLAN_ID>.

CuHTaKcuc
ip address <ADDR/LEN>
no ip address {<ADDR/LEN>| all}

MapameTpbl

<ADDR/LEN> — IP-agpec v npeduKc noacetu, 3agaérca 8 suae AAA.BBB.CCC.DDD/EE, rae Kaxaas
yactb AAA — DDD npuHumaet 3HadeHus [0..255] n EE npuHumaet 3HayeHus [1..32]. MoXHO yKasaTb
HecKo/bKo IP-agpecoB nepeuncneHmnem yepes 3anatyto. MorKeT 6bITb HasHayeHo Ao 8 IP-agpecos
Ha uHTepdelic. NMpu BbINOAHEHUMN OTpULLATENBHON GOPMbI KOMaHAbI CO 3HaYeHMeM napameTpa «all»
6yayT yaaneHsl Bce IP-agpeca;

- all — komaHpa yaansaet Bce IP-agpeca Ha MHTepdeice.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr(config-if-gi)# ip address 192.168.25.25/24
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14.2 show ip interfaces

KomaHgaa ucnonbsyerca 4aa NpocMmoTpa MHPOPMaLLMK O CYLLLECTBYHOLMX B cucTeme IP-nHTepdeiicax.

CuHTaKcuc

show ip interfaces [ { <IF> | <TUN> | ip-address <ADDR> } ]

MapameTpbl

<ADDR> — IP-agpec, 3agaétca 8 suae AAA.BBB.CCC.DDD/EE, rae Kasaaa 4acTb NpuHUMaeT
3HayeHus [0..255]. Mpwu yKasaHMM gaHHOro napameTpa byaet otobpakeH IP-uHTepdelic c
yKasaHHbIM IP-aapecom;

<IF>— HanmeHOBaHMA CUCTEMHbIX MHTEpPdENCoB, 334at0TCA B BUAE, ONMUCAaHHOM B pa3gene 3.3;
<TUN> — HaumeHOBaHMA TYHHeNeln, 3a4atoTca B BUAE, ONMcaHHOM B pasgene 3.4.

B KOMaHAe MOYKHO yKa3aTb HECKOJ/IbKO CUCTEMHbIX MHTEpPdencoB. Ecnm He yKasbiBaTb MHAEKCDI
nHTepdelicos, To byayT oTobpaxkeHbl Bce IP-nHTepdenchbl, OTHOCALWMECA K CUCTEMHbIM
UHTepdericam yKaszaHHOro Tmna.

Ecnmn B KomaHAe yKasaH onpegeneHHbl CUCTEMHbIN MHTepdeic, nonydatowmin IP-napameTpbl No
npotokosny DHCP, To 6yayT oTobparkeHbl HacTpolikn DHCP-KAneHTa 1 cocTosiHUE TEKyLLel apeHabl
IP-napameTpos.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum

ROOT

Mpumep

esr:esr# show ip interfaces

IP address Interface Type

10.0.0.1/8 gil/0/18 static
192.168.1.1/24 gil/o/2 static
10.1.0.2/24 ipdip4 10 static

esr:esr# show ip interfaces gigabitethernet 1/0/16
IP address Interface Type

10.0.16.2/24 gil/0/16 DHCP

DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm): 00:02:00
Reboot time: 10 seconds
Retry time: 300 seconds
Timeout: 60 seconds
Select timeout: 0 seconds
Vendor class ID: N/A

Ignore options:
router

Latest lease contents:
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Lease time (dd:hh:mm) :

DHCP message type:
Renew at:

Rebind at:

Expires at:

00:02:00

DHCPACK

Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09
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15 YNPABJIEHUE NPOPUNAMMU IP-AOPECOB U NOPTOB

15.1 object-group network

KomaHga npegHasHavyeHa ana cosganua npoouna IP-agpecos. Mpoduam ncnonb3yoTca Npu HacTpolike
cepBuUCOB, paboTatowmx ¢ nynamu IP-agpecos — Hanpumep, NAT, Firewall, Remote-Access, Takxke gns
CO34aHUA CNUCKA NpedmrKcoB.

Ncnonb3oBaHuMe oTpuuaTensHon Gopmbl KOMaHabl (no) yaanaet npoduns IP-agpecos.
CUHTaKcUc

[no] object-group network <NAME>

Mapamertpbl

<NAME> — uma KoHdurypmpyemoro npodunsa IP-agpecos, 3aaaétca ctpokoit Ao 31 cumsona. Mpwu
BbINOJHEHUM OTPULLATENbHON POPMbI KOMaHAbI CO 3HaYeHMem napameTpa «all» 6yayT yaaneHbl Bce
npodwunun IP-agpecos.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHblii pexxum
CONFIG

Mpumep

CoszaaHue npodunsa IP-aapecoB c UMeHeMm remote W Nepexos, B PeXKMM KOHOUTYpUPOBaHUSA
npodunsa:

‘ esr:esr(config)# object-group network remote

15.2 object-group service

KomaHga npeaHasHadeHa gns cosganuns npoduns TCP/UDP noptos. JaHHbIN NpodUab UCNONb3YeTCA B
npasunax cepsucos NAT u Firewall.

Mcnonb3oBaHWe oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yaanser npodunb.

CuHTaKcuc

[no] object-group service <NAME>

Mapamertpbl

<NAME> — HaumeHoBaHuMe Npodunas NOPTOB, 3a4aETCA CTPOKoM A0 31 cumBona. Mpu BbINOAHEHUM
oTpuLaTesibHON GopMbl KOMaHAbI CO 3Ha4YeHMeM napameTpa «all» byayT yaaneHs! Bce npoduam
TCP/UDP-nopTos.

Heob6xoaumbiii ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG

170 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

Mpumep

‘esr:esr(config)# object-group service ssh

15.3 description

KomaHga ucnosb3syertcs gns nusmeHeHusa onucaHumsa npoduna IP-agpecos 1 npodpuns nopTos.
Ncnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAgbl (N0) yaanset onvcaHune npoduns.
CuHTaKcuc

description <DESCRIPTION>

no description

MapameTpbl
<DESCRIPTION> — onucaHue npoduns, 3aaaérca cTpokon Ao 255 cumBonos.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexxum
CONFIG-OBJECT-GROUP-NETWORK
CONFIG-OBJECT-GROUP-SERVICE
Mpumep

YcTaHOBUTb onuncaHue gas npoduns IP-aapecos:

‘ esr:esr(config-object-group-network) # description "Internal addresses"

15.4 ip prefix

KomaHp,a ncnonb3yeTca AnAa 3agaHna noaceTn.
Ncnonb3oBaHMe oTpuuaTebHON popmMbl KOMaHAbl (NO) yaanseT 3afaHHYo NoACETb.
CuHTaKcuc

[no] ip prefix <ADDR/LEN>

MapameTpbl

<ADDR/LEN> — noaceTtb, 3agaétca 8 snae AAA.BBB.CCC.DDD/EE, rae Kaskgas yacte AAA —DDD
npuHMmaeT 3HadyeHus [0..255] n EE npuHumaeT 3HayeHua [1..32].

Heo6xoaumbiit ypoBeHb NpUBUAErniA

10

KomaHpaHbI pexxum

CONFIG-OBJECT-GROUP-NETWORK

Mpumep

‘ esr:esr (config-object-group-network) # ip prefix 10.10.10.0/24
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15.5 ip address-range

KomaHga ncnonb3syetca ana 3agaHua gnanasoHa IP-agpecos.

Mcnonb3oBaHWe oTpuuaTesbHoM GopMbl KOMaHAgpb! (NO) yaanseT 3anmncb U3 KoHGUrypupyemoro npoduns.

CuHTaKcuc

[no] ip address-range <FROM-ADDR>[-<TO-ADDR>]

Mapamertpbl
<FROM-ADDR> — HayasnbHbIi IP-agpec agnanasoHa agpecos;

<TO-ADDR> — KoHeuYHblIl IP-agpec AnanasoHa agpecos, ONUMOHabHbIM NnapameTp. Ecan napameTp
He yKas3aH, TO KOMaHAOoM 3343ETcAa 0AMHOYHbIN IP-aapec.

Appeca 3agatotcs B Buge AAA.BBB.CCC.DDD, rae Kaxaas 4acTb NnpMHMMaeT 3HaveHua [0..255].
Heobxogumbiii ypoBeHb Nnpusunernii

10

KomaHgHbIii pexxum

CONFIG-OBJECT-GROUP-NETWORK

Mpumep

‘ esr:esr (config-object-group-network) # ip address 192.168.1.1 192.168.1.25

15.6 port-range

KomaHaol 3apaétca gmanasoH TCP/UDP-nopToB, oTHOCAWMXCA K NPOdUAI0.

Ncnonb3oBaHMe oTpuuaTebHOM GopMbl KOMaHAb! (NO) yaanaeT 3anucb U3 KoHGUrypupyemoro npoduns.

CuHTaKCcUC
port-range <PORT>
no port-range [<PORT>]

MapameTpbl
<PORT> — HoMep nopTa, NpMHMUMaeT 3HadyeHue [1..65535].

MOXHO YKa3aTb HECKOJ/IbKO NOPTOB NepeyncieHnemM Yepes 3anaTyto «,» AMbo yKasaTb AManasoH
nopTtoB vepes «-». Mpumep 3anncu: <PORT>, <PORT> unm <PORT>-<PORT> naun <PORT>-<PORT>,
<PORT>-<PORT>.

Heob6xoaumbiii ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG-OBJECT-GROUP-SERVICE

Mpumep

‘ esr:esr (config-object-group-service) # port-range 22
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15.7 show object-group

[aHHas KomaHAa MCnonb3yeTcs ANa NPocMoTpa MHbopmauum o npodunsax IP-agpecos n TCP/UDP-
NOpPTOB.

CuHTaKcunc

show object-group <PROFILE_TYPE> [<NAME>]

MapameTpbl
<PROFILE_TYPE> — t1n npodwuns:

network — npoduns IP-agpecos;
service — npo¢umnb TCP/UDP-nopTos;

<NAME> — uma npoduns, 3aaaétca cTpokon A0 31 cumBoa, ONUMOHaNbHBIN NapameTp. Ecam uma
npoduna He 3agaHo, To byaeT BbiBeaeHa nHdopmauma no scem npodunam IP-agpecos u TCP/UDP-
nopToB.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum

ROOT

Mpumep

esr:esr# show object-group network

Network Description
remote -

local -=

tunnel -=

esr:esr# show object-group network remote

IP Addresses

10.102.0.0/16

esr:esr# show object-group service

Service Description
telnet -=

ssh -=
dhcp_server --

dhcp client --

ntp -=

esr:esr# show object-group service ssh
Port ranges
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16 YNPABJIEHUE CMUCKAMM KOHTPONA AOCTYNA (ACL)

16.1 ip access-list extended

[JaHHaa KomaHaa UCNoNb3yeTca ANA CO34aHUA CMUCKA KOHTPOAA AOCTYNa U Nepexosa B PeKUM
KOHPUIrypMpOoBaHMA CNNCKa.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (NO) yaanaeT 3afaHHblii CMUCOK KOHTPOAA A0CTYNa.
CuHTaKcuc

[no] ip access-list extended <NAME>

Mapamertpbl
<NAME> — ums co343aBaeMOro Crnmcka KOHTPOIA AOCTyNa, 3a4aéTcA CTpokoi Ao 31 cumsona.
Heobxogumbiii ypoBeHb Nnpusunernii
10
KomaHgHbIii pexxum
CONFIG
Mpumep

esr:esr(config)# ip access-list extended acl-ssh-drop
esr:esr (config-acl) #

16.2 description

JaHHaa KomaHaa ncnonb3yerTca ana UsSMmeHeHnA onncaHnAa KOHq)MprMpyeMOI'O CMUCKa KOHTPO1A
AocCTtyna.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAbl (NO) yaanseT ycTaHOB/IeHHOe onuncaHue.
CuHTaKCKC
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue cnucka KOHTPOAA A0CTyna, 3a4aETCA CTPOKOM A0 255 cMmBONOB.
Heob6xoaumbiit ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG-ACL

Mpumep

‘ esr:esr(config-acl)# description "Drop SSH traffic"

174 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

16.3 service-acl input

JaHHaa KomaHAa NCnob3yeTcs ANA NPUBA3KM YKa3aHHOMO CMIMCKA KOHTPOAA J0CTyNa K
KOHUrypmpyemomy nHtepoency ansa dunbtpaumm exogawero tpaduka.

Ncnonb3oBaHWe oTpuuaTesbHoM GopMbl KOMaHAgp! (NO) yaansaeT NpuBA3KY CMMCKA KOHTPOAS A0CTyNa K
OaHHOMY MHTepdeicy.

CuHTaKcuc
service-acl input <NAME>

no service-acl input

Mapamertpbl

<NAME> — UM# CNUCKa KOHTPONA JOCTYyNa, 3a4aéTcsA CTpoKon Ao 31 cumBona.
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG-GI

CONFIG-TE

CONFIG-PORT-CHANNEL

Mpumep

’esr:esr(config—if—gi)# service-acl input acl-ssh-drop

16.4 rule

[JaHHasa KomaHaa UCNoNb3yeTcs ANA CO34aHNA NPaBMAa U NePeEXona B PeXXMm KoHPUrypmposaHua
CONFIG-ACL-RULE. MpaBunna obpabatbiBatoTCA YCTPOMCTBOM B MOPAAKE BO3PACTaHUA MX HOMEPOB.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) yaanaeT yKasaHHOEe NpaBuso.
CuHTaKcuc

[no] rule <ORDER>

MapameTpbl

<ORDER> — Homep npaBuaa, npMHUMaeT 3HadyeHun [1..2000000].
Heob6xogumbiit ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG-ACL

Mpumep

esr:esr(config-acl)# rule 10
esr:esr(config-acl-rule) #
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16.5 enable

[aHHasa KomaHga UCNosb3yeTcs oS aKTUBUMPOBAHMA NpaBua.
Ncnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAgbl (N0O) AeaKTUBUPYET NPaBUIO.
CuHTaKcuc

[no] enable

Mapamertpbl
KomaHga He coaepKUT aprymeHToB.
3HayeHUe No YMOYaHUIO
MpaBunao BbIKAKOYEHO.
Heobxogumbiii ypoBeHb Nnpusuaerui
10
KomaHgHbIii pexxum
CONFIG-ACL-RULE

Mpumep

‘ esr:esr (config-acl-rule) # enable

16.6 match source-address

ﬂ,aHHOVI KOMaHAOVI YCTaHaB/IMBAKOTCA IP—a,u,peca oTnpasuTena, anAa KOTopbixX A40/TKHO CpaﬁaTblBaTb
npasumno.

Mcnonb3oBaHue OTpMLI,aTEHbHOﬁ d)OprI KOMaHAbl (no) OTMeHAeT Ha3HayeHune.
CuHTaKcuc

[no] match source-address { <ADDR> <WILDCARD> | any }

MapameTpbl

<ADDR> — IP-agpec otnpasutens, 3agaétca 8 snge AAA.BBB.CCC.DDD, rae Kaxkaada 4actb
npUHMMaeT 3HadeHusa [0..255];

<WILDCARD> — macka IP-agpeca, 3aaaétca 8 suae AAA.BBB.CCC.DDD, rae Kaxkaana 4yacTb
npuHMMaeT 3HadeHmA [0..255]. BUTbl Mmacku, ycTaHoBAeHHble B 0, 3aaatoT 6uthl IP-agpeca,
MCK/Il0YaeMble U3 CPaBHEHUA NPU NOUCKE.

Mpu yKaszaHMM 3HAYEHUs «any» NpasBuio byaeT cpabaTbiBaTbh Ans noboro IP-agpeca otnpasuTens.
Heobxogumbiit ypoBeHb NpuBUAEruia

10
KomaHaHbIi1 pexxum

CONFIG-ACL-RULE

Mpumep

‘ esr:esr (config-acl-rule) # match source-address 10.100.100.0 0.0.0.255
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16.7 match source-mac

JaHHo KomaHaoM ycTaHasamnsatoTca MAC-agpeca oTnpasuTena, A1a KOTOPbIX A0/KHO cpabaTtbiBaTbh
npasuno.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAbl (N0) OTMEHAET HasHaYyeHue.
CuHTaKcuc

[no] match source-mac <ADDR> <WILDCARD>

Mapamertpbl

<ADDR> - MAC-aapec otnpasutens, 3agaétca B suae XX:XX:XX:XX:XX:XX, rae Kaxaan 4yactb
npuHuUmaeT 3HayeHus [00..FF];

<WILDCARD> — macka MAC-agpeca, 3agaétca B Buae XX:XX:XX:XX:XX:XX, rae Kaxgasa 4vactb
npuHumaeT 3HayeHua [00..FF]. BuTbl macku, yctaHosneHHble B 0, 3agator 6utbl MAC-agpeca,
WCK/IIOYaEMbIe U3 CPaBHEHMA NpuW MOUCKe.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHblii pexxum

CONFIG-ACL-RULE

Mpumep

’esr:esr(config—acl—rule)# match source-mac A8:F9:4B:AA:00:40 00:00:00:FF:FF:FF

16.8 match source-port

[aHHOW KoMaHaoW ycTaHasnmBaetcs Homep TCP/UDP-nopTa oTnpasutens, 418 KOTOPOro A0/3KHO
cpabatbiBaTb NpaBuo.

Mcnonb3oBaHue oTpuLaTeNbHON GopMbl KOMaHZAbI (NO) OTMEHSET HasHaYeHue.
CuHTaKcuc
match source-port { <PORT> | any }

no match source-port

MapameTpbl

<PORT> - Homep TCP/UDP-nopta oTnpasutens, npuHMmaeT 3HadyeHma [1..65535]. Mpu ykasaHuu
3HauyeHuAa «any» npasuao byaeT cpabatbiBaTb gna nob6oro TCP/UDP-nopTa oTnpasuTens.

Heobxogumbiit ypoBeHb Npusunerun
10

KomaHaHbIi1 pexxum
CONFIG-ACL-RULE

Mpumep

esr:esr(config-acl-rule)# match source-port any
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16.9 match destination-address

[aHHOM KomaHaoM ycTaHaBAMBatoTca IP-agpeca nosnyyatens, 41a KOTOPbIX A0XKHO cpabaTbiBaTb
npasuno.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAbl (N0) OTMEHAET HasHaYyeHue.

CuHTaKcuc
match destination-address { <ADDR> <WILDCARD> | any }

no match destination-address

Mapamertpbl

<ADDR> — IP-agpec nony4yatens, 3agaétca s suae AAA.BBB.CCC.DDD, raoe Kaxkaaa 4acTb NpUHMUMaeT
3HayeHus [0..255];

<WILDCARD> — macka IP-agpeca, 3apaétca s suae AAA.BBB.CCC.DDD, rae Kaxkaaa 4yacTb
npuHMMaeT 3HaveHuA [0..255]. BuTbl macku, yctaHoBaeHHble B 0, 3agatoT 6uTel IP-agpeca,
WCK/Il0YaeMble U3 CPaBHEHUA MPU MOUCKE.

Mpu yKaszaHMM 3HAYEHUs «any» npaBuao byaet cpabatbiBaTtb gns Atoboro IP-agpeca nonyyatens.
Heobxogumbiii ypoBeHb npusuaerunii

10
KomaHgHbIii pexxum

CONFIG-ACL-RULE

Mpumep

‘ esr:esr (config-acl-rule) # match destination-address 10.10.10.0 0.0.0.255

16.10 match destination-mac

[aHHoW KomaHAoW ycTaHaBamBatoTca MAC-agpeca nosyyartens, 418 KOTOPbIX A0/KHO cpabaTbiBaTh
npasuno.

MNcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) OTMEeHAET Ha3HauyeHue.
CuHTaKcuc

[no] match destination-mac <ADDR> <WILDCARD>

Mapamertpbl

<ADDR> - MAC-aapec nonyyartensa, 3agaétca B suae XX:XX:XX:XX:XX:XX, rae Kaxaaa 4actb
npuHMmaeTt 3HadeHma [00..FF];

<WILDCARD> — macka MAC-agpeca, 3agaétca B Bumae XX XX:XX:XX:XX:XX, rae Kaxaaa 4acTb
npuHumaet 3HadyeHus [00..FF]. Butbl macku, yctaHoBneHHble B 0, 3agatoT 6uTbl MAC-agpeca,
MCK/Il0YaeMble U3 CPaBHEHUA NPU NOUCKE.

Heobxogumbiit ypoBeHb NpuBUAErui
10
KomaHaHbIi1 pexxum

CONFIG-ACL-RULE
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Mpumep

| esr:esr (config-acl-rule)# match destination-mac A8:F9:4B:AA:00:41 00:00:00:00:00:FF

16.11 match destination-port

[aHHol KomaHaoM ycTaHaBauBaeTca Homep TCP/UDP-nopTa nonyyartens, 418 KOTOPOro A0/XKHO
cpabaTbiBaTb NpaBuUO.

Ncnonb3oBaHue oTpuLaTenbHon Gopmbl KOMaHAbl (N0) yaanseT HasHadyeHue.
CUHTaKcuUc
match destination-port <PORT>

no match destination-port

MapamerTpbl

<PORT>— Homep TCP/UDP-nopTa nony4atens, npuHMmaeT 3HadeHua [1..65535]. Mpu yKasaHmm
3HauYeHuA «any» npasuno byaet cpabatbiBatb gna Aroboro TCP/UDP-nopTa nonyyartens.

Heobxoaumblii ypoBeHb npusuaerui
10

KomaHgHbIN pexxum
CONFIG-ACL-RULE

Mpumep

‘esr:esr(config—acl—rule)# match destination-port 22

16.12 match protocol

[aHHOW KOMaHAOW ycTaHaBAMBaeTCs MMs IP-NpoToKoNa, /19 KOTOPOro A0/IKHO cpabaTbiBaTh MPABUIO.
Mcnonb3oBaHue oTpuLaTeNbHON GopMbl KOMaHAbI (NO) OTMEHSET HasHaYeHue.
CuHTaKcuc

match protocol <TYPE>

no match protocol

MapameTpbl

<TYPE> — TMn npoToKona, NpUHMMAET 3HayeHuna: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp,
pim, udp, vrrp, rdp, [2tp, gre. Mpu yKasaHWUM 3HAYEHUS «any» MNpaBuao byaeT cpabaTtbiBaTh AN
NtobbIX NPOTOKONOB.

Heo6xoaumbiit ypoBeHb NpuUBUAErnin

10

KomaHpaHblI pexxum
CONFIG-ACL-RULE

Mpumep

‘esr:esr(config—acl—rule)# match protocol tcp
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16.13 match cos

[aHHOM KomaHaoM ycTaHaBAMBaeTcA 3HadeHne 802.1p npuopuTeTa, A5 KOTOPOro A0/KHO cpabaTtbiBaTb
npasuno.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHObl (N0) OTMEHAET HasHaYyeHue.
CuHTaKcuc
match cos <COS>

no match cos

Mapamertpbl

<COS> — 3HayeHue 802.1p npuopuTeTa, NPUHUMAET 3HaYeHus [0..7].
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG-ACL-RULE

Mpumep

‘ esr:esr (config-acl-rule) # match cos 2

16.14 match dscp

[JaHHOM KoMaHAoM ycTaHaBAMBaeTcA 3HavyeHMe Koga DSCP, ans KOToporo Ao/1XKHO cpabaTtbiBaTb NpaBUIIO.
Ncnonb3oBaHuMe oTpuuaTebHON popmMbl KOMaHAbl (NO) OTMEHSIET HasHaYeHMe.
CuHTaKcuc

match dscp <DSCP>

no match dscp

MapameTpbl

<DSCP> — 3HaueHue Koga DSCP, npuHumaeTt 3HauveHus [0..63].
Heobxogumbiii ypoBeHb Nnpusuneruii

10
KomaHgHbIi pexxum

CONFIG-ACL-RULE

Mpumep

‘esr:esr(config—acl—rule)# match dscp 55
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16.15 match ip-precedence

[aHHOW KomaHAoM ycTaHaBAMBaeTcA 3HadeHue Koaa IP Precedence, oA KOToOporo A0/1KHO cpabaTbiBaTb
npasuno.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcuUc
match ip-precedence <IPP>

no match ip-precedence

Mapamertpbl
<IPP> — 3HaueHue Koga IP Precedence, npuHMmaeT 3HayeHus [0..7].
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG-ACL-RULE
Mpumep

’esr:esr(config—acl—rule)# match ip-precedence 5

16.16 match vian

[aHHOl KoMaHAol ycTaHaBAMBAaETCA 3HaYeHMe naeHTUGUKaumnoHHoro Homepa VLAN, gns KoToporo
[OMXHO cpabaTbiBaTb NPaBUIO.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAObl (NO) OTMEHSEeT HasHayeHue.
CuHTaKcuc
match vlan <VID>

no match vlan

MapameTpbl

<VID> — ngeHtudmKaumoHHbln Homep VLAN, npuHumaeT 3HauyeHus [1...4094].
Heob6xoaumbiit ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG-ACL-RULE

Mpumep

‘esr:esr(config—acl—rule)# match vlan 100
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16.17 action

[aHHas KomaHaa UCNob3yeTcs s yKasaHuaA AeCTBUA, KOTOpOoe AO/IKHO ObITb NPUMEHEHO AN1A
TpaduKa, yA0BNETBOPAIOLLErO 3a4aHHbIM KPUTEPUAM.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) yaanseT HasHayeHHoe aelicTBume.
CuHTaKcuc
action <ACT>

no action

Mapamertpbl
<ACT> — Ha3Hayaemoe aelcTeue:
2. permit — npoxoxaeHue TpaduKa paspeLlaercs;
3. deny— npoxoxgeHue TpaduKa 3anpeLsaercs.
Heobxogumbiii yposeHb npusuaerni
10
KomaHgHbIii pexxum
CONFIG-ACL-RULE

Mpumep

‘ esr:esr (config-acl-rule) # action permit

16.18 show ip access-list

ﬂ,aHHaﬂ KOMaHAa UCnonb3yeTca ANAa NpoCMOTpPa CNUCKOB ynpasaeHnNA O0CTYyNMOM.
CuHTaKcuc

show ip access-list [ <NAME> [ <ORDER> ] ]

MapameTpbl
<NAME> — nma cnucKa ynpaBaeHuns AOCTyNom, 3a4aéTcsa CTPOKon Ao 31 cMmBona;

<ORDER> — Homep npasuaa, npuHMMaeT 3HadyeHus [1..2000000]. Mpu ykasaHUM HOMepa npasua
6yLeT nokasaHa MH$OpPMaLMA TONbKO MO AAHHOMY NpPaBuay.

Heob6xoaumbiit ypoBeHb NpuBUAErui
1

KomaHAHbIi pexxum

ROOT

Mpumep

esr:esr# show ip access-list
Name Description

acl-telnet-drop -
acl-ssh-drop Drop SSH traffic
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esr:esr# show ip access-1list acl-ssh-drop

Index:

Matching pattern:
Protocol:
Source MAC address:
Source IP address:
Source port:

Destination MAC address:

Destination IP address:
Destination port:
Action:
Status:

1

TCP (6)
any

any

any

any

any

22

Deny
Enabled

Index:

Matching pattern:
Protocol:
Source MAC address:
Source IP address:

Destination MAC address:

Destination IP address:
Action:
Status:

any
any

any

any

any
Permit
Enabled
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17 YNPABJIEHUE FIREWALL

17.1 security zone

[JaHHaa KomaHaa ucnonb3lyeTca Ana co3aaHmA 30H 6e30MacHOCTM U Nepexoaa B PeXUM
KOHUIrypMpOBaHMA 30HbI.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) yaanaeT 3ajaHHYo 30HY 6€30MacHOCTU.
CUHTaKCcUc

[no] security zone <NAME>

Mapametpbl

<NAME> — ums co3gaBaemoit 30Hbl 6€30MacHOCTH, 3a4aéTcA CTPOKoMN A0 12 cnumeonos. Mpu
BbINOJHEHUM OTPULLATENBHON POPMbI KOMaHAbI CO 3HaYeHMem napameTpa «all» 6yayT yaaneHbl Bce
30HblI 6e3onacHocTH.

Heobxogumbiii ypoBeHb Nnpusunernii

10

KomaHgHbIii pexxum

CONFIG
Mpumep

esr:esr(config)# security zone trusted
esr:esr (config-zone) #

17.2 description

JaHHaa KomaHaa ncnonb3yerTca ana UsSMmeHeHunA onncaHnAa KOHq)MprMpyeMOIZ 30Hbl 6esonacHocTw.
Ucnonb3osaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) yAanAeT yCtaHOB/IeEHHOE OnnucaHue.

CuHTaKCKC
description <DESCRIPTION>

no description

Mapamertpbl

<DESCRIPTION> — onucaHue 30Hbl 6€30NacHOCTH, 3a4aETcA CTPOKoM A0 255 cMmBoONOB.
Heob6xoaumbiit ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG-ZONE

Mpumep

‘esr:esr(config—zone)# description "Trusted interfaces"
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17.3 security-zone

[aHHas KomaHga ucnonb3yertcs gns AobasneHUs BbIOBPaHHOMO ceTeBOro MHTepdelica B 30Hy
6e3onacHocTu. Micnonb3oBaHWe oTpuuaTesibHoM GopMbl KOMaHAbI (NO) yaanseT uHTepdeinc U3 30HbI.

CUHTaKcuc
security-zone <NAME>

no security-zone

MapamerTpbl
<NAME> — nma 30HbI 6e30nacHOCTH, 3a4aETCA CTPOKOMN A0 12 cMMBO/IOB.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# security-zone trusted

17.4 ip firewall disable

[aHHas KomaHZa MCnonb3yeTcs aNa oTKAoYeHUa PyHKuuK Firewall Ha ceTeBom nHTepdelice.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAapl (No) BKAOUaeT yHKumio Firewall Ha ceTeBom
nHTEepodelice.

CuHTaKcuc

[no] ip firewall disable

MapameTpbl
KomaHp,a HEe COA4EePXKUT aprymeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAEruii
10
KomaHAaHbIi pexxum
CONFIG-GI
CONFIG-TE
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CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-GRE
CONFIG-IP41P4
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# ip firewall disable

17.5 security zone-pair

[aHHaa KomaHAa UCNoNb3yeTca AA CO34aHNUA rPynnbl Npasua ANa napbl 30H 6e3onacHocTy.

Mcnonb3oBaHue oTpuLaTebHo GopMbl KOMaHAbI (NO) yaanaeT yKasaHHYIo rpynny npasu.

CuHTaKcuc

[no] security zone-pair <SOURCE-ZONE> <DESTINATION-ZONE>

MapameTpbl
<SOURCE-ZONE> — 30Ha 6e30nacHOCTU, U3 KOTOPOW NocTynaeT Tpaduk;

<DESTINATION-ZONE> — 30Ha 6e30MacHOCTH, B KOTOpPYtO nocTynaeT Tpaduk. Ha maplpytusatope
BCerga cylectsyeT 30Ha 6e3onacHocTh ¢ umeHem «self». Ecamn B KauecTBe nosiyyatena Tpaduka
BbICTYNaeT CaM MapLUpyTMU3aTop, TO eCTb TPadUK He ABAAETCA TPAH3UTHLIM, TO B KaYecTBe
napameTpa yKa3sblBaeTcs 30Ha «self». Ecnm npu yaaneHnn ncnonbsyetca 3HayeHWe napameTpa
«all», To 6yayT yaaneHbl Bce KOHPUTYpUpyemble napbl 30H HesonacHoCTH.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIi pexxum
CONFIG

Mpumep

‘ esr:esr(config)# security zone-pair trusted self

17.6 rearrange

ﬂ,aHHaﬂ KOMaH/Aa MeHAET wWar mexagy cCo3gaHHbIMU NpaBui1aMun.
CuHTaKcuc

rearrange <VALUE>

Mapametpbl

<VALUE> — war mexay npasuaamu, npuHMUMaeT 3HauyeHumn [1..50].
Heob6xoaumbiii ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG-ZONE-PAIR
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CONFIG-SNAT-RULESET
CONFIG-DNAT-RULESET

Mpumep

‘esr:esr(config-zone—pair)# rearrange 10

17.7 renumber

JaHHaa KomaHaa meHAaeT Homep nNpasuna.
CuHTaKcuc

renumber rule <CUR_ORDER> <NEW_ORDER>

MapamerTpbl
<CUR_ORDER> — TekyLuMit HOMep NpasBuaa, NPMHUMAET 3Ha4yeHuA [1..10000];
<NEW_ORDER> — HOBbIIA HOMep npaBwuaa, NPUHMMaeT 3HaveHua [1..10000].
Heobxoaumbii ypoBeHb NpuBUAErni

10

KomaHgHbIN pexxum
CONFIG-ZONE-PAIR
CONFIG-SNAT-RULESET
CONFIG-DNAT-RULESET

Mpumep

‘esr:esr(Config—zone—pair)# renumber rule 13 100

17.8 rule

[aHHan KomaHAa Ucnosib3yeTcs 4N CO34aHUA NpaBMaa U nepexoda B KOMaHAHbIN pexum SECURITY
ZONE PAIR RULE. NpaBunna o6pabaTbiBatloTcs YCTPOMCTBOM B NOPAAKE BO3pPACTaHUA X HOMEPOB.

Ncnonb3oBaHMe oTpuuaTenbHoM Gopmbl KOMaHAbl (NO) yaanaeT yKasaHHOe NpaBuso.
CuHTaKcuc

[no] rule <ORDER>

MapameTpbl

<ORDER> — Homep npaBuaa, NnpuHUMaeT 3HayeHus [1..10000]. Ecam npu yaaneHmMm ncnonbsyerca
3Ha4YeHue napameTpa «all», To byayT yaaneHsl Bce Npasuna gas KOHPUrypupyemoit napbl 30H
6e3onacHoCTH.

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHaHbI pexkxum

CONFIG-ZONE-PAIR
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Mpumep

esr:esr (config-zone-pair)# rule 10

esr:esr (config-zone-rule) #

17.9 description

JaHHaa KomaHaa ncnonb3yeTca ANA U3SMEHEHUA ONUCAHUA.
Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) yaanseT onucaHue.
CUHTaKCcnc

description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> —onucaHue, 3agaéTca cTpoKoi 40 255 cMmBonoB.
Heobxoaumblii ypoBeHb npusuaeruin

10
KomaHgHbIN pexum

CONFIG-ZONE-PAIR-RULE

Mpumep

‘esr:esr(config—zone—rule)# description " Telnet traffic filtering"

17.10 enable

ﬂ,aHHaﬂ KOMaHAa WUCNOoJIb3yeTcAa O17 aKTUBUPOBaHUA NMpaBuaa.
Ncnonb3oBaHuMe oTpuuaTeibHOM GopMbl KOMaHAbl (NO) AeaKTUBMPYET NpaBuo.
CuHTaKcuc

[no] enable

MapameTpbl
KomaHp,a He COAEPHKUT aprymMeHTOB.
3HauyeHue No YyMONYaHUIO
I'Ipanmo BbIK/1HOYEHO
Heo6xoaumbiit ypoBeHb NpuUBUAErnin
10
KomaHAaHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr:esr (config-zone-rule)# enable
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17.11 match source-address

JaHHOM KomaHAoM ycTaHaBAnBaeTcA npodunb IP-agpecos oTnpasuTens, 414 KOTOPbIX AOKHO
cpabaTbiBaTbh NPaBUIIO.

Mpwu ncnonb3oBaHMM NapameTpa «not» (match not) npasmno byaet cpabatbiBaTh A4 IP-agpecos
OTNpPaBUTENS, KOTOPbIE HE BXOAAT B YKa3aHHbIN npodub.

Ncnonb3oBaHuMe oTpuLaTenbHoN GopmMbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcuUc

[no] match [not] source-address <OBJ-GROUP-NETWORK-NAME>

Mapamertpbl

<OBJ-GROUP-NETWORK-NAME> — nma npoduna IP-aapecos, 3aaaétca cTpokoi go 31 cumsona.
Mpu yKazaHUM 3HaYeHUa «any» npasuno byaeT cpabatbiBaTb ans Atoboro IP-agpeca otnpasutens.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIii pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

’ esr:esr (config-zone-rule)# match source-address remote

17.12 match source-mac

[aHHoW KomaHAoW ycTaHaBamBaeTcs MAC-agpec oTnpaBuTens, 4158 KOTOPOro AO/IKHO cpabaTbiBaTbh
npasuno.

Mpu ncnonb3oBaHUM NapameTpa «not» (match not) npasuno 6yaet cpabaTtbiBath Ana MAC-agpecos
oTnpaBuTeNs, OT/IMYHBIX OT YKa3aHHOrO.

Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) OTMEeHAET Ha3HauyeHue.
CuHTaKcuc

[no] match [not] source-mac <ADDR>

MapameTpbl

<ADDR> - MAC-aagpec otnpasutens, 3agaétca B suae XX:XX:XX:XX:XX:XX, rae Kaxaaa 4acTtb
npuHMmaeT 3Ha4yeHus [00..FF].

Heob6xoaumbii ypoBeHb NpUBUAErnii
10

KomaHaHbIi1 pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

‘ esr:esr(config-zone-rule)# match source-mac A8:F9:4B:AA:00:40
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17.13 match source-port

[aHHOW KoMaHAaoW ycTaHasamBaerca npodpuab TCP/UDP-nopToBs oTnpasuTens, A KOTOPbIX A0AKHO
cpabaTbiBaTbh NpaBUIIO.

Mpu ncnonb3oBaHUK NapameTpa «not» npasuao byaert cpabaTbiBatbh 414 TCP/UDP-nopTtoB oTnpasuTens,
KOTOpble He BXOAAT B YKa3aHHbIM npodub.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKCcuUc
match [not] source-port <PORT-SET-NAME>

no match source-port

Mapamertpbl

<PORT-SET-NAME> — nmsa npodumna TCP/UDP-nopTos., 3agaétca ctpokoi Ao 31 cumeona. Mpu
YKasaHuu 3HaveHua «any» npasuao byaet cpabatbisatb A4 no6oro TCP/UDP-nopTa otnpasutens.

Heobxogumbiii ypoBeHb npusuaerunii
10

KomaHgHbIii pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

‘ esr:esr (config-zone-rule)# match source-port telnet

17.14 match destination-address

[aHHOW KOMaHAOW ycTaHaBAMBaeTcs Npoduab IP-agpecos noayyaTens, o KOTOPbIX AOKHO
cpabaTtbiBaTb NPaBMIIO.

Mpu ncnonb3oBaHMK NapamMeTpa «not» npasuno byaeT cpabatbiBaTb Ana IP-agpecos nosyyartens,
KOTOpble He BXOAAT B YKa3aHHbIN npodub.

Ncnonb3oBaHuMe oTpuuaTeibHON GopmMbl KOMaHAb! (NO) OTMEHSIET HasHaYeHMe.
CuHTaKemc
match [not] destination-address <OBJ-GROUP-NETWORK-NAME>

no match destination-address

Mapamertpbl

<OBJ-GROUP-NETWORK-NAME> — uma npoduna IP-agpecos, 3agaétca ctpokoi o 31 cumsona.
Mpu yKa3aHUM 3HaYeHUA «any» npasuno byaeT cpabaTbiBaTh gns Atoboro IP-agpeca nonyyatens.

Heob6xoaumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

‘ esr:esr (config-zone-rule)# match destination-address local

190 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

17.15 match destination-mac

JaHHo KomaHAoM ycTaHaBanBaeTca MAC-aapec noayyartens, A8 KOTOPOro A0/XKHO cpabaTtbiBaTb
npasuo.

Mpwu ncnonb3oBaHMK NapameTpa «not» (match not) npasuno byaet cpabatbiBaTb ans MAC-agpecos
nosiy4yatens, OTIMYHbIX OT YKa3aHHOrO.

Ncnonb3oBaHuMe oTpuLaTenbHoN GopmMbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcuUc

[no] match [not] destination-mac <ADDR>

Mapamertpbl

<ADDR> - MAC-aapec nonyyatens, 3agaétca B suge XX:XX:XX:XX:XX:XX, rae Kaxaaa 4yactb
npuHMMaeT 3Ha4veHus [00..FF].

Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIii pexxum

CONFIG-ZONE-PAIR-RULE

Mpumep

’ esr:esr (config-zone-rule)# match destination-mac A8:F9:4B:AA:00:40

17.16 match destination-port

[aHHOW KoMaHaoW ycTaHasnmBaercs npoduab TCP/UDP-nopToB nosiyyartens, 18 KOTOPbIX A0/KHO
cpabatbiBaTb NpaBuUo.

Mpu ncnonb3oBaHUK NapameTpa «not» npasuio 6yaer cpabatbiBath ana TCP/UDP-nopTtos nonyyarens,
KOTOpble He BXOAAT B YKa3aHHbIN Npodub.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAabl (NO) yaanaeT HasHavyeHue.
CuHTaKcuc
match [not] destination-port <PORT-SET-NAME>

no match destination-port

Mapametpbl

<PORT-SET-NAME> — uma npodumns TCP/UDP -nopTos., 3aaaétca cTpoKa Ao 31 cumsona. Mpwu
YKa3aHWW 3HaYeHMA «any» npasBuno byaet cpabaTbiBaTb Ans ntoboro TCP/UDP-nopTa nonyyatens.

Heobxogumbiit ypoBeHb NnpuBunerun

10
KomaHaHbIi1 pexxum

CONFIG-ZONE-PAIR-RULE

Mpumep

‘esr:esr(config—zone—rule)# match destination-port ssh
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17.17 match protocol

[aHHON KOMaHAOM yCTaHaBAMBAETCA MMA UAKM HOomep IP-npoToKona, A1 KOTOPOro A0/KHO cpabaTtbiBaTb
npasuno.

Mpu Mcnonb3oBaHUKM NapameTpa «not» npasuao byaeT cpabaTbiBaTb A4/19 BCEX NPOTOKO/I0B, KpOMeE
YKasaHHoro.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CuHTaKcuc

match [not] protocol <TYPE>

no match protocol

match [not] protocol-id <ID>

no match protocol-id

MapamerTpbl

<TYPE> — TMn npoToKo/a, NpMHMMAET 3HavyeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp,
pim, udp, vrrp, rdp, 12tp, gre.

Mpu yKasaHUK 3Ha4YeHnsa «any» npasuao byaet cpabatbiBaTh 417 NOObIX MPOTOKO/OB;
<ID> — npgeHTnPUKaUNOoHHbI Homep IP-npoToKona, NpUHUMaeT 3HadyeHua [0x00-0OxFF].
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

‘ esr:esr(config-zone-rule)# match protocol udp

17.18 match icmp

JaHHasa KomaHaa UCNoNb3yeTcs AN HAaCTPOMKM NapameTpos npoTtokona ICMP, ecan oH BbibpaH
KoMaHaoM «match protocol». laHHOM KOMaHA0M yCTaHABAMBAETCA TUM U KoA COobLEeHNI NpoToKoNa
ICMP, ansa KoTopblx A0/IKHO cpabaTbiBaTb NpaBuUo.

Mpu ncnonb3oBaHMM NapameTpa «not» npasuno byaeT cpabaTbiBaTb 418 BCEX TUMOB M KOA0B COOOLLEHMIA
npotokona ICMP, Kpome yKasaHHbIX.

Ncnonb3oBaHuMe oTpuuaTeibHON GopMbl KOMaHAbl (NO) OTMEHSIET HasHaYeHMe.
CuHTaKkcuc
match [not] icmp <ICMP_TYPE> <ICMP_CODE>

no match icmp

MapameTpbl
<ICMP_TYPE> — T1n coobuieHuna npotokona ICMP, npuHumaeT 3Ha4yeHus [0..255];

<ICMP_CODE> - Kog, coobuieHusa npoTokona ICMP, npuHumaet 3HayeHus [0..255]. Mpwu ykasaHum
3HaYeHMA «any» nNpasuno byaeT cpabatbiBaTb 415 At060ro Koga coobuweHus npotokona ICMP.

192 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

Heobxoaumbiii ypoBeHb NpuBUAernm
10

KomaHpgHbIi1 pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

‘esr:esr(config—zone—rule)# match icmp 2 any

17.19 match destination-nat

[aHHOM KOMaHAO0M yCTaHaBAWBAETCA OrpaHMuYeHme, NPU KOTOPOM Npasuao byaeT cpabaTtbiBaTb TONLKO
ANA TpadurKa, USMEHEHHOTO CEPBMCOM TPaHCAALMK IP-agpecos 1 NOpPTOB NoslyYaTens.

Mpun ncnonb3oBaHWM NapamMeTpa «not» npasuio byaeT cpabaTbiBaTb 41 TPadUMKa, HE USMEHEHHOIO
cepBucom TpaHcaauum IP-aapecos n nopToB nosyyaTensn. Mcnonb3oBaHWe oTpULATENbHOW GOPMbI
KOMaHAbl (N0) OTMeHsAeT HasHavyeHue.

CuHTaKcmuc

[no] match [not] destination-nat

MapameTpbl
HomaH,qa HE COLEPXKUT aprymeHTOB.

Heobxogumbiii yposeHb npusuaerui
10

KomaHgHbIi pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

Iesr:esr(Config—zone—rule)# match destination-nat

17.20 action

[aHHasa KomaHZa MCNoNb3yeTCs AN YKa3aHMA AeACTBUA, KOTOPOE A0/IKHO BbiTb NPUMEHEHO AN1A
TpaduKa, yA0BNETBOPAIOLLErO 3a4aHHbIM KPUTEPUAM.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (NO) yaanseT HasHaYeHHoe AelcTBMeE.
CuHTaKcunc
action <ACT>

no action

Mapametpbl
<ACT> — Ha3Hayaemoe felcTeue:

4. permit— npoxoxaeHue TpaduKa paspeLlaercs;

5. deny - npoxoxAaeHue TpadpuKa 3anpeLiaeTcs;

6. reject — npoxoxaeHue TpaduKa 3anpeLlaeTcs, a TaKkKe NocbliaeTca oTnpasuUTeNto oTBeT 06
owmnbKe;

7. netflow-sample — npoxoxaeHne TpaduKa paspellaeTcas U OCYLLECTBAAETCA 3KCMOPT
cTaTUCTMKK no npotokony Netflow;

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 193



O ELTEX

8. sflow-sample — npoxoxageHne TpaduKka paspelwaeTca WM OCYLLECTBAAETCA 3KCnopT
CTaTUCTUKM No nNpoToKoay sFlow.

Heobxoaumbiii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG-ZONE-PAIR-RULE

Mpumep

‘ esr:esr (config-zone-rule)# action permit

17.21 ip firewall sessions counters

KomaHaoi BbinosHAeTcA BKAoYeHMe cdeTynkoB ceccuii ana NAT u Firewall. CueTynKkn ysennumeatotcs
TOJ/IbKO TOTAa, KorAa ycTaHaBAMBAeTCA HOBaA ceccuA. [N yCTaHOBAEHHbIX CECCUIN YBEIMYEHUA 3HAUYEH W
CYETYMKOB HE NPOUCXOAUT NMPU NPOXOXKAEHNM NAKETOB. BKAOUEHNE CHEeTYMKOB CHUXKAET
NpOM3BOAUTENbHOCTb MapLUpyTU3aTopa.

KomaHgapl 418 NpoCcMOTpa CYETYMKOB M CECCUM OnncaHbl B pasgene 17.36 u 18.27.
Ncnonb3oBaHuMe oTpuLaTenbHOM GOpMbl KOMaHAbl (NO) OTKAOYAET CYETYNKM CECCUA.
CuHTaKcuc

[no] ip firewall sessions counters

MapameTpbl

KomaHga He COAEPHUT aprymMmeHTOB.

3HauyeHue No yMOo4aHUo
CUYeTYMKU CEeCCUI OTKAIOYEHDI.
Heobxogumbiii ypoBeHb Nnpusuneruii
10
KomaHpgHbIii pexxum
CONFIG
Mpumep

‘ esr:esr(config)# ip firewall sessions counters

17.22 ip firewall sessions max-expect

[aHHoW KomaHAoW onpeaenseTca pasmep Tabanubl ceccuin oxxnaatoLmx obpaboTku.
Mcnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET 3HaYeHME N0 YMONYAHMIO.
CUHTaKcunc

ip firewall sessions max-expect <COUNT>

no ip firewall sessions max-expect
MNapameTpbl

<COUNT> — pasmep Tabauubl, NpuHMUMaeT 3HayeHun [1..8553600].
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3HayeHUe No yMO4aHUIO

256

Heobxogumbiii ypoBeHb Nnpusunernii

10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions max-expect 512

17.23 ip firewall sessions max-tracking

JaHHOM KoMaHAoM onpeaenaeTca pasmep TabanLbl OTCEXKMBAEMbIX CECCUIA.
Mcnonb3oBaHWe oTpuLaTebHOM GOpPMbl KOMaHAbI (NO) yCTaHABAMBAET 3HAYEHME MO YMOJTYAHMIO.
CuHTaKcuc

ip firewall sessions max-tracking <COUNT>

no ip firewall sessions max- tracking
MapameTpbl

<COUNT> — pasmep Tabaunubl, NpuHMUMaeT 3Ha4yeHun [1..8553600].
3HauyeHue No yMOo4YaHUIo

512000
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHpgHbIii pexxum

CONFIG

Mpumep

Iesr:esrlOOO(config)# ip firewall sessions max-tracking 256000

17.24 ip firewall sessions icmp-timeout

ﬂ,aHHOVI KOMaH,Ll,OVI onpeagenaeTca spema XKn3Hum ICMP-ceccum, no ucteveHmm KOTOPOro oHa CHMUTaeTCA
YCTapEBUJEﬁ nyganaeTca n3 Ta6}'IMLI,bI OTCNEKMBAEMbBIX CECCUN.

Mcnonb3oBaHWe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) ycTaHAB/AMBAET 3HaYEHMeE N0 YMONYAHMIO.
CUHTaKcunc
ip firewall sessions icmp-timeout <TIME>

no ip firewall sessions icmp-timeout

Mapametpbl

<TIME> — Bpems Xu3Hun ICMP-ceccum, NPUHUMAET 3HaYeHUA B cekyHaax [1..8553600].
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3HayeHUe No yMO4aHUIO
30 cekyHA,

Heobxoaumbiii ypoBeHb NpuBuaernm
10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions icmp-timeout 60

17.25 ip firewall sessions tcp-connect-timeout

JaHHOM KoMmaHAoM onpeaenaeTca BpemMs *KusHu TCP-ceccum B COCTOAHUM «COeANHEHUNE
YCTaHaB/AMBAETCA», NO UCTEYEHMUMN KOTOPOro OHa CYMTAETCA yCTapeBLen U yaansaeTca u3 Tabanubl
OTCNeXKMBAEMbIX CECCUIA.

Mcnonb3oBaHue oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKCuUC

ip firewall sessions tcp-connect-timeout <TIME>

no ip firewall sessions tcp-connect-timeout
MapameTpbl

<TIME> — Bpems *un3Hn TCP-ceccnmn B cOCTOAHMM "coeauHEHMeE ycTaHaBAMBaeTCcA", NPUHUMaeT
3Ha4yeHus B cekyHaax [1..8553600].

3HauyeHue No yMO4YaHUIO
60 cekyHA,

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions tcp-connect-timeout 120

17.26 ip firewall sessions tcp-disconnect-timeout

[aHHOol KoMaHAoM onpeaenaeTca Bpems *KusHu TCP-ceccum B cocToAHUM "coenHeHMe 3aKpbiBaeTca', no
MCTEeYEeHNN KOTOPOro OHa CYUTAETCA yCTapesLlei 1 yaanaeTca U3 Tabaumubl OTCNEKMBAEMbIX CECCUIA.
Mcnonb3oBaHue oTpuuaTesbHon GopmMbl KOMaHAbl (N0) ycTaHaBAMBAET 3HaYEHME N0 YMOIYaHUIO.

CUHTaKcunc
ip firewall sessions tcp-disconnect-timeout <TIME>

no ip firewall sessions tcp-disconnect-timeout
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MapameTpbl

<TIME> — Bpems xun3Hn TCP-ceccnmn B cOCTOAHMM "coeamHeHMe 3aKpbiBaeTca", NpuHUMaeT
3HayeHuA B ceKyHaax [1..8553600].

3HauyeHUe No yMOo4aHUIO
30 cekyHA,

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esrl000 (config)# ip firewall sessions tcp-disconnect-timeout 10

17.27 ip firewall sessions tcp-estabilished-timeout

JaHHOM KomaHAaoM onpeaenseTca Bpema *KnsHu TCP-ceccum B cocTofHUK 'coegMHEHME YCTaHOBEHO", No
MCTEeYEeHNN KOTOPOro OHa CYUTAETCA yCTapeBLel U yaanaeTca n3 Tabamubl OTCNEXKMBAEMbIX CECCUIA.
Mcnonb3oBaHWe oTpuuaTebHon GopMbl KOMaHAbl (N0) yCcTaHaBAMBAET 3HaYEHME N0 YMOJYaHUIO.

CuHTaKCUC
ip firewall sessions tcp-estabilished-timeout <TIME>
no ip firewall sessions tcp-estabilished-timeout
MapameTpbl

<TIME> — Bpems *un3Hn TCP-ceccnmn B cOCTOAHMM "coeaUHEHME YCTaHOBAEHO", NpUHMMaET
3Ha4yeHus B cekyHaax [1..8553600].

3HauyeHue No yMOo4aHUIo
120 cekyHA,

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions tcp-estabilished-timeout 3600

17.28 ip firewall sessions tcp-latecome-timeout

[aHHOW KoMaHAoW onpeaenseTca Bpems OXKuAaHWA, MO UCTEYEHUM KOTOPOro NPONCXoauT GpakTmyeckoe
yAaneHue 3akpbiToit TCP-ceccumn 13 TabanLbl OTCAEKMBAEMbIX CECCUN.

Ncnonb3oBaHMe oTpuLaTeNbHON GopmMbl KOMaHAb! (N0O) yCTaHABAMBAET 3HAYEHME MO YMOIYAHUIO.
CuHTaKcunc

ip firewall sessions tcp-latecome-timeout <TIME>
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no ip firewall sessions tcp-latecome-timeout
MapameTpbl
<TIME> — Bpems 0XunaaHua, NpUHMMaeT 3Ha4yeHus B cekyHaax [1..8553600].
3HayeHue No yMON4YaHUIo
120 ceKyHA,
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHpHbIi1 pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions tcp-latecome-timeout 10

17.29 ip firewall sessions udp-assured-timeout

JaHHoM KomaHAaoM onpeaensetca Bpema *KnsHn UDP-ceccum B coCToAHMM "coeanHeHMe NoaTBepKaeHo",
Mo UCTeYEeHUU KOTOPOro OHa CYUTaeTCA yCTapeBLweit U yaanaeTcsa u3 Tabanubl OTCNEXKUBAEMbIX CECCUIA.

Ucnonb3oBaHue OTpMLI,aTEHbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBa€T 3Ha4Y€HUNE NO YMOJ/THAHUIO.

CuHTaKcuUc
ip firewall sessions udp-assured-timeout <TIME>
no ip firewall sessions udp-assured-timeout
MapameTpbl

<TIME> — Bpems xun3Hn UDP-ceccum B cocToAHUM "coeaAnHEHUE NOATBEPKAEHO ", NPUHMMaET
3Ha4yeHus B cekyHaax [1..8553600].

3HaueHune No yMONYaHUIO
180 cekyHpA,

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions udp-assured-timeout 3600

17.30 ip firewall sessions udp-wait-timeout

[aHHOW KoMaHAoW onpeaenseTca Bpems *Ku3Hu UDP-ceccMm B COCTOAHUN «COegUHEHME He
NOATBEPKAEHO», MO UCTEYEHUMN KOTOPOTrO OHA CYMTAETCA YCTapeBLEel 1 yaanaertca U3 Tabamubl
OTC/IeXKMBAEMbIX CECCUN.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET 3HaYeHME N0 YMONYAHMIO.
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CuHTaKcuc
ip firewall sessions udp-wait-timeout <TIME>
no ip firewall sessions udp-wait-timeout
MapameTpbl

<TIME> — BpemaA *xun3Hn UDP-ceccum B COCTOAHUM «COegUHEHME HE NOATBEPHKAEHO», NPUHMMAET
3HayeHus B ceKyHaax [1..8553600].

3HayeHUe No yYMOHYaHUIO
30 cekyHg,

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esrlOOO(config)# ip firewall sessions udp-wait-timeout 60

17.31 ip firewall sessions generic-timeout

ﬂ,aHHOVI KOMaHAOVI onpegenaeTca spema XnsHm ceCChmn gna HenoggepxXmBaembiX NnpoToOKO0B, NO
NUCTEYEHUN KOTOPOro OHa CHNTaETCA yCTBpEBLLIEI?I nynanaeTca n3 Ta6l'|l/1Ll,b| OTC/IeXKMBaEMbIX CECCUA.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAb! (NO) ycTaHaBAMBaET 3HaYEHME MO YMOIYAHUIO.
CuHTaKCcuUc

ip firewall sessions generic-timeout <TIME>

no ip firewall sessions generic-timeout
MapameTpbl

<TIME> — Bpems *KM13HU ceccun AN Henoanep>KMBaeMblX NPOTOKON0B, NPUHUMAET 3HaYeHUA B
cekyHaax [1..8553600].

3HauyeHUe No YMOJ/HYAHUIO
60 cekyHAa

Heob6xogumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi pexxum

CONFIG

Mpumep

esr:esrl000 (config)# ip firewall sessions generic-timeout 60
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17.32 show security zone

[aHHasa KomaHaa Ncnosib3yeTcs Aaa NPOCMOTPa UHTepdelicoB, BXOAALWMX B 30HY 6e30nacHOCTH.
CuHTaKcuc

show security zone [<NAME>]

MapameTpbl
<NAME> — nms 30HbI, 3aaa€Tcs CTPOKOM Ao 31 cumsona.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show security zone
Zone name Interfaces
trusted gil/0/2-6, gil/0/8-24, bridge 1
untrusted gil/0/1, tel/0/1-2, bridge 2
17.33 show security zone-pair

ﬂ,aHHaﬂ KOMaH4a UCnonb3yeTca ANnAa NpoCMOTPa CNUCKa nap 30H.
CuHTaKcuc

show security zone-pair

MapameTpbl
KomaH,u,a He COAEPHKUT aprymMeHTOB.

Heobxoaumblii ypoBeHb npusuaeruim
1

KomaHpaHbI pexkum

ROOT
Mpumep
esr:esr# show security zone-pair
From zone To zone
trusted untrusted
trusted trusted
trusted self
untrusted self
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17.34 show security zone-pair configuration

[aHHaa KomaHaa Ncnonb3yeTca Aaa NPOCMOoTpPa Npasua Aas napbl 30H 6esonacHocTU.
CuHTaKcuc

show security zone-pair configuration <DESTINATION-ZONE> <SOURCE-ZONE> [<ORDER>]

Mapamertpbl

<SOURCE-ZONE> — 30Ha 6e30nacHOCTH, U3 KOTOPOW NOCTynaeT Tpaduk;

<DESTINATION-ZONE> — 30Ha 6e30MacHOCTU, B KOTOPYIO NOCTyNaeT Tpaduk;

<ORDER> — Homep npasuna, npuHMMaeT 3HavyeHua [1..10000]. Mpwn yKaszaHMM HOMepa nNpaBuia
6yaeT nokasaHa MHGOPMALUMSA TOSIbKO MO ZaHHOMY NpaBuy.

Heobxogumbiii ypoBeHb Nnpusunerunii

1

KomaHpgHbIi1 pexxum

ROOT
Mpumep
esr:esr# show security zone-pair configuration trusted self
Order: 1
Description: --
Matching pattern:
Protocol: tcp (6)
Src-addr: any
src-port: any
Dest-addr: any
dest-port: 23
0 0
17.35 show ip firewall counters

[aHHaa KomaHaa MCNONb3yeTCA ANA NPOCMOTPA CTATUCTUKM NO MaKETAM NMPOXo4AWMM MeXIY 30HaMMy,
ANnA KOTOPbIX HE YCTaHOB/1IEHA CeCccuAa.

CuHTaKcuc

show ip firewall counters <DESTINATION-ZONE> <SOURCE-ZONE> [ <ORDER> ]

Mapametpbl
<DESTINATION-ZONE> — 30Ha 6€30nacHOCTH, B KOTOPYHO NocTynaeT Tpaduk;
<SOURCE-ZONE> — 30Ha 6e30nacHOCTH, U3 KOTOPOW NocTynaeT Tpaduk;

<ORDER> — Homep npaBuaa, NpMHUMaeT 3HadyeHus [1..10000]. Mpwu yKaszaHUM HOMepa NpaBuna
byLeT NnokasaHa MH$OpMaLMA TONbKO MO AAaHHOMY NpaBuay.

Heob6xoaumbiii ypoBeHb NpuBUAErui

1

KomaHaHbIi1 pexxum

ROOT

MNpumep
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esr:esr# show ip firewall counters trusted self

Zone-pair Rule Pkts Bytes
trusted/self 1 0 0
trusted/self 10 0 0
trusted/self 20 0 0
trusted/self 30 0 0
trusted/self 40 0 0

17.36 show ip firewall sessions

[aHHas KomaHga Ucnosb3yeTcs s NPOCMOTPa aKTUBHbIX IP-ceccuit.

CUHTaKCcuc
show ip firewall sessions [ protocol <TYPE> ] [ inside-source <ADDR>] [ outiside-source <ADDR> ] [
inside-destination <ADDR> ] [ outside-destination <ADDR> ]

MapamerTpbl

<TYPE> — TMn npoToKoNa, NPUHMMAET 3HavyeHuA: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim,
udp, vrrp, rdp, 12tp, gre;

<ADDR> — IP-agpec, 3apaétca B Buae AAA.BBB.CCC.DDD, rae KaxkAaaa 4acTb NPUHUMAET 3HaYeHuUA
[0..255];

inside-source — KOmaHAga A1A yKasaHus IP-agpeca UCTOYHMKA, MPUXOLALLMX NAKETOB;
inside-destination — komaHAa AnA ykasaHus IP-agpeca HazHaYeHUA, NPUXOAALLMX NAKETOB;
outiside-source — KomaHAa oA yKasaHus IP-agpeca UCTOYHUKA, OTNPaBAAEMbIX MaKeTOB;
outside-destination — KomaHga Ana ykasaHusa IP-aapeca HasHauyeHMA OTNPABASEMbIX MAKETOB.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHAaHbIi pexum

ROOT
Mpumep

esr:esr# show ip firewall sessions
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

vIrrp 10.4.4.4 224.0.0.18 10.4.4.4 224.0.0.18 -- -=
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17.37 clear ip firewall counters

[aHHON KoMaHAoM ocyLlecTBAAeTCA cOpoC CYETYMKOB MO NakeTam, A1 KOTOPbIX HE YCTAaHOB/IEHA ceccus,
npoxoaAaLWux mexay 30Hamu.
CuHTaKcuc

clear ip firewall counters [<DESTINATION-ZONE> <SOURCE-ZONE>] [<ORDER>]

Mapamertpbl
<SOURCE-ZONE> — 30Ha 6e30nacHOCTH, U3 KOTOPOW NocTynaeT Tpaduk;
<DESTINATION-ZONE> — 30Ha 6e30MacHOCTU, B KOTOPYIO NOCTyNaeT Tpaduk;

<ORDER> — Homep npasuaa, npuHMUmMaeT 3HadyeHus [1..10000]. Mpwu ykaszaHUM HOMepa nNpaBuia
6yayT OUMLLEHBI CHETYMKM TONIBKO NO AaHHOMY MPaBuUy.

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIii pexxum

ROOT
Mpumep

’ esr:esr# clear ip firewall counters trusted self

17.38 clear ip firewall sessions

[aHHOI KOMaHA0l ocyLWecTBAAETCA yAaNeHne akTUBHbIX |P-ceccuii.

CuHTaKcunc
clear ip firewall sessions [ protocol <TYPE> ] [ inside-source <ADDR> ] [ outiside-source <ADDR> ] [
inside-destination <ADDR> ] [ outside-destination <ADDR> ]

MapameTpbl

<TYPE> — T1n npoToKona, NpUHMMAaEeT 3HauyeHun: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim,
udp, vrrp, rdp, 12tp, gre;

<ADDR> — IP-agpec, 3apaétca B Buae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NPUHUMAET 3HaYeHMUA
[0..255];

inside-source — KomaHAa ANA yKasaHus IP-agpeca MCTOYHMKA, MPUXOAALLMX NAKETOB;
inside-destination — komaHAa AnA ykasaHus IP-agpeca HazHaYeHUA, NPUXOAALLNX NAKETOB;
outiside-source — KomaHAa AnA yKasaHuA IP-agpeca MCTOYHMKA, OTNPaABASEMbIX NAKETOB;
outside-destination — KomaHga ons ykasaHua IP-agpeca HasHauYyeHMA OTNPaABAAEMbIX MAKETOB.

Heob6xoaumbiii ypoBeHb NpuBUAEruit
10
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KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# clear ip firewall sessions
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18 YNPABJIEHUE NAT

18.1 nat source

[laHHasa KomaHAa no3BoJiAeT BOUTU B PEXKUM HAaCTPOMNKM cepBmca TPaHCAALMM apecos OTnpasuTens
(SNAT, Source NAT).

CuHTaKcuc

service nat source

Mapamertpbl
KomaHAa He cofeprKUT apryMeHTOB.
Heobxogumbiii ypoBeHb npusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG
Mpumep

esr:esr(config)# nat source
esr:esr (config-snat) #

18.2 nat destination

[aHHas KomaHAa No3BoJIAET BOWTU B PEXKUM HACTPOMKM cepBuca TPaHCAALMM aapecoB nosyyaTens
(DNAT, Destination NAT).

CuHTaKcuc

service nat destination

MapameTpbl
KomaH,u,a HE COA4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb NnpuBuaerni
10
KomaHgHbIi pexxum
CONFIG

Mpumep

esr:esr(config)# nat destination
esr:esr (config-dnat) #
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18.3 ruleset

JaHHasa KomaHaa ncnosb3yeTca A4 Co34aHUA rpynnbl Npasua ¢ onpeaenéHHbIM UMeHeM 1 nepexoaa B
KOMaHAHbIN pexkmum SNAT RULESET nnm DNAT RULESET.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) yaanseT 3aiaHHYo rpynny npasu.
CuHTaKcuc

[no] ruleset <NAME>

Mapamertpbl

<NAME> — ums rpynnbl NpaBua, 3a4aETcA CTPOKoM Ao 31 cumona. Ecam ncnonb3oBatb KOMaHAY
ONA yaaneHus, To Npy yKasaHUK 3HaveHua «all» 6yayTt yaaneHbl Bce rpynnbl NpaBuil.

Heobxogumbiii ypoBeHb npusunerunii
10

KomaHpgHbIi1 pexxum
CONFIG-DNAT
CONFIG-SNAT

Mpumep

esr:esr (config-snat)# ruleset wan
esr:esr (config-snat-ruleset) #

18.4 pool

KomaHaa co3naért v HasHayvaet nyn IP-agpecos n TCP/UDP-nopToB ¢ onpeaenéHHbIM UMEHEM A5
cepsuca NAT 1 meHsieT KOMmaHaHbIM pexmum Ha SNAT POOL nam DNAT POOL.

MpumeuaHue. Ecav nyn ncnonbsyeTcs B KaKoM-Anbo rpynne npasu, TO ero yaanatb Hesb3s.
Ncnonb3oBaHMe oTpuuaTenbHoM Gopmbl KOMaHAbl (No) yaanaeT 3agaHHbin nyn NAT-agpecos.
CuHTaKcuc

[no] pool <NAME>

MapameTpbl

<NAME> — nma nyna NAT-agpecos, 3agaétca cTpokon o 31 cumona. Ecam ncnonb3oBaTb KOMaHAY
ANA yAaneHua, To NPy yKasaHUKM 3HayeHuna «all» byayt yaaneHsl sce nynbl IP-agpecos n TCP/UDP-
nopTOB.

Heob6xoaumbiit ypoBeHb NpuBUAErui
10
KomaHaHbIi1 pexxum

CONFIG-DNAT
CONFIG-SNAT

Mpumep

esr:esr (config-snat) # pool nat
esr:esr (config-snat-pool) #
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18.5 ip nat proxy-arp

JaHHaa KomaHAa N03BOAAET MapLLpyTU3aTopy oTBevaTb HA ARP-3anpocsl IP-agpecoB 13 yKkasaHHOro
nyna. ®yHKumMa Heobxoanma ans Toro, YTobbl He HasHa4aTb Bce IP-agpeca 13 nyna TpaHCcAALMK Ha
nHTepdeiice.

CuHTaKcuc
ip nat proxy-arp <OBJ-GROUP-NETWORK-NAME>
no ip nat proxy-arp

MapamerTpbl

<OBJ-GROUP-NETWORK-NAME> — uma npoduna IP-aapecos, 3aaaétca cTpokoi go 31 cumsona.

3HayeHue No yMON4YaHUIo
®yHkuma NAT Proxy ARP oTkitoyeHa.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexum

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# ip nat proxy-arp nat-pool

18.6 from

[aHHOW KOMaHAOW orpaHnYMBaeTca 061acTb NPUMEHEHUSA rpynnbl Npasua. NMpasuna 6yayT NPUMEHATbLCSA
TO/IbKO ANA TpadurKa, NayLLero U3 onpeaeneHHon 30Hbl UK nHTepoelica.

Mcnonb3oBaHme oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yaansaeT orpaHMYeHne 061acTy NPUMeHeHUs
rpynnbl Npasu.

CuHTaKcunc
from { zone <NAME> | interface <IF> | default }

no from

MapameTpbl
<NAME> — umA 30HbI N301AUUN;
<IF>— nma nHTepodeiica ycTpomncTea, 3a4aETcA B BUAE, ONMCaHHOM B pa3aene 3.3.

default — o603HauaeT rpynny npasun gaa Bcero TpaduKa, UCTOYHMK KOTOPOTo He Nonan noa,
KpUTEPUM APYrMX FPYNn NpaBu.

MpumeyaHue. Mpynna npasua co 3HayeHnem «default» napameTpa «from» moskeT 6bITb TONIbKO OAHAa.

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 207



O ELTEX

3HayeHUe No yMO4aHUIO

none

Heobxoaumbiii ypoBeHb NpuBuaernm
10

KomaHpgHbIi1 pexxum
CONFIG-DNAT-RULESET

Mpumep

‘ esr:esr (config-dnat-ruleset)# from zone untrusted

18.7 to

[JaHHOolA KOMaHAoM orpaHuYMBaeTca 061acTb NPUMeEHEHUA rpynnbl npasu. MNpasuna byayT NpUMeHATbCA
TO/IbKO ANA TpaduKa, AYLLEro B ONpeaeieHHY0 30HY Uan uHTepdeic.

Ncnonb3oBaHKue oTpuuaTenbHo GopmMbl KOMaHgpbl (N0) yaanaeT orpaHuyeHmne 061acT NpUMEHEHUS
rpynnbl Npasun.

CuHTaKCUC
to { zone <NAME> | interface <IF> | default }

no to

MapameTpbl
<NAME> — nmsa 30HbI U301ALUN;
<IF>—uma nntepdelica ycTpomncTea, 3a43€Tca B BMAE, ONMCaHHOM B pasgene 3.3.

default — 0603HauaeT rpynny npasua gns Bcero TpadpuKa, MecTo HasHayeHMe KOTOPOro He Nonasno
noa KpUTepun Spyrux rpynn npasui.

MpumeyaHue. Mpynna npasua co 3HaveHMem «default» napameTpa «to» MoXKeT BbITb TONbKO OAHa.

3HauyeHue no yMo14aHuUo

None

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHAHbIi pexxum
CONFIG-SNAT-RULESET

Mpumep

esr:esr (config-snat) # ruleset test

esr:esr(config-snat-ruleset)# to interface gigabitethernet 1/0/1
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18.8 description

[aHHOW KoMmaHaoM 3a4aETCA OnucaHme.
Mcnonb3oBaHuMe oTpuLaTeibHON Gopmbl KOMaHabl (NO) yaanset onucaHue.
CUHTaKcuUc

description <DESCRIPTION>

no description

MapamerTpbl
<DESCRIPTION> — onucaHue, 3a8aétca CTPoMKon 40 255 cMmBo10B.

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbI pexxum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE
CONFIG-DNAT-POOL
CONFIG-SNAT-POOL

Mpumep

‘ esr:esr(config-snat-ruleset)# description "test ruleset"

18.9 rule

[JaHHOI KOMaHAoM co3gaeTcA NPaBuUAO C onpeaenEHHbIM HOMEPOM M YCTaHABINBAETCA PEKUM
KomaHgHoro uHtepderica SNAT RULE nnm DNAT RULE. MpaBuna obpabatbiBatoTca yCTPOUCTBOM B
nopsaaKe Bo3pactaHMA HOMepPOB MpasuJI.

Ncnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHab! (NO) yaanaeT npaBuao no Homepy 1Mbo Bce nNpasuna.
CuHTaKcunc

[no] rule <ORDER>

MapameTpbl

<ORDER> — Homep npaBuaa, npuHUMaeT 3HadyeHua [1 .. 10000]. Ecam ncnonb3oBaTb KOoMaHAay ANA
yAaneHusa, To Npu yKasaHUu 3HadyeHua «all» 6yayT yaaneHbl Bce npasuna.

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHpaHbI pexxum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
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Mpumep

esr:esr (config-snat-ruleset)# rule 10
esr:esr (config-snat-rule)#

18.10 enable

JaHHOM KOMaHAOoM aKTUBUPYETCA KOHPUTypUpyemoe Npasuo.
Ncnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHOpbl (N0) AeaKTMBUPYET UCNOIb30BaHWE NpaBua.
CuHTaKcuc

[no] enable

MapameTpbl
KomaHzaa He coaepKUT aprymMeHToB.
3HayeHUe No YMOYaHUIO

MpaBunao BbIKAKOYEHO.

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

| esr:esr (config-snat-rule)# enable

18.11 match source-address

[aHHOW KOMaHAoW ycTaHaBAMBaeTcs npodpunb IP-agpecos oTNpaBuUTeNs, AN KOTOPbIX AOMKHO
cpabaTbiBaTb NPaBuMO.

Mpu ncnonb3oBaHUM KOMAHAbI «not» NpaBuao byaeT cpabaTbiBaTh 45 IP-agpecos oTnpaBuTens,
KOTOpble He BXOAAT B YKa3aHHbIN npodub.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAbl (NO) OTMEHAET yCTaHOBNEHHOE AeUCTBME.
CuHTaKCcHC
match [not] source-address <OBJ-GROUP-NETWORK-NAME>

no match source-address

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — nma npoduns IP-agpecos, 3agaétca cTpokon ao 31 cumeona.
Mpw yKa3aHMM 3HaYeHUa «any» npasuao byaet cpabaTbiBaTbh Ans Atoboro IP-agpeca otnpasuTens.

Heo6xoaumbiit ypoBeHb NpuBUAEruii

10
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KomaHpgHbIi1 pexxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

‘esr:esr(config—snat—rule)# match source-address local

18.12 match source-port

[JaHHOoI KoMmaHaoM ycTaHasausaeTca npoduab TCP/UDP nopTos oTrnpaButens, A8 KOTOPbIX J0/XKHO
cpabaTbiBaTh NpPaBUIIO.

Mpu ncnonb3oBaHWM KOMaHAbI «not» npasuno byaert cpabaTbiBath Ans TCP/UDP nopTtos otnpasuTens,
KOTOpble He BXOAAT B yKa3aHHbIN npodunb. Mcnonb3oBaHue oTpuLaTeibHon GopmMbl KOMaHAabl (No)
OTMEHSET YCTaHOB/IEHHOE AeNcTBME.

CuHTaKcuc
match [not] source-port <PORT-SET-NAME>
no match source-port

MapameTpbl

<PORT-SET-NAME> — nma npoduns nopta, 3agaétca cTpokoit go 31 cumsona. MNpu yKasaHum
3HauYeHuA «any» npasuno byaet cpabatbiBath Ans ntoboro TCP/UDP-nopTa oTnpasutens.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

Iesr:esr(config—snat—rule)# match source-port telnet

18.13 match destination-address

[aHHOW KOMaHAOoW ycTaHaBAMBaeTcs Npoduab IP-agpecos noayyaTens, o KOTOPbIX AOMKHO
cpabaTbiBaTb NPaBMO.

Mpu ncnonb3oBaHUM KOMaHAbI «not» NpaBuo byaert cpabaTbiBaTb ANA IP-agpecos noayyaTens, KoTopble
He BXOAAT B YKa3aHHbIM npoduab. Mcnonb3oBaHWe oTpuLaTenbHoi ¢popmbl KOMaHAbl (NO) OTMeHsET
YCTaHOB/IEHHOE AeicTBMeE.

CuHTakcuc
match [not] destination-address <OBJ-GROUP-NETWORK-NAME>
no match destination-address

Mapamertpbl

<OBJ-GROUP-NETWORK-NAME> — nma npoouns IP-agpeca, 3agaétca ctpokoi o 31 cumsona. Mpu
yKa3aHMM 3Ha4yeHUs «any» npasuao byaer cpabaTbiBaTb gns Atoboro IP-agpeca nonyyatens.
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Heobxoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

‘esr:esr(config—snat—rule)# match destination-address remote

18.14 match destination-port

[aHHOW KoMaHaoW ycTaHasamBaerca npodpuab TCP/UDP nopTtos nosyyatens, A8 KOTOPbIX A0/KHO
cpabaTbiBaTh NpPaBUIIO.

MpK MCnonb3oBaHUKM KOMaHAbI «not» Npasuao byaeT cpabaTbiBaTh Ans TCP/UDP nopToe nosydyatens,
KOTOpble He BXOAAT B YKa3aHHbI Npodub.

Mcnonb3oBaHue oTpuuaTebHOM GopMbl KOMaHAbl (NO) OTMEHSEeT YyCTaHOBNEHHOE AeNCTBME.
CuHTaKcuc
match [not] destination-port <PORT-SET-NAME>

no match destination-port

MapameTpbl

<PORT-SET-NAME> — nma npoduns nopta, 3agaétca ctpokoi ao 31 cumsona. Mpu ykasaHuu
3HauYeHuA «any» npasuio byaet cpabatbiBatb gna aroboro TCP/UDP-nopTa nonyyatens.

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

‘esr:esr(config—snat—rule)# match destination-port ssh

18.15 match protocol

ﬂ,aHHOVI KOMaH,Ll,OVI YCTaHaB/MBAETCA UMA NN HOMEP |P-I'IpOTOKOJ'Ia, AnAa KOToporo A0/ 1XKHO Cpa6aTbIBaTb
npasuno.

Mpu ncnonb3oBaHUM NapamMeTpa «not» npasuao byaeT cpabaTbiBaTb A9 BCEX MPOTOKONOB, KpOME
YKasaHHoro.

Ncnonb3oBaHWe oTpuuaTesbHon GopMbl KOMaHAbl (NO) OTMEHAET Ha3HauyeHue.
CUHTaKcunc

match [not] protocol <TYPE>

no match protocol

match [not] protocol-id <ID>
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no match protocol-id

MapameTpbl

<TYPE>— TMn npoToKoNa, NPUHMMAET 3HavyeHuA: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp,
pim, udp, vrrp, rdp, 12tp, gre.

Mpu yKaszaHMM 3HAYEHUs «any» npaBuao byaeT cpabatbiBatb 418 AOObIX NPOTOKOOB;
<ID> — npgeHTMPUKaAUMOHHbI HoMep IP-npoToKona, NpUHUMaeT 3HavyeHuAa [0x00-0xFF].
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHpgHbIi1 pexxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

‘esr:esr(config—snat—rule)# match protocol udp

18.16 match icmp

JaHHaa KomaHAa UCNo/ib3yeTcs AN HAaCTPOMKM NapameTpoBs npoTtokoaa ICMP, ecnv oH BbibpaH
KoMmaHgol «match protocol». KomaHaon yctaHaBanBaeTca TMN U Kog, coobLeHunii npotokona ICMP, ana
KOTOPbIX 40/IXKHO cpabaTbiBaTb NPaBMIO.

Mpu ncnonb3oBaHMM KOMaHAb! «not» Npasuao byaeT cpabaTbiBaTb 414 BCEX TUMOB U KOA0B COOOLWEHNI
npotokona ICMP, Kpome yKasaHHbIX.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHaBAMBaET 3HaYEHME MO YMOIYAHUIO.
CuHTaKCcuUc
match [not] icmp <ICMP_TYPE> <ICMP_CODE>

no match icmp

MapameTpbl
<ICMP_TYPE> — T1n coobuweHuna npotokona ICMP, npuHumaet sHayeHun [0 ..255];
<ICMP_CODE> — Kog, coobueHua npotokona ICMP, npuHumaet 3HayeHus [0 ..255]. MNpu yKasaHuu
3HauyeHuA «any» npaswuno byaet cpabatbiBaTh AnA Nt0b6oro koga coobueHna npotokona ICMP.
3HayeHue No yMo4aHUIO
any any
Heob6xoaumbiii ypoBeHb NpuBUAErui
10
KomaHgHbIi pexkum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr:esr(config-snat-rule)# match icmp 2 any
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18.17 action source-nat

[aHHOW KOMaHAOW Ha3Ha4YaeTca TMN AENCTBUA «KTPAHCAALMA adpeca U NopTa OTNPaBUTENA» U NapamMeTpbl
TpaHcaauMm ana TpaduKa, yo0BAETBOPAIOLWEr0o KpUTEPMAM, 3a4aHHbIM KOMaHaammn «matchy».

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET 3HaYEeHME MO YMOAYaHUIO.
CuHTaKcuc

action source-nat { off | pool <NAME> | netmap <ADDR/LEN> | interface [FIRST_PORT —
LAST PORT] }

no action source-nat

Mapamertpbl
off — TpaHcnauma oTkntodeHa. TpaduK, nonagatowmii Nos 3afaHHble KPUTEpPUU, He ByaeT USMEHEH;

pool <NAME> — 3agaét nyn IP-agpecos u/unn TCP/UDP noptos. Y Tpaduka, nonaaatoLLero nog
3agaHHble KpuTepuu, byaet nameHeH IP-agpec u/vam TCP/UDP nopt oTnpaBuTens Ha 3HaYeHus,
BblbpaHHble 13 Nyna;

netmap <ADDR/LEN> — 3aaaét npedurKc agpeca 1 MacKy Noacetn ans TpaHcaaumm. Y tpaduka,
nonagatoLero nog 3agaHHble Kputepuu, byaet usmeHeH IP-agpec otnpasutens Ha IP-agpec us
yKasaHHou noacetu. NapameTp 3aaaérca 8 suae AAA.BBB.CCC.DDD/EE, rae Kaskaas yacte AAA —
DDD npuHumaet 3HayeHus [0..255] n EE npuHMmaeT 3HaveHua [1..32];

interface [FIRST_PORT — LAST_PORT] — 3agaét TpaHcaauuto B IP-agpec nntepdeiica. Y Tpaduka,
nonagatoLLero nog 3afaHHble Kputepuu, byaet nameHéH IP-agpec otnpasutens Ha IP-agpec
uHTepdelica, Yepes KOTopbIi AaHHbIN TPaduK Bbln nonyyeH. Eciv gononHUTeNbHO 3a4aH AManasoH
TCP/UDP nopTos, To TpaHcaAuma 6yaeT npomcxoamTb Tobko ans TCP/UDP nopTtos otnpasuTens,
BXOAALLMX B YKa3aHHbIA Anana3oH NOPTOB.

3HauyeHue No yMOo4YaHUIo
none

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHpgHbIii pexxum
CONFIG-SNAT-RULE

Mpumep

‘ esr:esr(config-snat-rule)# action source-nat netmap 10.10.10.0/24

18.18 action destination-nat

[aHHOW KOMaHAOW BbINOAHAETCA TPAHCAALMA aApeca U NopTa noayyatensa ans Tpaduka,
YA0B/IETBOPAIOLLETO 334aHHbIM KPUTEPUAM.

Mcnonb3oBaHWe oTpuLaTeNbHON GOPMbl KOMaHAbI (NO) yCcTaHaBAMBAET 3HAYEHWME NO YMOYAHUIO.
CuHTaKcuc
action destination-nat { off | pool <NAME> | netmap <ADDR/LEN> }

no action destination-nat
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MapameTpbl
off — TpaHchauma oTkaoveHa. TpaduK, nonagatowmMin Noa 3afaHHble KPUTEPUN, He DYAET U3MEHEH;

pool <NAME> — ums nyna, coaepxauiero Habop IP-aapecos n/unan TCP/UDP nopTos. Y TpaduKa,
nonagaloLero nog 3ajaHHble Kputepun, byaet nsmeneH IP-agpec n TCP/UDP nopt nosyyartens Ha
3HayeHus, BbiIbpaHHblEe U3 NyAa;

netmap <ADDR/LEN> — IP-agpec 1 macKa nofceTu, UCMOo/ib3yemble Npu TpaHCaaunn. Y Tpaduka,
nonagatoulero noj 3agaHHble Kputepumn, byaet nsmeHeH IP-agpec nonyyatens Ha IP-agpec u3
yKasaHHoM noaceTw. MNapameTp 3aaaérca B suae AAA.BBB.CCC.DDD/EE, rae Kaskaaa yacte AAA —
DDD npuHumaeT 3HauyeHusn [0..255] v EE npuHumaeT 3HauyeHun [1..32].

3HayeHUe No YMOHaHUIO
none

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHpgHbIi1 pexxum

CONFIG-DNAT-RULE

Mpumep

’esr:esr(config—dnat—rule)# action destination-nat netmap 10.10.10.0/24

18.19 ip address

[aHHOW KOMaHAOW yCTaHAB/MBAETCA BHYTPEHHUI IP-aapec, Ha KoTopblii byaeT 3ameHaTbes IP-agpec
nonydyarens.

Ncnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) yaanaeT 3agaHHbIN IP-agpec.
CuHTaKcuc
ip address <ADDR>

no ip address

MapameTpbl

<ADDR> —IP-agpec, 3agaéTtca B Buae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NPUHUMAET 3HAYeHMUA
[0..255].

Heob6xogumbiii ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-DNAT-POOL

Mpumep

esr:esr(config-dnat-pool)# ip address 10.10.10.10
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18.20 ip port

[aHHOW KOMaHAOWM ycTaHaBAMBaeTca BHyTpeHHu TCP/UDP nopT, Ha KoTopblit 6yAeT 3ameHATbCA
TCP/UDP nopt nony4arens.

MNcnonb3osaHue oTpuuatesibHon Gopmbl KOMaHabl (no) yaanset 3agaHHbin TCP/UDP nopr.
CUHTaKcUc
ip port <PORT>

no ip port

Mapamertpbl

<PORT>— TCP/UDP nopt, npuHMmaeT 3Ha4eHuA [1..65535].
Heobxogumbiii ypoBeHb npusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG-DNAT-POOL

Mpumep

‘ esr:esr (config-dnat-pool)# ip port 5000

18.21 ip address-range

JaHHOM KomaHAoM 3a4aéTcs gMana3oH BHeWHKX IP-aapecos, Ha KoTopble byaeT 3ameHATbeA |P-agpec
OTnpaBuTeNA.

Mcnonb3oBaHWe oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yAaNfeT 3a4aHHbIV Anana3oH agpecos.
CuHTaKCcuUc
ip address-range <IP>[-<ENDIP>]

no ip address-range

MapameTpbl

<IP>—IP-agpec Ha4yana AnanasoHa, 3agaétca 8 suge AAA.BBB.CCC.DDD, rae Kaxaaa 4actb
npUHMMaeT 3HadeHusa [0..255];

<ENDIP> — IP-agpec KOHLUa AnanasoHa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxaasa 4actb
npuHMMaeT 3HadeHmA [0..255]. Ecam He yKasbiBaTb |IP-agpec KoHLUa AnanasoHa, To B KayecTse |P-
agpeca gnAa TpaHCcaauMm NcnonblyeTca TobKo IP-agpec Havana agmManasoHa.

Heobxogumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-SNAT-POOL

Mpumep

‘esr:esr(config—snat—pool)# ip address-range 10.10.10.1-10.10.10.20
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18.22 ip port-range

[aHHOI KoMmaHaoM 3aaaéTca ananasoH BHelwHUX TCP/UDP noptos, Ha KoTopble byaeT 3ameHATbLCA
TCP/UDP nopt oTnpasutens.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0O) yaanaeT 3ajaHHbI AMana3oH NopToB.
CUHTaKcuUc
ip port-range <PORT>[-<ENDPORT>]

no ip port-range

Mapamertpbl
<PORT>— TCP/UDP nopTt Hayana AvanasoHa, NpuHMMaeT 3HadyeHus [1..65535];

<ENDPORT> — TCP/UDP nopT KoHLa gnana3oHa, NpuHMMaeT 3HaveHua [1..65535]. Ecav He
yKasbiBaTb TCP/UDP nopT KoHuUa AMana3oHa, To B Kadectse TCP/UDP nopTa Ans TpaHcAaLmm
ncnonb3syetca Tonbko TCP/UDP nopt Hayana gnanasoHa.

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHgHblii pexxum
CONFIG-SNAT-POOL

Mpumep

’ esr:esr(config-snat-pool)# ip port-range 20-100

18.23 persistent

KomaHgaoit BbinonHaetcs BrkAoueHme yHKumnm NAT persistent.

NAT persistent nossosseT npuaoxKeHmnam ncnonbsobatb STUN (session traversal utilities for NAT —
yTUANTbI Npobpoca ceccuit ana NAT) AnA yCTaHOBAEHWA COEANHEHMA C YCTPOMCTBAMM, HAXOAALLMMMUCA 33
wtozom NAT. MNpun 3TOM rapaHTMpyeTCcA, YTO 3aNpocbl OT OAHOMO M TOTO e BHYTPEHHero agpeca
TPAHCAUPYIOTCA B OAMH U TOT }Ke BHELWHWUI agpec.

Mcnonb3oBaHue OTpMLLaTeﬂbHOVI d)OprI KOMaHAabl (no) YCTaHaB/IMBAET 3HA4YEHNE NO YMO/THAHUIO.
CuHTaKcuc

[no] persistent

Mapametpbl

KomaHga He CoOAEPHKUT aprymMeHTOB.

3HaueHune No yMOYaHUIO
dyHKuma NAT persistent oTKatoueHa.
Heob6xoaumbiii ypoBeHb NpuBUAEruit
10
KomaHgHbIi1 pexxum

CONFIG-SNAT-POOL
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Mpumep

‘esr:esr(config—snat—pool)# persistent

18.24 show ip nat ruleset

JaHHOM KOMaHAOM BbINOJHAETCA NPOCMOTP BCEX UM BblOPaHHbIX FPYnn NPaBua, MCNOAb3YEMbIX
¢dyHKuUmel NAT.

CuHTaKcuc

show ip nat <TYPE> ruleset [<NAME>]

MapamerTpbl

<TYPE>—Tun rpynnbl npasuAn:
source — rpynna npasua ana TpaHcasumm IP-agpeca n TCP/UDP nopta oTnpasutens;
destination — rpynna npasun gna TpaHcaauum IP-agpeca n TCP/UDP nopta nosnyvarens;

[NAME] — ums rpynnbl NpaBua, onuyoHasbHbIM NnapameTp. Ecam uma He 3agaHo — 6yaeT BoiBegeH
CMMCOK BCEX rPYMnn NpaBu.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show ip nat source rulesets
Rulesets
D Name To Description
0 factory zone 'untrusted'
1 test gigabitethernet test
1/0/1

esr:esr# show ip nat source rulesets factory
Ruleset: factory
Description:
To: none
Rules
Order: 10
Description: replace 'source ip' by outgoing interface ip address
Matching pattern:

Protocol: any (0)

Src-addr: any

Dest-addr: any
Action: interface port any
Status: Enabled
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18.25 show ip nat pool

[aHHasa KomaHAa MCMoNb3yeTcs A4 NPOCMOTPa NY/I0B BHYTPEHHUX U BHelHNX IP-agpecos n TCP/UDP
NOpPTOB.

CuHTaKcuc

show ip nat <TYPE> pools

MapameTpbl

<TYPE>—Tun nynos, gna npocmoTpa:
source — BHewHwue IP-aapeca n TCP/UDP noprbl;

destination — BHyTpeHHwue IP-agpeca u TCP/UDP nopTbl.

Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbIN pexxum

ROOT
Mpumep
esr:esr# show nat source pools
Pools

D Name Ip address Port Description Persi
range stent

0 outside 10.56.48.11 2000 - outside-poo false
3000 1

18.26 show nat proxy-arp

[aHHaa KomaHaa ncnonbsyetca gna npocmotpa Hactpoek NAT Proxy ARP.
CuHTaKCcUC

show nat proxy-arp
Heo6xoaumbiit ypoBeHb NpuUBUAErnuin

1

KomaHpaHbI pexxum

ROOT

Mpumep
esr:esr# show nat proxy-arp
Interface IP address range
gil/0/15 10.0.0.15-10.0.0.100
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18.27 show ip nat translations

[aHHasa KomMaHZa vcnosb3yeTca AfA MPOCMOTPa Ceccui TpaHcaauuu. Oas npocmoTtpa MHbopmaumm o
CTAaTUCTMKe HeobXo4MMO BKIOUYUTL cHETUMKM (pasaen 17.21).
CuHTaKcuc

show ip nat translations [ protocol <TYPE> ] [ inside-source <ADDR> ] [ outiside-source <ADDR>] [
inside-destination <ADDR> ] [ outside-destination <ADDR> ]
MapameTpbl

<TYPE> — T1n NpoToKoaa, NPUHMMAET 3Ha4yeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim,
udp, vrrp, rdp, 12tp, gre;

<ADDR> - IP-agpec, 3apgaétca B suae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NPUHUMAET 3HaYeHuA
[0..255];

[na Source NAT:
inside-source — KomaHga AnA yKasaHua IP-agpeca UCTOYHMKA 4,0 TPAHCAALMN;
inside-destination — komaHAa AnA ykasaHua IP-agpeca HasHaYeHUA Ha BXOAEe B MapLUpyTU3aTop;
outiside-source — KomaHZAa A yKasaHusa IP-agpeca UCTOYHWKA nocne TpaHCAsLUuY;
outside-destination — KomaHga Ana ykasaHusa IP-agpeca HasHauYeHMs Ha BbIXO4E U3 MapLupyTUsaTopa.

[Ona Destination NAT
inside-source — KomaHAga A1A yKasaHus IP-agpeca MCTOYHMKA Ha BbIXOAE M3 MapLIpyTU3aTopa;
inside-destination — komaHaa AnA ykasaHus IP-agpeca HazHayeHMA nocne TPaHCAsLUNY;
outiside-source — KomaHga ANA yKasaHua IP-aapeca MCTOYHMKA HA BXOAe B MapLlpyTU3aTop;
outside-destination — KomaHga AnAa ykasaHus IP-aapeca HasHauyeHMA 40 TPAHCAALMM.
Heobxoaumblii ypoBeHb npusuaeruin

1
KomaHgHbIN pexxum

ROOT

Mpumep 1

Source NAT

esr:esr# show ip nat translations

Prot Inside source Inside destination Outside source Outside destination Pkts Bytes
icmp 10.0.0.10 10.1.0.2 10.1.0.24 10.1.0.2 3 252
Mpumep 2

Destination NAT

esr:esr# show ip nat translations
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

icmp 10.1.0.2 10.0.0.10 10.1.0.2 10.1.0.16 -= -=

220 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI




O ELTEX

19 MAPLWUPYTU3ALUA

19.1 O6bwue Hacmpoliku mapwpymu3sayuu

19.1.1 ip protocols preference

[JaHHasa KomaHZa NO3BOISIET HACTPOUTb NMPUOPUTETHOCTb NMPOTOKO/I0B MapLIPYTU3ALLMN 4151 OCHOBHOW
Tabanubl mapLpyTU3aLmm.

Mcnonb3soBaHue oTpuLaTtesibHoi Gopmbl KOMaHAb! (NO) ycTaHaBAWBAET 3HAYEHME NO YMOHAHMIO.
CuHTaKCuUC

ip protocols <PROTOCOL> preference <VALUE>

no ip protocols <PROTOCOL> preference

Mapamertpbl

<PROTOCOL> — Bng, NpoToKoNa, NPUHUMAET 3HauYeHua: static (ToNbKo B rnobanbHOM pexxume),
rip(TonbKo B rnobanbHom pexkume), ospf, bgp;

<VALUE> — nprMopuTeTHOCTb NPOTOKONA, MPUHMMAET 3Ha4YeHusA B guanasoHe [1..255].
3HayeHue No yMmo4aHuio
BGP (170)
OSPF (150)
RIP (100)
Static (1)
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep

I esr:esr(config)# ip protocols ospf preference 44

19.1.2 ip protocols max-routes

[JaHHasa KomaHAa No3BOIAET HACTPOUTL EMKOCTb TabIML, MapLIpyTU3ALUN.
Mcnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAb! (NO) YCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CUHTaKcunc

ip protocols <PROTOCOL> max-routes <VALUE>

no ip protocols <PROTOCOL> max-routes

Mapamertpbl

<PROTOCOL> — BMA NpoTOKOANA, NPUHMMAET 3HaYeHUA: rip (ToNbKO B rnobanbHom pexkume), ospf,
bgp;
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<VALUE> — KoaiM4ecTBo MapLIpyToB B MapLIpPyTHOM Tabanue, NpMHUMAET 3Ha4YeHMA B AMaNa30HE:
— OSPF [1..500000];
— RIP[1..10000];
— BGP [1..2600000].
3HaueHue No yMmon4YaHUIo anAa rnobanbHOro pexuma
BGP (2600000)
OSPF (500000)
RIP (10000)
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# ip protocols ospf max-routes 4400

19.1.3 router log-adjacency-changes

[aHHas KomaHZa NO3BO/ISET BKAOYUTL BbIBOZ, MHGOPMALIMM O COCTOSIHUM OTHOLLEHUI € coceaamu gan
NPOTOKO/I0B MapLIPyTU3aLUM.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAabl (NO) OTKAOYAET BbiBOA UHPOPMaLNN.

CuHTaKcuc

[no] router <TYPE> log-adjacency-changes

MapameTpbl

<TYPE>— npoTtokon:
ospf —npotokon OSPFv2;

bgp — npotokon BGP.

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esr(config)# router bgp log-adjacency-changes
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19.1.4 ip path-mtu-discovery

JaHHaa KomaHaa paspewaet nonck PMTU ana npotokonos TCP, SCTP, DCCP.
Ncnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAbl (N0) YCTaHaBAMBAET 3HAYEHME MO YMOJYAHUIO.
CuHTaKcuc

ip path-mtu-discovery <ACT>

no ip path-mtu-discovery

Mapamertpbl
<ACT> — Ha3Ha4yaemoe aelcTeue:

enable — paspewaet nonck PMTU gns npotokonos TCP, SCTP, DCCP;
disable —3anpewaet nonck PMTU ana npotokonos TCP, SCTP, DCCP.

3HayeHUe No YMOYaHUIO
Mownck PMTU paspelueH
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHblii pexxum
CONFIG

Mpumep

‘ esr:esr(config)# ip path-mtu-discovery disable

19.1.5 ip tcp adjust-mss

[aHHoM KomaHAaoM nepeonpegensetcs 3HavyeHue noas MSS (Maximum segment size) Bo Bxoaawmx TCP
nakeTax.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAbl (NO) OTKAOYAET KOPPEKTUPOBKY 3HaYeHne nona MSS.
CuHTaKCcKC
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

Mapametpbl

<MSS> — 3HaueHune MSS, npuHMMaeT 3HadeHus B AnanasoHe [500..1460].
Heobxoaumbiii ypoBeHb NpuBUAEruit

10
KomaHgHbIi pexxum

CONFIG-GI

CONFIG-TE

CONFIG-PORT-CHANNEL
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CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-L2TPV3

Mpumep

‘ esr:esr(config-if-gi)# iptcp adjust-mss 1400

19.1.6 show ip route

[JaHHaa KomaHaa No3BosIAET NPOCMOTPETb TabanLy MapLpyTUsaummn ycTpoiictea. Ecnv 3agaH napametp
<SUBNET>, To AeTa/ibHO 0TO6parkatloTca MapLUpyThl K 4AHHOM NoaceTu.

CuHTaKcuc

show ip route [ <SUBNET> | all | summary ]

MapameTpbl

<SUBNET> — agpec HasHauyeHusn, ONLMOHA/bHbIA NapaMeTp, MOXKeT ObITb 3a4aH B CeAYHOLNX
BUAax:

AAA.BBB.CCC.DDD — IP-agpec xocTa, rae Kaxgas 4acTb NpuHMmaeT 3HadeHusa [0..255];

AAA.BBB.CCC.DDD/NN — IP-agpec noacetu ¢ mackoin B Buae npedukca, rae AAA-DDD npuHumarot
3HayeHus [0..255] n NN npuHMmaeT 3HaveHuA [1..32];

all — BbIBOAUT MHOPMALMIO O BCEX MAPLLPYTAX, BKAOYAA HEAKTUBHBIE;
summary — BbIBOAMT CYMMaPHYIO CTaTUCTMKY MPOTOKO/I0B MApLLPYTU3aLLMMK.

Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHAaHbI# pexum

ROOT
Mpumep

esr:esr# show ip route
Codes: C - connected, S - static, R - RIP derived,
O - OSPF derived, IA - OSPF inter area route,
El - OSPF external type 1 route, E2 - OSPF external type 2 route
B - BGP derived, D - DHCP derived, K - kernel route,
* — FIB route

c * 192.168.1.0/24 [0/0] dev brl [direct 01:14:16]
c * 10.100.100.0/24 [0/0] dev gil/0/5 [direct 01:14:17]

esr:esr# show ip route summary
Direct Connected: 12

Static: 46
RIP: 0
OSPF': 2000
BGP: 100000
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19.2 Obwue KOMAHObI AHOHCUPOBAHUA U NMpuema Mmapuwpymoas

19.2.1 ip prefix-list

[aHHOM KomaHAoM co3gaeTca cnucok IP-noacetei, KoTopblt B ganbHenwem 6yaet MCnonb3oBaThCa Ann
dMAbTPaLMM aHOHCUPYEMBIX U MOSTlydaemMblx IP-mapLupyTos.

Ncnonb3oBaHuMe oTpuLaTenbHOM popmMbl KOMaHabl (NO) yaanaeT cnMcok npeduKcos.
CuHTaKcuc

[no] ip prefix-list <NAME>

Mapamertpbl

<NAME> — ums KOHPUIypupyemoro cnmcka noaceTtemn, 3afaérca cTpokon o 31 cumeona.
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

’ esr:esr(config)# ip prefix-list ospf in

19.2.2 permit/deny

JaHHoM KomaHAaoM paspelatotces (permit) naum sanpewatorca (deny) cnnckn npeduKcos.
CuHTaKcuUc

permit {object-group <OBJ-GROUP-NETWORK-NAME> [ { eq <LEN> | le <LEN> | ge <LEN> [ le <LEN>
]1}1|default-route}

deny object-group <OBJ-GROUP-NETWORK-NAME> [ { eq <LEN> | le <LEN> | ge <LEN> [ le <LEN>]}
] | default-route}

no {object-group <OBJ-GROUP-NETWORK-NAME>|default-route}

MapameTpbl
<0OBJ-GROUP-NETWORK-NAME> — umsa npodunsa IP -agpecos, 3a4aéTcsa CTpoKon Ao 31 cMmBona;
<LEN> — annHa npeduKca, npuHMMaeT 3HadyeHua [1..32] B IP-cnmckax npeduKcos;
eq — Npu1 yKa3aHUM KOMaHAbl A vHa npeduKca A01KHA COOTBETCTBOBATb YKa3aHHOW;

le — npu yKasaHMM KomaHAabl AAUHA NpedmrKca A0MKHa BbITb MeHbLUe M60 COOTBETCTBOBATb
YKa3aHHOMW;

ge — Npu yKasaHnUU KoMaHabl AnHa npeduKca AonxKHa 6biTh 60sblle 1M60 COOTBETCTBOBATH
YKa3aHHOMW;

default-route — dunbTpayma mappyTa N0 YMOAYAHMIO.
Heob6xoaumbiii ypoBeHb NpuBUAEruit

10
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KomaHpgHbIi1 pexxum
CONFIG-PL

Mpumep

‘esr:esr(config—pl)# permit static ge 24 le 28

19.2.3 redistribute static

[aHHOWM KOMaHA0W BKAHOYAETCA aHOHCUMPOBAHME CTaTUYECKMX MapLLPYTOB.

Mcnonb3oBaHue oTpruatenbHon Gopmbl KOMaHabl (NO) OTKAOYAET aHOHCUMPOBAHUE CTAaTUYECKUX
MapLLpPYTOB.

CuHTaKCuUC
redistribute static [ route-map <NAME> ]

no redistribute static

Mapamertpbl

<NAME> — MMA MapLIPYTHOW KapTbl, KOTOPas B fasbHellwem byaeT Ncnosib3oBaTbea AN
dunbTPaLMn U MoaMOUKaLLMM aHOHCUMPYEMbIX CTAaTUMECKMX MapLLIPYTOB, 3343a8TcA CTpoKow o 31
cMmBONa.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG-BGP
CONFIG-OSPF
CONFIG-RIP

Mpumep

‘esr:esr(config—bgp)# redistribute static

19.2.4 redistribute connected

ﬂ,aHHOVI KOMaHAOVI BK/TIO4AETCA aHOHCHNPOBaHME HANpPAMYHO NOAK/THOYEHHbIX ﬂO,qCETEﬁ.

Mcnonb3oBaHue oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) OTKAOYAET aHOHCUPOBAHUE HAMPAMYHO
NOAK/IIOYEHHbIX NoaceTen.

CuHTaKCcnC
redistribute connected [ route-map <NAME> ]

no redistribute connected

Mapametpbl

<NAME> — uMAa MapLpyTHOMN KapTbl, KOTOPas B AanbHelwem ByaeT MCnob30BaTbCA ANA
bdbunbTpaumm u moandmKaLMmM aHOHCMPYEMbIX HANPAMYIO MOAKNOUYEHHbIX NoAceTel, 3aaETcA
cTpokomn Ao 31 cumeona.

Heobxogumbiit ypoBeHb Nnpusunerui

10
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KomaHpgHbIi1 pexxum
CONFIG-BGP
CONFIG-OSPF
CONFIG-RIP

Mpumep

‘esr:esr(config—rip)# redistribute connected

19.2.5 redistribute rip

JaHHOM KoMaHAOM BKOYAETCA aHOHCMpPOBaHME MapLLpyToB M3 6a3sbl mapwpyTos RIP.

Mcnonb3oBaHue oTpuLaTebHo GopMbl KOMaHAbI (N0) OTK/OYAET aHOHCUPOBaHWE MapLIPYTOB M3 6asbl
RIP.

CuHTaKcuc
redistribute rip [ route-map <NAME> ]

no redistribute rip

MapameTpbl

<NAME> — uMAa MapLIpyTHOMN KapTbl, KOTOPaA B AasnbHelwem byaeT MCNoAb30BaTbCcA ANA
dunbTpaumm u moandmkaunm aHoHcmpyemblx RIP-mapLuipyToB, 3a4aétca cTpokon Ao 31 cumeona.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum
CONFIG-BGP
CONFIG-OSPF

Mpumep

Iesr:esr(config—bgp)# redistribute rip

19.2.6 redistribute ospf

[aHHOW KOMaHAOW BKNOYAETCA aHOHCUMPOBaHWe mapLipyToB 13 6asbl OSPF-npouecca cornacHo
Bbl6PaHHbIM YCIOBUAM.

Mcnonb3oBaHue oTpuuaTenbHon GopMbl KOMaHA! (NO) OTKAOYAET AaHOHCMPOBaHME MapLLPYTOB M3 6asbl
OSPF-npouecca.

CuHTaKcuc
redistribute ospf <ID> <ROUTE-TYPE> [ route-map <NAME> ]

no redistribute ospf <ID>

Mapamertpbl
<ID>— Homep npouecca, MOXKeT NPMHMMATL 3HadveHue [1..65535];
<ROUTE-TYPE> — TN mapuwpyTa:

intra-area — aHoHcMpoBaHMe MmapwpyTos OSPF-npouecca B Nnpegenax 30Hbl;
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inter-area — aHOHcMpoBaHMe MmapwpyToB OSPF-npouecca mexay 30Hamu;
externall — aHOHcMpoBaHMe BHeWHMX MmapwpyTos OSPF-bopmarta 1;
external2 — aHoHcMpoBaHMe BHeLWHUX maplpyTtoB OSPF-dpopmara 2;
<NAME> — nma mapLipyTHOI KapTbl, KOTOpPas B AafbHelwem byaeT Ncno/ib30BaTbca A4/1A
dunbTpaymm n moanduKkaumm aHoHcupyembix OSPF-mapLipyToB, 3a4aétca cTpokon Ao 31 cumBeona.
Heobxogumbiii ypoBeHb Nnpusuaeruin
10
KomaHpgHbIi1 pexxum
CONFIG-BGP
CONFIG-OSPF
CONFIG-RIP

Mpumep

‘ esr:esr (config-bgp) # redistribute ospf 10 external?2

19.2.7 redistribute bgp

[aHHOW KOMaHAOW BKAOYAETCA aHOHCUMPOBaHWE MApPLLPYTOB aBTOHOMHOM cuctembl BGP.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHObl (NO) OTKAOYAET aHOHCUPOBaHME MapLIPYTOB
aBTOHOMHOM cnctembl BGP.

CuHTaKcuUc
redistribute bgp <AS> [ route-map <NAME> ]
no redistribute bgp <AS>

MapameTpbl
<AS>— HoMep aBTOHOMHOW CUCTEMbI, MOXKET NPUHUMATb 3HaueHuA [1..4294967295];

<NAME> — uMAa MapLpyTHOMN KapTbl, KOTOPaA B AajibHelwem ByaeT MCnoib3oBaTbCA A5
dunbTpaymm n moandmKkaumm aHoHcMpyemblx BGP-mappyToB, 3agaétca cTpokoi Ao 31 cumBsona.

Heobxogumbiii ypoBeHb Nnpusuneruii
10
KomaHaHbIi1 pexxum
CONFIG-BGP
CONFIG-OSPF
CONFIG-RIP

Mpumep

esr:esr(config-bgp)# redistribute bgp 30
esr:esr(config-ospf)# redistribute bgp 35

esr:esr(config-rip)# redistribute bgp 300
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19.2.8 network

JaHHOM KoMaHAOM BKIOYAETCA aHOHCMPOBAHME YKa3aHHOM NOACETM.
Ncnonb3oBaHuMe oTpuLaTenbHON GOpMbl KOMaHbl (NO) OTKAOYAET aHOHCUMPOBaHME YKa3aHHOM NoaceTy.
CuHTaKcuc

[no] network <ADDR/LEN>

MapameTpbl
<ADDR/LEN> —agpec noacetu, UMeeT OAWNH U3 CaeayroLmx ¢opmaTos:

AAA.BBB.CCC.DDD/EE — IP-agpec noacetn ¢ mackon B ¢popme npedukca, rae AAA-DDD npuHUmatoT
3HayeHus [0..255] n EE npuHMmaeT 3HayeHus [1..32]

Heobxoaumblii ypoBeHb npusuaerui
10
KomaHgHbI pexxum
CONFIG-BGP
CONFIG-OSPF-AREA
CONFIG-RIP
CONFIG-OSPFV3-AREA
Mpumep

‘ esr:esr (config-bgp)# network 192.168.25.0/24

19.2.9 prefix-list

[aHHoM KomaHaoM gobasnseTca duabTpaLma NoAceTel BO BXOAAWMX NN UCXOAAWMX OOHOBAEHUAX.
Mcnonb3oBaHWe oTpuuaTenbHon Gopmbl KOMaHAabl (N0) oTKAoYaeT GUAbTPaLMUIO.
CuHTaKcuc

prefix-list <PREFIX-LIST-NAME> {in | out }

no prefix-list {in| out }

MapameTpbl

<PREFIX-LIST-NAME> — nms CKOHPUIYpPMPOBAHHOIO CMMCKA NoaceTel, 3a4aETca CTPoKoi Ao 31
cMmBoOfa:

in — puNbTPaLMA BXOAALWMX MAPLLIPYTOB;
out — pMNbTPaALMA aHOHCUPYEMBIX MapPLLIPYTOB.

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHpaHbI pexxum
CONFIG-BGP-NEIGHBOR
CONFIG-OSPF
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CONFIG-RIP
CONFIG-OSPFV3

Mpumep

‘esr:esr(config—rip)# prefix-list rip in in

19.3 Mapwpymu3ayusa Ha ocHoee noaumuk (PBR)

19.3.1 route-map

[aHHol KOMaHAoM co3gaeTcA MapLUpPyTHasA KapTa, KOTopasa B AanbHenwem byaeT ncnonb3osaTbeca Ana
dnnbTpaumm  moandmKaLLMmM aHOHCMPYEMBbIX M NOSYy4aeMbIX |P-MapLupyTOB, M OCYLLECTBAAETCA Nepexos,
B PEXKUM HACTPOMKMN NapameTpoB MapLUPYTHOM KapTbl.

Ncnonb3oBaHue oTpuLaTesibHON GopMbl KOMaHAb! (N0) yAanseT MapLwpyTHYIO KapTy.
CuHTaKcuc

[no] route-map <NAME>

MapameTpbl
<NAME> — ums KOHOUIypUpyemoin MapLLPyTHOM KapTbl, 334aETcA CTPOKoM Ao 31 cumBona.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep

esr:esr(config)# route-map drop-local-net

esr:esr (config-route-map) #

19.3.2 rule

[aHHOW KOMaHAOW CO34aeTca NPaBMI0 MapLWPYTHOW KapTbl C onpeaenéHHbIM HOMEPOM U
OCYLLECTBNAETCA NEPEXOL B PEXKMM HACTPOMKM NapameTpoB npasuna. Npasuna obpabatbiBatoTtca
YCTPOMCTBOM B NOpsAAKE BO3PacTaHNA HOMEPOB NpaBu/l.

Ncnonb3oBaHMe oTpuuaTenbHoN Gopmbl KOMaHab! (NO) yaanaeT npaBuao nNo Homepy 1Mbo Bce Npasuna.
CuHTaKcunc

[no] rule <ORDER>

Mapamertpbl

<ORDER> — Homep npaBuaa, NnpMHMUMaeT 3HayeHus [1 .. 10000].
Heobxoaumbiii ypoBeHb NpuBUAEruit

10
KomaHgHbIi pexxum

CONFIG-ROUTE-MAP
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Mpumep

esr:esr(config-route-map) # rule 2
esr:esr(config-route-map-rule) #

19.3.3 description

JaHHaa KomaHAa UCnob3yeTcs 418 U3MEHEHUA ONUCAHMUA KOHOUIYPUPYEMOrO NPaBUAa MapLLpyTHOM
KapTbl.

Ncnonb3oBaHWe oTpuuaTenbHon ¢opmMbl KOMaHapbl (NO) yaansaeT ycTaHOBNEHHOE onncaHue.
CuHTaKcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue npaBuaa MapLipyTHOM KapTbl, 3a4aETcA CTPoKon o 255 cumBonos.
Heobxoaumblii ypoBeHb npusuaerui

10
KomaHgHbIN pexum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘ esr:esr(config-route-map-rule) # description "Drop Local NETs"

19.3.4 action

[aHHas KomaHZa MCNoNb3YeTCs A1 YKa3aHWA AeACTBUA, KOTOPOE A0/IKHO BbITb MPUMEHEHO A/1A
MapLpyTHOM MHPOPMaLMK, YO,0BNETBOPAIOLLEN 3a4aHHbIM KPUTEPUAM.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAbl (NO) ycTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
CuHTaKcuc
action <ACT>

no action

MapameTpbl
<ACT> — Ha3Hauyaemoe AelcTBueE:
9. permit— npmem/aHOHCMPOBAHME MAPLLPYTHOM MHOPMALLMK Pa3peLLEHO;
10. deny — npMem/aHOHCMPOBaHWE MapPLLPYTHON MHOOPMALMK 3aNpeLLEHO.
3HaueHune No yMONYaHUIO
permit
Heo6xoaumbiit ypoBeHb NpUBUAErniA
10
KomaHaHbIi pexum

CONFIG-ROUTE-MAP-RULE
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Mpumep

‘esr:esr(config-acl—rule)# action deny

19.3.5 match as-path

[JaHHOW KoMaHAoM ycTaHaBAMBaETCA 3HadYeHne aTpubyTta BGP AS-Path B maplupyTe, Ana Kotoporo
OO0/IXKHO cpabaTtbiBaTb NpaBuIo.

Ncnonb3oBaHuMe oTpuLaTebHON GopmMbl KOMaHAbl (NO) OTMEHSET HasHaveHue.
CUHTaKcuc
match as-path [ begin | end | contain ] <AS-PATH>

no match as-path

Mapamertpbl

<AS-PATH> — cnucok HOMepoB aBTOHOMHbIX cUCTeM, 3aaéTcA B Buae AS,AS,AS, rae Kaxkaasa 4actb
NPUHMMaET 3HayeHuA [1..4294967295]. MoXHO yKasaTb 40 10 HOMepoB aBTOHOMHbIX CUCTEM.

OnuunoHanbHble napameTpbl, C TOMOLLbIO KOTOPbIX 33a6TCA YacTUYHOe CoOoTBeTCTBUE anMGYTai

begin — 3Ha4yeHune anMGYTa Ha4YMHaAETCA C YKAa3aHHOIo CnNMCKka HOMepPOB aBTOHOMHDbIX CUCTEM,;
end — 3HayeHue anMGYTa OKaH4YMNBAETCA Ha YKa3aHHbIl‘/JI CMMUCOK HOMEPOB aBTOHOMHDbIX CUCTEM;
contain — 3Ha4yeHue anVI6yTa coaepxut YKa3aHHblﬁ CMUCOK HOMEPOB aBTOHOMHDbIX CUCTEM.

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match as-path begin 100,200,300

19.3.6 match community

[aHHOW KOMaHAOW yCTaHAB/MBAETCA 3Ha4YeHWe aTpmbyTta BGP Community B mapLipyTe, 414 KOTOPOro
AO/MKHO cpabaTbiBaTb NpaBuo.

Mcnonb3oBaHue oTpuLaTeNbHON GopMbl KOMaHAbI (NO) OTMEHSET HasHaYeHue.
CuHTaKcuc
match community <COMMUNITY-LIST>

no match community

Mapametpbl

<COMMUNITY-LIST> — cnncok community, 3agaértca 8 suge AS:N,AS:,AS, rae Kaxkaaa 4yactb
NpUHUMaEeT 3HayeHuA [1..4294967295]. MoxHo yKasaTb A0 64 community.

Heobxoaumbiit ypoBeHb NpuBUAEruit

10
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KomaHpgHbIi1 pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match community 100:1,200:3,300:65000

19.3.7 match extcommunity

[aHHOWN KoMaHA oM ycTaHaBAMBaETCA 3HayeHne aTpubyta BGP ExtCommunity B mapLupyTe, 4158 KOTOPOro
OO0/IXKHO cpabaTtbiBaTb NpaBuIo.

Ncnonb3oBaHuMe oTpuLaTeNbHON popMbl KOMaHAbl (NO) OTMEHSET HasHavyeHue.
CUHTaKcuc
match extcommunity <EXTCOMMUNITY-LIST>

no match extcommunity

Mapamertpbl

<EXTCOMMUNITY-LIST> — cnucok extcommunity, 3agaértca 8 suae KIND:AS:N, KIND:AS:N,
KIND:AS:N, roe

—  KIND — TMn extcommunity, npuHumaeT 3HayeHua RT (Route Target) n RO (Route Origin);
— AS—HOMep aBTOHOMHOW CUCTEMBbI, NPUHUMAET 3HayeHuA [1..4294967295];

— N - HoMep extcommunity, onpeaensowmnin NOANTUKY MapLLpyTU3auumn TpadmrKka, NPUHUMaEeT
3HayeHus [1..65535].

MoHO yKasaTb 0 64 extcommunity.

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

Iesr:esr(config—route—map—rule)# match extcommunity ro:435:6

19.3.8 match ip access-group

[aHHoW KomaHaoW ycTaHasamBaetca ACL rpynna, 418 KOTOpol A0/XKHO cpabaTbiBaTb NpaBuMo.
Mcnonb3oBaHue oTpuuaTeNbHON GOpMbl KOMaHAbI (NO) OTMEHSET HasHaYeHue.
CuHTaKcunc

match match ip access-group <NAME>

no match match ip access-group

Mapamertpbl

<NAME> — MmA cnMcKa KOHTPOAA A0CTyNa, 3a4aéTcA CTPoKoi Ao 31 cumeona.
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Heobxoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match ip access-group ACCESS

19.3.9 match ip address

JaHHOoM KomaHAaoM ycTaHaBAnBaeTca npodunb IP-agpecos, coaeprkallmin 3Ha4YeHMA noaceTen
Ha3HayeHWA B MapLUpyTe, A4 KOTOPbIX A0/IXKHO cpabaTbiBaTh NpaBuo.

Mcnonb3oBaHue oTpuuaTenbHon GopMbl KOMaHObl (NO) OTMEHAET Ha3HaYeHue.
CUHTaKCcuc
match ip address object-group <OBJ-GROUP- NETWORK -NAME>

no match ip address

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — nma npoduna IP-aapecos, KOTOPbIN A0MKEH COAEPKATb
npeduKcbl noaceTen HasHaveHus, 3aaéTca CTpoKol Ao 31 cumsona.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match ip address object-group local nets

19.3.10 match ip next-hop

[aHHOM KoMmaHAoM ycTaHaBAMBaeTca Npodunb IP-agpecos, coaeprkalimin 3HadyeHMaA aTpmbyta BGP Next-
Hop B MapLpyTe, 418 KOTOPbIX AO0/KHO CpabaTbiBaTh NPaBUIO.

Mcnonb3oBaHue oTpuLaTeNbHON GopMbl KOMaHAbI (NO) OTMEHSET HasHaYeHue.
CuHTaKcuc
match ip next-hop object-group <OBJ-GROUP-NETWORK-NAME>

no match ip next-hop

Mapamertpbl

<OBJ-GROUP-NETWORK-NAME> — nma npoouna IP-aapecos, KOTOPbI AOMKEH COAEpPHKATb
AvanasoHbl IP-agpecos Wwao308, 3a4aéTcA cTpokoi Ao 31 cumeona.

Heobxoaumbiii ypoBeHb NpuBUAEruit

10
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KomaHgHbI pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match ip next-hop object-group block nexthop

19.3.11 match ip route-source

Komangoi yctaHasanBaetca npodunab IP-agpecos. Mpodunb cogep:kut IP-agpeca maplupyTtnsaTtopa,
aHOHCKMpoBaBLLero mapwpyT. Mcnonbsyetcs ana ¢uabTpaumnm no IP-agpecy nctouyHmMKa npu
AHOHCUMPOBaAHMM MAPLUPYTHON MHPOPMaLUW.

Mcnonb3oBaHue oTpuruaTenbHon GopMbl KOMaHObl (N0) OTMEHSET Ha3HaYeHue.
CuHTaKcuc
match ip route-source object-group <OBJ-GROUP-NETWORK-NAME>

no match ip route-source

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — umsa npoduns IP-agpecos, KOTOpbI A0/IKEH coaepKaTb
AnanasoHbl IP-aapecoB UCTOYHMKA MapLUpyTHOW MHOpMaL MK, 3aaaéTca cTpokon Ao 31 cumBona.

Heobxoaumblii ypoBeHb npusuaerui

10

KomaHgHbIN pexum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match ip route-source object-group source routers

19.3.12 match metric bgp

[aHHOM KoMaHAoM ycTaHaBAMBAETCA 3HauyeHMe aTpubyTa BGP MED B mapLupyTe, 414 KOTOPOro A0NKHO
cpabaTbiBaTb NpaBuO.

Ncnonb3oBaHuMe oTpuuaTebHON GopmMbl KOMaHAbl (NO) OTMEHSIET HasHaYeHMe.
CuHTaKcunc
match metric <METRIC>

no match metric

MapameTpbl

<METRIC> — 3HayeHue aTpubyTa BGP MED, npuHumaet 3HauyeHus [0..4294967295].
Heo6xoaumbiit ypoBeHb NpuBUAEruii

10
KomaHAaHbIi pexxum

CONFIG-ROUTE-MAP-RULE
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Mpumep

‘ esr:esr (config-route-map-rule)# match metric bgp 10

19.3.13 match metric ospf

[aHHOW KoMaHA oM ycTaHaBAMBaETCA 3HaYeHne aTpubyta OSPF Metric B mapwpyTe, A5 KOTOPOro
OO0/IXKHO cpabaTtbiBaTb NpaBuIo.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcuc
match metric ospf <TYPE> <METRIC>

no match metric ospf

MapamerTpbl
<TYPE> —1nn aTtpmbyta OSPF Metric, npuHumaeT 3HayeHue type-1 u type-2;
<METRIC> — 3HaueHwue aTpmbyTta OSPF Metric, npuHumaeT 3HauveHuma [0..65535].
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘ esr:esr(config-route-map-rule)# match metric ospf type-1 10

19.3.14 match metric rip

[JaHHOM KoMaHAoM ycTaHaBAMBAETCA 3HauyeHMe aTpubyTa RIP Metric B MapLupyTe, 419 KOTOPOro 40KHO
cpabaTbiBaTb NpaBuUO.

Mcnonb3oBaHue oTpuLaTeNbHON GOopMbl KOMaHAbI (NO) OTMEHSET HasHaYeHue.
CuHTaKcuc
match metric rip <METRIC>

no match metric rip

MapameTpbl

<METRIC> — 3HaueHue aTpubyTa RIP Metric, npuHMmaeT 3HauyeHus [0..16].

Heo6xoaumbiit ypoBeHb NpuUBUAErnin

10

KomaHpaHblI pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

esr:esr(config-route-map-rule)# match metric rip 5
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19.3.15 match tag ospf

[aHHOW KoMaHAoM ycTaHaBAMBaETCA 3HaYeHne aTpubyta OSPF Tag B mapLupyTe, 4719 KOTOPOro A0/IKHO
cpabaTbiBaTbh NPaBUIIO.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHObl (N0) OTMEHAET HasHaYeHue.
CuHTaKcuc
match tag ospf <TAG>

no match tag ospf

Mapamertpbl
<TAG> — 3HauyeHwue aTpmbyTta OSPF Tag, npuHMmaeT 3Ha4YeHusa [0..4294967295].
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG-ROUTE-MAP-RULE
Mpumep

’ esr:esr (config-route-map-rule) # match tag ospf 20

19.3.16 match tag rip

[aHHOW KOMaHAOW yCTaHaB/MBAETCA 3HaYeHWe aTpubyTa RIP Tag B MapwpyTe, 418 KOTOPOro A0/IKHO
cpabaTtbiBaTb NPaBMIO.

Mcnonb3oBaHWe oTpuLaTenbHOM GOpMbl KOMaHAb! (NO) OTMEHAET HasHaYeHue.
CuHTaKCcuUc
action set tag rip <RIP>

no action set tag rip

MapameTpbl

<RIP> — 3HayeHue aTpnbyTa RIP Tag, npuHumaeT 3HayeHus [0..65535].
Heobxogumbiit ypoBeHb Nnpusunerun

10
KomaHgHbIi pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# match tag rip 20
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19.3.17 action set as-path prepend

[aHHOW KomaHAoM ycTaHaBAMBaEeTCA 3HayeHne aTpubyta BGP AS-Path, koTtopoe byaeT Aob6asaaTbes B
Ha4ya 10 CNNCKa aBTOHOMHbIX CUCTEM B MapLUpYyTe.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcUc
action set as-path prepend <AS-PATH>

no match as-path

Mapamertpbl

<AS-PATH> — cNnUCOK HOMEPOB aBTOHOMHbIX CUCTEM, KOTOPbI OyaeT A06aBAEH K TEKyLLEMY
3HayeHuo B mapLpyTe. 3agaétca B Buae AS,AS,AS, rae Kaxaana 4acTb NPUHUMAET 3HaYeHnA
[1..4294967295]. MorKHO yKa3aTb 4,0 10 HoMmepoB aBTOHOMHbIX CUCTEM.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIii pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘ esr:esr (config-route-map-rule)# action set as-path prepend 100,200,300

19.3.18 action set community

[aHHOM KoMaHAaoM 3agaeTcs 3HaYeHne aTpubyta BGP Community, KoTopoe 6yaeT ycTaHOBNAEHO B
mapupyTe.

Mcnonb3oBaHWe oTpuuaTenbHoM GopMbl KOMaHAb! (NO) OTMEHAET HasHaYeHue.
CuHTaKcuc
action set community { <COMMUNITY-LIST> | no-advertise | no-export }

no action set community

MapameTpbl

<COMMUNITY-LIST> — cnncok community, 3agaértca B Buge AS:N,AS:N,AS:N, roe Kaxkgasa 4yactb
npUHMMaeT 3HayeHua [1..65535]. MoxKHO yKasaTb 40 64 community;

no-advertise — Npy yKasaHNUM KOMaH4bl MapLLPYTbl, KOTOPblE NePeAatoTCA C AaHHbIM 3HaYEHMEM
aTpmnbyTa community, He A0MKHbI aHOHCMpPOBaTbCA APYrMm BGP-coceanm;

no-export — Npu yKasaHMM KOMaHAbl MapLIpyTbl, KOTOPble NEPeAAlOTCs C TAKUM 3HaYEHNEM
aTpubyTa community, He AOMXKHbI AHOHCMPOBATLCA 3a Npeaesbl KoHbeaepauun (aBTOHOMHasn
CUCTEMA, KOTOPAA He ABAETCA YacTbio KoHdeaepaLmm cunTaeTca KoHbeaepaumeit). To ecTb,
MapLLpPyTbl He aHOHCUpYtoTCs eBGP-cocegam, HO aHOHCUPYIOTCS BHELLIHUM COCeaAM B
KOHbeaepaumu.

Heob6xoaumbiii ypoBeHb NpuBUAErui

10
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KomaHpgHbIi1 pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set community no-advertise

19.3.19 action set extcommunity

[aHHoW KomaHa oM 3aaaeTca 3HaYeHue aTpmbyrta BGP ExtCommunity, KoTopoe 6yAeT ycTaHOB/AEHO B
MapLipyTe.

Ncnonb3osBaHue oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcuc
action set extcommunity <EXTCOMMUNITY-LIST>

no action set extcommunity

Mapamertpbl

<EXTCOMMUNITY-LIST> — cnncok community, 3apaétca s suae KIND:AS:N,KIND:AS:N,KIND:AS:N,
roe

—  KIND — TMn extcommunity, npuHumaeT 3HayeHua RT (Route Target) n RO (Route Origin);
— AS—HOMep aBTOHOMHOW CUCTEMBbI, NPUHUMAET 3HayeHuA [1..4294967295];

— N - HoMep extcommunity, onpeaensowmnin NOANTUKY MapLLpyTU3auumn TpadmrKka, NPUHUMaEeT
3HayeHus [1..65535].

MoHo yKasaTb o 64 ExtCommunity.
Heobxogumbiii ypoBeHb Nnpusuaerui
10
KomaHgHbIi pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

Iesr:esr(config—route—map—rule)# action set extcommunity ro:435:6

19.3.20 action set ip bgp-next-hop

[aHHOW KomaHAoW 3aaaeTca 3HaueHue aTpnbyta BGP Next-Hop, KoTopoe 6yaeT ycTaHOB/IEHO B
MapLipyTe Npu aHoHCcMpoBaHMKM no BGP.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAb! (NO) OTMEHAET HasHaYeHue.
CuHTaKcunc
action set ip bgp-next-hop <ADDR>

no action set ip next-hop

Mapamertpbl

<ADDR> —IP-agpec wnto3a, 3agaérca 8 suge AAA.BBB.CCC.DDD, rae Ka)kaaa 4acTb NpuHUMaeT
3HayeHus [0..255].
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Heobxoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set ip bgp-next-hop 10.100.100.1

19.3.21 action set ip next-hop

JaHHoM KomaHAaoM 3agaeTcs 3HadeHne Next-Hop, KoTopoe 6yaeT yCcTaHOBIEHO B MapLUpyTe, NOAy4eHHOM
no BGP.

Ncnonb3osBaHuMe oTpuLaTenbHon GopmMbl KOMaHAbl (NO) OTMEHSET HasHaveHue.
CUHTaKCcuc
action set ip next-hop { <NEXTHOP> | blackhole | unreachable | prohibit }

no action set ip next-hop [address]

MapameTpbl

<NEXTHOP> — IP-agpec wnto3a 3agaétca 8 suge AAA.BBB.CCC.DDD, raoe Kaxkgaa 4yactb NpuHMMmaeT
3HayeHus [0..255];

—blackhole — npu ykasaHuu KomaHAbl NaKeTbl 40 AaHHOM nogceTv 6yayT yAanaTbCa yCTPOUCTBOM
6e3 oTNpaBKM yBeAOMNEHUI OTNPABUTENIO;

—unreachable — npu yKkaszaHMM KOMaHAbl NaKeTbl 40 AAaHHOM NoaceTy byayT yaanaTbes
YCTPOMCTBOM, OTNpaBuTenb noayyumt B oteeT ICMP Destination unreachable (Host unreachable,
code 1);

—prohibit — npu yKasaHUK KOMaHAbl NaKeTbl 40 AAHHOM NoACeTV ByAyT yAANATLCA YCTPOMUCTBOM,
oTnpasutens noayymt B oteeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

Heobxoaumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIii pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set ip next-hop prohibit

19.3.22 action set ip next-hop verify-availability

[daHHoW KomaHaoW 3agaetca Next-Hop ona nakeTos, KOTOPble NOMNaAatoT NOA KPUTEPUM B YKa3aHHOM
cnucke goctyna (ACL).

Mcnonb3oBaHue oTpuLaTebHOM GopMbl KOMaHAbl (N0) OTMEHAET Ha3HaueHMe.
CuHTaKcuc

action set ip next-hop verify-availability <NEXTHOP> <METRIC>

no action set ip next-hop verify-availability {<NEXTHOP>| all}
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MapameTpbl

<NEXTHOP> — [P-agpec wnto3a 3agaétca 8 suae AAA.BBB.CCC.DDD, rge Kaxkaas 4yacTb NPUHMMAET
3HavyeHus [0..255];

[METRIC] — meTpuKa maplipyTa, npuHMMaeT 3HaveHusa [0..255].
Heobxogumbiii ypoBeHb Nnpusuaerui

10
KomaHpgHbIi1 pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep
esr:esr(config-route-map-rule) # action set ip next-hop verify-availability 1.1.1.1
25
19.3.23 action set local-preference

JaHHOM KomaHAoM 3agaeTcs 3HaYeHWe aTpnbyTa BGP Local Preference, koTopoe 6yaeT ycTaHOB/EHO B
MapupyTe.

Mcnonb3oBaHue oTpuLaTenbHOM Gopmbl KOMaHZbI (N0) OTMEHSET HasHaYeHue.
CuHTaKCuUC
action set local-preference <PREFERENCE>

no action set local-preference

MapameTpbl

<PREFERENCE> — 3HauyeHue aTpmbyTta BGP Local Preference, npuHumaet 3HayeHua [0..255].
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHgHbIi pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

I esr:esr(config-route-map-rule)# action set local-preference 120

19.3.24 action set origin

[aHHOl KOMaHA0M 3ag3aeTcA 3HauyeHMe aTpubyTa BGP Origin, KoTopoe 6yaeT yCTaHOB/IEHO B MapLupyTe.
Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAb! (NO) OTMEHAET HasHaYeHue.
CUHTaKcunc

action set origin <ORIGIN>

no action set origin

Mapamertpbl
<ORIGIN> — 3HayeHue aTpubyTa BGP Origin, npuHMMaeT cneaytowme 3Ha4eHusa:

egp — MapLpyT BblydeH No npoToKosy Exterior Gateway Protocol (EGP);
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igp — MapLwpyT NOSYy4YeH BHYTPU UCXOLHOM aBTOHOMHOM CUCTEMDI;
incomplete — mapLwpyT Bbly4eH apyrum obpasom.

Heobxoaumbiii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set origin igp

19.3.25 action set metric bgp

JaHHOM KoMaHAoM 3agaeTcs 3HaYeHMe aTpnbyTa BGP MED, KoTopoe 6yaeT ycTaHOBAEHO B MapLupyTe.
Ncnonb3oBaHue oTpuuaTenbHon GopMbl KOMaHObl (NO) OTMEHAET Ha3HaYeHue.
CuHTaKcuc

action set metric <METRIC>

no action set metric

MapameTpbl

<METRIC> — 3HaueHue aTpubyTa BGP MED, npnHumaet 3HayeHus [0..4294967295].
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHgHbIi pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set metric bgp 10

19.3.26 action set metric ospf

[aHHOo KOMaHAoM 3a4aeTcA 3HaueHMe aTpubyta OSPF Metric, KoTopoe byaeT ycTaHOBAEHO B MapLIpyTe.
Mcnonb3oBaHWe oTpuuaTenbHoM GopMbl KOMaHAb! (NO) OTMEHAET HasHaYeHue.
CuHTaKcuc

action set metric ospf <TYPE> <METRIC>

no action set metric ospf

Mapametpbl
<TYPE> — t1n atpmbyta OSPF Metric, npuHumaeT 3HauyeHue type-1 u type-2;
<METRIC> — 3HaueHue aTpubyTa OSPF Metric, npuHMmaeT 3Ha4veHus [0..65535].
Heobxoaumbiii ypoBeHb NpuBUAErui

10
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KomaHgHbI pexxum
CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set metric ospf type-1 10

19.3.27 action set metric rip

[aHHoW KomaHa oM 3aaeTcs 3HaYeHue aTpmbyTta RIP Metric, KoTopoe 6yAeT yCTaHOB/IEHO B MapLupyTe.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKCcUc

action set metric rip <METRIC>

no action set metric rip

MapamerTpbl

<METRIC> — 3HayeHue aTpubyTa RIP Metric, npuHMmaeT 3Ha4YeHus [0..16].
Heobxoaumblii ypoBeHb npusuaeruin

10
KomaHgHbIN pexum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set metric rip 5

19.3.28 action set tag ospf

[aHHOoM KoMmaHAoM 3agaeTca 3HaYeHne aTpubyTta OSPF Tag, KoTopoe 6yaeT ycTaHOBAEHO B MapLupyTe.
Mcnonb3oBaHWe oTpuuaTenbHoM GopMbl KOMaHAb! (NO) OTMEHAET HasHaYeHue.
CuHTaKcuc

action set tag ospf <TAG>

no action set tag ospf

MapameTpbl

<TAG> — 3HauyeHue atpmbyTta OSPF Tag, npnHUMaeT 3HauyeHus [0..4294967295].
Heo6xoaumbiit ypoBeHb NpuUBUAErnin

10
KomaHAaHbIi pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘esr:esr(config—route—map—rule)# action set tag ospf 20
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19.3.29 action set tag rip

[aHHOWN KomaHaoM 3aaaeTca 3HaYeHume aTpmbyTta RIP Tag, KoTopoe 6yaeT ycTaHOBAEHO B MapLupyTe.
Ncnonb3oBaHuMe oTpuLaTebHON GopmMbl KOMaHbl (NO) OTMEHSET HasHayeHue.
CUHTaKcuc

action set tag rip <RIP>

no action set tag rip

Mapamertpbl

<RIP> — 3HayeHue aTpubyTa RIP Tag, npuHumaeT 3HayeHua [0..65535].
Heobxogumbiii ypoBeHb npusunerunii

10
KomaHpgHbIii pexxum

CONFIG-ROUTE-MAP-RULE

Mpumep

‘ esr:esr(config-route-map-rule)# action set tag rip 20

19.3.30 route-map

KomaHgoit nobasnserca dpunbTpaumnsa u mogmudbuKaumsa MapLipyToB BO BXOAAWMX UM UCXOAALLMX
HanpaBaeHusX.

Ncnonb3oBaHuMe oTpuuaTenbHOM GOpMbl KOMaHAbl (N0) OTKAOYaeT GUAbTPALMUIO U MoaUDUKaALMIO
MapLLPYTOB B COOTBETCTBYIOLLEM HanpaBAEHUMN.

CuHTaKCcuUc
route-map <NAME> <DIRECTION>
no route-map <DIRECTION>

MapameTpbl
<NAME> — nma CKOHPUTYPUPOBAHHOM MapLLPYTHOM KapTbl, 3a4aéTcA CTpoKon Ao 31 cumBona;
<DIRECTION> — HanpasneHue:

in — dunbTpauma 1 mognupuKaLMa NoAYHaeMbIX MApPLLPYTOB;
out — punbTpauma 1 mogMbUKaLMa aHOHCUPYEMbIX MapLIPYTOB.

Heob6xoaumbiii ypoBeHb NpuBUAErui
10

KomaHAHbIi1 pexxum
CONFIG-BGP-NEIGHBOR
CONFIG-OSPF
CONFIG-0OSPFV3
CONFIG-RIP
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Mpumep

‘esr:esr(config-bgp-neighbor)# route-map drop-local-net in

19.3.31 ip policy route-map

JaHHON KoMaHAoM Ha MHTepdelic Ha3HaYaeTCa NOJINTUKA MapLLPYTU3aLUMM Ha OCHOBE CMMCKOB A0CTyna
(ACL).

Mcnonb3oBaHWe oTpuuaTesbHon GopMbl KOMaHAgbl (N0) yaanaeT NoANTUKY MapLLpyTU3aLuin.
CuHTaKcuc
ip policy route-map <NAME>

no ip policy route-map

Mapamertpbl

<NAME> — nmsA CKOHPUIrypUpPOBaHHOM NOJUTUKM MAPLUPYTM3aLLIMK, 3383ETCA CTpoKon Ao 31
cMMBOAa.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHblii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

I esr:esr(config-subif)# route-map drop-local-net in

19.3.32 show ip route-map

ﬂ,aHHaﬂ KOMaH/a UCNob3yeTcAa ANA NPOCMOTPa MapLWpPYTHbIX KapT.
CuHTaKcunc

show ip route-map <NAME> [ <ORDER> ]

Mapametpbl
<NAME> — nms mapLupyTHOI KapTbl, 334aETCA CTPOKoM 40 31 cMmBONa;

<ORDER> — HOoMmep npaBuna, npuHMmaeT 3HayeHua [1..10000]. Mpu ykasaHUM HOMepa npasuia
byLeT NnokasaHa MH$OpMaLMA TONbKO MO AAaHHOMY NpasBuay.

Heob6xoaumbiii ypoBeHb NpuBUAErui
1
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KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show ip route-map drop-local-net
Order: 2
Description: Drop route to private nets

Matching pattern:
Access group -=
AS path -
Community -
Extcommunity -=
BGP metric (MED) : -=
Address (object-group) : local net
Next hop (object-group) : -
Route source (object-group): -
RIP metric -=
RIP tag -=
OSPF metric type -=
OSPF metric -
OSPF tag --
Actions:

Decision: Deny
Route next hop address: -
Route next hop: -
AS path (prepand): -
Community: -=
Extcommunity: -=
Local preference: -
BGP next hop address: -
BGP metric (MED) : -—
Origin: -=
RIP metric --
RIP tag -=
OSPF metric type -=
OSPF metric --
OSPF tag -=

19.4 Hacmpolika ceA30K Knrueli

19.4.1 key-chain

KOMaHﬂ,OVI ,£1,06aB!'IFIETCﬂ CBA3Ka KAtoyen B CUCTEMY U OCYLLLECTBNIAETCA NeEPEXO B pEXNUM HaCTpOVIKM
ﬂapaMETpOBCBHBKMKHmHEQ.

Ncnonb3oBaHuMe oTpuuaTeibHON GopmMbl KOMaHabl (NO) yAanAaeT yKasaHHbIN CUCOK.
CuHTaKcunc

[no] key-chain <KEYCHAIN>

MapameTpbl
<KEYCHAIN> — ngeHtnéounKaTop cnmcka Katouem, ctpoka ao 16 ASCIl cumsonos.
Heo6xoaumbiit ypoBeHb NpuBUAEruii

10
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KomaHgHbI pexxum
CONFIG

Mpumep

‘esr:esrlOOO(config)# key-chain lock

19.4.2 key

[JaHHON KoMaHAol A06aBAsETCA KoY B CBA3KY KJIOYEN W OCYLLECTBAAETCA NEPEexos B PeXMUM HaCTPOMKK

napameTpoB K/toya.
Ncnonb3oBaHuMe oTpuLaTenbHON Gopmbl KOMaHAbl (NO) yaanaeT yKasaHHbIN KoY.

CuHTaKcuc

[no] key <ID>

MapamerTpbl

<ID> — npgeHTndUKaTop KtoYa, 3agaetca B ananasoHe [0..255].
Heobxoaumblii ypoBeHb npusuaeruim

10
KomaHgHbIN pexum

CONFIG-KEYCHAIN

Mpumep

‘esr:esrlOOO(config—keychain)# key 25

19.4.3 key-string

[aHHOW KOMaHAOW yCTaHAB/AMBAETCA Napo/b A5 ayTeHTUPUKaUUM.
Mcnonb3oBaHue oTpuLaTenbHon ¢popmbl KOMaHAb! (No) yaanseTt naponb.

CuHTaKcuc
key-string ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no key-string

MapameTpbl

<CLEAR-TEXT> — naponb, 3agaétca CTpoKon oT 8 A0 16 cMmBo/I0OB;
<ENCRYPTED-TEXT> — 3alundppoBaHHbIl Napoab pasmepom oT 8 6aiT go 16 6aiiT (ot 16 go 32
CMMBO/I0B) B WWecTHaguaTepniHom dpopmate (OXYYYY...) uam (YYYY...).

Heo6xoaumbiit ypoBeHb NpuUBUAErnin
10

KomaHaHbI pexxum
CONFIG-KEYCHAIN-KEY

Mpumep

esr:esr(config-keychain-key) # authentication key ascii-text 123456789
esr:esr(config-keychain-key) # authentication key ascii-text encrypted
CDE65039E5591FA3F1
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19.4.4 send-lifetime

[JaHHas KomaHga onpegenser nepuos BpPEMEHW, B TeYeHMEe KOTOPOro JaHHbIA KAY  MOMKeT
MCNONb30BaTbCA AN ayTEHTUPUKALLMM NPU OTNPaBKe MNaKeToBs.
Ncnonb3oBaHWe oTpuuaTesibHoM GopMbl KOMaHAbl (NO) yCTaHaB/MBAET 3HAYEHME MO YMOJIYAHUIO.

CuHTaKcuc

send-lifetime <TIME_B> <DAY_B> <MONTH_B> <YEAR_B> <TIME_E> <DAY_E><MONTH_E>
<YEAR_E>

no send-lifetime

Mapamertpbl

<TIME_B> —ycTtaHaB/iMBaemoe Bpemsa Hayana UCNOJIb30BaHMA KNtoYa, 3agaéTtca B suae HH:MM:SS,
roe:

HH —yacbl, npuHMmaeT 3Ha4eHue [0..23];
MM — MWHYTbI, NPUHUMAET 3Ha4veHue [0 .. 59];
SS — ceKyHAbl, NPUHMMAET 3HadyeHue [0 .. 59].

<DAY_B> — geHb mecAua Hayana UCMo/Ib30BaHUSA KAtoYa, NpMHUMaeT 3HadeHus [1..31];

<MONTH_B> — mecAv, Hayana Ucno/sib30BaHMA KAtoYa, NPUHUMAET 3HaYeHnA

[January/February/March/April/May/June/July/August/September/October/November/
December];

<YEAR_B> —rog Hayana Ucnosib3oBaHMA Kato4a, NpUHMMaeT 3HadyeHuna [2001..2037];

<TIME_E> — ycTaHaBAnBaemoe BpemsA OKOHYaHWA MCMNOJIb30BaHUA KtoYa, 3a4aETcA B BUAE
HH:MM:SS, rpe:

HH —yacbl, npuHMmaeT 3Ha4yeHue [0..23];
MM — MUHYTbI, NPUHUMAET 3HadyeHue [0 .. 59];
SS — ceKyHAbl, NPUHMMAET 3HadyeHue [0 .. 59].

<DAY_E> —paeHb MecsL,a OKOHYaHMA UCMOJIb30BaHUSA KtoYa, MPUHUMAET 3Ha4YeHus [1..31];

<MONTH_E> —mecAau, OKOHYaHMA UCNO/Ib30BAHMA KAOYa, MPUHUMAET 3HaYeHnA
[January/February/March/April/May/June/July/August/September/October/November/

December];

<YEAR_E> — rog, okoHYaHMA UCNONb30BaHUA KtoYa, NPUHMMAET 3HadeHusa [2001..2037].

3HauyeHne No yMoa4aHUo
Kntoy AeﬁCTBMTeﬂeH MOCTOAHHO.
Heobxoaumbiii ypoBeHb NpuBUAEruit
10
KomaHAHbIi1 pexxum

CONFIG-KEYCHAIN-KEY
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Mpumep
esr:esr (config-keychain-key)# send-lifetime 16:35:00 15 May 2014 16:35:00 21 June
2018
19.4.5 accept-time

[JaHHas KomaHaa onpeaensetr nepuos, BpPeMeHM, B TEeYEeHMEe KOTOPOro [aHHbIA KUY  MOMKeT
MCMOoJ1Ib30BaTbCA A5 aYyTEHTUPUKALMN NPUHATLIX MAKETOB.

Ncnonb3oBaHMe oTpuLaTebHoN Gopmbl KOMaHabl (NO) ycTaHaBAMBAET 3HaYeHME MO YMOAYaHUIO.
CuHTaKcuc

accept-time <TIME_B> <DAY_B> <MONTH_B> <YEAR_B> <TIME_E> <DAY_E><MONTH_E>
<YEAR_E>

no accept-time

Mapamertpbl

<TIME_B> — ycTaHaBAnBaemoe BpemA Ha4vasia UCNOoAb30BaHUA KAtoYa, 3agaétca 8 suae HH:MM:SS,
roe:

HH — yacbl, npuHMmaeT 3Ha4eHue [0..23];
MM — MUHYTbI, NPUHUMaET 3HadveHue [0 .. 59];
SS — ceKyHAbl, NPUHMMAET 3HadyeHue [0 .. 59].

<DAY_B> —aeHb mecsaLa Hayasia UCNoJIb30BaHUSA Ktoda, MPUHMMAET 3HadveHus [1..31];

<MONTH_B> —mecAu, Hayana Ncnoab30BaHMA KAKOYA, NPUHMMAET 3HaYeHUA
[January/February/March/April/May/June/July/August/September/October/November/

December];
<YEAR_B> —rog Hayana Ucnosb3oBaHMA Kato4a, NPUHMMaET 3HadyeHua [2001..2037].

<TIME_E> — ycTaHaBAnBaemoe BPeMA OKOHYAHUA NCMNONb30BaHUA KAtoYva, 3a4aETcCA B BUAE
HH:MM:SS, rpe:

HH — yacbl, npuHMmaeT 3HaueHue [0..23];
MM — MUHYTbI, NPUHUMaET 3HadyeHue [0 .. 59];
SS — cekyHAbl, NPUHMMAET 3HadyeHue [0 .. 59].

<DAY_E>— geHb mecsla OKOHYaHUSA UCMONb30BaHMA KaoYa, NPUHMMaET 3HadeHus [1..31];

<MONTH_E> — mecaL, OKOHYaHMA UCMONb30BaHMA KoYa, NPUHUMAET 3HaYeHUA
[January/February/March/April/May/June/July/August/September/October/November/

December];

<YEAR_E> — rog, oKOHYaHMA MCNONb30BaHUA KtoYa, NPUHMMAET 3HadeHua [2001..2037].

3Ha4yeHue no YMONT4YaHUIO

Kntoy AEVICTBMTeﬂeH NOCTOAHHO.
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Heobxoaumbi ypoBeHb NpuBUAErni
10

KomaHgHbI pexxum
CONFIG-KEYCHAIN-KEY

Mpumep

esr:esr (config-keychain-key) # accept-time 16:35:00 10 May 2015 16:35:00 10 June
2021
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19.5 Hacmpolika 06vekmos omcnexcueaHua cobbimuii

19.5.1 tracking

[aHHoM KomaHaon B cuctemy aobasnserca Tracking-o6beKT 1 OCyLLEeCTBAAETCA NEPEXO, B PEKUM
HacTponkM napameTpoB Tracking-ob6beKkTa. B 06beKTe 3aaatoTca cobbiTUs, KOTOpble HEOHX0ANMO
oTcnexuneaTb. Mpy BOSHUKHOBEHWM HACTPOEHHbIX COOLITUI NPOUCXOAUT BO3LENCTBME HA NPMBA3AHHbIE K
06BEKTY CcTaTUYECcKMe MapLlpyTbl. Ecan Bce ycnoBus BbINOHEHbI — MapwpyT Ao06aBAseTca B CUCTEMY,
MHaye, ecin XoTA 6bl 0AHO YC/IOBUE HE BbINOJIHEHO — MapLPYT YAANAETCA U3 CUCTEMDbI.

Mcnonb3osBaHuMe oTpuuaTenbHon dopmbl KomaHabl (no) yaanaeT Tracking-o6beKT U3 cucTembl.
CuHTaKcuc

[no] tracking <ID>

Mapamertpbl
<ID> - Homep Tracking-06beKTa, NpMHUMaeT 3HaveHus [1..60].
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHblii pexxum

CONFIG

Mpumep

esr:esr(config)# tracking 20
esr:esr (config-trackin) #

Job6asneH Tracking-o6beKT c Homepom 20.

19.5.2 enable

[aHHoM KomaHAaoM BKAtoyaeTca Tracking-o6bekKT.
Ncnonb3oBaHuMe oTpuuaTenbHon dopmbl KOMaHabl (no) oTkAtovaeT Tracking-o6beKT.
CuHTaKcuc

[no] enable

Mapametpbl

KomaHga He COAEPHKUT aprymMmeHTOB.

3HauyeHne No yMoa4aHUo
OB6bEeKT BbIK/MOYEH.
Heobxogumbiit ypoBeHb Npusunerui
10
KomaHaHbIi1 pexxum

CONFIG-TRACKING
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Mpumep

‘ esr:esr (config-tracking) # enable

19.5.3 vrrp

JaHHOM KoMaHAoM 3a4aeTcs NPaBUAO cnexeHns 3a coctoaHmem VRRP npouecca.

Mpun ncnonb3oBaHUM KOMaHAbI «not» npaBuao byaeT cpabaTtbiBaTb 414 Bcex coctoaHMn VRRP npouecca
KpOMe yKa3aHHOro. Mcnosib3oBaHue oTpuLaTesibHON GopMbl KOMaHAbl (N0) OTMEHSET yCTaHOBNEHHOE
aencraue.

CuHTaKcuc
vrrp <VRID> [not] state { master | backup | fault }
no vrrp <VRID>

Mapamertpbl

<VRID> — ngeHtudumkatopa otcnexkmsaemoro VRRP-mapLpytnusatopa, NpUHMMAET 3HaYEHUA
[1..255]

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHblii pexxum
CONFIG-TRACKING

Mpumep

‘esr:esr(config—tracking)# vrrp 2 state master

19.6 Hacmpolika cmamu4ecKux mapuipymoe

19.6.1 ip route

KomaHaa nosBonsieT co3gatbh CTaTUYeckuii IP-mapLipyT K yKasaHHOM NoaceTw.
Ncnonb3oBaHuMe oTpuuaTenbHOM GopmMbl KOMaHab! (NO) yAanAaeT yKasaHHbIN MapLUpyT.
CuHTaKcuc

ip route <SUBNET> { <NEXTHOP> | interface <IF> | tunnel <TUN> | wan load-balance rule <RULE> |
blackhole | unreachable | prohibit } [ <METRIC> ] [ track <TRACK-ID> ]

no ip route <SUBNET> [ <METRIC> ]

Mapamertpbl
<SUBNET> — agpec Ha3Ha4yeHUsi, MOXKET ObiTb 3a4aH B Cneayowmx Buaax:
AAA.BBB.CCC.DDD — IP-agpec xocTa, rae Kaxaas 4acTb NpuHMmaeT 3HadeHusa [0..255];

AAA.BBB.CCC.DDD/NN — IP-agpec noacetum c mackoi B suae npedukca, rae AAA-DDD npuHumaloT
3HavyeHus [0..255] n NN npuHMmaeT 3HauveHmA [1..32].

<NEXTHOP> — |P-agpec wnto3a 3agaétca B suae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NpuUHMUMAET
3HayeHus [0..255];
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<IF>—nms IP-untepdeica, 3agaérca B BUAE, onnmcaHHom B pasgene 3.3;
<TUN> — uma TyHHenA, 3a8aéTcA B BUAE, ONUCaHHOM B pa3sgene 3.4;
<RULE> — Homep npaBuna wan, 3agaétca B AnanasoHe [1..50];

blackhole — npu yKasaHnUM KomaHAbl NakeTbl A0 AaHHOM noaceTn byayT yaanaTbcs ycTponcTeom bes
OTNPaBKM yBEAOMIEHUI OTNPABUTENIO;

unreachable — npu ykasaHUM KOMaHAbl NaKeTbl 40 AAaHHOM NoAceTU ByayT yAanaTbcA YCTPONCTBOM,
oTnpasutens nonyuut B oteeT ICMP Destination unreachable (Host unreachable, code 1);

prohibit — npu ykasaHMn KomaHAabl NaKeTbl 40 AaHHOM NoAceTy byayT yAansaTbca YCTPONCTBOM,
oTnpasutens noay4yut B oteeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

V Ecnm B KauecTse noaceTtu yKasartb 0.0.0.0/0, To 6yaert 3agaH mapLupyT No yMOAYAHUIO.

[METRIC] — meTpuKa mapLlupyTa, npuHMMaeT 3HaveHua [0..255];

<TRACK-ID> — npgeHtndumrkatop Tracking obbekTta. Ecnm mapwpyT npusasaH K Tracking o6bekTy, T0
OH NOABMUTCA B CUCTEME TOJIbKO NP BbIMOJIHEHWIN BCEX YCOBUI, 3afaHHbIX B OObeEKTe.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbI pexxum
CONFIG
Mpumep 1
3agaTb MmapwpyT Ao noacetv 192.165.3.0/24 c meTpuKoii 6 yepes w3 192.165.56.65:

‘esr:esr(config)# ip route 192.165.3.0/24 192.165.56.65 6

Mpumep 2

3agaTb MmapwpyT Ao noacetv 192.165.3.0/24 c meTpuKoi 6 yepes nHtepoeic GigabitEthernet
1/0/5:

Iesr:esr(config)# ip route 192.165.3.0/24 interface gigabitethernet 1/0/5 6

19.7 Hacmpolika npomokona BGP

19.7.1 router bgp

[aHHol KomaHaol gobasnaeTca BGP-npouecc B cucTemy M OCYLLLECTBAAETCA Nepexos, B peXKum
HacTpolikM napameTpos BGP-npouecca.

Ncnonb3oBaHuMe oTpuuaTenbHon popmbl KomaHabl (no) yaanaet BGP-npouecc U3 cuctembl.
CuHTaKcuc

[no] router bgp <AS>

Mapamertpbl
<AS>— HoMep aBTOHOMHOW CUCTEMBbI NpoLecca, NPUHUMAET 3HadYeHus [1..4294967295].
Heobxoaumbiit ypoBeHb NpuBUAEruit

10
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KomaHpgHbIi1 pexxum

CONFIG

Mpumep

esr:esr (config)# router bgp 1000

esr:esr (config-bgp) #

JobasneH BGP-npouecc c aBToHomHoOM cuctemon 1000.

19.7.2 router bgp maximum-path

JaHHon KomaHaon BratovaetTca ECMP un onpeaenaeTcs MakCMMaibHOE KOJIMYECTBO PaBHOLEHHbIX
MapLPYTOB A0 L.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAbl (no) oTkatoyaeT ECMP.
CUHTaKCcuc
router bgp maximum-path <VALUE>

no router bgp maximum-path

MapameTpbl

<VALUE> — KONMYeCcTBO AONYCTUMbIX PaBHOLLEHHbIX MapLIPyTOB A0 e/, MPUHUMAET 3HaYeHus
[1..16]

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum

CONFIG

Mpumep

‘ esr:esr(config)# router bgp maximum-path 14

19.7.3 address-family

[aHHO KOMaHAoM onpeaenaeTca TMN KOHGUIypupyemoir MapwpyTHOU MHGOPMaLUK U Nepexos, B
OAHHbINA PEXUM HACTPOMKM.

Mcnonb3oBaHue oTpuLaTenbHON Gopmbl KOMaHAbI (NO) yaanset uaeHTMouKaTop.

CUMHTaKCMC KOMaHAbI

[no] address-family {ipv4 }

Mapametpbl
— ipv4 — cememncTso IPv4;
Heob6xoaumbiii ypoBeHb NpuBUAEruia

10
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KomaHgHbI pexxum

CONFIG-BGP

Mpumep

‘esr:esr(config-bgp)# address-family ipv4

19.7.4 router-id

JaHHOW KOMaHAoM ycTaHaBAMBaETCA UAeHTUUKATOP MapLLpyTU3aTopa.

Ncnonb3osBaHue oTpuLaTenbHon Gopmbl KOMaHabl (nNo) yaanaet naeHTudukartop.

CMHTaKCMC KOMaHAbI
router-id <ID>

no router-id

MapamerTpbl

<ID> — npgeHTnduKaTop MapLpyTM3aTopa, 3a8aétcsa B suge AAA.BBB.CCC.DDD, rge Kaxkaad yactb
npuHMMmaeT 3HayeHus [0..255].

Heobxoaumbiii ypoBeHb npusuaerui
10

KomaHgHbIN pexum

CONFIG-BGP-FAMILY

Mpumep

‘esr:esr(config—bgp—af)# router-id 1.1.1.1

19.7.5 timers keepalive

ﬂ,aHHOVI KOMaHAOVI YCTaHaB/IMBAETCA BpeMeHHOﬁ UHTEPBAN, NO NCTEYEHUN KOTOPOro NOeT NpoBEPKa
coegunHeHunAa co BCTpe‘-IHOﬁ CTOpOHOl\/‘I.

Ucnonb3osaHue OTpMLI,aTe!'IbHOﬁ (bOprI KOMaHAbl (no) YCTaHaB/IMBAET 3HAYEHNE NO YMOTHAHUIO.

CuHTaKkcuc
timers keeaplive <TIME>

no timers keeaplive

MapameTpbl

<TIME> — Bpems B CeKyHAax, NPUHMMAET 3HayeHuA [1..65535].
Heo6xoaumbiit ypoBeHb NpuBUAEruii

10

KomaHaHbI pexxum

CONFIG-BGP-FAMILY
CONFIG-BGP -NEIGHBOR
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3HayeHUe No yMO4aHUIO
60 cekyHA,
Mpumep

‘ esr:esr (config-bgp-af)# timers keepalive 120

19.7.6 timers holdtime

[aHHOl KOMaHAol yCTaHaBAMBAETCA BPEMEHHOM MHTEPBaAJ, N0 UCTEYEHUWN KOTOPOTo BCTPEYHasA CTOPOHaA
CYMTaeTCs HeaoCTyNHOW. Taimep 3anycKaeTcsa Nocse YyCTaHOB/IEHUS OTHOLWEHWIA COCeACTBa M HaYMHaeT
oTcuéT ot 0. Taimep cbpacbiBaeTca Npu NoaydeHUn Kaxaoro oteeta Ha keepalive coobuieHume ot
BCTPEYHON CTOPOHbI. PeKOMeHAyeTcs ycTaHaBAMBaTb 3HaYeHWe Tailmepa pasBHoe 3 * keepalive.

Mcnonb3oBaHue oTpuLaTebHoM Gopmbl KOMaHAbl (N0) ycTaHaBAWBaET 3HAYEHME N0 YMOYAHMIO.

CuHTakcuc
timers holdtime <TIME>

no timers holdtime

MapameTpbl

<TIME> — Bpems B CEKyHAaX, NPUHMMAET 3HayeHmA [1..65535].
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum

CONFIG-BGP-FAMILY
CONFIG-BGP-NEIGHBOR

3HauyeHue No yMOo4YaHUio

180 cekyHpA,

Mpumep

‘ esr:esr(config-bgp-af)# timers holdtime 360

19.7.7 neighbor

[aHHoW KomaHaoW gobasnseTca BGP-cocen M OCyLLEeCTBAAETCA NEPEXOL, B PEKMUM HACTPOMKM
napametpos BGP-cocega. Micnonb3oBaHWe oTpuLaTenbHoin Gopmbl KOMaHAbl (NO) yaanaeT napameTpsbl
coceHero MmapLipyT1usaTopa M3 KoHOUrypaumm.

CuHTaKcunc

[no] neighbor <ADDR>

Mapamertpbl

<ADDR>—IP agpec cocena, 3agaétca B snae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NpUHUMaeT
3HayeHus [0..255].
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Heobxoaumbi ypoBeHb NpuBUAErni

10

KomaHgHbI pexxum

CONFIG-BGP-FAMILY

Mpumep

esr:esr(config-bgp-af) # neighbor 192.168.0.2
esr:esr (config-bgp-neighbor) #

19.7.8 remote-as

JaHHOM KoMaHAoM yCTaHAaBMBAETCA HOMeEP aBTOHOMHOM cuctembl BGP-cocepa. Mcnonb3osaHue
oTpuuaTenbHon GopMbl KOMaHAbl (NO) yaanaetT Homep aBTOHOMHOW CUCTEMbI.

CuHTaKCUC
remote-as <AS>
no remote-as
MapameTpbl
<AS>— Homep aBTOHOMHOWM CUCTEMbBI, NPUHMMAET 3HayeHus [1..4294967295].
Heobxoaumblii ypoBeHb npusuaerui
10
KomaHgHbIN pexum
CONFIG-BGP-NEIGHBOR

Mpumep

‘esr:esr(Config—bgp—neighbor)# remote-as 2000

19.7.9 ebgp-multihop

ﬂ,aHHOVI KOMaHAOVI pa3pewaeTca nogKknr4yeHne K cocegam, KOTopble HaxoaATCA HE B HANPAMYHO
NOAKNKOYEHHbIX NoACEeTAX.

Ncnonb3oBaHuMe oTpuuaTenbHOM GopMbl KOMaHAbl (N0O) OTKAKOYAET AAaHHYO GYHKUMIO.
CuHTaKcunc

[no] ebgp-multihop

MapameTpbl
KomaHp,a HEe COA4EePXKUT aprymeHTOB.

Heob6xoaumbiit ypoBeHb NpUBUAErniA
10

KomaHAaHbIi pexxum
CONFIG-BGP-NEIGHBOR

Mpumep
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‘esr:esr(config-bgp-neighbor)# ebgp-multihop

19.7.10 next-hop-self

[aHHON KOMaHA oM 3aaeTCA PeXXuUm, B KOTOPOM Bce 06HOBIeHMA oTnpaBasatoTca BGP-coceay ¢
yKasaHueMm B KayecTBe next-hop IP-agpeca ncxogawero nHtepdeica 10KaNbHOro MmapLpyTnsaTopa.

Mcnonb3oBaHue oTpuuaTesibHON GopMbl KOMaHAbl (NO) OTK/OYAET AaHHYIO QYHKLMUIO.
CuHTaKcuc

[no] next-hop-self

Mapamertpbl
KomaHaa He cofeprKUT apryMeHTOB.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHpgHbIi1 pexxum
CONFIG-BGP-NEIGHBOR

Mpumep

‘esr:esr(config—bgp—neighbor)# next-hop-self

19.7.11 remove-private-as

[JaHHOM KoMaHAO0M 3a4aEeTCs PEKUM, B KOTOPOM Nepes oTnpasaeHnem obHosaeHna ns BGP atpmnbyTta AS
Path mapLwpyToB yaanstoTcs npuBaTHbIe HOMeEpPa aBTOHOMHbIX cuctem (B cootBeTcTBMM ¢ RFC 6996).

Ncnonb3oBaHuMe oTpuLaTenbHOM GOpMbl KOMaHAbl (NO) OTKAKOYAET AaHHYO GYHKUMIO.
CuHTaKCcuUc

[no] remove-private-as

MapameTpbl
KomaHp,a He COAEPHKUT aprymMmeHTOB.

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum
CONFIG-BGP-NEIGHBOR

Mpumep

‘esr:esr(config—bgp—neiqhbor)# remove-private-as
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19.7.12 default-originate

[aHHON KoMaHAOoM 3aaeTca peXxum, B KoTopom BGP-coceay B 06HOBMEHUM HA paay C APYrMMU
MapLpyTamuy OTNPABAAETCA MAPLLPYT NO YMOAYAHMIO.

Ncnonb3oBaHue oTpuuaTesibHON GopMbl KOMaHAbl (NO) OTKOYAET AaHHYIO QYHKLMIO.

CuHTaKcuc

[no] default-originate

Mapamertpbl
KomaHAa He cofepKUT apryMeHTOB.

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHpgHbIi1 pexxum
CONFIG-BGP-NEIGHBOR

Mpumep

’ esr:esr (config-bgp-neighbor)# default-originate

19.7.13 cluster-id

KomaHgaoit yctaHaBamnBaeTca nageHtudukatop Route-Reflector knactepa, kKoTopomy npuHagnexuTt BGP-
npouecc mapLpyTmsatopa.

Ncnonb3oBaHMe oTpuuaTebHon popmbl KOMaHabl (No) yaanaet ngeHTuduKartop.

CUMHTaKCMC KOMaHAbI
cluster-id <ID>

no cluster-id

MapameTpbl

<ID> — ngeHtnduratop Route-Reflector knacrepa, 3agaértca 8 sBuge AAA.BBB.CCC.DDD, rae Kaxaas
YyacTb NPUHUMaET 3HadYeHun [0..255].

Heob6xoaumbiit ypoBeHb NpuBUAErui
10

KomaHAHbIi1 pexxum

CONFIG-BGP-FAMILY

Mpumep

esr:esr(config-bgp-af)# cluster-id 1.1.1.1

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 259



O ELTEX

19.7.14 route-reflector-client

[aHHoM KomaHA oM yKa3biBaeTca, YTo BGP-coceq snsetca Route-Reflector knneHtom.
Ncnonb3oBaHuMe oTpuLaTenbHoN GopmMbl KOMaHbl (N0O) OTKAKOYAET AaHHYIO GYHKLMIO.
CUHTaKcuc

[no] route-reflector-client

Mapamertpbl
KomaHga He coaepKUT aprymeHToB.

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHpaHbIi1 pexxum
CONFIG-BGP-NEIGHBOR

Mpumep

‘ esr:esr (config-bgp-neighbor) # route-reflector-client

19.7.15 preference

[aHHas KomaHZa onpeaenseT NPMOPUTETHOCTb MAPLLPYTOB, MOyYaembix OT coceaa.
Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHAB/AMBAET 3HAaYEHME N0 YMOYAHMIO.
CuHTaKcuUc

preference <VALUE>

no preference

MapameTpbl

<VALUE> — npnopmuTETHOCTb MapLIPYTOB coceaa, NPUHMMAET 3HauyeHMA B AnanasoHe [1..255].

3HauyeHue no yMo14aHuUo

170

Heobxoaumbiii ypoBeHb Nnpusunerunii
10

KomaHaHbIi1 pexxum

CONFIG-BGP-NEIGHBOR

Mpumep

esr:esr (config-bgp-neighbor) # preference 30
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19.7.16 authentication algorithm

[aHHasa KomaHaa onpeaenseT aAroputm ayteHTudunKaumm. Hactpoliku ayteHTMdMKaumMm ans
onpeaeneHHoro cocega UMerT NPEeNMYLLECTBO nepes, r106aibHbIMM HAaCTPOMKaMmM KOHbUIypaumm ans

BGP-npouecca.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHbl (N0O) OTKAOYaET ayTeHTUDMKaLMIO.

CuHTaKcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

Mapamertpbl

<ALGORITHM> — anroputm wndpoBaHUs:

— md5 — naponb wndpyetca no anroputmy md>5.

Heobxogumbiii ypoBeHb npusunerunii
10

KomaHgHbIii pexxum
CONFIG-BGP-FAMILY
CONFIG-BGP-NEIGHBOR

Mpumep

‘esr:esr(config—bgp—af)# authentication algorithm md5

19.7.17 authentication key

JaHHaa KomaHaa YCTaHaB/IMBAET Napoab ONA ayTEHTVId)VIKaLI,VIVI c cocegom.

Mcnonb3oBaHue oTpuLaTenbHon ¢popmbl KOMaHAbl (No) yaanseTt naponb.

CuHTaKcuc

authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no authentication key

Mapamertpbl

<CLEAR-TEXT> — naponb, 3a4aé1cAa CTPOKoM oT 8 A0 16 cMmBOOB.

<ENCRYPTED-TEXT> — 3alundppoBaHHbIl Napoab pasmepom oT 8 6aiT go 16 6aiiT (ot 16 go 32

CMMBO/I0B) B WWecTHaguaTepniHom dpopmate (OXYYYY...) uam (YYYY...).

Heob6xogumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-BGP-FAMILY
CONFIG-BGP-NEIGHBOR

Mpumep

esr:esr(config-bgp-af) # authentication key ascii-text 123456789
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‘esr:esr(config—bgp—af)# authentication key ascii-text encrypted CDE65039E5591FA3F1

19.7.18 enable

[aHHoW KomaHaon BKAoYaeTca BGP-npouecc.
Ncnonb3osBaHuMe oTpuuaTensHon Gopmbl KomaHabl (no) oTKAovaeT BGP-npouecc.
CUHTaKcUc

[no] enable

Mapamertpbl

KomaHaa He cofepuT apryMeHTOB.

3HayeHUe No YMOYaHUIO
Mpouecc BbIKAOYEH.

Heobxogumbiii ypoBeHb Nnpusuaerui
10

KomaHgHbIii pexxum
CONFIG-BGP-FAMILY

Mpumep

‘esr:esr(config—bgp—af)# enable

19.7.19 router bgp log-neighbor-changes

[aHHOl KOMaHAol BKAOYAETCA NOrMpoBaHne N3MeHeHMUI cocToAaHna BGP-coceaei.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAabl (NO) OTKAOYAET NOrMpPOoBaHNE U3MEHEHWNI COCTOAHMA
BGP-cocepeii.

CuHTaKcuc

[no] router bgp log-neighbor-changes

MapameTpbl
KomaHp,a He COAEPHKUT aprymMeHTOB.
3HaueHue No YyMONYaHUIO
ﬂOI'VIpOBaHVIe BbIK/1FO4YEHO.
Heob6xoaumbiit ypoBeHb NpuBUAErui
10
KomaHgHbIi pexxum
CONFIG

Mpumep

‘esr:esr(config)# router bgp log-neighbor-changes
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19.7.20 show ip bgp

JaHHaa KomaHaa oTobparkaeT Tabanuy maplpytmsaummn BGP nnam getanbHyto nHpopmaumto o6
onpeaeneHHOM MapLipyTe NPU UCNOAb30BaHUM GUNLTPOB.

CuHTaKcuc

show ip bgp [<AS> <ADDR> |<ADDR/LEN>]

MapameTpbl
<AS>— Homep aBTOHOMHOWM CUCTEMbI NpoLLecca, MPUHUMAET 3HadYeHus [1..4294967295];

<ADDR> — IP-agpec Ha3HayeHuA, 3agaéTca B Buae AAA.BBB.CCC.DDD, rae Kaxgas 4acTb NpuHMUMaeT
3HauyeHus [0..255];

<ADDR/LEN> — nogacetb, 3agaérca 8 suae AAA.BBB.CCC.DDD/EE, rae kaxkaan yactb AAA — DDD
npuHMmaeT 3HayeHus [0..255] n EE npuHMmaeT 3HayeHua [1..32].

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum
ROOT
Mpumep 1

esr:esr# show ip bgp

Terra# show ip bgp

Status codes: u - unicast, b - broadcast, m - multicast a - anycast
* - valid, > - best

Origin codes: 1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Path
*> u 10.0.10.0/24 10.115.0.1 100 i
*>u 0.0.0.0/0 10.115.0.1 100 i
* u 192.0.2.0/24 10.115.0.1 100 i
Mpumep 2

Sword# show ip bgp 192.0.2.0
192.0.2.0/24 via 110.115.0.1 on gil/0/14 [bgp20 2000-01-15] (AS907?)
Administrative Distance: 68

Type: unicast
Origin: Incomplete
AS PATH: 1 30 70 90
Next Hop: 10.115.0.1
MED: 0

Local Preference: 100
Community: (1:555)

Valid, Best
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19.7.21 show ip bgp neighbors

JaHHaa KomaHaa oTobparkaeT MHGOpPMaLUIo o0 Bcex Uam o BbibpaHHom BGP-cocege.

CuHTaKcuc

show ip bgp <AS> neighbors [ <ADDR> [ routes | advertise-routes ] ]

MapameTpbl

<AS>— Homep aBTOHOMHOWM CUCTEMBI NpoLecca, NPMHUMaeT 3HaydeHus [1..4294967295];

<ADDR> —IP-agpec coceaa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxkaas 4acTb NpUHMMaeT

3HayeHus [0..255];

routes — Npu yKasaHMM KOMaHAbl OTOBpaXKaeTcs MaplLpyTHaa MHPOPMALMA, NOSyYeHHas oT

cocena;

advertise-routes — Npun ykasaHMM KOMaHAbl 0TobparkaeTcA MapLUpyTHaa MHOpPMaUus,
obbaABNeHHas coceay.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum

ROOT

Mpumep 1

esr:esr# show ip bgp 20 neighbors
BGP neighbor is 10.115.0.1

BGP state: Established

Neighbor address: 10.115.0.1

Neighbor AS: 20

Neighbor ID: 10.0.115.1

Neighbor caps: refresh restart-aware AS4
Session: internal multihop AS4
Source address: 10.115.0.2

Hold timer: 137/180

Keepalive timer: 10/60

Mpumep 2

esr:esr# show ip bgp 20 neighbors 10.115.0.1 routes
Status codes: u - unicast, b - broadcast, m - multicast a - anycast
* - valid, > - best

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Path
*> u 10.0.10.0/24 10.115.0.1 100 i
*>u 0.0.0.0/0 10.115.0.1 100 i
* u 10.0.14.0/24 10.115.0.1 100 i
Mpumep 3

esr:esr# show ip bgp 20 neighbors 10.0.115.40 advertise-routes

Status codes: u - unicast, b - broadcast, m - multicast a - anycast
* - valid, > - best

Origin codes: i1 - IGP, e - EGP, ? - incomplete
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Network Next Hop Metric LocPrf Path
*> u 10.1.1.0/24 10.0.115.1 215 100 20 1
*> u 10.1.0.0/24 10.0.115.1 215 100 20 i
*> u 10.2.2.0/24 10.0.115.1 215 100 20 i

19.7.22 clear ip bgp

[aHHasa KomaHaa cbpacbiBaeT Bce UM onpegeneHHbii BGP-npouecc.
CUHTaKcuc

clearip bgp [ <AS> | neighbor <ADDR>]

MapameTpbl
<AS>— Homep aBTOHOMHOW CUCTEMbI, NPUHMMAET 3HaYeHus [1..4294967295];

<ADDR> - IP-agpec cocena, 3apaétca B suae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NpuHUMaeT
3HayeHus [0..255].

Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexum

ROOT
Mpumep

esr:esr# clear ip bgp
esr:esr# clear ip bgp 1000

19.8 Hacmpolika npomokosna RIP

19.8.1 router rip

[aHHOW KOMaHAOW OCYLLEeCTBAAETCA NEPEXOL, B PEKMM HACTPOWKM NapameTpos RIP-npouecca.

Mcnonb3oBaHWe oTpuuaTenbHon Gopmbl KOMaHAbI (N0) ycTaHaBAMBaeT NnapameTps! RIP-npouecca Ha
3HauYeHMA NO YMONYAHMUIO.

CuHTaKcuc

[no] router rip

MapameTpbl
KomaHp,a HEe COA4EePXKUT aprymeHTOB.

Heo6xoaumbiit ypoBeHb NpuUBUAErnin
10

KomaHpaHbI pexxum

CONFIG

Mpumep

esr:esr(config)# router rip
esr:esr (config-rip) #
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19.8.2 enable

[aHHoW KomaHaoM BkAtovaeTca RIP-npoToKo.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (no) oTkAoYaeT RIP-npoToKon.
CUHTaKcUc

[no] enable

Mapamertpbl
KomaHga He coaepKUT aprymeHToB.
3HayeHUe No YMOYaHUIO
MpOTOKOA BbIK/IOYEH.
Heobxogumbiii ypoBeHb Nnpusunernii
10
KomaHgHbIii pexxum
CONFIG-RIP

Mpumep

‘ esr:esr (config-rip)# enable

19.8.3 preference

[aHHas KomaHZa onpegenseT NPMOPUTETHOCTb MapLIPYTOB NpoTokona RIP.
Mcnonb3oBaHWe oTpuLaTenbHoN Gopmbl KOMaHAbI (NO) ycTaHABAMBAET 3HaY€HME MO YMOJYAHUIO.

CuHTaKCcuUc
preference <VALUE>

no preference

MapameTpbl

<VALUE>— npMOpUTETHOCTb MapLwpyToB NpoToKkona RIP, npuHMMaeT 3Ha4YeHUA B AMana3oHe
[1..255].

3HayeHue No yMON4YaHUIo
100

Heob6xoaumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum

CONFIG-RIP

Mpumep

esr:esr(config-rip)# preference 30

266 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

19.8.4 authentication algorithm

[aHHaa KomaHga onpeaenseT aAroputTm ayTeHTuduKaumun.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0O) OTKAOYAET ayTeHTUdUKaLMIO.
CUHTaKcuc

authentication algorithm <ALGORITHM>

no authentication algorithm

Mapamertpbl
<ALGORITHM> — anroputm ayTeHTUOUKALNMK:
— cleartext —naposb, nepenaeTca OTKPbITbIM TEKCTOM;
— md5 — naponb xewmnpyeTca no anroputmy md>.
Heobxoaumbiii ypoBeHb NpuBUAErui
10
KomaHgHblii pexxum
CONFIG-RIP

Mpumep

’esr:esr:esr(config—rip)# authentication algorithm cleartext

19.8.5 authentication key

[JaHHaa KomaHAa ycTaHaBAMBAET Naposib A/1A ayTEHTUDUKALMM OTKPbITbIM TEKCTOM C COCELLOM.
Mcnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAbl (NO) yaanaeT napob.
CuHTaKcuc

authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no authentication key

MapameTpbl

<CLEAR-TEXT> — naponb, 3a4aéT1cs CTpoKon oT 8 g0 16 cumB0O/I0B;
<ENCRYPTED-TEXT> — 3alundpoBaHHbI Napoab pasmepom oT 8 6ainT go 16 6aiiT (ot 16 go 32
CMMBO/10B) B WWecTHaguaTepniHom popmate (OXYYYY...) uam (YYYY...).

KomaHaHbIi pexxum
CONFIG-RIP

Mpumep

esr:esr:esr(config-rip)# authentication key ascii-text 123456789
esr:esr:esr(config-rip)# authentication key ascii-text encrypted
CDE65039E5591FA3F1
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19.8.6 authentication key-chain

JaHHaa KomaHaa onpeaenaeT CNMCOK Naposei Ansa ayTeHTUdMKaLMM Yyepes aAropuTm XelmnpoBaHma
md5.

Ncnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAabl (N0) yaanaeT npMBA3KY K CMUCKY Naposei.
CuHTaKcuc
authentication key-chain <KEYCHAIN>

no authentication key-chain

Mapamertpbl
<KEYCHAIN> — naeHTMduKaTOp CNm1cKa Katouei, 3a43ETcA CTpokoit Ao 16 cumeonos.
Heobxogumbiii ypoBeHb npusunerunii
10
KomaHpgHbIi1 pexxum
RIP
Mpumep

‘ esr:esr(config-rip)# authentication key-chain lock

19.8.7 passive-interface

JaHHan KomaHZa BbIKAHOYaET aHOHCMPOBAHMA MapLUPYTOB No UHTepdeENCy.
Ncnonb3oBaHuMe oTpuuaTeibHON popMbl KOMaHAapbl (NO) BOCCTaHaBAMBAET aHOHCUPOBAHUA MapLLPYTOB
CuHTaKcuc
[no] passive-interface {<IF> | <TUN>}
MapameTpbl
<IF>— nHTepodelic, 3agaétca B BUAE, onNnMcaHHOM B pasgene 3.3;
<TUN> — umA TyHHeNna, 3a8aéTtca B BUAE, ONMCaHHOM B pasgene 3.4.
Heobxogumbiii ypoBeHb Nnpusuneruii
10
KomaHpgHbIii pexxum
CONFIG-RIP

Mpumep

‘ esr:esr(config-rip)# passive-interface gigabitethernet 1/0/15
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19.8.8 timers update

JaHHOM KOMaHZ0WN yCTaHaB/MBAETCA BPEMEHHOM WHTepBaa, NO WUCTEYEHUMM KOTOPOro Mnpou3BOAMUTCA
aHOHCUpOBaHMe.
Ncnonb3oBaHMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3Ha4YEeHME MO YMOAYaHUIO.
CuHTaKCcHC

timers update <TIME>

no timers update

MapamerTpbl

<TIME> — Bpema B cekyHAax, NpUHUMaeT 3HayeHua [1..65535].

3HauyeHUe No YMOYAHUIO
180 cekyHA,
Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHgHbIN pexum

CONFIG-RIP

Mpumep

‘ esr:esr(config-rip)# timers update 25

19.8.9 timers invalid

[aHHOW KOMaHAOW onpeaenseTca BpeMeHHOM MHTEPBA KOPPEKTHOCTM MApPLLPYTHOM 3anucn 6es
06HOBNEHUA. [0 UCTEUYEHUIO CPOKa, 6e3 NonyYeHns 06HOBAEHNA, MapLWPYyT NOMEeYaeTCA Kak He
OOCTYMHbIN.

Ucnonb3oBaHue OTpMLI,aTeﬂbHOﬁ CI)OprI KOMaHAbl (no) YCTaHaB/IMBaAET 3HAYE€HUNE NO YMOTHAHUIO.

CuHTaKcuc
timers invalid <TIME>

no timers invalid

MapameTpbl

<TIME> — Bpems B ceKyHAax, NPUHMMAET 3HayeHua [1..65535].

3HaueHune No yMONYaHUIO
180 cekyHa,

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHpaHbl pexkum

CONFIG-RIP
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Mpumep

‘esr:esr(config—rip)# timers invalid 240

19.8.10 timers flush

[JaHHOW KOMaHA0M YyCTaHaBINBAETCA BPEMEHHOW MHTEPBAJI, MO UCTEYEHMN KOTOPOro NPOU3BOAMUTLCA
yaaneHue AaHHOro mapupyTa. Mpu yCTaHOBKE 3HAaUYEHMA HYXKHO YYMTbIBaTb cleaytolilee npaBuao: «timers
invalid + 60».

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3HaYeHMe No YMOAYAHMIO.

CuHTakcuc
timers flush <TIME>

no timers flush

MapameTpbl

<TIME> — Bpemsa B cekyHAax, NpUHUMaeT 3HayeHua [1..65535].

3HauyeHue No yMmo4YaHuio
240 cekyHA,
Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHgHbIN pexum

CONFIG-RIP

Mpumep

‘esr:esr(config—rip)# timers flush 300

19.8.11 ip rip metric

[aHHas KomaHZa yCTaHaB/IMBaET BeIMYMHY METPUKM Ha UHTepdelice.

MCﬂOﬂb3OBaHMeOTpMuaTeﬂbHOﬁ(bOprIKOMaHAH(nO)ymﬂHaBﬂMBBET3HaHeHMEIMETpMKMﬂO
YMOTYaHUIO.

CuHTakcuc
ip rip metric <VALUE>

no ip rip metric

MapameTpbl

<VALUE> — BennumMHa meTpuKK, 3aaaértca B pasmepe [0..32767].

3HayeHne No yMoNYaHUIO
5
Heo6xoaumbiit ypoBeHb NpUBUAErniA

10
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KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP41P4

Mpumep

‘ esr:esr(config-if-gi)# ip rip metric 11

19.8.12 ip rip mode

[aHHas KomaH4a yCcTaHaBAMBAET PEXKUM aHOHCUPOBaHUA MapLLPYTOB.
Mcnonb3oBaHWe oTpuLaTenbHON Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HaYEHME N0 YMOYAHMIO.
CuHTaKcuc

ip rip mode <MODE>

no ip rip mode

MapameTpbl
<MODE> — peXxMm aHOHCUPOBAHMA MApPLLPYTOB:

multicast — mapLpyTbl aHOHCUPYIOTCA B MHOFO3APECHOM PeXUME;
broadcast — mapLpyTbl aHOHCUPYIOTCA B LUMPOKOBELLATE/IbHOM PEKUME;

unicast — MapwpyTbl aHOHCUPYIOTCA B Unicast-pesKMme coceasnam, HaCTPOEHHbIM C MOMOLLIO KOMaHAp! ip
rip neighbor <ADDR>.

3HaueHune No yMONYaHUIO
multicast

Heob6xoaumbiii ypoBeHb NpuBUAErui
10

KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

MNpumep
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‘esr:esr(config—if—gi)# ip rip mode broadcast

19.8.13 ip rip neighbor

[aHHOW KOMaHAoWM cTaTMYecku 3agaetca IP-agpec coceaa A4 YCTaHOBAEHMA OTHOLEHUA B unicast-
peXnme aHOHCUPOBAHMA MapLUPYTOB.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (nN0) yaanaeT cTaTUYeCcKM 3aJlaHHbIN afapec coceaa.
CuHTaKcuc

[no] ip rip neighbor <ADDR>

MapamerTpbl

<ADDR> - IP-agpec, 3apgaétca B Buae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NPUHUMAET 3HaYeHumA
[0..255].

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum

CONFIG-GI
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

‘ esr:esr(config-if-gi)# ip rip neighbor 10.100.100.5

19.8.14 ip rip summary-address

JaHHOM KoMaHAoM BKAOYaeTcA cymmapu3sauma NoaceTen.
Ncnonb3oBaHuMe oTpuuaTebHON GopmMbl KOMaHAbl (N0O) OTKAKOYAET CyMMapUu3aLuio noaceten.
CuHTaKcuc

[no] ip rip summary-address <ADDR/LEN>

MapameTpbl
<ADDR/LEN> — IP-agpec # macka noaceTu, 3agaétca 8 suae AAA.BBB.CCC.DDD/EE, rae kaxAaas

yactb AAA — DDD npuHumaet 3HayeHus [0..255] n EE npuHumaeTt 3HaveHma [1..32].

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHpaHbI pexxum

CONFIG-GI
CONFIG-TE
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CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP41P4

Mpumep

‘esr:esr(config—if—gi)# ip rip summary-address 10.200.200.0/24

19.8.15 show ip rip

JaHHaa KomaHaa oTobparkaeT Tabanuy maplpytmsaumm RIP.
CuHTaKcuc

show ip rip

MapamerTpbl
HomaH,u,a HE COLEPXKUT aprymeHTOoB
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# show ip rip Sword# sho ip rip
10.10.0.1/32 via 10.0.115.10 on gil/0/15 [rip 21:31:17] *
10.1.90.0/24 via 10.0.115.10 on gil/0/15 [rip 21:31:17] *

192.168.16.0/24 via 10.0.115.1 on gil/0/15 [rip 21:31:17] * (100/6)

19.8.16 clear ip rip

[aHHan KomaHaa yaanset cogepknumoe 6asbl mappyTos RIP.
CuHTaKcuc

cleariprip

MapameTpbl
KomaHp,a HE COA4EePXKUT aprymeHTOB.
Heob6xoaumbiit ypoBeHb NpuUBUAErnin
10

KomaHpaHbI pexxum

ROOT

Mpumep

‘esr:esr# clear ip rip
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19.9 Hacmpolika npomokona OSPF

19.9.1 router ospf

JaHHoi KomaHaoi fobasnaeTtca OSPF-npouecc B CUCTEMY M OCYLLECTBNAETCA MEPEXOL B PEXKUM
HacTpoukM napameTtpoB OSPF-npouecca.

Ncnonb3oBaHue oTpuuaTensHon dopmbl KomaHabl (no) yaanaet OSPF-npoLecc U3 cuctemol.
CUHTaKCcUc

[no] router ospf <ID>

Mapamertpbl
<ID>— HOomMep aBTOHOMHOW CUCTEMbI NpoLLecca, NPUHUMAaET 3HayYeHus [1..65535]
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHpgHbIi1 pexxum
CONFIG
Mpumep

esr:esr (config)# router ospf 300
esr:esr(config-ospf) #

19.9.2 router-id

[aHHOW KOMaHAOW yCTaHABAMBAETCA UAEHTUOUKATOP MapLLpyTM3aTopa.

Ncnonb3oBaHuMe oTpuuaTebHon popmbl KOMaHab! (N0) yaanaet ngeHTuduKartop.

CUMHTaKCHUC KOMaHAabl
router-id <ID>

no router-id

MapameTpbl

<ID> - naeHTUdMKaTOp MapLLpyTn3aTopa, 3agaétcA B Buae AAA.BBB.CCC.DDD, rae Kaxkaad 4actb
npUHMMaeT 3HadeHua [0..255].

Heob6xoaumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum

CONFIG-OSPF

Mpumep

esr:esr(config-ospf)# router-id 1.1.1.1
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19.9.3 preference

JaHHaa KomaHaa onpeaendaeT NPMOPUTETHOCTb MapLupyTos npouecca OSPF.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) ycTaHaBAMBAET 3HaYEeHME N0 YMOAYaHUIO.

CuHTakcuc
preference <VALUE>

no preference

Mapamertpbl
<VALUE> — npuoputetHOCTb MapLpyToB npouecca OSPF, npMHMMaeT 3HayeHuA B gmanasoHe
[1..255].
3HayeHUe No YMOYaHUIO
10
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIii pexxum
CONFIG-OSPF

Mpumep

’ esr:esr (config-ospf)# preference 30

19.9.4 compatible rfc1583

Bkntouaetca coemectmmocTb ¢ RFC 1583.

Ncnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHab! (N0) oTKAOYaeT coBmecTMumocTtb ¢ RFC 1583.

CuHTaKcMC Koma HAbI

[no] compatible rfc1583

MapameTpbl
KomaH,u,a HE COA4EPXKUT aprymeHTOB.
Heob6xoaumbiii ypoBeHb NpuBUAErui

10

KomaHAHbIi1 pexxum

CONFIG-OSPF

Mpumep

esr:esr(config-ospf)# compatible rfcl583
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19.9.5 area

[aHHOW KomaHAoM ycTaHaBAMBaeTcA naeHTudpuKaTop obnactu.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (nN0) yaanaeT co3gaHHyo obiacTb.

CUMHTaKCMC KOMaHAbI

[no] area <AREA_ID>

Mapamertpbl

<AREA_ID> — ngeHtuduratop obnactm, sagaérca 8 snge AAA.BBB.CCC.DDD, rae KaxkaanA 4acTb
NPUHMMaEeT 3HayeHua [0..255].

Heobxogumbiii ypoBeHb npusunerunii

10

KomaHpaHbIi1 pexxum

CONFIG-OSPF

Mpumep

‘ esr:esr (config-ospf)# area 11.11.11.51

19.9.6 area-type

KomaHga onpegenset Tun obnacru.

Ncnonb3oBaHMe oTpuuaTebHOM GopmMbl KOMaHAbl (N0) ycTaHaBAMBAET TN 06/1acTM Kak CTaHAAPTHbIN.

CUMHTaKCMC KOMaHAbI

[no] area-type <TYPE> [ no-summary ]

MapameTpbl
<TYPE>— Tun obnactu:
— stub —ycTaHaBnMBaeT 3HauYeHMe stub (TynnkoBas obnacTb);

no-summary —KomaHAa B CBA3Ke c napameTpom «stub» obpasyeT obnactb «totally stubby» (gns
nepegauv nHbopmaumm 3a npesenbl 061acT1 UCNOb3YeTCA TO/IbKO MapLIPyT MO YMONYaHUIO);

—  nssa-—ycTaHaB/AMBaeT 3HayeHue nssa (0b61actb NSSA);

no-summary — B CBA3Ke C NapameTpom nssa obpasyeT obiacTb totally nssa (aBTomaTuuecku
reHepupyeT MapLpyT N0 YMONYAHMIO KaK MexKob61acTHOM).

Heob6xoaumbii ypoBeHb NpUBUAErnii
10

KomaHaHbIi1 pexxum

CONFIG-OSPF-AREA

MNpumep

‘ esr:esr (config-ospf-area)# area-type stub
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19.9.7 default-information-originate

BKAtouaeTca reHepaLma mapLipyTa no ymonadaHuto ana NSSA-061acTm M aHOHCMPOBaHME ero B KaYecTse
NSSA-LSA.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHab! (NO) OTKAKOYAET reHepaLmio MapLupyTa No YMOAYaHUIO.

CUMHTaKCMC KOMaHAbI

[no] default-information-originate

Mapamertpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHpgHbIi1 pexxum

CONFIG-OSPF-AREA

Mpumep

’ esr:esr (config-ospf-area)# default-information-originate

19.9.8 summary-address

KOME\HAOVI BK/TIOYaAETCA CyMMapu3aumna nam CKpbitmhe I'IO,CI,CETEVI.

Mcnonb3oBaHue OTpMLI,aTEI]bHOﬁ d)OprI KOMaHAbl (no) OTKNKOYaET CyMMapn3aunio nam CKpbitme
noacere.

CUMHTaKCMC KOMaHAbI

[no] summary-address <ADDR/LEN> { advertise | not-advertise }

MapameTpbl

<ADDR/LEN> — IP-agpec 1 macKka noaceTu, 3agaértca s suae AAA.BBB.CCC.DDD/EE, rae Kaxgan
yactb AAA — DDD npuHumaet 3HayeHus [0..255] n EE npuHumaet 3HayeHun [1..32];

advertise — NP yKa3aHMM KOMaHAbl BMECTO YKa3aHHbIX I'IO,D,CETEVI 6y,CI,ET dHOHCMPOBATbLCA
CyMMapHaAa NoAaceTb,

not-advertise — Npu yKasaHWMM KOMaHAbl NOACETH, BXOAALLME B YKa3aHHYIO NOACETb,
aHOHCUMPOBaTbLCA He by ayT.

Heob6xogumbiit ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG-OSPF-AREA

Mpumep

‘ esr:esr(config-ospf-area)# summary-address 192.168.16.0/24
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19.9.9 virtual-link

YcTaHaB/MBaeTCcA BUPTYa/ibHOE COeIMHEHME MeXAY OCHOBHOW U yAaneHHbIMKU 061acTaAMM, MMetoLLmMe
MeXy HUMM HeCcKobKo obnacTen.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) yaanseT cosaaHHoOe BUPTyabHOE coeanHeHue.

CUMHTaKCUC KOMaHAbI

[no] virtual-link <ID>

Mapamertpbl

<ID> — npgeHTMPUKaATOP MapLLIpPyTM3aTOPa, C KOTOPLIM YCTaHaB/IMBAETCA BUPTYailbHOE COeANHEHME,
3a8aéTca B Buae AAA.BBB.CCC.DDD, rae Karkgan 4yacTb npuHUMaeT 3HavyeHua [0..255].

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHpgHbIii pexxum

CONFIG-OSPF-AREA

Mpumep

‘ esr:esr (config-ospf-area)# virtual-link 10.0.0.2

19.9.10 retransmit-interval

[aHHOW KOMaHAOW yCTaHAB/MBAETCA UHTEPBA BPEMEHU B CEKYHZAX, MO UCTEYEHUM KOTOPOTO
MapLpyTU3aTop NOBTOPHO OTNPABUT MNAKeT, KOTOPbIW HE MOAYYMA NOATBEPKAEHMA O MOJAYYEeHUM
(Hanpumep, Database Description nakeT nau Link State Request nakeTsbl).

Ncnonb3oBaHuMe oTpuuaTesbHON Gopmbl KOMaHAb! (N0) ycTaHaB/AMBAET 3HAaYE€HME BPpEMEHHOr0 MHTepBana
Nno YMOAYAHWIO.
CuHTaKcuc

restransmit-interval <TIME>

no restransmit-interval

Mapamertpbl

<TIME> — Bpems B ceKyHAax, NPUHMMAET 3HayeHmA [1..65535].

3Ha4yeHue no YMONTY4aHUIO

5 cekyHA,

Heobxoaumbiii ypoBeHb NpuBUAEruit

10

KomaHAHbIi1 pexxum

CONFIG-OSPF-VLINK
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Mpumep

‘esr:esr(config—ospf—vlink)# restransmit-interval 4

19.9.11 hello-interval

JaHHON KOMaHAO0M YCTaHABANBAETCA MHTEPBAI BPEMEHMW B CEKYHAAX, MO UCTEYEHUN KOTOPOrO
MapLupyTusaTop otnpasaset cieaytowmin hello-naker.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3HaYeHMe BpeMeHHOro MHTepBana
Nno YMONYaHWIO.
CuHTakcuc

hello-interval <TIME>

no hello-interval

MapamerTpbl

<TIME> — Bpemsa B cekyHAax, NPUHUMaeT 3HayeHua [1..65535].

3HauyeHue No yMmo4aHuo
10 cekyHA

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum

CONFIG-OSPF-VLINK

Mpumep

‘ esr:esr (config-ospf-vlink) # hello-interval 8

19.9.12 dead-interval

[JaHHO KOMaHA0M YyCTaHaBANBAETCA MHTEPBA BPEMEHM B CEKYHAaX, MO UCTEYEHUN KOTOPOTo coces,
b6yaet cuntatbea "MepTBbIM". ITOT MHTEPBAN A0MKEH ObITb KpaTHbIM 3HaYeHuto «hello-interval». Kak
npasuno, «dead-interval» paBeH 4 uHTepBanam otnpasku hello-nakeTtos, To ecTb 40 cekyHAAM.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMmaHdpbl (NO) ycTaHaBAMBAET 3HaYeHMe BPEMEHHOro MHTepBana
no YMOMYaHMUIO.
CuHTaKcunc

dead-interval <TIME>

no dead-interval

MapameTpbl

<TIME> — Bpems B CceKyHAax, NPUHMMAET 3HayeHuA [1..65535].

3Ha4yeHue no YMONT4YaHUIO

40 ceKyHp,
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Heobxoaumbi ypoBeHb NpuBUAErni

10

KomaHgHbI pexxum

CONFIG-OSPF-VLINK

Mpumep

‘ esr:esr (config-ospf-vlink)# dead-interval 60

19.9.13 enable

JaHHoM KomaHaoM BKAtovaeTca OSPF-npouecc, 061acTb, BUPTyasibHOE COeMHEHME.

Mcnonb3oBaHue oTpuuaTenbHon ¢opmbl KomaHapl (no) BbikatoyaeT OSPF-npoLlecc, 30Hy, BUPTyasbHoe
coeguHeHue.

CuHTaKcuc

[no] enable

MapameTpbl
KomaHp,a He COAEPKUT aprymMmeHTOB.

3Ha4yeHue No yMmo4aHuio
BbikntoueHo.

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexxum
CONFIG-OSPF
CONFIG-OSPF-AREA
CONFIG-OSPF-VLINK

Mpumep 1

BkntoueHume npouecca OSPF 300.

‘ esr:esr (config-ospf) # enable

Mpumep 2

AKTMBaUMA 0bnacTu.

‘ esr:esr (config-ospf-area)# enable

Mpumep 3

AKTMBaUMA BUPTYa/IbHOrO COegUHEHMA.

esr:esr (config-ospf-vlink)# enable
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19.9.14 ip ospf instance

JaHHaa KomaHaa onpeaenseT NpMHAANEXHOCTb NHTepdeiica K onpeaeneHHomy OSPF-npoueccy.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (nN0) yaanaeT npuHaaneXKHocTb nHTepdelica kK OSPF-
npoueccy.
CuHTaKcuc

ip ospf instance <ID>

no ip ospf instance

Mapamertpbl

<ID> - Homep npouecca, NpMHUMaeT 3Ha4yeHuA [1..65535].
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

I esr:esr(config-ip4ip4)# ip ospf instance 300

19.9.15 ip ospf area

[aHHan KomaHAaa onpeaenseT NpuHag exXHOCTb MHTepdelica K onpegeneHHol obaactn OSPF-npouecca.
Mcnonb3oBaHWe oTpuuaTenbHOM GopMbl KOMaHAp! (NO) yaanaeT NpMHaaneXHoCTb MHTepdelica K
onpeaeneHHol obnactn OSPF-npouecca.
CuHTaKcunc

ip ospf area <AREA_ID>

no ip ospf area

Mapamertpbl

<AREA_ID> - naeHtuduratop obnactu, 3agaércsa B suae AAA.BBB.CCC.DDD, rae KaxKAaan yacTb
npuHMMaeT 3Ha4yeHus [0..255].
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Heobxoaumbii ypoBeHb NpuBUaernm

10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr(config-ipd4ip4)# ip ospf area 1.1.1.1

19.9.16 ip ospf

JaHHOM KOMaHAOoM BKIOYAOT MapLUpyTM3aumio no npoTtokony OSPF Ha uHTepdeitce.

Mcnonb3oBaHue oTpuLaTeNbHON Gopmbl KOMAHAbI (NO) OTKOYAET MapLipyTU3aumio no npotokoay OSPF
Ha uHTepdeiice.

CuHTaKcuUc

[no] ip ospf

MapameTpbl
KomaH,qa He COAEPHKUT aprymMeHTOB.
Heobxoaumbiii ypoBeHb Nnpusuneruii

10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

esr:esr(config-if-gi)# ip ospf
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19.9.17 ip ospf mtu-ignore

[aHHON KoMaHA oM BKAOYaETCA pexum, B KoTopom OSPF-npouecc 6yaeTt urHopmposaTb 3Ha4eHne MTU
mHTepdelica Bo Bxoaalwmx Database Description-nakeTax.

Ncnonb3oBaHWe oTpuuaTesibHOM GopMbl KOMaHAbl (NO) OTK/IOYAET pPeXknum urHopuposaHma MTU
nHTepdeiica.
CuHTaKcuc

[no] ip ospf mtu-ignore

Mapamertpbl
KomaHAa He cofepKUT apryMeHTOB.
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

I esr:esr(config-if-gi)# ip ospf mtu-ignore

19.9.18 ip ospf authentication algorithm

[aHHasa KomaHZa onpeaensaeT aAropuTM ayTeHTUGUKaLNN.
Mcnonb3oBaHue oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) OTKAOYaET ayTeHTUdUKaLUMIO.
CuHTaKcunc

ip ospf authentication algorithm <ALGORITHM>

no ip ospf authentication algorithm

Mapametpbl
<ALGORITHM> — anroputm ayTeHTUOUKaUUK:
— cleartext — naponb, nepefaeTcs OTKPbITbIM TEKCTOM;
— md5 — naponb xelwmnpyeTcsa no aaroputmy md>.
Heobxoaumbiit ypoBeHb NpuBUAEruit

10

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 283



O ELTEX

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr (config-if-gi)# ip ospf authentication algorithm cleartext

19.9.19 ip ospf authentication key

ﬂaHHaﬂKOMaHAayGGHaBﬂMBaeTHapOﬂbAﬂHayﬂﬂWM¢MKauMMCCOCGAON\ﬂpMHGDEABHGHBDOHH
OTKPbITbIM TEKCTOM.

Mcnonb3oBaHWe oTpuLaTenbHon ¢popmbl KOMaHAbI (NO) yaanseT naponb.
CuHTaKCuUC
ip ospf authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ip ospf authentication key

MapameTpbl

<CLEAR-TEXT> — naponb, 3aaéTcsA CTPOKon oT 8 g0 16 cMMBO/IOB;
<ENCRYPTED-TEXT> — 3alundpoBaHHbIi Napoab pasmepom oT 8 6ainT go 16 6aiiT (ot 16 go 32
CMMBO/I0B) B WecTHaguaTepniHom dopmarte (OXYYYY...) uam (YYYY...).

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

esr:esr(config-if-gi)# ip ospf authentication key ascii-text 123456789
esr:esr(config-if-gi)# ip ospf authentication key ascii-text encrypted
CDE65039E5591FA3F1
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19.9.20 ip ospf authentication key-chain

[aHHaa KomaHaa onpeaensaeT CNUCOK Naposaen ana ayTeHTUdMKaumm Yyepes airopuTm xewmnposaHua md5s
C cocefoM.

Ncnonb3oBaHWe oTpuuaTesbHOM GopmMbl KOMaHAb! (NO) yaanaeT NpMBA3KY K CMUCKY Naposei.
CuHTaKcuc
ip ospf authentication key-chain <KEYCHAIN>

no ip ospf authentication key-chain

MapameTpbl
<KEYCHAIN> — naeHTMdmKaTOp CNUCKA KNtoyein, 3a8aéTca CTPOKOoM A0 16 cMMBOIOB.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr(config-if-gi)# ip ospf authentication key-chain lock

19.9.21 ip ospf wait-interval

[JaHHO KOMaHA0M onpeaenaeTca MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUM KOTOPOTO
mapupyTusaTop Bbibepet DR B ceTu.

Mcnonb3oBaHue oTpuLaTeNbHON GopMbl KOMaHAbI (N0) ycTaHaB/AMBAET 3HaYeHMe BpeMeHHOro MHTepBana
Nno yMON4YaHulio.
CuHTaKcuc

ip ospf wait-interval <TIME>

no ip ospf wait-interval

MapameTpbl

<TIME> — Bpems B CeKyHAax, NPUHMMAET 3HayeHuA [1..65535].

3Ha4yeHue no YMONT4YaHUIO

40 ceKyHa.

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 285



O ELTEX

Heobxogumbiii ypoBeHb NpuBuaeruin

10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
LOOPBACK

Mpumep

‘esr:esr(config—if—gi)# ip ospf wait-interval 60

19.9.22 ip ospf retransmit-interval

[aHHOW KOMaHAOW yCTaHAB/IMBAETCS UHTEPBA BPEMEHU B CEKYHAX, MO UCTEYEHUU KOTOPOTO
MapLpyTU3aTop NOBTOPHO OTNPABUT NAKET, Ha KOTOPbIM He MNOYUYUI NOATBEPKAEHMS O NOyYeHUN
(Hanpumep, Database Description nakeT nau Link State Request nakeTsbi).

Ncnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAp! (NO) yCcTaHaBAMBAET 3HaYEHNE BPEMEHHOIO MHTEpBana
no YMOJIYaHuIo.
CuHTaKCcuUc

ip ospf restransmit-interval <TIME>

no ip ospf restransmit-interval

MapameTpbl

<TIME> — Bpems B CeKyHAaX, NPUHMMAET 3HayeHmA [1..65535].

3HaueHune No yMONYaHUIO
5 cekyHA,
Heob6xogumbiii ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
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CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘esr:esr(config—if—gi)#ip ospf restransmit-interval 4

19.9.23 ip ospf hello-interval

JaHHON KOMaHAOM YCTaHAB/IMBAETCA MHTEPBAJI BPEMEHM B CEKYHAAX, MO UCTEYEHUM KOTOPOTO
MapLupyTusaTop otnpasaset caeaytowmin hello-naker.

Mcnonb3oBaHWe oTpuuaTenbHo ¢opmMbl KOMaHapbl (NO) ycTaHaBAMBaET 3HaYeHMe BPEMEHHOIO MHTepBana
no yMOJIYaHuIo.
CuHTaKcuc

ip ospf hello-interval <TIME>

no ip ospf hello-interval

Mapamertpbl

<TIME> — Bpems B CeKyHAaX, NPUHMMAET 3HayeHmA [1..65535].

3HauyeHue No yMmo4aHuio
10 cekyHA,
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

esr:esr(config-if-gi)# ip ospf hello-interval 8

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 287



O ELTEX

19.9.24 ip ospf dead-interval

[aHHON KOMaHAOM yCTaHaBANBAETCA MHTEPBA BpEMEHU B CEKYHAAX, MO MCTEYEHUN KOTOPOro cocen,
byaert cuntaTbca "MepTBbIM". ITOT MHTEPBAs A0/XKEH ObiTb KpaTHbIM 3HadeHuto hello-interval. Kak
npaswuno, dead-interval paseH 4 nHTepBanam otnpasku hello-naketos, To ectb 40 ceKyHAaM.

Ncnonb3oBaHue oTpuuatenbHo GopmMbl KOMaHapbl (NO) ycTaHaBAMBaET 3HaYeHMe BPEMEHHOIO MHTepBaa
Mo YMOJIYaHMUIO.
CuHTaKcuc

ip dead-interval <TIME>

no ip dead-interval

Mapamertpbl

<TIME> — Bpemsa B cekyHAax, NPUHUMaeT 3HayeHua [1..65535].

3HayeHUe No YMONYaHUIO
40 ceKyHA,

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr(config-if-gi)# ip ospf dead-interval 60

19.9.25 ip ospf poll-interval

[aHHas KomaHZa ycTaHaB/MBaET MHTEPBaA/ BPEMEHM, B TedeHue KoToporo NBMA-uHTepdelic KaeT,
npexae 4yem otnpasuTb HELLO-naKeT coceay, AaKe B Clydae, eCAN cocen, HEaKTUBEH.

Ncnonb3oBaHMe oTpuuaTeibHON popMbl KOMaHAbl (N0O) ycTaHaBAMBAET 3Ha4YEeHME BPEMEHHOTO MHTepBana
no yMoJlYaHuIo.
CuHTaKcuc

ip poll-interval <TIME>

no ip poll-interval
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MapameTpbl

<TIME> — Bpems B CeEKyHAAX, NPUHMMAET 3HaveHuA [1 .. 65535].

3HauyeHUe No yMOo4aHUIO
120 cekyHpA,

Heobxogumbiii yposeHb npusuaerni
10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

’ esr:esr(config-if-gi)# ip ospf poll-interval 60

19.9.26 ip ospf neighbor

[aHHOM KoMaHAoM cTaTUYecKmM 3agaeTcs IP-aapec cocepa ans ycraHoBAeHMsA oTHoweHus B NMBA n P2MP
(Point-to-MultiPoint) ceTax. Mcnonb3oBaHue oTpuuaTenbHon popmbl KOMaHAb! (NO) yaaNAeT cTaTUYECKM
3afaHHbIV agpec coceaa.

CuHTaKcuc

[no] ip ospf neighbor <IP> [ eligible ]

MapameTpbl

<IP>—IP-agpec cocena, 3apaétca s snae AAA.BBB.CCC.DDD, rae Kaxkgada Y4actb NpuHMMaeT
3HayeHus [0..255].

eligible — onuMoHanbHbIM NapameTp, NO3BOAAET YCTPOMCTBY Y4acTBOBATL B NpoLecce Bbibopa DR B
NBMA-ceTax. NMpuoputeTt nHtepdeiica foaKeH bbiTb 60blUE HYNA, KOMAHAA U3MEHEHMA
npuMopuTeTa onucaHa B pasgene 19.9.28.

Heob6xoaumbiii ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
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CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr (config-if-gi)# ip ospf neighbor 10.0.0.2

19.9.27 ip ospf network

JaHHaa KomaHAa onpeaenseT TMN ceTu.

Mcnonb3oBaHue oTpmuatenbHon ¢opmbl KOMaHabl (N0) ycTaHaBAMBAET 3HaYeHMe No YMOAYaHMIO.

CuHTaKCUC
ip ospf network <TYPE>

no ip ospf network

MapameTpbl
<TYPE> — T1n ceTtu:

broadcast — TMn coegMHeEHMA WMPOKOBELLLATENbHbIN;

non-broadcast — Tun coegmuHenna NBMA;

point-to-multipoint — TN coegMHEHUA TOYKA-MHOrOTOUME;

point-to-multipoint non-broadcast — Tun coeanHeHna NBMA TouKka-mHoroTouue;
point-to-point — TMN coeAMHEHMA TOYKA-TOYKa.

3HaueHMe No YMONIYaHUIO
broadcast
Heobxoaumbiii ypoBeHb Nnpusuneruii

10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-LOOPBACK
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Mpumep

‘ esr:esr(config-if-gi)# ip ospf network point-to-point

19.9.28 ip ospf priority

[aHHOW KOMaHAOW yCTaHaBAMBAETCA MPUMOPUTET MapLLIPYTU3aTOPa, KOTOPbIN UCMO/b3yeTca AN Bbibopa
DR v BDR.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3HaYeHMe No YMOAYAHMIO.

CuHTaKcuc
ip ospf priority <VALUE>
no ip ospf priority

Mapamertpbl

<VALUE> — npuopuTteT uHTepodeiica, npuHMmaeT 3Ha4yeHua [1..65535].

3HauyeHue No yMmo4aHuo
120

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr(config-if-gi)# ip ospf priority 300

19.9.29 ip ospf cost

JaHHaAa KomaHaa yCcTaHaBAMBAET BENMYNHY METPUKU Ha MHTedeEI\;ICE WNnN TYHHEene.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbl (N0) ycTaHABAMBAET 3HaYeHME METPUKM NO
YMOIYaHMIO.

CUHTaKcunc
ip ospf cost <VALUE>

no ip ospf cost
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MapameTpbl

<VALUE> — BennyumHa meTpuKu, 3agaétca B pasmepe [0..32767].

3HauyeHUe No yYMO4aHUIO
150

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-LOOPBACK

Mpumep

‘ esr:esr (config-if-gi)# ip ospf cost 11

19.9.30 router ospf log-neighbor-changes

JaHHOM KoMaHAoM BKOYAETCA IOrMpoBaHue n3meHeHui coctoaHmna OSPF-cocepeir.

Mcnonb3oBaHWe oTpuuaTenbHo GopmMbl KOMaHAabl (N0) OTKAOYAET NOrMpPoBaHUE N3MEHEHMWIA COCTOAHKA
OSPF-cocepei.

CuHTaKCcuc

[no] router ospf log-neighbor-changes

MapameTpbl
KomaHp,a He COAEPHKUT aprymMeHTOB.
3HaueHue No yMONYaHUIO
ﬂOI'VIpOBaHVIe BbIK/1TFO4YEHO.
Heob6xogumbiit ypoBeHb NpuBUAErui
10
KomaHgHbIi pexxum
CONFIG

Mpumep

‘ esr:esr(config)# router ospf log-neighbor-changes
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19.9.31 clear ip ospf

[aHHaa KomaHaa cbpacbiBaeT Bce maun onpeaeneHHblin OSPF-npouecc.
CUHTaKcuc

clear ip ospf [ <ID> ]

Mapamertpbl

<ID>— Homep npouecca, NPUHMMAET 3HavyeHuA [1..65535]
Heobxogumbiii ypoBeHb Nnpusunernii

10
KomaHpgHbIi1 pexxum

ROOT

Mpumep

esr:esr# clear ip ospf
esr:esr# clear ip ospf 1000

19.9.32 show ip ospf

JaHHaa KomaHaa oTobparkaeT Tabanuy maplpytmsaumm OSPF, ecnm He yKasaH aprymeHT. MNpu yKkasaHum
npotecca BbIBOAUT MHGOPMaLMIO 0 KOHOUTYpaLumn nHTepdencos No AaHHOMY npoueccy.

CuHTaKcuc

show ip ospf [ <ID> ]

MapameTpbl
<ID>— Homep npouecca, NPUHMMaET 3HayeHua [1..65535]
Heobxoaumbiii ypoBeHb Nnpusuneruii
1
KomaHgHbIi pexxum
ROOT
Mpumep

OTobparkeHne TabamLbl MapLwpyTU3aLmK.

esr:esr# show ip ospf
o] 10.2.2.0/24 [150/10] dev gil/0/1 [ospf2 19:40:31] (2.2.2.2)
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19.9.33 show ip ospf interface

[aHHaa KomaHaa otobparkaeT MHPopmaumo o6 OSPF-uHTepdeiice.

CuHTaKcuc

show ip ospf [ <ID> ] interface [ <IF> | <TUN> ]

MapamerTpbl
<IF>— nnTepdenc nam rpynnbsl MHTepdelicos, 3agaéTtca B BUAE, ONMCAHHOM B pasgene 3.3;
<TUN> —uma TyHHeNna, 3a8aéTtca B BUAE, oNnMcaHHOM B pasgene 3.4.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbI pexxum

ROOT

Mpumep
esr:esr# show ip ospf interface gil/0/1
Interface: gigabitethernet 1/0/1
Internet Address: 25.25.0.1/24
Router 1ID: 6.0.0.1
Network Type: broadcast
Area: 0.0.0.0 (0)
Interface has: no authentication
Transmit: 1
State: dr
Priority: 128
Cost: 10
ECMP weight: 1
Hello timer: 10
Wait timer: 40
Dead timer: 40
Retransmit timer: 5
Designed router (ID): 6.0.0.1
Designed router (IP): 25.25.0.1
Backup designed router (ID): 6.0.0.3
Backup designed router (IP): 25.25.0.3
Neighbor Count: 0
Adjacent neighbor count: 0

19.9.34 show ip ospf database

[aHHaa KomaHaa oTobparkaeT Tabanuy gaHHbIx OSPF.
CuHTaKCcHC

show ip ospf <ID> database

MapameTpbl
<ID> - Homep OSPF-npouecca, npuHUMaeT 3Ha4yeHua [1..65535].

Heob6xoanmbliii ypoBeHb NpuBUAErun
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1

KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show ip ospf 111 dababase
Global
Type LS ID Router Age Sequence Checksum
0005 10.166.11.12 10.1.0.1 1020 80000013 01b7
0005 0.0.0.0 10.166.11.1 245 80000010 aa4s8
0005 10.62.19.128 10.166.11.1 725 8000000e 6d2b
0005 10.62.20.0 10.166.11.1 731 8000000d 69af
0005 10.62.20.128 10.166.11.1 244 80000010 5e37
0005 10.62.21.128 10.166.11.1 244 80000010 5341
0005 10.166.11.0 10.166.11.1 245 80000010 ccéed
0005 10.166.11.12 10.166.11.1 245 80000010 54d9
Area 0.0.11.1
Type LS ID Router Age Sequence Checksum
0001 10.1.0.1 10.1.0.1 1015 80000067 989%e
0001 10.166.11.1 10.166.11.1 1021 80000018 8d96
0002 10.166.11.14 10.166.11.1 1021 80000001 68ab
19.9.35 show ip ospf neighbors
JaHHaa KomaHaa oTobparkaeT MHGOPMALMIO O BCEX COCeanX UK cocenax onpeaeneHHoro OSPF-
npouecca
CuHTaKcmuc

show ip ospf [ <ID> ] neighbors

MapameTpbl

<ID> - Homep OSPF-npouecca, npuHUmaeT 3Ha4yeHua [1..65535].

Heob6xoaumbiit ypoBeHb NpuBUAEruin

1

KomaHAaHbIi pexxum

ROOT
Mpumep

Router ID
10.0.160.2
10.0.95.1
10.100.100.2
10.0.153.1
10.100.100.2
10.24.24.24

Pri

128

128

esr:esr# show ip ospf neighbors

State
0 full/ptp
1 full/dr
full/ptp
1 full/bdr
2way/other
15 full/bdr

DTime
00:53
00:31
00:37
00:30
00:34
00:32

Interface
v1ink0
gil 15
gre 25
pol

gil 14.25
tel 1

Router IP
160.0.0.2
115.0.0.10
25.25.0.2
1.1.0.2

14.25.0.2
24.0.0.2
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19.9.36 show ip ospf virtual-links

[aHHasa KomaHaa oTobparxkaeT MHPOPMALMIO O BUPTYa/ibHbIX COeAUHEHUAX.
CuHTaKcuc

show ip ospf <ID> virtual-links

MapameTpbl
<ID>— Homep OSPF-npouecca, NpUHUMAET 3HaYeHus [1..65535]

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# show ip ospf 10 virtual-links

Virtual Link to router 10.0.0.2 is ptp

Peer IP: 10.0.0.2

Transit area: 1.1.1.1

Interface has no authentication

Timer intervals configured: Hello 10, Dead 60, Retransmit 5, Wait 60
Adjacency State full
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20 PESEPBUPOBAHUE

20.1 YnpaeneHue VRRP

20.1.1 vrrp

JaHHaa komaHaa BKAtodaeT VRRP-npouecc Ha IP-nHTepdeiice.
Mcnonb3oBaHue oTpuuaTenbHon ¢opmMbl KomaHgpbl (no) BbikaovaeT VRRP-npouecc.
CuHTaKcuc

[no] vrrp

Mapamertpbl
KomaHAa He cofepKUT apryMeHTOB.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHblii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

I esr:esrl1000 (config-if-gi)# vrrp

20.1.2 vrrp ip

[aHHOW KOMaHAOM ycTaHaBAMBaEeTCA BUPTYyanbHbIn IP-agpec VRRP-mapwpytnsatopa.
Mcnonb3oBaHue  oTpuuaTenbHor  opmbl  KOMaHAabl  (no)  yaanAaeT  BUpTyanbHbi  IP-agpec
mapLipyTusaTtopa.

CuHTaKcunc

[no] vrrp ip <ADDR/LEN>

Mapamertpbl

<ADDR/LEN> — BupTyanbHbiit IP-aapec, 3agaétca 8 suae AAA.BBB.CCC.DDD/EE, rae Kaaana yacTb
AAA — DDD npuHumaeT 3HayeHusa [0..255] u EE npuHumaet 3HauyeHus [1..32]. MoXHO yKasaTb
HecKonbKo IP-agpecoB nepeuncneHmnem yepes 3anatyto. MoxKeT 6biTb Ha3HayeHo Ao 4 IP-agpecos
Ha nHTepdeNc.

Heobxogumbiit ypoBeHb NpUBUNErUiA

10
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KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-bridge)# vrrp ip 10.0.0.1

20.1.3 vrrp id

JaHHOM KoMaHAoM ycTaHaBAMBaeTca ngeHTuduKatop VRRP-mappytusaTopa.
Mcnonb3oBaHue oTpuLaTeNbHON ¢Gopmbl KOMaHabl (no) yaansetr uaeHTUdMKATopa BMPTYasbHOIO
MapLLpyTU3aTopa.

CuHTaKCcnC
vrrp id <VRID>

no vrrp id

MapameTpbl
<VRID> — ngeHtndumkatopa VRRP-mapLpyTnsaTopa, npUHMMaeT 3Ha4eHus [1..255].
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-BRIDGE

Mpumep

esr:esr(config-if-gi)# vrrp id 125
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20.1.4 vrrp priority

JaHHo KomaHAaoM ycTaHaBanBaeTca npuoputeT VRRP-mapLupyTmsaTopa.
Mcnonb3oBaHWe oTpuuaTesbHOM ¢GopmMbl KOMaHAbl (NO) ycTaHaBAMBAET 3Ha4YeHUMe npuopuTeTa Mo
YMOJIHAHUIO.

CuHTaKcuc
vrrp priority <PR>

no vrrp priority

Mapamertpbl

<PR> — npuopwutet VRRP-mapLipyT1nsaTopa, npMHUMAEeT 3HaveHus [1..254].

3HayeHUe No YMOYaHUIO
100

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-BRIDGE

Mpumep

I esr:esr(config-if-gi)# vrrp priority 189

20.1.5 vrrp group

[aHHOW KOMaHAOW ycTaHaBAMBaeTCA NpuHaanexHoctb VRRP-maplpyTmsaTopa K rpynne. Fpynna
NnpeAoCcTaBAseT BO3MOXHOCTb CUHXPOHU3MPOBATh HeCKobKo VRRP-NpoLueccos, Tak ecan B 04HOM U3
NpoLEeCccoB NPOU30MAET CMEHa MacTepa, TO B APYrom NpPoLECcCe TaKkKe NPOoU3BeAeTCA CMEHA POeN.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KomaHabl (no) yaanaet VRRP-mapwpyTnsaTop 13 rpynnbi.
CuHTaKcuc
vrrp group <GRID>

no vrrp group

Mapametpbl

<GRID> — uageHtTudmkaTop rpynnbl VRRP-mapLipyTMsaTopa, NnpuHMMaeT 3HaveHuma [1..32].
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Heobxoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-BRIDGE

Mpumep

‘esr:esr(config—if—gi)# vrrp group 10

20.1.6 vrrp source-ip

[aHHol KomaHAaol ycTaHaBAuBaeTcs IP-agpec, KoTopbiid byaeT ncnonb3oBaTbcs B KayecTse IP-aapeca
oTtnpasutens gna VRRP-coobweHuni.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yaansaeT ykasaHHbIN IP-agpec.
CuHTaKcuUc
vrrp source-ip <IP>

no vrrp source-ip

MapameTpbl

<IP>—IP-agpec oTnpasutens, 3aaaétca s suae AAA.BBB.CCC.DDD, rge Kaxgasa 4actb NpuHMMaeT
3HaveHus [0..255]

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-BRIDGE

Mpumep

‘esr:esr(config—bridge)# vrrp source-ip 10.0.0.10
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20.1.7 vrrp timers advertise

[aHHaa KomaHaa onpeaenseT MHTepBan mexay otnpaskoit VRRP-coobuieHni.

Ncnonb3osaHue oTpuuatesibHon Gopmbl KOMaHAbl (N0) BOCCTaHaBAMBAEET 3HAYEHME MO YMONYAHMIO.

CuHTaKcuc
vrrp timers advertise <TIME>

no vrrp timers advertise

Mapamertpbl

<TIME> — Bpems B CeEKyHAAX, MPUHMMAET 3HayveHuA [1..40].

3HayeHUe No YMOYaHUIO
1 cekyHaa.
Heobxogumbiii ypoBeHb npusuaerunii

10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

I esr:esr(config-gre)# vrrp timers advertise 4

20.1.8 vrrp timers garp delay

[aHHaa KomaHaa onpeaenaeT UHTEPBan, MO NCTEYEHMM KOTOPOro NPOnCXoauT otnpasKka Gratuituous ARP
coobueHnsa(uit) Nnpy nepexoae mapLpyTmnsaTtopa B coctosHue Master.

Ucnonb3oBaHue OTpMLI,aTe}'IbHOIZ d)OprI KOMaHAbl (no) BOCCTaHaB/IMBAET 3HAYEHUE NO YMOJTHAHUIO.

CuHTaKcunc
vrrp timers garp delay <TIME>

no vrrp timers garp delay

Mapamertpbl

<TIME> — Bpems B ceKyHAax, NPUHMMaET 3HadeHua [1..60].

3Ha4yeHue no YMONT4YaHUIO

5 cekyHA,
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Heobxoaumbii ypoBeHb NpuBUaernm

10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘ esr:esr (config-gre)# vrrp timers garp delay 4

20.1.9 vrrp timers garp repeat

[aHHaa KomaHaa onpeaenseT Koanyectso Gratuituous ARP coobuieHunin, KoTopble 6yayT oTnpaBaeHbl Npu
nepexoae mMmapLpytmsatopa B coctoaHue Master.

Ucnonb3osaHue OTpMLI,aTEHbHOVI d)OprI KOMaHAbl (no) BOCCTaHaB/IMBAET 3HAYEHUE NO YMOJTHAHUIO.

CuHTaKcuUc
vrrp timers garp repeat <COUNT>

no vrrp timers garp repeat

MapameTpbl

<COUNT> —Ko/iM4yecTBO co0bLWEHNN, NpUHUMAET 3HauyeHun [1..60].

3HaueHue No YyMOYaHUIO
5

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
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Mpumep

‘esr:esr(config—gre)# vrrp timers garp repeat 10

20.1.10 vrrp timers garp refresh

[aHHasa KomaHga onpeaenseT MHTepPBas, N0 UCTEYEHUN KOTOPOro byaeT npomcxoamnTb NnepuoanyecKkasn
oTnpaskKa Gratuituous ARP coobuleHus(MiA) NoKa MapLLpyTU3aTOP HaxoAUTCA B COCTOAHUM Master.

Mcnonb3oBaHue oTpuuatenbHon ¢popmbl KOMaHabl (N0) BOCCTaHaBAMBAET 3HAUYEHUE MO YMOYAHMIO.

CuHTaKcuc
vrrp timers garp refresh <TIME>

no vrrp timers garp refresh

Mapamertpbl

<TIME> — Bpemsa B cekyHAax, NPUHUMaeT 3HayeHua [1..65535].

3HauyeHue No yMmo4aHuo
I'Iepmop,mquKaﬂ OTNpaBKa OTK/IKOYEHa.
Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHblii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘ esr:esr(config-gre)# vrrp timers garp refresh 4

20.1.11 vrrp timers garp refresh-repeat

[aHHas KomaHza onpeaensaeT KoandecTso Gratuituous ARP coobuieHuit, KoTopble 6yayT oTNpaBAATbLCA C
nepuogom garp refresh noka mapwpyTtnsatop HaxoauTca B coctosaHMK Master.

Ucnonb3oBaHne OTpVILl,aTeﬂbHOﬁ (I)OprI KOMaHAbl (no) BOCCTaQHaB/IMBAET 3HAYE€HME NO YMOTHAHUIO.

CUHTaKcunc
vrrp timers garp refresh-repeat <COUNT>

no vrrp timers garp refresh-repeat
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MapameTpbl

<COUNT> —Konun4yecTBo coObLEHNI, NPUHUMAET 3Ha4YeHua [1..60].

3HayeHUe No yMo4aHUIO
1
Heobxogumbiii ypoBeHb Nnpusuaernii

10

KomaHpHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘ esr:esr (config-gre)# vrrp timers garp refresh-repeat 10

20.1.12 vrrp preempt

[aHHoW KomaHaoW onpeaensetca, byaeTt am Backup-mapwpyTnsatop ¢ 60/1ee BbICOKMM NMPUOPUTETOM
NbITaTbCA NepexBaTUTb Ha ceba ponb Master y Tekywero Master-mapwpyTtnsatopa ¢ 6os1ee HU3KUM
NPUOPUTETOM.

McKkntoueHnem SBASIETCA MapLlpyTU3aTop, y KOTOPOro BMPTYanbHbIi IP-agpec coBnagaet c IP-aapecom Ha
nHTepdeiice, oH Bceraa byaeT nepexsaTbiBaTb Ha ceba posb Master BHe 3aBUCMMOCTH OT AaHHOW
HACTPOMKN.

Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) BOCCTaHaB/1NUBaeET HaCTpOﬁKM no YMON4aHUIO.
CuHTaKcuc

[no] vrrp preemption

Mapamertpbl
KomaHp,a He COAEPXKUT apryMeHTOB.
3HayeHMe No yMmOoN4YaHUIo

MNepeKkntoyeHne OTKAYEHO.

Heob6xoaumbiii ypoBeHb NpuBUAEruit
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
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CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘esr:esrlOOO(config—if—gi)# vrrp preemption

20.1.13 vrrp preempt delay

[aHHOM KOMaHA0M 3a4aeTcA BpeMeHHOM MHTepBas, Mo ucTeyeHnn Kotoporo Backup-mapwpyTtmsaTop c
6onee BbICOKMM NpropuTeTomM ByLeT NbiTaTbCA NepexsatnTb Ha ceba poab Master y Tekywero Master-
MapLupyTM3aTopa ¢ 6osee HU3KUM NPUOPUTETOM.

Ncnonb3oBaHWe oTpuuaTebHoN GopMbl KOMaHAbl (N0) BOCCTaHaBAMBAET HAaCTPOMKM MO YMONYAHMUIO.
CuHTaKcuc
[no] vrrp preemption delay <TIME>

no vrrp preemption delay

MapameTpbl
<TIME> — Bpemsa oxuaaHus, onpegenserca B cekyHgax [1..1000].
3Ha4yeHue No yMOoN4YaHuio

0

Heobxoagumbiii ypoBeHb NpuBuaeruin
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘esr:esrlOOO(config—if—gi)# vrrp preemption delay 100
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20.1.14 vrrp authentication key

[aHHas KomaHZa yCTaHaB/AMBAET Naposib A1A ayTEHTUDUKALLUM C COCEAOM.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (nN0) yaanaeT naposb.
CuHTaKCUC

vrrp authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no vrrp authentication key

MapameTpbl

<CLEAR-TEXT> — naposb, 3a4aéTca CTPOKoM oT 8 A0 16 cMMBONOB;
<ENCRYPTED-TEXT> — 3awmndpoBaHHbI Naposb pasmepom oT 8 6aiT Ao 16 6aiT (ot 16 ao 32
CMMBO/10B) B WecTHaguaTepnyHom popmate (OxYYYY...) nam (YYYY...).

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

esr:esr(config-if-gi)# vrrp authentication key ascii-text 123456789
esr:esr(config-if-gi)# vrrp authentication key ascii-text encrypted
CDE65039E5591FA3F1

20.1.15 vrrp authentication algorithm

[aHHasa KomaHZa onpeaenaeT aAropuTM ayTeHTUOUKAL MM,
Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) OTKAOYaET ayTeHTUdUKaUMIO.
CuHTaKcuc

vrrp authentication algorithm <ALGORITHM>

no vrrp authentication algorithm

MapameTpbl
<ALGORITHM> — anroputm ayTeHTUOUKaUUK:
— cleartext — naponb, nepeaaeTca OTKPbITbIM TEKCTOM;

— md5 - naponb xelwmpyeTca no aaroputmy mds.
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Heobxoaumbi ypoBeHb NpuBUAErni
10

KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE
CONFIG-BRIDGE

Mpumep

‘esr:esr(config—gre)# vrrp authentication algorithm cleartext

20.1.16 show vrrp

JaHHaa KomaHza BbIBOAUT MHGOPMauum o npoTokone VRRP.
CuHTaKcuc

show vrrp [<ID>]

MapameTpbl

<ID>— Homep npouecca, NpMHUMaeT 3HadyeHns [1..255].

Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHAaHbI pexum

ROOT
Mpumep 1

esr:esr (# show vrrp

Virtual router Virtual IP Priority Preemption State

4 10.4.4.1/32 100 Enabled Master
Mpumep 2

esr:esr# show vrrp 4

Interface bridge 50

State: Master

Virtual IP address: 10.4.4.1/32

Source IP address: 10.4.4.4

Virtual MAC address: 00:00:5e:00:01:04

Advertisement interval: 1

Preemption: Enabled

Priority: 100

Synchronization group ID: --
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20.2 Hacmpolika pe3epsupoeaHus

20.2.1 Hacmpolika pe3epsupoeaHus DHCP

20.2.1.1 ip dhcp-server failover

[aHHoW KomaHa oM BKAOYaeTca pesepempoBaHme DHCP-cepBepa. Micnonb3oBaHWe oTpULATENbHOM
dopmbl KomaHAb! (NO) BbiKNtOYaeT pesepBupoBaHue DHCP cepsepa.
CUHTaKcUc

[no] ip dhcp-server failover

MapamerTpbl
KomaHza He conepKuUT aprymeHTOB.
3HayeHUe No YMOYAHUIO
BbikntoueHo.
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexum
CONFIG
Mpumep

‘esr:esr(config)# ip dhcp-server failover

20.2.1.2 ip dhcp-server failover local-address

[aHHoM KomaHaoM ycTaHaBauBaetca IP-agpec, nopt (TCP 647), Ha KoTopom cnylwaet DHCP-cepeep B
oxunganunn Failover-coobweHunin npu paboTe B perkMme pesepBupoBaHus. McnonbsoBaHue
oTpuuaTesibHoON GopMbl KOMaHAbI (NO) yaanaeT ycTaHoBAEHHbIM IP-aapec.

CuHTaKcuc
ip dhcp-server failover local-address <ADDR>

no ip dhcp-server failover local-address

MapameTpbl

<ADDR> —IP-agpec, 3agaétca B Buae AAA.BBB.CCC.DDD, rae Ka)kAaaa 4acTb NPUHUMAET 3HaYeHMUA
[0..255].

Heob6xoaumbiit ypoBeHb NnpuBuaerunii

10

KomaHpaHbI pexxum

CONFIG

Mpumep

esr:esr(config)# ip dhcp-server failover local-address 192.168.1.1
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20.2.1.3 ip dhcp-server failover remote-address
[aHHoW KomaHaoi ycTtaHaBamBaeTca IP-agpec pesepsHoro DHCP-cepBepa, Ha KOTOPbIN OTNPaBAAIOTCA
Failover-coobuweHuns npu paboTe B pexxnme pesepBupoBaHuA.
Ncnonb3oBaHuMe oTpuuaTensHon Gopmbl KomaHabl (no) yaanaet IP-agpec pesepsHoro DHCP-cepsepa.
CuHTaKcuc
ip dhcp-server failover remote-address <ADDR>

no ip dhcp-server failover remote-address

Mapamertpbl

<ADDR> — IP-agpec pe3sepsHoro DHCP-cepsepa, 3agaétca 8 suae AAA.BBB.CCC.DDD, rae kaxaan
YyacTb NPUHUMaET 3HadYeHua [0..255].

Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

esr:esr(config)# ip dhcp-server failover remote-address 192.168.1.2

20.2.1.4 ip dhcp-server failover role

[aHHo KomaHaoW onpeaensetca ponb DHCP-cepeepa npu paboTe B pexkMme pes3epBuUpoBaHus.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yaansaeT ycTaHoBAeHHYo posb DHCP-cepeepa npu
paboTe B pexnme pe3epBMPOBaHUS.

CuHTaKcuUc
ip dhcp-server failover role <ROLE>

no ip dhcp-server failover role

MapameTpbl
<ROLE> — ponb DHCP-cepBepa npu paboTe B pexmme pesepBUpoBaHuUA:

primary —pexunm aktnsHoro DHCP-cepBepa;
secondary—pexum pesepsHoro DHCP-cepsepa.

Heobxogumbiit ypoBeHb NpuBUAErnin
10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

esr:esr(config)# ip dhcp-server failover role primary
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20.2.1.5 show ip dhcp server failover

JaHHaa KomaHAa N03BOAAET NOCMOTPETb COCTOAHME pe3epBuposaHna DHCP-cepeepa.
CUHTaKcuc

show ip dhcp server failover

Mapamertpbl
KomaHga He coaepKUT aprymeHToB
Heobxogumbiii ypoBeHb Nnpusunerunii
1

KomaHpgHbIi1 pexxum

ROOT
Mpumep
esr:esr# show ip dhcp server failover
Status: Disabled
20.2.2 Hacmpolika pe3epeuposaHus Firewall

20.2.2.1 ip firewall failover

[aHHOoM KoMaHAoM BKAtOYaeTca pesepBmMpoBaHune ceccuit Firewall.
Ncnonb3oBaHuMe oTpuuaTebHon Gopmbl KOMaHAb! (N0) BbiKAOYaEeT pesepBupoBaHue ceccui Firewall.
CuHTaKcuUc

[no] ip firewall failover

MapameTpbl
KomaHZaa He CoaepsKUT aprymeHTOB.
3HaueHue No yMOYaHUIO
BbikntoueHo.
Heobxoaumbiii ypoBeHb Nnpusuneruii
10
KomaHgHbIi pexxum
CONFIG

Mpumep

‘esr:esr(config)# ip firewall failover

20.2.2.2 ip firewall failover source-address

[aHHoW KoMaHAoW ycTaHaBAMBaeTca IP-agpec ceTeBoro MHTepdelica, ¢ KoToporo 6yayT oTNPaBAATLCA
coobuieHuns npu pabote Firewall B pexxume pesepBuUpoBaHMA ceccUi.

Mcnonb3oBaHue oTpuuaTenbHoin ¢opmbl KomaHabl (No) yaanaet IP-agpec ncxoaauwero nHtepdeliica.
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CUHTaKcuc
ip firewall failover source-address <ADDR>

no ip firewall failover source-address

MapameTpbl

<ADDR> — IP-agpec ceTesoro nHTepdeiica, ¢ KOToporo byayT oTnpasaATbCA cooblieHnd, 3a4aéTca B
Bnae AAA.BBB.CCC.DDD, rae Kaxaana 4yacTb NpMHMMaeT 3HadeHua [0..255].

Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

esr:esr(config)# ip firewall failover source-address 192.168.1.1

20.2.2.3 ip firewall failover destination-address

JaHHoM KomaHAoM ycTaHaBAuBaeTcs IP-agpec cocena npu paboTe pesepsupoBaHus ceccuii Firewall B
unicast-pexxume.
Mcnonb3oBaHue oTpuLaTenbHon ¢opmbl KOmaHabl (no) yaanset IP-agpec cocena.
CuHTaKCuUC
ip firewall failover destination-address <ADDR>

no ip firewall failover destination-address

MapameTpbl

<ADDR> - IP-agpec cocena, 3apaétca B suae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NpuHUMaeT
3HayeHus [0..255].

Heobxoaumbiii ypoBeHb Nnpusuneruii

10

KomaHgHbIii pexxum

CONFIG

Mpumep

esr:esr(config)# ip firewall failover destination-address 192.168.1.2

20.2.2.4 ip firewall failover port
[aHHoM KomaHaoM ycTaHaBAnBaeTca Homep UDP-nopTa cnyx6bl pe3epBupoBaHus ceccuii Firewall, uepes
KOTOpPbIV NpoMCXoaAnT obmeH nHpopmaumelt npu paborte B unicast-pexkume.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KomaHapl (NO) yaanaet Homep NopTa ciy»6bl pe3epBUpoBaHUA
ceccuit Firewall.

CuHTaKcunc

ip firewall failover port <PORT>
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no ip firewall failover port

MapameTpbl

<PORT> — Homep nopTa cnyxbbl pesepBupoBaHusa ceccuii Firewall, ykasbiBaeTca B AnanasoHe
[1..65535].

Heobxogumbiii ypoBeHb Nnpusuaerui
10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

esr:esr(config)# ip firewall failover port 3333

20.2.2.5 ip firewall failover sync-type
JaHHOM KoMaHAoM onpeaenseTca pexnm obmeHa nHbopmaumeint mexay OCHOBHbIM U pe3epPBHbIM
MapLUpyTU3aTopamMm.

Mcnonb3oBaHWe oTpuuaTenbHo GopmMbl KOMaHAbl (NO) yaanaeT pexxnum paboTbl pesepBUpoBaHMsA
Firewall.

CuHTaKCuUC
ip firewall failover sync-type <MODE>

no ip firewall failover sync-type

MapameTpbl
<MODE> — pexxum obmeHa nHbopmaumen:
— unicast — pexunm unicast;
— muticast — pexxum multicast.
Heobxogumbiii ypoBeHb NnpuBuaerni
10
KomaHpgHbIii pexxum

CONFIG

Mpumep

esr:esr(config)# ip firewall failover sync-type multicast

20.2.2.6 ip firewall failover multicast-address
[aHHOW KOMaHAOW yCTaHAB/MBAETCA MHOroOaApecHbIN IP-aapec, KoTopblit 6yaeT UCcNonb3oBaTbCA ANA
obmeHa nHdopmaumm npu paboTe pesepBupoBaHua ceccuin Firewall B multicast-pexumme.
Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbl (NO) yaansaeT mHoroagpecHsiit IP-agpec.
CuHTaKcuc
ip firewall failover multicast-address <ADDR>

no ip firewall failover multicast-address
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MapameTpbl

<ADDR> — mHoroaapecHbiii IP-agpec, 3agaétca B suae AAA.BBB.CCC.DDD, rae Kaxaan 4actb
npuHUMaeT 3HadeHua [0..255].

Heobxogumbiii ypoBeHb Nnpusunernii

10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

esr:esr(config)# ip firewall failover multicast-address 224.0.0.10

20.2.2.7 ip firewall failover multicast-group
JaHHOM KoMaHAoM ycTaHaBAMBaeTCA naeHTUdKUKaTop multicast-rpynnol 4na obmeHa nHdopmaumen npm
paboTe pesepsBupoBaHus ceccuii Firewall B multicast-perknme.
Mcnonb3oBaHue oTpuLaTenbHON Gopmbl KOMaHAbI (NO) yaanser naeHTUdMKaTop rpynnoi.
CuHTaKCuUC
ip firewall failover multicast-group <GROUP>

no ip firewall failover multicast-group

MapameTpbl

<GROUP> — multicast-rpynna, ykasbiBaeTtca B guanasoHe [1000..9999].
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHgHbIi pexxum

CONFIG

Mpumep

esr:esr(config)# ip firewall multicast-group 1028

20.2.2.8 show ip firewall failover

ﬂ,aHHaﬂ KOMaH/a No3BOJIAET MOCMOTPETb COCTOAHNE pe3epBNpPOBaHNA ceccum Firewall.
CuHTaKcunc

show ip firewall server failover

Mapamertpbl
KomaHp,a HEe COOEePXKUT aprymeHToB
Heob6xoaumbiii ypoBeHb NpuBUAEruit
1
KomaHgHbIi pexxum

ROOT
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Mpumep

esr:esr# show ip firewall failover

Communication interface: bré

Status: Running

Bytes sent: 6407688

Bytes received: 6355040

Packets sent: 430149

Packets received: 429844

Send errors: 0

Receive errors: 0
20.2.3 show high-availability state

[aHHas KomaHga No3Bo/iAeT NOCMOTPETb 06LLLee COCTOAHME CUCTEM PE3EPBUPOBAHMA N PO/b YCTPOCTBA.
CuHTaKcuc

show high-availability state

MapamerTpbl
KOMBHAa He COAEPKUT aprymeHTOoB

Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbIN pexxum

ROOT

Mpumep

esr:esr# show high-availability state

VRRP role: Master
AP Tunnels:
State: successful synchronization
Last synchronization: 17:22:11 08.06.2015
DHCP server:
State: successful synchronization
Last state change: 17:49:42 03.06.2015
Firewall sessions:
State: successful synchronization
Last synchronization: 17:22:18 08.06.2015
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20.3 YnpaeneHue Dual-Homing *

20.3.1 backup-interface preemption

[aHHOWN KOMaHA0M YKa3biBAeTCHA, YTO HEODXOAMMO OCYLLECTBUTb NEPEK/IIOYEHME Ha OCHOBHOM UHTepdelic
npW BOCCTAHOB/IEHMM CBA3WU. ECIM HAaCTPOEHO BOCCTAaHOB/IEHME OCHOBHOIO MHTepdeiica npu

AKTUBHOM Pe3epBHOM, TO TOTAa NPU NOAHATUN JIMHKA HA OCHOBHOM UHTepdeince Tpaduk byaeT
nepeKatoYeH Ha Hero.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (N0O) BOCCTaHaB/AIMBAET HAaCTPOMKY MO YMOAYAHMUIO.
CUHTaKCcUc

[no] backup-interface preemption

Mapamertpbl

KomaHaa He cofepKuUT apryMeHTOB.

3HauyeHue No yMmon4aHuio

I'IepeKmoqume OTK/ZTKOYEHO.

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum

CONFIG
Mpumep

‘ esr:esrl000 (config)# backup-interface preemption

20.3.2 backup-interface mac-duplicate

[aHHOW KOMaHAOW YKa3bliBaeTCA KOJIMYECTBO KON NAaKeToB C O4HUM M Tem e MAC-agpecom, KoTopble
6yAyT OTNpaB/ieHbl B aKTUBHbIA MHTEPDENC NPU NEPEKIIOUYEHUN.

Mcnonb3oBaHue oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) BOCCTaHABAMBAET 3HAUYEHUE MO YMOIYAHMIO.
CuHTaKcuc
backup-interface mac-duplicate <COUNT>

no backup-interface mac-duplicate

Mapametpbl
<COUNT> — KONn4ecTBOo KoMNuii NakeTos, MPUHUMAET 3Ha4YeHue [1..4].
3HayeHue No yMON4YaHUIo

1 naket

Heobxoaumbiit ypoBeHb NpuBUAEruit

'B Tekywen Bepcum MO gaHHbIM GYHKUMOHAA NOAAEPHKMBAETCA TONLKO Ha MaplpyTusatope ESR-1000-ST
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10
KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esrl000 (config) # backup-interface mac-duplicate 4

20.3.3 backup-interface mac-per-second

JaHHOWN KOMaHAO0M YKa3biBaeTCA KOJIMYECTBO MAaKETOB B CEKYHAY, KOTOpoe byaeT OTnpaBieHO B aKTUBHbIM
UHTepdeic Npu NepekIoYeHUN.

Ncnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAabl (N0) BOCCTaHaBAMBAET 3HaYeHMe No ymondaHuio (400
nakeTos).

CUHTaKCcuc

backup-interface mac-per-second <COUNT>

no backup-interface mac-per-second

MapameTpbl
<COUNT> — konunyectso MAC-agpecoB B CeKyHAY, NpMHUMaET 3Ha4yeHune *50..400].
3HauyeHue No yMmo4aHuio

400 nakeTOB.

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum

CONFIG
Mpumep

‘esr:esrlOOO(config)# backup-interface mac-per-second 200

20.3.4 backup interface

[aHHOM KOMaHAoM YKa3blBaeTCA pe3epBHbIN MHTepdEIC, Ha KOTopPbIN ByaeT NPoOMCXOANTb NepektoYeHme
npu notepe CBA3N Ha OCHOBHOM. BKAtoueHMe pe3epBUPOBaHMA BO3SMOXKHO TOJIbKO Ha Tex MHTepdeicax, Ha
KOTOpPbIX OTK/IOYEH NPoTOoKoA Spanning Tree u BkAtodeH VLAN Ingress Filtering.
Mcnonb3oBaHWe oTpuuaTesibHoN GopMbl KOMaHAb! (NO) yaanaeT HaCTPOMKY C MHTepdelica.
CuHTaKcuc

backup interface <IF> vlan <VID>

no backup interface

Mapamertpbl

<IF>— uHTepdelic, 3agaétca B BUAE, ONUCAHHOM B pa3aene 3.3;
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<VID> - npeHtudunKaumoHHbit Homep VLAN, 3agaétca B gnanasoHe [2...4094]. MoXHO TaKe
3a4aTb AMaNa3soHOM Yepes «-» UM NepedncsieHnem Yepes «,».

Heobxoaumbi ypoBeHb NpuBUAErnim
10

KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

‘ esr:esrl000 (config-if-gi)# backup interface gigabitethernet 1/0/15 vlan 10-200

20.3.5 show interfaces backup

JaHHaa KomaHabl BbIBOAUT MHGOPMALMIO O COCTOAHMM OCHOBHOIO M pe3epBHOro nHTepdelica.
CuHTaKkcuc

show interfaces backup
Heobxoaumblii ypoBeHb npusuaerui
1
KomaHgHbIN pexxum
ROOT

Mpumep

esr:esr# show interfaces backup
Backup Interface Options:
Preemption is disabled.
MAC recovery packets rate 400 pps.
Recovery packets repeats count 1.

VID Master Interface Backup Interface State

10 gigabitethernet 1/0/3 gigabitethernet 1/0/4 Master Up/Backup Down
11 gigabitethernet 1/0/3 gigabitethernet 1/0/4 Master Up/Backup Down
12 gigabitethernet 1/0/3 gigabitethernet 1/0/4 Master Up/Backup Down
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20.4 Hacmpoiika MultiWAN

20.4.1 wan load-balance rule

[aHHon KomaHao cozgaeTtcsa npasuao WAN 1 ocyLLecTBAAETCA Nepexo, B PeXXMUM HAaCTPOMKMK
napameTpoB NMpasuia.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KomaHabl (no) yaanaet co3gaHHoe WAN-npasuno.
CUHTaKCcUc

wan load-balance rule <ID>

no wan load-balance rule {<ID> | all }
Mapamertpbl

<ID> - npeHTndmrKaTop cosgaBaemoro npasuaa, NpuHMMaeT 3HavyeHus [1..50]. 3HauyeHume «all»
ucnonb3yeTca npu yaaneHun scex npasmn WAN.

Heobxogumbiii ypoBeHb Nnpusuaeruin
10

KomaHgHblii pexxum

CONFIG
Mpumep

‘ esr:esrl000 (config)# wan load-balance rule 1

20.4.2 wan load-balance target-list

[aHHOol KoMaHAoM co3gaeTca CNUCOK IP-aapecoB AN NPOBEPKU LeNOCTHOCTU COeANHEHNA U
OCYLLECTBAAETCA Nepexos B PeXKUM HaCTPOMKM NapameTPOB CMUCKA, a TaK»Ke NPOoMU3BOANTCA NPUBA3KA
CNMCKa Ha ceTeBOM MHTepdeiice.

Mcnonb3oBaHWe oTpuuaTeNbHoN Gopmbl KOMaHAbI (NO) yAaNsAeT co3AaHHbI CNINCOK.
CuHTaKCUC

wan load-balance target-list <NAME>

no wan load-balance target-list { <NAME> | all }

no wan load-balance target-list (yaaneHune npmBa3KM CNUCKa B peXXume KOHPUrypmpoBaHms
ceTeBbIX UHTEpdEliCoB)

Mapamertpbl

<NAME> — Ha3BaHMe CNUCKa, 3aZaeTcs CTPoKon Ao 31 cumBona. 3HaveHue «all» ncnonbayerca npu
y4aneHun Bcex CnmMckos IP-agpecoB o NpoBepPKM LLeIOCTHOCTU COeANHEHUA.

Heob6xoaumbiii ypoBeHb NpUBUAErnii
10

KomaHAHbIi1 pexxum
CONFIG
CONFIG-GI
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CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘esr:esrlOOO(config)# wan load-balance target-list tenl

20.4.3 enable

[aHHOM KoMaHAoM BKOYAETCA NPaBuIo wan, NPOBEPKa Lesu.
Mcnonb3oBaHue oTpuuaTenbHon dopmMbl KOMaHAgbl (no) BbikaovaeT npasuno WAN, nposBepky Lenu.
CuHTaKCuUC
[no] enable
MapameTpbl
KomaHaa He cofepRuT apryMmeHTOB.
3HauyeHue No yMmo4aHuo
BbikntoueHo.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG-WAN-RULE
CONFIG-WAN-TARGET
Mpumep

MNposepkKa uenu:

Iesr:esrlOOO(config—wan—rule)# enable

20.4.4 outbound

[aHHOW KOMaHAoW onpeaenatoTca MHTEPOENCHI UM TYHHENN, KOTOPbIe ABAAIOTCA W03aMN B MapLPYTE,
co3gaBaemom cay:kboi MultiWAN. KoanyecTso W/030B B MapLUPYTe 3aBUCUT OT perkMma paboTsl
MultiWAN:

npu 6anaHcMpoBKe B CNUCOK nexthop-mapwpyTa aobasnatoTca IP-aapeca wno3os (pasgen 20.4.13) Bcex

AKTUBHbIX UHTEpPPENCOB;

npu pesepBuMpoBaHMM B KayecTBe nexthop-maplpyta Bbibupaetcsa IP-agpec wnw3a (pasgen 20.4.13)
aKTUBHOrO MHTepdeica c HaMboNbLWNM BECOM.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAb! (NO) UCKAKOYAET YKa3aHHbIM HTepdENC MM TYHHENb
13 npasmna MultiwAN.
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CuHTaKcuc
[no] outbound {interface <IF> | tunnel <TUN> } [<KWEIGHT> ]
MapameTpbl
<IF>— nnTepdeiic, 3agaétca B BUAE, onnMcaHHOM B pasgene 3.3;
<TUN> — uma TyHHenA, 3a8aétca B BUAE, oNnucaHHOM B pasgene 3.4.;

<WEIGHT> — Bec TyHHens unu uHtepdelica, onpeaenserca B gManasoHe [1..255]. Ecam ycTaHOBUTL
3HayeHue 2, To No gaHHOMY UHTepdelicy byaeT nepedasaTbca B 2 pasa 6osblue TpaduKa, Yem no
nHTepdeicy ¢ eponTHbIM 3HaYEHNEM. B perknme pe3epBMPOBAHUA aKTUBHLIM DyAEeT MapLIpyT C
HanbobLIMM BECOM. 3HaYyeHne no ymondyaHumio 1.

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpgHbIi1 pexxum
CONFIG-WAN-RULE

Mpumep

‘ esr:esrl000 (config-wan-rule) # outbound interface gigabitethernet 1/0/15

20.4.5 description

ﬂ,aHHOVI KOMaHAOVI onpegenaerca onncaHne npasuaa.
Mcnonb3oBaHKue oTpuuaTenbHon GopmMbl KOMaHAgbl (nN0) yaanseT onvcaHue.
CuHTaKcuc

description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue npaBuaa wan, 3a4aétca CTpokon o 255 cumeonos.
Heobxoaumbiii ypoBeHb Nnpusuneruii

10
KomaHgHbIi pexxum

CONFIG-WAN-RULE

Mpumep

‘ esr:esr (config-wan-rule) # description "tunnel to branch"

20.4.6 failover

[aHHOW KOMaHAOW OCYLLEeCTBAAETCA NEPEKNOYEHNE N3 perkMma BaNaHCUPOBKN B PeXUM
pe3epBMpPOBaHUA.

Mcnonb3oBaHWe oTpumuaTenbHon GopmMbl KomaHapl (N0) BO3BpaLLaeT pexum 6anaHCUPOBKMN.
CuHTaKcuc
[no] failover

MNapameTpbl
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KomaHzaa He coaepKUT aprymMeHToB.

Heob6xoaumbii ypoBeHb NpuBuaernm
10

KomaHpgHbIi1 pexxum
CONFIG-WAN-RULE

Mpumep

‘esr:esrlOOO(config—wan—rule)# failover

20.4.7 target

[laHHOW KOMaHA0W CO34aeTcA Le/ib NPOBEPKMN M OCYLLLECTBAAETCA NEPEXOA, B PEKMM HACTPOMNKM
napameTpos Lean. Mcnosb3oBaHue oTpuLaTeNbHOM GOpMbl KOMaHAbI (NO) yAaNAeT CO3AaHHYI0 Lefb.

CuHTaKCUC

target <ID>

no target { <ID> | all }
MapameTpbl

<ID> — ngeHTnduratop uenun, sagaérca B npegenax [1..50]. Ecam npu yaaneHum ncnonbyertca
3HauyeHue napametpa «all», To ByayT yaaneHol Bce ueam ana KoHOUrypupyemoro crnmcKa Lene.

- all - ypanutb BCe uenm.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG-WAN-TARGET-LIST
Mpumep

Iesr:esrlOOO(config—target—list)# target 1

20.4.8 resp-time

[aHHOM KoMaHAoM onpeaenaeTca BpeMs OXKUaaHusa OTBeTa Ha 3anpoc no nportokony ICMP.
Mcnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAb! (NO) YCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

CuHTaKcuc
resp-time <TIME>
no resp-time
Mapametpbl
<TIME> — Bpemsa oXuaaHus, onpeaensetca B cekyHaax [1..30].
3HayeHUe No YMON4YaHUIO
5
Heobxogumbiit ypoBeHb NpUBUNErUiA

10
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KomaHpgHbIi1 pexxum
CONFIG-WAN-TARGET
Mpumep

‘esr:esrlOOO(config—wan—target)# resp-time 3

20.4.9 ip address

[aHHoW KomaHa oM yKa3biBaeTca IP-agpec npoBepKu.
Mcnonb3oBaHue oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yAaNseT yKasaHHbIN afapec.
CuHTaKcuc
ip address <ADDR>
no ip address
Mapamertpbl

<ADDR> — IP-agpec Ha3HayeHuA, 3agaéTca B Buae AAA.BBB.CCC.DDD, rae Kaxgas 4acTb NpuHUMaeT
3HayeHus [0..255].

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIii pexxum
CONFIG-WAN-TARGET

Mpumep

‘esr:esrlOOO(config—wan—target)# ip address 10.168.1.25

20.4.10 wan load-balance enable

[aHHoM KomaHaoM BKAtoyaeTca WAN pexxum Ha uHtepdeice ana IPv4 creka.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KomaHabl (no) BbikatovaeT WAN pexum ansa IPv4 cteka.
CuHTaKcuc

[no] wan load-balance enable
MapameTpbl
KomaHaa He coaepyKuUT apryMmeHToB.
3HayeHMe N0 YMONMYaHUIO
BbiKknto4eHo.
Heob6xoaumbiit ypoBeHb NpuBUAErui
10
KomaHpgHbIii pexxum

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
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CONFIG-GRE

Mpumep

‘esr:esrlOOO(config—if—gi)# wan load-balance enable

20.4.11 wan load-balance failure-count

[laHHOM KOMaHAOoM onpeaenaeTca KOIMYECTBO HeyAauHbIX NOMbITOK NPOBEPKN COeAUHEHUs, nocsie
KOTOPbIX, NPV OTCYTCTBUM OTBETa OT BCTPEYHOM CTOPOHbI, COEANHEHNE CYNTAETCA HEAKTUBHbIM.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3HAYE€HUE MO YMOYaHMIO.
CuHTaKcuc

wan load-balance failure-count <VALUE>

no wan load-balance failure-count
Mapamertpbl

<VALUE> — KoainyecTBo NonbITOK, onpegensercsa B AnanasoHe [1...10].
3HauyeHue No yMmo4aHuo

1
Heobxogumbiii ypoBeHb Nnpusuaerunii

10
KomaHgHbIii pexxum

CONFIG-GI

CONFIG-TE

CONFIG-SUBIF

CONFIG-PORT-CHANNEL

CONFIG-BRIDGE

CONFIG-IP4IP4

CONFIG-GRE

Mpumep

Iesr:esrlOOO(config—if—gi)# wan load-balance failure-count 3

20.4.12 wan load-balance success-count

ﬂ,aHHOVI KOMaH,Ll,OVI onpegenaeTca KoamM4ecTeo yCnewHbIX NONbITOK NPOBEPKU coeanHeHnA, nocne
KOTOpbIX, B C21iy4ae ycnexa, CoegnHeHUE CHUTAETCA BHOBb aKTUBHbIM.

Mcnonb3oBaHWe oTpuuaTesbHon GopmMbl KOMaHAbl (N0) ycTaHaBAMBAET 3HaYEHME N0 YMOYaHUIO.
CuHTaKCcHC

wan load-balance success-count <VALUE>

no wan load-balance success-count

MNapameTpbl
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<VALUE> — KonnyecTBo NonbITOK, onpegensetcs B AnanasoHe [1...10].
3HayeHue No yMONYaHUIo
1
Heobxoaumbiii ypoBeHb NpuBUaernm
10
KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP41P4
CONFIG-GRE

Mpumep

‘ esr:esrl000 (config-if-gi)# wan load-balance success-count 3

20.4.13 wan load-balance nexthop

[JaHHol KomaHgaol onpeaensetca IP-agpec cocena, KOTopbIn ByaeT yKasaH B KayecTse O4HOr0 U3
LU/IIO30B B CTAaTUYECKOM MapLUpyTe co3gaBaemom cnyx6om MultiWAN.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yAanseT ykasaHHbI IP-agpec coceaa.
CuHTaKCcuUc

wan load-balance nexthop { <IP> | dhcp enable }

no wan load-balance nexthop
MapameTpbl

<IP>—|P-agpec Ha3HayeHus (wnto3), 3agaétcs B Buae AAA.BBB.CCC.DDD, rae Kaxaas 4yactb
npUHMMaeT 3HadeHusa [0..255];

dhcp enable — ecnv Ha nHTepdodeiice IP-aapec nonyyeH Yyepes DHCP-kAneHTa, MCnonb3yeTcs W3 C
DHCP-cepsepa.

Heob6xoaumbiii ypoBeHb NpuBUAErnuit
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE
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Mpumep

‘esr:esrlOOO(config—gre)# wan load-balance nexthop 10.168.1.25

20.4.14 wan load-balance target-list check-all

JaHHo KomaHaoM 6yayT npoBepsaTbea Bce IP-agpeca U3 cnncka NPOBEPKU LLENOCTHOCTU. B cayyae
HeA,0CTYNHOCTU OHOr0 U3 NPOBEPAEMbIX Y3/10B, W03 ByAeT cunTaTbCA HELOCTYMHbIM.

Mcnonb3oBaHme oTpuLaTeIbHOM GopMbl KOMaHabl (N0) OTMEHAET NPOBEPKY BCex IP-aapecos U3 cnuncka
NPOBEPKM LeNIOCTHOCTY.

CuHTaKcuc
[no] wan load-balance target-list check-all
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbI pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IP4IP4
CONFIG-GRE

Mpumep

‘esr:esrlOOO(config—gre)# wan load-balance target-list check-all
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21 YNPABNEHUE QOS

21.1 qos enable

[aHHoW KoMmaHaoM BKAtoYaeTcs cepBuc QoS Ha nHTepdeice. Ecam K nHTepdelicy He NpuBsA3aHa NoNTUKA
QoS (npuBA3Ka NOANTUK onucaHa B pasgene 21.12), To uHTepdelic paboTaeT B pexknume Basic QoS, nHave
Policy-based QoS.

Basic QoS — knaccudumkauma TpadmKa BbiNnosHAETCA Ha ocHoBe Kogos DSCP u/vnm 802.1p B 3aBMCMMOCTHU
OT BblBpaHHOro pexuma aosepua (KomaHaa onucaHa B pasgene 21.2). TpaduK HanpasBadeTca B ovyepeam
B cooTBeTcTBUM ¢ Tabanuamm DSCP-Queue n/nan CoS-Queue.

Policy-based QoS — Knaccudpukauma u HanpasneHue TpaduKka B odepeam BbINOAHAETCA Ha ocHoBe QOS
NO/MNTUK. B KaxgoW NosMTUKe onpenensercs Habop KnaccoB, Ha KOTOpble HeobxoAMMO passenvTb
Tpaduk. OTHoweHWe TpaduMKa K OMNpPeseneHHOMY KAaccy MOMUTUKM OMpeaensetcd Ha BXOAe B
MapLpyTusatop npasunamu ACL (npussaska ACL onvcaHa B pasgene 21.21), ansa atoro HasHavaetca QoS
NOJINTMKA Ha BXOoAsLLee HamnpasaeHue. s orpaHMYeHns Noaockl paHee KnaccuduumpoBaHHOro Tpaduka
n apyrux GyHKUMM QOS NOANTMKA Ha3HaYaeTCcA Ha UCXoaAlLee HanpaBaeHWe.

Ncnonb3oBaHuMe oTpuuaTenbHon GopmMbl KoMaHAbl (No) BbiKAOYaeT cepBuc QoS Ha MHTepdeice.
CuHTaKCuUC

[no] gos enable

MapameTpbl

KomaHga He COAEPHUT aprymMeHTOB.

3HauyeHue No yMOo4YaHuio
BbikntoueHo

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TPV3
CONFIG-SUBTUNNEL

Mpumep

esr:esr(config-if-gi)# gos enable
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21.2 qos trust

[aHHOW KOMaHAOM YyCTaHaBANBAETCA PEXUM A0BepUs K 3HaYeHnam Kogos 802.1p n DSCP Bo BxoaALmMx
naketax ana Basic QoS-pexknuma paboTbl MHTEpPdENCa.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET COOTBETCTBME MO YMOAYAHMIO.
CuHTaKCcHC
qos trust <MODE>

no qos trust

Mapamertpbl

<MODE> — pexum gosepus K 3HadyeHnam kogos 802.1p 1 DSCP, npuHUmaeT o4HO U3 cneayoumx
3HaYeHuI:

dscp — pexum posepus 3HavyeHMAM Kogos DSCP B IP-3arosioBke. He IP-nakeTbl 6yayT Hanpas/ieHbl B

ouyepeab Mo yMoNYaHUIo (KoMaHaa onucaHa B pasgene 21.7);

COS — permm gosepusa 3HavyeHuAM Kogos 802.1p B Tere 802.1g. HeterMpoBaHHble naKeTbl OyayT
HanpasieHbl B 04epesb No YMOYaHMIO (KoMaHAa onucaHa B pasaene 21.7);

cos-dscp — pexum gosepusi 3HaYeHusm Kogos DSCP ana IP-nakeToB M 3HayeHuam kogos 802.1p gns
OCTa/IbHbIX NAKETOB.
3Ha4yeHMA N0 YMONYaAHUIO:
Pexknm gosepus 3HaueHmnam Kogos DSCP (dscp).
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep

I esr:esr(config)# gos trust cos-dscp

21.3 gos map dscp-queue

JaHHaa KomaHAa yCcTaHaBAMBAET COOTBETCTBME MeXAY 3HaYeHNAMU KO40B DSCP BxoaAaLwmx NakeTos n
nexogAawWMmMm ovepeaamum.

Mcnonb3oBaHWe oTpuLaTesIbHON GOpMbl KOMaHAb! (NO) YCTaHaBAMBAET COOTBETCTBME MO YMONYAHMIO.
CuHTaKcuc
gos map dscp-queue <DSCP> to <QUEUE>

no qos map dscp-queue <DSCP>

Mapamertpbl
<DSCP> — knaccudukatop obcnymsaHus B IP-3aronoBKke nakeTa, NpUHUMaeT 3Ha4veHus [0..63];

<QUEUE> — ngeHtudmKaTop ouepeam, npuHMMaEeT 3HadyeHus [1..8].
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3HayeHUA N0 YMOYaAHUIO:
DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpaHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr (config)# gos map dscp-queue 42 to 5

21.4 gos map cos-queue

JaHHaa KomaHaa YCTaHaB/IMBAET COOTBETCTBME MeXKAY 3HAaYEHNAMU KOO40B 802.1p BXO4ALWMNX NAKETOB U
nexogAaAwWMmMmm ovyepeaamm.

Mcnonb3oBaHWe oTpuLaTesbHON GopMbl KOMaHAb! (NO) yCTaHABAMBAET COOTBETCTBME MO YMOAYAHMIO.
CuHTaKCcuUc
gqos map cos-queue <COS> to <QUEUE>

no qos map dscp-queue <COS>

MapameTpbl
<COS> — knaccuduKatop obcnyxumeaHusa B Tere 802.1q nakeTa, NnpUHMMaeT 3HadeHua [0..7];

<QUEUE> — ngeHtTMdmKaTop oyepeam, NnpuHUMaeT 3HadyeHus [1..8].

3HayeHUA N0 YMONYaHUIO:
CoS: (0), ouepeab 1
CoS: (1), ouepeab 2
CoS: (2), ouepeab 3
CoS: (3), ouepeap 4
CoS: (4), ouepeab 5
CoS: (5), ouepeab 6
CoS: (6), ouepeab 7
CoS: (7), ouepeab 8
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Heobxoaumbii ypoBeHb NpuBUAErni
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr (config)# gos map cos-queue 7 to 5

21.5 gqos map dscp-mutation

JaHHaa KomaHaa ycTaHaBAMBaeT COOTBETCTBME MeXKAay 3HayeHnamn kogos DSCP BxoaALwmMX NakeTos U
kozoB DSCP Ha BbIxoZe U3 YCTPOMCTBa.

Mcnonb3oBaHue oTpuLaTebHON GopMbl KOMaHAbl (N0) yCTaHaB/IMBAET COOTBETCTBME MO YMONYAHMIO.
CuHTaKcuc
gos map dscp-queue <DSCP> to <DSCP>

no gos map dscp-queue <DSCP>

MapameTpbl

<DSCP> — knaccudukatop obcayKnBaHus B IP-3aronoske nakeTta, npuHMmaeT 3HaveHusa [0..63].

3Ha4yeHMA N0 YMONYaAHUIO:
3HayeHua kogos DSCP Bxoaawwmx naketToB 1 Kogos DSCP Ha BbixoAe M3 yCTPOMCTBA COBNAAatoT.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep

Iesr:esr(config)# gos map dscp-mutation 10 to 40

21.6 gos dscp-mutation

[aHHO KOMaHA0M BKNOYAEeTCA NpMMeHeHWe 3meHeHnn Kogos DSCP B cooTBeTcTBUM € Tabanuen DSCP-
Mutation. Koabl DSCP n3meHAoTCA TONbKO Ans BXogAlLero TpadpuKa goBepeHHbIX NOPTOB B perkume QoS
Basic.

Ncnonb3oBaHMe oTpuuaTenbHOM GopmMbl KOMaHAbl (N0) OTKAKOYaEeT MsmeHeHMe Kogos DSCP.
CuHTaKcuc

[no] gos dscp mutation

Mapamertpbl

KomaHpa He cofepUT aprymeHToB.

3Ha4yeHue no YMONT4YaHUIO

BbikntoyeHo.
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Heobxoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# gos wrr-queue 3 bandwidth 130

21.7 qos queue default

[JaHHasa KomaHAaa ycTaHaBAMBAET HOMEpP oYepeam No YMOYaHUIO, B KOTOPYIO NonagaeT Becb Tpaduk
Kpome IP B perknume pgosepua DSCP-npuoputetam B cnyyae ¢ Basic QoS, a TakKe HeknaccuduumMpoBaHHbIN
TpaduK B ciyyae c Policy-based QoS.

Ncnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAObl (N0) yCTaHaBAMBaET 3HaYEeHUE MO YMONYaHUIO.
CuHTaKcuc
gos queue default <QUEUE>

no qos queue default

MapameTpbl

<QUEUE> — nageHtndmkatTop odepeam, NpMHUMAET 3HaveHus [1..8].

3Ha4yeHue No yMO4YaHUIo

1

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum

CONFIG
Mpumep

‘esr:esr(config)# gos queue default 3

21.8 priority-queue out num-of-queues

[JaHHaAa KomaHAa 3a43aeT KOMYeCTBO NPUOPUTETHbIX O‘-IEpELI,EVI. OcraBlueca oyepeaun ABNATCA
B3BeLWEeHHbIMW.

Mcnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAb! (NO) YCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuc
priority-queue out num-of-queues <VALUE>

no priority-queue out num-of-queues

Mapametpbl
<VALUE> — KonuuyecTBo o4yepenei, npuHUMaeT 3HadeHue [1..8], rae:

0 — Bce ouepeaun ydyacteytoT B WRR (WRR — mexaH13m 06paboTKM ouepenen Ha ocHOBe Beca);
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8 — Bce ouepean ob6CAYKMBAOTCA KaK «strict priority» (strict priority — npuoputeTHaa ouepeab
obcnyXuBaeTca cpasy, Kak TONbKO NOABAAIOTCA NaKeTbl).
3HauyeHUe No yMO4aHUIO
8
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# priority-queue out num-of-queues 5

21.9 qos wrr-queue

[aHHOW KOMaHAoW onpeaensaTcsa Beca A1 COOTBETCTBYIOLMX B3BELIEHHbIX oYepeaei.

MCHOﬂb3OBaHMeOTpMuaTeﬂbHOﬁ(bOprIKOMaHAH(nO)yUﬂHaBﬂMBBET3HaHeHMeBECBAHHYK333HHOﬁ
oyepean no ymosiHaHuio.

CuHTaKCuUC
gos wrr-queue <QUEUE> bandwidth <WEIGHT>

no qos wrr-queue <QUEUE>

MapameTpbl
<QUEUE> — ngeHtudmkaTop oyepean, npuHnumaet sHadyeHue [1..8];

<WEIGHT> — 3HaueHue Beca, NnpMHUMaeT 3HayeHue [1..255].

3Ha4yeHue No yMO4YaHUIo

1

Heobxogumbiii ypoBeHb Nnpusuneruii

10

KomaHgHbIii pexxum

CONFIG

Mpumep

‘esr:esr(config)# gos wrr-queue 3 bandwidth 130
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21.10 traffic-shape

[aHHaa KomaHaa yCTaHaBAMBAET OrpPaHUYEeHne CKOPOCTN ncxoasuero Tpaduka ans onpeaeneHHom
oyepean nnmn nHTepdeica B uesom. KomaHga akTyasbHa To/1bKO A41a Basic QoS perkuma nHtepdeiica.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) CHUMaET orpaHUYeHue.
CuHTaKCUC
traffic-shape { <BANDWIDTH> [BURST] | queue <QUEUE> <BANDW!IDTH> [BURST] }
no traffic-shape [ queue <QUEUE> ]

Mapamertpbl
<QUEUE> — nageHtndmkaTop oyepeam, npuHUmaeT 3HaveHue [1..8];

<BANDWIDTH> — cpefHAA ckopocTb TpadumKka B K6UT/c, npuHMmaeT 3HadeHue [3000..10000000] gna
TengigabitEthernet nntepdeiicos n [64..1000000] gns npounx MHTepdeincoB U TyHHenew;

<BURST> — pa3mep caepxusatoLLero nopora B Kbaint, npuHumaet 3HaveHue [4..16000]. Mo
ymonyaHuto 128 KbaiiT.

Heobxogumbiii ypoBeHb Nnpusuieruin
10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-IP41P4
CONFIG-GRE
CONFIG-L2TPV3

Mpumep

esr:esr(config)# gos traffic-shape queue 3 100000 2000
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21.11 rate-limit

[aHHas KomaHga ycTaHaBAMBAET OrpaHMYEeHMEe CKOPOCTM BxogALwero Tpadmka. KomaHaa akTyasibHa
TONbKO Ana Basic QoS pexunma nHtepodeica.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) CHUMaET orpaHUYeHue.
CUHTaKcuUc
rate-limit <BANDWIDTH> [BURST]

no rate-limit

Mapamertpbl

<BANDWIDTH> — cpefHAA ckopocTb Tpaduka B K6uT/c, npuHnmaet sHadeHue [3000..10000000] gna
TengigabitEthernet nHtepdeiicos n [64..1000000] gns npounx nHTEpdEncoB u TyHHeNew;

<BURST> — pa3mep caepxusatoLLero nopora B Kbaint, npuHnumaet sHaveHue [4..16000]. No
ymonyaHuto 128 KbaiiT.
3HauyeHue No yMmo4aHUIo
OTKANto4eHo.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TPV3

Mpumep

‘ esr:esr(config-if-gi)# rate-limit 1670000
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21.12 service-policy

[aHHasa KomaHga UCNob3yeTcs ANs NPUBA3KM yKasaHHOM QOS-NONMUTUKM K KOHPUrypupyemomy
UHTepdericy gns knaccubumkaumm Bxoadawero (input) nam npmopuTesaumm ucxogauwero (output) Tpadmka.

Mcnonb3oBaHWe oTpuuaTenbHon ¢opmMbl KOMaHapbl (NO) yaanaeT NpmBaA3KY NOJANTUKN K JaHHOMY
nHTepdecy.

CUHTaKcUc
service-policy { input | output } <NAME>

no service-policy { input | output }

Mapamertpbl

<NAME> — uma QoS-NoAnTHUKK, 3agaéTca CTpoKol A0 31 cumsona. (Ona BUPTYyanbHOro MHTepdeica
TyHHensa SoftGRE(subtunnel) Bo3amoKHO nUcnonb3oBaHUe TObKO input).

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-IP41P4
CONFIG-GRE
CONFIG-L2TPV3
CONFIG-SUBTUNNEL

Mpumep

‘ esr:esr(config-if-gi)# service-policy input input policy

21.13 policy-map

[aHHOl KomaHaol co3gaetca noautuKa QOS M ocywecTBAAETCA Nepexod B PeXMM HacTPOMKK
napameTpoB NOJUTUKMU.

Mcnonb3oBaHue oTpuuaTesbHol GopmMbl KOMaHAb! (NO) yAaNAeT CO34aHHYH NOMUTUKY.
CuHTaKcuc

[no] policy-map <NAME>
Mapametpbl

<NAME> — uma co3gasaemol NoAMTUKK, 3a[aeTca CTPOKoW Ao 31 cumBeona.
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Heobxoaumbiii ypoBeHb NpuBUAernm
10
KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# policy-map input policy

21.14 ip firewall session classification enable

KomaHpgol BbINONHAETCA BKAKOYEHME KnaccupuumpoBaHUa ceccnini Ha ocHoBe NoanTuku QosS.
Ncnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHObl (N0) OTKAtoYaeT KnaccuduunpoBaHMe CECCU.
CuHTaKcuc

[no] ip firewall classification enable

MapameTpbl

KomaHga He COAEPHKUT aprymMmeHTOB.

3HauyeHue No yMmo4aHuio
KnaccnoumumnpoBaHme ceccuii oTKAOYEHO.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep

Iesr:esr(config)# ip firewall sessions classification enable

21.15 class-map

[aHHOW KomaHAoW co3gaeTtca Knacc QoS M OCyLWEeCTBAAETCSA Nepexos B PEXUM HaCTPOMKM NapaMeTpoB
Knacca.

Mcnonb3osaHue oTpuuatensHoi GopmMbl KOMaHap! (NO) yaanaeT co3gaHHbIi Knacc.
CuHTaKcuc

[no] class-map <NAME>
Mapamertpbl

<NAME> — uma co3gaBaemoro Knacca, 3aaetcs CTpokoi o 31 cumsona.
Heob6xoaumbiii ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG
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Mpumep

‘esr:esr(config)# class-map telnet traffic

21.16 class

[aHHas KomaHAa UCNoNb3yeTcsa A1A NPUBA3KKN YKasaHHoro QoS-Kiacca K NoIMTUKE U OCyLLLeCTBAAETCA
nepexoj, B peXKMM HaCTPOMKM NapameTpoB Kacca.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) yaanaeT NpmuBA3KY K Kaaccy.
CuHTaKcuc

[no] class <NAME>
MapamerTpbl

<NAME> — ums NpUBA3bIBAEMOrO Kaacca, 3a4aeTcs cTpokol 4o 31 cumsona. Mpu ykasaHuu
3HauyeHus «class-default» B AaHHbIN Knacc nonagaet TpadmK HekNaccMPULMPOBAHHbBIN Ha BXOAE.

Heobxoaumblii ypoBeHb npusuaerui
10
KomaHgHbIN pexum

CONFIG-POLICY-MAP

Mpumep

esr:esr(config-policy-map)# class telnet traffic
esr:esr (config-class-policy-map) #

21.17 set dscp

JaHHOM KomaHAaoM 3agaeTcs 3HadYeHMe Koaa DSCP, koTopoe 6yaeT yctaHoB/AEHO B IP-naKkeTax,
COOTBETCTBYOLWMX KOHOUTYPUpPYyEMOMY Knaccy.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHbl (NO) OTMEHAET HasHaYeHue.
CuHTaKcuc
set dscp <DSCP>

no set dscp

MapameTpbl

<DSCP> — 3HaueHue Koga DSCP, npuHumaeTt 3HauyeHus [0..63].
Heob6xoaumbiit ypoBeHb NpuUBUAErnin

10
KomaHAaHbIi pexxum

CONFIG-CLASS-MAP

Mpumep

‘esr:esr(config—class—map)# set dscp 16
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21.18 set cos

[aHHoM KomaHaoM 3aaaeTca 3HaveHme 802.1p npuoputeTa, KOTopoe byaeT YyCTaHOB/IEHO B MaKeTax,
COOTBETCTBYIOLLNX KOHOUTYPUPYEMOMY Kiaccy.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHObl (N0) OTMEHAET HasHaYeHue.
CuHTaKcuc
set cos <COS>

no set cos

Mapamertpbl

<COS> — 3HayeHue 802.1p npuopuTeTa, NPUHUMAET 3HaYeHus [0..7].
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG-CLASS-MAP

Mpumep

’esr:esr(config—class—map)# set cos 2

21.19 set ip-precedence

[aHHoM KomaHAoM 3agaeTcs 3HaYeHue Koaa IP Precedence, KoTopoe byaeT ycTaHoBAEHO B IP-nakeTax,
COOTBETCTBYHOLWMX KOHOUTYPUpPYyEMOMY Knaccy.

Mcnonb3oBaHue oTpuLaTenbHON GopMbl KOMaHZAbI (N0) OTMEHSET HasHaYeHue.
CuHTaKCcuUc
set ip-precedence <IPP>

no set ip-precedence

MapameTpbl

<IPP> — 3HaueHue koga IP Precedence, npuHMmaeT 3HayeHus [0..7].
Heobxoaumbiii ypoBeHb Nnpusuneruii

10
KomaHgHbIi pexxum

CONFIG-CLASS-MAP

Mpumep

‘esr:esr(config—class—map)# set ip-precedence 5
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21.20 set queue

[aHHOWN KOMaHA oM 3a4aeTca HOMEP BbIXOAHOW annapaTHoM odepean QoS, B KoTopyto byayT Hanpas/ieHbl
nakeTbl, COOTBETCTBYHOLME KOHDUTYPUPYEMOMY Kaaccy.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) OTMEHSET HasHavyeHue.
CUHTaKcUc
set queue <QUEUE>

no set queue

Mapamertpbl
<QUEUE> — Homep BbIXO4HOM annapaTHoi ovepean QoS, npuHMMmaeT 3HavyeHua [1..8].
Heobxogumbiii ypoBeHb npusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG-CLASS-MAP
Mpumep

‘esr:esr(config—class—map)# set queue 5

21.21 match access-group

KomaHza ucnonbsyercs a1 NpuBA3KM CNMCKa KOHTpoAas gocTyna (ACL), no kotopomy byaert
onpeaensaTbCa OTHOLWEHME BXOAALLETO TPAdUKA K KOHOUTYPUPYEMOMY Kaaccy.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yaanseT NpMBA3KY CMMCKa KOHTPOAA 40CTyna K
AaHHOMY Knaccy.

CuHTaKcuc
match access-group <NAME>

no match access-group

MapameTpbl

<NAME> — nma cnncka KOHTPOANA A0CTyna, 3a43ETcA CTPOKOM Ao 31 cumBona.
Heobxogumbiit ypoBeHb Nnpusunerun

10
KomaHgHbIi pexxum

CONFIG-CLASS-MAP

Mpumep

‘esr:esr(config—if—gi)# match access-group acl-ssh-traffic

338 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

21.22 service-policy

[aHHON KomaHAoM NpuBA3bIBaeTCA NOANMTUKA QOS K Kaccy AnsA co3aaHua nepapxmdeckoro QosS.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KoMaHAapbl (N0) yaanaeT NpusBAsKy NOAUTUKN K Knaccy.
CuHTaKcuc

[no] service-policy <NAME>
Mapamertpbl

<NAME> — nma nonnTunkm, 3agaetca ctpokon 4o 31 cumsona.
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG-POLICY-MAP-CLASS

Mpumep

’esr:esr(config—class—policy—map)# service-policy input policy

21.23 shape auto-distribution

ﬂ,aHHOVI KOMaHAOVI BK/TIO4AETCA aBTOMATUHECKOE pacnpeaesieHne nosioCbl NPONyCKaHNA mexay
KNnaCcCaMm, B KOTOPbIX HET HaCTpOﬁKM NoN0Cbl NPpONyCKaHMA, BK/1lOYAA KN1aCC N0 yMO4YaHULO.

Ucnonb3osaHue OTpMLI,aTEI]bHOl\;I d)OprI KOMaHAbl (no) OTK/IKOYaeT aBTOMAaTU4YECKOE pacnpegeneHmne
nonocCbl.

CuHTaKcuc

[no] shape auto-distribution

MapameTpbl
KomaH,u,a HE MMEET NapPaMeETPOB.

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum
CONFIG-POLICY-MAP

Mpumep

‘esr:esr(config—policy—map)# shape auto-distribution

21.24 shape average

ﬂ,aHHOVI KOMaHAOVI YCTaHaB/IMBAETCA NAPaHTUPOBaAHHAA NO/10Ca UCXOAALLETO TpachKa Aana
onpegeneHHoOro Knacca nam NnoJINTUKU B LESTOM.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) CHUMAET orpaHuYeHme.

CuHTaKcuc
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shape average <BANDWIDTH> [BURST]

no shape average

MapameTpbl

<BANDWIDTH> — rapaHTMpoBaHHan nosioca Tpadpuka B K6UT/c, NpMHMMaET 3HaYeHune
[64..10000000];

<BURST> — pasmep caeprkmBatowiero nopora 8 Kbaint, npuHnmaet 3HaveHme [4..16000]. Mo
ymondaHuio 128 Kbanr.

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHpgHbIi1 pexxum
CONFIG-POLICY-MAP
CONFIG-POLICY-MAP-CLASS

Mpumep

‘ esr:esr (config-policy-map)# shape average 100000 2000

21.25 shape peak

YcTaHaBMBaeTCA pasgensiemas nosioca ucxogsAwero Tpaduka 4aa onpeaeneHHoro Knacca. [JaHHyro
MOJIOCY KJ1acC MOMKET 3aHATb, €C/IN MeHee NPUOPUTETHbIN KNACcC He 3aHA CBOKO rapaHTUPOBAHHYIO
nosocy.

Mcnonb3oBaHWe oTpuuaTenbHoN Gopmbl KOMaHAbI (NO) CHUMAET orpaHuYeHme.
CuHTaKCcuUc
shape peak <BANDWIDTH> [BURST]

no shape peak

MapameTpbl
<BANDWIDTH> — pa3genseman nonoca Tpapuka B K6UT/c, npuHumaeTt 3Ha4eHue [64..10000000];

<BURST> — pasmep caeprkuBatowiero nopora B KbanTt, npuHnmaet 3HaveHume [4..16000]. Mo
ymonyaHuto 128 Kbair.

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum
CONFIG-POLICY-MAP-CLASS

Mpumep

esr:esr(config-policy-map) # shape average 100000 2000
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21.26 mode

[aHHOW KoMaHAoM onpeaenaeTcs pexmm paboTbl Kiacca.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOAYAHMIO.

CuHTaKcuc
mode <MODE>

no mode

Mapamertpbl
<MODE> — pexkum Knacca:

fifo — pexkum FIFO (First In, First Out);

gred — pexkum GRED (Generalized RED);

red — pexxum RED (Random Early Detection);

sfq — pexxum SFQ (ouepeab SFQ pacnpeaennet nepegady NnakeToB Ha 6a3e NOTOKOB).

3HauyeHue No yMmo4aHuio

FIFO

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIi pexxum
CONFIG- POLICY-MAP-CLASS

Mpumep

I esr:esr(config-class-policy-map) # mode red

21.27 priority class

[aHHOW KomaHAoW 3agaeTca npuopuTeT Knacca B WRR-npouecce. Knaccbl ¢ HAMMEHbLIMM NPUOPUTETOM
obpabaTbiBalOTCA B NEPBYIO 0Yepesab.

Mcnonb3oBaHue oTpuLaTeNbHON GOPMbl KOMAHAbI (NO) yCTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
CuHTaKcuc
priority class <PRIORITY>

no priority

Mapamertpbl
<PRIORITY> — npmoputeT Knacca B8 WRR-npouecce, npuHUmaeT 3HadyeHus [1..8].
3HayeHue No yMONYaHUIo

8
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Heobxoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG- POLICY-MAP-CLASS

Mpumep

‘ esr:esr (config-class-policy-map) # priority class 5

21.28 priority level

[JaHHOM KoMaHAoM Knacc nepeBoANTCA B pexxum Strict Priority n 3agaetca npuoputeT Knacca. Knacebl ¢
HanMMeHbLIMM NpuopuTeToMm 06pabaTbiBaloTCs B NEPBYLO ovepesb.

Ncnonb3oBaHue oTpuuatenbHo GopmMbl KOMaHAabl (no) nepeBoanT Knacc B pexkum WRR.
CuHTaKcuc
priority level <PRIORITY>

no priority

MapameTpbl
<PRIORITY> — npuopwuTeT Knacca B Strict Priority-npouecce, npuHMmaeT 3HaveHus [1..8].
3Ha4yeHue No yMmo4aHuio
Knacc pabotaeTt B pexkume WRR, npuopuTeT He 3a4aH.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG- POLICY-MAP-CLASS

Mpumep

‘ esr:esr(config-class-policy-map)# priority level 5

21.29 fair-queue

[aHHOM KoMaHAoM onpeaenaeTca NnpeaesibHoe KONMYeCcTBO BUPTYabHbIX oyepeei.
Ncnonb3oBaHMe oTpuuaTenbHOM GOpMbl KOMaHAbl (N0O) yCcTaHaBAMBAET 3HAYEHME MO YMOAYAHUIO.
CuHTaKcuc

fair-queue <QUEUE-LIMIT>

no fair-queue

Mapametpbl

<QUEUE-LIMIT> — npeaenbHoe KOIMYECTBO BUPTYaAIbHbIX O4epeaen, MPUHMMAET 3HA4YeHNA B
AmnanasoHe [16..4096].

3Ha4yeHue no YMONTY4aHUIO

16
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Heobxopumbiii ypoBeHb NnpuBuaernm
10
KomaHpgHbIi1 pexxum

CONFIG- POLICY-MAP-CLASS

Mpumep

‘esr:esr(config—class—policy—map)# fair-queue 200

21.30 queue-limit

JaHHOM KoMaHAoM onpeaenaeTca NnpeaesibHOe KOIMYeCTBO NaKeTOB 41 BUPTYaibHOW o4yepeau.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHOpbl (N0) ycTaHaBAMBaET 3HAYEHMUE N0 YMOJIYAHUIO.
CUHTaKCcuc

queue-limit <QUEUE-LIMIT>

no queue-limit

MapameTpbl

<QUEUE-LIMIT> — npeaenbHoe KONNMYECTBO NAaKETOB B BUPTYa/IbHOM ovepeamn, NpUHMMaeT
3HayeHus B AManasoHe [2..4096].

3HauyeHue No yMmo4aHuo
127
Heobxoaumbiii ypoBeHb NnpuBuaeruin

10

KomaHgHbIi pexxum

CONFIG- POLICY-MAP-CLASS

Mpumep

Iesr:esr(config—class—policy—map)# queue-limit 200

21.31 random-detect

[aHHoM KomaHZoM onpeaenatoTca napameTpbl RED.
Mcnonb3oBaHue oTpuuaTensHon Gopmbl KOMaHAbI (NO) OTMEHAET Ha3HaYeHue.
CuHTaKcuc

random-detect <LIMIT> <MAX> <MIN> <PROBABILITY>

no random-detect

Mapamertpbl

<LIMIT> — npeaenbHbili pasmep ovepeam B 6aiiTax, NPUHUMAET 3HAYEHNA B AMaNa3oHe
[1..1000000];

<MAX> — MaKcMManbHbIM pasmep odyepeaun B 6aiTax, NPUHUMAET 3HAYEHNA B AMaNa3oHe
[1..1000000];
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<MIN> — MMHUManbHbI pasmep ovepesn B 6aliTax, NPUHUMAET 3HAYEHUA B AMaNa30oHe
[1..1000000];

<PROBABILITY> — BepoaTHOCTb OTOpacbiBaHUA MAaKeTOB, NPMHUMAET 3Ha4YeHuma [0..100].
Mpu yKaszaHMM 3HAYEHUI A0/IKHbI BbINONHATLCA CeAytolme npasuna:

<MAX> > 2 * <MIN>
<LIMIT> > 3 * <MAX>

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpHbIi1 pexxum
CONFIG- POLICY-MAP-CLASS

Mpumep

‘esr:esr(config—class—policy—map)# random-detect 9000 1500 3000 10

21.32 random-detect precedence

JaHHoM KomaHAaoM onpeaenaoTca napameTpbl GRED.
Mcnonb3oBaHue oTpuuaTesibHoM GOpMbl KOMaHAbI (N0) OTMEHAET Ha3HaYeHue.
CuHTaKcuc
random-detect precedence <PRECEDENCE> <LIMIT> <MAX> <MIN> <PROBABILITY>
no random-detect precedence <PRECEDENCE>

MapameTpbl
<PRECEDENCE> — 3HaueHue IP Precendence [0..7];

<LIMIT> — npeaencHbili pasmep ouyepesm B 6aiiTax, NPUHUMAET 3HAYEHUA B AMaANa30He
[1..1000000];

<MAX> — MaKcMManbHbIM pasmep odyepeam B 6aiTax, NPUHUMAET 3HAYEHNA B AMANa30He
[1..1000000];

<MIN> — MUHMMaNbHbBIN pasmep oyepegm B baTax, NPMHMMAET 3HAaYEHMA B AManasoHe
[1..1000000];

<PROBABILITY> — BepoATHOCTb OTOpacbiBaHWUA NaKeToB, NpMHUMaET 3Ha4YeHus [0..100].
Mpw yKa3aHMM 3HAYEHWUI LOMKHbI BbIMOIHATLCA CAeaytowme npaBuia:

<MAX>>2 * <MIN>
<LIMIT> > 3 * <MAX>

Heob6xoaumbiii ypoBeHb NpuBUAErui
10

KomaHAHbIi1 pexxum
CONFIG- POLICY-MAP-CLASS

Mpumep

‘ esr:esr(config-class-policy-map)# random-detect precedence 2 9000 1500 3000 10
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21.33 show qos interface

[aHHaa KomaHaa nokasbiBaeT napameTpbl QoS ceTeBbix MHTepPdECOoB.

CuHTaKcuc

show qos interface shapers <IF>

MapameTpbl

<IF>— nnTepdenc nam rpynnol MHTepdelicos, 3agaéTtca B BUAE, ONMCAHHOM B pasaese 3.3.
Heobxoaumblii ypoBeHb npusuaerui

1
KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show gos interface shapers gigabitethernet 1/0/2
gigabitethernet 1/0/2

Committed rate: 100000 Kbps

Committed burst: 1600 KBytes

21.34 show qos tunnel

JaHHaa KomaHAa nokasbiBaeT napameTpbl QOS-TyHHenen.
CuHTaKcuc

show qos tunnel shapers <TUN>

MapameTpbl
<TUN> — uma TyHHeNa, 3a8aéTtca B BUAE, ONMCaHHOM B pasaene 3.4.

Heobxoaumblii ypoBeHb npusuaeruim
1

KomaHAHbI pexum

ROOT
Mpumep
esr:esr# show gos tunnel shapers gre 2
gre 2
gid Target Target
Committed Committed
Rate [Kbps] Burst [KBytes]
1 10000 128
2 6000 128
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21.35 show qos statistics

[aHHas KoMaHga BbIBOAWUT CTAaTUCTUKY MO NepegaHHbIM M OTOpOLIeHHbIM nakeTam. KomaHaa aKTyanbHa
TONbKO AnA Basic QoS-pexuma nHtepdeiica.
CuHTaKcuc

show qos statistics [ <IF> | <TUN> ]

MapameTpbl

<IF>— nnTepdenc nam rpynnsl MHTepdelicos, 3a4aéTca B BUAE, ONMCAaHHOM B pasgene 3.3;
<TUN> — uma TyHHenA, 3a8aéTcA B BUAE, ONUCaHHOM B pasgene 3.4.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

ROOT
Mpumep 1
esr:esr# show gos statistics gre 2
gre 2
Queue Bytes Packets Drops
1 0 0 0
2 0 0 0
3 0 0 0
4 0 0 0
5 0 0 0
6 964073836 1413598 0
7 121389180 177990 1235497
8 0 0 0

21.36 show qos policy statistics

[aHHas KomaHAa BbIBOAMWT CTAaTUCTMKY MO NepesaHHbIM M O0TOpoLWeHHbIM NakeTam. KomaHAaa aKkTyasnbHa
TonbKo ana Policy-based QoS pexunma nHtepdeiica.
CuHTaKcuc

show qos policy statistics [ <IF> | <TUN>]

MapameTpbl

<IF>— nHTepdenc nam rpynnol MHTepdelicos, 3agaéTca B BUAE, ONUCAHHOM B pasgene 3.3;
<TUN> — 1mA TyHHeNa, 3a8aéTtca B BUAE, ONMCaHHOM B pasaene 3.4.

Heo6xoaumbiit ypoBeHb NpUBUAErniA
1

KomaHpaHbI pexxum
ROOT

Mpumep 1

‘ esr:esr# show gos policy statistics gre 2
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21.37 show qos map dscp-queue

[JaHHas KomaHaa MoKasbiBaeT MHPopmaumio o cooTBeTcTBUM KoaoB DSCP B nakeTax M BbIXOAHbIX
oyepenen, ucnosbsyemoix B QoS.
CUHTaKcuc

show gos map dscp-queue

MapamerTpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxoaumblii ypoBeHb npusuaerui
1
KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# show gos map dscp-queue
dl : d2 01 2 3 4 5 6 7 8 9

21.38 show qos map cos-queue

[JaHHaa KoMaHAa MoKasblBaeT MHPoOpmaumMio O cooTBeTCcTBMM KoaoB 802.1p B MakeTax U BbIXOAHbIX
ouyepesen, ucnonbayembix B QoS.
CuHTaKcuc

show gos map cos-queue

MapameTpbl
KomaHp,a HEe COA4EePXKUT aprymeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAErnii
1
KomaHaHbIi pexxum
ROOT

Mpumep

esr:esr# show gos map dscp-queue
dl : d2 01 2 3 4 5 6 17

0 01 02 03 04 05 06 07 08
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21.39 show qos map dscp-mutation

JaHHaa KomaHaa nokasbiBaeT MHPopMaLMo 0 cooTBeTCTBUM KogoB DSCP B nakeTax u Kogos DSCP nocne
N3MEHEHWN.
CuHTaKkcuc

show gos map dscp-mutation

MapameTpbl
KomaHga He coaepKUT aprymeHToB.
Heobxoaumblii ypoBeHb npusuaerui
1
KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# show gos map dscp-mutation
dli :d2 0 1 2 3 4 5 6 7 8 9
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22 YNPAB/IEHUE NETFLOW

22.1 netflow collector

[aHHaa KomaHA4a ncnonb3yeTcsa ana co3aaHua konnektopa Netflow 1 nepexona B KOMaHAHbIN pexunm
CONFIG-NETFLOW-HOST.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (NO) yaanaeT CKOHOUIYPUPOBaAHHbIN KONEKTOP
Netflow.

CuHTaKcunc

[no] netflow collector <ADDR>

Mapamertpbl

<ADDR> — IP-agpec KonnekTtopa, 3agaétca s suae AAA.BBB.CCC.DDD, raoe Kaxkaaa 4actb NpUHMUMaeT
3HayeHus [0..255].

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHblii pexxum

CONFIG
Mpumep

esr:esr(config)# netflow collector 10.100.100.1
esr:esr (config-netflow-host) #

22.2 port

JaHHol komaHaol onpeaensetca nopt Netflow-cepsuca Ha cepBepe cbopa CTaTUCTUKM.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAb! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKCcuUC

port <PORT>

no port
Mapamertpbl

<PORT> — Homep UDP-noprTa, yka3sbiBaeTcs B guanasoHe [1..65535].

3HauyeHue no YMONTY4aHUIO

2055

Heob6xoaumbiit ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-NETFLOW-HOST

Mpumep

‘ esr:esr(config-netflow-host) # port 5555
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22.3 netflow version

[aHHon KomaHaoi 3aaaétca Bepcma Netflow-npoTtokona.
Ncnonb3oBaHuMe oTpuLaTenbHon GopMbl KOMaHbl (NO) ycTaHaBAMBAET 3HaYEeHME MO YMOAYaHUIO.
CUHTaKcuc

netflow version <VERSION>

no netflow version

Mapamertpbl

<VERSION> — Bepcusa Netflow-npotokona: 5,9 u 10.

3HayeHUe No YMOYaHUIO
9

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIii pexxum
CONFIG

Mpumep

|esr:esr(config)# netflow version 10

22.4 netflow max-flows

[JaHHOol KoMaHAoM 3a43ETcA MaKCMMalbHOe KOMYecTBo Habntogaembix Ceccuii.
Mcnonb3oBaHWe oTpuuaTenbHo GopmMbl KOMaHapbl (NO) yCTaHaBAMBaET 3HaYEHME N0 YMOYaHUIO.
CuHTaKcuc

netflow max-flows <COUNT>

no netflow max-flows

MapameTpbl

<COUNT> — KonnyectBo HabtogaemMbix ceccuii, NpUHMMaeT 3HayeHune [10000..2000000].

3HayeHne No yMoNAYaHUIO
512000

Heob6xoaumbiii ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG

Mpumep

|esr:esr(config)# netflow max-flows 300000
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22.5 netflow inactive-timeout

JaHHON KoMaHAoM 3a4aETCA MHTEPBaA, MO UCTEYEHNN KOTOPOTo MHPOPMALLMA 06 yCTapeBLLMX CECCUAX
3KCNOPTUPYHOTCA HA KONNEKTOP.

Ncnonb3oBaHuMe oTpuLaTenbHon GopmMbl KOMaHbl (NO) ycTaHaBAMBAET 3HaYE€HME N0 YMOAYaHUIO.
CuHTakcuc
netflow inactive-timeout <TIMEOUT>

no netflow inactive-timeout

Mapamertpbl
<TIMEOUT> — 3aep:KKa nepes oTnpaskoin MHGopmaLmm 06 ycTapeBLLMX ceccusx, 3a4aeTca B
CeKyHAax, NPUHMMaeT 3HayeHue [0..240].
3HayeHUe No YMOMYaHUIO
15 cekyHpA,
Heobxogumbiii ypoBeHb Nnpusunernii
10
KomaHgHbIii pexxum
CONFIG
Mpumep

| esr:esr(config)# netflow inactive-timeout 30

22.6 netflow refresh-rate

[aHHOol KoMaHAoM 3a4aETcA YacToTa OTNPaBKKM CTaTUCTUKK Ha Netflow-KonnekTtop.
Mcnonb3oBaHWe oTpuuaTenbHo GopmMbl KOMaHapbl (NO) yCTaHaB/AMBaET 3HaYeHME N0 YMOYaHUIO.
CuHTaKcuc

netflow refresh-rate <RATE>

no netflow refresh-rate

MapameTpbl

<RATE> —yacToTa OTNpaBKM CTaTUCTUKM, 384a€TCA B MaKeTax Ha NOTOK, NPUHMMAET 3Ha4eHne
[1..10000].

3Ha4yeHue no YMOT4aHUIO
10

Heob6xoaumbiii ypoBeHb NpuBUAEruit
10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

| esr:esr(config)# netflow refresh-rate 100
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22.7 netflow enable

JaHHoi komaHao aktueupyetca Netflow Ha mapwpyTmsaTope.
Ncnonb3oBaHuMe oTpuuaTenbHon popmbl KomaHAapl (no) AeakTueupyet Netflow Ha mapwpyTusaTope.
CuHTaKcuc

[no] netflow enable

Mapamertpbl
KomaHga He coaepKUT aprymeHToB.
3HayeHue No YyMO4YaHUIo
Mpouecc BbIKAOYEH.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr(config)# netflow enable

22.8 ip netflow export

[aHHas KomaHZa MCNoNb3yeTcs AN BKAOYEHUA sKcnopTa ctaTucTMkm Netflow Ha ceTeBom nHTepdeiice.
dyHKumAa Netflow Ha ceTeBom uHTepdelice MOXKET ObITb BKIOYEHA, €C/IM Ha MHTepdelice BbIKAOYeHa
¢dyHKumA Firewall (pasgen 17.4), B uHom cayyae akcnopT ctatuctukn Netflow HacTpanBaetcs B npasune
Firewall (pasgen 17.20).

Ncnonb3oBaHuMe oTpuuaTeibHON Gopmbl KOMaHAb! (NO) oTKAtoYaeT akcnopT cTaTucTMkK Netflow Ha
ceTeBOM UHTepdeiice.

CuHTaKcuc

[no] ip netflow export

MapameTpbl
KomaHp,a He COAEPHKUT aprymMeHTOB.
Heob6xoaumbiit ypoBeHb NpuBUAErui
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-BRIDGE
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Mpumep

‘esr:esr(config—if—gi)# ip netflow export

22.9 show netflow configuration

KomaHzoi BbINO/IHAETCA NPOCMOTP napameTpoB KoHdurypaumnm Netflow-areHTa.
CUHTaKcuc

show netflow configuration

MapameTpbl
KomaHAa He cofepKUT apryMeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# show netflow configuration
Netflow configuration:

Global state: Enabled
Version: 9
Maxflows: 10001
Refresh rate: 10
Inactive timeout: 15

Host: 115.0.0.10 Port: 2055

22.10 show netflow statistics

KomaHaa gns npocmoTpa Tekyuel nHoopmaumm o pabote Netflow.
CuHTaKcuc

show netflow statistics

MapameTpbl
KomaHp,a HEe COA4EePXKUT aprymeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAEruit
1
KomaHaHbIi pexxum
ROOT

Mpumep

esr:esr# show netflow statistics
Flows: active 9 (peak 34 reached 1d4h20m ago), mem 3841K

Processed rate Bits/s Packets/s

Hash: size 491496 (mem 3839K). InHash: 760 pkt, 339 K, InPDU 4,

160.

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI

353




O ELTEX

Current
1 Min Avg
5 Min Avg

Export: Rate 0 bytes/s; Total 3952 pkts,
lost 0 pkts,

0 Kbytes,

5142
4921
4874

0 flows.

3 MB,

2
0
0
28818 flows;

Errors 2 pkts;

Traffic

22.11

show netflow statistics cpu

KomaHaa ana npocMmoTpa CTaTUCTMKKM NO pacnpeaeneHunto nHpopmaumm o Harpyske Netflow Ha LY.

CuHTaKcuc

show netflow statistics

MapamerTpbl

KomaHaa He cofepuT apryMeHTOB.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum

ROOT

Mpumep

esr:esr# show netflow statistics cpu
Traffic,
Packets

O O O O O O O O O O kFr OO oo o -

215224
0
10485
2676
12893
0
106264
2684
10213
6770
5424
2505
10919
13395
2769
14050
14177

Traffic,
MBytes

5

w

P O O O kFr O O O O O

Drop,
Packets

O O O O O O O O O O O O O oo o o

O O O O O O O O O O O O o oo o o
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23 YNPAB/IEHUE SFLOW

23.1 sflow collector

[aHHas KomaHa MCMoNb3yeTcs A1A Co34aHMA KoaneKkTopa sFlow 1 nepexoaa B KOMaHAHbIN peXxum
CONFIG-SFLOW-HOST.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (NO) yaanaeT CKoHGUrypPUpPOBaHHbI KonnekTop sFlow.
CuHTaKcuc

[no] netflow collector <ADDR>

Mapamertpbl

<ADDR> — IP-agpec KonnekTopa, 3agaétca s suae AAA.BBB.CCC.DDD, raoe Kaxkaaa 4actb NpUHMMaeT
3HayeHus [0..255].

Heobxogumbiii ypoBeHb npusunerunii
10

KomaHgHbIii pexxum

CONFIG
Mpumep

esr:esr(config)# sflow collector 10.100.100.1
esr:esr (config-sflow-host) #

23.2 port

[aHHoli KomaHaol onpeaensetca nopT sFlow-cepsuca Ha cepBepe cbopa CTaTUCTUKN.
Mcnonb3oBaHWe oTpruaTenbHon GopmMbl KOMaHapbl (NO) yCTaHaBAMBaET 3HaYeHME N0 YMOYaHUIO.
CuHTaKcuc

port <PORT>

no port

MapameTpbl

<PORT> — Homep UDP-noprTa, ykasbiBaeTcs B guanasoHe [1..65535].

3HayeHue No yMON4YaHUIo
6343

Heobxogumbiit ypoBeHb NpUBUNEruin
10

KomaHaHbIi1 pexxum

CONFIG-SFLOW-HOST

Mpumep

‘ esr:esr(config-sflow-host) # port 5556
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23.3 sflow poll-interval

[aHHOW KoMaHA oM 3a4aETCA MHTEPBA, MO UCTEYEHUM KOTOPOro NPOUCXOAUT NoayYeHne nHpopmaumm o
CYEeTYMKax ceTeBOro nHtepdeica.

Mcnonb3oBaHue oTpuuaTenbHon GopMbl KOMaHAbl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOJTYAHUIO.
CuHTaKcuc
sflow poll-interval <TIMEOUT>

no sflow poll-interval

Mapamertpbl
<TIMEOUT> — nHTepBan, No UCTEYEHMUM KOTOPOro NPOUCXOANT NosydyeHne nHbopmaLmm o
CYeTUYMKax ceTeBoro nHTepdenca, npuHMUMaeT 3Ha4veHue [1..10000].
3HayeHUe No YMOYaHUIO
10 cekyHpA,
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHgHbIii pexxum
CONFIG
Mpumep

| esr:esr(config)# sflow poll-interval 30

23.4 sflow sampling-rate

[aHHOW KOMaHAOW 3343€TcA YacToTa OTNPABKM NAKeTOB N0J/Ib30BATENIbCKOrO Tpaduka B HEM3MEHHOM
Buae Ha sFlow-konnekrop.

Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHaBAMBaET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcuc
sflow sampling-rate <RATE>

no sflow sampling-rate

Mapamertpbl
<RATE> —yacToTa OTnpaBKK NaKeTOB N0J/Ib30BaTE/IbCKOrO TpadrKa Ha KONNEKTOP, NPUHUMAET
3HaveHwue [1..10000000]. Mpu 3HauYeHUK YacToTbl 10 Ha KonnekTop ByaeT oTnpaBaeH OAMH NAKeT U3
necatu.

3HayeHue No yMONYaHUIo
1000

Heobxoaumbiii ypoBeHb NpuBUAErui
10

KomaHpgHbIii pexxum

CONFIG
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Mpumep

|esr:esr(config)# sflow sampling-rate 100

23.5 sflow enable

[aHHoM KomaHaoM akTuBMpyeTca sFlow Ha maplipyTm3aTope.
Ncnonb3osBaHuMe oTpuuaTensHon Gopmbl KOMaHabl (no) AeakTusmpyet sFlow Ha maplipyTusaTope.
CUHTaKcuUc

[no] sflow enable

MapameTpbl
KomaHza He conepKuUT aprymeHTOB.
3HayeHUe No YMOYaHUIO
Mpouecc BbIKAOYEH.
Heobxogumbiii ypoBeHb Nnpusuaernii
10
KomaHgHblii pexxum
CONFIG
Mpumep

’esr:esr(config)# sflow enable

23.6 ip sflow export

[JaHHasa KomaHAa UCNONb3yeTCs 1A BKAOYEHUA SKCNOPTa CTAaTUCTMKM sFlow Ha ceTeBom uHTepdelice.
dyHKUMA sFlow Ha ceTeBoM MHTepdence MoKeT OblTb BKAKOYEHA, €C/INM Ha MHTepdence BbIK/OYEHA
¢dyHKumA Firewall (pasgen 17.4), B MHOM ciyyae aKCNOPT CTaTUCTUKK SFlow HacTpaunBaeTca B npasue
Firewall (pasgen 17.20).

Mcnonb3oBaHme oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) OTKAKOYAET IKCNOPT CTaTUCTUKK SFlow Ha ceTeBom
uHTepdeice.

CuHTaKcuc

[no] ip sflow export

Mapametpbl
KomaHp,a HEe COA4EePXKUT aprymeHTOB.
Heobxogumbiit ypoBeHb NpuBUAErnin
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
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CONFIG-GRE
CONFIG-IP41P4
CONFIG-BRIDGE

Mpumep

esr:esr (config-if-gi)# ip sflow export

23.7 show sflow configuration

KomaHAo/ BbINOAHAETCA NPOCMOTP NapameTpoB KoHbUrypaunm sFlow-areHTa.
CuHTaKcuc

show sflow configuration

MapameTpbl
KomaHza He conepKuUT aprymeHTOB.
Heobxoaumblii ypoBeHb npusuaerunii
1
KomaHgHbIN pexum
ROOT

Mpumep

esr:esr# show sflow configuration
sFlow configuration:

Global state: Enabled

Sample rate: 1000

Poll interval: 10

Host: 115.0.0.10 Port: 6800
Host: 115.0.0.20 Port: 6343
Host: 115.0.0.30 Port: 6343
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24 MOHUTOPUHTI U YNNIPABNIEHUE

24.1 Hacmpoiika SNMP

24.1.1 snmp-server

[aHHol KomaHgol BKatovaeTca SNMP-cepBep. Mcnonb3oBaHuMe oTpuLaTelbHOM GOpMbl KOMaHAb! (No)
BblKntovaeT SNMP-cepsep.

CuHTaKcmnc

[no] snmp-server

Mapamertpbl
KomaHza He conepKuUT aprymeHTOB.
3HayeHUe No YMOYaHUIO
BbikntoyeH
Heobxogumbiii ypoBeHb Nnpusunaerni
10
KomaHgHblii pexxum
CONFIG
Mpumep

‘esr:esr(config)# snmp-server

24.1.2 snmp-server host

JaHHoM KomaHAaoM BKAtoYaeTca nepegada SNMP yBegomneHuii Ha yKasaHHbIM [P agpec u
OCYLLECTBASIETCA Nepexos, B Penm HacTpoiikn SNMP yBegomneHui.

Mcnonb3oBaHWe oTpuLaTesibHON GOpMbl KOMaHAb! (NO) OTKAOYaET nepeaady yBeAOMAEHUIA HA
yKasaHHbI Konnektop SNMP yBegomneHui.

CuHTaKcuc
snmp-server host <ADDR>

no snmp-server host <ADDR>

Mapametpbl

<ADDR> —IP-agpec, 3agaétca B Buae AAA.BBB.CCC.DDD, rae Ka)kAaaa 4acTb NPUHUMAET 3HaYeHUA
[0..255].He06x0a4uMbIN YpOBEHDL NPUBUAETUA

10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esr(config)# snmp host 192.168.2.2
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24.1.3 port

[aHHOWN KomaHAoM onpeaenaeTca NopT Konnektopa SNMP yBegomneHnit Ha yaaneHHOM cepBepe.
Ncnonb3oBaHWe oTpuuaTenbHo GopmMbl KOMaHObl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOTYAHUIO.
CUHTaKcuc

port <PORT>

no port
Mapamertpbl

<PORT> — Homep UDP-nopTa, ykasbiBaeTcs B AnanasoHe [1..65535].

3HayeHUe No YMOYaHUIO
162
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIii pexxum

CONFIG-SNMP-HOST

Mpumep

‘ esr:esr (config-snmp-host)# port 5555

24.1.4 snmp-server community

JaHHOM KomaHAaoM onpeaenseTca coobwecTso 41A A0CTyna no npoTtokoay SNMP.
Ncnonb3oBaHuMe oTpuLaTenbHOM GopmMbl KOMaHAbl (NO) yaanaeT HacTPOMKM coobLLecTBa.
CuHTaKcuc

[no] snmp-server community <COMMUNITY> [ <TYPE> ] [ <ADDR>]

MapameTpbl
<COMMUNITY> — coobuiectBo ans goctyna no npotokoay SNMP;
<TYPE> —ypoBeHb gocrtyna:

ro— A0CTyn TO/IbKO ANA YTEHUA;

rw —Aa0CTtyn AnAa 4teHunAa v 3anncu.

<ADDR> — IP-agpec KnneHTa, KOTOpOMYy NpeaocTas/eH 4ocTyn, 3agaétca 8 suae AAA.BBB.CCC.DDD,
roe Kagasa vyactb NpMHMMaeT 3HaveHus [0..255].

Heobxoaumbiii ypoBeHb NpuBUAEruit
10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

esr:esrl000 (config)# snmp-server community public rw
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24.1.5 snmp-server filter

[JaHHas KomaHga ycTaHaBauBaeT ¢uabTpaumio Ha oTtnpasasemble SNMP yBegomneHus, 3anpelias
OTNPABKY YKa3aHHbIX.

Ncnonb3oBaHWe oTpuuaTesbHon GopmMbl KOMaHAgpbl (N0) oTMeHAET GUNbTPALMIO YKA3aHHbIX TUMOB
yBEAOMNEHUN.

CuHTaKcmnc

[no] snmp-server filter { enviroment <ENV> | links <LINK> }
Mapamertpbl

— enviroment — 3anpeLaeT OTNPaBKy BCEX YBEAOM/IEHNIN 06 U3MEHEHUN NAaPaMETPOB OKPYKeHUs,
€C/IM He YKa3aH HY O4MUH U3 KOHKPETU3IUPYHIOLLMX aTTPUbYTOB;

— links - 3anpeLaeT oTNpaBKy BCex yBeAOMIEHUIN 06 M3MEHEHMAX COCTOAHUA IMHKA, €C/IN He
YKa3aH HU 0AMH U3 KOHKPETU3NPYHOLWKNX aTTPMOYTOB.

<ENV> — 11nbl dnabTPOB NapaMeTpOB OKPYKEHUA:
— pwrin—oTKa3 blT;
— pwrin-insert — Bl ycTaHoBANEH;
— pwrin-remove — otcyTcTeue bl1;
— fan —oTKa3 BeHTUNATOPA;
— fan-speed — n3meHeHMe CKOPOCTU BEHTUNATOPOB;
— low-space - maneHbkuit o6vem NAND;
— cpu-load — Bbicokan Harpyska LiMY;
—  low-ram — maneHbKuit 06bem RAM;
— cpu-temp — BbicOKasa TemnepaTypa LMY;
— switch-temp - BbicOKaa TemnepaTypa KOMMYyTaTOPHOrO NPOLLECCcopa;
— sensor-temp — BbICOKOE 3HaYeHMe APYrMX AaTYMKOB TeMMepaTypsbl.

<LINK>— t1nbl $unabTpoB cocTosHMe nopTa:
— status — coctosaHue nopTa;
— flapping — bbicTpas cmeHa cocToAHMI nopTa.

3HayeHue No yMON4YaHUIo

61

Heob6xogumbiii ypoBeHb NpuBUAEruit

10

KomaHaHbIi1 pexxum

CONFIG

Mpumep

‘ esr:esr(config)# snmp-server filter pwrin
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24.1.6 snmp-server dscp

KomaHpa 3apaét 3HadeHune koga DSCP gna ncnonb3osaHma B IP-3aronoske ncxogauwmx naketos SNIMP-
cepsepa.

Ncnonb3oBaHue oTpuuaTenbHon Gopmbl KoMaHabl (no) ycTaHaBaMBaeT 3HavyeHMe DSCP no ymonvaHuio.
CUHTaKcUc
snmp-server dscp <DSCP>

no snmp-server dscp

MapameTpsbl
<DSCP> — 3HayeHue Koga DSCP, npuHMmaeT 3HayeHus B AnanasoHe [0..63].
3HayeHUe No YMOYaHUIO

61

Heobxogumbiii yposeHb npusuaerni
10

KomaHgHbIii pexxum

CONFIG
Mpumep

‘ esr:esr(config)# snmp-server dscp 40

24.1.7 snmp-server user

[JaHHon komaHaom co3gaetca SNMPv3-nosb3oBaTeib.

Ncnonb3oBaHuMe oTpuuaTenbHon dopmbl KomaHabl (no) yganaet SNMPv3-nonb3oBartens.

CuHTaKcuc

[no] snmp-server user <NAME>

MapameTpbl

<NAME> — ums nonb3osaTens, 3a4aéTcA CTPoKon Ao 31 cumeona.
Heob6xoaumbiit ypoBeHb NpuBUAErui

10
KomaHgHbIi pexxum

CONFIG

Mpumep

esr:esr(config)# snmp-server user admin
esr:esr (snmp-user) #
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24.1.8 access

[aHHOW KoMaHA oM onpeaenaeTca YpoBeHb A0CTyna no npotokoay SNMPv3.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOAYAHMIO.

CuHTakcuc
access <TYPE>

Nno access

Mapamertpbl
<TYPE> - ypoBeHb goctyna:

ro — [OCTYN TONbKO A5 YTEHUS;
rw — 40CTyn 418 YTEHWUA U 3aNUCH.

Heobxogumbiii yposeHb npusuaerni
10

KomaHgHbIii pexxum

CONFIG-SNMP-USER

Mpumep

’esr:esr(snmp—user)# access rw

24.1.9 authentication access

[aHHOl KoOMaHAol onpeaenseTca pexxnm 6es3onacHocTu.

Mcnonb3oBaHme oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) OTKAOYaET ayTeHTUdUKaLUMIO.

CuHTaKcuc
authentication access <TYPE>

no authentication access

MapameTpbl

<TYPE> — perkum 6e3onacHocTy:

auth — MCNONb3yeTCA TONIbKO ayTeHTM(I)MKaLI,Mﬂ,'

priv — ncnonb3syeTca ayTeHTUdMKauMA U wndpoBaHMe AaHHbIX.

Heob6xogumbiit ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG-SNMP-USER

Mpumep

esr:esr (snmp-user) # authentication algorithm auth
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24.1.10 authentication algorithm

[aHHaa KomaHga onpeaensaeT aaroputm ayteHTudmkaumm SNMPv3-3anpocos.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (NO) OTKAOYAET ayTeHTUdUKaLMIO.
CuHTaKcuc

authentication algorithm <ALGORITHM>

no authentication algorithm

Mapamertpbl
<ALGORITHM> — anroputm wudposaHus:
md5 — naponb wudpyetca no anroputmy md5;

shal — naponb wndpyerca no anroputmy shal.

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHgHbIii pexxum

CONFIG-SNMP-USER

Mpumep

‘ esr:esr (snmp-user) # authentication algorithm md5

24.1.11 authentication key

[JaHHaa KomaHZa ycTaHaBAMBAET Naposb ans ayteHTudukaumnm SNMPv3-3anpocos.
Mcnonb3oBaHwme oTpuuatenbHon Gopmbl KOMaHabl (o) yaanaeTt naponb.
CuHTaKcuc

authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no authentication key

MapameTpbl
<CLEAR-TEXT> — naposb, 3agaétca cTpoKoi oT 8 o 16 cMMBO/IOB;

encrypted — npu yKasaHMM KOMaHAbl 3343aeTCs 3aWMPOBAHHbIM Napob:
<ENCRYPTED-TEXT> — 3alundppoBaHHbI Napob pasmepom oT 8 6aiT ao 16 6ait (ot 16 ao 32
CMMBO/I0B) B WWecTHaguaTepniHom dopmarte (OXYYYY...) uam (YYYY...).

Heob6xoaumbiii ypoBeHb NpuBUAErui

10

KomaHaHbIi1 pexxum

CONFIG-SNMP-USER

Mpumep

esr:esr (snmp-user)# authentication key ascii-text 123456789
esr:esr (snmp-user)# authentication key ascii-text encrypted CDE65039E5591FA3F1
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24.1.12 enable

[aHHoi komaHaoi aktusmpyetca SNMPv3-nonb3oBaTesb.
Ncnonb3oBaHuMe oTpuuaTensHon Gopmbl KomaHabl (no) aeaktnusmnpyetr SNMPv3-nonb3osartens.
CUHTaKcuc

[no] enable

Mapamertpbl
KomaHpga He coaepKUT aprymeHToB.
3HayeHue No YyMO4YaHUIo
Mpouecc BbIKNOYEH.
Heobxogumbiii ypoBeHb Nnpusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG-SNMP-USER

Mpumep

’esr:esr(snmp—user)# enable

24.1.13 privacy algorithm

[aHHasa KomaHZa onpeaenseT aAropuTM WKPPOBaHUA NepesaBaemblxX AaHHbIX.
Ncnonb3oBaHuMe oTpuuaTebHON Gopmbl KOMaHAbl (N0) oTKAOYaeT WwndpoBaHMe.
CuHTaKCcuUc

privacy algorithm <ALGORITHM>

no privacy algorithm

MapameTpbl

<ALGORITHM> — anroputm wmndpoBaHus:
aes128 — ucnonb3oBaTb anroputm wndposaHus AES-128;
des — ucnonb3oBaTb anropuUTm WndposaHuma DES.

Heob6xoaumbiii ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum
CONFIG-SNMP-USER

Mpumep

esr:esr (snmp-user) # privacy algorithm des
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24.1.14 privacy key

[aHHaa KomaHZa yCcTaHaB/AMBaET Naposib Ana WnudpoBaHUA NepesaBaemblX AaHHbIX.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (nN0) yaanaeT naposb.
CuHTaKCUC

privacy key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no privacy key

MapameTpbl

<CLEAR-TEXT> — naponb, 3a4,aéTcA CTpOKoM oT 8 g0 16 cMmBO/IOB;
<ENCRYPTED-TEXT> — 3awmndpoBaHHbI Naposb pasmepom oT 8 6aiT Ao 16 6aiT (ot 16 ao 32
CMMBO/10B) B WecTHaguaTepnyHom popmate (OxYYYY...) nam (YYYY...).

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum
CONFIG-SNMP-USER

Mpumep

esr:esr (snmp-user)# privacy key ascii-text 123456789
esr:esr (snmp-user)# privacy key ascii-text encrypted CDE65039E5591FA3F1
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24.2 YnpaeneHue SYSLOG

24.2.1 syslog console

JaHHOW KOMaHAOM yCTaHaBAMBAIOTCA YPOBHU syslog-coobuieHuni, KoTopble byayT oTobparkaTbca B
KoHcon. OTobpaXKatoTcs COObLEHMsA, UMeloLMe YPOBEHb BAa*KHOCTU, 3a4aHHbI B KOMaHae unm 6onee
BbICOKUIA.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET YPOBEHb OTOBparXKaeMblIxX
COOOLLEHNI MO YMONYAHMUIO.

CuHTaKcuc
syslog console <SEVERITY>

no syslog console

Mapamertpbl

<SEVERITY> — ypoBeHb Ba*KHOCTU COOBLLEHWNSA, MPUHUMAET 3HaYeHUs (B nopaaKe yobiBaHUSA
BaXKHOCTU):

emerg — B CMCTEME NPOMU30LLIA KpUTUYECKan OWmnbKa, cuctema HepaboTocnocobHa;

alert — curHanbl TpeBorn, Heob6xoAMMO HemeaIeHHOEe BMELLATeNbCTBO NEPCOHANA;

Crit — KPUTMYECKOE COCTOAAHME CUCTEMDI, COOBLLEHNE O COOBITUK;

error — coobuieHusa ob owmnbKax;

warning — npeaynpexaeHuns, HeaBapuiiHble coobLieHus;

notice — coobLEeHMA 0 BarKHbIX CUCTEMHbIX COOLITURAX;

info — MHPopMaLMOHHbIE COOBLLEHUSA CUCTEMDI;

debug — oThagouHble cOObLLEHMA, NPeAOCTaBAAT NOAb30BATENO UHGOPMALMIO AN KOPPEKTHOM
HaCTPOMKM cUCTEMbI;

none — OTK/ItOMaeT BbIBOJ, Syslog-coobLieHnin B KOHCOb.

3Ha4yeHue No yMO4YaHUIo

info

Heobxogumbiit ypoBeHb Nnpusuneruu
10

KomaHaHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr(config)# syslog console info

24.2.2 syslog monitor

[aHHOW KOMaHAOW yCTaHAB/IMBAETCA YPOBEeHb syslog-cooblueHnit, KoTopble 6yayT oTobpakaTbes Npu
yAaneHHbIx nogKkatodeHusx (Telnet, SSH). OTobparkatoTca coobLWEeHMSA, UMEIOLLME YPOBEHb BaXKHOCTH,
3a4aHHbIN B KOMaHAe Unun 6onee BbICOKMUIA.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) ycTaHaBAMBaET ypoBeHb 0TO6parkaeMblIxX
COOBLLEHWNI NO YMONYAHUIO.
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CuHTakcuc
syslog monitor <SEVERITY>

no syslog monitor

Mapametpbl
<SEVERITY> — ypoBeHb BaXKHOCTU COObLLEHNA, BO3MOMHblE 3HAYEHUS NPpUBeAEHbI B pa3aene 24.2.1.
3HayeHUe No YMOHYaHUIO

info

Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr(config)# syslog monitor info

24.2.3 syslog cli-commands

[aHHOW KOMaHAOW BKNHOYAETCA NPOLLECC IOTMPOBAHUA BBEAEHHbIX KOMaHZ NO/b30BaTeNA Ha IOKANbHbIN
syslog-cepsep.

Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) BbIK/TKOYaEeT 1I0r’MpoBaHNE KOMaHA,.
CuHTaKcuc

[no] syslog cli-commands

MapameTpbl
KomaH,u,a He COAEPHKUT aprymMmeHTOB.
Heobxogumbiit ypoBeHb Nnpusunerun
10
KomaHgHbIi pexxum
CONFIG
Mpumep

‘ esr:esr(config)# syslog cli-commands

24.2.4 syslog file

[aHHOW KOMaHAOW BKAOYAETCA COXpaHeHWe coobLieHui syslog 3a4aHHOro YpoBHSA BaXKHOCTU B
YKasaHHbII daiin xKypHana. CoxpaHaloTca coobleHmMs, MMeloLLMe YPOBEHb BasKHOCTU, 3a4aHHbIN B
KOomaHzae, uan 6osee BbICOKUN.

Ncnonb3oBaHWe oTpuuaTesibHON GopMbl KOMaHAb! (NO) OTKAOYAET coxpaHeHMe coobLeHni syslog B
YKa3aHHbIM dann.
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CUHTaKcuc
syslog file <NAME> <SEVERITY>
no syslog file <NAME>

MapameTpbl

<NAME> — uma ¢anna, B KOTOpbI ByaeT NPOM3BOANTLCA 3aMMUCh COODLEHMI 3a4aHHOIO YPOBHSA,
3agaeTca cTpokoi Ao 31 cumsona. Mpu BbINOAHEHUM OTPULATENBHON GOPMbI KOMAHABI CO
3HayeHMeM napameTpa «all» byayT oTKNIYEeHO coxpaHeHue BO BCe CKOHPUIypupoBaHHble syslog-
daiinbl;

<SEVERITY> — ypoBeHb Ba*KHOCTU COODOLLEHNS, BO3MOXHbIE€ 3HAYEHMA NPUBEAEHbI B pasgene
24.2.1.

Heobxogumbiii ypoBeHb npusunerunii
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

’esr:esr(config)# syslog file esr info

24.2.5 syslog file-size

KomaHZol ycTaHaBAMBAETCA MaKCUMabHbIV pasmep daiina xKypHana. Mo npeBbIWeHMn YKa3aHHOro
pa3smepa byaeT aBTOMaTUYECKM NMPOU3BOAUTLCS poTauma $Gainos.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAb! (NO) ycTaHaBAMBAET 3HayeHMe pasmepa dpalina
’KYpHasia B 3HaYeHMe No YMONYAHMIO.

CuHTaKcuc
syslog file-size <SIZE>

no syslog file-size

MapameTpbl
<SIZE> — pa3mep daina, npuHMMaeT 3Ha4veHue [10..10000000] k6aunrT.
3HauyeHUe No YMO/THYAHUIO

500 Kbant

Heob6xogumbiii ypoBeHb NpuBUAEruit

10

KomaHaHbIi pexxum

CONFIG

Mpumep

‘esr:esr(config)# syslog file-size 10000
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24.2.6 syslog max-files

JaHHaa KomaHAa yCTaHaBAMBAET MAKCMMaNbHOE KONNYeCcTBO GpaiiioB, COXPaHAEMbIX NMPU POTALMMN.
Ncnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAb! (NO) yCTaHABAMBAET KOIMYECTBO XPaHUMbIX $painioB
KYpPHana B 3HaYeHUE NO YMONYAHMUIO.
CuHTaKcuc

syslog max-files <NUM>

no syslog max-files

MapameTpsbl
<NUM> — makcMmanbHoe Konnyectso Gpaiiios, NpUHMMAET 3HaveHuma [1.. 1000].
3HayeHUe No YMOYaHUIO

1

Heobxogumbiii ypoBeHb npusunerunii

10

KomaHgHbIii pexxum

CONFIG
Mpumep

‘ esr:esr(config)# syslog max-files 100

24.2.7 syslog host

[aHHOl KOMaHAol BKAtOYaeTca nepeada coobLyeHnit syslog 3a4aHHOro YpOBHSA Ba*KHOCTM Ha
yAaneHHbIl syslog-cepsep. Nepeaatorcsa coobeHUaA, UMetoLme ypoBeHb BaXXHOCTU, 3aaHHbIN B
KomaHzae nnun 6onee BbICOKUN.

Ncnonb3oBaHMe oTpuuaTenbHOM GopmMbl KOMaHAbl (NO) OTKAOYaEeT nepenady coobuieHui syslog Ha
yOaneHHbll syslog-cepsep.

CuHTaKcuc
syslog host <HOSTNAME> <ADDR> [ <SEVERITY> ] [ <TRANSPORT> ] [ <PORT>]
no syslog host <HOSTNAME>

Mapamertpbl

<HOSTNAME> — HaumeHoBaHMue syslog-cepBepa, 3aaaérca cTpokoi Ao 31 cumBona. Mcnonb3yetcs
TO/IbKO AN1A MAEHTUPUKALMM cepBepa NPU KOHPUTYpUpoBaHMU. 3HadYeHuMe «all» ncnonbsyercs B
KoMaHze no syslog host ansa yaaneHus scex syslog-cepsepos;

<ADDR> —IP-agpec, 3agaétca B Buae AAA.BBB.CCC.DDD, rae Ka)kAaaa 4acTb NPUHUMAET 3HaYeHMUA
[0..255];

<SEVERITY> — ypoBeHb BaXKHOCTU COOBLLEHUS, ONUMOHANbHbI NapaMeTp, BO3MOXKHble 3HaYeHUs
npueeaeHbl B pasgene 24.2.1;

<TRANSPORT> — npoToKoAN nepeaayun faHHbIX, ONUMOHA/bHbIA NapaMeTp, NPUHUMAET 3Ha4YeHUA:
TCP — nepefaya gaHHbIX ocywectsasaeTca no npotokony TCP;
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UDP — nepegaya gaHHbIX OcyLLecTBaseTca no npotokoay UDP;
<PORT> — Homep TCP/UDP-nopTa, OnuuoHanbHbI napamerp, NpMHUMaeT 3HaveHus [1..65535], no
ymonyaHuio 514.
Heobxoaumbii ypoBeHb NpuBUaernm
10
KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘ esr:esr(config)# syslog host eltex 192.168.2.2

24.2.8 clear log

KomaHgaa nossonseT yaanute log-daiinbl, XxpaHUMble B IOKaNbHOW NAMATU YCTPOMCTBA.
CuHTaKcuc

clear log [ file [ <FILE>] ]

MapameTpbl
file — npu ncnonbsoBaHUM KomaHAbl 6€3 NnapameTpoB yaansatoTcs sce Gpalinbl;
<FILE> — ¥mAa nnun cnncok MméH log-dainos ansa yaaneHus, onumoHasbHbliiM napamerp.

Mpu BbI30BE KOMaHAbl 6e3 napameTpa byayT yaaneHbl log-dalinbl, KOTOpbie He BXOAAT B TEKYLLYHO
poTaumio Syslog-cepsepa.

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum

ROOT
Mpumep

Iesr:esr# clear log file esr.2

24.2.9 show syslog

KomaHga gns npocMmoTpa TekylLen MHpopmaunm o KoHPurypaumm syslog-xypHana, cnmMcka co3gaHHbIX
log-dainos, a TakKe aaa npocmoTpa log-dpaiinoB ¢ BO3MOKHOCTbIO GUIbTPALMM C MOMOLLIO PEryasapHbIX
Bblpa*KeHUN.

CuHTaKcuc

show syslog [ { configuration | <FILE> [ grep <TEXT>]}]

Mapamertpbl
<FILE> — umsa daiina, 3a4aéTca cTpokor Ao 31 cumBona;

grep <TEXT>— ¢unbTpauma panna no ykasaHHOMY perynapHoOMy BblpaXKeHUto, 3343ETCA CTPOKOMN
0o 31 cumBona;
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configuration — KomaHzAa, NPy yKasaHUM KOTOPOW BbIBOAUTCA MHPOPMaLuA 0 KoHbUrypaumm syslog-
XKypHana.

Mpu BbINOHEHMN KOMaHAbl 6e3 napameTpoB byaeTt otobparkeHa MHPopmauma o cosgaHHbIX log-
daiinos.

Heobxoaumbii ypoBeHb NpuBUAErni

1

KomaHgHbI pexxum
ROOT

Mpumep

esr:esr# show syslog

Log files
## Name Size in bytes Date of last modification
1 debug 371681 Thu Jan 1 16:17:04 1970
2 debug.1l 524222 Thu Jan 1 01:48:13 1970
3 esr 97259 Thu Jan 1 16:17:01 1970

Total files: 4

esr:esr# show syslog configuration
SYSLOG

File size: 512 (kiB)

Number of logs: 3
Console: info

Files
D Name Severity
0 esr info

24.3 Hacmpoiika docmyna SSH, FTP

24.3.1 ip ssh server

[aHHOoM KomaHaoM BKAtoYaeTca SSH-cepBep Ha mapLupyTM3aTope.
Ncnonb3oBaHMe oTpuuaTenbHon popmbl KoMaHabl (No) oTKatouaeT SSH-cepBsep.
CuHTaKcunc

[no] ip ssh server

MapameTpbl

KomaHpga He cofiepUT aprymeHToB.

3Ha4yeHue no YMONTY4aHUIO

SSH-cepBep BbIK/IOYEH.
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Heobxoaumbiii ypoBeHb NpuBUAernm

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# no ip ssh server

24.3.2 ip ssh port

JaHHoM KomaHAaoM onpeaensetca nopt SSH-cepBepa Ha mapLpyTUsaTope.
Mcnonb3oBaHWe oTpuLaTebHOM GOpMbl KOMAHAbI (NO) yCTaHaBAMBAET 3HAaYEHME MO YMOIYAHWIO.
CuHTaKcuc

ip ssh port <PORT>

no ip ssh port

MapameTpbl

<PORT> — HoMep nopTa, yKa3biBaeTcs B guanasoHe [1..65535].

3HayeHue No yMmo4aHuio
22
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum

CONFIG

Mpumep

Iesr:esr(config)# ip ssh port 3001

24.3.3 ip ssh dscp

KomaHpa 3apaét 3HaveHume koga DSCP ana ncnonb3oBaHua B IP-3aronoske ncxoaawmx naketos SSH
cepBepa.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBaeT 3HadeHMe DSCP no ymonyaHuio.
CuHTaKcuc

ip ssh dscp <DSCP>

no ip ssh dscp

Mapamertpbl

<DSCP> — 3HaueHue Koga DSCP, npuHMmaeT 3HayeHus B AnanasoHe [0..63].
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3HayeHUe No yMO4aHUIO

32

Heob6xoaumbii ypoBeHb NpuBUaernm
10

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(confiq)# ip ssh dscp 40

24.3.4 ip ssh client username

[aHHOol KOMaHAoM onpeaenaeTca UMA NOIb30BaTeNA N0 YMOIYAHMIO ANA onepauunini KONMpPoBaHMA No
npotokony SCP.

Ucnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHgpbl (NO) yaanaeT umsA nosb3oBaTens.
CuHTaKCUC
ip ssh client username <NAME>

no ssh client username

MapameTpbl
<NAME> — ums nonb3osaTens, 3a4aéTcA CTPOKoM Ao 31 cumeona.
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum

CONFIG

Mpumep

‘ esr:esr(config)# ip ssh client username tester

24.3.5 ip ssh client password

ﬂ,aHHOVI KOMaH,Ll,OVI onpegenAaeTca Nnaposib N0 yMON4aHUIO ONA onepau,mﬁ KONMMpoBaHMA No NpoToKoNy
SCP.

Mcnonb3oBaHue oTpuLaTenbHoM Gpopmbl KOMaHAbl (NO) yaanseT napossb.
CuHTaKcuc
ip ssh client password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ssh client password

Mapamertpbl
<CLEAR-TEXT> — napo/ib, 3agaétca cTpokoli [1 .. 16] cumBon0B, NpUHMMaET 3HayeHua [0-9a-fA-F];

<ENCRYPTED-TEXT > — 3awwm1dpoBaHHbIN Naponb, 3a4aéTca cTpoKol [2..32] cumBonos.
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Heobxoaumbiii ypoBeHb NpuBUAernm

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# ip ssh client password testl132

24.3.6 crypto key generate

JaHHON KOMaHAOW reHepupyeTca HOBbIA KpUNTOrpaduUecknin KN4 aas yCTaHOBAEHUA COeaUHEHMA Mo

npotokosay SSH.

CuHTaKcmnc

crypto key generate <OPTIONS>

MapameTpbl

<OPTIONS> — anropuTm reHepaLmm HOBOro KpUnTorpadmMUYecKoro Katoya:
— dsa—anroputm DSA;
— ecdsa—anroputm ECDSA;
— ed25519 — anroputm ED25519;
— rsa—anroputm RSA.

Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHgHbIi pexxum

CONFIG

Mpumep

Iesr:esr(config)# crypto key generate ecdsa

24.3.7 show crypto key mypubkey

KomaHaa wcnonb3yetca [AnA NPOCMOTPa  OTKPbLITbIX  KAKOYEW  YCTPOWCTBA,
YCTaHOBNAEHWUU COeaMHEHMA NO NPOTOKoAY SSH.

CuHTaKcuc

show crypto key mypubkey <OPTIONS>

Mapamertpbl

<OPTIONS> — anropuTm reHepaLumnm HoBOro Kpuntorpapuyeckoro Katoya:
— dsa— anroputm DSA;
— ecdsa—anroputm ECDSA;
— ed25519 — anroputm ED25519;
— rsa—anroputm RSA.

nCcnonb3yembiX npu
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Heobxoaumbi ypoBeHb NpuBUAErni

1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show crypto key mypubkey rsa

Key data

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDz750sWCQrnNufglyhuksTFYCYdEfg
JZ9tWUvcssAZhCIWMewprXBuzZMABzFmEBgl57pgapxn2qJXJ8ESMVT7X7gPfy
xQQah613762z3SFcpKvwudNgwHi SS5HCYPRQWx2Xdaz/ndtYr5SNpYgLPba68NC
iXcgEp7EPR5G0o]jDVxpuDukOhPFcihzmt 5Yx8ZptJRzRtsuDQY1lowv0Qaz24kd
010Q90/1gKfbAhB6XI601+dK5VEj7giBESarcRn69/e/YVbdGBATE93QWFPKI
bm63imfbxRwitcwsFAIHi8B1lv9ZgDgqF/I03TkIKa31hv9GnsawlAXi/IdyY
bYPboHRAcT1H/ root@esr-1000

24.3.8 ip ftp client username

[aHHOol KOMaHAoM onpeaensaeTca UMA NOIb30BaTENA NO YMOIYAHMUIO AN1A onepauunini KONMPoBaHMA No
npotokony FTP.

Mcnonb3oBaHue oTpuLaTenbHon ¢opmbl KOMaHAbI (NO) yaanseT Mms noab3oBaTesns.
CuHTaKCcuUc
ip ftp client username <NAME>

no ftp client username

MapameTpbl
<NAME> — ums nonb3osaTens, 3a4aéTca CTPoKon Ao 31 cumeona.
Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHAaHbIi pexum

CONFIG

Mpumep

‘ esr:esr(config)# ip ftp client username test

24.3.9 ip ftp client password

[aHHOW KoMaHAOoW onpeaenseTca Naposib No YMOAYaHUIO A1 Ofepaumnii KoNMPOoBaHUA MO NPOTOKOY
FTP.

Ncnonb3oBaHuMe oTpuuaTenbHOM GopmMbl KOMaHAbl (N0) yaanaeTt naponb.
CuHTaKcuc

ip ftp client password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }
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[no] ftp client password

MapameTpbl
<CLEAR-TEXT> — naponb, 3aaaétcs cTpokoi [1 .. 16] cumBonoB, NnpuHMMaeT 3HavyeHus [0-9a-fA-F);
<ENCRYPTED-TEXT> — 3alundpoBaHHbIi Napoab, 3a4aETCA CTPOKOM [2..32] cumBONOB.
Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# ip ftp client password test

24.4 Hacmpoiika 3epkanupoeaHunl

24.4.1 port monitor remote vian

[JaHHoi KomaHaow onpeaensietca VLAN, no Kotopomy byZeT nepesaBaTbCs OT3ePKaMPOBAHHbI
TpaduK.

Ncnonb3oBaHuMe oTpuuaTesibHOM GopmMbl KOMaHAb! (nN0) yaanaeT ykasaHHbIn VLAN.
CuHTaKCcuUc
port monitor remote vlan <VID> <DIRECTION>

no port monitor remote vlan <DIRECTION>

MapameTpbl
<VID> - ngeHtnduKaumoHHbIi Homep VLAN, 3apaétca B AnanasoHe [2...4094];
<DIRECTION> — HanpaBneHune TpaduKa:

tx — 3epKasiMpoBaHue B yKasaHHbI VLAN TonbKo ucxoasuiero Tpaduka;
rx — 3epKannpoBaHue B yKasaHHbI VLAN TosbKo BxoasLLero TpaduKa.

Heob6xogumbiii ypoBeHb NpuBUAEruit
10

KomaHaHbIi1 pexxum
CONFIG

Mpumep

esr:esrl000 (config)# port monitor remote vlan 10

'B Tekywen Bepcum MNO gaHHbIM GYHKUMOHAA NoAAepKUBaAETCA TONIbKO Ha MaplupyTusatope ESR-1000-ST
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24.4.2 port monitor mode

[aHHON KOMaHA oM onpeaenAeTca PeXum nopTa nepeaatollero oT3epKasmpoBaHHbIi TpaduK.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) ycTaHaBAMBAET 3HaYEeHME N0 YMOAYAHUIO.
CUHTaKcUc

port monitor mode <MODE>

no port monitor mode

MapameTpbl
<MODE> - pexum:
— network — coBMeLLEHHbIM peXXUM nepesayn AaHHbIX U 3epKaNPOBAHME;
monitor-only — TO/bKO 3epKasvMpoBaHve.3HaYE€HUEe NO YMOYAHUIO
network
Heobxoaumblii ypoBeHb npusuaeruin
10
KomaHgHbIN pexum
CONFIG

Mpumep

‘ esr:esrl000 (config)# port monitor mode monitor-only

24.4.3 port monitor interface

[JaHHO KOMaHA0M oNpeaenatoTCA KOHTPOANPYEMbIE NMOPTHI.
Ncnonb3oBaHWe oTpuLaTenbHoM GopMbl KOMaHAp! (NO) yaanAaeT KOHTPOMPYEMbI NOPT.
CuHTaKcuc

port monitor interface <IF> <DIRECTION>

no port monitor interface <IF>

MapameTpbl
<IF>—unHTepdelic unm rpynnol uHTepdericos, 3agaéTca B BUAE, ONMCAHHOM B pasgene 3.3;
<DIRECTION> — HanpaBneHue TpaduKa:

tX — 3epKasnnpoBaHme TO/IbKO UCXoaAaLlero TpachKa;
X — 3epKasimpoBaHue TOZIbKO BXOAALWLEIO TpachKa.

Heo6xoaumbiit ypoBeHb NpuUBUAEruii
10

KomaHpaHbl pexxum
CONFIG-GI
CONFIG-TE
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Mpumep

‘esr:esrlOOO(config—if—gi)# port monitor interface gigabitethernet 1/0/5

24.4.4 port monitor remote

JaHHOM KOMaHAoM BKAOYAET PEXUM yaaneHHoro 3epkaamposaHus (RSPAN).

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (N0) OTKAKOYaET yaaneHHoe 3epkanmposaHune (RSPAN).

CuHTaKcuc

[no] port monitor remote

Mapametpbl
KomaHAa He cofepKUT apryMeHTOB.
Heobxogumbiii ypoBeHb npusunerunii
10
KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE

Mpumep

’esr:esrlOOO(config—if—gi)# port monitor remote

24.4.5 show interfaces switch-port monitor

KomaHp,a MCnonb3yeTca ANnAa NPOCMOTPa HAaCTPOEK 3€ePKa/IMPOBAHNA.
CuHTaKcuc

show interfaces switch-port monitor [ <IF>]

MapameTpbl

<IF> — ums nHTepdelica ycTpoicTea, 3a4aéTcA B BUAE, ONMCaHHOM B pasgene 3.3.

B KOMaHAe MOXKHO yKa3aTb HECKOJ/IbKO MHTepdeicoB. Ecnmn He yKasbiBaTb MHAEKCHI MHTepdeiicos,
To 6yayT oTo6parkeHbl CTaTyCbl Bcex MHTepdeicoB 3adaHHOM rpynnbl. Ecnun 3a4aH onpegeneHHbIn
nHTepoderic, To byaeT oTobparkeHa AeTasibHaA MHPOPMaLMA No AaHHOMY MHTepdeicy. Mpu
BbINONIHEHUWN KOMaHAb! 6e3 napameTpa 6yayT NOKasaHbl CTaTyCbl BCEX JIOMMUYECKUX MHTEpPdECOoB.

Heo6xoaumbii ypoBeHb NpUBUAErniA
10

KomaHAHbIi1 pexxum

ROOT
Mpumep

esr:esrl000# show interfaces switch-port monitor
Port monitor mode: network

RSPAN configuration RX: VLAN 222

RSPAN configuration TX: VLAN 222

Source Port Destination Port Type RSPAN
gil/0/7 gil/0/6 RX, TX Enabled
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25 HACTPOUKA DHCP
25.1 YnpaeneHue DHCP-knueHmom

25.1.1 ip address dhcp

[aHHOWN KOMaHAOM BKAOYaeTcA NojlyyeHne guHammyeckoro |IP-agpeca KoHpUrypupyemoro nHtepdeica
no npotokony DHCP.

Ncnonb3oBaHWe oTpuuaTenbHon ¢opmMbl KOMaHObl (NO) BbIKAKOYAET NoyYeHne guHammyeckoro IP-agpeca
no npotokony DHCP.

CuHTaKcuc

[no] ip address dhcp

Mapamertpbl
KomaHza He conepKuUT aprymeHTOB.
3Ha4yeHue No yMo4aHUo
BbikntoueH.
Heobxogumbiii ypoBeHb NnpuBuaerni
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# ip address dhcp

25.1.2 ip dhcp server address

[aHHoW KomaHAoW ycTaHaBamBaetca |IP-agpec DHCP-cepBepa, y KoToporo byaet 3anpawmsaTbesa IP-
aapec.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAapl (NO) yaanaeT yctaHoBAeHHbIM IP-aapec DHCP-cepBepa.
CuHTaKcuc
ip dhcp server address <ADDR>

no ip dhcp server address

Mapametpbl

<ADDR> —IP-agpec, 3agaétca B Buage AAA.BBB.CCC.DDD, rae Ka)kAaaa 4acTb NPUHUMAET 3HaYEeHUNA
[0..255].
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Heobxoaumbiii ypoBeHb NpuBUAernm
10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

‘esr:esr(config—if—gi)# ip dhcp server address 10.10.10.1

25.1.3 ip dhcp client lease-time

[aHHOl KOMaHAol ycTaHaBNMBaETCA 3anpallMBaeMoOe BPEMS apeHabl CEeTEBOro ajpeca.
Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HaYEHMeE N0 YMOYAHMIO.
CuHTaKCuUC

ip dhcp client lease-time <TIME>

no ip dhcp client lease-time

MapameTpbl
<TIME> — 3anpawusaemoe Bpemsa apeHabl, 3a4aétca B suae DD:HH:MM, rge:
DD — aHu1, npuHMmaeT 3HadyeHue [0..364];
HH — yacbl, npuHMmaeT 3Ha4yeHue [0..23];
MM — MUHYTbI, NPUHUMaET 3HadyeHme [0..59].
3HayeHMe No yMONYaHUIO
1 peHb
Heobxoaumbiii ypoBeHb NnpuBuneruii
10
KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr:esr(config-if-gi)# ip dhcp client lease-time 00:12:00
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25.1.4 ip dhcp client timeout

[aHHON KoMaHAoM 3a4aETcA MHTEPBA, MO UCTEYEHUM KOTOPOTO KANEHT cuntaeT, Yyto DHCP-cepsep
HepocTyneH. Ecan B 6a3e AaHHbIX IP-aapecoB KAnMeHTa ecTb Kakme-nnmbo apeHa0BaHHbIe agpeca, CPoK
apeHabl KOTOPbLIX ELLe HE UCTEK, TO KNMEHT ByaeT NpoBepATb NOC/e40BaTENbHO KaXK bl U3 HUX U, eCn
HalaeT KOPPEKTHYIO, To IP-agpec ns Heé byaet npmucBoeH uHTepdelicy. Ecam HeT AencTBYOWMX apeH B
6ase AaHHbIX, TO KAMEHT 6yaeT NOBTOPHO 3anpalumnsath IP-agpec no uctreyeHnn nHtTepsana nostopa (dhcp
retry). Ucnonb3oBaHuMe oTpuLaTelbHOM GOpPMbI KOMaHAb! (NO) yCTaHaBAMBAET 3HAYEHUE MO YMOJTYAHMUIO.

CuHTaKcuc
ip dhcp client timeout <SEC>

no ip dhcp client timeout

Mapamertpbl

<SEC> — nepuog BpeMeHu B CEKyHAAX, MPUHMUMAET 3Ha4YeHus [1 .. 600].

3HayeHUe No YMOMYaHUIO
60 cekyHAa

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHblii pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# ip dhcp client timeout 300

25.1.5 ip dhcp client retry

[aHHOW KOMaHAoW 3a43ETcA MHTepPBaN, Yepes KoTopblit DHCP-KAMeHT BO306HOBWT NOMbITKM NOAYYNTb
IP-agpec, ecam 6bin0 ycTaHOBNEHO, YTo DHCP-cepBep He oTBeyaer.

Mcnonb3oBaHMe oTpuLaTeNbHON GOopMbl KOMaHAbI (NO) yCTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
CuHTaKcuc
ip dhcp client retry <SEC>

no ip dhcp client retry

Mapametpbl

<SEC> — nepuoa BpeMeHU B CeKyHAaX, MPUHUMAET 3HadyeHue [1..600].

3Ha4yeHue no YMONTY4aHUIO

300 cekyHA
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Heobxoaumbiii ypoBeHb NpuBUAernm
10

KomaHpgHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

‘esr:esr(config—if—gi)# ip dhcp client retry 180

25.1.6 ip dhcp client reboot

JaHHOM KoMaHAoM 3a4aéTcs Bpems, B TedeHue Kotoporo DHCP-KknneHT byaeT nbiTaTbCA NOAYYMTb CTapblit
IP-appec, nepes TeM Kak HayaTb NOYYaTb HOBbIN.

Mcnonb3oBaHWe oTpuLaTeNbHON GopMbl KOMaHAbI (NO) yCTaHABAMBaET 3HaYEHME MO YMOIYAHWIO.
CuHTaKCuUC
ip dhcp client reboot <SEC>

no ip dhcp client reboot

MapameTpbl

<SEC> — nepuog BpeMeHu B CeKyHAax, NPUHMMAET 3HadeHue [1..600].

3HauyeHue No yMOo4YaHUIo
10 cekyHA,

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHgHbIi pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr:esr(config-if-gi)# ip dhcp client reboot 60
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25.1.7 ip dhcp client select-timeout

[aHHON KomaHA oM 3a4aETca Nepuog BpemeHu, B TedeHne Kotoporo DHCP-KkaneHT byaet BbibupaTtb cpeam
npegaoXKeHU No apeHae OT CEPBEPOB, EC/IM TAaKME CYLLECTBYHOT. ITO UCNO/b3YETCA B CETAX C
HecKosibkumn DHCP-cepBepamm — B 3TOM C/ly4ae KJAMEHTY B OTBET Ha 3anpoc IP-aapeca moxeT bbiTb
OTNPaB/IEHO HECKO/IbKO NPeANOKEHN. BO3MOXKHO, YTO O4HO U3 STUX NPEASIOKEHNN NPeAnodTUTEIbHEE
Apyroro (Hanpumep, 04HO NPeAoKEHME MOXKET UMETb aApec, KOTOPbIM KAUEHT UCMO/b30Ba paHee).

KnneHT xaeT ykasaHHbIN nepuog BpemeHu nocsie Toro, Kak oTnpaBu 3anpoc Ha noayyeHue IP-aapeca,
npeanonaras, YTo OH NoJlYYNT HECKOIbKO NPeaoKeHUI oT cepBepa. Ecnm gononHUTenbHbIx
npegaoXKeHUM 3a YKasaHHbIM Nnepuog BpeMeHM He NOCTyNasao, TO KAMEHT NPUHUMAET O4HO U3
npeanoXeHun.

Mcnonb3oBaHWe oTpuLaTebHON GOopMbl KOMAHAbI (NO) yCTaHABAMBAET 3HAaYEHME MO YMOIYAHWIO.
CuHTaKCuUc
ip dhcp client select-timeout <SEC>

no ip dhcp client select-timeout

MapameTpbl

<SEC> — nepuog BpeMeHu B CeKyHAax, NpuHMMaeT 3HadeHue [0..300].

3Ha4yeHue No yMmo4aHuio

0 CEeKYHA — KZIMEHT NPUMET nepsoe npuwiegliee npeajioxeHue.
Heobxogumbiii ypoBeHb Nnpusuneruii

10
KomaHgHbIi pexxum

CONFIG-GI

CONFIG-TE

CONFIG-SUBIF

CONFIG-PORT-CHANNEL

CONFIG-BRIDGE

Mpumep

‘ esr:esr(config-if-gi)# ip dhcp client select-timeout 30

25.1.8 ip dhcp client vendor-class-id

JaHHoM KomaHAaoM ycTaHaBAnBaeTca 3HadeHmne DHCP Onumn 60 ona nonyyeHUA AONOAHUTENbHbIX
HacTpoek no DHCP Onuwuu 43.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) OTKAKOYAET 3aNpPOC AaHHOM onNuumn.
CUHTaKcunc
ip dhcp client vendor-class-id <NAME>

no ip dhcp client vendor-class-id
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MapameTpbl

<NAME> — ngeHTnduMKaTop Knacca NOCTaBLUMKa, 3a4aETcA CTPOKOM A0 31 cumBona.
Heobxogumbiii ypoBeHb Nnpusunernii

10
KomaHpgHbIi1 pexxum

CONFIG-GI

CONFIG-TE

CONFIG-SUBIF

CONFIG-PORT-CHANNEL

CONFIG-BRIDGE

Mpumep

‘esr:esr(config—if—gi)# ip dhcp client vendor-class-id ELTEX

25.1.9 ip dhcp client ignore

JaHHoM KomaHAaoM yKasbiBatotca DHCP onuuu, KoTopble 6yayT MTHOPUPOBATLCA KAMEHTOM.
CuHTaKCUC
ip dhcp client ignore <OPTION>

no ip dhcp client ignore

MapameTpbl

<OPTION> — npuHUMmaeT cneaytowme 3Ha4YeHuA:

dns-nameserver — DHCP-onuma 6, Cnncok DNS-cepBepos;

domain-name — DHCP-onuua 15, Uma gomeHa;

netbios-nameserver — DHCP-onuwua 44, Cnucok NetBios-cepsepos;

router — DHCP-onuma 3, CNMUCOK WAK30B NO YMONYAHMUIO;

static-route — DHCP-onumsa 121, Cnncok 6ecknaccoBbiX CTAaTUYECKUX MAPLUPYTOB;
tftp-server-address — DHCP-onuus 66, Umsa TFTP-cepsepa;

vendor-specific — DHCP-onums 43, NHdopmauua onpegeneHHas npomM3BoguTenem.

Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr:esr(config-if-gi)# ip dhcp client ignore router
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25.2 YnpaeneHue DHCP Relay azeHmom

25.2.1 ip dhcp-relay

JaHHaa komaHaa skatoyaetT DHCP-areHT.
Ncnonb3osBaHuMe oTpuuaTensHon Gopmbl KomaHabl (no) BbikAovaeT DHCP-areHT.
CUHTaKCcnc

[no] ip dhcp-relay

Mapamertpbl
KomaHza He conepKuUT aprymeHTOB.
3HayeHUe No YMOYaHUIO
BbikntoueH
Heobxogumbiii ypoBeHb Nnpusuaerui
10
KomaHgHbIii pexxum
CONFIG
Mpumep

‘ esr:esr(config)# ip dhcp-relay

25.2.2 ip helper-address

JaHHoM KomaHAaoM yKasbiBaeTcs IP-agpec DHCP-cepBepa, KoTopomy 6yayT oTnpasaatbca DHCP Discover
naketbl, nepexsayeHHbie DHCP Relay areHTOM.

Mcnonb3oBaHuMe oTpuuaTenbHon popmbl KomaHab! (no) yaansaet IP-agpec u3 cncka DHCP-cepsepoB ans
DHCP Relay areHrTa.

CuHTaKcuc
ip helper-address <IP>

no ip helper-address

Mapamertpbl

<IP>—IP-agpec DHCP-cepsepa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Ka)kaaa 4acTb NpUHUMAET
3HaveHus [0..255)]. MorKHo yKkasaTb g0 8 IP-aapecoB, CNUCOK 3a4aETca Yepes 3anAaTylo.

Heob6xogumbiii ypoBeHb NpuBUAErui
10

KomaHAHbIi1 pexxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
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CONFIG-GRE
CONFIG-IP41P4

Mpumep

‘esr:esr(config—if—gi)# ip helper-address 10.10.10.1

25.3 Hacmpolika u moHumopuHz DHCP-cepsepa

25.3.1 ip dhcp-server

JaHHaa KomaHaa Bkatovaet DHCP-cepsep.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAgbl (no) BbikntoyaeT DHCP-cepsep.
CUHTaKCcuc

[no] ip dhcp-server

Mapamertpbl
KOME\H,CI,a HE COAEPXHKUT aprymeHTOB.
3HauyeHue No yMmo4aHUIo
BbikntoyeH
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIi pexxum
CONFIG
Mpumep

‘ esr:esr(config)# ip dhcp-server

25.3.2 ip dhcp-server dscp

KomaHpaa 3aaaét 3HaveHume koga DSCP ans ncnonb3osaHua B IP-3aronoske ncxogsawmx naketos DHCP-
cepsepa.

Mcnonb3oBaHue oTpuuaTenbHoin Gpopmbl KOMaHabl (N0) ycTaHaBAMBaeT 3HayeHMe DSCP no ymonyaHuio.
CuHTaKcunc
ip dhcp-server dscp <DSCP>

no ip dhcp-server dscp

Mapametpbl
<DSCP> — 3HaueHue Koga DSCP, npuHMmaeT 3HayeHus B AnanasoHe [0..63].
3HayeHue No yMON4YaHuto

61

Heobxogumbiit ypoBeHb NpUBUAErnii

10
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KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# ip dhcp-server dscp 40

25.3.3 ip dhcp-server pool

KomaHpga ncnonb3syetca gna cosgaHma nyna IP-agpecos DHCP-cepBepa 1 nepexoga B peXxmm ero
KOHUrypMpoBaHumA.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) yaanaeT yKasaHHbI nyn IP-aapecos.
CuHTaKcuc

[no] ip dhcp-server pool <NAME>

Mapamertpbl

<NAME> — nmsa nyna IP-agpecos DHCP-cepBepa, 3aaaétca cTpoka o 31 cumsona. Mpwu
BbINOJIHEHUWN OTPULATENBHOM GOPMbI KOMaHAbI CO 3HaYeHWeM napameTpa «all» 6yayT yaaneHbl Bce
nynol IP-agpecos.

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIii pexxum

CONFIG
Mpumep

‘esr:esr(config)# ip dhcp-server pool lan

25.3.4 network

[aHHasa KomaHaa 3agaet IP-agpec u MacKky 414 NoACeTH, M3 KOTopon byaeT BblaeneH nyn IP-aapecos.
Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHabl (NO) yaansaer HacTPOMKM NOACETH B Nyie.
CuHTaKcuc

network <ADDR/LEN>

no network

Mapamertpbl

<ADDR/LEN> — IP-agpec u npedpuKc noaceTtu, 3aaaétca s snge AAA.BBB.CCC.DDD/EE, rae Kaxkaas
yactb AAA — DDD npuHumaet 3HayeHusa [0..255] n EE npuHuUmaeT 3HadyeHus [1..32].

Heob6xoaumbii ypoBeHb NpUBUAErniA

10

KomaHaHbIi1 pexxum

CONFIG-DHCP-SERVER

Mpumep

esr:esr (config-dhcp-server)# network 192.168.3.0/24
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25.3.5 address-range

JaHHaa KomaHaa nossonset gobaButb AnanasoH IP-agpecos K nyny agpecos, KoHPurypmpyemoro DHCP-
cepsepa.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHab! (NO) yaanaeT yKasaHHbIN AMana3oH IP-agpecos.
CuHTaKCUC

address-range <FROM-ADDR>-<TO-ADDR>

no address-range { <FROM-ADDR>-<TO-ADDR> | all }

Mapamertpbl

<FROM-ADDR> — HauanbHbIN IP-agpec grMana3oHa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Karkaan
YyacTb NPUHUMaET 3HadYeHun [0..255];

<TO-ADDR> — KOHeu4HblI IP-agpec gManasoHa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Kaxkaan
YyacTb NPUHUMaET 3HadYeHua [0..255].

MoHo yKasaTb A0 32 gnana3oHos IP-aapecos, CMMCOK 3a8a8éTcAa Yepes 3anAaTylo.
all — yaanutb Bce ckoHOUrypupoBaHHble AnanasoHbl IP-agpecos.
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIii pexxum
CONFIG-DHCP-SERVER

Mpumep

‘ esr:esr(config-dhcp-server) # address-range 192.168.3.1-192.168.3.20,192.168.3.24

25.3.6 address

[JaHHan KomaHaa nossonseT fob6asutb IP-agpec gna onpeneneHHoro GU3MYeCcKoro agpeca K nyay
agpecos KoHurypupyemoro DHCP-cepsepa.

Mcnonb3oBaHuWe oTpuLaTesibHol dopmMbl KOMaHAbl (NO) yaanseT ykasaHHbIl IP-agpec.
CuHTaKcuc

address <ADDR> mac-address <MAC>

no address <ADDR>

Mapametpbl

<ADDR> — IP-agpec KnneHTa, 3agaétca 8 suge AAA.BBB.CCC.DDD, rae Kaxkgana 4acTb NpUHMMaeT
3HaueHwus [0..255]. Ecam ncnonb3oBaTb KOMaHAy ANA YAANEHUA, TO NPU YKa3aHMM 3HaYeHus «all»
6yayT yaaneHsl Bce IP-agpeca;

<MAC> — MAC-aapec KnneHTa, KoTopomMy byaeT BbiaaH IP-agpec, 3aaaétca B Buae
XXXXXX:XX:XX:XX, roe Kaxaas yacTb npMHMMaeT 3HadeHua [00..FF].

Heob6xoaumbiii ypoBeHb NpuBUAEruit
10
KomaHaHbIi1 pexxum

CONFIG-DHCP-SERVER
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Mpumep

‘esr:esr(config—dhcp—server)# address 192.168.3.21 mac-address A8:F9:4B:AA:00:40

25.3.7 default-router

JaHHaa KomaHAa N03BOAAET 334aTb CNMUCOK IP-aapecos WwA308 N0 ymondaHuto, Kotopble DHCP-cepsep
byaer coobwartb KAneHTam, ucnosb3ys DHCP onuwutio 3.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) yaanaeT yKasaHHble aapeca U3 CNUCKa L30B8,
CuHTaKcunc

[no] default-router <ADDR>

MapamerTpbl

<ADDR> — IP-agpec wnto3a no ymonyaHuto, 3a8aétca 8 suae AAA.BBB.CCC.DDD, rae Kaxaaa 4yacTb
npuHMmaeT 3HaveHua [0..255]. MoKHo yKa3aTb 4o 8 IP-aapecos, cCNUCoK 3a4aéTca Yepes 3anAaTyio.
Ecnm ncnonb3oBaTb KOMaHAY A1 YAANEHUA, TO NPU YKa3aHUKU 3HavyeHua «all» byayT yaaneHbl Bce
LUJTHO3bl MO YMOJIYAHMUIO.

Heobxoaumblii ypoBeHb npusuaeruin

10

KomaHgHbIN pexum

CONFIG-DHCP-SERVER

Mpumep

‘ esr:esr (config-dhcp-server) # default-router 192.168.3.1,192.168.3.2

25.3.8 domain-name

[aHHaa KomaHaa no3sonset 3agatb DNS-uma ceteBoro gomeHa. Uma gomeHa nepefaétca KAMeHTam B
coctaBe DHCP-onuuii.

Ncnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAabl (NO) yAanseT ycTaHOB/EHHOE MMA JoMeHa.
CuHTaKcuc
domain-name <NAME>

no domain-name

MapameTpbl

<NAME> — DNS-uma gomeHa KAneHTa, 3aaéTca CTpoKoM Ao 255 cumsonos.
Heo6xoaumbiit ypoBeHb NpuBUAErnii

10
KomaHAaHbIi pexxum

CONFIG-DHCP-SERVER

Mpumep

esr:esr (config-dhcp-server)# domain-name eltex.loc
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25.3.9 dns-server

JaHHaa KomaHaa no3sonaseT 3agaTb cnucok IP-agpecos DNS-cepsepoB. CNNCOK NepefaéTca KAMeHTam B
coctase DHCP-onuwix.

Ncnonb3oBaHMe oTpuuaTenbHon Gopmbl KOMaHAbI YAanaeT ykasaHHbii DNS-cepBep 13 cnucKa.
CUHTaKcuUc
dns-server <ADDR>

no dns-server { <ADDR> | all }

Mapamertpbl

<ADDR> — IP-agpec DNS-cepBepa, 3agaétca 8 suae AAA.BBB.CCC.DDD, rge Kaxaas 4acTb
npuHMMmaeT 3HayveHus [0..255]. MorKHO yKasaTb 4,0 8 IP-afpecoB, CNUCOK 3a4aETCA Yepes 3anAaTyto.
Ecnm ncnonb3oBaTb KOMaHAY A4 YAANEHMA, TO NPU yKa3aHUKU 3HavyeHuA «all» 6yayT yaaneHbl Bce
DNS-cepsepbil.

Heobxogumbiii ypoBeHb Nnpusunernii
10

KomaHgHbIii pexxum

CONFIG-DHCP-SERVER

Mpumep

’ esr:esr (config-dhcp-server)# dns-server 10.10.10.1

25.3.10 max-lease-time

JaHHaa KomaHAa No3BoAAeT 3a4aTb MaKcMmanbHoe Bpema apeHapl IP-agpecos. Ecin DHCP-kKaneHT
3anpallMBaeT Bpemsa apeHabl, NpeBocxoasnllee MakCMManbHOe 3HaYeHne, To 6yaeT yCTaHOB/IEHO BPeEMS,
3a4aHHOe 3ToN KoMaHzon. Mcnonb3oBaHMe oTpuuaTenbHON popMbl KOMaHAbl YCTaHABAMBAET 3HAaYEHME
Nno YMOAYAHWIO.

CuHTaKcuc
max-lease-time <TIME>

no max-lease-time

MapameTpbl

<TIME> — maKkcMmanbHoe BpeMs apeHabl IP-agpeca, 3apaétca 8 popmate DD:HH:MM, rae:
DD — Konn4yecTBo AHen, NpuHUMaEeT 3HadeHus [0..364];
HH — KonunyecTBo Yacos, NnpMHUMaeT 3HadeHus [0..23];
MM — KO/IM4eCTBO MUHYT, NpMHUMaET 3HadyeHua [0..59].
3HayeHue No yMON4YaHUIo

1 peHb

Heobxoaumbiii ypoBeHb NpuBUAEruit
10

KomaHgHbIi pexxum

CONFIG-DHCP-SERVER
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Mpumep

‘esr:esr(config—dhcp—server)# max-lease-time 00:16:00

25.3.11 default-lease-time

[aHHas KomaHa No3BOAAET 334aTb BPEMA apeH/bl, Ha KOTopoe KAneHTy byaeT BbigaH IP-agpec, ecau
K/IMEHT He 3anpaluMBa onpeaeneHHoe Bpems apeHapl. Micnoib3oBaHue oTpuuaTesibHol popmbl
KOMaHZbl YCTaHaBANBAET 3HaYEHME MO YMOYaHUIO.

CuHTakcuc
default-lease-time <TIME>
no default-lease-time
MapameTpbl

<TIME> — Bpems apeHgb! IP-agpeca, B popmate DD:HH:MM, rae:
DD — KonnyecTBo AgHen, NpuHUMaeT 3HadeHus [0..364];
HH — KonunyecTBO Yacos, NnpMHMUMaeT 3HadeHus [0..23];
MM — KO/IM4ecTBO MUHYT, NPUHUMAET 3HauyeHua [0..59].

3HauyeHue No yMmo4aHuio
12 yacos

Heobxogumbiii ypoBeHb Nnpusuaerunii
10

KomaHgHbIi pexxum
CONFIG-DHCP-SERVER

Mpumep

‘esr:esr(config—dhcp—server)# default-lease-time 00:04:00

25.3.12 ip dhcp-server vendor-class-id

[aHHaa KomaHaa Heobxogmma ans co3gaHusa naeHtTudbmKkaTopa Knacca nocraswmka (DHCP Onuma 60) um
nepexoaa B PeXXMm ero KOHPUrypupoBaHms.

Mcnonb3oBaHWe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) yAansaeT yKasaHHbIM MAeHTUPUKATOpP Knacca
NoCTaBLUMKa.

CuHTaKcuc

[no] ip dhcp-server vendor-class-id <NAME>

Mapamertpbl

<NAME> — ngeHT1dMKaTop Knacca NOCTaBLMKA, 3a4aETcA CTPoKol Ao 31 cumeona. Mpu
BbIMOJHEHUN OTPMLATENBHOW GOPMbI KOMaHAbI CO 3HaYeHMem napameTpa «all» 6yayT yaaneHsl Bce
naeHTUPMKaATOPbI KNacca NoCTaBLLMKa.

Heob6xoaumbiii ypoBeHb NpuBUAEruia
10
KomaHAHbIi1 pexxum

CONFIG
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Mpumep

‘esr:esr(config)# ip dhcp-server vendor-class-id ELTEX

25.3.13 vendor-specific-options

JaHHaa KomaHaa no3BonseT 3a4aTbh cneundudeckyro nHbopmaumio noctasiimra (DHCP Onuuma 43).
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHgpbl (nNo) yaanseT cneunduyeckyro MHdopmaLlmio
NocTaBLUMKaA.

CUHTaKcuc
vendor-specific-options <HEX>

no vendor-specific-options

Mapamertpbl

<HEX> — cneuundunyeckaa MHpopmaLmMa NOCTaBLLMKa, 3a4aETCA B LWeCTHagUaTepMyHom dopmaTe Ao
128 cumBonoB.

Heobxogumbiii ypoBeHb npusunerunii
10

KomaHgHbIii pexxum

CONFIG-DHCP-VENDOR-ID

Mpumep

’esr:esr(config—dhcp—vendor—id)# vendor-specific-options 0b0931302e312e39302e320

25.3.14 netbios-name-server

[JaHHaa KomaHaa no3sosseT ckoHourypuposaTb 44 onumio DHCP (3agaet IP-agpec NetBIOS-cepsepa).
Ncnonb3oBaHuMe oTpuuaTenbHon dopmbl KoMaHabl (nNo) BbikAtoYaeT nepegady IP-agpeca NetBIOS-cepsepa
(44 onuwnto).

CuHTaKcuc
no netbios-name-server <ADDR>

no netbios-name-server { <ADDR> | all }

Mapametpbl

<ADDR> — IP-agpec NetBIOS-cepBepa 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxaaa 4acTb
npuHMmaeT 3Ha4yeHus [0..255). MoxKHo 3aaaTh A0 4 IP-aapecos. Mpu BbINONHEHWUM OTPULATENIbHOM
dopmbl KOMaHbI CO 3HaYeHnemM napameTpa «all» byayT yaaneHs Bce IP-agpeca;

- all — komaHpa yaanset sce IP-agpeca NetBIOS-cepBepos.
Heob6xoaumbiii ypoBeHb NpuBUAErui

1
KomaHgHbIi pexxum

ROOT
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Mpumep

‘esr:esr(config—dhcp—server)# netbios-name-server 192.168.45.15

25.3.15 show ip dhcp binding

JaHHaa KomaHaa no3soaseT nocmoTpeTb BblgaHHble DHCP-cepsepom IP-agpeca.
CuHTaKcuc

show ip dhcp binding [ <ADDR> ]

MapameTpbl

<ADDR> — IP-agpec, onuuoHabHbIi NnapameTp, 3agaétcs B suge AAA.BBB.CCC.DDD, rae Kaxzaas
YyacTb NpMHMUMaeT 3HadeHua [0..255]. Ecam B KomaHae 3aaaH napameTtp <ADDR>, To byaet
oTobparkeHa MHPopPMaLMA CBA3AHHAA TO/IbKO C YKa3aHHbIM aapecom.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show ip dhcp binding
Allocated MAC address Binding Lease expires at
address type
192.168.1.3 50:46:5d:a5:3£:91 dynamic Thursday 2014/01/01 12:42:12

25.3.16 show ip dhcp server dscp

[JaHHan KomaHAa No3Bo/IfeT NOCMOTPETb 3HaYeHue DSCP ana coobwerHnii DHCP-cepBepa.
CuHTaKcuc

show ip dhcp server dscp

MapameTpbl
KomaH,u,a He COAEPHKUT aprymMeHTOB.

Heo6xoaumbiit ypoBeHb NpuUBUAErnin
1

KomaHpaHbI pexxum

ROOT

Mpumep

esr # show ip dhcp server dscp
DSCP: 32
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25.3.17 show ip dhcp server pool

JaHHaa KomaHAaa No3BoAAET NOCMOTPETb HAacTpoeHHble nynbl IP-aapecos. MNpu yKasaHUN UMEHHN
BbIBOAMTCA MHPOPMALMA TONIbKO A1A 33[4aHHOr0 nyna.

CuHTaKcuc

show ip dhcp server pool [ <POOL_NAME> ]

Mapamertpbl

<POOL_NAME> — nma nyna, onuMOHaNbHbIN NapameTp.
Heobxogumbiii ypoBeHb Nnpusunernii

1

KomaHpgHbIi1 pexxum

ROOT

Mpumep
esr:esr# show ip dhcp server pool lan-pool
name: lan-pool
network: 192.168.1.0/24
address-ranges: 192.168.1.2-192.168.1.254
default-router: 192.168.1.1
max lease time: 1:0:0 (day:hour:min)
default lease time: 0:12:0 (day:hour:min)

25.3.18 show ip dhcp server vendor-specific

JaHHaa KomaHAaa No3BoaAeT NOCMOTpPeTb HacTpoeHHble DHCP onuwnun 43 n 60.
CuHTaKcunc

show ip dhcp server vendor-specific

MapameTpbl
KomaH,u,a HE CO4EPKUT aprymeHTOoB
Heobxoaumbiii ypoBeHb Nnpusuneruii
1

KomaHaHbIi pexxum

ROOT
Mpumep
esr:esr# show ip dhcp server vendor-specific
Vendor ID Vendor options
ELTEX 0x0b0931302e312e39302e32
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26 HACTPOMKA WISLA (CACTEMA MOHWUTOPUHIA KAYECTBA
yenyr)?!

26.1 ip wisla

JaHHaA KomaHaa aKTMBMPYET CUCTEMY MOHUTOPUHTA WISLA.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (NO) AeaKTUBUPYET CUCTEMY MOHUTOPMHIa WISLA.
CUHTaKCcnc

[no] ip wisla

Mapamertpbl
KomaHza He conepKuUT aprymeHTOB.
3HayeHUe No YMOYaHUIO
BbikntoueH
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHbIii pexxum
CONFIG
Mpumep

‘ esr:esr(config)# ip wisla

26.2 ip wisla hostname

KomaHaa 3a4aéT ums mapLupyTmsaTopa, oTobparkaemoe B CMCTEME MOHUTOPMHIa WiSLA.

Mcnonb3oBaHme oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) ycTaHABAMBAET MMA MapLWPYTU3aTopa B 3HAYeHUe
Nno YMO/I4aHUI0.

CuHTaKcuc
ip wisla hostname <NAME>

no ip wisla hostname

Mapamertpbl
<NAME> — nma mapuwpyTtnsatopa, 3a4aéTca CTpoKoi A0 255 cumBo0B.
3HayeHMe No yMmOoN4YaHUIo

Mo ymon4YaHMIO MCMO/b3yeTcA CUCTEMHOE WMMA MapLupyTM3aTopa, ycTaHaBAMBamoe KOMaHAoW
hostname.

Heobxoaumbiii ypoBeHb NpuBUAEruit

10

1 o
[aHHbIN GYHKUMOHAN aKTUBUPYETCA TONbKO NPU HAMYUN NNLLEH3UM.

396 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

KomaHpgHbIi1 pexxum
CONFIG

Mpumep

‘esr:esr(config)# ip wisla hostname TESTHOST

26.3 ip wisla logging

JaHHOW KOMaHAOM YyCTaHaBANBAIOTCA YPOBHM cO0bLLEeHUI cucTembl WiSLA, KoTopble byayT oTobpakaTtbea
B KOHcou. OTobparkatoTcsa coobLEeHNA, UMEOLLME YPOBEHb BaXKHOCTH, 3aJ@aHHbIN B KOMaHae uan bonee
BbICOKUIA.

Mcnonb3soBaHue oTpuuaTtesibHo Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET ypPOBEHb OTOBpaXKaemMbIx
COODOLLEHNI MO YMONYAHMUIO.

CuHTaKCuUC
ip wisla logging <SEVERITY>

no ip wisla logging

MapameTpbl

<SEVERITY> — ypoBeHb Ba*KHOCTUN COOBLLEHUS, NPUHUMAET 3HaUYEeHUA (B NopaaKe yobiBaHUA
BaXKHOCTU):

error — coobuieHusa ob owmnbKax;

warning — npeaynpexaeHus, HeaBapuinHble CO0bLEHUS;

notice — coobLLLEeHNA 0 BaXKHbIX CUCTEMHbIX COBbLITUAX;

information — ndopmaLMoOHHbIE COOBLLEHUA CUCTEMDI;

debug — oTnagouHble coobueHus, NPeaoCTaBAAOT NO/Ib30BATENO MHGOPMALMIO AN KOPPEKTHOW

HaCTPOWKM CUCTEMDI;

trace — TpaccMpoBKa, BK/IOYAKOLAA CaMyto NMOJIHYH0 MHGOPMALMIO.

3Ha4yeHue No yMO4YaHUIo

notice

Heobxoaumbiii ypoBeHb Nnpusuneruii
10

KomaHgHblIii pexxum

CONFIG

Mpumep

‘esr:esr(config)# ip wisla logging debug
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26.4 ip wisla portal

[aHHasa KomaHaa ncnonbyetca ana 3agaHma URL noptana wiSLA.
Ncnonb3oBaHuMe oTpuLaTenbHon popmbl KoMmaHabl (no) yaanaeT 3agaHHbIin URL nopTana.
CuHTaKcuc

ip wisla portal <URL>

no ip wisla portal

MapameTpbl
<URL> —agpec ccblnKku, 3a4aétca CTpokon o 255 cumeonos.
3HayeHUe No YMOYaHUIO

He nmeeT 3HaYEHUA MO YMOSIHAHMIO.

Heobxoaumblii ypoBeHb npusuaeruii
10

KomaHgHbIN pexum
CONFIG

Mpumep

‘esr:esr(config)# ip wisla portal "http://demo.wellink.ru:8080"

26.5 show ip wisla configuration

JaHHan KomaHAa UCnoib3yeTcs 418 NPOCMOTPA TEKYLLE KOHOUTypaunmn cMcTemMbl MOHUTOPUHIA WiSLA.
CuHTaKcuc

show ip wisla configuration

MapameTpbl
KomaHp,a He COAEPHKUT aprymMeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHpaHbI pexxum

ROOT
Mpumep
esr:esr# show ip wisla configuration
State: Enabled
Hostname: TESTHOST
Portal: http://demo.wellink.ru:8080
Logging: debug
UUID: el783dfc-bfe0-45d2-8750-d661e3bd1ld7d
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27 HACTPOMKA WI-FI KOHTPONNEPA TYHHENENW®

27.1 wireless-controller

Mepexon B pexxnum KoHPUrypnpoBaHus KoHTpoanepa Wi-Fi.

Ncnonb3oBaHue oTpuLaTenbHOM GopMbl KOMaHAbI (NO) oumnLLaeT KOHPUIYPALIMIO U BbIK/IOYAET
KoHTponnep Wi-Fi TyHHenen.

CuHTaKcuc

[no] wireless-controller

Mapamertpbl
KomaHAa He nmeeT aprymeHToB
Heobxogumbiii ypoBeHb Nnpusuaerunii
10
KomaHgHblii pexxum
CONFIG
Mpumep

’esr:esr(config)# wireless-controller

27.2 enable

[JaHHOoI KOMaHAoM akTUBMpYeTca KoHTponnep Wi-Fi.
Ncnonb3oBaHMe oTpuuaTenbHon popmbl KOMaHabl (N0) AeaKkTUBUPYET KoHTpoanep Wi-Fi.
CuHTaKCcuUc

[no] enable

MapameTpbl
KomaH,u,a HE COA4EPXKUT aprymeHTOB.
3HaueHune No yMONYaHUIO
I'Ipou,ecc BbIK/1HOYEH.
Heobxogumbiit ypoBeHb Nnpusuneru
10
KomaHgHbIi pexxum
CONFIG-WIRELESS

Mpumep

‘ esr:esr(config-wireless)# enable

'B Tekyuweln sepcun MO gaHHbIM QYHKUMOHAN NoAAep)KMBAETCA TONbKO Ha Mapupytusatope ESR-1000-ST no
NMLLEH3UN
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27.3 vrrp-group

[aHHon KomaHaon onpeaenaetca VRRP-rpynna, Ha oCHOBE KOTOPOM onpeaenaeTca COCToOAHue
(ocHoBHOI/pe3epBHbIit) Wi-Fi KoHTpoanepa.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KomaHapl (no) yaanaet naeHtudukatop VRRP.
CUHTaKcUc
vrrp-group <GRID>

no vrrp-group

Mapamertpbl

<GRID> — npeHtndumkatop rpynnbl VRRP-mapLlupyTnsatopa, npuHMmMmaeT 3HaveHus [1..32].
Heobxogumbiii ypoBeHb Nnpusunerunii

10
KomaHpgHbIi1 pexxum

CONFIG-WIRELESS

Mpumep

‘esr:esr(config—wireless)# vrrp-group 10

27.4 peer-address

[aHHoW KomaHaoW onpeaensetca IP-aapec cocesa, C KOTOPbIM ByAEeT OCyLWecTBAATLCA pe3epBUpPOBaHME
TYHHenen.

Mcnonb3oBaHWe oTpuuatenbHon ¢opmbl KOmaHabl (no) yaanset IP-agpec cocegHero maplipytmusaropa ms
KOoHdUrypaumu.
CuHTaKCcuUc

[no] peer-address <ADDR>

MapameTpbl

<ADDR> —IP-agpec coceaa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NpuHUMaeT
3Ha4yeHus [0..255].

Heob6xogumbiit ypoBeHb NpuBUAEruit
10

KomaHaHbIi1 pexxum

CONFIG-WIRELESS

Mpumep

‘esr:esr(config—wireless)# peer-address 192.168.0.15
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27.5 failure-count

[aHHON KoMaHAoM onpeaenaeTca KoNYecTBO NocneaoBaTelbHbIX HeyaadyHbix ICMP 3anpocoBs nocne
KOTOPbIX, MPU OTCYTCTBUMN OTBETA OT BCTPEYHOM CTOPOHbI, TYHHE/Ib CYUTAETCA HEPabounum U yaanseTtcs u3
cucTembl.

Ncnonb3osBaHuMe oTpuLaTenbHon popmbl KomaHAapl (no) ycTaHaBanBaeT 3HaveHue failure-count no
YMOJIYaHUIO.

CuHTaKcuc

[no] failure-count <VALUE>

MapameTpbl

<VALUE> — KoM4ecTBO HeyAauHbIX ping 3anpocos, NpuHMMaeT 3HavyeHma 1-10.

3HayeHUe No YMOMYaHUIO

5

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexxum

CONFIG-WIRELESS

Mpumep

‘ esr:esr (config-wireless)# failure-count 8

27.6 resp-time

ﬂ,aHHOVI KOMaHAOVI onpegenaeTca spema oxXnaaHna oTBeTa nocsie Ncte4yeHmm KoToporo ICMP 3anpoc
CYNTaETCA NPOBAZIEHHbIM.

Ucnonb3oBaHue OTpMLI,aTeﬂbHOﬁ CI)OprI YCTaHaB/IMBAET 3Ha4YeHUNE resp-time No YMONYaHUIO.

CuHTaKcuc

[no] resp-time <TIME >

MapameTpbl

<TIME > — KONM4YeCTBO CEKHA, NPUHMMAET 3HayeHua [1..30].

3HauyeHue No yMONYaHUIO
5 cek

Heo6xoaumbiit ypoBeHb NpuUBUAErnin
10

KomaHaHbI pexkum

CONFIG-WIRELESS
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Mpumep

‘esr:esr(config—wireless)# resp-time 30

27.7 retry-time

[aHHoW KomaHaoM ycTaHaBanBaeTca Bpems mexxay |ICMP 3anpocamu.

Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET 3HaUYeHue retry-time no
YMOJIYaHUIO.

CUHTaKcuc

[no] retry time < TIME >

MapamerTpbl

< TIME > — Konn4yecTBo cekHA, NPUHUMaeT 3HayeHua [1..30].
Heobxoaumblii ypoBeHb npusuaeruin

10
3HauyeHue No yMmon4aHuio

60 cek

KomaHgHbIN pexum

CONFIG-WIRELESS

Mpumep

‘esr:esr(config—wireless)# retry-time 12

27.8 keepalive-disable

[aHHasa KomaHaa oTkAtovaeT 06meH ICMP coobLeHMAMM, KOTOPbIE UCNOb3YIOTCA A1A NPOBEPKM
OOCTYMHOCTU yaaneHHOro Wwito3a TyHHenen Wi-Fi KoHTponnepa.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KoMaHab! (no) BKAtoYaeT obmeH ICMP coobuieHuamu.

CuHTaKcuc

[no] keepalive-disable

MapameTpbl
KomaHp,a HE MMeeT NapaMeTpoB.
Heo6xoaumbiit ypoBeHb NpuUBUAErnin

10

KomaHpaHbl pexxum

CONFIG-WIRELESS

Mpumep

‘esr:esr(config—wireless)# keepalive-disable

402 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

TEXHUYECKAA NOAAEPXKKA
[nsa nonyvyeHma TEXHUYECKOM KOHCYAbTaLLMM MO BONPOCaMm 3KCnayaTaunm obopyaoBaHus
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTuTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUM:
050032, Pecnybnuka KasaxcrtaH, r. Animatol, MKp-H. AnaTay, yn. Mbparmmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caliTe KOMMNaHUM Bbl MOMKETe HaWTU TexXHUYECKYI J[OKYMEHTauuio W
nporpammHoe obecneveHune ana npoaykumm TOO «InTekcAnaTay», 0BpatTUTbcA K 6Gase 3HaHWIA,
MPOKOHCY/IbTUPOBATLCA Y UHXeHepoB CepBUCHOTO LeHTPa Ha TeXHUYECKoM popyme.

OduumanbHbI canT kKomnaHuu: http://eltexalatau.kz

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 403
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