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HELTEX

YC/NOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[1

B KBaApaTHbIX CKOBKax B KOMaHAHOW CTPOKE yKa3blBaloTCA HeobsA3aTeNbHble
napameTpbl, HO MX BBOA, NPEAOCTaBAAET onpeAesieHHble AONOJHUTEbHbIE
onumu.

B ¢urypHbix cKobKax B KOMaHAHOMN CTPOKE YKa3blBalOTCA BO3MOMKHble

Y ob6s3aTenibHble NapameTpbl. HeobxoaMmo BbIGpaTb O4MH M NapaMeTPOoB.

«,» [aHHble 3HaKM B OMNWCAHUM KOMAHAbI WCMNOMbL3YIOTCA A4 YKasaHuA
«-» [ManasoHOoB.

«|» [aHHbI 3HAaK B ONUCAHMK KOMaHZbl 0603HAYaeT «UaAn».

«/» [aHHbIA 3HAaK B ONWCaHWE KOMAaHAbl YKasblBaeT Ha 3HayeHWe Mo

YMO/I4aHUIO.

Kypcue Calibri

Kypcusom Calibri yKasbiBatoTca nepemeHHble WMAW MapameTpbl, KOTOpble
HeobX0AMMO 3aMEHUTb COOTBETCTBYIOLLMM CIOBOM MM CTPOKOM.

MonyXupHbIt Kypcue

MonyXnpHbIM WPUPTOM BblAeNeHbI MPUMEYAHUA U NPeayNpPeKaeHNs.

<MonyxcupHolii
Kypcue>

MonyXMpHbIM KYPCUMBOM B YI/10BbIX CKobKax YKa3blBalOTCA Ha3BaHWUA
KNnaBuLW Ha KnasuaTtype.

Courier New

MonyxupHbim LW pudtom Courier New 3anuncaHbl npUmepbl BBOAA KOMAHA,

Courier New|

LWpunoptom Courier New B paMKe C TEHbIO YKa3aHbl Pe3ynbTaTbl BbINOAHEHMUS
KOMaHA.

MpumeyaHuna u npegynpexaeHus

" MpumeuaHua coaep:kaT BaXKHYO MHPOpPMaLUIO, COBETbl UAN pPeKOMeHZauMu no
MCNO/1Ib30BaHUIO U HAaCTPOIiKe YCTPOACTBA.

1 NpepynpexgeHua UHGOPMUPYIOT NONAb30OBATENA O CUTyauUAX, KOTopble MOryT
’ HaHeCTU Bpepn YCTPOMCTBY WM 4YeNoBeKy, NPUBECTU K HEKOPPEeKTHou paboTte

YCTPOMCTBA MU NOTepe AAHHbIX.
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1 BBEAEHMUE

B nocneaHue roabl HabnwogaeTcs TeHAEHUMA K OCYLLECTBAEHWUIO MacClUTabHbIX MPOEKTOB No
NOCTPOEHUIO CceTell CBA3M B COOTBETCTBMM C KoHuenuueirr NGN. OAHOW M3 OCHOBHbIX 3adady Npwu
peanusaumm  KpynHbIX  MyAbTUCEPBUCHbIX  CeTei  ABAAETCA  CO3J4aHMe  HadeHbiX U
BbICOKOMPOM3BOANTE/NbHBIX TPaAHCMOPTHbLIX CEeTel, KoTopble ABAAOTCA OMNOPHbIMW B MHOFOCAOMHOWN
apXMTEKType ceTeli cneayollero NoKoAeHua.

ONna  [JOCTUNKEHWA BbICOKMX CKOPOCTEM LIMPOKO NPUMEHAIOTCA TEeXHOAOTMM  nepeaayn
nHoopmaumm Gigabit Ethernet (GE) n 10Gigabit Ethernet (10GE). Nepegaya nHpopmaumm Ha 6onbLINX
CKOpOCTAX, 0COBEHHO B CeTAX KpynHoro macwrtaba, nogpasymeBaeT BbI6Op TaKOM TOMOMOMMU CeTH,
KOTOpasn No3BO/IAET NMBOKO OCYLLECTBAATL pacnpeaeeHne BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTatopbl cepun MES5000 moryT Mcnosib3oBaTbCA Ha CETAX KPYMHbIX NPeanpuatun u
npeanpuATMiA Manoro u cpegHero 6usHeca (SMB), B onepatopckux cetax. OHM obecneumsatoT
BbICOKYI0 MPOM3BOAUTENbHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KAayecTBO 06CAyKMBaHUA
(QoS) B coyeTaHMM C BbICOKOM HAZAENHOCTbIO 33 CYET PEe3epPBUPOBAHMA Y3/10B, ONpeaensatowmx
6ecnepeboiHOCTb GYHKLMOHUPOBAHMA — MOAYAEN NUTAHUA U MOAYNEN BEHTUNALUN.

BapuaHTbl UIcNnoNHEHMA KommyTaTopos cepmun MES5000:

— MES5148 48 noptoB  10GBaseX(SFP+) wnm 1000Base-X(SFP), aybnupoBaHHas cucTema
3N1EeKTPONUTaHNUS;

— MES5248 48 noptoB 10GBaseX(SFP+) mnu 1000Base-X(SFP), ynpasnsiowmiti ceteBoit nopt
(Management interface), ayb6amMpoBaHHasa cucTemMa 31eKTPONUTAHUA U CUCTEMA BEHTUAALMUMN.

B HacTOosiLlemM pPYKOBOACTBE M3/I0XKEHbl Ha3HaYyeHWe, TEeXHUYECKME XapaKTepPUCTUKM,
peKOMEHAaLMM NO HayaNbHOMN HACTPOMKE, CUHTAaKCUC KOMaHA, ANA KOHOUTYPUPOBaHWUA, MOHUTOPUHIA
M 06HOB/IEHUA MPOrPAMMHOIO obecrneyeHns KOMMyTaTopa.

Ethernet-kommymamopsi cepuu MES5000
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2 OINMUCAHUE U3AENUNA

2.1 Has3HauyeHue

YcTpoiictBa cepum MES5000 aBAAKOTCA MOLHbBIMW MHOTOLLE/IEBLIMW CETEBLIMM KOMMYTaTOpPamMM,
BbINO/IHAOWMMU CBOM KOMMYTAaUMOHHblE QYHKLUMM Ha KaHaJIbHOM U ceTeBOM YpoBHAX mogenn OSI.
KommyTtatopbl cepun MES5000 obecneumBaloT BbICOKYH MAOTHOCTb OMNTUYECKMX MOPTOB, MMeERT
BbICOKOCKOPOCTHbIE MOPTbI, cNocobHble paboTaTb Ha cKopocTax 1Méut/c n 10r6mut/c, yto NnossonseTr
NocTeneHHoO HapalMBaTb NPOM3BOAMTENbHOCTb CETU Nepexoas OT ckopocTel 1M6uT/c K ckopocTam
10ré6mut/c no mepe Heobxo4MMOCTH.

2.2 ®PyHKUMM KOMMYTaATOpA

2.2.1 ba3osvble pyHKYUU

B Tabnuue 2.1 npuseaeH cnmucoK 6a3oBbix GyHKLMIA ycTpolicTB cepun MES5000, AOCTYNHbIX ANs

AAMUHUCTPUPOBAHUA.

Tabnuua 2.1 — basoBble GYHKUMKM YCTPOMCTBA

3awuma om
6710KUpOBKU oYepedu

BI'IOKVIDOBKa BO3HUKaAET B Cay4YaAx neperpys3kn BbIXOO4HbIX NOPTOB YCTpOl‘/‘ICTBa
Tpadwn(om OT HECKOJIbKMX BXO4HbIX NOPTOB. 3710 NpMBOAUT K 3a4€epPXKKam nepenaydu

(HOL) [JaHHbIX 1 NOTepe NaKeTos.
Moddeprcka CnocobHoCTb NoAJEp!KMBaTb Mepedayvy CBEPXANMHHbIX KaapoB, YTO MO3BOASAET
nepefaBaTtb AaHHblE MEHbLIMM YMC/OM MaKETOB. ITO CHUNKAET 06bem CiyKebHoM
c8epx0UHHbIX KaOPOo8
uHpopmaumm, Bpema o6paboTkm u nepepbiBbl. [logaeprKMBaloTCA  MNaKeTbl
(Jumbo frames)

pasmepom go 10 K.

YnpaeneHue nomoKkom
(IEEE 802.3X)

YnpasaeHne MNOTOKOM MO3BOASET COEAMHATb HWU3KOCKOPOCTHOE YCTPOWMCTBO C
BbICOKOCKOPOCTHbIM. Ona npeaoTBpaLleHuns nepenoiHeHus bydepa
HW3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOMKHOCTb OTNpasaaTb nakeT PAUSE, Tem
caMbiM MHGOPMMPYA BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOBXOAMMOCTM caenaTtb
naysy npu nepegade nakeTos.

Paboma e cmeke
ycmpolicme

KommyTaTop nopgaepusaeTt obbeamHeHme 40 8 yCTPOWCTB B CTEK, B 3TOM C/ydae
KOMMYTaTOpPbl PacCMaTPMBAIOTCA KaK eanHOe YCTPOMCTBO C O6LMMM HACTPOMKaMK.
BO3MOKHbI ABe TOMOAOrMM MOCTPOEHMA CTeKa — KOMbLO M uenoyKka. Mpu atom
napameTpbl MOPTOB BCEX YCTPOMCTB, BK/OUYEHHbIX B CTEK MOMHO 33a4aTb C
KoMmmyTaTopa, paboTaloliero B pexume «macTep». CTeKMpoBaHMEe YCTPONCTB
NO3BO/IAET CHU3UTb TPYA0EMKOCTb YNPABAEHUA CETbIO.

2.2.2 ®yHkyuu npu pabome c MAC — adpecamu

B Tabanue 2.2 npuseneHbl GyHKLMM ycTponcTs cepum MES5000 npu pabote ¢ MAC—agpecamu.

Tabnnuya 2.2 — PyHKUKMM paboTtbl ¢ MAC-agpecamm

Tabauya
MAC-adpecos

KommyTtaTop coctaBnfer B namAtTM Tabnauuy, B KOTOPOM YyCTaHaBAMBAeTCA
cootBeTcTBMEe mexay MAC-agpecamu U y3namum noptoB KommyTatopa. MES5000
nogaepxueatot 4o 32K MAC-agpecoB 1 pesepsupytot onpegeneHHole MAC-agpeca
011 UCNOJIb30BaAHMA CUCTEMOIA.

Pexcum oby4yeHus

B oTcyTcTBME 06yyYeHUn, AaHHble, NOCTyNatoWwme Ha Kakon-nMbo nopT, nepesaroTca
Ha BCe OCTa/lbHble MOPTbl KOMMyTaTopa. B pexume obyyeHMAa KommyTaTop
aHanusumpyeT Kagpbl M, onpeaenvs MAC-agpec oTnpaBuTens, 3aHOCUT ero B
Tabavuy mapwpyTtmsauuun. Bnocnepctsum, kaap Ethernet, npegHasHaueHHbIM ans
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xocta, MAC-agpec KOTOpOro y»e ecTb B Tabauue, nepefaetca TONbKO 4Yepes
yKasaHHbI B Tabanue nopr.

lModdepxcka nepeda4u
HQO HEeCKosbKo

JaHHasa ¢yHKUMA NO3BO/AET YCTaHABAMBATb COEAMHEHUA «OAUH KO MHOTMM» W
«MHOFMEe KO MHOrMm». Takum ob6pa3om, Kaap, aApecoBaHHbI MHOroaApecHoM

MAC-adpecos rpynne, nepeAaeTca Ha Kaxkablil NOPT, BXOAALLMI B rpynny.
(MAC Multicast Support)
Asmomamu4eckoe
epems xpareHus MAC- Ecan ot yctpoiictBa ¢ onpegeneHHbim MAC-agpecom 3a onpegeneHHbl nepuog,
s BpeMEeHM He NOCTynakT NakeTbl, TO 3anNuUCb ANA AAHHOTO ajpeca ycTapeBaeT u
a.pec.‘oe yhanaeTca. 9TO NO3BONAET MOAAEPKMBATb TabaMuy KOMMYTAUMKM B aKTyasibHOM
(Automatic Aging for MAC COCTORHMN.
Addresses)
CmamuyecKue 3anucu .
MAC CeTeBOM KOMMYTATOp MO3BOIAET MONb30BATE/N0 ONpPenennTb CTaTUYECKMe 3anucu
cootBeTcTBUN MAC-apecoB, KOTOPbIE COXPAHADTCA B Tab/MLLe MapLIpyTU3aumm.
(Static MAC Entries)

2.2.3 ®yHKYyuu e8mopo2o ypoeHa cemesoii modenu OSI|

B Tabnunue 2.3 npusegeHbl GYHKUUU M 0COBEHHOCTM 8MOpP0o20 yposHsA (yposeHs 2 OSI)

Tabnnua 2.3 — OnucaHune GyHKLUMIA BTOPOro ypoBHA (yposeHb 2 OSl)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM

GyHKYus npu aHanmse cogepxkumoro IGMP nakeToB, onpesennTb, Kakne yCTPOMCTBa B CETU
IGMP Snooping Y4YacTBYIOT B rpynnax MHOroagpecHoi paccbiiKKM, U aapecoBaTb TpaduK Ha
COOTBETCTBYHOLWME NOPTbHI.
. Peanusayma npotokona MLD nossonser CTPOMNCTB MWHMMM3INPOBATb
®yHKyua MLD Snooping 4 P yerp Y P

MHoOroagpecHblit IPv6 Tpadpuk

3awuma om
WwupoKosew,amesibHO20

«wmopma»
(Broadcast Storm Control)

LLinpokoBelLaTeNbHbIN  WITOPM — 3TO pPa3MHOMEHWEe LIMPOKOBeLLaTeNbHbIX
COOOLWEHNI B KAXXAOM y3/1e, KOTOpOe MPUBOAWUT K NaBUHOOBPAsHOMY POCTY MX
yncna u napanusyet paboty cetu. Yctpoictea MES5000 umetoT ¢yHKLMIO,
NO3BO/IAIOLLYIO  OFPaHUYMTb  CKOPOCTb  Mepefaym  MHOFOAZpPECHbIX MU
LMPOKOBELLATE/IbHbIX KaApOB, MPUHATLIX U NepesaHHbIX KOMMYTaTOPOM.

3epkanuposaHue

nopmos
(Port Mirroring)

3epKanMposaHue NopToe No3soaseT aybavposaTb TpaduK HabAlO4aEMbIX MOPTOB,
nepecblian Bxogawme n/Mam ncxodawme nNakeTbl Ha KOHTPOAUPYHOWMIA nopT. Y
Nnonb30BaTeNs KOMMYTaTopa €eCTb BO3MOMKHOCTb 33a4aTb KOHTPOAMPYHOLWMA U
KOHTpO/Mpyemble NOpTbl U BbiI6paTh TUN TpaduKa (BXoAALMI M/ UAK UCXOAALLMIA),
KOTOpbI byaeT nepesaH Ha KOHTPOAMPYHOLWMI NOPT.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BONAET M30AMPOBATh rpynny nopToB (B npegenax ogHOro
KOMMYTaTOpa), Haxo4AWwMXcA B OAHOM LUMPOKOBELLATE/IbHOM AOMEHE MeXay
coboi, no3BosAA nNpu  3TOM 06MeH TpaduKOmM C  APYyrMmMKM  MopTamu,
Haxo4AWMMMCA B 3STOM  Ke  LUMPOKOBELWLATE/IbHOM  [JOMEHE, HO He
npuvHagaexallMmu K 3Toi rpynne.

Private VLAN

ObecneunBaeT M301AUMI0 MEXKAY YCTPOMCTBAMM, HaXOOAWMMUCA B OLHOM
LUIMPOKOBELLATEIbHOM AOMEHe, B npegenax Bcei L2-cetn. PeannsosaHbl TONbKO

npomokona STP
(Spanning Tree Protocol)

(light version) ABa pexuma paboTtbl noprta Promiscuous u Isolated (Isolated-nopTbl He moryT
0bMeHMBaATbLCA APYT C APYTroMm).
Moddepka Spanning Tree Protocol — ceTeBOW NpPOTOKOJ/, OCHOBHOM 3ajayelt KOTOpPOro

aBnseTca npusegeHue cetu Ethernet ¢ MHOMeCTBEHHbIMM  CBA3SMU K
APEeBOBUAHONW TONOMOMMM, UCKIOYAIOWEN 3aLMKAMBAHWE NakeToB. KommyTaTopbl
obmeHuMBaTCA  KOHOUIypaUMOHHBLIMU  COOOLLEHMAMM,  MUCNOAb3YA  Kagpbl
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cneumanbHoro Gopmata, M BbIBOPOYHO BK/KOYAIOT M OTKAOYAIOT nepegadvy Ha
nopTbl.

Moddepxcka

npomokona RSTP
(IEEE 802.1w Rapid spanning
tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — siBNAeTcA ycoBepLeHCTBOBaHMEM MpoToKona STP,
XapaKTepu3yeTca MEHbLIMM BpeMeHeM MpUBEeLEeHUA CceTu K ApeBOBUAHOM
TONOMOTUKN N UMeeT Boee BbICOKYH YCTOMYMBOCTb.

Moddepxcka VLAN

VLAN - 370 rpynna nopTtoB  KOMMyTaTopa, o06pasylowux  oaHy
LUMpOKoBeLaTesIbHYt0 06/1acTb (fomeH). KommyTaTop noaaepKMBaeT pasinyHble
cpeacTBa KnaccuduKauuu MakeToB ANA onpefeneHua UX NPUHASNEKHOCTU K
onpegeneHHol VLAN.

lModdepxcka GVRP
(GARP VLAN)

MpoTokon perncrpaummn GARP  VLAN obecneunBaetr  AMHaMU4ecKoe
nobasneHune/ypanenve rpynn VLAN Ha noptax KommyTtatopa. Ecau BkawoueH
npoTokon GVRP, KommyTaTtop onpeaenseTt, a 3aTem pacnpocTpaHAeT AaHHble O
npuHagnexkHoctv K VLAN Ha Bce MOpTbl, ABAAKOLWMECA YaACTbio aAKTUBHOWM
TOMONIOTUMN.

Moddepxka VLAN Ha

6asze nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA MO BXOAAWMM nopTam. [JaHHoe
pelleHne NO3BOAET MCNOJIb30BaTb HA KaXKA0M NopTy TONbKO ogHy rpynny VLAN.

Moddepxcka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbIM ONWUCbIBAaeT npoueaypy
TernpoBaHua TpaduKa gna nepepaum nHbopmaummn o npuHagaexHoctn K VLAN.
Mo3BonaeT ucnonb3osatb Heckonbko rpynn VLAN Ha ogHOM nopTy.

ObveduHeHuUe KaHasn108
c ucrose3osaHuem LACP

MpoTtokon LACP obecneunBaeT aBTomaTnieckoe 06beiHEHNE OTAENbHbIX CBA3EN
MeXay ABYMA YCTPOMCTBAaMU (KOMMYTaTOP—KOMMYTaTOp WAM KOMMYyTaTop—
cepBep) B e4AMHbIN KaHan nepesayn AaHHbIX.

B npoTOKONE NOCTOAHHO ONpeaenseTca BO3MOXHOCTb 06beaMHEHNA KaHanos, U B
CNyyYae OTKasa CoeAMHeHUs, BXOAAllero B obbeaMHEHHbId KaHan, ero Tpaduk
aBTOMaTUYeCcKu mnepepacnpesenseTcd MO He OTKa3aBWMM  KOMMOHEHTaMm
o6begNHEHHOrO KaHana.

Co3daHue epynn LAG

B ycTtpownicteax MES5000 nopaeprkmBaetcs ¢GyHKUMS CO34aHMA TPYMn KaHasios..
Arperaumsa KaHanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHosorua
06beAMHEHN HECKONbKMX (U3MYECKUX KaHANoB B OAMH NOTMYECKMIA. ITO
CNocobCcTBYET HE TONbKO YBEMYEHMUIO MPOMYCKHON CNOCOBHOCTM MarncTpanbHbIX
KaHa/I0B KOMMYTAaTOP—KOMMYTATOP UM KOMMYTAaTOP—CepBep, HO U MOBbILIEHUIO
MX HALEXHOCTU. BO3MOMHbI TpW TUMa GaNaHCMPOBKM — Ha OCHOBaHUM MAC-
afpecos, Ha OCHOBaHWUM IP aapecoB 1 Ha OCHOBaHUW NopTa (socket) HasHauveHuUA.

CeTeBOi KOMMYTATOP NO3BOAAET ONPeAeANTb A0 TPUALATU ABYX 06beAMHEHHbIX
KaHaNoB, KaXKAbl U3 KOTOPbIX MOYKET CoZleprKaTb A0 BOCbMM NopToB. pynna LAG
COCTOMT M3 MOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTalowux B AYNAEKCHOM
pexume.

2.2.4 ®yHKyuu mpemoe2o ypoeHa cemesoli modenu OSI

B Tabnuue 2.4 npueaeHbl GyHKLMU TpeTbero ypoBHA (yposeHb 3 OSI)

Tabnunua 2.4 — OnucaHune GyHKUMIA TpeTbero yposHsa (Layer 3)

Knuenmeoi BootP u DHCP
(Dynamic Host Configuration
Protocol)

Ycrpoinctea MES5000 cnocobHbl aBTOMaTUYecKM nony4yatb IP-agpec no npoTokony
BootP/DHCP.

lpomokon ARP

(Address Resolution Protocol)

ARP — npotoKkon conocTtaBneHuna IP-agpeca u ¢umsnyeckoro agpeca ycTpomncTea.
CooTBeTCTBME YCTaHABAMBAETCA HAa OCHOBE aHa/sM3a OTBeTa OT Yy3/1a CeTW, agpec
y3/1a 3anpalimMBaeTca B LUMPOKOBELLATENIbHOM NaKeTe.
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2.2.5 dyukyuu QoS

B Tabnuue 2.5 npuBeaeHbl OCHOBHbIE GYHKLMKU KadecTBa obcnykmeaHus (Quality of Service)

Tabanuya 2.5 — OcHOBHble PYHKLMM KayecTBa 06CNYKMBAHUA

lNoddepxcka
npuopuUMemMHsix
oyepedeli

YcTpoicTBO nopaepkmBaeT 8 BbIXOAHbIX ouyepenei € pasHbIMU NpUopUTETaMM
ONA  Kaxporo nopta. PacnpepeneHve naketoB NO  oyepegasM  MONKeT
NpPou3BOAUTLCA B pe3ysbTaTe KaaccudMKauMM NaKeToB NO PasNUYHbIM MOAAM B
3arofoBKax NakeToB..

lModdepxcka knacca
obcnymcusarua 802.1p

CraHgapT 802.1p cneundumumpyeT MeToL YKasaHMA NPUopUTETa Kagpa M airopuTm
MCMNO/Ib30BAHMUA MPUOPUTETA B LLENSAX CBOEBPEMEHHOM A0CTABKM YYBCTBUTE/IbHOMO
K BpeMeHHbIM 3agepXKam Tpaduka. CraHgapTt 802.1p onpeaenser BocCeMb
ypoBHen npuoputetoB. KommyTtatopbl MES5000 MoryT nMcnonb3oBaTb 3HayeHue
npuopwuTteta 802.1p anA pacnpeneneHva Kagpos Mo NPUOPUTETHLIM OYepeaaM.

2.2.6 ®dyHkyuu obecneyeHusn bezonacHocmu

Tabnnua 2.6 — PyHKUMM obecneyeHns besonacHOCTH

DHCP snooping

®PyHKUMA  KOmMyTaTopa, MpeAHasHayeHHaa AnA  3aWuTbl OT  aTak ¢
ucnonbzoBaHnem npoTtokona DHCP. O6ecneunBaetr ¢unbtpaumo DHCP
COObLEHMIA, MNOCTYMMBLUMX C HEHAAEXHbIX MOPTOB MNyTEM MNOCTPOEHUs U

noaaepXaHua 6asbl gaHHbIX npueasku DHCP (DHCP snooping binding database).
DHCP snooping BbinonHAeT paeWcTBua bpaHAmayspa MeXAy HeHaLeXHbIMu
noptamu n cepsepamu DHCP.

Onuyus 82 npomoKona
DHCP

Onuua, KoTopana nossonseT nponHdpopmuposatb DHCP — cepeep 0 TOMm, C Kakoro
DHCP-peTpaHcasTopa 1 Yepes Kakoi NopT npuwen 3anpoc.

Mo ymonuaHuio KOMMyTaTop, wcnonb3yowuii oyHkuuio DHCP  snooping,
obHapyxunBaeT n otbpacbiBaeT nwboit DHCP-3anpoc coaepxkawmit onuuio 82,
KOTOPbIV OH NOYYMA Yepe3 HeHagEKHbIM (untrusted) noprt.

Dynamic ARP Inspection
(Protection)

@OyHKUMA  KOMMyTaTopa, MpeAHasHayeHHaa Ana  3aWwuTbl OT  aTak ¢
ucnosnb3oBaHnem npotokosa ARP. CoobuweHune, KoTopoe nocTynaer c
HeHaZeXXHoro nopTa, NogBepraeTcA NpoBepKe — cooTBeTcTByeT M IP-aapec B Tene
npuHAatoro ARP-naketa IP-agpecy otnpasuTtens.

Ecnn agpeca He coBNagatoT, TO KOMMYTATOP 0T6paCbIBBET nakKert.

L2 —1L3— 14 ACL (Access

Ha ocHoBe WHpoOpmaLmu, cofep:Kalienca B 3aronoBKax ypoBHel 2, 3 u 4, y

noosuHHOCMU Ha
ocHose rnopma (802.1x)

Control List) aflMMHMCTPATOPa €eCTb BO3MOMKHOCTb HacTpouTb A0 512 npasua, COrnacHo
ontrol Lis
KOTOpbIM nakeT byaet obpaboTaH, NMb60 oTHPOLLIEH.
loddepika OcHoBHaa GyHKUMA 6/I0KMPOBKM — NOBbICUTL 6e30MacHOCTb CeTU, NpPeaoCTaBaAs
306/10KUPOBAHHbIX OOCTYyN K MOpTYy KOMMyTaTopa TONbKO Aa ycTpoicte umerowmnx MAC — agpeca,
nopmoe 3aKper/ieHHble 33 3TUM NOPTOM.
Mposepka Mposepka nognnHHocTn IEEE 802.1x npeactasnseT coboit mexaHU3sm KOHTPOANsA

AOCTyna K pecypcam 4Yepes BHewWwHWn cepsep. [lpowealwine nposepky
NOANMHHOCTU NONb30BaTENMN NOJYYaIOT AOCTYN K pecypcam BblbpaHHOM ceTu.

Ethernet-kommymamopsi cepuu MES5000
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2.2.7 ®yHKYUU ynpasaeHUs Kommymamopom

Tabanuya 2.7 — OCHOBHble PYHKUUKN ynpaBaAeHNA KOMMyTaTopamn cepum MES5000

3a2py3Ka u sblzpysKa MNapameTpbl ycTtponcts MES5000 COXpaHﬂrOTCFlv B ¢aline HaCTPOMKKU, KOTOpbIn
Ny . COAEPXWUT JaHHble KOHOUrypauuMm KaK BCeW CUCTeMbl B LEJIOM, TaK U
¢alina Hacmpolku .
onpeaeseHHOro NopTa yCTPOMCTBa.
MpoTtokon TFTP ncnonb3yeTtcsa Ana onepauunii 3anncu n uteHua ¢aiinos. MNpotoKon
lpomokon TFTP (Trivial | ocHoBaH Ha TpaHCNOPTHOM npoTokone UDP.
File Transfer Protocol) Yctpoitictea MES5000 noaaepkvBaeT 3arpysky M nepejady no  JAaHHOMY
NpoToKoy $aiioB HACTPONKM M 06pPa3oB NPOrpamMmMHOro obecneveHus.
YaaneHHbih MOHUTOPUHT (RMON) - cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CETEN,
pacwupeHme SNMP. CoBmecTMMble  YCTpPOWMCTBA  MO3BOAAKT  cobupaTb
YoaneHrHolii OVNArHOCTUYECKMe AaHHble C MOMOLLBIO CTaHUUKM ynpasaeHus cetbto. RMON - 370
MOHUMopuHa (RMON) cTaHfapTHaA 6asa MIB, B KOTOpoi onpeaeneHbl TeKylaa W npeablaywasn
cTaTUCTMKa ypoBHA MAC 1 06beKTbl ynpasaeHusa, NpenocTaBastowme AaHHble B
peasbHOM BpemeHM.
Mpotokon SNMP wucnonb3yerca ANA MOHUTOPMHIA W yNpaBAEHMA CeTeBbiM
lMpomokona SNMP ycTponctBom. [1na ynpaBneHWa AOCTYNOM K CUCTEMe onpefenAaeTca CrnucoK
3anucein coobLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBUAETMM JOCTYNA.
YnpasneHne Kommytatopammn MES5000 nocpepctsom CLI  ocywectsasetca
MHmepgpelic NIOKaNIbHO Yepes nocsiegoBsaTenbHbIM NopT RS-232, nnbo yaaneHHo yepes telnet,
KOMAHOHOU cmpoKu ssh. UHTepdelic KomaHaHOW CTpoKM KoHconun (CLI) sBnseTcs NPOMbIWIEHHbIM
(CLI) ctaHgaptom. WMHTepnpetatop CLI npesoctaBnseT CNMCOK KOMaHZ M KAKYeBbIX
CN0B AN NOMOLLM NONb30BaTE/N0 U COKpaLleHUo o6bema BBOAMMBIX AaHHBbIX.
Syslog Syslog — npoToKos, obecneymBatowmii nepesaydyy coobLLEHNA O MPOUCXOLALLMX B
cucTeme cobbITUSAX, @ TaKKe yBeAOMAEHUI 06 OLWIMOKAX yAaNEHHbIM CepBEpPaM.
SNTP Mpotokon SNTP - NpOTOKON CUHXPOHM3ALUN BPEMEHU CETU, FAPaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aL MM BPEMEHM CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUIUCEKYHADI.
Protocol)
Traceroute — cnyxebHan HKLMA, npeAHa3HayYeHHaa Ana onpeaeneHus
Traceroute ¥ byrkuma,  npen A PEA
MapLIpyTOB Nepesayun AaHHbIX B IP-ceTax.
YnpaeneHue AZMUHUCTPATOP MOMKET OonpenennTb YPOBHU MNPUBUMAEIMA  gocTyna Ans
Nnosib30BaTeNen YCTPOMCTBA M XapaKTEPUCTUKMN A/1A KAXKAOr0 YPOBHA NPUBUNErUIA
KOHMpoaupyemosim o
(TonbKo gna uteHmA — 1 ypoBeHb, NOHbIN AocTyn — 15 ypoBeHb)
docmynom — yposHU
npusuneauli
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxkaomy uHTepodeicy
E ynpasnaenus (SNMP, CLI). 3anpeT MoKeT 6bITb YCTAHOBNEH OTAENbHO ANA KaXKA0ro
/10KUpOBKa TMnNa goctyna:
uHmepdetica Telnet(CLI over Telnet Session)
npaesseHuA
ynp Secure Shell (CLI over SSH)
SNMP
JloKaneHas [Onsa nokanbHOW ayTeHTUGUKaLMM NoAAEpKMBAETCA XpaHeHue naponel B base
aymeHmugukayus AaHHbIX KOMMYyTaTOpa.
@unempayus IP JocTtyn no SNMP paspelaeTca gns onpegeneHHbix IP-agpecos, ABAaoWmMXCA
adpecos 0s1a SNMP yneHamu SNMP-coobuecTsa.

12
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Knuenm RADIUS

MpoTtokon RADIUS mcnonb3yetcs ana ayTeHTUdMKaUMKM, aBTopu3auum M y4deta.
Cepsep RADIUS ucnonb3ayetr 6a3y AaHHbIX NONAb30BaTesiel, KOTOPaA COAEPKUT
JaHHble MNPOBEpPKU MNOAJMHHOCTU ANA KaXAoro nosb3osatena. KommyTtaTtopbl
MES5000 coaep»KaT KIMEHTCKYIO YacTb npoTokoaa RADIUS.

TACACS+
(Terminal Access
Controller Access Control
System)

YCTpOMCTBO NpeaocTaBnsieT MNOALEPMKKY MPOBEPKM MOAMHHOCTU  KNUMEHTOB
nocpeacteom  npotokona TACACS+. Tpotokon TACACS+ obecneumBaet
LEeHTPaIM30BaHHYy0 cucTemy 6e30nacHOCTM Aas MPOBEPKM NOJb30BaATENEN,
no/yyaloWwmx AOCTyn K YCTPOMCTBY, a TaK *Ke UEHTPA/JM30BaHHYlO cuUcTemy
ynpasneHus npu cobatogeHnmn coemectumoctu ¢ RADIUS u apyrumm npoueccamm
NpPOBEpPKM NOAIMHHOCTH.

Cepsep SSH

dyHKumns cepBepa SSH nossonsetr KaneHTy SSH ycTaHOBUTb C YCTPOMCTBOM
3alMLLEHHOe COeANHEHWE ONA YNPaBAEHUA UM.

2.2.8 /[lononHumesnbHble hyHKYUU

B Tabnmue 2.8 npuBegeHbl 4ONONHUTENbHbIE GYHKLMM YCTPOCTBA.

Tabnuua 2.8 — JononHUTenbHble GYHKLMU YCTPOICTBA

JduazHocmuKka
onmuyecKoz20
mpaHcusepa

YCTpOICTBO NO3BOMAET TECTUPOBATL OMNTUYECKUI TpaHcueep. Mpu TecTMpoBaHUK
OTC/NIEXKMBAIOTCA TaKMe MAapaMeTpbl, KaK TOK U HanpsXKeHue NUTaHus, TemnepaTtypa
TpaHcueepa. [na peanusauum Tpebyetca nopaepKa 3TMX  QYHKLUMKA B
TpaHcuBsepe.

2.3 OCHOBHbIe TEXHUYECKMNE XapaKTepPUCTUKHU

OCHOBHble TEXHUYECKME NapamMeTpbl KOMMYTaTopa NpuBeaeHsl B Tabauue 2.9.

Tabanua 2.9 — OCHOBHble TEXHUYECKUE XapPaKTEPUCTUKM

O6wme napameTpbl

MakeTHbIM Npoueccop

Marvell 98DX8248

MES5148 | 48x (10GBase-X(SFP+)/1000Base-X (SFP))

NHTepdeicsl

MES5248

48x (10G Base-X (SFP+)/1000Base-X (SFP))
1x 10/100/1000BASE-T (RJ-45)

OnTuyeckme TpaHcMBepbl

SFP+/SFP

[JynnekcHbli/MonyaynneKkcHbli

LynneKkcHbI pexnm 4N onTMYECKMX NopTos

pexum
MponssoaMTENbHOCTD 960 Ghbps
KomMMyTaTopa

O6bem 6ydepHoON namaTm 32 Mb

CKopoCTb Nepeaaqn AaHHbIX

OnTuyeckmne uHtepdeiicol 1/10 réut/c

Tabnmua MAC-agpecos

32K 3anucen

Moppepxka VLAN

cornacHo 802.1Q go 4K aktmsHbIx VLAN

KauectBo ob6cnyxusaHunsa QoS

Mpuoputesauma Tpadurka, 8 ypoBHe.
8 BbIXOAHbIX OYepean C PasHbIMU NPUOPUTETAMM A4 KaXKL0ro nopTa.

Ethernet-kommymamopsi cepuu MES5000
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Multicast

[o 4000 ctatnyecknx multicast-rpynn

CooTBeTCTBME CTaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpeaeneHme CKopocTtu
IEEE 802.3x KOHTPONb MOTOKOB AAHHbIX

IEEE 802.3ad o6beauHeHue KaHanos LACP

IEEE 802.1p npuoputesaums Tpadumka

IEEE 802.1qg BupTyanbHble noKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d cBasytouiee pepeso STP

IEEE 802.1w bbicTpoe cBAsyoliee aepeso RSTP
IEEE 802.1s mHOXecTBO cBA3yOWMX aepesbeB MSTP
IEEE 802.1x ayTeHTMdMKaLMA NoNb30oBaTENEN

YnpasneHue

NokanbHoe ynpasieHve

SNMP, CLI

YaaneHHoe ynpasaeHue

TELNET, SSH, WEB

dusmuyeckme XxapaKTepuMCTUKU U YC/I0BUA OKpYXKaloLweil cpeabl

UCTOYHMKM NUTaHMA

CeTb NepemeHHOro Toka: 220B+-20%, 50 I'y,

CeTb NOCTOAHHOTO TOKa: -48B+30-20%

BapuaHTbl NUTaHuA:

- OAWH UCTOYHUK NUTaHMUA NOCTOAHHOTO AN NEPEMEHHOr0 TOKa;
-0,Ba UCTOMHMKA NUTAHMA NOCTOAHHOMO MW NEePEeMEHHOro ToKa, C
BO3MOHOCTbIO ropsiuein 3aMeHbl.

MNotpebnaemas | MES5148 280 BT
MOLLHOCTb, He

6onee MES5248 350 Bt

Macca He 6onee 10 Kr

FabapuTHble pasmepbl

450x44x460 mm

NHTepBan pabounx TemnepaTyp

ot 0 fo +45 °C

MHTepBan TemnepaTypbl XpaHeHUs

o1 0 fo +45 °C

OTHOCUTENbHAA BAAXKHOCTb NpwU
aKcnayataummn (6e3 obpasoBaHUsA
KOHAeHcaTa)

He 6onee 80%

OTHOCMTENbHAA BNAXHOCTL NpwU

XpaHeHun  (6e3  obpasoBaHua | oT 10% no 95%
KOHZeHcaTa)
CpenHuii CpoK CNyxObI 20 net

Y

TN UCTOYHUKOB NUTAHUA yc7poﬁc1'Ba onpeaenaerTca npu 3aKase.

2.4 KOHCTpPYKTUBHOE UCNONIHEHUE

B paHHOM pasgene oOnMCaHO KOHCTPYKTUBHOE WUCMNOJIHEHUE YCTpOP’ICTB.

MpepcTaBneHsbl

n306parkeHna nepeaHel, 3agHen n BOKOBbIX MaHese YyCTPOMCTBA, ONUCaHbl pasbeMbl, CBETOANOAHbIE
WMHAMKATOPbI U OpraHbl yNpasaeHus.
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Ethernet-kommyTaTopbl cepun MES5000 BbINOAIHEHbBI B  METa/ZIMYECKOM Kopnyce C
BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac, BblcoTa Kopnyca 1U.

KommyTaTopbl MMEIOT GPOHTaNbHYIO CUCTEMY BEHTUAAUMK, YTO obecrneunBaeT 3dpdeKTuBHoe
oX/laXKAeHWe NPU UCNoIb30BAHMM YCTPOMCTB B YCI0BUAX COBPEMEHHbIX LLO/,.

2.4.1 [lepedHasa naHenb ycmpolicmea

BHewHWn Bua nepegHen naHennm MES5148 nokasaH Ha pucyHKe 1. BHewHwi BuA nepegHei
naHenn MES5248 nokasaH Ha puUcyHKe PUCYHOK 2.

21 22 23 24 MES5148

DOO000
[ISTl=Ta T

LAs

PucyHok 1 — MES5148 nepedHsas naHeso

B Tabnuue 2.10 npuBeaeH nepeyvyeHb Pa3beMOB, CBETOAMOLHbIX WHAMKATOPOB M OPraHoB
YNpaB/IEHNSA, PACNONOXKEHHbIX HA NepeaHelr naHeAn kKommyTtatopa MES5148.

Tabnnua 2.10 — OnucaHve pa3bemMoB, MHAMKATOPOB W OPraHOB YMNpaBieHUA nepegHeir naHenu
MES5148

Ne dnemMeHT NaHenu nepeaHemn OnucaHue
Power NHAMKaTop NUTaHMA yCTpOMCTBa
Master MHauKaTop pexunma paboTbl ycTpoiicTea (BeayLwuii/Besomblii)
' Fan NHAanKaTop paboTbl BEHTUAATOPOB
RPS MHAMKaATOp pe3epBHOro aNeKTPOoNUTaHuA
2 MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
3 [1..48] 48 cnoTtoB A4NnA ycTaHoBKM SFP-TpaHcmBepos

I: JuELTex
B MES5248
Unit b

O o
(o] o]
QO Fa F
(e B

12 34 5 6 7
PucyHok 2 — MEES5248 nepedHsaAa naHeso

B Tabnuue 2.11 npuBeaeH nepeyvyeHb Pa3beMOB, CBETOAMOAHbIX WHAMKATOPOB W OPraHoB
ynpaB/aeHus, PpacnosioXKeHHbIX Ha NepeaHen NnaHenn KommyTtatopa MES5248.
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Tabnnua 2.11 — OnucaHMe pas3bemMoB, MHOMKATOPOB WM OPraHoOB YMNpaBieHWs nepeaHel naHenu

MES5248
Ne dnemeHT NnaHenu nepegHen OnucaHue
Power MNHaMKaTop NUTaHMA yCTpoMCTBa
Master MHAuMKaTop pexkunma paboTbl ycTpoiicTea (BeayLuuii/seaomblii)
1
Fan NHauKkaTop paboTbl BEHTUAATOPOB
RPS MHAMKATOP pe3epBHOro aNeKTPonuTaHuA
2 Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
DyHKUMOHANbHAA KHOMKa A/18 nepesarpysku ycTpoiictea u cbpoca K
33aBOACKMM HaCTPOMKam:
3 E - MPW HAXXaTUW Ha KHOMKY A/ NTeNbHOCTbIO MmeHee 10 ¢ npoucxogut
nepesarpysKka ycTponcTsa.
- NPU HaXKXaTUM Ha KHOMKY AAunTenbHOCTbio 6onee 10 c. npoucxoaut
cbpoc ycTpoicTBa A0 3aBOACKOM KOHUTypaLUu.
4 USB USB-nopT AN1A NOAKAOYEHMA BHELWHero HakonuTena
5 [1..48] 48 cnoToB A4NA ycTaHOBKM SFP-TpaHcmBepos
KoHconbHbIM NopT RS-232 ansa nokanbHOro ynpasneHua
6 Console o P A ynp
YCTPOINCTBOM
7 Management1 Ethernet-nopT gna ynpasneHus ycTpoicTeom

2.4.2 3adHAa naHenb ycmpolicmea

BHewHW BUA 3agHen naHenn KommyTtatopa MES5148 npuseneH Ha pucyHKe 3.

— — &

@
consore® ®
@ RS-232 ) | ®
2 3 4 5

PucyHok 3 - MES5148 3a0HAas naxens’

KommyTaTtopa MES5148.

B Tabsnvue 2.12 npuBesLeH nepeyeHb Pa3beMOB, PACMOJIOKEHHbIX Ha 3agHen naHenun

Tabnnua 2.12 — OnucaHme pasbeMoB 3aHeN NaHenn KommyTtaTtopa MES5148

Ne dNemeHT 3agHei naHenun OnucaHue
* MecTa 4n1A YyCTaHOBKU MoAynel NUTaHUA U BEHTUNALMM
CbeMHbI BEHTUNALMOHHBIN MOAY/b C BOSMOMHOCTbIO ropayei
1 BeHTUnATOP 3aMeHbl.
2 Moaynb nnTaHuA

1 .

B TekyLwwei Bepcum MO He noaaepkunsaerca
2

Ha pucyHKe nokasaHa KOMM/eKTauma KOMMyTaTopa ¢ 1 MCTOYHMKOM NUTaHWUA NOCTOAHHOrO TOKa.

16
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®YHKLMOHaNbHAA KHOMKa ANa nepesarpysKku ycTpoicTea M cbpoca K

3aBOACKMM HaCTpOVIKaMZ
- MPU HAXKATMKU HA KHOMKY ANTEeNbHOCTbIO meHee 10 ¢ nponcxoant

3 F N
nepesarpysKa yCTpoOMncTBa.
- NPW HaXXaTUK Ha KHOMKY aauTenbHocTbio 6onee 10 c. npoucxoamt
cbpoc ycTpoincTBa A0 3aBOACKOM KOHUTYypaLmu.

4 USB USB-nopT ANA NOAKAKOYEHMA BHELWHEero Hakonurens.

KoHconbHbI NopT RS-232 ans NOKanbHOro ynpaB/ieHun

5 Console .
YCTPOICTBOM

f — ||
® |1® |
2

®
B =T— 1

PucyHok 4 - MES5248 3a0HAA naHens'

B Tabnumue 2.13 npuBedeH MNepeyYeHb pPa3bEMOB, PACMO/IONKEHHbIX Ha 3aAHeld naHeu
KommyTaTtopa MES5148.

Tabnnua 2.13 — OnucaHme pasbeMoB 3aAHeN NaHeNn KommyTtaTopa MES5148

Ne dNemMeHT 3agHei naHenun OnucaHue

* MecTa a/1a yCTaHOBKM MOy el NMUTAaHUA U BEHTUALUN

CbeMHbIW BEHTUAALMOHHBIA MOAYb C BO3MOXKHOCTBIO ropsaYeit

1 BeHTunatop 3aMEHbI

2 Moaynb nnTaHuA

2.4.3 boKoevble naHenu ycmpoiicmea

| @ ) [©) C) —

PucyHok 5 — bokosasa naHenb MES5148
Ha 60KOBbIX NaHenAX ycTpOMCTBa PacrosioKeHbl BEHTUNALMOHHbIE PELUETKWU, KOTOpble CAyXKaT
ANnA oTBofa Tenna. He 3akpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMM NpeameTamu. ITo

MOXEeT npueBeCtn K neperpesy KOMMOHEHTOB yCTpOﬁCTBa M BbI3BaTb HapyweHuA B €ro pa60Te.
PekomeHgaumn no YCTaHOBKe yCTpOﬁCTBa Pacnon0oXeHbl B pa3gene «YCTaHOBKa M NOAKAOYEHNE Y.

2.4.4 Ceemosasa uHOUKayus
CocTosiHMe onNTUYeCcKux MHTepd)eﬁCOB onpeapenaeTca ceetoanoaHbIMN MHAUKATOPaAMU.

3HayeHune MHONKATOPOB MEHAETCA B 3aBUCUMOCTU OT pexmma:

1
Ha PUCYHKEe NOKa3aHa KomMmnnekTtauna KommytaTtopa ¢ UCTOYHUKOM NUTAHUA NepeMeHHOro TOKa.
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— 1, 3 - U1HAMKATOP HMKHEro NopPTa;
— 2,4 —u1HAWKATOP BEpPXHEro nopTa;

1, 2 — NHANKATOP AaKTUBHOCTY;

— 3,4 —unHANKATOP CKOPOCTK.

PacnonoxeHne cBeToaNO40B NOKA3aHO Ha PUCyHKe 6.

PucyHok 6 — BHewHuli 8ud paszvema 0718 ycmaHoeKu SFP-mpaHcusepos

Tabnunuya 2.14 — CeeToBas UHAMKALMS COCTOAHUS ONTUYECKUX MHTepdelicoB

CseyeHue UHAUKaTopa

CBeyeHue nHAUKaTopa

CocTosiHMe onTuyecKkoro uHTepdeiica

1réumr/c

CKOpoCTU AKTUBHOCTU
MopT BbIKNOYEH AN COEAUHEHME He
BbikntoueH BbikntoyeH
YyCTaHOB/IEHO
YcTaHOB/IEHO coeANHEeHWEe Ha CKOPOCTU
BbikntoueH [opuUT NOCTOAHHO

[oOpUT NOCTOAHHO

[opUT NOCTOAHHO

YcTaHOBNEHO coeAuHEHMe Ha CKOPOCTU
10ré6mut/c

X Mwuranue

NaeT nepenaya AaHHbIX

NHaukaTop Unit cnyXut ana o603HayeHnsa HoMmepa yCTPOICTBa B CTEKe.

CuctemHble uHAMKaTopbl (Power, Master, Fan, RPS) cay:aT gns onpegeneHvMa COCTOAHUSA
paboTbl y310B KoMMmyTaTopoBs cepumn MES5000. Mx 3HaueHne nokasaHo B Tabauue 2.15.

Tabnumua 2.15 — CeBeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

MUCTOYHUKOB NUTAHUA

KpacHbliit

Ha3BaHue dyHKUMA CocToAaHUEe MHAMKATOpA CocTofiHMe YCTpoiicTBa
MHAUKaTopa WUHAMUKaTOopa

BbikntoueH MuTaHme BbIKIOYEHO
MuTaHne BKAKOYEHO,

3eneHbliA, FOPUT NOCTOAHHO HOopMmanbHaA paboTa
ycTponcTea

. CamoTecTnpoBaHue

3eneHbii, mepuaer .

ycTpoiictea npu ctapte (POST)
CoctoaHue
Power OTcyTCTBUE NEPBUYHOIO

MUTaHWA OCHOBHOTO
MCTOYHMKA (NpY NUTaHWUM
YCTPOWCTBA OT pe3epBHOro
WCTOYHMKA) UM aBapus
OCHOBHOTO MCTOYHMKA
nuTaHuA
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Mpu3Hak BeayLero

3eneHsbli, rOpUT NOCTOAHHO

YcTpolicTBo ABnAeTca
«MacTepom» CTeKa

YCTPOIACTBO He ABNseTcA

Master yCTpoWicTBa npu
«MacCTepom» B CTEKE U/IN He
paboTe B cTeke BbikitoueH
3aZaH peXKMM CTeKMpoBaHMA
CoctosHue BbikntoyeH Bce BEHTUIATOPbI UCMPABHbI
Fan BEHTUAATOPA KbacHbi OTKas oaHoro unu bonee
OXNaXAeHUA P BEHTUNATOPOB
Pe3epBHbIN UCTOYHMK
3eneHbli, FOPUT NOCTOAHHO noakntoyeH n paboraer
HOPMaNbHO
Pexkum paboTbl Pe3epBHbI UCTOYHUK He
BbikntoyeH
RPS pesepBHOro nogKAto4eH
WCTOYHWMKA NUTaHUA OTcyTCcTBME NEPBUYHOTO
o NUTaHMA pe3epBHOro
KpacHbin pesep

UCTOYHUKaA naun ero
HENCNPABHOCTb.

B Tom cnyyae, Korga KoMmyTaTop paboTaeT B aBTOHOMHOM pexume 6e3 cTekMpoBaHwus,
nHamkaTopbl Master n Unit ID BbIKNtOYEHDI.

2.5 KomnneKT noctaBKu

B 6a30BblIii KOMNAEKT NOCTAaBKMN BXOAAT:

— Ethernet-kommyTtatop cepnn MES5000;

—  Moaynb nutaHua PM350-48/12 van PM350-220/12;
—  LWHYpP NWUTaHuA (B C/ly4ae KOMMIEKTAL MU MOAYAAMM NMUTaHNUA Ha 220B);
— ajanTtep KoHcoabHoro nopta RJ-45-DB9Y,
—  KOMIJIEKT Kpenexa B CTOMKY;

—  OOKyMeHTaums.

/ Mo 3aKasy nokynatens B KOMMNJEKT NOCTaBKM MOryT 6biTb BKAlOuYeHbl SFP/SFP+
' TpaHcuBepbl.

Ethernet-kommymamopsi cepuu MES5000

19



HELTEX

3 YCTAHOBKA U NOAKNOYEHUE

B gaHHOM pasgene onucaHbl Npoueaypbl YCTaHOBKKM 060pyA0BaHMA B CTOMKY M NOAKAOYEHUA K
NUTAIOLLLEN CETH.

3.1 KpenneHue KpOHLUTEHOB

B KOMMNJIEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLWTEVHbI ANS YCTAHOBKM B CTOMKY M BUHTbI 1A
KpenieHus KPOHLUTEMHOB K Kopnycy ycTpoicTea. [1A yCTaHOBKM KPOHLUTEMHOB:

PucyHok 7 — KpenneHue KpoHWmeliHo8

1. CoBmecTuTe YeTblpe OTBEPCTUA A1 BUHTOB HA KPOHLUTENHE C TAKUMU Ke OTBEePCTUSMMU
Ha 6OKOBOI NaHenun ycTpoicTaa.

2. C nomoLbto OTBEPTKM MPUKPENNTE KPOHLUTENH BUHTaMU K KOpNycy.

3. MosTopuTe geiicteumA 1,2 Ana BTOPOro KPOHLITENHa.

3.2 YcTaHOBKa YyCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTMSA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpPasAAOWMX CTOMKM.
Mcnonb3yiite OTBEPCTUA B HaNpaBAAIOWMX Ha OAHOM YPOBHE C 06enx CTOPOH CTOWKM,
A28 TOro YTobbl YCTPOWCTBO pacnosiarasaocb FOPM30HTabHO.

3. CnomoLupblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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LUTE00E0000000868 00080000000,

PucyHok 8 — YcmaHoska ycmpolicmea 8 cmoliky

Ha pucyHKe 9 npmBeaeH Npumep pasmeLLeEHNA KOMMYTaTOPOB B CTOMKeE.

o MES-5000 N1 (o}
[] KabenbHbli opraHansep o
o]  MES5000N2 o
o KabenbHeblii opraHaisep o]
o]  MESG5000N3 )
[] KabenbHbli opraHainsep o
o]  MES5000N4 o
[o] KabenbHebli opraHainsep o
o] MESG5000N5 )
(o} KabenbHeli opraHansep o

PucyHoK 9 — PasmeujeHue KOMMymamopoe 8 cmolike

YcTpoiictBO umeeT ¢pOHTaNbHYIO BeHTuUnAuulo. Ha nepegHeir naHenu ycrpoiictBa
ﬂ PacnonoKeHbl BEHTUNALMOHHbIE OTBepCTUA. He 3aKpbiBaiiTe BEHTUIALMOHHbIE OTBEPCTHUS,
. a TaK)XKe BEHTUIATOPbI, PACcno/Io}KeHHbIe Ha 3aAHel NaHenAn, NOCTOPOHHUMMU NpeaMeTaMmm
BO u3berkaHue neperpesa KOMMNOHEHTOB KOMMYTaTOPa M HapyLUueHuUA ero paboTbl.

3.3 YcTaHOBKa mopayneit NUTaHUA U BEHTUNATOPOB.

KOMMYTaTOP MOXeT p360TaTb C OOHUM AN OBYMA MOAYNAMU NMUTAHUA. YcTaHOBKa BTOpPOTo
Mmoayna nuTaHUA HEO6XO,CI,MMa B Cnay4yae WnCnosib3oBaHUA yCTpOVICTBa B YyCNnoBUAX, Tpe6YIOLLI,VIX
NoBbILLIEHHOM HaaeXHOCTU.

MecTta gna YCTaHOBKU Mo,u,yneﬁ NMUTaHUA C 3ﬂeKTpMHeCKOﬁ TOYKMU 3PEHNA PAaBHOUEHHDI. C TO4YKM
3peHna ncnosb3oBaHUA YCTpOVICTBa, MmoAaynb NUTaHuA, HaXO,CI,ﬂUJ,M[;ICFI cneBa, CYUTAETCA OCHOBHbIM,
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cnpaBa — pe3epBHbIM. MoAy/nM NUTaHMA MOTYT YCTaHaBAMBATbCA M M3B/AeKaTbCA 6e3 BbIKAHOYEeHUS
ycTpoiictBa. lpu yCTAaHOBKE WAW U3BAEYEHUU [AOMNOAHUTENLHOFO MOAYNA MUTAHMA KOMMYTATOP
npoaonxaet paboty 6e3 nepesanycka.

PucyHok 10 — YcmaHoska mooyneli numaHus.

CocToAiHME MoAyneil NUTAHUA MOXKET ObiTb NPOBEPEHO MO MHAMKAUMKW HA nepesHeir naHenu
KommyTaTopa (cm. pasgen 2.4.4) uav no AMArHoCTUKe, AOCTYMNHOM yepes UHTepdeicbl ynpaBneHus
KOMMYTaTOPOM.

’ I MHAMKaU,VIﬂ aBapun moayna NnUTaHUA MoOXKeT 6bITb Bbi3BaHa He TO/IbKO OTKa3om moayna,
HO U OTCYTCTBMEM NEPBUYHOro NUTaHUA.
3.4 TMopaKnueHue NnUTaloLLei cetTn

1. Mpeae, 4em K ycTpoicTsy 6yaeT noAakAlyeHa nuTalolas cetb, Heobxoaumo
3a3eM/IMTb KOPNYC YCTPOICTBA. 3a3emieHne HeobX0AMMO BbINOHATL U30IMPOBAHHbLIM
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MHOTOXMAbHbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYeHMe 333eMAAOLLErO
NpoBO/a A0JI}KHbl COOTBETCTBOBATbL TpeboBaHMamM Y3,

Ecnn npegnonaraetcA MOAKAOYEHWE KOMMbKOTEPA MAM MHOTO 0bOpyAoBaHWMA K
KOHCO/IbHOMY MOPTY KOMMyTaTopa, 3TO 060pyA0BaHUE TaKXKe AO0NKHO ObiTb HaZeKHO
3a3eMneHo.

MoaKkntoumMTe K yCTPOWCTBY Kabenb nuTaHMA. B 3aBMCMMOCTM OT KOMNAEKTaLMMU
YCTPOMCTBA, MUTAHNE MOXKET OCYLLLECTBAATLCA OT CETM NEPEMEHHOr0 TOKa, IMbo oT ceTn
NOCTOAHHOIO TOKa. MpW NOAKNIOYEHUN CETU NEPEMEHHOIO TOKa CAeAyeT UCMOb30BaTb
Kabenb, BXOAALMIN B KOMMAEKT yCTpoicTea. [aAa NOAKAOYEHMA K CETU MOCTOAHHOTO
TOKa MCMONb3YiiTe NPOBOZ, CEYeHneM He MeHee 1 Mm>.

BKkntouMTe nuTaHMe ycTpoicTBa M ybeguTecb B OTCYTCTBUWM aBapUi MO COCTOAHUIO
WHAMKATOPOB Ha NepeaHeln NaHenun.

3.5 YcraHoBKa u yaaneHue SFP-tpaHcuBepoB.

YCTaHOBKa OMNTMYECKUX MOAY/Nel MOXKeT NPou3BOAUTLCA KaK MPU BbIKIIOYEHHOM, TaK U
npy BK/IKDYEHHOM YCTPOUCTBE.

1.

2.

BcTaBbTe SFP-MoAy /b B CNOT OTKPbLITOM YaCTblO pa3bema BHUS.

PucyHok 11 — YcmaHosKa SFP-mpaHcueepos

HapasuTte Ha moAy/ib. Korga oH BCTaHeT Ha MecTo, Bbl yC/blwUTe xapaKTeprlﬁ LLEeNYOK.

PucyHok 12 — YcmaHosneHHble SFP-mpaHcusepbl

[nsa ypaneHus TpaHcusepa:

1.

OTKpoMTe 3aLLenky Moays.

PucyHok 13 — Omkpbeimue 3aujenku SFP-mpaHcugepos
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2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 14 — U3sneyeHue SFP-mpaHcusepos

24 Ethernet-kommymamopei cepuu MES5000



HELTEX

4 BKNIOYEHUE N HAYA/NIbHAA HACTPOUKA KOMMYTATOPA

B gaHHOM pasgene onuncaHbl onepaunn, BbINONTHEHUE KOTOPbLIX MOXKET I'IOTpEﬁOBaTbCFl nepeg
Ha4Ya/1Io0M aKCnayaTauunnm yCTpOVICTBa. otn onepaunn BKAKOYaAoT B cebs:

—  BbIGOP perKMMa CTEKMPOBaHMA YCTPOMCTBA;
— 6a30Boe KOHOUTYpPUPOBaAHME YCTPOICTBA, B TOM YUCAE:

" HACTPOWMKa y4eTHOM 3annucm agMMUHUCTPATOPa;
" HACTPOWMKa y4YeTHbIX 3anucel Nosib3oBaTenen;
"  yCTAHOBKA CETEeBbIX MNapamMeTpPoOB KOMMyTatopa A/a YAa/NeHHOro

[0cTyna;
"  HACTPOWMKa NapameTpoB AocCTyna no npoTtokony SNMP;

—  pacwupeHHoe KoOHOUTYpUpoBaHMe:
= KoHdUrypMpoBaHWe napameTpos 6esonacHoCTH.

Kpome TOro, B pasgene OnucaH nopAdoK CTapTa YCTPOVICTBa nocne nogayvynm nutaHwuA,
npueeaeHbl 06BbACHEHMS HEKOTOPbIX COOGLLI,GHMIZ BO BpeMA 3arpyskum nporpammHoro 06€CI'IeLIeHMﬂ,
OonncaH NopAaAaoK pa6OTbI C MEHIO HAa4a/IbHOTO 3arpy3yunka.

4.1 BKAKOYEHMUe YCTPOICTBA

1. MoaroToBbTe 060pyAOBaHME K paboTe B COOTBETCTBUM C TpeboBaHMAMM pa3gena 3.
2. ToaxnounTe KOMNbIOTEP K KOHCO/IbHOMY NOPTY KOMMYyTaTopa C NOMOLLbIO Kabens.

3. [na cBA3M C KOMMYTaTOPOM Ha KOMMblOTEpE AOMXKHA ObiTb YCTAHOBAEHA MPOrpaMmma
aMyNAUMM  TepmuHana, Hanpumep HyperTerminal. HacTpoliTe napameTpbl CBA3W
TepMuHana:

— nocnegoBaTenbHbi MHTepdenc KomnbioTepa (RS-232) - B cooTBeTCTBUU C
NOAK/IOYEHNEM;

— CKopocCTb Nepeaayn gaHHblx 115200 6og;

— ¢dopmart gaHHbIX 8 6UT AaHHbIX, 1 6UT cTONOBbLIN, 6€3 KOHTPOoAA YeTHocTH (8,n,1);

— ynpaB/ieHVe NOTOKOM AaHHbIX OTK/HOYEHO;

—  pexXum amynaumm tepmmuHana VT100.

4. BKAOYMTE YCTPOMCTBO. [pK KarKAOM BKAOYEHUM KOMMYyTaTOpa 3aMycKaeTca npoueaypa
«TeCTUPOBAHUA CUCTEMbI NpU BKAoYeHUU» (Power On Self-Testing, POST), kKoTopas
no3Bo/iAeT NPoBeEPUTL PAaboTOCNOCOBHOCTb YCTPOMCTBA Nepes, 3arpy3Koi MCNONHAEMOM
nporpammsl B onepaTnsBHyto namatb (O3Y).

OTobpaxkeHue xo4a BbinoaHeHUs npoueaypbl POST Ha kKommyTaTopax cepumn MES5000:

Bootl Checksum Test....o ittt tteeenneeeeens PASS
Boot2 ChecksUm Test. ...ttt ineeeeeeeeeeennnns PASS
Flash Image Validation Test......iiiiiiiiiieeeenn. PASS

BOOT Software Version 1.0.3.00 Built 25-May-2013 20:36:13
MES-5000 board based on Disco Duo MV78200 ARM926EJ processor
512 MByte SDRAM. I-Cache 32 KB. D-Cache 32 KB. Cache Enabled.

MAC Address : a8:f9:4b:02:03:00.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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Cnycta pgBe CceKyHAbl Nocne 3aBepuweHus npouedypbl POST HauMHaeTca aBTo3arpyska
nporpaMmmHoro obecneyeHns KOMMyTaTopa.

Mpumep AanbHeNLWeN 3arpy3Kun yCcTponcTaa.

Preparing to decompress...
100%

Decompressing SW from image-1
100%

OK
Running from RAM...

KA AR A AR AR A A A A A A AR AR A A A A AR AR A IR A A A AR A A A A A A AR A A AR A A A A A A A A A A A Ak x Ak kK

*** Running SW Ver. 2.1.0 Date 07-Jun-2013 Time 14:00:50 **x*

KA A KA AR AR A A A A A A AR A AR A A A AR A KR AR A A A A AR A A A A A A AR AR AR A A AR A A A A A A A hA Ak kK

HW version 01.01.01. CPLD version 1
Base Mac address is: a8:f9:4b:02:03:00

Dram size is : 512M bytes

Dram first block size is : 389120K bytes
Dram first PTR is : 0x8000000

Dram second block size is : 4096K bytes
Dram second PTR is : 0x1FC00000

Flash size is: 32M

01-Jan-2010 14:01:00 %$CDB-I-LOADCONFIG: Loading running configuration.
01-Jan-2010 14:01:00 %CDB-I-LOADCONFIG: Loading startup configuration.
The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.

Device configuration:

Unit 1 - MES-5248

Tapi Version: v1.9.4
Core Version: v1.9.4

Mocne ycnewHol 3arpy3kM KOMMyTaTopa MOABMTCA CUCTEMHOE NpurnalleHue uHTepdeiica
KomaHZAHoM cTpoku CLI nau 3anpoc napameTpoB ayTeEHTUOMKALMM NONb30BATENA.

/\ YCTPOWACTBO MOCTaBAAETCA NPOU3BOAMTENEM C MapameTpamu  KoHdurypauum,
YCTaHOB/IEHHbIMU B Ha4ya/IbHOE COCTOAHMeE.

Mpu 3TOM MMA NoNb30BaTeNA U NAPO/Ib He 3a4aHbl U He 3anpallnBaroTcA CUCTEeMOW.

/; [Ona 6bicTporo Bbi30Ba CNPaBKM O A[OCTYMHbIX KOMaHAaX WCNO/Mb3yiTe KOmMOGuHauuio
- Knasuwl «SHIFT» n «?».

4.2 WHTepdeiic Ha4aNbHOrO 3arpy3umKa

NHTepdeiic HauaNbHOro 3arpysynka MCMosb3ytoTcA 419 BbINOJHEHUA CMeLManbHbIX NpoLeayp,
TaKMX KaK: OOHOBAEHME NPOrpamMHOro obecneyeHus, yAaseHUe COAEPKMMOro ¢M3L-NamaATH,
BOCCTAaHOBJ/IEHWE Mapo/A, AMArHoCTUKa, 3ajaHuMe CKopocTM paboTbl TepmuHana, pabota c
napameTpamy CTeKa YycTpoicTBa. [ns  ynpaBaeHMs MapameTpamu  Haya/lbHOro  3arpysuyumKa
MCMo/b3yeTca cuctema meHto (Startup menu).

BOWTK B MEHIO MOXKHO BO Bpems CTapTa YCTPOWCTBa, NPepBaB 3arpysky HarKaTMeM KNaBuWLLM
<Esc> wnw <Enter> B TeueHWe OBYX CEKYHZ, NOCae NOABMEHUA CNeAyIOLWero coobLeHus.
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| Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom. |

Bug, 3arpy3o4yHOro meHio:

Startup Menu
Download Software
Erase Flash File
Password Recovery Procedure
Set Terminal Baud-Rate

[ —Y

] Stack menu

[1
[2
[3
[4
[5
[6] Back

Enter your choice or press

'ESC' to exit:

<ESC>.

I

Y o

[na BbIXoAa M3 MEHIO M NPOAOJIKEHMA 3arpy3KM YCTPOWCTBA HaxKMUTe Knasuwy <6> nnbo

Ecam B TeueHune 15 cekyHa (3HaueHMe NO yMoONYaHUIO) He Bbl6paH HU OAUH M3 NYHKTOB
MEHI0, TO 3arpy3Ka YyCTPOWCTBA NMPOAOJIKUTCA. Bpemsa OXUAAHMA MOXKHO YBE/NIUYUTb C
NOMOLLbIO KOMaHZ KOHCONMU

Tabnuua 4.1 — OnucaHue meHio Startup

Ne HazeaHue OnucaHue
Ona 3arpysku nporpammHoro obecneuyeHus ucnonbsyetca npotokon X-Modem. [Mpu
HaXKaTuuM KnaBuwwK <1> Ha KOHCO/b byZeT BbiBeAEHO Ceaytolee coobuieHune:
Download Software
<1> O6HoBNEHME Downloading code using XMODEM.
nporpaMmmHoro . .
o6ecneueHms Tenepb, Korga ycTpoMcTBO rOoTOBO K npuemy ¢alina, Heobxogumo nepenatb ero npwu
nomowm npotokona X-Modem. [Mocne npuema ¢alina ycTPOWCTBO NepesarpysunTca
ABTOMAaTUYECKM.
[aHHas npoueaypa wcnonb3yetcA ANA  yAaNeHWAa  KoHoUrypauuum  ycTpomcTsa.
Ona ypanenus daina HaxaTb KnaBully <2>, NOABUTCA NpeaynpexaeHue (noarsepaure
HayKaTvem Knasuwmu <y>):
Erase Flash File Warning! About to erase a Flash file.
<2> YpaneHue Are you sure (Y/N) ?y
cosepXnMmoro ¢paatu- BeecTv uma paitna KoHourypaumm (B npumepe Huxke, umsa — CDB):
namsaTu Write Flash file name (Up to 8 characters, Enter for none.):CDB
File config (if present) will be erased after system initialization.
[Ona Bo3BpaTta B meHto Startup HaxkaTb knasuwy <Enter>.
==== Press Enter To Continue ====
[aHHas npoueaypa MCNONb3yeTcA ANA BOCCTAHOB/NEHWA YTPAYeHHOro Mapons, OHa
No3BOISIET NOAKNOUYNUTLCA K YCTPOMCTBY 63 napons.
Password Recovery
Procedure Ona BE)CCTaHOB}'IEHMﬂ NaposA HaxaTb KAaBuLWYy <3>, Npu Nocnesyowem NoAKNHYEHUN K
<3> BoccraHoBACHNE YCTPOICTBY Naponb byaeT NpoUrHopnpoBaH.
napons Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [Enter].
==== Press Enter To Continue ====
Mpoueaypa MCNoONb3yeTCa A/1A YCTAaHOBKM CKOPOCTM pPaboTbl TeEpMMHANa (Mo ymonyaHuto
115200 boga).
Set Terminal Baud- [na 3agaHvA HOBOW CKOPOCTM paboTbl TepMMHaNa HaxaTb Knasuwy <5> u BBeauTe
<4> Rate 3HayeHue:
3asiaHme cKopocT Set new device Baud rate: 115200
paboTbl TepMUHaANa
[na Bo3BpaTa B MeHto Startup HaxkaTb Knasuwy <Enter>.
==== Press Enter To Continue ====
Stack menu Ona  yBenuuyeHuMAa KoJiMyecTBa MNOPTOB  KOMMYTATOpa  CyLLeCTBYeT BO3MOMKHOCTb
Pa6oTa ¢ obbeAMHEeHNA YCTPOUCTB B CTeK. B cTek MoxeT ObiTb 06beaMHEeHO A0 8 YCTPOWCTB,
<5> napameTpamu cTeka YyCTpOMCTBO € uaeHTMdMKaTopom 1 6yaeT Beaylwmm, OCTajbHble - BeLOMbIMU.
ycTpoicTea KommyTaTtopbl MES5000 moryT paboTaTb Kak aBTOHOMHO, TaK M B COCTaBe CTeKa.
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Ona naeHTMdMKauMM v yCTaHOBKM pexknma paboTbl YCTPOMCTBA B CTEKE WCMOJb3yeTcs
MeHto cTeka (Stack menu).

[nAa BxoAa B MeHIO CTeKa HaXKaTb Knasuwy <5>:
Stack menu

[1] Show unit stack id

[2] Set unit stack id

[3] Set unit working mode

[4] Back

Enter your choice or press 'ESC' to exit:

OnucaHue Stack menu ykasaHo B Tabnumue Tabauua 4.2

<6> Back [NnA BbIXOZa M3 MEHIO U 3arpy3KM YCTPOMCTBA HAXKMUTE KNasuLy <6>, inbo <ESC>.

Bbixoa, 13 meHto

Tabauua 4.2 — OnucaHne meHto Stack menu, paboTta c NnapameTpamu CTEKa YCTPOCTBA

Ne HaseaHue meHio OnucaHue
Show unit stack id [na npocmoTpa MAaeHTUPUKATOPA YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLy <1>:
NpocmoTp Current working mode is stacking.
<1> WaeHTdMKaTOPa Unit stack id set to 1.
YCTPOICTBA B CTeKe
[nA HasHayeHuA naeHTUPUMKATOPaA YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHaueHwne rae
naeHTMduKkaTopa 3HayeHue oT «1» Ao «8» — HoOMep YCTPOWCTBA B CTEKE,
yCTpONCTBa B CTeKe 3HayeHue «0» - aBTOHOMHbIN peXxMm paboTbl KOMMyTaTopa.

[na Bo3BpaTa B MEHIO CTEKa HaXkKmuTe Knasuiuy <Enter>.
==== Press Enter To Continue ====

[NnA ycTaHOBKM pexnma paboTbl YCTPOMCTBA HAXKMUTE KNaBULLY <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
3HayeHue 1 — aBTOHOMHbIV pPexnm,
3HayeHue 2 — peXxMM CTEKMPOBAHUA.
[na Bo3BpaTa B MEHIO CTEKa HaXkKmuTe Knasuiuy <Enter>.

==== Press Enter To Continue ====

<3> | YcraHOBKa pexuma
paboTbl ycTpoiicTBa

Back [nA BbIXOAA U3 MEHIO HAaXKMUTe Knasuuwy <4>
<4>
Bbixoa, 13 meHto

4.3 Bbibop peXXMma CTeKUpoBaHUA

YCTpoMCcTBO MOXeT paboTaTb B ABYX PEXMMaX — aBTOHOMHOM M pPeKMMe CTeKMpoBaHuA. B
peXnme CTEKMPOBAHUA HECKOJbKO KOMMYTaTOpoB MoOryT 6biTb 06beAuHeHbl B CTeK U
dYHKLUMOHNPOBaATb KaK eauMHoe YCTpoicTBo. o ymonyaHuio KommyTtaTopbl MES5000 paboTatoT B
peXunme aBTOHOMHOrO YCTPOMCTBaA.

Bbibop pexknma paboTbl KOMMYyTaTOPa AOCTYMNEH B MEHIO HaYa/iIbHOrO 3arpysynka.

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

oUW N
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| Enter your choice or press 'ESC' to exit: |

MyHKT [5] - ynpaBneHue ctekom.

Stack menu

1] Show unit stack id

2] Set unit stack id

3] Set unit working mode

4] Back

Enter your choice or press 'ESC' to exit:

B meHto ynpaBaeHnAa CTeKOM AO0CTYNHbI cheayrowmne NyHKTbI:

— [1] — oTobparxkeHne naeHTUdMKaTOPa YCTPOMCTBA B CTEKE;
— [2] — Ha3HauyeHWe naeHTUdMKATOPaA YCTPOICTBA;
— [3] — BbIbOp pexkuma paboTbl ([1] — aBTOHOMHbIN pexkum, [2] — pexkum CTeKMpoBaHUA).

MoapobHee o paboTe YCTPOICTBA B PEXKMME CTEKA MOXKHO Y3HaTb U3 NyHKTA 5.5.

4.4 ba3oBas HaCTPOMKA KOMMYyTaTOpa

Bba3oByl0 HaCTPOMKY KOMMyTaTopa HeobXxoAMMO BbIMOMHWUTL MpeXKae, YeM YyCTpoWncTBo byaet
yCTaHOB/MEHO Ha ceTb. OCHOBHble 3aJayu, KOTOpble pelalTca Mpu npoBedeHUM 6a3oBOro
KOHPUIypupoBaHUs, 3TO HACTPOMKA YAaNEHHOTO AOCTYNa ANA Onpefe/iéHHOro Kpyra nosib3oBaTtenen,
pa3rpaHuYeHne ypoBHeN A0CTyNa Noab3oBaTenein, HacTpolrika MHTepdecoB 1 NPOTOKOI0B A0CTYNa.

OnucaHHas ganee 6a30BaA HaCTPOMKa BKAOYAET:

1. 3agaHue naposa ana nosb3osatens «admin» ¢ MakCMMabHbIM YPOBHEM NpuBuaernin 15.

2. Co3paHue HOBbIX NO/Ib30BaTENEMN.
3. Hactpoitka ctaTuuyeckoro IP-agpeca, Macku NogceT 1 Wk3a No yMoa4aHuio.
4. Hactpoliika nonyyenus IP-agpeca ot cepsepa DHCP.
5. HacTpoitka napameTtpos npotokona SNMP.
V Mpu nepesarpyske YCTPoOiiCTBA BCe HeCOXpPaHeHHble pAaHHble 6yayT yrepaAHbl. OnA
COXpaHeHUA NobbiX BHECEHHbIX U3MEHEHWi B HACTPOMKY KOMMYTaTopa MCnonb3yeTtcs

cnepyoLwan KOMmaHaa:

console# copy running-config startup-config
4.4.1 3adaHue napons 011 nonv3osamensa «admin» u co30aHuUe HOBbIX Nosb3osamerneli

' ‘ Ona obecneyeHus 3alULLEHHOrO BXoga B CUCTEMy Heo6X0AMMO Ha3HAuYUTb Naposib
¥ NpPUBUIErMPOBAHHOMY No/Ib30BaTeNo «adminy.

MmA nonb3oBaTena W Napo/ib BBOAMTCA MPUM BXOAe B CUCTEMYy BO BPeMAa CeaHCoB
aAMWHUCTPUPOBAHMA YCTpOMCTBa. [AA CO34aHMA HOBOrO MNO/b30BaTENs CMCTEMbl MAM HACTPOMKM
noboro M3 napameTpoB — MMEHM MNO/b30BaTenn, Mapoas, YPOBHA NPUBUAETNA, WUCMOJb3YIOTCA
KOMaHZbl:

console# configure
console (config)# username name password password privilege {1-15}
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V YpoBeHb npuBuneruii 1 paspewaer A0CTyn K YCTPOWCTBY, HO 3anpeliaeT HACTPOMKY.
YpoBeHb npuBunerui 15 paspeluaert Kak 40CTyN, TaK U HAaCTPOIKy yCTpoiicTBa.

Mpumep KomaHA, AnA 3ajaHva  nosb3osBatento «admin» napona «eltex» u cosgaHus
NnoJib30BaTesIA «operator» ¢ NaposieM «pass» U ypoBHeM npusuneruii 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.4.2 Hacmpolika cemesbix napamempos docmyna

[N BO3MOMKHOCTU yNpaB/ieHMA KOMMYTaTOpOM M3 CeTU HeobXoAMMO HasHaunUTb ycTpolcTay IP-
agpec, Macky NoAceTn W, B Cayyae ynpasiAeHWs M3 ApYyrov CeTW, W3 No ymondyaHuio. IP-agpec
MOXHO Ha3HauuTb Ntobomy nHTepdeicy — VLAN, pusmyeckomy nopTty, rpynne noptos (N0 yMOAYaHUIO
Ha uHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a
[OJIKEH NPUHAANEeKaTb K TOM e NoACeTH, YTO U 0auH 13 IP-uHTepdeiicoB ycTponcTsaa.

/‘ ] B cayuae ecnm IP-agpec HacTpamBaeTca ana uHTepdeiica GUsnUYecKoro nopra uam rpynnbol
nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOW OH NpUHagaesKan.

V Mpu ypaneHun Bcex IP-agpecos KOMMyTaTopa A0OCTYN K Hemy byaeT ocylecTBAATbCA MO
IP-agpecy 192.168.1.239/24.

= [lpumep KOMaHA HacTpoiku IP-apgpeca ana nHtepderica VLAN 1.
MapameTpbl MHTEpPdelica:

IP-adpec, HazHayaembili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wto3a no ymonvaHuro - 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config) # exit

console#

[ns Toro ytobbl ybeantbea, uto agpec 6ol HasHavyeH uHTepdelicy, BBeaUTe KOMaHAY:

console# show ip interface vlan 1

Gateway IP Address Activity status Type

192.168.16.1 Active static
IP Address Type Status

192.168.25.54/24  static valia
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4.4.3 Mony4yeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca moxeT ucnonb3osatbca npotokon DHCP, B cnyvae ecam B cetu
npucytcTeyeT cepep DHCP. IP-agpec oT cepepa DHCP morKHO nosay4yaTb yepes ntoboi nHtepdelic —
VLAN, ¢dusmnyeckuit nopt, rpynny NopTos.

Mpumep HaACTPOMKM, NpegHasHauYeHHOW AaA NonyvyeHua guHamudeckoro IP-agpeca ot DHCP-
cepsepa Ha uHtepdeice VLAN 1:

console# configure

console (config) # interface vlan I
console (config-if) # ip address dhcp
console (config-if) # exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHAYeH UHTepdENicY BBEAMUTE KOMaHAY:

console# show ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active 1 DHCE
IP Address Type Status
192.168.16.149 /24 DHCP  vValid

4.4.4 Hacmpoiika napamempoe npomokoaa SNMP

YcTpoiicTBO coaepXuT BCTpoeHHoro areHta SNMP 1 noagep»kuBaeT BepcuMuM NPOTOKOAA
v1/v2c/v3. AreHT SNMP noaaep»msaeT Habop CTaHAapTHbIX NepemeHHbIx MIB.

Ona  BO3MOMHOCTM aAMWHUCTPUPOBAHMA YCTPOMCTBA NOCPeACTBOM nNpoTokona SNMP
HeobXxoAMMO co34aTb X0TA Bbl 04HY CTPOKY coobuiecTBa. KommyTatopbl MES5000 noaaeprKMBatoT Tpu
TUNa CTPOK coobLiecTsa:

— ro-—onpegenset OCTYM TO/IbKO Ha YTEHWE;
— rw-—onpeaenaert 4OCTYN Ha YTEHUE W 3aMNuChb;
— su-—onpegenaet goctyn SNMP-agmnHucTpaTopa;

Hanbonee pacnpocTpaHeHo MCNOAb30BaHME CTPOK cooblecTBa public — ¢ AOCTYNOM TONbKO AN
yTeHusa obbekToB MIB u private — ¢ [OCTYNOM Ha YTeHWe U uameHeHue obbektoB MIB. [ns Kaxgoro
coobuiecTBa MOXHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep cospaHua coobliecTsa private ¢ AOCTYNOM Ha YTeHWe U 3anucb U IP-apgpecom cTaHLmm
ynpasneHna 192.168.16.44;

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[Ona npocmoTpa co3aaHHbIX CTPOK coobuiecTBa M HacTpoek SNMP ncnonb3yetca KomaHaa:

console# show snmp
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SNMP is enabled.

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.44
Community-String Group name IP address Mask Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5 HacTtpoiiKa napameTpoB cuctembl 6esonacHocTu

Ona obecneyeHns 6e30NacHOCTM CUCTEMbI UCMONb3yeTca MexaHusm AAA (ayteHTudumKaums,
aBTOpU3aLMA, yyeT). Ans WwndpoBaHUA AaHHbIX UCNOJIb3YeTcA MexaHu3m SSH.

— Authentication (ayTeHTUdUKALMA) — CONOCTaB/AEHNE 3aNpOCa CYLLECTBYIOLLEN YYETHOM
3anucu B cucteme 6e30NacHOCTH.

— Authorization (aBTopu3aumsa, NPOBEPKa YPOBHA AOCTYNa) — COMNOCTaBAEHME YYETHOM
3anucu B cucteme (Npowwealiein ayTeHTUOMKaLMIO) M onpeaenEéHHbIX MOAHOMOUYNNA,

— Accounting (y4éT) — cnexeHue 3a notTpebieHMem pecypcos Nonb30BaTeNeM.

Mpn MCNONBb30BAaHUKN HACTPOEK YCTPOMCTBA MO YMOYaHMIO MMSA Nosib3oBaTena — admin, naponb
He 33gaH. [aponb HasHauyaeTcA nosnb3oBaTenem. B cnyyae ecnn naponb yTpayeH, MOKHO
nepes3arpysntb YCTPOMCTBO U Yepes CEePUMHbIA NOPT NpepBaTb 3arpysKy, HaxaB Knasuwy <Esc> nan
<Enter> B TeyeHue NepBbIX OBYX CEKYHA Nocsie nosBieHMsA cooblieHua asTo3arpysku. OTKpoetcs
MeHIO Startup, B KOTOPOM HYXHO 3anyCTWTb npoueaypy BoccTaHoBfeHMs napons ([3] Password
Recovery Procedure).

Ana obecneueHus nepBOHaqaanoﬁ 6esonacHoCTH napo/sib B CcUCTeMe MOXHO 3a4aTb AON1A
cepBucos:

— KoHconb (nogKkntoueHre yepes cepuiiHbIi NopT);

— Telnet;
— SSH.

4.5.1 YcmaHoeKa naponsa 0414 KOHCoAU

MocnenoBaTeNbHOCTb KOMaHA, NPU KOHOUTYPUPOBAHUN:
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console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line

console

config-line)# login authentication default

console (config-line)# enable authentication default
console (config-line)# password console

(
(
console (config)# line console
(
(
(

B oTBeT Ha npurnailleHne BBECTU Mapo/ib BO BPEMS PerucTpaumm B YCTPOWMCTBE 4yepes ceaHc
KOHCO/1M BBEAUTE Naposib ‘console’.

4.5.2 YcmaHoeka naponsa 0aa Telnet

MocnenoBaTeNbHOCTb KOMaHA, MPU KOHGUTYPUPOBAHUU:

console (config)
console (config)
)

# aaa authentication login default line
# aaa authentication enable default lIine

console (config) # ip telnet server

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

(
(
(
console (config)# line telnet
(
(
(

B OoTBET Ha MpuraaweHvWe BBECTM MNapO/ib BO BPEMSA PErMcTpauumn B YCTPOMCTBE Yepes ceaHc
Telnet BBeaute naponb ‘telnet’.

4.5.3 YcmaHoeka napons ona SSH

MocnefoBaTeNbHOCTb KOMaHA, MPU KOHOUTYPUPOBAHUN:

console (config

aaa authentication login default Iine

) #
console (config)# aaa authentication enable default Iine
) #

console (config

ip ssh server

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

(
(
(
console (config)# line ssh
(
(
(

B oTBET Ha NpuraaweH1e BBECTU NAapOo/b BO BPEMA PErMCTPaLMK B YCTpoICTBe Yepes ceaHc SSH
BBeAuUTE Naposib. B npuseaeHHOM npumepe naponb ‘ssh’.

4.6 Hacrtpownka 6aHHepa

[na yaobcTea aKcnayaTaumm yCTpoOMCTBAa MOXKHO 3a4aTb 6aHHep — cooblieHune, KoTopoe byaeT
BbIBOAWUTHLCA NPU NOMbITKE NOYYEHNA A0CTYNa K YCTPOMCTBY.

console (config)# banner motd ;

Role:

Core switch
Location: Deribasovskaya 10, str.
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5 YNPABJEHUE YCTPOUCTBOM. MUHTEP®EUC KOMAHAHON CTPOKU

5.1 O6wwue cBepeHna 06 nHTeppence KOMaHAHOM CTPOKM

Ona KoHPUrypupoBaHUA HACTPOEK KOMMYTATOpa MCMOJIb3yeTcA YeTbipe OCHOBHbIX peXkuma. B
KaXkOOM peMme [OCTyNneH OnpefeseHHbld CNUCOK KOMaHg. BBOZ CMMBO/IA «?» CAYKUT AOAA
NpocMoTpa Habopa KoMaH4, AOCTYMNHbIX B KaXKAOM M3 pexXMmMoB. [1A nepexosa U3 o4HOro pexnuma B
APYroit UCNonb3yloTca crneunasnbHble KomaHabl. MepeyeHb CYLWECTBYIOWMX PEXKMMOB U KOMaHA, BX043a
B PEXUM:

KomaHOHbIl pexcum (EXEC), paHHbIA peXum OOCTyMNeH cpasy nocae ycnewHoh 3arpysku
KOMMYTaTopa M BBOAA MMEHM MNONb3oBaTens. lMpuUrnaweHme CUCTEMbI B 3TOM PEKMME COCTOUT U3
nMmeHu yctpoiictea (host name) u cumeona “>".

console>

Ecnm ums ycTpoiicTBa He Ha3HaYeHo, TO BMECTO HEro UCNOob3yeTca cNoBo “console”.

Mpuesune2uposaHHbiii kKomaHOHbIl pexcum (privileged EXEC), 5TOT pesknm AOCTYMNeH Npu Bxoae
NPUBUAEIMPOBAHHOIO NONAb30BaTeNA. BXxo4 B pernm fonxkeH 6biTb 06A3aTeNbHO 3alUULLEH NAPOSIEM.
ToNbKO B MPUBUNETMPOBAHHOM pPEXMME AOCTYNHbl KOMaHAbl M3MEHEHMA CUCTEMHbIX MapameTpos
KOMMYyTaTOpa. B npuBMAernpoBaHHOM pexume B CTPOKE MNPUINALIEHUA CUCTEMbI MCMONb3yeTcA
cumBon  «#». Ona nepexosa u3 pexuma EXEC B NpUBMAEIMPOBAHHDLIA PEXMM MOXKET ObiTb
ncnosb3oBaHa KomaHaa enable.

console> enable
enter password:
console#

Pexcum 2n06anbHo20 KoHepuaypupoeaHua (global configuration), paHHbIN  pexum
npegHasHavyeH pgnsa 3agaHua obwuMx HacTpoek KommyTatopa. KomaHgbl pexuma rnobanbHom
KOHUrypaumm AOCTYyMNHbl U3 Nt060ro noapexkMma KoHourypaumm. Bxon B pexum ocyliecTBaseTca
KOMaHOol configure.

console# configure
console (config) #

Pextum KoHgpuzypuposaHua uHmepdeiica (interface configuration), [aHHbLIA pPeEXUM
npefHasHayeH Ana KOHOUrypupoBaHWA UHTepdeicoB (nopT, rpynna noptos, uHTepdeic VLAN)
KOMMYyTaTopa. Bxog, B peMM OCYLLECTBASETCA U3 PeXMma rnobasbHOro KOHOUIrypupoBaHwA, o5
KaXkgoro wuHTepderica cBoel KoMaHZon (B npumepe HUKE KOMaHAA AN BXOAA B PeXUM
KOHoUrypuposaHua nHtepoeica VLAN c VID=1).

console (config) # interface vlan 1
console (config-if)#

Pexcum KoHgu2ypupoeaHua mepmuHana (line configuration), naHHbI pexXum npeaHasHaveH
AN KOHOUTYypMpoBaHMA, CBA3aHHOINO c paboToi TepmuHana. Bxoa B perkMm ocywecTBaAseTca u3
pexuma rnob6anbHOro KoHOUryprMpoBaHums.

console (config)# line {console | telnet | ssh}
console (config-line) #
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/’}_" Ona 6bicTporo Bbi30Ba CMNPaBKU O A[OCTYMHbIX KOMaHAAX MCNoO/b3yiiTe KOM6UHauuio
Knasuw «SHIFT» u «?».

5.2 ®unbTpaumnsa coobeHnii KoMmaHAHOM CTPOKMU

®dunbTpaumna coobLLeHU NO3BOAET YMEHbLINTL 00bEM AaHHbIX, OTObparkaembix B OTBET Ha
3anpocbl MNosb30BaTens M 0b6nerdynMTb MNOUCK Heobxogumol uHdopmauun. Ona  duabTpaumm
nHbopmauum Tpebyetca 106aBUTb B KOHEL, KOMaHAHOW CTPOKU CMMBOA “|” 1 MCcnonb3oBaTb OAHY U3

onumii GuAbTPaLUN, NePeYUCIEHHbIX B Tabauue.

Tabanuya 5.1 — Onumn duabTpaymm Npm oTobparkeHUN JaHHbIX

Onyuu

Aelicmeue

begin pattern

BbIB6MpaeT CTPOKK, NepBble CMMBOJIbI KOTOPbLIX COOTBETCTBYIOT WaboHy pattern

include pattern

BbibupaeT Bce CTPOKM, coaepKalume wabnoH

exclude pattern

BbIBOAMT BCE CTPOKM, He cogepsKalme WwabaoH

= [lpumep MCcNonb30BaHMA pUAbTPaLUN:

| console# show running-config | begin interfaces

5.3 basoBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console>

Tabnnua 5.2 — basoBble KOMaHAbl, JOCTYMNHblE B perkmme EXEC

KomaHoa

3HayeHue/
3HaYeHue no
YMOAYAHUIO

Aelicmeue

enable [priv]

priv: (1..15)/15

MepekntounTbcs B MPUBMAETMPOBAHHbLIN  pexxum  (ecam
3HayeHue He YKa3aHo — TO YpoBeHb npusuaernii 15).

login - 3aBepLUEHME TEKYLLEM CECCUN U CMEHA NO/Ib30BaTeNS.
exit - 3aKpbITb aKTUBHYIO TEPMUHABHYIO CECCUIO.
help 3anpoc cnpaBo4yHOM WHPOpmMauumM o paboTe uMHTepodeica

KOMma H,CI,HOI\/'I CTPOKK

show history

MNokasaTb ucTopuio
TepMMHaﬂbHOﬁ ceccun.

KOMaHA, BBeAEeHHbIX B  TeKyleWn

show privilege

MNokasaTtb YpOBEeHb I'IpMBVI}'IEFVIVI TeKyuw,ero nosnb3osaTtena.

terminal history

-/ GYHKUMA BKAOYEHA

no terminal history

BK/I10UNTb QYHKLMIO COXPAHEHUA UCTOPMM BBEAEHHbIX KOMaHZ,
ONA TeKyLwen TepMUHANbHOMN ceccum.

BbikntounTb d)yHKLIMlO COXpaHeHnAa UCTopun BBeAEHHbIX
KOMaHA ana TeKyIJJ,eﬁ TepMMHaﬂbHOﬁ ceccun.

terminal history size size

size: (10..216)/10

no terminal history size

M3meHnTb pasmep Gydepa UCTOPUM BBEAEHHbIX KOMaHA ANA
TeKyLLel TePMMUHAIbHOW CECCUM.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

terminal datadump

-/ BbIBOZ, CNpaBKu
pasgenseTca no
CTpaHMLam

no terminal datadump

BbiBeCTM cnpaBkM Mo KomaHgam 6e3 paspgeneHusa Ha
CTpaHuubl (pasfeneHve BbiBOAA CNPaBKM MO CTpaHWLAm
OCYLLEeCTBNAETCA CTPOKoM: More: <space>, Quit: g, One line:
<return>).

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

show banner [motd | login |

exec]

OTobparkaeT KoHbUrypauuto 6aHHepoB.
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KomaHObl pexcuma privileged EXEC

Tabanuya 5.3 — basoBble KOMaHAbI, 4OCTyNHble B pexume privileged EXEC

KomaHoa

3HayeHue/
3HaYeHuUe no yMoa4YaHuIo

Aeiicmeue

disable [priv]

priv: (1..15)/1

BepHyTbCA B HOPMasibHbI PEXUM M3 MPUBUIErMPOBAHHOTO
(ecnv 3HaueHMe He yKa3aHo — TO YpOBEHb NpuBUAErnii 1).

configure [terminal]

MNepeinTn B peKMm KOHOUTYpPUpPOBaHUA.

debug-mode

MepeiTn B pexuMm OTNaZKM (KOMaHAA AOCTYMHA TOAbKO ANA
NPUBUAETMPOBAHHOrO NOJ/b30BaTeNs).

KomaHObl, docmyrnHble 80 8CeX pexumMax KOHpuU2ypuposaHus

3anpoc KOMaHAHOM CTPOKM MMeeT OANH U3 CAeAYIOWNX BUAOB:

console#

console (config) #
console (config-line) #

Tabnnua 5.4 — basoBble KOMaHAbI, [OCTYMHbIE BO BCEX PEXMMAX KOHPUTYypUpPOBaHMA

KomaHoa 3HavyeHue Aelicmeue

exit ) BbiiTn 13 noboro pexxnma KOHGUrypuMpoBaHMA Ha YpPOBEHb
Bbille B Mepapxun komang, CLI.

end i BbIiTM 13 noboro pexknma KOHGUrypupoBaHMA B KOMaHAHbIM
pexum (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro yposHa (EXEC) u3 ntoboro
peXnma KoHPUrypuposaHus.

help - BbIBOAMT CpaBKy N0 UCNO/b3yeMbIM KOMaHAaM.

KomaHOb1, docmynHbie 8 2106A716HOM pexcume KOH@U2ypuposaHUsg

3anpoc KoOMaHAHOM CTPOKU MMEEeT Caeayolmii BUA,:

console#

console (config) #

Tabauua 5.5 — ba3oBble KOMaHAbI, AOCTYMHbIE B PEXUME KOHPUIYPUPOBAHUA

KomaHda

3HauyeHue

Aeiicmeue

banner motd d
message_text d
no banner motd

3apaTb TEKCT coobuieHna motd (coobuieHunn Tekywero gHs), 1
BK/IOUMTb BbIBOA, HA SKPaH.

- d - pasgenutens;

- message_text — TeKcT coobuieHns (B cTpoke fo 510
cumBonos, obuee 2000 cmmBonos).

banner exec d
message_text d
no banner exec

3agaTb TeKCT coobuieHna exec (Npumep: nosib3oBaTesb
YCMELHO BOLWe B CUCTEMY), M BKAKOUYUTL BbIBOZ HA IKPaH.

-d- pasgenutens;

- message_text — TeKcT coobuieHmsa (B cTpoke fo 510
cumBonos, obuiee 2000 cmBoOB).

banner login d
message_text d

no banner login

3apgaTb  TeKcT  coobuweHusa  login  (MHbOpMmaLMOHHOE
coobleHne, KoTopoe oTobBpakaerca nepes BBOAOM MMEHM
Nonb30BaTeNs M NAPOAA), U BKAKOUUTb BbIBOA Ha IKPaH.

-d - pasgenutens;

- message_text — TeKcT coobLieHus (B cTpoke fo 510
cumBonos, obuee 2000 cmBonos).
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KomaHObI, 0ocmyriHbie 8 pexcume KOHgU2ypuposaHUsa mepmMuHand

3anpoc KOMaHAHOW CTPOKM B PEXMME KOHPUIYPUPOBAHUA TEPMMUHANA UMEET Ceay oMl BUA;

console (config-line) #

Tabnnua 5.6 — basoBble KOMaHAbI, AOCTYMNHbIE B PEXKMME KOHPUIYPUPOBaHUA TEPMUHANA

no exec-banner

3HayeHue/
KomaHda 3HauyeHue no Aeiicmeue
YMOAYAHUIO
. BK/IlOUUTD HKUMIO  COXPaHEHMS UCTOPUM  BBEAEHHbIX
history $yHKL, p P il
KOMaHa,
-/ GyHKUMA BKAKOUEHA
. BbIKNOUNTL  OYHKLUMIO COXPAaHEHUA UCTOPUM  BBEAEHHbIX
no history
KOMaHa,
history size {size} (0.216)/10 N3meHunTb pasmep bydepa NcTopun BBeAEHHbIX KOMaHA,
no history size h YCTaHOBUTL 3HAYEHME NO YMONYAHMIO.
BK/IIOUMTL BbIBOZ, MPUBETCTBEHHbIX COOBLLEHMI TUNa «motd»
motd-banner
(coobuieHms TekyLwero gHA).
-/BKAtOYEH 5 s 6 "
bIK/IOYUTb BbIBOZ, WHPOPMAUMOHHBIX COOBLLEHN TUNa
no motd-banner A pmau W
«motd».
login-banner BKNOUMTL BbIBOA, NPUBETCTBEHHbIX CO0bLLeHNit login.
- -/ BKNOYEH —
no login-banner BbIK/HOYMTb BbIBOA NPUBETCTBEHHbIX CO0bLLEHN login.
exec-banner BKNOUMTL BbIBOA, NPUBETCTBEHHbIX COODOLLEHUI exec.
-/ BbIKAtOYEH

BbIKNOUMTL BbIBOA, NPUBETCTBEHHbIX C006|J.I|EHMI7I exec.

5.4 KomaHpabl ynpaB/ieHUA cucTemon

KomaHOb1 pexcuma EXEC

Tabnunua 5.7 — KomaHabl ynpaBneHus cuctemoi B pexkmme EXEC

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBoN0B;
size: (64..1518)/64 baitr;
count: (0..65535)/4;
timeout: (50..65535) /2000
MC

KomaHga cayxut pna nepegaum 3anpocos (ICMP  Echo-
Request) npotokona ICMP ykasaHHOMY Y31y CeTH, a TaK Ke ANA
KOHTpO/IA nocTynatowmx oteeTtos (ICMP Echo-Reply).

-A.B.C.D -IPv4-agpec y3na cetu;

- host — LomeHHoe nms y3na ceTu;

- size — pasmep nakeTa ANA OTNpPaBKM, Ko/auyectBo 6anT B
nakerte;

- count — KO/IMYeCTBO MaKeTOB A/1A Nepesayu;

- timeout — BpemaA 0XXugaHua oTeeTa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F|host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBonOB;
size: (68..1518)/68 baiiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHga cnyxut pna nepepauu 3anpocos (ICMP  Echo-
Request) npotokona ICMP yKasaHHOMY y3/1y CETW, a TaK e,
ANA KOHTpoAA noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F -IPv6-agpec y3na cetu;

- host — fomeHHoe nms y3na cetu;

- size — pa3mep nakeTa ANA OTNPaBKM, KoauyectBo 6anT B
nakerte;

- count — KOIMYEeCTBO MNAKETOB A/1A Nepeaayu;

- timeout — Bpema oXuagaHua oTeeTa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl tt/]

[count count] [timeout
timeout] [source ip_address]
[tos tos]

host: (1..158) cumBonos;
size: (64..1518)/64 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;
tos: (0..255)/0

OnpepgeneHvie mapwpyta Tpaduka [0 y31a HasHayeHua. -
A.B.C.D - IPv4-agpec y3na ceTu.

- host — fomeHHOe MM3A y3na ceTu;

- size — pasmep nakeTa ANA OTNpPaBKW, KoauvecTBo OavT B
nakere;

- ttl — MakcMmanbHOe KONMYEeCTBO YHacTKOB B MapLLpYTe;

- count — KOJIMYeCTBO MOMbITOK Mepesayn nakeTa Ha Kaxaom
yyacTke;

- timeout — Bpema oXnAaaHWA oTBETa Ha 3anpoc;
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- source — IP-agpec uHTepderica KommyTaTopa, MCNO/b3yembli
ANA nepesayn NakeTos;
- tos — T1n cepBuCca, NepeaaBaemblil B 3arooBke npoTokoa IP.
OnucaHne oOWMK60K NpU BbINOJHEHUU KOMAHA M
V pe3ynbTaToB NpuBegeHo B Tabaunuax 5.9, 5.10

traceroute ipv6

{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source ip-
address]

host: (1..158) cumBonoB;
size: (66..1518)/66 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;
tos: (0..255)/0

OnpegeneHne mapwpyta TpaduKa [0 y3na HasHayeHus. -
A.B.C.D.E.F - IPv6-agpec y3na ceTtu.

- host — fomeHHOe MMA y3na ceTu;

- size — pasmep nakeTa ANA OTNPaBKW, KOJMYecTBO 6aiiT B
nakere;

- ttl — MakcMmanbHOe KONMYEeCTBO y4acTKOB B MapLLpYTe;

- count — KO/IMYeCTBO MOMbITOK Mepefayn nakeTa Ha KaxkAom
yyacTke;

- timeout — BpemsA OXXMaaHUA oTBeTa Ha 3anpoc;

- source — IP-agpec uHTepderica KoOmMyTaTopa, UCNO/b3yeMbIi

{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

[tos tos]
ONA nepefayum NakeTos;
- tos — TMN cepsuca, NnepesaBaemblii B 3arosoBke NnpoTokona IP.
OnucaHue oOWKWGOK NpPU BbINOJHEHUM KOMAHA, WU
V pe3ynbTaToB NpuBegeHo B Tabauuyax 5.9, 5.10
OTkpbiTe TELNET-ceccumn ans ysna cetu.
-A.B.C.D -IPv4-agpec y3na cetu;
telnet - host — LomeHHOe nms y3na cetu;

- port — TCP-nopT, Nno KoTopomy paboTtaeT cny»kba Telnet;
- keyword — kntoueBoe cnoBo.
1 OnucaHue cneumnanbHbiX KomaHpg Telnet u Knrouesbix
V CNoB npuBepeHo B Tabamuyax 5.11, 5.12

resume [connection]

(1..4)/nocneaHss
yCTaHOB/IEHHasA ceccun

MNepekntoveHne Ha apyryto yctaHoBneHHyo TELNET-ceccuto.
- connection — Homep ycTaHOB/NEHHOM telnet-ceccuu.

show cpu counters

MpPOCMOTP CHETYUMKOB NMAKETOB LLEHTPANbHOIO NpoLeccopa.

show users

OTobpakeHne MHOGOPMALMU O NONb30BATENAX, UCMONb3YIOLLUX
pecypcbl ycTpolicTea.

show sessions

OTobpakeHne mHbopmaumm 06 oTKpbITbix TELNET-ceccuax K
yAaNeHHbIM YCTPOMCTBAM.

show system

OTobparkeHne CUCTEMHON MHPOPMALIMM KOMMYTATOpPA.
- unit — HOMep YCTPOWMCTBa B CTeKe (4NA KOMMYyTaTopa,
paboTatollero B aBTOHOMHOM peXume, Mapametp He

[unit unit]

[unit unit] ncnonbsyerca).
l NapameTtp [unit unit] npu BbINONHEHMM KOMaHAbI
H BOCTYMNEH TO/IbKO B PeXXUMe CTEKMPOBaHMUS.
. OTobpakeHne TeKyleh BEpPCUMM CUCTEMHOrO MNPOrPaMMHOIo
show version - P it P . porp
obecneyeHus, paboTaloLLero Ha ycTpoicTse.
OtobparkeHue 3arpy3kun pecypcos namatm TCAM (TpexmepHas
afpecyemas namaTb).
e . - unit — HomMep YyCTpoiCTBa B CTeKe (4na KommyTaTopa
show system tcam utilization P ycmp (A v Pa,
(1..8)/- paboTatowero B aBTOHOMHOM pexume, napameTp He

show mac address-table
mode

ncnonbsyerca).

Napametp [unit unit] npu BbINOAHEHUM KOMaHAbI
. BOCTYNEH TO/IbKO B PeXXMMe CTEKUPOBAHMUA.
OTobparkeHne  TeKyWMX  HACTPOeK  AAMHbI  LLemoyvKu

xawmposaHna MAC-afpecoB U HaCTPOEK, NPMMeHseMbIX nocne
nepesarpysku.

KomaHOb! pexcuma privileged EXEC

3anpoc KomaHAHoOM cTPpokM B pexkume privileged EXEC umeeT cnegytowmin sua;:

console#
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Tabnnuya 5.8 — KomaHabl ynpaBneHus cuctemon B pexkmme privileged EXEC

3HayeHue/ 3HayeHue no .,
KomaHoa / Aelicmeue
YMOAYAHUIO

show cpu utilization -
LeHTpaNbHOro npoveccopa.

OTOob6parkeHne CTaTUCTMKM MO YPOBHIO 3arpy3ku pecypcos

clear cpu counters - O6HyNeHne CHETYMKOB NAKeTOB LLEHTPaNbHOMO npoLeccopa.

yCTpoOWcTBa.

show system id

OtobpaxkeHne WHPOPMALMM  CUCTEMHOW  MAEHTUDUKALUK

o1 o
- unit” — Homep YCTpoWcTBa B CTeke (419 KommyTaTopa,

[{management|ipv6|802.1x|
port|fdb| multicast|port-
mirroring|spanning- -
tree|vlan| network-
security| ip-addressing|
qos-acl }]

L (1..8)/- paboTalolwero B aBTOHOMHOM peXWMe, MapameTp He
[unit unit] ncnonbsyerca).
Mapametp [unit unit] Npu BbINONHEHMM KOMaHAbI
H AOCTYNEH TONbKO B PeXKMME CTEKMPOBAHUA.
show system defaults OTobparkeHne 3aBOACKMX HACTPOEK YCTPOIICTBA

OTtobpaxkaeT ucnosnbszosaHme TCAM (Ternary Content

show system tcam utilization -
4 z Addressable Memory)

= [lpumep UCNONb30BAHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Type Esc to abort.
1 192.168.25.1 (192.168.25.1) <20 ms <20 ms <20 ms
2 router.eltex.loc. (172.16.0.1) <20 ms <20 ms <20 ms

3 * * *

Tracing the route to eltex.com. (212.2.32.5) from , 30 hops max, 40 byte packets

Tabanuya 5.9 — OnmcaHue pes3ynbTaToB BbINOJHEHUS KOMaHAbI traceroute

Mone OnucaHue
1 MopsAKOBbIN HOMEpP MapLIPYTM3aTOPa B NYTU K YKa3saHHOMY Y371y CETU.
gateway.eltex CeTeBoe MMA 3TOr0 MapLipyTM3aTopa.
192.168.1.101 IP-agpec aToro mapuwpyTtmsaTopa.

Bpems, 3a KoTopoe naket 6bl1 NepeaaH v BepHy/CA OT MapLipyTM3aTopa.

0 msec 0 msec 0 msec .
YKasbIBaeTca ANA KaxKA0M NonbITKK nepeaadn naketa.

an BbIMNONIHEHNUM KOMaHAbl traceroute moryT I'IpOVI3OVITM OLIJVI6KI/I, onucaHue oLwmnbokK

npueeneHo B Tabauue

Tabnnua 5.10 — OwmbKKU Npm BbINOJHEHUM KOMaHAbI traceroute

Cumeon owubKu OnucaHue

TaimayT Npu NonbITKe Nepeaayn naketa.

? HewnssecTHbIV TUN NaKeTa.

ALMWHUCTPATUBHO HegocTyneH. O6bIYHO NPOUCXOAUT NpU 6AOKMPOBAHUK
ncxoasauero TpaduKka no npasunam B Tabanue gocrtyna ACL.

TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.

Y3en cetm HeaoOCTynNeH.

CeTb HegoCTynHa.

v |2 | M

MpoToKON HegoCTYNEH.
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NCTOYHMK NnoaaBieH.

McTekno Bpems NOBTOPHOM COOPKKN PpparmeHTa.

OwnbKa ncxoaalLero mapLupyTa.

CcCluv|=o|O

MopT HeaoCTyNEeH.

MporpammHoe obecneuyeHne Telnet KommyTtaTopoB MES5000 noaaeprkMBaeT cneuyanbHble
KOMaHAbl — GYHKUMM KOHTPOAA TepMMHana. [na BXo4a B PEXMM CNeumanbHblX KOMaHZ BO Bpems
aKkTMBHOM Telnet-ceccum ncnonb3yeTtca KOMBMHALMA Knasuww Ctrl-shift-6.

Tabnuua 5.11 — CneumanbHble KomaHabl Telnet

CneyuanvHaa KOMAaHOd Ha3HauyeHue
AN Mepeanatb no telnet paspbiB coeguHEHUA.
AN Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h MNepeaatb no telnet yganeHue cumsona (EC).
AN o Mepenatb no telnet npekpalyeHue BbiBoga (AO).
ARt Mepepnatb no telnet coobuweHune «Are You There?» (AYT) ana KoHTponn
NoaKNtoYeHNA.
ANy Mepenatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peKMM KOMaHAHOMN CTPOKMU.

TaK*Ke BO3MOXKHO UCMNO/Ib30BaHME A0NOJAHUTENbHbIX OI'ILI,MI‘;I npu OTKPbLITUN Telnet-ceccuu:

Tabauua 5.12 — Kntouesble C10Ba, UCNOAb3YeMble MpU OTKPbITMKM Telnet-ceccnm

Onyusa OnucaHue
/echo JlokanbHo BKAo4aeT dyHKUMIo echo (NnogaBneHMe BbiBOZa Ha KOHCOJIb).
/quiet He gonycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneveHus Telnet.

/source-interface

OnpeagensneT HTEPDENC-UCTOUHMUK.

/stream

BkntoyaeT 06paboTKy NOTOKa, KOTOPbLIN paspellaeT HesawmueHHoe TCP-
coeamHeHne 6e3 KOHTpoAA nocnegoBaTenbHocTel Telnet. MoTokoBoe coegnHeHMe
He obpabaTbiBaeT Telnet-onumMmn 1 MoOXKeT MCNOb30BATLCA A/1A MNOAKAOYEHUS K
nopTam, Ha KOTOPbIX 3anyLLeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP)

NMB0o Agpyrve NPOTOKObI, He ABaAlowmeca Telnet-npoTokonamm.

KomaHOb1, docmynHbie 8 pexcume 2106a716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKM B perkume rn1o6anbHOro KOHGUrypruposaHna MMeeT cneayiowmit

BUA:

console (confiqg) #

Tabauua 5.13 — KomaHap! ynpaBieHNa CUCTEMOM B pesKume rnobanbHOro KoHGUIrypuposaHma

KomaHda

3HayeHue/ 3HayeHue no

elicmeue
YMOAYAHUIO A

hostname name

no hostname

KomaHpa CNYyXUT ONA 3a4aHUA CETEBOro UMeHU yCTpOVICTBa.

(1..160) cumsonos/- -
BepHyTb CETEBOE MMSA YCTPOMCTBA B 3HAUYEHME MO YMONYAHMIO.

service
cpu-utilization

no service
cpu-utilization

PaspelieHne ycTpoOWCTBY NPOrpPamMmMHO M3MepATb YpPOBeHb
3arpysKu pecypcoB LLeHTPaNbHOro NpoLLeccopa KOMMyTaTopPa.

3anpeTuTb YCTPOMCTBY NPOrPaMMHO  M3MepsATb  YPOBEHb
3arpysKu pecypcoB LLeHTPaNbHOro NpoLLeccopa KOMMyTaTopPa.

service cpu-input-rate

Paspewntb yCcTpOWCTBY NPOrpammHO WM3MEpPATb CKOPOCTb
Bxogawero Tpaduka, ob6pabaTbiBaEMOro  LEHTPasabHbIM
NpOLLEeccopoM KOMMYTaTOPA.

-/disabled
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no service cpu-input-rate

3anpeTuTb YCTPOWCTBY MNPOrpamMmHO M3MepsATb  CKOPOCTb
Bxogawero Tpaduka, ob6pabaTbiBaEMOro  LEHTPasabHbIM
NpoL,EeccoOpom KOMMYTaTopa.

service cpu-rate-limits
traffic limit pps

traffic: http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping, web-
auth, igmp-snooping, mld-
snooping, sflow, log-deny-
aces, ptp, other

YcTaHOBKa OrpaHUYeHUit CKOPOCTU BXoAaAaWwnx dpenmos ana
onpeaeneHHoro Tuna Tpaduka.

- traffic — Tun TpaduKa;

- PpPS — KONIMYECTBO NAKETOB B CEKYHAY.

pps: (8..1024)
reset-button {enable | HacTtpoiika peakuun KommyTaTopa Ha HaXkaTue KHonku F.
disable| reset-only} - enable — npu HaxkaTUM Ha KHOMKY AJIUTENBHOCTbIO MEHee
10 ¢ NponcxoauT nepesarpyska yCTPOMCTBa; NMPU HaXKaTUKM Ha
-/enable KHOMKY AnuTenbHocTbto 6onee 10 ¢ npoucxogut cbpoc

YCTPOWCTBA A0 3aBOACKOWN KOHOUIrypauuu;
- disable — He pearnpoBaTb (OTKAtOUEHA);
- reset-only — TonbKO Nepesarpyska.

mac address-table lookup-
length length

no mac address-table
lookup-length

length: (1..8)/3

YCTaHOBUTbL OJ/IMHY UEMOYKM X3WupoBaHua Tabavubl MAC-
aapecoB. PeanbHOe KO/MMYECTBO afpecoB B LENoYyke —
length*4. W3meHeHue p[AUHbI NPOU3OMAET TONbKO Mocne
nepesarpyskv KommyTtaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

5.5 PaboTa KommyTaTopa B peXXMme CTeKUPOBaHUA

Ctrek MES5000 ¢yHKUMOHMPYET KaK egMHOe YCTPOMCTBO M MOMKET COCTOATb M3 8 YCTPOWCTB,
UMEIOLNX CAeaytowme poan, onpeaensiemblie X nopaakosbimmu Homepamu (UnitiD):

=  Master (UnitlD ycTpolictBa 1) — BeayLiuii KOMMYTaTOpP, OH YNpaBaseT BCeMU
YCTPOMCTBAMM B CTEKe.

=  Backup (UnitlD ycTpolicTBa 2) — pe3epBHbIi BeayLlwmii KommyTaTop. Ecnm B cTeke
NPUCYTCTBYET U KOPPEKTHO PYHKLMOHMpPYeET ycTpoicteo ¢ UnitlD 1, To STOT KommyTaTop
ABnAeTCcA Nnog4YMHeHHbIM. Mpu Bbixoae M3 cTposA master-kommyTtatopa backup 6epeT Ha
cebs ponb BegyLero ycTpoicTea. B npouecce paboTbl NPONCXOAUT CUHXPOHU3ALMA
startup-koHourypaumm mexagy master n backup.

= Slave (UnitID ycTpoiicTs oT 3 A0 8) — ycTpoiicTBa, noaymHawoLlmMecs master. He moryT
paboTaTb B aBTOHOMHOM pexkume (ecnm otcyTcTByeT master u backup).

B pexnme ctekmpoBaHMa Kommytatopbl MES5148 n MES5248 ncnonb3ytoT noptol XG47 n XG48
ONA nepefaun cnyKebHoi WHPOPMALUKM U TPAH3UTHOTO TpadMKa MeKAy KOMMYTAaToOpamMu CTeKa.
Bo3mMOXHbI ABe TOMOAOMMM MNpU O0b6BEAMHEHUM YCTPOMCTB B CTEK — KOJbLEBas M JIMHENHas.
PekomeHAyeTcA MCNOb30BaTb KOJIbLEBYHO TONOOTUIO A1A NOBbILLIEHUA OTKA30YCTOMYMBOCTM CTEKA.

KomaHOwbi pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT cieayowmii BUa,:

console#
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Tabnunua 5.14 — basoBble KOMaHAbl, 4OCTYMHbIE B

pexume privileged EXEC

3HayeHue/
3HaYeHue no YyMoA4YaHUIo

KomaHoa

Aelicmeue

OTobparkaeT MHbopmMaumto 06 yCTPOMCTBAX, BXOAALLMX B CTEK.
Mpu BBOAE KOMaHAbl 6e3 napameTpa oTobpakaeTca KpaTkas

show unit [unit_id] unit_id: (1..8) MHpopMauma 060 Bcex yCTPOIMCTBAX CTeKa.
Mpy  yKasaHuu «unit_id» oTtobparkaetca noapobHan
MHbopMaLMa 0 BbIBpaHHOM YCTPOMCTBE.
o o KomaHgaa ¢ A nepesanycKa ycTponcTaa.
reload [unit unit_id] unit_id: (1..8) MaHAa CAYKNAT AN1A NEpesanycKa yerponcr

- unit_id — Homep ycTponcTBa B cTeke.

Tabnuua 5.15 — KomaHapl pexxuma rnobasnbHoro K

oHbUrypUpoBaHuA

3HayeHue/ 3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

stack master unit unit (1..2)/ HeT Beaywero

yCTpoicTBa

no stack master unit

HasHauyeHue BeayLLEro yCTPOMCTBa B CTEKE.
[aHHas KoMaHZa AO0CTYMNHA TO/IbKO B PEXMME CTEKMPOBAHMUA.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switch current_id current_id: (1..8)/-

HasHauyaeT HOBbIN HOMeEp yCTPOMCTBA «new_id» KommyTaTopy
¢ Homepom «current_id». KomaHga moxeT bbiTb
MCNoO/Nb30BaHa TO/IbKO Ha BeAyLleM YCTPOMCTBE CTeKa.

no stack display-order

renumber new_id new_id: (1..8) . . .
CmeHa HOMepa ycTpoicTBa NPOM3ONAET Nocsie nepesarpysku
3TOro ycTpoiicTaa.

stack display-order top P MN3meHseT nopafoK 0TObparkeHUs yCTPOMCTB B CTEKE

unit-id bottom unit_id unit_id: (1..8)/- PAA P yerp '

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

= [lpMmep ncnonb3oBaHUA KOMaHAbl show unit:

console# show unit 1

Topology is Chain

Software: 2.2.4

Unit: 1

MAC address: ag8:£9:4b:87:4b:40
Master: Forced.

Product: MES-5248.

Uplink unit: 3 Downlink unit: 3.
Status: master

Active image: image?2.

Selected for next boot: image2.

Stack image auto synchronization is disabled
Unit Num After Reset: 1

Tabnnuya 5.16 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHAbl «show unit»

Mone OnucaHue
Unit NaeHTudmKaTop BbIbBpPaHHOro yCTPOMNCTBa
MAC address MAC-agpec KommyTaTopa
Master PaspelueHune cTaTb BeAyLMM YCTPOMNCTBOM B CTeKe
Product OnucaHve Moaenu KoMmmyTaTopa
Uplink unit NaeHTudmKaTop KoOMmyTaTopa, NoAKAoueHHoro K nopTy Uplink (XG47)

Downlink unit

NaeHTudmKaTop KOMMyTaTopa, NOAKAHEeHHOro K nopTy Downlink (XG48)

Status

Tekywwan poib KOMMyTaTopa B CTEKe

Active image

AKTUBHbIN 06pa3 MO

Selected for next boot

O6pas MO, KoTopbl ByaeT aKTUBHbLIM MOC/e nepe3arpysKku

Topology

TeKyLLasa TononoruaA cTeka - chain (Leno4yka) uau ring (KonbLo)

Unit Num After Reset

NpeHTUdGMKATOP KOMMYTaTOPa, KOTOPbIV NPUMEHUTCA NOC/e Nepesarpysku
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'_ YcTtpoiictBa ¢ ognHakosbimu UnitiD He moryT paboTaTb COBMECTHO B 04HOM CTeKe.

5.6 Pab6orta c paiinamu

5.6.1 OnucaHue ap2ymeHmoe KOMaHO

Mpu ocyuwiecTBieHUN onepauuin Hag ¢anamu, B KayecTBe apryMmeHTOB KOMaHA, BbICTynarT
agpeca URL — onpegenntenn mectoHaxoxaeHma pecypca. OnmcaHme KAyeBbiX CN0B, MCNOAb3yeMbIX
B onepauuax, npMseaeHo B Tabauue 5.17.

Tabnunua 5.17 — CNMCcoK KAtoYeBbIX CI0B U UX ONUCcaHne

Knioyesoe cnoeo

OnucaHue

flash://

McxofHbl  agpec WAM  agpec MecTa HasHauyeHus A/1A 3HeproHe3aBMCMMOM NamATw.
JHeproHesaBMcMMan NamaTb UCMOJb3YeTCA Mo yMoaYaHuio, ecamn agpec URL onpegeneH 6es
npedukca (npedumkcamum senatotcs: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KoHoUrypaumm.

startup-config

®alin nepBoHavanbHOM KOHUIrypauuu.

Ecnun ncxoaHbin paiin — aaHHbIN 06pa3 akKTUBHbIN.

image M N o
Ecnv yganeHHbi Gainn — aaHHbIM 06pa3 He aKTUBHBIN.

boot 3arpysouHbliit daia.
McxopHbI agpec nnu agpec mecra Ha3HayeHuA ona TFTP-cepBepa.

tftp:// Cuntakcuc: tftp://host/[directory] /filename.

’ host — moxeT 6biTb |IPv4-agpecom, IPv6-agpecom wuan ceTeBbIM MMEHEM YCTPOMCTBA,

directory — katanor, nanka, filename — uma ¢davina.

xmodem: UcxoaHbi agpec dpaiina npy Mcnosb3oBaHMM NPOTOKONA X-modem Mo nocsiegoBaTesibHOMyY

) COeMHEHMIO.
unit://member/ startup- KoHourypaunoHHbIi gpaiin, ncnonbayemblit Npu 3anycke ycTponcTBa.
config member — moxeT 6bITb IP-afpecom uau ceTeBbiM UMEHEM YCTPOWCTBA B CTEKE.

unit://member/ image

®aiin cuctemHoro MO Ha yCTPOWCTBE UM HA OAHOM U3 YCTPOMCTB CTeKa. [11A KonMpoBaHua ¢
BEAYLLEro yCTpoiCTBA Ha BCE OCTaflbHble MOAY/IN MOXHO B 3/leMEHTe member NCnoNb30BaTb
«*»,

member — MmoXeT 6bITb IP-agpecom nan ceteBbim UMEHeM yCTpOﬁCTBa B CTeKe.

3arpy3ouHbit pain Ha yCTPOMCTBE UM HA OAHOM M3 YCTPOMCTB CTeKa. a8 KONUPOBaHUSA C
BeAyLLEro yCTPOMCTBa Ha BCE OCTa/ibHble MOAYNN MOXKHO B 31eMeHTe member UCnonb30BaTb

unit://member/ boot *
«r»,
member — moxeT 6bITb IP-aapecom Unm ceTeBbiM MMEeHeM YCTPOICTBA B CTeKe.
null: MycToe mecTo HasHauyeHus Ana Konuit unu dainos. MoKHO KONUPOBATL yaaNneHHbIn dain K
’ nycToMy yKasaTento, YTobbl onpesenunTb ero pasmep.
logging dalin c uctopuelt KomaHa,
unit://member/ backup- Pe3epBHbIit paitn KOHPUrypaL MK Ha YCTPOMCTBE UM HA O4HOM M3 YCTPOMCTB CTEKA.
config member — MoXeT 6bITb IP-afpecom nau ceTeBbiIM MMEHEM YCTPOICTBA B CTEKe.

5.6.2 KomaHObI dnsa pabomel ¢ gpalinamu

KomaHabl ana p360TbI C d)aﬁﬂaMVl AOCTYNHbI TOZIbKO NPUBUNIETNPOBAHHOMY NOJ/1Ib30BATEIO.

3anpoc KomaHAHoM cTpoku B pexkmume Privileged EXEC umeeT cnegytowmii sua;:

console#
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Tabnnuya 5.18 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

copy source_url
destination_url [snmp]

copy source_url image

copy source_url boot

copy source_url running-
config

copy source_url startup-
config

copy running-config
destination_url

copy startup-config
destination_url

source_url:
(1..160) cumsonos;

destination_url:
(1..160) cumsonos;

KonupoBaHue ¢atna M3 MECTOMNONOKEHUA WCTOYHUKA B
MECTOMO/IOMKEHNE Ha3HaYeHUs.

- SNMp — UCNO/Ib3YeTCA TO/IbKO KOraa KonvpoBaHue
ocyuiecTeaseTca u3/B startup-config. Cneunduumnpyet
MCMNONb30BaHWE MCXOA4HOMO afpeca Uau agpeca mecTa
Ha3HauyeHua B popmate SNMP;

- source_url — mecTononoxeHue Konvpyemoro ¢aiina;

- destination_url — appec mecTa HazHauyeHus, Kyga dann byger
CKOMMPOBAH.

Konuposanne ¢aina cuctemHoro MO ¢ cepsepa B
3HEeproHe3aBUCMMYIO NaMATb.

KonuposaHue  3arpysoyHoro ¢aiina ¢ cepBepa B
3HEpProHe3aBUCMMYIO NaMATb.

KonuposaHue daiina KoHdUrypaumm c cepsepa B TEKyLLyHO
KOoHbUrypaumio.

KonupoBaHne daiina KoHdurypaumum C cepBepa B
nepBOHaYanbHYO KOHdUrypauuio.

CoxpaHeHwue TeKyLen KoHbUrypauumn Ha cepsepe.

CoxpaHeHWe nepBOHaYabHOW KOHPUTypaLMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TeKylleh KoHoUrypauum B NepBOHAYaNbHYIO
KOHPUrypaumtio.

copy running-config file

CoxpaHeHue TeKyllel KoHGUrypaumm B 3afaHHbIN pe3epBHbI
dain KoHduUrypauuu.

copy startup-config file

CoxpaHeHWe nepBOHaYasbHOW KOHOUIypaumm B 3aLaHHbIN
pe3epBHbIi Gpann KoHPUrypaumm.

copy running-config
backup-config

CoxpaHeHWe TeKyulel KoHdurypauum B pe3epBHbIN dann
KOHUrypaumu.

copy startup-config
backup-config

CoxpaHeHWe nepBOHaYa/sbHOW KOHOUIypauuu B pesepBHbIN
daiin koHburypauum.

dir

OTobparkaeT cnucok ¢ainos Bo GpA3W-NamaTm

more {flash://<file> |
startup-config | running-
config | <file>}

file: (1..160) cumeonos

OTobparkaeT cogeprkmmoe daiina.

- startup-config — otobparkaer cogeprkumoe daiina
nepBoHaYaNbHOM KOHOUIYpaumu;

- running-config — oTobpaskaeT cogepkmmoe daiina Tekyen
KOHUrypaumu;

- flash:// — oto6paraet daitnbl ¢ USB flash-Hakonuteneit;

- file — uma daiina.

®aiinbl otobpaxkatotca B popmare ASCII, 3a
e MCKNloYeHnem image, KoTopble oTobparatoTcs B
WecTHaguaTepuyHom dpopmare.
*.prv ¢aiinbl He oTo6parkatoTca.

delete ur/

Yaanenve paiina c Gnaw-namaTv ycTpomcTBa.
daiinbl *.prv, image-1 n image-2 He MmoryT 6bITb yAaneHbl.

delete startup-config

YaaneHus ¢aina nepBoHa4vanbHOW KOHGUIypaumu.

boot system
[unit unit] {image-1|

Onpegenset ¢ainn cuctemHoro MO, KoTopbi byaeT 3arpy»keH
npu 3anycke.

image-2} unit: (1..8) - unit — HOmep YCTpoMcTBa B CTeKe (A4NA KOMMyTaTopa,
paboTalolwero B aBTOHOMHOM peXume, MNapameTp He
ncnonbsyercs).

show running-config - OTobparkaeT cogepxumoe paina Tekywen KoHPUrypaumm.

show startup-config OTobpaxaeT  cofepxumoe  daina nepBOHaYaAbHOM
KOHbUrypauuu.

show bootvar [unit unit] MokasbiBaeT aKTMBHbIN daitn cuctemHoro MO, KoTopbiin

. CTPOICTBO 3arpyKaeT Npu 3anycke.
unit: (1..8) yerp Py P ¥

- unit — HOMep YCTpOMiCTBa B CTeKe (4NA KOMMYyTaTopa,
paboTalolwero B8 aBTOHOMHOM peXume, MNapameTp He
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ncnonbsyerca).
Mapametp [unit unit] npun BbINONHEHUUM KOMAHADI

! AOCTYNEeH TO/IbKO B peXXume CTeKupoBaHuA

rename url new_url

N3meHeHne nmeHu daina.
url: (1..160) - url — Terywee uma daiina;
- new_url — HoBoe umsa daina.

CyuiecTBYIOT HEKOTOpble HeaonyCcTUmble KOMOGMHAUMM MUCTOYHMKA f[aHHbIX M MmecTa
e Ha3HauyeHuA. Henb3A KONMPOBaTb B C/1IeAYIOWMUX CAYUaAAX:

€C/IM UCXOAHBbIN ¢aiin 1 ¢pailn HasHAYEHUA — OAUH U TOT e Ppann;

xmodem He moxeT 6biTb agpecom HasHaueHus. Mo X-modem c agpeca
MCTOYHMKA ¢aitn moxKeT 6biTb CKONMPOBaH TONbKO B ¢aiin cuctemuoro MO,
B 3arpy30u4Hbliii ¢paiin unm K Hynesomy ykasartesnto (null);

cepsep TFTP He moXKeT 6bITb UICTOYHUKOM U NPUEMHUKOM AAHHbIX B O4HOMU
KOMaHAe KONUMpoBaHus;

*_prv ¢dainbl He MoryT 6bITb CKONUPOBaHbI;

KonupoBaHue K/OT YCTPOMCTB cTeKa, paboTalowmx B BeAOMOM pexume,
BO3MOMKHO TONbKO Ana ¢aiina cuctemuoro MO u 3arpysouHoro ¢aitna.

Tabnunua 5.19 - OnncaHMe NPU3HAKOB KOMMPOBAHUA

lpusHak

OnucaHue

BocKkauuaTeNbHbIM 3HaK 03HAYaEeT, YTO NPOLLECC KONMPOBAHUA UAET YCMNELLHO.
KasKablii BOCKNMLUATENbHbIN 3HAK YKa3blBAET Ha YCMNELLHY0 Nnepeaady AecaTy
naketos (512 6alATOB KaxKabll).

TouKa 03HayvaeT, 4YTo Nnepegava 610Ka AadHHbIX NpowWwaa HeyaayHo, 6yp,eT
npeanpunHATa NOMNbITKa I'IOBTOpHOﬁ nepeaayun.

[pumepbl UC0/16308AHUA KOMAHO.

Ypanutb ¢ann test ns sHeproHesaBUCUMON NAMATH:

console# delete flash: test

Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPHKAEHUA ¢a171n 6YAET yYAaneH.

5.6.3 KomaHObl 019 Hacmpoliku pe3epeuposaHUs KOHgpuU2ypayuu

B AaHHOM pasaene onucaHbl KOMaHAbl HACTPOMKKN pe3epBUPOBaHMA KOHUIypaLumum no Tanmepy
WU NPU COXPaHEHUU TeKyLlen KoHburypaumm Ha flash-Hakonutens.

KomaHObI, docmynHbie 8 pexcume 2106asbH020 KOHGU2YpUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU B perKume r106anbHOr0 KOHOUIYPUPOBaHUA MMEET CaeaytoLnii

BUA:

console (config) #

Tabnnuya 5.20 — KomaHAabl ynpaBaeHUa CUCTEMOW B pexume rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3HauyeHue/ 3HayeHue no

elicmeue
YMOAYAHUIO A

backup server server

no backup server

3agaeT TFTP-cepBep, Ha KOTOpbIN ByaeT Npor3BoAUTLCA
pe3epsupoBaHue KoHoUrypauun. Ctpoka B popmate
«tftp://XXX XXX XXX XXX ».

YpanseT cepsep ANS pe3epBUMpPOBaHUS.

server: (1..22) cumBonos
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backup path path

no backup path

path: (1..128) cumsonoB

YKa3blBaeT nNyTb pacnosioxeHus dalina Ha cepeepe U npedpuKc
daiina. Mpu coxpaHeHnn K npedukcy byaet gobasnatbes
TeKylan gata v Bpema B popmare rrrrmmaaq4mMmmcec.

Ypanset nyTb AN pe3epBrpoBaHUs.

backup time-period timer

no backup time-period

timer: (1..35791394)
MUH/720 MUH

YKa3blBaeT NPOMEKYTOK BPpEMEHM, N0 UCTEYEHUW KOTOPOTo
6yAeT ocyLecTBAATLCA aBTOMATUYECKOe pe3epBnpoBaHmne
KoHbUrypauum.

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHMUIO.

backup auto

Bk/touaeT aBTomaTUYecKoe pe3epsBrpoBaHme KoHbUrypaLmm.

no backup write-memory

/disabled
no backup auto YcTaHaBMBAaET 3HaYEHUE MO YMONYAHUIO.
. Bk/ilo4aeT pesepBuMpoBaHnA KOHOUIYpaLMM NPU COXpPaHeHMM
backup write-memory . Pesepsanp durypay p p
/disabled nonb3osaTenem KoHdurypaumum Ha flash.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

Tabnunua 5.21 — KomaHabl ynpasneHus cuctemont B pexkume Privileged EXEC

KomaHoa

Aeiicmeue

show backup

OtobparkaeT MHGOPMALMIO O HACTPOWKaxX pe3epBMPOBAHMA KOHOUTYpPaLMK.

5.7 Hactpoiika cucteMHOro BpemeHu

/ ABTOMATMYECKUII nepexos Ha NeTHee BpPeMSsl OCYLLEeCTBAAETCA B COOTBETCTBUM CO
craHaaptamu CLUA v EBponbl. Kpome TOro, BO3MOXXHO NepeKkaoyeHne Ha IeTHee Bpemsa U
o6paTHO B 3aAaHHble B KOHPUTypaLMuM MOMEHTbI.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmii BuAa;

console#

Tabnuua 5.22 - KomaHapl HaCTPOIKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

Py4Has ycTaHOBKa CUCTEMHOrO BpeMeHW (KoMaHAa AOoCTymnHa
TO/IbKO ANA MPUBUAETMPOBAHHOIO NOb30BaTENSA).

- hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;

- day — peHb; month — mecau; year — rog,

clock set hh:mm:ss day
month year

hh (0..23), mm(0..59),
ss (0..59), day (1..31);
month (Jan..Dec);
year (2000 —2037)

clock set hh:mm:ss month
day year

show sntp configuration - MokasbiBaeT KoHbUrypaunio npotokona SNTP.

show sntp status - MNMoKa3sbiBaeT cTaTyc npoTtokona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexknme EXEC numeet cneayowmin Bua;

console>

Tabnunua 5.23 - KomaHAabl HACTPOMKU CUCTEMHOTO BPeMeHU B pexnme « EXEC»

KomaHoa 3HaveHue Aelicmeue

show clock MNoKasbiBaeT cMCTEMHOE BPeMSA U AaTy.

- JononHutensHo 0T06pa)KBET napameTpbl 4YaCoBOro nodca u
nepexoa Ha 1eTHee Bpema.

show clock detail

46 Ethernet-kommymamopsi cepuu MES5000



HELTEX

KomaHOb1, docmynHbie 8 pexcume 2106a716H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B perKMme r106anbHOro KOHGUIrypupoBaHUA MMeeT caeayowmi

BUA;

console (config) #

Tabnnua 5.24 — CnMCOK KOMaHA, ANA HACTPOMKU CUCTEMHOTO BPEMEHU B pexume rnobanbHoro

KOHPUIypupoBaHUA
3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymoa4aHuro
Mcnonb3oBaHue BHelWHero NCTOYHWUKa ana YCTaHOBKMU
clock source {sntp} .
-/BHELIJHVIVI NCTOYHUK HEe CUCTEMHOIO BPEMEHMN.
MnCcnonb3yeTca 3anpeu.|,aeT Mcnonb3oBaHUe BHeLWHero UCTOYHUKa Aana

no clock source

YCTAHOBKWN CUCTEMHOIO BpeEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

zone onucaxue go 4
CMMBO/10B/ HET ONMMCaHUA
30HbI
hours_offset
-12..+13/0;
minutes_offset (0..59)/0;

no clock timezone

YcTaHaB/MBaeT 3Ha4YeHWe YacoBOro NoAca.

- zone — cnoso, chopMMpoBaHHOE U3 Nepsbix OyKB
C/IOBOCOYETAHMSA, KOTOPOE OHO 3aMEHSAET (ONMCaHNe 30HbI);
- hours_offset —yacoBoe cmelleHne OTHOCUTENbHO HYNEBOTO
mepuamana UTC;

- minutes_offset — MMHYTHOE CMelLLleHWe OTHOCUTENIbHO
Hynesoro mepuanaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

clock summer-time zone
date date month year hh:mm
date month year hh:mm

[offset]

clock summer-time zone
date month date year hh:mm
month date year hh:mm

[offset]

zone (1..4) cumsona/ Het
OMMUCaHMA 30HbI

week (1..4, first, last);

clock summer-time zone
recurring {usa|eu| {week day
month hh:mm week day
month hh:mm}} [offset]

day (mon..sun);
date( 1..31);
month (Jan..Dec);
year (2000 ..2097);
hh (0..23), mm (0..59);
offset(1..1440)/60 muH;

Mo ymonuaHuio nepexog,
Ha fleTHee Bpems
BbIK/IIOYEH

no clock summer-time

3apaeT pgaTy M BpemA A/19 aBTOMaTMYECKOro nepexofa Ha
NeTHee Bpems M Bo3BpaTa obpaTHO (A4na onpeaeneHHoro
roga).

MepBbiM B KOMaHAEe YKa3blBaeTcA OMMCaHWE 30Hbl, BTOPbIM
BpeMA ANA Nepexona Ha fieTHee Bpemsa U TPeTbMM Bpema Aas
BO3BparTa.

- zone — cnoeo, chopMMpPOBaAHHOE U3 NepBbIX BYKB
CNOBOCOYETaHMA, KOTOPOE OHO 3aMeHAET (onncaHune 30HbI);

- date —uncno;

- month — mecsau;

- year —rog;

- hh —yacbl, mm — MUHYTbI;

- offset — KONMYECTBO MUHYT, A06aBAAEMbIX NPU Nepexone Ha
NeTHee Bpems.

3afaeT paty U Bpems 44 aBTOMaTUYecKoro nepexofa Ha
NeTHee BpeMs M BO3BpaTa 06paTHO B PeXKMME eXeroHo.

- zone — cnoBo, CGOPMMUPOBAHHOE U3 NepBbIX BYKB
CNIOBOCOYETaHMA, KOTOPOE OHO 3aMeHAET (OnMcaHue 30Hbl);

- USa — YCTaHOBWUTb NPaBWa NeEPEXOa Ha NeTHee BPEMS,
ucnonbsyemblie B CLUA (nepexos BO BTOpOe BOCKpPeCeHbe
MapTa, 06paTHO B NepBoe BoCKpeceHbe HORbpHA, B 2 Yaca yTpa
Mo MECTHOMY BpeMeHMU);

- eu — yCTaHOBMTb NpaBuK/ia Nepexosa Ha ieTHee Bpems,
ucnonb3yemble EBpocoto3om (nepexos B nocnegHee
BOCKpeceHbe mapTa, 06paTHO B NocnefHee BOCKPeCeHbe
oKTAGpPA, B 1 Yac yTpa no MpuHBMYY);

- hh —4acbl, mm — MUHYTbI;

- week — Hepens mecaua (MOXeT NPUHMMATL 3HaYeHusA: 1-4,
nepeas, NnocnesaHan);

- day — feHb Hepenw;

- month — mecsau;

- offset — KonnMuyecTBO A06aBAAEMbIX MUHYT NPU Nepexoae Ha
NeTHee Bpems.

OTKANOYaeT aBTOMATUYECKUIA nepexo Ha neTHee Bpems.

sntp authentication-key
number
md5 value

number
(1..4294967295);
value (1..8) cumsonos;
Mo ymonyanumio

no sntp authentication-key
number

npoBepKa NOA/IMHHOCTU
OTK/NKOYEeHa

YcTaHaBAUBaeT Katou npoBepKn NOANNHHOCTU ANA NPOTOKO/1a
SNTP.

- number — HOMEP K/o4a;

- value — 3Ha4YeHue Kaova.

Ypanaert KNtod NpoBepKU NOANMHHOCTY AnA npoTtokoaa SNTP.

Ethernet-kommymamopei cepuu MES5000

47



HELTEX

sntp trusted-key key _number

no sntp trusted-key

(1..4294967295);
Mo ymonyanumo
npoBepKa NoA/IMHHOCTH

. - TpebyeT  npoBepk NoA/IMHHOCTH N nosnyvyeHua
sntp authenticate /nposepka peoy POBEPKY A A v
NOA/IMHHOCTU He nHdopmauum ot NTP-cepeepos.
no sntp authenticate TpebyeTca YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
key_number OcyLuectBnsaeT NPOBEPKY NOAMHHOCTU CUCTEMBI, OT KOTOPOM

CUHXPOHU3MpYeTCA ¢ NnomolLubio SNTP no 3agaHHOMY KAouy.
- key_number — HoMep KAtoya.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

no sntp anycast client enable

key_number OTK/tOYEHa
sntp client poll timer seconds seconds (60 .. 86400) YctaHaBauBaeT Bpems onpoca ana SNTP-kaneHTa.
no sntp client poll timer /1024 YCTaHaBAMBaeT 3Ha4YeHME MO YMOMYAHMIO.
sntp broadcast client enable PaspewaeT paboTy wupokoselaTenbHbix SNTP-KAnMeHToB.
no sntp broadcast client -/3anpeluero
YcTaHaBAMBaEeT 3HaYeHME NO YMOIYAHUIO.
enable
Paspewaetr paboty SNTP-kAneHTam, NOAAEPKUBAOLMM
sntp anycast client enable METO/, PAaCcCbI/IKU MaKEeTOB, MO3BOJIAIOWMIA NOCLINATL AaHHble
-/3anpeleHo

6aukaviemMy yCTPOMCTBY U3 rpynnbl NoayyaTenen

YcTaHaBAMBaEeT 3HaYeHUe no YMOYaHUIO.

sntp client enable

{ tengigabitethernet te_port
| port-channel group|

vlan vian_id}

te_port: (1..8/0/1..48);

Paspewaetr paboty SNTP-kAneHTam, NOAAEPKUBAOLMM
METOZ, PACCbIIKWM NAKEeTOB, MO3BOMIAIOLWMIA NOCbINATL AaHHbIE
6aunKalWwemy yCTPOMCTBY M3 rpynnbl NoJsiyyaTesnel, a TaKKe
WwupoKoBewaTesibHbiM  SNTP-kaneHTam pgns  BblbpaHHOro
nHTepodelica.

no sntp unicast client poll

group: (1..8); - noapobHoe onucaHne MHTepdencoB M3N0XKEHO B pasaene
vlan_id: (1..4094) «KoHdurypuposaHue nHtepdelicos».
no sntp client enable /3anpelueHo
{ tengigabitethernet te_port
YcTaHaBAMBaeT 3HaYeHMe NO YMOIYaHUIO.
| port-channel group|
vlan vian_id}
sntp unicast client enable /sanpeweno Paspewaet paboTty oaHoaapecHbix SNTP-KnMeHTOB.
no sntp unicast client enable pety YcTaHaB/MBaeT 3HaYeHWE N0 YMONYAHUIO.
. . Paspelaer nocnefoBaTebHbIM onpoc 3afaHHbIX
sntp unicast client poll p A P A
-/3anpeleHo oaHoagpecHbIx SNTP-cepsepos.

YcTaHaBAMBaeT 3HAYEHNE MO YMOSYAHUIO.

sntp server

{ipv4_address | ipv6_address
|{ipv6_link_local_address }
%{vlan {integer} | ch {integer}
| isatap {integer} |
{physical_port_name}}|
hostname}

[poll]

[key keyid]

no sntp server {ipv4_address
| ipv6_address |

{ipv6_link _local_address}%
{vlan {integer} | ch {integer} |
isatap {integer} |
{physical_port_name} }|
hostname}

hostname: (1..158)
CMMBO/IOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address - IPv4-agpec y3na cetu;
- ipv6_address - IPv6-agpec y3na cetu;
- ipv6z_address - IPv6z-aapec y3na cetv ana ping.
dopmart agpeca
{ipv6_link_local_address}%f{interface_name};
ipv6_link_local_address — nokanbHbI IPv6 agpec KaHana;
interface_name —nmsa ncxopawero nuHTepderica 3agaercs B
cnepyowem popmare:
vlan {integer} | ch {integer} | isatap {integer} |
{physical_port_name}
- hostname — LOMeHHOE UMA y31a ceT;
- poll — BKntoyaeT onpoc;
- keyid — vaeHTUPMKaTOP Katouva.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.

sntp port
port_number

no sntp port

port_number:
(1..65535)/123

Onpepensetr UDP-nopt SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeweHo

PaspelwaeT nonyyeHne TakMX AaHHbIX KaK 4acoBON MOAC M
netHee Bpemsa ot DHCP-cepsepa.

3anpewaeT NO/JyYeHUs TAKWUX OaHHbIX KaK 4acoBOW NoAC MU
netHee Bpems ot DHCP-cepsepa.
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KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

3anpoc KOMaHAHOM CTPOKU B pexnme KOHPUrypupoBaHUsa UHTepdeiica MMeeT cieayowmii BuA;:
console (config-if) #

Tabnuua 5.25 — CNUCOK KOMaHA, AN HAaCTPOMKM CUCTEMHOIO BPEMEHW B PEXXUME KOHPUIYPUPOBAHUSA
nHTepdelica

3Ha4yeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

KomaHda

PaspewaeT paboty SNTP-KAMeHTy, KOTopbili NoaaepKuBaeT
METO/, PaCcCbINKWU NAKEeTOB, MO3BOMAIOLWMIA NOCbINATL AaHHbIE
sntp client enable ycTpolicTey 6amKalwemy M3 rpynnbl NoayyYaTenei, a Takxke
-/3anpeuyeHo
wnpokosewatenbHomy SNTP-KAMEHTYy Ha HacTpavBaemom
nHTepodeiice (Ethernet, port-channel, VLAN)

no sntp client enable YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT0b6pa3nTb CUCTEMHOE BPEMA, AATY U AaHHbIE MO YaCOBOW 30HE:

console# show clock detail

*21:27:33 UTC Jan 1 2010
No time source

Time zone:
Offset is UTC+O0

= 334aTb A4aTy M BpemMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OTt06pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is unsynchronized

Unicast servers:
Server Status Last Response Offset Delay
[mSec] [mSec]

Anycast server:

Server Interface Status Last Response Offset Delay
[mSec] [mSec]
Broadcast:
Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMA CUMHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHui
oTBeT nosay4yeH B 05:47:01, HecoBNaZEeHME CUCTEMHOTO BPEMEHM C BPEMEHEM Ha CEPBEPE COCTaBWU/IO
7.23c.
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5.8 KoHdurypuposaHue nntepdeiicos

Y

Y

5.8.1

B 3aBMCMMOCTM OT TOr0 B KaKOM pexKume paboTtaeT KOMMYTaTop — aBTOHOMHO WaU B
COCTaBe CTeKa, U3MeHAeTcA BMA 3anucu ans uHtepdeirca Ethernet. Mpu aBTOHOMHOI
pabote 3anucb ana uHrepdeiica umeer sug: 1/0/N, rge N — Homep uHTepdeiica; npu
pabote B coctaBe cTeKa 3anucb ana untepdeiica umeer sug: K/0/N, rae K — Homep
ycTpoictBa B cteKe, N — Homep uHTepdeiica. Bbibop pexkuma paboTbl KommyTaTopa
onucaH B nyHKTe 4 MeHio Startup.

3HaueHMe Macku moxeT 6biTb 3anucaHo mbo B popmarte X.X.X.X, nnbo B popmare /N,
rae N — KonnyecTso eauHUL, B ABOUYHOM NpeacTaB/lieHUU MACKU.

Mapamempeol Ethernet-uHmepdeiicoe u uvmepgpeiicoe Port-Channel

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica (Ouana3oHa uHmepgelicos)

console# configure

console (config)# interface { tengigabitethernet te port|port-channel
group|range {..}}

console (config-if) #

[aHHbIA peXnum [OCTyneH U3 penuma KOHOUIypupoBaHWA W NpefHasHayeH AnA 3afjaHuA

napameTpoB KoHdUrypaumm nHtepdeica (nopta KommytaTopa UAM FPynnbl NOpPTOB, paboTalolmx B
pexume pasgenieHus Harpysku), inbo amanasoHa nHTepdeiicos.

Bobibop unmepdpelica ocywecTBAAETCA NPU NOMOLLM KOMaHA;:

interface tengigabitethernet te_port — nna HacTponku uHTepdelicos Ethernet;
— interface port-channel group — ans HacTpoliKK rpynnbl KaHanoB.,

roe

—  group — NOpPsAAKOBbIA HOMEp rPynMbl KAHAN0B NPUHUMAET 3HaYeHuA (1..8);
te_port — nopagKoBbIit Homep MHTepdeiica Ethernet, 3agaetca 8 Buae: 1..8/0/1..48.
3anucb uHTepodeiica

1..8/0/1..N

HOMEp YCTPOICTBA B CTEKE HOMep caoTa Homep UHTepdelica

KomaHZbl, BBeAEeHHble B peXMme KOHOUIYpuMpoBaHMA WHTepdeica, NpuUMeHAoTcA K

BblOpaHHOMY MHTepdeicy.

Hu)Ke npuBedeHbl KOMaHAbl ANA BXO4A B PEMMM HACTpoMnKu gecatoro Ethernet-unHtepdeiica

NepBoro yCTPOWCTBA B CTEKE U BXOAA B PEKMM HACTPOMKK rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #
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Bbi6op ouana3oHa uHmepdgeiico8 ocyLLecTBASETCA NPU MOMOLLM KOMaHA,:

— interface

range tengigabitethernet portlist - ONA  HAcTPOWKM AuManasoHa
nHTepdelicos;
— interface range port-channel grouplist — pna HacTpoliku Bcex rpynmn nopTos.

KomaHabl, BBeAEeHHble B AaHHOM pexume, NPpUMEeHAKTCA K Bbl6paHHOMy Anana3soHy

nHTepdelicos.

Huxke npuBeaeHbl KOMaHAbl A1 BXOAA B PEXMM HaCTPOMKM AnanasoHa Ethernet nntepdeicos
c 1 no 10 n gns BxoAa B PEKMM HACTPOMKM BCEX FPYNMN NOPTOB.

console# configure
console (config)# interface range tengigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config)# interface range port-channel 1-8
console (config-if) #

Tabnnuya 5.26 — KomaHabl pexkxMma KoHourypmuposaHus nHtepdeiicos Ethernet n Port-Channel

KomaHda

3HayeHue/3HaveHue no
YMOAYAHUIO

Aeiicmeue

shutdown

no shutdown

-/BKAOYEH

BbIkNOUNTL KOHOUTYpUpyemblit MHTepdeic (Ethernet, port-
channel).

BkntounTb KoHbUTypUpyembli MHTepdeiic.

description descr

no description

(1..64) cumsonos/
HeT onucaHus

[o6aBuTb onncaHme nHtepoeiica (Ethernet, port-channel).

Ypanutb onucaHue nHTepdeica.

no flowcontrol

speed mode 3apaTb CKOPOCTb Nepesayn faHHbix (Ethernet, port-channel).
1000, 10000 d
no speed YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
3apaTb pexum ynpasneHuna notokom flowcontrol (BKAOUMT,
OTK/OYMTb  WAM  aBTOCOr/NacoBaHue). ABTOCOrnacoBaHue
flowcontrol mode flowcontrol paboTaeT TOABKO B CAyyae, €CAU  pPeEXUM
on, off, auto

aBTOCOr/1aCOBaHMA negotiation BKAOYEH Ha HacTpauBaeMom
nHtepoerice (Ethernet, port-channel).

OTKAIOYUTDL PEXUM YNpaBaeHUA MOTOKOM.

switchport dotlq
ethertype ingress stag
{ add tpid_list| remove
tpid_list }

no switchport dotlq
ethertype ingress stag

tpid_list: (0..ffff (hex))/
8100

[o6asuThb tpid_list B Tabnnuy naeHtmpuratopos VLAN.
- tpid_list — cnucok 3HayeHuit nons TPID. MaKCUMyM MOXKHO
324aTb 6 3HAYEHWIA.
’ 3HaueHne TPID He [ONXKHO coBMagatb ¢
H 3ape3epBUPOBAHHbIMW HOMEpPaMK NPOTOKOI0B MU
6bITb MeHbLLE MUHMMANbHOrO pasmepa.

Yaanute tpid_list s Tabanubl nugeHtudmkatopos VLAN.

switchport dotlq
ethertype egress stag tpid

no switchport dotlq
ethertype egress stag

tpid: (0..ffff (hex))/TPID He
MeHseTca

3ameHuTb MeTKy TPID B MCXoasawWwmMx ¢ AaHHOro uHTepdeiica

nakeTax.

’ 3HaueHne TPID He AomKHO coBnagatb ¢

g 3ape3epBUPOBAHHbIMU HOMEPaAMU NPOTOKOJIOB UK
6bITb MeHbLUE MUHUMAJIbHOIO pasmepa.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHOUTypnpoBaHua HTepdeiica:

console# configure
console (config) #
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Tabnnuya 5.27 — KomaHabl pexkmma obumx HacTpoek nHTepdeicos Ethernet u Port-Channel

no errdisable recovery
cause { port-security |
dotlx-src-address | acl-
deny | stp-bpdu-guard |
stp-loopback-guard }

KomaHda 3HaueHue Aeiicmeue
PaspewaeTr KommyTaTopy paboTatb C ¢ppelrimamu 6Honblioro
pasmepa.
. 3HaueHne maximum transmission unit (MTU) no
port jumbo-frame V -
ymonyaHuio 1628 6aiit.
-/3anpeuyeHo
V Hactpoiika BCTynuMT B cuay TOAbKO nocne
nepesarpysku yCTPOMUCTBa.
no port jumbo-frame 3anpewaetr KommyTaTopy paboTatb ¢ ¢pelimamn 6onbLioro
pasmepa.
BKNOUMTL aBTOMATUYECKYHO aKTUBaLUIO nHTepdeiica nocne
€ro OTK/II0YEHUA B CAIEAYIOLLMX CYYanX:
errdisable recovery cause - port-security — HapyLweHue 6esonacHoCcTM a4aa port security;
{ port-security | - dotlx-src-address —He npoxoxaeHue ayTeHTUOUKaumu,
dotlx-src-address | 0CHOBaHHOW Ha MAC-afpecax nosib3oBaTenei;
acl-deny | - acl-deny —He cooTBeTcTBME cnuckam gocTyna (ACL);
stp-bpdu-guard | - stp-bpdu-guard — akTuBauma 3awmtel BPDU Guard
stp-loopback-guard } -/3anpeweHo (nepenaya HecaHKLMOHUPOBaHHOTO Naketa BPDU yepes

nHTepdeiic);
- stp-loopback-guard — o6HapyxeHue netensb.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400}/300
CeKyHA,

YCTaHOBUTb BPEMEHHOW WHTEpBan AaAa aBTOMATUYECKOro
NOBTOPHOIO BK/OYEHUS UHTepdelica.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxknme EXEC:

console#

Tabnnuya 5.28 — KomaHab! pexkmma EXEC

KomaHda

3HavyeHue

Aelicmeue

clear counters

C6poc cTaTUCTUKK A/ BCex MHTepdencos.

clear counters
{ tengigabitethernet te_port}

te_port: (1..8/0/1..48);

Cbpoc cTaTucTnkK ans Ethernet-nopra.

clear counters port-channel
group

group: (1..32}

C6poc CTaTUCTUKM ANA rpynnbl NOPTOB.

set interface active
{ tengigabitethernet
te_port}

te_port: (1..8/0/1..48);

AKTUBUMPYET NOPT, BbIK/AOYEHHbIN KoMaHaou shutdown.

show interfaces
configuration
[tengigabitethernet te_port |
port-channel group]

te_port: (1..8/0/1..48);
group: (1..32)

Moka3aTb KoHdUrypaumio uHTepdeiicos.

show interfaces mtu
{ tengigabitethernet te_port}

te_port: (1..8/0/1..48)

MokaszaTtb 3HavyeHne MTU Ha uHTepdelicax.

set interface active port-
channel group

group: (1..32}

AKTUBMpPYET KOMaHAaoM

shutdown.

rpynny MopToB, BbIK/JOYEHHYIO

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPOECOoB.
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show interfaces status
{ tengigabitethernet
te_port}

te_port: (1..8/0/1..48);

MokasaTtb cocTosHue Ethernet-nopTa.

show interfaces status port-
channel group

group: (1..32}

Moka3aTb cocToAHME rpynnbl NOPTOB.

show interfaces advertise

MokasaTb MapameTpbl aBTOCOr/NAacoOBaHWA, 0bbABAEHHbIE ANA
BCEX MHTepdencos.

show interfaces advertise
{ tengigabitethernet
te_port}

te_port: (1..8/0/1..48);

MokasaTb MapameTpbl aBTOCOr/AacOBaHWA, 0bbABAEHHbIE ANA
Ethernet-nopra.

show interfaces advertise
port-channel group

group: (1..32)

MokasaTb MapameTpbl aBTOCOrNAacoBaHWA, 0bbABAEHHbIE AnA
rpynmnbl NOPTOB.

show interfaces description

MoKa3aTb oN1caHUA Bcex MHTepdencos.

show interfaces description
{ tengigabitethernet
te_port}

te_port: (1..8/0/1..48);

MokasaTtb onucaHue Ethernet-nopta.

show interfaces description
port-channel group

group: (1..32)

MokasaTb onncaHue rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY A1A BCeX MHTepdeiicoB.

show interfaces counters
{ tengigabitethernet
te_port}

te_port: (1..8/0/1..48);

MokasaTtb ctatnuctuky ans Ethernet-nopra.

show interfaces counters
port-channel group

group: (1..32}

MoKa3aTb CTaTUCTUKY AN1A TPYNNbl MOPTOB.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKe 41 BCex HTepdeicos.

show interfaces utilization
[tengigabitethernet te_port |
port-channel group]

te_port: (1..8/0/1..4);
group: (1..12)

MoKasaTb CTaTUCTUKY NO HarpysKke ansa Ethernet-untepdeiica

show ports jumbo-frame

Moka3aTb HacTPOMKy jumbo-frames B KommyTaTope.

show errdisable recovery

MokasaTb HACTPOIKM aBTOMaTUYECKOM

aKTUBaLMKM UHTepdeiica.

ona NOBTOPHOM

show errdisable interfaces
[tengigabitethernet te_port |
port-channel group]

te_port: (1..8/0/1..48);
group: (1..32)

MokasaTb NPUYKUHY OTKAOYEeHUs uHTepdeiica/uHTepdeincos un
COCTOAHME aBTOMATUYECKON aKTUBaL MW,

[pumepbl 8bINOAHEHUS KOMAHO.

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link

Port Type Speed control State Port Mode
tel/0/1 10G-Fiber -- - Down Trunk
tel/0/2 10G-Fiber -- - Down Trunk
tel/0/3 10G-Fiber 1000 Off Up Access
tel/0/4 10G-Fiber -- - Down Access
tel/0/5 10G-Fiber -- - Down Access
tel/0/15 10G-Fiber - - Down General
tel/0/16 10G-Fiber - - Down General
tel/0/17 10G-Fiber -= - Down Customer
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- MokasaTtb napamMmeTpbl aBTO-COr/1aCcoBaHUA:

console# show interfaces advertise

Neg Operational Link Advertisement

tel/0/1
tel/0/2
tel/0/46
tel/0/47
tel/0/48

10G-Fiber
10G-Fiber
10G-Fiber
10G-Fiber
10G-Fiber

Disabled -=
Disabled -=
Disabled -=
Disabled -=
Disabled -=

Disabled -=
Disabled -
Disabled -

Disabled -=
Disabled -

=  [loKasaTb CTAaTUCTUKY NO MHTepdeicam:

console# show interfaces counters

In

UcastPkts InMcastPkts InBcastPkts

InOctets

tel/0/1
tel/0/2
tel/0/3
tel/0/4
tel/0/5
tel/0/6
tel/0/7
tel/0/8
tel/0/9
tel/0/10
tel/0/11
tel/0/12
tel/0/13
tel/0/14
tel/0/15
tel/0/16
tel/0/17
tel/0/18
tel/0/19
tel/0/20

<space>,

Quit: g,

O O O O O O O O O O O O oo oo o o o o
O O O O O O O O O O OO O oo o o o o
O O O O O O O O O O O O o o oo o o o o

o

One line: <return>

O O O O O O O O O O O O OO oo o o o o

More:

. MokasaTtb CTaTUCTUKY NO rpynne KaHanosB 1:

console# show interfaces counters port-channel 1

In

UcastPkts InMcastPkts InBcastPkts

InOctets

Ou

tUcastPkts OutMcastPkts OutBcastPkts

OutOctets
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FCS Errors: 0

Symbol Errors:

Alignment Errors:

Single Collision Frames: 0

Multiple Collision Frames: 0
SQE Test Errors:
Deferred Transmissions: 0
Late Collisions:
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets:
Internal MAC Rx Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

0

0

0

0

= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTOpe:

console# show ports jumbo-frame
Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnuua 5.29 - OnncaHne cyeTYNKoB

Cyemyuk OnucaHue
InOctets Konnuyectso NpuHATLIX 6aUTOB.
InUcastPkts KonnyectBo NpUHATbIX 04HOAAPECHbIX NAaKeTOoB.
InMcastPkts KonnyectBo NpUHATBLIX MHOrOaApecHbIX NaKeToB.
InBcastPkts Konnyectso NpUHATBIX LWUIMPOKOBELaTe IbHbIX NAaKeToB.
OutOctets Konnuectso nepesaHHbIx 6anToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX MAKETOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApPeCHbIX MaKeToB.
OutBcastPkts KonnyectsBo nepefaHHbIX LWMPOKOBELLATEeIbHbIX NAaKeTOB.

Alignment Errors

KonnyecTso NpuHATLIX GPeMMOoB C HapyLWeHHOM LLeIOCTHOCTbIO (C KOIMYeCcTBOM
6aiT He COOTBETCTBYIOWMM A/IMHE) M He NPOLLIeALWNX MPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

Konunyectso NpuHATLIX GPeriMoB € KOMYeCTBOM 6aliT, COOTBETCTBYIOLLMM ANHE,
HO He NpolweaLmnx NPOBePKY KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konunyectso ¢ppeiiMoB, BOB/IEYEHHDIX B € 4MHUYHYIO KOZIN3MIO, HO BNOCAEACTBMM
nepegaHHbIX yCrewHo.

Multiple Collision Frames

Konnyectso CbpeVIMOB, BOBJ/IEYEHHbIX bOoNee yem B OA4HY KON/INU3UKo, HO
BnocneacTsun nepedaHHbIX ycnewHo.

Deferred Transmissions

Konunuectso ¢pelimoB, 41 KOTOPbIX NepBas NonbITKa nepesayn oTaoXKeHa 13-3a
3aHATOCTU cpeapl nepegaqn.

Late Collisions

Konunyectso cnyyaes, Koraa Konnmsus 3aduMKcMpoBaHa nocse Toro, Kak B KaHan
cBA3K yKe bblnn nepenaHbl nepsble 64 6aiT (slotTime) nakerTa.

Excessive Collisions

Konunyectso ¢pelimoBs, KoTopble He Bbliv nepesaHsbl U3-3a U36bITOYHOTO
KOJIMYECTBA KONNNZUIA.

Carrier Sense Errors

Konnyectso cnyyaes, Korga coCTosiHME KOHTPOASA Hecylwen bblao notepaHo, 1Mbo
He YTBEPKAEHO Npu NonbiTKe nepegaum ppelrima.

Oversize Packets

Konn4yecTso NpUHATLIX NAaKETOB, Pa3mMep KOTOPbIX NPEeBbIWaeT MaKCUMa bHbI
paspelleHHbIl pasmep dperima.

Internal MAC Rx Errors

Konunuectso ppeitMmoB, KOTOpble He BblM NPUHATLI YCNELWHO M3-3a BHYTPEHHeN
owKnbKKM npnema Ha yposHe MAC.
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Symbol Errors

[na nntepdelica, pabotatollero B pexkxume 100M6/c — Konmuectso caydyaes, Koraa
MMeNca HeJOoNYCTUMBbIA CUMBOA AAHHbBIX, B TO BPEMA KaK NpaBU/IbHas HecyLan
6blna npeacraBeHa.

[na nntepdelica, paboTatolLero B noayaynaekcHom pexkume 1000M6/c —
KO/IMYECTBO C/ly4yaeB, KOraa cpeacTsa npmMema 3aHATbl B Te4EHME BPEMEHU, PaBHOMY
unu 6osbwemy yem pasmep cnoTa (slotTime), M B Te4eHME KOTOPOro MMENOCh XOTSA
6bl 04HO cobbITUE, KOTOpPOE 3acTaBnseT PHY BblgaBaTh OWMOKY NpMema SaHHbIX
(Data reception error) unu owmnbky Hecylel (Carrier extend error) Ha GMII.

[na nntepdelica, paboTatolLero B NoJHOM AynjaeKkcHom pexunme 1000M6/c —
KO/IMYECTBO C/ly4aeB, KOrga cpeacTsa npuema 3aHATbl B TeYEHME BPEMEHU, PAaBHOMY
nnAn 6onbemy YHem MUHUMaNbHbIN pasmep dperima (minFrameSize), un B TeyeHne
KOTOPOro UMenoch XoTa H6bl 04HO cobbITUE, KOTOpoe 3acTasnseT PHY BblgaBatb
olwmnbKy npuema faHHbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuectso npuHATbIX ynpasaawowmx MAC-¢perimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konunyectso nepegaHHbix ynpasaatowmx MAC-ppeimos ¢ kogom onepaumm PAUSE.

5.8.2 Hacmpoiika unmepgpelica VLAN

KomaHObI pexcuma KoHguaypuposaHua VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypuposaHua VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXum A0CTYNeH U3 pexkmMma rnobanbHOro KOHPUrypupoBaHMA U NpegHasHayeH Anas
3aZaHMA napameTpoB KoHoUrypaumm VLAN.

Tabnuua 5.30 — KomaHab! perkuma KoHourypuposaHma VLAN

KomaHda

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

vlan vlan_range

no vlan vian_range

[o6asutb VLAN, nam Heckonbko VLAN.
vlan_range: (2 .. 4094)

Ypanutb VLAN, nnn Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group
group

no map protocol protocol
[encaps]

protocol
(ip, ipx, ipv6, arp,
(0600-ffff (hex)}*)

MpusazaTb NPOTOKOA K rpynne NnpoTOK0N0B aCCOLMNUPOBAHHbIX
BMmecCTe.

encaps (ethernet, rfc1042,
licOther)
ethernet group
(1..2147483647)

Yaanutb NpuBAsKy.
* - Homep npoTokona (16 6uT).

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica (QuanasoHa uHmepgelicos) VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHma nHtepoeica VLAN:

console# configure
console(config)# interface {vlan {vlan id}|range vlan {VLANlist}}
console (config-if) #

[aHHbIN peXum [OCTyNneH M3 pPexnma KOHOUIYpPUPOBaHWA W NpegHasHayeH AN 3a4aHuA
napameTpoB KoHduUrypaumm nntepdeica VLAN, nimbo agmanasoHa nHTepdencos.

Bbibop nHTepdeiica ocylecTBAAETCA MPU MOMOLLUM KOMaHAp!l interface vlan {vlan id}.
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Bbibop AManasoHa UHTepdecoB OCyLLEeCTBAAETCA NPU MOMOLLM KOMaHAbl interface range

vlan {VLANlist}.

Huxe npuBeneHbl KOMAHAbl A1A BXOZa B PEXUM HacTpoMku uHtepdeiica VLAN 1 n Bxoaa B

pernm HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure
console (config) # interface vlan 1
console (config-if)#

console# configure
console (config)# interface range vlan 1,3,7
console (config-if)#

Tabanua 5.31 — KomaHabl pexkmma KoHourypmposaHua nHtepderica VLAN

Komanoa 3Ha4yeHue/3Ha4yeHue no Neiicmeue
ymon4yaHuro
name name (1-64) cumBonos/ [o6asuTb nma VLAN.
no name UMA COOTBETCTBYET
HOMepy VLAN YCTaHOBUTb 3HaYeHue no YMOAN4YaHULO.
KomaHObI pexuma KoHguaypuposaHua uHmepagelica (duana3oHa uHmepgelicos)

Ethernet, uHmepaelica 2pynnbl Nopmos

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHOUTrypupoBaHus WHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port | port channel
group | range {..}}

console (config-if) #

[aHHbIA penm [OCTyNeH U3 penuma KOHOUIypupoBaHWA W NpefHasHayeH Ana 3ajaHuA

napameTpoB KOHUrypauumn nHtepdeiica (nopta KommyTaTopa MAK FPyMnnbl NopTOB, paboTalowmx B
pexume pasgenieHus Harpysku), inbo amanasoHa nHTepdeiicos.

MopT MoKeT paboTaTb B YETbIPEX PEXMMAX:

— access — HTepdelc AoCTyna — HETErMpoBaHHbI MHTepdelic ans ogHoi VLAN;

— trunk — nHTepdenc, NPUHNUMAIOLLNIN TONbKO TErMPOBAHHbIN TPadPUK, 33 UCKIOYEHNEM
opHoro VLAN, KOTOPbI MOKET ObITb f06aB/IEH C MOMOLLbIO KOMaHAb! switchport trunk
native vlan;

— general — nHTepodeiic ¢ nonHon nogaep*kon 802.1¢, NPMHUMAET KaK TErMpoBaHHbIN,
TaK M HETErMpoBaHHbIN TPaduK;

— customer — 802.1 Q-in-Q nHTepodeic.

Tabnunua 5.32 — KomaHabl pexkmma KoHpurypmuposaHus nHtepdelica Ethernet

KomaHda 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO

switchport mode mode access, trunk, general, 3apaTtb pexkum pabotbl nopta B VLAN.

no switchport mode cuitrir:lfr/ YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeiica goctyna.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

switchport trunk allowed
vlan add VLANIist

VLANlist: (2..4094, all)

[o6asutb cnucok VLAN ana nHtepdeiica.
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switchport trunk allowed
vlan remove VLANIist

Yaanutb cnucok VLAN ana nHtepdeiica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4095)/

1 —ecnu yctaHosneH VLAN
M0 YMONYaHMIO, MHaye
4095 — HeTernpoBaHHbIN
Tpaduk oTbpacbiBaeTca

[ob6aBnaeTt ykasaHHbit VLAN B KauectBe Default VLAN ana
AaHHoro wuHTepdetica (port default vlan_id — PVID), Becb
HETErMpoBaHHbIN TpaduK, NOCTynaWMIN Ha AaHHbIA NopT,
onpeaenserca B AaHHbI VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport general allowed
vlan add VLANIist [tagged |
untagged]

switchport general allowed
vlan remove VLANIist

VLANIist: (2..4094, all)

[o6asutb cnucok VLAN gns nntepdelica.

MopT 6yaeT nepesasath:

- tagged — TermpoBaHHble,

- untagged — HeTernposaHHble nakeTbl Ana VLAN.

Yaanutb cnucok VLAN gns untepdelica.

switchport general pvid
vian_id

no switchport general pvid

vlan_id: (1..4094)/
1 —ecnu yctaHosneH VLAN
Mo YMONYaHUIO, MHAYe

[o6asutb naeHtuoukatop VLAN nopta (PVID) gns oCHOBHOrO
UHTepodeiica.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ingress-filtering disable

bunbTpaLMa BKAOYEHA

4095
switchport general ingress- BbIkNtOUMTb  ANA  OCHOBHOro UMHTepdeica duabTpaumio
filtering disable BXOAALMX MaKETOB Ha OCHOBE MPUCBOEHHOTO MM 3Ha4yeHuA
VLAN ID.
no switchport general Y BKntounte  Ana ocHoBHOro  uHTepdeica  puabTpaumto

BXOAALMX MAKETOB Ha OCHOBE MPUCBOEHHOTO MM 3HayeHuA
VLAN ID.

Ecnn dunbTpauma BKAKOYEHA, M MAKeT He BXOAWUT B rpynny
VLAN c npucBoeHHbIM nakeTy 3HavyeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general
acceptable-frame-type
{tagged-only | untagged-
only | all}

no switchport general
acceptable-frame-type

-/NPUHMMaTBL BCE TUMbI
dpeimos

MpUHUMaTb Ha OCHOBHOM MHTepdence TONbKO Gpermbl
onpefeneHHoro TMna:

- tagged-only — TONbKO TErMpoBaHHbIE;

- untagged-only — TONbKO He TETMPOBAHHbIE;

- all — Bce dppelimbl.

MpuHUMaTbL Ha OCHOBHOM MHTepdelice Bce TUNbI ppelrimos.

switchport general map
protocols-group group vlan
vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YCTaHOBWUTb MpPaBMAO  KaaccuduKkaumm  AAAa  OCHOBHOMO
MHTepdeiica, OCHOBAHHOE Ha NPMBA3KE K NPOTOKONY.

Yaanutb npasunno Knaccudurkaumu.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTb npasnno Knaccmd)muau,mm Ana  OCHOBHOro
MHTedeeﬁca, OCHOBaAHHOE Ha nNpuBA3Ke K noACceTu.

Ypanutb npaBuao Knaccuduraumm

switchport customer vlan
vlan_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[o6asuntb VLAN ana nonb3osaTenbckoro nHTepdeica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport forbidden vlan
add VLANIist

vlan_id: (2..4094, all)/
Bce VLAN paspeLueHbl
nopty

[Oo6asutb VLAN, yKasaHHble B KOMaHge, B  CMMUCOK
3aMpeLweHHbIX AAs  LAaHHOrO nopta. JTO  MOXKeT 6biTb
MCMONb30BaHO A/1A NpeaoTBpalieHMa gobasneHua noprta B
VLAN npotokonom GVRP.

switchport forbidden vian
remove VLANIist

vlan_id: (2..4094, all)/
Bce VLAN paspeLueHbl
nopry

Ucknountb  VLAN, yKasaHHble B KOMaHAe, u3
3anpeLeHHbIX a5 AaHHOro nopTa.

CNUCKa

switchport protected-port

no switchport-protected-
port

MNepeBoant nopt B pexum Private VLAN Edge — wsonauuio
BHYTPW Fpynnbl NOPTOB.

BoccTaHaBnvBaeT 3Ha4YeHMe NO YMOHYAHMUIO.
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switchport protected {
tengigabitethernet te_port
| port-channel group}

no switchport protected

te_port: (1..8/0/1..48);
group: (1..32)

OTmeHaeT MaplpyTM3aumio no 6ase [aHHbIX W3YYEeHHbIX
MAC-agpecos (FDB) u HanpasnseT BecCb OAHOALPECHBIN,
MHOFOaZIpecHbli M LIMPOKOBeLWaTeNbHbIM TpaduK Ha nopr,
YKa3aHHbIN B KOMaHAe.

BocctaHaBivMBaeT  mapuwpytusauuio  no  6ase
n3yyeHHbix MAC-agpecos (FDB).

OaHHbIX

switchport community
community

no switchport community

community: (1..30)

[ob6asnseT nopT B coobLecTBO (rpynna U3onsLmMm nopTos).
MopTbl BHYTPU coobliectBa MoryT obmeHWBaTbCA TpaduKom
TONIbKO MeXAy CobOoM, a TaKkKe C APYTMMMU He3alMLLEHHbIMU
noptamm (Ha  KOTOpbIX HET  HacTpoiku  switchport
protected-port)

- community — ums coobecTsa.

BoccTaHaB/MBaeT 3HayeHMe NO yMoAYaHuio. B aTom cayyae
3aLMLIEHHBIA NOPT ABAAETCA WM30/IMPOBaHHbLIM MOPTOM (He
COCTOAIMM HM B OAHOM coobuiecTse), U OH MOXeT

obmeHMBaTbCA  TPAaPUKOM TOMBKO C  He3alMLEHHbIMU
noptamm (Ha  KOTOpbIX HeT  HacTpoiku  switchport
protected-port).

KomaHObI pexcuma 27106as16H020 KOHU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console# configure

console (config) #

Tabanuya 5.33 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa
KomaHda 3HaueHue Aeiicmeue

vlan database

Bxog, B pexxum KoHourypmposaHua VLAN

Mpumep UCNoNb30BaHMA KOMaHAbI:

console# configure
console (config)# vlan database
console (config-vlan) #

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 5.34 — KomaHab! pexkmma Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

show vlan

Mokaszatb uHopmauuto no scem VLAN.

show vlan name name

1..32 cumonos

Mokaszatb uHdopmauuto no VLAN, noncK No UMeHU.

show vlan tag vian_id

vlan_id: (1..4094)

Mokaszatb uHopopmauuto no VLAN, nouck no naeHtudukatopy.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnuya 5.35 — KomaHab! pexkmma EXEC

KomaHda 3HaueHue Aeiicmeue
show vlan protocols- - MokasaTb MHGOPMaLLMIO O rPyNnax NPOTOKO/I0B
groups pmaLl py p .
show vlan subnets-groups - MokasaTb MHGopMaLMio O rpynnax noaceTen.
show interfaces switchport
tengi iteth t t t: (1..8/0/1..48);
iefgg;falb,;oit-:l:::nel e_pgrrou(p: (1{.3/2) ) Moka3aTb KoHdMrypauuio NopTa, rpynmnbl NOPTOB.
group }
show interfaces protected-
t .
por S. . te_port: (1..8/0/1..48); MokKasaTb cocTosaHWe NopToB: B pexxkume Private VLAN Edge, B
[ tengigabitethernet roup: (1..32) rivate-vlan-edge-coobuwectse
te_port | port-channel group:{L.. P & t ’
group ]

[pumepbl 8b1M0MAHEHUS KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Vlan Name Ports Type Authorization

1 1 tel/0/1-48,Pol-32 Default Required

= [lokasaTb MHPOPMALMIO O FPyNnax NPOTOKONOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvo) Ethernet

= [lokasaTb MHGOPMALMIO O rpynnax noaceTen:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb KoHdMrypauuto nopta Ethernet 22:

console# show interfaces switchport tengigabitethernet 1/0/22

Port : tel/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Port is member in:

Vlan Name Egress rule Port Membership Type
1 1 Untagged System

Forbidden VLANS:

Vlan Name

Classification rules:
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Group ID Vlan ID
Mac based VLANs:
Group ID Vlan ID
Subnet based VLANs:
Group ID Vlan ID

Protocol based VLANs:

5.9 Selective Q-in-Q

[aHHas ¢yHKUMA NO3BOAAET BbINOMHATL MaHUMNYAAUMM C BHelwHeik meTkoi VLAN naketos

AaHHbIX M GUNbTPOBATb TPAPUK Ha OCHOBE CKOHPUIYPUPOBAHHbIX MPABUII.

Mprmep BbINOAHAEMbIX AENACTBUIA:

— BblbopoyHoe pobasneHve BTOpok MeTKM VLAN Ha OCHOBaHWM NPUHAA/IEXKHOCTU
AaHHbIX K VLAN;

— BblbopoYHasa 3ameHa BHelHel meTku VLAN;

(3anpeTr wnn paspelleHne MPOXOXKAEHWUS) OaHHbIX Ha OCHOBAHWUU

npuHagnexHoctTn nx K VLAN.

—  ¢unbTpaums

O6pa60TKa npon3soanUTCA Ha OCHOBAaHWK CNUCKA nNpaBwua, HaA3HAYaEMbIX Ha MHTep¢EﬁCbI
KommyTatopa. [lpwu o6pa60TKe AadHHbIX CMUCOK NPOCMaTpMUBAETCA MNocCsAeaoBaTe/ibHO B nopAagke
CO34aHnA npasua. NpumeHAeTCA TONbKO MepBoe U3 MNpaBu/, KOTOPOMY COOTBETCTBYIOT NapameTpbl
naketa. CosgatoTca pa3genbHble NpaBuaa ANnAa BXxogAawero n ncxogAawero Tpad)MKa.

KomaHObI pexuma KoHguaypuposaHua uHmepgelica (duana3oHa uHmepgelicos)

Ethernet u Port-Channel

Bug, 3anpoca KOMaHAHOW CTPOKU peXnma KoHPUrypupoBaHua nHtepdelica:

console# configure
console (config)# interface { tengigabitethernet te port | port-channel
group | range {..}}

console (config-if) #

Tabnnua 5.36 — KomaHapl pexMma KOoHOUrypupoBaHWA uHTepdenca (amanasoHa uHTepdencos)

Ethernet

KomaHoa

3HayeHue

Aelicmeue

selective-qinq list ingress
add_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paeT NpaBuIo, Ha OCHOBAaHMM KOTOPOTO K BXOAALLEMY
nakeTy ¢ BHelWHel meTKoW ingress_vlan_id 6yaeT pobasnatbcs
BTOpas meTka vlan_id. Ecnv ingress_vlan_id He yKka3biBaTb —
npasuao Byaet NPUMEHATLCA KO BCeEM BXOAALLMM NakeTam, K
KOTOPbIM He 6blIN NPUMeHeHbI Apyrue Npasuaa («Npasuio no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:(1..4094)

Co3paeT 3anpelLatolLee NPaBUIO, HAa OCHOBaHWU KOTOPOTO
BXOZsALLME MaKeTbl C BHELWWHE MeTKoW Tera ingress_vlan_id
6yayT oTbpacbiBaTeeA. Ecnu ingress_vlan_id He ykasbiBaeTca —
6yayT oT6PachiBaTbCA BCE BXOAALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

CospgaeT paspeluatoLee NpaBmao, Ha OCHOBAHMU KOTOPOTO
BXOAALLME NaKeTbl C BHEWHeN MeTKol Tera ingress_vlan_id
byayT nepegasaTbesa 6€3 usmeHeHuin. Ecam ingress_vian_id He
yKasbiBaeTca — byAyT nepesaBaTbCcA BCe BXOAALLME NAKETHI
6e3 n3meHeHWUN.

selective-qinq list ingress

vlan_id: (1..4094)

Cosp,aeT npasua0, HA OCHOBAHUM KOTOPOro BHELWHAA METKa
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override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

ingress_vlan_id:(1..4094)

ingress_vlan_id Bxogauwero naketa 6yaeT 3aMeHATbCA Ha
vlan_id. Ecnwm ingress_vlan_id He yKka3biBaTb — Npasuao byaet
NPUMEHATBCA KO BCEM BXOAALLMM MaKeTam.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id (1..4094)
ingress_vlan_id (1..4094)

Co3paeT NpaBuao, Ha OCHOBAaHUM KOTOPOTO BHELLHAA METKa
ingress_vlan_id ncxoaawero naketa b6yaert 3amMeHATbCA Ha
vlan_id. Ecau ingress_vlan_id He yka3biBaTb — npaBuio byaer
NPUMEHATLCA KaK NPaBUIO MO YMOSYAHUIO.

no selective-qinq list
ingress [ingress-vlan
ingress_vlan_id]

ingress_vlan_id: (1-4094)

Ypanset yKkaszaHHoe npasuo selective ging gns sxoaawmx
naketoB. KomaHaa 6e3 napameTpa «ingress vlan» yaanaet
npaBu/I0 NO YMOAYAHUIO.

no selective-qinq list
egress ingress-vlan
ingress_vlan_id

ingress_vlan_id: (1-4094)

Ypanset cnucok npasun selective ging ansa ncxogawmx
naKkeToB.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 5.37 — KomaHab! pexkmma EXEC

KomaHoa

3HayeHue

Aelicmesue

show selective-qing
[interface
{tengigabitethernet
te_port| port-channel
group }]

te_port: (1..8/0/1..48);
group: (1..32)

OTobparkaeT cnucoK npasun selective ging gns ykasaHHoro
nopTta

[pumepbl 8bINOAHEHUS KOMAHO.

= Co3gatb npasuao ans uHtepdeica te 1/0/1, Ha OCHOBaHMM KOTOPOro BHELUHAA METKa
Bxogsuero naketa 11 6yaet 3ameHaTbca Ha 100.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress_vlan 11

console (config-if)# exit

=  OT06pas3nTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging
Direction Interface Rule type Vlan ID Classification by Parameter
ingress tel/0/1 override vlan 10 ingress_vlan 11

5.10 KoHTpOAb WMPOKOBEL,ATENIbHOIO KLUITOPMa»

LLMpoKoBELWATENbHBIM  «WITOPM»  BO3HWMKAET  BC/AEACTBME  YPE3MEPHOTO  KOJMYecTBa
LUMPOKOBELLATENbHbIX COObLEHNIA, OOHOBPEMEHHO NepesaBaembiX MO CETU Yyepes OAMH MopT, YTo
NPMBOAUT K MEperpyske pecypcoB CETU U MOSBNEHUIO 3ageprKeK. «LLITopm» MOMKeT BO3HUKHYTb Npw
Ha/MYMM  «33KONbLOBAHHbLIX» CcermeHToB B ceTu Ethernet. KommyTtatop u3smepseT cKopocTb
nepefaBaeMoro M MPUMHMMAEMOrO LUMPOKOBELLATE/IbHOTO, MHOFO3ApPEecHOro W Heu3BeCTHOro
o4HOaApecHoro TpaduKa 411 NOPTOB C BKAOYEHHBIM KOHTPOJIEM LUMPOKOBELLATE/IbHOTO KLUTOPMA» U
oTbpacbiBaeT NaKeTbl, €CIN CKOPOCTb NpPeBbIWaeT 3a4aHHOe MaKCMMa/IbHOE 3HaYeHMe.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabanuya 5.38 — KomaHabl pexkMma KoHourypmuposaHua nHtepdelica Ethernet

KomaHoa

3HavyeHue/3HaveHue no
YMOAYAHUIO

Aelicmeue

storm-control include-
multicast

no storm-control include-
multicast

-/dYHKUMA BbIKNKOYEHA

[ob6aBnser KOHTPONb MHOrOaApecHoro TpaduKa K KOHTPOO
LIMPOKOBELLATENbHOrO.

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control include-
multicast unknown-unicast

no storm-control include-
multicast unknown-unicast

-/dYHKUMA BbIKNKOYEHA

[lo6aBnseT KOHTPO/Ib HEM3BECTHOrO OAHOAAPECHOTO TpaduKa K
KOHTPO/IIO WMPOKOBELLATENbHOTO.

BbIK/1HO4aET KOHTPO/Ib HEU3BECTHOTO O4HOAAPECHOrO TpaduKa.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYHKUMA BbIKNIOYEHA

BK/1t0YAET KOHTPOJIb LMPOKOBELLaTeNbHOrO TpaduKa.

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTENbHOIO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/dYHKLMA BbIKIIOYEHA

BkntoyaeT normposaHue WWMPOKOBELLATE/IbHOrO LWTOPMa.
JlormpoBaHne MHOrOaApPECcHOro U 0AHOAAPECHOro TpaduKa He
ocyuiecTsaneTca.
,  BknioueHue norvposaHusA WTopma 3anpeiyaer
V KoHduUrypmuposaHue npasua SQinQ Ha aTom
uHTepdeiice.

BbIkntoyaeT norMposaHme WMPOKOBELLATE/IbHOIO WTOPMA.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

(3500-1000000)/
100000 K6uT/c

3a/aeT MaKCMMasibHYIO CKOPOCTb AN LIMPOKOBELLATE/IbHOIO,
MHOr0aApPecHOro M HEM3BECTHOTO OAHOAAPECHOTO TPaduKa.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.39 — KomaHabl pexkuma EXEC

KomaHda 3HaueHue Aeiicmeue
show storm-control MokasbiBaeT KOHUrypauumio byHKUMM KOHTpoONA
[tengigabitethernet te_port: (1..8/0/1..48) LUIMPOKOBELLATENbHOrO «LWITOPMa» A/1A YKa3aHHOro MopTa,
te_port] nmbo Bcex NopToB.

[pumepsi 8biM0AHEHUS KOMAHO

BK/IIOYUNTb KOHTPO/Ib LUIMPOKOBELLATE/IbBHOIO, MHOr0aA4pPEeCcHOro U HEM3BECTHOrO O4HOAAPECHOTO
Tpapuka Ha uHTepdeice Ethernet tel/0/15. YcTaHOBUTb MaKCUMajbHYIO CKOPOCTb A/A
KOHTpoIMpyemoro Tpadpuka — 5000 K6/c:

console# configure
console (config) # interface tengigabitethernet 1/0/15
console (config-if)# storm-control broadcast enable
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console (config-if)# storm-control include-multicast
console (config-if)# storm-control include-multicast unknown-unicast
console (config-if)# storm-control broadcast level kbps 5000

5.11 Fpynnbl arperaymun KaHanos — Link Aggregation Group (LAG)

KommyTtatopbl MES5000 obecneumBaeT nogaepKky Ao BocbMu nHTepdeiicos Ethernet B ogHom
rpynne noptos LAG n go Tpuauatn asyx rpynn LAG Ha yCcTpoMcTBe MAM cTeke ycTpoiicTs. Karkaas
rpynna nopToB AOJI}KHA COCTOATb M3 UHTepdencos Ethernet c ogMHakoBoi cKkopocTblo, paboTatoLwmx B
AynnekcHom pexumme. O6vegmMHeHWe NOPTOB B rPyNNy yBEAMYMBAET NPOMNYCKHY CNOCOBHOCTb KaHana
MeXKAY B3aUMOOEWNCTBYIOWMMN YCTPOMCTBAMM W MOBbILAET OTKA30yCTOMYMBOCTb. pynna nopTos
ABNAETCA ANA KOMMYTAToOpa OAHUM JIOTUYECKMM MOPTOM.

YCTPONCTBO Noafep’kuBaeT ABa pexuma paboTbl rpynnbl NOPTOB — CTaTUYecKasa rpynna u

rpynna, pabotatowas no npotokoay LACP. PaboTa no npotokony LACP onvcaHa B COOTBETCTBYHOLEM
pa3sgene KoHoUrypaumm.

Ecam ana uHTtepdeiica npoussegeHbl HaCTPOUMKKM, To ana pobasneHua ero B rpynny
cnepyeT BepPHYTb HACTPOKU NO YMOTYAHMIO.

[obaBneHne wuHTepdelicoB B rpynny arperaumm KaHaaoB [AOCTYNHO TONbKO B peXume
KoHdUrypupoBaHua nHtepdeinca Ethernet.

Bug, 3anpoca KOMaHAHOM CTPOKU B pesKUme KoHPUrypuposaHua nHtepdeiica Ethernet:
console (config-if) #

Tabnunua 5.40 — KomaHabl pexkMma KoHourypmupoBaHus nHtepdelica Ethernet

KomaHoa 3HavyeHue Aelicmeue
[Oo6aButb ethernet-uHtepdeiic 8 rpynny noptos (on —
h I- d
fn:;:e group group mode group (1..32) no6asuTh NopT B KaHan 6es lacp, auto — nob6asnTbL NopT B
KaHan c lacp).

mode (on, auto)

no channel-group Ypanutb Ethernet-uHtepdeiic M3 rpynnbl nopTos.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KoHGUryprupoBaHus:

console# configure
console (config) #

Tabnnuya 5.41 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHda 3HavyeHue Aelicmeue

3apaeT mexaHU3m 6anaHCMPOBKM HArpysKu Ana rpynnbl
arperMpoBaHHbIX NOPTOB.

- src-dst-mac-ip — MexaHn3m 6an1aHCMPOBKM OCHOBbLIBAETCA Ha
port-channel load-balance MAC-agpece u IP-agpece;

{src-dst-mac-ip | src-dst- - src-dst-mac — MexaH13m 6afaHCMPOBKM OCHOBbLIBAETCA Ha
mac|src-dst-ip | src-dst- src-dst-mac MAC-agpece;

mac-ip-port} [ mpls-aware] - src-dst-ip — MexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-
aapece;

- src-dst-mac-ip-port — MexaHn3m 6anaHCUMpPOBKK
ocHoBbiBaeTcs HA MAC-agpece, IP-agpece n nopte
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Ha3HayeHus ;

- mpls-aware — BKk/toueHmne napcuHra L3/L4 3aronoskos
naketos ¢ MPLS-meTKamm gns BCEro ycTpomncTaa.
OnuMOoHanbHbIM NAapameTp, aKTyaNeH TO/IbKO C PEXUMAMMU
6anaHcMpoBKM no L3/L4-3aronoskam nakera.

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnuua 5.42 — KomaHap! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show interfaces port-

channel [group] group (1..32) Moka3sbiBaeT MHGOPMALMIO NO rpynne KaHanoB.

5.11.1 CmamuuyecKue 2pynnel azpe2ayuu KaHA108

®yHKuMel ctatnyeckmx rpynn LAG aBnseTtca obbegmHeHne HECKONbKUX GU3UYECKMX KaHANoB B
OOMH, YTO MO3BOJIAET YBEAMYMUTb MPONYCKHYD CNOCOBHOCTbL KaHala W MNOBbLICUTb  €ro
OTKa30yCTOMUYMBOCTb. [N CTAaTUYECKUX FPYyNn NPUOPUTET UCNONb30BaHUA KaHaNoB B 06beaMHEHHOM
nyyKe He 3agaeTcs.

V Ona BKnoueHna paboTbl MHTepdeilica B cocTaBe CTaTMUECKOMW rpynnbl UCNONb3yiTe
KomaHay channel-group {group} mode on B pexume KoHPUrypupoBaHUa
COOTBETCTBYIOWEro uHTepdeiica.

5.11.2 NMpomokon azpezayuu kaHanoe LACP

dyHKument npotokona Link Aggregation Control Protocol (LACP) sBnsetca obbeanHeHue
HECKO/IbKNX PU3MYECKUX KaHaNoB B OOMH. ArpermpoBaHue KaHanoB WUCNOAb3yeTcA ANA yBennyeHus
NPONYCKHOW CNOCOBHOCTM KaHafna M NOBbIWEHWA ero oTKasoycToiumsocTu. LACP nossonset
nepenasaTb TPaduK No o6begMHEHHBIM KaHalaM B COOTBETCTBMU C 334aHHbIMW NMPUOPUTETAMM.

Ona BKAueHuAa pabotbl MHTepdeiica no npotokony LACP wucnonb3syiite KomaHAay
channel-group {group} mode auto B pexume KOHPUrypMpoBaHMA COOTBETCTBYHOLLErO
uHTepdeinca.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.43 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypuposaHus

3Ha4yeHue/3Ha4veHue no "
KomaHda / Aeiicmeue
YMOMYaAHUIO
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMDBI.
— value: (1..65535/1)
no lacp system-priority YcTaHaBAMBaeT 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nHtepoeiica Ethernet:
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console (config-if)#

Tabnunuya 5.44 — KomaHabl pexkMma KoHourypmupoBaHus nHtepdelica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
lacp timeout {long | short} YcTaHaBAMBAEeT agMWHUCTPATUBHbLIM  TamayT NpPOTOKOAMA
Mo ymonyaHuto LACP:
MCMNONb3YeTCA 3HaYeHne - long — pnnTenbHoe Bpems TanmayTa;
long - short — manoe Bpemsa TaiimayTa.
no lacp timeout YcTaHaBAMBaET 3HaYeHME NO YMOIYAHUIO.
lacp port-priority value YcTaHasauBaeT npuoputeT nHtepdeiica Ethernet.
P port-p _y_ value: (1..65535/1) pvop pé
no lacp port-priority YcTaHaBAMBaET 3HaYEHME NO YMOIYAHUIO.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#
Tabnunua 5.45 — KomaHab! pexkuma EXEC
3HavyeHue/3Ha4veHue no .
KomaHda / Aeiicmeue
YMOAYAHUIO
show lacp MokasbiBaeT WHPopmaumwo o npotokone LACP ana

{tengigabitethernet
te_port } [parameters |
statistics | protocol-state]

te_port: (1..8/0/1..48);

nHtepdeiica Ethernet. Ecam gononHutenbHble NapameTpbl He
ncnonb3ytoTea, To byaeT nokasaHa Bca MHGopmaumsa.

- parameters — NoKasblBaeT NapameTpbl HACTPONKK
NpPOTOKONa;

- statistics — noKa3bIBaeT CTaTUCTUKY PaboTbl MPOTOKONA;

- protocol-state — nokasbliBaeT coctoAHMe paboTbl NPOTOKOAA.

show lacp port-channel
[group]

group: (1..32)

MokasbiBaeT MHPopmaumio o npoTokone LACP ana rpynnbl
nopToB.

[pumepbl 8b1M0MHEHUS KOMAHO

= Co3gaTtb Nepsyto rpynny noptos, paboTatoulyto no npotokony LACP v BK/IOYaoLLyO ABa
nHtepoeiica Ethernet — te1/0/3 u tel/0/4. CkopocTtb pabotbl rpynnbl — 1000 M6éuT/c.

YCTaHOBUTb npnopuUTeT CUCTEMbI —

COOTBETCTBEHHO.

6, npuoputeTbl 12 1 13 ans noprtos tel/0/3 v tel/0/4

console# configure
console (config)# lacp system-priority 6
console (config)# interface port-channel 1
console (config-if)# speed 1000
console (config-if)# exit
console (config)# interface tengigabitethernet 1/0/3
console (config-if)# speed 1000
console (config-if)# channel-group 1 mode auto
console (config-if)# lacp port-priority 12
console (config-if) # exit
console (config)# interface tengigabitethernet
( speed 1000
( channel-group 1 mode auto
( lacp port-priority 13
( exit

1/0/4
console (config-if) #
console (config-if) #
console (config-if)
console (config-if)

#
#
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5.12 Hacrtpoiika IPv4-agpecaumm

B paHHOM pasgene onucaHbl KOMAHAb! AN HACTPOMKKM CTaTUYECKMX NapameTpos IP-agpecauuuy,
TakMx Kak IP-agpec, macka noaceTu, W03 NO ymondaHuto. Hactpoiika npotokosioB DNS m ARP
onucaHa B COOTBETCTBYHOLLMX pasgenax 4OKYMeHTaUmu.

V B pexkume KommyTtaTopa Henb3A 3apaTtb 60nee ogHoro IP-agpeca gns ycrpoiictsa.

KomaHObI pexuma KoHguaypuposaHua UHmepagetlica Ethernet, uHmepgelica 2pynnsi
nopmos, VLAN

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHOUTrypupoBaHus WHTepdeica Ethernet,
nHTepoelica rpynnbl nopTtos, uHTepdelicos VLAN:

console (config-if)#

Tabnuua 5.46 — KomaHapl pexxuma KoHoUrypuposaHusa nutepdeica Ethernet

KomaHda 3HaueHue Aeiicmeue

ip address ip_address HasHaueHue ¢usnuyeckomy uHtepdelicy Ethernet IP-agpeca,

mask [gateway| prefix- ip_address:(A.B.C.D) MacKK nojceTun, agpeca LWato3a rno yMmo4aHuo
gateway:(A.B.C.D)

length] )
. - prefix-length:(8 .. 30) -
no ip address [ip_address] Ypnanexue IP-agpeca Ha pusmnyeckom nHtepdelice Ethernet.
ip address dhcp MonyyeHue IP-agpeca Ansa HacTpaMBaemoro WHTepodelica oT

DHCP-cepsepa.
(1..20) cumBonos peep

no ip address dhcp He nonyuyatb ana HactpamBaemoro uHTepdelica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOW CTPOKM B pexume rnobasibHoro KOHGUrypmpoBaHusa:
console (config) #

Tabnuua 5.47 - KomaHapl pexkuma rnobanbHOro KOHGUrypnposaHua

KomaHda 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
ip default-gateway 3agaeT 419 KOMMYTATopa W03 Mo YMOIYAHUIO.
ip_address -/W1103 MO YMONYAHUNIO He
no ip default-gateway 3afaH Yaanaer gnaa KoMMyTaTopa W03 Mo YMOAYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#
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Tabnnua 5.48 - KomaHab! pexuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

clear host dhcp {name | *} Ypanaet n3 namaTtn, noayvyeHHoble no npotokoay DHCP 3anucu
COOTBETCTBUI UMeH MHTepdeicoB u ux IP-agpecos (KomaHaa
AOCTYMHA TO/IbKO 419 NPUBUIETMPOBAHHOIO NOAb30BaTENA).

* - yAanuTb BCe COOTBETCTBUA.

(1..158) cumBonoB

renew dhcp OtnpasndeT 3anpoc K DHCP-cepBepy Ha o6HoBneHue IP-
{tengigabitethernet agpeca.

te_port | port-channel force-autoconfig — npu obHoBneHuKn IP-agpeca 3arpykaerca
group| vlan vian_id} [force- KoHoUrypaums c TFTP-cepsepa.

autoconfig]

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id (1..4094)

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume Exec:
console>

Tabnunua 5.49 - KomaHab! pexuma EXEC

KomaHoa 3HavyeHue Aelicmeue
show ip interface MokasbiBaeT KoHourypauuio IP-agpecaumm pnsa ykasaHHOro
[tengigabitethernet te_port: (1..8/0/1..48); nHTepodeiica.
te_port | port-channel group: (1..32);
group| vlan vian_id] vlan_id (1..4094)

[pumepbl 8b1M0MHEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyaHuto - 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
5.13 Hacrpoiika IPv6-agpecauum

5.13.1 lNMpomokoan IPv6

KommyTtatopbl MES5000 noaaepkusatoT paboTy no npotoKkoay IPv6. MoaaepkKa IPv6 asnaetcs
BaXXHbIM AOCTOMHCTBOM, MOCKO/IbKY NpoTOKoAn IPv6 npmu3saH, B nepcnekTMse, MNOMHOCTbIO 3aMeHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 MmeeT paclwumpeHHoe aapecHoe
npoctpaHcteo — 128 6uT Bmecto 32. Aapec IPv6 npeacrasnsetr coboit 8 6/10KOB, pasaefieHHbIX
OBOETOYMEM, B KaXKAOM 6/10Ke 16 OMT, 3anMCaHHbIX B BUAE YETbIpeX WeCcTHaALATEPUYUHBIX YMCeN.

MomMUMO yBennYeHUA afpPecHOro NPOCTPAHCTBA NPOTOKOA IPV6 MMeeT mepapxmyeckyto cxemy
agapecaunn, obecneymBaeT arperaumio MapLpyToB, ynpoLlaer Tabauuy maplupyTMsauumn, npu 3Tom
addeKTMBHOCTL PaboTbl MapLIpyTU3aTOpa MOBbIWAETCA 33 CYET MeXaHW3Ma 0BHapyKeHUA CoceaHMX
Y3/108B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KomMyTaTope HasHauyaloTcs MHTepdericam, NosTomy npu
Mcnonb3oBaHUK IPV6Z afpecoB B CMHTaKCUCE KOMaHA, UCMONb3YETCA Caeayolmii bopmar:
<ipv6-link-local-address>%<interface-name>

roe
interface-name — nma nHTepdeica:
interface-name = vlan<integer> | ch<integer> |<physical-port-name>
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Y

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]12|3|4|5]|6|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..48)

Ecnau 3HauyeHue rpynnbl MU HECKONIbKUX FPynn noAapaa B agpece npotokona IPvé pasHo
Hynto - 0000, TO AaHHble rpynnbl MOryT O6biTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT 6biTb cOKpaweH ao FE40::AD21:FE43.
CoKpaweH1o He MmoryT 6biTb MoABeprHyTbl 2 pasfeneHHble HyJsieBble rpynnbl M3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTMU.

EUI-64 - 310 wupgeHtudukatop, co3gaHHbIi Ha 6ase MAC-agpeca uHTepdeiica,
asnawowmiica 64 mnagwmmmu 6utamu IPve-agpeca. MAC-agpec pasbusaerca Ha ABe 4YacTu

no 24 6uTa, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabanuya 5.50 — KomaHabl pexkmma rnobanbHoro KoHGUrypupoBaHus

KomaHda 3HaueHue Aeiicmeue
ipv6 default-gateway 3apaet 3Ha4yeHWe NoKanbHOro agpeca IPv6-wntosa no
ipv6_address - YMONYaHMIO.
no ipv6 default-gateway Yaanser HacTpoliKku IPv6-1unt03a No ymonyaHuio
ipv6 host name
ipv6_address1 Co3paeT cTaTUYECKYHO 3aMnuUCb, CTaBALLYIO B COOTBETCTBUE
[ipv6_address2... name: ceTeBOMY MMeEHM ycTpolicTea IPv6-aapec.

ipv6_address4]

no ipv6 host name

(1..158) cumBonos

Ypanaet ctaTMyeckyto 3anucb cootseTcTBusA IPv6-agpeca n
CeTeBOro MMeHU yCTPOWCTBa.

ipv6 neighbor ipv6_addr

Co3spaet cTaTnyeckoe cooteeTcTBne mexgy MAC-agpecom

{tengigabitethernet cocefiHero ycTponcTtaa 1 ero IPvb-agpecom.
te_port | port-channel te_port: (1..8/0/1..48); ~ipv6. addr - 1Pv6-aapec;
group| group: (1..32); - ’

vlan vian_id} hw_addr

no ipv6 neighbor

vlan_id (1..4094)

- hw_addr — MAC-agpec;

Ypanaet ctatuyeckoe cooTtsetctame mexxay MAC-agpecom
cocegHero ycTpoicTsa u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100
bucketsize: (1..200)/10

3agaeT orpaHuyeHue ckopoctu ans ICMPV6 coobuieHunii 06
owmnbKax.

YcTaHaBAMBaeT 3HaYeHUe o YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypupoBaHus nHtepoelica:

console

(config-if) #

Tabnuua 5.51 — KomaHgb! perkuma KoHourypuposaHua nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipv6 enable

BkntouaeT nopaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepsKKy IPv6 Ha nHTepodelice.
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ipv6 address ipv6_address/
prefix_length [eui-64]
[anycast]

no ipv6 address
lipvé_address/
prefix_length] [eui-64]

prefix_length:
(3..128)
(64 ecnmn ucnonbsyertcs
napametp eui-64)

3apaet IPv6-agpec Ha nHTepdelice.

- ipv6_address — IPv6-ceTb, HasHa4YeHHan nHTepdelicy (8
610K0B pasfeneHHbIX 4BOETOUMEM, B KaXKA0M 610Ke 16 6uT,
3anucaHHbIX B BUAE YeTbipex WecTHaALaTepUUHbIX Yncen);

- prefix_length — pnnHa npedukca IPv6 — gecaTmyHoe Yncno —
KOJIMYECTBO CTapLUMX 6BUT afpeca COCTaBNAOLWMX NpeduKc;

- eui-64 — naeHTUOUKaTOpP, CO3aaHHbIVM Ha 6ase MAC-agpeca
MHTepdeiica, 3anucbiBaeTca B 64 mnaawmx 6uta IPv6 agpeca;
- anycast — yKasbIBaeT, 4TO 3aJaHHbIN agpec anycast-aapec.

Ynanset IPv6-agpec ¢ uHtepdeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTMyecKas
KOHUTypauma BKAOYEHa,
afipeca He Ha3HayeHbl.

BKkntoueHMe aBTomaTUyecKon KoHourypauum IPv6-agpecos Ha
uHTepderice. Aapeca HacTpamBaloTcA B 3aBUCMMOCTM OT
npedunKcoB, KoTOopble nosyyeHbl B coobuieHuax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 address ipv6_address/
prefix_length link-local

no ipv6 address
[ipv6_address/prefix_length
link-local]

Mo ymonyaHuto 3HayeHune
NIOKaNbHOro agpeca:
(FE80::EU164)

3apaeT noKanbHbIM IPv6-agpec nHTepdeiica. Crapwme 6uTbI
NokanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanaer nokanbHbli IPv6-agpec.

ipv6 nd dad attempts 3afaeT KonYecTBo CoobLeHNNn-TpeboBaHUIM, NepesaBaeMblx
attempts_number (0..600)/1 MHTEpdEcOM B3aMMOAENCTBYIOLLEMY YCTPOWCTBY B C/yyae
ob6HapykeHuna aybaunkauum (Konnmnsumm) IPve-agpeca.
ipv6 unreachables BkntoueHune ICMPV6 coobuieHUi o HegOCTUXRMMOCTU agpecaTta
- npu nepegaye NakeTos Ha onpeaeneHHbIV MHTepdeic.
no ipv6 unreachables YcTaHaBMBaET 3HaYEHWE N0 YMOMYAHMIO.
ipvé mld version {1 | 2} (1,2)/2 OnpepeneHue Bepcun npotokona MLD ans nHtepoelica.

no ipvé mld version

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ipv6 mld join-group
group_address
no ipvé mid join-group

group_address

3apaeT MLD-coobuieHmns gna onpeaeneHHon rpynnol.
- group-address — IPv6-aapec rpynnbl MHOroaZpecHom
PacCbINKK.

OTmeHAeT OT4YeTHOCTb W yAansaeT
MHOroaAPECHOVI PacCblNIKKN.

IP-agpec u3 rpynnbl

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.52 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 set mtu

{ tengigabitethernet te_port
| port-channel group }

{ bytes | default}

te_port: (1..8/0/1..48);
group: (1..32)
bytes: (1280 .. 65535)
/1500

3apaet 3HavyeHne MTU ana IPv6-nakeTos.

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6_address]
[mac-address

mac-address)
[tengigabitethernet te_port |
port-channel group |

vlan vian_id]

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id (1..4094)

MoKasbiBaeT WHOpMauUnMo O cocegHux |Pv6-ycTpolicTsax,
cofeprKalumxca B Kalle.

- static — nokasblBaeT cTaTUYecKme 3anucu;

- dynamic — nokasbiBaeT guHaMMU4ecKune 3anucu.

clear ipv6 neighbors

OuvmlaeT Kaw, cogepsKawmii MHGOPMaLMIO O COCeaHMX
ycTpolictBax, paboTatowmx no npotokony IPve. MHbopmaumsa
0 CTaTMYECKMX 3aNUCAX COXPaHAeTCA.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.53 — KomaHap! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
show ipv6 interface MokasblBaeT HacTpoikM npoTokona IPv6 ana ykasaHHoro
[tengigabitethernet te_port | te_port: (1..8/0/1..48); nHTepdeiica.
port-channel group | group: (1..32);
vlan vian_id] vlan_id (1..4094)
show ipv6 route _ MokasbiBaeT Tabanuy IPv6-mapLupyToB.
show ipv6 icmp error- MokasbiBaeT HacTpokn ICMPV6-coobuieHnin 06 ownbKax.
interval )

[pumepbl 8b1M0MAHEHUS KOMAHO

MNMoKasaTb AMHaMMYECKMe 3anncK B Tabmue maplipyTnsaumm o cocegHux IPvb yctponcreax.

console# show ipv6 neighbors dynamic

Interface IPv6 address HW address State Router

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH

Bo3moHble coCTOAHMUA:

— INCMP (Incomplete) — Mpoueaypa paspelieHns agpeca BbINOJHAETCA Ha BXoZe. ITO O3Hayaer,
YyTo 3anpoc O coceacTBe Obln OTNpaBAeH Ha [FPynnoBOM afpec, HO COOTBETCTBYOLLEE
noATBepPKAEHNE O COCeACcTBE elle He Bbla1o NoyYeHO.

— REACH (Reachable) — MonoxutensHoe noaTsepXaeHne o ToM, YTo NyTb A0 COCeAHEro YCTPOMCTBa
dYHKUMOHUPYET BEpPHO, BbINO NOMYYEHO B TeYeHMe nepuoda «AocTvKumoctu» (ReachableTime,
mc). MoKa coceaHee YyCTPOWCTBO AOCTUXMMO, U OBMeH NakeTamMu MAET HOPMasbHO, HUKaKMX
CNeumnanbHbIX 4eACTBMIA He NpeanpUHUMaETCA.

— STALE — TlonoxutenbHoe nNoATBEPXKAEHME O TOM, 4YTO NyTb A0 COCEAHEro YCTPOMCTBa
bYHKUMOHMPYET BepHO, OblN0 NOAy4eHO B TeyeHWe BpemeHW Oosbluero, 4Yem nepuos
«gocTuxumoctn» (ReachableTime, mc). MNMoka cocegHee YCTPOMCTBO AOCTUMKMMO, U 0BMeH
nakeTamu UAeT HOPMaNbHO, HUKAKMX CleLManbHbIX AeACTBUIN He NpeanpUHUMaeTca.

— DELAY — TllonoxuTenbHoe NOATBEP)KAEHME O TOM, 4YTO NyTb A0 COCEAHEero YCTPOMCTBa
OYHKUMOHMPYET BepHO, 6blN10 MNOAYyY4eHO B TeyeHMe BpPemMeHW Oosbliero, 4Yem nepuog
«gocTmxkumoctn» (ReachableTime, mc) 1 noBTOpHBLIV 3anpoc 6bi1 NepesaH B TeYeHMEe UHTepPBasa
BpeMeHn oTBeAeHHoro Ha nonbiTKy (DELAY_FIRST _PROBE_TIME, cek). Ecan nonoxuTenbHbii

OTBET He npuaer B TeyeHue WHTEepBana BpPeMeHW, OTBEAEHHOro0 Ha MNONbITKY
(DELAY_FIRST_PROBE_TIME, cek), To COCTOAHME MYTU A0 COCEAHEro YCTPOMCTBA U3MEHMTCA Ha
PROBE.

— PROBE — 3anpocbl 0 coceacTBe NepUMoaMYecKM MepemaroTca C MHTEPBA/IOM «PETPaHCAALUU»
(RetransTimer, mc) 4o Tex Nop, NoKa He 6yAeT NoAy4YeHO NONOKUTEIbHOE NOATBEPKAEHUE.

5.13.2 TyHHenuposaHue npomokona IPv6 (ISATAP)

dyHKUMA TyHHenupoBaHua Tpaduka IPv6 Ha 6ase npotokona ISATAP (Intra-Site Automatic
Tunnel Addressing Protocol) nossonset ocyuwecTsaATb nepegady Tpaduka IPv6 uyepes cetn c
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agpecaumeit IPv4. Takum obpasom, y3nbl ¢ agpecaunen IPv6, noapepkuBatwowme TyHHEAMPOBaHUE
ISATAP, moryT coobLw,aTbcs, MHKancyanpya TpadumK B NaKeTbl C 3aro/ioBkom |Pv4.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KoOHPUrypmposaHma:

console (config) #

Tabnnuya 5.54 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3HayeHue/3HayeHue no

seconds
(10..3600)/10 cek

no tunnel isatap query-
interval

KomaHoa Aelicmeue
YyMOMYAHUO
interface tunnel number 1. Co3paet uHTepdeiic TYHHeNNPOBaHMA.
1 2. OcywecTBnseT BXOA4 B PEXUM KOHPUrypupoBaHuA
nHTepdeica TYHHeNUPOBaHUA.
tunnel isatap query-interval YctaHaBnmBaer  nepuos  mexay DNS  3anpocamu,

OTNpPaBAAeMbIMU A/A aBTOMAaTU4YecKoro onpegeneHua |P-
agpeca mapwpyTtusatopa ISATAP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

tunnel isatap solicitation-
interval seconds
(10..3600)/10 cek

no tunnel isatap solicitation-
interval

YcTaHaBAMBaeT nepuog nepegayn 3anpocos, Tpebyrowmx
noATBepXAeHUa oT  maplupytusatopa ISATAP (B ciayyae
OTCYTCTBMA aKTUBHOIO MapLLpyTU3aTopa).

YcTaHaBAMBaeT 3HAYEHWE N0 YMOYAHUIO

tunnel
isatap robustness number

(1..20)/3

no tunnel isatap robustness

3apaetr kKonmdvectBo DNS-query 3anpocoB M KOAMYECTBO
3anpocos, nepegasaemblx Mmapuwpytusatopy ISATAP B
TeYeHWe BPEMEHM KU3HM YCTaHOBIEHHOTO COeAUHEHMUSA.
Mepuroapl 3anpocos onpeaenaetca Gopmynamu:

- ana DNS: (epemsa #cu3HU npuHAmMoe 8 omeeme om cepeepa
DNS)/(number+1);

- ANA 3anpocoB K mMapuwpyTusaTtopy ISATAP: (MuHumansHoe
8pemMAa  MU3HU rnpuHAmoe 6 omeeme om ISATAP
mapuwpymusamopa)/(number+1).

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHObI pextuma myHHeaAuposaHus

Bug, 3anpoca KOMaHAHOW CTPOKU PEXMMA TYHHENNPOBAHUA:

console# configure
console (config) # interface tunnel
console (config-tunnel)#

1

Tabnnuya 5.55 — KomaHabl pexkMma TyHHeIMpoBaHUs

KomaHda 3HavyeHue

Aelicmeue

tunnel mode ipv6ip isatap

Mo ymonuyaHutio
TYHHeAnpoBaHue
OTKNIOYEHO

BkntouyaeT noageprKKy TyHHenMpoBaHuA npoTokona |IPve
yepes IPv4 npyn nomowm ISATAP.

|  Ana oaHoro M TOro e uHTepdeiica (Hanpumep
V Ethernet/VLAN) noapepkka IPv6-agpecaumm u
TYHHE/IMPOBAHMA MOTYT COCylLLecTBOBaTb  BMecTe.
Bbi6op MCNONb30BaHUA IPv6-agpecauuu unu
TYHHeNAnpoBaHMA 6yAeT OcCylecTB/eH Ha OCHOBaHMMU

MHdpopmauum 06 IP-agpece HazHaueHUA.

no tunnel mode ipvé6ip
isatap

BbikntoyaeT noaaep Ky TYHHeMpoBaHMA NpoTokona IPv6.
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tunnel isatap router 3apaét gomeHHoe uma ana TyHHena IPv6. Monb3osatenun c
router_name Mo ymonuaHuio, agpecaumeit IPv4 6yayT MmeTb BO3MOMKHOCTb A[0CTyna K
OOMEHHbIM UMEHEM YCTPOMCTBY (YCTPOWCTBO TYHEN/IMPOBAHWUA) NPU BbINOJHEHUN
ABAAETCA CTPOKa ‘isatap’ CTaHZapTHOM npoueaypbl DNS.
no tunnel isatap router YcTaHaBAMBaeT 3HaYeHNe No YMONYAHUIO
tunnel source KomaHgza HasHavaeT nokasbHbIN IP-agpec TYHHeN, KoTopbIi
{auto | 6yaeT MCNonb30BaTbCA, B KayecTBe afpeca MCTOYHWKA, Npu
. . Mo ymon4yaHuio, IP-agpec
ip-address ipv4_address } OTNpaBKe NaKeTOB.
He Ha3HaYeH. o
- auto — IP-agpec byaeT aBTOMaTUYECKM HAa3HAYeH CUCTEMO.
no tunnel source Ypanaet nokanbHbIM IP-agpec TyHHenA.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunuya 5.56 — KomaHab! pexkuma EXEC

KomaHda Aelicmeue

show ipv6 tunnel MokasbiBaeT MHGOPMaALMIO O HACTPOMKAX TYHHeNsA.

[pumepbl 8b1M0MHEHUS KOMAHO

BKAtounTb MHTEPdEC TYHHENMPOBAHMA, HAa3HAYUTb AOMEHHOE UMA TyHHens — ABCD, ycTaHOBUTb
JIOKanbHbIM ip-agpec —192.168.16.88.

console# configure

console (config) # interface tunnel 1

console (config-tunnel) # tunnel mode ipvéip isatap

console (config-tunnel)# tunnel isatap router ABCD

console (config-tunnel)# tunnel source ip-address 192.168.16.88

5.14 HactpoiiKa NnpoTOKO0/10B

5.14.1 Hacmpoiika npomokosaa DNS — cucmemobl 00OMeHHbIX UMeH
OcHoBHOW 3agavelt npotokona DNS sBnsetca onpeaeneHue IP-agpeca ysna cetu (xocTta) no

3anpocy, coaeprKallemy ero omeHHoe umsa. basa AaHHbIX COOTBETCTBUIN JOMEHHbIX UMEH Y3/10B CETU
n cooTeeTcTBytowmMx nm IP-agpecos sBeaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rn1o6anbHOro KoHGUrypuposaHus:

console (config) #

Tabnunua 5.57 - KomaHabl pexuma rnobasbHOro KOHGUrypupoBaHUa

KomaHda Aeilicmeue

ip domain lookup PaspelwaeT ucnonbaosaHune npotokosia DNS.

. . 3anpeLwaeTt ncnosib3oBaHMe npotokona DNS.
no ip domain lookup
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ip name-server
server_ip_address_list

Onpegenser |IPv4/IPv6-agpeca gna goctynHbix DNS-cepsepos. MosHo onpeaenutb IP-
afpeca Ans BOCbMM cepBepoB. IP-afpeca cepBepoB yKasblBaOTCA Yepes npobes.

no ip name-server
server_ip_address_list

Ypansaet IP-agpec DNS-cepsepa 13 CIUCKA AOCTYNHbIX.

ip domain name name

OnpeaenseT LOMEHHOE MMSA MO YMONYAHUIO, KOTopoe byaeT MCNoAb30BaTbCA NPOrpaMmon,
ONA  [O0NONHEeHWA HenpaBW/IbHbIX AOMEHHbIX MMEH (LOMEHHbIX MMeH 6e3 Touku). Ona
OOMEHHbIX MMeH 6e3 TOYKM B KOHel, MMeHU byaeT [06aBnATbCA TOYKa M YKasaHHoe B
KOMaHzAe gomeHHoe umsa. Uma foaKHo coaeprkatb 1 o 158 cumBonos.

no ip domain name

Ypanaet fOMEHHOe UMA NO YMOHAHMUIO.

ip host name address1
[address2 ... address4]

OnpepenseT CcTaTMYeCKMe COOTBETCTBMA MMeH Yy3noB cetn IP-agpecam, pobasnset
YCTaHOB/IEHHOE COOTBETCTBME B Kaw. DyHKUMA nokanbHoro DNS. Mma aomKHO coaepkaTb OT
1 pno 158 cumBonoB. MoXHO onpeaenntb Ao YeTbipex IP-agpecos.

no ip host name

Ypanaer ctaTuyeckme COOTBETCTBUA MMEH Y3/10B ceTu IP-agpecam. Mms JoMKHO copeprKaTtb
ot 1 go 158 cumBonos.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 5.58 - KomaHab! pexkmuma EXEC

KomaHda

Aelicmeue

clear host {name| *}

YaanaeT 3anucb COOTBETCTBUA MMeHM y3na ceTu IP-agpecy Kawa nnbo sce 3anuck (*). Uma
[O0NXKHO cogepXaTtb oT 1 o 158 cumsonos.

show hosts [name]

OTobparkaeT AOMEHHOE MMA MO YMO/AYaHuIO, cnvcok DNS-cepBepoB, cTaTMyeckMe U
K3LMPOBaHHbIE COOTBETCTBUA MMEH Y3/10B CeTU U IP-agpecos.

MpY UCNONb30BAHUM B KOMaHAE MMEHM y3/1a CETU, OTODPAXKAeTCa COOTBETCTBYOWMIN emy IP-
agpec. Uma gomkHo copepatb oT 1 fo 158 cumBo10B.

[pumepbl UCI016308AHUA KOMAHO

Mcnonb3oBatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yCTaHOBUTb AOMEHHOE
WMMA MO YMOJIYAHUIO - mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain-name eltex-sw-1

YCTaHOBUTb CTaTU4eCKoe COOTBETCTBME: y3en cetmh C UMEHEM eltex.mes umeet IP-a,cl,pec

192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.14.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoToKkon paspelueHus aapecos) — NPOTOKON KaHa/IbHOMo
YPOBHS, BbINOAHAKOWMIA GyHKUMIO onpeaeneHMa MAC-agpeca, Ha OCHOBaHMM coAepKalleroca B

3anpoce IP-agpeca.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUryprupoBaHua:

console (config) #

Tabnunua 5.59 - KomaHab! pexxuma rnobasbHOro KOHGUrypupoBaHus

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

arp

ip_address hw_addr
[tengigabitethernet
te_port | port-channel
group| vlan vian_id]

no arp

ip_address
[tengigabitethernet
te_port | port-channel
group| vlan vian_id]

dopmart ip_address:
A.B.C.D;
dopmat hw_addr: H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id (1..4094)

[ob6aBnaet craTuMyeckyr 3anucb cooTeetctBuA IP u MAC-
apgpecoB B Tabnuuy ARP pns yKasaHHOrO B KOMaHAe
MHTepodeiica.

- ip_address — IP-agpec;

- hw_addr — MAC-appec.

Ypanaet ctaTMyecKyto 3anuck cootsetctema IP 1 MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec

no arp timeout

(1..40000000)/
60000 cek

HactpauBaetr Bpems 3anuceit B
Tabamue ARP (cek).

- sec — Nepuog, BpeMeHM.

HKU3HU  ANHAMUYECKUX

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

arp table-size size

size: (20..4096)

3a4,aEéT MaKcMMmanbHOe Ko/iMdecTBo 3anucent B ARP-Tabauue.

- Size — MaKCMManbHoe KonmyecTso 3anuceit B ARP-Tabauue.
Ana KOPPEKTHOM PaboTbl HYXKHO TaKKe yBeAuuuTb
napametp hosts npu NomowM KOMaHAbl «system

resources routing».

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnuua 5.60 - KomaHap! pexkmma privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

clear arp-cache

Ypanser Bce AMHamuyeckue 3anucu u3 ARP  Tabauubl.
(KomaHga [ocTynHa TOMbKO A4A  NPUBWUAETMPOBAHHOMO
nosb3osaTens).

show arp

[ip-address ip_address |
mac-address mac_address
| tengigabitethernet
te_port | port-channel
group]

dopmart ip_address:
A.B.C.D
dopmat mac_address:
H.H.H nav H:H:H:H:H:H naun
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
group: (1..32).

MokasbiBaeT 3anncu ARP-Tabanubl: Bce 3anucu, ¢punbTp no IP-
appecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeicy.

- ip_address — IP-appec;

- mac_address — MAC-agpec;

- te_port — Homep uHTepdelica Ethernet;

- group — rpynna KaHa/nos.

show arp configuration

MokasbiBaeT rnobanbHyto KOHbUrypauuio ARP 7]
KoHourypaumio ARP ana nHtepoeiicos.

ip arp proxy disable

no ip arp proxy disable

OTKNlo4aeT pexum npokcuposaHua ARP-3anpocos Aana
KOoMmyTaTopa.
Bkntouaetr pexum npokcuposaHuma ARP-zanpocos  gna
KoMMmyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHue UuHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#

Ethernet-kommymamopsi cepuu MES5000 75




HELTEX

Tabnnua 5.61 - KomaHgb! pexkuma interface configuration

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aeiicmeue

ip proxy-arp

no ip proxy-arp

OTKNIOYaeT  pPeXUM  MPOKCMPOBAHUA
HacTpanBaemom MHTepoeice

ARP-3anpocoB Ha

BK/lOYaeT  pexuMm  MPOKCUPOBaHUA
HacTpanBaemoM MHTepoeince

ARP-3anpocoB  Ha

arp timeout sec

(1-40000000)/ 60000 cek.
no arp timeout

HacTpamBaeT Bpemsa 3KM3HM AMHAMUYECKMX 3anuceil B
Tabamue ARP (cek) gna HacTpavBaemoro uHTepdeiica.

YcTaHaB/MBaeT 3HayeHMe Mo YMOA4YaHWuio (ycTaHas/iMBaertcA
rnobanbHo).

[pumepbl UC016308AHUS KOMAHO

[J06aBnTb CTATMYECKYlO 3anucb

B ARP-tabauuy:

IP-appec 192.168.16.32, MAC-agpec

00:00:0C:40:0F:BC, ycTaHOBUTb BpeMs XKMU3HU ANHaMU4Yecknx 3anucen B ARP-tabanue — 12000

CeKkyHa;

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console (config) # exit
console# arp timeout 12000

= [lokasaTb cogepkumoe ARP Tabnnupl:

console# show arp

VLAN Interface IP address
vlan 1 tel/0/3 192.168.25.1
vlian 1 tel/0/3 192.168.25.8

HW address status
ag8:£9:4b:80:7d:00 dynamic
00:26:18:9d:1d:05 dynamic

5.14.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumu. MpoTokon no3soaser
pacnpocTpaHuTb no cetn maeHtuoumkatopol VLAN. OcHoBHOM ¢yHKuMelt npoTokona GVRP ssnsetca
o6HapyKeHne uHbopmaumm 06 oTcyTcTBylOWMX B Ha3e AaHHbIX KommyTtatopa VLAN-cetax npwu
nosyyeHmm coobuweHunit GVRP. Monyuns uHpopmaumto o6 oTtcytcTByrowmx VLAN, KommyTaTop

nobasnsieT ee B CBOO 6a3y AaHHbIX.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnuya 5.62 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue o o
KomaHoa Aelicmeue
YMOMYAHUIO
gvrp enable BkntouaeT ncnonbsosaHmne npotokosa GVRP kommyTaTtopom.
-/BbIKNIOYEH
no gvrp enable BbikntoyaeT ncnosnb3oBaHue npotokosna GVRP kommyTtaTopom.
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KomaHOwbI

pexcuma  KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica epynnbl MopmMos

Bug, 3anpoca KOMaHAHOM CTPOKM B perkume KoHdUrypupoBaHus wuHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console# configure
console (config)# interface {tengigabitethernet te port|port-channel

group}

console (config-if) #

Tabanuya 5.63 — KomaHzabl pexkuma KoHpurypmuposaHus nHtepderica Ethernet, rpynnol uHtepdelicos

3HayeHue/3Ha4yeHue no

Komarda Jeiicmeue
YMOAYAHUIO
gvrp enable Bkntouaer ncnosb3oBaHme npoToKona GVRP Ha
HacTpanBaemom MHTepodeiice.
-/BbIKNIOYEH
no gvrp enable BbikntovaeT  ucnonb3osaHue  npotokona  GVRP Ha
HacTpanBaemom uHTepodeiice.
garp timer (10-2147483640) mc YcTaHaB/MBaeT 3HayeHWA TallmepoB npoTokona GARP
{join | leave | leaveall} (onucaHwue Taiimepos nNpuseaeHo B Tabavue 5.64).
timer value 3HauyeHuWA No yMmoNyaHuto: | - timer_value — 3HayeHWe Taimepa (J0KHO 6bITb KpaTHO 10).

no garp timer

join: 200 mc;
leave: 600 mc;

yCTaHOBVITb 3Ha4YeHnA No YMOJZTYaHUIO.
leaveall: 10000 mc y

gvrp vlan-creation-forbid

no gvrp vlan-creation-
forbid

3anpewaeTr AMHaMMyeckoe nMameHeHne mam cospganme VLAN
ONA HacTpaMBaemoro uHtepdelica.

-/paspelueHo

PaspewaeTr AnHamumyeckoe mMameHeHue wmnau cosgaHue VLAN
ANA HacTpanBaemoro nHTepdeiica.

gvrp registration-forbid

no gvrp registration-forbid

BbinonHAeT cHATME peructpaumn gna scex VLAN M He
[OnyCcKaeT co34aHuA uan peructpaumm HosbiX VLAN Ha
AaHHOM nHTepdeiice.

-/co3paHue n permcTpaums
VLAN Ha uHTepodeiice

aspelieHa
pasp YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

Tabnunua 5.64 — OnucaHue Talimepos GARP

Talimep GARP 3HavyeHue
Onpegenaet MHTepBan nepejayn 3anpocoB Ha npucoeguHeHue B rpynny VLAN
Join Timer (ananasoH 3HayeHui ot 10 go 2147483640 MUANUCEKYHA, 3HAYEHUE MO YMOAYAHUIO
— 200 MUANMCERYHA).
OnpeaenseT WUHTepBana, KOTOpbIN MHTepdelnc byaeT oxuaaTb nepes BbIXOAOM U3
rpynnbl VLAN (amMana3soH 3HauveHuii ot 10 go 2147483640 MuUnancekyHa, 3HaYeHne
Leave Timer no ymondyaHuio — 600 MuanmcekyHa).

V‘ 3HaueHue Leave Talimepa [O/MKHO ObiTb 60nblue MAM PaBHO Tpem
3HayeHuam Join Talimepa.

LeaveAll Timer

OnpeaenseT MHTepBan, KOTOpblii WUHTepdenc OyaeT oxuaaTb nepen OTNpPaBKOWM
3anpoca LeaveAll Ha nosHoe oTKAtoueHuMe oT rpynnbl VLAN (AMana3oH 3HayeHuit ot
10 oo 2147483640 MUANUCEKYHA, 3HAaYEHMeE MO YymondaHuio — 10000 MUNANCERYHA).

V 3HaueHue LeaveAll Taiimepa ponXKHO 6biTb HAMHOro 60/blue 3HauyeHUA
Leave Taiimepa.

L/

3HaueHuAa GARP TalimepoB A0/IKHO 6biTb O4MHAKOBbIM ANA BCEX B3aUMOAENCTBYIOLMX
yctpoicte. Ecam 3HaueHua TalimepoB OyayT OT/AMUATbCA, TO KOMMYTaToOp MOXKET

HeKOppeKTHO paboTaTb no npotokoay GVRP.
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/ Bsaumopeiicteue

nopry.

e

VLAN.

KomaHOb1 pexcuma privileged EXEC

HeTerMpoBaHHOro
aAMUHUCTPATUBHO ONpeAesieHO NyTeM YCTaHOBKM 3HauyeHua PVID Ha HeTermpoBaHHOM

noprta ¢ TerupoBaHHbIM  MOXKeT  6biTb

UHTepdeiic, HaCTPoeHHbIN B pexkume nopta aoctyna (Access port), He moKeT paboTaTb
no npotokony GVRP, NOCKOAbKY OH Bcerga ABAAETCA YJIEHOM TO/MIbKO OA4HOW rpynnbl

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma privileged EXEC:

console#

Tabnunua 5.65 — KomaHabl pexkmuma privileged EXEC

KomaHda 3HaveHue

Aelicmeue

clear gvrp statistics
[tengigabitethernet te_port |
port-channel group]

te_port: (1..8/0/1..48);
group: (1..32)

OumLaeT HaKONAEHHYIO CTaTUCTMKY NpoTokona GVRP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KoOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 5.66 — KomaHgb! perkuma EXEC

KomaHda 3HayeHue

Aelicmeue

show gvrp configuration
[tengigabitethernet te_port |
port-channel group]

show gvrp statistics
[tengigabitethernet te_port |
port-channel group]

te_port: (1..8/0/1..48);
group: (1..32).

show gvrp error-statistics
[tengigabitethernet te_port |
port-channel group]

MokasbiBaeT KOHoUrypaumto npoTokosna  GVRP
yKasaHHoro nHtepdeiica, imbo ana Bcex uHTepdeicos.

ans

[oKa3blBaeT HAKOMNJEHHYIO CTaTUCTUKY no npotokony GVRP
019 YKa3aHHOTo UHTepdelica, 1Mbo ans Bcex MHTepdencos.

MoKasblBaeT CTaTUCTMKY no owubkam npu pabote
npotokona GVRP ana yKasaHHoro uHtepdelica, nmbo ana
BCeX MHTepdencos.

5.14.4 MexaHu3m obHapyxceHua nemens (loopback-detection)

,ﬂ,aHHbe/‘I MEXaHN3M Nno3BONAET YCTpOl)'ICTBy OTCNEXNBATb 3aKO/IbLLOBAHHbIE MOPTHI. MNeTtna Ha

nopTy o6HapyXuBaeTca NyTEM OTCbIIKK

KoMMyTaTopom dpeinma

C agpecom Ha3HayveHwuA,

coBnagarowmm ¢ ogHum us MAC-agpecoB yCTpOMnCTBa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe r106a1bHOro KOHGUIypupoBaHusa:

console (config) #
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Tabnnua 5.67 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
ymon4yaHuro
loopback-detection enable BKNtouyaeT mexaHn3m obHapyKeHua NeTenb 419 KoMMyTaTopa.
no loopback-detection -/disabled
enable BoccTaHaB/IMBaET 3HaYeHMe Mo YMONYAHMIO.

loopback-detection
interval seconds

no loopback-detection
interval

(30-60)/30 cekyHa,

YcTaHaBaunBaeT UHTepBan mexay loopback-pperimamm.
- seconds — UHTepBan BpemeHn mexay LBD dperimamu.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIKO

loopback-detection mode
{src-mac-addr|base-mac-
addr}

-/src-mac-addr

YcTaHaBAMBaET pexkum obHapyKeHUs neTenb:

- src-mac-addr — onpegenset, uto MAC-agpec Ha3zHayeHua —
MAC-agpec nHtepdelica;

- base-mac-addr — onpegenset, uto MAC-agpec HazHaYeHUs —
MAC-agpec ycTpoiicTBa.

KomaHOwbI

pexcuma KoHgu2ypuposaHuUa uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica epynnbl MOpMos

Bua 3anpoca KOMaHAHOM CTPOKM B peruMme KoHdurypuposaHua wHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console# configure
console (config)# interface {tengigabitethernet te port|port-channel

group}

console (config-if) #

Tabnunua 5.68 — KomaHabl pexkuma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos

3Ha4yeHue/3HayeHue no

enable

KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BKAtoYaeT MexaHU3M 0bHapy»KeHUA neTenb Ha NopTy.
no loopback-detection -/disabled

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 5.69 — KomaHab! pexkmma EXEC

KomaHda

3HauyeHue

Aelicmeue

show loopback-detection
[tengigabitethernet te_port
| port-channel group]

te_port: (1..8/0/1..48);
group: (1..32).

OTobparkaeT coctonaHne mexaHn3ama loopback-detection.
- te_port — Homep nHTepodelica Ethernet;
- group — rpynmna KaHasnos.

5.14.5 Cemelicmeo npomokonos STP (STP, RSTP, MSTP)

OcHoBHOW 3agadveit npoTokosa STP (Spanning Tree Protocol) Ansaetca npuseaeHue ceTu
Ethernet ¢ MHOXeCTBEHHbIMW CBA3AMM K APEBOBUAHON TOMOMOMMN, UCKAIOYAIOLWLEN LUKbI MAKETOB.
KommyTaTopbl 06MeHMBaOTCA KOHPUIYPALNMOHHBIMU COOBLLEHMAMM, UCNOb3YA Kagpbl CNELMANbHOTO
¢dopmaTa, 1 BbIBOPOUYHO BKIKOYAIOT M OTKHOYAIOT Nepesady Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) aBnsieTca ycoBeplUeHCTBOBaHMEM NpoToKona STP, xapaKkTepusyeTcs
MEHbLUMM BpPEMEHeM MpuBeAeHUs CeTU K APeBOBMAHOW Tomnonormm M umeeT 6onee BbICOKYHO

YCTOMYNBOCTb.
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MpoTtokon Multiple STP (MSTP) snaBnaetca Haubonee coBpemeHHON peanusauyumeit STP,
noaaepxuearmowen mcnonbsosaHne VLAN. MSTP npegnonaraet KOHGUrypupoBaHue Heobxoammoro
KO/IMYeCTBa 3K3eMNIAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN
Ha KommyTaTope. Kaxkapl 3K3eMnaap MOXKeT coaepyKaTb Heckonbko rpynn VLAN. HegoctaTkom
npoTtokosa MSTP aBnAeTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3aumoaencteytowmx no MSTP, A0MKHbI
6bITb 0ANHAKOBO CKOHPUTypupoBaHbl rpynnbl VLAN.

5.14.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabanuya 5.70 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

3HayeHue/3HayeHue no

no spanning-tree mode

KomaHoa Aelicmesue
YyMOAYAHUIO
spanning-tree Pa3pelaeT ncnonb3oBaHne KOMMYTaTOPOM NpoToKosa STP.
no spanning-tree i 3anpeLaeTt NCnoib30BaHNE KOMMYTAaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexkum paboTbl npoTokona STP:
rstp | mstp} - stp — IEEE 802.1D Spanning Tree Protocol;
_JRSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree forward-
time seconds

no spanning-tree forward-
time

(4..30)/15 cek

YcTaHaBAMBAET UHTEPBAJ BPEMEHU, 3aTPaYnBaemblii Ha
NPOC/NyWMBAHUE U U3yYEHUE COCTOAHMI nepeg,
nepeknoYeHneM B COCTOAHWE Nepesaun.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-
time

(1..10)/2 cek

YcTaHaBAMBaET MHTEPBa BPEMEHU MEXAY nNepegadyamm
LUMpPOKOBeLLaTe/IbHbIX coobueHnin «Hello» K
B3aMMOZENCTBYIOLMM KOMMYTaTOpPaM.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree loopback-
guard

no spanning-tree
loopback-guard

PaspeluaeT 3awuTy, BbIKAOYAtOLWYO Nto60oM MHTepdenc npu
npueme naketos BPDU.

3anpeLuaeT 3aWmTy, BbIKAHOYAOLWYO UHTEpdEC Npu npuéme
naketos BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

(6..40)/20 cek

YcTaHaBAnBaeT BpeMs XU3HU cBA3ytowero gepesa STP.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree priority

no spanning-tree priority

(0..61440)/32768

HactpaunBaeTt npuopuTeT ceAsyoLLero gepesa STP.

V 3HaueHuMe NpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBaeT MeTOZ OnpeaeneHns LeHHOCTU NyTH.
- long — 3HayeHWe ueHHOCTM B gManasoHe 1..200000000;

no spanning-tree bpdu

-/short - short — 3HayeHue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost

YcTaHaBAMBaeT 3HaYeHMe NO YMOIYAHUIO.
method
spanning-tree bpdu Onpegenset pexxunm obpaboTkm naketos BPDU nHTepdericom,
{filtering | flooding} Ha KOTOPOM BbIK/IlOYeH NpoToKoA STP.

- filtering — Ha uHTepddelice ¢ BbIKNOYEHHBIM NPOTOKOIOM STP

BPDU nakeTtbl puabTpytoTcs;

-/flooding \ Py

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU nakeTbl nepeaaloTca, TermMpoBaHHble —
duUnbTpyoTCA.

YcTaHaBAnBaeT 3HaYeHUe No YMOJYAHUIO.
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Mpu 3apaaHuM Takux napamertpos STP,
Heo6xogumo

yyuTbiBaTb

cnepyloulee

Kak forward-time, hello-time, max-age
cnpaBeasiMBoe  HepaBeHCTBO-popmyny:

2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI_pexcuma KoHguaypuposaHus uHmepgelica Ethernet, uHmepdpelica epynnsi

nopmoe

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHOUTypupoBaHusa WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.71 — KomaHabl pexkmma KoHpurypmposaHua nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aeiicmeue

spanning-tree disable

no spanning-tree disable

-/paspelueHo

3anpewaeT paboTy npotokona STP Ha KOHPUTypUpyemom
UHTepodeiice.

Paspewaet paboTty npotokona STP Ha KOHPUryprpyemom
nHTepoelice.

spanning-tree cost cost

no spanning-tree cost

(1..200000000)/ cm.
Tabauuy 5.72

YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbl MHTepdeic.

YcTaHaBMBaeT 3HaYeHne, onpesensiemoe Ha OCHOBaHUN
CKOPOCTM MOpTa U MEeTO4a ONpeaeNeHUn LLeHHOCTU NyTH,
Tabauua 5.72.

spanning-tree port-priority

no spanning-tree port-
priority

(0..240)/128

YcTaHaBavBaeT npuopuTeT nHTepdeiica B cBA3yOLWEM aepese
STP.

V 3HaueHuMe NpuopuUTETa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

BK/IOYAET pPeXnm, B KOTOPOM MOPT NPU NOSHATAM HA HEM
JIMHKa Cpa3y CTaHOBUTCA B COCTOAHME Nepesayn, He
L0XMAAACh UCTEeYEHUA Talimepa.

- auto — n06aBNAET 334ePHKKY 3 CEKYH/bI Nepes Nepexosom B
COCTOAIHVE Nepesayn.

BbIKNtOYaeT peXxmm MOMEHTaIbHOro nepexosa B COCTOAHME
nepegadn no NOAHATUIO KJIMHKa».

spanning-tree guard root

no spanning-tree guard
root

-/3almTa BbIK/OYEHa

BKtOYaeT 3alLMTy «KKOPHA» AN BCEX CBA3YIOLLMX AEPEBLEB
STP BbIOpaHHOro nopra. [JaHHas 3almTa 3anpeLaer
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning tree mac-address
{dot1d | dot1ad}

N3meHsaeT MAC-agpec, ¢ KOTOpPbIM OTNPABAAKOTCA U
npuHumatorca BPDU.

- dotld — otnpasnatoTca n npuHmMmatotca BPDU ¢ MAC-
agpecom 01-80-C2-00-00-00;

-/dot1d - dotlad — oTnpasnsatotca u npuHumatotcs BPDU ¢ MAC-
agpecom 01-80-C2-00-00-08.
no spanning tree mac-
YcTaHaBAMBaeT 3HaYeHMeE MO YMONYAHMUIO.
address
spanning-tree bpduguard Bknatoyaert 3awmty ot npnema BPDU. MNMpwu nonyyeHnn naketa
BPDU, nHtepdelic BbikaoYaeTcs.
no spanning-tree -/oTknioueHo
bpdl’:guardg BbikntoyaeT 3awmTy oT npuema BPDU.
spanning-tree 3anpewaeT npvem BPDU c ¢narom TCN. Maketsl BPDU ¢
restricted-tcn ¢dnarom TCN oTbpacbiBatoTcs.
-/OTKAOYEHO

no spanning-tree
restricted-tcn

Paspewaet npvem BPDU c ¢pnarom TCN

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

3HayeHMe No yMONYaHUIo

ANA AyNaeKCHOro nopta
«TOYKA-TOYKA», ANA
noNyAynaeKcHoro —
«pa3BETB/IEHHbIN»

YctaHaBauBaet npoTtokon RSTP B nepepatoLee coctoaHue n
onpegfenseT TMMN CBA3M AN1A BbIBPaHHOro nopTa - «To4Ka-
TOYKa», «Pa3BETBAEHHbINY.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexxunm obpaboTkm naketos BPDU nHTepdericom,
Ha KOTOPOM BbIK/ItO4YeH NpoToKo STP.

- filtering — Ha uHTepdelice ¢ BbIKNOYEHHBIM NPOTOKO/IOM STP
BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha MHTepdeiice ¢ BbIKNOUYEHHbIM NPOTOKO0M STP
HeTermposaHHble BPDU-naKkeTbl nepenatoTca, TermpoBaHHble —
dunbTpyoTCA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

Tabnnua 5.72 — LleHHOCTb NyTH, yCTaHOBAEHHAaA No yMo4aHuio (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Uumepdpelic
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20000 4

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.73 — KomaHabl pexkmuma privileged EXEC

KomaHda 3HayeHue

Aelicmeue

show spanning-tree

[tengigabitethernet te_port te_port: (1..8/0/1..48);

Moka3sblBaeT KoHdUrypauuio npotokona STP.

detected-protocols

S(1.. 1..48);
[tengigabitethernet te_port te_port: (1..8/0/1..48);

group: (1..32).

| port-channel group]

| port-channel group] group: (1..32).

show spanning-tree MokasbiBaeT noApobHyto MHbOPMALMIO O  HacTpolike
[detail] [active | - npotokona STP, wuHPopmaumio 06  aKTUBHbLIX  MAK
blockedports] 3a6710KMPOBAHHbIX NOPTAX.

clear spanning-tree MepesanyckaeT Mpouecc MUrpauuMuM NpPOTOKoNa. 3aHOBO

NPOMCX0aunT NPOCYET aepesa STP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.74 — KomaHab! perkmma EXEC

KomaHda 3HayeHue

Aelicmeue

show spanning-tree bpdu
[tengigabitethernet te_port
| port-channel group]

te_port: (1..8/0/1..48);
group: (1..32).

Moka3sblBaeT pexmm 0bpaboTku naketos BPDU Ha
MHTepdercax.

5.14.5.2 Hacmpotika npomokona MSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOro KoHOUrypnpoBaHmsa:
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console (config) #

Tabanuya 5.75 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHua

3HayeHue/3Ha4yeHue no

Komanoa Aelicmesue
YMOAYAHUIO
spanning-tree PaspelaeT ncnonb3osaHnme KOMMyTaTopom nNpoTtokona STP.
no spanning-tree i 3anpeLiaeTt NCNONb30BaHNE KOMMYTaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBaeT pexxum paboTbl npoTokosa STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHWe N0 YMONYAHWIO.
spanning-tree pathcost YcTaHaBaMBaeT meToa onpeaeneHnsa LeHHOCTU NyTu.
method {long | short} - long — 3HauyeHuMe ueHHOCTM B AManasoHe 1..200000000;
- short — 3HaueHue ueHHOCTH B AnanasoHe 1..65535.
-/short

no spanning-tree pathcost
method

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance: (1..15);
priority: (0..61440)/32768

YcTaHaBAMBaeT NpMoOpUTET ANA AAaHHOrO KOMMYTaTopa nepes
0CTa/NIbHbIMM, UCMONb3YHOLWMMM 0BLWMi sKk3emnaap MSTP.
/ 3HaueHuWe NpuopuUTeTa JONXKHO 6bITb KPaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMO4aHUIO.

spanning-tree mst max-
hops
hop_count

no spanning-tree mst max-
hops

(1..40)/20

YcTaHaBAMBaeT MaKCMMaJibHOE  KOIMYEeCTBO  TPaH3UTHbIX
y4yacTKoB  AnAa naketa BPDU, HeobxoaAMmbIX  AnA
dbopmupoBaHUA fepeBa U yaepKaHUAa MHbOpmaLuM O ero
cTpoeHun. Ecnm  nakeT yxe npowesn  MaKCMmanbHoe
KOJINYECTBO TPAH3UTHbIX YYaCTKOB, TO Ha C/IeAyIOLLEM y4acTKe
OH oTbpacbiBaeTcA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHourypuposaHua npotokona MSTP.

KomaHObI pexcuma KoHgu2ypuposdaHUsa npomokosaa MSTP

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KOHUryprpoBaHua npotokona MSTP:

console# configure

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnnuya 5.76 — KomaHabl pexkMma KoHbUrypmupoBaHus npotokosia MSTP

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

instance instance_id
vlan vian_range

no instance instance_id
vlan vian_range

instance_id:(1..15);

vlan_range: (1..4094)

Co3paeT cOOTBETCTBME MEXKAY IK3eMNNAPOM npoTokona MSTP
n rpynnamm VLAN.

Ypanaet cooTBETCTBME MEXKAY IK3eMNAApom npoTtokona MSTP
n rpynnamm VLAN.

name strin 3apaet umA KoHpurypaumm MST.
g (1..32) cumBona A urypay,
no name Ypanser umsa KoHdurypauym MST.
revision value 3afaeT Homep peBusnm KoHpurypaumm MST.
n (0..65535)/0 A PP urypay,
no revision YcTaHaBAMBaeT 3HAYEHNE MO YMOSYAHUIO.

show {current | pending}

Moka3sblBaeT TeKylyto (current), nMbo oxumaatowyio (pending)
KoHoburypauuio MST.

exit ) Bbixos, u3 pexuma KoHourypaumum npotokona MSTP c
coxpaHeHnem KoHdurypaumu.
abort Bbixo4 M3 peuMma KoHourypaumm npoTokosa MSTP 6es

COXpaHeHus KoHUrypaumu.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdaelica 2pynnsl

nopmoe

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkuMme KoHdUrypupoBaHus wuHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.77 — KomaHabl pexkuma KoHourypmuposaHus uHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

spanning-tree guard root

no spanning-tree guard
root

-/3almMTa BbIK/IOYEHa

BKAtoYaeT 3almnTy «KOPHA» A4 BCEX CBA3YIOWMX AepeBbes
STP BbibpaHHOro nopTta. [aHHaa 3awwuTta 3anpeLaet
nHTepdericy bbiTb KOPHEBBIM NOPTOM KOMMYTATOpPA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance_id port-priority
priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..15);

priority:( 0..240)/128

YcTaHaBAMBaeT NpuoputeT nHTepdeiica B aksemnaape MSTP.
/’ 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst
instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..15);

cost: (1..200000000)

YcTaHaBAMBAET LLEHHOCTb NyTU Yepes BbibpaHHbIN MHTepdEC,
ONA onpeaeneHHoro ak3emnaapa npotokosia MSTP.

YcTaHaB/MBaeT 3HayeHWe, Onpeaensemoe Ha OCHOBaHWUU
CKOpPOCTM MopTa M MeToga onpeseneHus LEeHHOCTU NyTw,
Tabauua 5.72.

spanning-tree port-
priority

no spanning-tree port-
priority

(0..240)/128

YcTaHaBAMBAET NPUOPUTET UHTepdelica B KOPHEBOM
cBasyowem gepese MSTP.
7] 3HaueHue npuopuTeTa AOIKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnuya 5.78 — KomaHab! pexkmma EXEC

KomaHda

3HauyeHue

Aelicmeue

show spanning-tree
[tengigabitethernet te_port
| port-channel group]
[instance instance_id]

te_port: (1..8/0/1..48);
group: (1..32).
instance_id: (1..15)

MokasbiBaeT KoHbUrypauuto npotokona STP.
- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree
[detail] [active |
blockedports] [instance
instance_id)

instance_id: (1..15)

Moka3sblBaeT NoapobHy0 MHPOPMALLMIO O HACTPOIKe
npoTokona STP, nHpopmaumto 06 aKTUBHbIX UK
3a6/10KMPOBAHHbIX NOPTAX.

- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree mst-
configuration

MokasbiBaeT MHPOPMaLMIO O CKOHGUTYPUPOBAHHbBIX
aKk3emnaapax MSTP

clear spanning-tree
detected-protocols
[tengigabitethernet te_port
| port-channel group]

te_port: (1..8/0/1..48);
group: (1..32).

MepesanyckaeT NpoLecc MUrpauumn NPOToKkona. 3aHoBO
NPOMCX0aMnT NPOCYET aepesa STP.

84

Ethernet-kommymamopsi cepuu MES5000




HELTEX

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb noggepKy npotokona STP, yCcTaHOBUTL 3HAYeHMe NpuopuTeTa CBA3YIOLWEro gepesa
RSTP — 12899, uHTtepsan forward-time — 20 cekyHAa, MHTEpPBan BPEMEHN MeXAy nepeaadammu
LWMpoKoBelaTenbHbix coobuweHunii «Hello» - 5 cekyHA, Bpems XU3HKU cBA3ytoWwero aepesa — 38
cekyHa. MokasaTb KOHPUrypauuto npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp

console (config) # spanning-tree priority 12288

console (config) # spanning-tree forward-time 20

console (config)# spanning-tree hello-time 5

console (config) # spanning-tree max-age 38
( ) #

console (config exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long

Loopback guard: Disabled
Root ID Priority 12288
Address a8:£9:4pb:80:b0:80

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 2 last change occurred 01:41:53 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 2000000 Dsbl Dsbl No -
tel/0/2 enabled 128.2 20000 Lsn Desg No P2P (RSTP)
tel/0/3 enabled 128.3 2000000 Dsbl Dsbl No -

5.14.6 Hacmpoiika ¢pyHkyuu flex-link

Flex-link — ¢yHKUMA pe3epBupoBaHMA, npepHasHadeHHaa Ana obecneyeHMA HaAEKHOCTU
KaHana nepegaym gaHHbiX. B cBaske flex-link moryt Haxoautbea ethernet u port-channel nHtepdeiicsi.
OAMH M3 3TUX UHTepdelcoB HaxoAUTCA B 3aDJOKMPOBAHHOM COCTOSHUM U HaYMHAET MPONyCKaTb
TpadMK TONbKO B C/ly4ae aBapum Ha BTOPOM UHTepdeiice.

KomaHObI pexuma KoHguaypuposaHua uHmepgelica Ethernet, uHmepgelica e2pynnel
rnopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypupoBaHus wuHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.79 — KomaHapl pexknma KoHdUrypuposaHua nHTepdeinca Ethernet, rpynnel noptos

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOAYAHUIO
flex-link backup Bkntoyaert flex-link Ha uHTepdelice M HasHayYaeT BbIbBpPaHHOMY
{tengigabitethernet te_port: (1..8/0/1..48); nHTepoericy ponb backup-uHrepodeiica B flex-link nape.
te_port | port-channel group: (1..32).
port_channel}
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no flex-link backup
[tengigabitethernet
te_port | port-channel
port_channel]

Boikntovaet flex-link Ha uHTepdeiice n yaanaer BbIbPaHHbIN
nHTepdeiic us flex-link napsoi.

flex-link preemption mode
[forced | bandwidth | off]

no flex-link preemption
mode

-/off

3apaeT gencteMe Npu NOAHATUM UHTepdelica, y4acTByloLLEro
Bo flex-link:

-forced — ecan nopgHsBWUIiCA MHTepdenc HacTpoeH KakK
master, TO OH CTaHeT aKTUBHbIM UHTepdeincom;

- bandwidth — npyn nogHATMM UHTepdelica aKTUBHbIM CTaHeT
nHTepdelic c 6onbluei NPonycKHOM CNOCOBHOCTbLIO;

-off - nogHABLUNICA MHTepdeic oCTaHeTcA B
3a6/10KMPOBAHHOM COCTOSIHUM,

Bo3BpalaeT 3Ha4yeHne No YyMOAYaHMUIO.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35 cek

3afaet Bpems OT nepexoda OTK/I0YEHHOro NopTa B COCTOAHNE
«up», MO MPOLECTBUM KOTOPOro BbINOJIHAETCA AeicTBue,
ycTaHoB/ieHHoe KomaHaol flex-link preemption mode.

- delay — nep1og BpemMeHHU, B CEKyHAaX.

Bo3BpawaeT 3HauyeHMe No YyMOYaHMUIO.

KomaHObI pexcuma privileged EXEC

Buna 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.80 - KomaHab! pexkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show interfaces flex-link
[detailed]
{tengigabitethernet
te_port | gigabitethernet
gi_port | port-channel
port-channel }

te_port: (1..8/0/1..48);
port_channel: (1..12)

MokasbiBaeT KoHbUrypauuio dyHkuum flex-link.

5.14.7 Hacmpoiika npomokona EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npeaHasHayeH A/1A NOBbILEHUS
YCTOMYMBOCTM M HAAEKHOCTM CETU Mepesayn AaHHbIX, UMEeHLWen KOJbLEeBYHO TOMOJIOTUIO, 33 CYeT
CHW}KEHWA BPEMEHWN BOCCTAHOB/EHMA CETU B C/ly4ae aBapun. Bpems BOCCTaHOB/IeHUA He npesbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MEHbLUEe BPEMEHW MepecTPorKU CETU MPU UCMNOIb30BAHWUM MPOTOKO/IOB

cemelicTBa spanning tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (confiqg) #

Tabnnua 5.81 — KomaHapl pexknuma rnobanbHOro KoHPUrypmposaHmsa

no eaps hello-timer

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
eaps PaspewaeT paboTty npoTtokona EAPS.
no eaps i 3anpeuwaet paboTty npoTtokona EAPS.
eaps fail-timer seconds 3afaeT Bpema OTCYTCTBMA TECTOBbIX MAKETOB, MO UCTEYEHUN
(1..10)/3 cek KoToporo byaeT 3aduKcMpoBaHa aBapua KosbLa.
no eaps fail-timer YcTaHaBAMBAET 3HaUYeHUe TaliMmepa No YMOAYAHUIO.
eaps hello-timer seconds (1..10)/1 cex Tavimep nepuoamyHocTn otnpasku hello-naketos.

YcTaHaBAMBaeT 3HaYeHue Taﬁmepa no YMON4YaHUHo.
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eaps domain domain_id

no eaps domain domain_id

0..63/-

Co3paHune EAPS-pernoHa c ngeHtudukatopom domain_id v
nepexo, B pexmm KOHGUrypupoBaHUA pernoHa.

Yaanenue EAPS-pernoHa c ugeHtmoukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHus 0omMeHa

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXUME KOHPUTYPUPOBaHMA AOMEHa:

console (config-eaps-domain) #

Tabnnuya 5.82 — KomaHabl pexkmma KoHpurypmposaHma EAPS nomeHa

3HayeHue/3HayeHue no

disable}

KomaHoa Aelicmeue
YMOAYAHUIO

control-vlan vian_id NaeHTudumkaTtop VLAN, ncnonssyemoit gns ynpasnenms EAPS.

Kpome Toro, cnegytowmii no nopaaky naeHtueukatop VLAN
1..4093 NCMONb3YeTCA A8 YyNPaBAeHNa BTOPUYHbBIMU KONbLAMM.

Ynpasnatowaa VLAN EAPS He aonxHa MCnonb3oBaTbCcA gNA
nepegayn ntoboro MHoro Tpadpuka.

no control-vlan OTmeHa HasHavyeHuna VLAN.

ring ring_id Co3paHue KonbLa ¢ naeHtTudUKaTopom ring_id v nepexop s

0..15 pexunm KoOHOUTrypnpoBaHMA KobLia.
no ring ring_id YpaaneHue KobLa ¢ MaeHTUdUKaTopom ring_id.
set ring ring_id {enable | 0.15 PaspeweHune naum 3anpet paboTbl KonbLa C UAEHTUDUKATOPOM

ring_id.

KomaHObI pextuma KoHpu2ypuposaHUsa Koabyd

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUryprupoBaHuma:

console (config-eaps-domain-ring) #

Tabnuua 5.83 — KomaHab! perkuma KoHourypuposaHua EAPS konbua

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

primary-port
tengigabitethernet te_port

te_port: (1..8/0/1..4)

Bbl6Op NEPBMYHOrO MOPTa KOMMYTaTOPa, BKAKOUYEHHOTO B
KO/bLLO.

secondary-port
tengigabitethernet te_port

te_port: (1..8/0/1..4)

BbI60p BTOPUYHOrO MOPTa KOMMYTATOPA, BK/IOYEHHOTO B
KONbLO.

role {master | transit} level
level_id

level_id: 0..1

role {edge | sub-edge}

Bbi6op ponun KOMMyTaTopa B KOHGUTYPUPYEMOM JOMEHE U
KoAbLe.

Bo3moxHble ponu:

- master — yCTPOWCTBO ABNAETCA BeAYLUM Y3/10M;

- transit — ycTpOWCTBO ABNAETCA TPAH3UTHLIM Y3/10M;

- edge — CMeKHbIl y3en, NpUHaanexalmMii OCHOBHOMY U
BTOPUYHOMY KObLLAM;

- sub-edge — BcnomoraTe/ibHbIi CMEXKHbIN y3en,
NpUHaA/IeXalnit OCHOBHOMY Y BTOPUYHOMY KOJbLLAM.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 5.84 — KomaHab! pexkmma EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show eaps [domain
domain_id [ring ring_id ] ]

domain_id: 0..63;
ring_id: 1..15.

3anpoc nHbopMaL MM 0 COCTOAHUM AOMEHOB 1 Konel, EAPS.
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5.14.8 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching)

npegHasHayeH AnA4 nNoBblIWEHUA

YCTOMUYMBOCTU U HAAEMHOCTM CETU nepefayvn AaHHbIX, MMeIoLLei KONbLEBYI TOMOJ/IorMIo, 3a cyeT
CHUMKEHMA BPEMEHU BOCCTaHOB/IEHNA CETU B CyYae aBapuu. Bpemsa BoccTaHOBEHMA He npesbiaeT 1
CEKYH/bl, YTO CYLLECTBEHHO MEHbLIe BPEMEHW NepecTpoiKknM CeTU Npu MUCMNob30BaHWUMU MPOTOKO/IOB

cemelicTBa spanning tree.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabnnuya 5.85 — KomaHapl pexknma rnobanbHOro KoHGUrypmposaHma

no erps vlan vian_id

KomaHoa 3HayeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
erps Paspewaet paboTty npotokona ERPS.
no erps i 3anpeuwaeT paboty npotokona ERPS.
erps vlan vian_id Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
1..4094/- KOTOpol byaeT nepenaBaTbca cnyKebHasa MHGopmaums n

nepexoz, B PemMm KOHOUIYpUMpoBaHMA KosbLa.

YananeHnune ERPS-konbLa c naeHtudukatopom vian_id.

KomaHObI pexcuma KoHgU2ypupo8aHUa Koasbyd

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUIYpUpOBaHUA KoabLa:

console (config-erps) #

Tabnuua 5.86 — KomaHabl pexkmma KoHoUrypuposaHua ERPS Konbua

3Ha4yeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
protected vlan add
vian_range vlan_range:(2..4094, all)/- [ob6asnaer avanasoH VLAN B cnncok 3awmiyeHHbix VLAN.
I
5;::?:;; vian  remove vlan_range:(2..4094, all)/- Ypanaet ananasoH VLAN u3 cnucka 3awmuieHHbix VLAN.

port {west | east}
{tengigabitethernet
te_port | port-channel
group}

te_port: (1..8/0/1..4);
group: (1..32)/-

Bbibop west (east) nopTa KOMMyTaTopa, BKAKOYEHHOTO B
KONbLLO.

no port {west|east}

YpaneHue west(east) nopta KOMMyTaTOpPa, BK/IKOYEHHOIO B
KONbLO.

rpl {west | east} {owner

Bbibop RPL nopTa KomMmyTaTopa v ero ponu.

no ring enable

neighbor} -/no rpl

no rpl YpaneHune RPL nopta KommyTatopa.

level level HacTpolika ypoBHs R-APS cooblueHunii. Heobxoammo ans
level: (0..7)/1 NnpoxoxaeHus coobueHunii yepes CFM MEP.

no level YCcTaHOBKa 3Ha4YeHMA N0 YMOAYAHUIO.

ring enable BKAtoyeHne GpyHKUMOHMPOBAHUA KOMbLA.

BbikntoueHne GyHKLUMOHNPOBAHUA KOMbLA.

version version

no version

version: (1..2)/2

Bbi6op pexkmma COBMEeCTUMOCTU C APYTMMU BEPCUAMM
npoTokona G.8032.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHuna no YMOI4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan

vlan_id:(1..4094)

YKasaHue nogKonblLa A1A AaHHOTOo Kobla.

YpaneHue nogkonbua.

timer guard value

value:(10-2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa, 610KMpytowero yctapeswme R-APS
cooblueHus.
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no timer guard

YCcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

timer holdoff value

value:(0-10000) mc,
KpaTHoe 100 c ToyHoCTbIO 5
mc/0 mc

no timer holdoff

YcTaHOBKa TaliMepa 3afepKKnN peakLum KommyTaTopa Ha
M3MeHeHue B COCTOAHMU. BmecTo peakunu Ha cobbiTue
BKJ/IlOYaeTCA TaliMep, N0 UCTEYEHUW KOTOPOFrO KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHMM. NpegHasHaueH aAns
yMeHblUeHUs ¢ayaa nakeTos Npu GpaanunHre NnopTos.

YcTaHOBKaA 3Ha4YeHuA no YMOI4aHUIO.

timer wtr value

value:(1-12) m1H/5 MmuH

no timer wtr

YcTaHOBKa Talimepa, KOoTopbili 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Micnonbsyertca ana
npeAoTBPALLEHNA YACTbIX 3aLWUTHbIX NEPEKTOYEHUI U3-3a
CMUTHA/I0B O HEUCNPABHOCTAX.

YcTaHOBKa 3Ha4YeHuA no YMOI4aHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3aWMUTHOTO NepeKkatoYeHnsa Konbla, Npu
3ToM 6710KMpYyeTCA yKa3aHHbIN NopT.

no switch manual

. -/no
no switch forced
OTmeHa GopCMpPOoBaHUA NEPEK/IIOYEHUs KO/bLa.
switch manual {west | PyuHoe 6/10KMpOBaHMe yKazaHHoOro west(east) nopta u
east} /no pasbnokunpoBaHue east(west).

OTMmeHa py4yHoM 610KMPOBKU.

abort

OTKaTUTb U3MEHEHWA, BHECEHHblE C MOMEHTA BXOAa B PEXUM
KOHUrypaumm KosbLa.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 5.87 — KomaHgb! perkmuma EXEC

KomaHda 3HayeHue

Aelicmeue

show erps [vlan vian_id]

vlan_id: 1..4094

3anpoc MHbopmaLumn 06 0bLLEM COCTOAHUN erps Uan
COCTOAHWMM YKa3aHHOrO Ko/bLa.

5.14.9 Hacmpoiika npomokona LLDP

OcHoBHoW ¢yHKUuen npoTokona Link Layer Discovery Protocol (LLDP) aBnaetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMW O CBOEM COCTOAHMW M XapakTepucTuKkax. WMHdopmauwma, cobpaHHas
nocpeactsom npoTtokona LLDP, HakanauBaeTca B YCTPOWCTBaX M MOMKeT 6biTb 3anpolleHa
YyMpaBAAIOWMM KOMMNbIOTEPOM Mo npoTokony SNMP. Takum o6pasom, Ha OCHOBaHWW COBpPaHHOM
MHOPMaLMK, Ha YNPABAAIOLLEM KOMMbIOTEPE MOXKET 6bITb CMOAENNPOBAaHA TONOAOTUA CETH.

KommyTatopsl MES5000 noageprkuBatoT nepefadvy, Kak CTaHAAPTHLIX MapameTposB, Tak M

ONUUOHANbHbIX, TAKNX KaK:

—  MMA YCTPOMNCTBA U €ro onucaHue;
—  MMA NopTa 1 ero onucaHue;

—  unHdopmauma o MAC/PHY;

- nT.4.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnuya 5.88 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3HayeHue/3HayeHue o

KomaHda Aeiicmeue
YyMOA4YaHuro
lidp run enabled PaspelwaeT KommyTaTopy UCNOAb30BaHMe npoTokona LLDP.
no lidp run 3anpeLLaeT KOMMYTAaTOPY UCNONb30BaHWe NpoToKkona LLDP.

lidp timer seconds

(5..32768)/30 cex

OnpegensieT, Kak 4acTo YycTpolictBo 6yaeT oTnpaBnaTb
obHoBneHune nHdopmaumm LLDP.

no lldp timer YcTaHaBAMBaET 3HaYEHME N0 YMONYAHWIO.
lidp hold-multiplier 3apaeT Be/IUNHY BpeMeHU A/1A NPUHMMAIOLLEro YCTPOMCTBA, B
number TeyeHne KOTOPOTO HY}KHO yAepKnBaTb MPUHMMaEMble NaKeTbl

LLDP nepep, nx cbpocom.

[aHHan BeAMYMHa nepeaaercs Ha NPUHUMAEMYIO CTOPOHY B

no lidp reinit

(2..10)/4 LLDP update naketax (naketax o6HOBNEHMA), sBAAETCA
KpaTHocTblo anda Tarimepa LLDP (lldp timer). Takum obpasom,
Bpema Xun3Hu LLDP nakeToB paccumTbiBaetca no ¢opmyne TTL
=min (65535, LLDP-Timer * LLDP-HoldMultiplier)
no lidp hold-multiplier YcTaHaBAMBaeT 3HaYEHUE N0 YMOHAHUIO.
lidp reinit seconds MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeTt oxkngatb
(1..10)/2 cek nepez NoBTOPHOM UHULManusaumei LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp tx-delay seconds

no lidp tx-delay

(1..8192)/2 cek

YcTaHaBaunBaeT 334EPHKKY mexay nocneayrowmmm
nepegayamun nakeTos LLDP, MHULMMUPOBAHHbIMKN
M3MEHEHUAMW 3HAYEHWN WM CTaTyca B JIOKaNbHbIX 6asax
baHHbIX MIB LLDP.

|  PekomeHpgyeTtcs, uTo6bl paHHaA 3agepKa 6bina
V MeHbLue, Yem 3HaueHue 0.25* LLDP-Timer.

YcTaHaBAMBaEeT 3HaYeHue no YMOIYaHUIO.

lidp lidpdu {filtering |

OnpegenseT pexum obpaboTkm naketos LLDP, koraa

no lldp med fast-start
repeat-count

flooding} npoTtokon LLDP BbiKNOYEH Ha KOMMyTaTope:
filtering - filtering — yKka3biBaeT, 4to LLDP-nakeTbl duabTpytOTCA, €CAN
npoToKkon LLDP BbIKAOYEH HA KOMMYTATOPE;
- flooding — ykasbiBaet, yto LLDP-nakeTbl nepepatorcs, ecnm
NpoTOoKoA LLDP BbIKNOYEH Ha KOMMYTaTOope.
no lidp lidpdu YcTaHaBAMBaAET 3HaYEeHMeE Mo YMOAYaHMUIO.
lidp med fast-start repeat- YcTtaHaBavBaeT uucno nostopeHuit PDU LLDP ansa 6bictporo
count number (1.10)/3 3anycka, onpeaensemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}]

[up priority] [dscp value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (1..4094);

Onpegenser npasuno Ans  napametpa network-policy
(ceTeBan nonuTuKa ycTpoiicTBa). [aHHbIM NapameTp ABaseTcs
OMUMOHa/bHbIM AN1A paclwmpeHunsa npotokona LLDP MED.

- number — NnopagKoBbI HOMep npasuaa network policy;

- application — rnaBHan GyHKLMA, onpeaeneHHan Ans AaHHOro
npasuna network policy. Mcnonb3yemble MmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.
-vlan_id — wpeHtudumkatop VLAN gna gaHHOro npasuna;

- tagged/ untagged — onpeaenseT TerMpoBaHHOMN UK
HeTernposaHHoM bygeTt VLAN, ncnonbsyemas gaHHbIM
npasuiom.

- priority — npuopuTeT aHHOro Npasuaa (Mcnonb3yeTcs Ha

no lidp notifications
interval

priority: (0..7); BTOpOM ypoBHe mogenu OSl);
value: (0..63).

- value — 3Ha4eHune DSCP, ncnosb3yemoe AaHHbIM NMPaBUIOM.
no lidp med network- Ypansert co3gaHHoe NpaBuIo gas napameTpa network-policy.
policy number
lidp notifications interval YcTaHaBAuBaeT MaKCUMa/bHYO CKOpPOCTb nepegauu
seconds yBegomnenuii LLDP.

- seconds — nepuoa BpemeHu, B Te4eHNEe KOTOPOro YCTPOMUCTBO

(5..3600)/5 P1oA 8p poroycrp

MOXET OTNPaBUTb HE 6onee O4HOro yseaomneHuA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelicos Ethernet:

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdUrypuposaHua nHtepdelicos Ethernet:

console (config-if) #

Tabnunuya 5.89 — KomaHabl pexkmMma KoHourypmupoBaHus nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

Mo ymonyanumio
paspeleHo
Mcnosib3oBaHuMe B 060mMx
Hanpas/eHUAX.

Pa3spewaet nepeagayvy naketos no npotokony LLDP Ha
UHTepodeiice.

3anpelaeT nepegayy naketos No Nnpotokoay LLDP Ha
UHTepodeiice.

Paspewaet npuem naketos no npotokony LLDP Ha
UHTepodeiice.

3anpewaeT Nnpuem NakeTos No NpoToKoay LLDP Ha
MHTepodeiice.

lidp optional-tlv tiv1 [tiv2..
tivs]

no lidp optional-tlv

port-desc, sys-name, sys-
desc, sys-cap, 802.3-mac-
phy, 802.3-lag, 802.3-max-
frame-size
Mo ymonyanumio
onumoHanbHble TLV He
BK/1IOYEHbI B NaKeT.

OnpeaenneT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKIOUEHDBI YCTPOWCTBOM B NepeaaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKAHOYUTL OT OAHOTO A0 NATU
onuunoHanbHbIX TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaET 3HaYeHUe no YMOIYaHUIO.

lidp optional-tiv 802.1
{pvid |

ppvid {add | remove} ppvid
| vlan-name {add|remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

Ppvid: (0-4094);
vlan_id: (1-4094);

Mo ymonuyaHutio
onumoHanbHoble TLV He
BKJIOYEHDI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nonsa byayt
BKJ/IIOYEHbI YCTPOMCTBOM B NepegaBaembiii LLDP-nakeT:
PVID — PVID uHTepodeiica;

PPVID — no6asutb/yaanuts PPVID;

VLAN-NAME — po6asuTb/yaanuts Homep VLAN;
PROTOCOL — f06aBuTb/yaannTb onpeaeneHHbl NPOTOKO.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

lidp management-address
{ip_address | none |
automatic
[tengigabitethernet
te_port | port-channel

group|
vlan vian_id] }

no lidp management-
address

dopmar ip_address:
A.B.C.D

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id: (1 .. 4094)

Mo ymonuyaHutio
ynpasnsaoLWmii agpec
onpegensaerca
aBTOMATUYECKM.

OnpegaenseT ynpasaaowmin agpec, 06bABAEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaetca ctatuyeckuin IP-agpec;

- none — yKasbIBaeT, YTO agpec He 06bABAEH;

- automatic — yKasbIBaeT, 4TO CUCTEMA aBTOMATUYECKU

BblObMpaeT ynpasnstowmii agpec u3 scex IP-agpecos

KOMMYyTaTopa;

- automatic {tengigabitethernet| port-channel|vlan} -

YKa3blBaeT, YTO CUCTeMa aBTOMATUYECKM BblbupaeT

ynpaBAstoLWmMiA agpec, U3 CKOHPUIYPUPOBaAHHbIX a4 PecoB

3afaHHOro MHTepdeiica.

Ecnun nntepdelic ethernet unun nHtepdelic rpynnol nopTos

npuHaanexkat VLAN, To gaHHbili agpec VLAN He byget

BKNHOYEH B CMIMCOK BO3MOMKHbIX YPABAAIOLLMX afpecos.

V' B cnyyae ecnm Heckonbko IP-agpecos, To cucrema
BblGMpaeT HayanbHbIN IP-aapec U3 AnanasoHa

AnHamuyeckux IP-agpecos. Ecan aMHamu4yeckue apgpeca

OTCYTCTBYIOT, TO CUCTEMa BblGUpaeT HauanbHbIK IP-agpec us

AnanasoHa BO3MOXHbIX cTaTuueckux IP-agpecos.

Yapanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymon4yaHuio oTrpaska
yBegomieHuii LLDP
3anpeLLeHa.

Paspeluaet/3anpelaer oTnpasKy yeegomsaeHuii LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpelaer.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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lidp med enable [t/v1 ...
tiv4]

no lldp med enable

network-policy, location,
poe-pse, inventory
Mo ymonyanuo
3anpeLueHo
Mcnosb3oBaHMe
pacliMpeHns NpoToKoa
LLDP MED.

Pa3pewaeTt ucnonb3osaHune pacwimpeHma npotokona LLDP
MED.

B KOMaHAy MOXKHO BKAOYUTL cneumanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-
policy number

number: (1-32)

HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
- add — Ha3Ha4aeT Npasunno;

- remove — yganseT npasuio;

- number — Homep npaswuna.

Ypanset npasuao network-policy ¢ faHHoOro nHTepdeiica.

lidp med location
{coordinate coordinate|
civic-address
civic_addres_data |
ecs-elin ecs_elin_data}

coordinate: 16 6anT;

civic_addres_data:( 6..160)
6anT;

ecs_elin_data: (10 — 25)

3a/aeT MecTONO/OKEeHME YCTPONCTBA ANA NpoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — appec B cMucTeMe KOOpPAMHaT;

- civic_addres_data — apMUHUCTPATMBHBIN aApec YCTPOWCTBa;
- ecs_elin_data — appec 8 popmate, onpeaeneHHom ANSI/TIA
1057.

v/

no lidp med location 6anr. Ypanser HaCTPOMKM NapameTpa MecTononoxKeHus location.
lidp med notification PaspeluaeT/3anpelwaer oTnpasky ysegomaennii LLDP MED o6
topology-change {enable | M3MEHEHWUWN TOMOIOTUMN.
disable} - enable — pa3pewaeT oTnNpaBKy yBEAOMNEHNN;
i - disable — 3anpewjaeT oTnpaBKy yBeAOMAEHMIA.
no lldp med notifications
YcTaHaBAMBaEeT 3HaYeHMeE N0 YMOIYAHUIO.

topology-change

LLDP-paHHble, npuUHATbIE 4epe3 rpynny arperauMuM KaHanoB, 3anNnoMMHalOTCA

MHAUBUAYANbHO NOPTAaMM FPynnbl, NPUHABWIMMU coobLeHuA. LLDP wneT pa3po3HeHHble
coobLeHnA Ha KaXkabli NOpT rpynnbl.

Pa6ota npotokona LLDP He 3aBMCUT OT COCTOAHMA NpoToKona STP Ha nopTty, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NpoToKonom STP nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP pabotaeTr c nopTom TONbKO B C/lyyae, ecim
OH aBTOPU30BaH.

KomaHObI pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 5.90 — KomaHab! pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

clear lidp table

Ounwaetr Tabnuuy aapecoB OOGHAPYKEHHbIX COCeAHUX
YCTPOMCTB M HaAuyMHAET HOBbIA LMKA obmeHa naketamu no
npotokony LLDP MED.

show lldp configuration
[tengigabitethernet te_port]

te_port: (1..8/0/1..48).

MokasbiBaeT LLDP  KoHurypaumm  Bcex  PpU3NYECKUX
NMHTepdENCcoB yCTPOICTBA, 160 3aaHHbIX MHTEPDECOB.

show lidp med configuration
[tengigabitethernet te_port]

te_port: (1..8/0/1..48).

MokasbiBaeT KOHOUrypaummn paclwmpeHus npotokona LLDP -
MED ans Bcex ¢usnyeckux uHTepdeincos, M0 3aAaHHbIX
MHTepdencos.

show lidp local
{tengigabitethernet te_port}

te_port: (1..8/0/1..48).

MokasbiBaeT
OaHHbIN NopT.

LLDP-uHpopmaumto, KOTOPYD  aHOHCUpyeT

show lidp local tlvs-
overloading
[tengigabitethernet te_port]

te_port: (1..8/0/1..48).

MNokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lldp neighbors
[tengigabitethernet te_port]

te_port: (1..8/0/1..48).

MokasbiBaeT MHPOPMALMIO O COCEAHWUX YCTPOMCTBaX, Ha
KOTOpbIX paboTaeT npoTokon LLDP.

show lldp statistics
[tengigabitethernet te_port]

te_port: (1..8/0/1..48).

MNoKasbiBaeT cTaTUCTUKY LLDP.
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[pumepbl 8b1M0AHEHUS KOMAHO

YcTaHoBUTbL AnA nopta te 1/0/3 cneayrowme tlv-nons: port-description, sytem-name, system-
description. lna gaHHoro nHtepdeica aobasuTb ynpasnatowmii agpec 192.168.17.55

console (config) # configure
console (config-if)# 1l1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 192.168.17.55

MocmoTpeTb KoHpUrypauuto lldp:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds
Hold multiplier: 4
Reinit delay:
Tx delay:
Notifications Interval:

2 Seconds
2 Seconds
5 Seconds

Port State Optional TLVs Address Notifications
tel/0/1 Rx and Tx None Disabled
tel/0/2 Rx and Tx None Disabled
tel/0/3 Rx and Tx None Disabled
tel/0/4 Rx and Tx None Disabled
tel/0/5 Rx and Tx None Disabled
tel/0/6 Rx and Tx None Disabled
tel/0/46 Rx and Tx None Disabled
tel/0/47 Rx and Tx None Disabled
tel/0/48 Rx and Tx None Disabled

Tabnunuya 5.91 - OnucaHne pesynbTaTos
lMone OnucaHue

Timer

OnpegenseT, Kak 4acTo ycTpoicTeo wnet LLDP-o6HoBNeHMA.

Hold multiplier

Onpeaensaet BeIMYNHY BpEMEHW ANA NPUHUMALOLLErO YCTpOVICTBa, B Te4eHue

KOTOPOTO HY}KHO yAepKunBaTb NpuUHMMaemble NakeTbl LLDP nepeg, nx cbpocom.

Onpegensetr MMHUMaNbHOE BPEMs, B Te4eHMe KOTOPOro nopT byaeT oxunaatb

Reinit delay nepep, nocbliKkon cneaytowero LLDP-coobweHums.

Tx delay OnpepenaeT 3a4epXKy mexay I'IOCﬂep,y}OLLVIMMI/I nepegadyamu LLDP-¢peitmos,
WMHULMUPOBAHHBIX U3MEHEHUAMM 3HaYeHui nbo cTaTyca.

Port Homep nopra.

State Pexxum paboTbl nopTa AnsA NnpoTtokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3MOXHble 3HavyeHus:

PD — Onucanue nopta;

SN — CuctemHoe ums;

SD — OnucaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMBI.

Address

AZpec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobueHumax.

Notifications

YKasblBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHma LLDP.
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Moka3aTb MHGOPMaLMIO O COCEAHUX YCTPOWCTBAX

console# show 11ldp neighbors

tel/0/2

Device ID Port ID System Name Capabilities

a8:f9:4b:a4:54:80 gil/0/3 B

MokasaTb MHGOPMaLMIO O cocegHeM yCTpoicTBe Ha nopTy tel/0/1

console# show 1lldp neighbors tengigabitethernet 1/0/1

Device ID:
Port ID:
Capabilities: B

Time To Live:
802.3 MAC/PHY Configuration/Status
Auto-negotiation support:
Auto-negotiation status:

Auto-negotiation Advertised Capabilities:
Operational MAU type:

802.3 Link Aggregation

Aggregation status:
802.
802.
802.
802.
802.

3

1
1
1
1

a8:f9:4b:85:a2:00
tel/0/1

System Name:
System description: MES-1024
Port description:
Management Address:

#UplinkPort#
10.100.100.20
96

Supported

Disabled

other or unknown
Unknown

Aggregation capability: Capable of being aggregated

Currently not in aggregation
Maximum Frame Size: 1522
PVID: None

PPVID:

VLAN:

Protocol:

Tabnunua 5.92 - OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Uma nan MAC-agpec cocefHero ycTpomncrea.
Port ID NaeHTMdUKaTOp NopTa cocefHeEro ycTpoicTaa.

System name

CucteMHoOe UMSA yCTpOCTBa.

Capabilities

[aHHOe none onucbiBaeT TMN YCTPOCTBA:

B — MocrT (Bridge);

R — MapuwpyTmsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolictBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunsBecteH (Other).

System description

OnucaHmne coceaHero ycTpoiicTea.

Port description

OnucaHuWe NopTa cocesHero ycTponcTaa.

Management address

Agpec ynpasneHus ycTponcTeom.

Auto-negotiation
support

Onpegenset, noaLep’KMBaeTca M aBTOMATUYECKOE onpegeneHne pexxuma nopra.

Auto-negotiation status

OnpegenseTt, BKAOYEHA N NOAAEPMKKA aBTOMATUYECKOrO ONpeaesieHns pexnma

nopra.
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Auto-negotiation
Advertised Capabilities

Onpegaenset pexumebl, nogaepmsaemble beHKLJ,VIeVI dBTOMaTU4eCKoro

onpeaeneHUA nopTa.

Operational MAU type

Pabounin MAU-Tun ycTpoicTaa.

5.15 MpynnoBas agpecauusa

5.15.1 Npasuna epynnoseoii adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHg, npeaHasHaveH Aaa 3aZaHua NpaBua rpynnoBoi aapecalymy B CeTU Ha
KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypuposaHua uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHUrypnpoBaHua nHtepdeiica VLAN:

console (config-

if)#

Tabnunua 5.93 — KomaHabl pexkmma KoHourypmupoBaHus nHtepdelica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

-/mac-group

no bridge multicast mode

3aZaeT peruMm rpynnoBon nepesayn AaHHbIX.

- mac-group — MHOroaZpecHas nepegaya, OCHOBaHHasA Ha
VLAN n MAC-agpecax;

- ipv4-group — MHOroagpecHasa nepegava c TMNom
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 aapece NnpuemHUKa B
dopmarte IPv4;

- ip-src-group — MHoroagpecHas nepegava c TMNom
dunbTpauumn, ocHoBaHHbIM Ha VLAN v agpece oTnpasuTens B
dopmarte IPv4.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

bridge multicast address
[mac_multicast_address|
ip_multicast_address]

[[add | remove]

{ tengigabitethernet te_port |
port-channel group}

te_port: (1..8/0/1..48);
group: (1..32).

no bridge multicast address
[mac_multicast_address|
ip_multicast_address]

[ob6asnaer rpynnoson MAC-agpec B Tabauuy rpynnosow
agpecaumm M cTatmdecku pgobasnsetr  mMaAM  ypansaet
NHTepdercbl U3 rpynnbi.

- mac_multicast_address — rpynnoson MAC-agpec;

- ip_multicast_address — |P-aapec MHOroaZpecHomn paccbliku;
- add - ctaBuT B cooTBeTcTBME rpynnosomy MAC-agpecy
AvanasoH Ethernet-nopTtos uaum rpynn nopTos.

- remove — yfanseT cooTBeTcTBMe rpynnosomy MAC-agpecy.
MepeuncneHve MHTePHENCOB OCYLLECTBAAETCA Yepes «—» U
«»

Yganset rpynnosoit MAC-agpec 13 Tabauubl.

bridge multicast forbidden
address
[mac_multicast_address |
ip_multicast_address]

{add | remove}
{tengigabitethernet te_port |
port-channel group}

te_port: (1..8/0/1..48);
group: (1..32).

no bridge multicast forbidden
address
[mac_multicast_address |
ip_multicast_address]

Co3gaeT 3anpeliatoliee npasuao  Ans
appeca.

- mac_multicast_address — rpynnosot MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaapecHol paccbinku;
- add — co3gaet npasuno, 3anpeLLatoLiee CTaBUTb B
cootsertcTaue rpynnosoit MAC-agpec cnucky nopTos/rpynn
nopToB;

- remove — OTMEHAET JaHHOE NPaBW/IO ANA CrKCKa
nopTos/rpynn nopTos.

MepeuncnerHne nHTepdENCOB OCYLLECTBARETCA YEPe3 «—» U
«»

rpynnosoro MAC-

Ypanser 3anpeujatouiee npasuno gas
agpeca.

rpynnosoro MAC-
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bridge multicast forward-all
{add | remove}
{tengigabitethernet te_port |
port-channel group}

no bridge multicast forward-all

te_port: (1..8/0/1..48);
group: (1..32).

Mo ymonyanumo
nepegaya Bcex
MHOroaZpecHblx
nakeToB 3anpeLyeHa.

Pa3peluaeT nepegady Bcex MHOroaApecHbIX NakeTos Ha NopTy.
- add — co3gaet npaBuio, paspelualoLiee Nepesayy BCex
rPynnoBbiX NAaKeTOB B CNUCKe NOPTOB/06beAUHEHHbIX NOPTOB;
- remove — y6upaert rpynny noptos/o6beAMHeHHbIX NOPTOB 13
paspeLuatoLlero npasuia.

MepeuncneHne nHTePdECOB OCYLLECTBAAETCA YEPE3 «—» U
«»

BocctaHaBnmBaeT 3HavYeHMe NO YMOYAHMUIO.

bridge multicast forbidden
forward-all

{add | remove}
{tengigabitethernet te_port |
port-channel group}

no bridge multicast forbidden
forward-all

te_port: (1..8/0/1..48);
group: (1..32)/

Mo ymonyaHuio noptam
He 3anpeLeHo
AVHAMUYECKU

npUCcoeanHATBLCA K
MHOroaapecHom
rpynne.

3anpewaer  nopty fo6aBnatbeA K
MHOroaZpecHol rpynne.

- add — cosgaeT npaswno, 3anpeljatouiee nepegfady Bcex
rPynnoBbiX MakeToB Ha CNUCOK MOPTOB/06beaUHEHHbIX
nopTos;

- remove — y6upaeT rpynny noptos/o6beAMHEHHbIX NOPTOB U3
3anpeLLatoLLero npasuna.

MNepeuncneHne nHTepdEcoB OCyLLECTBAACTCA HYEPE3 «—» U «,»

ANHaAMUYECKHN

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast

ip-address
ip_multicast_address

[[add | remove]
{tengigabitethernet te_port |
port-channel group}

no bridge multicast ip-address
ip_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

Pernctpupyet IP-agpec B Tabavue rpynnoBoi agpecauuu, u
cTaTMueckun gobasnaet/yaanaer MHTepdeincobl U3 rpynnbi.

- ip_multicast_address — rpynnosoW IP-agpec;

- add — po6aBnaeT nopThbl K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl;

MepeuncneHne HTepdENCcoB OCYLLECTBAAETCA YEPE3 «—» U «,»

Ypanset rpynnosou IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address

{add | remove}
{tengigabitethernet te_port |
port-channel group}

te_port: (1..8/0/1..48);

3anpewaeT aobasneHune/yganeHve rpynnoeoro IP-agpeca Ha
nopr.

- ip_multicast_address — rpynnosow IP-agpec;

- add — 3anpeT Ha go6asneHne nopTa/nopToB B rpynny;

- remove — 3anpeT Ha y4aleHne nopTa/nopToB M3 rpynmbl.
MNepeuncneHne NHTepdeNcoB OCYLLECTBAAETCA YEPES «—» U K,»
Mpexpe uyem onpeaenuTb 3anpelleHHble MNOopTbl, rpynnbl

group: (1..32) MHoOroaapecHom paccbuiKu AO/MKHbI 6bITb
3aperucTpupoBaHbl.
no bridge multicast forbidden BoccTaHaBMBaeT 3HaueHMe N0 YMONYAHUIO.
ip-address
ip_multicast_address
bridge multicast YcTaHaBnvBaeT cooTBeTcTBME mexay IP-agpecom

source ip_address

group ip_multicast_address
[[add | remove]
{tengigabitethernet te_port |
port-channel group}]

no bridge multicast
source ip_address
group ip_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

Nnonb30BaTeNs W rPynnoBbIM aApecom B Tabauue rpynnosoi
ajpecaumu, u ctatudeckn gobasnset/yaanset nHtepdeincol ns
rpynnbil.

- ip_address —ucxogHbi IP-agpec;

- ip_multicast_address — rpynnosoi IP-agpec;

- add — o6aBuTb NOPTHLI B rpynny ucxogHoro IP-agpeca;

- remove - yaanuTb NOPTbI U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address

group ip_multicast_address
{add | remove}
{tengigabitethernet te_port |
port-channel group}

no bridge multicast forbidden
source ip_address
group ip_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

YcraHaBavBaet 3anpet Ha fpobasneHve/yaanerue
COOTBETCTBUA Mexay IP-agpecom nonb3osaTens u rpynnosbiM
agpecom B Tabnuue  rpynnosol  agpecauun  ans
onpefeneHHoro nopra.

- ip_address — ucxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — 3anpet Ha gobasneHune nopTa B rpynny ucxogHoro IP-
appeca;

- remove — 3anpeT Ha yganeHne nopTa U3 rpynnbsl MCXOAHOTO
IP-agpeca.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3afaeT peuMm TpynnoBoM nepefadu AaHHbix ana  |IPve-
NMakeToB MHOFOAZPECHOM PACCHINKM.

- mac-group — MHOroaZpecHas nepegaya, OCHOBaHHaA Ha
VLAN n MAC-agpecax;

- ip-group — MHoroagpecHas nepegaya c Tunom GuabTpaLmy,
OCHOBaHHbIM Ha VLAN 1 aapece npuemHuKka B popmare IPv6;
- ip-src-group — MHoroagpecHas nepegava c TMNom
dunbTpaymm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasuTens B
¢dopmare IPv6.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address
[[add | remove]
{tengigabitethernet te_port |
port-channel group}]

no bridge multicast ipv6
ip-address
ip_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

Pernctpupyet rpynnosoi IPv6-agpec B Tabsuvue rpynnosoi
ajpecaumu, 1 ctatudeckn fobasnset/ypanset uHtepodencol ns
rpynmnol.

- ip_multicast_address — rpynnosow IP-agpec;

- add — pob6aBnser nopThl K rpynne;

- remove — yJanaeT nopTbl U3 rpynnbl;

MepeuncneHne MHTEPPENCOB OCYLLLECTBAAETCA YEPES «—» U «,»

Ypanset rpynnosou IP-agpec 13 Tabanupl.

bridge multicast ipv6forbidden
ip-address
ipv6_multicast_address

{add | remove}
{tengigabitethernet te_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

3anpelwaetT HasHayaTb/OTMeEHATb rpynnosoi IPv6-agpec Ha
onpeaeneHHbIN NopT.

- ip_multicast_address — rpynnosoW IP-agpec;

- add — 3anpet Ha go6aBneHve nopTa/nopToB B rpynny;

- remove — 3anpert Ha yaasieHne nopta/nopTos U3 rpynnbl.
MepeuncneHne HTepdENCoB OCYLLECTBAAECTCA YEPE3 «—» U «,»

BoccraHaBnuBaeT 3HaYeHME NO YMONYAHMUIO.

bridge multicast ipv6

source ipv6_address

group ipv6_multicast_address
[[add | remove]
{tengigabitethernet te_port

| port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

YcTaHaBaunBaeT cooTBeTCTBME mexay IPv6-appecom
nonb3oBaTeNs W rpynnoBbIM agpecom B Tabauue rpynnosoi
afpecaumu, u ctatudecku gobasnset/yaanset uHtepdeicol ns
rpynmoil.

- ipv6_address — vcxogHbin IP-agpec;

- ip_multicast_address — rpynnoso¥i IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove - yaanuTb NOpThbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

bridge multicast ipv6
forbidden

source ipv6_address

group ipv6_multicast_address
{add | remove}
{tengigabitethernet te_port |
port-channel group}

no bridge multicast ipvé
forbidden

source ipv6_address

group ipv6_multicast_address

te_port: (1..8/0/1..48);
group: (1..32)

YcTaHaBauBaeT 3anpert Ha nobasneHune/yganeHve
cooTBeTcTBMA  Mexay IPvb-agpecom  nonb3oBaTena u
rpynnosbiM agpecom B Tabauue rpynnosBon agpecauuun ans
onpegeneHHoro nopra.

- ip_address — ncxoaHsbii IPv6-agpec;

- ip_multicast_address — rpynnosoi IPv6-aapec;

- add — 3anpeT Ha pobasneHwe nopTa B rpynmny MCXO4HOrO
IPv6-appeca;

- remove — 3anpeT Ha yganeHue nopTa M3 rpynnbl UCXOLHOTO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHUIO.

KomaHOwbI

pexcuma  KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet, uHmepaelica epynnbl NopmMos

Bua 3anpoca KOMaHAHOM CTPOKM B peXMme KoHPUrypupoBaHus uHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console# configure
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console (config) # interface {tengigabitethernet te port | port-channel

group |

range {..}}

console (config-if)#

Tabnuua 5.94 — KomaHapl pexxmma KoHourypupoBaHua nntepdeica Ethernet, rpynnoel nHtepdeitcos

KomaHda

3HayeHue/3HayeHue no
YMOYAHUIO

OnucaHue

bridge multicast
unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcraHaBauBaet npasmno nepeaaun nakeTos C
He3apermcTpMpoBaHHbIX rPYNMoBbIX aApecos.

- forwarding — nepefiaBatb He3aperncTpUpPoOBaHHbIE
MHOrOaZpecHble NakeTbl;

- filtering — dounbTPOBaTL HE3aPErNCTPUPOBAHHbIE

MHOroagpecHble NnakeTbl.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabnuua 5.95 — KomaHap! pekmuma rnobanbHOro KOHGUrypupoBaHmsa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/ OTKNOYEHO

BkAtoYaeT pUALTPALLMIO FPYNNOBbIX a4PECoB.

OTKAtOYaEeT GUALTPALMIO FPYMNOBbIX a4PECOB.

mac address-table
aging-time seconds

no mac address-table
aging-time

(10..630)/300 cekyHa,

3apaet Bpemsa xpaHeHna MAC-agpeca B Tabnuue.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

mac address-table

static mac_address

vlan vian_id

interface
{tengigabitethernet te_port |
port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout |

secure ]

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id: (1..4094)

no mac address-table static
[mac_address] vlan vian_id

[obasnaer ucxoaHbln MAC-agpec B Tabsavuy rpynnosow
afapecaumu.

- mac_address — MAC-aapec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXHO Y4anuUTb TObKO C
nomoLLblo KomaHabl no bridge address;

- delete-on-reset — aaHHbIN agpec yaanuTtca nocne
nepesarpysKku yCTponCTBa;

- delete-on-timeout — gaHHbIV agpec yaanuTca no Taim-ayTy;
- secure — flaHHbI1 agpec yAaanTCA TONbKO C MOMOLLbIO
KomMaHgab! no bridge address nnun nocne BosspalyeHva nopTa B
pexum obyyeHus (no port security).

Ypanaer MAC-agpec 13 Tabaunubl rpynnoBoi agpecaumu.

mac address-table learning
vlan vian_id

vlan_id: (1..4094)/

no mac address-table
learning vlan vian_id

BK/IIO4EHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTKNOUNTb M3yveHne MAC-agpecos B gaHHOM VLAN.

mac address-table
lookup-length length

length: (1..8)/3

no mac address-table
lookup-length

3apaet pasmep o6aactu MAC-agpecos B anroputme
XelWMnpoBaHUA. M3meHeHUn BCTYNaloT B AeicTBMe nocne
pectapTa KOMMyTaTopa.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO. N3meHeHunA
BCTYNakoT B ,u,el‘/'lcmme nocne pecrapta KOMMyTaTopa.

mac address-table
notification flapping

-/BKAIOYEHO

no mac address-table
notification flapping

Bkntountb dyHKUMIO 06HapyeHua dnannuHra MAC-aapecos.
dnannuHr o6HapYKMBaeTCA, eCNU BbINOHAETCA Cedytoliee
ycnosue: guHammyeckan 3anuck B MAC-Tabnunue meHseT nopt
yeTblpe pasa, NPU 3TOM MeXAy KaXKA0N CMeHOW NpoxoamT He
60nee 2 ceKyHA, (TOYHOCTb M3MEPEHUA — OfiHA CEKYHAa).

BbIKMOUNTL GYHKLMIO 0BHapyKeHus pnannuHra MAC-
afpecos.

98

Ethernet-kommymamopsi cepuu MES5000




HELTEX

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 5.96 — KomaHab! pexkmma Privileged EXEC

KomaHda

3HavyeHue

OnucaHue

clear mac address-table
{dynamic| secure} [interface
{tengigabitethernet te_port
| port-channel group} ]

te_port: (1..8/0/1..48);
group: (1..32)

Ypanaer craTMyeckvMe/OMHamMuUYeckMe 3anucu M3 Tabauupl
rpynnosoi agpecaumu.

- dynamic — yganeHne anHamMunYecknx 3anucen;

- secure — yaseHune cTaTU4ecKkunx 3anucen.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.97 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[ interface
{tengigabitethernet te_port |
port-channel group} ]
[address mac_address]

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabnauyy MAC-agpecoB ana
MHTepdeiica, MMbo Bcex MHTepdencos.

- dynamic — npocmoTp TONbKO AUHAMUYECKUX 3anucei;
- static —NpPoCMOTp TONBbKO CTaTUYECKUX 3anucen;

- secure —NPOCMOTP TO/IbKO 6e30MacHbIX 3anuce.

YKa3aHHOro

show mac address-table
count

[vlan vian | interface
{tengigabitethernet te_port |
port-channel group} ]

MNoKasbiBaeT Ko/MyecTBo 3anuceit B Tabanue MAC-agpecos
AN yKa3aHHoro uHtepodelica, mbo gna scex MHTepdencos.

show bridge multicast
address-table

[vlan vian_id]

[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[ format {ip | mac} ]

[ source
{ipv4_source_address |
ipv6_multicast_address} ]

vlan_id: (1..4094)

MokasbiBaeT Tabavuy rpynnoBbiX agpecoB ANA YKasaHHOMoO
uHTepoeiica nmbo Bcex uHTepdeiricoB VLAN (KomaHza
[OCTYMNHA TONIbKO A1 NPUBUIErMPOBAHHOIO N0J/1b30BaTENSA).

- ip — nokasbiBaTb No IP-agpecam;

- mac — nokasbiBaTb no MAC-agpecam.

show bridge multicast
address-table static
[vlan vian_id]

[address
mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source
ipv4_source_address |
ipv6_multicast_address]
[all | mac | ip]

vlan_id: (1..4094)

MokasbiBaeT TabauLy CTaTUYECKUX TPYMNMoBbIX afpecoB ANnA
yKasaHHoro nHtepdeiica nmbo sBcex nHTepdeiicos VLAN.
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show bridge multicast MokasbisaeT KoHbUrypaLmio GUAbTpa rPyNnoBbIX aapecos Ans
o . vlan_id: (1..4094) KasaHHoro VLAN
filtering vian_id y .
h : lticast MokasbiBaeT KOHOUrypaumio dunbTpa ans
° ouandgernu cas te_port: (1..8/0/1..48); | jesapernctpupoBaHHbIX PyNNOBbIX aAPEcOs
unregistered p pup Py ap .
L group: (1..32)
[tengigabitethernet te_port |
port-channel group ]
show bridge multicast mode . MoKasblBaeT PexMMm rpynnoBoi ajapecaunn ANA yKazaHHOro
[vlan vian_id] vlan_id: (1..4094) nHTepdeiica, nmbo scex nHTepdeiicos VLAN.
show bridge multicast OTobpaskaeT NpasBunna, yCTaHOBAEHHbIE A1 FPYNNOBbIX
reserved-addresses - 3ape3epBMpPOBaHHbIX aApecos

[pumepebl 8b1M0AHEHUA KOMAHO

Bkaountb  GMAbTPaUMIO  TPYMNMnoOBbIX aApPecoB KOMMYTaTOpoM. PaspewuTtb nepegady
He3aperucTprpoBaHHbIE MHOTOAAPECHbIX NAKeTOB Ha 11 NopTy KoMMyTaTopa.

console # configure

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

5.15.2 ®dyHkyua nocpedHuka npomokonaa IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnonb3yeTcs B CETAX rPYNNoOBON paccbliKn. OCHOBHOM 3agavelt IGMP

Snooping ABAfeTCA NpefoCTaBieHWe MHOroafLpecHoro TpaduKka TONbKO ANA Tex NOpPTOB, KOTopble
3anpocuau ero.

%

A

IGMP Snooping mMmo}eT UCNoAb30BaTbCA TONbKO B cTatuueckou rpynne VLAN.
Moapep:kusBatoTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

Yrobbl IGMP Snooping 6bin akKTMBHbIM, ¢YHKUMA rpynnoBoit ¢unbtpaumum “bridge

multicast filtering” ponHa 6biITb BKAoueHa (cm. pasgen «lMpaBuna rpynnosoi
agpecauun»).

PacnosHaBaHue nopToB, K KOTOPbIM MNOAKNKOYEHbI MHOroagpecHble MapLlpyTU3aTopbl,

OCHOBAHO Ha cheayrowmnx cobbITHAX:

IGMP-3anpocbl NpUHATLI Ha NOPTY;

nakeTbl NpoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NoOpTY;

nakeTbl MPOTOKOJIa MHOroagpecHon mapuwpytmnsaumm Distance Vector Multicast Routing
Protocol (DVMRP) npuHATbI Ha NopTy;

nakeTbl npoTokosa MRDISC npuHATBLI Ha NOPTY;

nakeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHOUrypnupoBaHmsa:

console (config) #
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Tabnnuya 5.98 — KomaHabl perknma rnobanbHOro KoHPUrypmposaHms

KomaHda

3HayeHue

Aeiicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuaHuto GpyHKumA
BbIK/lOYEHa

PaspewaeT ncnonbsosaHune GpyHKLMM IGMP Snooping
KOMMYTaTOpOM.

3anpeuaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan
vian_id

no ip igmp snooping vlian
vlan_id

Mo ymonuanuio dyHKUMA
BbIK/IIOYEHa

PaspewaeT ncnonbsosaHue dpyHKLMM IGMP Snooping
KOMMYTaTOpOM An1a AaHHoro nHtepdeinca VLAN.

3anpeuaeT ncnonb3oBaHne ¢pyHKUMmM IGMP Snooping
KOMMYTaTOpOM A1a AaHHoro nHtepdeinca VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface
{tengigabitethernet
te_port |port-channel
group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface
{tengigabitethernet
te_port | port-channel
group}]

vlan_id: (1-4094);

te_port: (1..8/0/1..48);
group: (1..32)

Pernctpupyet rpynnosoit |IP-agpec B Tabnuue rpynnosoi
afpecaunu, 1 cTatuyeckn fobasnset nHTepdeincbl U3 rpynnbl
ana Tekywen VLAN.

- ip_address — rpynnosow IP-agpec;

MepeuncneHne MHTEPPENCOB OCYLLLECTBAAETCA YEPES «—» U «,»

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping vlan
vlan_id mrouter learn pim-
dvmrp

no ip igmp snooping vian
vlan_id mrouter learn pim-
dvmrp

vlan_id: (1-4094)
Mo ymonyaHuto —
pa3speleHo

Paspewaetr pna paHHor rpynnbl VLAN aBTOmaTuuyeckoe
pacno3HaBaHMe  MOPTOB, K  KOTOPbIM  MOAKAOYEHbI
MHOroaZipecHble MapLIpyTU3aTopbl.

3anpewgaetr gna padHon rpynnbl VLAN aBTOMaTMuyeckoe

pacnosHaBaHue  MOpPTOB, K
MHOroaZpecHble MapLIpyTU3aTopsbl.

KOTOpPbIM NOAKNKYEHbI

ip igmp snooping vlan
vlan_id mrouter interface
{tengigabitethernet
te_port | port-channel
group}

no ip igmp snooping vlan
vlan_id mrouter interface
{tengigabitethernet
te_port |

port-channel group }

vlan_id: (1-4094)
te_port: (1..8/0/1..48);
group: (1..32)

Onpepensetr NopT, K KOTOPOMY MOAK/AIOYEH MAPLLPYTU3ATOP
MHOr0aZpeCcHOM paccbiiku gna 3agaHHoi VLAN.

YKasblBaeT, 4TO K nopTy He NOoAKNKYEH MapLlpyTU3aTop
MHoroaAPECHOVI PacCblNIKKN.

ip igmp snooping vlan
vlan_id forbidden mrouter
interface
{tengigabitethernet
te_port |

port-channel group }

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface
{tengigabitethernet
te_port |

port-channel group }

vlan_id: (1-4094)
te_port: (1..8/0/1..48);
group: (1..32)

YcTaHaBAMBAET 3anpeT Ha onpeaeneHve nopTa (CTaTuyecky,
AMHaMMUYECKM) Kak NopTa, K KOTOPOMY NOAKNOYEH
MapLIPyTU3aTOP MHOMOAAPECHOW PACChIIKU.

CHMMaeT 3anpeT Ha onpegeneHne NopTa Kak NopTa, K
KOTOPOMY NOAKNOYEH MapLLPYTU3aTOP MHOFOAAPECHO
PaccbIIKK.

ip igmp snooping
vlan vian_id querier

no ip igmp snooping

vlan_id: (1..4094)

-/Bblgaya 3anpocos

BkntoyaeT  noadepKy  Bblgaum
KOMMYTaTopom B AaHHoM VLAN.

3anpocoB  igmp-query

OTKNIOYaeT NOAAEPKKY BblAauM 3anpocos igmp-query

no ip igmp snooping vlan
vlan_id querier version

vlan vian_id querier OTK/toYEeHa KOMMYTaToOpoMm B AaHHoM VLAN.

ip igmp snooping YcraHaBauBaetr Bepcuto IGMP-npoToKona, Ha OCHOBaHUM
vlan vian_id querier KoTopol byayT dopmuposatbcs IGMP-query 3anpocbl.

version {2 | 3} -/IGMPv3

YcTaHaBAMBaeT 3Ha4YeHue no yMON4aHUKo

ip igmp snooping vlan
vlan_id querier address
ip_address

vlan_id: (1-4094)

OnpegenseT ucxogHbl IP-agpec, KoTopbiit byaer
ncnonb3osaTbca IGMP querier-om. Querier — ycTpoicTso,
KoTopoe otnpasnseT IGMP-3anpochl.
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no ip igmp snooping vlan
vlan_id querier address

YcTaHaBAMBAET 3Ha4YeHUe No ymonyaHuto. Mo ymonyaHuio
ecnu IP-agpec HacTpoeH ana VLAN, oH ncnonb3yertca B
KayecTBe agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id: (1..4094)/disable

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN. O3HayaeT, 4To NopT A0/KeH bbiTb
HemeaNeHHo yaaneH us rpynnel IGMP nocne nonyyeHua
coobueHus IGMP leave.

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha
TekyLer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHourypmposaHus VLAN:

console (config-if)#

Tabnnua 5.99 — KomaHabl pexkmma KoHourypmuposaHus nHtepdeiica VLAN

3HayeHue/3HayeHue o

no ip igmp robustness

KomaHoa Aelicmeue
YMOAYAHUIO
YcTaHaBAMBaEeT 3HauyeHue pobacTHocTv ana IGMP.
ip igmp robustness count (1-7)/2 Echv Ha KkaHane Habniopaetca notepA [AaHHbIX, 3HaveHue

poHaCTHOCTU AO0MKHO ObITb YBESINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

(30-18000)/125 ¢

YcTaHaBAMBAET TamayT, NO KOTOPOMY cucTeMa OTnpasaseT
OCHOBHble 3anpocbl BCEM Yy4YacTHUKam rpynnbi
MHOroaZpecHoMn nepeaayn 41A NPOBEPKMU UX aKTUBHOCTY.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

(5-20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

YcTaHaBAnBaeT 3HaYeHue no YMONYaHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

(1-7)/3HayeHne
nepemeHHow robustness

YcTaHaB/AMBaeT KO/MYECTBO 3ampocoB, Mocne PaccCblNKK
KOTOpPbIX, KOMMYTATOp onpegenaeT, 4TO Ha AaHHOM NOPTY HeET
Xenawuwmx y4actsosaTb B MHOFOBApeCHOVI paccblnKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp last-member-

query-interval milliseconds

no ip igmp last-member-
query-interval

(100-25500)/1000 mc

YcTtaHaBauBaeT
YYacTHMKa.

MHTepBan 3anpoca ana nocnegHero

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.100 — KomaHgb! pexkuma EXEC

KomaHda

Aelicmeue

show ip

igmp snooping
mrouter [interface vian_id]

MoKasbiBaeT MHOOPMALMIO 06 M3yYeHHbIX MHOTOaAPECcHbIX MapLIPyTM3aTopax B yKasaHHOW

rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbiBaeT MHGopmauuto IGMP-snooping ons gaHHOro nHtepdelica.

102

Ethernet-kommymamopsi cepuu MES5000




HELTEX

show ip igmp snooping
groups [vlan vian_id] [ip-
multicast-address
ip_multicast_address]
[ip-address

ip_address]

rpynnoBoii pacchblake.

Moka3sbiBaeT WMHPOPMaLMIO 06 W3yYeHHbIX MHOrOAAPEecHbIX rpynnax, y4yacTBylOWMUX B

[pumepbl 8b1M0AHEHUS KOMAHO

Brkntountb oyHKUMto IGMP snooping Ha KommyTtatope. Ona VLAN 6 paspelntb aBToMaTM4ecKkoe

pacno3HaBaHMe noprtos, K

KOTOpPbIM  NOAKNHOYEHDI

MHOroaZpecHble  MapLpyTU3aTopbl.

YcTaHoBUTb MHTepBan mexay IGMP-3anpocamun — 100 cek. YBENMUNTb 3HaYeHMe pPobacTHOCTU
00 4. YCTaHOBUTb MaKCMMasibHOe Bpema oTBeTa Ha 3anpoc — 15 cek.

console# configure

console
console
console
console
console
console

—~ o~ o~~~

config)# ip igmp snooping

config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
config)# interface wvlan 6

config-if)# ip igmp snooping query-interval 100

config-if)# ip igmp robustness 4

config-if)# ip igmp query-max-response-time 15

5.15.3 MLD snooping — npomoKos KOHMposaa MHo20a0pecHo20 mpaguka 8 IPv6

MLD snooping

— MeXaHU3M MHoroaAPECHOﬁ

paccbiIKM  COOBLLEHUI, NO3BONAOLNIA

MWHMMMU3NPOBATbL MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOWN CTPOKM pexxnma rinob6anbHOro KOHPUrypmpoBaHmsa:

console (config) #

Tabauua 5.101 — KomaHabl rn1obanbHOro pexxmma KoHGUrypmMpoBaHus

KomaHda

3HauyeHue

Aelicmeue

ipvé mld snooping [vlan
vlan_id]

no ipvé mid snooping [vlan
vlan_id]

vlan_id: 1..4094/ disable

Bkntoyaet MLD snooipng.

OTtkntovaet MLD snooping.

ipvé mid snooping vlan
vlan_id static ipv6_address
[interface
{tengigabitethernet
te_port |

port-channel group}]

vlan_id: (1-4094);

no ipvé mld snooping vian
vlan_id static ipv6-address
[ interface
{tengigabitethernet
te_port |

port-channel group} ]

te_port: (1..8/0/1..48);
group: (1..8)

Pernctpupyet rpynnosoi IPv6-agpec B Tabnuue rpynnosoi
appecauuu, 1 ctatudecku gobasnset/yaanaet uHtepdencs us
rpynnbl ana Tekywen VLAN.

- ipv6_address — rpynnosoii IPv6-aapec;

MepeuncneHne MHTEPPENCOB OCYLLLECTBAAETCA YEPES «—» U &, »

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé6 mld snooping vlan
vlan_id forbidden mrouter
interface
{tengigabitethernet
te_port | port-channel
group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
group: (1..8)

[ob6asnaeT npasuo, 3anpewjatoLiee pernctpuposatb MLD-
mrouter NoOpTbl U3 CNUCKa.
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no ipvé mid snooping vlan
vlan_id forbidden mrouter
interface
{tengigabitethernet
te_port | port-channel

group}

Ypanaet npasuno, 3anpewatoee perncrpmposatb MLD-
mrouter NOpTbl U3 CMMCKa.

ipvé mld snooping vlan
vlan_id mrouter learn pim-
dvmrp

no ipv6 mld snooping vlan
vlan_id mrouter learn pim-
dvmrp

-/BKAIOYEHO

M3yyaTb NopTbl, NOAKNOYEHHbIE K mrouter'y no MLD-query-
nakeTam

He n3yyaTb NnopTbl, NOAKNAHOYEHHbIE K mrouter'y no MLD-
query-naketam

ipvé mld snooping vlan
vlan_id mrouter interface
{tengigabitethernet
te_port | port-channel
group}

no ipv6 mid snooping vlan
vlan_id mrouter interface
{tengigabitethernet
te_port | port-channel
group}

vlan_id: (1 .. 4094);
te_port: (1..8/0/1..48);
group: (1..8)

[obasnseT cnucok mrouter-nopTos.

Yaanaetr mrouter-noptbl.

Ipv6 mid snooping vlan
vlan_id immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: 1..4094/disable

BkntounTb npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnob6anbHOro KOHPUrypmpoBaHumsa:

console (config-if) #

Tabnunua 5.102 — KomaHab! pexuma KoHdurypmposaHusa uHtepoderica VLAN

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ipvé mid join-group
multicast_ipv6_address

no ipv6 mld join-group
multicast_ipv6_address

multicast_ipv6_address —
Ipynnosoit agpec IPv6

Co3aaeT CTaTUYeCKyto rpynny MHoroagpecHol IPv6-
paccbikn

Yanaer ctaTMyeckyto rpynny MHoroazpecHom IPve-
paccbikn

ipvé mid last-member-
query-count count

no pv6 mid last-member-
query-count

count: 1..7

YctaHaBauBaet Konmyectso MLD-3anpocoB, nocae paccbiiku
KOTOPbIX KOMMYTATOP OnpeaenseT, YTo Ha AaHHOM MOPTY HeT
JKeNalLWMX y4acTBOBaTb B MHOroagpecHou IPvb-paccblike

BoccTaHaBnmBaeT 3HaueHue no YMON4YaHUIO

ipv6 mld last-member-
query-interval interval

no ipvé mld last-member-
query-interval

interval: 100..25500/1000
MUNNUCEKYHA,

3afaeT MaKCMManbHYIO 3a/lePXKKy OTBETA NOC/NEAHEro YNeHa
rpynmnbl, KOTOPas UCMO/b3yeTca 41A BblYMCAEHUA KOAa
MaKCUMManbHOM 3aaep»Kku oteeTa (Max Response Code)

BoccTaHaBnMBaeT 3HavYeHMe No YMOIYaHUIO

ipvé mid
value

query-interval

no ipvé mld query-interval

value: 30..18000/125
CeKyHA,

3afaeT MHTepPBan PaccbiikKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnMBaeT 3HavYeHMe No YMOIYaHUIO

ipv6 mld
response-time value

query-max-

response-time

no ipvée mid query-max-

value: 5..20/10 cekyHa

3afaeT MaKcMMasbHYIO 331ePXKKy 0TBETa, KoTopas
MCNosb3yeTcs AN BbIYMCAEHUIA KOAA MAaKCUMaNbHOW
3a/lePXKKM OTBETA

BocctaHaBnvBaeT 3HaueHue no YMON4YaHUIO
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ipv6 mld robustness value

no ipv6 mld robustness

value: 1..7

YcTaHaBMBaeT 3HadeHne KoapduumneHTa
oTKasoycroiumsoctu. Ecnm Ha KaHane Habaogaertca notepa
OaHHbIX, KO3OULMEHT OTKAa30yCTOMYMBOCTU A0IKEH ObITb
yBe/IMueH.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIKO

KomaHObI _pexcuma KoHguaypuposaHusa uHmepgelica (duanazoHa uHmepgelicos)

Ethernet, uHmepaelica epynnsl nopmos, uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexKume KoHdUrypupoBaHus wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NopToB U UHTepdeinca VLAN:

console (config-if) #

Tabnnua 5.103 — KomaHab! pexuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

OnucaHue

ipvé mlid
ipv6_address

join-group

no ipv6 mld join-group
ipv6_address

[aeTr yKasaHue paccbinatb MLD-report coobueHua Ha
npucoesuHeHwue K ipv6_address rpynnbl ¢ 4aHHOTo nopTa.
ipv6_address— rpynnosoii agpec IPv6

Ypanser ykasaHuwe paccbinate MLD-report coobuieHua Ha
npucoeauHeHme K ipv6_address rpynnbl ¢ AaHHOTO NopTa

ipvé mld version version

no ipvé mld version

Version: 1..2/2

YcTaHaB/IMBaET BEpCUIO NPOTOKONA, AENCTBYIOLLYIO HA AaHHOM
UHTepodeiice.

BoccTaHaBnvBaeT 3HauYeHMe No YMONYaHUIO

Tabnunua 5.104 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show ipv6 mild snooping
groups [vlan  vian_id]
[address
ipv6_multicast_address]
[source
ipv6_source_address]

vlan_id —1..4094
ipv6_multicast_address —
rpynnosoi agpec IPv6
ipv6_source_address —
IPv6-appec

OTobpakaeT MHPOPMALMIO O 3aPErnCTPMPOBAHHBIX rpynnax B
COOTBETCTBMM C 33[aHHBIMM B KOMaHAe napameTpamu
dunbTpaymu.

show ipv6 mid snooping
interface vian_id

vlan_id: 1 .. 4094

OtobpakaeT uHPopmaunto o KoHdurypaumum MLD-snooping
Ana naHHou VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: 1 .. 4094

OTobparkaeT HGopmaLumo 0 mrouter-noprax.

5.16 PyHKUMM ynpaBaeHUA

5.16.1 MexaHu3sm AAA

Ona obecneyeHna 6e30NacHOCTM CUCTEMbI MUCMONb3yeTcA MexaHusm AAA (ayTeHTUdMKauma,

aBTopu3aums, ydeT).

— Authentication (ayTeHTUdMKaumna) — conocrasneHne 3anpoca CyLLecTByoLEeN YYETHOM
3anucu B cucteme 6e30nacHoCTU.

— Authorization (aBTopu3saums, NpoBepKa YPOBHA AOCTyna) — COMOCTaB/AeHUE YYETHOM
3anucy B cucteme (Npolealiei ayTeHTUOMKaLMIO) M onpeaen&HHbIX MOAHOMOUYNNA,

— Accounting (y4éT) — cnekeHue 3a noTpebseHnem pecypcoB No/ib30BaTe/IEM.

Ons wudpoBaHUA AaHHbIX UCNOIb3YeTCa MexaHu3m SSH.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.105 — KomaHab! pexxuma rnobasbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
aaa authentication login YcTaHaBnAMBaeT cnocob ayTeHTMdMKauuMM ans  Bxoga B
{default | list-name} cuctemy.
method1 [method?2...] - default — ncnonb3osatb Ans ayteHTUGUKALUUM ONUCAHHbIE

HUKe MeTozbl;
- list-name- uma cnucka ayTeHTUGUKALMOHHBIX METOA0B,
AKTUBU3UNPYHOLLErocAa, Koraa no/sib3osaTe/lb BXOAUT B CUCTEMY.
OnucaHune meTtogos (methodl [method2...]):

- enable — ncnoab3oBaTh NaPOb ANA AyTEHTUDUKALUK;

- line — ucnonb3oBaTb Naposb TepMUHaANA ANA
ayTeHTUdUKaLmK;

- local — ncnonb3oBaTb I0KaNbHYO 6a3y UMeH Nosib3oBaTeNei
Ana ayteHTMduKaumm;

- none — He UCMNO/1b30BaTb AyTEHTUOUKALMIO;

Mo ymonuyanutio
OCYLLECTB/IAETCA NPOBEPKA
no NoKanbHon 6ase

AaHHbIX - radius — ucnonbsosatb cnnucok RADIUS cepsepos ana
(aaa authentication login ayTeHTUOMKaumm;
default local) - tacacs — ucnonb3osatb cnncok TACACS cepeepoB ana
ayTeHTUOUKALMM.
list-name: 1..12 cumBo/IOB V Ecan meTtop ayTeHTUOUKALUKU He onpepesnieH, To
AOCTYN K KOHCOAM Bcerga ycnewHblin 6e3
ayTeHTUUKALMOHHBIX MPOBEPOK.
V ’ Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMaHA0M:
aaa authentication login list-name method1
[method2...].
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
no aaa authentication login YcTaHaBAMBaeT 3HaYeHMeE N0 YMOIYAHUIO.
{default | list_name}
aaa authentication enable YcTtaHaBavMBaeT cnocob ayteHTMdMKauMM MNpu  NOBbILLEHWUMU
{default | list_name} YPOBHA NPUBUAErUiA ANS BXOAA B CUCTEMY.
method1 [method?2...] - default — ncnonb3osatb Ans ayreHTUGUKALUKM ONUCAHHbIE

HUXKE MeToAbl;

- list-name — ums cnucka ayTeHTUOMKALMOHHbIX METO0B
aKTUBU3UPYIOLLMIACA, KOTAa NO/Ib30BaTe/lb BXOAUT B CUCTEMY.
OnucaHune metogos (methodl [method2...]):

- enable — ucnoib30BaTh Naposb ANA ayTeHTUOUKALMMK;

- line - ncnonb3oBaTb Napoib TepMUHana 4ns
ayTeHTUOUKaALMY;

- none — He UCNo/1b30BaTb ayTeHTUOUKALMIO;

Mo ymonuyaHutio .
- radius — ncnonb3osaTtb cnvcok RADIUS cepsepoB ans

ocyuiecTBnAeTcAa NnpoBepKa

. ayTeHTUdUKaLMK;
napons (aaa authentication
- tacacs — ucnonb3osatb cnucok TACACS cepsepos ans
enable default enable)
ayTeHTUdUKaLMK.

1 Ecam ana KOHCONM Naponb He onpeaesneH, To AocTyn
V K KOHCONM Bcerga ycnewHblit 6e3 napona (aaa
authentication enable default enable none).
V' Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMaHA0M
aaa authentication enable list-name method1
[method2...]. Ucnonb3osaHue cnucKa: aaa
authentication enable list-name
V' Bce 3anpocbl, nepepasaembie K Radius u TACACS
cepsepam, BKIOYAIOT uma nonb3oBsaTens
"$Senabx$.", rae x — yposeHb npusuneruii.

list_name: 1..12 cumBonoB
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no aaa authentication
enable {default |
list_name}

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

enable password [level
level] password [encrypted]

YcTtaHaBAuBaeT  naponb  Ana
npuBMAErnin AOCTyNa Nosb3oBaTeNeN.
- level — ypoBeHb NpuBMAErui;

KOHTPOAA n3meHeHuna

level: [1..15] - password — napons;
password: [1..159] - encrypted — 3a4aTb 3aWwMbpOBaHHbIN Naposb (Hanpumep,
CMMBONOB napob B 3alWIMPPOBAHHOM BUAE, CKOMMPOBAHHbIW C APYroro
yCTPOICTBA).

no enable password Ypanaet naponb A8 COOTBETCTBYIOLLErO YPOBHA NPUBUIETUIA.
[level level]
username name { [obasnaeT Nnonb3oBaTeNA B JIOKAAbHYIO 6a3y AaHHBbIX.
nopassword | password level: [1..15] - level — ypoBeHb npuBuneruii;
password | password - password — napons;
encrypted password: - name — UMA NoJsib3oBaTens;

encrypted_password }
[priveliged /evel]

no username name

[1..159] cumBonos

name: 1..20 cumBosoB

- encrypted_password — 3aaaTb 3alWMdpPOBaHHbIN Napo/b
(Hanpumep, Nnaponb B 3alMbpoBaHHOM BUAE,
CKOMUPOBAHHBIN C APYroro ycTponcTBa).

Ypanaet nonb3oBartena us NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login start-
stop group radius

no aaa accounting login
start-stop group radius

Mo ymonyaHuio BegeHue
yyeTa 3anpeLleHo

Paspewaetr BedeHue yyeTa (aKKayHTa) [4AnA  ceccui
ynpasnieHus.
BegeHve  yueta  paspelleHo  TOAbKO AN

V nonb3oBaTenei, BOlWeALWNX B CUCTEMY NO UMEHU U
naponio, pAns nonb3oBaTeneli, BowegwuUx No
naposio TepMuHana, BegeHue yyeta sanpeLueHo.

V BepeHune yuyeta aKTMBMpPYeTCA W MNpeKpaliaertcs,
Korga nosb3oBaTe/lb BXOAUT U OTK/IOYMAaeTcA OT

CUCTEMbI, YTO COOTBETCTBYeT 3HavyeHuam start u stop B

coobueHunnx npotokona RADIUS (napameTpebl,

cogepxawmeca B  coobuweHuax npotokona RADIUS,

npueegeHbl B Tabaunye 5.106).

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

aaa accounting dotlx start-
stop group radius

no aaa accounting dotl1x
start-stop group radius

Mo ymoAnuaHuio BegeHue
yuyeTa 3anpeLyeHo

PaspellaeT BegeHuWe yyeTa (akkayHTa) gna ceccuin 802.1x.
BegeHne yueta aKTMBUMPYETCA M MpeKpawjaercs,
V KOrga nonb3oBaTeNlb BXOAUT M OTKAIOYaeTcA OT
CUCTEMbBI, YTO COOTBETCTBYET 3HauyeHUAM start u stop B
coobueHunax NpoTOKONa RADIUS (napameTpbl,
cogepxawmeca B coobuweHuax npotokona RADIUS
npusegeHbl B Tabauue 5.107).
V B pexume multiple sessions coobuweHus stat/stop
NoCbINAITCA ANA KaXKA0ro NoJ/ib3oBaTeNs, B pexmme
multiple hosts - TonbKo gnA nonb3oBaTensa, npowleaLiero
ayteHTuduKauumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip http authentication aaa
login-authentication
method1 [method2...]

Method:
local, none, tacacs, radius/local

Onpepenaet meTtog, ayTeHTUGUKaumm npm goctyne K HTTP-
cepsepy. Mpu ycTaHOBKe CNMUCKa MeTOA0B, AOMNOAHUTE/bHbIN
meToz, 6yAeT NPUMEHATLCA, TONIbKO KOrAa No OCHOBHOMY
MeToAy ayTeHTUPMKaLMM BO3BpaLLLEeHa OownbKa.

- local —no nmeHu 13 nokanbHoM 6a3bl A4aHHbIX;

- none — He UCMNOANb3yeTcs;

- tacacs — ucnonb3oBaHue cnuckos Bcex cepepos TACACS+;
- radius — ncnonb3sosaHue cnmckos Bcex RADIUS-cepBepos.

no ip http authentication
aaa login-authentication

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

' ‘ [Ona TOro utobbl KAMEHT MOAYYMA AOCTYN K YCTPOWUCTBY, AAXKe €C/n BCe METOoAbl
-

ayTeHTUPUKAUUM BEpPHYIU OLLIUGKY,

KOMaHpge — none.

MCHOHbSyVITe 3Ha4YeHue nociegHero metTogda B
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Tabnnuya 5.106 — ATpmbyTbl cO0bLWEHNM BegeHMA yyeTa npoTokona RADIUS ansa ceccuin ynpaBaeHun

Hanau4yue Haau4ue
Ampubym ampubymae | ampubyma e OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIM UCMO/b3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y . P P y
ana ceccuin ¢ Radius-cepsepom.
Mpon3BoabHOE 3HAYEHME, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P S
coobLeHnA yyeTa ceccum.
. IP-agpec kKommyTaTopa, UCMOJIb3yeMblii ANA
Called-Station-ID (30) EcTb Ectb ,u,pv y P y A
ceccuit ynpasneHums.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A pomy
[ONKeEH 6bITb ayTEHTUOULMPOBAH.
. . MoKasblBaeT, KaK A0Aro nonb3osaTtenb 6bin
Acct-Session-Time (46) Het EcTb A
NOAKNIOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccun.

Tabnunuya 5.107 — ATpnbyTb

| coobLeHnit Be

AEeHUA yyeTa np

oTokona RADIUS ana ceccuin 802.1x

Ampubym Haauyue Hanuuue OnucaHue
ampubymae | ampubyma e
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTMdMKauMs nosb3oBaTens.
IP-agpec KomMyTaTopa, KOTOPbIN
NAS-IP-Address (4) Ectb Ectb AP y P " P .
ncnonbsyetca Ans ceccuii ¢ Radius-cepsepom.
NAS-Port (5) EcTh Ects MopT KOMMyTaTopa, Ha KOTOPOM NOAKAYNACA
nosb3oBaTeNb.
Mpon3BoaAbHOE 3HAYEHME, BKAOYEHHOE BO BCE
Class (25) EcTb EcTb P N
Co0bLEeHMA yYeTa Ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUGMKaATOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A PoMy
OOJ/IKEH 6bITb ayTEHTUPULMPOBaH.
. . MoKa3bIBaeT, KaK J0Ar0 NoAb30BaTeNb ObiN
Acct-Session-Time (46) Het Ectb A
NOAK/OYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb MNoKasbiBaeT TUN NOpTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypuposaHUa mepmMuHaaad

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypUpoBaHUA TepMUHANA:

console (config-line) #
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Tabnnua 5.108 — KomaHgb! pexkuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

login authentication
{default | list_name}

no login authentication

list_name: 1..12 cumBonos

3apaetT meTos ayTeHTUOMKAUMM MNpU BXode A1 KOHCOMM,
telnet, ssh.

- default — ncnonb30BaTh CNMCOK «MO YMOAYAHUIOY,
CO34aHHbIN KoMaHAoM aaa authentication login default

auto - ncnonbsosatb 802.1X ANA U3SMEHEH;

- list_name — ncnonb30BaTh CMUCOK, CO34AHHbIN KOMaHA0M
aaa authentication login list_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

enable authentication
{default | list_name}

no enable authentication

list_name: 1..12 cumBonoB

3apgaeT  MmeTo4  ayTeHTMOMKauMM  nosnb3oBatens  npu
NoBbILEHUN YPOBHA NPUBUAETUIA ANA KOHCoAM, telnet, ssh.

- default — ncnonb30BaTh CNMCOK «MO YMOAYAHUION,
CO34aHHbIM KOMaHZoM aaa authentication login default

auto - ucnonbzosatb 802.1X oA U3MEHEH;

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIN KOMAHAOM
aaa authentication login list-name.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

password password
[encrypted]

1..159 cumsonos

3afaeT naponb ANA TepMmuHana.

- encrypted — 3agaTtb 3awMbpoBaHHbLIA Naposb (Hanpumep,
napob B 3awMdpoBaHHOM BUAE, CKONUPOBaHHbIN C APYroro
yCTpOICTBa).

no password

YpanseT naponb 4N8 TEpMUHaANa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.109 — KomaHab! pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show authentication
methods

MokasbiBaeT MHPopmaumio 06 ayTeHTUPUKALMOHHBIX METOZax
Ha KOMMmyTaTOpe.

show users accounts

Moka3biBaeT NOKanbHylo 6a3y AaHHbIX Nonb3oBaTeneit U Ux
npuBunervii.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena goCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenew.

Tabnunua 5.110 — KomaHab! pexkuma EXEC

KomaHda

Aelicmeue

show accounting

MoKasbiBaeT MHGOPMALMIO O HACTPOEHHbIX METOAAX BEAEHMS yYeTa (aKKayHTa).

5.16.2 lMpomokona RADIUS

MpoTtokon RADIUS ucnonbsyetca gna ayteHTUdMKaumnm, astopmsaumm m ydeta. Cepsep RADIUS
ncrnonbsyet 6a3y AaHHbIX NMO/sb30BaTeNEeN, KOTOPaA COAEPHUT AaHHble MPOBEPKM MOAJIMHHOCTM ANd
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KaXkgoro nosib3oBatens.
OOMONHUTENbHYIO 3alMTy MpPU AOCTyrNe K pecypcam CeTw,

KOMMYTaTopy.

Takum ob6pasom,

nucnonbsoBaHue npoTtokona RADIUS obecneunBaer

a TaKXe npu pJocTyne K camomy

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxume rnobasibHOro KOHGUrypmpoBaHua:

console (config) #

Tabnnuya 5.111 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

radius-server host
{ip_address|
hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout]
[retransmit retries]
[deadtime time]

[key secret_key]
[source source_ip_address]
[priority priority]
[usage type]

no radius-server host
{ip_address| hostname}

hostname:
(1..158) cumBonos;

auth_port:
(0..65535)/1812;

acct_port:
(0..65535)/1813;

timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;

secret_key:
(0..128) cumBonos;

priority: (0..65535)/0;

type: (login, 802.1x, all)/ all
B cnyyae otcyTtcTBMA B
KOMaHAe napameTpoB
timeout, retries, time,
secret_key,
source_ip_address ans
paHHoro RADIUS-cepBepa
MCMO/Ib3YIOTCA 3HAaYEHUA
HaCTPOEHHbIe C NOMOLLbIO
KOMaHJ, YKa3aHHbIX HUXKe
(3HayeHuna no ymonyaHuio)

[obaBnaeT yKasaHHbIN cepBep B CMNWCOK MCMNOAb3yeMbIX
RADIUS cepsepos.

- ip_address — IPv4 nnwn IPv6-appec RADIUS-cepsepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

- auth_port — Homep nopTa ANA Nnepeaayn
AYTEHTUOUKALMOHHbIX AAHHBIX;

- acct_port —Homep nopTa 4/1a nepeaayn AaHHbIX y4eTa;

- timeout — HTepBan OXUAaHWA OTBETa OT CepBepa;

- retries — KONMYecTBO NONbITOK Noncka RADIUS-cepBepa;

- time — BpemA B MUHYTax, B Te4eHNEe KOTOPOro HeAOCTYMHble
cepBepa He byayT onpawuBatbca RADIUS-kAneHTOM
KOMMYTaTOpa;

- secret_key — kntoy ans ayTeHTUGMKaumm n wndposaHma
Bcero obmeHa gaHHbimu RADIUS;

- source ip_address — IPv4 unu IPv6-agpec, ucnonb3yemblit B
KayecTBe afpeca UCTOYHMKA, NepesaBaemMoro B cOobLLeHnAxX
npotokona RADIUS;

- priority — npuopuTeT ncnosnb3osaHua RADIUS-cepsepa (yem
HU}Ke 3HaYeHue, Tem NpUopuUTeETHEE CepBep);

- type — T1n ncnonb3osaHma RADIUS-cepsepa.

YpanaeTr yKasaHHbIN
RADIUS-cepBepos.

cepeep U3 CAOUCKA UCNONAb3yeMblIX

radius-server key [key]

no radius-server key

(0..128) cumsonos/
N0 YMOAYAHMIO KAIOM -
nycTan CTpoKa

YcTaHaBAMBaET KM, UCMOAb3YEMbIA MO YMOAYaHUIO, ANA
ayTeHTMdUKaumMm n wndposBaHMa Bcero obmeHa AaHHbIMMU
RADIUS mexay ycTpoiicTBom n oKpyKeHnem RADIUS.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

radius-server timeout

YcTaHaBAMBaeT WHTepBaa OXUAaHMA OTBeTa OT CcepBepa,

no radius-server retransmit

timeout (1..30)/3 cek MCMO/b3yeMbli MO YMOHaHMIO.
no radius-server timeout YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.

Onpepenser  KOAMYECTBO MOMbITOK, MCMOAb3yemoe Mo
radius-server retransmit ymonyaHuto, nomncka RADIUS-cepBepa M3 cnucka cepBepos.
retries (1.10)/3 Mpyn oTKase ocylwecTBAAeTCA NOWUCK cheaytowero no

NpUOPUTETY CepBepa U3 CNUCKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

radius-server deadtime
deadtime

radius-server deadtime
deadtime

(0..2000)/0 muH.

MNo3sonser onTMmmsanpoBaTb Bpema onpoca RADIUS-
CcepBepoB, KOrga HeKoTopble cepBepa HeAOCTYMHbI.
YcTaHaBAMBaeT BpemsAs B  MWHYTax, WCMNOAb3yemoe Mo

YMONYaHUNIO, B TEeYEHUEe KOTOPOro HeAoCTYMHble cepBepa He
6yayT onpawunatbca RADIUS-Kn1MeHTOM KomMyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.
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radius-server source-ip
ip_address

3apaeT onpepeneHHold  IPv4-agpec, ucnosnb3syembli Mo
YMO/IYQHMIO B KayecTBe agpeca UCTOYHMKA nepesaBaemoro B
coobleHusax npotokona RADIUS.

no radius-server source-ip
[ip_address]

Ypanser onpegeneHHoln IPv4-appec, ucnosnbsyembli Mo
YMO/IYaHMIO B KayecTBe agpeca UCTOUYHMKA nepeaaBaeMoro B
coobleHuax npotokosna RADIUS. YcraHasnuBaeT IPv4-agpec
nHTepderica KoMmyTaTopa B KayecTBe afpeca UCTOYHUKA ANA
MCMNoNb30BaHMA B cO0bLLEeHMAX NnpoTokona RADIUS.

radius-server source-ipv6
ip_address

3agaeT onpegeneHHbii  IPv6-agpec, Mcnonb3yembli Mo
YMONYaHUIO B KayecTBe agpeca MCTOYHMKA nepeaaBaemoro B
coobuieHunax npotokona RADIUS

no radius-server source-
ipv6 [ip_address]

Ypanser onpegeneHHbln IPv6-agpec, ucnonbsyembld Mo
YMONYaHUIO B KayecTBe agpeca MCTOYHMKA nepeaaBaemoro B
coobuweHunax npotokona RADIUS. YcraHasnusaet IPv6-agpec
MHTepderica KomMyTaTopa B Ka4ecTBe afpeca UCTOYHUKA ANA
MCNoab30BaHMA B coobleHnsax npotokoaa RADIUS.

radius-server attributes
nas-id include-in-access-
req

BkntovaeT pobasneHue atpubyta NAS-ID (32). Tpebyet
3agaHua GopmaTHOM CTPOKM Mam uma xocta (hostname) He
Kopouye 3 CUMBOJIOB.

- - -/BbIKNOYEHO
no radius-server attributes

nas-id include-in-access-
req

BbikntovaeT gobasnenue atpnbyrta NAS-ID (32).

radius-server attributes
nas-id include-in-access-

req format nas_id nas_id: (3..32)

3apaét dopmart ans atpubyta NAS-ID (32).
- nas_id — dopmat aTpubyTa.

no radius-server attributes cMmBos10B/%h
nas-id include-in-access-

req format

YCTaHaBAMBAET 3HAYEHME MO YMOIYAHMIO.
- %h — uma xocTta (hostname).

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 5.112 - KomaHab! pexkuma Privileged EXEC

KomaHda

Aelicmeue

show radius-servers

OtobparkaeT napameTpbl HacTpoikn RADIUS cepsepos (KomaHpa [AoCTynHa TOAbKO A/s
NPUBUIEIMPOBaHHbIX NO/b30BaTes1eN).

[pumepbl UC0/16308GHUA KOMAHO

= YCTaHOBUTb rN106abHblE 3HAYEHUA ANA NapamMeTpoB: MHTEPBaa OXMAAHMA OTBETA OT cepBepa
— 5 ceKkyHA, KOan4ecTBo nonbITOK noncka RADIUS cepsepa — 5, BpemsA, B Te4eHUe KOTOPOro
HefoCTyMNHble cepBepa He 6yayT onpawmusaTbcs RADIUS KaneHTom KommyTtaTtopa — 10 MUHYT,
CEKpEeTHbIN Katoy - secret. [lobasutb B cncok RADIUS cepBep, pacnosioKeHHbI Ha y3ie ceTu C
IP agpecom 192.168.16.3, nopT cepsepa 4nA ayTeHTUOMKaumMm — 1645, KONMYECTBO MNOMbITOK

[0CTyna K cepeepy — 2.

console# configure

console (config)# radius-server
console (config)# radius-server
console (config)# radius-server
console (config)# radius-server
console (config)# radius-server

retransmit 2

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645
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= [lokasaTb napameTpbl HacTpolikn RADIUS cepsepos

console# show radius-servers

IP address Port port Time-
Auth Acct Out
196.168.16.3 1645 1813 Global
Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP 0.0.0.0
Source IPv6

Ret- Dead- source IP Prio. Usage
rans Time
2 Global Global 0 all

5.16.3 lMpomokon TACACS+

MpoTokon TACACS+ obecneumBaeT LeHTPaIM30BaHHYO cucTeMy 6€30MacHOCTU A8 NPOBEPKM
No/b30BaTesN1el, NONyYaoWMX 4OCTYN K YCTPOMCTBY, MPU 3TOM NoAAepKUBaA coBMecTUMocTb ¢ RADIUS
W APYrMMuK npoLeccamm NpoBepku noganHHoct. TACACS+ npefocTaBaseT caeaytolme Cay»Kbbi:

— Authentication (nposepka nodsnuHHocmu). ObecneynBaeTcs BO BPeMs BXOAa B CUCTEMY
Nno MMeHam Nonb3oBaTeNel 1 onpeaeneHHbIM Nob30BaTeNAMM NAPOJIAM.

— Authorization (aemopusayus). Obecneumsaetca Bo Bpems Bxoga B cuctemy. lNocne
3aBEpLlIEHMA CceaHCa MPOBEPKM MOLJAMHHOCTM 3aMycKaeTcA CeaHC aBTopM3auuMKn C
MCNo/sIb30BaHMEM NPOBEPEHHOIO MMEHW NONb30BATE/IA, TaKXKe CEPBEPOM NPOBEPAIOTCA
NpUBUAErMM NONb30BATENA.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume rnobanbHOro KOHGUIypupoBaHua:

console (confiqg) #

Tabauua 5.113 - KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

tacacs-server host
{ip_address [hostname}
[single-connection]

[port port] [timeout
timeout] [key secret_key]
[source source_ip_address]

[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
key: (0..128) cumBon0B;

priority: (0..65535)/0;

B cnyyae oTcyTCcTBUA B
KOMaHZAe napameTpoB
timeout, key, source_ip-
addr gns gaHHoro TACACS-
cepBepa MCMnosb3yrTea
3HaYeHWA HaCTPOEHHbIe C
NOMOLLbIO KOMaHA,
YKa3aHHbIX HUXKe
(3HaueHuA no ymonuyaHuio)

[JobaBnaeT yKasaHHbI cepBep B CMNWUCOK MCMOb3yeMbIX
TACACS cepsepos.

- ip_address — IP appec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single connection — B KaXKAbli MOMEHT BPeMeHN UMETb He
60/blUe OAHOro coeamHeHMA ana obMeHa AaHHbIMU C
TACACS-cepsepom;

- port — Homep nopTa ans obmeHa gaHHbimu ¢ TACACS-
cepBepom;

- timeout - NHTepBaN 0XUOAHUA OTBETA OT CEPBEP];

- secret_key — Knto4 ans ayTeHTUGUKaLmm 1 wndposaHua
Bcero obmeHa aaHHbimu TACACS;

- source_ip_address — IP-agpec, ucnonb3yemblii B Kayectse
afipeca UCTOYHWKA, NepeaaBaemMoro B COObLLeHNAX NPOTOKoNA
TACACS;

- priority — npuopuTeT ncnosib3osaHma TACACS-cepsepa (Yyem
HWKe 3HaYeHne, Tem NPUOPUTETHEE cepBep).

Ypanser yKasaHHbIN M3  ChucKa

TACACS-cepBepoB.

cepsep NCNoNb3yemMblX
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tacacs-server key [key]

no tacacs-server key

(0..128) cumsonos/
MO YMOJIHAHMIO KJIHOM -
nycras cTpoKa

YcTaHaBAMBAET KAOY, UCMOJIb3YeMblt MO YMO/YaHUIO, ANs
ayTeHTMOUKaumMmM u wndpoBaHMA Bcero obmeHa [AaHHbIMU
TACACS mexay ycTpoiicTBom U oKpyKeHnem TACACS.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

tacacs-server timeout
timeout

(1..30)/5 cek

YctaHaBauBaet MHTEpBan OXWOaHWMA OTBeTa OT CcepBepa,
VICI'IOI1b3yeMbIl7I Nno YMOZIHaHUIO.

no tacacs-server timeout YCTaHOBWTb 3HaYeHMe N0 YMOJYAHMUIO.

tacacs-server source-ip
source_ip_address

3apaer  IP-agpec  KommyTaTopa,  WCMO/b3yembli MO
YyMOI4aHuto gna obmeHa coobuweHnamu ¢ TACACS-cepsepom

no tacacs-server source-ip - YcTaHaBnvMBaeT  wucnosb3osBaHve  |IP-agpeca  uHTepdelica
source_ip_address KomMmyTaTopa 4na obmeHa coobuweHuammn ¢ TACACS-
cepBepom.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxkume EXEC:

console#

Tabnnuya 5.114 - KomaHgbl pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show tacacs
[ip_address]

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepsepa TACACS+.
- ip_address — IP-appec TACACS+ cepsepa, 1mMbo ums cepsepa.

[Mpumepbl UCM016308AHUS KOMAHO

[Job6aBuTb B cnncok cepsepoB TACACS-cepBep, pacrno/ioKeHHbIW Ha y3ne cetun c IP-agpecom
192.168.16.34, TalmayT OXMAQHUA OTBETA OT cepBepa — 4 CeKyHAbl, CEKPETHbIN Kalo4 anA
obMeHa AaHHbIMK € cepBepom — secret, IP-aapec KommyTaTopa, UCNOb3yeMblli aaa obmeHa ¢
3Tnm cepsepom — 192.168.16.38, npmnoputet cepsepa — 8.

console# configure
console (config) # tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.16.4 Npomokon ynpaeneHua cemoto (SNMP)

SNMP — TexHonorus, npusBaHHas obecneunTb yrnpaB/ieHWe U KOHTPO/b Hag, YCTPOMCTBaMU U
NPUNOKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasAlowel MHbopMaLMen MeXAy areHTamu,
PacrnoNOXKEeHHbIMU Ha CEeTeBbIX YCTPOMCTBAX, M MeHeAKepamu, HaXOAAWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLLMX CTAHUMIN U 31EMEHTOB
ceTu (rnaBHble MaWWHbI, WA03bl U MApPLLPYTM3aTOPbl, TEPMUHA/bHbIE CEPBEPDI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATUBHbIE CBA3KU MEXAY CETEBbIMM YNPABAAIOWMMM CTAHLMAMMN U CETEBLIMMU
areHTamu.

KommyTaTtopbl cepmum MES5000 nossonsieT HacTpouTb paboTy npotokona SNMP gns yaaneHHoro
MOHMUTOPUHTIA M yrNpaBAeHUA YCTPOUCTBOM. YCTPOMCTBO NoaaepuBaeT npoTokonbl Bepcnin SNMPv,
SNMPv2, SNMPv3.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOro KoHOUrypnpoBaHmsa:

console (config) #

Ethernet-kommymamopsi cepuu MES5000 113




HELTEX

Tabnnuya 5.115 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuio
nogAepKka NpoTokoa
SNMP BKtoueHa

BkntounTtb noanepky npotokona SNMP.

OTkAntoYvaeT noaaeprKky npotokona SNMP.

snmp-server community community
[view viewname] [ro|rw|su]
[ipv4_adrress|

ibv6_address| ipv6z_adrress] [mask |
prefix_length]

snmp-server community-group
community groupname [ipv4_adrress|
ipv6_address| ipv6z_adrress] [mask |
prefix_length]

no snmp-server community community
lipv4_adrr|
ipv6_addr| ipv6z_adrr]

community:
1..20 cumonos

viewname:
1..30 cumBonos

groupname:
1..30 cumBonos

mask o ymon4aHuro
255.255.255.255

prefix_length
Nno YMONYaHUIO
32
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

YcTaHaBAMBaeT 3HAYeHWe CTPOKM coobliectsa AnA
obMeHa AaHHbIMM No npoTokony SNMP.

- community — cTpoka coobuecTsa (napons) ana
poctyna no npotokony SNMP;

- ro — [O0CTYN TO/IbKO A/ YTeHUs;

- rW — AOCTYN A1A YTEeHUA U 3anucy;

- SU — 4OCTyN ag4MUHUCTPATOPA;

- viewname — onpegenset ums gia npasuia
0603peHnsa SNMP, kKoTopoe A0/1XKHO BbITb
npeaBapuTesIbHO ONpeseneHo C MOMOLLLbIO KOMaHAbI
snmp-server view. OnpegenseT 06beKTbl, JOCTYMNHblE
cooblecTsy;

- ipv4_adrress, ipv6_address, ipv6z_adrress — IP-appec
YCTPOWCTBa;

- mask — macka agpeca IPv4, kKoTopasa onpeaenser,
KaKue bUTbl afpeca MCTOYHWKA NaKeTa CPaBHUBAOTCA
C 3afaHHbIM IP-agpecom;

- prefix_length — uncno 6UT, KOTopble COCTaBAAOT
npedwukc IPv4-aapeca;

- groupname — onpegenseT UMA rpynnbl, KOTOPoe
AOIXKHO BbITb NpeaBapuUTeIbHO onpeaeneHo ¢
NMoMOLLbIO KOMaHAbl snmp-server group. OnpeaenseT
06bEKTbI, AOCTYNHbIE COOOLLECTBY.

Ypanaert napamerpbl 418 CTPOKM coobluecTsa.

snmp-server view view_name OID
{included | excluded}

no snmp-server view viewname [OID]

view_name:
(1..30) cumBonos

Co3paeT WAM pepakTMpyeT npaswuno obospeHus ans
SNMP - paspellatouiee npaswso, nmbo
orpaHuuMBalollee cepsepy-obospeBaTtento AOCTYN K
OID.

- OID-vpeHTMdmKaTOp 06bEKTA MIB, NnpeacTaBieHHbIM
B BuAae aepesa ASN.1 (cTpoka Buga 1.3.6.2.4, moxeT
BK/tOYaTb B cebs 3ape3epBUpoOBaHHbIe CI0Ba,
Hanpumep: system, dod). C nomoLbto cumsona *
MOKHO 0603HaYNTbL CEMENCTBO noaaepesbes: 1.3.%.2);
- include — OID BKntoyeHa B NpaBuIo gas
0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuna gns
0603peBaHus.

Yaansaet npasuno obospeHuns ana SNMP.

snmp-server group groupname
{vl]|v2]|v3 {noauth|auth|priv} [notify
notifyview]}

[read readview] [write writeview]

groupname:
(1..30) cumBonoB

notifyview:
(1..30) cumBonos

readview:
(1..30) cumBonos

writeview:
(1..30) cumBonoB

Cozgaetr SNMP-rpynny uamM Tabauvuy COOTBETCTBUM
SNMP-nonb3oBaTtenelt u npasun o6o3penHnin SNMP.
-v1,v2,v3 - SNMP v1, v2, v3 moaenb 6e3onacHocTy;

- noauth,auth,priv — Tun ayteHTMdUKaLMK,
ncnonbyemblin npotokonom SNMP v3 (noauth — 6e3
ayTeHTMdMKauum, auth — ayTeHTMOMKauus 6e3
WwndpoBaHua, priv — ayteHTUdMKauma ¢
WwndppoBaHuem);

- notifyview — vma npasuna ob03peHUs, KoTopomy
pa3speweHo onpeaensatb coobweHns SNMP-areHTa -
inform u trap;

- readview — wvms npasuna 0603peHns, KOTOPOMY
paspeweHoO TO/bKO u4TeHue cogepxumoro SNMP-
areHTa KOMMyTaTopa;

- writeview — umA npasuna 0603peHusA, KOTOpoMy
paspelweHo BBOAWUTb [JaHHble U KOHOUIypupoBaTb
coaepkmmoe SNMP-areHTa KOmmyTaTopa.
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no snmp-server group groupname
{vl | v2 | v3 [noauth | auth | priv]}

Yaanaet SNMP-zpynny.

snmp-server user username
groupname

{v1 | v2c | remote hostv3 | v3
[encrypted] [auth {md5 | sha}
auth_password]}

no snmp-server user username
[remote engineid_string]

username:
(1..20) cumsonos

groupname:
(1..30) cumBonos

engineid_string:
(5..32) cumsonos

auth_password:
(1..32) cumsona

md5:
16 unn 32 6ant

sha:
20 nnn 36 6ant

dopmart
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospgaet SNMPv3-nonb3osartens.

- username — “Ms NoJsib30BaTeNs;

- groupname — UMsa rpynnbl;

- engineid_string — naeHTMdUKaTOP YH4aNEHHOTO
SNMP-ycTpoicTBa, KOTOPOMY NONb30BaTE/b
NPUHAANENKNT;

- auth_password — naponb Ana ayTeHTUOUKauumn n
reHepaumu Kato4a;

- md>5 — kntou md5;

- sha — Knou sha;

- host — IP-agpec/ uma xocra.

Ypanaetr SNMPv3-nonb3osartensa.

snmp-server filter filter_name oid
{included | excluded}

snmp-server filter filter_name [oid]

filter_name:
(1..30) cumBonos

Co3paet uam pegaktupyet npasuao SNMP-¢unbtpa,
KoTOpoe no3sosAeT ¢uabTpoBatb inform u trap-
coobuieHus, nepegasaemblie SNMP-cepeepy.

- OID — ngeHtndmKatop ob6bekTa MIB,
npeactaBneHHbIN B BuAe gepesa ASN.1 (cTpoka Buga
1.3.6.2.4, MOXeT BK/tOYaTb B cebn
3ape3epBMpOBaHHbIe C/I0Ba, Hanpumep: system, dod.
C nomoubio cMmBONA * MOXKHO 0603HAUYNUTL
cemelcTso nogaepesbes: 1.3.%.2);

- include — OID BK/toYeHa B NpaBuao GpuabTpaLmm;

- exclude — OID uckntoyeHa 13 npasuaa GpuabTpaLUm.

Ypansaet npasuno SNMP-ounbtpa.

snmp-server host {ipv4_address |
ipv6_address| hostname}

[traps |informs] [version {1 | 2c | 3
[auth | noauth | priv]}] community
[udp-port port] [filter filtername]
[timeout seconds] [retries retries]

no snmp-server host
{ipv4_address [ipv6_address |
hostname} [traps|informs]

hostname:
(1..158) cumBonos

community:
(1..20) cumBonos

udp_port:
(1..65535)/162

filtername:
(1..30) cumsonos

seconds: (1..300)/15
retries: (0..255)/3

OnpeaensieT HaCTPOWKW Ans nepegayn cooblueHui
ysegomneHus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobLecTsa Ans nepesayu
coO0bLLEeHNI yBeJOMNIEHUS;

- version — onpeaenat TMn coobuienunit trap — trap
SNMPv1, trap SNMPv2, trap SNMPv3;

- auth — yKasblBaeT NOA/IMHHOCTbL NaKeTa 6e3
WwndpoBaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3sblBaeT NoAJ/IMHHOCTb NAKeTa C
wndpoBaHuem;

- port — UDP nopt SNMP-cepsepa;

- seconds — nepuos, 0XUAAHUA NOATBEPKAEHUI Nepes,
NoBTOPHOM Nepegayeit coobueHnin inform;

- retries — KONMYECTBO MOMbITOK Nepesayn coobLeHui
inform, npu OTCYTCTBMM UX NOATBEPKAEHUA.

Ypanser HacTpolKM pns  nepefayvm  coobuieHui
ysegomneHus inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host

{ipv4_address[ipv6_address| hostname}

username

[traps | informs] {noauth|auth| priv}

[udp-port port] [filter filtername]
[timeout seconds]
[retries retries]

hostname:
(1..158) cumeonos

username:
(1..24) cumBonos

udp_port:
(1..65535)/162

filtername:

Onpepensetr HacCTpOMKWM ANA nepefayn coobuieHui
yBegomnenus inform u trap SNMPv3-cepsepy.

- noauth,auth,priv — Tun ayteHTMdUKaLMK,
ncnonb3yemblit npotokonom SNMP v3 (noauth — 6e3
ayTeHTMOMKauum, auth — ayTeHTUOMKauus 6e3
wndpoBaHUs, priv —ayTeHTUOUKaLUA C
WwndppoBaHnem);

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuos, 0XXUAAHWA NOATBEPKAEHUI Nepes,
NoBTOPHOW Nepegayeit coobueHnit inform;
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(1..30) cumsonos

no snmp-server v3-host
{ipv4_address|
ipbv6_address|hostname} username
[traps|informs]

seconds: (1..300)/15

retries: (0..255)/3

- retries — KONIMYECTBO MOMbITOK Nepesayn coobLeHni
inform, npu OTCYTCTBUM UX NOATBEPIKAEHMUSA.

Ypanser HacTpoliKM pgns  nepefayvm  coobLieHui
yBegomnenus inform u trap SNMPv3-cepsepy.

snmp-server enginelD local
{engineid_string | default}

(5..32) cumsonos

no snmp-server enginelD local

Cospaet naeHTudukaTop NOKaNbHOTo SNMP
ycTpoicTta — enginelD.

- default — npu ncnonb3oBaHMM JAHHOW HAaCTPOWKMK
enginelD 6yaeT aBTOMaTUYECKM CO3/aH, Ha OCHOBE
MAC-agpeca ycTpoicTaa.

Ypanaet MAeHTUdUKaTOp NOKaNbHOTro SNMP
ycTpoiictea — enginelD

snmp-server enginelD remote
{ipv4_ip_address | ipv6_address}
engineid_string

(5..32) cumBonioB

no snmp-server enginelD remote
{ipv4_ip_address | ipv6_address}

Cospaet naeHTudumKaTop yOaneHHoro SNMP
ycTpoictea — enginelD.

Ypanaet naeHTudmKaTop yOaneHHoro SNMP
ycTpoictea — enginelD.

snmp-server enable traps

no snmp-server enable traps

BkntouyaeT noaaepkky SNMP trap coobuieHuit.

OTKkntoyaeT noagaepxKy SNMP trap coobuieHuit.

snmp-server trap authentication

no snmp-server trap authentication

PaspewaeT nepegasatb coobleHus trap cepsepy He
npoweawemy ayTeHTMdUKaLmio.

3anpelaeT nepesasatb cooblieHus trap cepsepy He
npoweawemy ayTeHTUdUKaLmio.

snmp-server contact text

no snmp-server contact

(1..160) cumBonos

Onpegenset KOHTaKTHYO MHGOPMaLMIO YCTPOWCTBA.

YaanaeT KOHTaKTHY MHGOPMALLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

(1..160) cumBonos

Onpegenser WHPOPMAUMIO O  MECTOMONONKEHUMU
yCTpoWcTBa.

Ypansaet nHoopmaumio o) MEeCTOMONOXKEHUN
YCTPOMCTBA.

snmp-server set variable_name namel variable_name, name,

valuel [name2 value2 ... ]

value goMKHbI
3a4aBaThCA B
COOTBETCTBUM CO

Mo3BoNAET YCTAaHOBUTb 3HaYeHUA nepemMeHHbIX B 6ase
OaHHbIX MIB KOMmMmyTaTOpa.

- variable_name — uma nepemeHHoW;

- name, value — Napbl COOTBETCTBUI UMA — 3HAYEHMUE.

cneunduraumen
snmp-server enable traps / BkntoyaeT otnpasky SNMP trap coobuieHuii.
-/BKNOYEHO
no snmp-server enable traps OTkAtoyaeT otnpasky SNMP trap coobuieHui.
snmp-server enable traps Bkntoyaet otnpasky SNMP trap coobuweHuii npu
mac-notification flapping y o6HapyKeHuun pnannuHra MAC-agpecos.
-/BKOYEHO
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap coobuieHuin npwm
mac-notification flapping o6HapyKeHuun pnannuHra MAC-agpecos.
snmp-server enable traps flex-link Bkntoyaetr oTnpaBky SNMP trap-coobuweHuit npu
n3meHeHnn coctosiHmA napsl flex-link nHTepdericos.
- -/BKNOYEHO —
no snmp-server enable traps flex-link OTkntoyaetr otnpaBky SNMP trap coobuieHuii npwm
n3meHeHun coctosiHua napbl flex-link-nHtepdelicos.
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuweHnin npu
storm-control 06Hapy»KeHMM LWIMPOKOBELLLATENIbHOTO LUTOPMA.
-/BKNIOYEHO —
no snmp-server enable traps BbikntoyaeT oTnpasky SNMP trap coobuieHuii npu
storm-control 06HapyKeHMM LIMPOKOBELLLATENIbHOTO LTOPMA.
snmp-server enable traps erps Bkntoyaet oTnpaBky SNMP trap-coobuweHuit npu
n3meHeHun coctoaHmna ERPS-konbua.
-/BKNOYEHO

no snmp-server enable traps erps

OTkntoyaeT otnpasky SNMP trap-coobuieHnit npwm
n3meHeHun coctoaHmna ERPS-konbua.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnnua 5.116 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa Aelicmeue

show snmp MokasbiBaeT ctatyc SNMP-coeguHeHU .

show snmp enginelD MokasbiBaeT naeHTMduKaTop nokanbHoro SNMP-ycTpoicta — enginelD.

show snmp views

. Moka3sblBaeT npasuaa ob6o3peHns SNMP.
[viewname]

show snmp groups

MNoka3sbiBaeT SNMP-rpynnbil.
[groupname]

show snmp filters

[filtername] MokasbiBaeT SNMP-duAbTPSI.

show snmp users

MokasbiBaeT SNMP-nonb3oBatenei.
[username]

[pumepbl 8b1M0AHEHUS KOMAHO

YcTaHOBUTb 3HayYeHWa A1A napameTpos contact, location. YcTaHOBMTL AOCTYN HAa 4YTeHue anA
CTPOKM coobuiecTBa public. YcTaHOBUTBL A0CTYN Ha YTeHMe m 3anucb SNMP-cepBepy ¢ agpecom
192.168.16.3 B coobuiecTtse private.

console# configure

console (config)# snmp-server enable

console (config)# snmp-server contact support@eltex.nsk.ru

console (config)# snmp-server location Objedineniya-street, 9

console (config)# snmp-server community-string public ro

console (config)# snmp-server community-string private rw 192.168.16.3

5.16.5 MpomokKon ydanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetm (RMON) sBnsetca pacwmpeHnem npotokona SNMP, nossossas
npenocTaBuTb 6onee WNMPOKME BO3SMOMXKHOCTU KOHTpOAA ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit nHbopmaLmm — AaHHble cobupaemble RMON B nepsyto oyepesb
XapaKTepusyT TpaduK mexagy ysnamu cetu. MHPopmauma, cobpaHHasa areHTom, nepepaerca B
NPUIOXKEHUe yNpaBieHUA CeTbio.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.117 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

rmon event index type
[community text]
[description text]
[owner name]

index: (1..65535)

community text:
(0..127) cumsonos

description text:
(0..127) cumsonos

owner name: CTPOKa

HactpaunBaeTt cobbiTha, ncnonb3yemble B cUCTEME YAANEHHOMO
MOHUTOpPMHra.
- index — nHAEKC cobbITUA;
- type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOUCTBOM MO
3TOMY COBbITUIO:
none — He reHepMpoBaTb YBeAOM/IEHUA,
log — reHepupoBaTb 3anuch B Tabaunue,
trap — otcbinatb SNMP trap,
log-trap — reHepupoBaTb 3anucb B Tabauue U oTcbiNaTh
SNMP trap;
- community - cTpoKa coobuectsa SNMP gns nepecbiiku trap;
- description — onucaHue cobbiTus;
- owner — uma cosaaTtens cobbiTua.
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no rmon event index

Ypanaet CO6bITMe, ncnonblyemoe B CUCTeme YyaaNeHHOro
MOHUTOPUHTra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup
direction]

[owner name]

no rmon alarm index

index: (1..65535)

mib_object_id:
KoppeKTHbIN OID;

interval:
(1..4294967295) cek

rthreshold:
(0..4294967295)

fthreshold:
(0..4294967295)

revent: (0..65535)

fevent: (0..65535)
owner hame: CTPoKa

Mo ymon4aHuio meTos,
oTbopa nepemeHHbIX —
absolute

Mo ymonyaHutio
MHCTPYKUMA ANA TeHepaumm
cobbITuii rising_falling

HactpaunBaeT ycnosus Bblaayuv aBapuiHbIX CUFHANOB.

- index — NHAEKC aBapuMHOro cobbITUSA;

- mib_object_id — ngeHTMdUKaTOp NnepemeHHOM YacT 06bekTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOTO AaHHble 0TOMpatoTCA
M CPaBHMBAIOTCA C BOCXOAALLEN U HACXOAALWEN rPpaHULLAMK;

- rthreshold — BocxoasAwan rpaHuLa;

- fthreshold — Hucxoaawan rpaHnLa;

- revent — UHAEKC cOBbITUA, KOTOPOE UCNOb3YyeTCA NPU
nepecevyeHnn BOCXoAALLEN FPAHNULLbI;

- fevent — uHpEKc cobbITUA, KOTOPOE UCMONb3YETCA NPK
nepeceyeHnn HUCXoAALWEN rpaHnLLbl;

- type — meTo, 0T6OPa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHWA ANA CPAaBHEHMA C rpaHULAMK:

Meton absolute - abcontotHoe 3HauveHue BblbpaHHON

nepemeHHon OyaeT CpaBHEHO C TpPaHUUEN HA KoOHUe
nccneyemoro MHTepBana;
Metoa delta — 3HayeHMe BbIGpaHHOM NepemMeHHOM npu

nocnegHem otbope OyAeT BbIMTEHO M3 TEKYLLEro 3HaYyeHuA U
pasHuMua 6yaeT cpaBHeEHa C rpaHMuamu (pasHuua Mexay
3HAYEHNAMM NEPEMEHHON B KOHLE U B Ha4asNe KOHTPO/IbHOro
MHTepBana);

- startup — WHCTPYKUMA ONA reHepaumm cobbiTMi Ha nepeom
KOHTPO/IbHOM MWHTepBane. Onpegensier npasuia reHepauuu
aBApPUIHBIX COOBLITUI A/1A NEpPBOro KOHTPOJbHOIO MHTEpBasa
nyTem cpaBHeHUA OTOOPaHHOM MepemeHHOl C ogHOW, NnMbo
obenMmu rpaHuLamu:

rising — reHepupoBaTb eAMHUYHOE aBapuiiHoe cobbiTe no
BOCXO4AWEN  TFpaHWUULEe, eCcau  3HavyeHue  OTobpaHHOM
NnepemeHHoOl Ha MepBOM KOHTPO/NbHOM WHTepBase 6osblue
NMB0 PaBHO 3TOW rPaHuLLE;

falling — reHepupoBaTb eauMHMYHOE aBapuitHoe cobbiTe no
HUCXOOALWEN  TpaHuUe, eciM  3HayeHue  OoTobpaHHOM
NnepemeHHoOl Ha NepBOM KOHTPO/NIbHOM WHTEpBane MeHblie
NMB0 paBHO 3TOW rPaHuULLE;

rising-falling — reHepupoBaTb eanHMYHOE aBapuitHoe cobbiTue
Mo BOCXOAALLEN U/MAN HUCXOAALLEN rpaHuLEe, eCN 3HaYeHMe
0TOb6pPaHHOW NepeMeHHOM Ha NepPBOM KOHTPO/IbHOM
nHTepBase 6onblie NM6O paBHO BOCXOAALLEN rpaHuLLe, u/vam
MeHblLUe IMB0 PaBHO HUCXOAALLEN FpaHULE;

owner — UMA co3aaTeNa aBapuinHoro cobbiTua.

Yaanser ycioBue BblAaun aBapuUiHbIX COBbITUN.

rmon table-size {history
entries | log entries}

no rmon table-size
{history | log}

history (20..32767)/270
log (20..32767)/100

3apaeT MakCMmanbHbll pasmep RMON-Tabaumu,.
- history — makcMmanbHoe KoIM4ecTBoO CTPOK B Tabanue
ncropuu;
- log — MakcumanbHoOe Konn4ecTso CTPOK B Tabsimue 3anucen.
3HauyeHue BCTYNUT B CUJIY TO/IbKO Noc/ne nepesarpysku
H yCTpOicTBa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHOwbI

pexcuma  KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica 2pynnbl Nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B peXMMe KOHIUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabnnuya 5.118 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HavyeHue

Aeiicmeue

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

no rmon collection stats
index

index: (1..65535);

name:
KOPPEKTHAsA CTPOKa;

bucket_num: (1..50)/50;

interval:
(1..3600)/1800 cex

BkntoyaeT dopmupoBaHME UCTOPMM NO TPYRNNam CTaTUCTUKM
ons 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMY;

- bucket_num — 3HayeHuWe, accouMmpyemoe C KOANYECTBOM
Aveek ans cbopa MCTOPUM NO rpynne CTaTUCTUKK;

- interval — nepuog onpoca ans GopMUPOBaAHUA UCTOPUU.

Bbik/toyaeT GOpMUPOBAHNE UCTOPMM MO TPYNMNam CTaTUCTUKM
ons 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOobl pexcuma EXEC

Buma 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnuya 5.119 — KomaHgb! pexkuma EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show rmon statistics
{tengigabitethernet
te_port | port-channel
group }

show rmon collection stats
[tengigabitethernet
te_port | port-channel
group ]

te_port: (1..8/0/1..48);
group: (1..32)

MoKasbiBaeT CTaTUCTUKY UHTepdelica Ethernet, nnbo rpynnbl
NMopTOB, UCNOIb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

OtobparkaeT MHbOpMaLMIO NO 3anpalmMBaembiM rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535)

period:
(1..2147483647) cek

MokasbliBaeT nctoputo Ethernet ctatuctmkn RMON.

- index — 3anpoLueHHas rpynna cTaTUCTUKK;

- throughput — noKasbiBaeT cYeTYMKM NPOU3BOANTENIBHOCTHU
(nponyckHoW cnocobHoCTK);

- errors — NOKa3sblBaeT CYETYMNKM OLIMOOK;

- other — NoKasbIBaeT cyeT4MKM 06PLIBOB U KONU3NNA;

- period — NOKa3bIBaeT MCTOPMIO 3a 3aMNpPOLUEHHbIN Nepuos,
BpEMEHM.

show rmon alarm-table

MokasbiBaeT CBOAHYO Tabanuy aBapUinHbIX COBbITUN.

show rmon alarm number

MokKa3sblBaeT KOHOUIypaLMIo HACTPONKMN aBapUMHBIX COBLITUIA.

(1..65535) .
- number — VHAEKC aBapuMHOro cobbITuA.
show rmon events MokasbiBaeT Tabnvuy cobbITMIA yAANEHHOTO MOHMTOPUHIA
i RMON.
show rmon log [event] MokasbiBaeT Tabauuy 3anucert yAaNeHHOr0 MOHUTOPUHIA
(0..65535) RMON.

- event — UHAEKC cobbITusA.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTtb cTaTUCcTUKY 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port tel/0/10

Dropped: 0
Octets: 0
Broadcast: 0

CRC Align Errors:

Packets: 0
Multicast: O
0 Collisions: O
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Undersize Pkts: O Oversize Pkts: O
Fragments: 0 Jabbers: 0

64 Octets: 0 65 to 127 Octets: O
128 to 255 Octets: O 256 to 511 Octets: O
512 to 1023 Octets: 0 1024 to max Octets: 0

Tabnnuya 5.120 - OnucaHue pesynbTaTos

Mapamemp OnucaHue

Dropped KonnuecTBo 3a4eTEKTUPOBAHHbIX COBbITUIM, KOraa nakeTbl 6b1AM OTOPOLLEHDI.

Octets KonnyectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB), MPUHATLIX U3 CETU
(nckniovan dpperimosble GUTLI, HO BKItOYAA BUTbI KOHTPOJIbHOM CYMMbI).

Packets KomuecTBo NpMHATLIX MAaKeToB (BKAHOYAA NI0OXMe, LUMPOKOBELLATeIbHbIE U
MHOroazpecHble NakeTbl).

Broadcast KonnyecTBo NpUHATLIX LUMPOKOBELLATE/IbHbIX MAKETOB (TOIbKO KOPPEKTHbIE MAKETbI).

Multicast Ko/iMyecTBO NPUHATLIX MHOTOA4PEeCHbIX MAaKeToB (TO/IbKO KOPPEKTHbIE NAKeTbI).

CRC Align Errors

KonnuyecTso NpUHATLIX NAaKETOB AJIMHON OT 64 A0 1518 6aiT BKAOUYNTENBHO, MMEIOLLLUX
HEBEPHYI0 KOHTPO/IbHYIO CyMMY N60 C LieNibiM Ynciom 6aiT (owmnbkn npoBepKku
KOHTPOJIbHOM cymMmbl — FCS), 1Mbo ¢ HelenbiMm Ynciom 6aiT (oWwWmbKM BbipaBHUBAHUA —
Alignment).

Collisions

OueHKa KoInyecTBa KoNansuii Ha AaHHom Ethernet cermenTe.

Undersize Pkts

KonnyecTBo NpUHATLIX NAaKETOB A/IMHOM MeHblue 64 6alT (UcKAtoYas ppeimosble bUTLI,
HO BK/ItOYas 6BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM MPAaBUIbHO
chOPMUPOBAHHDbIX.

Oversize Pkts

KonnyecTso NpuHATLIX NakeTos AAnHOM 6onble 1518 6aiT (Mcknovas dperimosble
6UTbI, HO BKNKOYAA BUTbI KOHTPONLHOW CYMMbI), HO B OCTaZIbHOM NPaBUIbHO
chOPMUPOBAHHDbIX.

Fragments

KonnyecTBo NpUHATLIX NAKeTOB ANMHON MeHbLe 64 6anT (MckaoYas GpeiimoBble 6UTHI,
HO BK/1t04an BUTbI KOHTPOJIbHOM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPO/IbHYIO CyMMY
nbo C uenbim Ymcnom 6anT (oWMBKKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS), nnbo c
HeuenbiM Yncnom 6anT (owmnbku BbipaBHUBaHMUA — Alignment).

Jabbers

KonmMyecTBo NpMHATLIX NaKeToB ANMHON 6onblue 1518 6alAT (McKkntovan dpeimoBble
6UTbl, HO BK/ItOYas BUTbI KOHTPO/IbHOM CYMMbI), UMEIOLUX HEBEPHYIO KOHTPObHYHO
CyMMYy 160 C Luenbim Ynciom 6anT (oWmMBKN NPOBEPKN KOHTPOAbHOM cymmbl — FCS),
nnbo c Heuenbim Yncnom 6aiT (owmbKM BbipaBHMBaHMA — Alignment).

64 Octet

Ko/imyecTBo NpMHATLIX MaKeToB (BKAKOYAA NAOXMe NaKkeTbl) AAnHOM 64 6aitTa (McKkatovan
dpelimoBble 6UTbI, HO BKOYAst BUTbI KOHTPONILHOW CyMMbl).

65 to 127 Octets

Konnuyectso NpUHATLIX NAaKeToB (BKAOYaA Naoxue nakeTbl) AAnHOM OT 65 Ao 127 6ant
BK/IIOUNTE/IbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKIOUYaa 6UTbl KOHTPO/IbHOM CyMMbl).

128 to 255 Octets

KonnyecTBo NpUHATLIX NAaKETOB (BKAtOYasa Naoxue nakeTbl) AavHoM oT 128 ao 255 6ainT
BK/IIOUNTE/IBHO (MCKtoYasa dpeirmoBble BUTbI, HO BKIOYas OUTbl KOHTPOJIbHOM CYMMbl).

256 to 511 Octets

Konnuyectso NpuHATLIX NaKeToB (BKAOYaA Naoxue nakeTbl) 4AnHoM oT 256 ao 511 6aint
BK/IIOUNTE/NIbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKIOUYaa 6UTbl KOHTPO/IbHOM CyMMbl).

512 to 1023 Octets

KonnyecTBo NpUHATLIX NAaKeTOB (BKOYaA N0XMe NakeTbl) ganHol ot 512 ao 1023 6ant
BK/IIOUNTE/IBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYas OUTbl KOHTPOIbHOMN CYMMbl).

1024 to 1518 Octets

Konnuyectso NpuHATLIX NAaKeToB (BKAKOYaA Naoxue nakeTbl) aanHon ot 1024 ao 1518
6aiT BKAOUNTENBHO (UCKAOYasa dpeimoBble BUTbI, HO BKIOUYaA BUTbl KOHTPOJIbHOM
CYMMbl).

= [lokasaTb MHGOPMaLMIO MO rpynnam CTaTUCTUKK A1A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8
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Index Interface Interval Requested Samples Granted Samples Owner
1 teloe 300 0 N Elrex
Tabanya 5.121 - OnucaHue pesynbTaTos
Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUDULMPYIOLWMIA 3aMKCh.
Interface Ethernet-nHtepdelic, Ha KOTOpom 3anyLLeH onpoc.
Interval NHTepBan B CeKyHAAX MeXAy ONpocamm.

Requested Samples

3anpomeHHoe KO/IM4eCTBO OTCYHETOB, KOTOPOE MOXET 6bITb COXpaHeHo.

Granted Samples

Pa3pelweHHoe (OCTaBLLIeeCﬂ) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnaaeneu aaHHOM 3anucu.

- lMoKas3aTb cHeTUMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprnﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast
%
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnuya 5.122 - OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTta v Bpema co3gaHma 3anucu.
Octets KonnuyectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB) NPUHATLIX U3 CETU
(ncknouan pperimoBsble 6UTbI, HO BKAKOYAA BUTbI KOHTPONLHOW CyMMbI).
Packets Ko/imyecTBo NpMHATLIX MAKeTOB (BKAOYAA NJOXME NAKeTbl) B TeYeHUe nepmosa
dbopMMpoBaHMA 3anucu.
Broadcast KonMuecTBO NPUHATLIX XOPOLLMX NAKETOB B Te4eHMe nepmnoaa GopMmnpoBaHua 3anucu
HanpaBAeHHbIX Ha LWUMPOKOBeLLaTe/IbHble aapeca.
Multicast Ko/iMyecTBo NPMHATLIX XOPOLLMX NAKETOB B TedeHMe neprosa GopMMUpPOBaHUA 3aMmCK
HanpasAeHHbIX HA MHOTOaApecHble agpeca.
OueHKa cpegHei NPonycKHOM cnocobHOCTU GU3MYECKOro YPOBHA Ha AaHHOM
Utilization nHTepdeice B TeueHne nepnona GopmmposaHma 3anucu. NponyckHaa cnocobHoCTb
OLEeHMBAETCA BEIMYMHON A0 ThICAYHOW NPOLLEHTA.
Ko/imyecTBo NpuHATLIX B TeYeHue nepmona ¢opmmMpoBaHMaA 3aMnMcu NaKeToB AJANHON OT
CRC Align 64 no 1518 6aiT BKAOUYUTENBHO, UMEIOLLMX HEBEPHYH KOHTPOJIbHYIO cymmy nbo ¢
g LenbiM ynciom 6anT (oWnBKM NpoBEepPKM KOHTPOJIbHOM cymmbl — FCS), inbo ¢ Heuenbim
yncaom 6anT (oWN6KM BbipaBHUBaHUA — Alignment).
OLeHKa KoIMYecTBa KoNn3uii Ha gaHHoOM Ethernet cermeHTe B TeueHme nepuoaa
Collisions dopMmnpoBaHMA 3anncu.

Ethernet-kommymamopei cepuu MES5000 121




HELTEX

Undersize Pkts

KonnyecTso NpUHATLIX B Te4eHUe nepmosa GopmMrpoBaHMa 3anmncu NaketTos AANHOM
MeHbLUe 64 6ainT (McKatoyana ppelrimoBble 6UTbI, HO BKOYan BUTbl KOHTPO/IbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

Oversize Pkts

KonnuectBo NpuHATLIX B TeueHUe neprmoga GopmnmpoBaHMA 3aMMCu NaKeToB AANHOWN
6onblue 1518 6aliT (McKkAtOYan ppemoBble BUTLI, HO BKIOYAA BUTbI KOHTPOIbHOWM
CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO CHOPMMUPOBAHHbIX.

Fragments

KonmyecTBo NpuHATLIX B TeYeHWe nepnosa GopmmpoBaHMA 3anncy NakeTos AJAMHOM
MeHbLUe 64 6aNnT (McKatoyan dpelrimoBble 6UTbI, HO BKKOYAnA BUTbI KOHTPOIbHOM
CYMMbl), UMEIOLLUX HEBEPHYIO KOHTPOJIbHYIO CyMmMy INBO € LeibiMm Ynciom 6anT
(oWwmMbBKM NpoBEPKM KOHTPOIbHOM cymMbl — FCS), n1Mbo ¢ Heuenbim Ynciom 6anT
(ownbKuM BbIpaBHMBaHMA — Alignment).

Jabbers

KoimyecTBo NpuHATLIX B TeYeHWe nepmoaa GopmmMpoBaHMA 3aNMCU NAKETOB AANHON
6onblie 1518 6anT (Mckaouana dperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPO/IbHOM
CYMMbl), UMEIOLLUX HEBEPHYIO KOHTPOJIbHYIO CyMmMy INBO C LebiMm Ynciom 6anT
(ownbKM NpoBepKU KOHTPOIbHOM cymMbl — FCS), 160 ¢ Heuenbim Ynciom 6anT
(ownbKM BbipaBHMBaHMA — Alignment).

Dropped

Ko/sinuecTBo 3a4eTEKTUPOBAHHbIX COBbITUI, KOrga nakeTbl 6bl1M OTOPOLIEHbI B TeYEHUE
nepuoaa GopmMMpoBaHMna 3anuncu.

= [lokas3aTb CBOAHYIO TabanLy CUrHaN0B TPEBOTK:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 5.123 - OnucaHue pesynbTaTos

MNapamemp OnucaHue
Index NHAEeKC, YHUKANbHO MAEHTUDMLMPYIOLWLMIA 3aMKCb
oID OID KOHTpOAUpPYEMOM NepemeHHOoM
Owner Monb3oBaTtenb, CO3A4aBLIMIA 3aNUCh.

= [loKa3aTb KOHdUIypaLuto aBapuitHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

122 Ethernet-kommymamopei cepuu MES5000




HELTEX

Tabnnua 5.124 - OnucaHue pesynbTaTos

Mapamemp

OnucaHue

OoID

OID KoHTpoAMpyemoit nepeMmeHHON.

Last Sample Value

3HayeHMe NepeMeHHO Ha NnocneaHeM KOHTPONbLHOM UHTepBane. Ecnv metop,
oT6opa nepemeHHbIx absolute — T0 310 abcontoTHOE 3HaUYEHME NEPEMEHHOM, EC/TU
delta — To pasHMLa MmexXAay 3HAYEHUAMM NEPEMEHHOM B KOHLE U B Havane
KOHTPO/IbHOTO MHTEPBana.

Interval

NHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OTOMPAOTCA U CPAaBHMBAKOTCA C
BEPXHEW U HUXKHEWN FPAHULAMMU.

Sample Type

MeToza, oT60opa yYKa3aHHbIX NEPEMEHHbIX U NOACYETa 3HAYEHUA A1A CPABHEHUA C
rpaHmMuamu. Metog absolute — abcontoTHoe 3HaveHMe BbiIbpaHHOM NepeMeHHoM
6yeT cpaBHEHO C rpaHULLEN Ha KOHLEe uccneayemoro uHtepsana. Metoz delta —
3HaYeHWe BbIbPaHHOW NepemMeHHON Npu nociegHem otbope 6yaeT BbIYTEHO U3
TEKyLLero 3HayeHusa, U pasHuua byaeT cpaBHEHA C rpaHMLaMM (pasHULLA MeXaY
3HaYEeHUAMM NEePeMeHHOM B KOHLLE M B HaYane KOHTPOJIbHOro MHTEpBana).

Startup Alarm

MHCTPYKUMA ANA reHepaumm cobbiTuit Ha NePBOM KOHTPOJ/IbHOM UHTEpBae.
OnpepenseT npasuia reHepaLMm aBapuinHbIX CObbITUIN ANA NePBOro KOHTPONbHOMO
MHTEpBasia NyTem CpaBHEHUA OTOOPAHHOW NepemeHHoM ¢ ogHoM, inbo obenmm
rpaHuLamMm.

rising — reHepupoBaTb eANHUYHOE aBapUIMHOe COBbITUE MO BOCXOAALLEN rPaHULLE,
€C/I1 3HaYeHne 0TobpaHHON NepemMeHHOM Ha NepBOM KOHTPOJIbHOM MHTepBase
6onbwem Mb6o paBHOM 3TOW rpaHuLe.

falling — reHepupoBaTb eaMHUYHOE aBapuitHoe cObbITUE NO HUCXOAALLEN rPpaHuLE,
€c/v 3HaYeHne 0TobpaHHON nepemeHHON Ha NepPBOM KOHTPOIbHOM MHTepBane
MeHbLUe b0 paBHO 3TOM rpaHuLe.

rising-falling — renepupoBaTtb eanHM4YHOE aBapuitHoe cobbiTMe MO BOCXoasALLenh u/mam
HUCXO4ALEN FPAHNLE, €C/TM 3HAYEHME OTOOPAHHOWN NepeMeHHOM Ha NepBoMm
KOHTPONIbHOM MHTepBase 6onblue NMM60 paBHO BOCXOAALLEN rpaHuLe, U/Uan MmeHbLe
60 paBHO HUCXOAALLEN rpaHuULE.

Rising Threshold

3HayeHuMe BocxoAsALlel rpaHuLbl. Koraa 3HaveHne oTobpaHHOM nepemeHHoM Ha
npeablayLem KOHTPOIbHOM MHTepBasie 6bi10 MeHblUe AaHHOMN rpaHnLLbl, a Ha
TEKYLLLEM KOHTPO/IbHOM MHTepBase 6osibwem M60 paBHOM 3HaYEHMIO TPaHULbI,
Toraa eaMHUYHoe cobbiThe reHepupyeTcs.

Falling Threshold

3HauyeHmMe HMcxoaallen rpaHmubl. Korga sHadeHe oTo6paHHOM nepemeHHOM Ha
npeablayLem KOHTPOIbHOM UHTepBase 6b110 6oblie AaHHOM rpaHuLbl, @ Ha
TEKYLEeM KOHTPONIbHOM UHTepBae MeHbLle NM60 PaBHO 3HAYEHMIO rPaHMLbl, TOr4a
eAnHNYHOe cobbiThe reHepupyeTcs.

Rising Event MHAeKc cobbITMA MCNOJb3YIOWErocs, KOoraa BOCX04ALLanA rpaHMLa nepeceyeHa.
Falling Event MHAeKc cobbiTMA MCNOJb3YIOLWErocs, KOraa HUCXo4ALan rpaHMLa nepeceyeHa.
Owner Monb3oBaTesb, CO34aBLUNIA 3aNUCh.

= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLINov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabnnuya 5.125 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO naeHTUGUUMpYyoWwmii cobbitue.
Description KommeHTapwuit, onucbiBatowmin cobbitue.
Tun yBeLOMAEHUSA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY CODBbITUIO:
none — He reHepupoBaTb YBEAOMIEHMUS,
Type log — reHepupoBaTh 3anMchb B Tabauue,
trap — otcbinate SNMP trap,
log-trap — reHepupoBaTb 3anuck B Tabaumue u otcblnate SNMP trap.
Community CTtpoka coobuectsa SNMP ana nepecbiniku trap.
Owner Monb3oBatesnb, co3aaBLWNI cobbITUE.

Last time sent

Bpems v gaTa reHepupoBaHuA nocaegHero cobbitua. Ecim He 6bI10 creHepupoBaHo
COBbITUIA, TO 3TO 3HaYeHNe ByaeT PaBHO HYAO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro MoHMTopmHra RMON:

console# show rmon log

Maximum table size:

100

Nov 10 2009 18:48:33

Tabnunua 5.126 — OnucaHue pesynbTaTos

Mapamemp OonucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMNnCh.
Description KommeHTapuit, onvcbiBalowWmin cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.16.6 Cnucku docmyna ACL 0na ynpaeneHusa ycmpolicmeom

MporpammHoe obecneyeHne KommyTaTopoB cepum MES5000 nossonsieT paspewntb, AnMbo
OrPaHMYUTbL AOCTYN K YNPaBAEHUIO YCTPOMCTBOM Yepes onpegeneHHble nopTbl uau rpynnbl VLAN. Ona
3TOM uenn cosgatotca cnucku goctyna (ACL) gns ynpasneHus.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.127 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HavyeHue Aeiicmeue

management access-list
name

no management access-list
name

Co3paeT cnucok AocTyna Ana ynpasneHusa. Bxof B peum
KOHOUIypMpoBaHUA CNMUCKa A4OCTyNa ANA YNpaBieHus.

(1..32) cumBona

YpanaeT cnncok JocTyna Ans ynpasieHus.
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management access-class

{console-only | name}

no management access-
class

(1..32) cumBona

OrpaHuyMBaeT ynpasneHne ycTPOMUCTBOM MO onpeaeneHHOMY
cnucky aoctyna (access list). AKTUBMPYET yKasaHHbIA CMKUCOK
focTyna.
- console-only — ynpasneHune ycTpoicTBOM AOCTYNHO TO/IBKO C
KOHCO/N.

OTMeHAeT orpaHuWYyeHWe Ha YynpaBAeHWe YCTPOMUCTBOM MO
onpeaeneHHoOMy CnNMUCKy aocTyna (access list).

KomaHObI pexuma KOHgU2ypupo8aHUsa Criucka 0ocmyna 0418 ynpasaeHus

Bua 3anpoca KOMAHAHOM CTPOKU B pexuMme KOHOUIYpMPOBaAHMA CMNUCKA AOCTyna Aanas

ynpasaeHua:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnuua 5.128 — KomaHapl pexkmma KOHPUrypmpoBaHua Cnmcka AocTyna A1a ynpas/ieHus

KomaHda

3HayeHue

Aelicmeue

permit
[tengigabitethernet
te_port | port-channel
group|

vlan vian_id]

[service service]

permit ip-source {ipv4-
address | ipv6_address/
prefix_length} [mask
{mask| prefix_length}]
[tengigabitethernet
te_port | port-channel
group|vlan vian_id]
[service service]

te_port: (1..8/0/1..48);
group: (1..32);
vlan_id: (1..4094)

3afpaeT paspewatowiee ycnoBue AN YyNpaBAAKOLWLEro Crucka
[ocTyna.
- service — Tun goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

deny
[tengigabitethernet
te_port | port-channel
group|vlan vian_id]
[service service]

deny ip-source
{ipv4_address |
ipv6_address/
prefix_length} [mask
{mask| prefix_length}]
[tengigabitethernet
te_port | port-channel
group|

vlan vian_id]

[service service]

te_port: (1..8/0/1..48};
group: (1..32);

vlan_id: (1..4094)

3afaeT 3anpewatoulee yc/ioBMe AN YNPABAAIOLWLEro CNucKa
pocTyna.
- service — Tvn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

KomaHOb! pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.129 — KomaHab! pexkuma Privileged EXEC

KomaHoa Aelicmeue

show management  access-list | MokasbiBaeT cnuckm goctyna (access list) gna ynpasneHus.

[name]
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show management access-class

MokasbiBaeT MHPopmaumio 06 aKTUBHbIX chMcKax goctyna (access list) pna
ynpasnieHus.

5.16.7 Hacmpolika nokanbHoli u yoasneHHOU KOHConU.

5.16.7.1 Telnet u SSH

[aHHble KomaHAbl npegHasHayeHbl AN HacTponku cepeepoB TELNET u SSH. MNoaaeprkka
cepsepoB TELNET wn SSH KommyTaTtopom nO3BOAAET YAANEHHO MOAKAIOYATLCA K Hemy Ana
MOHUTOPUHTA U KOHPUTYPUPOBaHUA.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnua 5.130 — KomaHgbl pexkuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue
10 yMoAYaHUI0

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonuanuio Telnet
cepBep BKJIHOYEH.

PaspelaeT ygaaneHHoe KOHPUrypuMpoBaHME YCTPOMCTBA 4epes
Telnet.

3anpewaer yganeHHoe KOHOUIrypupoBaHME YCTpPOWCTBA 4Yepes
Telnet.

ip ssh server

no ip ssh server

Mo ymonuaHuto SSH
cepBep BKNIOYEH.

PaspeLlsaeT yaaneHHoe KOHPUrypnposaHue ycTpoincTea Yepes SSH.
Do Tex nop, noKa KAy pana  wuppoBaHUA He
creHepupoBaH, SSH-cepBep 6yaeT HaxoAaUTbCA B pesepse.

Nocne reHepauuu Kawua (ucnonb3yemblie KOmaHAbl crypto key

generate rsa u crypto key generate dsa) cepsep nepeiiger B

pabouee cocTtosAHMe.

3anpewaeT yaaneHHoe KOHOUrypmMpoBaHue ycTpoincTaa Yepes SSH.

ip ssh port
port_number

no ip ssh port

(1..65535)/22

TCP-nopT, ucnonb3yemblit SSH-cepsepom.

YcTaHaBAMBaeT 3HAYeHKne no YMONYaHULO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuto
MCNONb30BaHNe
ny6uM4HOro KAto4a
3anpelLueHo

PaspelwaeT ncnonbaoBaHue ny6ANYHOrO KAoYa ans sxoaawmx SSH-
ceccum.

3anpewaeT MCMoAb30BaHWE MNYyBANMYHOTO KAo4Ya ANA BXOOALLMX
SSH-ceccuit.

crypto key pubkey-
chain ssh

M0 yMONYaHMIO KNtOY He
co3gaH

Bxog, B peKMM KOHOUrypaLmm nybaMYHOro Katoua.

crypto key generate dsa

crypto key generate rsa

leHepupyeT napy Knwouyeit DSA — yacTHbI M nybanyHbIM gnsa SSH-
cepsuca.

Ecnm xota 6bl OAMH U3 MNapbl KAlouel yxKe Co3paH, TO
V cuMcTeMa NPeasioXKUT NepesanuncaTtb KAu.

leHepupyeT napy Knatoueit RSA — yacTHbIM M nybanyHbin ans SSH-

cepsuca.

V Ecnm xota 6bl OAMH M3 Napbl KAlouel yXKe Co3paH, TO
cucTema NpeasioXKUT NepesanucaTtb K.

v

Knioun, creHepupoBaHHble KOMaHgamu crypto key generate rsa u crypto key generate
dsa, coxpaHAloTCcA B 3aKpbITOM A1 No/sb3oBaTens ¢aine KoHPUrypaumu.

KomaHObI pexuma KoHgu2ypupo8aHua nybau4HO20 Kao4a

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KOHGUryprposaHua ny6anYHOro Katoda:
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console# configure
console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.131 — KomaHgb! pexxuma KoHPUrypnposaHMa ny6AMYHOIO Katoya

KomaHda 3HaveHue Aeiicmeue
user-key username BXOZ B PEKMM CO34aHNA MHAMBUAYAILHOTO NMYBANYHOTO K/ItoYa.
{rsa|dsa} - rsa — co34aTb RSA-k/toy;

(1..48) cumsonos - dsa — co3gatb DSA-kntou.

no user-key username YpanseT ny6anuHbI KN4 414 onpeaeeHHoro noab3osaTens.

Bua 3anpoca KOMaH,D,HOﬁ CTPOKU B pexXnume co3aaHnAa nHanBmnayasibHOro I'IY611M‘-IHOI'O K/to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnuua 5.132 — KomaHapl pexxmma co3gaHua MHANMBUAYaAbHOrO Ny6/IMYHOTO K/toYa

KomaHoa Aelicmeue
key-string Co3gaeT ny6AnYHbIN KN4 414 onpeseneHHoro noib3osaTens.
key-string row key_string Co3gaeT Ny6/anYHbIN KAKY gNs onpeaeneHHoro nonb3oBatens. BBoa Kakova ocyllecTeniseTca
NOCTPOYHO.

- key_string —4acTb Kntova.

[Ana Toro uTobbl CUCTemMa NOHANA, YTO KAOY BBEAEH MONHOCTbIO, Heobxoaumo
BBECTU KoMmaHay key-string row 6e3 cumeonos.

KomaHOobl pexcuma EXEC

KomaHabl faHHOTO pa3gena AOCTYNHbI TONbKO ANA NPUBUNETMPOBAHHbIX NOb30BaTeNel.

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.133 — KomaHap! pexkuma EXEC

KomaHda 3HaueHue Aeilicmeue
show ip ssh MokasbiBaeT KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHble
) Bxoaswme SSH-ceccum.
show crypto key pubkey- (1..48) cumBonos. MokasbiBaeT ny6auuyHble SSH-KNOYKM, COXpaHEeHHble Ha
chain ssh [username Mo yMON4YaHWUIO OTNEYaToOK | KommyTaTope.
username] [fingerprint KNtoya B - username — UMA YAaNEHHOTO KNNEHTA;
{bubble-babble | hex}] LecTHaauaTepuyHoOm - bubble-babble — otneuatok kntoua B Koge Bubble Babble;
dopmare. - hex — oTneyYyaTok Kntoya B WeECTHaALATEPUYHOM KoZe.
show crypto key mypubkey MokasbiBaeT Nyb6nyHble Ktoum SSH-kommyTaTopa.
[rsa | dsa]

[Mpumepbl 8bIN0AHEHUS KOMAHO

Bknountb cepBep SSH Ha KommyTtatope. PaspewwnTb Mcnonb30BaHWEe MNyb6AUYHBIX KAtouen.
Cosaatb RSA-kntou ans nonb3osatensa eltex:

console# configure
console (config) # ip ssh server
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console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoNZQZxJHKCKL6TrM1Q+7ZN
XfZSkvHG+QusIZ/T76ILmFT34v7u7ChFAE+VU4GREpSwoQUvV35LgJJk67I0U/ zfwOl1lgkTwm
175Q0R9gHU]j S6KWGN2QWXgh3ub8gDITSgmuSn/WA05iDX2IExQWu081icglk02LYciz+Z4TrE
U/9FJIxwPiVQOjc+KBXuR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6
+AINEICBCCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1IgWmNzNR4DYDvVSz
g01DnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.16.7.2 KomaHObI KOHGU2YpUPOBAHUS MEPMUHAAA

KomaHabl KOHOUIYpMpOBaHUA TEPMMHANA CAYXKAT ANA HACTPOWMKWM NapameTpoB JIOKa/lbHOW U

yABHEHHOf/’I KOHCO/U.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM peXkmnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnunua 5.134 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

Aeiicmeue

line {console|telnet|ssh}

BxoZ B peXum COOTBETCTBYIOLLErO TePMUHaNa (NOKanbHasA KOHCONb, YAANEeHHAA KOHCOMb —
Telnet nnun yaaneHHan 3awmueHHasa KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypuposaHUs mepmuHand

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KOHPUIrypupoBaHMA TepMUHANA

console# configure
console (config)# line {console|telnet]|ssh}
console (config-line) #

Tabnunua 5.135 — KomaHab! pexxuma KoHPUrypupoBaHMa TepMmUHana

KomaHoa 3HayeHue Aelicmeue
speed bps YcTaHaBAWBaET CKOPOCTb AOCTYNa NO JIOKaNbHON KOHCOU
2400, 9600, 19200, 38400, | (KOMaHAa AOCTYNHA TONbKO B pEXUME KOHPUIYpPUPOBaHUA
57600, 115200/115200 604, | OKaNbHOM KOHCO/M).
no speed YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.
autobaud Bk/toyaeT aBTOMaTUYeCKoe onpeaesieHne CKOPoCTU A0CTyna

no autobaud

No /I0KaNbHOW KOHCONM (KOMaHAa JOCTYNHA TONbKO B PeXUme
KOHOUIYpUPOBaHUA NOKaNbHOW KOHCONH).

BbIKkntoyaeT aBTOMaTUYECKOe onpeaesieHne CKOpoCcTu JocTyna
No NOKaNbHOW KOHCONN.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535) MuH
seconds: (0..59) cek

Mo ymon4yaHuio
10 MmuHYT

3apaer WUHTEpBAan, B TeHEHUE KOTOPOro CUCTEMA OXKUAaeT
BBOJa Nonb3osaTend. Ecamn B TeyeHMe JaHHOIoO MHTepBasa
nonb3oBaTe/lb HUYero He BBOAUT, TO KOHCO/Ib OTK/IIO4aeTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunuya 5.136 — KomaHab! pexkuma EXEC

KomaHda

Aelicmeue

show line
[console |telnet|ssh]

MNoKa3blBaeT NnapameTpbl TepMUHANA.

5.17 XypHan aBapwuii, npotokon SYSLOG

CuCTeMHble XKYPHa/ibl MO3BOJIAIOT BECTU UCTOPMUIO CODbITUI, NPOM3OLIEALMX HA YCTPOICTBE, a
TaK)Ke KOHTPO/IMPOBaTb Npousoweawmre cobbiTua B peanbHOM BpeMeHM. B KypHan 3aHocATcA
cobbITUA CeEMM TUMOB: YpPe3BblYaMHbIE, CUTHA/bI TPEBOTU, KPUTUUYECKME U HE KPUTUYECKME OLINOKM,
npeaynpexaeHuns, yse4oMaeHna, MHGOPMaLIMOHHbIE N OTNAZ0UHbIE.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:

console (config) #

Tabnuua 5.137 - KomaHap! pexkuma rnobanbHol KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/ peructpaumsa BAOHYEHA

BKkntoyaeT  perucrpauyuio coobueHnin u

coobuieHunin 06 ownbKax.

OT/IaA04HbIX

Bblk/lOYaeT  perncrpaumio COOBWEHNI 1
coobuieHnin 06 ownbKax.

Mpu  BbIKNOYEHHOW perucTpauum  OTAaf0YHbIe
V coobwieHna un coobweHna o6 owunbKax 6yayr

nepeanaBaTtbCA HAa KOHCO/1b.

OTNaA04HbIX

logging host
{ip_address|host} [port
port] [severity level]
[facility facility]
[description text]

no logging host
{ipaddr|host}

host: (1..158) cumBonos;
port: (1..65535)/514;

level: (cm. Tabn. 5.138);

facility: (local0..7)/ local7;

text: (1..64) cumsonos

Bk/toyaeT nepefayvy aBapUMHbBIX U OTNAZOYHbIX COOBLLEHUI
Ha yaaneHHblit SYSLOG cepsep.

- ip_address — IPv4 unu IPv6-agpec SYSLOG-cepsepa;

- host — ceTeBoe nms SYSLOG-cepBepa;

- port — HoMep nopTa AN nepeaayn coobLLeHnn no
npoTtokony SYSLOG;

- level — ypoBeHb BaXKHOCTW COObLEHMI, NepesaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObOLWEHUAX;

- text — onucaHune SYSLOG-cepsepa.

YaanaeT BblbpaHHbI cepBep M3 CNMCKA WMCMOAb3yeMbIX
SYSLOG-cepBeposB.

logging console level

no logging console

level: (cm. Tabn. 5.138)

3HayeHMe No YMONYAHUIO -
informational

Bkatouaer nepeaavy aBapMﬁHle UAN OTNaA0YHbIX COO6LIJ,€HMI71
Bbl6paHHOF0 YPOBHA Ba*XHOCTU Ha KOHCO/1b.

Bblk/loyaeT nepepadvy  aBapuiAHbIX MK

COO06LIEHMIA Ha KOHCO/b.

OTNago4HbIX

logging buffered [leve/
level]
[size size]

level: (cm. Tabn. 5.138)/
informational

size: (20..400)/200

BK/toyaeT nepepavy aBapuiiHbIX UAW OTNAL0UYHbIX COOBLLEHMI
BO BHYTPeHHUI bydep.

- level - ypoBeHb Ba)KHOCTU COObLEHMI, NepenaBaembix BO
BHYTpeHHuI bydep;

- Size - U3AMEHAET KONMYECTBO COOBLLEeHMI, 3aNOMUHAEMbIX BO
BHyTpeHHeM Oydepe. HoBoe 3HauyeHue pasmepa bydepa
NPUMEHUTCA Noc/e nepesarpysku yCTPoncTaa.
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Bbikntoyaet nepegavy aBapM[/‘IHbIX nnun OTNago04HbIX

no logging buffered co06LEeHNIM BO BHYTpeHHUI Bydep.

Bk/toYaeT nepepavy aBapuiiHbIX UAM OTNAL0UHBIX COOBLLEHMI

logging file level
ogsging file Jeve level: (cm. Taba. BbIGPAHHOrO YPOBHA BaXHOCTM B daiin )ypHana.

5.138)/errors BbikitoyaeT nepegavyy  aBapuiiHbIX — MAM  OTNAAO0YHbIX

logging fil . M
no logging flle coobuieHunli B dpalin KypHana.

3aHOCWTb B XYPHasbl CObbITUA ayTeHTUdMKALMK, aBTOPM3aLUM

aaa logging login W yuera (AAA).

-/enable
He 3aHOCMTb B 3KypHa/ibl cOBbITUA  ayTeHTUdMKaLmK,

no aaa logging login aBTOpPU3aLMK U yyeTa (AAA).

BkAtoyaeT pernctpaumio cobbiTnin hbannoBoin cuctemsi.

- COpY — perucTpaums coobLeHui, CBA3aHHbIX C onepaunamm
KonupoBaHus ¢alinos;

-/BKNIOYEHO - delete-rename — pernctpauma coobLLEHNI, CBA3AHHbIX C
vaaneHnem $paiinos n nepeMmeHoBaHMEM Onepaumii.

file-system logging {copy |
delete-rename}

no file-system logging

BbIK/IlOYaEeT perncrpaumio cobbiTnii GpainosBolt cuctemsi.
{copy | delete-rename}

management logging deny BkntoyaeT pernctpaymto cobbiTuin 4OCTyNa ynpasaeHus.
no management logging -/BK/IIO4EHO .
deny BbIKNtOYaEeT perncTpaumuio cobbiTiA AOCTYNa ynpasaeHus.
logging aggregation on BK/1tOYaeT KOHTPOb arperauun syslog-coobLeHui.
no logging aggregation on OTKAtoYaeT arperaumto syslog-coobieHmi.
logging aggregation aging- YcTaHaBAMBaeT BpemMsA XpaHEeHWs CrpynnupoBaHHbIX syslog-
time sec Cco0bLEeHMA.
- " (15..3600)
no logging aggregation
. gg. € aggree YcTaHaBAMBaAET 3HAaYEHME NO YMONYAHUIO.
aging-time
. . PaspelwaeT BegeHue yyeTa (aKKayHTa) A BBefeHHbiX B CLI
logging cli-commands -/BegeHvie yyeta
KOMaHA.
- - 3anpeLLeHo
no logging cli-commands YcTaHaBAMBAET 3HAUYEHME MO YMONYAHUIO.

Karkgoe coobuieHne umeeT CBOW YpOBeHb Ba*KHOCTW, B Tabauue 6.101 npusepeHbl TUMbI
coobLLeHN B NnopaaKe yObiBaHUA UX BaXKHOCTU.

Tabanuya 5.138 — Tunbl BaXKHOCTU COOBLLEHNT

Tun eaxcHocmu coobuweHuli OnucaHue

B cuctreme nponsowna KputTndeckan OLIJVI6Ka, CUCTEMA MOXKeET

YpesBblvyaliHble (emergencies)
paboTaTb HeMpaBU/bHO.

CurHanbl TpeBoru (alerts) Heobxoanmo HemeaieHHOE BMeLLaTeNbCTBO B CUCTEMY.
Kputuueckue (critical) B cucTeme npownsoluna Kputuyeckas owmnbKa.
OwwunbouHble (errors) B cucteme npousowwna owmbKa.

MpeaynpexaeHua (warnings) MpeaynpexaeHue, HeaBapuinHoe cooblueHme.
YBepomneHus (notifications) YBegoM/eHme CUCTEMbI, HeaBapuiiHoe coobLeHue.
MHbopmaumoHHble (informational) MHdPopMaLMOHHbIE COOBLLEHNA CUCTEMBI.

OTnagoyHble COO6LLI,€HI/IH, npeanocTtasaAT NO/1b30BaATENO

OTtnapouHble (debuggin N .
Than ( gging) MHbOPMaLMIO A/19 KOPPEKTHOM HAaCTPOMKN CUCTEMBI.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:
console#

Tabnunua 5.139 — KomaHaa pexuma Privileged EXEC ana npocmoTpa daiina KypHana

KomaHoa Aelicmeue
clear logging Ypansaet Bce coobleHUs U3 BHyTpeHHero bydepa.
clear logging file Ypansaer Bce coobuieHma us paina KypHana.
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show logging file

OTObparKaeT COCTOAHME KYpHana, aBapuiiHble U OTNaf04Hble COObLLEHUA, 3anncaHHble B
dainne KypHana.

show logging

OTobparkaeT cOCTOAHME KypHana, aBapuiiHble U OTNAZ0uYHble COOBLIEHMA, 3anucaHHble BO
BHyTpeHHem bydepe.

show syslog-servers

OTOb6parkaeT HaCTPOMKM A1 yAANEHHBIX Syslog-cepBepos.

[pumepbl UC016308AHUA KOMAHO

Bkntountb perncrpauyuio OLINBOYHBIX COO6LLI,€HVI171 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OuuctuTb Pain KypHana:

console# clear logging file
Clear Logging File [y/n]ly

5.18 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®PyHKLUMA 3epKasMpoBaHMA NOPTOB NpefHasHayeHa A/1A KOHTPOAA ceTeBoro Tpaduka nytem
nepecbINKK KOMWii BXOAALWMX U/NAN UCXOAALLMX NMAKETOB C OAHOMO UAN HECKONbKMX KOHTPOAMPYEMBbIX
NMOPTOB Ha O4MH KOHTPOAMPYHOLWMIA NOPT.

Mpu 3epKanupoBaHun 6Gonee ogHoro d¢usmnueckoro uHTepdelica BO3MOXKHbI NOTEPU
Tpaduka. OTCyTCTBME NOTEPb rapaHTUPYETCA TONbKO MNpPU 3epKaZIMPOBAaHUM O[HOrO

dusnueckoro untepdeiica.

K KOHTpoaMpyloleMy NopTy NPUMEHSAIOTCA Cleaylowme orpaHuyeHns:

— [MopT He MOKEeT ObITb KOHTPONMPYIOLWMM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO;
— [MopT He MOXKeT bbITb YIEHOM rpPyMMbl NOPTOB;

— IP-uHTepdelic He CKOHPUTYPUPOBAH ANA 3TOro NOPTa;

— MpoTokon GVRP gonxkeH 6biTb BbIKAKOYEH HA STOM NOPTY.

K KOHTpO/AMpyeMbIM NOPTam NPUMEHAIOTCA CAefytoWwme orpaHUYeHUsA:

MOPT HE MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOAUPYEMbIM NOPTOM OAHOBPEMEHHO;

— TlopT He MoXKeT 6bITb YNEHOM rPynMbl NOPTOB.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rnobanbHOM KoHGUrypaumm:

console (config) #

Tabnnua 5.140 - KomaHgb! pexxkuma rnobanbHon KoHbUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue no

elicmeue
YMOAYAHUIO A

port monitor mode
{monitor-only | network}

3anaet pexkum paboTbl NnopTa

- monitor-only — dpelimbl, NocTynatowme Ha NoprT,

-/monitor-onl
/ \ oTbpacbiBaoTCs;

- network — nossonset Bect o6meH AAaHHbIMU.

port monitor remote vlan
vlan_id [cos priority] [tx |
rx]

Onpegenedne VLAN pgna  yganeHHOro MOHWTOPWHra, B
KOTOpbI ByayT oTOoBpaxKaTbCA MaKeTbl C KOHTPOMPYEMbIX
MHTepdencos.

vlan_id: 1..4094;
priority: 0..7
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no port monitor remote
vlan vian_id

Yaanernune VLAN ana yaaneHHOro MOHUTOPWUHTA.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

[aHHble KOMaHAbl HeNb3A BbIMO/HATbL B peXXMme KOHPUrypMpoBaHuA guanasoHa
radl | uHtepdeiicos Ethernet.

Tabnuua 5.141 — KomaHapl, AOCTYMHbIE B peXXMe KOHPUTYpUpoBaHMa nHTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

port monitor
tengigabitethernet te_port
[rx|tx]

no port monitor
{tengigabitethernet
te_port}

te_port: (1..8/0/1..48)

BkatoyaeT OYHKUMIO MOHWTOPMHIA Ha HacTpauMBaeMom
nHTepdeice. [daHHbI UHTepdelnc b6yaeT KOHTPOAMPYHOLLMM
NOpTOM AN1A YKa3aHHOIo B KOMaHAE KOHTPOAMPYEMOro nopTa.

- X — KOMUPOBATb NaKeTbl NPUHATbIE KOHTPOANPYEMBIM
nopTom;

- tX — KONMPOBATb NaKeTbl, NepeaHHble KOHTPONPYEMbBIM
nopTom;

Mpu OTCYTCTBMM MapameTpa rx/tx ¢ KOHTPO/MPYEMOro nopTa
KOMMPYIOTCS BCE NAKETbI.

BblkntouaeT GyHKUMIO MOHUTOPWMHIA Ha HacTpanBaemom
uHTepdeiice. [daHHblt UHTepdeic 6bonbwe He 6byaer
KOHTPO/IMPYIOLLMM MOPTOM A1 YKAa3aHHOrO B KOMaHAe
KOHTPO/IMPYemMoro nopTa.

port monitor vlan vian_id

no port monitor vian
vlan_id

vlan_id: (1..4094)

BKAtOYaeT OYHKUMIO MOHWTOPMHIA Ha HacTpanmBaeMom
nHTepoence. [aHHbi MHTepdeic byaeT KOHTPOAMPYOLWMM
nopTom Ans ykasaHHol VLAN.

MopT MOHMTOPUHIrA He AOMXKEH MNPUHAAAEXKaTb K
V HacTpauBaemoit VLAN

Ypanaet ykaszaHHyto VLAN U3 MOHUTOpPUHTA.

KomaHOb!1 pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexknume EXEC nmeeT cneaytowwmii Bua;

console>

Tabnnua 5.142 — KomaHgbl, AocTynHble B pexume EXEC

KomaHda

Aelicmeue

show ports monitor

BbIBOAWUT UHGOPMALLMIO MO KOHTPOIMPYIOLLMM U KOHTPO/IMPYEMbIM MOPTaM.

[pumepsi 8biM0AHEHUS KOMAHO

=  YctaHoBUTL MHTepdeic tel/0/13 KoHTponupylolwmm ana uHtepdeitca tel/0/18. Becb
Tpaduk c nHTepdeiica tel/0/18 nepenasatb Ha te1/0/13.

console# configure
console (config) # interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18
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=  BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only

RSPAN configuration
RX: not configured
TX: not configured

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady false

5.19 ®yHkuua SFlow

SFlow — TexHonorus, Nno3BosAOWAA MOHUTOPUTL TPadUK B MAKETHbIX CETAX Nepenayn AaHHbIX
nyTem 4acTUYHOMN BbIOOPKM TpaduKa ANA NocAeayloWed MHKancyIaummn B cneunanbHble coobuweHuns,
nepegaBaemble Ha cepBep cbopa CTaTUCTUKM.

KomaHObI pexcuma 2a0b6anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 5.143 - KomaHgb! pexxnuma rnobanbHoOn KoHbUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
id: (1..8) 3agaeT agpec cepsepa cbopa cTatucTmkm sflow.
port: (1..65535) /6343 | _jg - nomep sflow-cepsepa;

sflow receiver id {IPv4| byte: nonoxutensHoe - IPv4, IPV6, IPV6z — IP-agpec;
IPv6|IPv6z|url} [port port] uenoe uncno /1400 - url — OMEHHOE UMA XOCTa;
[max-datagram-size byte] bopmar - port — HOMep NopTa;

IPv4: A.B.C.D - byte — makcMManbHoe KoNMYecTBo H6alT, KOTopoe MoXKeT

IPV6:  XoX:X:X::X bbITb 0oTnpasB/IeHO B OAMH NaKeT AaHHbIX.
no sflow receiver id IPv6z: X:X:X:X::X%<ID> YpansaeT agpec cepsepa cbopa ctatuctnkm sflow

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHPUrypuposaHua nntepoeiica Ethernet:

console# configure
console (config)# interface tengigabitethernet te port
console (config-if) #

Tabnunua 5.144 — KomaHabl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
sflow flow-sampling rate id 3apaeT cpefHIoO CKOpOCTb BblBOPKM nakeToB. MTorosas
[ max-header-size bytes ] CKOpoCTb BbIGOpPKM cuuTaeTcAa Kak 1/rate*current_spped
rate: (0, 1024..107374823) | (current_speed — Tekywiaa cpegHAa CKOPOCTb).
id: (0.. 8) - rate — cpefHAA CKOPOCTb BbIGOPKM NaKETOB;
bytes: (20 .. 256)/128 - id — Homep sflow-cepBepa;
- bytes — MaKcMMasnbHOE KoamyecTso 6aiT, KoTopoe byaet
CKOMMpoBaHoO M3 obpasLia naketa.
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no sflow flow-sampling OTKNIOYAET CHETUYMKM BbIODOPKM Ha NOPTY.
sflow counters-sampling OnpeaensaeT MakCUMMabHbIM UHTEPBAN MeEXAY yCnewHbIMn
sec id BblI6OPKAaMM NAKeTOB.
- Sec — MaKCMMasbHbI MHTEPBaN MeXay BblbopKamu,
CeKyHAbI.
sec: (0, 15 .. 86400) 3HaueHne «0» OTK/IOYAET BbIGOPKY;
id: (0.. 8) - id — Homep sflow-cepsepa (3agaetca komaHgoi sflow
receiver B rn06anbHOM pexunme KoHPUrypaumm).
no sflow counters- OTKNIOYAET CHETYMKM BbIBOPKM Ha NOPTY.
sampling

KomaHObl pexcuma EXEC

3anpoc KomMaHAHOM CTPOKM B pexxnume EXEC nmeet cneayrowmm sua;
console>

Tabnnua 5.145 — KomaHgabl, focTynHble B perknme EXEC

Komanda 3HayeHue/3HayeHue o leiicmeue
YMOAYAHUIO

show sflow configuration BbiBOAMT HacTpoiku sflow.
tengigabitethernet te_port
clear sflow statistics Oumwaet ctatuctuky sFlow. Ecam uHTepdeiic He ykasaH,
tengigabitethernet te_port te_port: (1..8/0/1..48) KOMaHAa O4YMLLAET BCE CHETYMKM CTATUCTUKM SFlow.
show sflow statistics OTobparkaeT cTaTUCTMKY sFlow
tengigabitethernet te_port

[pumepbl 8b1M0AHEHUS KOMAHO

=  YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratnctukm sflow. Ons ethernet-
nHTepoeiicos gl-g24 ycTaHOBUTb CPEAHIO CKOPOCTb BbI6OPKM naketos - 10240 K6UT/c u
MaKCMMasbHbI MHTEPBaN MeXAay ycrnelwHbiMM Bbibopkamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.20 PyHKUMM ANArHOCTUKU GU3MUYECKOro YPOBHA

CeteBble KommyTaTopbl MES5000 copep:kaT annapaTHble WM MNpOrpamMmmHblie cpeacTsa AnA
TECTMPOBaAHMA ONTUYECKUX TPAHCMBEPOB.

5.20.1 fluaezHocmuka onmu4ecKo20 mpaHcusepa

KomaHaa AMarHoCTUKM ONTUYECKOro TpaHCcMBepa AOCTynHa B pexume Privileged EXEC. 3anpoc
KOMaHAHOM CTPOKK B pexxume EXEC nmeet cneaytowmm sua;

console#
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Tabnnuya 5.146 — KomaHga ANarHoCTUKM ONTUYECKOro TPaHCMBeEPa

KomaHoa 3HaveHue Aelicmeue
show fiber-ports optical-
. . OTtobparkaet pesynbTaThbl OWNarHOCTUKM ONTUYECKOro
transceiver [interface
L. te_port: (1..8/0/1..48). TpaHcuBepa.
tengigabitethernet detailed — noapo6bHana guarHoctuka
te_port] [detailed] AP a
[Mpumep 8b6IM0AHEHUA KOMAHOWbI:
console# show fiber-ports optical-transceiver interface
tengigabitethernet 1/0/1 detailed
Port Temp Voltage Current Output Input Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/1 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

Transceiver information:
Vendor name: OEM
Serial number: S$SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnnua 5.147 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TPpaHCUBEpPa

Mapamemp 3HaveHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpsxeHWe NUTaHMA TpaHcuBepa.
Current OTKNOHEHME TOKa Ha nNepegaye.
Output Power BbIxoZHasA MOLHOCTb Ha nepegaye (mBT).
Input Power BxogHaa MoLLHOCTb Ha Npueme (MBT).
TX Fault MNoTepa curHana

Mpu nogpobHon amarHoctTuKe gnsa napameTtposB Temp, Voltage, Current, Power nsmepeHHble
3Ha4YeHWA BbIBOAATCA Ha aucnnei. Mpu 0ObIMHOW AMArHOCTUKE WM3MEPEHHble 3HAYeHWs ANs 3TUX
napameTPoOB CPaBHMBAIOTCA C AONYCTUMbIMWU, MU Ha AUCNIEeN BbIBOAMTCA pe3ynbTaT cpasHeHusa (W, E,

OK).

3Ha4yeHuA pe3ynbTaTtoB ANAarHOCTUKU U CPaBHEHUA NMaPaMeTPOB:

— N/A - HepocTynHoO,

— N/S - He nogaepxunsaercs,
— W - npeaynpexaeHue,

— E-ownbKa,

— OK —3HayeHue B nopsaake.
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5.21 ®PyHKuum obecneyeHna 6esonacHoCTU

5.21.1 ®yHKyuu obecneveHusn 3aujumesl NOPmMos

C uenblo NOBbIWEHNSA 6E30MacHOCTM B KOMMYTATOpEe CYL,EecTBYeT BO3MOMKHOCTb HAaCTPOUTb
KaKol-1mbo nopT TaK, 4Tobbl AOCTYN K KOMMYTaTOpy 4yepes 3TOT MOPT NPeaoCcTaBAa/CcA TONbKO
3a4aHHbIM ycTpolcTBaM. PyHKUMA 3aWwuTbl MOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecos,
KOTopbiM paspewaerca goctyn. MAC-agpeca MoryT ObiTb HACTPOEHbl BPYYHYH WU U3Y4YEHbI
KOMMyTaTopom. Nocne nsydyeHns HeobxoanMmbIx apecoB NopT cieayeT 3ab/0KMpoBaTh, 3aLLUTUB €ro
OT TMOCTyN/eHMA MaKeToB C HeusydyeHHbimn MAC-agpecamn. Takum obpasom, Koraa
3a06/10KMPOBAHHbIM NOPT Nosy4aeT naket, 1 MAC-agpec MCTOYHUKA MaKeTa He CBA3aH C 3TUM MOPTOM,
aKTUBU3UPYETCA MEeXaHW3M 3aLLUTbl, B 3aBUCMMOCTM OT KOTOPOro MOryT ObiTb NMPUHATLI Cheaylolme
Mepbl: HEeCaHKLUMOHMPOBAHHbIE MaKeTbl, NOCTyNatoWwme Ha 3abNOKMPOBAHHLIN MOPT, NepecblaatoTca,
oTbpacbiBatoTCA, MO0 Ke NopT, NPUHABLLUKUM NakKeT, oTKAtoYaeTca. PyHKuma 6esonacHocTn Locked Port
NO3BOJIIET COXPaHUTb CINCOK M3y4eHHbIx MAC-aapecos B paiie KoHdUrypaumm, Takum obpasom, aToT
CMUCOK MOXKHO BOCCTAHOBMWTb NOC/IE Nepe3arpy3Kkn ycTpoicTea.

‘ CyuwiecTtByeT orpaHMyeHue Ha Koamyectso MAC-aapecoB, KOTOpOe MOXKET U3Yy4YUTb NopT
V ucnonbsywmni GyHKuMo 3awmtbl. Ona Kommyrtatopos MES5000 310 orpaHuuyeHue
o paBHO 128 agpecam Ha nopr.

KomaHObI pexwuma KoHguaypuposaHusa uHmepgelica (Quana3oHa uHmepgelicos)
Ethernet, uHmepaelica epynnbl MOpmMos

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.148 — KomaHabl pexuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
port security max num 3a,u,aeT MaKCUMa/IbHOE KO/IMYeCTBO aa4pecoB, KOTOPOe MOXKeT
(1..128)/1 N3y4uTb MOPT.
no port security max YcTaHaBAMBaeT 3Ha4YeHUe no YMOI4aHUIO.

port security routed

secure-address YcTaHaBAmBaeT 3alwmieHHbli MAC-agpec.
mac_address ®opmat MAC agpeca:

H.H.H, H:H:H:H:H:H,

no port security routed H-H-H-H-H-H
secure-address Ypanser 3awmuweHHblt MAC-agpec.
[mac_address]

port security Bk/itoyaeT GyHKLMIO 3aWmThl Ha MHTepdelice. baokupyet
bYHKLMIO M3yYeHUs HOBbIX aApecoB Ansa uHTepdeiica. MakeTbl ¢
HeunsyyeHHbIMM MAC-agpecammn UCTOYHMKA OT6pacbiBatoTCS.
KomaHaa aHanormyHa KomaHge port security discard.

port security forward BKntouaeT GyHKUMIO 3aLmTbl Ha MHTepdelice. baokupyet
[trap trapl} bYHKUMIO N3yYeHMs HOBbIX agpecoB Ana MHTepdeica. NakeTsbl ¢
HeunsyyeHHbIMM MAC-agpecamm UCTOYHMKA NepecbliatoTea.

(1..1000000) cek

port security discard BKntoyaeT GyHKUMIO 3aLWmThl Ha MHTepdelice. baokupyet

[trap trap] bYHKUMIO N3yYeHMs HOBbIX agpecoB Ana nHTepdeinca. NakeTol ¢
HeunsyyeHHbIMU MAC-aapecamm UCTOYHMKA OTOpacbIBAOTCA.

port security discard- BkntouaeT GyHKUMIO 3aLWmTbl Ha MHTepdelice. BbikatoyaeT nopt

shutdown [trap trap] npw NOCTYNIEHNN NAKeTOB C HensyyeHHbIMM MAC-agpecamu.

MakeTbl ¢ HensyyeHHbIMM MAC-agpecamm UCTOYHMKA
oTbpacbiBatoTcA.
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port security trap trap 3apaeT YacToTy reHepupyemblx coobuieHmnit npotokona SNMP
trap npu NOCTyN/AeHUU HECAHKLMOHNPOBAHHbIX NMaKeToB.

no port security BbikntoyaeT GyHKLMIO 3aLLMTbI HA UHTepdelice.

port security mode {max- 3apaeT pexkum orpaHudeHuns nsydyenma MAC-agpecos gas

addresses | lock} HacTpauBaemoro nHTepoeiica.

- max-addresses — yaanfeT Tekylme AMHaMUYECKU U3YYEHHble
agpeca, cBA3aHHble ¢ MHTepdeincom. PaspelleHo nsyyeHue
MaKCMMaNbHOMO KOIMYeCTBa afpecos Ha nopTty. NoBTopHoe
U3y4YeHMe U CTapeHne paspeLleHbl.

- lock — coxpaHseT B daiin Tekylme AMHAMUYECKU U3yYeHHble
agpeca, cBA3aHHble ¢ MHTepdencom 1 3anpelaeT obyyeHune
HOBbIM afipecam U CTapeHue yKe U3yYeHHbIX apecoB.

-/lock

no port security mode YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console>

Tabnunua 5.149 — KomaHab! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
show ports security MoKasblBaeT  HACTPOWKM  yHKUMM  bBe3onacHOCTM  Ha
{tengigabitethernet te_port te_port: (1..8/0/1..48); BblbpaHHOM MHTepdeiice.
| port-channel group} group: (1..32)
show ports security MoKasbiBaeT  TeKywue  AMHAMWMYECKMe  agpeca  Ans
addresses 3a6/10KMPOBAHHbIX MOPTOB.
{tengigabitethernet te_port: (1..8/0/1..48);
te_port | port-channel group: (1..32)
group}
set interface active AKTMBU3UpPYET MHTepdENC, OTKAIOYEHHDBIV GYHKUMEN 3aWwuTbl
{tengigabitethernet te_port te_port: (1..8/0/1..48); nopTa (KOMaHAa AOCTyNHa TO/bKO ANA NPUBUAETMPOBAHHOIO
| port-channel group} group: (1..32) nosb3oBaTens).

[pumepbl 8bIM0AHEHUS KOMAHO

= BKAOUATbL PpYHKLMIO 3aLLMTbl Ha nHTepdelice Ethernet tel/0/15. YcTaHOBUTL OrpaHMYeHne
Ha u3ydyeHue agpecos — 1 agpec. Mocne nsydeHna MAC-agpeca 3a610KknpoBaTb GYHKLMIO
M3y4YeHUn HOBbIX aApecoB ANnA UHTepdeica C uenblo 0TOPOCUTL NAaKeTbl C HEM3YUYEHHbIMM
MAC-agpecamm UCTOYHUKA. CoXpaHUTb B Gain M3yuyeHHbIn agpec.

console# configure
console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security max 1

= [loaKNtoUYUTb KAMEHTa K nopTy n nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if)# port security mode lock

5.21.2 MposepKa nodaAuHHOCMU KAueHmad Ha ocHoee nopmd (cmaHdapm 802.1x)

5.21.2.1 bazosas nposepka nodauHHocMu

AyTeHTMdMKAUMA HA OcCHoBe cTaHgapta 802.1x obecneuymBaeT MPOBEPKY MNOAJAMHHOCTU
nosib3oBaTesieli KOMMyTaTOpa Yepes BHELHWI cepBep Ha OCHOBE MOPTA, K KOTOPOMY MOAKNHOYEH
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KNMeHT. ToNbKo ayTeHTUOUUMPOBAHHbIE M aBTOPM3O0BAHHbIE MONAb30BAaTE/NIM CMOTYT nepenasaTb U
NPUHUMATbL AaHHble. [poBepKa NOAAMHHOCTM NO/Ib30BaTeIen NOPTOB BbiNoOHAETCA cepBepom RADIUS

nocpeacTsom npoTokosa EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabanuya 5.150 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/
3HavyeHue no
YMOMYAHUIO

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-
control

-/ force-authorized

BkntoyaeT pexunm ayteHTUdMKaumm 802.1X Ha KommyTaTope.

BbIK/lOYaeT pexnum ayTeHTudUKaumm 802.1X Ha KommyTaTope.

aaa authentication dotlx
default {none | radius}
[none | radius]

no aaa authentication
dotlx default

-/radius

3ajaeT oAMH WAM ABa MeToAa NpPOBEPKM MOAJIMHHOCTH,
aBTopu3auMn M yyeTa (AAA), ANAa  WCNONb30BaHUA Ha
nHTepdeicax IEEE 802.1X.
- none — He BbINOJIHATb ayTEHTUDMKALMIO;
- radius — ncnonb3osatb cnucok RADIUS-cepsepoB ann
ayTeHTUdMKaLMM nonb3osaTens.
Bropoii meToa ayTeHTUPUKaAuMM  ucnonblyetca
V TONbKO B C/lyyae, eciv No nepsomy ayTeHTUduKauua
6blna HeycnewHoM!.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdUrypuposaHua nHtepoelica Ethernet:

console (config-if) #

/ Mpotokon EAP (Extensible Authentication Protocol) BbinonHser 3agaun ans

ayTeHTUOUKALMU  yAaNEHHOTO  K/AMeHTa, MNpuM  3TOM  onpepensis  MexaHusm
ayTeHTUPUKaLUu.
Tabnnua 5.151 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet
3HayeHue/3HayeHue no »
KomaHoa / Aelicmeue
YMOAYAHUIO

dotlx port-control HactpanBaeTr ayteHTuduKaumio 802.1X Ha wuHTepdelice.

{auto | force-authorized |
force-unauthorized} [time-
range time]

no dotlx port-control

-/ force-authorized
time: (1..32)

PaspelwaeT py4yHOM KOHTPOAb 3a COCTOAHMEM aBTOPU3ALUMK
nopTa.

- auto - ucnonb3osatb 802.1X ANA U3MEHEHWA COCTOAHMA
KANEHTa MeX Ay aBTOPU30BAHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayteHTUOMKauuto 802.1X Ha
uHTepdeiice. MopT nepexoauT B aBTOPM30BaHHOE COCTOAHME
6e3 ayTeHTUdMKauuu;

- force-unauthorized - nepeBoaguT NOpPT B HEABTOPM30BAHHOE
coctoaHne. WUrHopupytoTcA Bce MONbITKM ayTeHTUdMKaumm
KNWEHTa, KOMMyTaTop  He npeaocTaBaseTr  cepsuc
ayTeHTUdMKaLMK AN 3TOro nopTa;

time — wWHTepBan BpemeHu. EcaM paHHbI nNapameTp He
onpegeneH, To NOPT He aBTOPM30BaH.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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dotlx reauthentication

no dotlx reauthentication

-/ nepuogmueckne
MOBTOPHbIE NPOBEPKM
MOA/IMHHOCTM BbIK/IHOYEHbI

Bkatouaet nepuoamyeckme NOBTOPHblE npoBepKu
NoAJ/IMHHOCTU (NepeayTeHTUdUKALLMIO) KAMEeHTa.
BbIkntouaeT nepuoauyeckme NMOBTOPHblE npoBepKM

NoAJ/IMHHOCTY (NepeayTeHTUMKALMIO) KNKEeHTa.

dotlx timeout reauth-
period period

no dotlx timeout reauth-
period

300..4294967295/
3600 cekK

YcTaHaB/MBaeT Nepuos MeKAy NOBTOPHbIMM NPOBEPKamu
NOA/IMHHOCTK.

YcTaHaBAMBAET 3HAYeHUeE No YMO4YaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-
period

0..65535/60 cek

YcTaHaB/MBaeT nepuog, B TEYEHUE KOTOPOro KOMMYTaTop
OCTaeTcA B COCTOAHWUU MOMaHUA NOCAE HEYAAYHOW NPOBEPKMU
NoA/IMHHOCTK.

B TeyeHWe nepuosa MoOAYaHWA KOMMYTATOP He MPUHUMAET U
He MHULMUMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMI.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

30..65535/30 cek

YcTaHaB/MBaeT Mepuod, B TeYeHMEe KOTOPOro KOMMYyTaTop
OMOAeT OTBeT Ha 3anpoc AMbo MAEHTUOMKauMo Mo
npotokony EAP OT KaueHTa, nepes, NOBTOPHOM OTNPaBKOM
3anpoca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx max-req count

no dotlx max-req

1..10/2

YcTaHaB/MBaeT MaKCMMa/IbHOE YMCAO MNOMbITOK nepesayn
3anpocos npoTtokona EAP-knneHTy nepen HOBbIM 3amycKom
npowecca NpoBepKu NOAJMHHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx timeout supp-
timeout period

no dotlx timeout supp-
timeout

1..65535/30 cekyHa,

YcTaHaBanBaeT nepuoa MexKAy NOBTOPHbIMK Mepefadyamu
3anpocos npoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout server-
timeout period

no dotlx timeout server-
timeout

1..65535/30 cekyHA,

YcTaHaBAMBAET Mepuod, B TeYeHWe KOTOPOro KOMMYyTaTop
OXKMAAEeT OTBETA OT cepBepa ayTeHTUdUKaLun.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.152 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

dotlx re-authenticate
[tengigabitethernet
te_port]

te_port: (1..8/0/1..48)

BpyuHylo ocyliecTBaseT NOBTOPHYIO MPOBEPKY MOAJMHHOCTU
yKasaHHOro nopta B KOMmaHge, /avbo Bcex NOPTOB,
noagepxusatowmx 802.1X.

show dot1x interface
tengigabitethernet te_port

te_port: (1..8/0/1..48)

MokasbiBaeT coctosaHue 802.1X ana KommyTatopa Anbo ans
YKa3aHHOro nHTepdeiica.

show dot1x users
[username username]

(1..160) cumsonos

MoOKa3blBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NOb30BaTeNen
802.1X KommyTaTopa.

show dot1x statistics
interface
tengigabitethernet te_port

te_port: (1..8/0/1..48)

Moka3sbiBaeT Bbl6paHHOFO

nHTepdeiica.

ctatuctmky no  802.1X ana

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAOUMTDL pexum ayTeHTudukaumm 802.1X Ha KommyTaTope. Mcnonb3oBatb RADIUS-cepsep
ONA NPOBEPKM MNOAJIMHHOCTM KAMEHTOB Ha WHTepdeiicax |IEEE 802.1X. Ons wuHTepdeica
Ethernet te1/0/18 ncnonb3oBatb pexum ayteHTUdUKaumm 802.1x.

console# configure
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console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/18
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToAaHMe 802.1X ana kKommyTtatopa, Ana 12 nHrtepdeitca Ethernet.

console# show dotlx

802.1x is enabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
tel/0/1 Force Authorized Authorized Disabled 3600 n/a
tel/0/2 Force Authorized Authorized Disabled 3600 n/a
tel/0/3 Force Authorized Authorized* Disabled 3600 n/a
tel/0/4 Force Authorized Authorized* Disabled 3600 n/a
tel/0/5 Force Authorized Authorized* Disabled 3600 n/a
tel/0/6 Force Authorized Authorized* Disabled 3600 n/a
tel/0/7 Force Authorized Authorized* Disabled 3600 n/a
tel/0/8 Force Authorized Authorized* Disabled 3600 n/a
tel/0/9 Force Authorized Authorized* Disabled 3600 n/a
tel/0/10 Force Authorized Authorized* Disabled 3600 n/a
tel/0/11 Force Authorized Authorized* Disabled 3600 n/a
tel/0/12 Force Authorized Authorized* Disabled 3600 n/a
tel/0/13 Force Authorized Authorized* Disabled 3600 n/a
tel/0/14 Force Authorized Authorized* Disabled 3600 n/a
tel/0/15 Force Authorized Authorized* Disabled 3600 n/a
tel/0/16 Force Authorized Authorized* Disabled 3600 n/a
tel/0/17 Force Authorized Authorized* Disabled 3600 n/a
tel/0/18 Force Authorized Authorized* Disabled 3600 n/a
tel/0/19 Force Authorized Authorized* Disabled 3600 n/a
tel/0/20 Force Authorized Authorized* Disabled 3600 n/a
tel/0/48 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present
console# show dotlx interface tengigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
tel/0/1 Force Authorized Authorized* Disabled3600 n/a
* Port is down or not present
Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:
Authentication Method: Remote
Termination Cause: Port re-initialize
Authenticator State Machine
State: INITIALIZE
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Backend State Machine

State: INITIALIZE
Authentication success: 0
Authentication fails: 0

Tabnuua 5.153 — OnuncaHue pesynbTaToB BbINOJAHEHMA KOMaHA,

Mapamemp OnucaHue
Port Homep nopTa.
Admin mode Pexum ayteHTudumKaumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaunoHHbI peXxnum nopTa: aBTOPU30BaHHbIN, HEAaBTOPMU30BaAHHbIN, TM6O
Oper mode pau P P P P

BbIK/lOYEHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdUKaLMN.

Reauth Period

Mepuosg mexay NOBTOPHbIMW NPOBEPKAMMU NOAJINHHOCTU.

Mma nonb3osaTtena npu ucnonbsosaHnu 802.1X. Ecam nopt aBTOpU30BaH, TO

Username oTobparkaeTca MMA TeKyLlero nonb3osaTtens. Ecam nopT He aBTOpM30BaH, TO
oTobpakaeTca MMA NocaefHero ycrnewHo aBTOPM30BaHHOIO N0/b30BaTENA Ha NOPTY.
Mepuop, B Te4eHMe KOTOPOro KOMMYTATOP OCTAeTCA B COCTOAHUM MOJIYAHUA Nocse

Quiet period HeyAa4yHoM NPoBepPKM NOAIMHHOCTH.
Mepuoga, B TeUEHWE KOTOPOrO KOMMYTATOP OXMAAET OTBET Ha 3anpoc Mbo

Tx period naeHtTMdunKaumo no npotokony EAP oT KnimMeHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

Max req MakcumanbHoe YncIo NOMbITOK Nepefayn 3anpocos npoTokona EAP kaveHTy nepen,

HOBbIM 3aMyCKOM npouecca npoBepkn NOATMHHOCTU.

Supplicant timeout

Mepuog mexay NOBTOPHLIMK Nepesadamm 3anpocoB NPOToKona EAP KaneHTy.

Server timeout

Mepwuopg, B Te4EeHNE KOTOPOro KOMMYTATOP OXKUAAeT OTBETA OT cepBepa
ayTeHTMdUKaL MU,

Session Time

Bpems nogxnoyeHna nob3osaTens K yCTPOWCTBY.

Mac address

MAC-agpec nonb3osarens.

Authentication Method

MeToga, ayTeHTUPMKaL MM YCTaHOBAEHHOMN CECCUM.

Termination Cause

MpuymnHa 3aKpbITUA CeCCUn.

State

TeKyu.l,ee 3HaYeHMe aBTOMaTa COCTOSHUMN onpeagenuntena nOAANHHOCTU U BbIXOOHOIO
aBTOMATa COCTOSIHUN.

Authentication success

Konnyectso nony4eHHbIX coobLieHuit 06 ycnewHol ayTeHTMdMKaLmMm oT cepeepa.

Authentication fails

Konnyectso noslyyeHHbIX COOBLLEHNIA O HeyCNeLHoW ayTeHTUdUKALMKM OT cepBepa.

VLAN

pynna VLAN Ha3Ha4yeHHaA Nonb3oBaTento.

Filter ID

NaoeHTudumkaTop rpynnbl GpuabTpaLmu.

= [loKasaTb cTaTUCTMKY no 802.1X ana uHTtepodeiica Ethernet te1/0/13.

console# show dotlx statistics interface tengigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5

InvalidEapolFramesRx: 0O
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EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabanuya 5.154 — OnncaHue pesynbTaToB BbIMONHEHMA KOMaHA,

Mapamemp OnucaHue

KosimyecTBo KoppeKTHbIX NakeToBs Atoboro Tuna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpyHATbIX AaHHbIM ONpeaenuTenem

NOA/IMHHOCTHU.

KonunyecTBo KoppeKTHbIX NakeToB toboro Tuna npotokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P PEA

OaHHbIM onpeaennTenem nogIMHHOCTH.

Konunuectso naketos Start npotokona EAPOL, npuHATbIX 4aHHbIM OnNpeaennTenem
EapolStartFramesRx P P A PeA

NOAJ/IMHHOCTHU.

Konnuectso naketos Logoff npotokona EAPOL, NpMHATbLIX AaHHbIM onpeaenntenem
EapolLogoffFramesRx g P P A PeA

NOA/IMHHOCTHU.

Konnuyectso naketos Resp/ld npotokona EAPOL, NpUHATLIX AaHHbIM onpeaennTenem
EapolRespldFramesRx p/id np P A PEA

NOAJ/IMHHOCTHU.

Konunyectso naketoB oTBeToB (Kpome Resp/ld) npoTokona EAPOL, NpUHATBIX AaHHbIM
EapolRespFramesRx (kp p/id) np P A

onpeaenutenem NOAJMHHOCTU.

Konnuyectso naketos Resp/ld npoTokona EAPOL, nepeaaHHbIX AaHHbIM
EapolReqldFramesTx p/d np PeA A

onpeaenntenem nNOgJIMHHOCTY.

Konunyectso naketoB 3anpocoB (kpome Resp/ld) npotokona EAPOL, nepeaaHHbIxX
EapolReqFramesTx P (kp p/id) np PeA

AaHHbIM onpeagenntesiem NnoaTMHHOCTU.

Konunyectso naketos npoTokona EAPOL ¢ Hepacno3sHaHHbIM TUMNOM, NPUHATbIX

InvalidEapolFramesRx
JaHHbIM onpegenutenem NoAMHHOCTH.

Konunuectso naketos npoTtokona EAPOL c HEKOPPEKTHOM ANMHON, NPUHATbIX AaHHbBIM

EaplengthErrorFramesRx
onpeaenutenem NOAJINMHHOCTU.

Bepcusa npotokona EAPOL, NpMHATan B CamoMm nocieaHem Ha AaHHbIA MOMEHT

LastEapolFrameVersion
nakere.

LastEapolFrameSource MAC-agpec UCTOYHUMKA, MPUHATbIN B CAMOM MOC/N€AHEM HA AaHHbI MOMEHT NaKeTe.

5.21.2.2 PacwupeHHas nposepKa nodsauHHOCMU.

PacwupeHHble HacTpoikn dotlx NO3BOAAIOT MNPOBOAMTL MPOBEPKY MNOAJAMHHOCTM AAA
HECKO/IbKUX KNMEHTOB, NOAK/OYEHHbIX K nopTy. CyllecTByeT ABa BapMaHTa ayTeHTUGUKaLMN: NepBbii,
Korga npoBepKa NoA/IMHHOCTA Ha OCHOBe nopTa TpebyeT ayTeHTUdUKALMM TONbKO OAHOrMO KAWEHT],
ytobbl AOCTYN K CUCTEME MMENU BCe KAMeHTbl (pexkum multiple hosts), BTopoi, Koraa nposepka
NOA/IMHHOCTU TpebyeT ayTeHTMOMKAUMM BCeX MOAKAOYEHHbIX K NOPTY KAMEeHToB (pexum multiple
sessions). Ecanm nopT B pexume multiple hosts He npoxoAuT ayTeHTUPUKALMIO, TO BCEM
NOAK/IOYEHHbIM XOCTam OyAeT OTKasaHo B AOCTyne K pecypcam ceTu. TaKkKe K paclupeHHbIM
HacTpoMKaM OTHOCUTCA agMWHWUCTPUMpoBaHMe rocTeBbix VLAN, K KOTOpbIM MMEWT AOCTyn He
npoleawmne ayTeHTUPMKaLMIO NOTb30BATENN.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoHGUrypupoBaHus:

console (config) #
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Tabnnua 5.155 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
ymon4yaHuro
dotl1x bpdu {filtering | 3agaeT 06paboTKy 3awmTbl noptos 802.1x BPDU, korga 802.1x
bridging} rno6anbHO BbIK/IOYEH.
- filtering — dunbTpoBaTH NaKeTbl 802.1x BPDU;
- bridging — nepeaasatb naketbl 802.1x BPDU KaK 06bl4Hble
Jfiltering naKeTbl AaHHbIX.

no dotlx bpdu

DYHKUMA paboraeT  TONbKO Korpga pexum
V ayTeHTUdUKaumm 802.1x Ha KOMMYTaTOpE BbIK/IIOYEH.
Ana BbiknloueHUA ayteHTUduKauum 802.1x wucnonbyertca
KomaHpaa: no dotlx system-auth-control.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vlan
timeout

timeout: (30 .. 180) /

YCTaHaBAVMBAET Bpems 33JEPHKU  Mexay BK/IIOYEHUEM
pexunma ayteHTuduKaumm 802.1x (Mau BKAOYEHUEM NOpTa) U
AobasneHnem noprta B guest VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps mac-
authentication success

PaspelwaeT oTnpaBKy trap-coobuieHni, Koraa KAMeHT ycrnewHo
npoxogmt ayteHTUdMKaumo no MAC-agpecy, OCHOBaHHYO Ha

-/ disable cTaHaapTe 802.1x.
no dotlx traps mac- YcTaHaBAMBaAET 3HaYEHME N0 YMOIYAHWUIO.
authentication success
dotlx traps mac- PaspelaeT oTnpasKy trap-coobweHnin, KOraa KMEHT He
authentication failure npowen ayteHTudukaumio no MAC-agpecy, OCHOBaHHYHO Ha
-/ disable cTaHgapte 802.1x.
no dotlx traps mac-
- . YcTaHaB/IMBaET 3HAYEHUE MO YMOYAHUIO.
authentication failure
dotlx radius-attributes YcTaHaBavBaeT 06paboTKy owmnboK ana atpnbytos RADIUS:
errors filter-id resource - accept — Nonb30BaTeNb NPUHAT, eciv duabTpauma no ID He
{accept | reject} MOXKeT 6bITb NPOM3BeAeHa No NpMYMHaM pacnpeaeneHus
pecypcos. Ecnu dpunbTpauma no ID He MoXKeT bbITb
/ reject npounsseseHa No Apyrum npuyMHam, nosib3osatesnb byaer

no dotlx radius-attributes
errors filter-id resources

OTK/IOHEH;
- reject — Ecam dunbtpauma no ID He moxkeT bbITb 3afaHa, TO
nosib3oBaTeNnb 6yAeT OTKAOHEH.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console (config-if)#

Tabnunua 5.156 — KomaHabl pexxuma KoHpuUrypuposaHma nHTepdeiica Ethernet

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx host-mode {multi- PaspewaeT HanuMume OAHOTO/HECKONbKMX K/AMEHTOB Ha
host | single-host | multi- aBTOpU30BaHHOM nopTy 802.1X.
sessions} -/ multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT fencTBue, KoTopoe HeobxoAMMO BbIMOHUTL, KOraa
{restrict | protect | ycTpoicteo, MAC-agpec KoToporo otanyaercs oT MAC-agpeca
shutdown } K/IMEHTA, OCYLLEeCTBAAET NONbITKY A0CTyNa K MHTepdeicy.
-/protect - restrict - nakeTbl ¢ MAC-agpecom, oTanyHbim oT MAC-agpeca
KAWEHTa, MepecblNatoTca, NpuM 3TOM afpec MCTOYHWMKA He
n3yyaetcs;

- protect — naketbl ¢ MAC-agpecom, oTiM4HbIM oT MAC-agpeca
KAWEHTa, oTOpacbIBatoTCA;
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no dotlx single-host-
violation

- shutdown — nopt BbikAloYaeTcs, nakeTbl ¢ MAC-agpecom,
oTAnYHbIM OT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

YacToTa reHepupyembix coobueHuit npotokona SNMP trap npu
NOCTYN/JIEHNN HECAHKUMOHMPOBAHHbLIX MAKeTOB cocTasnser 1

CeKkyHay.
KomaHaa wurHopupyercs,
V ucnonbsyerca. KomaHpa
multiple sessions.

hosts
pexuma

Korga multiple
3HauMma pgnsa

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/pocTyn 3anpetteH

PaspellaeT HeaBTOPM30BaHHbIM MO/L30OBATENAM  [AAHHOMO
MHTepodeiica goctyn K roctesoit VLAN.
Ha ycrtpoiictBe pgonKeH 6biTb aBTOpU30BaH XOTA 6bl

o oauH roctesoii VLAN (komaHga dotlx guest-vlan B
HacTpoiikax untepdeiica VLAN).
3anpewaeT HeaBTOPU3OBAHHbIM MO/Ib3OBATENAM  [AHHOTO

MHTepdeiica aoctyn K roctesoit VLAN.

dotlx mac-authentication
{mac-only | mac-and-
802.1x}

no dotlx mac-
authentication

-/BbIK/IOYEHa

BKkntouaeT ayTeHTUPUKAUUMIO, OCHOBaHHyO Ha MAC-agpecax
nonb3osaTenen.

- mac-only — BK/toYaeT ayTeHTUOMKALMIO, OCHOBAHHYIO TONbKO
Ha MAC-agpecax, naketbl 802.1x urHopupyroTca;

- mac-and-802.1x — BK/ItlO4MaEeT ayTeHTUDUKALMIO, OCHOBAHHYHO
Ha 802.1x n MAC-agpecax.

’ - TocteBaa VLAN pomkHa 6biTb BKAKOYEHa, Koraa
. ucnonb3yertca ayTeHTUGMKauma no MAC-agpecy.
- Cratmueckuit MAC-agpec He [OMKeH
nponucaH.
- OyHKuMA nepeayTeHTUPUKAUMKM p[oOMKHA 6bITb
BK/IlOYEHa.

6bITb

BbikntoyaeT ayTeHTMdMKaLMIO, OCHOBaHHyt0 Ha MAC-agpecax
nosnb3oBaTeneu.

dotlx radius-attributes
filter-id

no dotlx radius-attributes
filter-id

-/BbIK/IIOYEH

BKNIOUMTL MPOBEPKY MOA/NMHHOCTM, OCHOBaHHyl Ha ACL/
Ha3HauuTb QOS-Policy.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bunpg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypmposaHus nHtepoerica VLAN:

console (config-if)#

v

MNopT aoctyna (Access) He MOKeT BbITb UN1eHOM He ayTeHTUdUUUpoBaHHo VLAN, poaHoii
(native) VLAN TpaHkoBsoro nopta (Trunk) He moKeT 6bITb He ayTeHTUPULUPOBAHHBIM

VLAN, Ho ana rnasHoro (General) nopta PVID moxKeT 6biTb He ayTeHTUPULMUPOBAHHbBIM
VLAN (HO TONbKO TerMpoBaHHble NaKeTbl MOryT 6biTb NMPUHATbI B HEAaBTOPU3OBAHHOM

COCTOAIHUMN).

Tabnunua 5.157 — KomaHabl pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHoa

3HaveHue

Aelicmeue

dotlx auth-not-req

no dotlx auth-not-req

Mo ymonyaHutio goctyn
HeaBTOPM30BaAHHbIM
nosb3oBaTeNAM 3anpeLleH

Paspewaer poctyn K pgaHHoi VLAN HeaBTOpPU30BaHHbIM
nosib3oBaTenAM.

3anpelaetr [ocTyn K AaHHOM
Nonb30BaTeNAM.

VLAN HeaBTOpM30BaHHbIM
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dotlx guest-vlan Onpegensert roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BaAHHbIM MoO/b30BaTeNAM UHTepdelica
poctyn K roctesol VLAN. Ecnum rocteaa VLAN onpegeneHa u
paspelleHa, nopT byaeT aBTOMATUYECKM MPUCOEAMHATLCA K
HeW, Korga He aBTOpPM30BaH, M MOKWAATb, Korga npownper
aBTopm3aumio. YT1obbl MCNONbL30BaTb AAHHbIA GYHKUMOHAN,
NopT HE A0/IKEH BbITb CTAaTUYECKUM YsileHOoM roctesoi VLAN.

Mo ymonyanumio VLAN He
onpeaeneHa Kak roctesas

no dotlx guest-vlan YcTaHaBAMBaET 3Ha4YeHMe NO YMOAYAHWIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 5.158 — KomaHgb! pexxuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue
show dotlx advanced MNoKasblBaeT AOMONHUTENbHbIE CBEAEHMA O HACTPOMKax
[tengigabitethernet npotokona 802.1x (KomaHga AoOCTynHa TO/AbKO  AnA
te_port: (1..8/0/1..48)
te_port] NPUBUAErMPOBAHHOMO No/b30BaTeNsA).

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.159 — KomaHab! pexkuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

show dot1x bpdu Moka3sbiBaeT 06paboTKy 3awmnTbl noptos 802.1x BPDU Korga
802.1x rno6anbHO BbIKNHOYEH.

5.21.3 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NPOTOKO/, NO3BOAAOWMIA KNMEHTY NO

3anpocy nosy4yatb IP-agpec v apyrve Tpebyemble napameTpbl, Heobxoavmble A paboTbl B CETM
TCP/IP.

MpoTokon DHCP MOMKeT MCnosb30BaTbCA 310YMbIWIEHHUKAMW A4 COBEpLIEeHMA aTaK Ha
YCTPOMCTBO, KaK CO CTOPOHbI KAneHTa, 3actasnaa DHCP-cepBep BblAaTbh BCe JOCTYMNHble afpeca, Tak U
CO CTOPOHbI cepBepa, NyTem ero nogmeHbl. MporpammHoe obecrneyeHne KOMMyTaTopa MO3BOASET
obecneunTb 3alLMTy YCTPOMCTBA OT aTaK C UCMob30BaHMeM npoTokosa DHCP, ana yero npumeHseTcs
dYHKLMA KOHTPOIA npoTokona DHCP — DHCP snooping.

YcTpoicTBO CNOoCO6HO oTciexunBatb noseaeHne DHCP-cepBepoB B CeTH, paspellas  Mx
MCMNO/Ib30BaHWE TOIbKO Ha «40BEPEHHbIX» MHTepdeicax, a TakKe KOHTPOAMPOBATb AOCTYN KANEHTOB K
DHCP-cepBepam no Tabaumue CoOOTBETCTBUN.

Onuus 82 npotokona DHCP (option 82) ucnonb3yerca ans Toro, 4tobbl nponvHpopmmnpoBaTtb
DHCP-cepsep o Tom, oT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n uepes Kakol ero nopt 6bin
nosay4yeH 3anpoc. NpumeHseTca ANA yCTaHOBAEHMA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA,
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a TaKXe ANf 3aluMTbl OT aTaK C UCMNoJsib3oBaHMeM npoToKosa DHCP. Onuua 82 npeacraBnser coboun
OOMNOJIHUTENbHYIO MHPOPMALMIO (MMA YCTPOICTBA, HOMep MopTa), A0DABAAEMYI0 KOMMYTAaTOPOM,
KOTOpbIi paboTtaeT B pexknume DHCP Relay areHTa, B Buae DHCP-3anpoca, npMHATOro OT KAneHTa. Ha
OCHOBaHMM AaHHOW onuuu, DHCP-cepsep Bbiaenser |P-agpec (amanasoH IP-agpecoB) n apyrue
napameTpbl NOPTYy KommyTtatopa. lMNonyuyns Heobxoammblie gaHHble oT cepBepa, DHCP Relay areHt
BblaenseT IP-agpec KANEHTY, a TaKXKe nepesaeT emy gpyrve Heobxogmmole napameTpsl.

Tabnnua 5.160 - dopmaT nonen onuum 82.

Obwas dnuHa
Mone - - lMepedasaemasn uHgpopmayusa
(e 6aiimax)

Mepsble ABa baiiTa — naeHTMdUKaTOp vlan, yepes KoTopyto
6b11 nonyyeH dhcp-3anpoc.

Circuit ID 4 TpeTtuit 6aliT — HOMep yCTPOICTBA B CTEKE.
MocnepHuii 6aliT — HOMep NOPTa, K KOTOPOMY NOAKNHOUEHO
ycTpoiicTeo, oTnpasasatouee dhcp-3anpoc.

Remote agent ID 6 MAC-agpec ycTpoicTsa.

[na npumepa, paccMoTpMM YacTb dpelima, cogepkallyto onuuio 82:
5212010600040002010e020800060210001011121300
Huke npueeaeHa Tabanua, ONMUCbIBatOLLAA 3HAYEHWUA A4aHHOM NOC/AeA0BaTeIbHOCTH:

Tabanuya 5.161 — 3HayeHue 6anTos B ppelime

MocnedoeamenbHocmeo
< 3HayeHue
6aiim
5212 MNepsbin 62T — naeHTUPUKaTOP onumm 82: 5216 = 82
Bropoit 6aiiT — annHa onumum 1256 = 18
0106 MepB.bllt 6aUT - UAeHTUdUKaTop cab-onumm Circuit ID
BTopoli 6aiT — AnvHa cab-onuun
00 04 Mepsbli 6anT — naeHTMduKaTop Tmna Circuit ID
BTopoli 6aiT — anmHa Circuit ID
0002 [Ba 6anTa —naeHtTndukatop VLAN, B KoTopow 6bin nonyseH DHCP-3anpoc
01 Oe Meps.biit 6aliT — Unit ID
Bropoi 6ainT — Homep nopta Oe(;g) = 15
02 08 Mepsblii 6alT — naeHTMdUKaTop nogonummn Remote ID
BTopoit 6anT — ANMHA nogonuun
00 06 MepB.bilt 6alT — naeHTMOUKaTOp TNa Remote ID
BTopoli 6aiT — anmvHa Remote ID
021011121300 MAC-agpec KommyTaTopa
' ‘ [Ona ucnonb3oBaHuA onuun 82 Ha ycTpoicTBe A0/MKHa 6biTb BKAoUeHa ¢dpyHKumua DHCP
bt relay areHTa. Ona sBkatoueHns DHCP relay areHTta ucnonbsyerca komaHga ip dhcp relay
enable B pexume rnobanbHoro KoHGUrypuposaHua (CM. COOTBETCTBYIOLMIA pasgen
OOKYMeHTauum).

Ona KoppeKTHoii pa6oTbl ¢yHKumMn DHCP Snooping Bce ucnonbsyemble DHCP-cepBepa
BOMKHbI BbITb NOAK/IOYEHDI K «40BEPEeHHbIM» NOpTaMm KommyTatopa. Ana gobasneHusn
nopTa B CMUCOK «A0BEPEHHbIX» ucnonb3yercA KomaHaa ip dhcp snooping trust B
pexxume KoHdurypauum untepdeiica. Ansa obecneyeHna 6e3onacHOCTU BCe OCTasibHble
NopTbl KOMMYTaTOPa AO0/KHbI 6bITb KHef0BEePEHHbIMU Y,

.-
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KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabanuya 5.162 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3Ha4yeHue no

KomaHoa Aeiicmeue
yMoA4YaHuio
ip dhcp snooping Mo ymonyaHuio PaspeluaeT KommyTaTopy KOHTPOIMpOBaHMe NpoTokosia DHCP.
no ip dhcp snooping KOHTPO/IMpOBaHUe 3anpelaeT KOMMyTaTOpy KOHTpoAupoBaHue npotokona DHCP.
npotokosna DHCP

BbIK/IOYEHO
ip dhcp snooping vlan vlan_id: 1..4094 PaspelwaeTt KoHTponuposaHue npotokona DHCP B npepenax
vlan_id Mo ymonyaHuo yKasaHHoro VLAN.
no ip dhcp snooping vian KOHTpO/IMpoBaHue 3anpewaeTr KOHTpoanposaHue npoTtokona DHCP B npepenax
vian_id npotokona DHCP yKasaHHoro VLAN.

BbIK/IlO4YEHO

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuyaHuio npuem
DHCP-nakeTos c onuueit 82
OT KHEHAAEXKHbIX» NOPTOB

3anpeLueH

Paspewaetr npuHumaTe DHCP-naketTbl c onuueit 82 orT

«HEeHaaeXHbIX» NOPTOB.

3anpewaetr npuHumatb DHCP-naketbl ¢ onuueit 82 ot

«HEeHaaeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaxuio
BepudUrKauma BKAOYEHa

BkntouaeT Bepudukaumto MAC-agpeca kameHta n MAC-agpeca
WUCTOYHMKA, npuHAToro B DHCP-nakeTe Ha «HesOBEPEHHbIX»
noprax.

Boikntovaet BepuduKaumto MAC-agpeca kaveHta n MAC-
agpeca  MUCTOMHMKA, npuHAToro B  DHCP-makete  Ha
«Hea0BepeHHbIX» NOPTax.

ip dhcp snooping database PaspewaeT wucnosnb3oBaHMe pesepBHOro ¢aina (6asbl)
Pe3epBHbIii dain He KOHTpO/A npoToKosia DHCP.

no ip dhcp snooping ncnonbsyerca 3anpewaetr Ucnonb3oBaHWe pesepBHoOro ¢aina (6asbl)

database KOHTpO/IA NpoToKona DHCP.

ip dhcp snooping database 3apgaeT u4actoTy o6HOBneHus ¢anna (6asbl) KOHTpons

update-freq seconds

no ip dhcp snooping
database update-freq
seconds

(600 — 86400)/1200

npoTtokona DHCP.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

ip dhcp information option

no ip dhcp information
option

Mo ymonyaHuio
nobasneHue onuun 82
paspeLieHo

Paspewaet ycTporictey pobasneHne onuum 82 npu pabote
npoTtokona DHCP.

3anpewaet yctpoicTey gobasneHue onuuu 82 npu pabote
npoTtokosa DHCP.

KomaHObI

pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet, uHmepaelica 2pynnsl NOpMos

Bug 3anpoca KomaHAHOW CTPOKU B pexumme KoHurypmpoBaHua uHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.163— KomaHabl perkmma KoHbUrypmposaHus nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHda

3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

ip dhcp snooping trust

Mo ymonyaHuio uHTepdeinc
He ABNAETCA J0BEPEHHbIM

[obaBnsaer uHTepdelc B CNUCOK «AOBEPEHHBIX» NpU
MCMNONIb30BaHMM KOHTpons npoTokosa DHCP. DHCP-tpaduk
«00BEPEHHOro» WHTepdeiica cumtaetca 6e3onacHbiM U He
KOHTpOAUpyeTCA.
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no ip dhcp snooping trust

Ypanaer wuHTepdenc M3  CNUCKa  «A0BEPEHHbIX»  Mpu
MCNONb30BaHUM KOHTPOANA NpoTokona DHCP.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.164 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{tengigabitethernet
te_port |

port-channel group } expiry
{seconds|infinity}

no ip dhcp snooping
binding mac_address
vlan_id

te_port: (1..8/0/1..48)
vlan_id: (1 .. 4094);
group:(1..32);
period: (10..4294967295)

Lobasnaer B daitn (6asy) KoHTpons npotokona DHCP
cooTBeTcTBMe MAC-agpeca KaneHTa, rpynne VLAN m IP-agpecy
019 YKa3aHHOro UHTepdelica.

[aHHas 3anuce byaeTt fencTBuUTENbHA B TEYEHME YKA3aHHOTO B
KOMaHZAEe BPEMEHU XKU3HWU 3aMuUCK, €C/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Talimep 0bHynseTcs
B C/ly4ae NOJlyd4eHUs OT KAMEeHTa 3anpoca Ha obHoBneHue
(KomaHpga A[ocTynHa TONbKO A4 NPUBUAETMPOBAHHOMO
nonb3osatens).

- seconds — Bpems }KU3HW 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHUYeEHoO.

YpanaeTr w3 ¢aina (6asbl) KoHTpons npotokona DHCP
cooTBeTcTBMe MAC-agpeca kameHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

Ounwaer daiin (6asy) KoHTpona npotokona DHCP.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.165 — Komanap! pexkuma EXEC

KomaHda

3HauyeHue

Aelicmeue

show ip dhcp information
option

MokasbiBaeT WHPopmaumo 06 wucnonb3oBaHMM onumn 82
npoTokona DHCP.

show ip dhcp snooping
[tengigabitethernet
te_port |

port-channel group]

te_port: (1..8/0/1..48);
group: (1..32)

MokasbiBaeT KoHoWrypaumio GyHKLMKM KOHTPOAA MNpPOTOKOANA
DHCP.

show ip dhcp snooping
binding [mac-address
mac_address]

[ip-address

ip_address] [vlan vian_id]
[tengigabitethernet te_port
| port-channel group]

te_port: (1..8/0/1..48);
group: (1..32)
vlan_id: (1..4094)

MokasbliBaeT COOTBETCTBMA U3
npoTokona DHCP.

daina (6asbl) KOHTpoNA

[pumepbl 8b1M0AHEHUS KOMAHO

= Pa3spewunTtb ucnonbzosaHne DHCP onuun 82:

console# configure
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console (config)# ip dhcp relay enable
console (config) # ip dhcp information option

= [lokasaTb Bce cooTBeTCTBUA U3 dalina (6a3bl) KOHTPoNA NpoToKkona DHCP:

console# show ip dhcp snooping

DHCP snooping is Disabled

DHCP snooping is configured on following VLANs:

DHCP snooping database is Disabled

Relay agent Information option 82 is Enabled

Option 82 on untrusted port is forbidden
Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 1200 seconds

Interface Trusted

tel/0/17

5.21.4 Konmpone npomokona ARP (ARP Inspection)

®dyHKUMA KoHTpons npotokona ARP (ARP Inspection) npeaHasHayeHa Ans 3almTbl OT aTaK C

ncnosb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npoTtoKona ARP ocyluecTBaseTca Ha OCHOBE cTaTudeckux cootBetcTBuit IP- 1 MAC-agpecos, 3ag4aHHbIX
ana rpynnbl VLAN.

A

v

MopT, cKoHPUrypnpoBaHHbIA «HeaoBepeHHbIM» ana GyHKuum ARP Inspection, gonxeH
TaK}Ke 6bITb «HepoBepeHHbIM» gna ¢dpyHKuum DHCP snooping uam coorBetctBue MAC-
agpeca u IP-agpeca ana 3Toro nopta [ONXKHO 6biTb CKOHPUIypUpoBaHO CTaTUUECKU.
MHaue AaHHbIA NOPT He 6yaeT oTBeuaTb Ha 3anpocbkl ARP.

[Ana HeHapEXXHbIX NOPTOB BbINONHAIOTCA NPOBepPKU cooTeTcTBuUit IP- 1 MAC-aapecos.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHGUrypnpoBaHmsa:

console (config) #

Tabnnua 5.166 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymonuyaHuio dyHKUMA
BbIK/IOYEHA

BK/toYaeT KoOHTpob npoTokona ARP (dpyHKumto ARP
Inspection).

BblKntoYaeT KOHTPOIb NpoToKkona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)

Mo ymonuyaHuio GyHKUMA
BbIK/IOYEHA

PaspelaeT npoBepKy npoTokona ARP, oCHOBaHHyto Ha base
cooTsetcTeuit DHCP snooping, B BbiI6paHHOWM rpynne VLAN.

3anpelyaeT NnposepKy NpoTokona ARP, ocHoBaHHyto Ha 6ase
cootBeTcTBuii DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

MpepocTtaBnaeT cneunduyHble NPOBEPKU ANA KOHTPONA
npotokona ARP.

MAC-agpec nctouHuka: Ans ARP-3anpocos 1 oTBeTOB
nposepaetca cootseTctene MAC-agpeca B 3aronoske Ethernet
MAC-agpecy NCTOYHUKA B cogepumom npotokoaa ARP.

Ethernet-kommymamopsi cepuu MES5000

149



HELTEX

no ip arp inspection
validate

MAC-agpec Ha3HauyeHuA: [1na ARP-oTBeTOB NpoBepsAeTca
cootseTcTBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy
Ha3Ha4yeHUA B coaepKMMom npoTtokona ARP.

IP-agpec: NMposepaeTca coaepmmoe ARP-nakeTa Ha Hannyme
HEeKOppPEeKTHbIX IP-aapecos.

3anpewaeT cneuuduyHbie NPOBEPKM AN KOHTPOA NPOTOKOAA
ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

Mma cnucka
1..32 cumBona

1. Co3gaHue cnmcKa cTaTmyeckux ARP cooTBETCTBUN.
2. Bxop, B perum KoHpurypuposaHua ARP-cnmcKos.

YpaneHue cnvcka ctatudeckmux ARP cOOTBETCTBUN.

ip arp inspection list assign
vlan_id name

no ip arp inspection list
assign vian_id

vlan_id:(1 .. 4094)

HasHayaeT cnmcok ctatuyecknx ARP cooTBeTCTBUI ANA
yKasaHHow VLAN.

OTMmeHSAEeT Ha3HaYeHMe CnNncKa ctatnyeckmx ARP cooTseTcTBuii
Ana ykasaHHol VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection
logging interval

(0..86400, infinite)/5 cek

3afaeT MMHUMaNbHBIN UHTEPBaN MeXAY CoobLeHnAMH,
cogepawmmm nHpopmaumio npotokona ARP,
nepegaBaeMbiMU B XXypHar.

- 3HayeHue 0 yKasblBaeT Ha TO, 4TO coobLyeHna byayT
reHepuMpoBaTbCA He3aMeaNUTE/IbHO;
- infinite — He reHeprpoBaTb cOOBLLEHNI B XKypHa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbI

pexcuma KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica epynnbl Nopmos

Bua 3anpoca KOMaHAHON CTPOKM B pexMme KOHOUTypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.167 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica Ethernet, rpynnel nHtepdeicos

KomaHda

3Ha4yeHue no
YMOAYAHUIO

ip arp inspection trust

no ip arp inspection trust

Mo ymonuaHuio nHTepdeiic
He ABNAETCA LOBEPEeHHbIM

Aelicmeue
[Nobasnaetr wHTepdenC B CMAUCOK «O0BEPEHHBIX»  MpU
MCNONb30BaHMM  KOHTponsa npotokona ARP. ARP-tpaduk

«[0BepeHHOro» UHTepdeica cuutaetca 6e3omacHbiIM W He
KOHTpOAMpYeTCA.

YpanaeT wuHTepdeic M3  CNMCKA  «JO0BEPEHHbIX»
MCNONb30BaHUN KOHTPONA NpoTokona ARP.

npu

KomaHObI pexcuma KoHgu2ypuposaHua ARP-criuckos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypuposaHusa ARP-cnivcKos:

console# configure
console (config)# ip arp inspection list spisok
console (config-ARP-1list) #

Tabnunua 5.168 — KomaHabl pexkuma KoHpurypuposaHua ARP cnuckos

KomaHda

Aelicmeue

ip ip_address
mac mac_address

[obasnset ctatnyeckoe cootsetcTeue IP- 1 MAC-agpecos.
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no ip ip_address mac Ypansaet ctatnyeckoe cootsetctaue IP- 1 MAC-agpecos.
mac_address

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.169 — KomaHabl pexkmma EXEC

KomaHoa 3HayeHue Aelicmeue
show ip arp inspection MoKa3biBaeT KOHPUrypauuio ¢yHKUMWM KOHTPOAA NPOTOKOAA
[tengigabitethernet te_port te_port: (1..8/0/1..48) ARP Inspection Ha BblI6paHHOM nHtepdeiice/scex
| port-channel group] group: (1..32} nHTepdercax
show ip arp inspection list MoKa3blBaeT CNWCKMU CTaTMYeckux cooTeeTcTBuid IP- 1 MAC-
- afpecos (KoMaHAa JOCTYNHA TObKO ANA NPUBUAETMPOBAHHOTO
nonb3osaTens).
show ip arp inspection MoKa3biBaeT CTATUCTUKY 414 CNeAyHWMUX TUMNOB MaKeTos,
statistics [vlan vian_id] KoTopble 6b11M 06paboTaHbl Npy nomoLLm GyHKuMK ARP:
vlan_id:(1 .. 4094) - NnepeaHHble nakeTbl (forwarded);
- noTepsAHHble nakeTsl (Dropped);
- owmn6kKu B IP/MAC (IP/MAC Failures).
:!c:\:irsl?c:r['\)/llzln:'\)/;e;r?_c:;] vlan_id:(1 .. 4094) OuuLLaeT cTaTUCTUKY KOHTPOA NpoToKosa ARP Inspection.

[pumepbl 8b1M0AHEHUS KOMAHO

=  BK/JOYUTb KOHTPOAb npoTokona ARP u pnobaButb B CNUCOK spisok cTaTuyeckoe
cooteeTcTBme: MAC-agpec: 00:60:70:AB:CC:.CD, IP-agpec: 192.168.16.98. HasHauuTb
cnucok spisok ctatnueckmx ARP cooTseTcTBuiA ana VLAN 11:

console# configure

console (config)# ip arp inspection list spisok

console (config-ARP-1list)# ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CMUCKK CTaTMYECKMX cooTBeTcTBUM IP- n MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.22 ®yHKuum DHCP Relay Intermediate Agent

KommyTtatopbl MES5000 nogaeprkuaet ¢yHkumm DHCP Relay areHta. 3agadeit DHCP Relay
areHTa sBnaetca nepenadya DHCP-nakeToB OT K/AMEHTa K cepBepy M obpaTHo, B cnyyae ecnm DHCP-
cepBep HaxoAuTCA B OAHOW CeTU, a KAMeHT B Apyroi. Opyroii dyHKuuMel ssnseTca aobasneHue
AONONHUTENbHbIX onumii B DHCP-3anpockl KaneHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:
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KOMMYTaTOp NpUHMMaeT oT KaneHTa DHCP-3anpockl, nepeaaeT 3TM 3anpockl CepBepy OT UMEHMU
KAneHTa (ocTaaas B 3anpoce onuuu ¢ TpebyeMbiMM KAMEHTOM MapameTpamu M, B 3aBUCMMOCTM OT
KOHduUrypaumm, gobasnas csom onuuu). MNoayyms oTBET OT cepBepa, KOMMYTaTop nepegaeT ero

K/IMEHTY.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabanuya 5.170 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HauyeHue

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BblKNO4YeH

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne ¢pyHKumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address

no ip dhcp relay address
[ip_address]

MoseT 6bITb 3a4aHO A0 8-
MW CEPBEPOB

3apaét IP-agpec pgocrynHoro DHCP-cepsepa ans DHCP Relay
areHTa.

Ypanset IP-agpec n3 cnucka DHCP-cepsepoB ana DHCP Relay
areHTa.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica VLAN

BunA 3anpoca KoOMaHAHOM CTPOKM B pexxume KoHPUrypuposaHma nHtepoeica VLAN:

console# configure
console (config)# interface vlan {vlan id}
console (config-if) #

Tabnuua 5.171 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica VLAN

KomaHda

3HayeHue

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo YMONYAHUIO areHT
BbIKNOYeH

BkntoyeHne ¢yHKkumin DHCP Relay areHTa Ha HacTpavBaemom
nHTepdelice.

BbikntoueHue ¢yHKumMn DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.172 — KomaHab! pexmma EXEC

KomaHda

Aeiicmeue

show ip dhcp relay

Otobparkaet KoHdUrypaumuio HacTpoeHHo ¢yHKumMmM DHCP Relay areHTa gna KommyTatopa v
oTAENbHO AR UHTepdECoB, a TaKKe CNUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cocTonHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled

152

Ethernet-kommymamopsi cepuu MES5000




HELTEX

DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.23 KoHdurypupoBaHue ACL (cnUCKM KOHTpOAA A0CTyna)

ACL (Access Control List — cnmMcoKk KoHTpona goctyna) — Tabaunua, Kotopas onpeaensieT npasuna
dunbTpauMmM BXOAALLErO0 W  uMcxogAawero TpaduKa Ha OCHOBaHWWM nepefaBaemMblXx B MaKeTax
npoTtokonos, TCP/UDP noptos, IP-aapecos nnu MAC-agpecos.

V ACL-cnucku Ha 6ase IPv6, IPvd n MAC-agpecoB He [O0/KHblI MMETb OAMHaAKOBble

Ha3BaHMA.
V IPv6 n IPv4-cnuckmn moryt pabotatb Bmecre Ha ogHom dusmnyeckom uHtepdeince. Cnucok
ACL Ha 6a3e MAC-agpecauum He MOXKET COBMeLW,aTbca co cnuckamu ana IPv4d uan IPv6.

[Ba cnucKka oAMHAKOBOro TMNa He MoryT paboTtaTtb BmecTe Ha uHTepdeiice.

KomaHabl Ans co3gaHus v pefakTMpoBaHMA cnuckoB ACL gocTynHbl B pekume rnobanbHoro
KOHUrypupoBaHms.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

KomaHaHas CTpoka B perkume rnobanbHOro KOHGUrypmMpoBaHMA UMEET BUA,:

console (config)#

Tabnuua 5.173 — KomaHap! ana co3gaHna n KoHoOUrypmupoBaHua cnmckos ACL

KomaHoa 3HayeHue Aelicmeue
ip access-list extended Co3zaHne HOBOro paclumMpeHHoro cnucka ACL ana agpecaumm
access_list IPv4 1 BXOZ B PEXMUM €ro KOHGUrypupoBaHua (ecnu Cnmcok c

[JaHHbIM MMeHeM elle He co3faH) Mbo BXoA4 B pexum
KOHOWIypUpOBaHUA paHee CO34aHHOTO CNMCKa.

no ip access-list extended Ypanenue cnucka ACL ana agpecaunm IPv4,
access_list

ipv6 access-list access_list Co3zaHne HOBOro paclumMpeHHoro cnucka ACL ana agpecaumm
IPV6 1 BXOZ B PeXMM ero KOHGUrypupoBaHua (ecnm cnmcok ¢
JaHHbIM MMEHeM elle He co3faH) AMbo BXOL4 B PEXMM

(0..32) cumeona
KOHOUIYpMpPOBaHWA paHee CO34aHHOro CrucKa.

no ipv6 access-list Ypanenne cnucka ACL ana agpecauunm IPv6’.

access_list

mac access-list extended Co3gaHue Hoeoro crnvcka ACL Ha 6ase MAC-agpecauunn 1 Bxog,
access_list B PEXMM €ero KoHOUrypupoBaHuUA (ecnnm CnmMcoK € AaHHbIM

MMEHeM elle He co3daH) /mMbo  BXoA B pexum
KOHOWUIypUpOBaHUA paHee CO34aHHOIO CNMCKa.

no mac access-list YpaneHnune cnucka ACL Ha ba3se MAC—ap,pecau,mml.
extended access_list

Ona Toro 4tobbl akTMBM3MpOBATb cnucok ACL, HeobxoaoMmo cBA3aTb e€ro ¢ MHTepoencom.
NHTepdelicom, MCNONb3YIOWMM CIUCOK, MOXKeT bbiTb 1nbo nHTepodeic Ethernet, nnbo rpynna nopros.

1 v
B TeKyLei BepcmMm NporpammHoro obecrnedeHus He NoaaepXunsaeTcs
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KomaHObI pexcuma KoHgu2ypuposdaHUa uHmepgetlica Ethernet, 2pynnsi mopmos.

KomaHZHas CTpoKa B pexknume KoHoUrypuposaHusa nHTepdeica Ethernet, rpynnbl noptos nmeet
BUA:

console (config-if)#

Tabanuya 5.174 — KomaHga HasHadeHua cnncka ACL nHtepdeicy.

KomaHoa 3HayeHue Aelicmeue
service-acl input access_list B HacTpolikax onpegenéHHoro ¢usnyeckoro uHTepdeinca
KOMaHAa MNpUBA3bIBAET YKa3aHHbIA CNWCOK K  AaHHOMY
(0..32) cumBona .
MHTepoeWncy.
no service-acl input YaaneHue cnucka ¢ nHtepdeiica.

KomaHObI pexcuma Privileged EXEC

KomaHaHas cTpoka B perkume Privileged EXEC nmeet sua:

console#

Tabnunua 5.175 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHoa 3HayeHue Aelicmeue

show access-lists MokasbiBaeT cnucku ACL, co3gaHHble Ha KomMmyTaTope.
[access_list]

(0..32) cumBona

show access-lists time- MokasbiaeT cnuckn ACL, co3gaHHble Ha KomMmyTaTope,
range-active [access_list] KOTOpblE B HAacToALLEE BPeMA ABAAIOTCA aKTUBHbIMM.
show interfaces access-lists MokasbiBaeT cnnckn ACL HazHayYeHHble uHTepdericam.
[tengigabitethernet te_port: (1..8/0/1..48);
te_port | port-channel vlan_id: (1..4094);
group| vlan vian_id] group (1..32)
clear access-lists counters O6HYUTb BCce cyeTymMkn cnmckoB ACL, nnbo cyeTunku ans
[tengigabitethernet te_port: (1..8/0/1..48); cnuckoB ACL 3agaHHoro uHTepdelica.
te_port | port-channel
group (1..32)
group]
show interfaces access-lists MoKa3bIBAET CYETYMKM CMIMCKOB AOCTYNa.
counters
[tengigabitethernet te_port: (1..8/0/1..48);
te_port | port-channel group (1..32)
group]

5.23.1 KoHgpuz2ypupoeaHue ACL Ha 6a3se IPv4

B oaHHOM pasgene npmBeaeHbl 3HAYEHUA U ONUCAHMA OCHOBHbIX NAPAMETPOB, UCMOb3YEMDbIX B
CcOoCTaBe KOMaHZA HacTpoMKu cnmckos ACL, ocHOBaHHbIX Ha aapecauumn IPv4.

Co3paHue u BXo4, B peXum peaakTupoBaHuA cnnuckoB ACL, oCHOBaHHbIX Ha agpecauun IPv4,
oCylLecTBnAeTcA MO KOMaHAe: ip access-list extended access-1ist. Hanpumep, gna
co3paaHus cnucka ACL noa HasBaHMem EltexAL Heob6xoAMMO BbINOHUTL C/eAyoLLIME KOMaHAbI:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#
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Tabnnuya 5.176 — OcHoBHble NapameTpbl, UCMONb3YEMbIE B KOMAHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JeicTBure ‘paspewnts’ Co3pgaeT paspellatowee npasuno uabtpaumm B cnncke ACL.
deny [Oeictaue ‘3anpetuts’ Co3pgaet 3anpeLlatollee npasuao punbtpauum B cnucke ACL.
protocol Mone npepHasHayeHoO ANA YKasaHWA NpoTokosa (Mau Bcex

NPOTOKO/I0B), Ha OCHOBE KOTOPOro 6yAeT ocCyLiecTe/ifeTcs
dunbtpayus. Mpu BbibBOpe NPOTOKOAA BO3MOMKHbI C/iedytolme
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr,
MpoTokon ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp,
eigrp, ospf, ipinip, pim, [2tp, isis, ipip, Anbo uyncnosoe
3HayeHue NPOTOKOa, B AnanasoHe (0 — 255).

[na  cooTBetcTBMA  NtoBOMY  NPOTOKO/lY  MCMOJb3yeTcA

3HauyeHue ip.
source Aapec UCTOYHMKA Onpegensert IP-agpec UCTOYHMKA NaKeTa.
source-wildcard ButoBas macKa, npumeHaemas K IP-agpecy UCTOYHMKa NaKeTa.

Macka onpegenset 6utbl IP-agpeca, KoTopble Heobxogumo
UrHopMpoBaTb. B 3HauyeHWAa urHopupyembix BUTOB AO/XKHbI
6bITb 3anucaHbl eauHWUUbl. Hanpumep, MCNoOAb3ys MAcKy,
Macka afpeca UCTOYHMKA | MOXHO  onpegenutb Aaa npasuna oéunbtpaumm IP-ceTb.
Y1061 f06aBUTL B Npasuao ¢punbvTpaumum IP-cetb 195.165.0.0,
HeobxoauMo 3apaTb 3HavyeHne mackm 0.0.255.255, To ecTb
COrNacHO JaHHOM macke nocnegHue 16 6uT IP-agpeca 6yayt

UTHOPUPOBATLCA.
destination Azpec HazHayeHun OnpegenseT IP-agpec HasHaYeHWA NakeTa.
destination-wildcard ButoBas macka, npumeHsemana K |P-agpecy HasHayeHusA

naketa. Macka onpegenser 6utbl IP-agpeca, KoTopble
Macka agpeca HasHayeHMA | HeobxoaMMO WrHopMpoBaTb. B 3HauYeHMs UrHopupyembix
6UTOB  AO0/KHbI  6bITb  3anuMcaHbl  eguHUUbl.  Macka
MUCMNONb3YeTCs aHaNorM4yHo macke source-wildcard.

dscp Onpegenset 3HayeHme DSCP-nons diffserv. BoamorkHble Kogpl

Mone DSCP L
one DSCP 8 saronoske L3 | 61 1enwit nons dscp: (0 - 63).

precedence Mpuoputert IP Onpeaensnet npuoputeT IP-TpaduKa: (0-7).

icmp-type Tun coobweHunit npotokona ICMP, wcnonb3yembit ans
dunbTpaumm ICMP-nakeToB. BoamoxcHble munbl coobujeHuli
nonA icmp-type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
- problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris,
Aubo yucnosoe 3HaveHuUe muna coobujeHus (0 — 255).

icmp-code Koa coobuieHunit npotokona ICMP, wucnonb3yembit  ansa
dunbtpaumm ICMP-naketoB. Bo3MorKHble Koapbl COObLLEHMM

nons icmp-code: (0 — 255).

Kopa coobuieHunn
npoTtokona ICMP

igmp-type Tun coobuweHnit npotokona IGMP, ucnonbayemblt ans
dunbTpaumm naketos IGMP. Bo3MOKHble TWUMbl COOBLLEHMI
nons igmp-type: host-query, host-report, dvmrp, pim, cisco-
trace, host-report-v2, host-leave-v2, host-report-v3, nubo
4YMCNIOBOE 3HaYeHue TUna coobuieHns, B ananasoHe (0 — 255).

Tun coobulieHunn
npoTtokosa IGMP

destination-port Bo3moxHble 3HayeHMA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
UDP/TCP-nopt HasHaueHus | (70) hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp  (117), whois  (43), www  (80);

source-port UDP/TCP-nopr uctoutmka | A" UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
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(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).
JInbo uncnosoe 3HaveHue (0 — 65535).

list-of-flags Echm  pna  ycnosua dunabTpaumm  ¢dnar  goKeH  6biTb
YCTaHOB/IEH, TO Nepes HUM CTaBUTCA 3HAK «+», €ClU He
[O/MKeH b6biTb YCTaHOB/IEH, TO «-». BO3MOMHble BapuaHTbl
dnaros.: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin. Mpu uncnonb3oBaHWW HeCcKoNbKMX ¢naros B
ycnosumn GpuabTpaumu, eaarm ob6beguHATCA B OAHY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

®narn npotokona TCP

BbIkfloYaeT MopT, C KOTOporo 6bl1  MPUHAT  MakerT,
VYO,0B/ETBOPAOWMIA ycioBuaMm noboli M3 KomaHg, 3anpeTa
deny, B cocTaBe KOTOpOM, 6b110 ONKcaHo none.

disable-port
OTKAtOYEeHMe nopTa

log-input Bkntouyaer OTNpPaBKY WHPOPMALMOHHbIX COObLLIEHMIA B
OTnpaBKa coobLueHuit CUCTEMHBIN KypHan npyv MOMYyYEeHUM MaKeTa, KOTopbIi
COOTBETCTBYET 3aNNUCK.

/ [nsa Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyercs
' napameTp «any».

/ Mocne Toro Kak XoTb ogHa 3anucb gobasneHa B cnucok ACL, nocnegHeit No ymonyaHuilo
‘ pobaBnsaetca 3anucb deny any any any, KOTopaA O3Ha4yaeT MTHOPMPOBAHME BCEX NAKETOB

He ypaoBnetrsopaowmx ycnosmam ACL.

Tabnunua 5.177 - KomaHgbl, ucnonb3yemble ans HacTporikn ACL cnnckoB Ha ocHoBe IP-agpecauunmn

KomaHoa

Aeiicmeue

permit protocol

{any|source source_wildcard}
{any|destination destination_wildcard}
[dscp dscp | precedence precedence]

[obasnaer paspelatollyto 3anucb GUNbLTPaLUKM Ana NpoTokona. MakeTsl,
oTBevaloLLMe yCIoBUAM 3anucK, byayT o6pabaTbiBaTbCA KOMMYTAaTOPOM.

permit icmp

{any|source source_wildcard}
{any|destination destination_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]

[JobasnaeT paspelwatowyto 3anuco ¢uabTpauumn ans npotokona ICMP.
MakeTbl, OTBevalowme ycnoBuAM 3anucu, 6yayt obpabaTbiBaTbCA
KOMMYTaTOPOM.

permit igmp

{any|source source_wildcard}
{any|destination destination_wildcard}
[igmp_type]

[dscp dscp | precedence precedence]

[obasnaeT paspelwarowyro 3anucb ¢uabTpaumm gaa npotokona IGMP.
MakeTbl, OTBevaloWwMe ycnosuAm 3anucu, byayT obpabaTbiBaTbcA
KOMMYTaTOpOM.

permit tcp

{any|source source_wildcard}
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[obasnaeT paspellatollyto 3anucb ¢uabTpaumm ans npotokona TCP.
MakeTbl, oOTBevatowme ycnosuam 3anucu, byayT obpabaTbiBaTbea
KOMMYTaTOpOM.
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permit udp

{any| source source_wildcard}

{any| source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]

[obasnaeT paspewatowyio 3anucb ¢uabTpaumm ans npotokosna UDP.
MakeTbl, OTBevaloWMe ycnosuAm 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOpOM.

deny protocol

{any|source source_wildcard}
{any|destination destination_wildcard}
[dscp dscp | precedence precedence]

[disable-port|log-input]

[JobasnaeTt 3anpeLatoLLyto 3anuce GpunbTpauum Ans npotokona. MNakeTsbl,
oTBevaloWme ycnoBMAM 3anucu, ByayT 610KMPOBaTbCA KOMMYTaTOPOM.
Mpu wucnonb3oBaHUM Katouyesoro cnosa disable-port du3smnyeckmni
UHTepdeic, MNPUHABWIMIA TaKoW nakeT, 6ygeT BbikAloYeH. [pwu
MCNO/MIb30BaHMM  K/loyeBOro cnosa log-input 6ypetr  oTnpasnaeHo
CcoO0bLIEHME B CUCTEMHDIN KYpPHa.

deny icmp {any|source source_wildcard}
{any|destination destination_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]

[disable-port|log-input]

[obasnseT 3anpewatollyo 3anucb GuabTpaumm gaa npotokona ICMP.
MakeTbl, oOTBevyawlMe ycnoBMAM 3anucu, 6yayT 6nokuposaTtbea
KommyTatopom. Mpu uMcnonb3oBaHWMM KitoveBoro cnosa disable-port
du3nyecknin nHTepdenc, NPUHABLIKUIA TaKoW NakeT, byaeT BbIK/OYEH.

Mpu wncnonb3oBaHuM KatyeBoro cniosa log-input 6ypeT oTnpasnaeHo
coobLLEHME B CUCTEMHDIN KYpHa.

deny igmp {any|source source_wildcard}
{any|destination destination_wildcard}
[igmp_type]

[dscp dscp | precedence precedence]

[disable-port|log-input]

JobasnsaeT 3anpewgatowyto 3anuce GuUabTpauum gas npoTtokona IGMP.
MakeTbl, oOTBevYallWMe YyCnOBMAM 3anucu, 6yayT 610KuMpoBaTbCA
KoMmMyTaTopom. [pu MCNo/Ab30BaHMM KAaluyeBoro cnosa disable-port
dusnyecknii HTepdeic, NPUHABLLMIA TaKoW NakeT, byaeT BbikAoyeH. Mpu
MCMNO/Ib30BaHMM  K/OYeBOro cnosa log-input 6ypetr  oTnpaBiaeHo
coobLieHne B CUCTEMHbIN KypHa.

deny tcp {any| source source_wildcard}
{any|source_port}

{any|destination destination_wildcard}
{any|destination-port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[disable-port|log-input]

[JobasnaeT 3anpelwatowyo 3anucb GuabTpauMmM Ana npotokona TCP.
MakeTbl, oOTBevawlwme ycnoBuAM 3anucu, b6yaytr 6nokuposaTtbea
KommyTatopom. [pu ucnonb3oBaHWUM KatoueBoro cnosa disable-port
dur3nyecknin nHTepdeic, NPUHABLLMI TaKoM NakeT, byaeT BbikAoYeH. Mpu
MUCNONb30BaHUM  KnkoyeBoro cnosa log-input 6Gyper  oTnpasfieHo
cooblieHMe B CUCTEMHbIN KypHan.

deny udp {any| source source_wildcard}
{any| source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]

[disable-port|log-input]

[obasnaeT 3anpeliatowyto 3anuce GuabTpaumm ana npotokosna UDP.
MakeTbl, oOTBevawlwMe ycnoBuAM 3anucu, b6yayTr 6nokuposaTtbea
KommyTatopom. [pu ucnonb3oBaHWM KatouesBoro cnoBa disable-port
du3nYecknin nHTepdeic, NPUHABLIKIA TaKOW NaKeT, ByAeT BbIKNOYEH.

5.23.2 KoHgpu2ypupoeaHue ACL Ha 6a3se IPv6

B gaHHOM pa3gene npuseaeHbl 3Ha4YeHNA U ONUCAHNA OCHOBHbIX NapameTpoB, UCMO/b3YEeMbIX B
coctaBe KOMaH/, HacTpoiku cnnckos ACL, ocCHOBaHHbIX Ha aapecauuu IPv6.

CospaHue u BXo4, B pexum pefaktuposaHuA cnuckoB ACL, oCHOBaHHbIX Ha agpecauun IPv6,
OCYyLLEeCTBNAETCA NO KOMaHAe: ipvé access-list access-list. Hanpumep, ana cosgaHua
cnucka ACL nog HasBaHMem MESipv6 Heob6x0AMMO BbINOJIHUTD CAeAytoLmne KOMaHAabI:

console#
console# configure

console (config) # ipv6 access-list MESipv6

console (config-ipve-al) #

Tabnnua 5.178 — OcHoBHble NapameTpbl, UCMONb3YeMble B KOMaHAAX

lapamemp 3HayeHue Aelicmesue
permit [eWctBue paspewmnTb Co3gaeT paspeLlatowee npasuno uabtpaumm B cnncke ACL.
deny [OevictBue 3anpeTuTb Co3gaeT 3anpeLatolee npasuio puabTpaunm B cnucke ACL.
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protocol

MpoTokon

Mone npeAHasHa4YeHO ANA yKasaHWA MNpPoOTOKona (MaM Bcex
NPOTOKO/NI0B), Ha OCHOBE KOTOPOro 6ypeT ocyliecTBaserca
dunbTpauma. Npu BoiIbope NPOTOKONA BO3MONXKHbI cCnefytoline
BapuaHTbl:  icmp, tcp, udp, nnbo uucnoBoe 3HaveHue
npoTokona —icmp (58), tcp (6), udp (17).

Ona  cootBeTcTBuA  nt0bOMy  NPOTOKONY  MCMOAb3yeTcs
3HayeHwue ipv6.

source-prefix/
length

Aapec oTnpasuTens u ero
A/MHa

OnpeaenseT IPv6-agpec u aavHy npedukca cetn (0-128)
(KonnuecTBo cTapwmnx 6BUT agpeca) UCTOYHMKA NaKeTa.

destination-prefix/
length

Afpec Ha3zHayeHua u ero
ANMHa

Onpegenset IPv6-agpec n anvHy npedukca cetm (0-128)
(KonunuecTBo cTapwmnx 6UT agpeca) HasHaYeHMs NakeTa.

dscp None DSCP & saronoske L3 Onpe,u,enﬂeuT 3HavyeHne DSCP-nonsa diffserv. BosamoskHble Koabl
coobuieHunit nona dscp: (0 —63).
precedence Mpuoputert IP OnpeaensneT npuoputeTt IP-Tpadumka:(0-7).
icmp-type Ucnonb3yetca ana éunbtpauumn ICMP-naketoB. Bo3moxkHbie
TUMbl M YUCNOBblE 3HaYyeHWs coobuweHuin nons icmp-type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Tun coobuweHun
1boTOKOAE ICMP (3), parameter-problem (4), echo-request (128), echo-reply
P (129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp-code Kopg, coobuweHunit Ucnonb3yetca ana éounbtpauun ICMP-naketoB. Bo3moxkHbie

npoTtokona ICMP

3HayeHus nona 0 — 255.

destination-port

UDP/TCP-nopT Ha3HayYeHun

source-port

UDP/TCP-nopT UCTOYHMKA

Bo3moxHble 3HauyeHus nonsa TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), lpd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp  (117), whois  (43), www (80);
ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).
JInbo uncnosoe 3HavyeHue (0 — 65535).

list-of-flags

®narn npotokona TCP

Echm  pna  ycnosua odunbtpaumm  dnar  gokeH  ObiTb
YCTaHOB/EH, TO MNepes HWM CTaBUTCA 3HAK «+», ecan He
[o/MmKeH 6biTb YCTaHOBAEH, TO «-». BO3MOXKHble BapuaHTbI
dnaros: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin.

disable-port

OTKAtoveHune nopta

Bblk/iloYaeT nopt, C KoToporo 6bln  NPUMHAT  Naker,
YAOBNETBOPAOWMIA ycnosmuam noboi M3 KomaHg 3anperta
deny, B cocTaBe KOTOPOI, BbIJI0 ONUCAHO NoJe.

log-input

OTnpasKa coobueHuni

Bkatouaet OTNpaBKy WHOOPMALMOHHBIX CcoObLeHni B
CUCTEMHBIM  KYpPHan npu NOAYYEHUU NaKeTa, KOTOPbIi
COOTBETCTBYET 3aMucK.

/ [na Bbibopa Bcero guanasoHa napametpos, Kpome dscp u ip-precedence ucnonbsyerca
' napameTp «any».

V MNocne Toro, Kak xotA 6bl ogHa 3anucb AobasneHa B cnucok ACL, nochegHMumu no
‘ yMmonyaHuio pgobasnatotca 3anmucu permit-icmp any any nd-ns any, permit-icmp any any
nd-na any u deny ipv6 any any, aBe nepBbIX U3 KOTOPbIX pa3peLualT NOUCK cocegHux IPve
YCTPOWMCTB € nomolubio npotokona ICMPv6, a nocnegHAs o3HavyaeT UrHOpPUpOBaHUE BCex
nakeToB, He yaosaeTsopsaowmx ycnosuam ACL.

158

Ethernet-kommymamopsi cepuu MES5000




HELTEX

Tabnnuya 5.179 — KomaHabl, ucnonb3yemble ans Hactpolikn ACL cnnckos Ha ocHoBe IPv6-agpecaunm

KomaHoa

Aelicmeue

permit protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]

[obaBnseT paspelatoLLlyto 3anuce GUAbTpaLUM ANA NPoToKoa. MakeTbl,
oTBeYatoLLMe ycnoBuam 3anucu, byayT o6pabaTbiBaTbca KOMMYTATOPOM.

permit icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]

[obasnseT paspellatolyto 3anucb GpuabTpaumm gas npotokona ICMP.
MaKkeTbl, OTBevalolWwme ycnoBMAM 3anucu, 6yayT ob6pabaTbiBaTbCA
KOMMYTaTOpPOM.

permit tcp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[match-all list_of flags]

[ob6asnseT paspelalowyo 3anucb ¢GuabTpauumn ana npoTtokona TCP.
MakeTbl, oOTBeYatlOWMe ycnosusm 3anucu, bOyayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[JobasnaeT paspewatrowyro 3anuce ¢GuabTpauum gas npoTtokona UDP.
MakeTbl, oOTBeYatlOWMe ycnosusm 3anucu, bOyayT obpabaTbiBaTbeA
KOMMYTaTOpPOM.

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[disable-port|log-input]

[obasnseT 3anpeLatoLyto 3anncb GUAbTpaLMKU aNa NPoToKona. MakeTsl,
oTBeYaloLLMe yCa0BMAM 3anucu, byayT 610KMPOBaTbCA KOMMYTaTOPOM.
Mpu wucnonb3oBaHun KntodeBoro cnosa disable-port dusnyeckuit
UHTEepderc, NPUHABLUMI TaKoW nakeT, OyaeT BbikAloueH. [pu
MCNONb30BaHMM  KoueBoro cnosa log-input 6ypeTr  OTnpaBiAeHO
COOBLLEHNE B CUCTEMHDIV KYpPHa.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[disable-port|log-input]

[ob6asnaeT 3anpelyatollyto 3anucb ¢ounbTpauum ans npotokona ICMP.
MakeTbl, oOTBevallWMe YycnoBUAM 3anucy, 6yayT 610KMpoBaTbes
KommyTaTopom. [pu wucnonb3oBaHuMM Katoyesoro cnosa disable-port
dU3nYeCcKUin HTEpdENC, NPUHABLLMIA TaKoW NaKeT, ByaeT BbikAloYeH. Mpu
MCMONb30BaHUW  Kno4eBoro cnosa log-input 6Gyper  oTnpasfieHo
co0bLLeHNE B CUCTEMHBIM XKypHa.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]
[disable-port|log-input]

[obaBnseT 3anpeljatowyto 3anucb GunbTpauuu ana npotokona TCP.
MakeTbl, OTBevalolMe ycioBMAM 3anucy, OyayT  6GaokupoBaTbea
KommyTaTopom. [pu ucnonb3osaHumn Kntouesoro cnosa disable-port
dU3NYECKNIt HTEpdENC, MPUHABLLMIA TaKoM NaKeT, byaeT BbikAtoueH. Mpu
MCnonb3oBaHUM  Knloyesoro cnosa log-input  6yaetr oTnpasneHo
CcOO0bLLEeHNE B CUCTEMHbIN KYpHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]
[disable-port|log-input]

Job6asnaeT 3anpelwatollyto 3anuce GuabTpaumm paa npotokona UDP.
MakeTbl, oTBevallWwMe ycnosuam 3anucu, 6yayT 610KMpoBaTbeA
KommyTaTopom. [lpu wucnonb3oBaHMKM KatoyeBoro cnosa disable-port
duU3MYecKnii MHTepdEc, NPUHABLLMIA TaKoM NakeT, byaeT BbikAtoYeH. Mpu
MCNoNb30BaHMKM  K/loyeBoro cnoea log-input 6ypetr  oTnpasneHo
COObLLEHNE B CUCTEMHBII XKypHa.
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5.23.3 KoHgpuzypuposeaHue ACL Ha 6a3e MAC1

B naHHOM pasaene npmBegeHbl 3HAYEHUA U ONUCAHMA OCHOBHbLIX NAPAMETPOB, UCMOb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CospaHue u BXOA4 B pexuMm pedaktMpoBaHuAa cnuckos ACL, ocHoBaHHbIX Ha MAC-agpecauumu,
OCYLLECTBNAETCA NO KOMaHAe: mac access-list extended access-list. Hanpumep, ons cosgaHua

cnucka ACL nog HasBaHMeM MESmac Heo6xoAMMO BbINOHUTL C/IEAYIOLNE KOMAHAbI:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 5.180 - OcHOBHbIE NapaMeTPbl, UCMO/Ib3YEMbIE B KOMaHAAX.

Mapamemp 3HavyeHue Aelicmeue
permit [JevictBue paspewnTb Co3pgaeT paspelatowee npasuno uabtpaumm B cnncke ACL.
deny [lelicTaue 3anpeTuTs Co3gaeT 3anpeLlatollee Npasuao puabTpaumnm B cnucke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec UCTOYHMKaA NaKeTa.

source-wildcard

buTtoBasa macka,
npumeHaemasa Kk MAC-
aZpecy UCTOYHMKA NakeTa

Macka onpegenset 6utel MAC-agpeca, KoTopble HEO6X04MMO
WUrHOpPUPOBaTb. B 3HauyeHWs UrHopupyembix OUTOB [O/KHbI
6bITb 3anucaHbl eauHMUbl. Hanpumep, uMcnonb3ys Macky,
MOXHO onpeaenvTb Aaa npasuaa GUAbTPaLMM AManasoHa
MAC-agpecos. YTobbl f06aBuTb B NpaBuao GpuabTpauumn Bce
MAC-agpec HaumHatowmecs Ha 00:00:02:AA.xx.xx, Heobxoaumo
3a4atb 3HayeHuMe Mmackm  0.0.0.0.FF.FF, Tto ecTb, cornacHo
OaHHOW macke, nocneaHuve 32 6uta MAC-agpeca 6yayt He
BaXXHbl ANA aHanuM3a.

destination

Appec HasHayeHuA

Onpegenset MAC-agpec HasHayeHMA nakeTa.

destination-wildcard

butoBasa macka,
npumeHaemas K MAC-
afpecy Ha3HayeHMA NakeTa

Macka onpegenset 6utel MAC-agpeca, KOTopble HeE0ObX04MMO
WUrHOPUPOBaTb. B 3HauyeHWs UrHopupyembix OUTOB [O/KHbI
6bITb 3anMcaHbl eauHULbI. MacKka MCNonb3yeTca aHasorMyHo
macke source-wildcard.

vilan_id [nanasoH 3Ha4yeHul Moaceto VLAN ¢dunbTpyembix NakeTos.
(0 .. 4095)
cos [unanasoH 3Ha4yeHul Knacc obcnyxunsanus (CoS) punbTpyembix NakeTos.
(0..7)

cos-wildcard

buTtoBasa macka,
npumeHaemas K Knaccy
obcnyknsanus (CoS)
dUNbTPyEMbIX NAKeTOB

Macka onpegenser 6utbl CoS, KoTopble HeobxoaMmo
UrHOPMPOBaTb. B 3HauyeHWA urHopupyembix OUTOB AOMXKHbI
6bITb 3anucaHbl eanHuLbl. Hanpumep, 4tobbl McNonb3oBaTh B
npasune ¢unbrpaumm CoS 6 n 7, Heobxoammo B none CoS
yKasaTb 3HayeHue 6, 1Mbo 7, a B nose macku 3HadveHve 1 (7 B
ABOUYHOM npepcTtasneHmn — 111, 1 — 001, nonyyaeTtca, 4to
nocnefHuii 6uT, 6yaet UrHopuposaTtbea, To ecTb CoS morkeT
6bITb 60 110 (6), Mmbo 111 (7)).

eth-type [lnanasoH 3HaueHuit Ethernet Tn ¢uabTpyembIx NaKkeToB B LieCTHaALATEPUYHOM
(O .. OXFFFF) 3anucu.
disable-port i BblKnto4aeT MopT, C  KOTOPOro Obln  MPUHAT  MakerT,
yA0BNETBOPAIOLWNIA YCNOBUAM KOMaHAbI 3anpeTa deny.
log-input Bkatouaet oTNpaBKky WHOOPMAUMOHHbIX CcOOBLLeHNA B
OTnpaBsKa coobLieHni CUCTEMHBIM  XKYpHan npuv MOAYYEHUWM MaKeTa, KOTOPbIN
COOTBETCTBYET 3aMuUCHK.
V p,ﬂﬂ Bbl60pa BCero AuvanasoHa napameTpos, Kpome dscp n ip-precedence ucnonbsyetca
napamertp «any».

1 o
B TeKkylwen BepcuMm NporpammHoOro obecneyeHus He noaaepXxuneaetca

160

Ethernet-kommymamopsi cepuu MES5000




HELTEX

/” MNocne Toro Kak xotAa 6bl oaHa 3anucb pobasneHa B cnucok ACL, nocnegHeir no
ymonuaHuio gobaensaerca 3anucb deny-any-any, KoTopas 0O3HayaeT UTHOPUPOBaHUe BCeX
NakeToB He yaoBaeTsopAlowmx ychosnam ACL.

Tabnunuya 5.181 — KomaHabl, Mcnonb3yemble ansa Hactpolikn ACL_cnmnckos Ha ocHoBe MAC-agpecaumm

KomaHoa Aelicmeue
permit [obaBnser paspewarowyo 3anucb ¢uabTpauun. [lakeTbl, oTBevarowme
{any|{source source_ wildcard} yC/I0BUAIM 3anumcK, byayT 06pabaTtbiBaTbCA KOMMYTAaTOPOM.

{any|destination destination_wildcard}
[vlan vian_id]
[cos cos cos_wildcard] [eth_type]

deny [obasBnser 3anpelwatowyo 3anucb ouabTpauun. [lakeTbl, oTBevalowme
{any|{source source_wildcard} ycnosusm  3anucu,  6yayT  610KMpoBaTbcA  KOMMyTaTopom.  [pu
{any|{ destination destination_wildcard}} MUCNONb30BaHUKN KaloyeBoro cnosa disable-port, ¢usnyeckuin nHtepodeiic,
[vlan vian_id] NPUHABLUKUI TaKoW NaKeT, byaeT BbIKAOYEH.

[cos cos cos_wildcard] [eth_type] Mpn wncnonb3oBaHWM KAYeBOro cnosa log-input 6yaet oTnpaBneHO
[disable-port|log-input] CO0bLEHME B CUCTEMHDIN KYpPHa.

5.24 KauectBo 06cnyxusaHusa - QOS

Mo ymo/iyaHUIo Ha BCex MopTax KOMMYyTaTopa UCMNOJIb3yeTcs opraHmn3auusa odepenm nNaketos no
meTtoay FIFO: nepsbiii npuwen — nepsblit ywén (First In — First Out). Bo Bpems MHTEHCUBHOW Nepeaayn
TpadMKa nNpU WUCNONb30BaHUM [AHHOIO MeTOoAa MOTYT BO3HMKHYTb MPO6AEMbl, MOCKOJbKY
YCTPOMCTBOM MTHOPUPYIOTCS BCE MaKeTbl, He Bowealwue B bydep ouepean FIFO, M cOOTBETCTBEHHO
TepAloTcs 6e3B03BPATHO. PellaeT AaHHYO Npobaemy MeToA, OPraHMU3yoWwmMii ouepeam no nNpUopUTeTy
Tpadpuka. MexaHmam QOS (Quality of service — kKauyecTBO 06CNyXMBaHWA), peanvu3oBaHHbIA B
KommyTaTopax MES5000, no3BonseT OpraHM30BaTb BOCEMb O4Yepeaelt npuopuTeTa MNAKeToB B
33aBMCMMOCTM OT TMNA NepesaBaeMbIX AaHHbIX.

06cny:K1uBaHue ouepeaei

AnropuTmbl  0BCNYXKMBaHMA oOuyepeseit MNO3BOMAT MNPefOCTaBAATb PasHbli ypoBeHb QOS
TpaduKy pasHbIX KnaccoB. KaxKaaa odyepelb 3aHMMAETCA MaKeTamu C onpeaesieHHbIM NPUOPUTETOM.
TpebyeTca, uTobbl BbICOKONPUOPUTETHLIN TpaduK 06pabaTbiBancA ¢ MUHMMANbHOW 3a4epPrKKON, HO
npy 3TOM He 3aHMMan BCHO MOJIOCY MPOMYCKaHMA, U YTOBbl TpadMK KaXKAOoro M3 OCTasibHbIX TUMOB
obpabaTbiBancA B COOTBETCTBUM C €ro MPUOPUTETOM. ITO peanmsyeTca Npu NMOMOLLM MeXaHW3ma
«oTceyeHMa xBocTa» (tail-drop), mMcnonb3oBaHMA BMPTYanbHbIX NaKeTHbIX 6ydepoB M HACTPOMNKM
pasmepoB oyepeaei.

B KomMmyTaTope MMeeTca HAcTPOWKa MO YMONYAHWUIO ANA Pa3sMepoB oyepesein M napameTpos
BMPTYyasibHbIX NAKeTHbIX bydpepos. MpM HEOBXOAMMOCTU AaHHYHO HACTPOMKY MOMKHO M3MEHWUTb Npu
nomolLLM mexaHm3ama «qos tail-drop profile».

5.24.1 Hacmpoiika QoS

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnuya 5.182 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

Komanda Aelicmeue
YMOAMYAHUIO
qos [basic | advanced] PaspelsaeT KommyTaTopy Mcnonb3osatb QoS.
- basic — 6a308BbIit pexxum QoS;
- advanced — paclumpeHHbIli pexxum KoHburypmposaHma QoS,
Jbasic BK/IIOYAIOLMIN NONHBIN NepevyeHb KOMaHA HAacTpolikn QoS.
no qos YcTaHOBUTb MexaHM3M nepegayn gaHHbIx FIFO.
V Hactpoiiku QOS npu aTom 6yayT yaaneHsbl.
qgos tail-drop profile Co3paTb npodunb gos tail-drop.
rofile_id | cpu
{profile_id | cpu} profile_id: (1..3)

no qos tail-drop profile
{profile_id | cpu}

Ynanute npodunsb qos tail-drop.

gos tail-drop mirror-limit
{rx | tx} packets

no qos tail-drop
mirror-limit {rx | tx}

packets : (0..5902)/10

3agaTb pa3mep bydepa 4nA 3epKasMpoBaHnA
BxoAsAuero/ucxoaaliero Tpaduka

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

gos tail-drop
multicast-limit value

no qos tail-drop
multicast-limit

value: (0..4096)/2688

3afaTb 3Ha4YeHMe ucnosblyemblx multicast-nakeTtos.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

class-map
class_map_name [match-
all| match-any]

no class-map
class_map_name

(1..32) cumBonos

Mo ymonyaHuio
MCMoJib3yeTca onuma
match-all

1. Co3paeT cnucoK Kputepues KnaccuduKaumm Tpaduka.

2. Bxoaut B pexuMm penakTUpOBaHMA CNUCKA KpuTepues

Knaccudukaumm Tpadpumka.

- match-all — Bce KpuTepum gaHHOro cnucka foMKHbI BbITb

BbINO/IHEHDI;

- match-any — oguH, nto6oi KpuTepuii JaHHOTO cNMcKa

[O/KeH BbITb BbINOHEH.

V’ B cnucke KputepueB MOKeT 6biTb O4HO WUAM ABA
npasuna. Ecam npasuna ABa, n 06a OHM yKasblBalOT

Ha pasHbie Tunbl ACL (IP, MAC), To Knaccudukauma 6yaer

OCYLLEeCTBNATLCA MO NEPBOMY B CIMCKE BEPHOMY NpasBuay.

V DeiictByeT TONbKO AnA pexxuma qos advanced

Ypanaer cnucok Kputepures Knaccudurkaumm Tpaduka.

policy-map
policy_map_name

no policy-map policy_map-
name

(1..32) cumBonoB

1. Co3paert cTpaternio Knaccudurkaumm Tpaduka.
2. BXoAuT B peXXnm pefakTMpoBaHuMA cTpaTernm
KnaccuduKkaumm TpaduKa.

V‘ B oaHOm HanpaB/ieHUMU NOAAEPIKMBAETCA TOJbKO
OAHa cTpaTterna Knaccupukaumm Tpadpumka.
Mo ymonuaHuio policy-map ycraHasnusaer DSCP=0 pgna IP-
naketos u CoS=0 ana TerMpoBaHHbIX NAaKETOB.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

YpanseT npaBuno Knaccuoukaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte [exceed-
action {drop | policed-
dscp-transmit}]

aggregate_policer_name:
(1..32) cumBona

committed_rate_kbps:
(3..57982058)

committed_burst_byte:
(3000..19173960)

Onpe,u,enﬂeT wabnoH HacCTpoeK, KOTOprVI nossosAer
OrpaHnNYNTb NMOJIOCY NPOMYCKAaHUA KaHana M B TO Xe BpemA
rapaHTMpOBaTb onpeaeneHHyr CKOPOCTb Nepeaavn AaHHbIX.

Mpu paboTe C NOAOCON NMPOMYCKaHMA UCMO/b3YETCA aNrOPUTM
MapKMPOBAHHOM «KOP3MHbI». 3agayeit anroputma ABAAETCA
NPUHATME pPELleHUsA: nepeaaTb NaKkeT WAM  OT6POCUTL.
MapameTpamu asropuTma ABAATCA — CKOPOCTb NOCTYM/IeHUA
(CIR) MapKepoB B «KOP3MHY» U 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpefiHee 3HaYeHue CKOpPOCTH
TpadwKa, kK6uT/c. laHHan CKOPOCTb rapaHTUpyeTCca Npu
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no qos aggregate-policer
aggregate_policer_name

nepegaye nHbopmaumu;

- committed_burst_byte — pasmep CAEPKMBAIOLLETO Nopora B

baiTax;

- drop — nakeT byaeT oTbpoLLUEeH, Koraa «Kop3mHa»

nepenosiHUTCS;

- policed_dscp_transmit — npu nepenonHeHNN «KKOP3nHbLI»

3HayeHue DSCP 6yaeT nepeonpeaeneHo.

V' Henb3a ypanutb wabnoH HacTpoek, €ciM OH
ucnonbsyercA B cTpaterum policy map, nepep

ypaneHmem cnepayeT yAanuTb HasHauyeHue wWwabnoHa

crpaTteruu: no police aggregate aggregate_policer_name.

\ [eiicTByeT TONbKO ANA pexuma gos advanced.

Ypansaet wabaoH HaCTPOEK PeryanmpoBaHmn CKOPOCTU KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue-id: (1..4);
cosl...cos8: (0..7);

3HauveHua CoS no
YMONYAHMIO 417 oYepeaent:
CoS=1-ouepegb 1
CoS =2 —ou4epegb 1
CoS =0 —o4yepegb 2
CoS =3 —ouepegp 2
CoS =4 —ouepegp 3
CoS =5 —ou4epegb 3
CoS = 6 —ouyepeab 4
CoS =7 —ouepegb 4

Onpegensetr 3HaveHus CoS ana ouvepesent  uMcxogsaLero
Tpaduka.

YcTaHaBAuBaeT 3HaYeHUA N0 YMOMYAHMUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

(0..255)/1

Mo ymonyaHuto Bec Kaxaon
oyepeam paseH 1

MpuceanBaeT Bec WCXOAAWMM O4vepessm, WCMNONb3yeMbli
mexaHusmom WRR (Weighted Round Robin — Becosoi
MeXaHM3M pacnpeseneHunn Harpysku).

Mpu wucnonb3oBaHUM Beca UCXOAALWMUX ouepeaei
V HeobxoaMmo 3apaBaTb NPUOPUTETHOCTb oyepeamn Ha
uHTepdeiice: priority-queue out.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

priority-queue out num-of-
queues number_of_queues

no priority-queue out num-
of-queues

number_of_queues: (0..8)

Mo ymonyanuio,
NPUOPUTETHBIX oYepesen
HeT.

3aaeT HoMep NPUOPUTETHON oYepeau.
Ana npuopuTeTHOW ouepeau
MrHopupoBaTbCA.

Bec WRR 6yger

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

gos wrr-queue threshold
tengigabitethernet
queue_id
threshold_percentage

Nno qos wrr-queue

queue_id: (1..8)

threshold_percentage:
(0..100)

Mo ymoA4YaHuIo 3HaueHne
MOpPOroBbIX HaCTPOEK A9
oTbpacbiBaHUA

YcTaHaBAMBaeT MOPOroBble 3HaAYeHMs A1 OoTOpacbiBaHUA

M36bITOYHOrO TpaduKa ovepeam.

V’ O6bem TpaduKa B 3aBUCMMOCTU OT €ro npuopurteta
CpaBHMBAETCA C COOTBETCTByOWMM noporom. Ecam

nopor  MNpeBbilEH, naketbl C  COOTBETCTBYHOLUMM

npuoputeTom c6poca 6yayT oT6pacbiBaTbCA B TeYEHUE BCero

BpeMeHU, NoKa Nopor NpesbilUeH.

DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHuA noporos nNo ymon4aHuio

threshold n3bbITOYHOro Tpaduka

tengigabitethernet pasHo 80%

queue_id

gos map policed-dscp dscp_list: (0..63) 3anonHaeT Tabnuuy nepemapkuposkn DSCP. [na Bxoaawmx
dscp_list to NaKeToB C YKasaHHbIMK 3HayeHusmu DSCP 3apjaeT HoBoe

dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_mark_down: (0..63)

Mo ymonyanuto Tabnmua
NOBTOPHOW MapKUPOBKM
ABNAETCA NYCTON, TO eCcTb
3HayeHma DSCP ana scex
BXOZALLMX NaKeTOB
OCTaloTCA HEM3MEHHbBIMM

3HayeHue DSCP.

- dscp_list — onpegenseT Ao 8 3HayeHuit DSCP, 3HauyeHus
pasgenstorcs 3Hakom npobena.

- dscp_mark_down — onpegensieT HoBoe 3HayeHue dscp.

V [eiicTBYyeT TONbKO AN pexuma gos advanced.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos map dscp-queue

dscp_list: (0..63)

YcTaHaBAMBaeT COOTBETCTBME MeXKAy 3HayeHuamu DSCP
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dscp_list to queue_id

no gos map dscp-queue
[dscp_list]

queue_id: (1..8)

3HaueHWA No YMONYaHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegpb 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

BXOAALLMX NAKETOB M o4epesamu.
- dscp_list — onpegenseT fo 8 3HadyeHuit DSCP, 3HauyeHus
pasaenaoTca 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA N0 YMONYAHUIO

gos map dscp-dp dscp_list
to dp

dscp_list: (0..63)
dp: (0..2)

Mo ymon4aHuio Bce NaKeTbl
MMELT NpuopuTeT cbpoca

CTaBuT B COOTBETCTBME 3HayeHuto DSCP npuopuTeT otbpoca
(4em BblWE YMCNOBOE 3HAYEHME NPUOPUTETA, TEM HUKe
BEPOATHOCTb TOro, YTO MakeT OyaeT oTbpolweH; B nepsyto
ouyepenb OTOpacbiBatOTCA NakeTbl € npuoputeTtom cbpoca O,
3aTem 1, 3atem 2)

- dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HauyeHus
pasgenatoTca 3Hakom npobena.

V' [eiicTBYyeT TONbKO ANA pexuma gos advanced.

dp=0
no qos map dscp-dp YcTaHaBAMBAET 3HAYEHMA MO YMOYAHUIO.
[dscp_list]
qos trust YCTaHaBAMBaAET pPEeXMM [0BEpUS KOMMyTaTopa B 6asoBom
{cos | dscp} pexxmme QoS (CoS nnm DSCP).
- COS — YCTaHAB/IMBAET KNacCUPUKaLMIO BXOAALMX MAKETOB MO
3HayeHunam CoS. [1na HeTerMpoBaHHbIX NAKETOB MCMONb3YeTCs
3HayeHune CoS No yMONYaHUIo;
-/cos

no qos trust

- dscp — ycTaHaBaMBaeT KnaccudUKaumio BXOAALMX NAKEeTOB
no 3HayeHuam DSCP.
/| [eiictByeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHULO.

gos dscp-mutation

no qos dscp-mutation

Mo3Bonsaetr npuUMeHUTb Tabauuy wm3MmeHeHun dscp K

COBOKYMHOCTM  dscp-f0BepeHHbIX NOpTOB. Mcnonb3oBaHue

TabMLbl U3MEHEHMI NO3BONAET NepesanncaTb 3HaYeHma dscp

B IP-nakeTax Ha HOBble 3HAYeHMUA.

V' MNpumeHnTb Tabnuuy usmeHenuii DSCP BO3MOXKHO
TONbKO ANA  BXOAAWEero TpaduKa [OBEpeHHbIX

nopToB.

V [elicTByeT TONbKO ANA pexKuma qos basic.

OTMeHsAET UCNOb30BaHME KapTbl U3MeHeH UM dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63),

out_dscp: (0..63)

Mo ymonyaHuio KapTa
M3MEHEHUI ABNsAeTCcA
NycTol, TO eCTb 3HaYeHus
DSCP gnsa Bcex BXoAsaLWMX
NaKkeToB OCTaloTCA
HEU3MEHHbIMMU

3anonHseTt Tabanuy nepemapkuposku DSCP. [na Bxopalmx
NakeToB C YKa3aHHbIMM 3HadeHnamun DSCP 3apaeT HoBble
3HauyeHua DSCP.

- in_dscp — onpegenset ao 8 3HaueHuit DSCP, 3HaueHuA
paszensaoTca 3Hakom npobena.

- out_dscp — onpegensaeT Ao 8 HoBbIx 3HaYeHut DSCP,
3HayYeHWA pasfenalTca 3Hakom npobena.

\ [eiicTBYeT TONIbKO ANA pexkuma gos basic.

no gos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHAHMUIO.

KomaHObI KoHu2ypuposaHug npogdus qos tail-drop

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHPurypuposaHua npoduna qos tail-drop

console# configure
console (config)# qgos tail-drop profile profile id
console (config-tdprofile) #
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Tabnnua 5.183— KomaHabl perknma KoHourypmuposaHusa npodunsa qos tail-drop

KomaHoa

3HavyeHue

Aelicmeue

port-limit value

no port-limit

value: (0..1200)/88

YCTaHOBWTb OrpaHMYeHUe (B NakeTax) MCNONb30BAHUA
paszensemoro nyna nopTom.

YCTaHOBWUTb HACTPOMKM MO YMONYAHUIO

queue queue_num [limit
value] [with-sharing |
without-sharing]

no queue gueue_num

value: (0..1200)/18
/with-sharing
queue_num: (1..8)/0

YCTaHOBWTb pasmep odepean (B nakertax) u
paspelnTb/3anpeTuTb 414 odepeam AOCTYN K pasgensiemomy

nyny.

YLanuTb HaCTPOIKKN oYvepeam

KomaHObI pexcuma pedakmupo8aHUA CNUCKA Kpumepues Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOW CTPOKM PeXKMMa PeakTMPOBaHUA CNMCKa KpUTEPUEB KaaccubuKaumm

Tpaduka:

console# configure
console (config)# class-map class map name [match-all|match-any]
console (config-cmap) #

Tabnuua 5.184 — KomaHabl pexkuma pefakTMPOBaHUA CNUCKa KpUTepUEB KnaccuouKaumm Tpadpuka

KomaHoa

3HayeHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

(1..32) cumBonos

LOobasnaeT Kputepuii Knaccudpukaumm Tpadpuka. Onpeaenser
npasuna ¢uabtpaumm Tpadmka no cnucky ACL ana
KnaccuduKaumu.

V [JeiicTByeT TONbKO ANA pexuma gos advanced.

YaanaeT Kputepuit kKnaccudmrkaumm TpaduKa.

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaguKka

Bua 3anpoca KOMaHAHOW CTPOKM pexMma pefakTMpOoBaHMA CcTpaTermn Knaccudpurkauum

Tpaduka:

console# configure
console (config) # policy-map policy map name
console (config-pmap) #

Tabnunua 5.185 — KomaHabl pexkuma peaakTMpoBaHUA cTpaTernm knaccudukaumm Tpadpuka

KomaHoa

3HaveHue

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

(1..32) cumBonos

OnpeaenseT nNpaBuao Knaccudukaumm tpaduka M BXOAUT B
peXum KOHPUrypupoBaHUa npasuaa Knaccudukaumm — policy-
map class.
- access_group — onpegensaer npasuaa dunbTpaumm Tpaduka
no cnucky ACL ansa knaccuodukaumu. Mpu co3paHumM HOBOrO
npasuna  KnaccuduKaumu,  ONUMOHANbHBLIM  nNapameTp
access_group obssaTeneH.
Ona Toro 4to6bl UCNO/Ib30BaTb HACTPOMKU CTpaTeruu
policy-map gna uHtepdeiica, ucnonbayite KOMmaHay
service-policy B pexxume KoHpurypauumn nHtrepdeiica.

V [DeiicTByeT TONIbKO ANA pexuma gos advanced.

Ypanaet npasuno knaccudukaumm Ttpadwuka class_map u3
cTpaTerum policy-map.
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KomaHObI pexcuma KoHguU2ypuposaHUA npasusad Kaaccugpukayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM peXxnma KOHPUIyprpoBaHUA NPaBmIa KnaccuouKaumm:

console# configure
console (config) # policy-map policy map name

console (config-pmap) # class class map name [access-group acl name]
console (config-pmap-c) #

Tabanuya 5.186 — KomaHgbl pexnuma KoOHPUrypruposaHma npasuaa kKnaccudumkaumm

KomaHoa

3HauyeHue

Aelicmeue

trust [cos | dscp | cos-
dscp]

no trust

M0 yMOANYaHUIO pPeknM
[0BepuA He YCTaHOB/EH

OnpegenseT pexxMm f0Bepus K onpeaeneHHomy Tuny TpaduKa.
[aHHoOW KoMaHZol BbibUpaeTcs 3HaYeHne, KoTopoe QoS byaeT
MCNONb30BaTb B KayecTse BHyTpeHHero DSCP.

- €COS — B KayecTse BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KauecTBe BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOAALLMX MAKETOB (3HaYeHue No YMONYaHUIO);

- cos-dscp — B KayecTBe BHyTpeHHero DSCP ucnonb3yetca DSCP
BXOAALLMX NaKeToB, ecau 3710 IP-nakeTbl, nHave CoS.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

set
{dscp new_dscp | queue
queue_id | cos new_cos}

no set

new_dscp: (0..63)
queue_id: (1..8)

new_cos: (0..7)

YcTaHaBAnBaeT HOBble 3Ha4YeHuna gna IP-nakeTa.

V’ KomaHpaa set sABnsercAa B3aMMOMUCKAIOYAIOWENA C
KOMaHZAoi4 trust gna ogHo u Toi e cTtpaterum policy-
map.

V | Crpateruu policy-map, ucnonb3syiowme KomaHabl set,
trust unu MmetoLwmin KnaccudpuKaumio ACL,

V‘ Ha3HaYaloTCA TO/IbKO ANA UCXOAALLUX UHTepdelicoB.
[elicTByeT TONbKO ANA pexuma gos advanced.

YpaanaeT HoBble 3HaveHua ana IP-nakerta.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

no police

committed_rate:
(3..12582912) k6uT/cC

committed_burst:
(3000..19173960) 6aiiT

Mo3BoNAET OrPaHUYUTL NONIOCY NPOMNYCKAaHUA KaHana U B TO Xe
BPEMSA rapaHTMpOBaTb OMNpPELEe/IEHHYI0 CKOpOCTb nepeaayu
JaHHbIX.

Mpu paboTe ¢ NONOCOM MPONYCKAaHUA UCMOb3YeTCA aNropuTm
MapKMPOBaHHOW «KOP3WHbI». 3agadyert anroputma AsAAeTcA
NPUHATME pelleHun: nepefatb MNakeT UAW  OT6POCUTH.
MapameTpammn anropuTma sIBASKOTCA — CKOPOCTb MOCTYN/IeHUs
(CIR) mapKkepoB B «KOp3uHY» 1 06BEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpeHee 3HaueHMe CKOPOCTU TpadumKa,
K6WT/C. [laHHan CKOPOCTb rapaHTMpyeTCa Npu nepegaye
nHbopmaumu;

- committed_burst_byte — pa3amep cAeprKMBatoLLEro Nopora B
baiTax;

- drop — naket byzeT oT6poLLEeH, Koraa «Kop3nHa»
nepenonHUTCS;

- policed_dscp_transmit — npu nepenosHeHNN «KOP3UHbIY,
3HayeHue DSCP byaeT nepeonpeaeneHo.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

OTKkntoyaer perynmpoBaHne CKOpPOCTU KaHana.

police aggregate
aggregate_policer_name

no police aggregate
aggregate_policer_name

(1..32) cumsonos

HasHauaeT npasuny knaccudukaumm  Tpaduka  wabnoH
HacTPOEeK,  KOTOpbIA  MO3BONAET  OrPaHUYWUTb  MOJsIoCy
NPONycKaHWA KaHafa M B TO e BPems rapaHTMpOBaTb
onpeaesneHHyo CKOPOCTb Nepeaayun AaHHbIX.

V [eiicTByeT TONbKO AN pexuma qos advanced.

YpanseT WwabnoH HAaCTPOEK PeryInpoBaHna CKOPOCTM KaHana us
npasuaa Knaccudukaumm Tpadumka.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKMU perKMma KoHoUrypuposaHusa uHTepoelica Ethernet, rpynnbi

MopTOB:

console (config-if)#

Tabnnua 5.187 — KomaHabl pexknma KoHourypmposaHusa nHtepderica Ethernet, rpynnbl nopTos.

KomaHoa

3HavyeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

(1..32) cumBonos

HasHayvaeT nHtepdelicy ctpaternio knaccudukaumm Tpadmka.

B oAHOM HanpasnAeHUU uHTepdeiicom
V noaaepusaercs TONbKO cTpaTterua
KnaccupuKauum tpadpumka.

oaHa

V JeicTByeT TONbKO ANA pexxuma gos advanced.

Ypanaet cTpaTtervio KnaccupuKkaumm tpaduKa c nHtepdeliica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..1000000) K6uT/C

committed_burst: (4096..

12578880) 6ait

YCcTaHaBAMBaET OrpaHUYEHUE CKOPOCTU AN UCXOAALLEro
Tpaduka yepes nHTepdeic.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pazmep caepuBatoLLero nopora
(orpaHuuyeHue ckopocTu) B HaiTax.

CHMMaET orpaHMYeHne CKOpoCTM ncxoasalero Tpaduka yepes
MHTepoeic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(64..1000000) k6bUT/C

committed_burst: (4096..

12578880) 6ait

YcTaHaBAMBaAeT OrpaHUYEHME CKOPOCTU
MHTepobenc aAna ucxogallein oyepeau.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/C;
- committed_burst — pasmep caepKuBatoLLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

Tpaduka uepes

CHMMaeT orpaHuyeHWe CKOpocTu TpaduKa yepes UHTepdeiic

queue_id queue_id: (0-8) ANnAa ncxogAaulen ovyepean.
qos trust BkntouaeT 6a30BbIl MexaHU3M (oS ANA HTepdeiica.
-/BKAOYEHO V [eiictByeT TONbKO ANA pexkuma qos basic.

no qos trust

BblkntoyaeT 6a30BbIi MeXaHW3M qOs ANs UHTepdelica.

rate-limit rate [burst]

rate: (3 .. 10000000)

YcTaHaBAMBaeT oOrpaHuyeHve
Tpaduka.
OrpaHu4yeHue CKOPOCTM [ANA KOHKPETHOro nopra
MOXeT 6biTb NPUMEHEHO, TONbKO €CAN K Hemy He

CKopoctTn Aana BxoaAauwero

burst: (SOK(?OMt/;9173960) npMmeHeHa KomaHAa port storm-control broadcast enable.
Gaitt /128K6aiT V [aHHas KomaHAa JAOCTYNHa TONbKO B peXume
KoHdurypupoBaHus nHtepoeiica Ethernet.
no rate-limit CHUMaeT orpaHuYeHne CKOPOCTH BxogsaLLero Tpaduka.
qos cos YcTaHaBAunBaeT 3HaYeHne CoS no ymonyaHuto gna nopta (CoS,
default_cos NpPUMEHAEMbI  ANA  BCEro HeTermpoBaHHOro  Tpadwuka,
npoxoasaLLero yepes nHTepdeic)
(0..7)/0 | [DaHHas KOMaHZa AOCTyNHa TO/MbKO B peXxume
KoHdurypupoBaHus nHtepoeiica Ethernet.
no qos cos YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
qos tail-drop profile value HasHauuTb npodunb qos tail-drop Ha nHTepdelic
value : (1..3)

no qos tail-drop profile

Ypanute npodunb qos tail-drop

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
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console#

Tabnumua 5.188 — KomaHabl pexkmma EXEC

KomaHoa

Aelicmeue

show qos

Moka3sbiBaeT pexum QOS HacTpoeHHbI Ha ycTpolicTBe. B 6a3oBom peskMme nNokasbiBaeT
«40BEPEHHbIN» pexxum (trust mode).

show class-map
[class_map_name]

MOKa3bIBaET CMUCKM KpuTepues Knaccudukaumm Tpaduka.

V DeicTByeT TONIbKO ANA pexuma gos advanced.

show policy-map
[policy_map_name]

MoKasbiBaeT NpaBuaa Knaccupmrkaumm Tpaduka.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

MoKa3biBaeT HAaCTPOMKM CpeaHe CKOPOCTH, U OrpaHMYEHMA NOJIOChI MPOMNYCKaHWUA ANA Npasua
KnaccuouKkaumm TpadukKa.

V DeiicTByeT TONbKO anA pexxuma qos advanced.

show qos interface [buffers
| queueing | policers |
shapers |

rate-limit]
[tengigabitethernet
te_port | port-channel

group|
vlan vian_id]

MNMokasbiBaeT QoS-napameTpbl 414 MHTepdeiica.

- vlan_id — Homep VLAN (1..4094);

- te_port — Homep nHTepodeiica Ethernet (1..8/0/1..48);

- group — Homep rpynnbl nopTos (1..32);

- buffers — HacTpoliku bydepa ana ouepeneit MHTepdeica;

- queueing — anroputm obpaboTkn oyepepeint (WRR mam EF), Bec gna WRR ouepepgeli, knacchbl
obcnyKnBaHua ana oyepenei u npuoputet ans EF;

- policers — ckoHpUrypupoBaHHble cTpaTerMm KnaccudbuKkaunm tpadmka ana nHtepoeiica;

- shapers — orpaHnyeHune ckopocTn Ana ucxogaLLero Tpaduka;

- rate_limit — orpaHuuyeHue ckopocTu gna Bxoaawero Tpadumka.

show qos map [dscp-queue
| dscp-dp | policed-dscp |
dscp-mutation]

MoKasbiBaeT MHPOPMaLMIO O 3amMeHe NoJselt B NakeTax, Ucnoab3yembix QOS.
- dscp_queue — Tabanua cootsetcteua DSCP v ouepeseit;

- dscp_dp — Tabanua coorsetcTBmA meTok DSCP v npuopuTteTa cbpoca (DP);
- policed_dscp — Tabnnua nepemapkuposku DSCP;

- dscp_mutation — Tabaunua nameHeHuns DSCP-to-DSCP.

show qos tail-drop
[interface
{tengigabitethernet
te_port | port-channel
group}]

MpocmoTp napameTpos tail-drop.
- te_port — Homep nHTepoeiica Ethernet (1..8/0/1..48);
- group — Homep rpynnbl noptos (1..32);

[pumepbl 8b1MOMHEHUS KOMAHO.

= Bratountb pexknum QoS advanced. Pacnpegenutb Tpadumk no oyepeasm, naketol ¢ DSCP 12
B nepsyt oyepenb, naketol ¢ DSCP 16 Bo BTOpYyto. lepBasa ovyepedb — NpPUOPUTETHAA.
Co3patb cTpaTernto Knaccuoukaumm Tpaduka no cnmcky ACL, paspelatoemy nepeaady
TCP-naketoB ¢ DSCP 12 n 16 n orpaHWYMBAIOLLYIO CKOPOCTb — cpeaHAa ckopocTtb 1000

Kéut/c,

nopor orpaHuyeHus 200000 6alr.

Ucnonb3osaTb AaHHYIO CTpaTerno Ha

nHtepoeiicax Ethernet te1/0/14 n te1/0/16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue

12 to 1
16 to 2

console (config) # priority-queue out num-of-queues I

console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

(
(
(
(
(
console (config) # gqos map dscp-queue
(
(
(
(
(
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console
console
console
console
console
console
console
console

o~ o

config-pmap) # exit
config) # interface tengigabitethernet 1/0/14
config-if)# service-policy input

config-if)# exit
config)# interface tengigabitethernet 1/0/16
config-if)# service-policy input

config-if)# exit
config) #

5.24.2 Cmamucmuka QoS

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabanuya 5.189 — KomaHapl pexnuma rnobanbHOro KoOHPUrypmposaHms.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

qos statistics aggregate-
policer
aggregate_policer_name

no qos statistics aggregate-
policer
aggregate_policer_name

(1..32) cumBonos

Mo ymonuanuio QoS-
CTaTUCTUKA OTK/IHOYEHA

Aelicmeue
Bknatovaer QoS-cTaTncTuKy no OrpaHuYyeHunto nonoc
nponyckaHma.
Otkntovaer  QOS-CTaTUCTMKY  NO  OrpaHUYEHUIo nonoc
nponyckaHmsa.

qos statistics queues set
{queue | all{ dp | all}
{tengigabitethernet te_port
| all}

no qos statistics queues set

set: (1..2)
queue: (1..8)
dp: (high, low)
te_port:(1..8/0/1..48)
3HayeHue No yMoN4aHuio:
Set 1: Bce npuopuTteTbl, BCE
oyepeam, BbICOKUM
npuopuTeT cbpoca.
Set 2: Bce npuopuTeTsl, BCE
oyepeam, HU3KUN
npuopwuTet cbpoca.

BkntoyaeT QOS -CTaTUCTUKY ANA BbIXOAHbIX ovepeaei.
- set —onpeaenaeT Habop CHETYNKOB;
- dp — onpeaenset npuopuTeT cbpoca.

OTKntoyaeT QOS-CTaTUCTUKY O/15 BbIXOAHbIX oYepesen.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet, 2pynmnsi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKMU pexKuma KoHOUrypuposaHusa uHTepoelica Ethernet, rpynnbi

NnopTOB:

console (config-if) #

Tabnnuya 5.190 — KomaHabl pexknma KoHourypmposaHus nHtepdeica Ethernet.

KomaHoa

3HavyeHue

Aelicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos

class_map_name:
(1..32) cumBonos

Mo ymonuaHuto cbop QoS-
CTaTUCTUKM OTKAKOHEH

BkntoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeiice.

- policy_map_name — cTpaterns knaccupmnrkaumm tpaduka;
- class_map_name — cnncok KpuTepues KaaccupukaLmm
TpaduKa.

OTKntoyaeT cbop QoS-cTaTUCTUKM Ha NHTepdelice.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
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console#

Tabnnua 5.191 — KomaHapl pexknuma EXEC.

KomaHoa

Aelicmeue

clear qos statistics

Ouunwaet ctatucTmnky QOS.

show qos statistics

MNMoKa3biBaeT cTaTUCTUKY QOS.

5.25 KoHdurypauma npoToKoN0B MapLIpyTU3aLum

5.25.1 KoHghueypayus cmamuyeckoii mapwpymusayuu

CTaTnyeckana mapLlpyTmsauma — BUA MapLipyTM3aumm, NpyM KOTOPOM MAapLUPYTbl YKa3blBaOTCA B
ABHOM BMZAE NMPU KOHPUrypauum mapipytusatopa. Bca mapwpyTtmsauma npu stom npoucxoaut 6es
Y4aCTUA KaKMX-IMBO0 NPOTOKOI0B MapLLpyTU3aLLUM.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypmpoBaHus:

console (config) #

Tabnnua 5.192 — KomaHapl pexknuma rnobanbHOro KoHPUrypmpoBaHms

KomaHoa

Aelicmeue

ip route prefix

{mask | prefix_length}
gateway [metric distance]
[reject]

Co3paeT cTaTMYecKoe NPaBWUIO MapLIPYTU3aLLUK.

- prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);

- mask — macka cetu (B dopmaTe AECATUYHOMN CUCTEMbI UCUUCIEHUA);

- prefix_length — npedunKc Macku cetTn (KoMyecTBo eanHUL, B macke - 0..32);

- gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;

- distance — Bec mapuwpyTa (1..255) (ecam He yKasaHo, TO N0 YMONYaHUIO 3HadYeHue 1);
- reject — 3anpeLLaeT MapLUPYTU3aLMIO K CETM Ha3HaYeHUa yepes Bce WH03bl.

no ip route prefix
{mask | prefix_length}
[gateway]

YaanaeT npasuio u3 Tabanupbl CTaTMHECKON MapLipyTU3aLmm.

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.193 — KomaHapl pexknma EXEC

KomaHoa

Aelicmeue

show ip route

[ address | connected |
static | ospf | rip |
{address ip_address
[mask | prefix_length]
[longer-prefixes]}]

MokasblBaeT TabavLy MapLIpyTM3aLmuK, yA0BAETBOPAIOLLYIO 3a4aHHbIM KPUTEPUAM.

- address — noka3sbiBaeT MHPOPMALMIO MO ONpeseseHHOMY MapLIpyTy;

- connected — NOAKNIOYEHHbIV MApPLLPYT, TO €CTb MaPLIPYT, B3ATbIA C HENOCPEACTBEHHO
NOAKNOYEHHOTO U GYHKLIMOHMPYOLWEro uHTepdelica;

- static — cTaTUMUYeCcKMit MapLLpPyT, NPONMUCaHHbIN B Tabanue MapLipyTM3aumm;

- ospf — AMHamMMYecKMii MapLIpyT, NOy4YeHHbI No npoTokony OSPF;

- rip — AMHaMUYEeCKUI MapLLpyT, NONYYeHHbI No npoTokoay RIP;

- ip_address — IP-appec;

- mask — macKa noacetu;

- prefix_length — pnvHa npedukca;

- longer-prefixes — napameTp, Heob6xo0aUMBbIN o5 OTOOPAXKEHNA TOYHOTO COOTBETCTBUA
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yKa3aHHOI‘;1 noaceTn U macke.

[pumep 8b1M10AHEHUA KOMAHObI

= [lokasaTb TabaMuUy mapLpyTusaumm:

console# show ip route

Maximum Parallel Paths: 4 (4 after reset)

Codes: C - connected, S - static, D - DHCP, R - RIP, O - OSPF, E - OSPF external
C 10.0.1.0/24 is directly connected, Vlan 1

E 10.0.2.0/24 [110/1] via 10.0.1.15 1:31:14 Vlan 10

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12

Tabnunuya 5.194 — OnuncaHue pesynbTaTta BbINONHEHMA KOMaHAbI

lMone OnucaHue

MoKa3bIBaeT NPOMCXOXKAEHNE MapLUpyTa:

- C—Connected (MapLupyT B3AT U3 HENOCPEACTBEHHO NOAK/IOYEHHOTO U

C byHKUMOHUpYtoLLero nHtepdeiica);

- S — Static (cTaTMyecKMii MapLwpyT, NPOMNMCaHHbIN B Tabauue mapLipyTusauum);

- E— OSPF external (gMHamunuyeckuit maplpyT, NoyyYeHHbI Nno npotokony OSPF ).

10.9.1.0/24 Apapec cetu.

MepBoe 3HaYeHne B CKOBKax — aAMUHUCTPATUBHAA AUCTaHLMA (cTeneHb 40Bepus
[5/2] MapLIPyTM3aToPY; YEM YMC/IO BbllE, TEM MEHbLLE A0BEPUE K UCTOYHUKY), BTOpOe
4YnCA0 — METPUKA MapLUpyTa.

OnpegenseT IP-agpec ciefyowero mapLwpyTm3aTopa, Yepes KOTopbIi MPOXoanuT

via 10.0.1.2

MapLUpPYT A0 CeTu.
1:31:14 OnpeaenseT Bpema nocnegHero obHoBAeHMA MmapLupyTa (4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 OnpegenseT uHTepdeic, Yepes KOTOPbIA NPOXOAUT MapLIPYT A0 CETU.

5.25.2 Hacmpoiika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTPEHHWII MPOTOKO/N, KOTOPbIM
No3BO/IAET MApLIPYTU3aTOPam AMHAMUYECKM OOHOBAATL MapLIPYTHYO MHPOPMaLMIO, Noayyasn ee OT
cocefHUX MaplpyTu3atopoB. [1pOTOKON OCHOBaAH Ha NPUMEHEHWU [AUCTAHUMOHHOrO BEKTOopa
MapuwpyTtm3aumm. Kak  AUCTaHUMOHHO-BEKTOPHbIA  npoTokon, RIP  nepuopguyeckn nocblnaet
OOHOBNEHMA MEXAY CcOoCeasaMM, CTPOs, TaKMM 06pasom, TOMOJIOTUIO CeTU. B Kakaom OB6HOBMEHUM
nepeaaetca MHGopmaLma 0 ANCTAHLUKN 4,0 BCEX CETEN HA COCEAHUI MapLIpyTM3aTop.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOro KoHGUrypnposaHus:

console (config) #

Tabnnuya 5.195 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus
3HayeHue no

KomaHoa Aelicmeue
YMOAYaHUo

router rip enable BkatoyaeT mapipyTtumsauymio no npotokony RIP.
no router rip enable BbikntoyaeT mapLpyTmsaumio no npotokony RIP.

BKkAtoyaeT  aHOHCMpOBaHWe  cTaTuyeckux  wmam  ospf
router rip redistribute MapLIPYTOB:
| ospf | static | ) - ospf — BK/OYUTL aHOHCUpoBaHWe OSPF-mapLipyToB;

- static - BKIOYUTD QAHOHCUPOBAHME  CTAaTUYECKMUX
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MapLLpyTOB.
router rip redistribute BbIKNtOYaeT  aHOHCMpOBaHME  CTaTMYeckux uam  ospf
| ospf | static | MapLUpPYyTOB.

KomaHObI pexcuma KOHd)U&‘VDUDOBGHUFI UHmepd)eﬁCCI ip
BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-ip) #
Tabanuya 5.196 — KomaHabl pexkuma KoHPUrypruposaHma uHtepdelica ip
KomaHda 3HayeHue/ 3HayeHue Aeiicmeue

no ymos4vaHurw

rip authentication
| text | md5 |

BKkntoyaeT ayTeHTMdMKaumio B RIP M onpegenseT ee Tvn:
- text — ayTeHTUGMKaALMA OTKPbLITbIM TEKCTOM;

no rip auto-send

-foTkniodena - md5 — ayteHTudMKaumm MD5.
no rip authentication OTKAtoyaeT ayTeHTUOMKauuio B RIP.
rip auto-send BK/toueHMe aBTOMATUYECKOro onpeaeneHus
HeobX0AMMOCTM PACCHIIKM NOAHOW MapLUPYTHOM
nHoopmaumm RIP.
-/BKAtOYEHA

OTKNtOYEHME aBTOMATUYECKOTO OnpeaeneHus
HeobX0AMMOCTM PACChIIKM NONHOW MapLLpPYyTHOM
nHoopmaymm RIP.

ip rip default-route originate
metric

no ip rip default-route
originate

(1..15)/ otkntoueHa

YcTaHaBAMBaeT METPUKY AJ1A MapLupyTa N0 YMOAYAHUIO
TpaHcanpyemoro vyepes RIP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

rip offset offset

[ob6aBnseT cMeleHne K METPUKe.

1-15/1 - offset — cmelLeHUE K METPUKE.
rip-passive interface BbIKntoyaeT oTnpaBKy 06HOBAEHWI Ha MHTepdelice.
no rip-passive interface /Brntosena YcTaHaBAMBaeT 3HaYeHMeE N0 YMOIYAHUIO.
rip version | 1| 2 | 2 Bbibop Bepcun npotokona RIP 1/ RIP 2.

KomaHOwbl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 5.197 — KomaHgb! pexkuma privileged EXEC

KomaHda

3HaueHue

Aeilicmeue

show ip rip
[ statistics | peers]

MpocmoTp MHbopmauum o RIP-maplupytusawnmm:
- statistics — cTatuctnyeckme gaHHble;
- peers — MHGOPMALMA YHaCTHUKA CETH.

5.25.3 Hacmpoiika npomokosaa OSPF

OSPF (Open Shortest Path First) — npoTokon AMHamMM4YecKoi maplipyTM3aumm, OCHOBaHHbIM Ha
TEXHO/MIOTMU  OTC/IeXKUBAHMA cocTofHMA KaHana (link-state technology) ¥ ucnonb3yowmn ans
HaxoXAeHUs KpaTyalwero nytu Anroputm [elikcTpbl. MpoTtokon OSPF npeactasnnet coboii NpoToKon
BHyTpeHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHAeT uHGOopMaLUIo O AOCTYMHbIX MaplUpyTax
MEeXKAY MapLUpyTM3aTOPaMM O4HON aBTOHOMHOM CUCTEMBI.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME r106anbHOro KOHPUrypupoBaHus:

console (config) #

Tabnnua 5.198 — KomaHapl pexnma rnobanbHOro KoHPUrypmposaHms

3Ha4yeHue no

no router ospf compatible
rfc1583

KomaHoa Aelicmeue
YMOAYAHUIO

router ospf enable Bkntoyaet mapwpyTtusauymio no npotokony OSPF.
no router ospf enable i BbikntovaeT mapLupyTmsaumio no npotokony OSPF.
router ospf redistribute PaspewaeTt aHoHcHpoBaHue mapupyTtos Yepes OSPF:
{ connected, rip, static } - connected — ceTelt, 06bABNEHHbIX HA KOMMYTATOpE;

- rip — MapLpyToB, NONYyYEHHbIX Yepe3 npoToKon RIP;

) - static — cTaTMYeCcKMX MapLIpyToB.
no router ospf redistribute
. . YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
{ connected, rip, static }
:?cultsesraospf compatible Bkntouaet comectumocTtb ¢ RFC 1583.
enabled

BbikntoyaeT coeBmectmocTb ¢ RFC 1583.

router ospf router-id
A.B.C.D

no router ospf router-id

YcTaHaBaMBaeT MAeHTUPMKATOP MapLIpyTU3aTOPa, KOTOPbIN
YHUKaNbHO NAEHTUOULMPYET MApLLPYTM3aToOp B Npesenax
0AHOM aBTOHOMHOWM CUCTEMbI.

- A.B.C.D — npeHTndurKaTop MapLipyTmsaTopa B popmate
IPv4-appeca.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

router ospf area A.B.C.D

no router ospf area

YcTaHaBAMBaeT MAEHTUPUKATOP 30HbI NO YMONYAHMUIO. 30HA
- COBOKYMHOCTb CEeTel M MapLIpyTU3aTOPOB, MMEILWMX OANH
W TOT e ugeHTudmKartop.

- A.B.C.D — npgeHTMdUKaTop mapwpytusaTopa B dpopmare
IPv4-appeca.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

router ospf area A.B.C.D
default-cost cost

no router ospf area A.B.C.D
default-cost

cost: (0-16777215)/110

YcTaHaBAMBaeT CTOMMOCTb CYMMapHOro MmapupyTta no
YMOIYaHMIO ANA 30HbI TUNA stub.

- A.B.C.D — npeHTMdMKaTop Mapupytmzatopa B dopmare
IPv4-appeca;

- oSt — CTOMMOCTb CYMMAPHOro MapLipyTa N0 yMO/4aHUIO
AN 30HbI TMNa stub.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

router ospf area A.B.C.D
nssa

no router ospf area A.B.C.D
nssa

YcTaHaBAMBAET ANA YKa3aHHOM 30HbI TUM NSSA.
- A.B.C.D — npeHTMdMKaTop MapupyTusatopa B dopmare
IPv4-appeca.

YcTaHaBAuBaeT AnA yKa3aHHOI7I 30HbI CTaHAapTHbe/’I T™n.

router ospf area A.B.C.D
stub

no router ospf area A.B.C.D
stub

YcTaHaBAMBaeT ANA yKa3aHHOM 30HbI TN stub.
- A.B.C.D — npeHTMdMKaTop MapupyTu3atopa B dopmare
IPv4-appeca.

YcTaHaBaAuBaeT AnA yKa3aHHOl\/‘I 30HbI CTaHAapTHbIl)'I T™™n.

router ospf area A.B.C.D
virtual-link £.F.G.H

router ospf area A.B.C.D
virtual-link

YcTaHaBAMBaeT BUPTYyanbHbl AMHK ans 30Hbl A.B.C.D K
mapuwpyTtusatopy E.F.G.H.

- A.B.C.D — npgeHTMdMKaTOp MapupyTusaTopa B popmare
IPv4-appeca;

- E.F.G.H — naeHTudUKaTop maplpytusatopa B dopmare
IPv4-appeca.

YctaHaBamBaeT gns 30Hbl A.B.C.D cTaHAapTHbIN TUN.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica ip

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnnua 5.199 — KomaHab! pexuma KoHPUrypuposaHus nHtepdelica ip

KomaHoa 3HayeHue/ 3HayeHue Aelicmeue
no ymon4aHuro

ospf . PaspewaeT KoHpurypuposatb OSPF Ha nHTepdelice.

-/disabled —
no ospf 3anpewaeT KoHPUrypmposatb OSPF Ha nHTepdeiice.
ospf enable BKAtoyaeT mappytmsauymio no npotokony OSPF Ha

UHTepodeiice.
-/enabled pd

no ospf enable

BbikntoyaeT mapLpyTmsaumio no npotokoay OSPF Ha
UHTepodeiice.

ospf cost cost

no ospf cost

cost: (1..65535)/10

YcTaHaBAMBaeT METPUKY COCTOAHMA KaHaia, KoTopas
ABNAETCA YC/0BHbIM NOKasaTenem "cToMmoctn' nepecbinkm
[AaHHbIX N0 KaHany.

- cost — MeTpUKa COCTOAHUA KaHaia, YeM HUXKE 3HAYEHMUe,
TEM BbllLEe NPUOPUTET KaHana.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ospf priority priority

no ospf priority

priority: (0..255)/1

YcTaHaBAMBAET NPUOPUTET MAPLLPYTM3aTOpa, KOTOPbIM
ncnonb3syetca ansa Bbibopa DR v BDR.

- priority — npuopuTeT MapLIpyTM3aToOpa, YEM HUKE
3HayeHue, TeM Bbllle NPUOPUTET KaHana.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ospf area A.B.C.D

no ospf area

YcTaHaBMBaeT UAeHTUOUKATOP 30HbI MO YMONYAHUIO.
- A.B.C.D — vpeHTndumKaTop 30HbI B popmate IPv4-agpeca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ospf authentication
{ text text | md5 key_chain }

text: (1..8) cumsonos
key_chain: (1..32)

BkntouaeT ayTeHTUOMKaymio B OSPF v onpegenset ee Tvn:
- text — ayTeHTUOUKALMA OTKPLITbIM TEKCTOM;

CMMBOOB - key_chain — nma Habopa Knrovel, co3aaHHOro KOMaHAoM
Mo ymonyanutio key chain.
no ospf authentication ayTeHTudMKauma YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.
OTKNIOYEeHa
ospf dead-interval interval YcTaHaBAMBaET MHTePBas BPEMEHM B CEKYHAAX, NO
MNCTEYEHUN KOTOPOTo coces byaeTt cumtatbes "mepTebim'.
) 3TOT MHTEpPBaN JoMkKeH BbITb KPaTHbIM 3HaveHuto hello-
interval:

no ospf dead-interval

(1..2147483647)/40

interval. Kak npasuno, dead-interval paseH 4 nHtepsanam
oTnpasku hello-nakeTos, To ecTb 40 cekyHAaM.

- interval — nepnog BpemeHu, B ceKyHAax.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ospf hello-interval interval

no ospf hello-interval

interval: (1..65535)/10

YcTaHaBAVBAET UHTEPBA/I BPEMEHU B CEKYHAAX, MO
MCTEYEHUM KOTOPOTrO MApLLIPYTU3aTOpP OTNPaBAAET
cnepyrowmii hello-naket ¢ nHTepdeiica.

- interval — nepvofa BpemeHu, B CEKyHAAX.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ospf retransmit-interval
interval

no ospf retransmit-interval

interval: (1..3600)/5

YcTaHaBAMBAET UHTEPBaA/ BPEMEHU B CEKYHAAX, MO
MCTEYEHUM KOTOPOTrO MApPLLIPYTU3aTOP NOBTOPHO OTNPABUT
MaKeT, Ha KOTOPbIN He NOYYNN NOATBEPHKAEHUA O
nosnyyeHuun (Hanpumep, Database Description naker uam
Link State Request nakeTbl).

- interval — nepvoa BpemeHu, B CEKyHAAX.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ospf transmit-delay delay

no ospf transmit-delay

delay: (1..3600)/1

YcTaHaBAMBAET NpUMepHOe BPems B CEKYHAAX,
HeobxoAumoe ANA Nepesiaym NakeTa COCTOAHNUA KaHana.

- delay — nepvog, BpemeHu, B CEKyHAAX.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ospf mtu mtu

mtu: (128..10218)/

YcraHasauBaeT 3HadeHne MTU (maximum transmission unit)
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- NPV BK/IOYEHHOM
« jumbo frame» - 10218;
- NPY OTKNHOYEHHOM
« jumbo frame» - 1500.

no ospf mtu

ana IP-untepoeiica. Ecnm tpebyetcs 3agatb MTU bonee
1500 6aiT, To HeObXOAMMO Pa3peLLMTb NOAJEPKKY «jumbo
frame» KomaHgo:

console(config)# port jumbo-frame.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ospf passive-interface
{default |

gigabitethernet gi_port|
tengigabitethernet te_port}

gi_port: (1..8/0/1..24)
te_port:(1..8/0/1..4)
/disabled

no ospf passive-interface
{default |

gigabitethernet gi_port |
tengigabitethernet te_port}

3anpewaeT IP-uHTepdeiicy 06MeHNBaTbLCA NPOTOKOAbHBIMMU
COOBLLEHUAMM C COCeaAMM Yepes YKasaHHbIN GpUsnyeckuin
MHTepodeic.

- default — npu ncnonbzoBaHUKM KOMaHAB! HACTPOMKa
NPUMeHseTca Ko BceM GU3nMYeckuM nHTepdencam.

PaspeluaeT IP-uHTepdeiicy 06MeHMBaTLCA MPOTOKOAbHbLIMM
Co0b6LLEeHUAMM C coceasamu.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.200 — KomaHapl pexxkuma privileged EXEC

KomaHda

3HayeHue

Aelicmeue

show ip ospf

OTobparkaeT KoHdUrypaumm OSPF.

show ip ospf neighbor

OTtobparaeT MHdopmaumm o OSPF-coceasx.

show ip ospf neighbor
A.B.C.D

OTtobparkaeT nHbopmaumm o OSPF-coceasx Ha aaHHom |P-
MHTepodeiice.
- A.B.C.D — IP-agpec nHTepdeiica.

show ip ospf interface

OTobparkaeT KoHdUrypauum scex OSPF-nnHTepdelicos.

show ip ospf interface
A.B.C.D

OTobpaxaer OSPF-
nHTepodelica.

- A.B.C.D — IP-apgpec untepdeliica.

KoHbUrypauum  onpegesneHHoro

show ip ospf database
[router] [network]
[summary] [asbr-summary]
[external] [A.B.C.D]
[adv-router]
[self-originate]
[database-summary]

show ip ospf E.F.G.H
database [router]
[network] [summary]
[asbr-summary] [external]
[A.B.C.D] [adv-router]
[self-originate]
[database-summary]

OTobparkaeT coctoaHMe 6a3sbl faHHbIX NpoTokosia OSPF.

- router — oTobparkaeT 06BABAEHMA KOMMYTATOPA;

- network — otobpakaeT 06bsBNEHUS CeTH;

- summary — otobpaxaeT MHGOPMaLMIO O MapLLpPyTax OT
ABR;

- asbr-summary — otobpaaeT MHPOpMaL IO O MapLLpPyTax
oT ASBR;

- external — otobpakaeT MHGOPMALMIO O BHELIHMX
MapLipyTax;

- A.B.C.D — IP-agpec nHTepdeiica;

- adv-router — oTob6pakaeT MHPoOpPMaLMIO ONpese/IeHHOro

MapLipyTU3aTopa;
- self-originate — oTo6pakaeT MHPOpPMaLMIO O COBCTBEHHbIX
MapLipyTax;

- database-summary — oTo6parkaeT BCto MHPOPMaLMIO B
6a3e aaHHbIX OSPF.

Otobparkaet coctoaHue 6a3bl gaHHbIX NpoTokona OSPF ans
YKa3aHHOM 30HbI.

OTobparkaeT  MmapameTpbl M TeKyllee  COCTOAHWE
show ip ospf virtual-links BMPTYaNbHbIX IMHKOB:
[ router A.B.C.D] - - router - ONA  YKA3aHHOro  mapupyTtusaTtopa
[area E.F.G.H] (onupoHanbHO);
- area — AN YKa3aHHOM 30Hbl (ONUMOHANbHO);
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- A.B.C.D — IP-apec nHtepoeiica;
- E.F.G.H — nagHTUOUKATOP 30HbI.

5.25.4 Hacmpoiika npomokona BFD

Bidirectional Forwarding Detection (BFD) — ceTeBol nNpOTOKOA, WCMNONb3yeMbI AOnn
onpeaeneHna HEUCNPaABHOCTM JIMHKA MEXAY ABYMA MapLlUpyTM3aTopamu, B3anMMOLEMNCTBYOWMMMU
Apyr ¢ gpyrom. BFD ycTaHaBAMBaET ceccuio Mexay ABYMA KOHEYHbIMW TOYKaMM Yepes onpesesieHHbIN
NVHK. Ecamn cywectsyeT 6osee Yem OAMH JIMHK MEXAY ABYMA CUCTEMAMM, BO3MOXKHA HaCTpPOMKa
HecKoNbknx BFD-ceccuit gns MOHWUTOPUHIA Kawgoro m3 Hux. Ceccua BFD yctaHaBamBaeTca Ha
OCHOBaHMW aNropmuTMa "TPOMHOIo PYKOMNoXKaTtma'" U paspbiBaeTcs aHaN0rMUHbIM COCOO0OM.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KOMaHAHOW CTPOKM B peXknume rnobasibHoro KOHGUrypmpoBaHUs:
console (config) #

Tabnunua 5.201 — KomaHapl pexknuma rnobanbHoro KoHPUrypmpoBaHms

3Ha4yeHue no "
KomaHoa Aelicmeue
YMOAYAHUIO

router ospf bfd

B BFD PF.
all-interfaces K/Il0YaeT NoaaepxKy ona OS

no router ospf bfd

all-interfaces BbikntovaeT nogaepxKy BFD gna OSPF.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelca ip

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-ip) #

Tabnnuya 5.202 — KomaHabl pexknma KoHOUrypupoBaHUA MHTepdeica ip

3HaveHue/ 3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO
bfd interval send_interval BkntoyaeT BFD Ha uHTepdelice U ycTaHaBAMBaET MHTepBabl
min_rx recv_interval oTnpasku n npuema BFD-aHOHCOB.
send_interval: (50-1000)/- | - send_interval — niTepsan oTnpasku;
recv_interval: 50-1000)/- - recv_interval — MMHUMaNbHBIN JONYCTUMBIN MHTEPBAN
npuema aHOHCOB.
no bfd interval BoccTaHaBAMBaeT 3HaYEHME MO YMOIYAHUIO.
ospf bfd [disable] -/BKAKOYEHO Bksitovaet/oTkAto4aeT BFD ans gaHHoro nHtepodeiica.
KomaHOob! pexxcuma privileged EXEC
BunAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:
console#
Tabnnua 5.203 — KomaHgb! pexxkuma privileged EXEC
KomaHoa 3HavyeHue Aelicmeue
show bfd neighbors - Otobparkaet nHdopmaumio o BFD-coceanax
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5.26 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHavyeH ans pe3epBUPOBAHUA MapLIPyTU3aTOPOB, BbIMOIHSAOWMX POJb
WAo3a MO YMOJlMaHMIO. ITO  JocTuraetca nytém obbeguHeHua IP-uHTepdeicoB rpynnbl
MapLIpyTU3aTOPOB B OAMH BUPTYanbHbIA, KOTOPbLIA ByAeT MCNONb30BaTbCA KAk W03 MO YMOYaHUIO
ONA KOMMbOTEPOB B ceTU. Ha KaHanbHOM ypoBHe pesepBupyemble UHTepdencbl umeroT MAC-agpec
00:00:5E:00:01:XX, rae XX — Homep rpynnbl VRRP (VRID).

Tonbko ogMH 13 GU3MYECKMX MapLIPYTM3aTOPOB MOXKET BbIMOHATL MapLIpyTU3aLmio Tpaduka
Ha BupTyanbHom IP-uHTepdelice (VRRP master), ocTanbHble MmapwpyTusaTopbl B rpynne
npegHasHayeHbl ana pesepsupoBaHma (VRRP backup). Bbibop VRRP master npoucxoaut B
cooTBeTcTBUM ¢ RFC 5798. Ecnm TeKkywmit master CTaHOBWUTCA HeAOCTYMNHbIM — Bbli6op master'a
nostopsetrcA. HauBbiCWKM NpUOPUTET MMeEeT MaplpyTM3aTop C cobctBeHHbIM IP-agpecom,
coBnagawwWwmm C BUpPTyanbHbiM. B cayvyae poctynHocTM OH Bcerga crtaHosutcA VRRP  master.
MakcmumanbHoe konmyectso VRRP npoueccos — 50.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelicos Ethernet, VLAN, uHmepgelica
2pynmnsl Nopmos:

BuAa 3anpoca KOMaHAHOW CTPOKKU B pexmme KOHPuUrypuposaHma nHtepdeicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnuua 5.204 — KomaHap! pexkuma KoHourypuposaHua mHTepdeica Ethernet, VLAN, nHTepdeiica
rpynnbl NOPTOB

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
vrrp vrid authentication [JobasneHune napons gns ayreHTuduKaumm VRRP.
password vrid: (1..255); - vrid — aeHTUPUKATOP BUPTYa/IbHOrO MapLUpyTM3aTopa;
password: (1..8) cumBosiioB | - password — CTPOKa ANs ayTeHTUOUKaLMH.
no vrrp vrid authentication YaaneHue napona Ana ayTeHTuouKaumu.
vrrp vrid ip ip_address OnpegeneHune IP-agpeca VRRP-mapwpyTtusaTtopa.
- vrid — naeHTMOUKATOP BUPTYaIbHOrO MapLLpPyTU3aTOPa;
vrid: (1.255) - ip_address — IP-agpec BUpTyanbHOro mapLpytusaTopa.
no vrrp vrid ip Ypanexue IP-agpeca VRRP ¢ mapwpyTtmnsaTopa, 4to npuseseT K
YAANEHUIO BUPTYasIbHOrO MapLlupyTusaTopa vrid Ha AaHHOM
nHTepdeiice.
vrrp vrid preempt BK/toueHWe pexnma, npu Kotopom backup-mapwpyTmsaTop ¢
6onee BbICOKMM MpuopuTeToMm byaeT NbiTaTbCA NepexsBaTUTb
Ha ceba posnb master y TeKyliero master-maplupytmusatopa ¢
60/1ee HU3KUM NPUOPUTETOM.
vrid: (1..255)/BKnioueHo - vrid — naeHTuouKaTop BMpTyaanovro maplpytusaTopa.
MaplupyTusaTtop, KOTOpbiii ABAAETCA BAajeNbLem
V IP-agpeca mapupytusatopa, 6yaer nepexsaTbiBaTb
Ha ceba posnb master He3aBUCMMO OT HACTPOEK
AAHHOWU KOMaHAbI.
no vrrp vrid preempt OTK/IlO4EHME pexnma.
vrrp vrid priority priority vrid: (1..255); HasHaueHune npuoputeta VRRP-mappyTtnsaTtopa.
priority: (1..254). - vrid — aeHTUPUKATOP BUPTYaIbHOrO MapLUPYTM3aTOpPa;
Mo ymonuaHwuto priority: - priority — npMopuTeT BUPTYyaNbHOro MapLpyTusaTopa.
no vrrp vrid priority 255 gna snagenobua IP-
aapeca, YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.
100 gnA ocTanbHbIX
vrrp vrid up BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdeiice.
. vrid: (1..255)/Bbikniouen - vrid — naeHTUPUKaTOP BUPTYasIbHOrO MapLupmiaTvopa.
no vrrp vrid up BbikntoueHne VRRP-npoToKona Ha AaHHOM MHTepdeiice.
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vrrp vrid
ip_address

source-ip

vrid: (1..255).

Mo ymonuaHutio ip_address:

OnpeaeneHne peanbHoro VRRP-agpeca, KoTopbih 6yaer
MCNONb30BaTbCA B KayecTse IP-agpeca otnpasutena gna VRRP-
Cco0bLEeHNA.

- vrid — uaeHTUPUKATOP BUPTYasIbHOrO MapLUPYTM3ATOPa;

no vrrp vrid timer

seconds: (1..255)/1 ¢

0.0.0.0 .
- ip_address — IP-agpec BUpTyanbHOro mapLipyTtusaTopa.
no vrrp vrid source-ip YCcTaHOBKa 3HaYeHMA NO YMONYAHUIO.
vrrp vrid timer seconds OnpegeneHve WHTepBana MeXay aHoHcamuM  master-
mapwpyTtusaTopa.
vrid: (1..255); - vrid — uaeHTUPUKATOP BUPTYasIbHOrO MapLUPYTM3aTOPa;

- seconds — nepvios, BpemMeHW Mexay aHoHcamu master-
MapLUpyTU3aTOPa B CEKYHAAX.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAEIMPOBAHHOIO MNOAb30BaTENA.

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunuya 5.205 — KomaHapl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show vrrp configuration
[{tengigabitethernet te_port
| port-channel group | vlan
vlan_id}]

te_port: (1..8/0/1..48);
group: (1..12);
vlan_id: (1..4094)

MpocmoTp MHPopmaumm o HacTpoike VRRP ana Bcex wam
OHOr0 BUPTYaNbHOrO MapLupyT1u3aTopa.

show vrrp status
[{tengigabitethernet te_port
| port-channel group | vlan
vlan_id}]

te_port: (1..8/0/1..48);
group: (1..12);
vlan_id: (1..4094)

MpocmoTp MHPOPMALUM O COCTOAHUM BCEX WAU OFHOrO
BUPTYyanbHoro mappytusatopa VRRP.

[pumepbl 8bIM0AHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ucnonb3oBaTb 3TOT agpec B KayecTtse aapeca
BUPTYa/IbHOrO MapLpyTmnsaTopa. Bkatounte VRRP-npoToKon Ha nHtepdeiice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # vrrp 1 up

* [ocmoTpeTb KoHdurypaumio VRRP:

console# show vrrp configuration

Interface VRID

Address

Priority Timer Auth Preempt

Source-ip
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6 CMEHA NMPOrPAMMHOIO OBECMNEYEHUA

6.1 O6HoBneHue nporpammHoro obecneueHms c cepsepa TFTP

CepBep TFTP ponxeH 6biTb 3anyweH U HAacTPOeH HAa KomnbloTepe, C KoToporo 6yaer
3arpy)katbca nporpammHoe obecneueHue. Paitibl ¢ 3arpy3ouHbIM U/UAM CUCTEMHDBIM
nporpaMmmHbiMm obecneyeHMem [0/KHbI 6biTb AOCTynHbl cepBepy. Komnbiotep ¢
3anyweHHbim TFTP-cepBepom pgocTyneH KommyTaTopy (MOXHO MNPOKOHTPO/IMPOBATD,

.‘

BbINOJIHMB Ha KommyTaTtope KomaHgy ping {A.B.C.D}, rpe A.B.C.D - IP-agpec
KomnbloTepa).
O6HOoBNEHMe nporpammHoro obecneyeHUss MOKeT OCYLLECTBAATLCA  TONIbKO

.‘

npusuiaernposaHHbIM nNoJsib3oBaTesieM.

6.1.1 Ob6HoBMEHUE cCUCMEMHO20 NPo2pPamMmmHo20 obecrieyeHusa

3arpysKa ycTponcTsa ocyliecteasercsa us ¢aiina cuctemHoro nporpammHoro obecnevenus (MN0O),
KOTOpPbIA XpaHWUTCcA BO ¢Gsw-namaTu. NMpu obHoBAEHMU, HOBbIN dain cuctemHoro MO coxpaHaeTca B
cneuManbHoO BblaeneHHol obnact namatu. Mpu 3arpyske YCTPOMCTBO 3amnycKaeT aKTUBHbIA ¢alin
cuctemHoro MO. Bbibop akTMBHOrO dalina 3agaeTca KOMaHaoM:

boot system [unit unit] { image-1 | image-2 }

roe unit — Homep ycTpoicTBa B CTeKe (4N ycTpoicTBa, paboTatolero B aBTOHOMHOM pPeXUMe,
HOMep YCTPOWCTBa He 3agaeTca), image-1, image-2 — daiin cuctremHoro MO.

' Mpwu paboTe B cTeKe, eC/IM HOMEP YCTPOMUCTBA He 3a4aH, AaHHAA KOMaHAa NPUMEHSeTca K
BegyLiemy yCTpOUCTBY.

[na npocmoTpa TeKyllell BepcMm CMCTEMHOrO nporpammHoro obecnedyeHus, paboTalolero Ha
YCTpOICTBE, BBEAUTE KOMaHAY show version:

console# show version

SW version 2.0.0.1 ( date 21-Jun-2011 time 20:38:14 )
Boot version 1.0.2.01 ( date 16-Mar-2011 time 16:50:30 )
HW version 01.00.00

Mpoueaypa ob6HoBNeHMA MO:

KomaHaolt copy ckonupoBaTb HOBbIM ¢daln nNporpammHoro obecneyeHus Ha YCTPOWMCTBO B
BblAesIeHHYI0 obnacTb namaTtn (image2). ®opmat KomaHabl copy tftp://{tftp ip address}/{file name}
image.

I'Ipmmep BbIMNO/IHEHNA KOMaHbI:

console# copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
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.‘

Copy took 00:01:11 [hh:mm:ss]

3HaK BOCKAMLAHUA YKasbiBaeT HAa TO, YTO MAET npouecc KonupoBaHua. Kaxkpbii
BOCK/IML,ATE/IbHbIA 3HAK COOTBETCTBYET ycnelwHou nepeaade 10 nakeroB no 512 6aifr

MHpopmaumum Kaxaplii. TouKa yKasblBaeT Ha TO, UYTO B Mpouecce KONMPoOBaHMUA
npousoLwen Taiimayt oXugaHua nakeros ot TFTP-cepsepa. HecKonbKO ToueK B CTpoOKe

MOKeT 03HauyaTb, YTO BO3HUK/IA OLINGKa B npouecce KkonuposaHuaA.

KomaHzoit boot Bbibepute akTUBHbIN ¢daitn cuctemHoro MO ana nocneaytowen 3arpysku: boot

system [unit unit] { image-1 | image-2 }.

console# boot system image-2

Ecnn He BbI6paH HOBbIN 3arpyKeHHblii ¢aiin cuctemHoro MO aKTUBHbIM, TO YCTPOMCTBO

BbIMOJ/IHUT 3arpy3Ky € UCNOJib30OBaHUEM TEKYLLLEero aktTuBHoro 06pasa.

Yb6eautecb, 4To NPaBUAbHO BblBpaH akTUBHbIN ¢ainn cuctemHoro MO. [na NpocmoTpa AaHHbIX O
BEPCUAX NPOrpaMMHOro obecrneyeHma 1 UX aKTUBHOCTM BBeAMTE KOMAHAY show bootvar:

console# show bootvar

Image Filename Version Date Status
1 image-1 2.0.0.1 21-Jun-2011 20:38:14 Not active
2 image-2 2.1.0 07-Jun-2013 14:00:50 Activex*

CumBonom «*» oTmeuvaerca ¢aiin nporpammHoro obecneuyeHus,
MCNOJIHATLCA NPU NOCAEAYIOLLEN 3arpy3Ke.

MepesarpysnTe KOMMYTaToOp KOMaHAO reload.

console# reload

KOTOpblii

6yger

session. Do you want to continue (y/n) [n]?

This command will reset the whole system and disconnect your current

MoaTtsepanTe nepesarpysky BBOLOM ‘y'.

6.1.2 O6HoeneHue 3a2py304HO20 haiina ycmpoiicmea (HAYAAbHO20 3a2py34UKa)

KOMm

HauyanbHbIV 3arpy3ymK 3anycKkaeTcs cpasy noc/e BKAOYEHUS NUTaHUA ycTpolicTBa. Nocpeactesom
3arpy3ouHoro ¢aina ocyllecTsaseTca npoueaypa «TecTMpoBaHUA CUCTEMbI NPKU BKAoYeHMU» (POST),
pacnakoBKa U 3anyck ¢aina cuctemHoro MNO. Mpu 06HOBAEHUN HOBLIN $alin HayanbHOrO 3arpysymnKa
coxpaHsaetcsa Ha flash Ha mecTe cTaporo.

[na npocmoTpa Tekylei Bepcum 3arpysodHoro ¢aina, paboTatowero Ha ycTpoicTee, BBeauTe

aHAy show version:

console# show version

SW version 2.0.0.1 ( date 21-Jun-2011 time 20:38:14 )
Boot version 1.0.2.01 ( date 16-Mar-2011 time 16:50:30 )
HW version 01.00.00
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Mpoueaypa obHoBAeHMA MO:

1. KomaHpoli copy CKOMMpOBaTb HOBbIM 3arpy3o4Hblit Gakin Ha ycTpoictso. PopmaT KOmaHAabl: copy
tftp://{tftp ip address}/{file name} boot.

console# copy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| L O L L L L A L L O L Y I I

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

AR

3HaK BOCKAMUAHMA YKa3blBaeT Ha TO, YTO upaeT npouecc KonupoBaHuA. Kaxkpbii
BOCK/IML,ATE/NIbHbIA 3HAK COOTBETCTBYET ycnewHoi nepegadve 10 nakeroB no 512 6aiir
MHpopMaumMM KaxAaplid. TOuKa yKasbiBaeT HAa TO, YTO B Mpouecce KONUpoBaHMUSA
npousoLwen TaidmayT oxKuaaHua naketoB oT TFTP-cepBepa. HeCKONbKO TOYEK B CTPOKe
MOXKeT 03HauaTb, YTO BO3HMK/IA owMbKa B npoLecce KONMUMPOBAHUA.

2. Mepesarpysnte KOMMYyTaToOp KOMaHAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKky BBOAOM ‘y'.
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7 NPUMEPbI MPUMEHEHMA U KOHOUTYPUPOBAHUA YCTPOMUCTBA

7.1 HacTpoiika NpOTOKO/1Ia MHOKeCTBa CBA3yloWMX aepesbes (MSTP)

MpoTokon MSTP no3BonseT CTPOUTb MHOKECTBO CBA3YIOLLMX AEPEBLEB A8 OTAE/bHbIX rPynn
VLAN Ha KOmMyTaTopax JIOKa/ibHOM CeTW, YTo MO3BOJIAET HbanaHCMPOBaATb HarpysKy. Oas NpocToThl
PaccMOTPUM C/y4ait € Tpems KOMMYyTaTopamu, 06begMHEHHbIMW B KONIbLEBYIO TOMOJIOTUIO.

Mycte vlan 10, 20, 30 obbeguHAloTcA B nepBom 3k3emnasape MSTP, vlan 40, 50, 60
0b6beAnHAIOTCS BO BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay
nepebiM M BTOPbIM KOMMYTaTOpamu MepeaaBanca Hanpsamyto, a Tpadmk VLAN-os 40, 50, 60
nepeaasasnca TpaH3UTOM Yyepe3 KommyTaTop 3. KommyTaTop 2 HazHa4YMMm KOPHEBbLIM AJ1A BHYTPEHHErO
ceasytowero gepesa (IST — Internal Spanning Tree) B KoTopom nepegaeTca cay*kebHaa MHGopMauus.
KommyTaTopbl 06beguHATCA B KOAbLO, Mcnonb3ya noptol gl M g2. Huke npusBegeHa cxema,
n306parkatoLLan SIOrMYECKYHO TOMOOMMIO CETH.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHbl Ha 3kzeMnnsp 2

xommyTarop 1 Kommyrarop 3

370T NOPT nepecbinaeT Tpaduk
AnA akzemnnspa 2 u Gnoknpyer
Tpacduk ansa aksemnnapa 1

3T10T NOPT NepeckinaeT TpadMK
Ans akaemnnsapa 1 v Gnokmpyer
Tpaduk ana akzemnnapa 2

KoMmyTaTop 2

PucyHok 15 - Hacmpolika npomoKosia MHOXecmea ceA3youux oepesses

Koroa oAMH M3 KOMMYTaTOPOB BbIXOAUT M3 CTPOA, AMBO 06pbIBAETCA KaHasl, MHOXeCTBO
aepesbes MSTP nepecTpamBaeTtca, YTO NO3BOASET MWUHMMM3NPOBATb MOCAEACTBMA aBapun. Huke
npuBeaeH npouecc KoHGUrypauum KommytaTopos. aa 6onee 6bICTPON HAaCTPOMKK co3aaeTca 0bLwmii
KOHQUrypaUMOoHHbI WabaoH, KOTopbli 3arpyraetca Ha TFTP-cepBep M MCMNob3yeTca BNOCAEACTBUU
[ONA HACTPOMKM BCEX KOMMYTaTOPOB.

1. CosgaHue wabnoHa 1 KOHPUrypauma NepBoro KOMMyTaTopa

console# configure

console (config)# vlan database
console(config-vlan) # vlan 10,20,30,40,50,60
console (config-vlan) # exit

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24
console (config-if)# exit

console (config)# interface range tengigabitethernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60

(
(
(
(
(
console (config)# spanning-tree mode mstp
(
(
(
console (config-if)# exit
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console (config)# spanning-tree mst configuration

console (config-mst) # name sandbox

console (config-mst)# instance 1 add vlan 10,20,30

console (config-mst)# instance 2 add vlan 40,50,60

console (config-mst)# exit

console (config)# do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-config
destination URL flash://startup-config

01-0ct-2006 01:09:44 SCOPY-N-TRAP: The copy operation was completed successfully
Copy succeeded

console (config)# do copy startup-config tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL flash://startup-
config destination URL tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed successfully
|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) # spanning-tree mst 1 priority O

console (config)# end

KoHdurypaums BTOporo KommyTtaTopa

console# configure

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config
01-0Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was completed
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console# configure

console (config) # interface vlan 1

console (config-if)# no ip address

console (config-if)# ip address 192.168.16.100 /24

console (config-if)# exit

console (config)# spanning-tree priority O

console (config) # end

KoHdurypaums TpeTbero Kommytatopa

console# configure

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config
01-Oct-2006 02:17:14 $COPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was completed
successfully

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload
You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
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This command will reset the whole system and disconnect your current session.
you want to continue ? (Y/N) [N] Y

Shutting down

console# configure

console (config)# interface vlan 1

console (config-if)# no ip address

console (config-if)# ip address 192.168.16.101 /24

console (config-if)# exit

console (config)# spanning-tree mst 2 priority 0

console (config) # end

Do
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TEXHUYECKAA NOAAEPKKA

[nsa nonyvyeHma TEXHUYECKOM KOHCYAbTaLLMM MO BONPOCaMm 3KCnayaTaunm obopyaoBaHus
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTuTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUM:

050032, Pecnybnuka KasaxcrtaH, r. Animatol, MKp-H. AnaTay, yn. Mbparmmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caliTe KOMMNaHUM Bbl MOMKETe HaWTU TexXHUYECKYI J[OKYMEHTauuio W
nporpammHoe obecneveHune ana npoaykumm TOO «InTekcAnaTay», 0BpatTUTbcA K 6Gase 3HaHWIA,
MPOKOHCY/IbTUPOBATLCA Y UHXeHepoB CepBUCHOTO LeHTPa Ha TeXHUYECKoM popyme.

OduumanbHbI caT KomnaHuu: http://eltexalatau.kz
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