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Bepcus 1.38

07.10.2025

fAo6asneH pasaen:
5.25 3nekTponuTaHue no nnHuam Ethernet (PoE)

U3meHeHus B paspenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKHU

4.4 Pexkum paboTbl KOMMYTaTOpa

5.6.3 KomaHpapb! ana pesepsMpoBaHMA KOHPUrypaumum

5.9.2 Hactpoiika VLAN u pexxmumoB KommyTaLuuu uHTepdeiicos
5.15.4 MexaHusm o6HapyxeHua netenb (loopback-detection)
5.15.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.19.7 Hactpoiika goctyna

5.26.2 MpoBepKa NOAAMHHOCTU K/IMEHTA HA OCHOBe nopTa (craHaapT
802.1x)

5.26.2.1 ba3soBasa npoBepKa NOAJAMHHOCTU

5.26.2.2 PaclumMpeHHasa nposepKa NOAJIMHHOCTH

5.26.5 KoHTponb npotokona DHCP u onuus 82

5.27 ®yHkumumn DHCP Relay areHTa

5.29.2 KoHdurypauma ACL Ha 6a3e IPv6

5.32.1 KoHdurypaumsa cTaTUuecKo mapLupyTmsaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcusa 1.37

02.09.2025

U3meHeHusa B paspenax:
2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKHN
4.4 Pexxum paboTbl KOMMyTaTOpPa

fo6aBneHo onucaHMe mogenn Kommyrtatopa MES35001-8P8F

Bepcua 1.36

23.07.2025

CuHXpoHu3auma ¢ sepcuei NO 6.6.8.2

Bepcua 1.35

21.05.2025

U3meHeHusa B paspenax:

2.3 OCHOBHble TeXHUYEeCKUe XapaKTepuCTUKun

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.22 ®dyHKumA sFlow

5.24 IP Service Level Agreements (IP SLA)

5.32 KoHduUrypauma npoToKo/10B MapLUpyTU3aLmum
5.32.3 Hactpoiika npotoKona OSPF, OSPFv3

[o6asneHo onucaHve mogenn kKommyrtatopa MES2300-24P DC

Bepcua 1.34

11.04.2025

U3meHeHUA B paspgenax:

2.1 HasHauyeHue

2.3 OCHOBHble TeXHUYEeCKUe XapaKTepUCTUKKN

4.4 Pexkum paboTbl KOMMyTaTOpa

5.5 KomaHAbl ynpaBnaeHusa cucremoii

5.9.1 NapameTtpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.11.2 NMpoTokon arperayun KaHanos LACP

5.11.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

5.26.2 MpoBepKa NOA/IMHHOCTU K/IMEHTa Ha OCHOBe NopTa (cTaHpapT
802.1x)

5.27 ®yHkumumn DHCP Relay areHTa

5.28 KoHpurypauua DHCP-cepsepa

5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.32.4 Hacrtpoiika npotokona BGP (Border Gateway Protocol)

fAo6asneHo onucaHue moaeneii Kommytatopos MES2300-08,
MES2300-08P, MES5300-24, MES5300-48, MES5305-48

Bepcua 1.33

23.12.2024

[o6asneHbl pasaensbi:
5.32.12 Nporokon GRE

U3meHeHunA B pasaenax:
5.19.4 MpoTokon ynpasneHus cetbio (SNMP)
5.32.11 Hactpoiika npotokona Bidirectional Forwarding Detection (BFD)

Bepcusa 1.32

01.11.2024

U3meHeHus B pasgenax:

2.1 HasHaueHue

2.3 OCHOBHbIe TeXHUYECKUE XapaKTEPUCTUKUN

3.2.3 YcraHoBKa ycrpoiicts MES35001-08P, MES35001-10P Ha DIN-peiiky
2.4.4 CBeToBaA MHAUKaUMUA
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5.7 HacTpoiika cucTeMHOro BpemeHun

5.19.1 MexaHusm AAA

5.19.2 Mporokon RADIUS

5.19.3 Mpotokon TACACS+

5.19.7 Hactpoiika gocrtyna

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.32.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
0 Hactpoiika npotokona IS-IS

5.32.6 Hactpoiika Route-Map

5.33 KoHpurypauua VXLAN

fo6aBneHo onucaHue mogeneit Kommytatopos MES2300-24F,
MES35001-08P

Bepcus 1.31

12.08.2024

[o6aBneHbl pasaensi:

3.2.3 YcraHoBKa ycrpoictea MES35001-10P Ha DIN-peiiky
5.23.1 lnarHocTMKa megHoro Kabens

4.5.1.2 PacluMpeHHasa HaCTPOiiKa ypoBHA focTyna

5.23.1 lnarHocTMKa megHoro Kabens

U3meHeHus B paspgenax:

2.1 HasHaueHue

2.2.8 lononHutenbHble GyHKLMU

2.3 OCHOBHble TeXHUYEeCKUe XapaKTepUCTUKKN

2.4.4 CeeToBaA UHAUKaUmA

4.4 Pexkum paboTbl KOMMYTaTOpa

5.8 KoHdurypauma BpemeHHbIX UHTepBaaoB time-rang

5.9.4 Hactpoiika untepdeiica IP

5.11.3 Hactpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.12 Hactpoiika IPv4-agpecauumn

5.15.5.1 Hactpoiika npotokona STP, RSTP

5.19.4 MpoTtoKon ynpasaeHus cetbio (SNMP)

5.31.1 Hactpoiika QoS

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hactpoiika Route-Map

[o6aBneHo onucaHue mogeneii kKommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcua 1.30

21.05.2024

U3meHeHUA B paspgenax:

2.4.4 CeeToBaA uHAMKaLUA

5.9.1 NapameTtpbl Ethernet-uHtepdeiicos, Port-Channel un Loopback-
UHTepdodeiicos

Bepcua 1.29

18.04.2024

[o6aeneH pasgen:
5.26.8 ®PyHKumMoHan First Hop Security

N3meHeHus B paspaenax:

5.9.3 Hacrpoiika Private VLAN

5.19.1 MexaHusm AAA

5.32.3 Hacrtpoiika npotoKkosna OSPF, OSPFv3
5.33 KoHdurypauua VXLAN

Do6aBneHo onucaHue mogeneit Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcuma 1.28

15.03.2024

Ao6aBneHo onucaHmne mogenm Kommyratopa MES5410-48

Bepcua 1.27

29.02.2024

CuUHXpoHU3auua ¢ Bepcueit N0 6.6.2.9

Bepcusa 1.26

15.12.2023

M3meHeHus B paspenax:

5.11.2 NMpotokon arperauumn kaHanos LACP

5.14.1 NMpotokon IPv6

5.32.1 KoHdurypaums ctaTUuecKo mapLupyTmsaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

fo6asneHo onucaHue mogeneii Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcusa 1.25

09.10.2023

fo6aBneHo onucaHue mogeneit Kommytatopos MES2300-24, MES3300-24
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Bepcusa 1.24

07.09.2023

U3meHeHuA B pasaenax:
2.3 OCHOBHbIE TeXHUYECKNEe XapaKTePUCTUKH
5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcusa 1.23

26.07.2023

U3meHeHusA B pasgenax:

2.2.3 ®dyHKLUM BTOPOro YPOBHA ceTeBo moaenu 0S|

5.4 KomaHAbl ynpaBaeHUa cuctemoii

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.5.2 Hactpoiika npotokosna MSTP

5.17.5 Radius-aBTopusauusa sanpocos IGMP

5.18.1 Mpotokon PIM

5.31.1 Hacrtpoiika QoS

5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.32.12 KoHdurypaumsa supTyanbHoii obnactu mapwpyTtusauum (VRF lite)

[o6asneHo onucaHne mogeneii Kommyratopos MES3300-24F

Bepcusa 1.22

7.04.2023

U3meHeHUA B paspgenax:
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika gocrtyna

Bepcua 1.21

10.03.2023

[o6asneHbl pasaensbi:
5.18.2 ®yHKuma PIM Snooping

U3meHeHusa B paspenax:

2.3 OCHOBHble TeXHUYECKNEe XapaKTepUCTUKH

4.4 Pexxum paboTbl KOMMyTaTOpa

5.15.2 HacTtpoiika npotokona ARP

5.16 Voice VLAN

5.17.1 ®yHKuMAa nocpegHUKa npotokona IGMP (IGMP Snooping)
5.18.1 NMpoTtokon PIM

5.18.4 ®dyHKuma IGMP Proxy

5.19.7.1 Telnet, SSH

5.26.2 MpoBepKa NOAMHHOCTU K/IMEHTA HA OCHOBE nopTa (cTaHaapT
802.1x)

5.32.1 KoHdurypauma ctaTUuecKo mapLupyTMsaumm

5.32.3 Hacrpoiika npotokosna OSPF, OSPFv3

5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHdwurypauua VXLAN

Bepcua 1.20

11.11.2022

N3meHeHun B pasgenax:
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

Bepcua 1.19

30.09.2022

U3meHeHuA B pasgenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.32.1 KoHdurypauma ctaTUuecKo mapLupyTmsaumm

Bepcna 1.18

29.07.2022

[o6aBneHbl pasaensbl:
5.31 KoHpurypauusa VXLAN

U3meHeHus B pasgenax:

2.3 OCHOBHble TeXHUYECKNEe XapaKTePUCTUKU
2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM

[o6aBneHo onucaHue mogene Kommytatopos MES5400-24, MES5400-48

Bepcna 1.18

05.03.2022

fAo6asneHbl pasaensbi:

5.15.8 Hactpoiika ¢pyHkuum Flex-link

5.11.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.24 IP Service Level Agreements (IP SLA)

N3meHeHuA B pasgenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.12 Hacrpoiika IPv4-aapecauum
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A ELTEX

Bepcusa 1.17 31.01.2022 fo6asneHbl pasaensbi:
5.15.8 Hacrtpoiika ¢pyHKumm Flex-link
5.15.9 Hactpoiika ¢pyHKuuK Layer 2 Protocol Tunneling (L2PT)

N3meHeHun B paspenax:

4.3 3arpy3ouHoe meHIo

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauumn uHtepdeiicos
5.17.1 ®yHKuMa nocpeaHuka nporokona IGMP (IGMP Snooping)
5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.31.1 HacTpoiika

6.1 MeHio Startup

Bepcusa 1.16 18.06.2021 U3meHeHUA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKMU

5.12 Hactpoiika IPv4-agpecauun

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

Bepcua 1.15 09.02.2021 [o6asneHbl pasaensl:

5.6.3 KomaHpabl ans pesepsupoBaHusa KOHPUrypauum

5.17.4 ®yHKumMAa orpaHuueHua multicast-tpaduka

5.17.5 RADIUS-asTopu3auus sanpocos IGMP

5.32.6 Hactpoiika Route-Map

5.30.7 Hactpoiika Prefix-List

5.32.9 banaHcupoBKa Harpysku Equal-Cost Multi-Path (ECMP)

U3meHeHus B paspgenax:

2.2.3 dyHKLUM BTOPOro ypoBHA ceTeBo moaenu OSI|

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKU

2.4.4 CeBeToBaA UHAUKAUUA

4.5.1 ba3oBaA HACTPOiIiKa KOMMyTaTopa

4.5.2 HacTpoiika napameTpoB cuctembl 6e3onacHocTn

5.4 KomaHAbl ynpaBaeHusa cuctemoii

5.6.2 KomaHab! ana pabotbl ¢ paiinamu

5.9.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN u pexumos KommyTauum uHtepdeiicos
5.10 Storm Control gna pasnnuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hacrpoiika npotoKkona DNS — cuctemMbl AOMEHHbIX UMEH
5.15.5 CemelictBo npoToKonos STP (STP, RSTP, MSTP)

5.17.1 dyHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.20 }ypHan aBapuii, npotokon SYSLOG

5.26.1 ®PyHKuMM obecneyeHUA 3aWUTbl NOPTOB
5.31.2Cratucruka QoS

5.32.3 Hacrpoiika npotokosna OSPF, OSPFv3

Bepcusa 1.14 24.11.2020 U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepuUCTUKH
5.6.2 KomaHgbl ana pabotbl ¢ paitnamm

5.28 KoHdurypauusa DHCP-cepBepa

Bepcusa 1.13 12.06.2020 fAo6asneHbl pasaensbi:
5.32.8 HacTpoiiKka CBA3KM Katouen

N3meHeHun B paspenax:

2.2 dyHKUUM KOMMyTaTOpa

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKN
5.1 basoBble KOMaHAbl

5.9 KoHdpurypauua nntepodeiicos u VLAN
5.17 I'pynnoBas agpecauus

5.19 ®yHKUMM ynpaBaeHUus

Bepcuna 1.12 20.11.2019 U3meHeHus B paspenax:
2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKN
Bepcua 1.11 15.10.2019 U3meHeHUA B paspgenax:

5.11 Mpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

Bepcua 1.10 20.05.2019 fAo6asneHo onucaHue mogeneii Kommytatopos MES5316A, MES5324A,
MES5332A

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,
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Bepcusa nporpamm- 6.6.9.3
Horo o6ecneyeHus
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue
B KBagpaTHbIX CKOBKax B KOMAHAHOW CTPOKe YyKa3blBatoTcA HeobA3aTesbHble
[1 napameTpbl, HO UX BBOJA NPenoCTaBAAeT onpeaeneHHble AONONHUTENbHbIE
onuum.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH N3 NAPaMETPOB.
«,» [aHHble 3HAKMN B ONUCAHUN KOMaHZAbl UCMONb3YOTCA ANA YKA3aHWA AManaso-
«» HOB.
«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.
«f» [JaHHbIV 3HAK B ONMCaHME KOMAHAbl YKa3blBAET Ha 3HAYEHME MO YMOIYAHMIO.
K Calibri Kypcneom Calibri ykasbiBatoTca nepemeHHble MAM NapaMeTpbl, KOTOpble HEO6-
ypcue Calibri o
XOZAMMO 3aMEHUTb COOTBETCTBYHOLMM CTOBOM MU CTPOKOW.
MNonyKupHobiii Mony*KUpPHbIM WPUPTOM BblAENEHBI NPUMEYAHUA N NPEAYNPEXAEHUS.
<lMonyxcupHolii MoNyXMPHbIM KYPCUBOM B YI/10BbIX CKOOKaXx yYKa3blBAlOTCA Ha3BaHMA KNaBULL
Kypcue> Ha KNaBuaType.
Courier New MonykupHbim LWpndTtom Courier New 3anmcaHbl NpMmepbl BBOAA KOMAHA,
. Wpndptom Courier New B pamke € TEHbIO yKa3aHbl pe3ybTaTbl BbINOJAHEHUSA
Courier New
KOMaHA.

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

,j‘ MpumeyaHua coaepKaTt BaXKHYHO VIHdJOpMaLI,MIO, coBeTbl I pekomeHaauuun no ncnosb-
P

Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENBHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noApa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPAA NO3BOAET TMBKO OCYLIECTBAATL pacnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 MmoryT MCMONb30BaATLCS HA CETAX KPYMHbIX NPeAnpUATUI U NpeanpuaTUii Manoro u cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWU3BOAUTENIbHOCTb, TMOKOCTD,
6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06C/yKMBaHUA (QoS).

KommyTaTtopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 oTBeyatoT TpeboBaHUAM LEHTPOB 06paboTkn AaHHbIX K Top-of-Rack n End-of-
Row-KommyTaTopam un TpeboBaHMAM OnepaTopoB K 060pyA0BaHUIO CETEeN arperauum U mMarmctTpanbHbIX
ceTel, obecneymBan BbICOKYO NPOM3BOAMUTENBHOCTb M SKOHOMMUYECKN 3GPEKTUBHOE peLleHue.

MpomblwneHHble KommyTaTtopbl MES35001-08P, MES35001-10P, MES35001-8P8F n MES2300DI-28
npegHasHavyeHbl ANA OpraHM3auuuM 3alMLLEHHbIX OTKA30yCTOMYMBBLIX CeTel nepedaynm OaHHbIX Ha
00beKTaAX, rae HeobxoaMMO BbINONHEHME TpeboBaHMIA MO 0b6ecneYeHnto YCTOMYMBOCTU K BO3AENCTBUAM
pas3fIYHOro BUAA: TeMnepaTypHbIM, MEXaHUYECKMM, BUOpauumn n ap.

B HacToAleM pyKoOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 11
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2 OINUCAHUE U3AENUNA

2.1 HasHaueHmue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 — 3T0 BbICOKONPOM3BOAMTE/IbHbIE YCTPOMCTBA, NpeAHa3HaYeHHble AN UCMOoJib-
30BaHUA B LeHTpax 06paboTku aaHHbIx (LOA) B KayectBe Top-of-Rack nnm End-of-Row KommyTtaTopos, a
TaK¥Ke B CETAX arperauym u MarucTpasbHbIX CETAX ONEPATOPOB CBA3MU.

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeincammn 1000BASE-X/10GBASE-R n 40GBASE-R/100GBASE-R. B pexume paclienneHus
HG-uHTepdeitca nogaepskmsaerca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum paciien-
NeHnA No3BonseT pacllenmTb Ao 6 HG-uHtepdeiicos, uto B cymme gaet 24 TWE-untepdeiical.

KommyTtatop MES5410-48 ocHaleH uHTepdeinicamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R. B pexxkunme pacuienneHmsa HG-uHtepdeica nogaepunsaerca pabota Ha ckopoctax 1 Féut/c,
10 F6ut/c 1 25 Feut/c. Pexnm pacuienneHns no3sonseT paclienutb ao 6 HG-uHTepdelicos, 4To B cymme
paet 24 TWE-untepdeiica.

KommyTatop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
XUMe pacwenneHns HG-untepdeiica nogaep>kmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxum paclienneHmsa nossonset pacwenntsb g0 30 HG-uHTepdeicos, yto B cymme gaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB MoAAepP*KMBalOT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 éut/c (SFP+),
25 I'éut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 r6ut/c (QSFP28). HebnoKkupyemana KOMMYTaLMOHHaA MmaTpuLa
No3BONAET OCYLECTBAATL KOPPEKTHYIO 06paboTKy NAaKeTOB NPWM MaKCMMabHOW HarpysKke, COXpaHAn npu
3TOM MMHMUMabHbIE U NPeACKasyemble 3a4ePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXHOCTb MCMOJIb30BaHUA cxem BeHTunAauum Front-to-Back mn Back-to-
Front?, uto obecneunsaet apHEKTUBHOE OXNaXKAEHNE NPU UCNONb30BAHUM YCTPOWCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU CUCTEMaMM OXNaXKLEHUA.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneuynBaeTcs pe3epBUpPOBaHMEM UCTOUYHUKOB NUTaHua (1+1) u
NPUMEHEHNEM CMEHHbIX MoAy/1eit BEHTUAALMU. KOMMYTaTOpbl MMEHT BO3MOXKHOCTb ropAYei 3ameHbl Mo-
Aynen NUTaHUS U BEHTUNALMOHHBLIX Moaynei, obecneumsaa becnepeboiiHoe GyHKLMOHUPOBAHUE CeTU
onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOAUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble uHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble Aaa
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneumBaeT rMbGKOCTb B UCMO/b30BAHWM M BO3SMOMKHOCTb NOCTENEHHOTO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbiX. Hebnokupyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb

1 lna mopgenn MES5400-24 B pekume paclienieHna AocTynHbl HTepdelicsl HG3—HG6. Ana mogenn MES5400-24
rev.B faHHOro orpaHMyeHuns Her.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOXHbI B ABYX UCMONHEHUAX: C BeHTMAAUMeN Front-to-Back nan Back-
to-Front.

12 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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KOPPEeKTHyto 06paboTKy NaKeToB MPU MaKCMMaibHbIX Harpyskax, COXpPaHAasa Mpu 3TOM MWHUMa/bHbIE U
npeackasyemble 3a4epXKKN Ha BCcex Tunax TpaduKa.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneynBaeTcs pesepBUpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHMEM CMEHHbIX MOAy/el BeHTUAALMM. KOMMyTaTopbl MMEIOT BO3MOMHOCTb ropsyeit 3ameHbl
MoAynen NUTaHuA U BEHTUIALMOHHBIX Mmoaynei, obecneunsasn 6ecnepeboitHoe GyHKUMOHUPOBaHME CeTH
onepaTopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocyuwectsanaeT NoAKAOYEHNE KOHEYHbIX
Nnonb3oBaTesiell K CeTU KPYMHbIX NPeanpuaTuii, npeanpuatMin Mmanoro u cpeagHero busHeca u K cetam
onepaTtopoB CBA3M C nomouiplo UHTepdericos 1G/10G. Kommyrtatopbl MES2300 Takxe MmoryTt
NCMNO/Ib30BaTbCA B ONEPATOPCKUX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHS arperaummnm uam TPaHCNOPTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB NogaepuBatoT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaet
TMHOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTENEHHOro nepexofa Ha 6onee BbICOKME CKOPOCTU
nepefayn AaHHbiX. Hebnoknpyemas KOMMyTaLMOHHAA MATpULA NO3BOAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCUMaJIbHbIX Harpy3Kax, CoOXxpaHAAa npu aTOM MUHUMaAJIbHble U NpeacKa3dyemble
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F n MES2300DI-28
npefHasHayvyeHbl 41 OPraHM3aLMM 3aLMULLEHHbIX OTKA30YyCTOMYMBDLIX CeTer nepeaayn AaHHbIX Ha 0ObeK-

Tax, rae HeobxoAMMO BbINOJIHEHUE TPebOBAHWUI MO YCTOMYMBOCTU K BO3AENCTBUAM PA3NIMYHOIO BUAA TEM-
nepaTypHbIM U MEXaHUYECKMM BO3AENCTBMAM, BUOpaLmn 1 ap.

2.2  ®YHKUMM KOMMYyTaTOpA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWUI YCTPOMUCTB, 4OCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om B/OKMPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayun SaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxka CnocobHocTb NnoaaepxuBaTh Nepenady CBepXA/IMHHbIX KaapoB, YTo NO3BOJIAET Mne-
€8epx0aUHHbIX KAOPOB8 | pefaBaTb AaHHblE MEHbLIMM YACNOM NAKeTOB. ITO CHUXKAET 06bem CNyKebHOW UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpaBneHne NOTOKOM MO3BOAAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npeaoTBpalleHua nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOWMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbopmuMpys
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHXOAMMOCTU caenaTb Naysy npu nepegayde na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

KommyTaTop noaaepskvmsaer obbegMHeHNEe HECKOJIbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOE YCTPOMCTBO C 06LLMMM HACTPO-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOTMM NOCTPOEHUA CTEKA — KONbLO M LenoyKa. MNpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOYKHO 334aTb C KOMMYTa-
Topa, paboTatoLLero B pexume «mactep». CTeKMpoBaHMe yCTPONCTB NO3BOAAET CHU-
3UTb TPYAOEMKOCTb YNPaBAeHUs CETbIO.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 13
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2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GYHKLUMM yCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnuya 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTtaTtop coctasnseT B namati Tab/ivuy, B KOTOPOM yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyUYEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexxume 0byueHna KOMMyTaToOp aHaAM3npyeT
Kagpbl u, onpegenns MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B TabamLy KoMmyTauum.
Bnocneacteum kagp Ethernet, npegHasHauveHHbI ana xocta, MAC-agpec KoToporo
yKe ecTb B Tabsvue, nepegaeTca TO/IbKO Yepes yKasaHHbIl B Tabauue nopr.

Moddepicka nepedayu
Ha HecKosnbKo MAC-

[aHHasa ¢yHKUMA NO3BONSAET YCTaHaB/AMBATb COEAUHEHUA KOOUH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pasom, Kagp, aApecoBaHHbI MHOroagpecHol

adpecos (MAC . o
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
Asmomamu4ecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYyNaloT NaKeTbl, TO 3anNucb ANA AaHHOTO agpeca yctapesaeT M yganaeTtcs.
(Automatic Aging for 3T0 NO3BONSET NOALEPKMBATL TADAMLLY KOMMYTALMUW B aKTYalbHOM COCTOAHUMU.
MAC Addresses)
CmamuuyecKue 3anucu C .
. eTeBOl KOMMYyTaTop MO3BOAAET M0J/b30BaTeNtlo ONpeaennTb CTaTUYeCcKue 3anucu
MAC (Static MAC amvraTop beA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHATCA B TabvLe KoMmMyTauuu.
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabnunue 3 npmBeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHoBe MHPOPMALMK, NOAYHEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPONCTBA B CETU

®yHkyusa IGMP Snooping o
Y4YacTBYIOT B rpynnax MHOroaZpecHOM paccbl/iIKK1, 1 agpecoBaTb TPapuK Ha cooTBeT-
CTBYlOLLME NOPTbI.
. Peanusauua npotokona MLD no3BosAeT ycTPOUCTBY MUHUMMU3IUPOBATb MHOToaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4OM y3/1€e, KOTOpOe NPMBOAMT K IAaBUHOOBPA3HOMY POCTY MX YMCNa M Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTD CKO-
pocTb Nepesaym MHOroaAPECHbIX U LUIMPOKOBELLATENbHbIX KaAPOB, NPUHATbLIX U Nne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmos
(Port Mirroring)

3epKanMposaHue NopToe no3soaseT aybanposatb TpaduK HabAlogaeMbIX MOPTOB,
nepecblian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAUPYIOWMI nopT. Y
No/b30BaTeNA KOMMYTaTOPa €CTb BO3MOXHOCTb 3a4aTb KOHTPOAMPYIOWMIA U KOH-
TpoaMpyemble NOpTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA U/UAN NCXOAALLNN), KO-
TOpbIN OyaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET Ha3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
ycnoBHO 6yaeT nepeHanpaBasaTbCA BeCb TpaduK, obecneymsan Tem cambim U30/1A-
LMIO C APYrMMK NopTamu (B Npegenax o4HOro KOMMYTaToPa), HAXO4ALMXCA B 3TOM
e wupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

14 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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Private VLAN Edge

[JaHHaa dyHKUMA NO3BONAET U30/IMPOBATL FPYNNY NOPTOB (B Npesenax o4HOro Kom-
MyTaTopa), HaXo4AWMXCA B OGHOM LUIMPOKOBELLATE/IbHOM AOMEHEe MeXKay cobold,
Nno3BoAAA NPWY 3TOM 06MeH TPadUKOM C APYrMMM NOpTaMm, HAXOAALLMMMUCA B STOM
Ke WMPOKOBELLLATENIbHOM JJOMEHE, HO HEMPUHAA/IEXKALLMMMU K 3TOW rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOLALLMMUCA B OLHOM LUMPO-
KOBeLLaTeIbHOM JOMEHE, B Npeaenax Bcei L2-ceTn. Peanin3oBaHbl TONIbKO ABa pe-
KMMa paboTbl nopTa Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHm-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOM 3aJ4ayelt KOTOPOro ABAA-
etca npusegeHme cetu Ethernet ¢ M36bITOYHBIMKU COEAUHEHUAMM K APEBOBUAHOM
TOMONOTNK, UCKAOYatoLLeln neTan. KommyTaTopbl 0BMEHNBAOTCA KOHOUTYPaLMOH-
HbIMWU COOBLLEHMAMM, UCNONb3YA Kaapbl cneumnanbHoro ¢opmaTa, U BbIBOPOUYHO
BKJIIOYAIOT M OTK/IIOYAIOT nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — aBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepusyeTcs MeHbLINMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHOM TONONAOMMM
1 UMeeT 6o/iee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOoN NpeaHasHayYeH AN NOBbIWEHMA YCTOMUMBOCTA U HAZEKHOCTM CETU ne-
peAaun AaHHbIX, MMeloLLE KONbLEBYIO TOMOJIOMUIO, 3@ CYET CHUNKEHUA BPEMEHMU
BOCCTaHOB/IEHWA CETU B C/ly4ae aBapuu. Bpems BOCCTaHOBAEHWA He npesbiwaet 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEMEHW NePeCcTPOMKKU CETU NPU UCMO/Ib30Ba-
HWW NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
obnactb (momeH). KommyTaTop noaaepuBaeT pasanyHble CpeacTsa Kaaccuduka-
LMM NaKeToOB A/18 onpeseneHuns ux NnpuHagNexKHocTn K onpegeneHHom VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMM YpOBHA KaHana nepegayv AaHHbIX MNpeacTaBAAloT coboit MpoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKkone ana nepenaym nudopmaumm o
COCTOAHUW KaHana MeXay HenocpeacTBEeHHO NOAKAOYEHHbIMM YCTPOMCTBaMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A0/IKHbI NogaepkneaTb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunmn GARP VLAN obecneumBaeT guHamudeckoe pobasne-
Moddeprcka GVRP (GARP | nue/ypanenve rpynn VLAN Ha nopTax KommyTaTopa. EC/M BK/OYEH MPOTOKOA
VLAN) GVRP, kommyTaTOp onpesenseT, a 3aTeM pacnpocTpaHAEeT AaHHble O NPUHAANEX-

HocTM K VLAN Ha Bce nopTbl, ABASOLWMECA YACTbiO aKTUBHOM TOMOOTUM.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BxodAawmm noptam. [aHHoe
pelleHve No3BONAET UCMO/b30BaTb Ha KaXKA0M NOpTy TONbKO oaHy rpynny VLAN.

Moddeprcka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbI ONUCLIBAET NpoLeaypy TerMpoBaHua
TpadumKa ana nepegayum nHbopmaumm o npuHagnexHoctn kK VLAN. MossonseT uc-
Nno/sb30BaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAN08
c ucnono3oeaHuem LACP

MNpoTtokon LACP obecneynBaeT aBTomaTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B eAUHbIN KaHan nepefayn AaHHbIX.

B npoToKo/ie NOCTOSAHHO onpeAenaeTcs BO3MOXHOCTb 06begMHEHNA KaHaoB, U B
C/lyyae OTKasa CoegMHEeHUs, BXOAALEro B 06beAMHEHHbI KaHan, ero Tpaduk aBTo-
MaTUYeCKM nepepacnpesensieTcs no He OTKa3aBLWMM KOMMOHEHTaM 06beAuHeH-
HOrO KaHana.
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B ycTpoicTBax noaaepkmeaetca GyHKLMA CO34aHMA rPYNN KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa ob6beanHeHUs
HECKONbKMX QU3NYECKUX KaHanoBa B OAWMH NOrMYecKUi. 3To cnocobeTByeT He
TONbKO YBE/IMYEHUIO MPOMYCKHOM CNOCOBHOCTN MArncTPanbHbIX KaHA/I0B KOMMYTA-
Co3daHue epynn LAG TOP-KOMMYTaATOP UM KOMMYTaTOP-CEPBEP, HO M NOBBILLEHUIO X HAAEXKHOCTH. Bo3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha ocHoBaHuM |P-
afipecoB M Ha ocHOBaHWK NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C 04MHAKOBOW CKOPOCTbIO, paboTatoLwmx B AynieKc-
HOM pexunme.

MpepoctaBaseT BO3MOXHOCTb MAEHTUPUUMPOBATL rO10COBOM TPadUK HA OCHOBA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
Moddepxcka Auto Voice B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wto3a
VLAN unu e IP-tenedoHa, To AaHHbIN NOPT aBTOMaTMYeCcKn aobaensertca B voice vlan
(naeHTMOMKauma no npotokony SIP unum ke no MAC-agpecy nonydyatens He nog-
AepyKuBaeTca).

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI
B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHme GpyHKLUUIN TpeTbero yposHaA (Layer 3)

Knuenmeoi BootP

u DHCP YctpoictBa cnocobHbl aBTOMatTUYeckM nony4datb |P-agpec no  npoTokony

(Dynamic Host BootP/DHCP.

Configuration Protocol)

Cmamuyeckue AZMMHUCTPATOP KOMMYTAaTOPa UMEET BO3MOXKHOCTb A06aBAATb U yAansaTb cTaTuye-

[P-Mapwpymbl CKuMe 3anucu B Tabanuy mapLipytusaumu.

Mpomokon ARP ARP — npoTokon conocTtasaeHus IP-agpeca n ¢pusmnyeckoro agpeca yctponcrea. CooT-

(Address Resolution BETCTBME YCTAaHAB/AMBAETCA Ha OCHOBE aHa/M3a OTBeTa OT y31a CeTH, agpec y3/a 3a-

Protocol) NPaLNBaAETCs B LUMPOKOBELLATEIbHOM NaKeTe.

Mpomoxon RIP MpPOTOKO/ AMHAMMYECKOWN MApPLUPYTM3aLLMKN, KOTOPbIN NO3BOIAET MapLIpPyTM3aToOpam

. , 06HOBIATb MAPLUPYTHYI MHDOPMaALLMIO, MOSTyYas ee OT COCeAHMX MAPLIPYTU3ATOPOB.
(Routing Information PUIPYTHY opmaLy Y A PPy P
Protocol) B 33a4M NpOTOKONA BXOAMUT onpesefieHne onTUMAIbHOro MapLIpyTa Ha OCHOBAHMMU
rotoco [AaHHbIX O KOZIMYECTBE NPOMEKYTOUHbIX Y3/10B.

IGMP Proxy — ¢®yHKUMA YNpOLWEHHOW MapLpyTU3auumM MHOTOagpPecHbIX AaHHbIX

®yHKyus IGMP Proxy y — ¢yHKumMA ynpouy pwpyT13aL, ap a
mexay cetamu. [1na ynpasaeHna mapipytusaumen ncnonbsyetca npotokon IGMP.
MpOTOKOA AMHAMMUYECKON MapLlupyTU3aL MM, OCHOBAHHbIA Ha TEXHOJIOTUM OTCAEKU-
BaHWsA cocTosiHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus

lpomokon OSPF KpaTyanwero nytm anropmutm [eikctpsl. Mpotokon OSPF pacnpoctpaHaeT uHpopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTM3aTopaMun ogHOW aBTOHOMHOM Cu-
cTembl.

BGP (Border Gateway Protocol — npoToKoA rpaHMYHOrO WA03a) ABAAETCA NPOTOKO-
lpomokon BGP JIOM MapLpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTmsaTopbl 06-
MEHMBATCA NHOOPMaLMel O MapLIPYTax K CETAM Ha3Ha4yeHuA.

MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHUA MApPLLPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb LWKO3a MO YMOYaHUI0. ITO JOCTUraeTcsa NyTém obbeguHeHusa IP-nHTep-
¢delicoB rpynnbl MapLLPyTU3aTOPOB B OAUH BUPTYanbHbIN, KOTOPbIN ByAeT NCnob3o-
BATbCA KaK LW/I03 MO YMONYaHUIO A/19 KOMMbIOTEPOB B CETU.

lpomokon VRRP
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PIM-npoToKkon mHoroagpecHon maplupytmsaumm ans IP-ceten, co3aaHHbIn ans pe-
WweHua npobaem rpynnoBoii mapuwpyTtusaumun. PIM 6asmpyetca Ha TpaguULMOHHbIX
MapLpYTHbIX NpoToKosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,

lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ncnonbsyeT unicast-tab-
VLY MapLIpyTM3aumm gna nposepku RPF. 3Ta npoBepKa BbINOMHAETCA MapLIpyTU3a-
Topamu, 4Tobbl ybeauTbea, YTO Nnepesadya MHOrOaLPECHOro TpaduKa BbINOAHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa Hbopmaumelt 06 UCTOUHMKAX MYIbTUKACTA MEX as3nny-
lpomokon MSDP P A bopmay y Y P

Hbimu RP B8 PIM.

2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLUMM KayecTBa obcny:kunsaHua (Quality of Service).

Tabnmua 5 — OcHoBHble PYHKUUM KayecTBa 06CYKUBaAHMUA

Mododepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NoAAEPKMBAET NMPUOPUTU3ALMIO UCXOAALLEr0 TPpadUKa No ouepesam Ha
Kax4om nopTty. PacnpegeneHune nakeTosB No oyepeasm MOXKET NPON3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasMYHbIM NOMAM B 3aro/I0BKax NakeTos.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUsa NpMopuTeTa Kagpa M anroputm
MCNOJIb30BaHMA NpPUOpPUTETA B LeIAX CBOEBPEMEHHOW A0CTAaBKU YYBCTBUTENBHOIO K
BPEMEHHbIM 3aaep*KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTYyT MCNONb30BaTb 3HAYeHUe npruoputeta 802.1p gnA
pacnpeaenieHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHmn 6e3onacHOCTH

DHCP snooping

dPyHKUMA KOMMYyTaTOpPa, NpeLHa3Ha4YeHHas 4/1A 3aluMTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. O6ecneunsaet ¢puabrpaumto DHCP-coobuieHMiA, NocTynmBLINX C
HeHaZeXHbIX MOPTOB MyTeM MOCTPOEHMA U NopaepKaHua 6a3bl JaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepeepamu DHCP.

Onyusa 82 npomokKona
DHCP

Onuwua, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npu1Lien 3anpoc.

Mo ymon4aHMIO KOMMYTaTOp, MCNob3yroLWwmin pyHKUMo DHCP snooping, obHapyKu-
BaeT 1 oTbpacbiBaeT Atoboi DHCP-3anpoc, coaeprKamii onumio 82, KOTOpbI OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay

MepeHanpasneHne wWnpokoselaTesnbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.

®yHkyuu DHCP-
cepsepa

DHCP-cepBep ocywecTsaseT LeHTPaAn30BaHHOE yrnpaBaeHMe CeTeBbiMM agpecamm
N COOTBETCTBYHOLLMMU KOHOUTYPALMOHHBbIMM NapameTpammu, aBTOMAaTUYECKU Npeso-
CTaBNASA UX KAMEHTaM.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTopasa orpaHmMumneaeT IP-TpadumK, dunbTpya ero Ha OCHoBa-
HUKU TabaMLUbl cooTBeTCTBUI 6a3bl AaHHbIX NpuBA3Kkn DHCP — DHCP snooping 1 ctaTn-
YeCcKU CKOHOUTrypupoBaHHbIX IP-agpecos. PyHKLMA ncnonbayeTca ana 6opbbbl ¢ nog-
meHoit IP-agpecos.
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Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA 414 3alUnUTbl OT aTak C UCMONb30BaHNEM
npoTokona ARP. CoobuieHure, KOTOpoe NOCTynaeT ¢ HeHaAeXHoro nopTa, noasepra-
eTcA npoBepke — cooTBeTcTBYeT A IP-agpec B Tene npuHAToro ARP-coobuieHua
IP-appecy otnpasuTens. Ecnv agpeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT
naker.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMaLIMK, COAEPIKALLENCA B 3ar010BKax ypoBHen 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXXHOCTb HAaCTPOWUTb MPaBW/a, COFAacHO KOTOPbIM MakeT ByaeT
obpaboTtaH nmbo oTHpoLeH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
b6yneT felcTBoBaTh.

Moddepika OcHoBHasnA GyHKUMA 6OKUPOBKM — NOBLICUTL 6E30MaCHOCTb CETU, NPeaOoCTaBAAa A0-
30a6/10KUPOBAHHBIX CTYyN K NOPTY KOMMYyTaTopa TOJ/IbKO ANA YCTPOMCTB, umetowmnx MAC-aapeca, 3akpen-
nopmos NIeHHbIe 33 3TUM MOPTOM.

lposepka Mposepka noganHHoctu IEEE 802.1x npeactaBaseT coboi mexaHM3m KOHTPOAA 40-

nooaAUHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam uyepes BHewWwHuii cepsep. Npoweawive NpoBepKy NOAAMHHOCTM
Mo/Ib30BaTe/IM NOYHatoT AOCTYN K pecypcam BbIGpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHus KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPamM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daiiie HaCTPOMKKN, KOTOPbIA COAEPHKUT AaH-
Hble KOHPUIypaLyK Kak BCE CUCTEMbI B LLEJIOM, TaK U ONpeae/ieHHOro NopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca aAna onepaumi 3anmcu u yteHuma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHcnopTHOM npoToKoae UDP.

YCTpoMcTBa NoAAep:KMBAKOT 3arpysKy U nepegady no AaHHOMY NpoToKoay ¢ainnos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepauumii 3anucu 1 YteHma dainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoicTBa nogaep:K1BatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢ainnos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHoiii
MoHumopuHz (RMON)

YaaneHHbli MoHMTOPUHT (RMON) — cpefcTBO MOHUTOPUHIA KOMMbIOTEPHDBIX CeTel,
pacwupeHne SNMP. CoBmecTrMble YCTPOMCTBA NO3BOAAIOT COBUPAThL AMarHocTMye-
CKMe AaHHble C MOMOLLbIO CTaHUMK ynpaeneHua cetbto. RMON — 3To cTaHZapTHaA
6a3a MIB, B KOTOpPOI onpegeneHbl TEKYLLAA M NpeablayLan cTaTUCTMKa yposHa MAC
1 06bEKTbI YNPaBAEHUA, NPELOCTaBAAIOWME AaHHbIE B PeasibHOM BPEMEHMU.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTca s MOHUTOPMHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBoM. [1na ynpasaeHna AOCTYNOM K CUCTEMe onpenenaeTca CNUCcokK 3anmcein coob-
LLLeCTBa, KaXaan 13 KOTOPbIX COAEPKUT NPUBUAETUM AOCTYNa.

Unmepdpeiic
KOMAHOHOU cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NoKaNbHO yepes no-
cneposaTtesibHbIA nopT RS-232, anbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpoMbIWNEHHbIM CTaHAAPTOM. MHTepnpe-
TaTop CLI npeaocTaBAsieT CNMCOK KOMaHA, U KAoYeBbIX C10B A1A MOMOLLM NO1b30Ba-
TeJ/I0 M COKPaLLEHNIO 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneymBatowmii nepeaady coobLLEHNA O NPOUCXOLALLMX B CU-

Syslog o

cTeme cobbITUSAX, a TaKKe yBeaomNeHnn 06 olwmbKax yaaieHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUKN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMN BPEMEHWN CETEBOIO YCTPOICTBA C CEPBEPOM A0 MUNNUCEKYHAbI.
Protocol)

Traceroute — cnyxebHas pyHKUMA, NpegHa3HAYeHHaA 414 onpeaesieHMa MapLIpyToB
Traceroute y $yHKUMA, Npea A peq, pipy

nepeaayun AaHHbIx B IP-ceTax.

18 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

YnpaeneHue A o
MWHUCTPATOP MOKET OnpeaeInTb YPOBHU NPUBMAETUI A0CTYNa ANA NONb30BaTe-

KOHMponaupyemoim 'D'v E) P PEA yp P Aocryna & .

Nlei YCTPOICTBA U XapaKTePUCTUKN AN1A KaKAOro YpPOBHA NpuBUAernin (Tonbko gnan
docmynom — ypoeHu .

. yTeHus — 1 ypoBeHb, MNOHbIN A0CTyNn — 15 ypoBeHb).

npusunea2uu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy WHTepdency
Brokupoexa ynpasneHuns (SNMP, CLI). 3anpeT MoKeT bbiTb YCTAaHOB/EH OTAE/IbHO A5 Ka*KAoro
unmepeeiica TMna gocryna:

P Telnet (CLI over Telnet Session);

ynpaenenua Secure Shell (CLI over SSH);

SNMP.
JloKanbHasa [na nokanbHOM ayTeHTUDUKALMU NOAAEPKMBAETCA XPaHEHWe Naponeli B 6ase AaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.

Qunempayus IP-

LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABAAKOWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3yet 6a3y AaHHbIX NOJb30BaTee, KOTOpasd COAEPMKUT AaHHble
Knuenm RADIUS P Y VA P AP A
NPOBEPKU NOAJAMHHOCTU ANA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKY0 YacTb npoTokoaa RADIUS.
TACACS+ YCTpPONCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. ctBom npoTtoKkona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIM30BaHHYO
(Terminal Access cuctemy 6e30nacHOCTM 418 MPOBEPKM NOoJb30BaTeNel, MNOoyYatowmx AOCTyn K
Controller Access o ’
YCTPOMCTBY, @ TAKXKe LeHTPa/M30BaHHYI0 CUCTEMY ynpasaeHua npu cobatogeHun
Control System)
cosmectumocTtn ¢ RADIUS n gpyrumun npoueccamm NpoBepKu NOSJAUHHOCTU.
®yHKunA cepsepa SSH nossonseT kKaneHTy SSH ycTaHOBUTbL C YCTPOMCTBOM 3aLUULLEH-
Cepsep SSH YHKL, peep Y Yy ycTp wmuy
Hoe coeAuHeHMe AN1A YNPaBAEHUA UM.
Mododepxka JaHHas yHKLMA NpeaocTaBaseT BO3MOXKHOCTb CO34aBaTb MaKPOKOMaHAb!, Npea-
MOKPOKOMAHO cTasnsawowme coboli Habop KOMaHZA, Y NPUMEHATL UX A8 KOHPUTYPaLLMM YCTPOMCTBA.

2.2.8 /[lononHumenobHble pyHKyUU

B Tabimue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOCTBA

AuazHocmuka
onmuy4yecKozo
mpaHcueepa

YCTPOICTBO NO3BO/IAET TECTUPOBATb ONTUYECKMI TpaHcueep. MNpu TecTMposaHum oOT-
CNEeXMBAIOTCA TaKMe MapameTpbl, Kak TOK M HamnpsXeHue NuTaHusA, Temnepartypa
TpaHcueepa. [na peannsauun Tpebyetca noaaepskka aTux GyHKUMIA B TpaHCUBEpE.

Green Ethernet

[aHHbIi MexaHW3M NOo3BOAET KOMMYTATOPY CHM3WUTL dHepronoTpebaeHune 3a cyeT
OTK/IIOYEHMA HEAKTUBHBIX 3/IEKTPUHECKMX MOPTOB.

KommyTaTop 06/1a4aeT BCEMM HEODBXOAMMBIMUM XapaKTepUCTUKaMKn gas paboTbl C
npotokonamu MMS, GOOSE, SV:

- Manas BennunHa 3agepxkn GOOSE-coobueHna npu nepeaaye;

Coomeemcmeue

cmandapmy MIK - YmeHue pacnosHasaTb Ethertype GOOSE-coobuieHus;

61850 - YmeHue paboTaTb C Terom BUPTyasibHOM CeTn M Terom npuopwuteta IEEE 802.1Q
GOOSE-coobuieHuns;
- NopaepKKa nepegaum multicast-coobu,eHnit 1 BO3MOXKHOCTb paboTbl c onpeaeneH-
HbIM cTaHgapTom M3K 61850 grMana3oHOM rpynn BeLaHKWA.
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2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHble TEXHMYECKME NapamMeTPbl KOMMYTaTOPOB NpuUBeAEHbI B Tabauue 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepucTtnkm

O6wue napameTpbl

10 x 10/100/1000BASE-T
MES2300-08 2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

2 x 10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

24 x 10/100/1000BASE-T
MES2300-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T
MES2300B-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24F

NHTepdeichl
24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2300-24P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2300D-24P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300DI-28

48 x 10/100/1000BASE-T PoE/PoE+
MES2300-48P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T
MES2300B-48 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

MES3300-08F 4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

20 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES35001-8P8F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)

2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB 2.0

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

MES5300-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 21
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HELTEX

MES5300-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5305-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

CKopoCTb Nepegavn gaHHbIX

OnTuueckne nHtepdeicol 1/10/25/100 réut/c
dnekTpudeckue nHtepdeicol 10/100/1000 M6but/c

MponyckHasa cnocobHOCTb

MES2300DI-28

56 Iéut/c

MES3300-08F

96 6ut/c

MES3300-16F

112 réur/c

MES2300-24
MES2300B-24
MES2300-24F

MES2300B-24F
MES2300D-24P

MES2300-24P
MES3300-24
MES3300-24F

128 Iéut/c

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

176 Ié6ut/c

22 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

Mpoun3BoANTENBHOCTb Ha Na-
KeTax A/MHoM 64 Balita’

MES35001-08P 20 r6ut/c
MES2300-08

MES2300-08P 24 T6uT/c
MES35001-10P

MES35001-8P8F 72 r6u/c
MES5312 240 r6uT/c
MES5316A 320 Iéut/c
MES5324A 480 T61T/C
MES5332A 640 F6ut/c
MES5300-24

MES5400-24 1,68 Tout/c
MES5300-48

MES5305-48

MES5310-48 2,16 Tou/c
MES5400-48

MES5410-48 3,6 T6uT/c
MES5500-32 6,4 T6uT/C
MES2300DI-28 41,6 MPPS
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F 95,2 MPPS

MES2300D-24P
MES3300-24
MES3300-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P 14,8 MPPS
MES35001-8P8F 53,57 MPPS
MES2300-08

MES2300-08P 17,8 MPPS
MES35001-10P

MES5312 178 MPPS
MES5316A

MES5324A 238 MPPS
MES5332A

MES5300-24 593,7 MPPS
MES5300-48 552,15 MPPS
MES5305-48 575,80 MPPS

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 23
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HELTEX

MES5310-48

1028,5 MPPS

MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5410-48

2467 MPPS

MES5500-32

1995 MPPS

O6bem bydepHo namaTu

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P
MES35001-8P8F

1,5 Mb6awnt

MES5312

2 Mbant

MES2300-48P
MES2300B-48
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

3 Mb6aut

MES5300-24
MES5300-48

6 Mb6auT

MES5305-48

10 M6ant

MES5310-48
MES5400-24
MES5400-48

12 M6ant

MES5410-48
MES5500-32

24 MbauT

O6bem O3Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reant!

1 06bém 03Y gna mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 l6aiir.

24 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

O6bem O3Y (DDR4)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

2 F6ant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réant

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1 reant

O6bem M3Y (embedded
uSsD)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réaunt

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 25
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
Tabnnua MAC-agpecos MES35001-08P
MES35001-10P
MES35001-8P8F

16384

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

MES5305-48 131072

MES5310-48

MES5400-24 65536

MES5400-48 262144

MES5410-48

1 2
MES5500-32 131072%/262144

MES2300-083
MES2300-08p3
MES2300-243
MES2300B-243
MES2300-24F3
MES2300B-24F3
MES2300-24P3
MES2300D-24P3
MES2300DI-283
MES2300-483
MES2300-48P3
MES2300B-483

Konnuyectso ARP-3anuceim 1981

1 MaKkcmanbHoe 3HauYeHne ANA pexnma pacnpeaeneHmsa cucTemHblx pecypcos mid-13-mid-12.
2 MaKcMmanbHOe 3HauYeHMe A/1A PeXMMa pacnpeaeneHns CUCTEMHbIX pecypcos min-13-max-12.
3 lna Kaxporo xocta 8 ARP-Tabaunue cosgaeTca 3anmch B Tabaunue MaplupyTmsaLmm.

26 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MES3300-24"
MES3300-08F!
MES3300-16F!
MES3300-24F!
MES3300-48!
MES3300-48F!
MES3500I-08P*
MES3500I-10P*
MES3500I-8P8F?

4029

MES53122

MES5316A2
MES5324A2
MES5332A2

8125

MES5300-242
MES5300-482

16317

MES5305-482
MES5310-482
MES5400-24°

32701

MES5400-482

131005

MES5410-482
MES5500-322

654693/982374

Noppepxka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

Konunyectso rpynn L2
Multicast (IGMP snooping)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

! ina kaxpgoro xocta B ARP-TabauLe cosaaetca 3anuch B Tabanue mapLipyTmsaumu.
2 1na Kaxaoro xocTta B ARP-Tabaunue cospaetca AON0AHMTENbHAsA 3aNnch B Tabanue KommyTaumn. Konnmyectso ARP-3a-
nucel ¢ yctaHoBneHHon nunueHsmneit EVPN ana MES5312 — 6077, MES5316A, MES5324A, MES5332A — 6085, ans
MES5300-24, MES5300-48 — 14277, ana MES5305-48, MES5310-48, MES5400-24 — 30661, ana MES5400-48 —
128965, pns MES5410-48, MES5500-32: 63421 ana pexuma mid-13-mid-12, 96189 gna pexxknuma min-13-max-12.

3 MaKkcmanbHoe 3HaueHne 41 peXxnma pacnpeaeneHnsa cMcTemMHbix pecypcos mid-13-mid-12.
4 MaKcumanbHoe 3HauYeHne 41 peXkuma pacrnpegeneHna CMCTEMHbIX pecypcos min-13-max-12.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 27
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32

2046

Konnyectso npasun SQinQ

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)!

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

1320 (ingress), 1320 (egress)

1 Bcero 1974 npasuna. Jenatca B pasHblX NPONOPLMAX MEXKAY BXOAALMMMN U UCXOAALLMMM NPaBUaamu, HO He Bonee

1320 pgna kaxgoro.

28 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES3500I-8P8F
MES5316A"
MES5324A!
MES5332A!
MES5300-24*
MES5300-48*

Kosimuectso npasun
MAC ACL
2998

MES5312
MES5305-48"
MES5310-48
MES5400-24

6070

MES5400-48* 10738

MES5410-48

MES5500-32 >089

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974/987
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

Kosimyectso npasun
IPv4/IPv6 ACL

! Konuuectso npasun 8 MAC/IPV4/IPv6 ACL c yctaHoBAeHHON nuueHsnet EVPN gna MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48 — 2505/2505/1252, ana MES5305-48 — 5577/5577/2788, ana MES5400-48 —
10225/10225/5112.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 29
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES3500I-8P8F
MES5316A!
MES5324A!
MES5332A!
MES5300-242
MES5300-482

2998/1499

MES5312*

MES5305-482
MES5310-482
MES5400-242

6070/3035

MES5400-48 10738/5368

MES5410-48

MES5500-32 5098/2544

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
Konunuectso ACL MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

3072

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32

6144

! Konnuectso mapuwpyTtos IPv4 multicast ¢ yctaHosneHHol aunueHsneit EVPN ana MES5312, MES5316A, MES5324A,
MES5332A pasHo 6085.

2 Konuuectso npasun 8 MAC/IPv4/IPv6 ACL ¢ yctaHoBneHHoMN nuueHsueit EVPN ana MES5300-24, MES5300-48 —
2505/2505/1252, ana MES5305-48 — 5577/5577/2788.
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MES5400-48

12288

Konnuectso npasun ACL B oaHom ACL

512

Konnyectso mapwpyTtos L3
Unicast?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

4063 IPv4
1014 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

13279 IPv4
3317 IPv6

MES53122
MES5316A2
MES5324A2
MES5332A2
MES5300-24
MES5300-48

16351 IPv4
4085 IPv6

MES5305-48

28639 IPv4
7158 IPv6

MES5400-24
MES5400-48
MES5310-48

32735 I1Pv4
8181 IPv6

MES5410-48
MES5500-32

292000%/16000* IPv4
730003/4000* IPv6

Konnyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)>

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 IPv4
505 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTHble pecypcbl.

2 Konnuectso mapipyTos IPv4 multicast ¢ yctaHoBneHHoW aunteHsunein EVPN ana MES5312, MES5316A, MES5324A,

MES5332A pasHo 6085.

3 MaKkcmanbHoe 3HaueHne A4 peXxnma pacnpeaeneHmsa cMcTemHbix pecypcos mid-13-mid-12.
4 MaKcMmanibHoe 3HaYeHMe ANA peXkxnma pacnpeseneHnsa CUCTEMHBIX pecypcos min-13-max-12.
> MapuwpyTbi IPv4/1Pv6 Unicast/Multicast ucnonbsytot obLime annapaTHble pecypcbl.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

4027 IPv4
1656 IPv6

MES5312

MES5316A
MES5324A 8174 I1pv4
MES5332A 2040 IPve
MES5300-24
MES5300-48

14318 IPv4

MES5305-48 3577 IPV6

MES5400-24
MES5400-48
MES5310-48

16336 IPv4
4088 IPv6

MES5410-48 1460003/8000* IPv4
MES5500-32 365003/2000% IPv6

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P 255
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
Konunyectso MES3300-48F
VRRP-mapuipytnsatopos MES35001-08P
MES35001-10P
MES35001-8P8F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127
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MaKkcumanbHoe KoNn4ecTso
ECMP-mapwpyToB

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

Konunuectso VRF

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A

16 (Bkatoyan VRF no ymonuyaHuio)
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MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (Bkato4an VRF no ymonyaHuto)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2032
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
Konnuectso MES3300-48
L3-uHTepdeiicos MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A 2050
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

MES5316A
MES5324A
MES5332A 2478
MES5300-24
MES5300-48

MaKcrumanbHoe Konn4ecTso MES5312

VXLAN MES5305-48
MES5310-48
MES5400-24 4093
MES5400-48
MES5500-32
MES5410-48

MaKcumanbHoe Konnvectso GRE-TyHHenei 16

MakcmanbHoe Konmyectso ECMP-rpynn 1024
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MaKcumanbHoe KoanM4ecTBo
nyteii 8 ECMP-rpynne

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MakcmmanbHoe Konmyectso OSPF-npoueccos

20

MaKcumanbHoe Konnvectso OSPF-coceacts

64

MakcrMmanbHoe Kon4ecTBo
BGP-coceacts

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

32
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MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MES2300-08*
MES2300-08P*
MES2300-241
MES2300B-24"
MES2300-24F!
MES2300B-24F!
MES2300-24P1
MES2300D-24P*
MES2300DI-28!
MES2300-48P*
MES2300B-48*
MES3300-24*
MES3300-08F!
MES3300-16F!
MES3300-24F!
MES3300-48*
MES3300-48F!
MES35001-08P*
MES3500I-10P*
MES3500I-8P8F*

64

MakcrmanbHOe KONnM4ecTso
BFD-coceacts

MES53122
MES5316A2
MES5324A2
MES5332A2
MES5300-242
MES5300-482

96

MES5305-482
MES5310-482
MES5400-242
MES5400-482
MES5410-482
MES5500-322

128

MaKkcumanbHoe Konndectso RIP-nupos 64

MaKcumanbHoe Konndectso PIM-nupos 64

MakcmmanbHoe Konmyectso MSDP-nnpos 32

! AnnapaTtHoe yckopeHue BFD oTcyTCTBYET, pUMeHAETcA NporpaMmHbIi BFD.
2 PeanM3oBaHo annapatHoe yckopeHue BFD Tonbko 8 VRF no ymonuaHuio, B octanbHbix VRF npumeHaeTca nporpamm-
HbI BFD.
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MaKcMMmanbHoe KOM4ecTso
SA-3anuceit B8 MSDP-cache

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48

14336

MES5400-24
MES5400-48
MES5310-48

16384

MES5410-48
MES5500-32

147456/8192

MakcumanbHoe Koandectso MSDP mesh-group

32

Konunyectso BupTyanbHbix Loopback-nHtepdeicos

64

Arperaumsa KaHanos (LAG)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

32 rpynnbl, 40 8 NOPTOB B Ka*KA0M
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MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48

128 rpynn, 40 8 NOPTOB B KaxK40M

MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 4o 32 NOPTOB B KaxK40M

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
KonnyecTso sksemnnapos MES3300-48
PVST MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A

64

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

255

Konnyectso aksemnnapos MSTP 64

Konunyectso DHCP pool 16

KauectBo 0bcnykmBaHua QoS 8 BbIXOAHbIX ouYepeaeit ANa Kaxaoro nopra

CeepxanuHHble Kagpbl (jumbo frames) MakcumanbHbIin pasmep naketos 10240 6aiT

CTeknpoBaHue [o 8 yctpoiicte (Kpome MES35001-08P, MES35001-10P)
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CooTseTcTBME CTaH4APTAM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM nuTaHmnal

MES2300-08

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES2300-48P
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5400-24
MES5410-48
MES5500-32

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapunaHTbl NUTaHuA:

- OAVUH UCTOYHMK NUTAHWA NOCTOAHHOrO UKW NepemMeHHOoro
TOKa;

- ABa UCTOYHMKA NUTAaHMA MOCTOAHHOTO UAW MEPEMEHHOro
TOKa C BO3MOXHOCTbIO ropsiyeit 3aMeHbl.

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepuUCTUKKU 3apALHOro YCTPOMCTBA:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpsaxeHue cpabaTbiBaHWA pacLennTens Harpyskm —
10-10,5 B;
- NOPOroBoe HanpAXeHue NHAMKAUMN HU3KOro 3apAaga —
11 B.
/' CeueHue nposoga AnAa nogknoueHna AKb He meHee
V 1,5 mm. Ana MES2300B-48 peKkomeHAyeTCA UCNO/b-
3o0BaTb AKB emKocTblo He meHee 9 Ah.

! Ana ycrpoiicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC agonycka-
€TCA 3/IeKTPONMUTaHME OT NOCTOAHHOIO HanpAXKeHua, guanasoH 120-370 B DC
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CeTb NnepemeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOIO TOKa: 36—72 B

MES5300-48 BapuaHTbl NUTaHuA:
MES5305-48
MES5310-48 - OOVH UCTOYHUK NUTaHWUA MOCTOAHHOIO MW NEepeMeHHOro
MES5400-48 Tora;
- ABa UCTOYHMKA NUTaHMA NOCTOAHHOTO MAW MEPEMEHHOr0
TOKa C BO3MOKHOCTbH ropsyeit 3aMeHbl.
MES2300-24 CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F
MES2300-24P DC

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-08P
MES2300-24P AC

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300D-24P

CeTb nepemeHHoro Toka: 200-240 B, 50-60 I'y,

BapunaHTbl NUTaHMA:

- OAWH UCTOYHUK NUTaHMA NEPEMEHHOTO TOKa;

- ABA WUCTOYHMKA NUTAHWA NEepPeMeHHOro TOKa C BO3MOMKHO-
CTblO ropAYeit 3ameHbl.

MES35001-08P
MES35001-10P
MES35001-8P8F

ceTb NOCTOAHHOIO TOKa:
C BK/ItOYEHHOM dyHKumeln PoE: 45-57 B;
C OTK/OYeHHOM dyHKumen PoE: 20-57 B

[yckoBble TOKKU

MES2300-08

AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 Mc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P
rev.Cl

AC: PM380-220/56, 16 A, 15 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES35001-08P
MES35001-10P
MES35001-8P8F

DC: DRS-270-56, 300 A, 1 mc
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AC: PM160-220/12, 50 A, 8 mc

Notpebnsemas MOLHOCTb

MES5300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5300-48
MES5305-48 AC: PM350-220/12, 100 A, 4 mc
MES5310-48 rev.B | DC: PM350-48/12, 320 A, 0,14 mc (72 B)
MES5400-48

AC: PM160-220/12, 50 A, 8 mc
MES5400-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (72B)
MES2300-08 He 6onee 13 Bt

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 Bt

MES2300-24F

He 6onee 35 Bt

MES2300B-24

He 6onee 50 BT

MES2300-24P AC

He 6onee 445 BT (c yueTom Harpysku PoE)

MES2300-24P DC

He 6onee 480 BT (c yueTom Harpysku PoE)

MES2300D-24P

He 6osee 850 BT (c yueTom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yyeTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 Bt

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P
MES35001-8P8F

He 6onee 270 BT (c yuéTom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5300-24 He 6onee 118 Bt
MES5300-48 He 6onee 157 Bt
MES5310-48 He 6onee 170 Bt
mgzgigg:gi He 6onee 150 Bt
MES5400-48 He 6onee 170 BT
MES5410-48 He 6onee 360 Bt
MES5500-32 He 6onee 400 Bt
Ethernet-xommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500/-8P8F, MES5312, MES5316A, 41

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300B-24 24 Bt
MoTpebnaeman MOLHOCTb
6e3 yyeta 3apsga AKB MES2300B-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt
MES2300D-24P 720 Bt
MES2300-48P 1450 Bt
biogxxet PoE
MES2300-08P
vesssooiaop | 240°"
MES35001-8P8F
MES2300-08 13 Bt
MES2300-24 20 Bt
MES2300-24F 35B7
MES2300-24P AC 70 Bt
MES2300-24P DC 100 Bt
MES2300D-24P 130 Bt
MES2300DI-28 31Bt
MES2300-48P 150 Bt
s
MES3300-24 33 Bt
MES3300-08F 29 Bt
MES3300-16F 37 Bt
TennosblgeneHune mg:i;ggﬁf 45 Bt
MES3300-48F 89 Bt
e o
MES35001-8P8F 50 Bt
MES5312 25 BT
MES5316A 58 Bt
MES5324A 73 Bt
MES5332A 85 Bt
MES5300-24 118 Bt
MES5300-48 157 Bt
MES5310-48 170 Bt
s iom
MES5400-48 170 Bt
MES5410-48 360 Bt

42 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES5500-32

400 Bt

AnnapaTtHasa noanepkkKa
Dying Gasp

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24F
MES2300B-48

eCTb

MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

HeT

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 43
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

Front-to-Back
BeHTUnAUMA

MES5410-48 Front-to-Back/
MES5500-32 Back-to-Front?!

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28
MES35001-10P
MES35001-08P
MES35001-8P8F
MES35001-24F

C nepegHen naHenn, max < 33 ab
C 3afHel naHenu, max < 33 ab

MES2300-24P C nepegHen naHenn, max < 49,5 ab
MES2300D-24P C 3aaHen naHenu, max < 54 ab

MaKc1ManbHblid ypoBeHb MES2300B-48 c nepeaHeit naHenn, max < 52,1 ab
aKyCTM4ECKOTO Wyma C 3afHelt naHenn, max < 53,7 ab

c nepegHen naHenn, max < 52,1 ab

ES2 -
MES2300-48P C 3a4Hen naHenu, max < 53,7 nb

MES2300-24F
MES2300B-24F

MES3300-08F c nepegHen naHenu, max < 53,9 gb
MES3300-16F C 3afiHel naHenu, max < 54,2 nb
MES3300-24

MES3300-24F

MES3300-48 c nepegHen naHenn, max < 53,9 ab
MES3300-48F C 3afiHei naHenu, max < 54,2 nb

! Mo ymonyaHuio yctaHoBneHa BeHTUAAUMA Front-to-Back. [na yctaHoBKM moaynel BeHTUAALMM Back-to-Front o6pa-
TUTECb B KOMMEPYECKMI OTAeN.

44 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MHTepBan pabounx
TemnepaTyp

MES5312
MES5316A C nepegHen naHenn, max < 65,6 ab
MES5324A C 3agHen naHenn, max< 71,2 b
MES5332A
" <
MES5300-24 C nepeﬂ,ﬁem naHenu, max < 62,8 ab
C 3agHen naHenu, max < 69,1 ab
MES5300-48 c nepegHen naHenu, max < 61,4 b
MES5305-48 C 3afHel naHesn, max < 69,3 ab
MES5400-24 C nepep,?em naHenu, max < 65 ab
c 3agHen naHenu, max < 71,2 ab
MES5310-48 c nepegHen naHenu, max < 62,5 gb
MES5400-48 C 3agHei naHenn, max < 70,8 ob
Front-to-back:
C nepeaHen naHenu, max < 73,5 ab
MES5410-48 C 3aHen naHenn, max < 85,1 ab
Back-to-Front:
C nepeaHen naHenu, max < 78,8 ab
C 3aZiHen naHenu, max < 85,4 ab
Front-to-back:
C nepeaHen naHenu, max < 75,9 ab
MES5500-32 C 3aHen naHenn, max < 87,6 ab
Back-to-Front:
C nepeaHen naHenu, max < 80,4 ab
C 3afiHen naHenu, max < 85,4 ab
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

OT1-20 po +50 °C

MES2300-24F
MES2300B-24F

OT1-20 go +65 °C

MES2300DI-28

OT1-40 po +60 °C

MES2300-48P

O1-10 go +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F

OT1-40 po +70 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 go +45 °C

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 45
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

OT0 po +45 °C

MHTepsan TemnepaTypbl XpaHeHUA

MHTepBan Temnepatypbl XxpaHeHusa oT -50 go +70 °C (oT -50
po +85 °C pna MES35001-08P, MES3500I-10P u
MES35001-8P8F)

/| Mepep nepBbiM BKAKOYEHUEM NOCNE XPAHEHUA NPU
V Temnepatype meHbluei, yem -20 °C, unm npu 6onb-
weit, yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYyTa-
TOpP NpU KOMHaTHOM TemnepaType He MeHee 4YeTbl-

péx yacos.

OTHOCUTE/IbHAsA BNAXKHOCTb MPU SKCMyaTaLmm
(6e3 obpasoBaHuMA KOHAEHCcaTa)

He 6onee 80 % (ot 5 mo 95% pana MES35001-08P,
MES35001-10P 1 MES3500I1-8P8F)

OTHOCKTEIbHAA BNAXKHOCTb MPU XpaHEHUU
(6e3 obpaszoBaHNs KOHAEHCaTa)

Ot 10 go 95 % (ot 5 mo 95% pns MES35001-08P,
MES35001-10P n MES3500I1-8P8F)

(W xBxT)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

FabapuTHble pasmepbl

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x152 x 115 mm

MES35001-10P

85x 175 x 115 mm

MES35001-8P8F

150 x 175 x 124 mm

MES5312 430 x 44 x 230 mm
MES5316A

MES5324A 430 x 44 x 275 mm
MES5332A

MES5300-24 440 x 44 x 309 mm
MES5400-24 440 x 44 x 321 mm
MES5300-48

MES5305-48 440 x 44 x 425 mm

46 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

mgzijégjz 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 Mm
MES2300-08 1,61 kr
MES2300-08P 2,6 kr
MES2300-24 2,94 kr
MES2300B-24 2,79 Kr
MES2300-24F 4,03 Kr
MES2300B-24F 4,08 Kr
MES2300-24P 3,2 kr
MES2300D-24P 6, 85 Kr
MES2300DI-28 4,95 Kr
MES2300-48P 9,98 Kr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 Kr
MES3300-24F 5,04 Kr
Macca MES3300-48 5,67 Kr
MES3300-48F 5,68 Kr
MES35001-08P 1,4 kr
MES35001-10P 1,76 Kr
MES35001-8P8F 2,8 Kr
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5300-24 6,11 Kr
MES5310-48 8,7 kr
MES5400-24 6,36 Kr
MES5300-48
MES5305-48 8,7 Kr
MES5310-48
MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpoK cy»Kbbl

He meHee 15 net

V Tun NUTaHUA YCTPOCTBa onpeaenseTca Npu 3aKase.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 47
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

2.4 KOHCTpYyKTUBHOE UCNONHEHue

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBaeHbl N306paxkeHus
nepeaHemn, 3agHei 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCaHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtaTtopbl MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P,
MES3500I1-10P, MES3500I1-8P8F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 BbINO/IHEHbI B
MeTaNIMYecKkoMm Kopnyce C BO3SMOMKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P, MES3500I-10P 1 MES3500I1-8P8F BbINO/IHEHbI B METaNN-
YyecKom Kopnyce gns KpenaeHna Ha DIN-peiky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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PucyHok 25 — NMepeaHaa naHenb MES5300-24
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PucyHok 27 — MNepepHaa naHenb MES5305-48
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PucyHok 29 — NMepeaHaa naHenb MES5400-24

52 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 30 — NepeaHas naHenb MES5400-48
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PucyHok 31 — MNepeaHaa naHenb MES5410-48
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PucyHok 32 — lNepeaHAasa naHenb MES5500-32

B Tabauue 10 npuBeseH nepeyeHb pasbemos, CBETOANOAHbIX MHAMKATOPOB M OPraHoB yrnpaB/ieHus,
PacnofosKeHHbIX Ha NepeaHei naHe I KOMMYTaTOPOB.

Tabnunua 10 — OnucaHne pa3bemMoB, MHANMKATOPOB M OPraHoB ynpaBaeHus nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32

No dnemeHT nepeaHel naHenm OnucaHue
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beaywmii/seaombiit).
Fan NHanKkaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTaHUA.
PyHKLMOHaNbHAA KHOMNKA ANA nepesarpy3ku yctponctea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKATUM HA KHOMKY ANTeNbHOCTbIO meHee 10 ¢ npoucxoauT nepe-
3arpysKa yCcTponcTBa;
- NPW Ha*KaTUK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUTypaLuu.
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 53

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

KoHCO/IbHbIM NOPT 4N1A NOKANBbHOIO YNPaBAEHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayroLwan:

1 He ucnonb3yeTca

2 He ncnonb3yeTca

3 RX
Console 4 GND
5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnonb3syetca
Pacnaiika KoHco/bHOrO Kabena npuseneHa B pasgene «lMpunoxexue b.
KoHconbHbIN Kabenby.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
00B HWA YCTPOMCTBOM.
YnpaBneHne ocCyLLEeCTBAAETCA MO CETU, pPa3fe/ibHO C KaHanoM nepeaayu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
MES5300-24
[1-24] MES5400-24
MES5310-48
[1-48] MES5400-48
CnoTbl ANa ycTaHOBKM TpaHcusepos 10G SFP+/1G SFP.
[XG1-XG2] MES5500-32
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
(XG1-XG4] MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5316A
MES5324A
- MES5332A USB-nopr.
MES5400-24
MES5500-32
MES5310-48
MES5400-24
[HG1-HG®6]
[HG1-HG32] MES5400-48 CnoTbl ana ycTaHoBKM TpaHcnsepos 40G QSFP+/100G QSFP28.
MES5410-48
MES5500-32
MES2300-24F
[1-20] MES2300B-24F
MES3300-24F
Cnotbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).
[1-4] MES3300-08F
[1-12] MES3300-16F

54 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

[1-48] MES3300-48F
[5-8] MES3300-08F
[13-16] MES3300-16F
9 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
MES2300-24F
[21-24] MES2300B-24F
MES3300-24F
MES2300-24
MES2300B-24
[1-24] MES2300DI-28
MES3300-24
10 18] MES2300B-48 MopTbl 10/100/1000BASE-T.
MES3300-48
MES2300-08
[1-10] MES2300-08P
MES2300-08
100-240V AC MES2300-08P Paszbem Ana NOAKNOYEHUA K UCTOYHUKY 3/IEKTPONUTAHUA NepemMmeHHOro
50-60 Hz MES2300-24 TOKa.
11 MES2300B-24F
36-72 VDC MES2300-24 Paszbem gna NOAKAOYEHMA K UCTOYHWUKY INEKTPOMNUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprsi 10/100/1000BASE-T (RJ-45) PoE/PoE-+.
[1-48] MES2300-48P
13 | [1-48] MES5410-48 CnoTbl Ana ycTaHOBKM TpaHcusepos 1G SFP/10G SFP+/25G SFP28.
14 12 v DC MES2300B-24F Knemmbl g5t NOgKNOYEHMA aKKYMYIATOPHOM 6aTapen 12 B.
15 200-240 V AC MES2300B-24 Paszbem Ana NOAKNOYEHUA K UCTOYHUKY 3/1IEKTPONUTAHUA NEePEMEHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBan MHAMKALMA COCTOAHUA ONTUYECKUX NHTepdencos.
MES2300-08
[ — i
17 = MES2300-08P Knemma gna 3azemneHuns yCTpoucTBa.
MES2300-08
18 | [11-12] MES2300-08P Cnotbl Ana yctaHoBKM TpaHcnBepos 1000BASE-X (SFP).
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 55

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 33 — NepeaHas naHeno MES35001-08P
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PucyHok 34 — NepeaHasa naHens MES3500I1-10P
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PucyHok 35 — MepeaHaa naHenb MES35001-8P8F

B TabnunLie HUKe NpUBeAEH NepeyeHb Pa3bemos, CBETOANOAHbIX MHANKATOPOB M OPraHoB ynpas/ie-

HWA, PACMOJIOXKEHHbIX Ha NepeaHel naHenn kommytatopos MES35001-08P, MES35001-10P n MES3500lI-

8P8F.

Tabnanuya 11 — OnucaHMe pasbemoB, WMHAMKATOPOB M OPraHOB YMNpaBAeHUA NepegHen naHenu

MES35001-08P, MES35001-10P, MES35001-8P8F

Ne dnemeHT nepegHen naHenm OnucaHue
dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponcTea u cbpoca K 3a-
BO/ZICKMM HACTPOMKam:
1 [ - MPM HAXKATMM HA KHOMKY ANTeNbHOCTbI0O meHee 10 ¢ nponcxoanT nepe-
3arpyska ycTpoWcTBa;
- NPW HaXaTlK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
2 Console KoHCObHbIV NOPT ANA NOKANBHOTO YNPaBAEHWUA YCTPONCTBOM.
PWR1, PWR2 NHAWKaTopbl NUTAaHUA YCTPOICTBA.
3 Alarm NHOnKaTop aBapuu.
Temp MHanKaTop Temnepartypbl.
4 [1-8] CeeToBan nHAMKauma PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P MopTtbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ANs yCTaHOBKM TpaHcuBepoB 10G SFP+/1G SFP.
9 L MES35001-8P8F | USB-nopT.
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 57

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

BHewHMN BUA BepxHel naHenn kommyTtatopos MES35001-08P, MES35001-10P n MES3500I1-8P8F
nNpuBeAEH Ha PUCYHKE HUXKe.

.‘
AELTEX M”Mﬁ @ 1
= | O AnWo
SN B00000000C

|
Ei=a=u
| B.©.0 |
NC-COM-NOJ
Dry contact

i
i

N/
|
w

é == ==

PucyHok 37 — BepxHaa naHenb MES35001-8P8F

Tabnnua 12 — OnucaHWe pasbemMoB, MHAWMKATOPOB M OPraHOB YNpPaB/JEHUA BEpPXHelN MaHenu
MES3500I1-08P, MES35001-10P, MES3500I-8P8F

Ne dnemeHT nepeaHeln naHenm Onucanue

1 | = Knemma o 3a3emneHunsn ycTpoicTea.

Paszbembl 414 NOAKNHOYEHNA K UCTOYHUKAM 31eKTPONUTAHNA NOCTOAHHOTO

2 PWR1, PWR2
TOKa.

PeneliHbi Bbixog curHanmsaumm 1 A, 24 B DC ¢ HOpMa/ibHO 3aMKHYTbIM
3 Dry contact (NC — Normal Closed) u HopmanbHo pa3zomkHyTbiM (NO — Normal Open)
KOHTaKTamMMu.

58 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMn BuA 3agHen naHenu KommyTtatopos MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 npuBefeH Ha PUCYHKaxX HUXKe.
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PucyHok 39 — 3agHaa naHenbs MES2300-08P
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PucyHok 42 — 3agHAaa naHenbs MES2300-24P
Ethernet-kommymamops! cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 59

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



3 4

PucyHok 43 —3aaHAaa naHenb MES2300D-24P

® J® -
@ asre M oo ||=
. -
[ Joiiniid
| \
1 2 3

aewrex  (IC] g
TYEIY
(N i

SNXURCNRRR 5

PucyHok 48 —3aaHAa naHenb MES3300-08F

60 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
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HELTEX

PucyHok 51 —3agHaa naHenb MES3300-48, MES3300-48F

=]

PucyHok 52 — 3aagHaa naHenb MES35001-08P, MES3500I1-10P

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 57 — 3agHaa naHenb MES5400-24

62 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
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PucyHok 58 — 3agHaa naHenb MES5400-48
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PucyHok 59 — 3agHaa naHenb MES5410-48
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PucyHok 60 — 3agHaa naHenb MES5500-32

B TaG/'IMLI,E 13 npmeeaeH nepevyeHb pPa3bemMoB, PaACNONIOKEHHbIX Ha 3aLI,HEl71 naHeIn KOMMYTaTopoOB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32.

Tabnnua 13 — OnucaHMe pasbemMoB 3afHel naHenu KommyTaTopoB MES2300-08, MES2300-08P,
MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, @ MES2300-24P, = MES2300D-24P,
MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32

Neo D/IeMEeHT 3a4Hel naHenu OnucaHue

1 Knemma 3azemnequs = Knemma gna 3a3eMneHuns ycTpoicTea.

2 BeHTMAATOPDI BeHTUAATOPbI 418 OXNAXKAEHUA YCTPOWCTBA.

3 CNOTbI AN YCTAHOBKM 610KOB CnoT ans ycTaHoBKM pe3epBHOro 61oka nutaHma AC nam DC.

4 nuTaHuA CNoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHna AC nam DC.

5 Console KOHCONbHbIV NOPT ANA NOKANbHOTO YNpaB/ieHNsa YCTPONCTBOM.
MES5300-48

-of- 10/100/1 BASE- - -

MES5305-48 ;l;):;;ot::- ocfﬁk;ir;:')w 0/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas

6 008 MES5310-48 yn aBHVEHEIe oc e(;TBHHETCH Mo ceTu, pa3febHO C KaHaIoM nepesaym
MES5410-48 aEHbIX i + Pa3A peA
MES5400-48 A :

7 oL USB-nopT.
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8 KpoHwTeitH

MES35001-08P
MES35001-10P
MES35001-8P8F

KpoHLWTeNH Ansa ycTaHoBKK ycTpoicTea Ha DIN-peitky.

2.4.3 bokoeble naHenu ycmpolicmea
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PucyHok 62 — Jlesaa 6okoBas naHens MES2300-08P
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PucyHokK 63 — fleBaa 6okoBas naHenb MES2300-24, MES2300B-24, MES2300-24P
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PucyHok 65 — NpaBas 6okoBan naHenb MES2300-24F
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PucyHoK 66 — JleBass 60KoBan naHenb MES2300B-24F
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PucyHok 67 — JleBas 60KoBan naHenb MES2300D-24P
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PucyHok 68 — JleBasa 60KkoBan naHenb MES2300DI-28
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PucyHok 70 — JleBasa 6okoBas naHenb MES2300B-48
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PucyHok 71 — JleBasi 60KoBana naHenb MES3300-24
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PucyHok 72 — JleBaa 60koBas naHenb MES3300-08F
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PucyHok 73 — Jlesasa 6okoBas naHenb MES3300-16F
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PucyHok 74 — lesaa 6okoBan naHenb MES3300-24F
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PucyHok 75 — /leBas 6okoBana naHenb MES3300-48
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PucyHok 76 — flesaa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 79 — JleBas 60KkoBasa naHenb MES5300-24
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PucyHok 80 — Jlesaa bokoBas naHenb MES5300-48, MES5305-48, MES5310-48
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PucyHok 81 — flesaa 6okoBas naHenbs MES5400-24, MES5400-48
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PucyHok 82 — NpaBasa 6okosas naHenb MES5300-24, MES5400-24, MES5400-48
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PucyHok 83 — lNpasan 6okoBaa naHenb MES5410-48
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PucyHok 84 — NpaBasa 6okosas naHenbs MES5500-32

Ha 60KoBbIX NaHenAx yCTPOMCTBA PACMONOMKEHbI BEHTUIAUMOHHbIE PELEeTKU, KOTopble CAYXKaT ans
oTBOAa Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUS MOCTOPOHHUMMK MpegMeTamu. ITO MOXKeT
NPWBECTU K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA U BbI3BaTb HAapyLUEHUA B ero pabote. PekomeHaaumm no
YCTaHOBKE YCTPOMCTBA PAcnosioXKeHbl B pasgesie «YCTaHOBKA M NOAKAOYEHUE Y.

2.4.4 Csemosasa uHOUKayusa

CocTonAHue uHtepdeiicos Ethernet nHaMumpyeTca AByms ceetognmoaHbIMU MHAMKaTopamu, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro ugeTta. PacnosoxeHne CBETOANOA0B NOKA3aHO HAa PUCYHKAX HUMXKe.

Link @ O Speed
T ol

]

PucyHok 85 — BHeluHuMIA BUA oamMHapHoro pasbema SFP/SFP+

Yo C

HVA VA

LINK/ACT SPEED

PucyHOK 86 — BHellHMI1 BUA caBOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 87 — BHelwHWi BMA pa3bema RJ-45

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 67
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LINK/ACT ~ SPEED

PucyHok 88 — BHewHMi1 BuA, pa3bema QSFP+ n QSFP28 ana MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ona  mopenn MES5500-32 coctoaHne wuHTepdelricoB QSFP28 wuHAnUMpyeTca YeTblpbma
CBETOANOAHBIMU UHANKATOPAMM 3€/1€HOTO U AHTAPHOTO LBETOB: AaHHblE MHAMKATOPbI MOTYT MPUHUMATb
Kak posib LINK, Tak u SPEED, ux coctoaHua onucaHbl B Tabanuax 19, 20, 21. na KaXK40ro pexknma paboTbl
nopta MHAMKATOPbl MMEKT pas3/IMYHOE HasHauyeHwe. Beumay storo B Tabnmuyax 19, 20, 21 paHHble
WMHAMKATOPbI 6yAyT NPpOHYMEepPOoBaHbl Kak «MHAMKATOP 1», KMHAMKATOP 2%», KMHAMKATOP 3», <MHAUKATOP 4».

CoctoHMe uHTepdencos XG-nopToB MHAMLUPYETCA ABYMA CBETOAMOAHLIMU WHAMKATOPaMU,
LINK/ACT 3eneHoro useta v SPEED aHTapHOro uBsera. PacnosioykeHne cBETOAMOA0B MOKa3aHOo Ha PUCYHKax
HUxe.

1AV
O0O0O0

WMupukatop 1

WHaukatop 2

xS

Nupmkatop 4
WHaukaTtop 3

WMHaukaTtop 1

WMugukaTtop 4

WMHaukaTop 2

0000

NHaunkaTop 3

PucyHok 89 — BHelwHM BuA pasbema QSFP+ 1 QSFP28 ana MES5500-32

Tabnunua 14 — CeBeToBan MHAMKALMA COCTOAHMA MHTepdeicoB QSFP28

CeeyeHue UHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbIkntoueH BbIkntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTAHOB/EHO.
BbikntoueH [opuT nocTtoAHHO YcTaHOB/MIEHO coeanHeHue Ha ckopocTu 40 Feut/c.

[opuT NoCTOAHHO

opuT nocToAHHO

YcTaHOB/IEHO coenHeHne Ha ckopocTh 100 M6ut/c.

X

MwuraHune

MaeT nepegaya AaHHbIX.
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Tabnuua 15 — CBeToBasA MHAMKALMA COCTOSHUA MHTepdeincos SFP28

BbikntoyueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
BbikntoueH [opuT NnocToAHHO YcTaHOB/EHO coenHeHne Ha ckopoctu 1 Méut/c.
BbikntoueH loput nocTtoAaHHO YcTaHoBeHO coeauHeHue Ha ckopoctu 10 Meut/c.
lopwuT noctoAHHO [opuT nocTtoAHHO YcTaHOB/IEHO coeAnHeHMe Ha ckopocTu 25 Feut/c.
X Mwuranune MaoeT nepepava gaHHbIX.

Tabnunua 16 — CBeToBaA MHAMKALMA COCTOAHUA UHTepdelicos SFP+

BbIkntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HE YCTaHOBJ/IEHO.
BbikntoueH opnT nocToAHHO YcTaHoB/IeHO coeanHeHne Ha ckopocTu 1 Iéut/c.
FopnT nocToAHHO FopuT nocToAHHO YcTaHoB/IeHO coeanHeHne Ha ckopocTu 10 Méut/c.
X Mwuranune MpoeT nepepaya AaHHbIX.

Tabnunuya 17 — CBeToBan MHAMKALMA COCTOSHUA UHTepdelicoB SFP

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOB/EHO.
BbikntoueH [opuT nocToAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.
FopnT NnocToAHHO FopuT NnocToAHHO YcTaHoOB/EHO coenHeHne Ha ckopocTu 1 Féut/c.

X MwuraHune MpoeT nepegava gaHHbIX.

Tabnunua 18 — CeeToBaA MHAMKaLMA cocToaHUA Ethernet-nopTtos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBAEHO.

YcTaHOBNEHO coeAuHeHne Ha ckopoctu 10 M6uTt/c

BbikntoyeH lfopuT NocToAHHO

P nan 100 M6uT/c.
lFopuT nocToAHHO [opuT nocTtoAHHO YCcTaHOB/IEHO coeanHeHne Ha ckopocTu 1000 MéuTt/c.
X MwuraHune NpeT nepepava gaHHbIX.

Tabnnuya 19 — CeeToBan MHAMKaLMA cocTosHUA MHTepdelcoB QSFP28 ans MES5500-32

MopT BbIKAOYEH WAM cOoeuHeHUe He
YCTaHOB/NEHO.

BbikntoueH BbikntoueH BbikntoueH BbikntoueH

Ethernet-kommymamops! cepuil MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8PSF, MES5312, MES5316A, 69
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loput loput loput
YcTaHOB/IEHO coeAMHEeHWEe Ha CKOpPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoueH
40 réur/c.
3e/1eHbIM AHTApPHbIM AHTApPHbIM
lopur lopur lopur loput
YcTaHOBNEHO coefMHEHNEe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO
100 réut/c.
3e/1eHbIM AHTApPHbIM AHTapPHbIM AHTAPHbIM
MwuraHune X X X MpoeT nepepaya gaHHbIX.

Tabnunua 20 — CBeToBas MHAMKAUMA cocToAHUSA MHTepdelicoB QSFP28 ana MES5500-32 B perkunme pacluen-
neHus

CocmosiHue uHOUKamopa
CocmosHue uHmepdgelica Ethernet

UHdukamop 1 | UHOuKamop 2 UHOukamop 3 | UHOukamop 4

MopT BbLIKAKOYEH WU COeOMHEHWE He
BbikntoyeH BbikntoueH BbikntoueH BbikntoyeH

YCTaQHOBJIEHO.
loput lopur lopur lfoput

YCTaHOB/MIEHO COeAMHEHNE Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 1 T6uT/c
3e1eHbIM 3en1eHbIm 3es1eHbImM 3e/1eHbIM ’
lopur lopur lopur loput

YCcTaHOB/NEHO COeAMHEHNEe Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

10 réwur/c.
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIM
lopwut loput loput lfoput

YCTaHOBNEHO COEAMHEHNE HA CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 25 [6uT/c
3e1eHbImM 3en1eHbIm 3es1eHbIM 3e/1eHbIM ’
Mwuranue Mwuranue Mwuranue Mwuranue MpoeT nepepaya gaHHbIX.

Tabnunua 21 — CeeToBan MHAMKALMA COCTOAHMA MHTepdeicoB SFP+ ana MES5500-32

CeeyeHue uHOUKamopa CeeyeHue uHOUKamopa

CocmosHue uHmepdgeilica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAIOYEH UAW COeAMHEHWNE HEe YCTAaHOBJ/IEHO.
BbikntoyeH lopuT NocToAHHO YcTaHoB/IEHO coeauHeHme Ha ckopoctu 1 Féut/c.

[opuT NOCTOAHHO [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10 Meut/c.

X Mwuranue MpoeT nepegava gaHHbIX.

NHankatop Unit ID (1-8) cnyuT ana obo3HayeHWss HOmMepa YCTpoKhCTBa B cTeKe. CUCTeMHble
nHamMKatopbl (Power, Master, Fan, RPS) cny»kaT ana onpegeneHumsa coCTosHMUA paboTbl y3/10B KOMMYTATOPOB.

Tabnnuya 22 — CBeToBan MHAMKALMA CUCTEMHbIX UHAMKATOPOB

HaseaHue DyHKYuUA -
CocmosHue uHOuKamopa CocmosHue ycmpolicmea
UHOUKamopa UHOUKamopa
BbikntoyeH MuUTaHKe BbIK/IOYEHO.
o MWTaHWe BKAOYEHO, HOPMabHan
3eNeHblit, FOPUT NOCTOAHHO o
paboTa ycTpoiicTBa.
CocrosaHue OTcyTCcTBME NEPBUYHONO NUTAHMA
Power MCTOYHMKOB MES5312 Opatsesiji | OCHOBHOTO MCTOMHUKa (Npwn nuTaHWUK
nuTaHua MES5316A YCTPOWCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A o
KpacHbin ABapuAa BTOPUYHOIO UCTOYHMKA.
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MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300DI-28
MES2300B-24F
MES2300-24P
MES2300B-48

KpacHbiin

ABapwus BTOPUYHOI0O NCTOYHUKaA.

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

KpacHbin

OTcyTCTBME NEPBUYHOMO NUTAHMUSA
OCHOBHOTO MCTOYHMKA (NPY NUTaHMM
YCTPOWCTBA OT pe3epBHOI0 UCTOYHMKA)
WM aBapus BTOPMYHOTO UCTOYHUKA.

Mpu3Hak . YCTpOICTBO ABNAEGTCA «MacTeEPOM» B
BeayLLero 3eneHbln, rOpUT NOCTOAHHO cTeke
Master yul ~
YCTPOMCTBa Npu YCTPOWNCTBO He ABNAETCA KMacTepom»
BbikntoyeH
paboTe B cTeke B CTEKe.
3enenbii, Bce BHYTpeHHMe cucTembl paboTatoT B
MES2300-24F roput LITATHOM peskmme
MES2300B-24F NOCTOAHHO '
MES2300-24P Bo3moXKHaA HencnpaBHOCTb
MES2300D-24P KpacHbii, BEHTUNATOPOB, BbICOKAA Temmneparypa
" MES2300B-48 roput Ha O4HOM M3 TEPMOAATYNKOB.
HAMKATO
stat A P MES2300-48P NOCTOSAHHO OwwnbKkn PoE (TonbKo gnn
atus COCTOAHMA
. MES2300-48P).
yCTpoWncTBa -
3eneHobin,
MES2300-08 - Bce BHyTpeHHMe cucTembl paboTatoT B
MES2300-08P HOF()ZTOHHHO LWTAaTHOM pexume.
MES2300-24 "
KpacHbin,
MES2300B-24 FODUT BbicOKaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 P TEPMOAaTYMKOB.
NOCTOAHHO
CocTosiHMe 3eneHblii, FOPUT NOCTOAHHO Bce BEHTMAATOPbI UCNPABHbI.
Fan BEHTUAATOpPA . OTKa3 oaHoro uam bonee
KpacHbI, ropuT NOCTOAHHO
oxnaxaeHus BEHTUIATOPOB.
Pe3epBHbIi ICTOYHUK YCTAHOBAEH,
3eneHbli, FOPUT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeT
Pexknm paboTbl
HOPMaJbHO.
e3epBHOro
RPS pesep OTCcyTCTBME NEPBMUYHOIO NUTAHMA
WCTOYHMKA .
KpacHbIi, ropuT NOCTOAHHO pe3epBHOro UCTOYHMKA UK ero
nuTaHna
HEWCNPaBHOCTb.
BbikntoyeH Pe3epBHbIN UCTOYHUK HE MNOAK/IOYEH.
3eneHbli
ropuT ! MNopgKkntoyeH notpebutens PoE xoTa 6bl
PoE B O4VH NoprT.
MES2300-08P MOCTOAHHO
KpacHbin
CocrosaHue PoE MES2300-24P rc[)a - ’ ABapusa PoE (NopT B cocToAHMUM
P neperpysku, rnobanbHana aBapus PoE).
NOCTOAHHO
BbIkntoueH MNoTpebutenn PoE He NoaKNOYEHDI.
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3eneHbln, AKB nogKkntoyeHa, NuTaHue B HOpMe.
ropur
NOCTOAHHO
3eneHbin, AKB 3apsakaeTca.
muraet
Battery CoctoaHne AKB MES2300B-24F MUraeT ’
MES2300B-48 " "
KpacHbin, Hu3kmn yposeHb 3apaga AKB.
muraet
KpacHbin, ABapus PTE (pacuenuTtens Toka
roput batapenm).
NOCTOAHHO
BbikntoyeH AKB oTKto4eHa.
3eneHbln,
ropuT BnoK NUTaHWA yCTaHOBAEH B C/OT,
nUTaHWe BKIOYEHO.
NOCTOAHHO
ps1 | Comomme o | MES230048P | e e
nutaHua Main MES2300D-24P ! ’
ropur YCTQHOB/IEH B C/10T, MUTaHME
NOCTOAHHO BK/IHOYEHO, HO MMeeTCA
HEeUCNpPaBHOCTb.
BbikntoyeH BNOK NUTaHWA He YCTaHOB/IEH B CNOT.
3eneHsbin,
ropuT BnoK NUTaHWA yCTaHOBAEH B C/1OT,
nuUTaHWe BKAOYEHO.
NOCTOAHHO
e MEsas00aze e, Grox v
MES2300D-24P ! ’
pPS2 Redudant ropur YCTQHOB/IEH B C/10T, MUTaHME
NOCTOAHHO BK/IHOYEHO, HO UMeeTcA
HEencnpaBHOCTb.
BbikntoyeH BNOK NUTaHWA He YCTaHOB/EH B CNOT.
3eneHbll,
roput MNopgaHo nutaHue Ha BBog PWR1.
PWR1 UHamnKaTopbl NOCTOAHHO
COCTOAHMA BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo.
nTakHua 3eneHbll,
ycTpoicTea roput MopaHo nuTaHue Ha Beog PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
Kpackbii, lnobanbHasa aBapua PoE-KoHTponnepa
WMHAaMKaTop MES35001-08P roput (He oTBeuaeT PoE-KkoHTponnep).
Alarm aBapui MES35001-10p | [1OCTOAHHO
MES35001-8P8F BbikntoueH HopmanbHana paboTa ycTpoiicTea.
KpacHbin,
NHamkaTop ropur Meperpes ycTpoiicTBa.
Temp Temneparypbl NOCTOAHHO
BbikntoueH HopmanbHasa paboTa, neperpesa Her.
fsss:bm’ MNogkntoyeH I'IOTD?6MTenb PoE B
PoOE NHamKaTopbl HOCTOAHHO COOTBETCTBYIOLWMI NOPT.
coctoaHuA PoE
MoTpebutenb POE He noaKAtoYeH B
BbIkntoyeH o
COOTBETCTBYIOLWMI NOPT.
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A ELTEX

2.5 KomnnekTt nocraBKku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nutaHus EBpoBunka-Cl3, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

— WHyp nuTtaHma MBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES35001-10P);

— Pasbem KabenbHol 4yactm 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES35001-08P,
MES3500I-10P, MES3500I-8P8F);

— Pasbem KabenbHoi yactn 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I-10P, MES35001-8P8F);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y NoKynaTens B KOMM/IEKT MOCTaBKM OMUMOHANbHO MOTYT BbITb BK/IOYEHbI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanmna PM160-220/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepumn MES53xxA, MES5300-24, MES5400-24);

— Mogaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ansa MES5410-48, MES5500-32);

— Mogaynb nutaHusa PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nwuTaHus EBpoBunka-C13, 1.8m (B c/Ayyae KOMNAEKTAUMM MOAY/EM MNUTAHUA
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

—  Mogaynb nutaHmMa PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA);

— Mogaynb nutanma PM160-48/12 (ans MES5300-24, MES5400-24);

—  Moaynb nutavma PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHmua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  WWHyp nuTaHua NBC (B cnyvae KOMNAeKTaLMn mogynem nutaHmsa PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

— SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUS K NK-
Talowen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JIEHMA KPOHLUTEMHOB K KOPMYCY YCTPOMCTBA. Ha KpOHLWTENHAX PacnO/IOXKEHbI LWECTb KPENEMKHbIX OTBEPCTUN
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto

W aBepuei cepBepHoro WwKada (pucyHkn 73—75). s yCTaHOBKM KPOHLWTENHOB BbibepuUTe OAUH U3 Bapu-
aHTOB KpenneHusa:

PucyHok 91 — BapuaHT KpenaeHua KpoHWwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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PucyHok 92 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tbipe OTBEPCTUA Ha AeTann 1 c YeTbipbMa OTBEPCTUAMMU Ha BOKOBOM NaHenu ycTpoicrea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaNb KPOHLITEMHA BUHTAMM K KOPMyCY.

2. Bblbepute HeobxoaMMOe NoNoXKeHUe aeTtann 2 (4Ba BapMaHTa nonoxeHus). CoBmecTuTe BO-
CeMb OTBEPCTUIN Ha AeTann 2 C BOCEMbIO OTBEPCTMAMKU Ha BOKOBOWM MaHenu yctpoiictea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AETaNb KPOHLUTEMHA BUHTAMM K KOpMycy.

3. Bblbepute HeobXx0AMMOE NONOXKEHUE AeTann 3 (Y4eTbipe BapmnaHTa nosoxKeHua). CoBmecTtute
TPU OTBEPCTMA Ha AEeTaNM 3 C TaKUMMU Ke BblIOpaHHbIMK OTBEPCTUAMM Ha AeTanun 4. C nomo-
LLIbIO OTBEPTKM COEAUHUTE AETA/IM BUHTAMMU C BHYTPEHHEN CTOPOHbI KPOHLUTENHA, 3aKpYyiK-
BaA TONIbKO KpalHWe BUHTDI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HaNpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. C nomoLlbto OTBEPTKU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHOK 93 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32

Ona yctaHoBKM ycTpoiictB MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Mcnonb3ysa oTBepTRY, 3aPUKCUPYITE LEeHTPAIbHBIN BUHT, COeaMHAOWMI geTanm 2 u 3.

PwnpE
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I iniaintatainl

PucyHok 94 — YcTaHOBKa yCTpoICTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToitke.

o MES-5312 N1 o
(o] KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna o
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 95 — PasmelleHne KommyTtaTopoB MES5312 B cToiKe

AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

'] He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
' 3aAHel NnaHenu, NOCTOPOHHUMMU NpeamMeTamu Bo M3bexkaHue neperpesa KOMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.2.3 Ycmaroeka ycmpoiicme MES35001-08P, MES3500I1-10P, MES3500I-8P8F Ha
DIN-peliky

Ycrpoicrsa MES35001-08P, MES35001-10P, MES3500I1-8P8F ycraHaBnnBaeTca BepTUKanbHO,
e TaK Kak 60KoBble naHen obecneunBaloT TEMNJI00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoWCcTBa BEpPXHEn YacTbio oT ceba M npunoxutb K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKa3anacb 32 NPOBO/IOYHON MPYKUHON.

2. HapasuTb Ha KOPMNYyC YCTPOICTBA CBEPXY.

3. He cHMMas gaBneHus, NpUKaTb HUMKHIOK YacTb Koprnyca ycTpolicTBa K DIN-peitke go 3a-
LLeIKMBaAHMA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [lpunoaHAas Kopnyc, CHATb ycTporcTBo ¢ DIN-peliku.
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3.3 YcraHOBKa mogynei NnUTaHUA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPEOYOWMX MNOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3PeHUA pPaBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW AOMOJIHUTE/IbBHOIO MOAYAA MUTAHMA KomMMmyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM UAN APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BAOKU NUTaHKUA A0MKHbI 6bITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkaoueHnn 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHoK 96 — YcTaHOBKa Mmoaynel nuTaHuA

CoctosiHMe Moaynel MUTaHUSA MOXKET ObiTb NMPOBEPEHO MO MHAMKALUMK Ha MepeaHelt naHenu
KommyTaTopa (cm. pasgen 2.4.4) uav no OmMarHoCTMKe, OOCTYMHOM yepe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKA3oMm mopayna, Ho
ol n OTCyTCTBMEM NepBUYHOIo NUTaHUA.

3.4 MopgKnioueHue nuTaloLei ceTn

1. Mpexae 4yem K yCTpOMCTBY OyAeT MOAKAOYEHA NUTAlOWAA ceTb, HEOOXOAMMO 3a3eMNTb
KOpMnyc yCTPOICTBa. 3a3emneHne HeobxoAMMO BbIMONHATb U30/IMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CEYEHME 3a3eM/IAIOLLEFO NPOBOAA A0/KHbI CO-
OTBETCTBOBaTL TpeboBaHMam Y.
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’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-

2. Ecav npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY MOPTY KOMMYTaTOPa, 3TO 060PYyA0BaHME TaKKe AONKHO ObITb HALEKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBNATLCA OT CETU NEPEMEHHOTO TOKa IMB0 OT CETU NOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNAEKT yCcTponcTea. Mpu NOAKAIOYEHMM K CETU MOCTOAHHOFO TOKa MCMO/b3yiTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHuA.

Bo usbekaHue BO3HMKHOBEHMUA KOPOTKOrO 3aMblKaHUA NPU NOAKAIOYEHUU K CETU NOCTOAH-
HOro TOKa PEKOMeHAYeTCA NPOU3BECTU 3aUUCTKY NPOBOAA HA AJ/IMHY 9 MM.

.‘

Llenb NnUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa copgepiKaTtb YCTPOVICTBO OTK/IIO4YEHUA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHua (BbIKl"O‘-IaTenb, pa3bem, KOHTAKTOpP, aBTOMATU-
YeCcKuii BbiKAloYaTe b U T.0.).

.‘

4. BKNOYMTE NUTaHMeE YCTPOMCTBA U ybeanTecb B OTCYTCTBMM aBapuiA MO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHen naHenw.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepoB

TonbKo gna MES5500-32: Bo u3berxkaHue noBpeXxAeHUA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHuu noptoB XG1 un XG2 Heob6xoaMMo 1cnonb3oBatb SFP+ TpaHcMBepbl ¢ TUMOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAyﬂEﬁ MOXeT NPpon3BoaAnUTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcTaBbTe BepxHuit SFP-moaynb B CIOT OTKPbITOM YacTbto pa3bema BHU3, @ HUXKHWI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 97 — YcTtaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LENYOK.

PucyHok 98 — YcTtaHoBneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 99 — OTKpbITHe 3awenkn SFP-TpaHcnsepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 100 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTtpoiika TepMmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIN 6UT, 6€3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
MCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMOSYAHUIO).

4.2 BKnwuyeHue yCcTpoiicTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAlounTb  ycTpoicTBo. [pyM  KaOoM BK/AKOYEHMM KOMMyTaTopa 3anyckaeTca npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecneyeHna KommyTatopa. [aA BbINOAHEHMA chneuManbHbIX Npoueayp UCnoab3yeTca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wunu <Enter> B TeuyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [na 6bicTporo BbI30Ba CNPaBKM 0 AOCTYMHbIX KOMaHAAX UCMONb3YyiITe KOMBUHaLMIO KNaBUL
<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 23 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/yAanunTb Naposb Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-xx, MES5410-48, MES5500-32 paboTatloT B peknume CTeKMpOoBaHMUA.

CteK QYHKLMOHMPYET KaK egMHOe YCTPOMCTBO M MOXKET 00beANHATb A0 8 KOMMYTAaTOPOB OAHOMN MU
pasHbiX Mogenei (pernamMeHTUPOBaHO MaTPULEA CTEKMPOBAHUA), MMEIOWMUX Caeaylolme poau,
onpeaensemble Ux nopsaxkosbimmM Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 A0 8) — c Hero NnpomncxoamuT ynpasaeHne BCEMU YCTPOUCTBAMM B
cTeke. Ponb MOXHO Ha3HauyMTb BCEM YCTPOMCTBAM, HO aKTUBHbIM master npu atom byaet
OAMH, ocTanbHble byayT GyHKLMOHUPOBaATL B posin backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicTeo, noadmHaAoWeecs master. lybaunpyer sce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YMNpaB/AlOWEro ycTpoihcTBa M3 cTpos, bepeT Ha cebs
dYHKLMM ynpaBaeHUA CTEKOM. Posib MOMKHO Ha3HaYNTb MAaKCUMYM CEMMW YCTPOMCTBaM.

— Slave (UID ycTpolticT oT 1 go 8) — ycTponcTBo, noaunHstoweeca master. He moxket pabotatb
B aBTOHOMHOM pexume (ecnm oTcyTcTByeT master). Pofib MOXHO Ha3HauMTb MaKCMMyM
LecTm ycTponcTeam. [lonycTuma KoppeKTHan paboTa cTeka 6e3 yCTPOMCTB ¢ AaHHOM posblo.

DOnsa KOppeKTHOM paboTbl cTeKa HeobxoaMum XoTa 6bl OAMH IOHUT C POJIbIO Master U 0AUH
IOHUT ¢ ponbto backup.

.-

/’- NHTepddeiicbl B peXMme CTEKMPOBAHUA paboTaloT TO/IbKO Ha MaKCUMMaJIbHOM CKOPOCTU UH-
Tepdeiica.

B pexumme CTEeKMpPOBaHMA [ANA CUHXPOHM3aAUMM KommyTtaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES3300-48, MES3300-48F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1,
MES5324A, MES5324A rev.C, MES5324A rev.C1, MES5332A, MES5332A rev.C ncnonbsytoT XG-nopTbl, a
KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 ncnonb3ytot HG-noptbl. [pn 3TOM yKa3aHHble NOPTbI HE y4acTBYIOT B Nepegave
OaHHbIX. CTeknposBaTb KommyTaTopbl MES53xXA ¢ KommyTaTopamm MES53xxA rev.C n MES53xxA rev.C1
HEBO3MOXHO BBMAY anmnapaTHbIX Pa3NYMKA 3TUX MOAEeNeln YCcTponcTB. Bo3morkHbl ABe TOMnosoruu
CUHXPOHM3MPYIOLNXCA YCTPOMCTB — KO/IbLEBAsA U IMHEHaA. PekomeHayeTca MCMNO/b30BaTb KO/bLEBYIO
TONONOTUIO ANA NOBbIWEHNA OTKA30yCTOMUYMBOCTU CTEKA.

KommyTaTopbl nopneprkuBatoT ¢yHKuMoHan NSF (Non-Stop Forwarding) B cTeke. [aHHbIi
dYHKLMOHANA MO3BOIAET MWHMMWM3MPOBATL MOTEPU TPAH3UTHOrO HEMapLIPyTU3Mpyemoro TpaduKa B
MOMEHT NepeKoYeHNs POAN KOMMyTaTopa ¢ master Ha backup.

MpuHumn pabotbl NSF: B MomeHT, Koraa backup 6epet ynpasneHue Ha ceba u 3anyckaeT npotecc
AOVHMUMAAM3auMmM 4o poan master, 3anyckaetcs Taimep NSF n pukcmpytotca STP-ctaTycbl NOPTOB, NOPThI
B LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTasibHble HAacTPOMKM NPUMEHAIOTCA Ha
KOMMYyTaTope, CTaBlemM master, B pea/sibHOM BPeMEHM.

Mpn atom BO Bpema npouecca NSF mameHeHue crtatyca nopTtoB B STP Ha cTeKe MOAHOCTbIO
urHopupyeTtca. TaKkKe 3anpeLLaeTca BbIMOJHEHWE KOMaHZ NPoCMoTpa KoHoUrypauumn (KomaHgbl “show
running-config, show startup-config” B pexume EXEC), uameHeHMe cCOCTOAHUA MOPTOB (KOMaHAbI
“shutdown, no shutdown” B KOHTEKCTHOM MeHI0 KOHOUrypaumm uHtepoeiica) n VLAN (komaHga “vlan 2” B
KOHTEKCTHOM MeHo “vlan database”), ckopocTu noptoB (“negotiation, speed” B KOHTEKCTHOM MEH!O
KOHoUrypaumm wuHtepdelica), ounctka FDB (“clear mac address-table dynamic” B pexunme EXEC),
nepesarpyska ycrponctea (“reload” B pexume EXEC), nsmeHeHume mmeHu yctpoiictBa (“hostname” B
pexume rnobanbHOW KoHdUrypauuu), BraoueHune/BbikaodeHne STP (“no spanning-tree” B perkmme
rno6anbHoM KoHbUrypaumm).
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Koraa ucrekaet Talimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKU MPUMEHAIOTCA K CTEKY B
peanbHOM BPEMEHMU.

V‘ MNoppepikaHa npoueaypa aBToo6HOBAEHMA Ha Bepcuuio MO ¢ master-kommyTaTtopa npu
[06aB/NIeHNM HOBbIX IOHUTOB B YXKe CYLLLECTBYIOLLNIA CTEK.
V‘ Onsa kommyratopos MES2300/3300 pa6ota cTeka 13 4-8 IOHUTOB Noagep>KaHa C BepCUn
6.6.5.5.
V’- ®dyHKuymoHan NSF (Non-Stop Forwarding L3) 6yaer peanusoBaH OpUEHTUPOBOYHO B
4Q2025.
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Tabnunua 24 — MaTtpuua ctekmpoBaHus ana MES2300-xx
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Tabnuua 25 — MaTtpuua ctekmposaHma ana MES3300-xx
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Tabnunua 26 — MaTtpuua ctekmpoBaHua ansa MES53xxA
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Tabnuua 27 — MaTtpuua ctekmpoBaHuma ana MES5300-xx, MES5400-xx, MES5500-32
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Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnuua 28 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

stack configuration links te
te_port | hu hu_port

HasHauuTb MHTepdeincbl ANA CUHXPOHU3ALMKN PaboTbl KOMMYTa-
Topa B cTeke. MUHMMa/IbHOE KO/IMYEeCTBO — 2, MaKCMMa/ibHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOMCTBA «Unit-id» NOKaNbHOMY YCTPOMNCTBY

unit_id unit_id: (1..8, (Ha KoTopom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
auto)/auto NPOU30MAET Noc/e Nepe3arpy3kn KoMmmyTaTopa.

no stack configuration YpanuTb HaCTPOMKM CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon K KOHPUTYPUPOBAHUIO OHUTA B CTEKE.

| master}

stack configuration role {slave

no stack configuration role

role: (master/slave)/1-
2 toHUTblI — master, 3-8
HOHUTbI — slave

HasHauuTb ponb KOMMyTaTopa B cTeKe. Ponb master npegnona-
raeT BO3MOMKHOCTb FOHWUTY CTaHOBMTbCA MacTepom B cTeke. Mpu
3TOM B CTEKE MOXKET ObITb TOJIBKO O4HO YCTPOMUCTBO C PO/IbI0 Mas-
ter. Bce ocTanbHble C HACTPOEHHOW POJ/IbIO Master BO3bMYT Ha
cebs ponb backup.

’ Ponb master NOAyYyMT YCTPOMCTBO C HambonbluMm

o uptime. Ecam uptime 6ypeTr oauHakoBblii (pasHuua
meXxay loHUTamu meHee 20 ceKyHA), TO ponb master noayuur
IOHUT C HAUMEHbLUMM HOMEpPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

stack nsf

no stack nsf

-/BbIK/IIOYEHO

PaspewunTb HenpepbiBHYO nepegady AaHHbix (NSF) npu cmeHe
master-ycTpoiicTaa.

3anpetTuTb HenpepbiBHYO nepeaady AaHHbix (NSF) npu cmeHe
master-ycTpoicTaa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3agatb Bpems, B TedeHune Kotoporo anutca NSF.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHMUIO.

e

[Ona noapep:kaHMA KOppeKTHOU paboTbl cTeKa Npu cmeHe master-ycTpoicTsa npu Mcnosb-
30BaHUM Gosnblue ABYX IOHUTOB C ponbio master/backup HacToaTenbHO pekomeHayeTca Uc-
nonb3oBatb NSF.

’ MuHuMmanbHO pekomeHayemoe 3HaueHune NSF timer coctaBnsaert 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM FOHUTOM, UCMOJ1Ib30BaTb MHTEpPdENChI
tel-2 B KayecTBe CTEKMPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,
console#

Tabnunuya 29 — basoBble KOMaHAbl, OCTYMNHblE B perxume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.
show stack configuration OTob6parkaeT MHGOPMaLMIO O CTEKUPYIOLWUX UHTepdElcax OHU-
TOB B CTEKe.
show stack configuration role ) OTobparkaeT paclMpeHHY MHOOPMaLMIO O PONAX HOHWUTOB B
cTeke.
show stack links [details] PacwupeHHoe oTobparkeHne MHGoOpMaLMM O CTEKUPYHOLLUNX UH-
Tepdelicax.
Mpumep ncnonb3osaHMa KomaHAabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e CTeke.

4.5 Hacrtpoiika GpyHKuMiIi KommyTaTopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3ae/iuTb Ha A4B8a TUna.

— basoBas HacTpoiMKa — BK/oYaeT B ceba onpeaeneHne 6a3oBbix GyHKLMIA KOHPUTYpaLmm n
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YMpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHeHHble AaHHble ByayT yTepaHbl. AnA coxpaHe-
HUA N106bIX BHECEHHDbIX U3MEHEHUW B HACTPOIMKY KOMMYTaToOpa UCNob3yeTca c/eaytowan
KOMaHpga:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[Ona Hayana KOHPUIrypaLUmMmM ycTpoicTBa HEO6X0AMMO NOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY Yepe3
nocaefoBaTebHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYIALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBan HacTPOMKA BKAKOYAET cneayioLlee:

1. 3agaHue naposa ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyenHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
e JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposb BBOAUTCA Npu BXOoAe B CUCTeMy BO BpemAa CeaHCOoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V YpoBeHb npusuaeruii 1 paspewaeT A0CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoiKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» v cosaaHua nonb3osaTtens
«operator» c Naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolka yposHsa docmyna

Ha ycTpoiicTBe cyLiecTByeT BO3MOXKHOCTb pacnpeaeneHuns npas nosb3osaTtenel B 3aBUCMMOCTHU OT
YPOBHSA MNPUBWUAErMIA, Ha KOTOPOM KaxKAblM M3 nosib3osaTesnel bl co3gaH. KOHKPETHOMY YPOBHIO
NpuBWUErUiA NPpUCBaMBaeTCA Habop KOMaHA, KOTOPbIE MOTYT BbIMOIHATLCS MO/1b30BATENAMM C YPOBHEM HE
HUKe 3a4aHHOrO.

’ ' KommyTtaTop nogaeprKuBaeT cuctemy HacnepoBaHus Habopa KomaHA oT 6osee HU3KMUX
e YPOBHe npuBuneruii.

Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay
Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

.‘
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexmme rnobasnbHOro KOHGUrypuUpoBaHMA MMEET CieayoWnin BUA,:
console (confiqg) #

Tabnnua 30 — KomaHab! 4N HACTPOMKM paclUMpPeHHOro 4ocTyna

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymosn4aHuro
privilege context level MpucBanBaeT yKasaHHOMY YPOBHIO NPUBUAEINIA 3afaHHYIO KO-
command MaHay.
level: (1..15); .
. - context — pexxum paboTbl KOMaHAHOMN CTPOKM;
/ypoBeHb NpuBUAETUIA o
- level — ypoBeHb npuBuaervii, Ha Kotopom byaer AocTynHa
KOMaHA, pexuma EXEC
HacTpanBaemas KOMaHZAa;
— 1, BCcex oCTanbHbIX
- command — KomaHza.
o KomaHg — 15
no privilege context level Ypanaer 4ocTyn K KOMaHAEe C YPOBHSA, Ha KOTOPOM KOMaHza bblna
command paspeLueHa.

Mpumep HacTpoiKkM Habopa KomaHa 41 nosb3osatens «admin» ¢ 4 yposHeM npusuaernin n Habopa
KOMaHZ Ana nonb3oBartens «user» ¢ 10 ypoBHeM NpuBUAErUiA:

console# configure

console (config)# username admin password passl privilege 4
console (config)# username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

HH HH= H H

Tenepb ANA NOKanbHbIX MOAb30BaTeNeN, Yeil ypoBeHb NPUBWMAEINIA Bbille UAWM paBeH 4, cTaHeT
[OCTyneH BbiBOA KomaHabl show running-config, Ho He OygeT pocTynHa Hactpoiika vlan. [Ona
nosib3oBaTesiell, ypoBeHb NPUBMAETNIA KOTOPbIX cooTBeTcTByeT 10 M Bbiwe, ByAeT AOCTYNHA HACTPOWKa u
vlan, v BbiBOog, KoMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wwist03a 1o yMoa4aHuro

[Ons BO3MOMKHOCTU ynpaB/eHUss KOMMYyTaTOPOM M3 CeTM HeobxoaAMMO HasHauuTb ycTponctey IP-
agpec, MacKy NoAceTW U, B C/ly4ae ynpasaeHUAa M3 APYroi ceTu, W3 Mo yMmon4daHuto. IP-agpec moxKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopTy, rpynne noptoB (N0 yMOAYaHMIO Ha
nHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagneXxKatb K TON e NoaceT, 4To U oanH u3 IP-nHTepdeicos ycTpoicTaa.

V‘ B cny4yae ecnu IP-aapec HacTpanBaeTca gna uHtepdeiica pusnyeckoro nopTa uam rpynnbl

; ) nopToB, 3TOT MHTepdeic yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

V’- IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom mHTepdeice cTaTUUecKu
unm no DHCP He co3aaH apyroii IP-agpec.

V‘ Mpu ypaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBaAaTbea no IP-
aapecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolkK IP-agpeca ana nHtepodeiica VLAN 1.

MapameTpbl MHTEpelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4varuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lonyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbcA npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,
dusnYeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

MpurMmep HaCTPOIKK, NpeaHa3HAYeHHOM ANsA NoAyYeHUa AMHammyeckoro IP-aapeca oT DHCP-cepsepa
Ha uHTepdelice vlian 1:

console# configure

console (config)# interface vlan 1
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, UTo agpec H6b11 HazHauyeH UHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmay

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
c0o34aTb XOTA bbl 04HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMA CTPOK coobLiecTBa:

— ro-—onpeaenseT AOCTYyN TO/IbKO Ha YTEHUe;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anNuChb;
— su-onpegenaet poctyn SNMP-agmuHucTpaTopa;
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Hanbonee pacnpocTpaHeHO Mcnosib3oBaHME CTPOK coobuiecTBa public — ¢ fOCTYNom TONbKO AN
yTeHua obbektoB MIB U private — c AOCTYyNomM Ha yYTeHMe U nameHeHue obbektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobuiecTBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTtaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3aaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosib3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA  (ayTeHTUdUKaLms,
aBTopu3aums, yyeT). Ans wndpoBaHMA AaHHbIX UCMOb3YeTca mexaHu3m SSH.

— Authentication (ayteHTMdMKauuMa) — comocTaBiaeHMe 3anpoca CyLLecTBYIoWEen YYETHOM
3anucum B cucteme 6e30nNacHOCTH.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npoweguuei ayTeHTMOUKaLNIo) M onpeaenéHHbIX NOAHOMOUYNIA.

— Accounting (y4€t) — cnexeHue 3a notpebieHMem pecypcos noab3oBaTeiem.
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Mpy Mcnonb30BaHUM HACTPOEK YCTPOMCTBA MO YMOMaHUIO UMSA NoJsib3oBaTens — admin, naponb —
admin. Maponb HasHayaeTcA Monb3oBaTesieM. B ciydae ecan naposib yTpayeH, MOXKHO MepesarpysuTb
YCTPOWMCTBO U Yepes CepuiHbI NOPT NpepBaTb 3arpy3Ky, HaXKas Knasuwy <Esc> nau <Enter> B TeyeHue
nepsbiX ABYX CEKYHZ Noc/ae NosABAeHUA coobLLeHnn aBTo3arpysku. OTKpoeTcs meHto Startup, B KOTOpoOm
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3osatenb no ymonuyauuio (admin/admin) cywecteyer Ao Tex nop, NoKa He CO3A4,aH Nio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.
V' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTesneit ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocywecTBaaTbCA Nog nosb3osartesniem no ymonuauuio (admin/admin).

[ns obecneveHuns nepBoHaYabHON 6€30MacHOCTM Naposib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (noakntoueHme yepes cepuinHbIn NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 045 KOHCOAU

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line) # login authentication default
config-line) # enable authentication default
config-line) # password console

console
console
console
console
console
console

—~ o~ o~~~

B oTBET Ha NpurialeHne BBECTU NapoJ/ib BO BPEMSA PErMCTPALMK B YCTPOCTBE Yepes ceaHC KOHCOU
BBEAUTE NAapo/b — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet
console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErnCTpaLLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0na SSH
console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha MpurnaweHne BBECTM Mapo/ib BO BPEMS pernctpalmu B yCTpolicTBe yepes ceaHc SSH
BBeauTe naposb — ssh.
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4.5.3 Hacmpoiika 6aHHepa

Ona yoobcTea akcnayaTalmMmn yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobuleHne, coaeprkaliee ntobyto
nHdopmaumio. Hanpmmep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETC HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoA cMMBONA «?» CAYXKUT gns NpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpueune2uposaHHbiii KoMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesxknm AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBAseTCcA KOMaHAON configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
¢burypaumm, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perMm OcyLLecTBAAETCA U3 pexmnma rnobanbHom
KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 31 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETUPOBAHHBIN PEXMUM (€CAN 3HAYEHNe
He yKa3aHo — TO ypoBeHb npusuaerunii 15).
login - 3aBeplueHue TeKyLLel CecCMMU U CMeHa No/b30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJIBHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW MHPopmaummn o paboTe mHTepdelica Ko-
i MaHZHOW CTPOKM
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show history

MoKa3aTb UCTOPUIO KOMaH/A, BBEAEHHbIX B TEKYLLEN TEPMUHANb-
HOW ceccuu.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbIX KOMaHZ,
018 TEKyLLEeN TEPMUHAbHOW CECCUU.

OTKNOUYNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
ANA TeKyLwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaH4 A1A Te-
KYLLLEV TePMUHANBbHOWN Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTo6pa3unTb BbiBOA KOMaHA 6e3 pas3geneHuns Ha cTpaHuubl (pas-
LeNeHne BbIBO4A CMPABKM MO CTPaHMLLAM OCYLLECTBASETCA CTPO-
Koi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOIYAHWUIO.

terminal prompt

terminal no prompt

-/byHKUMA BRAKOYEHA

BK/IIOUUTB MOATBEPXKAEHNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTKNIOYMTL NOATBEPKAEHME Mepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobpaxkaeT KoHOUTypauno 6aHHeEPOB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoOMaHAHOW CTPOKM UMEET C/ieayoLmnin BUA,

console#

Tabnunua 32 — basoBble KOMaHAbl, 4OCTYMNHble B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbca B KOMaHAHbIV pexum (EXEC) u3 npusmaerMpoBaHHoro
KomaHAHoro pexuma (Privileged EXEC).

configure[terminal]

MepeiTn B pexmMm KoHOUrypaumm.

debug-mode

MepeiTu B peXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line)#

Tabnnua 33 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXKMMaX KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BbIiT 13 N06Oro pexkrMma KOHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmmn komaHg, CLI.

end i BbIliTH U3 nt06Oro pexkMma KoHOUIypauum B KOMaHAHbIN pexrum
(Privileged EXEC).

do ) BbINONHWTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-
KMMa KOHOUrypaumu.

help - BbIBOAMT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunuya 34 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXUMe KoHUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

banner exec d message_text d

no banner exec

3apath TeKcT cooblieHma exec (Npumep: No/b30BaTe b YCMNELHO
BOLUE/ B CUCTEMY) U BK/IIOYMTL BbIBOJ, Ha IKPaH.

- d — pasgenutens;

- message_text — TeKcT coobuieHuna (B cTpoke go 510 cumBoNOB,
ob6uiee 2000 cnmBoioB).

YpanuTb TeKCT coobeHuns exec.

banner login d message_text d

no banner login

3apaTtb TeKCT coobuweHuna login (MHPopmaunoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM Mo/b3oBaTena u
napoAs), U BKAOYMTb BbIBOA, HA SKPaH.

- d — pasgenvtens;

- message_text — TeKcT coobueHua (B cTpoke 4o 510 cumBonOoB,
obuee 2000 cumBosioB).

YpanuTb TeKCT coobuienus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line) #

Tabnnua 35 — basoBble KOMaHAbI, JOCTYMHbIE B PeXXMME KOHUTYypaLmMmn TepMUHanNa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

history

no history

-/dYHKLMA BKAKOYEH]

BkaounTb C')yHKLI‘MlO COXpaHeHnA UCTOPUKN BBEAEHHDBIX KOMaHA,.

BbIKNtOUNTD QYHKLMIO COXPAaHEHWUS NCTOPUN BBEAEHHbBIX KOMAHA,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep bydepa uctopun BBEAEHHBIX KOMAHA,

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

5.2 ®unbrpayma coobuieHnii KoMaHAHOM CTPOKU

dunbTpauma cooblLeHNit N03BONAET YMEHbLWUTL 06bemM 0To6parkaemblxX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena M 0baerynTb NOUCK HEOBX0ANMON MHbOoPMaLMK. Ans dunbTpaunm MHGopmaumn Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCNOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevYncneHHbIX B Ta6nv1u,e.

Tabanua 36 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

Memoo

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeilicmeue

begin pattern

include pattern

exclude pattern

Nwet nepsoe coBnageHune c WwabnoHom B Hayane CTPOKMK U BbIBO-
AOUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAMT BCE CTPOKM, He cogepsKalume WwabaoH.
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5.3 HacTpoiiKa MaKpoKomaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BNOC/IeACTBUMN MPUMEHATb B NpoLLecce KOHPUrypaumm.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabanua 37 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbOP KOMAHA, eC/M HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBona “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumsonos.

Ypanset yKasaHHbI MaKkpoc.

macro global apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AEeCKpUNTOp rNobanbHOro makpoca.

YpanseT CTpOKy-AeCKpMnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 38 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

MpoBepseT yKasaHHbIM MaKpOC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

Oto6parkaeT NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha YCTPOCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunA 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if) #

Tabnunua 39 — KomaHabl perknma KoHourypaumm nHtepderica

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

macro apply word

word: (1..32) cumsonoB

MprMeHAEeT yKasaHHbI MaKpoc.
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macro trace word

word: (1..32) cumsonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaIMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJIOB

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpOKy-4ecKpmnTop.

5.4 KomaHpbl ynpaBaeHUA CUCTEMOMN

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunuya 40 — KomaHabl ynpasaeHus cuctemomn B pexkume EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonosB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY Y31y CeTU, a TaKXKe ANA KOHTponAa
noctynatowmx oteetoB (ICMP Echo-Reply).

- vrf_name — uma BUpTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe MMA y31a ceTw;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYeCcTBO NaKeToB ANA nepesayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY y31y CeTU, a TaKKe ONA KOHTpoAnA
noctynatowwmx otseTos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KOJINYECTBO MAKETOB 1A nepeaauu;

- timeout — Bpema 0XXUAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
tt/] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpefeneHune mapLupyTta TpaduKa 40 y31a HazHauyeHus.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOEe UMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUPYTE;
- count — KOAMYECTBO MOMbITOK Nepefayn MakeTa Ha Kaxaom
yyacTke;
- timeout — Bpema 0XXnAaHWA O0TBETA Ha 3anpoc;
- IP_address — |P-agpec nHTepdeiica KommyTaTopa, MCNosb3lye-
MbI1 ANA Nepefayn NakeTos;
V‘ OnucaHue owM60K NpU BbINOAHEHUU KOMAHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

TaToB NpuBeAeHo B Tabanuax 42, 43.

OnpegeneHne mapLupyTta TpaduKa 40 y3/1a HazHaYeHusA.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe UMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKKU, KOANYeCcTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpPyTe;
- count — KONWYeCcTBO MOMbITOK Mepefayn NakeTa Ha Kaxaom
yyacTke;
- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepdelica KommyTaTtopa, UCNoJib3ye-
MbI AN Nepefayn NakeTos.

| OnucaHue oWwM60K NpU BbINOAHEHUU KOMAHA U pe3y/ib-
V TaToB NpMBeAeHo B Tabaunuax 42, 43.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbiTe TELNET-ceccun ansa y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
V OnucaHue cneuuanbHbiXx KomaHa Telnet u KnloueBbIx

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoOB NpuBeaeHo B Tabauuax 44, 45.
OTKpbITHe SSH-ceccum ansa ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — LoMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;

- vrf_name — ums BUPTyanbHON 061acTn MapLupyTU3aLmuu;
- keyword — KntoyeBoe cnoBso.

V OnucaHue Knto4veBbiX CNOB NpuseAeHo B Tabauue 45.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntoyeHWe Ha APYryto ycTaHOoBAeHHYo Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobpaxeHne MHOOPMALMM O NOL30BATENAX, WCMONb3YIOWNX
pecypcbl yCTPOMICTBa.

show sessions

OT06parkeHne MHGopmaLmm 06 OTKPbITbIX CECCUAX K YAANEHHbIM
yCTpOMCTBaM.

show system

BbIBOA, CUCTEMHOWN MHPOPMaLUN.

show system id [unit unit]

OTobpakeHune cepuinHOro Homepa yCTpoMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo'6pa>KeHme CVICTe!\\’/\HOl‘/'l MHbOpPMaLMM KOMMmyTaTopa.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep YyCTPOWCTBa B CTEKeE.
show system power-supply - OT06parkeHne MHGOPMALUKN O COCTOAHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobpaxkeHne MHGOpMaLUKM TeMNepaTypPHbIX AAaTYNKOB.
show version OTobparkeHue TeKyLel BepcMM CUCTEMHOIO NPorpaMmmHoro obec-
i neyeHus ycTponcTBa.
show hardware version - OTobpakaeT nHbopmaumio 0b annapaTHoOW Bepcum nnaTbl
show system router OTobparkeHre pasmepa M 3aHATOCTU annapaTHbIX TabauL, ycTpon-
resources CTBa (MapLlupyTU3aumm, cocesiein, nHtepodelicos).
show system tcam utilization OTobpakeHue 3arpysku pecypcos namatn TCAM (onpeneneHHo
[unit unit] unit: (1..8)/- agpecyemasn namsaTb).

- unit — HOMep YCTPOICTBa B CTeKe.

show tasks utilization

OTobparkeHne ypoBHSA 3arpy3Kn pecypcos LLeHTpaibHOro npouec-
copa KOMMYTaTopa A4/ KaXKA0ro CUCTEMHOrO npoLecca.
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show tech-support [config | OTobparkeHne nHoopmauum ob ycTpoicTee, Heobxoammon ann
memory] HayaNbHOM ANArHOCTMKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NepPeyYnC/ieHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OT06pa3nTb TEKYLIMIA, yCTaHABIMBAEMbIV NOCAE NepesarpysKku u
resources - [JOCTyNHble 41 UCNONBb30BaHUA PEXUMbI pacnpeaeneHuns anna-
paTHbIX PEeCypCoB.

KomaHpa «show sessions» OTOGPB)KaET BCe yAanieHHble coeagnHEHNA TOJZIbKO U3 TEKyI.IJ,et;I
vad ceccuu. [laHHaA KOMaHAA UCNOb3yeTCA Cneayowmum 06pa30M:

1. BbINOAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa € NOMOLLbIO
Telnet nnun SSH;

2. BepHyTbcAa B poauUTeNnbCKylo ceccuio (Ha KommyTatop). [OnA 3TOro Haxarb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb M HaxaTtb <x> (MKc). Mpousongéer
nepexoA B pOAUTE/NIbCKYIO CECCUIO;

3. BbinonHuUTb KomaHgy «show sessions». B Tabnuue [0AXHbI NPUCYTCTBOBaTb BCe
ucxopsduume coegMHeHUn B TeKylei ceccum;

4. Ana TOro utobbl BEpHYTbCA K Ceccuu ypanéHHoro ycrpoiictea, Heobxogumo
BbINO/IHUTb KOMaHAy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbI
«show sessions».

104 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 41 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

reload [unit unit_id] KomaHga cny»kut gas nepesanycka ycTpoucTea.

unit_id: (1..8)/- L o
- unit_id — Homep yCTpoOIiCTBa B CTEKe.
reload in {minutes | hh:mm} minutes: (1..999); YcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTopbli npousoinger
hh: (0..23), mm: (0..59). | oTn0XeHHas nepesarpyska ycTpomncTaa.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTsa.
reload cancel - OTMmeHa OT/I0XKEHHOro nepesanycka.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password ) YpaneHnue naponsa Ha bootrom.
show cpu utilization ) OtobparkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM pecypcoB LEeH-
TpanbHOro NpoLeccopa.
show cpu input rate OTobparkeHUe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i BaTbIBaEMbIX MPOLLECCOPOM.
show cpu input-rate detailed OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i 6aTbiBaeMbIX NPOLLECCOPOM NO TUMY TpaduKa.
show cpu thresholds - OTobparkeHune CNMCKa HaCTPOeHHbIX noporos ana CPU.
show memory thresholds - OtobparkeHune CNMcKa HaCTPOEHHbIX Noporos Ana RAM.
show sensor thresholds - OTobparkeHne cn1cka Noporos A41a AAaTYMKOB.
show storage thresholds - OTobparkeHune cnucka Noporos ANA pa3fesioB yCTPOUCTB.
show storage devices - OTobparkeHne 3HayeHnt obbema 1 ceoboaHoi namaTtu M3Y.

Mpumep ncnoab3oBaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabanuya 42 — OnucaHue pes3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPYTM3aToOPa B NMYTU K YKa3aHHOMY Y31y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.
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Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue oWwnboK npmneeaeHo B

Tabnnue 43.

Tabnumua 43 — OWmMbKM Npu BbINONHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeOCTyNeH.
N CeTb HeLOCTYMNHa.
P MpoTOKON HeaOoCTyNEH.
Q NCTOYHMK NnoaasneH.
R NcTekno Bpems NOBTOPHOM cbopKu dparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecnedyeHve Telnet KOMMyTaTOpoOB MNOAAEPKMBAET cheuuanbHble KOMaHAbl —
dYHKLMM KOHTPOANA TepMMHana. Jaa BXoda B PEXUM creumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 44 — CneunanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepepaatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNIOUEHUSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccni:

Tabnunua 45 — Knrouesble cnoBa, UCNoib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccnit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT pyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensHocTtei Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE B-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.

106 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexknme rnobanbHoM KOHGUTypauum MMeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 46 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnykuTt ana 3afaHus ceTeBoro MMeHU yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBoe MMA YCTPOIMCTBA B 3HAYEHNE MO YMOSYAHUIO.

service tasks-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEHTPaNbHOIO NpoLeccopa KOMMyTaTopa A/1A KaxAoro
CUCTEMHOTO npoLiecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEeHTPaNbHOIo NpoL.eccopa KOMMyTaTopa ANA KaK4oro
CUCTEMHOrO npouecca.

service cpu-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
PecypcoB LLEHTPaNbHOrO NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpysKku
PecypcoB LLEHTPaNbHOrO NpoLEeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewnTb ycTpoONCTBY NPOrpamMMHO M3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMmMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaeMbiX LLEHTPaAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALWMX KagpoB AnA
onpeaeneHHoro Tuna Tpadpuka.
- pps — NAKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaeT 3HaYeHWe pps Mo YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery PaspewnTb BOCCTaHOB/MEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» ¢ coxpaHeHnem KoHbUrypauuu.
no service password-recovery /enabled Pa3pelnTb BOCCTAaHOBAEHWE MAPONsA 4Yepes 3arpy3o4HOe MEHH

«password recovery procedure» c yaaneHmem KoHOUrypauuu.
link-flap prevention enable BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannumHra IMHKa.
service mirror-configuration Co34aBaTb pe3epBHYHO KOMUIO TEKYLWEN KOHPUTypauun.
no service -/enabled OTKNOYUTL KONUPOBaHWUE TeKyLLEe KoHbUTypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NpPou3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskun CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C NOPOrOBbLIM;
- relation — oTHoWeHMe mexKay 3arpyskoit CPU 1 noporosbim 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3HaueHue, onpeaenstoLLee MOMEHT BOCCTAHOB-
NleHnn nopora nocne cpabaTbiBaHUS;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/toUYaeT/oTKOYAET OTNPABKY TPanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — Bk/ito4aeT/0TKAlOYaET OTNPABKY TPANos O BOC-
CTaHOBNEHWM Nopora.

Y4anuTb Nopor ¢ 3afaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obvema ceobogHoM namaTv RAM.

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — oTHOWeEHME MeKay 06bemom cBO6OAHON NaMATU U
NnoporoebiM 3HayeHnem, Heobxogumoe ans cpabaTbiBaHMA NO-
pora;

- value — 3Ha4eHune nopora;

- flap_interval — 3Ha4yeHue, onpeaensaioLLee MOMEHT BOCCTaHOB-
NleHnA nopora nocne cpabaTbiBaHUA;

- severity — ypOBeHb Ba)*KHOCTMW TPanoB Aas 3TOro nopora;

- notify — BKAto4aeT/oTKAKO4aET OTNpaBKy Tpanos o cpabaTbiBa-
HWK Nopora;

- recovery-notify — BkilouaeT/oTKAOYaET OTNPABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BPaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOAMUTCA BEHTUNATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLUEHME MEMXKAY CKOPOCTbIO BPALLEHWUS BEHTUNSA-
TOpa M NOPOroBbIM 3HaYeHMeM, Heobxoanmoe aaa cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHue, onpegensaoLLee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BK/IlOYaeT/OTKNIO4AET OTNPaBKY Tpanos o cpabaTbiBa-
HWKW Nopora;

- recovery-notify — BK/louaeT/oTK/IIO4aET OTNPaABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

YaanuTb NOpor ¢ 3a4aHHbIM UHAEKCOM ANA BeHTUAATopa fan_num
Ha IoHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNA AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TePMOLaTUMKa;

- unit_id — Homep tOHMTa, Ha KOTOPOM HaXOAMTCA TePMOAATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoOLWeHWeE MeXAay TeMNepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHWA NOPOra;

- value — 3HayeHuWe nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
NeHunn nopora nocne cpabaTbiBaHuUs;

- severity — ypOBeHb BaXHOCTU TPanoB ANS 3TOro Nopora;

- notify — BktoYaeT/oOTK/IIOYAET OTNPABKY TPanos o cpabatbisa-
HWUW nopora;

- recovery-notify — BK/louaeT/oTK/lO4aET OTNPABKY TPanos O BOC-
CTaHOB/IEHMM Nopora.

YAanuTb Nopor ¢ 3a4aHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoOWeEHMeE meay ob6bema cBO6OAHOM NamATN U Mo-
pPOroBbiM 3HaYeHUeM, Heobxoanmoe A cpabaTtbiBaHWA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3Ha4YeHue, onpeaenstoLLee MOMEHT BOCCTaHOB-
NleHWA nopora nocne cpabaTbiBaHUsA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BK/Il04aeT/OTKNIOYAET OTNPaBKY Tpanos o cpabaTbisa-
HWW Nopora;

- recovery-notify — BK/lOuaeT/oTK/lO4aET OTNPaBKY TPanoB O BOC-
CTQHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuyu KommyTaTopa Ha HaxaTve KHOMNKK F.

- enable — npu HaXXaTUK Ha KHOMKY A/UTEeNbHOCTbIO MeHee 10 cek,
NpoOUCXoAuT nepesarpyska yCTPOMCTBA; NPU HaXXaTUM Ha KHOMKY
AnutenbHocTbio 6onee 10 cek, nponcxoamT cbpoc ycTponcTea A0
3aBO/CKOMN KOHOUIypaumm;

- disable — He pearnpoBaTb (OTKtOYEHA);

- reset-only — To/1bKO Nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-I13-mid-12:
- 06bem Tabanubl MAC po 128K aapecos;
- 06bem Tabanupl FIB ao 288K mappyTos;
- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-I13-max-12:
- 06bem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupbl ARP go 96K 3anucei.
’ | KomaHaa noapep)kaHa Tonbko Ha MES5410-48 wu
o MES5500-32.

peXum pacnpegeneHus  annapartHbiX  Pecypcos

’ | HacTpoiika BCTYNUT B cMAy TONbKO Nocae nepesarpysku
N ycTpoiicTBa.

no system forwarding
resources

YCTaHOBUTb pexum pacnpeneneHna annapaTtHbIX pecypcoB no
YMON4aHUIO.

5.5 KomaHpApbl gna HaCTPOiKM NapameTpoB ANA 3agaHUA naponen

[aHHbIN KOMMNIEKC KOMaHA NpeaHasHavyeH Ans 3a4aHMA MUHUMANbHOW CNIOXKHOCTU Napois, a TaKke
AN19 3a,aH1SA BPEMEHM AENCTBMA Naposs.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkunme rnobanbHoi KOHOUTypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 47 — KomaHabl ynpaBaeHUs cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHeit

3apaer BpeEMA XKU3HU naponel‘z’l. Mo ucreyeHnn 3a4aHHOroO CPokKa
6y,u,eT npeanoxKeHo CMeHUTb Napob. 3HauveHune 0 rOBOPUT O TOM,
4YTO BpEMA XKU3HU naponeﬁ He 3a4aHOo.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIKNOYEHO

BkatouaeT orpaHuyeHve Ha popmat napons.

BbIktouaeT orpaHuyeHue Ha dopmat napons.
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passwords complexity BK/toyaeT orpaHuyeHue, 3ajatoliee MUHUMANAbHOE KOJIMYECTBO

min-classes value KN1accoB CMMBO/OB (CTPOYHble BYKBbI, 3arnaBHble ByKBbl, LUPLI,
value: (0..4)/3 CUMBOIbI).

no passwords complexity BoccTaHaB/IMBaAET 3HaYEeHWE NO YMONYAHMIO.

min-classes

passwords complexity BK/IlOYaEeT OrpaHMyYeHne Ha MUHUMaNbHYIO AJIMHY Naposs.

min-length value

value: (0..64)/8

no passwords complexity BoccraHaBnnBaeT 3HaYeHMEe NO YMONYAHUIO.
min-length
passwords complexity Bk/itoyaeT orpaHuuyeHune, 3ajalollee MaKCMMasbHOE KOMYecTBO
no-repeat number rnocnefoBaTeNbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Mapone.
- number: (0..16)/3
no passwords complexity BoccTaHaBaMBaeT 3HaYeHWe N0 YMONYAHMUIO.
no-repeat
passwords complexity 3anpelaeT Npu cMeHe Naposia UCNo/b30BaTb B KayecTBe HOBOro
not-current cTapbIi.
-/enabled —
no passwords complexity PaspelaeT ncnonb3oBaTh CTapblili NAPO/b NPU CMEHE.
not-current
passwords complexity 3anpeLyaeT UCNONb30BATH B Ka4ecTBe NapoA UMA Noab3oBaTeNs.
not-username
-/enabled

no passwords complexity PaspeluaeT cnonb3oBaTh B KaYecTBe Napossa MMA NONb30BATENA.
not-username
passwords lockout value 3afaeT orpaHUYeHne Ha KOIMYECTBO HEBEPHDBIX MOMbITOK BXOAa Ha

| KommyTaTop. Mocne nocnegHeit HeNPaBUAbHOM NOMbITKMA BBECTU

value:

naposb nosib3oBaTens 610KMpyeTcA.
(1..5)/BbIKNtOYEHO

no passwords lockout BbIK/HOYAET OrpaHMYeHMe Ha KONIMYECTBO HEBEPHbIX MOMbITOK BXO-
aa.

Tabnvua 48 — KomaHapl ynpaBaeHua cuctemon B pexkume Privileged EXEC

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymMoan4YaHuto
show passwords configuration - OtobparkaeT MHGoOpmMaLMIo 06 OrpaHUYEHUAX Ha MAPONW.
. Pas3bnokupyetr nonb3oBatens, 3ab6/0KMPOBAHHOIO MoC/ae Heyaau-
set username name active name: (1..20) cumBosos Py ! P YA
HbIX NOMbITOK BXOAa Ha KOMMYTaTOp.

5.6 Pa6ora c pamtnamm

5.6.1 OnucaHue apeymeHmos KOMaHO
Mpun ocyuwecTeBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL - onpegennTenn MeCToHaxoXaeHUA pecypca. OnucaHue Ka4YeBbIX CnoB, WCMNOJZIb3yeMbIX B

onepauusx, npmMseaeHo B Tabauue 49.

Tabaumua 49 — CNUCOK KAKOYEBbIX C/IOB U UX ONMcaHue

Knrouesoe cnoeo OnucaHue

McxoaHblvi afpec v afpec MecTa HasHaueHua ANs SHEProHe3aBUCUMOM NaMATU. JHeproHesasu-
flash:// CMMan NaMATb UCMONb3yeTCA Mo YMoaYaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npeduk-
camu snstoTes: flash:, tftp:, scp:...).

running-config daiin TekyLLelt KoHoUrypaumm.
mirror-config Konusa dalina Tekywiein KoHourypaumm.
startup-config daiin nepBoHaYaNbHOM KOHOUTYypaLuu.
active-image daiin ¢ aKTMBHbIM 06pasom.
inactive-image daiin c HeaKTMBHLIM 06pasoMm.
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tftp://

UcxopHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename vrf name.

- host — IPv4-agpec unm ceTeBoe MMs YCTPOMCTBA;

- directory — katanor;

- filename — vma daiina;

- name — Ha3BaHwue vrf.

V Ecam vrf He ucnonb3yeTca, KomaHay vrf name Mo}Ho He YKa3blBaTb.

scp://

UcxogHbI agpec unm agpec mecta HasHayeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NoJib30BaTeNs;

- password — napoab Nosb3oBaTens;

- host — IPv4-apgpec unu ceteBoe MMA yCTPOICTBa;

- directory — kaTanor;

- filename — vims daiina.

logging

®aiin c uctopmein KomaHa,

5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Tabnuua 50 — KomaHap! ans paboTbl ¢ pannamm B pexkmnme Privileged EXEC

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymMmoa4YaHuro

copy source_url KonupoBaHue daitna n3 MectononoXeHna UCTOYHNKA B MecTono-

destination_url NIOXKEeHWE Ha3HaYeHus.
- source_url — mecTononoxeHune Konvpyemoro ¢aiina;
- destination_url —appec mecTa HasHa4yeHuUs, Kyaa dalin byaeT cko-

source_url: (1..160) AMpOBaH.
- CMMBOJIOB; "
copy source_url {running- o KonuposaHue dalina KoHbUrypauum ¢ cepsepa B TeKyLLYO KOHU-
. . - destination_url: (1..160)
-config| candidate-config} rypaumio.
- - CUMBOJIOB; "

copy running-config CoxpaHeHue TeKyLLel KoHbUrypaLun Ha cepsepe.

destination_url

copy startup-config CoxpaHeHue nepBoHayanbHOM KOHGUIypaumm Ha cepsepe.

destination_url

copy running-config i CoxpaHeHue TeKyLeit KoHoUrypauum B nepBoHaYaibHy0 KOHUry-

startup-config pauuio.

copy running-config file i CoxpaHeHWe TeKyliel KoHOUrypauum B 3afaHHbI pe3epBHbIi
daiin KoHdUrypauum.

copy startup-config file i CoxpaHeHue nepBOHaYaNbHOM KOHUIypaLmm B 3a4aHHbIN pe3eps-
Hbli1 dain KoHdUrypauuu.

delete candidate-config Ypanenve ¢aiina KaHoUMAaT-KOHPUrypaLmm.

boot config source_url i KonuposaHue ¢alina KoHdUrypauum ¢ cepsepa B daiin nepsoHa-
YanbHOM KOHOUrypaumm.

dir [flash:path | dir_name] - OTobparkaeT cn1coK $aiioB B yKazaHHOM KaTasiore.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 111

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobpaxkaeT cogepmumoe daiina.

- startup-config — oTobparkaeT cogepxumoe dainna nepBoHayanb-
HOM KOHUrypaumm;

- running-config — oTobpakaeT cogepkumoe daiina TeKyLel KOH-
urypauuu;

- flash: — oTo6pakaet dalinbl ¢ Pprew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeTt cogepxumoe ¢daiina TEKyLWEN KOH-
durypauuu c sepkana;

- active-image — oTobparkaeT Bepcuio TekyLero dpaina obpasa MO.
- inactive-image — oTobparkaeT Bepcuio HeakTMBHOro ¢alina ob-
pa3a MO0.

- logging — oTobpakaeT cogepumoe dalina KypHana.

- file — uma daiina.

) ®daiinbl otobparkatotca B popmare ASCII.
.o

delete url

Ypnanenue daiina.

delete startup-config

Ypanenus ¢alina nepBoHayvaibHON KOHUTypauuu.

boot system source_url

KonuposaHue daiina MO ¢ cepsepa B HEaKTUBHYO 06/1acTb NaMATH
Ha mecTo pesepsBHoro MMO.

boot system inactive-image

3arpysuTbca ¢ HeakTMBHOro obpasa MO.

show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobpaxkaeT cogepmumoe daitna nepsoHa4yanbHON KOHGUTYpaLUm
(startup-config) nam Terywen KoHdurypaymm (running-config).

- interfaces — koHbUrypauua nHTepdericos Kommytatopa - dusnye-
CKUX nHTepoelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHMUA Ha cebn, TyHHe-
nen.

Cnepytowme onuum JOCTYNHbI NPU BbIBOAE TEKyLLel KoHoUrypa-
unu:

- brief — BbiBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL Kntouen.

- detailed — BbIBOA KOHOUIYpaLUK C BKNHOYEHUEM ABOMYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOTopbIi YCTPOMCTBO
3arpy)kaeT npu 3anycke.

write [memory]

CoxpaHeHue TeKyuiel KoHdurypauum B ¢ain nepsoHavanbHOM
KOHdUrypaumm.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cumBona

3arpy)KaeT Ha yCTPOMCTBO dalin NULLEeH3UN.
- unit_id — Homep tOHWTa B CTEKE;
- vrf_name — uma BUpPTyanbHOM 061aCTM MapLIpyTU3aALUN.

’ | daiinbl AMLEH3UN MOrYT 6bITb YCTaHOB/NEHbI Ha YCTPOU-
e CTBO C ponbto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

Ypansaert ¢ yCTpoOMCTBa BCe YCTAaHOB/IEHHbIE Gali/ibl INLEH3UN.
- word — uma daina NMLEeH3NN, KOTOPbIN AOKEH ObITb yaaneH;
- unit_id — Homep toHWTa B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3blBaeT ycTaHOBAEHHble Gaiibl AULLEH3UN.
- unit_id — Homep OHWUTA B CTEKe.

rename url new_url

url, new_url: (1..160)
CMMBOJIOB

N3meHeHne umenm daiina.
- url — Terywee uma daina;
- new-url — HoBoe nmsa daina.

CepBep TFTP He moxeT 6biTb agApecom MUCTOYHMKOM M aApPecom HasHayeHus ANA O[HOM
< KOMaHAbl KONUPOBaHUA.

[Tpumepbl UCNoAb308aHUS KOMAHO

Ypanutb dann test s sHeproHe3aBUCUMOWN NaMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTaT BbINO/IHEHUA KOMaHAbl: NOC/Ae NoATBepKAeHUA dain byaeT yaaneH.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHON KOHPUTYpaLUnmM MmeeT cneaytowmnii Bua;:

console (confiqg) #

Tabnunua 51 — KomaHabl ans paboTbl ¢ dannamm B pexkmme rinob6anbHOM KoOHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip tftp source-vrf vrf_name

no ip tftp source-vrf

vrf_name: (1..32)
CUMBOJI0B

MNepeBog cuctembl KonupoBaHus yepes TFTP B onpeaeneHHbin VRF.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

MNepesoa cuctembl KonuposaHua vyepes TFTP B VRF no ymonyaHuto.

5.6.3 KomaHObI 0517 pe3epsuposaHus KOHguz2ypayuu

B paHHOM pasgene onucaHbl KOMaHAabl, NpefHa3HayeHHble ANA HaCTpOﬁKM pe3epBnpoBaHNA

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

KOHdUrypaLmm no TaiMmepy MAn Npu CoOXpaHeHUn TekyLwen KoHpurypaumm Ha flash-Hakonutene.

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoM KOHOUTYpaLMN MMeEeT CAeayioWwnin BUA,:

console (config) #

Tabnnua 52 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

backup server server format

no backup server

server: (1..22) cumBonos

YKasaHue cepeepa, Ha KOTopbli byaeT Npon3BoANTLCA pPe3epBMpo-
BaHWe KOHdUrypaumm.

CTpoka B popmare:

«tftp:// XXX XXX XXX XXX »

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

YpaneHue cepsepa 41 pe3epsupoBaHus.

backup path path

no backup path

path: (1..128) cumsonos

YKasaHue nyTM pacnonoxeHua daina Ha cepsepe U npedukca
darina. Mpu coxpaHeHnn K npedukcy byaer fobaBnATbLCA TeKyLLan
AaTa 1 Bpema B popmare rrrrmmaa4ymmcec.

YpaneHue nytm gna pesepsunpoBaHus.

backup history enable

no backup history enable

-/BbIKAOYEHO

BKNOUNTL COXPaHEHWE NCTOPUU pe3epPBHbIX KOMUNA.

OTKAOUUTD COXpaHeHUne NCTOPUKN pe3epBHbIX KOMNWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKazaHue npomexxyTka BpemMeHM, No UCTeYeHUU KOTOPOoro 6yp,eT
OCyLLeCTBNATbCA aBTOMATUYECKOE pe3epBnpoBaHne KOH¢MpraLI,MM.

BoccTaHaBiMBaeT 3HavYeHMe No YMOIYaHUIO

backup auto

no backup auto

-/BbIK/IIOYEHO

BkAtoueHWe aBTOMaTMYeCKOro pe3epBnpoBaHua KoHbUrypauuu.

YcTaHOBKa 3HaY€HUA NO YMOAYAHUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

BK/loueHMe pe3epBMPOBaHUA KOHOUIypauum Mpu  COXpaHEHUU
nosb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

HacTpoiika BO3MOKHOCTM Ucnoib3oBaHusA USB-nopTa KommyTaTtopa.

usb {enable/disable} -/enable - enable — ncnonb3oBaHne USB-nopTa paspeLleHo;
- disable — ncnonb3oBane USB-nopTa 3anpeLyeHo.
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Tabnuua 53 — KomaHapl ynpaBneHua cuctemoin B pexkume Privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show backup ) OTob6parkaeT UHGOPMALLMIO O HACTPOLKaxX PE3EPBUPOBAHUA KOH-
durypauum
show backup history ) OTob6parkaeT UCTOPUIO YCMELIHO COXPAaHEHHbIX Ha CepBepP KOHOU-
rypauui.

5.6.4 KomaHObI 0513 pabomesl kKaHOUAam-KoHgpu2ypayuu

B paHHOM pa3gene onncaHbl KOMaHAbl, NpeAHa3HauYeHHble AnA paboTbl ¢ KaHAMAAT-KOHOUTypaumm
u rollback-Taiimepom.

B cucTteme cyuiecTByeT HeCKOAbKO TuNoB KoHdurypaumin: CANDIDATE — pepaktupyemas
KoHdurypauma. RUNNING — peicreytowan KoHpurypaums. MNog ynpasaeHnem sto KoHGUrypauum ysen
poctyna pabotaer B AaHHbIM MomeHT. BACKUP — XpaHUT AeNCTBOBaHHYHO paHee KOoHourypauuio u
NCnosb3yeTcsa A1A OTMEHbl MPUMEHEHUA KOHOUIYpaL K.

Ons Toro 4tobbl BHECEHHble B KOHQUIypauuio M3IMEHEHWs BCTYNWAM B CUAY, O0NKHA ObiTb
BbIMOJIHEHA onepauns MPUMEHEHMA KOoHourypauum commit. MNpu 3Tom aAencTsytowaa KoHPUrypaums
ctaHoBuTCA pesepsHoit, a RUNNING konupyetcs 8 BACKUP. 1n1a 0OTMeHbl BHECEHHbIX USMEHEHWIM MO KaKon-
nbo npuymHe ncnonabyetca onepauus rollback.

[na noaTBEPIKAEHUA KOPPEKTHOCTU MPUMMEHEHHON KOHdUrypaumm oT onepaTopa Tpebyetca BBOA
KOMaHZbl noATBep:KAeHus confirm, ecan noaTsepKaeHWe He MOCTYNUT B TeYeHWe AeWCTBUA Talmepa
noAatBepXaeH1a (N0 YMONYaHUIO YCTAaHOBAEHO 5 MUHYT), TO KOHOUIypauma ycTpPONCTBa aBTOMATUYECKM
BEPHETCA K COCTOAHMIO, KOTOpoe 6b1710 40 BBOAA NOC/AeAHEN KOMaHAbl commit.

3anpoc KomaHAHOM CTpoKK B pexume Privileged EXEC nmeeT cneayowmin BuAa;
console#

Tabnnua 54 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymon4aHuio
show candidate-config status OTtobpaxkaeT MHbOpMaLMIO O COCTOAHMM commit, Tamepa
rollback n coctoaHMM BNOKMPOBKM KaHAMAAT-KOHOUTYpaLuu.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXUMeE KaHANAAT-KOHOUIYPaLMmM UMEET Cieayowmini BUA,:
console (config) #

Tabnnuya 55 — KomaHabl ans paboTbl ¢ dannamm B pexkmume KaHanaaT-KOHPUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
commit [at] timer timer: MpumeHseT KoHoUrypaumio s candidate-config
(1...1200)/600 '
confirm MoaTteepxpaet npumeHeHue candidat-config, yaanset rollback
i Tavmep.
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5.6.5 KomaHObI 013 asmomamuyecko2o 06Ho8neHUA U KOHu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero umsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
pepxutca sepcma MO;
3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECnM OHM OTAIMYAOTCS, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa MO KommyTaTopa 1 AenaeT AaHHblli 06pas akTuB-

HbIM;

4. Ecnv obpa3s MO 6bin1 3arpyKeH, TO KOMMYTaToOp Nepe3arpyrkaertcs.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKaeT npoLecc aBTOMaTUYECKOro KOHPUrypupoBaHus, b6asupytowmiica Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCAOBUIA:

— B KOHOUIypauum paspelleHo aBTOMaTMYeCcKoe KOHOUTYPUPOBaHUE;
— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuma 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN paitn KoHPUrypauum gobasnseTca K TeKyLwei (running) KoHourypauum.
-

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmnii Bua;

console (config) #

Tabnuua 56 — KomaHabl ynpaBaeHua cMCTEMOM B pexkmme rnobanbHoN KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

boot host auto-config

BK/toueHMe aBTOMATMYeCKolM KoHdurypauuu, b6asmpytoliernica Ha
DHCP.

no boot host auto-update

- -/BKNIOYEHO — —
no boot host auto-config BbIkNtoueHWe aBToMaTnueckol KoHdurypaumm, 6asupytoweiica Ha
DHCP.
boot host auto-update BkatoyeHWe aBTomatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.
-/BKNOYEHO

BbikntoueHne aBTomatuyeckoro obHoeneHusa MO, 6asumpytowerocs
Ha DHCP.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmnme Privileged EXEC umeeT cnegytowmii Bua;:

console#
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Tabnunua 57 — KomaHapl ynpaBneHus cuctemom B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show boot

MpocMoTp HacTpoeK aBTOMaTU4ecKoro o6HOBAEHMS U KOHdUrypa-
uum.

Mpumep KoHourypaumm ISC DHCP Server:

unsigned integer 8,
unsigned integer 8,
unsigned integer 8,
text

}i

host mes2124-test {

filename

option image-filename code 125 = {

unsigned integer 32, #enterprise-number.

35265 (Eltex)
#data-len.

option-data + 2.
#sub-option-code.

#sub-option-len. InmHa cTpoku sub-option-data

#sub-option-data.
obpaza IO

hardware ethernet a8:£9:4b:85:a2:00;
"mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-40l.ros";

next-server 192.168.1.3;
fixed-address 192.168.1.36;

InrHa BCeX OAaHHBIX OIILUM.

VoeHTHOMKaTOP NPOM3BOOUTEJNIsI, BCeIIa paBeH

PaBHa OJMHE CTPOKM sub-—

Kon nopmonumm, BCeTrma praBeH 1

VMg TekcTOBOTO daiya, comepXamero MUMS

#mac-anpec KoMMyTaToOpa

#yMs KOHQUI'ypaLUMM KOMMyTaTopa

#MMsI TEKCTOBOTO
comepxalero mMa obpasa IO
TFTP cepsepa

KOMMyTaTopa

bamnna,
#IP-ampec
#IP-ampec

5.7 HacTpoWKa cuctTeMmHOro BpemMeHwu

/‘ Mo ymonuaHuio aBTOMaTUYECKUI Nepexos Ha NeTHee Bpems OCYLLeCTBAAETCA B COOTBET-
o cTBUM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryt 6biTb 3aAaHbl Nt0bble pgaTta
M Bpemsa ANA Nepexoaa Ha eTHee Bpems u obpaTtHo.

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegytowmin Bua;:

console#

Tabnunua 58 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoMaHaa AOCTynHa
year mm: (0..59); TO/MIbKO AN NPUBKMAETMPOBAHHOTO NO/b30BaTeNs).
ss: (0..59); - hh —4acbl, mm — MUHYTBI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsau,; year — roa.

show sntp configuration
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKasbiBaeT KoHOUrypauuio npotokosia SNTP.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKa3biBaeT cTaTyc npoTtokoaa SNTP.
- vrf_name — vma BUPTYanbHOM 061acTy MapLipyTnsaumm

show ntp

MoKa3bIBaET TEKyLLLEEe COCTOAHME U CTAaTUCTUKY CyKObI NTP.

show ntp status

lMoKasbiBaeT cTaTyc NPOTOKONA CUHXPOHM3aumn BpemeHn NTP no
ceTu.

show ntp associations

MokasbiBaeT MHPOpPMaLMIO O coriacoBaHuMm ycTporictBa ¢ NTP-
cepBepamu U OAHOPaAHTOBbIMU Y3/1aMM.

show ntp statistics

MoKa3bIBaeT CTaTUCTMKY paboTbl NPOTOKONA.
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HELTEX

KomaHOb! pexcuma EXEC

3anpoc KomMaHAHoOM CTPoKM B pexkxume EXEC numeet cneaytowmin sua;

console>

Tabnunua 59 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHu B pexmme EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show clock

show clock detail

lNoKa3biBaeT cucteMHoe Bpemsa 1 Aaty.

[ononHutenbHO oToBpakaeT NapameTpbl YacOBOro Nosca U nepe-
X0fa Ha NeTHee Bpems.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 60 — CNMCOK KOMaHA 415 HAaCTPOMKM CUCTEMHOTO BPEMEHM B pernme r1obanbHo KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUIA UCTOYHNK
He ucnonbayerca

Mcnonb3yeT BHELWHWIA UCTOYHUK AR YCTaHOBKM CUCTEMHOIO Bpe-
MEHMW.
B cnyuyae Ha3HaYeHUA UCTOYHUKOM ntp ycTpoiicTeo 6yaeT
No YMO/IYaHMIO BbIMOJIHATb PONb ntp-cepBepa,
OTBEYan Ha 3anpocbl KANEHTOB.

3anpeu.|,aeT MCNoNb30BaHUE BHELWHEro NCTOYHUKa ONnA YCTaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OMMCcaHusA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAnBaeT 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cpopmmpoBaHHOE M3 NepBbix BYKB cnoBocoYeTa-
HWA, KOTOPOE OHO 3aMeHseT (onMcaHue 30HbI);

- hours-offset —4acoBoe cmelLLeHNe OTHOCUTENBHO HY1IEBOTO MepU-
nuaHa UTG;

- minutes-offset — MMHYTHOe CMeLLeHe OTHOCUTENBHO HY/EBOTO
mepugmaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date

date year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month

zone: (1..4) cumsona/
HET ONWUCaHWA 30Hbl;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;

3agjaer gaty v Bpema 418 aBTOMATMUYECKOro nepexoaa Ha fetHee
BpeMA 1 BO3BpaTa 06paTHO (4N onpeseneHHoro roaa).

MepBbiM B KOMaH/AE YKa3blBaeTCA ONUCaHME 30Hbl, BTOPbIM Bpems
AN NepexoAa Ha nNeTHee Bpems M TPeTbUM Bpema 4/1a Bo3BpaTa.

- zone — cnoBO, CHPOPMUPOBAHHOE M3 Nepebix ByKB CNOBOCOYETa-
HWA, KOTOPOEe OHO 3aMeHAeT (onucaHue 30Hbl);

- date —uncno;

- month — mecau;

- year —rog;

- hh —4acbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A0BaBAAEMbIX MPU NEPexoae Ha neT-
Hee Bpems.
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HELTEX

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BPeMsA BbIK/OYEH

3apaeT Jaty M Bpema AN aBTOMATUYECKOro nepexoda Ha seTHee
BpPEMA 1 BO3BPaTa 06PaTHO B PEKMUME EXKErogHo.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB CNOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHsEeT (OnMcaHue 30Hbl);

- usa — yCTaHOBMTb NPaBW/Ia Nepexosa Ha JIeTHee Bpems, UCMONb-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, 0bpaTHO
B NepBoOe BOCKpeceHbe HoABpsA, B 2 Yaca yTpa N0 MecTHOMy Bpe-
MeHU);

- eu — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha IeTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nocsegHee BOCKpPeCEHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpa, B 1 yac yTpa no MpuH-
Buy);

- hh —y4acbl, mm — MUHYTbI;

- week — Heplena mecaua;

- day — peHb Hegenw;

- month — mecau;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU NEpexone Ha NeT-
Hee Bpems.

OTK/IlOYaeT aBTOMATUYECKUIA nepexo Ha NneTHee spema.

sntp authentication-key number: YcTaHaBAMBaeT K4 MPOBEPKU MNOAJMHHOCTM ANA MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0B; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepka Ypaanaet KAy NnpoBepKu NOAJANMHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/ItOYEHA
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM AN NOAYYEeHUA UHPopMauum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YcTaHaBAUBaeT 3HaYeHMe Mo YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBaseT NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM CUH-

(1..4294967295);
Mo ymon4yaHuio

XpOHU3unpyeTca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntova.

no sntp trusted-key npoBepKa YcTaHaBAWBAET 3HaYEHME MO YMONYAHMIO.
key_number NoA/IMHHOCTH
OTK/IlOYEHa
sntp broadcast client enable PaspewaeT paboTy wupokosewatenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpelueHo
no sntp broadcast client YcTaHaBAWBAET 3HaYEHME MO YMONYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoAfepKMBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM MaKeToB, MO3BONAOWMI NOCbiNaTe AaHHble O6aMMKan-
{ | ipv4 | ipv6} /3anpetLieno p ,

no sntp anycast client enable

LWemy YCTPOICTBY M3 rpynnbl NosyyaTeneu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);

group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-knneHTam, NoAdepKMBAIOLLMM METOZ,
paccbiIKM MAKeTOB, MO3BOJIAIOWMIKA MOCbINATL AaHHble 6aunKai-
Lemy yCTPOMCTBY M3 rpynnbl NoayyaTesient, a TakKe LWMPOKoBeLLa-
TenbHbIM SNTP-KMeHTam ans BbibpaHHOro nHTepdelica.

- noapobHoe onucaHue MHTepdENCcoB U3NOKEHO B pasaene «KoH-
odurypaums nHtepdelicos».

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

twentyfivegigabitethernet /3anpeLueHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspewaeTt paboTy ogHoaapecHbIXx SNTP-KAMEeHTOB.

no sntp unicast client enable /3anpewerio YCcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

sntp unicast client poll PaspeluaeT nocnefoBaTesIbHbIM ONPOC 3aAaHHbIX OAHOAAPECHBIX
-/3anpeweHo SNTP-cepBeposB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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HELTEX

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_namej}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CMMBO/I0B

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-aapec y3na cetu;

- ipv6z-address — IPv6z-appec y3na cetu ans ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbIn IPV6 agpec KaHana;
interface_name — uma ncxogsllero nHTepdeiica sagaerca B cie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — vpeHTUdUKaATOP KNtOYa;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLPyTU3aALNN.

YpaaneHue cepsepa n3 cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IIOYEHO

Onpegenset IP-uHTepdeiic nctouHunka ana naketos NTP IPv4.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

sntp source-interface-ipv6

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipvb

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIKNIOYEHO

Onpegenset IPv6-uHTEpdENC UCTOUYHMKA ans nakeToB NTP IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
Nno YMONYaHUIO
ucnonb3yetcs
C/lyYaiHbIi nopT

YctaHasnmsaeT SRC UDP-nopT gna naketos NTP.
Mpu ncnonbzosaHum UDP-nopToB M3 amanasoHa 1-1024
npeaBapuUTeNnbHO HYXKHO yb6eauTbes, YTO AaHHbIM nopT
cB060AEH M He UCONb3yeTca Apyrumu cepsucamu. Mopt
50000 sBnsetrcA pedonTHbim AnA ¢yHKUMOHana peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspeluaeT nosyyeHne TakMx AaHHbIX KaK YacoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

3anpeLLaeT NONyYEeHUA TaKMUX AAHHbIX KaK 4acoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]

no ntp {server | peer}
{ipvd_address | ipv6_address |
hostname }

version: (1..4)/4
hostname: (1..158)
CUMBOIOB

3apaet agpec NTP-cepBepa UM 04HOPAHIOBOrO y3na.
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — poMeHHOEe MMA y31a ceTu;

- version — onpeaenaeT BEPCUIO NPOTOKOANA ntp.

Ypanaet cepsep u3 cnmucka NTP-cepsepos.
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HELTEX
KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B peXMMe KOHPUrypauum nHtepdeiica MMeeT cieayowmn Bua,:

console (config-if) #

Tabanua 61 — CNMCOK KOMaHA AN1A HACTPOWMKM CUCTEMHOTO BPEMEHMU B peXKMMe KOHPUrypaumm nHtepdelica

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro
sntp client enable PaspewaeT paboTy SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PaccblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AaHHbIE YCTPOMNCTBY
6AuKariweMy U3 rpynnbl NosyyaTesien, a TakKe LWMPOKOoBeLaTe b
-/3anpeuiero Homy SNTP-KkiMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).
no sntp client enable YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.

[pumepbl 8bINMNOAHEHUS KOMAHO

OT0b6pasnTb CUCTEMHOE BPEMSA, AATY M AaHHbIE MO YacCOBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aUMM BpemMeHN O0TOBpPaXKaeTca C NOMOLLbIO AOMNOAHUTENbHO CUMBOAA
nepeg, 3Ha4eHMeM BPEMEHMU.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

— TOYKa (.) 03HayaeT, YTo BpemMs AOCTOBEPHO, HO HET CMHXPOHMU3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA €CTb;
— 3Be3g04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

3apaTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

OTob6pasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:
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HELTEX

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

10.10.10.1

Static

3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3NPOBaHO oT cepsepa 10.10.10.1, nocneaHuin oteet
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BpeEMEHU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoHopurypauma BpemeHHbIX MHTEpBanoB time-range

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUTypaLmm:

console (config) #

Tabanua 62 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue

HAelicmeue
1o ymon4aHuo

time-range time_name

no time-range time_name

Co3paHue time-range 1 BXo4, B PeXUM KOHPUrypaLMM BpeMeEHHbIX
WHTEepBasoB.
- time_name — umsa npoduna HacTpoek time-range.

time_name:
(0..32) cumBona

Y[anuTb BpeMeHHOM MHTepBa.

KomaHObI pextuma KoHu2ypayuu spemMeHHbIX UHMepsasnos

console# configure
console (config) # time-range range name
console (config-time-range) #

Tabauua 63 — KomaHabl pexkuma KoHOUrypaumm BpemMeHHOro MHTepBana

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havyano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BPEMEHHO MHTEpBaN.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOM MHTepBas B Te4EHNE O4HOTO M3 AHEN Heaenn Unu
KaXK40ro AHA Heaenu.

Yaanutb BpeMeHHOM uHTepBain.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOﬁ WUHTEepPBan B TedeHne Heaenu.

YAanute BpeMeHHOM MHTepBa.
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KomaHObI pexcuma KoHguaypauyuu uHmepaelicos Ethernet u Port-Channel

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm nHutepdeincos:

console (config-if) #

Tabnunuya 64 — KomaHabl perknma KoHourypaumm nHtepdeicos Ethernet u Port-Channel

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmesue

operation time time_name
time_name: (0..32)
cumBoONa

no operation time

3apaTb time-range, onpeaenaowmii BpeMEHHOW UHTepBas, B KOTO-
pom uHTepdeic byaet HaxoauMTca B coctossHum Up.
- time_name — nmsa npoduna HacTpoekK time-range.

Y4anuTb BpeMeHHOM MHTepBa.

5.9 KoHopurypauua uHrepoeicos u VLAN

5.9.1 rMapamempeol Ethernet-unmepdgelicos, Port-Channel u Loopback-

uHmepagelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet
hu port | oob | port-channel group | range {..} | loopback Ioopback id }

console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuMA NapameTpos
KOHduUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MOPTOB, paboTalowux B peume
pasfaeneHus Harpysku) ninbo amanasoHa nHTepdencos.

Bbibop nHTEepdeica ocyLLecTBASETCA NPU NOMOLLM KOMaHA M3 Tabanubl HUXKeE.

Tabauua 65 — KomaHabl Bbibopa MHTepdeica Ana KOMMYTaToOpOB

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

[na HacTpovikn 1G-uHTepdericos.

interface tengigabitethernet te_port

[na HacTponkn 10G-nHTepdelicos.

interface twentyfivegigabitethernet twe_port

[na HacTponkn 25G-nHTepdelicos.

interface hundredgigabitethernet hu_port

[na HacTpoikun 100G-mHTepdencos.

interface port-channel group

[N HaCTPOWKM rpynn KaHanoB.

interface oob

[na HacTpoiKku uHTepdelica ynpasneHuns (MHTepdeic ynpasaeHus
NPUCYTCTBYET HE HA BCEX KOMMYTATOPax).

interface loopback loopback_id

[lna HacTpoiKM BUPTyanbHbIX MHTepdbeincos.

roe:

— group — NOpsAKOBbIM HOMep rpynnbl, obLiee KOMYECTBO COrNacHo Tabamue 9 (cTpoKa «Arperauus

KaHanos (LAG)»);

— gi_port—nopsaakosbit Homep 1G-uHTepdeiica, 3agaerca s suae: 1..8/0/1..48;

— te_port —nopagkosbii Homep 10G-nHTepdeliica, 3agaerca B suae: 1..8/0/1..48;

— twe_port — nopagKosblii Homep 25G-nHTepdeiica, 3agaetca s suae: 1..8/0/1..120;

— hu_port — nopsaakosbiit Homep 100G-uHTepdeliica, 3agaerca 8 suge: 1..8/0/1..32;

— loopback _id — nopagKoBbIii HOMep BUPTYaibHOrO UHTepdelica, obliee KOMYECTBO COr/lacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep c/oTa Homep nHTepdelica

KomaHZbl, BBeAeHHble B peMme KOHdUrypauunm uHTepdelica, NPUMeHAITCA K BblbpaHHOMY

nHTepdelicy.

HuKe npuBeaeHbl KOMaHAb! ANS BXOAA B PeXKMM HacTpoWKku gecatoro Ethernet-uHtepdeiica nep-

BOTO YCTPOWCTBA B CTEKE M BXO43 B PEKMM HACTPOMKKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPM NOMOLLM KOMaHA,:

interface range gigabitethernet portlist — pna HacTpoku pAuanasoHa gigabitethernet-
UHTepdelcos;

interface range tengigabitethernet portlist — ana HacTpolkM AmanasoHa tengigabitethernet-
nHTepdelcos;

interface range twentyfivegigabitethernet portlist — ana HacTpoitku auanasoHa twentyfivegiga-
bitethernet-untepdelicos;

interface range hundredgigabitethernet portlist — nna HacTpoku pguanasoHa hundredgiga-
bitethernet-untepdeliicos;

interface range port-channel grouplist — pna HacTpolikn gnanasoHa rpynn nopTos.
KomaHzbl, BBegeHHbIe B JAaHHOM peXXMMe, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepdeiicos.

HuKe npuBeaeHbl KOMaHAbl AN BXOAA B PEXKMM HACTPOMKM amanasoHa Ethernet-uHtepdelicos ¢ 1

no 10 Bcex rpynn NopTos.

console# configure
console (config)# interface range gigabitethernet 1,/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if)#

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10

console (config-if) #

console# configure
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console (config)# interface range port-channel 1-10
console (config-if) #

Tabnunuya 66 — KomaHabl pexknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
shutdown BblkntounTb  KoHdUrypupyemoii  uHtepdelic (Ethernet, port-
-/BKAtOYEH channel).
no shutdown BKNOUNUTL KOHOUTYPUPYEMbBIN MHTEPDEIC.
description descr descr: (1..64) [o6asuTb onucaHne nHtepoeiica (Ethernet, port-channel).
no description cumsonos/Het Yaanutb onucaHue nHtepdelica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTL 3HaYEHME N0 YMOYAHMIO.
duplex mode 3afaTb pexum ayniekca uHtepoelica (NnosHoayneKcHoe coeau-
mode: (full, half)/full HeHue, NnonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

Bk/itoyaeT aBTOCOr1acoBaHWe A1 CKOPOCTU U AynaeKca Ha HacTpa-
nBaemom uHTepderice. MoXKHO yKasaTb onpeaeneHHble COBMeCTU-
MOCTU NapamMeTpa aBTOCOM1aCOBaHUA, €CM NapameTpbl He 3aJaHbl,
TO NoAAepKMBatoTCA Bce coBmecTumocTu (Ethernet, port-channel).

BbIK/NlOYaeT aBTOCOr/acoBaHWE ANA CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHoBneHMA cBA3WM B 06xo4 npoueaypbl aBTocorna-
COBAHMWSA, €C/W NapTHep Ha BCTPEYHON CTOPOHE He OTBEYaeT Co
CTaHAAPTHbIM TamayTOM Mpouecca aBTocornacoBaHusa (negoti-
ation timeout long).

Pexxum ycTaHoBneHMA cBA3KM B 06xo4 npoueaypbl aBTocornia-
COBAHMWA, €C/IM MapTHep Ha BCTPEYHOW CTOPOHe He OTBevyaeT C
MWHMMaNbHBLIM TaliMayToOM MpoLiecca aBTocornacoBaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexuMm ynpasieHua notokom flowcontrol (BkaounTh, OT-
KNOYUTb UK aBTOCOrNacoBaHue). ABtocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ayvyae, eCM peXxUM aBTOCOrNacoBaHUA

auto)/off negotiation BK/OYeH Ha HacTpaMBaemom MHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure BkntoyaeT ¢yHKUMIO «0BPaTHOrO AaBAEHUA» Ha HACTpaMBaeMOM
nHtepoerice (Ethernet).
-/BbIKNOYEH

no back-pressure

BbikntouaeT dyHKUMIO «0BPaTHOro AaBAEHUA» HA HACTPAMBAaEMOM
nHTepoelice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepros, B Te4eHUe KOToporo cobupaeTcsa cTaTUcTMKa O
HarpysKke Ha UHTepoelice.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

Bkntouvaet nopT, OCHaLIJ,eHHbIVI ABYHanpasaAeHHbIMMN nnuemonepe-
AaTYNKaMU, B PEXNM OAHOHaI‘IpaBﬂeHHOf/’I nepegavun.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x40g

MNepekntounTb pexkum nHtepoencos HG.
/1 Hactpoiika npumeHsetcsa nocne coxpaHeHus KoHdurypa-
LMK U Nepe3arpysKu ycTpoicTea.

V‘ MNoppepxusBaetca pabora ¢
100G-4x25g n 40G-4x10g.

breakout-kabenamm

feccl74

fec c/91

-/BblKNIOYEH

BKAIOUUTL peUm npaAmol Koppekuun ownbok cl74 Ha uHTep-
deiice 25G.

BKNIOUUTL peUM MpAMON KoppeKuun ownbok cl91 Ha uHTep-
deiice 25G.

fec off

OTKNIOUUTD PEKMM NPAMOI KOPPEKLMU OLLINBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3apaTb CKOPOCTb Nepesaun gaHHbix (Ethernet).
[ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHDIX PEXXUMOB
3aBUCUT OT TUMNA UHTepdelica yCTpoMncTBa.

YCTaHOBUTb 3HAYeHne no YMOI4aHUIO.
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%

Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unrepdeiicbl HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexxum He noaaep:kusaerca. Ha MES5400-24 rev.B

noaaep:KKa pacwenneHua ectb Ha Bcex 100G-uHtepdeiicax.

%

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Ha MES5500-32 B pexxume pacLuienneHma AocTynHo makcumym 30 100G-uHTepdeiicos.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 67 — KomaHapl pexxmma obuwmx Hactpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

port jumbo-frame

PaspewaeTt kKommyTaTopy paboTaTth € Kagpamu 60NbLIOTO pa3mepa.

V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiit.

Hactpoiika BCTynuT B CUAY TO/IbKO MOcae nepe3arpysku

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

-/3anpeuiero V ycTpoiictea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiike port jumbo-frame 10240 6aiit.
no port jumbo-frame 3anpeLaeT KommyTaTopy paboTaTb € Kagpamu 60/1bLIOro pasmepa.
errdisable recovery cause {all | BK/IIOUMTL aBTOMATUMYECKYHO aKTUBALMIO MHTepdelica nocae ero oT-
loopack-detection | KNHOYEHUSA B CIeAyoWmMX Caydanx:
port-security | - loopback-detection — o6Hapy:keHue neTens;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHoOCTM gns port security;
stp-bpdu-guard | - dot1x-src-address — HenpoxoxaeHue ayTeHTUPUKaALUUKM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-aapecax nosib3oBaTeneiu;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBUME cnuckam aocTtyna (ACL);
- stp-bpdu-guard — aktneaums sawmtel BPDU Guard (nepegaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapykeHue netenb npoTokosom STP;
-/3anpeujero - udld — akTMBaums 3awmTsl UDLD;
- storm-control — 3aLMTa OT «WTOPMa» A4 PA3ANYHOTO TpadurKa;
- link-flapping — dnannuHr nnHka.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBUTb BPEeMEHHOW MHTepBaa ANS aBTOMAaTMYECKOro NoBTop-

HOro BKAIOYEHUA UHTepdeiica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNOYEHO

BkntoyaeT otnpasky SNMP trap-cooblieHnii 0 COCTOAHUU UHTep-
deMncHbIX IMHKOB.

OTkAtoyaeT otnpasky SNMP trap-coobLieHni.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepderica nam rpynnol MHTEPGENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHMIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabnnua 68 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear counters

Cbpoc CTaTUCTMKM ANA BCeX MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

C6poc CTaTUCTUKM Ans uHTepdelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNNy NOPTOB, BbIKAOYEHHbIX KOMaHAOM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb KOHOUTypaLMIo MHTepdeicoB.

show interfaces status

MoKa3aTb cocToAHUE BCeX MHTepdencoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAacCOBaHUA, 06bABNEHHbIE ANA BCEX
WHTepodelicos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[loka3aTb napameTpbl aBTOCOr/1acoBaHMA,
Ethernet-nopta, rpynnbl nopTos.

obbABNEHHblIE ans

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpTOB.

show interfaces counters

lMoKa3aTb CTaTUCTMKY 418 BCeX nHTepdeiicos.
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show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKe A1 Bcex nHTepdeiicos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cTaTUCTUKY Mo Harpy3ke ana Ethernet-uHtepdelica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb CBOAHYH MHOPMALMIO O COCTOSHUM, HACTPOMKE U CTATU-
CTMKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HACTPOMKM AN aBTOMATUYECKOM NMOBTOPHOMN aKTUBaLMK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKas3aTb NPUYMHY OTKIOYEHMA NOPTA, rPynMbl NOPTOB M COCTOA-
HWe aBTOMaTUYECKOM aKTUBaLUM.

show hardware profile
portmode

MoKasaTb pexum paboTbl poauTenbckoro nHTepderica U Homepa
NMopTOB, Ha KOTOPbIE POANUTENBCKUIN MHTEPDEIC pacLenieH.

[pumepbl 8b1M0MHEHUS KOMAHO

MoKa3aTb cocToAHME UHTepPdEICOoB:

console# show interfaces status

Port Type

Port Mode

tel/0/3 10G-Fiber
Access

tel/0/4 10G-Fiber
Access

tel/0/5 10G-Fiber
Access

tel/0/6 10G-Fiber
Access

tel/0/7 10G-Fiber
Access

tel/0/8 10G-Fiber
Access

tel/0/9 10G-Fiber
Access

tel/0/10 10G-Fiber
Access

tel/0/11 10G-Fiber
Access

Flow Link Back Mdix
Duplex Speed Neg ctrl State Pressure Mode
Full 1000 Disabled Off Up Disabled Off

Down - -=

Down -= -=

Down -= -=

Down - -=

Down -= -=

Down -= -=

Down -= -=

Down -- -
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tel/0/12 10G-Fiber -- -- -= —-— Down - -
Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol -= -= -= -= -= Not Present
Po2 - - - - -— Not Present
Po3 — - - -— -= Not Present
Po4 -= - - - -= Not Present
Po5 — - - -— -= Not Present
Pob - - - - -— Not Present
Po7 -= -= -= -= -= Not Present
Po8 - - - - -— Not Present
Po9 — - - -— -= Not Present
Pol0 - - - - -— Not Present
Poll — - - -— -= Not Present
Pol2 - - - - -— Not Present
Pol3 — - - -— -= Not Present
Pol4 -= - - - -= Not Present
Pol5 —— - - -— -= Not Present
Polob - -- -- -- - Not Present
Pol7 —— - - -— -= Not Present
Pol8 - -- -- -- - Not Present
Po19 —— - - -— -= Not Present
Po20 —— - - -— -= Not Present
Po21 - -- -- -- - Not Present
Po22 —— - - -— -= Not Present
Po23 - -- -- -- - Not Present
Po24 —— - - -— -= Not Present
Po25 - -- -- -- - Not Present
Po26 —— - - -— -= Not Present
Po27 - -- -- -- - Not Present
Po28 —— - - -— -= Not Present
Po29 - -- -- -- - Not Present
Po30 —— - - -— -= Not Present
Po31 - -- -- -- -— Not Present
Po32 -= -= -= -= -= Not Present

Link
Oob Type Duplex Speed Neg State
oob 1G-Copper - - -— Down

lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled -- --
tel/0/5 10G-Fiber Disabled - -
tel/0/6 10G-Fiber Disabled -- --
tel/0/7 10G-Fiber Disabled -= -=
tel/0/8 10G-Fiber Disabled -- --
tel/0/9 10G-Fiber Disabled - -
tel/0/10 10G-Fiber Disabled -- --
tel/0/11 10G-Fiber Disabled -= -=
tel/0/12 10G-Fiber Disabled -= -
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave --
Po3 Unknown Enabled Slave -
Po4d Unknown Enabled Slave -
Po5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave --
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave -
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Po9 Unknown
Pol0 Unknown
Poll Unknown
Pol2 Unknown
Pol3 Unknown
Pol4 Unknown
Polb5 Unknown
Poléb Unknown
Pol7 Unknown
Pol8 Unknown
Pol9 Unknown
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
Po26 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknown
Oob Type
oob 1G-

Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Neg

Enabled

Operational Link Advertisement

MNMoKasaTb CTaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616
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lMoKa3aTb CTaTUCTUKY MO rpynmne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 1 o o  s007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ BBl o & 3 o2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKas3aTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

MoKasaTb pexum paboTbl poaUTENBCKOrO MHTEPdENCA M HOMEPA NOPTOB, Ha KOTOPbIE POAUTENLCKUIN UH-
Tepdelic pacwenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hu4/0/1 1x100G 1x100G twed/0/1-4
hu4/0/2 1x100G 1x100G twed4/0/5-8
hu4/0/3 1x100G 1x100G twed/0/9-12
hu4/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20

130 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

hud/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hué6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnvua 69 — OnNucaHMe CYETYMKOB

Cuemyuk OnucaHue
InOctets Koanyectso NpuHATbIX 6alTOB.

InUcastPkts Konnyectso NpUHATLIX 04HOAAPECHbIX MAKETOB.

InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.

InBcastPkts Konnyectso NpUHATBLIX LUIMPOKOBELLATE/IbHbIX NAaKETOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.

OutMcastPkts Konnuectso nepesaHHbIX MHOTOaAPECHbIX NAKeTOB.

OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAMYecTBoM HalnT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeAWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

Konnyectso NpMHATLIX KaAPOB C KOJIMYECTBOM HaT, COOTBETCTBYHOLMM AJIMHE, HO He
npoLueaLmnx NPoBepKy KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso Kaapos, BOB/IEUEHHbIX B @ 4MHNYHYIO KONN3UIO, HO BNOCAEACTBMM nepe-
AaHHbIX yCnewHo.

Multiple Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX b6onee yem B OA4HY KONINU3UKO, HO BNocaieacTBun ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso Kaapos, 415 KOTOPbIX NepPBan NomnbiTKa nepeaayn oTN0XKeHa U3-3a 3aHATO-
CTU Cpeabl nepesaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpPOBaHA NOC/e TOTo, KaK B KaHa/ CBA3M
y*Ke 6bin1 nepenaHbl nepsble 64 6aT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He 6blan nepegaHbl N3-3a M36bITOYHOrO KONMYECTBa KO-
NN3nN.

Carrier Sense Errors

KonnuyecTBo cny4vaes, KOrga COCTOAHME KOHTPOAA HeCYLLI.eﬁ 6b110 noTepAHo, nmbo He
yTBEPKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Ko/imuecTBo NPUHATLIX MAKETOB, pa3mep KOTOPbIX NPEeBbIWAeT MakCMMasbHbIl paspe-
LWEeHHbIM pasmep Kaapa.
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Internal MAC Rx Errors

Konnuectso KaapoBs, KOTOPbIE HE BbIAN NPUHATLI YCNELWHO U3-3a BHYTPEHHEN OWNBKM
npuema Ha yposHe MAC.

Symbol Errors

[ns untepdeiica, pabotatowero 8 pexkrme 100 M6/c — KonmuecTso ciyyaes, Koraa
MMesIcA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasa HecyLllan bbiia
npepacrtasfieHa.

[na vHuTepodelica, paboTatollero 8 noayaynaekcHom pexkume 1000 M6/c — KonnyecTso
CNy4Yaes, KOraa cpeAcTBa NPUeMa 3aHATbI B TEYEHUE BPEMEHW, paBHOMY uan bonbiemy
yem pasmep cnora (slotTime), 1 B Te4eHME KOTOPOro MMENOCH XOTA 6bl 04HO CObbITHE,
KoTopoe 3acTasnseT PHY BbigasaTbh owmMbKy nprema AaHHbix (Data reception error) unm
owmnbKy Hecyuien (Carrier extend error) Ha GMII.

[na vuTepdelica, paboTatoLiero B NoJHOM AynaeKcHOM pexxume 1000 M6/c — Konnye-
CTBO C/ly4aeB, KOr4a cpeacTsa Npuema 3aHATbl B TeYEHWE BPEMEHU, PAaBHOMY UK 60/1b-
Lemy YeM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B TeyeHMe KOToporo nme-
Nocb X0TA 6bl 04HO CObbITUE, KOTOpOoe 3acTaBnAeT PHY BblfaBaTh OWMBKY Npuema AaH-
Hbix (Data reception error) Ha GMII.

Received Pause Frames

Konnyectso npuHATbIX ynpasaarowmx MAC-kagpos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbix ynpasaaowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

5.9.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicos

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnuua 70 — KomaHabl pexxnma rnobanbHo KoHOUrypaLmm

KomaHOa

3HayeHue/3Haye-

Aelicmeue
Hue Mo ymon4aHuio

vlan database

R MNepeiTn B pexknm KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove

none}

VLANIist | except VLANIist |

- add — f06aBKTb yKazaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX
ONA BHYTPEHHero Ucnosib30BaHus;

- remove — yaanuTb yKkasaHHble VLAN ID 13 nepeyHa 3anpeLteH-
HbIX A1 BHYTPEHHEro UCMO0/Ib30BaHUA;

- except — 106aBUTL B NepeyeHb 3anpeLLeHHbIX AN BHYTPEHHEro
ncnonb3osaHua Bce VLAN ID, 3a UCK/IIOYEHUEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none —o4ncTuTb nepeyeHb VLAN ID, 3anpeLteHHbIX 1A BHYTPEeH-
HEero MCNosab3oBaHuUA.

VLANIist: (2..4094)

vlan mode {basic | tr101}

BKtOUUTb BO3MOXKHOCTb AOﬁaBﬂeHMH Ha ¢M3MH€CKOM UHTEP-

-/basic .
/ delice B pexxmme customer cpasy AByx naeHTndurkatopos VLAN.

vlan tr101 map inner-vlan
c_vilan_id interface { giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group}

CHATb Ha ¢usmMyeckom uHTepdelice cpasy 2 uaeHTUdMKaTopa
VLAN (B pexkmme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak u
Ha c_vlan_id. Mpu s3Tom aeiicTBMe BbINONHAETCA TOALKO ANA Tpa-
duKa, naywero ¢ nHTepdelica, ykasaHHOro B AHHOW HAacTPOWMKe.

c_vlan_id: (1..4094); - c_vlan_id — naeHTMdHnKaLMOHHbIN HoMep BHyTpeHHeW VLAN.

gi_port: - interface — cnucok uHTepdecos, K Bxogawemy Tpadpuky KoTo-
(1..8/0/1..48); pbIX BO3MOXHO NPMMeHeHWe 4aHHOro npasuaa. JuanasoH Home-
te_port: poB MHTepHENCOB MOXKHO 334aTb NepeyncaieHmem Yepes 3anaTyto
(1..8/0/1..4); W/IN YKa3aTb Haya/lbHOE M KOHEeYHOE 3HayeHns AuanasoHa yepes

nedwc.
Ans paboTbl faHHOK KOMaHAblI Heo6X0AMMa HACTPOIKa
pexkuma «vlan mode tr101».

V MNoapepxkaHo ana cepuii MES2300-xx/MES3300-xx.

group: (1..32)
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no vlan tr101 map inner-
vlan c_vlan_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

Ypanute npasuo.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

JaHHbIA peXknm AoCTyneH M3 pexknma r1obasbHOM KOHPUrypaumm u npegHasHavyeH aas 3agaHun
napameTpos KoHdurypaumm VLAN.

Tabanua 71 — KomaHabl perkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_name)]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBona

LNo6aeutb VLAN nan Heckosbko VLAN.

Ypanntbe VLAN nnaun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKOA K rpynmne NpPOTOKO/I0B, acCOLMMPOBAHHbIX
BMecTe.

Y8anuTtb NpuBA3KY.
*- Homep npoToKona (16 6ur).

map mac mac_address {host |
mask} macs-group group

Mpusasatb MAC-agpec unm gmanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npusAsKy.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y4anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm nutepdeica VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN peXxnm OCTYNeH U3 perkMma KOHOUrypaumm M npeaHasHayeH A1a 3a4aHua NapameTpos
KoHdurypaummn nutepoeiica VLAN nnbo agmanasoHa nHTepdencos.

Bbibop MHTepdeica ocyLWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bbibop AManasoHa MHTepdencoB OCyLLeCTBASETCA NPU NOMOLLM KOMaHAbI:

interface range vlan VLANIist
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HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B peXMM HacTpoiikn nHtepdelica VLAN 1 1 Bxoaa B pexum
HacTpouku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 72 — KomaHapl pexknuma KoHourypaumm nHtepdeinca VLAN

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

name name name: (1..32) LNo6aButb ums VLAN.

no name cMMBONOB/MMA YCTaHOBWTb 3HaYEHMNE MO YMOIYAHUIO.
COOTBETCTBYET HOMEpY

VLAN

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}

console (config-if) #

[aHHbIN pekMm A0CTyneH U3 pexkMma KoHOUrypauum u npegHasHadeH Aas 3a4aHuna napameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTatopa WAM [pynnbl NopToB, paboTalowmx B pexume
pasaeneHus Harpysku) inbo guanasoHa MHTepdencos.

MopT MoKeT paboTaTb B YETbIPEX PEXMMAX:

— access — nHTepdenc AocTyna — HeTErMpPoBaHHbIN MHTepdenc ana ogHol VLAN;

—  trunk — nHTepdenc, NPUHUMAIOLLNIN TONBKO TETMPOBAHHDLIN TPAadUK, 33 UCKAOYEHNEM O4-
Horo VLAN, KoTopbll MOXKeT 6bITb f06aB/eH C MOMOLLbIO KOMaHAbl switchport trunk native
vian;

— general — vHTepdeWnc c nonHou nogaeprkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTernpoBaHHbIN Tpaduk;

— customer — Q-in-Q uHTepodeiic.

Tabnunua 73 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

3HaveHue/3Ha4yeHue o
KomaHda / Aeiicmeue
no ymoa4aHuro
switchport mode mode mode: (access, trunk, 3afaTb perkmMm paboTtbl nopta B VLAN.
general, - mode — pexxum paboTbl nopta B VLAN.
no switchport mode customer)/access YCTaHOBUTb 3HaYeHUE No YMOYAHUIO.
switchport access vlan vian_id [ob6asutb VLAN ana uHtepdeiica goctyna.
vlan_id: (1..4094)/1 - vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
no switchport access vlan YCTaHOBWUTL 3HAYEHME MO YMOYAHUIO.
switchport access accepta- MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
-/NPUHMMaTBL BCE TUMbI
ble-frame-type {untagged- KaADOB - untagged-only — T0/1bKO HeTerMpoBaHHbIE;
only | all} AP - all — Bce Kagpbl.
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no switchport access ac-
ceptable-frame-type

MpUHMMaTL Ha UHTepdelice Bce TUMbI KagpoB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vian

vlan_list: (2..4094)

Ykazatb cnvcok VLAN ansa uHtepodeiica.
- vlan_list — cnncok VLAN ID. nana3oH Homepos VLAN mMOXHO 3a-
0aTb nepeyncieHnem Yyepes 3anaTyto UAKN YKa3aTb HA4abHOE U KO-
HeYHoe 3HayeHus guanasoHa yepes gedpuc "-".

V Tekrywuii cnucok VLAN Ha uHTepdeiice 6yaer 3ameHEH Ha

YKa3aHHbIA B KOMaHAe.
Ypanute cnucok VLAN gns uHtepdeiica.

switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nHtepdeica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. Anana3oH HomepoBs VLAN MOXKHO 3a-
0aTb NepeyncieHnem Yyepes 3anaTyto AN YKa3aTb HavaNbHOE U KO-
HeyHoe 3Ha4YeHus ananasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

LOob6asnaet Homep VLAN B Kauectse Default VLAN ansa gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaOWMN Ha AaH-
HbI/ NOpT, onpeaenseTca B AaHHywo VLAN.

- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIK/IIOYEHO

ABTOMaTu4yecku gobasnsaeT Bce goctynHble VLAN ana gaHHOro MH-
Tepdelica.

OTKAtoYaeT aBTomaTudeckoe gobasneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nutepoeiica.

- tagged — nopt 6yaeT nepenaBaTb TerMpoBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NAKeTbl AN
VLAN.

- vlan_list —cnncok VLAN ID. inana3oH VLAN moKHO 3agaTb nepe-
yucneHmem 4yepes 3anATYHO MW yKa3aTb HayaNbHOE U KOHeYyHoe
3HauyeHuAa AuManasoHa Yepes aepuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
1o YMOAYaHUIO

[o6aBuTb upeHTudmkatop VLAN nopta (PVID) ans oCHOBHOrO MH-
Tepdelica.
- vlan_id — wpeHTndmKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IIOYEHA

BbIKNOUYNTL AN OCHOBHOIO MHTepdeica puabTpaumio BXOAALLMX
NakeToB Ha OCHOBE NPUCBOEHHOro UM 3HaveHmna VLAN ID.

BKAOUNTb A1 OCHOBHOTO MHTEpdeiica GuabTpaLmio BXOAALLMX Na-
KeTOB Ha OCHOBe NPUCBOEHHOro MM 3HaveHuA VLAN ID.

Ecnv dunbTpauma BratoYeHa, M nakeT He BxoauT B rpynny VLAN c
npuUcBoeHHbIM MakeTy 3HayeHnem VLAN ID, To nakeT oTbpacbiBa-
erca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NPUHUMaTL BCE TUMbI
Kaapos

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — To/IbKO TErMpoBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce kaapebl.

MpUHMMaTbL Ha UHTepdelice Bce TUMbI KagpoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN gns untepdelica, oc-
HOBAHHOE Ha NPMBA3KE K NPOTOKONY.

- group — aeHTUGUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHOBUTbL NpaBuio Knaccudukaumm VLAN gns untepdelica, oc-
HOBaHHOe Ha npueAske K MAC-agpecy.

- group — uaeHTUGUKaLMOHHBIV HOMEp rpynnbl;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no switchport general map
macs-group group

Yoanutb NpaBuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao Knaccudukaumm VLAN gns untepdelica, oc-
HOBaHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN.

Y8anutb NpaBuao Knaccudurkaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao Knaccuduraumm VLAN gns untepdelica, oc-
HOBaHHOe Ha npusA3Ke K IP-agpecy.

Yaanuto npasunao Knaccudurkaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeica.
-vlan_id — naeHTMdMKaLuMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHBIM NAaKETaM Ha KIMEHTCKOM
nopTty BHyTpeHHuit 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHelwHuI 802.1q 3aro/0BOK, cogepxawuii pvid 4onoNHUTENbHOM
VLAN (S-VLAN).
[nsa paboTbl 3TOM KOMaHAbI HE06X0AMMO BKAOYMUTD [10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOroaZpecHbii TPadUK U3 yKa3aHHbIX
VLAN (He sBnsawowmxca VLAN nonb3oBaTeibcKoro nHtepdeliica) Ha
HacTpanBaemMom MHTepdeiice, COBMECTHO C NO/b30BaTENAMU ApPY-
rMX MO/NIb30BATENIbCKMX MOPTOB, MPUHUMAOLWMX MHOTOAAPECHbIN
Tpaduk 13 aaHHbIX VLAN.

- vlan_list — cnnucok VLAN ID. Anana3soH VLAN MOKHO 3agaTb nepe-
yucneHmem 4yepes 3anATYHO MW yKa3aTb Haya/lbHOE U KOHeYHoe
3HaYeHua ananasoHa yepes geduc "-".

3anpeLyaeT NPUHMMaTb MHOFOAAPECHbIN TpaduK Ha HacTpauBae-
MOM UHTepodeiice.

switchport protected-port

no switchport protected-port

-/BbIK/OYEHO

MepeBoAnT MOPT B PEKUM U30AALMN BHYTPU rPYNMbl MOPTOB.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

switchport forbidden default-
vilan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
YNeHcTBo B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasneHune gedontHoi VLAN nopty.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTL NOPT Kak Ternpytowmii 8 gedpontHom VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALLMX C AAaHHOTO UHTepdelica.
Donyctumble 3HaueHus EtherType cm. MpunoxkeHue B.
. Noapepkusaembie 3HaueHus Ethertype.

3ameHuTb ethertype ncxogsuLero ¢ MHTepdeiica NnakeTa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

LOo6asutb TPID B Tabnunuy knaccudmratopos VLAN.
DOonyctumble 3HauyeHus EtherType cm. MpunoxkeHune B.
H NopaepnBaemblie 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccupuratopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 74 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

show vlan

MNokasatb uHPopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKkaTopy.

show vlan internal usage

MNMokasatb cnucok VLAN gnsa BHYTPEHHEro Mcnoib3oBaHMA KOMMY-
TaTopoMm.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 75 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb NOPTbI-UCTOYHUKM U MPUEMHUKM MHOTOa[pPECHOro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaTb,
TaK U NPUHUMATL MHOTOAAPECHbI TPAadUK.

show vlan protocols-groups

MokasaTb MHPOPMALMIO O rpynnax NPOTOKO/OB.

show vlan macs-groups

MNokasatb uHbopmaumto o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb KOHdMrypaLuio NopTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

| detailed]

hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasaTb coctosiHMe nopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

MokasaTb MHPopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S
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MoKas3aTb NOPTbl UCTOYHUKM U MTPUEMHUKN MHOToaapecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKka3aTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPvob) Ethernet 3

MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npou3BoauTb pasrpaHuyeHue Tpaduka Ha BTOPOM
ypoBHe mogenun OSI mexay nopTamm KOMMyTaTopa, KOTOpble HAXOAATCA B OAHOM LUMPOKOBELLATENbHOM

AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

- promiscuous — noprT, KOTOprﬁ cnocobeH obmeHMBaTbCA AaHHbIMN  MeXay No6bIMM

nHTepdelicamm, Bkatoyas isolated n community-noptel PVLAN;
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— isolated — nopT, KOTOPbIA NONHOCTBIO M30/IMPOBAH OT APYTUX NOPTOB BHYTPU OAHOIO M TOrO
ke PVLAN, Ho He oT promiscuous-nopTtos. PVLANbI 610KMpyOT Becb TpaduK, naywmn s
cTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscCuoOuUs-NoOpPTOB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 0OMeHWBATbCA AaHHbIMW Mexay coboi u
promiscuous-nopTamu, 3T MHTepdencbl OTAeNEHbI Ha BTOPOM yposHe mogenn OS| oT Bcex
oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated-nopTos BHyTpu PVLAN.

Mpouecc BbINOJHEHMA PYHKUMWN AONOJIHUTE/IbHOIO pasaeneHma NopToB C MOMOLLbIO TexHo1ormuK Private
VLAN npepgcTtasneH Ha pucyHKe 101.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B

T
m)(= 0| 0oC

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 101 — Mpumep paboTbl TexHonoruum Private VLAN

Bunpa 3anpoca KOMaHAHOMW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..} | vlan vlian id}

console (config-if) #

Tabnunua 76 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum paboTbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

switchport mode private-vlan
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

switchport private-vlan

primary_vlan:

[Oo6asuTb (yZanuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha

mapping [trunk] primary_vlan (1..4094); promiscuous uHTepdeic.

[add | remove secondary_vian] secondary_vlan: V Ha oauH promiscuous uxtepdeiic Henbsa aobasuTb
(1..4094) 6onbLie ogHoi primary vian.
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no switchport private-vlan
mapping

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary u secondary vlan Ha host nitepdeiic.
/| HaopuH host nntepdeiic Henbsa pobasutb 6onblue
opHoi secondary vlan.

Ynanutb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vilan

primary_vlan:

[Oo6asButb primary u secondary vlan Ha wHTepdelic trunk-
secondary.

secondary_vilan (1..4094); V Ha oguH promiscuous nHtepdeiic trunk-secondary
secondary_vlan: Henb3a ao6asutb 6onblue ogHoI secondary vian.
no switchport private-vlan (1..4094) YAanuTb OCHOBHYIO 1 BTOopocTeneHHble VLAN.
association trunk
switchport private-vlan [o6asuTb Ha PVLAN Trunk-uHTepdeiic VLAN, He yyacTsyoLlel B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Ypanutb Ha PVLAN Trunk-untepderice VLAN, He yyacTsytowleli B
PVLAN.

switchport private-vlan
trunk native vlan vlan

no switchport private-vlan
trunk native vlan

vlan: (1..4094)/1

[Nob6aeutb Homep VLAN, He yuacTtsyloweit B PVLAN, B KayecTse
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

Tabnunua 77 — KomaHapl pexknma KoHoburypaumm nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN UHTepdelica.

OTKNOYNTb MexaHu3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6asuTb (yaanutb) npmueasky BTopocteneHHoin VLAN K OCHOBHOIA.
HacTpolika npumeHrma Tonbko ans primary VLAN.

Ypanute npuBasky sTopocteneHHolr VLAN K OCHOBHOM.

MaKcumanbHoe Koan4ecTBo BTopocTeneHHbix VLAN — 256.

Y

MaKcumanbHoe Konnuectso community VLAN, KoTopble MmoryT 6biTb acCOLLMMPOBaHbI C
ogHol ocHoBHOM VLAN — 8.
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HELTEX

[Mpumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [lpumep pabomeoi
mexHonoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to_ Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community
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HELTEX

[Mpumep HacmpolKu uHMepgelicos npu pabome mexHoao2uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community
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HELTEX

5.9.4 Hacmpoiika uimepdgelica IP

IP-uHTepdennc cospmaérca npu HasHadveHun IP-agpeca Ha nwbol M3 MHTepdencoB yCTPOMCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nnaun vian.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHdUrypauumn nHtepdelica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexnm JOCTYNeH U3 pexkMma KOHOUrypaumm 1 npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHduUrypaummn nntepdeiica IP.

Tabnunua 78 — KomaHapl pexknuma KoHdurypaumm nHtepdeica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
directed-broadcast BkntouaeT pyHKLMIO nepeBoaa IP directed-broadcast nakeTa B cTaH-
AAPTHbIM LWMPOKOBELLLATENbHbIM NAaKeT U pa3speLlaeT nepegady ye-
-/BbIK/IOYEHO o N
pe3 BblbpaHHbIV MHTEpdENC.
no directed-broadcast 3anpewaeTt TpaHcaaymio IP directed-broadcast nakeTos.
helper-address ip_address BK/toyaeT nepeagpecaumio WMpoKoBewaTenbHbix UDP-nakeToB Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — IP-agpec Ha3zHayeHWUA, Ha KoTopbli ByayT nepeHa-
NpPaBAATLCA NAKETbI.
no helper-address ip_address OTKNOYaeT nepeagpecauunio wWnpokosewatenbHbix UDP-nakeTos.
ip redirects BKnloyaeT reHepauuio maplupyTusatopom coobueHuit ICMP
-/BK/OYEHO Redirect.
no ip redirects OTkntoyaeT otnpasky ICMP Redirect.

[pumepbl 8b1M0MHEHUS KOMAHO

Bkntountb pyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q
[aHHbIn  GYHKUMOHaAN nNo3BONAET Ha OCHOBE CKOHOUIypUpPOBaHHbLIX Npasun ¢uabTpaumu no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTb aobasneHue BHewHero SPVLAN (Service

Provider’s VLAN), nogmeHatb Customer VLAN, a TaK:Ke 3anpellatb NpoxoxKaeHune TpaduKa.

[ns ycTpolicTBa CO34aeTca CNMCOK NMPAaBWJI, HA OCHOBAHMM KOTOPOro byaeT 06pabaTtbiBaTbes TPAGUK.

Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 143
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

KomaHOwbI

pexcuma KoHgu2ypauyuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet u

Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelrica KoHdurypaumm:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port | port-channel group |
console (config-if) #

twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}}

Tabnvua 79 — KomaHabl pexnma KoHdurypauumn nHtepdeiica (amManasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHda

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan

. . vlan_id: (1..4094)
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3pgaeT NpaBuIo, Ha OCHOBAHUKM KOTOPOTO K BXOAALLEMY MAKeTy
C BHeWHen meTkol ingress_vlan_id byaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npasuio by-
AET NPUMEHATBCA KO BCEM BXOAALLMM NAKeTam, K KOTOPbIM He
6b1IM NPUMeEHEHbI Apyrve Npasuaa («NpPaBMIo N0 YMOAYAHUION).

selective-ginq list ingress deny

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3pgaeT 3anpelyatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
AAlLMe NaKeTbl C BHeLLHel MeTKol Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — 6yayT oT-
bpacbiBaTbCA BCe BXOAALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLlee NpPaBuao, Ha OCHOBAHUM KOTOPOro BXO-
OAlMe NaKkeTbl C BHEeLHen MeTKoM Tera ingress_vlan_id 6yayT ne-
pepaBaTbcs 6e3 nameHeHunin. Ecam ingress_vlan_id He yka3biBa-
eTcs — byayT nepeaaBaTbCs BCe BXOAALLME NAKeTbl 6e3 nsmeHe-
HUW.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paeT NpaBmao, Ha OCHOBAHMM KOTOPOro BHELIHAA METKa in-
gress_vlan_id Bxoasawero naketa byaet 3ameHaTbcA Ha vian_id.
Ecnm ingress_vlan_id He yKasbiBaTb — npasuao 6ygeTt npume-
HATbCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-qinq list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

Ypanset ykasaHHoe npasuno selective qing ana Bxoaawmx nake-
ToB. KomaHga 6e3 napametpa «ingress vlan» yaansert npasuno
NMo YMONYaHUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaeTt NpaBWio, HAa OCHOBAHMM KOTOPOro BHELHAA MeTKa in-
gress_vlan_id ncxogsaiero naketa byaert 3ameHATbCA Ha vlan_id.

no selective-qinq list egress

ingress_vlan vlan_id vian_id: (1-4094)

YpanseT cnucok npasua selective ging 4ns MCXOAALWMX NMaKeTOB.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 80 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeilicmeue

show selective-ging -

OTobparkaeT cn1cok npasun selective ging.

show selective-ginqg interface {

gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.
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[pumepbl 8b1M0AHEHUS KOMAHO

Co3aatb Npasun/io, Ha OCHOBAHWUM KOTOPOTO, BHELLHAA MeTKa BXxoAAllero nakera 11 6yaer 3ameHATbCA Ha
10.

console# configure

console (config)# interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasaunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HMKaeT BC/AEACTBME Ype3MepHOro Kosamdectsa broadcast-, multicast-, unknown
unicast-coobueHnit, 0 AHOBPEMEHHO NepeaaBaemMblX NO CETU Yepes OAMH NOPT, YTO NPUBOAMUT K Neperpyske
pecypcoB ceTu 1 NoABAEHUIO 3adepiKeK. «LLITopm» MOXKeT BO3HUKHYTb NPWU HaNUYUKU «3aKONbLOBaAHHbLIXY»
cermeHTOB B ceTu Ethernet.

KommyTaTop M3MepsaeT CKOPOCTb MPMHMMAaEMOro LWWPOKOBELLaTe/IbHOro, MHOroaApecHoro wu
HeM3BEeCTHOro oAHoaApecHoro Tpaduka AnsA NOPTOB C BKAOYEHHbIM KOHTPOJIEM LUMPOKOBELLATEIbHOMO
«LUITOPMa» M OTOPACbIBAET NaKeTbl, C/IN CKOPOCTb MPEBbILLAET 334aHHOE MaKCUMa/ibHOE 3HadYeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabauua 81 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMon4YaHuto
storm-control multicast BKAtOYaeT KOHTPOJIb MHOTOaApecHoro Tpadumka:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOro;
{level level | kbps kbps} [trap] - unregistered — He3aperucTpUpPoOBaHHOrO.
[shutdown] - level — 06bem TpaduKa B NpoL,eHTax oT NPONYCKHOM CNocobHOCTH
level: (1..100); nHTepodelica;
kbps: (1..10000000) - kbps - o6bem Tpaduka.
Mpu obHapyXeHUM MHoroaapecHoro TpaduKa nHTepdenc moxer
6bITb OTKAtOYEH (shutdown) nnu nobasneHa 3anuch B XypHan co-
obueHnit (trap).
no storm-control multicast BbIK/IlO4aET KOHTPO/Ib MHOrOAApPecHoro Tpaduka.
storm-control multicast BKtOYaeT KOHTPOJIb MHOTOaApecHoro Tpadumka:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOrO;
{pps pps} [trap] [shutdown] - unregistered — He3aperucTpUPOBaHHOrO.
ops: (125.. 19531250) - pps — KOAMYECTBO MAKETOB B CEKYHAY. )
Mpu 06HapyKeHUM MHOTroaapecHoro Tpaduka nHTepdeic moxer
6bITb OTKAtOYeH (shutdown) nnu no6asneHa 3anuch B XypHan co-
obLweHwnit (trap).
no storm-control multicast BbIK/IlOYaeT KOHTPO/Ib MHOTOaAPECHOro TpaduKa.
storm-control unicast {level BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO O4HOaAPECHOro TpaduKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHOM CNocobHOCTH
[shutdown] nHTEpdeca;
level: (1..100); - kbps — o6bem TpaduKa.
kbps: (1..10000000) Mpu 06HapYKEeHNM HEM3BECTHOTO OA4HOaAPECHOro TpadUKa MHTEp-
deinc moxeT 6bITb OTKNtoYeH (shutdown) naun nobasneHa 3anucs B
YypHan cooblueHwni (trap).
no storm-control unicast BbIK/IlO4AET KOHTPO/Ib OA4HOAAPECHOro TpaduKa.
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storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/1tO4AET KOHTPO/Ib HEM3BECTHOTO OZHOAAPECHOrOo TpaduKa.

- ppSs — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKeHUWU HEU3BECTHOTO OAHOAAPECHOTO TPadUKa UHTEp-
delic moxeT b6biTb oTKAtOYEH (shutdown) unn nobasneHa 3anucob B
KYPHan coobuieHwuii (trap).

BbIK/IlOYaET KOHTPO/Ib OAHOAAPECHOro TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaEeT KOHTPO/b LWIMPOKOBeLLaTeNbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
nHTepdelica;

- kbps — o6bem TpaduKa.

Mpu 0bHapyKeHMM WNPOKoBeLaTeibHoro TpadumKka nHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuii (trap).

BbIK/IOYAET KOHTPO/Ib LWMPOKOBELLATENBHOTO TpadumKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/tOYaET KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- ppS — KOIMYECTBO MAKETOB B CEKYHAY.

Mpw 06Hapy»KeHUMU WIMpPOKOoBeLLaTeNbHOrO TpaduKa UHTepdelic mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuii (trap).

BbIK/tOYAET KOHTPOJ/Ib LWMPOKOBELLaTeNbHOrO TpadmKa.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 82 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet |
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKasbiBaeT KOHPUIYypaL Mo GYHKLMN KOHTPOAA «KLITOPMa» A1A YKa-
3aHHOro nopTa siM60 BCEX MOPTOB.

[pumepbl 8b1M0MHEHUS KOMAHO

BKHOYUTb KOHTPO/b LUMPOKOBELLATEIbHOrO, MHOFOaAPEeCcHOro 1 0AHOaApPecHOro TpadumKa Ha TPETbeM UH-
Tepdelice Ethernet. YcTaHOBUTb CKOPOCTb AN KOHTPOAUPYemoro Tpaduka — 5000 K6/c: ana wmpoKoseLa-
TenbHoro, 30% noiochbl NPONyCKaHWA ANA BCero mHoroaapecHoro, 70% Ans HeM3BeCTHOro 04HOaAPECHOrO.

console# configure
console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 Fpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneymBaloT NoAAep:KKy rpynn arperauymn KaHanos LAG B KO/MYecTBE COMacHo
Tabauue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxgana rpynna nopToB A0/1KHA COCTOATb M3 MHTEpdelicoB
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynaekcHOM pexkume. O6beanHeHne NopToB B rpynny
yBENNUYMBAET MPOMYCKHY0 CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMMN YCTPOMUCTBAMM U
MOBbILLAET OTKA30YCTOMYMBOCTb. [Pynna NOPTOB ABAAETCA A4/19 KOMMYTAaTOPa OAHMUM JIOFMYECKUM MOPTOM.
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YCTpoIACTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl MOPTOB — CTAaTUYECKaA rpynna u rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYOLWEM pasaesne

KOHUrypauum.

%

BEPHYTb HAaCTPOMKM MO YMONYAHUIO.

Ecam ana nHtepdeiica nponsseaeHbl HACTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer

[obasneHune MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TONIbKO B peXKMMe KOHOUrypaumum

nHTepdelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nnHtepderica Ethernet:

console (config-if) #

Tabnnua 83 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..128);

mode: (on, auto)

no channel-group

Lob6aeuTtb ethernet-uHtepdelic B rpynny nopTos.
- on — no6aBuUTb NOPT B KaHan 6e3 LACP;
- auto — po6asuTb NOPT B KaHan ¢ LACP B perkmume «active».

Ypanutb Ethernet-untepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:

console# configure
console (confiqg) #

Tabnuua 84 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3apaeT mexaHM3m 6anaHCMPOBKM HArpy3KM Ana cTpaTerum
ECMP v ana rpynnbl arperMpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHM3m 6anaHCMPOBKM OCHOBbLIBaEeTCs Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKM OCHOBbI-
BaeTcsa Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece nonyyaTens;

- dst-ip — mexaH13m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-ag-
pece nony4yarens;

- sSrc-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BK/loueHne napcuHra L3/L4-3aron108KoB na-
KeToB ¢ MPLS-meTKamu g/1s BCEro ycTpomncTea. AKTyaibHO
TONIbKO C pexumamu 6anaHcnposku no L3/L4-3aronoskam
nakerta.

Bo3BpaT K HacTpoiiKam 6anaHCUMPOBKM Harpy3Kn No YMONYAHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnua 85 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show interfaces channel-group
[group]

group: (1..128) MoKasbiBaeT MHPOPMaLMIO NO rpynne KaHaNoB..

5.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHanoe

CDyHKLI,MEI\;I CTaTnyecrkux rpynn LAG asnaetca O6'bE,EI,VIH€HM€ HECKOJIbKUX ¢M3M‘-IECKMX KaHa/z108 B O4UH,
YTO NO3BONIAET YBE/IMYNTL NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbICUTb ero OTKa30yCTOﬁ‘-IMBOCTb. Ana
CTaTU4EeCKUX rpynn NnpnopuUTeT NCNO/1b30BaHNA KaHa/10B B O6'b€[],MHEHHOM ny4yke He 3a4aeTcA.

/ [nsa BKAtoueHUA paboTbl MHTepdeiica B cCOCTaBe CTaTUHECKOM rpynnbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pexkume KoHPUrypauumn cooTBeTCTBYIOLErO MHTEPdeiica.

5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHANoB B OOMH. ArperMpoBaHWe KaHa/loB MCMNOMb3YyeTCcA ANSA YBEAUYEHMS MNPOMNYCKHOWM
CNOCOBHOCTM KaHana M MOBbIWEHUA ero oTKasoyctonumsocTn. LACP nossonseT nepegasaTb TpaduK no
06beAMHEHHbIM KaHanaM B COOTBETCTBMM C 3a4aHHbIMW NPUOPUTETAMMU.

V Ona BKAoueHua paboTtbl uHTepdeilica no nportokony LACP wucnonb3yiite KomaHay
channel-group {group} mode auto B pe)xXume KoHdUrypaumum coOTBETCTBYIOLLETO UHTEP-
deirca.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOm KOHOUIypaumm:

console (config) #

Tabanua 86 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
o ymon4yaHuio
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMDBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnnua 87 — KomaHapl pexkmuma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymon4yaHuo
mcnonb3syeTca

YcTaHaBAMBAET aAMUHUCTPATMBHbIM TalMayT npoTokona LACP:
- long — pantenbHoe Bpema TanmayTa;
- short — manoe Bpems TaiimayTa.

3HayeHue long

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lacp port-priority value

no lacp port-priority

YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.

value: (1..65535)/1

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lacp force-up

no lacp force-up

-/BbIKNIOYEHO

YCTaHOBUTb PeXMUM NPUHYAUTENbHOTO AobaBneHna nHTepdeiica B
LACP, BHe 3aBUCMMOCTM OT Haamnums lacp pdu ¢ OTBETHOM CTOPOHBI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 88 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoa4aHuwo

Aeiicmeue

show lacp {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port } [parameters |
statistics | protocol-state]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

MokasbiBaeT nHdpopmaumto o npoTtokose LACP gns uHtepodeiica
Ethernet. Ecav pononHUTeNbHble MapameTpbl HEe UCMO/b3Y-
toTCA, TO ByAET NoKasaHa BcA UHPopmauma.

- parameters — MoKa3sblBaeT NapameTpbl HAaCTPOMKU MPOTO-
KOna;

- statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTosiHMe PaboTbl NPOTOKONA.

show lacp port-channel [group]

group: (1..128)

MokasbiBaeT nHPopmaumto o npotokone LACP ans rpynnbl
nopToB.

[pumepbl 8b1N0AHEHUS KOMAHO

Co3gaTb nepByto rpynny noptos, paboTatowyto no npotokoay LACP u BKAlovalowywo ABa MHTepdeiica
Ethernet — 3 n 4. CkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YCTaHOBUTb NPUOPUTET CUCTEMbI — 6, MPUOPU-
TeTbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config)# interface port-channel 1
console (config-if) # speed 1000
console (config-if)# exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 1000
console (config-if) # channel-group 1 mode auto

console (config-if)# exit
console (config) # interface TengigabitEthernet 1/0/4

console (config-if) #
console (config-if) #
console (config-if)

console (config-if)

#
#

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

speed 1000

channel-group 1 mode auto
lacp port-priority 13
exit
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5.11.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BoAOT 06beAUHUTL O4HY UAK HECKOobKo Ethernet-nuHnii ana
YyBEJ/IMYEHMA CKOPOCTM M obecneyeHusa oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu 06blMHOM LAG arperMpoBaHHble SIMHUK AO0/MKHbI B6biTb Ha OAHOM (U3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAaX0AATCA Ha PasHbIX UINYECKMX YCTPOMCTBAX.
®dyHKuMa VPC no3sonseT coeanHUTb ABa PU3MUYECKMX YCTPOMUCTBA B OAHO BUPTYasIbHOE.

/ Mpu HacTpoiike VPC Ha 04HOPaHroBbIX KOMMYTaTopax A0MKHa bbiTb 0aMHaKoBas Bepcua
nporpammHoro obecneyeHus.

Secondary ucnonb3yet HacTpoiku Primary.

Henb3a ucnonb3osatb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak kak

V VPC Port-Channel KOHTPOAMPYIOTCA TONIBKO KOMMYTAaTOPOM C POAbIO Primary, KommyTtatop
!

TpadumK npotokona VPC xoaut untagged B default vian.

; B VPC rpynne B BbiBoge show port-channel otobparKaloTca NOKanbHbIA U yAANEHHDbIM
V nopTbl. B KauecTBe yAaNeHHOro NopTa COrnacHo noruke pabotbl VPC ucnonb3yerca ifindex
' HecyuiecTBytowero 3-ro loHuTa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 89 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha ogHOMm ycTpoiicTBe MoXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX AONXKEH
6bITb 0oguHaKoBbI VPC-gomeH.

Yaanaet VPC-LOMeH € yCcTponcTsa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3spaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
deica fonkHa bbiTb co3gaHa otaenbHas VPC-rpynna. Ha nap-
HbIX ycTpocTBax Homepa VPC-rpynn foMKHbI COBNAAaTb.
CymmapHoe Konuyectso VPC-rpynn He moXKeT npe-
V BbiCUTb 48.

Yaanaet VPC-rpynny ¢ ycTpoicTea.

vpc

no vpc

—/BbIK/IIOYEHO

BkntouaeT pexkum VPC. McnonbayeTca nocne KoHUrypaumm
VPC.

Bbikntoyaet pexxkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaummn VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #
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Tabnnua 90 — KomaHabl pexknma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaert Port-Channel B KauecTse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneunsaowmii pyHkunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn uHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNpPaBKM coobueHuit peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec oTnpa-
sButens, VRF u UDP nopt gns peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLPYTU3ALUN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntoyaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3aaTb Bpema OXWMAaHMA OTBETA Ha 3anpoc LEeNO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaEeT NPUOPUTET YCTPOIACTBA. YCTPOMUCTBO C MeHb-
WKM 3HadeHnem ByaeT HasHaueHo Primary.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnuBaeTr MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBNMBaeT NpUOPUTET CUCTeMbl A/1A OTnNpasku B VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOICTBAX.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHMIo.

KomaHObI pexcuma KoHguaypayuu VPC

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm VPC-group:

console (config) # vpc group group-id

console (config-group) #
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Tabnnua 91 — KomaHabl pexkuma KoHourypaumm VPC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

domain domain_id

YctaHasnusaet VPC-group uneHom VPC-gomeHa.

domain_id: (1..255)
no domain domain_id

Mckntouvaet VPC-group ns VPC-gomeHa.

vpc-port group

Lob6asnset Port-Channel 8 VPC-rpynny.

group: (1..48)

no vpc-port group

MUckntouvaet Port-Channel us VPC-rpynnbi.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanuya 92 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show vpc

OTobpaxkaeT uHGopmaumio o KoHourypauum VPC.

show vpc group id

OTtobpakaeT HGopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosaHue cnybbl peer detection protocol.

show vpc role

OTobparkaeT MHPOPMaLMIO O POU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTobpakaeT cocToAHMe cHeTUnKoB cnyx6bl VPC.

5.12 Hacrpo#Ka IPv4-agpecauuu

B paHHOM pasgene onucaHbl KOMaHAbl ANA HAaCTPOMKM CTaTMYeCKUX napameTpos IP-apgpecauumm,
TaKMX Kak IP-agpec, macka noaceTu, W03 No ymonyaHuio. Hactpoika npotokonos DNS u ARP onncaHa B

COOTBETCTBYHOLWUNX pa3genax 4OKYMEHTALUNN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepgelica epynnsi nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnel nopTtoB, uHTepdeiica VLAN, untepdeliica Loopback.

console (config-if)#

Tabanua 93 — KomaHabl perknma KoHourypaumm nHtepdeitca

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

HasHaueHue 3agaHHOMY WHTepdelicy IP-agpeca M macku nog-
cetun.
3HayeHMe MacKM MoXKeT b6biTb 3anucaHo nmnbo B $pop-
mate X.X.X.X, nmbo B popmare /N, rae N — Konuuecrso
eAWHUL, B ABOUYHOM NpeACcTaB/leHUN MACKU.

no ip address [/P_address]

Ypanexue IP-agpeca nHtepdelica.

ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca gna loopback—uHTtepdeiica.

no ip address dhcp

3anpeT mMcnosab3oBaHMA npoTokona DHCP pns nonyyeHms |IP-
appeca BbIbpaHHbIM UHTEpdeicom.
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ip unnumbered {vlan vian_id |
loopback loop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy uHTepdeicy sanmcteosatb IP-
appeca VLAN m Loopback-nntepdeiica.

OTKAtoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables
disable

BbikntoueHme oTnpaBku icmp unreachable.

no ip vrf

(1..32) cumBona

— -/BKAtOYEHO
no ip icmp unreachables .
. BK/toueHMe oTnpaBkM icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [obaBneHune nHTepdeiica B ykasaHHbI VRF.

Ona vHtepdeiica OOB u gedonTtHoii VLAN nepepg, ao-
6asneHmnem B VRF Heobxogumo BBectu «no ip address
dhcp». Takxe «no ip address dhcp» Hy)HO noBTOpPATL
npu oyepeaHbix cmeHax VRF.

MonyyeHue IP-agpeca Ana HacTpamBaemoro wuHTepdelica oT
DHCP-cepsepa.
V YaaneHue untepodeiica us paHee ykasaHHoro VRF.

ip tcp adjust-mss value

value:
(500..1460)/1460 6anT

HasHauutb ¢usmyeckomy wuHtepdeiicy Ethernet pasmep TCP
Maximum segment size.

l Ucnonb3yetca npu Haanuum IP address Ha uHTepdeiice.
.o

no ip tcp adjust-mss

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexnume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnnua 94 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 YMONYaHUIO

3apaet anAa KOMMYTATOpa agpec Wwa3a no ymonyaHuto.

He 3a4aH

Ypanfer HasHauYeHHbIM agpec Wi3a No YMOAYaHMIO.

ip helper-address

[udp_port_list]

{ip_interface | all} ip_address

no ip helper-address

{ip_interface | all} ip_address

-/BbIK/OYEHO

BkatouyaeT nepeagpecaumio wWmpokosewatenbHbix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-appec nHTepdeica, g KOTOPOro BbINOJHAETCA
HacTpoWKa;

- all — no3sonset BbIbPaTL BCe IP-uHTEpdeichl yCTponCTBa;

- ip_address — IP-agpec HazHa4YeHuWsA, Ha KOTopbI byayT nepeHa-
npasnAaTbcA nakeTbl. 3HavyeHume 0.0.0.0 oTKAtOYaeT nepeagpeca-
umio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBeLaTenbHbIN Tpa-
®UK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, No4Bep-
raeTcA nepeagpecauuun. MakcumanbHoe obluiee KoamMyecTso nop-
TOB M aZipecoB Ha ycTponcTeo - 128.

OTMeHseT nepeaspecaLnio Ha 3afaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 95 — KomaHapl pexknuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

clear host {* | word}

word: (1..158) cumBosios

Ypanaet us namATy noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUWN UMEH MHTepdencos 1 ux IP-agpecos.
* — yAanuTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNEeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHWM IP-agpeca 3arpykaetca
KoHoUrypaums c TFTP-cepBepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT KOHPUrypaumto ip unnumbered gns ykasaHHOro UH-
Tepdelica.

KomaHOwb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 96 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue no

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
yMOAYaHUIO
show ip interface [vrf vrf_name: (1..32) MoKa3sblBaeT KoHoUrypaumio IP-agpecaumm ona yKasaHHOTO WH-
vrf_name | all} | CUMBONA; Tepoelica unm obnactm BupTyanbHo mapwpytmsaumm (VRF).

5.13 Hactpo#Ka Green Ethernet

Green Ethernet — TexHonorus, no3posArWaa CHU3UTb :—)Hepron0Tpe6neHme yCTpOVICTBa 3a cyet
OTKNKOYEHUNA NMUTAaHUA ANA HEAKTUBHbIX 3/IEKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA NepegaBaemoro
CUrHana B 3aBUCMMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumum:

console (config) #

Tabnunua 97 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

-/BbIKNIOYEH

Bk/itoyaeT aHeprocbeperatoLLmin peskum 19 HEaKTUBHbIX MOPTOB.
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no green-ethernet OTKNtOYaeT aHeprocbeperaoWwmii PeXMm Ana HeaKTUBHbIX Mop-
energy-detect TOB.
green-ethernet short-reach Bk/sitovaeT sHeprocbeperatolmii pexkum Aas nopToB, K KOTOPbIM

NOAKNIOYAKOTCA YCTPOWCTBA C AJ/IMHOM Kabens NoAKaoueHus
MeHbLUEe MOPOroBOro 3Ha4YeHus, YCTaHaB/IMBAEMOrO C MOMOLL b0

-fBbikntoNeH KomaHzabl green-ethernet short-reach threshold.

no green-ethernet short-reach OTKAOYaeT sHeprocbeperatrolmili Pexnm Ha OCHOBaHUM AJNHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdelica Ethernet:
console (config-if)#

Tabanua 98 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro

green-ethernet energy-detect BkntoyaeT sHeprocbeperatowuin pexxum gna nHtepdeiica.
no green-ethernet -/BKNtO4EH OTKAtoyaeT sHeprocbeperatowmii pexxum ans nHtepdelica.
energy-detect
green-ethernet short-reach BKAtoyaeT aHeprocbeperaowmnini pexKMm Ha OCHOBAaHWW ANUHbI

Kabens.

-/BKAOYEH —

no green-ethernet short-reach OTkANtoYaeT sHeprocbeperarowmini pexxmm Ha OCHOBAHMU O/IUHbI

Kabens.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPoKK B pexume Privileged EXEC:
console#

Tabnunua 99 — KomaHabl pexxuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter CbpacbiBaeT CYETYMK U3MEPUTENS MOLLHOCTHU.
reset

[pumepsi 8biM0AHEHUS KOMAHO

OTo6pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m
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* Annual estimate is based on the saving during the previous week

NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPv6-agpecauum

5.14.1 Npomokon IPv6

KommyTatopbl noaaepxusatot paboty no npotokosy IPv6. MNMoaaepskka IPv6 ABnseTcAa BarKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOA IPV6 npu3BaH, B MepCrneKkTMBe, NMOJHOCTbIO 3aMeHUTb apecaluto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclwumpeHHoe agpecHoe NpocTpaHCcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 6/10Kke
16 61T, 3aNMCaHHbIX B BUAE YETbIpeX LeCTHaAUATEPUYHBIX YMCEN.

MOMMMO YyBEAMYEHMA aAPECHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMEeT MepapXMyecKkyro cxemy
afpecaunn, obecneumBaeT arperauyio MapLUIpyToOB, ynpowaeT Tabauuy MaplpyTMsauuu, npu 3TOm
3 PeKTUBHOCTb PabOTbl MapLLPYTM3aTOPA NOBbILLAETCA 33 CHET MEXaHM3Ma 0OHapyKeHNA cocenHMUX Y3/10B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KOomMmyTaTope HasHayalTca WHTepdelicam, noaTomy npu
ncnonb3oBaHuKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmin popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> |<physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]12]|3|4|5]|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V Ecnn 3HaueHuMe rpynnbl MWIN HECKONbKUX FPynn noapapg B agpece nportokona IPvé paBHO
Hyato — 0000, To AaHHbIe rpynMnbl MOFyT 6bITb ONYLLEHDI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moXKeT 6biTb COKpaLLeH A0
FE40::AD21:FE43. CoKpallieHuto He MmoryT 6biTb NoABeprHyTbl 2 paspgesieHHble HyneBble
rpynnbl n3-3a BOSHWKHOBEHUA HEOAHO3HAYHOCTH.

V EUI-64 — 3T0 nageHtudmKaTop, co3aaHHblii Ha 6ase MAC-aapeca uHTepdeiica, ABnatoWmninca
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnnuya 100 — KomaHab! perkuma rinobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3afaeT 3HayeHMe NIoKaAbHOro agpeca IPv6-luit03a no ymonya-
HUIO.

Ypansaet HacTpolKku IPv6-1unto3a No yMmoaYaHuULo.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Cospaet cTaTnueckoe cootseTcTene mexay MAC-agpecom co-
ceaHero ycTpoiictea u ero IPvb-agpecom.

- ipv6_address — |Pv6-aapec;

- mac_address — MAC-agpec.

Ypanaet ctatmyeckoe cootBeTcTBue mexgy MAC-agpecom co-
ceaHero ycTpoiictea u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-cooblieHuii 06
olInbKax.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

JobasneHune ctaTtmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYyeHus;

- prefix_length — npeduKc macku ceTu (KONMYECTBO eAUHML, B Ma-
cKe);

- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHus;

- metric — meTpuKa ANA AaHHOTO MapLIpyTa;

- distance — aAMUHUCTPATUBHAA AUCTAHLMA MapLUpPYTa.

YpaneHue ctatnyeckoro mapupyta IPvé.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IOYEHO

Bkatouvaet nepeHanpasaeHne ogHoaApPEeCHbIX NAaKeToB..

OTkntovaer nepeHanpasaeHne ogHoaApeCcHbIX NaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3Ha4YeHWe afMUHUCTPATUBHOW AucTaHumu (AD)
ANA BCEX MApPLUPYTOB YKa3aHHOro TvMna.

- ospf inter-as — yctaHaBnuBaeT 3Ha4yeHne AD gna meXK30Hasb-
HbIX MapLUPYTOB, NPUHATLIX N0 npoTokony OSPF;

- ospf intra-as — ycTaHaBAnBaeT 3HayeHne AD ana BHYTPU30-
Ha/bHbIX MapLIPYTOB, NPUHATLIX NO NpoTokoay OSPF;

- static — yctaHasnmBaeT 3HayeHne AD anAa cTaTUYeCcKnx maplu-
pyTOB.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepoeica:

console

(config-if) #
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Tabnnua 101 — KomaHabl pexkuma KoHourypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BkntouaeT nogaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepkKy IPv6 Ha uHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTU4ecKasn
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3Ha4eHbl.

BKntoueHMe aBTOMaTM4YecKon KoHourypauum IPv6-agpecoB Ha
MHTepodelice. Agpeca HacTpamBatoTCA B 3aBUCMMOCTM OT NpeduK-
COB, KOTOpPbIe NoJ/ly4eHbl B cooblieHunax «Router Advertisement».

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 address
ipbv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuo
3HaYeHue IOKa/IbHOTo
aapeca: (FE80::EUI64)

3agaeT nokanbHbIl IPv6-agpec nHtepdelica. Crtapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3ajaeT KoOAM4YecTBO COoobLeHUn-TpeboBaHMIA, NepedaBaembixX
MHTepdencom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B caydyae 06-

no ipv6 unreachables

(0..600)/1 HapyXeHusa aybaukauum (konnmsum) IPv6-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHWe Mo YMONUAHUIO.

ipv6 unreachables BkntoueHne ICMPV6 coobuweHnin 0 HEAOCTUKMMOCTM agpecaTta
-/enabled npu nepegave NakeTos Ha onpeseneHHbIN nHTepdeic.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpeaeneHune Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 102 — KomaHabl perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HAaCTPOIKM NpoToKoNa IPv6 AN yKasaHHOro UHTep-
deica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MoKa3sblBaeT Tabauuy IPv6-mapLipyToB.
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show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasbiBaeT MHPOpMaumio O cocepgHux IPv6-ycTpoiicTax,
cofeprKallyrocs B Kalle.

clear ipv6 neighbors

OuMiliaeT KaWw, coAepxawuii MHPOPMaUMIO O COCeaHUX
ycTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmauma o
CTaTUYECKMX 3aMUCAX COXPaHAETCA.

show ipv6 distance

MoKasaTb 3HayeHMe aAMWHUCTPATMBHOM AUCTaHUMM  AAa
Pa3/INYHbIX MCTOYHMKOB MapLUpyTa.

5.15 HacTtpo#Ka npoTokonoBs

5.15.1 Hacmpolika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3asa4veilt npoTtokosa DNS saBnsetca onpeaeneHue IP-aapeca y3na cetn (xocta) no 3anpocy,
cofepKawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA AOMEHHbIX WMEH Y3/10B CeTU MU
cooTBeTcTBYHOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 103 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
ip domain lookup PaspewaeT ncnonbsosaHue npotokona DNS.
-/BKIOYEHO
no ip domain lookup 3anpewaeT ncnonb3osaHme npotokona DNS.
ip name-server Onpegaensert IPv4/IPv6-aapeca ana aoctynHbix DNS-cepsepos.
{serverl_ipv4_address | - vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3ALUM.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]
no ip name-server Ypansaet IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]
ip domain name name [vrf OnpeaenseT LOMEHHOE UMA MO YMOMaHWUIO, KoTopoe byaeT uc-
vrf_name] NnoNb30BaTbCA MPOrPammoi, ANA AONOSHEHUA HenpaBWJIbHbIX
[OMEHHbIX UMeH (JOMEHHbIX UMeH 6e3 ToYKM). [Ins AOMEHHbIX
name: (1..158) MMeH 6e3 TOUYKM B KOHeL, UMeHn byaeT f06aBNATLCA TOYKA U YKa-
CUMBOJIOB 3aHHOE B KOMaHAe AOMEHHoe MMs.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLlpyTU3aLmK.

no ip domain name [vrf Ypanaetr LOMeHHOoe MMA N0 YMONYaHUIO.
vrf_name]
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ip host name address1 OnpepensieT cTaTUYeckne COOTBETCTBMA UMeH Y3108 ceTu IP-aa-
[address2 ... address4] [vrf pecam, pobaBnseT yCTaHOBJAEHHOE COOTBETCTBME B  K3L.
vrf_name] ®yHKuMA nokanbHoro DNS. MoxHO onpegennTb 4o BocbMu IP-

name: (1..158)
CUMBOJI0B

afpPecoB Ha 04HO UMS.
- vrf_name — ums BUPTYyasbHOM 061aCTU MapLUPYTU3aLUN.

no ip host name [vrf vrf_name] Yaanaer ctaTMyeckme COOTBETCTBMA MMEH y3/10B ceTu IP-agpe-
cam.

KomaHOb1 pexcuma EXEC

BunAa 3anpoca KomaHAHOWM CTPOKM B pexxkunme EXEC:

console#

Tabnmua 104 — KomaHap! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3n1a ceTu IP-agpecy Kawa
CMMBO/IOB nmbo Bce 3anucu (*).
show hosts [name] [vrf OTobparkaeT LOMEHHOE MMA MO YMOAYaHMIo, cnnucok DNS-cepse-
vrf_name] pOB, CTaTUYECKME M KILIMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
name: (1..158) cetn u IP-agpecos.
CUMBO/IOB MpyW MCNONb30BaHMM B KOMaHAE MMEHM y3/1a ceTH, oTobparkaeTca

cooTBeTcTBYOWMI emy IP-agpec.
- vrf_name — vma BUPTYanbHOM 061acTU MapLupyTU3aLmm.

[pumepbl UC016308AHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA
MO YMOJIYAHMIO — mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3/ CETU C UMeHeM eltex.mes umeet IP-agpec
192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus afpecoB) — NPOTOKOA KaHalbHOro
YPOBHA, BbINOAHAKOLWNIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLLEerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumum:

console (config) #
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Tabnmua 105 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnseT cTaTuyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
coB B Tabsmuy ARP gna ykasaHHOro B KomaHze nHTepdeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratmyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabamupl ARP ana ykasaHHOro B KomaHae uHtepderica.

arp timeout sec sec: HacTpanBaeT Bpems KMU3HM AMHAMUYECKUX 3anucelt B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout CceK YcTaHaBAMBaET 3HAYEHME N0 YMONYAHWUIO.
ip arp proxy disable OTKAtoYaeT pexkum npokcnposaHma ARP-3anpocos ana KommyTa-
. TOpa.
-/OTKNIOUEH

no ip arp proxy disable

Bkntoyaet pexkum npokcmposaHna ARP-3anpocos ana Kommyra-
TOpa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H nan H:H:H:H:H:H
nnn H-H-H-H-H-H /
BMPTYyanbHbIi MAC-
afpec He 3ajaH

3agaet BupTyanbHbii MAC-agpec, KOTOpbli 3ameHseT 6aso-
Bbllt MAC-agpec KommyTaTopa B ucxoaawmx ARP-coobuie-
HUAX.
- mac_address — MAC-aapec.
B kauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiit MAC-agpec KommyTa-
Topa, 6asoBblii MAC-agpec Kakoro-nmbo HuTa U3
cTeKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOwbI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 106 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear arp-cache

YaanaeT sce AnHamuyeckue 3anmcu ns ARP-tabanubl (KomaHaa ao-
CTYMHa TO/IbKO ANA NPUBUNETMPOBAHHOIO No/b3oBaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H uan H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dunbTp no MAC-agpecy; duabTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.
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show arp configuration

MokasbiBaeT rnobanbHyto KoHourypaumio ARP n KoHoUrypaumio
ARP ansa nHtepdeiicos.

show ip anycast-gateway

Moka3biBaeT KOHOUrypaumio anycast gateway.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabanuya 107 — KomaHabl perkmuma nHtepdeica Ethernet, rpynnel nHtepdeincos nHtepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

ip proxy-arp

Bkntoyaet pexum npokcuposaHmMa ARP-3anpocoB Ha HacTpausae-
MOM MHTepdelice.

- -/BKAOYEHO
no ip proxy-arp

OTKAOYaeT pexxmum npoKkcnposaHma ARP-3anpocoB Ha HacTpansae-
MOM MHTepodeice.

anycast-gateway

-/BbIKNIOYEHO

BKkntouaeT onumio anycast gateway Ha uHTepdelice. B ncxoaaimx
ARP-coobuieHx 6a3oBbit MAC-agpec KOMMyTaTopa 3aMeHseTCs Ha
BUPTyanbHbin MAC-agpec.
V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
B[oW anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

[pumepbl UC016308AHUA KOMAHO

[Job6aBuTb cTaTUuyeckyto 3anmcb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS XKU3HU AMHAMUYecKmx 3anuceit B ARP-Tabaunue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config) # arp timeout 12000

MoKasaTb cogep:knmoe ARP-Tabnumubi:

console# show arp

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

02:00:2a:00:04:95

HW address status

dynamic

5.15.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKosn nossonset

pacnpocTpaHMTb Mo cetTu uaeHTudukatopbl VLAN.

OcHoBHOM ¢yHKUMel npoTokosna GVRP sasnsetca

obHapy:keHve nHdopmaumm 06 oTcyTCTBYIOWMX B 6ase faHHbIXx KommyTaTopa VLAN-ceTax npu noayyeHum
coobueHnin GVRP. Monyuns nHdopmauuio 06 otcytcreyrowmx VLAN, kKommyTaTtop fobaBaseT ee B CBOHO

6a3y AaHHbIX.

KomaHObI pexcuma 2a06asab6HolU KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoHOUrypaumm:

console (config) #

162 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

Tabnmua 108 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

gvrp enable

no gvrp enable

-/BbIK/IIOYEH

BkatouaeT ncnonb3osaHue npoTokona GVRP-kommyTaTopom.

BbIkntoyaeT ucnonb3oBaHme npoTokona GVRP-kommyTaTtopom.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl NOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port

console (config-if) #

twentyfivegigabitethernet twe port | hundredgigabitethernet
| port-channel group}

Tabnunua 109 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

no gvrp vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4yaHuro
gvrp enable Bkntoyaet ncnonbsosaHue npotokona GVRP Ha HacTpanBaemom
nHTepoelice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ucnonb3oBaHme npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
gvrp vlan-creation-forbid 3anpelaetr gMHaMmuyeckoe nsmeHeHme nan cosgaxHme VLAN ans
HacTpanBaemoro nHTepoeica.
-/paspelueHo

Paspewaet guHamumyeckoe mameHeHne unu cosgaHue VLAN ans
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
co3pgaHve n
peructpauma VLAN Ha
MHTepodeice
paspeLieHa

BbinonHAeT cHATUe pernctpauum ana scex VLAN n He gonyckaeT co-
34aHuUA unn pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeice.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 110 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OuunLLaeT HaKOMNIEHHYIO CTAaTUCTUKY NpoToKosa GVRP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnmua 111 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasbiBaeT KoHdUrypaumto npotokona GVRP gns yKazaHHOro UH-
Tepdeiica, 1Mbo ans sBcex MHTepdencos.

lNoKa3sbiBaeT HAKONAEHHY CTaTUCTUKY No npotokoay GVRP gna
YKa3aHHOro uHtepdelica, iMbo ansa Bcex MHTepdhencos.

MoKa3blBaeT CTaTUCTUKY No olwmnbKam npu pabote npoTokona GVRP
ANA yKasaHHOro uHtepderica, imbo ana scex nHTepdencos.

5.15.4 MexaHu3m obHapyxeHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M NO3BONAET YCTPOMUCTBY OTC/IEXMBATD 3aKO/bLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
O0bHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTtaTopa B
none Source MAC v wnpoKoseLaTenbHbiM (Mo ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaummu:

console (confiqg) #

Tabnunua 112 — KomaHabl pexkmma rnobanbHol KoHuUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/AOYEHO

BkatoyaeT mexaHU3m O6Hapy)KeHMﬂ neTenb ANA KOMMYTaTOpa.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBauBaeT MHTepBan mexay loopback-kagpamu.
- seconds — HTepBan BpeMmeHu mexay LBD-kagpamu.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

loopback-detection vlan-based

no loopback-detection vlan-
based

-/BbIKAOYEHO

BKkntouaeT pexum obHapyxkeHusa netam o VLAN. Mpu Hanuumm
netnu 8o VLAN gaHHas VLAN 6yaeT 3a6/10KkMpoBaHa Ha NopTy, Ha
KOTOpOM bblna obHapyKeHa neTns.

OTKNOYUTL pexkum obHapyeHus netiv 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: (30..1000000)/
BbIK/IOYEHO

3apaTb Bpems 610kMposku VLAN.
- value — Bpemsa, no ucrteyeHne kotoporo VLAN aBTOMaTUYECKM
pasbnokunpyercs.

3abnokupoBaHHble VLAN He byayT BOCCTaHaB/AMBaTLCA aBTOMATU-
YecKu.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
elica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port |
port-channel group}

console (config-if) #

Tabnnua 113 — KomaHabl pexuma KoHourypaumm nHtepderica Ethernet, rpynnel uHTepdelicos, nHTep-
deinca VLAN

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro
loopback-detection enable / BkAtoyaeT mexaHU3M 0bHapyKeHUA neTenb Ha NOPTY.
-/BbIKAOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHME MO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 114 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMoa4aHuro

show loopback-detection OTobparkaeT cocToaHne mexaHunsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) asnsetca npusegeHune cetn Ethernet ¢
MHOECTBEHHbIMU CBA3AMM K APEBOBUAHOM TOMOJIOMMM, UCKIOYAtOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIrypaLMOHHBIMM COOBLLEHUAMM, WMCNOMb3YA Kagpbl cneuuanbHoro dopmara, U
BbIOOPOYHO BKIHOYAIOT M OTKHOYAIOT Nepeaavy Ha nopTsbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTcsa ycoBeplleHCTBOBaHMEM MpoToKosa STP, xapaKkTepusyetca
MEHbLUMM BpEeMeHemM MpUBeSEHUs CeTM K [APEeBOBMAHOW TOMOMOTMM U MmeeT 6osee BbICOKYHO
YCTOMYNBOCTbD.

MpoTtokon Multiple STP (MSTP) saBnaetca Haumbonee coBpemeHHOM peanusauueinn STP,
nogfep:kmeatolleli ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoammoro
KOJIMYECTBA SK3EMMNSPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxabllii aK3eMniap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKkona
MSTP aBasieTcA To, YTO Ha BCEX KOMMYyTaTopax, B3anmogencrayrowmx no MSTP, gonxKHbl 6bITb 04MHAKOBO
CKOHuUrypuposaHbl rpynnbl VLAN.
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V MaKcMmanbHO AoNyCcTUMOeE KOIMYecTBo 3K3emnaapos MSTP yKasaHo B Tabnuue 9.

MexaHn3m Multiprocess STP npeaHasHa4yeH ANsA co34aHna HesaBUcUMbIX gepesbes STP/RSTP/MSTP
Ha NopTax YCTPOMCTBA. MI3MeHeHUs COCTOSIHMA OTAE/IbHOIO AepeBa He OKa3blBaloT B/AMAHUA Ha COCTOsIHUE
APYrnX AepeBbeB, YTO NO3BOAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTL BPEMSA NepecTpoeHmnna aepesa
B C/lydae OTKas3o0B. Mpu KOHOUTypMpOBaHUN CnedyeT MUCKAUYUTb BO3MOXHOCTb BO3HWKHOBEHUA KoJjel,
MeXay nopTamu-4iieHamu pasHbiX gdepeBbeB. 1A 06CnyKUBAHMA U30/IMPOBaHHbIX AEePEeBbEB B CUCTEME
CO34aETCA OTAENbHbIA Npouecc Ha Kaxpoe aepeso. C Npoueccom COMOCTAaBAAKTCA MOPTbl YCTPOMCTBA,
npuHaaaexalmne gepesy.

5.15.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoM KOHGUIypauum:
console (config) #

Tabnunua 115 — KomaHabl perkuma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3pelaeTt ncnonb3oBaHMe KOMMYTaTOpom NpoTokona STP.

- -/BKAKOYEHO
no spanning-tree 3anpeLaeTt NCNoib30BaHNME KOMMYTaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET peXKMm paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — I[EEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBAJ BPEMEHMU, 3aTPadYmMBaeMblil Ha MPOCAYLLIN-
BaHWeE U U3yYeHMe COCTOAHUIN Nepes NepeKk/toyeHnem B COCTOAHME
nepegauu.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBAN BPEMEHN MEX Y Nepefadyamu LWMPOKoBe-
LaTenbHbIX coobweHnin «Hello» K B3anmoaencTeyoWmMm KOMMyTa-
TOpaMm.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeLieHo

PaspelwaeT 3almMTy, BbIKAOYAlOWYO WHTEpdenc npu noayvyeHum
csoero BPDU.

3anpewaeT 3awuTy, BbIKAOYAOWY WHTepdelc npu noayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAuBaeT Bpems XU3HU cBAsytowero aepesa STP.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpauBaet npuopuTeT ceAsywoLero gepesa STP.
3HayeHne NpuopuTeTa A0KHO BbITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHNe No YMOSYAHUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

-/long

YcTaHaBAnBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
- long — 3HaueHuWe LeHHOCTU B AManasoHe 1..200000000;
- short — 3HauyeHne ueHHOCTM B AnanasoHe 1..65535.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

-/flooding

Onpegenset pexxum obpaboTkm naketoB BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha uWHTepdeiice c BbIKIOYEHHBIM NPOTOKOAOM STP
BPDU-nakeTbl dpunbTpytoTcs;

- flooding — Ha nHTepdelice c BbIKNOYEHHbIM NPOTOKO/IOM STP HeTe-
rmpoBaHHble BPDU-naKeTbl NepegatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

Mpu 3agaHumn STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHne
vl ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 116 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaet paboTy npoToKosa STP Ha KOHOUTYpUpPyeMOM UHTEpP-
delice.

- . -/paspeLwweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokosia STP Ha KOHOUIYpUpPYEMOM UHTEp-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.
) - cOost — LLeHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spanning-tree cost TabamLy 96 YcTaHaBMBaeT 3HaUYeHue, onpeaensemoe Ha OCHOBaHUM CKOPOCTU

nopTa ¥ MeToAa onpeaeneHna LeHHOCTU Ny, cMm.Tabanuy 117

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT nHTepdeiica B ceasytowem gepese STP.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOSYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/tOYaET pexknm, B KOTOPOM MOPT MPU MNOAHATUM Ha HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHME MEpesiayu, He AOXKMUIAAACh UcTeye-
HUA Talimepa.

- auto — go6aBnseT 3a4ePKKY 3 CeKyHAbI Nepes nepexogom B co-
CTOSIHME Nepeaayn.

BbIKNtoYaeT pexxmm MOMEHTaIbHOro Nepexoaa B COCTOAHME nepe-
Aa4n NO NOAHATUIO KZIMHKa».

spanning-tree guard root

no spanning-tree guard

-/vcnonb3oBaHune
rnobanbHOM HaCTPOMKK

BK/toyaeT 3amTy «KKOPHA» A1A BCexX CBA3YOLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpelaet nHTepdency bbiTb KOPHEBBIM NOPTOM KOMMY-
TaTopa.

Mcnonbayet rnobasbHyr HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IOYEHO

Pa3pelaeT 3awWuTy, BbIKAOYaAtOLLYO0 HTEPdENC NpK NpUéMme nake-
TO08B BPDU.

3anpeLaeT 3aWmTy, BbIK/OYAIOLLYI0 MHTEpPdEC Npy Npuéme nake-
TO0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/8na AynnekcHoro
nopTa «TOYKa-TOUKa»,
AN NONYAYNAEKCHOro

— «pPA3BETBNAEHHbIN»

YcTaHaBauBaeT npoTokon RSTP B nepeaatolee coctosiHne u onpe-
AenaeT TMN cBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree bpdu {filtering |
flooding}

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpOTOKoNOM STP
BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha uHTepdeice ¢ BbIKNHOYEHHbIM NPOTOKOAOM STP
HeTernpoBaHHble BPDU-nakeTbl nepepatoTca, TerMpoBaHHble —
dunbTpytoTCA.
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no spanning-tree bpdu YcTaHaBAMBaeT 3HaYEHUE N0 YMOYAHMIO.

spanning-tree mac-address
{dot1d | dotlad}

N3meHaeT MAC-agpec, C KOTOPbIM OTMPABAAIOTCA U MPUHUMAIOTCA
BPDU.

- dotld — oTnpasnatoTca u npuHumatotca BPDU c MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTtnpasasaTca u npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

-/dot1d

no spanning-tree mac-address YcTaHaBAMBaeT 3HaYeHUE Mo YMOIHAHUIO.

spanning-tree restricted-tcn -/npvem BPDU ¢ 3anpewaet npvem BPDU c pnarom TCN.

¢dnarom TCN paspe-
WweH

no spanning-tree restricted-tcn Paspewaet nprem BPDU c ¢pnarom TCN.

Tabnunua 117 — LleHHOCTb NyTK, yCTaHOBAEHHAA N0 YMOAYaHUIo (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu

Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1

Ona vutepdeiicos Port-channel HauanbHaa cToMMocTb onpeaenseTca CTOMMOCTbIO NEepBOro
/MHKa, Bowepuwero B coctas Port-channel. Mpu go6aBneHNN aKTUBHBIX IMHKOB, HayaIbHanA
croumoctb Port-channel genutca Ha ux konnuecrso.

¥

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:
console#

Tabnunua 118 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

. n TP.
gi_port: (1..8/0/1..48); OKa3blBaeT COCTOAHME NPOTOKOa S

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

show spanning-tree detail
[active | blockedports]

Moka3sbiBaeT NnoapobHyo MHPOPMALMIO O HACTPOKax NPOTOKoNA
STP, HpopmaLmio 06 aKTUBHbBIX UM 3a6/I0KMPOBAHHBIX MOPTAX.

clear spanning-tree MepesanyckaeT NpoLecc MUrpaLLMm NPOTOKoMa. 3aHOBO NPOMUCXO-

detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OUT nepecyét gepesa STP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 119 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sblBaeT pexkum 06paboTkun naketos BPDU Ha uHTepdeicax.

5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 120 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3pelaeT ncnonb3oBaHMe KOMMYTaTOpom NpoTokona STP.

- -/paspelueHo

no spanning-tree 3anpeLaeT UCNob30BaHME KOMMYTAaTOPOM NPoToKoNa STP.

spanning-tree mode {stp | YcTaHaBAMBAET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBaET 3HaYEHME N0 YMOIYAHUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, OnpeaeneHns LLeHHOCTU MyTHu.

method {long | short} - long — 3HayeHwue LeHHOCTU B AranasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT NpUOPUTET A1A [AHHOTO KOMMYyTaTopa nepes,
0OCTa/IbHbIMU, UCMONb3YHOLMMM 0BWMiA sKk3emnaap MSTP.

- instance_id — ak3emnnsap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCHMaibHOE KONNYECTBO TPAH3UTHbIX Y4aCTKOB
ANnA naketa BPDU, Heobxogumbix ana GopMmnpoBaHua aepesa u
yaepKaHua nHpopmaumm o ero ctpoeHuu. Ecam naket yxe npowen
MaKCMMaNbHOe KONNYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha cieayto-
LLeM yyacTKe OH oTbpacbiBaeTcs.

- hop_count — maKcumanbHOE KO/IMYECTBO TPAH3UTHbLIX Y4acTKOB
AnAa naketa BPDU.

YcTaHaBAUBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:

console# configure
(config)# spanning-tree mst configuration
(config-mst) #

console
console
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Tabnunua 121 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
instance instance_id vlan Co3paeT coOTBETCTBUE MEXAY IK3emnaapom npotokona MSTP wm
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — naeHTMdUKaTOP 3K3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan Ypanaet cOOTBETCTBME MeXAY dK3eMnaAapom npoTtokona MSTP u
vlan_range rpynnamu VLAN.
name string 3apaet uma KoHourypaumm MST.
string: (1..32) cumBona | - string —vuma KoHoUrypaumm MST.
no name Ypanser uma KoHdurypauum MST.
revision value 3apaeT Homep peBu3nmK KoHodUrypaumm MST.
value: (0..65535)/0 - value — Homep peBun3nm KoHdUrypauumn MST.
no revision YcTaHaBAMBaEeT 3HayeHue No ymonyauutio (value).
show {current | pending} MoKasbiBaeT TekyLyto (current) ninbo oxuaatoyto (pending) KoH-
i durypaumio MST.
exit Bbixoa, 13 pexunma KoHdurypauum npotokona MSTP c coxpaHe-
i HUEM KOHOUTypaLmK.
abort Bbixoa U3 pexxmma KoHdurypauum npotokosa MSTP 6e3 coxpaHe-
i HUA KOHOUTypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 122 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoAa4aHuio
spanning-tree guard root BK/tOYaeT 3aWmTy «KKOPHA» A1A BCEX CBA3YHOLWMX aepeBbeB STP Bbl-
/3auiTa BbIKMIOYEHa b6paHHoro nopta. [aHHaa 3awwmTa 3anpewaet uHtepdelicy bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTopa.
no spanning-tree guard root YcTaHaBAMBaEeT 3HaYEHME N0 YMOIYAHUIO.
spanning-tree mst instance-id BKntoyaeT 3almTy «KOpHA» yKasaHHOro aksemnaapa MSTP gna Bbl-
guard root b6paHHOro uHTepdelica. [JaHHan 3awWwmTa 3anpewaeT uHTepdeicy
instance_id: (1..63); 6bITb KOPHEBbIM MOPTOM KOMMYyTaTOPA.
/3almTa BbIK/IOYEHa - instance-id — ngeHTUduKaTOp 3K3emnaspa npotokona MSTP.
no spanning-tree mst instance- YcTaHaBAnBaeT 3HaYeHMe MO YMONYAHWIO.
id guard root
spanning-tree mst instance_id YcTaHaBAMBaeT npuopuTeT nHTepdeiica B aksemnnspe MSTP.
port-priority priority - instance-id — naeHTMPUKaTOP 3K3emnaspa NnpoTokona MSTP;
instance_id: (1..63); - priority — npuoputeT uHTepderica.
priority: (0..240)/128 V 3HaueHuWe NnpuopuTeTa A0MKHO 6bITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaeT 3Ha4YeHUe N0 YMOHAHMIO.
instance_id port-priority
spanning-tree mst instance_id YcTaHaBAMBaeT LEeHHOCTb NyTH Yepes BblbpaHHbIl MHTepdeiic ana
cost cost onpeaeneHHoro aksemnasapa npotokoaa MSTP.
instance_id: (1..63); - instance-id — npeHTMdUKaTOP 3K3emnaapa NnpoTokona MSTP;
cost: (1..200000000) - COSt — LLeHHOCTb NyTW.
no spanning-tree mst YcTaHaB/MBaeT 3HayYeHue, onpeaeniemMoe Ha OCHOBaHUM CKOPOCTH
instance_id cost rnopTa ¥ MeToAa onpeaeseHUs LLeHHOCTU NyTH.
spanning-tree port-priority YcTaHaBAMBaeT NpuopuTeT nHTepdelica B KOPHEBOM CBA3YHOLLEM
priority pepese MSTP.
priority: (0..240)/128 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 16.
no spanning-tree port-priority YcTaHaBAMBaEeT 3HAYEHUE MO YMOIYAHUIO.
spanning-tree restricted-tcn -/npuem BPDU ¢ 3anpewaet npuem BPDU c ¢narom TCN.
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no spanning-tree restricted-tcn | ¢narom TCN paspe-

weH

Paspewaet npvem BPDU c dnarom TCN.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:
console#

Tabnmua 123 — KomaHap! pexkuma EXEC

3HayeHue/3Ha4yeHue
Mo yMOYaHUIo

KomaHda Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

MokasbiBaeT KoHdUrypauuto npotokona STP.

gi_port: (1.8/0/1.48); | _ instance_id — naeHTMdUKaTOpP 3K3emnnsapa npoTokona MSTP.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

show spanning-tree detail
[active | blockedports]
[instance instance_id]

MNokasbiBaeT NoapobHy MHGOPMaLMIO O HACTPOMKe NPOTOKONA
STP, nHdopmaumio 06 aKTUBHBIX UK 3a6JIOKMPOBAHHBIX MOPTAX.

- active — npocmoTp nHbOpMaLMK 06 aKTUBHbBIX NOPTaXx;

- blockedports — npocmoTp MHPopmaLMK 0 3a610KMPOBAHHBIX NOpP-
Tax;

- instance_id — vaeHTUdMKaTOp sK3emnaapa npotokona MSTP.

instance_id: (1..63)

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHPUIYPUPOBAHHBIX IK3EMNAAPAX
MSTP.

clear spanning-tree MepesanyckaeT NPoLEecc MUrpaLum NPOTOKo/Ia. 3aHOBO MPOMCXO-

detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

OMWT NpocyéT aepesa STP.

twe_port:
(1..8/0/1..120);

group: (1..128)

hu_port: (1..8/0/1..32);

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTtb noaaepkky npotokona STP, ycTaHOBUTL 3HaYeHUe NpuopuTeTa ceasytowero gepesa RSTP —
12288, nntepsan forward-time — 20 ceKyHA, MHTEPBA/I BPEMEHU MEKAY NepesadyamMum LWMPOKoBe-
LwaTenbHbIX coobueHnin «Hello» — 5 cekyHA, BpemMa *KU3HKU CBA3YIOLLEro AepeBa — 38 ceKyHa. MNo-
KasaTb KOHMrypaumio npotokona STP:

console (config) #
console (config) #
console (confiqg) #
console (config) #
console (config) #
console (confiqg) #
console (confiqg) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Hello

Priority
Address

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

short

32768

Time 5 sec

a8:f9:4b:7b:e0:40
This switch is the root
Max Age 38 sec

Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
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tel/0/1 enabled 128.1
tel/0/2 disabled 128.2
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6
tel/0/7 enabled 128.7
tel/0/8 enabled 128.8
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20

Interfaces
Name

State Prio.Nbr Cost Sts Role PortFast Type

4 Frw Desg Yes P2P (RSTP)

enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpolika npomokosnoe PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pa3sHoBUAHOCTEN NPOTOKoAa Spanning
Tree, pacwupawan epyHKUMOHaNbHOCTb STP ana ncnonb3osaHuA B oTaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BoAseT B Kaxkaom VLAN co3aaTb OTAeNbHbIN 3K3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (bbicTpbiit) PVSTP+ (RPVSTP+) saBnaeTca ycoBepLueHCTBOBaHMEM NpoTokona PVSTP+, xapakTe-
pU3yeTcA MEHbLIMM BPEMEHEM NPUBEAEHMUA CETU K APEBOBUAHOM TONONAOTMN N MMmeeT 6oiee BbICOKYHO
YCTOMYMBOCTD.

]

.‘

.‘

.‘

MakcumanbHoe uucno PVST/RPVST-uHctaHcoB pna  MES5300-XX, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MIES5410-48, MES5500-32 — 255, ana Bcex ocTa/ib-
HbIX mogeneit — 64 Mpu aTom HyneBo ucnoablyetca aaa scex VLAN, B KOTOPbIX OTKOUEH
PVST/RPVST. Kaxxgomy VLAN c BkatoueHHbim PVST/RPVST cooTtsercrayeT oanH PVST/RPVST
MHCTaHC.

Moptbl, Ha KoTopbix Konuuyectso VLAN npeBbillaeT MAKCUMAZIbHOE KO/IMYECTBO
PVST/RPVST-uHcTaHcoB npu nepexoge 8 pexkum PVST/RPVST spemeHHO 610KupytoTca, no-
aTomy nepeg BKaoueHnem PVST/RPVST Heo6XoaMMO pacumTaTb KOJIMUYECTBO UCMO/b3ye-
mbix VLAN Ha KonbLeBbIX NnopTax KommyTtatopa. Ecam aaHHoe 3HayeHue npesbiwaer 64, To

NepBOHauYabHO HYXHO OTKAOUUTb PVST/RPVST B n36biTouHbix VLAN/RPVST KomaHgoii "no
spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES o6pabarbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cny4yasx, Korga B KOJbLie UCNONb3YIOTCA KOMMYTaTOpbl C Koauye-
ctBom PVST/RPVST VLAN, npesbliwiaiowem makcumanbHoe Konuvectso PVST/RPVST-uH-
CTaHCOB, C/ieAyeT PaclmUpuUTb AMMUTbl 06paboTku PVST bpdu-tpaduka Ha CPU. Ana atoro
Mcnonb3yetca KomaHga "service cpu-rate-limits other-bpdu 1024".

Ecnm B npouecce 3Kcnyatauumn noHagoburca yépatb VLAN s PVST/RPVST-UHCTaHCOB 1 A0-
6aBUTb HOBblE, HYXXHO NPOU3BECTU CaeAyoLme AeACTBUA:

1) Otknountb STP B HeHyxHbix VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXkume KOHPUrypupoBaHUA);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}UMe KOHOUryprupoBaHusa).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabanua 124 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTkntoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa/ BPEMEHM, 3aTpPaunBaeMbllii Ha NPoOCay-
LUMBAHME M U3yYeHMEe COCTOAHUI nepes, NepekIto4eHMem B Co-
CTOfIHMe nepefaymn And ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAYH0-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBAET UHTEPBAN BPEMEHU MEXKAY nepesadamu WMpPo-
KoBelaTeNbHbIX coobuleHnit «Hello» K B3aumogencTsyrowmm
KOMMyTaTopam gnA yKasaHHbix VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpemsA KU3HW cBasytowwero aepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpansaeT npuoputeT ceasytowero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
bUNbTpaLMsa OTKNOYEHA

dunbTpyeT MAM nponyckaet Bxoadlme Kaapbl PVST/RPVST-

BPDU.

- filtering — BKAOUMTL PUNBTPaLMIO;

- flooding — oTkatounTL dUAbTPaLMIO.

V [aHHaa KomaHAa AeucTByeT B TOM ciayyae,

ecnm STP oTKAKoUeH 1M60 BKAKOUEH B 04HOM
u3 pexxumos: STP/RSTP/MST. Ecam BKaloueH
pexxum PVST/RPVST, To saHHasa KomaHaa 6y-
AeT AeicTBOBATb TO/IbKO B TOM C/ay4yae, ecam
B YKa3aHHoM VLAN otkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if)#

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32

173



HELTEX

Tabnunua 125 — KomaHabl pexxuma KoHdurypaumm nHtepoeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LLEHHOCTb MYTU Yepe3 AaHHbIN UHTepdelic ans
yKa3aHHbIx VLAN.
- cost — LeHHOCTb MyTw.

YcTaHaB/MBAET 3HAYEHMe, onpeaensemoe Ha OCHOBaHUMU CKOPO-
CTVM NOpTa U MeToAa ONpeAeneHns LEHHOCTU NyTU ANA yKa3aH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAuBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLLEM
nepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AnanasoHa C wWwa-
rom 16.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom
TCN pa3pelueH;
vlan_list: (1..4094)

3anpewaet npuem BPDU c pnarom TCN gns ykasaHHbIx VLAN.

PaspewaeT npuem BPDU c ¢pnarom TCN ana yKasaHHbIx VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKKOYEHA

dunbTpyer mMAM nponyckaet sxogalime Kaapbl PVST/RPVST-

BPDU.

- filtering — BkAOUUTL PUnbTPaumio;

- flooding — oTtkAtouMTL GUNBTPaLMIO.

V [AaHHaA KomaHAa AeicTByeT B TOM cayyae,

ecnm STP oTKAouYeH MM60 BKAKOYEH B 04HOM
u3 pexkumos: STP/RSTP/MST. Ecau BkaloueH
pexum PVST/RPVST, To gaHHas KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecam
B YKa3aHHoM VLAN oTkntoueH STP.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoOBbIWEHNA YCTOMYMBOCTH
N HaJEeXHOCTU CeTU nepenayun AaHHbIX, UMeIOLLEN KOJbLEBYO TOMOJIOTUIO, 33 CYET CHUMMKEHWUA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B Cayyae aBapuu. Bpema BoccTaHOBNEHWA He npeBbiwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPEMEHWN NEPeCcTPOMKU CETU NPU NCNONb30BaHUM NPOTOKO/I0B CEMEICTBA spanning

tree.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 126 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeilicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

CospaHwue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpol byaeT nepeaaBaTbes Cy*KebHaa nHbopmaLuma 1 ne-
pexos, B pexxum KoHdUrypauum KonbLa.

- vlan_id — Homep R-APS VLAN.

YaaneHune ERPS-konbua ¢ naeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B peXnume KoHPUrypaumm KoabLa:

console (config-erps) #

Tabnunua 127 — KomaHabl perknuma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[o6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inanasoH VLAN mMoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 MW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN 13 cnucka 3awmieHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaaneHums.

port {west | east}{

tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KOommyTaTOpa, BK/IOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbi6op RPL-nopTa KOMMyTaTOpa v €ro ponu.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KOMMmyTaTop byaer ABnsaTbca Bnagenouem RPL-
nopTa;

- neighbor — kKommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-nopra.

YpaneHve RPL-nopTta KommyTtaTtopa.

level level

no level

level: (0..7)/1

HacTpoiika ypoBHs coobueHuii R-APS. Heobxogumo ans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne GyHKUMOHNPOBAHUA KObLa.

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKonbLa AN9 AAaHHOTO KoAblia.
- vlan_id —Homep VLAN.

YaaneHve noAaKkonbLA.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANA 04MCTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoaKoAbLaA.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTaTopa Ha us-
MeHeHuWe B COCTOAHUN. BmecTo peakuun Ha cobbiTue BKtOYa-
eTcA Taimep, NO UCTEYEHUM KOTOPOro KOMMYyTaTop MHPOp-
MUpPYET O CBOEM COCTOAHMU. MpeagHasHa4YeH AnA yMeHblue-
HUA ¢yaa nakeTos Npu GaannuHre NOpTos.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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timer wtr value

no timer wtr

value:(1..12) M1H/5 MUH

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonbsyetrca ansa
nNpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUN U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYEHMA KobLa, Npu

-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.
no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.
switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-
east} -/no 610KnpoBaHue east (west).
no switch manual OTmeHa py4yHoW 61OKMPOBKU.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 128 — KomaHzabl perkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4YaHuo

KomaHoa

3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-
AHWUM YKa3aHHOTro KobLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoOW ¢yHKUMe npoTtokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa YNPaBAAIOLWMM KOMMbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHUM COBPaAHHON MHOOPMAUMM, HA YMPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NapaMeTpoB, TaK U ONUMOHA/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHoopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 129 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
no ymon4YaHuro
lidp run /paspelero Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTaTOPY UCNOAb30BaHWe NpoToKoa LLDP.

Onpegensert, Kak 4acTo yCTPOMCTBO ByAeT OTnpasaATb 06HOBNEHWE
nHbopmaumm LLDP.

lidp ti d
p timer seconas seconds: (5..32768)/30

cek

no lidp timer YcTaHaB/AMBAET 3HAYEHUE MO YMOIYAHMUIO.
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lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOICTBA, B Te-
YeHWe KOTOPOro HYXKHO yAep»Knsatb NpMHUMaemble naketbl LLDP
nepes ux cbpocom.

[aHHaa BeAnYmMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tamepa LLDP (lldp timer). Takum obpaszom, Bpems *u3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaatb nepes
NoBTOPHOW UHULManu3aunei LLDP.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolumm nepegadvamm
naketos LLDP, MHULMMPOBAHHbIMU U3MEHEHUAMMU 3HAYEHUN WU
cTaTyca B /IOKa/IbHbIX 6a3ax gaHHbix MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina
MeHbLue, yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneTt pexxum obpaboTkm naketoB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yKa3sbiBaeT, uto LLDP-nakeTbl GUALTPYIOTCA, €CAN NPO-
TOKOJ LLDP BbIKk/IlOYEH HAa KOMMYTaTOpE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl nepeaatoTcs, eCam npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYTATOpe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAuBaeT uncno nosTopeHunin PDU LLDP ana 6bicTporo 3a-
nycka, onpeaenaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
JINTUKA YCTPOMCTBA). [laHHbIM NapameTp ABAAETCA ONLMOHANbHbIM
ONA pacwmpeHma npotokosa LLDP MED.
- number — nopsaAKoBbIN Homep nNpasuaa network policy;
- application — rnaBHaA pyHKUMA, onpeseneHHan ans AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ans gaHHoro npasuna;
-tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnosblyemas AaHHbIM NPaBUIoMm.
- priority — npuopuTeT AaHHOIO Npasuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuio KommyTaTop byaer
oTtnpasnatb napametp DSCP 0.
V U3meHeHHne network-policy BO3mMOXHO TO/IbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHA NPUMEeHeHa.

Ypansaet co3gaHHoe npasuio ansa napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YcraHaBnauBaeTt MaKCUMaNbHYO CKOPOCTb Nepegayu yBe,a,omneHmﬁ
LLDP.

- seconds — nepuoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He 6onee O4HOro yseaoMNIeHUA.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdericos Ethernet:

console (config-if)#
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Tabnunua 130 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb30BaHWe B 060mX
HanpasaeHUAX.

Pa3pewaet nepegayy naketoB no npoTtokony LLDP Ha wuHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspelwaeT npvem nakeToB no npoTtokony LLDP Ha uHTepodeiice.

3anpewiaeT NnpMem NakeTos no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo ymon4yaHuio
onuuoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpegenseT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BK/IOYMTb OT OAHOFO A0 NATU OMNUMOHA/IbHBIX

TLV.
V TLV 802.3-power-via-mdi gocTynHa To/NbKO Ha yCTpOii-
CTBaxX C NoaAepKKoit PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuio
onumoHanbHoble TLV He
BKJIOYEHDI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B NepegasBaemblii LLDP-nakerT:

- pvid — PVID unHTepdelica;

- ppvid — po6asutsb/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — n06aBuTL/yAaNUTL ONpeseieHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymonyaHuio
ynpasnsowmii agpec
onpeaensetca
aBTOMATUYECKM.

OnpegenseT ynpasasatowWwmii agpec, ob6bABNAEHHbIN Ha WHTEp-
deiice.
- ip_address — 3apaeTcs ctaTuyeckuii IP-agpec;
- none — yKa3blBaeT, YTo afpec He 0bbABNEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastowmii agpec n3 scex IP-agpecos KommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
YyNpaBAsoWNA agpec, N3 CKOHPUrypMpoBaHHbIX a4PeCcoB 3a4aH-
HOro uHTepodelica.
Ecnn nHTepdelic ethernet unm nHtepdelic rpynnbl NOpPTOB NpU-
HagnexaT VLAN, To gaHHbI agpec VLAN He ByaeT BKAOYEH B
CMUCOK BO3MOXHbIX YNPaBAAIOLLNX a4 PECOB.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6GMpaeT HauanbHbIN IP-agpec U3 AnanasoHa AuHa-
V muueckux IP-agpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HauyanbHbIii IP-ag-
pec U3 guanasoHa BO3MOXHbIX cTaTuyeckux IP-agpe-
COB.

Ypansaert ynpasnatowmit IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymon4yaHuio oTnpaBKa
yBegomiennit LLDP
3anpetLeHa.

PaspeluaeT/3anpeLyaer oTnpaBKy yBegomaeHuit LLDP Ha uHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewgaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osaHune pacwimpeHma npotokona LLDP MED.

no lidp med network-policy

location, B KOMaHAY MOXHO BK/OYUTb OT OAHOMO 40 TPEX CneLmanbHbIX
inventory)/3anpelieHo TLV.
MCMo/b30BaHMe
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuno;
number: (1-32) - remove — yaanaeT npasuio;

- number — Homep npasuna.

Ypanset npasuno network-policy c gaHHoro uHtepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — apMUHUCTPATUBHbIV aApec YyCTPOMNCTBA;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM napameTpa MecTononoxKeHusa location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

%
%

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anOMWHaIOTCA UHAUBUAYANIbHO MOPTaMMU
rpynnbl, NPUHABWMMMK coobuieHun. LLDP oTtnpaBnaeT pas/inuHble cOO6BWEHUA Ha KaXKAbIA

Pabota npotoKkona LLDP He 3aBUCUT OT cOCTOAHMUA NpoToKona STP Ha nopty, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a610KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 131 — KomaHgabl perkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HaYMHaeT HOBbIM LMKA 06MeHa NakeTamu no npotokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauumn Bcex GpuU3MYeckmx uHTepdelicos
yCTponcTBa Mb0 3a4aHHbIX MHTEPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT KoOHbUrypaunmu pacwmpeHma npotokona LLDP — MED
4NA Bcex GUsnYecknx nHTepdeincos nnMbo 3agaHHbIX MHTEpPdeicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT LLDP-uHboOpmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.
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show lidp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

lMokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

MNokasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
gi_port: (1..8/0/1..48); | pabotaeT npoTokon LLDP.
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

lMoKasbiBaeT cTaTUCTUKY LLDP.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[pumepbl 8b1M0MHEHUS KOMAHO

YctaHoBUTb Ana nopta tel/0/10 cnepytowme tlv-nons: port-description, system-name, system-description.
Ons paHHoro uHtepdeiica gobasutb ynpasaawowmin agpec 10.10.10.70.

console (config) # configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if) # 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show 1lldp configuration

Hold Multiplier:

LLDP state: Enabled

Timer: 30 Seconds

4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnunua 132 — OnucaHune pesynbTaToB

lMone OnucaHue
Timer OnpeaensieT, Kak 4acTo yCTpoicTBO wneT LLDP-o6HOBNEHMA.
OnpegensieT BeanumHy Bpemenn (TTL, Time-To-Live) gns npuHMmatoLero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOro HYXKHO yAepPKUBATb NPUHMMaemble NakeTbl LLDP nepepg, nx copocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMSA, B TEUEHWE KOTOPOro NopT byAeT oXKuaaTh nepes
y nocbinKkol cnegytouiero LLDP-coobweHus.
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OnpegendaeT 3a4epKKy mexay nociaeayrowmmmn nepegadyamu LLDP-kagpos, MHULMKMPO-

Tx delay N

BaHHbIX U3MEHEHUAMM 3Ha4YeHU AMbBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuumn, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnncaHune cncTemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpeleHsl ysegomneHuma LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnunua 133 — OnucaHune pesynbTaToB

lMone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdmKaTOp NopTa cocemHero ycTpomncTaa.
System name C1cTeMHOE MMA YCTPOICTBA.
Capabilities [JaHHOe nosie onucbiBaeT TUN YCTPOICTBA:

B — MocrT (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HenssecTeH (Other).

System description OnucaHue coceaHero ycTpomcTBa.

Port description OnucaHMe nopTa coceaHero yCTpoucTBa.

Management address Appec ynpaBieHuUs yCTPOMCTBOM.

Auto-negotiation OnpegenseT, NoAAEPKUBAETCA I ABTOMATUYECKOE ONpeaesieHMe pexmma nopra.

support

Auto-negotiation status OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOro onpeaeneHns pexxmma
nopra.

Auto-negotiation OnpegsenseT penmbl, noaaeprkmpaemble GyHKLUMEN aBTOMATUYECKOrO onpeaeneHuns

Advertised Capabilities nopra.

Operational MAU type Pabouunii MAU-TUN ycTpoWcTBa.
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5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUKN ypOBHA
KaHana nepefayn [aHHbIX NPeacTasaatoT coboil MPOTOKOA MOHUTOPWMHIA COCTOAHWA KaHana. B atom
NPOTOKO/Ee ANA nepesadym MHPopMaLMM O COCTOAHUMN KaHana MeXay HeNocpeaCcTBEHHO NOAKNOUYEHHbIMM
ycTpoictBamu Ethernet ucnonbsytoTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO0/IKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexkume KOHPurypaumnm nHtepoericos Ethernet:

console (config-if) #

Tabnunua 134 — KomaHgbl pexxuma KoHdurypaumm nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

BKkatounTtb noagepky Ethernet OAM Ha nopty.

—/oTKNKOYEHO
no ethernet oam / OTKkAtounTb Ethernet OAM Ha KoHduUryprpyemom nopry.
ethernet oam link-monitor BKAtounTb noagepKKy «link-monitor».
supported
PP —/oTKA04eHO

no ethernet oam link-
monitor supported

BocctaHOBUTL 3HaYeHMe nNo YMOYaHUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBWTb NMOPOr KO/MMYeCTBa OWMBOK 3a yKasaHHbIM nepuog
(nepuopg, yctaHaBAuBaeTca KomaHaon ethernet oam link-monitor
frame window).

BocctaHOBUTL 3Ha4YeHMe No YMONYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam
link-monitor frame window

window: (10..600)/100
mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK A/ MOACYETa KOMYecTBa
owmnboK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YctaHoBUTb nopor ans  cobbitna  «frame-period» (nepuog
ycTaHaBnAuBaeTca KomaHzoi ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam
link-monitor frame-period
window

window:
(1..65535)/10000

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YctaHoBUTL nopor pgna  cobbitna  «frame-period» (nepuog
yCcTaHaBnuBaeTca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK ansa cobbitna «frame-
period».

BoccTtaHOBUTL 3HaYeHMe No YMONYaHUIO.

ethernet oam mode {active
| passive}

—/active

YCTaHOBUTb pexxum paboTbl npoTokona OAM:

- active — KommyTaTOp NocTosiHHO oTnpasasetr OAMPDU;

- passive — KoMMmyTaTop HaunHaet oTnpasaaTe OAMPDU TonbKO
npu Haanunum OAMPDU co BCTPeYHOM CTOPOHBI.
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no ethernet oam mode BoccTaHOBWTL 3HaYEHWE MO YMOYAHUIO.
ethernet-oam remote- BKNounTb NoanepKKy M 06paboTky cobbiTnin «remote-failure».
failure
—/BKAOYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-failure
ethernet oam BkAtounTb nopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKAOUYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKLUMIO OBHApyXKeHUs OAHOHANpPaBAEHHbIX CBA3eN
directional detection Ha 6a3e npoTokosa Ethernet OAM.
—/OTKAIO4YEHO
no ethernet oam BoccTtaHOBUTL 3HaYEHME NO YMONYAHMIO.
uni-directional detection
ethernet oam uni- Onpefenvte peakumio KOMMyTaTopa Ha OAHOHaMNpPaB/eHHYHO
directional detection action CBA3b:
{log | error-disable} - log — otnpaeka SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopta B coctonaHue «error-disable, 3a-
nncb B XypHan n otnpaska SNMP trap.
no ethernet oam BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
uni-directional detection
action
ethernet oam uni- BKNIIOUUTL arpeccuMBHbIN PeXUM onpenesieHns ofHOHanpaB/ieH-
directional detection HOW cBA3U. Ecan oT coceiHero ycTpoicTBa NepecTaloT NPpUXoaAnTb
agressive Ethernet OAM-coobueHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/OTKAOYEHO NEHHbIN.
no ethernet oam BoccTaHOBWTL 3HaYEHWE MO YMOYAHMIO.
uni-directional detection
aggressive
ethernet oam uni- YCTaHOBWUTbL BPEMEHHOW MHTepBan A/A onpeaesieHna Tuna ceasm
directional detection Ha nopry.
discovery-time time time: (5..300)/5 cex
no ethernet oam BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.
uni-directional detection
discovery-time

KomaHOwb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANS NPUBUNETMPOBAHHOMO MOAb30BaTeNd. Bug 3anpoca KoMaHAHOW

CTpOKM pexkuma privileged EXEC:
console#

Tabnnua 135 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet

i t(1.. 1..48);
gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

te_port | /
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hun:iredgigabitethernet hu_port: (1..8/0/1..32)
hu_port}]

Ounctntb cTatucTMKy Ethernet OAM pans yKasaHHOro WHTep-
deica.

show ethernet oam discovery
[interface {gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

OT06pa3unTb cocTosiHMe npoTokona Ethernet OAM pns ykasaH-
HOro MHTepodeiica.

te_port |
twentyfivegigabitethernet twe_port:
twe._port | (1..8/0/1..120);
~ N hu_port: (1..8/0/1..32
hundredgigabitethernet -P (1..8/0/ )
hu_port}]
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show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb CTAaTUCTUKY O6MEHa NPOTOKO/IbHbIMK COOBLLLEHMAMM
019 YKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb HacTpolikn Ethernet OAM ans yKasaHHOro uHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb COCTOAHME MEexaHU3Ma onpeaeneHna ofHOHanpas-
JIEHHbIX CBA3eN ANA yKa3aHHOro nHtepdeica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/oCcTaHOBKa yAafeHHOW MNEeTAM A/A YKa3aHHOTO MHTep-
delica.

[pumepbl 8b1N0AHEHUS KOMAHO

OTo6pa3utb cocTosHMe NPOTOKoNa A/1A nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address:
Vendor (oui) :

a8:f9:4b:0c:00:03
a8 f9 4b

Administrative configurations:

MIB retrieval:
Mtu size:
console#

PDU revision: 3

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

not supported
1500
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5.15.9 Hacmpoiika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuUMA pesepBMpoBaHMA, NpegHasHayeHHasa aaa obecneyeHWs HALEKHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt HaxoguTbca nHTepdelicol Ethernet u Port-channel. OguH 13
3TUX UHTepdencoB HaxoamnTca B 3ab6JOKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
cnyyae aBapum Ha BTOpom UHTepdodelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOM CTPOKM B peMMe KOHOUrypupoBaHua uHTepdenca Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 136 — KomaHabl pexkmma KoHbUrypmpoBaHua nHtepdeliica Ethernet, rpynnbsi noptos

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o yMoA4YaHuto
flex-link backup Bkntouaert flex-link Ha uHTepdelice n HazHayaeT BbIBpPaHHOMY MHTEp-
{gigabitethernet gi_port | deitcy ponb backup-untepoderica B flex-link nape.

tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port |

hundredgigabitethernet gi_port: (1..8/0/1..48);

hu_port | port-channel te_port: (1..8/0/1..4);

port_channel} twe_port:

no flex-link backup (1..8/0/1..120); BbikntoyaerT flex-link Ha MHTepdelice u yaansaeT BbIbBpaHHbIN UHTEp-
{gigabitethernet gi_port | hu_port: (1..8/0/1..32); | deiic u3 flex-link napbl.

tengigabitethernet te_port | port_channel (1..48)/-

twentyfivegigabitethernet

twe_port |

hundredgigabitethernet

hu_port | port-channel
port_channel}

flex-link preemption mode 3apaet aeicteme Npy NoAHATUM MHTepdeiica, ydacTeytoutero Bo flex-
[forced | bandwidth| off] link:

- forced — ecnmn nogHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, TO
OH CTaHeT aKTUBHbIM UHTepdelicom;

- bandwidth — npu nogHATUM UHTEpdElica aKTUBHBIM CTaHET UHTEP-
deic c 6onbLiei NPonyCcKHOW CNOCOBHOCTbLIO;

- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUM.

-/off

no flex-link preemption mode Bo3BpaluaeT 3HaueHne No ymoayaHuio.

flex-link preemption delay de- 3apaeT Bpemsa OT nepexosa OTKAKYEHHOrO NopTa B COCTOAHME «Up»,
lay No NPOLLECTBUMN KOTOPOTO BbINOHAETCA AeNCTBUE, YCTAHOBNEHHOE
delay: (1..300)/35 komaHgoli flex-link preemption mode.

- delay — nepuog BpemeHu, B CEKYHAAX.

no flex-link preemption delay Bo3BpalyaeT 3HauYeHUe No YMOHaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPoKK perkmma Privileged EXEC:
console#

Tabnnua 137 — KomaHabl pexkuma EXEC

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
show interfaces flex-link gi_port: (1..8/0/1..48); .
. .. - " | NokasbiBaeT KoOHPUrypaumio dyHKumK flex-link.
[detailed] {gigabitethernet te_port: burypaupio dyrku
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gi_port | (1..8/0/1..4);
tengigabitethernet te_port twe_port:

| twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port:
hundredgigabitethernet (1..8/0/1..32);
hu_port | port-channel port- port_channel: (1..48)
channel}

5.15.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuusa Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb CAyKebHble nNakeTbl
pasnuuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET MNPO3PayHO CBA3ATb
K/IMEHTCKME CEerMeHTbI CEeT.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHUYallLero ¢ 06opyaoBaHMem, Kagpbl
KOTOPOro HeEOBXOAMMO MHKAMCY/IMPOBaTb, U NepenaeT UX Ha APYro Takok e KOMMYTaTop, KOTOPbIn
OXKMOQEeT MHKANCY/IMPOBaHHbIE Kagpbl, @ 3aTem AeKancyaupyeT MX. ITO NO3BOAAET MNO/b30BaTENAM
nepegasaTb MHGOPMaALMIO 2-TO YPOBHA 4epe3 ceTb NpoBangepa. KommyTtatopbl npenocTaBaAatoT
BO3MOXHOCTb MHKAMCY/IMPOBaTb CNy*KebHble NakeTbl npoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecnn BkaounTtb L2PT ans npotokona STP, To kommyTatopsl A, B, Cn D 6yayT o6beanHeHbI B 0AHO
CBA3ylOLLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTaTop A He coeAMHEH HanpAMYI C KOmmyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Cetb
npoBangepa

[ [eou] ]

Switch 2

PucyHok 102 — Mpumep paboTbl dpyHKUuM L2PT
Anroputm paboTbl PyHKLMOHANA Creayowmit:
MHKancynauma:
1. Bce L2 PDU nepexsaTtbiBatoTca Ha CPU.
2. Noacuctema L2PT onpeaensaeTt L2-NpOTOKO/, KOTOPOMY COOTBETCTBYET NpUHATbIN PDU, U

NnpoBepsieT, BKAOYEHA NM Ha NOPTY, C KOToporo npuHAT 3ToT PDU, HacTpoitKka [2protocol-
tunnel ans gaHHoro L2-npoToKona.
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Ecnv HacTpoiika BK/oYeHa, To:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHeAupoBaHue, oTnpasasetca PDU-kaap;

— Bo Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHENUPOBaHWe, OTNpaBadeTcA
MHKancynnpoBaHHbii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:
— PDU-Kagp nepegaetcs B 06paboTYMK COOTBETCTBYIOLLErO NPOTOKONA.
Jekancynauua:

3. PeanusoBaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHauyeHus, 3afaHHbIM
npu nomouwm KomaHapl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAtOYaeTCs
TO/IbKO TOTZa, KOrga XxoTa 6bl Ha 04HOM NOPTY BKAOYEHA HacTpoiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. TMpwu nepexsate Nnaketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npotokon ana gaHHoro PDU no ero 3arosoBsky,
M MPOBEPAET, BK/OYEHA /IM Ha MOPTY, C KOTOPOro MPUHAT MHKaNCy/MpoBaHHbIn PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4€HaQ, TO:

—  MOPT, C KOTOpPOro bbl/1 NoyYeH MHKANCyAnpoBaHHbIM PDU-kagp, 6/10KMpyeTcsa c npuynHom
[2pt-guard.

Ecnn HaCTpOVIKa BbIK/1lOYEHA:

— BO Bce nopthl VLAN, Ha KOTOpbIX BKAKOYEHO TYHHE/NIWpOBaHWe, OTNpasBaAeTca
AeKancympoBaHHbIi PDU-Kagp;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHENUpOBaHWe, OTNpaBAAeTCcA
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnnua 138 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeilicmeue

I12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec Ha3HayeHUA Ana TYHHenMpyemblx Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no 12protocol-tunnel 01:00:ee:ee:00:00

address

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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JHELTEX
KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Ha uHTepdeiice, rpaHnuaLLEemM ¢ OKOHEYHbIM YCTPOUCTBOM, He nogaeprKusatowmm STP,
V DONXKeH bbITb OTKAIOUeH npoToKoa STP (spanning-tree disable) n BknoueHa punbrpauua
BPDU (spanning-tree bpdu filtering).

Bug, 3anpoca KOMaHOHOW CTPOKKU B pexkume KoHourypauum uHtepdeitca Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 139 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
o ymon4yaHuto

12protocol-tunnel {stp | BKAtoYeHWe pexxnma MHKancynaumm naketos STP BPDU.

lacp | lldp | isis-I1 | isis-I2

| pvst | cdp | dtp | vtp |
did

pagp | udid} -/BbIKOYEHO

no I2protocol-tunnel {stp | BbIKNtoYeHMe pexxmma MHKancynaumm naketos STP BPDU.
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

I12protocol-tunnel cos cos 3apaTb 3HavyeHune CoS ana 3anakoBaHHbIX PDU-Kaapos.

no I2protocol-tunnel cos cos: (0..7)/5 YctaHoBKa CoS B 3HAYEHME MO YMOJIYAHUIO.
12protocol-tunnel drop- HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kag-
threshold {stp | lacp | lidp poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MNOANEXKALLMX UHKAN-
| isis-11 | isis-12 | pvst | cdp cynaumn. Mpu npesbiweHnn nopora PDU ot6pacbisatoTca.
tlh‘::':r!o‘:;p | pagp | udid} treshold: (1..4096)/

BbIK/IOYEHO
no I2protocol-tunnel drop- OTKNIOYaET PEXKMM KOHTPOS CKOpOCTH BXxoaawwmx PDU-kagpos.
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
12protocol-tunnel HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
shutdown-threshold {stp | poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MNOANEXKALLMX UHKAN-
lacp | lidp | isis-11 | isis-12 cynaumu. Mpu npesbiWeHUW Nopora NopT byaeT nepeseseH B Co-
| pvst | cdp | dtp | vtp | ctosHue Errdisable (oTkntoueH).
pagp | udld} threshold treshold: (1..4096)/
no I2protocol-tunnel BbIK/1IOYEHO OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTM BXxoaAwmx PDU-Kagpos.

shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |
pagp | udid}

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 140 — KomaHgabl perkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuro

show I2protocol-tunnel OTobparkaeT nHbopmaymto L2PT ana yKasaHHOro uMHTepdeica
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); WUAW ANA BCex MHTepdeincoB, Ha KOTOPbIX BKAtoYeH L2PT, ecium uH-
tengigabitethernet te_port te_port: (1..8/0/1..48); Tepdeiic He yKasaH.
| twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..48)
hundredgigabitethernet
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hu_port | port-channel

group]

clear I2protocol-tunnel OuncTka ctatuctnkm L2PT ana ykaszaHHoro uHtepdeica nnm ana
statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTopbIX BKAtoYeH L2PT, ecaun nHutepdeiic
gi_port | He yKa3aH.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

[pumepebl 8b1M0AHEHUA KOMAHO

YcTaHoBUTb TyHHeNbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKatounTb otnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold 1 shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNIOUNTb peXkUM TYHHennpoBaHuA STP Ha nHTepdelice, yctaHoBUTL 3Ha4YeHMe CoS-naketos BPDU pas.-
HbIM 4, BKNHOUYMTb KOHTPOb CKOPOCTU BXOAALLMX NakeTos BPDU.

console
console
console
console
console
console
console
console

config) # interface tengigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlian 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4

config-if)# 12protocol-tunnel drop-threshold stp 40
config-if)# 12protocol-tunnel shutdown-threshold stp 100

~ o~ o~~~ —~

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLeHUid 0 cpabaTbiBaHUMKM TpUITepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbligeneHusa VolP-obopynosaHus B otgenbHyto VLAN. Ona VolP-
KaapoB MoryT ObiTb HasHauyeHbl QOS-aTpMbyTbl Ans npuopuTusaummn Tpaduka. Knaccudmkauma Kagpos,
OoTHocAlLMXCA K Kagpam VolP-obopyaoBaHua, 6asupyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHayeHue Voice VLAN pans noprta npoucxoaut
aBTOMaTMUYECKM — Koraa Ha nopT nocTynaet Kagp ¢ OUl s Tabaunubl Voice VLAN. Koraa nopT onpeaensetcs,
Kak npuHagnexawmi Voice VLAN — gaHHbIn nopT aobasnserca so VLAN Kak tagged.
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Voice VLAN npymeHuMm ans cnenytowmx CXem:

— VolP-0bopygoBaHMe HacTpamBaeTcsi, YTObbl paccbinaTh TErMPOBaHHble NakKeTbl, ¢ ID Voice
VLAN, HacTpOEeHHbIM Ha KOMMYTaTOpE;

— VolP-obopyaoBaHue paccblnaet HetermposaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepepa npucytcteyeT onuua 132 (VLAN ID), ¢ nOMOLLbIO KOTOPOW YCTPOMCTBO
aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapkuMpoBKu Tpaduka (Voice VLAN).

Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHua Heo6Xo4UMMO UCNOJb30-
Batb lldp-med noantuku nam DHCP.

Cnuncok OUl-npoussoauteneit VolP-060pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:EQ:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo3KeT 6bITb aKTUBMPOBAH Ha nopTax, paboTtatowmx B pexkume trunk u general.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (confiqg) #

Tabnuua 141 — KomaHabl pexkuma rnobanbHoN KoOHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMayT Ana nopTa, NpUHagexallero K voice-
timeout timeout: vlan. Eciu ¢ nopTa B TeyeHune 3ap,aHHo.ro BpeMeHM He bbiNo Kaa-
(1..43200)/1440 Egl:ocng:)JTla\./olP obopyaoBaHus, To voice vlan yaansertcs ¢ aaH
no voice vlan aging-timeout BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
voice vlan cos cos [remark] YcTaHaBAMBaEeT BbIXOAHYIO ovepeab Ansa Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM gns Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 coS. o
- remark — BKAtoyaeT nepeHasHayeHne CoS Ha yKasaHHbIM gnA
Tpadumka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
voice vlan id vian_id YcraHasnvsaet naeHtudumkatop VLAN gna Voice VLAN
no voice vlan id Ypansaet ugentuourkatop VLAN gns Voice VLAN
vlan_id: (1..4094) Ana ypanenua upeHtudukatopa VLAN Tpebyetca
V npeAaBapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCEX NopTax.
voice vlan oui-table {add oui | Mo3BonseT peaakTMposaTb Tabauuyy OUI.
remove oui} [word] word: (1..32) cumsonos | - oui —nepsble 3 6ail'|T§ MAC-agpeca;
- word — onucaHue oui.
no voice vlan oui-table Ynanser Bce nonb3oBaTtenbckmne nameHeHma OUI-Tabanubl.
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voice vlan oui-table auto-
learning

no voice vlan oui-table auto-
learning

-/BbIK/IOYEHO

MNo3BonAeTr BKAOUUTL aBTOMaTuyeckoe 3anonHeHuve OUI-

TabAnupbl Ha ocHoBe NPUHATBLIX LLDP.

/ Mpu ucnonb3oBaHUK ¢ port security BO3MOXKHa paborta
TONbKO B pexxume max-addresses.

BepHyTb 3HaUYeHME MO YMOAYaHUIO.

voice vlan secure mac-learning

no voice vlan secure mac-
learning

-/BbIKNOYEHO

YcTaHaBaAuBaeT 3anpeT Ha usydeHne MAC-agpecoB B HETermpo-
BaHHOM vlan, nepsble 24 6UTa KOTOPbLIX COBNAZAIOT C 3aNMCAMU
13 OUl-Tabaunybl Ha KOMMyTaTOpE.

BepHyTb 3HaUYeHMe MO YMOAYaHUIO.

voice vlan state {oui-enabled |
disabled}

no voice vlan state

-/BbIKIOYEHO

BkntounTb/oTKAOUMTL Voice VLAN.

BepHyTb 3HaYeHWE N0 YMOAYAHMIO.

Tabnnua 142 — KomaHgabl perkmma Privileged Exec

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show voice vlan type oui
[dynamic]

MokKaszaTtb KoHoUrypaumo GyHUKUMK voice vlan n OUl-Tabauuy.
- dynamic — oTobpaxeHune KoHourypauum GyHKumm voice vlan un
AnHamuyecknx 3anucent B OUI-Tabauue.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 143 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/OTKAOYEHO .
no voice vlan enable OtkntoyaeT Voice VLAN gna nopra.
voice vlan cos mode {src | all} BKAtoYaeT MapKMpPOBKY TpaduKa ana Bcex Kagpos, M60 TONbKO
-/src AN UCTOYHMKA.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

5.17 TpynnoBas agpecauua

5.17.1 ®yHKYyus nocpedHuKka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping ncnosb3yeTcs B CeTAX rpPynmnoBoM paccbiikv. OCHOBHOM 3agauvelt IGMP
Snooping sABnAeTcA NpefoCTaBNEHWE MHOFoOaZpPecHoro TpaduKka TOMbKO ANA Tex MOPTOB, KOTOpble

3anpocuau ero.

v

IGMP Snooping MoXeT MCNOo/1b30BaTbCA TONLKO B cTaTuecKoii rpynne VLAN. NMogaepusa-
oTCA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

' ' Yro6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii puabTpaumm “bridge multicast
e filtering” pomkHa 6biTb BKAOUeHa (cm. pasgen 5.17.2 MpaBuna rpynnoBoi agpecauum

(multicast addressing)).
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PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOFOQ4pPECHbIEe MapLIPYTU3aTOPbl, OCHOBAHO Ha

cneayowmx cobbITUaAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/Ia MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha NopTy;

— naketbl npotokona MRDISC npuHATbI Ha NopTy;
— naketbl npoTtokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpPTY.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 144 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

ip igmp snooping
Mo ymonuyanutio
dYHKLMA BbIKNOYEHA

no ip igmp snooping

PaspewaeT ucnonbsosaHue ¢yHKuun IGMP Snooping KommyTa-
TOpOM.

3anpewaet ncnosb3oBaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id
vlan_id: (1..4094)
Mo ymonuyanutio

dYHKLMA BbIK/OYEHa

no ip igmp snooping vlan
vlan_id

PaspewaeT ncnosb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM A/1A AaHHOro uHTepdeica VLAN.
- vlan_id — npeHTndurKaumoHHbIh Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢yHKUMKM IGMP Snooping KommyTa-
TOPOM A/1A AaHHOro uHTepdeica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet

te_port |

twentyfivegigabitethernet

e p‘(’m Igg vlan_id: (1..4094);
hundredgigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

hu_port | port-channel group}]
no ip igmp snooping vlian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

Peructpupyet rpynnosoit IP-aapec B Tabauue rpynnosoi agpeca-
LMW U cTaTuYeckun gobasnaet nuHtepdeicbl U3 rpynnbl AaA TeKy-
wet VLAN.

- vlan_id — npeHTnduMKaumnoHHbIh Homep VLAN;

- ip_multicast_address — rpynnosoii IP-agpec.

MepeuncneHne MHTepdencoB OCYLLLECTBNACTCA YEPEes «—» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp
vlan_id: (1..4094)
Mo ymonuyaHutio
paspelueHo

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

Paspewaet ana gaHHow rpynnbl VLAN aBTOmaTuyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbl MHOroafpecHble
MapLUpyTU3aTopbl.

- vlan_id — vaeHTuduKaumoHHbIN Homep VLAN.

3anpewaeT ana gaHHou rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHWe MOPTOB, K KOTOPbIM MNOAK/OYEHbl MHOroagpecHble
MapLIpyTU3aTOPbI.
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ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OnpepensaeT MOpT, K KOTOPOMY MNOAK/OYEH MapLUpyTM3aTop
MHOToaZpecHOM PaccblIkM AN 3agaHHoin VLAN.
- vlan_id — vaeHTnduKkaumoHHbIM Homep VLAN.

YKasbIBaeT, YTO K MOPTY He MOAK/IOUEH MAPLUPYTU3ATOP MHOrO-
afpeCcHO PaccbINKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha onpeaeneHne nopTa (cTaTuyecku, au-
HaMMWYeCKM) KaK NopTa, K KOTOPOMY NOAKNOHYEH MapLUPYyTU3aTOp
MHOT0aZpeCcHOM PACcCbIIKM.

- vlan_id — npeHTdrKaumoHHbIh Homep VLAN.

CHMMaeT 3anpeT Ha onpegeneHne NopTa Kak nopTa, K KOTOPoOMy
MOAKNOYEH MApLUPYTU3ATOP MHOMOAAPECHOM PaCcChbIIKM.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/BblAaya 3anpocos

BKntouaeT noanep KKy Bbl4aum 3anpocoB igmp-query KoMmyTaTo-
pom B gaHHon VLAN.

OTKAKOYaeT NoAAepKKY Bbl4auM 3aMpoCcoB igmp-query KoMmyTa-

. R OTK/ItOYEHa .
vlan_id querier TOpoMm B AaHHoM VLAN.
ip igmp snooping vlan vian_id YcTtaHaBnauBaet Bepcmio IGMP-npoToKOAa, HA OCHOBAaHUM KOTO-
querier version {2 | 3} pov 6yayT dopmuposaTtbeca IGMP-query 3anpochl.
-/IGMPv2

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpepensetr ucxofHblit IP-agpec, KoTopbit ByaeT mcnosnbso-
BaTbcA IGMP querier-om. Querier — ycTpoicTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymonyaHuto. Mo ymonyaHuio ecnm
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntouaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTndurKaumoHHbI Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopbli byaeT nponsseneHa 3ameHa
SRC IP.

3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report nponssoauTtbea He 6yaer.

OTkntovaeT 3ameHy IP-agpeca uctoyHmKa B naketax IGMP report
B 3a4aHHOM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HauaeT, 4To NopT A0/1KEH ObITb HeMea/IeHHO yaaneH u3
rpynnsl IGMP nocne nonyyeHus coobuieHmsa IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT T0/IbKO B TOM
cnyyae, Koraa BCe NOAKNOYEHHbIe K JaHHOMY MOpTy NOAb30Ba-
TeNn OTNMCANNC OT rPpynnbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuK Source MAC-aapecos B 3aronoskax IGMP-report’os);
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no ip igmp snooping vlan
vlan_id immediate-leave

OTKAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

Bkntountb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwm
BK/IOYEHMM 3TOM YHKUMM KOMMYyTaTop Ha npuwegwue IGMP
query 6yaeT oTBeyaTb OT cBoero umeHu. Knmentckue IGMP report
npv aTom oTbpacbiBatoTCA.

- version — yctaHasnvBaeT Bepcuto IGMP gna oTnpaBKu nakeTos.
Mo ymonyaHuio Bepcua onpenenseTca no npuwlealeMy Ha Kom-
myTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS oS

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBauBaeT 3HayeHue CoS ana ucxodawmx B nopt
mrouter IGMP-coobuweHunii B ykazaHHoM VLAN.

- vlan_id — naeHTMdUKaumoHHbIM Homep VLAN;

- c0s — Knacc obcnyKmMBaHuA.

YcTaHaBauBaet 3HayeHne CoS ana ncxoaawmx B nopt mrouter
IGMP-coobueHnit B ykazaHHOW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bua, 3anpoca KOMaHAHOW CTPOKM pexnma KoHpurypaumm VLAN:
console (config-if) #

Tabanua 145 — KomaHabl perkmuma KoHourypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3HaYeHue ycTonumnsoctm gns IGMP.
Ecnv Ha KaHane HabnogaeTca NoTepsa AaHHbIX, 3HAaYeHMe YCTOM-
YMBOCTU JOKHO BbITb YBEINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTtaHaBauBaeT Taﬁw\ayT, Nno KOTOpOMY CUCTEMA OTNPaBANAET OC-
HOBHbI€ 3anpoCbl BCEM YHaCTHUKaM rpynnbl MHOFOB,CI,peCHOI‘;I ne-
pefadun ana NnpoBepkn NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMMaibHOe BpeMs OTBETa Ha 3anpoc.

no ip igmp YcTaHaBAMBaeT 3HaYeHMe Mo YMONYAHWIO.
query-max-response-time
ip igmp YcTaHaB/IMBaET KOIMYECTBO 3aNPOCOB, NMOC/E PACCIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTATOp OnpeaenfeT, YTO Ha AaHHOM MOPTY HET XKenakwmx

count nepemeHHoi y4yacTBOBaTb B MHOroaApecHom paccbliike.
no ip igmp robustness YcTaHaBMBaeT 3HaYeHWE N0 YMONYAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTePBa 3anpoca 4/ NOCNeAHEro y4acTHUKa.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAUBaeT 3HaYeHue no YMOYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YCcTaHOBUTb Bepcuio NpoTokona IGMP.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicosg) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHbUrypaumnm nHtepdeica:

console (config-if) #
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HELTEX

Tabnuua 146 — KomaHap! pexxmma KoHopurypauum nHtepoeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexxmme «access».

’ DOna paboTbl AaHHOW GYHKUMM TpebyeTca BKAKOYe-
- Hue ip igmp snooping He ToNbKO rnobanbHO U B
Multicast VLAN, HO u B KaneHTckux VLAN.

BbikntouaeT nepeHanpasneHme IGMP-3anpocos ¢ KNMeHTCKUX
Vlan B Multicast Vlan ana nHtepdeiica B pexunme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YY4aCTHMKOM KOTOpbIX ABAfeTca nopt, B Multicast VLAN gna
MHTepodeiica B pexkume «trunk». Multicast-Tpaduk nepepna-
eTCA Ha NOPT HETEerMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NapameTpa tagged. MapameTp tagged yKasbiBaeT Ha
TO, 4uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAfeTcA nopt, B Multicast VLAN gna
nHTepoelica B pexxume «general». Multicast-Tpaduk nepepa-
€TCA Ha NOPT HETErMpoOBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT Nnapametpa tagged. MapameTp tagged yka3sbiBaeT Ha
TO, uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B8 Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinku B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 147 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPopmaLuio 06 U3yYyeHHbIX MHOroaApPecHbIX
MapLIpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHbopmaumio IGMP-snooping ana AaHHOrO UHTEp-
deica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPopMaLmio 06 U3y4eHHbIX MHOFOAAPECHbIX rpyn-
rax, y4acTBYHOLMX B rPYNMoBOI pacchiike.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cootseTcTBUii mexay VLAN obopyaosa-
HWA, YCTAaHOBAEHHOro y nonb3osatensa, U VLAN gna Tenesewia-
HUA.
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[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. Ona VLAN 6 paspewmnTb aBTOMaTM4YecKoe pac-
Nno3HaBaHWe MopToB, K KOTOPbIM MOAKNOYEHbI MHOTO3ApecHble MapLIpyTU3aTopbl. YBEANYUTb 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPEMA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(

console
console

console
console

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoeoii adpecayuu (multicast addressing)

,ﬂ,aHHblﬁ KNacC KoOmaHA npeaHasHaydeH AnAa 3a4aaHnAa npasun rpynnoaoﬁ agpecaunn B CeTU Ha

KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepapetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPurypaumm nHtepoerica VLAN:

console (config-if) #

Tabnnua 148 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva4-src-group}

no bridge multicast mode

-/mac-group

3a4aeT pemm rpynnoBoi nepesaymn AaHHbIX.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroagpecHas nepezaya c TMnom ¢puabTpaLum, oc-
HoBaHHbIM Ha VLAN 1 agpece npuemHunka B popmare I1Pv4;

- ip-src-group — MHoroapecHan nepegavya ¢ TMNOM GUAbTPaLUM,
0oCHoBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare I1Pv4,

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[Oobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnosoit agpeca-
LWV U CTaTUYECKK f06aBnAeT uau yaanset uHtepdeiico! U3 rpynnsbl.
- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — IP-aapec MHOroagapecHOM paccbiiku;

- add — pobaBnsaeT cTaTMyeckyto Nognucky K rpynnosomy MAC-aa-
pecy amanasoHa Ethernet-nopTos uau rpynn noptos.

- remove — yaanfeT cTaTMYecKyto Noanucky K roynnosomy MAC-aa-
pecy.

MepeuncneHve MHTepPdENCcoB OCYLLLECTBAAETCA YEPES «—» U «,»

Ypansaet rpynnosoit MAC-agpec n3 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NOAK/IYEHME HACTpanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroagpecHoOMn paccbiiku;

- add — go6asneHune nopTa/NOPTOB B CNUCOK 3aMpeLLEHHbIX;

- remove — yzaseHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIX. Me-
peuncneHve MHTePdEncoB OCYLLECTBNAETCA YEPes «—» U «,»
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no bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address }

YpanseT 3anpelyatowee npasuao gaa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyanumo
nepegava Bcex
MHOroaZpecHbIX
MaKeToB 3anpelLleHa.

PaspeluaeT nepesayy BCEX MHOrOaZPECHbIX MAKETOB Ha NopTy.
-add — gob6aBnset nopTbl/06begMHEHHbIE NOPTLI B CMMCOK NMOPTOB,
[ON191 KOTOPbIX pa3pelleHa nepegaya BCeX rpynnoBbIX NaKeTos;

- remove — y6upaeT rpynny noptos/o6beaMHEHHbIX NOPTOB U3 pas-
peluatoLLero npasuna.

MepeuncneHve MHTEPGENCOB OCYLLLECTBAAETCA YEPES «—» U &, .

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHuio noptam
He 3anpeLieHo
AVHAMMUYECKM

npUcoeanHATLEA K
MHOroaapecHom
rpynne.

3anpeLLaeT NopTy AMHAMUYECKU A06aBAATLCA K MHOroaApecHoi
rpynne.

-add — nob6aenser nopTtbl/06beAUHEHHbIE NOPTbI B CMUCOK NOPTOB,
[AN151 KOTOPbIX 3anpeLLeHa nepesaya BCeX rPYNMoOBbIX MAKETOB;

- remove — y6upaert rpynny noptos/06beAMHEHHbIX NOPTOB U3 3a-
npeLatoLLero npasuna.

MNepeuncneHme nHTepdENCoB OCYLLECTBASETCS YEPES K—» U &, ».

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyert IP-agpec B Tabsvue rpynnosoit agpecaumm u cratu-
yecku gobasnset/yaanaet uHtepoeicol U3 rpynmb.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — gobasnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHne NHTePHENCcoB OCYLLECTBAACTCA YEpes «—» U «,».

Ypanaet rpynnosoit IP-agpec 13 Tabaunupl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NopTy AMHAMUYECKU A06aBAATLCA K MHOroaapecHom

rpynne.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — go6asneHune NopTa/NMOPTOB K CIUCKY 3aMNpeLLeHHbIX;

- remove — yaaneHune nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncieHve MHTEPdENCOB OCYLLECTBAAETCA YEPes «—» U «,»
Mpexxae uem onpeaenuTb 3anpelleHHble NOopTbl,
rpynnbl MHOrOaZApPEeCcHO PaccblIKU AO/MKHbI 6bITb 3ape-
rMCTPUPOBaAHDI.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast source
ib_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT COOTBETCTBME Mexay IP-aapecom nosnb3osatens u
rpynnoebiM agpecom B Tabmue rpynnoBoi agpecaumu, U ctaTuye-
cKu gobasnsaet/yaanaer nHTepdencol U3 rpynno.

- ip_address — ncxogHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — gob6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTtb NopTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.
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bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBnvBaeT 3anpeT Ha pobasneHue/yaaneHWe COOTBETCTBUA
mexay IP-agpecom nonb3osaTens W rpynnosbiM afpecom B Tab-
JMLe rpynnoBoi agpecauun ana onpeaeneHHoro nopra.

- ip_address — vcxopHbii IP-appec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha gobasneHne nopta B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaseHne nopTta U3 rpynnbl ncxogHoro IP-
afpeca.

BoccTaHaBnvMBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3afaeT pexum rpynnoBoi nepepaun gaHHbix ansa IPv6-nakeTtos
MHOr0aZpecHOM PaccblIKu.

- mac-group — MHOroagpecHasa nepeaaya, ocHoBaHHaa Ha VLAN un
MAC-agpecax;

- ip-group — mHoroaZpecHasa nepegaya c TMNom ¢GuabTpaLmm, oc-
HoBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv6;

- ip-src-group — MHoroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUM,
ocHoBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosow IPv6-agpec B Tabnuvue rpynnosoit agpe-
cauuu, v ctaTyeckn aobasnset/yaanset nHtepdeicol U3 rpynnbl.
- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHne NHTePHENCoB OCYLLECTBAACTCA YEPEe3 «—» U «,».

Yaansaet rpynnosoi IP-agpec us Tabanubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/YEHWE HACTPaMBAEMOro NopTa/nopTo. K rpyn-
nosomy IPv6-aapecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asneHne NopTa/MOPTOB B CMMCOK 3aMpPeELLEHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNMUCKa 3anpeLLeHHbIX.
MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPES K—» U «,»

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6 source
ipv6_address group
ipbv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YctaHaBauBaeT cooTBeTcTBMe Mmexay IPvb-agpecom nonb3osaTtens
W rpynnoBbiM agpecom B Tabauvue rpynnoBow agpecaumm, u cTatu-
uecku pobasnset/ynanset untepdeicsl U3 rpynno.

- ipv6_address — vcxoaHbiv IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gob6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTtb NOpTbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHWIO.
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bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBnvBaeT 3anpeT Ha gobasBneHue/yaaneHWe COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens v rpynnosbimM aapecom B Tab-
ivue rpynnoBoi agpecauun Ana onpeaeneHHoro nopra.

- ipv6_address — vcxopHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- add —3anpet Ha gobasneHune nopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yaaneHune nopTa u3 rpynnbl ucxoaHoro IPvé-
agpeca.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHMIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port

| port-channel group |

console (config-if)#

twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}}

Tabnunua 149 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpPaBMAO Nepeaayn nakeToB € He3aperncTpupo-
BaHHbIX rPYNMoBbIX a4pecos.

- forwarding — nepepaBaTb HesaperucTpuMpoBaHHbIe MHOroaa-
pecHble naKkeThbl;

- filtering — dunbTpPOBaTL HE3aPETUCTPUPOBAHHDBIE MHOTOAAPEC-
Hble NakKeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaLmm:

console (confiqg) #

Tabnnua 150 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BratouaeT GMAbTPaLMIO rPYNnoBbIX 3 pecos.

OTKAoYaeT GUAbTPALMIO rPYNNOBbIX a4PECoB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyH[,

3apaeT Bpems xpaHeHna MAC-agpeca B Tabauue rnobansHo.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BKJ/IIOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAOUNTb M3yyeHne MAC-agpecos B saHHOM VLAN.
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mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

Lob6asnaet ncxogHblit MAC-aapec B Tabaunuy rpynnoBoi agpe-
caumu.

- mac_address — MAC-appec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXHO yAanuTb TONbKO C
nomoulblo KoMaHabl no bridge address;

- delete-on-reset — gaHHbIN agpec yaanuTca nocne nepesa-
rPy3KW yCTPOMCTBA;

- delete-on-timeout — gaHHbIM agpec yaanuTca no Taim-ayry;
- secure — [aHHbIV agpec yAaNuTCA TONbKO C MOMOLLbIO KO-
MaHgpl no bridge address nnv nocne Bo3spateHna nopTa B pe-
UM 06y4eHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0XFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegaenseT aeicTeme 414 NAKETOB MHOrOAAPECHOM PacChblNKK
C 3ape3epBMPOBAHHOrIO aapeca.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ethtype — Tvn naketa Ethernet v2;

- sap —™vn naketa LLC;

- pid — Tvin nakeTta LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepatoTca B pexxume bridge.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 151 — KomaHab! pexxunma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypander cratMyeckue/avHamuyeckMe 3anucu M3 Tabauubl
rpynnoBow agpecaumu.

- dynamic — yaaneHve guHamMUYecKunx 3anucen;

- secure — yaneHune CTaTU4eCKMX 3anucei.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>
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Tabnunua 152 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbliBaeT Tabanuy MAC-afpecoB Ans ykasaHHOro uHTepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmMoTp TONbKO ANHAMMUYECKMX 3anucei;

- static — npocmoTp ToNbKO cTaTMYECKKX 3anuceit;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIX 3anucei;

- vlan_id — vaeHTndUKaumMoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sbiBaeT KoanyecTBo 3anuceit B Tabanue MAC-agpecos gns
yKasaHHoro nHtepderica iMbo ansa Bcex MHTephencos.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabamLy rpynnoBbIX agpecos AN YKa3aHHOro UHTep-
devica nmbo Bcex uHTepdeiicos VLAN (KomaHAa [OCTYMHA TONbKO
AN TPUBUNETMPOBAHHOTO NO/b30BATENSA).

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-aapec UCTOYHMKa;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MokasbiBaeT TabanuLly cTaTUHECKMX FPYnnoBbIX afpPecoB ANA yKa-
3aHHOro UHTepodelica 1Mbo Bcex HTepdericos VLAN.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-aapec UCTOYHWMKa;

- ipv6_source_address — IPv6-agpec UCTOYHWMKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nosnHoM TabanLbl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

Moka3biBaeT KOHOUrypaumio GbunbTpa rpynnosbIX afpecos A/s
yKasaHHoro VLAN.
- vlan_id — npeHTMdMKaunoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3biBaeT KOHOUrypaumio GunbTpa ANS He3aperucTpupoBaH-
HbIX FPYNNOBbLIX a4pPecos.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MOKa3biBaeT PeXnm rpynnosoi agpecaumu Aaa YKasaHHOro MH-
Tepoelica nmbo Bcex HTepoeiicos VLAN.
- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

show bridge multicast
reserved-addresses

OTto6bparkaeT NpaBuaa, yCTaHOBAEHHble ANA rPYNnoBbiX 3apesep-
BUPOBAHHbIX a4 PECOB.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,

201

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX
Hpumepbl 8blMNo/IHEeHUA KOMGHG

BKNOUNTE GUNBTPALUIO TPYNNOBbLIX 34PECOB KOMMYTAaTOPOM. 3a4aTb Bpema xpaHeHuAa MAC-agpeca 400
CEeKYHA, pa3pewmnTb nepesavy He3aperncTtpupoBaHHbIX MHOrOaApecHbIX NaketoB Ha 11 nopty KommyTa-
TOpa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.17.3 MLD Snooping — npomoKos KOHMponsa MHo2oadpecHo2o0 mpaduka e IPve

MLD Snooping — MexaHM3M MHOroafpPecHoOM  pPacCblIKM  COOOLLEHWI,  NO3BONAIOLLNIA
MWHMMU3NPOBATb MHOTOAAPECHbIM TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (confiqg) #

Tabnuua 153 — KomaHabl rnobanbHOro pexmnma KoHdurypauum

3HayeHue/3HayeHue

KomaHoa Aelicmeue
Mo ymon4aHuio
ipvé mld snooping [vlan BkntoyaeT MLD snooping.
vlan_id] vlan_id: (1..4094)
no ipv6 mid snooping [vlan -/BbIKNIOYEHO OtkntoyaeT MLD snooping.
vlan_id]
ipvé mld snooping vlan vian_id Pernctpupyert rpynnosoit IPv6-agpec B Tabauvue rpynnosoi agpe-

caumu u ctatmyeckn gobasnnet/yganaet uHtepdeiicsl U3 rpynnbi
ana Tekywen VLAN.
- ipv6_multicast_address — rpynnosoii IPv6-agpec;

static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:

:;:r:irtﬁlve N (1..8/0/1..120); MepeuncnexHme MHTEPGENCOB OCYLLECTBAETCA YEPEs «—» U «,».
yiivegle hu_port: (1..8/0/1..32);

twe_port | roup: (1..128)

hundredgigabitethernet group:{L..

hu_port | port-channel group}]
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no ipvé mld snooping vlan
vlan_id static
ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnseT npasuo, 3anpeLLatollee NopTamM U3 CNUCKa PerncTpm-
poBaTbCA Kak MLD-mrouter.

Ypanaet npasuo, 3anpellatowiee nopTam M3 CNMcKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3y4yaTb NoOpTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyaTtb nopTbl, NOoAKAOYEHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[ob6asnser cnMcok mrouter-nopTos.

Ypanaetr mrouter-noptbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNIOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyuiel
VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwien
VLAN.

ipvé mld snooping querier

no ipv6 mid snooping querier

-/BbIK/IOYEHO

BK/toyaeT noAaep KKy Bbl4aum 3anpocoB igmp-query.

OTKAoYaeT NoAAepIKKY BblAaun 3anpocos igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnsl nopmos, UuHmepgetca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopToB u nHTepdeica VLAN:

console (config-if) #
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Tabnunua 154 — KomaHab! pexkuma KoHurypaumm nHtepdeiica (aAmanasoHa nHtepdeiicos) Ethernet, uHTtep-
demca rpynnbl noptos, nHTepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MUANCEKYHA,

3a4aeT MaKCMMasibHYIO 3afiepXKy OTBeTa Moc/iedHero useHa
rpynmnbl, KOTOPas MCMO/b3yeTcA A/1A BbIYMCNEHUA KOAa MaKCu-
ManbHOM 3aaep»KKku oteeTa (Max Response Code).

BocctaHaBnmBaeT 3HaveHue no YMONYaHULO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HayenHne
nepemeHHomn
robustness

YcTaHaB/MBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCIIKU KOTOPbIX,
KOMMYTaTOp ONpeaenfeT, YTO Ha AaHHOM NOPTY HET KeNatoLmx
y4acTBOBaTb B MHOTOAPECHOW PaccbliiKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CEeKYHA

3apaeT MHTepBan paccblikn 0cHoBHbIX MLD-3anpocos.

BoccraHaBnnBaeT 3HaYeHMe NO YMONYAHMIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3afaeT MaKCMMasibHYHO 3aEePXKKY OTBETA, KOTOPasA UCMONb3yeTcA
AN BbIYUC/IEHUI KOLA MaKCUMa/IbHOM 3a4ePKKM OTBETa.

no ipvé mid CeRYHA BoccTaHaB/MBaET 3HaYEHME N0 YMONYAHMIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe Ko3dpPpuuMeHTa 0TKa3oyCTOMUYMBOCTU.
Ecnv Ha KaHane HabaogaeTca NoTepa AaHHbIX, KO3GPULMEHT OT-
value: (1..7)/2

no ipvé mld robustness

Ka30yCTOMYMBOCTU A0/IKEH ObITb yBEANYEH.

BoccTaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

YcTaHaBAMBAET BEPCUIO MPOTOKO/A, AEUCTBYIOWYO Ha AaHHOM
nHTepoelice.

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHMIO.

KomaHOwb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 155 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipbv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTob6parkaeT MHGOPMALMIO O 3aPEerncTPUPOBAHHBIX Fpynnax B Co-
OTBETCTBMM C 3a4aHHbIMM B KOMaHZe napameTpamu GuabTpaLmu.
- ipv6_multicast_address — rpynnosoit agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHUKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeT nHdopmaumtio o KoHoburypauum MLD-snooping ans
naHHol VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobpakaeT MHPopmaLmio 0 mrouter-noprax.

5.17.4 ®yHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotca gna yaobHON HACTPOMKM OrpaHuMuYeHus

NPOCMOTPA ONpeAeneHHbIX FPynn MHOrOaLPECHOMN PACCHIIKM.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabnunua 156 — KomaHabl perknma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CUMBO/I0B

Mepexopn, B pexxnum KoHourypaumm multicast-npodpuns.

Ypanutb ykasaHHbIM multicast-npopune.
Multicast-npodunb moxet 6bITb yaaneH ToNbKo no-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTtopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnuua 157 — KomaHabl pexnma KoHdurypaumm multicast-npoduns

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BanmaHbIn mul-
ticast-agpec;
high_ip: BanuaHbIi mul-

3agaeT cooTBETCTBME NPOPUNA YyKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanaer cootsetctBuMe Mpodunaa ykasaHHOMY AmanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbiit IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BannaHbil IPv6 | 3amaeT cooTseTcTBME NPOdUNA yKasaHHOMY Anana3oHy IPve mul-
[high_ipveé] multicast-agpec; ticast-agpecos.

Ypansaer cootsetctBuMe Npoduaa ykasaHHOMY AuanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AMana3oHOB,
IGMP-report 6yayT nponycKaTbes.

B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX 4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 158 — KomaHabl pexkruma KoHourypaumm nHtepdelica (amanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHuM4MBaEeT KONMYECTBO OAHOBPEMEHHO MpPOCMaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

CHMMaeT orpaHuyeHve Ha KOAMYecTBO OLHOBPEMEHHO Mpo-
CMaTpUBaeMbIX rpynn Ans uHTepoelica.

multicast snooping add
profille_name

profile name: (1..32)

MpuBA3biBaeT yKasaHHbIM multicast-npodunb K uHTepdeiicy.

multicast snooping remove CMMBO/0B YaanaeT cootsercteMe multicast-npopuna (Bcex multicast-
{profille_name | all} npoounei) uHtepoeicy.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 159 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
show multicast snooping OTo6parkaeT MHGOPMaALMIO ANA BCEX NMOPTOB O TEKYLLEM KO-
groups count - INYeCTBe 3aperMcTPMPOBaHHbLIX FPYNM, a TaKKe MaKcumasb-
HOe BO3MOXHOE KO/IMYecTBO.
show multicast snooping profile name: (1..32) OTobparkaeT nHpopmaumio o multicast-npodunsax, Kotopbie
profile [profille_name] CMMBO/IOB 6b1 I CKOHOUTYPUPOBaHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocoe IGMP

JaHHbIA MexaHM3M NO3BONAET NPON3BOAMTb aBTOPU3aLLMIO 3anpocoB NpoTokona IGMP ¢ nomoubio
RADIUS-cepBepa. [na obecrneyeHna HaZeXKHOCTM W pacnpefesieHUss HarpyskM MOXKeT UCMo/1b30BaTbCs
Heckosibko RADIUS-cepBepoB. Bbibop cepBepa A4n1A OTNPaBKM O4YepeaHOro 3anpoca aBTopu3auuun
NpPoOMCXoauT caydaHbiM obpasom. Ecnm cepsep He OTBETU/, OH MOMEYAETCA Kak BPEMEHHO Hepabouunit, u
nepecrtaeT y4aCTBOBaTb B MeXaHM3Me Onpoca Ha onpegesieHHbli Nepuod, a 3anpoc OTCblIAeTcs Ha
cneayrowmii cepsep.

Mony4yeHHble aBTOPM3AUMOHHbIE JaHHblEe XPAHATCA B K3W-MNAaMATM KOMMYyTaToOpa B Te4yeHue
33[aHHOTO Nepuoaa BpemMeHu. ITo NO3BOJIAET YCKOPUTb NOBTOPHYO 06paboTky IGMP-3anpocos.

MapameTpbl aBTOPM3aLUM BKAOYAIOT B cebs:

=  MAC-agpec KNIMEHTCKOro YCTPOMCTBA;
"  WpeHTnudUKaTop NopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

= PeweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KOMaHAHOWM CTPOKM peXxmnma rinob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnuya 160 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaEeT Bpema XM3HM B Kawe. Ecnv 3HayeHue
tion cache-timeout timeout PaBHO HY/IO — OTCYET BPEMEHW }KMU3HU OTKAKOUEH (3anuch

timeout: (0..10000) He yAanfaeTcs Co BpeEMeHeM).

— - - MunH/0
no ip igmp snooping authori-

. . YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#
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Tabnuua 161 — KomaHap! pexkxmuma KoHoUrypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

multicast snooping
authorization radius
[required]

Bkntouaet aBtopusauuto 4vepe3s RADIUS-cepsep. Ecaum
YKasaH napameTp required, To B ciydyae HegoOCTYMHOCTH
Bcex RADIUS-cepBepos IGMP-3anpocbl MTHOPUPYHOTCA.

-/OTKNIOYEHO B npoTtnBHom cnyyae IGMP-3anpoc 6yaer obpaboTtaH
Jae Npu OTCYTCTBMM OTBETA CEPBEPA.
no multicast snooping OTKNloYEeHMe aBTOpM3aLLUN.
authorization
. . BktoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
multicast snooping
. . . Ha nopty Ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
authorization forwarding-first
OTBETa OT CepBepa B C/y4yae MNOJIOKMUTENbHOINO OTBETa
noAnucKa OcCTaeTcs, B C/lyyae oOTpULATENbHOrO —
-/OTKAIOYEHO

no multicast snooping
authorization forwarding-first

yOanaeTcs, ecnv AONOJIHUTENIbHO HAcTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

KomaHOb1 pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUNETMPOBAHHONO MO/b30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 162 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT cogeprKMmoe Kala asTopusaunmn IGMP.
Ecnn B KOmaHA4e yKasaH UHTepdelic — To oTobparkatoTca
TONbKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
YKa3zaHHOM uHTepdeiice.

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OumLaeT K3l aBTopU3aLUM.

Echu B KOMaHAe yKasaH MWHTepdeic — Kaw-3anucu
OUMLLAIOTCA ANA YKa3aHHOTo MHTepdeiica.

Ecnv uHTepdeic He yKasaH — K3l OYMLLAETCA NOHOCTbIO.

5.18 MapuwpyTt1usauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKko/ MHOroagpecHon maplpyTtusaumnm ana IP-ceteld, cosgaHHbIN Ana peweHusa npobaem
rpynnoBon mapLipytmsaumu. PIM 6asmpyeTca Ha TPaAMUMOHHbBIX MapLUPYTHbIX NPOTOKOAAxX (Hanpumep,
Border Gateway Protocol), Bmecto Toro, 4tobbl co3gaBaTb CO6CTBEHHYIO ceTeByk Tonosaornio. PIM
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ucnonb3yet unicast-tabauuy MaplpytusaumMm ans nposepku RPF. 3ta nposepKa BbiNoaHAETCA
MapLLpyTU3aTopamu, 4tobbl y6eamuTbes, YTo nepesada MHOroaApecHoro TpaduKka BbIMOAHAETCA NO NyTH
6e3 netensb.

v/

RP (rendezvous point) — To4yka paHAeBYy, Ha KOTOpoW OyayT pPerucTpmpoBaTbCA WCTOUYHWUKMU
MHOTroaApecHbIX MOTOKOB M CO34aBaTb MapLUpPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

PIM B VRF peanusosaH ana IPv4.

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, opmMUpPoBaHUN CNUCKA
RP ana KarKaOW MHOroaApecHoOi rpynnbl M OTNPaBKa CNWMCKa B npeaenax gomeHa. KoHowurypauwma
MHOroaApecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMmMa rnobanbHoOM KOHGUIypauum:
console (config) #

Tabnunua 163 — KomaHabl perknma rnobanbHoM KoHPUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip multicast-routing pim [ vrf
vrf_name]

no ip multicast-routing pim [
vrf vrf_name]

-/MNo ymon4aHuio
DYHKLMA BbIKNOYEHa;
vrf_name: (1..32)
cumBona

BKAOYMTb MHOTrOQAPECcHY0 MapLlpyTU3aumnto, npotokon PIM Ha
BCex MHTepdeicax.
- vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLMM.

OTKNOYUTE MHOTOAAPECHYIO MapLLPYTU3aLMIo U NPOTOoKoA PIM.
- vrf_name — 1ms BUpTyanbHOW 061acTV MapLLpyTU3aLUK.

ipvé multicast-routing pim

no ipv6 multicast-routing pim

-/To ymon4aHuio
bYHKUMA BbIKNIOYEHA

BkAtounTb ana IPvé6 MHOroaapecHyo MapLupyTU3aLmto, NpOTOKO
PIM Ha Bcex uHTepdericax.

OTKAOYUTL ANnAa IPv6 mHOroagpecHyo mapLipyTnsaumio u NnpoTo-
kon PIM.

ip pim bsr-candidate
ib_address [mask] [priority
priority_num] [ vrf vrf_name]

no ip pim bsr-candidate [ vrf
vrf_name]

mask: (8..32)/30;
priority_num:
(0..192)/0;
vrf_name: (1..32)
cMmBosia

YKas3aTb yCTPOMCTBO Kak KaHanaaTa B BSR (bootstrap router).
- ip_address — BanngHblit IP-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT;

- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLIpyTU3aLUM.

OTK/IlOYEHME AAHHOTO NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKas3aTb yCTPOMCTBO Kak KaHanaaTa B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-afpec KommyTaTopa;

- mask — Macka noacetu;

- priority_num — npuopuTer.

OTKNtOYeHWe JaHHOro na pameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKAOUMTL MapLipyTU3aLMio 334aHHOIO0 AManNa3oHa My/IbTUKACT-
HbIX rpynn B pexume PIM-DM.
- multicast_subnet — mHoroagpecHas nozcetb;
- default — onpenenset amanasoH B 224.0.1.0/24.
KomaHay MOXKHO BBeCTM HECKO/IbKO pas, 3agaB He-
V CKOJIbKO AMana3oHoB.

OTKNIOYUTL AaHHBIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

vrf_name: (1..32)
cMmBosia

Co3paHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
MOXXHO YKa3aTb MHOroaApecHy NoaceTb AN AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroaapecHas noaceTb;

- vrf_name — vma BMpTyanbHOM 061acTh MapLIpyTM3aLMK.
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no ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

YpaneHue ctatuyeckoli RP unu yaaneHue RP ans ykasaHHoM nog-
ceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgaHue ctatuyeckoit Rendezvous Point (RP), sonosnHuTensHo
MOHO YKa3aTb MHOroaZpecHyto NoaceTb aaa AaHHoM RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHas noaceTb.

YpaneHue ctatuyeckoli RP unu yganeHue RP gns ykasaHHou nog-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs] [ vrf vrf_name]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHgupata ansa Rendezvous Point (RP)

- unicast_addr — IP-appec;

- acc_list — cnMcoK MHoroagpecHbix NpedurKcoB, 3a4aBaemblil C
nomolLupto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAaHAMAATA;

CeKyHA; - secs — Nepuog, oTnpaBKKU COOBLLEHWI;
vrf_name: (1..32) - vrf_name — umsa BUpTYyanbHO 061acTU MapLupyTU3aLmm.
no ip pim rp-candidate cumBona OTKAKOYEHME aHHOro NapameTpa.
unicast_address [ vrf vrf_name]
ipv6 pim rp-candidate CospaHue kaHauaata ana Rendezvous Point (RP)
ipv6_unicast_address ) - ipv6_unicast_addr —IPv6-agpec;
- . i acc_list: (0..32) . o
[group-list acc_list] [priority - acc_list — cnMCOK MHOroaZpecHbiXx NpedurKcoB, 3a4aBaembli C
cumBona

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CEKYHA,

nomolLpto ctaHaapTHoro ACL;
- priority — NnpMOpUTETHOCTb KaHAMAATA;
- secs — Nepuog oTnpPaBKU COOBLLEHUIA.

OTK/IlOYEHME AaHHOrO NapameTpa.

ip pim ssm {range
multicast_subnet | default} [
vrf vrf_name]

vrf_name: (1..32)

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKa3aTb MHOTOaApecHyto NoACeTb;

- multicast_subnet — MHOroagpecHas NoACeTb;
- default — ykasatb granasoH 8 232.0.0.0/8;

cuMBONa - vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLUK.
no ip pim ssm [range OTKNloYeHWe AaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZipecHyto noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOaApecHyto NoACceTb;
default} ) - ipv6_multicast_subnet — mHOroazpecHasa noaceTb;
- default — ykasatb amanasoH B FF3E::/32.
no ipv6 pim ssm [range OTKNlOYEeHWe AaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAtOUNTL paclumpeHHbI pyHKUMoHan rendezvous point (RP).
-/BKAtOYEHO

no ipv6 pim rp-embedded

OTKAOYUTL paclUMpeHHbI GpyHKUMOHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop} [
vrf vrf_name]

no ip multicast multipath [ vrf
vrf_name]

-/BbIK/OYEHO;
vrf_name: (1..32)
cumBona

BkntoyaeT 6anaHcMpoBKy naketos PIM Join B CTOPOHY JOCTYMHbIX
RP.

- group-paths-num — meTog, 6anaHCUPOBKK, NPU KOTOPOM XeLll
bYHKLMA, NoACcYMTaHHAA Ha OCHOBe aJpeca rpynmnbl, AeauTca no
moaynio Ha N, rae N — KonmnyecTBo JOCTYNHbIX RP.

BbllWweyKa3aHHbIi meToa HeobxoAnuM ANA KOPPEKTHOMU
l pa6oTbl 6anaHCUPOBKMU npu MCNONb30BaHUU
- EVPN/VXLAN. Ha npakTMKe OH NPUBOAMT K K CUHXPOHU-
3aumn» VTEP n Bbi6bopy oaHoro u Toro e RP gna or-
npaBKu TpadurKa KOHKPETHOM rpynnbl.

- group-next-hop — meTop 6anaHCMPOBKM, NPU KOTOPOM NOACHET
xew oyHKUMM 6asupyeTca Ha agpece rpynnbl U agpece next-hop.

Mo ymonuaHuio B cayyae HaAnumsa B Tabauue mappyt-
! TM3aumum 6onee ogHoro mapwpyta ao RP, PIM Join or-
npasnserca B cTopoHy PIM coceaa ¢ Hanbonbwum IP.
- vrf_name — nma BMpTyanbHOW 0bnacTv mapLipyTU3aumm.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet, VLAN, epynnei nopmos

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunuya 164 — KomaHabl pexkmuma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbl nopTos

no ip (ipv6) pim dr-priority

(0..4294967294)/1

3HayeHue/ 3Ha4yeHue "
KomaHoa / Aelicmeue
no ymosn4aHuro

ip (ipv6) pim BkatoueHue PIM Ha uHTepodeiice.

— - -/BKNIOYEHO —
no ip (ipv6) pim BoikntoueHue PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaadvy BSR-coobuwieHnin ¢ nHtepdelica.

— -/OTKNO4EHO
no ip pim bsr-border OTKNloYeHMe JaHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ana Bbibopa DR-poyTepa.

orit - priority — npuopuTeT DR-poyTepa onpeaenstowmii, KTo 13 Kom-
priority:

MyTaTopoB cTaHeT DR-poytepom. KommyTtatop ¢ Hambonblumm
3HayeHuem cTtaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHMe No YMOHaHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpaeku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalaeT 3HauyeHMe No yMOHaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb UHTEpBas, B TeYEHNE KOTOPOro KOMMYyTaToOp OTCbliaeT
join unn prune-coobuweHuns.
- interval — nepvog, BpemeHu OTNPaBKK join, prune coobLeHWIA.

no ip (ipv6) pim neighbor-filter

. - CeKyHA,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHWe Mo YMOUAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpaums Bxogawmx PIM-coobLueHunit.
acc_list acc_list: (0..32) - acc_list — cnncoK agpecoB, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cumBoNna dunbTpaums.

OTKAlOYEHMe 4aHHOro napameTpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BK/ItOUMTL CTaTMUEeCKUiA 3anpoc multicast-rpynnbl Ha uHTep-
delice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

' Ha uHTepdeiice ponkeH 6bITb BKAOUeH PIM.
.

BbIKNOUMTL CTaTMYeCKMI 3anpoc multicast-rpynnbi.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 165 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTo6parkaeT akTUBHble RP, cBA3aHHbIE C MapLWPYTHOM MHPOPMa-
umen.

- RP_addr — IP-agpec;

- vrf_name — ums BUPTYanbHO 061aCTU MapLLpPYTU3aLMN.
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show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumsona

OtobpaxkaeT uHoopmaumio o PIM-coceasax.
- vrf_name — umsa BUpPTyanbHOM 061aCTU MapLUpPYTU3aLMK.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobpaxkaeT nHdopmaumio no PIM-unHtepdericam:

- state-on — oTob6pakaeT Bce UHTepdeiichl, rae BrAoYeH PIM;

- state-off — oTo6parkaeT Bce nHTepdelichl, rae BoikatoueH PIM;
- vrf_name — ums BupTyanbHOM 061aCTU MapLLPYTM3aLUu.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumBona

OTobpaxkaeT TabmuLy NPUBA3KM MHOTOaAPECHbIX Fpynn.
- group-address — agpec rpynnbi;
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpPyTU3aLUu.

show ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTobpaxkaeT cogepkmmoe PIM-cyeTumnkos.
- vrf_name — ums BupTyanbHOM 061acTU MapLpyTU3aLmm.

show ip (ipv6) pim bsr election
{ vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OtobpaxkaeT uHoopmaumio o BSR.
- vrf_name — nma BupTyanbHOM 061aCcTM MapLLpyTM3aLmuu.

show ip (ipv6) pim bsr rp-cache
{vrfvrf_name | all}

vrf_name:
(1..32) cumBona

OTo6parkaeT MHGOPMALMIO O U3YYEHHDbIX KaHaMAaTax B RP.
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

show ip (ipv6) pim bsr
candidate-rp { vrf vif_name |
all}

vrf_name:
(1..32) cumBona

OTobparkaeT cocToaHUe KaHguaaTos B RP.
- vrf_name — ms BupTyanbHOM 061aCTU MapLUpPYTU3aLUu.

clear ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

O6HynaeT PIM-cueTymKku.
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpyTU3aLUu.

[Mpumep UCnoab308aHUS KOMAHO

basoBas HacTpoiika PIM SM c ctatnyeckum RP (1.1.1.1). NpeasaputenbHo A0MKeEH 6biTb HACTPOEH NpoTo-

KON MapLIpyTU3aLmu.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®dyHkyusa PIM Snooping

®dyHKuuMa PIM Snooping ncnonb3yeTca B CeTAX, IAe KOMMYTAaToOp UCMNO/HAET posb L2-ycTpoicTea
mexay PIM-maplpyTtusatopamu.

OcHoBHoW 3agayeit PIM Snooping sBnsaeTca npegocTtaBieHne MHOroagpecHoro TpadmKka ToNbKo
015 TeX NOPTOB, C KOTOpbIX bblnn nonyyeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume r1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnunua 166 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3HauveHue "
KomaHoda / Aelicmsue
no ymosan4aHuro
ip pim snooping PaspewunTb ncnonbsoaHune ¢yHKUMM PIM Snooping KommyTaTo-
—/BbIKNOYEHO pom.
no ip pim snooping 3anpeTnTb UCNOb30BaHME GYHKLMUK
ip pim snooping vlan PaspewwnTb ucnonbsosaHune GpyHKUmMm PIM Snooping KommyTaTo-
vlan_id pom gns gaHHoro uHtepderica VLAN.
vlan_id: (1..4094) vlan_id — naeHTMPUKaUMOHHBbI Homep VLAN.
no ip pim snooping vlan 3anpetuTb ucnonbsoBaHue GpyHkumm PIM Snooping kommyTaTo-
vlan_id pom gns gaHHoro uHtepderica VLAN.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnnuya 167 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HayeHue "
KomaHda / Aelicmsue
1o yMOAYAaHUIO
show ip pim snooping — MokaszaTtb 06wy MHGOPMALUIO O HACTPOMKaX.

show ip pim snooping vlan MoKa3aTb CTaTUCTUKY KOHTPO/IA MHOT0aApecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id naHHou vian.
show ip pim snooping groups — MoKa3aTb CNMUCOK 3aperncTpUpPOBaHHbIX rpynn.
sh ip pim snooping neighbors — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon O6HapyXKeHUA UCTOYHMKOB MHOroagpecHol paccblikn (MSDP) ucnonbsyetca ans
obmeHa MHopmaumert 06 nctoyHukax Multicast-tpadpuka mexxkgy pasHbimu PIM-gomeHamu. MSDP-
coeanHeHMe 0bblYHO YCTaHaBAMBAETCA MexXay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKK B pexkume rnobanbHol KoHPUrypaumm:
console (config) #

Tabnnua 168 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
router msdp BKntounTb NnpoTokon MSDP 1 nepeinTn B peKMm ero KoH-
durypauymmn.
no router msdp OcTtaHoBUTb NpoToKoa MSDP 1 yaanutb BClo ero KOHpUry-
pauuto.

212 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 169 — KomaHabl pexmuma KoHpurypauum npotokosna MSDP

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

connect-source ip_address
-/IP-agpec He Ha3HauyeH

no connect-source

HasHauntb IP-agpec, KoTopblii ByaeT Mcnoib3oBaH B KayecTse
nexogAawero npu coeguHeHnmn ¢ MSDP-nupom.

YCTaHOBWTb 3HaYEHUE MO YMOYAHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CeK

no cache-sa-holdtime

YCTaHOBUTb BpemMa xu3Hu SA-3anucu B KaLe.

YCTaHOBUTb 3HaYeHue no YMO/THaHUIO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YcTaHoBUTbL Taimep holdtime. Eciv B TeueHue 3Toro Bpe-
MeHW He byaeT npuHATo keepalive-coobuieHne, To coeau-
HEeHWe c coceaom cobpacbiBaeTcs.

YCTaHOBWUTb 3HAYEHNE NO YMONYAHMUIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCTaHOBUTL WHTEpPBan Mmexay oTtnpasBkoi keepalive-
coobueHun.

YCTaHOBWUTb 3HAYEHWE NO YMOAYAHMUIO.

originator-ip ip_address
-/IP-agpec He Ha3HaueH

no originator-ip

HasHauuTb IP-agpec, ucnonbsyemblit B KauyecTse agpeca RP
B McxogAawmx coobueHmnax SA.

YCTaHOBUTb 3HAYEHWE NO YMONYAHMIO.

peer ip_address

no peer ip_address

[o6asuTb B KOHOUrypaumo MSDP-nvMp n BONTK B pexXUM
ero KoHdurypauuu.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHguaypauuu MSDP-nupa

Bupg 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunua 170 — KomaHapl pexkuma KoHpurypaumm MSDP-nupa

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

connect-source ip_address
—/IP-aapec He Ha3Ha-

YyeH

no connect-source

HasHauuTb IP-agpec, KoTopbii byaeT Mcnob30BaH B KaYecTBe UC-
Xo4Awero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaueHuWe no YMONYaHUIO.

description text
no description

text: (1..160) cumBona

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name
no mesh-group

name: (1..31) cumeona

[obasutb cocega kK MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3aaTtb npasunio GpunbTpaLmm SA-coobLLEeHNN:

- permit — paspewatoLiee npasuao GuabTPaLmK;

- deny — 3anpewatolee npasuao GuabTpaLmm;

-sec_num — Homep CeKLUn Npasuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;

- ip_addr_src — ¢unbTpauma no agpecy uUctouHuka Multicast-
TpaduKa.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,

213

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

no sa-filter { in | out } YaanaeT co3gaHHyo ceKkumio npasuna.

sec_num

shutdown AAMUHUCTPATUBHO BbIKAHOYUTL ceccuto ¢ MSDP-nupom, He yaa-
— /BbIK/IIOYEHO NAA ero KoHeUrypaumu.

no shutdown YCTaHOBUTb 3Ha4YeHUe No YMOAYAHUIO.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunuya 171 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
o ymMon4YaHuto
show ip msdp peers [ ip_addr] MokaszaTb MHGOpPMaLMIO O HAaCTPOEHHbIX NUpax, cTaTyce coeam-
_ HeHWA, HacTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY 0bmeHa cooblue-
HMAMKM npoTokona MSDP
- ip_addr — IP-appec nupa.
show ip msdp source-active - MoKasaTb cogepskmmoe Kawwa SA.
show ip msdp summary — MokasaTb cymmapHyto nHbopmaumio npotokona MSDP.
clear ip msdp counters — OBHYNUTb CYHETUMKN.
clear ip msdp peers [ ip_addr] MNepeycTaHoBUTL coeamHeHnsa ¢ MSDP-nupamu
- ip_addr — 1P-appec nupa.

5.18.4 ®dyHkyua IGMP Proxy

PyHKUMA MHOroagpecHon mapwpyTtmnsaumm IGMP Proxy npepgHasHayeHa QAna peanusauumm
YNPOLLEHHOW MapLpyTM3auuMM MHOFOQZPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaaeMoOn Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoicTeBa, He HaxogswMmecAa B OAHOM CETM C CEPBEPOM
MHOT0aApeCcHON PacCbi/IKM, UMEKT BO3MOXKHOCTb MOAKAHYATHCA K MHOFOQAPECHbIM rPynnam.

MaplwpyTmM3aLmsa  OCYLEeCcTBAAETCA Mexay uHTepdelicom BblwectosAwen cetm  (uplink) wu
nHTepdericamm Huxectoawmx ceteli (downlink). Mpu atom Ha uplink-uHTepdeice KommyTaTop BeAET cebs
Kak 0bblYHbIN MosyyYaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyetr cobcTBeHHbIe
coobuweHuna npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTtop BbICTynaeT B KayecTse cepsepa
MHOTrOoagpecHOM paccbinkn U 0bpabaTtbiBaeT coobuweHna NpoToKoaa IGMP OT yCTpOICTB, NOAKNOYEHHbIX K
3TMM MHTepdeicam.

V Konunuecteo nogaep:KMBaembix rpynn MHOroagapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabnuue 9.

V IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.

V OrpaHuyeHus peanusaumm ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaepKuBaeTca Ha rpynnax arperauum LAG;

- MoXeT 6bITb onpeaeneH ToNbKO 0ANH MHTepdeiic BbilecToAL el ceTu;

- Npu ucnonb3osaHun sepcum V3 npoTtokona IGMP Ha uHTepdeiicax K HUMKeCToALLEN ceTu,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabnunua 172 — KomaHab! perkuma robanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/To ymon4aHuio
DYHKLMA BbIKAIOYEHA

PaspeluaeT paboTy mapLIpyTU3aL MM MHOTOaAPECHbIX AaHHbIX HA
CKOHOUIYPMPOBaHHbIX UHTepdelicax.

3anpelaeT paboTy MapLIpyTU3aLMUM MHOFOAAPECHbIX AaHHbIX Ha

CKOHOUIYPUPOBaHHbIX UHTEpdelicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKWM B pexume KoHourypauum wHtepdeitcos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 173 — KomaHabl pexkmma KoHourypaumm nHtepdericos Ethernet, VLAN, rpynnbl nopTos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHdurypupyemblin nHTepdeic asnaetca nHTepdbencom K Huxe-
cTosAwen cetn. KomaHaa HasHavaeT ceA3aHHbIN uplink-nHTepdeiic,
YYaCTBYIOLMI B MapLIpyTM3aLLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUMTb 3aWmTy No HUcxoaawemy nHtepoeicy. IPv4d multicast-
TpaduK, NOCTyNaoWMn Ha NHTepdelic, He ByaeT nepeHanpaBaeH.

OTKNOUYUTD 3aLUMTY NO HUCXOAALWEMY UHTepbeNcy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/tOUMTL cTaTUyeckuit 3anpoc multicast-rpynnbl Ha WHTEp-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

l Ha uHtepdeiice aonxeH 6biTb BKAOUeH IGMP Proxy.
.

BbIKNIOUUTL CTaTUYECKUiA 3anpoc multicast-rpynnbi.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 174 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip mroute - KomaHaa npeaHasHadeHa AN NPOCMOTPa CMMCKOB MHOroagpec-
[ip_multicast_address HbIX rpynn. BoamoxeH BbI6Op rpynn no agpecy rpynnbl Uav no
[ip_address]] [summary] afpecy UCTOYHMKA MHOTFOaAPECHbIX AAHHbIX.
- ip_multicast_address — |P-apgpec rpynnbi;
- ip_address — IP-agpec UCTOYHUKa;
- summary — KpaTKoe cogepiKaHune Kaxgow 3anmucu B MHOroaa-
pecHoi Tabavue MapLpyTM3aumm.
show ip igmp-proxy interface gi_port: (1..8/0/1..48); | Undopmaums o ctaTyce IGMP-proxy NpMMeHUTENbHO K UHTEp-
[vlan vian_id | gigabitethernet te_port: (1..8/0/1..48); | deiicam.
gi_port | tengigabitethernet twe_port:
te_port | (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8b1M0MHEHUS KOMAHO

consolef#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®PyHKuMM ynpaBneHus

5.19.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAL3YETCA MexaHusm AAA (ayTeHTUdUKaLms,
aBTOpM3auMA, yyeT).

— Authentication (ayTeHTUdMKauma) — conocTaBneHMe 3anpoca CyLLecTBytoLLein yYETHON 3a-
nucu B cucteme 6€30MacHOCTM.

— Authorization (aBTopu3auma, NpoBepKa YpoBHA A0CTyNa) — CONOCTaB/eHne YYETHOM 3anncu
B cucTeme (npowealiein ayTeHTMOUKALMIO) U onpeaeéHHbIX NOJHOMOYUIA.

— Accounting (y4éT) — cnekeHue 3a noTpebieHnem pecypcoB NoJib30BaTesIeEM.

Ons wudpoBaHUA AaHHbIX UCNOMb3YeTcA MexaHn3m SSH.

KomaHObI pexcuma 2a06asab6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnuua 175 — KomaHap! pexkmuma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBOJIOB;
method_list: (enable, line,
local, none, tacacs, radius);

-/MNo ymon4aHuio
OCYLLLECTBNAETCA MPOBEPKA
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT CNocob ayTeHTUOUKALMM AN BXOAA B CUCTEMY.
- authorization - pa3spellaeT NPOXoXKAeHNe aBTopmnsaLmm no
OMUCAHHBIM HUXE MeToAam;
- default — ucnonb3oBaTb ANa ayTeHTUPUKALMKM ONUCAHHbIE
HUXe meToapl;
- list_name —numsa cnucka ayTeHTUPUKALMOHHbIX METOA0B, aKTU-
BM3MPYIOLLErocs, KOraa Nosib3osaTeslb BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — ncnonb3oBaTb NApPoOb ANA ayTeEHTUDUKALUM;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUNK;
- local — ncnonb3oBaTb NI0KaNbHYO 6a3y MMeH Nonb3oBaTenei
Ana ayteHTMduKaumm;
- none — He UCNo/b30BaTb AYTEHTUDUKALMIO;
- radius — ncnonb3oBaTb cnucok RADIUS-cepBepoB a8 ayTeHTU-
duKaumu;
- tacacs — ncnonb3osaTtb cnncok TACACS cepsepoB A1a ayTEHTU-
duKaumm.

V Ecnn metop ayTeHTUPMKALMM He onpepeneH, To

BOCTYN K KOHCONN BCeraa ycneLluHblii.

V Co3paHue CMUCKA OCYLLeCTBNAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Ucnonb3osaHune cnucka:
aaa authentication login list-name

’ | Bo usbexkaHue notepu gocrtyna cneayet BBOAUTb
. Heo6X0AUMbBIA MMHMMYM HACTPOEK ANA YKa3bliBa-
emoro mertoga ayTeHTupuKauum.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

no aaa authentication
enable authorization
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymonyaHuio
OCYLLLEeCTBAAETCA MPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayTeHTUPMKauMmM Mpu  MNOBbILEHUN
YPOBHSA NPUBUAETUIA ANA BXOAA B CUCTEMY.
- authorization - pa3spellaeT NPOXOXKAEeHMe aBTopU3aLmm no
OMUCAHHbBIM HUXE MeTo4aM;
- default — ucnonbsoBaTb AN ayTeHTUOMKAUMM OMMUCAHHbIE
HUKe MeTozbl;
- list_name — nma cnncka ayTeHTUPUKaLMOHHBIX METOA0B, aKTK-
BM3UPYIOLLEroca, Koraa Noab3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTh NAPOb ANA AayTEHTUDUKALUM;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUPUKALUM;
- local — ncnonb3oBaTh /IOKabHYO H6a3y UMeH nosib3oBaTenemn
ANA ayTeHTUdUKaLmMu;
- none — He UCNo/b30BaTb AyTEHTUDUKALMIO;
- radius — ncnonb3oBaTtb cnncok RADIUS-cepBepoB a8 ayTeHTH-
duKaumu;
- tacacs —nucnonb3oBaTtb cnncok TACACS-cepBepoB 1A ayTeHTH-
duKaumm.

V Ecan meTop, ayTeHTUUKALUKN He onpeseneH, To

AOCTYN K KOHCONU BCeraa ycnewHbii.

V Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMAHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue CNUCKa:
aaa authentication login list-name
Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTb
! HeobXoAMMbIIi MMHUMYM HacTPOeK ANA YKa3biBa-
eMOoro MeToaa ayTeHTuGMKauuu.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYaHUIO.
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enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CMMBOJI0B

YcTaHaBAMBaET Naposib A1A KOHTPONA U3MEHEHUA NPUBUNETUIA
[0cCTyna nosnb3oBaTesen.

- level — ypoBeHb npusuaeruii;

- password — naposb;

- encrypted — 3apatb 3aWMGPOBaHHLIM Naposb (Hanpumep, Na-
ponb B 3awndpoBaHHOM BUZAE, CKOMWPOBAHHBIW C ApPYroro
YCTPOICTBA).

YpaanseT naposb 418 COOTBETCTBYIOLLErO YPOBHA NPUBKUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password |
encryption-algorithm
encryption-algorithm }
[priveliged /evel]

no username name

name: (1..20) cumBoOI0B;
password: (1..64)
CMMBO/10B;
encrypted_password:
(1..64) cumBonos;
encryption-algorithm:
sha-512,sha-1, md5 /sha-1;
level: (1..15)

[obasnaeT nonb3oBaTens B I0KaAbHYO 633y AaHHbIX.

- level — ypoBeHb NpuBUAETUiA;

- password — naposb;

- name — UMA NoONb30BaTeNA;

- encryption-algorithm — anropuTm XaWMPOBaHUA NAPONSA;

- encrypted_password — 3aWwWMPpPOBaHHbIM Naponb (Hanpumep,
naposb B 3allMPpPOBaHHOM BUAE, CKOMMPOBAHHLIN C APYroro
YCTPOICTBA).

Ypanser nonb3oBaTens U3 10KaIbHOM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/no ymon4aHuio BeaeHue
yyeTa 3anpeLieHo

Pa3pelaeT BegeHue yyeTa (aKKayHTa) 4Ns Ceccuin ynpaBaeHus.
BegeHue yyeTa paspelueHo TONbKO AN NoJib3oBaTe-
V Neili, BoweALwWwunX B CUCTEMY MO UMEHU U NAPONIO, ANA
nonb3oBaTesieid, BOWeALWMX N0 Napoao TepMUHana,

BeAeHue yyeTa 3anpeLyeHo.
| BepeHue yuyeTa aKTUBUPYETCA U NpeKpalyaeTca, Koraa
V No/b30BaTe/lb BXOAMUT U OTKAIOYAETCA OT CUCTEMDI, YUTO
COOTBETCTBYET 3HaueHusaMm start u stop B coobeHnax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabauue

176).

3anpewaeT BegeHue yyeta (akkayHTa) a4na sBegeHHbix B CLI Ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/no ymon4aHuio BeaeHue
ydyeTa 3anpeLeHo

PaspewaeT BegeHue yyeTa (akkayHTa) gaa ceccuin 802.1x.
| BeaeHue yueTa akKTMBMPYETCA M NpeKpallaeTtca, Koraa
V noab30BaTe/lb BXOAUT U OTKIOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaM start u stop B coobieHnsx
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue

176).

| B pexxume Multiple sessions coobweHus stat/stop no-
V CbINIAOTCA ANA KaXAO0ro Nonb3oBaTensa, B pexkume
Multiple hosts — TonbKo gns nonb3oBartens, npouea-

wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

OnpeaenseT MeTog, ayTeHTUGUKauumn npu goctyne K HTTP-
cepBepy. MNpu ycTaHOBKE CMNCKa METOA0B A0NONHUTENbHbIN
meToz, 6yAeT NPUMEHATLCA TOIbKO B TOM C/lyyae, Koraa no
OCHOBHOMY MeToy ayTeHTUdMKaL KM BO3BpaLLeHa OWwmnbKa.
- method_list — meToa ayTeHTUOUKALMM:

local — no umeHU 13 NoKanbHOM 6a3bl AAHHbIX;

none — He ucnosb3yeTcs;

tacacs — ncnonb3oBaHWe cnuckos Bcex cepsepos TACACS+;
radius — ucnonb3osaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT afroputmM onpoca MeTonoB ayTeHTUdUKa-
Lumn.

- chain — nocne HeygauyHOM NONLITKM ayTeHTUOMKALUKU MO
nepBoMy MeTOAY B CMMCKe C/ledyeT MonbiTKa ayTeHTUdMKa-
LMW NOo caeaytollemy MeToay B LIEMNOYKeE;

- break — nocne HeyzgauyHol ayTeHTUdMKALMM NO NepBoOMy
MeToAy Npouecc ayTeHTUdMKaL MU OCTaHaBAMBaAETCA. AyTeH-
TMUKaLMA No cnegyrowemy MeTody AOMYyCTMMa TO/bKO B
C/lyyae HEBO3MOXKHOCTM ayTeHTUdUKaLMM Mo NpeablayLiemy
meToay.
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aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymonuaHuio BegeHue
yyeTa KOMaHg, BbIK/IOYEHO

BkntoyaeT BegeHue yyeta BBegeHHbIX B CLI KomaHg no npoto-
Kony Tacacs+.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

aaa accounting update

no aaa accounting update

-/BbIK/IlOYEHA

Bk/itoueHne oTnpaeku Interim-Update yepes perynspHbie npo-
MEXKYTKU BPEMEHM.

BbIKntoueHMe oTnpaBku Interim-Update uepes perynspHble npo-
MEXKYTKN BPEMEHM.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHWe NpoMeKyTKa BpeMeHU, Yepes KOTopbli ByaeT npoums-
BOANUTbCA OTNpaBKa Interim-Update.

YCTaHOBWTb 3HaYeHMe NO YMOYAHWUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

-/N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTsnaerca

YcTaHaBAMBaeT cnocob aBTopusaumm BBOANUMBIX KOMaHA,

- default — pegakTnposath cnmcok ¢ umeHem default, KoTopblit
NO YMONYaHUIO eCTb B CUCTEME;

- list_name — uma cnucka meTo4oB aBTOpPM3aLMW, CO3aaBae-
MOrO U peaaKTUPyeMOoro Nosib3oBaTesiem:

- tacacs — meTo4, N03BOAAOWMI NCNoNb30BaTb cnncok TACACS-
cepBepoB 418 aBTOpMU3aLLUu;

- local — meToa, Npy KOTOPOM aBTOPM3aLMA HE OCYLLECTBAAETCA.

YcTaHaBAMBAET 3HAYEHWE MO YMONYAHUIO.

- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no

YMOYaHMI0;

- list_name — yaaneHue nonb30BaTeNIbCKOrO CNUCKA C UMEHEM

list_name.

V Cnucok ¢ umeHem default He moxeT 6bITb yaaneH 13
cucTembl.

aaa authorization com-
mands {default |
list_name}

list_name: (1..15)

AKTMBMPYET CNUCOK METOA0B aBTOPM3aLMU BBOAUMbIX KO-
MaHA,.

- default — cgenatb akTUBHbLIM CNNCOK ¢ MeHem default;

- list_name — caenaTtb aKTMBHbIM COOTBETCTBYIOLLMIA MO/b30Ba-

CMMBOOB; TENbCKUIN CNIUCOK.
no aaa authorization -/default YcTaHaBNMBaeT 3HaUYeHMe N0 YMOYaHMIO.
commands
[Lna Toro 4to6bl KAMEHT NOAYUMA AOCTYN K YCTPOMUCTBY, AaXKe eCIU BCe MeToAbl ayTeHTUdU-
e Kauuu BEpPHYAM OWMBKY, MCNONb3YiiTe 3HaUYeHMe NocneaHero MeToga B KomaHge — none.

Tabnnua 176 — ATpmnbyTbl coobLueHmnii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasaeHun

Haau4ue Hanu4ue
ampub 6
Ampubym pudyma e ampudyma & OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
NAS-IP-Address (4) Ecth Ects IP-agpec rfommyTaTopa, KOTOpPbIA MCnonb3yeTca
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BoAbHOE 3HaYEeHWNE, BK/IIOYEHHOE BO BCE CO-
Class (25) Ectb Ectb P N . n
obLLeHnn yyeTa ceccui.
. MAC-agpec nopta NAS, ncnonb3syemsbiii Ans cec-
Called-Station-ID (30) EcTb EcTb . /_'J,p' P y A
cuit ¢ Radius-cepsepom.
Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osarens.
Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT AOJ/IKEH
Acct-Authentic (45) Ectb Ectb A pomy A
ObITb ayTEeHTUDULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtenb Hbla Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Hert EcTb MpuuMHa 3aKPbITUA CECCUMN.
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Tabnunua 177 — ATpmnbyTbl cooblieHnit BeaeHMa ydeta npotokona RADIUS ana ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN MCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMmyTaTOpa, Ha KOTOPOM MOAKAHOYMACA
NAS-Port (5) EcTb EcTb P yTaTopa, P A
nosb3oBaTesnb.
Mpoun3BonbHOE 3Ha4YeHME, BKAOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P .
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT A0JIXKeH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nosb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpunyYmMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TUN NOPTa KAMEHTa.
NAS-Port-Id (87) EcTb EcTtb lNoKa3biBaeT Ha3BaHMe NOpTa KANEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm TepMUHana:

console (config-line) #

Tabnuua 178 — KomaHAabl pexnma KoHOUrypauum TepMUHaNbHbIX CECCUI

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

login authentication {default |
list_name}

list_name: (1..12)
CMMBOJIOB

no login authentication

3agaeT meTog, ayTeHTUdMKaLmMm npu Bxoae Ansa KoHconu, Telnet,
SSH.

- default — ncnonb3oBaTb CIMCOK «NO YMONYAHWUIO», CO34AHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAoM aaa
authentication login /ist_name.

YcTaHaBAUBaeT 3HaYeHue no YMONYaHUIO.

enable authentication
{default | list_name}

list_name: (1..12)
CUMBOIOB

no enable authentication

3afaeT meTo ayTeEHTUPUKALLMM NOb30BaTeNst MPY MOBbIWEHUM
YPOBHSA NpuBUAeruii aaa koHconu, Telnet, SSH.

- default — ncnonb3oBaThb CINCOK «NO YMONYAHWUIO», CO34AHHbIN
KOMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIN KOMaHAoM aaa
authentication login list_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

password password

ted
[encrypted] password: (0..159)

CMMBO/1I0B

no password

3agaeT naposb 418 TepMUHana.

- encrypted — 3agaTb 3awMdpPoOBaHHLIN Naposb (Hanpumep, na-
posiib B 3aWMPPOBAHHOM BMAE, CKOMWUPOBAHHbIA C APYroro
yCTpoicTBa).

Ypanset naponb 4N TepMmuHana.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 179 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show authentication methods

MoKasbiBaeT uHbopmaumio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KoMMyTaTope.

show users accounts

MoKa3bIBaeT N0KabHYy0 6a3y AaHHbIX NONb30BaTe/eN U UX NPK-
BUJIETUNA.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAbl 4aHHOTO pasaena AOCTYMHbI TO/IbKO ANA MPUBUNETMPOBAHHbIX NMO/b30BaTENeN.

Tabanuya 180 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show accounting

MokasbiBaeT MHbOPMaLMIO O HACTPOEHHbIX METOAAX BeAeHus
yyeTa (aKkkayHTa).

5.19.2 pomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMdUMKaumm, aBTtopusaumm u ydyeta. Cepsep RADIUS
ucnonblyet 6a3y AaHHbIX NO/Mb30BaTeNei, KOTOpaA COAEPXWUT AaHHble MPOBEPKM MNOAJMHHOCTM ANA

KaXXa4oro noJsb3oBaTtena.

Takum  obpasom,

ncnonb3oBaHue

npotokona RADIUS obecneynsaet

AONONHUTENBHYIO 3aLLMTY NPU LOCTYNE K PECYPCaM CETH, a TaK¥Ke Npu AOCTYMNe K Camomy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHGUrypaumm:

console (config) #

Tabnnua 181 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

[ob6aBnseT ykasaHHbI cepBep B CNUCOK ucnosb3yembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe umsa RADIUS-cepsepa;

- auth_port — Homep NopTa Ana nepepayn ayTeHTUPUKaUMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa AN nepefayn AaHHbIX y4eTa;

- timeout — NHTepBaN OXMAAHMA OTBETA OT CEpBEPa;

- retries — KOANMYECTBO NONbITOK Noncka RADIUS-cepsepa;
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encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority

secret_key: (0..128)
CMMBOJI0B;
priority: (0..65535)/0;
type: (login, *igmp-
auth*, coa, dotlx-eapol,
dotlx-mac, all)/all;
vrf_name:(1..32)

- time — BpemsA B MMHyTaXx, B Te4EHWE KOTOPOro HeAOCTYMHble cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMeHTOM KoMMyTaTopa;

- secret_key — Knto4 ans ayteHTMdMKaumMm n wndposBaHMA Bcero
obmeHa aaHHbimM RADIUS;

- priority — npuopuTeT ucnonb3osaHua RADIUS-cepsepa (4em HMxKe
3HayeHue, TeM NPUOPUTETHEE CepBep);

- type — T1in ucnonb3osaHma RADIUS-cepsepa;

priority] [usage type] [vrf CMMBO/I0B - encrypted — 3a4aTb K/toY B 3aWIMPPOBAHHOM BUAE;
vrf_name] - vrf_name — uma BupTyanbHol 061aCTU MapLUpyTU3aLUN.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMaHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT yKasaHHbIM cepBep M3 cnmucka ucnonbsyembix RADIUS-
{ipv4-address | ipv6-address | cepBepoB.
hostname} [vrf vrf_name]
[encrypted] radius-server key YcTaHaBAMBAET K/IKOY, UCMO/Ib3yeMblit MO YMOIYAHWUIO, ON5 ayTeH-
[key] key: {0..128) TMdMKaumMm u wuodpoBaHusa Bcero obmeHa pgaHHbimm RADIUS
cMMBON0B/MNO

no radius-server key

YMOHYAHMIO KAtOY —
nycras cTpoka

MeXKAY YCTPOUCTBOM U OKpy»KeHnem RADIUS.
- encrypted — 3a4aTb K/t0Y B 3alIMPPOBAHHOM BUA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHaBAMBAEGT MHTEPBAN OXWUAAHWA OTBETA OT CepBepa, UCMOoJib-
3yemblii MO YMOAYaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepenaer KOAMYECTBO MOMbITOK, MUCMO/b3yemoe Mo YMOYa-
Huto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. pu oTKase
OCYLLLeCTB/IAETCA MOUCK CneayioLLero no NpMopuTeTy cepsepa U3
crucka.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MmnH

MNo3Bonset onTummnanpoBaTb Bpemsa onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaB/IMBaeT BpeMa B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYeHMUe KOTOpPOro Hejo-
CTyMHble cepBepa He byayT onpawmsaTtbcst RADIUS-KiveHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id} [vrf vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJ/I0B

3agaeT nHTepdeiic yctponcTtaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOYAHMIO B KAUecTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobLeHuax npotokona RADIUS.

Ypansaer uHtepdeic ycTpoicrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3apaeT nHTepdeiic ycTpoicTea, IPvb-agpec KoTtoporo byaet wmc-
No/b30BaTbCA MO YMOYAHMIO B KayecTse agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokona RADIUS.

Ypansaer uHtepdenic ycTpoicrsa.

radius-server attributes
framed-ip-address include-in-
access-req

no radius-server attributes
framed-ip-address include-in-
access-req

-/OTKAOYEHO

BkntouaeT oTnpasKy RADIUS-aTpmnbyTa 8 B access-request naketax.

Bbikntoyaet otnpaBky RADIUS-aTpubyTa 8 B access-request nake-
Tax
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radius-server attributes nas-
port-id include-in-access-req
format

no radius-server attributes
nas-port-id include-in-access-
req

format:(1-32)/anuHHoe
numa nopra

HactpauBaetr ¢opmaTt RADIUS-aTpubyta 87 B nakeTax access-
request.

Mpw onpeaeneHnn NCNoNb3yOTCA cneaytolime WabnoHbl:

%p — O/MHHOE MMA MopTa, Hanpumep, gigabitethernet 1/0/1 8
ASClI;

%V — naeHTnduratop VLAN B ASCII.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 182 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aelicmeue

show radius-servers { status |
key | vrf {vrf_name | all} }

OTobpaxkaeT napameTpbl HacTpolikn RADIUS-cepsepoB (KomaHaa
O0CTYMHA TOIbKO AN1A NPUBUAETMPOBAHHbIX NO/Ib30BaTENEN).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobpaxkaeT CTaTUCTMKY npoTokosa Radius, nHpopmauuio o nonb-
30BaTenax, KoHourypauuto RADIUS-cepsepa.

[pumepbl UCM016308AHUA KOMAHO

YcTaHOBUTL rN06anbHble 3HaYEHMA A8 NapaMeTPOB: UHTEPBAJ OXUOAHUA OTBETA OT cepBepa — 5 CeKyHa,
KOaMyecTBo nonbITOK noncka RADIUS-cepsepa — 5, Bpemsa, B Te4eHNe KOTOPOro He4OCTyMNHble cepBepa He
6yayT onpawmneaTtbcst RADIUS-KnneHTOM KommyTaTopa — 10 MUHYT, CEeKpeTHbIM Katod — secret. Jo6asuTb B
cnucok RADIUS-cepBep, pacnofioXKeHHbI Ha y3ne cetu ¢ IP-agpecom 192.168.16.3, nopTt cepsepa aaa
ayTeHTUdUKaumm — 1645, KonmMyecTBO NOMbITOK 4OCTYNa K cepeepy — 2.

console# configure

console (config)
console (config)
console (config)
console (config)
console (config)

retransmit 2

MNMoKasaTb NapameTpbl HacTponkm RADIUS-cepBepoB

#
#

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

console# show radius-servers

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

IP address

192.168.16.3

Global values

TimeOut : 5
Retransmit : 5
Deadtime 10

Port
Auth Acct

1645

port Time- Ret- Dead- Prio. Usage
Out rans Time
1813 Global Global 0 all

Source IPv4 interface
Source IPv6 interface
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5.19.3 Npomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPASIM30BAHHYIO CUCTEMy 6e30MacHOCTM ANA MPOBEPKM

nosib30BaTeNeN, NONYYAOLLMX AOCTYN K YCTPOUCTBY, MPU 3TOM NoaaepXuBaa coBmectTumoctb ¢ RADIUS u
ApyrMmu npoueccamun nposepku nognmHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXo4a B CUCTEMY MO
MMeHaM Nob30BaTesIel U onpeaeneHHbIM N0Ib30BaTENAMU NAPONAM;

— Authorization (asmopuszayus). ObecneumBaeTrca BO Bpema Bxoga B cuctemy. [locne
3aBepLUEHUs CeaHca MPOBEpPKM
NCNO/Ib30BaHMEM NPOBEPEHHON0 MMEHU MNO/b30BaTesIs, TaKKe CepBepoM MpOBepAloTCs
npuBMAErMM NONb30BaTENS.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

NOONNHHOCTU 3aMNyCKaeTcA CeaHC aBTopusauunnm C

Bug 3anpoca KOMaHAHOM CTPOKM B pexnume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnunua 183 — KomaHabl perkunma rnobanbHOM KoOHGUrypaumum
