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Bepcusa 2.28

05.06.2020

[ob6aBneH pasgen:
- 5.21 Cepsuc watchdog

M3meHeHusA B pasgenax:

- 2.3 OCHOBHble TEXHUYECKME XapPaKTEPUCTUKHM

-4.3.2.2 PacwmpeHHan HacTPoMKa ypoBHA A0CTyna

- 5.11 Selective Q-in-Q

-5.19.7.1 Telnet, SSH, HTTP n FTP

- 5.28.3 KoHTponb npotokona DHCP 1 onuun 82

- 5.33 KoHowurypuposaHue ACL (cnucKM KOHTpOAS JocTyna)

Bepcusa 2.27

22.11.2019

N3meHeHwuA B pasgenax:
- 5.27.3 KoHTponb npotokona DHCP v onuumn 82

Bepcusa 2.26

18.07.2019

M3meHeHus B pasaenax:

- 2.2.2 ®dyHKuMM npu paboTte c MAC-agpecamu

- 5.12 WTopm-KOHTpONb

- 5.16.4 MexaHu3m obHapyKeHus netenb (loopback-detection)
- 5.19.7.2 KomaHabl KOHOUIYpMpPOBaHMA TePMUHANA

-5.19.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.27.3 KoHTtponb npotokona DHCPu onuumn 82

Bepcua 2.25

26.12.2018

MN3meHeHusn B pasgenax:
- 5.9 HacTpoiKa CMCTEMHOTO BPEMEHM
- 5.16.12 Hactpoiika ¢yHKumm Layer 2 Protocol Tunneling (L2PT)

Bepcua 2.24

28.06.2018

MN3meHeHusa B pasgenax:

- 5.24.2 Onepauus UDP lJitter

- 5.27.3 KoHTtponb npotokona DHCP 1 onumn 82

- 5.30 KoHourypuposaHue PPPoE Intermediate Agent

Bepcua 2.23

29.05.2018

[obasneH pasgen:
-4.3.2.2 PacwmpeHHas HacTPoOMKa ypoBHA A0CTyna

N3meHeHun B pasgenax:

- 5.2 ba3oBble KOMaHAb!

- 5.8.2 KomaHab! ana pabotol ¢ panamm

- 5.10 KoHowurypuposaHue nHtepoeicos n VLAN

- 5.10.1 Hactpoliika napameTtpoB Ethernet-uHtepdeiicos,
Port- Channel u Loopback-uHtepdelicos

- 5.14 HactpoWika IPv4-agpecaumm

- 5.15.1 NpoTtokon IPv6

- 5.16.3 Hactpolika npoTtokona GVRP

-5.19 Telnet, SSH, HTTP n FTP

- 5.24 Onepauua UDP litter

- 5.31 KoHowurypuposaHue DHCP-cepBepa

- 5.32.1 KoHdurypuposaHue ACL Ha base IPv4

- 5.34 KavectBo obcnykmBaHma — QOS

Bepcusa 2.22

18.09.2017

MN3meHeHus B pasgenax:

- 5.2 ba3zoBble KOMaHAb!

- 5.5 KomaHapl ynpaB/iieHus cuctemon

- 5.12 WWTtopm-KOHTPONb

-5.16.5.1 Hactpowka npotokona STP, RSTP
- 5.20 *KypHan aBapuii, npotokon SYSLOG
- 5.34.1 Hactpoiika QoS

Bepcusa 2.21

26.12.2016

[obasneHbl pasaensl:

- 5.10.3 ®yHKumA Private vlan

- 5.29 dyHKumu Lightweight DHCPv6 Relay Agent (LDRA)
- 5.34 Cratnyeckana mapLupytmsauma

M3meHeHuA B pasgenax:

- 5.8.2 KomaHgab! ans paboTtbl ¢ darinamm

- 5.10.1 HacTpolika napameTtpos Ethernet-uHtepdelicos n uHTepoelicos
Port-Channel

- 5.13 Mpynnbl arperaumm KaHanos — Link Agregation Group (LAG)
-5.16.5.1 Hactpowka npotokona STP, RSTP

-5.16.12 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)

- 5.18.2 dyHKuMA NnocpesHMKa npoTtokona IGMP (IGMP Snooping)

- 5.18.1 Npaswuna rpynnosoi agpecaumnn (multicast addressing)
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- 5.27.3 KoHTponb npotokona DHCP v onuua 82

- 5.28 dyHKummn DHCP Relay nocpegHuKa

- 5.29 KoHowurypuposaHue PPPoE Intermediate Agent

- 5.31 KoHourypumposaHme ACL (cnMcKM KOHTpoAA AocTyna)
- 5.33.1 Hactpoiika QoS

Bepcusa 2.20 22.06.2016 M3meHeHUA B pasgenax:

- 5.5 KomaHapl ynpaB/ieHUs cCUcTemMoi

- 5.16.5 CemelictBo npoTokosos STP (STP, RSTP, MSTP)
- 5.20 XKypHan aBapwuit, npotokon SYSLOG

-5.23.1 narHocTMka megHoro Kabens

- 5.27.3 KoHTponb npoTtokona DHCP u onuua 82

- 5.31.1 KoHdurypuposaHue ACL Ha b6ase IPv4

- 5.33 KauectBo obcnyxusanmsa — QOS

Bepcun 2.19 01.02.2015 [ob6asneHo onucaHue ¢yHKumMK Layer 2 Protocol Tunneling (L2PT)
M3meHeHusA B pasgenax:

- 5.10 KoHourypupoBaHue nHTepdpeincos

- 5.12 KoHTpO/b WNpOoKoBeLLaTeNbHOMo «LWTOPMa»

- 5.13 Mpynnbl arperauuu kaHanos — Link Agregation Group (LAG)
- 5.18 'pynnosas agpecauus

- 5.19 ®yHKUMKM ynpaBneHua

- 5.19.4 NpoTokon ynpasneHua cetbto (SNMP)

- 5.27.2 MNpoBepKa NOAJMHHOCTA KAMEHTA Ha OCHOBe NopTa (cTaHaapT
802.1x)

- 5.27.3 KoHTponb npotokona DHCP v onuua 82

- 5.27.5 KoHTponb npoTokona ARP (ARP Inspection)

- 5.27.6 Hactpolika ¢yHKkummn MAC Address Notification

- 5.31.1 KoHdurypuposarue ACL Ha H6a3e IPv4

- 6.2 O6HOBNEHWE NPOrpamMMHOro obecneyeHus c cepsepa TFTP

Bepcua 2.18 23.11.2015 Job6asneHo onncanve MES2124F
Bepcua 2.17 20.10.2015 M3meHeHUA B pasgenax:
- 5.23.1 inarHocTMka megHoro Kabens
Bepcusa 2.16 31.08.2015 [Oo6asneHo onucaHue ycTpoicte MES1124MB, MES1124M DC,

MES2124M DC

M3meHeHusA B pasgenax:

-2.2.8 flononHutenbHble GyHKLMK

- 2.3 OCHOBHble TeXHUYEeCKNe XapaKTepUCTUKM

- 2.4 KOHCTPYKTMBHOE UCMONHEHWE

- 5.5 KomaHapl ynpaBieHus cuctemom

- 5.10 KoHourypuposaHue nHTepdeincos

- 5.11 Selective Q-in-Q

- 5.12 KoHTpOAb WMPOKOBELLATEIbHOIO «LITOPMa»
- 5.13 Mpynnbl arperauuu kaHanos — Link Agregation Group (LAG)
- 5.16.6 Hactpolika ¢oyHkumm flex-link

- 5.19.1 MexaHusm AAA

- 5.21 3epkannpoBaHue (MOHUTOPUHT) NOPTOB

- 5.33.1 Hactpoiika QoS

[obasneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcusa 2.15 18.05.2015 [ob6asneHo onucaHue yctpoicte MES1124M, MES2124M.
[obaBneHbl pasgensbl:

- 2.4.3 BHEWHWI B M ONMUCAHME NaHeNen YyCTPONCTB cepumn
MES1124M, MES2124M

- 2.2.7 ®yHKLMM yNnpaBaeHUA KOMMYTaTOPOM

- 2.8 OCHOBHble TeXHUYEeCKNEe XapaKTepUCTUKM

- 5.29 KoHourypuposaHue DHCP cepsepa

N3meHeHuA B pasgenax:

- 5.5 KomaHapl ynpaB/iieHns CUCTEMOM

- 5.8.1 OnncaHne apryMmeHTOB KOMaHA,

- 5.8.3 KomaHab! Ana pe3epBMpoBaHUA KOHOUIypaumm

- 5.10.1 MapameTtpbl Ethernet-uHtepdeiricoB M uHTepdeicos Port-
Channel

- 5.10.2 Hactpotika nHtepdeiica VLAN

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
- 5.16.5 CemelicTBo NpoToKosioB STP

- 5.16.6 Hactpolika ¢pyHKumm flex-link
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-5.16.11 Hactpoika npotokona CFM

- 5.19.2 Npotokon RADIUS

- 5.19.4 NpoTokon ynpasneHua cetbto (SNMP)

- 5.26.2.2 PacwmpeHHasa npoBepKa NOAJIMHHOCTH

- 5.26.3 KoHTponb npotokona DHCP u onuua 82:

InobanbHas KomaHza Ans 3agaHuna dopmata remote id B onuun 82
- 5.27 dyHKummn DHCP Relay nocpegHuKa

Bepcua 2.14

17.02.2015

[ob6aeneHo onncaHue yctpoiicte MES2124MB

Job6asneH pasgen:

- 3.3 NoagkntoveHne AKB Kk MES2124MB

N3meHeHuA B pasgenax:

- 5.10.2 Hactpolika nHtepoeiica VLAN

- 5.12 KoHTpOAb WKpPOKOBeLATEeNbHOrO «LLTOPMa»

- 5.18.2 dyHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)
-5.19.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.26.2.2 PaclwmpeHHas npoBepKa NoOAJIMHHOCTH

Bepcua 2.13

14.01.2015

N3meHeHuA B pasgenax:

- 5.8.3 KomaHap! aAns pesepBupoBaHua KoHbUrypauum
[ob6asneHbl pasaensi:

- 5.15.3 Hactpoiika ¢yHKumm IPv6 ra guard

- 5.15.4 Hactpolika ¢yHKummn DHCPv6 guard

- 5.16.6 Hactpolika ¢yHkumum flex-link

Bepcua 2.12

21.10.2014

MN3meHeHus B pasgenax:
- 5.10.2 Hactpoliika nHtepoeiica VLAN
- 5.12 KOHTpO/b WNpOKoBeLLaTeNbHOIo «LWTOPMa»

Bepcua 2.11

27.08.2014

N3meHeHuA B pasgenax:
- 5.10 KoHourypupoBaHue nHTepdpeincos
- 5.16.6 NpoTokon EAPS
- 5.27 ®yHkuun DHCP Relay nocpegHuka

Bepcua 2.10

28.07.2014

MN3meHeHus B pasgenax:
-5.19.7.1 Telnet, SSH, HTTP u FTP

Bepcua 2.9

12.05.2014

[o6asneHo onucaHue yctpoincts MES2124P, MES2208P

Bepcua 2.8

06.05.2014

M3meHeHusA B pasgenax:
- 5.5 KomaHapl ynpaB/ieHus cuctemom
- 5.19.2 dyHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)

Bepcua 2.7

27.03.2014

MN3meHeHus B pasgenax:
5.24.1 [inarHoctrKa meaHoro Kabens
5.25.6 KoHTponb npotokona DHCP n onuwnsa 82

Bepcua 2.6

09.01.2014

M3meHeHusA B pasgenax:

- 4.3 Pexxum paboTbl KOMMyTaTOpa

- 5.18.2 dyHKUMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

- 5.18.4 ®yHKUMM orpaHuyeHua multicast-tpadmka

[obasneHbl pasgensi:

- 5.18.5 AyteHTudmkauma IGMP yepes RADIUS

- MpunoxeHue A. HacTtpolika aBTopusauun IGMP-3anpocos uepes
RADIUS

Bepcua 2.5

22.11.2013

M3meHeHus B pasgenax:

- 5.9.1 NapameTpbl Ethernet-unHtepdeiicos n nutepoeiicos Port-Channel
-5.16.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.16.6 NpoTokon EAPS

-5.19.2 NMpoTtokon Radius

[obaBneHbl pasgensi:

- 5.3 dunbTpaymsa coobLEeHNn KOMaHAHON CTPOKM

Bepcua 2.4

15.08.2013

N3meHeHuA B pasgenax:

- 5.26.1 KoHourypmposarue ACL Ha 6ase IPv4
- 5.26.2 KoHourypmposaHue ACL Ha 6ase IPv6
- 5.26.3 KoHdurypmuposaHme ACL Ha 6aze MAC

Bepcua 2.3

05.07.2013

[JobasneHbl pasaensl:

- 6.27 KoHdurypuposaHue 3awmTtbl oT DoS-aTak

N3meHeHwuA B pasgenax:

- MNpunoxeHve A. [Mpumepbl NPUMEHEHUA U KOHPUrypUpoBaHUA
yCTponcTBa

Bepcua 2.2

18.06.2013

[JobasneHbl pasgensl:
- 5.14.9 Hactpoiika npotokona OAM
- 5.14.10 Hactpoika npotokona CFM
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MN3meHeHus B pasgenax:

- 4.1 HacTpoitka TepmMHana

- 5.9 KoHTpo/b WnpokoseLwaTebHOro «lWTOpMma»
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP u FTP

- 5.17.7.2 KomaHAbl KOHPUTYPUPOBAHMA TEPMUHANA

Bepcua 2.1 28.05.2013 [ob6aBneHbl pasaensi:

- 5.6.3 KomaHzbl A41A pe3epBMpoBaHMA KOHOUTypauum
- 5.15.7 HacTpoliika npoTokona G.8032v2 (ERPS)
M3meHeHusA B pasgenax:

- 5.18.2 Npotokon RADIUS

- 5.18.3 Npotokon TACACS+

- 5.18.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.21.2 iInarHoCTMKa ONTUYECKOro TpaHcMBepa

Bepcusa 2.0 03.04.2013 Job6asneHo onucaHue yctpoictea MES1124

Bepcua 1.6 20.03.2013 [ob6asneHbl pasgensi:

- OyHKUMKM orpaHnyeHns multicast-tpadpuka

MN3meHeHus B pasgenax:

- OyHKUMA nocpegHuKa npoTtokona IGMP (IGMP Snooping)
- MexaHusm AAA

- Hactpoiika goctyna

- KoHTponb npotokona DHCP u onuua 82

- KoHdurypmuposaHue PPPoE Intermediate Agent

Bepcua 1.5 06.03.2013 M3meHeHuA B pasaenax:

- 5.4 KomaHabl ynpasieHUa cMCTEMOW;

- 5.9 Selective Q-in-Q;

- 5.17.2 ®yHKumA nocpegHuKa npotokona IGMP (IGMP Snooping)
[ob6aeneHo:

- MpunoxkeHue b TuNoBble cxembl NOCTPOEHMUSA ceTel Ha 6ase NpoToKoa
EAPS

Bepcua 1.4 28.12.2012 M3meHeHusA B pasgenax:

- 5.4 KomaHgpl ynpasneHus cuctemoit: obaBneHo onucaHue
KOHOUIYpMpoBaHUA GYHKLMIN MOHUTOPUHIA U 3awmTbl CPU;

-5.8.1. lo6aBneHo onucaHve KOHGUTYpPUPoBaHUA GYHKLUIA
MOHUTOPUHIa Harpy3kun Ha nHTepdercax.

-5.8.2. Jo6aBneHo onucaHune KoHourypmposarHma MAC-based vlan,
EtherType gna ncxoaalmx NakeTos.

-5.17.1. lobasneHo onucaHne KoHUrypuposaHua nsyveHma MAC-
agpecos Bo VLAN.

-5.18.4. lo6aBneHo onucaHe KOHPUrypnposaHma snmp trap
COODOLLEHUI Ha NopTax.

-5.20. flo6aBneHo onucaHne KOHGUTypUpPOBaHUA YAANEHHOTO
3epKannpoBaHusa.

- 5.23.3. lo6aBneHo onucaHue KoHpurypmposaHusa ¢opmata DHCP
onuun 82.

YpaneH pasgen 5.28 PaboTa B pexume maplupyTusaTopa.
Job6asneH pasgen 5.23.6 “HacTtpolika ¢oyHKumnmn MAC Address

Notification”.
Bepcua 1.3 10.09.2012 N3meHeHus B pasgene 5.22 PyHKLMM AMArHOCTUKM PU3NYECKOTO
YPOBHA
Bepcua 1.2 21.08.2012 [o6asneHo onucaHue KoHOUrypMpoBaHMA NpoTokona EAPS.
Bepcua 1.1 12.05.2012 [obasneH pasgen:
- Hactpotika PPPoE Intermediate Agent
Bepcua 1.0 21.12.2011 MepBana nybavKaums.
Bepcua nporpammHoro 1.1.48.8
obecneyeHus
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HELTEX

YCNOBHbIE OBO3HAYEHUA

O603HauyeHue OnucaHue

B KBa4paTHbIX CKObBKax B KOMaH,ﬂ,HOﬁ CTPOKe yKa3blBaloTCA Heobs3aTenbHble

[1 napameTpbl, HO MX BBOA, NPEAOCTaBAAET OnpefefieHHble AOMNONHUTE/bHbIE
onuuu.

0 B ¢urypHbix ckobKax B KOMaHAHOIN CTPOKe YKasblBaloTcA o0b6A3aTenbHble
napameTpbl.

«,» ﬂ,aHHbIe 3HaKM B OMNMUCAHMKU KOMaHAbl WCNONb3YKOTCA ANA YKa3aHWUA

«-» AMana3oHoB.

«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.

«/» [JaHHbIV 3HAK NPU YKa3aHUWM 3HAYEHUI NepeMEHHbIX PasaenaeT BO3MOMKHbIEe

3Ha4eHnA N 3Ha4YeHUnA No YMO14aHULO.

Kypcusom Calibri yKasbiBatoTca nepemeHHble WAW MapamMeTpbl, KOTOpble

Kypcue Calibri .
HeobxoAMMO 3aMEHNTb COOTBETCTBYHOLLMM C/IOBOM MJIN CTPOKOIA.

MonayxcupHoiii Kypcue MONYKUPHbIM KYPCUBOM BblAENEHbI NPUMEYAHUA U NPeaynperKaeHns.

<MonyxcupHoiii MoNyXMPHbIM KYPCMBOM B YrNOBbIX CKOOKAX YKa3blBAOTCA HA3BaHMA KAaBULL
Kypcue> Ha KNlaBuaType.
Courier New MNony»knpHbim LWpudtom Courier New 3anmncaHbl NpMmMmepbl BBOAA KOMaHA,

WpuopTtom Courier New B pamKe C TEHbIO yKasaHbl Pe3yabTaTbl BbINOJHEHUA
KOMaHA.

Courier New|

MpumeyaHuna u npegynpexaeHus

MpumeuyaHua copgepaT BaXKHyl0 WHPOpPMaLMIO, COBETbI WAU pPeKoMeHZauMM no
MCNO/1Ib30BaHUIO U HAaCTPOIiKe YCTPOACTBA.
MpepynpexaeHua MHGOPMUPYIOT NONb30BATENA O CUTYALUAX, KOTOpPble MOTYT HAaHeCTU
l Bpea YCTPOMCTBY MAM uYenoBeKy, MPUBECTM K HEKOpPPeKTHOW paboTte ycTpoiictBa uau
notepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue roabl HabnwopaeTcd TeHAEHUMA K OCYLLECTBAEHMIO MaclTabHbiX MNPOEKTOB Mo
NOCTPOEHMUIO ceTeli CBA3M B COOTBETCTBUMU C KoHuenumeit NGN. OaHoM M3 OCHOBHbIX 3a4a4 NpuU peanvsaumm
KPYNHbIX MYNbTUCEPBUCHbIX CeTeit ABAAETCA COo34aHWMe HadeHbIX W BbICOKONPOWU3BOAUTENbHbIX
TPaAHCMOPTHbIX CeTel, KoTopble ABAAIOTCA OMOPHbIMU B MHOFOC/IOMHOW apXUTEKType ceTel c/eayloLlero
NOKONEHMA.

[Nna JOCTUXKEHUA BbICOKMX CKOPOCTEM LUMPOKO MPUMEHSIOTCA TEXHOIOMMKU nepeaayn MHbopmaLmm
Gigabit Ethernet (GE). MNepegaya vMHPoOpMaLMM HaA BbLICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPyMHOro
MacwTaba, nogpasymeBaeT BblbOP TAaKOW TOMONOIMM CETM, KOTopas MO3BOASET TMOKO OCyLecTBAATb
pacnpeaeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepun MES1000, MES2000 moryT MCNOb30BATbCA HA CETAX KPYMHbIX NPeanpuaTuii u
npeanpuATHIA Manoro n cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 0b6ecneymBatoT BbICOKYHO
NpPon3BOAUTENIbHOCTb, IMBOKOCTb, 6€30MacHOCTb M MHOFOYPOBHEBOE KauyecTBO 06cayKmBaHUsA (QoS).

B HacTosiwem pyKOBOACTBE M3N0XEHbI HAa3HAYEHWNE, TEXHUYECKME XapaKTEPUCTUKM, pEKOMEHLALNN
MO Ha4ya/NbHO HACTPOMKE, CUHTAKCUMC KOMAHZ A1 KOHOUIypUPOBAHWS, MOHUTOPUHIA UM OBHOBAEHUSA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HauyeHue

YcTpoiictBa cepuit MES1000 n MES2000 aBnstoTca ynpaBasemMbiMn CTEKMPYEMbIMM KOMMYTaTOPaMM,
BbINO/HAOLWMMM CBOM KOMMYTaLMOHHbIE QYHKLUMN Ha KaHA/IbHOM M CeTEBOM YPOBHAX moaenu OSI.

CeteBble kKommyTaTopbl MES1024 nmetoT B cBOEM cocTase 24 nopta Fast Ethernet c anekTpuyeckumm
nHTepdelricamm n 2 nopta Gigabit Ethernet, coBmelleHHble CcO cnoTamu Aaa ycTaHOBKM SFP-TpaHcuBepoB
(combo-noptbl).

CeTteBble KommyTaTopbl MES1124, MES1124M, MES1124MB nmetot B cBOEM cocTaBe 24 nopta Fast
Ethernet c anekTpuyeckumn uHTepdelicamm n 4 nopta Gigabit Ethernet, coBmelLeHHble co cnoTamu ans
ycTaHoBKU SFP-TpaHcuBepos (combo-noptel). Ans mogenn MES1124MB  mMmeeTcs BO3MOXKHOCTb
nogkntoveHuns 12V AKb gna obecneyeHma pesepBHOro NUTaHuUA.

CeTeBble KomMmyTaTopbl MES2124, MES2124M mmeloT B cBOEM cocTaBe 24 noprta Gigabit Ethernet c
3NIeKTPUYECKMMM NHTepdeincamm 1 4 nopTa Gigabit Ethernet, coBmelLeHHble co cnoTamm aas ycTaHoBKM SFP-
TpaHcuBepoBs (combo-nopThbi).

CeteBble KommyTaTopbl MES2124MB umetor B cBoém coctaBe 24 noprta Gigabit Ethernet c
aNIeKTPUYECKMMM nHTepdeincamm 1 4 nopTa Gigabit Ethernet, coBmeLLeHHble co cnoTamm ans ycTaHoBKM SFP-
TpaHcnBepoBs (combo-nopTbl). UmeeTcs BO3MOXKHOCTbL NoAkAtoveHua 12V AKB ana obecneyeHumsa pe3epBHOro
NMNTAHUA.

CeteBble KommyTaTopbl MES2124P umeloT B cBoém coctaBe 24 nopta Gigabit Ethernet c
3NEKTpUYEeCKUMN MHTepdeiicammn u noaaep»koi PoE+ u 4 nopta Gigabit Ethernet, cosmelueHHble co
CNloTamM ANA ycTaHoBKM SFP-TpaHcueepos (combo-nopTsi).

CeTeBble KommyTaTopbl MES2124F nmetoT B cBOeMm cocTase 24 cnoTta gnAa ycTaHoBKU SFP-TpaHcueepos
n 4 nopta Gigabit Ethernet, coBmeLLeHHble co coTamu A1 ycTaHOBKM SFP-TpaHcuepos (combo-nopTol).

CeteBble KommyTaTopbl MES2208P nmetoT B cBoéMm cocTase 4 aneKkTpuyecknx noprta Gigabit Ethernet

c noanepkoi PoE+, 4 nopta Gigabit Ethernet, coemelLeHHble co cnoTamm gns yctaHoBku SFP-TpaHcuMBepos
(combo-nopThbl), 2 onTnyeckmx noprta Gigabit Ethernet n 2 anekTpmnuecknx nopta Gigabit Ethernet.

/' B KOM6MHUPOBAHHbIX NOPTaX MOMKET 6bITb AaKTUBHbLIM TO/IbKO OAUH U3 UHTepdelicos. Mpu
OAHOBPEMeHHOM nogKaoueHun 6yaeT akTuBeH nHTepdeic c SFP-TpaHcuBepom.

2.2 ®DyHKUMM yCcTpOiiCcTBA

2.2.1 OcHoBHble PYyHKLUMU

B Tabsmue 2.1 npuBeseH CMUMCOK OCHOBHbIX GYHKLMA KOMMYTAaTOPOB AOCTYNa.

Tabnnuya 2.1 — OcHOBHble PYHKLMUKM YCTPOICTBA

BNIOKMPOBKa BO3HMKAET B CAy4asX Meperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA

3awjuma om TPAaPUKOM OT HECKONIbKUX BbICOKOAKTUBHbBIX UCTOYHUKOB. ITO MOXET NPUBECTM K
6710KUPOBKU oYepedu notepe TpadMKa OT APYrMX MUCTOYHUKOB C HW3KOM aKTMBHOCTbO. [ns
(HoL) npegoTBpalleHMa TaKMX CUTyaLuii WMCMNOMb3YOTCA MEeToAbl Pe3epBMpOoBaHUA

pecypcoB KOMMyTaTopa.
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MeTog, 06paTHOI’O AaBaieHnA NCNOJIb3yeTCA Ha NoNyaAynneKCHbIX CoeAUMHEHUAX OANA

Moddepcka .
peryinMpoBaHUA MOTOKA [JaHHbIX OT BCTPEYHOrO YCTPOMCTBA NyTeM CO34aHusA
0bpamHoezo dasneHus . .
Back Konnusun. MeTon nossosAeT usbexaTb nepenosiHeHnsa 6ydepHo namaTu
(Back pressure) YCTPOMCTBA M NOTEPU AAHHbIX.
ABTOMaTMUeCKOe onpegesieHne Tuna Kabena — nepekpectHolii Kabenb nan kabenb
NPAMOro NoAKAOYEHMA.
- MDI (Media-Dependent Interface — npamoit) — cTaHgapT Kabenen ana
Moddepscka MDI/MDIX ( P 3 pAmO) Aap A
NOAK/OUYEHUA OKOHEYHbIX YCTPOMCTB;
- MDIX (Media-Dependent Interface with Crossover — nepekpecTHbIl) -
CTaHAApPT Kabenen ANA NOAKAOYEHUA KOHLEHTPATOPOB U KOMMYTAaTOPOB.
Moddepxcka KommyTaTop cnocobeH nopfepkuBaTb nepefavy CBEPXAJIMHHBIX Kagpos, 4TO
c8epxOUHHbIX KAOPOE8 | No3BonAeT nepefasaTh AaHHblE MEHbLUMM YMCIOM NaKeToB. 3TO CHUXKaeT obbem
(Jumbo frames) cnyxebHon nHdopmauum, Bpemsa o6paboTkM U NnepepbiBbl.

YnpaeneHue nomokom
(IEEE 802.3X)

YnpaBneHne MNOTOKOM MNO3BOAAET COEAMHATb HU3KOCKOPOCTHOE YCTPOWCTBO C
BbICOKOCKOPOCTHbIM. Ona npefoTBpaLLeHuna nepenosHeHns bydepa
HM3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBasaTb nakeT PAUSE, Tem
cambiM MHGOPMMPYA BbICOKOCKOPOCTHOE YCTPOMCTBO O HeobxoammocTn caenaTb
naysy npv nepeaaye nNakeTos.

Paboma 8 cmeke
ycmpoticms

KommyTaTop noaaepskmsaet o6begmHeHNe HECKObKMX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOpbl PACcCMaTPMBAIOTCA KaK eaAMHOE /IorMYeckoe YCTPOMCTBO C
06LWMMM HAcTPOMKaMK. BO3MOXKHbI ABe TONOOTMKU NOCTPOEHMA CTEKA — KOJIbLLO M
uenoyka. Mpu 3Tom NapameTpbl NMOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK,
MOKHO 3aZ1aTb C KOMMYTaTOpa, paboTatoLLero B pexunme «mactep». CTeKMpoBaHue
YCTPOICTB MO3BO/IAET CHU3UTL TPYA0EMKOCTb YNPABAEHUSA CETHIO.

2.2.2 ®yHKUuuu npu pabore c MAC-agpecamu

B Tabamue 2.2 npuBegeHbl GyHKUUKN YCTPOMCTB Npu pabote ¢ MAC—agpecamu.

Tabnnua 2.2 — dyHKUMK paboTbl c MAC-agpecamu

Tabauua MAC-adpecos

KommyTaTop coctaBnsieT B NamATM Tabauuy, B KOTOPOW YyCTaHaBAMBaeTCA
cooTBeTcTBUE Mexay MAC-agpecamm U uHTepdencamm KommyTaTopa.

Pexcum oby4eHus

B oTcyTcTBME 06YyUeHMs, AaHHble, NOCTyNatoLwmMe Ha Kako-nMbo nopT, nepeaatorca
Ha BCe OCTa/ibHble MOPTbl KOMMyTaTopa. B pexume o0bydeHMA KommyTaTop
aHanusmpyeT Kagpbl M, onpegenns MAC-agpec OTnpasBuTens, 3aHOCUT ero B
TabamuUy KommyTauuu. Bnocneactsmm, NOCTYNUBLUNIA Kagp, NpeaHasHauyeHHbIR 4ns
xocTa, MAC-agpec KOTOpOro y:e ecTb B Tabivue, nepenaetca TONbKO yepes
YKa3aHHbIM NopT B Tabanue.

lModdepxka nepedayu
HQ HECKO/bKO

[aHHaa dyHKLUMA NO3BONAET YCTaHaBAMBATb COEAUHEHUA KOOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum obpasom, Kaap, afpecoBaHHbIM MHOroaapecHomn

MAC-adpecos rpynne, nepefaeTca Ha KaxKabli NOpT, BXOAALMI B Fpynny.
(MAC Multicast Support)
AsmomamuyecKoe o .
Ecnu ot yctpoiictea ¢ onpeaeneHHbim MAC-agpecom 3a onpeaeneHHbln nepuos,
8peMA XPAaHeHUA
BPEMEHM He NOCTynaloT MakeTbl, TO 3anucb B Tabavue MaplipyTMsauun ans
MAC—adpecoe [AHHOro agpeca yctapeBaeT M yaansaetca. OT0 No3BoAAeT NOALEPKMBATL Tabamuy
(Automatic Aging for MAC B aKTya/IbHOM COCTOSIHUM.
Addresses)
Cmamuyeckue 3anucu | CeTeBoit KOMMYTaTOP NO3BOAAET NO/b30BATE/NIO ONPeeINTb CTaTUYECKME 3amnncK
MAC cootBeTcTBUA MAC-agpecoB MHTepdeicam, KOTopble cCOXpaHAlTcA B Tabauue
(Static MAC Entries) KOMMYTaTUMUU.
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2.2.3 ®PyHKUMM BTOPOro ypoBHA ceTeBoi moaenu OSI

B Tabnnue 2.3 npuBeneHbl GyHKLMU MU 0COBEHHOCTM 8MOpPOo20 yposHsA (yposeHs 2 OSl)

Tabnnua 2.3 — OnucaHune GyHKLMIA BTOpOro ypoBHaA (yposeHb 2 OSl)

Moddepxcka VLAN

KommyTaTopsbl nogaepxusatoT paboTy BupTyanbHbix ceTeit VLAN.

®dyHryua IGMP

Peanunsauua npotokona IGMP no3ssonser Ha ocHoBe WHGOPMALMK, NOAYHEHHOWN
npu aHanuse cogepkmmoro IGMP nakeTos, onpeaenvTb, KAKUEe YCTPOMCTBA B CETU

Snooping YYacTBYIOT B Tpynnax MHOrOaZpecHOM paccbikM, W agpecoBatb TpaduK Ha
COOTBETCTBYOLWME NOPTHI.
®ymkuus MLD Snooping Peanunsauyma d)vaKLI,VIVI MLD Snooping no3BosnseT ycTpoONCTBY MWUHMMMU3IMPOBATb
MHOroaapecHbii IPv6 Tpaduk.
®YHKUMA, NO3BONAIOLLAA NepeHanpPaBaATb MHOrOaAPECcHbI TpaduK U3 3aaHHOM
®dyHKYuA VLAN (multicast VLAN) B nopT nonb3oBatens Ha ocHoBaHun IGMP-coobuieHni, 4to

Multicast-TV VLAN

No3BO/IAET YMEeHbWMUTb Harpysky Ha uplink-nopT KommyTaTtopa.

npumeHseTca B pewwenuax lli-play.

DyHKUMA

3awjuma om
wupoKogsewamenbHoO20

«wmopma»
(Broadcast Storm Control)

LnpokoBewatenbHblii  WTOPM — 3TO  PA3MHOXEHME LWMPOKOBELLATEbHbIX
COOBLIEHMI B KaXKAOM y3/e, KOTOPOe MPUBOAMUT K JIaBUHOOGPa3HOMY pOCTy WX
yucna u napanusyer paboTy cetu. YCTpoicTBa MMEOT GYHKLMIO, NO3BOIAIOWLYIO
OrPaHUYUTb CKOPOCTb Nepeaay MHOroagPECHbIX U WMPOKOBELLATEIbHBIX Ka4poB.,
NPUHATBIX U NepegaHHbIX KOMMYTaTOPOM.

3epkanuposaHue

nopmos
(Port Mirroring)

3epKkanupoBaHuMe no3BonsetT A[yb6auposaTb TpaduKk Habaogaembix NOPTOB.,
nepecbiian BXxogawme u/Mam ncxoaawme NakeTbl Ha KOHTPOAMPYHOWMI nopT. Y
Nnonb3oBaTeNs €CTb BO3MOXHOCTb 334aTb KOHTPO/IMPYIOWMNIA U KOHTPOAUPYEMble
nopTbl M BbIBPaTh TMN TpaduKa (BXOAAWMI U/UAN UCXOOALLMI), KOTOPbIN Byaer
nepesaH Ha KOHTPOMPYOLWWIA NOPT.

N3onayua nopmos
(Protected ports)

[daHHasa ¢yHKUMA no3BoAAeT HasHauMTb nopTy ero uplink-nopT, Ha KoTopbin
6e3ycnoBHo 6yaeT nepeHanpaBAATbCA Becb TpaduK, obecrneymeas TeEM CambiM
M301ALMIO C APYrMMM NOPTaMu (B Npeaenax 04HOro KOMMyTaTopa).

Private VLAN Edge

[aHHaa dyHKUMA NO3BOASET M30/MPOBaTb rpynny MopToB (B npegenax O4HOrO
KOMMYTaTopa), Haxo4ALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM AOMEHE Mexay
co60i1, N03BOAA NPU 3TOM 06MeH TPadMKOM C APYrMMM NOPTaMM, HAXOSALLMMMUCA
B 3TOM € LUIMPOKOBELATE/IbHOM JJIOMEHE, HO HE MPUHAAJIEKaLMMM K 3TOW rpynne.

Private VLAN

ObecneunBaeT M30AALMUI0O MEXAY YCTPOMCTBAMM, HAXOAAWMMWUCA B OAHOM
LWIMPOKOBELLLATE/IBHOM AOMEHE, B Npefenax Bcen L2-ceTu. PeannsoBaHbl peXKUMbI
paboTbl mopTa: Promiscuous, Isolated (Isolated-nopTbl He moryT obmeHuBaTbCA
apyr ¢ apyrom) n Community (nopTbl morytT obmeHuBaTbca mMexay coboit u
Promiscious —nopTtom).

lMododepicka

npomokona STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoll NPOTOKOJ/, OCHOBHOWN 3agayer KOTOPOro
ABnseTcA npusegeHve cetu Ethernet ¢ M3BbITOYHLIMM  COEOUHEHUAMM K
APEeBOBUAHOW TOMONOIMKU, UCKAtoYatowen netan. Kommytatopbl obmeHuBatoTcs
KOHPUIYPaLMOHHBIMM COOBLLEHUAMM, UCMOAb3YA Kaapbl cneunanbHoro dopmarta,
1 BbIGOPOYHO BK/HOYAOT M OTKNHOYAOT NOPThI YCTPOMCTBA.

lododepicka

npomokona RSTP
(IEEE 802.1w Rapid Spanning
Tree protocol)

Rapid (6bicTpblit) STP (RSTP) — aBnAeTcA ycoBeplueHCTBOBaHMEM npoTokona STP,
XapaKTepusyeTcs MeHbWWM BpeMeHeM nNpuBeAeHUs CeTM K ApeBOBUAHOMN
TOMONIOTUKN U UMeeT 6oiee BbICOKYHO YCTONUMBOCTb.

lModdepxka
¢yHKyuoHana Layer 2
Protocol Tunneling

Layer 2 Protocol Tunneling (L2PT) no3BosseT nponyckaTb cnyebHble nakeTsbl (PDU)
L2-npoTOKONOB Yepes ceTb NpoBaigepa, 4To obecneynmBaeT «NpPoO3pavHyo» CBA3b
K/IMEHTCKMX CErMEHTOB CeTu.

(L2PT)
EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneumBatowmii
WCKNIOYEHWE 3aUMKNMBAHUA TpaduKa B CETAX C KOMbLEBOM TOMONOMMEN, a TaKkKe
lpomokon EAPS npegHasHayeHHbld ANnA 6bICTPOro BOCCTAHOBAEHMA MPOXOXKAeHUA Tpaduka B

CNyyae aBapuM Ha OTAe/NbHOM Yy4yacTke ceTu. EAPS obecneumBaeT Bpems
BOCCTQHOBNIEHMA CYLLLECTBEHHO MEHbLUE, YeM NPOTOKO/IbI Spanning tree.

Ethernet-kommymamopsi MES1000, MES2000
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKOAN npegHasHayeH AN MOBbIWEHUA YCTOMYMBOCTM WM HALEKHOCTM CeTu
nepegayun AaHHbIX, MMeoLWel KONbLEBYIO TONOIOTMIO, 33 CYET CHUMKEHUS BPEMEHU
BOCCTAHOB/IEHWA CETU B C/lyyae aBapuu. Bpemsa BoccTaHOB/IeHMA He npesblluaeT 1
CEeKYHAbl, YTO CYWeECTBEHHO MeHbLIe BPEeMEeHU MepecTPorKM CceTu npu
MCNo/b30BaHUM NPOTOKO/I0B cemeiicTBa Spanning Tree.

Moddepxcka GVRP
(GARP VLAN)

MpoTokon peructpaumnm GARP  VLAN obecneunBaer  AMHamM4yecKoe
pobasnenue/ypanenve rpynn VLAN Ha noptax. Ecav BkatodeH npoTtokon GVRP,
KOMMyTaTOp onpeendeT, a 3aTem pacnpocTpaHAeT JaHHble O NPUHAANIEXHOCTU K
VLAN Ha Bce NopTbl, ABAAIOLWMECA YACTbIO aKTUBHOMN TOMONOTUW.

lModdepxka VLAN Ha

b6aze nopmos
(Port-Based VLAN)

Pacnpepenenune no rpynnam VLAN BbinonHAeTCA NO BXOAAWMM nopTam. [JaHHoe
pelleHMe NO3BOAET UCMO/Ib30BaTh Ha KaXKA0M NOpTy ToNbKo oaHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIV CTaHAAPT, KOTOPbIV ONMUCbIBAET NpoLeaypy TerMpoBaHus
TpaduKa Ana nepegaym MHPopmauum o npuHaganexHoctn K VLAN. MNossonser
MCNoNb30BaTb HecKobKo rpynn VLAN Ha ogHOM nopTy.

Azpeaayusa KaHasn0e
(epynnel kaHanos LAG)

B ycTpoiictBax nopaeprkmBaeTcA OYHKUMA CO34aHMA FPynn KaHanos. Arperauums
KaHanos (Link aggregation, trunking) wnn |EEE 802.3ad — TexHonorus
06beANHEHNA HEeCKONbKMX GU3NMYECKUX KaHaloB B OAMH NOTMYECKUi. ITo
CNocobCcTBYET He TONbKO YBE/IMYEHUIO NPOMYCKHON CNOCOBHOCTM MarncTpasibHbIX
KaHa/l0B KOMMYTaTOP—KOMMYTaTOp MAU KOMMYTaTOp —CepBep, HO U NOBbILLIEHWNIO
WX HAaZEXHOCTU. BO3MOXKHbI TpU TMNa 6aNaHCUPOBKM HArpy3KM MeXay KaHanamu:
Ha ocHoBaHun MAC-aapecos, Ha ocHoBaHuM IP agpecoB n Ha OCHOBaHWKW MopTa
HasHauyeHua. lpynna LAG cocTOMT W3 NOPTOB C OAMHAKOBOM CKOPOCTbIO,
paboTaloLmX B AYNJEKCHOM pexume.

JuHamuyeckue 2pynibl
KaHA108 (MpomoKon
LACP)

Mpotokon LACP obecneunBaeT aBTOMaTUYeCKOe 0ObegUHEHUE OTAENbHbIX
KaHaNoB  MeXay ABYMS  YCTPOMCTBAMM  (KOMMYTaTOp—KOMMYyTaTop  Wau
KOMMYyTaTop—CepBep) B eAMHbIN KaHaa nepesayv AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpeAenseTcs BO3SMOXHOCTb 06beaMHEHNA KaHaO0B, U B
C/ly4ae OTKasa COeAMHEHMs, BXOAALLEero B 0b6beAMHEHHbIM KaHan, ero Tpadwk
aBTOMATMYECKM  nepepacnpenenseTrcA NO  HEOTKa3aBLUMM  KOMMOHEHTaM
ob6beAnHEeHHOro KaHana.

Moddepxka Auto Voice
VLAN

MpepoctaBnAeT BO3MOMHOCTb  MAEHTUOMLMPOBATL FO0COBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-
appeca). Ecam B MAC-Tabnuue KommyTtaTtopa npucytcteyet MAC-agpec ¢ OUI
roNocoBOro wWto3a unM e IP-TenedoHa, TO p[aHHbIA NOPT aBTOMATUYECKM
pobasnsetca B voice vlan (naeHTudumKauma no npotokony SIP nam xe no MAC-
aapecy nonyyatenn He NoOALepPKMBaETCA)

Selective Q-in-Q

Mo3BonsAeT BbINOAHATb AEWACTBUA C BHEWHUM maeHTudumkatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHOBe CKOHGUIypUpOBaHHbIX NPaBua GuabTpaLmm no
BHyTpeHHemy naeHTnduratopy VLAN (Customer VLAN). MpumeHeHue Selective Q-
in-Q no3sBosAeT A06aBUTb AN N3MeHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
yyacTKe ceTu.

2.2.4 ®yHKuMM TpeTbero ypoBHA ceTeBoi mogenu OSI

B Tabauue 2.4 npusegeHsbl GyHKUUU TpeTbero yposHs (yposeHb 3 OSl)

Tabnuua 2.4 — OnucaHne GyHKLMI TpeTbero ypoBHsA (Layer 3)

KnueHmeoi BootP u DHCP

YCTPOWCTBO CNOCOBHO aBTOMATMYECKM Mosyyatb |IP-agpec no nNpoToKoay

(Address Resolution Protocol)

(Dynamic Host Configuration BootP/DHCP.
Protocol)
ARP — npoToKkon conocTtasneHua IP-agpeca n ¢usnyeckoro agpeca ycTpomcrsa.
lpomokon ARP P AP ¢ AP yerp

CooTBeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/M3a OTBeTa OT y3/1a CeTW, agpec
y3/1a 3aMnpalmBaeTcs B LUMPOKOBEeLaTe/IbHOM MaKere.

14

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

2.2.5 ®yHKumun QoS

B Tabnuue 2.5 npuBeaeHbl OCHOBHbIe PYyHKLUMKM KadecTBa obcnymuaHus (Quality of Service)

Tabanuya 2.5 — OcHOBHble PYHKLUM KauecTBa 06CYKMBAHUSA

Moddepxcka
npuopumemHsix
ouyepedeli

YCTPOWCTBO NoaaepKuBaeT npuopuTesaumio ncxoaawero Tpadrka no ovepeasam
Ha Ka*K4om nopTy. PacnpeseneHne NakeToB Mo o4epeasm MOXKET NPou3BoOLUTLCA
B pesynbTaTe KnaccMbUKaLMM MAKeTOB MO Pas/IMYHbIM MOMAM B 3aro/ioBKax
NaKeTos.

Moddepxcka Knacca
o0bcnymusaHusa 802.1p

CraHgapT 802.1p cneumduumpyet MeTos yKazaHMA NPUopUTeTa Kagpa U afiroputm
MCMNOJIb30BaHMA NpUOpUTETA B LLEIAX CBOEBPEMEHHON A0CTAaBKM YyBCTBUTENBHOIO
K BpemMeHHbIM 3agepKam Tpaduka. CraHgapT 802.1p onpeaensetr Bocemb
ypoBHen npuoputeToB. KOMMyTaTopbl MOFYT MCNOJIb30BaTb 3Ha4YEeHWEe NpuopuTeTa
802.1p gna pacnpeneneHna Kaapos No NPUOPUTETHBIM oYepeaam.

2.2.6 PyHKUuuM obecneyeHna 6e3onacHoOCTH

Tabnvua 2.6 — PyHKUMKM 0becneyeHns 6e3onacHOCTH

DHCP snooping

PyHKUMA KOMMYTaTOpPA, NpeAHa3Ha4YeHHanA 414 3aLluUTbl OT aTaK C UICNONb30BaHNEM
npotokona DHCP. O6ecneunsaeT ¢punbTpaymo DHCP coobuieHnii, nocTynmBeLUmMX C
HeHafeXHblX NOPTOB, MyTEM MOCTPOEHMA U NOAAEP}KAHUA 6a3bl AaHHbIX NPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping Bbino/iHAeT AeilcTBUA
6paHaMayapa MeKay HeHaaeKHbIMKU nopTamu U cepeepammn DHCP.

Onuyusa 82 npomokKona

Onuma, KoTopaa nossonasetr nponHeopmmposaTe DHCP-cepsep o Tom, ¢ Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymonYaHMIO KOMMYyTaTop, wWcnonb3ylowmii ¢yHkumio DHCP  snooping,

DHCP obHapyxuBaeT n otbpacbiBaeT nwboi DHCP-3anpoc coaep:kawmit onuuio 82,
KOTOpPbIV OH MONYYUA Yepe3 HeHaAExHbI (untrusted) noprt.
UDP relay MepeHanpasneHue wnpokoselLatenbHoro UDP-TpadurKa Ha yKasaHHbIM IP-agpec

IP Source address guard

®yHKUMA KOMMyTaTopa, KoTopaa orpaHuumsaeT IP-Tpaduk, dunbtpya ero Ha
OCHOBaHWUW TabaunLbl cooTBeTCTBMI 6a3bl AaHHbIX NpuBA3Kku DHCP — DHCP snooping
M CTaTUYECKU CKOHOUTYpUpOBaHHbIX IP-agpecoB. ®PyHKLMA ucnonb3yeTcA ANA
60pbbbI c NnogmeHow IP-agpecos.

Dynamic ARP Inspection
(Protection)

®YHKLMA KOMMYTaTOpa, NpeaHasHayeHHanA 414 3aLMTbl OT aTak C MCMO/Ib30BaHMEM
npotokona ARP. CoobuieHne, KOTopoe MOCTynaeT C HEHaAeXKHOoro nopTa,
noasepraetca NpoBepKe — cooTBeTcTByeT Au IP-agpec B Tene npuHatoro ARP-
naketa IP-agpecy otnpasutens.

Ecnv agpeca He cOBNaZatoT, TO KOMMYTaTOP OTOPAchbiBaeT NaKer.

L2 —-13— 14 ACL (Access
Control List)

Ha ocHoBe WHbOpmaumu, comeprKalienca B 3aronoBKax ypoBHel 2, 3 u 4, y
aAMMHWUCTPATOPa eCTb BO3MOKHOCTb HAaCTPOUTb NPaBwU/a, COrNIACHO KOTOPbIM MakeT
6yaet obpaboTtaH, MM6O OTOPOLLEH.

Time-Based ACL

Mo3BonsfeT CKOHOUIypUpPoBaTb BPEMEHHbIE PaMKWU, B TEYEHUE KOTOPbLIX AaHHbIN
ACL byaeT gelictBoBaThb

lMododepicka
6/10KUPOBKU MOPMo8

OcHoBHaa ¢yHKLMA BJOKMPOBKM — NOBLICUTL BE30NacHOCTL CeTH, NpeaocTasaan
AOCTYN K NOPTY KOMMYyTatopa TO/NbKO Ana yctpoicte umerowmx MAC — aapeca,
3aKpensieHHble 33 3TUM NOPTOM.

lposepka
noodsauUHHOCMU HA
ocHose riopma (802.1x)

MpoBepKka noasvHHoctn IEEE 802.1x npeactaBnser coboli MexaHU3M KOHTPO/S
[0CTyna K pecypcam yepes BHeLWHWI cepsep. MNpolealive npoBepKy NOANMHHOCTH
Nno/ib30BaTeNIM NOJIYHAOT JOCTYN K pecypcam BblibpaHHOM ceTu.

PPPOE IA

dyHKuMa nosBonseT A[oNonHATb nakeTbl PPPoE Discovery uHdopmaumen,
XapaKTepusytowein nHTepdeic gocrtyna. 310 HeobxogMmo AnA UaeHTUdMKaLmm
no/sib3oBaTeNIbCcKoro MHTepdeiica Ha cepeepe goctyna (BRAS, Broadband Remote
Access Server).

Ethernet-kommymamopsi MES1000, MES2000
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2.2.7 ®DYHKUUM yNpaBAEHUA KOMMYTaTOPOM

Tabanuya 2.7 — OCHOBHble PYHKUUU yNpPaBAEHNA KOMMYTATOPOB

3azpy3Ka u ebi2py3Ka
¢alina Hacmpoliku

MapameTpbl YCTPOMCTB COXpaHAIOTCA B daiine HACTPOMKW, KOTOPbIA COAEpPKUT
JaHHble KOHPUIYpaLUK Kak BCEW CUCTEMbI B LLe/IOM, TaK U OnpesesieHHoro nopTa
yCTPOWCTBa.

lpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yetca aaa onepawumii 3anucu u yteHma dainnos. NpoTokon
OCHOBaH Ha TpaHcnopTHOM npoToKkoae UDP.

YCTpoiicTBa NOALEPKMBALOT 3arpysKy U nepegady no AaHHOMY NpoTokoay dalinos
HaCTPOMKKN 1 06pa3oB NporpaMmmHoro obecneyeHums.

lMpomokon SCP (Secure

MpoTtokon SCP ncnonb3yeTca Ana onepauumii 3anmMcy U uteHua ¢annos. MpoTokon
OCHOBaH Ha ceTeBOM npoToKone SSH.

Copy) YcTpoicTBa NoaaepKMBatoT 3arpy3Ky U nepeady no AaHHOMy npoTokony ¢alinos
HaCTPOMKKM 1 06pa3oB NporpammHoro obecneyeHums.

YpaneHHbii MOHUTOPUHT (RMON) — cpeacTBo MOHUTOPUHIA KOMMNbIOTEPHBIX CETEN,

pacwupeHme SNMP. CoBmecTMMble  YCTPOWCTBA  MO3BOAAKT  cobupaTb

YOaneHHsili OMarHoCTUYecKmne AaHHble C NOMOLbIO CTaHUUK ynpasaeHunsa cetbto. RMON — ato

MOHUMopuH2 (RMON)

cTaHAapTHaa 6asa MIB, B KOTopoil onpegeneHbl TeKylas M npeablayliuasn
cTaTMcTUKa ypoBHA MAC 1 06beKTbl ynpasieHus, npeaocTasaaollne AaHHble B
peanbHOM BpemeHu.

Mpotokon SNMP wucnonb3yetca ANA MOHUTOPUHIa W yrNpaBAeHUA CeTeBbiM

lMpomokon SNMP ycTpoicTBom. s ynpaBieHMA [AOCTYNOM K CUCTEME ONpefenserca CrhmMcok
3anucel coobLLeCTBa, KaxKaan U3 KOTOPbIX COAEPKUT NPUBUIErMM JOCTYNa.
YnpasneHue yctporictBamu nocpeactsom CLI ocyuiectsnseTcs /0Ka/ibHO yepes
UHnmepagpelic nocnepoBaTenbHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic
KOMaHOHOU cmpoKu KOMaHAHOW CTPOKM KoHconn (CLI) aABnsetca NPOMbIWAEHHBIM CTaHAAPTOM.
(CLI) MHTepnpeTaTop CLI npefocTaBaseT CNMCOK KOMaHA U KAtOYEBbIX CI0B /151 MOMOLLLM
No/Nb30BATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.
Svslo Syslog — npoTokon, obecneynBatowmii Nnepegayvy coobweHUin 0 NPOUCXOAALLMX B
yslog cucTemMe COBbITUAX, @ TaK»Ke YBeAOMIeHWI 06 oWwmnbKax yaaNeHHbIM cepBepam.
SNTP
. . MpoTtokon SNTP — NpOTOKON CUHXPOHMU3ALMN BPEMEHW CETU, rAapaHTUPYyeT TOYHOCTb
(Simple Network Time o
CUHXPOHM3aLMKN BPEMEHU CETEBOTO YCTPOCTBA C CEPBEPOM 10 MUIIMCEKYHAbI.
Protocol)
Traceroute — cnyxebHan HKUMA, npeAHa3sHayeHHas Ana  onpegesieHus
Traceroute y PyHKL pea A pea
MapLIpyTOB Nepesayn AaHHbIX B IP-ceTax.
YnpaeneHue AOMUHUCTPATOP MOXKET OnpeaenuTb YPOBHU MNPUBUAETMIA  AocTyna Ans
KOHMpoaupyemsim NoNb3oBaTeNeN YCTPOMCTBA U XapaKTEPUCTUKMN A/1A KAXKAOro YPOBHA NpUBUNEruUi
docmynom — yposHuU (TonbKo Ana yteHMa — 1 ypoBeHb, NOAHbLIM AocTyn — 15 ypoBeHb), a TakKe
npusuneauti KOHTPO/IMPOBATb, KaKMe KOMaHAbl SOCTYMHbI Ha KaX40M U3 YPOBHEN NPUBUAETUIA.
B/10KUpOBKa KommyTaTop crnocobeH ycTaHaB/iMBaTb 3anpeT AOCTyna K KaxAomy uHTepdeicy
. ynpasneHus (SNMP, Telnet, SSH). 3anpeT Mmo¥eT 6bITb yCTaHOBAEH OTAENbHO ANA
uHmepgelica .
Kaxkgoro Tuna goctyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over SSH);
yrnpaeseHus SNMP
JlokanbHasa [nsa nokanbHoO ayTeHTUdMKAUMKM NOALAEPIKMBAETCA XpaHeHWe naponei B Hase
aymeHmuguKayus ZaHHbIX KOMMyTaTopa.
dunempauusa IP Joctyn no SNMP paspewaetca gna onpegeneHHbix IP-agpecos, asaatowmxca
adpecos 0519 SNMP yneHamun SNMP-coobLecTsa.

Knuesm RADIUS

Mpotokon RADIUS wcnonb3yetca Ana ayTeHTUPMKAUMKM, aBTOpM3aLMKM M y4yeTa.
Cepsep RADIUS ucnonbsyeT 6a3y AaHHbIX NOJb30BaTeNel, KOTOpPas COLEPHKUT
JaHHble NPOBEPKU MNOAJMHHOCTU ANA KaXAoro nonb3osatend. KommytaTopbl
NnoAa4epPKNUBAKOT KNMEHTCKYIO YacTb NpoToKkosia RADIUS.

TACACS+
(Terminal Access
Controller Access Control
System)

YCTPOMCTBO nNpeaoctaBnseT MnoAAep’KKY MPOBEPKU MNOAJAMHHOCTM  KAWEHTOB
nocpegctsom npotokona TACACS+. [potokon TACACS+ obecneuymBaer
LEHTPANM30BaHHYO cucTtemy 6e30MacHOCTM A1 NPOBEPKM MOJSIb30BaTeNEelN,
noayYatoWwmx [AOCTYN K YCTPOWCTBY, a TaKXKe LLeHTPa/IM30BaHHYI CUCTEMY
ynpasfeHus npu cobaogeHnm coemectumocty ¢ RADIUS u gpyrumm npoueccamm
NPoBEePKN NOAJMHHOCTU.
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dyHKuMA cepBepa SSH nos3BondeTr KAneH SSH ycTaHOBWUTb C YCTPOMUCTBOM
Cepeep SSH YHKL, psep TY y ycTp

3alLMLLEHHOE COeaANHEHME ANA YNPABAEHUA M.

aHHanA HKUMA NpeaocTaBAseT BO3MOMKHOCTb CO34aBaTb MaKPOKOMaHAbI
Moddepika it byHKL, pea it P Apl,

npeacrasaawlme coboir Habop KomaHa, WU NPUMEHATb UX AN OMNepaTUBHOrO
MAKPOKOMAHO o

ynpaBaeHUA YyCTPOMUCTBOM.

2.2.8 [AononHutenbHble GYHKLUMN
B Tabanue HUKe NnpuBeaeHbl AONONHUTENbHbIE YHKLMKN YCTPOICTBA.

Tabnnua 2.8 — JononHUTeNbHblEe GYHKLUN YCTPOMCTBA
KommyTaTopbl MMeEOT B CBOEM COCTaBe NMPOrpaMMHble U annapaTHble CPpeacTsa,

BupmyanoeHellii Nno3BoAAlOLWME BbINONHATL PYHKLMKM TecTUpoBaHuA Kabena — VCT:
KabenbHbIl mecmep — onpegeneHve npobnem cBA3M NPU UCMOJb30BaHUM MefHbIX Kabenew
(VCT) (06pbIB, 3aMblkaHMe NPOBOAOB);

—  OTYeT No pesynbTaTam TECTUPOBAHMA.
YCTPOCTBO NO3BOAAET TECTMPOBATb ONTUYECKMI TpaHcueep. Mpu TecTMpoBaHMM

HuaeHocmuka OTC/IEXKMBAOTCA TaKME NapamMeTpbl, KaK TOK M HanpAarKeHWe NuTaHma, TemnepaTtypa
onmuyYyecKo20o TpaHCUBEpPa, MOLLHOCTb CUFHAJIa Ha NpuMéme u nepeaye. JMarHoCcTUKa [OCTyNHa
mpaHcusepa TONbKO [AN1A TPaHCMBEPOB, noagep:kmeatowmx ¢yHKkumto Digital Diagnostics

Monitoring (DDM).
[aHHbIi MexaHM3M NO3BOJ/IAET KOMMYTATOPY CHU3UTb SHEpronoTpebieHue 3a cueT
nepesoAa HeaKTUBHbIX I1EKTPMUUYECKMX NOPTOB B SKOHOMMUYHbIN PEKUM.

Green Ethernet

TexHoNorMa aKTUBHOTO  MOHWTOPWMHIA, WCMNONL3YHOWAACA A48  W3MepeHus
IP SLA napameTpoB ObICTPOAENCTBUA KOMMbIOTEPHbLIX CETeM W KayecTBa nepeaayu
OaHHbIX. Mogaeprknsaemble onepaunm — ICMP Echo, UDP litter.

2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OCHOBHble TEXHUYEeCKMe napamMmeTpbl KOMMYTAaTOpPOB NPpMUBELEHDbI B Ta6nmu,e 2.9

Tabnunua 2.9 — OCHOBHblE TEXHUYECKNE XapaKTEPUCTUKM

0O6wme napameTpbl
MakeTHbI NpoLeccop Marvell 98DX1035 / 98DX3035
24x 10/100Base-T
MES1024
510 2x Combo 10/100/1000Base-T / 1000Base-X
mEii;jM 24x 10/100Base-T
MES1124MB 4x Combo 10/100/1000Base-T / 1000Base-X
MES2124
MES2124M 24x 10/100/1000Base-T (MES2124P - c noaaep»Koi PoE+)
MNHTepdeichbl MES2124P 4x Combo 10/100/1000Base-T / 1000Base-X
MES2124MB
4x 10/100/1000Base-T (c noaaepKoi PoE+)
4x Combo 10/100/1000Base-T / 1000Base-X
MES2208P 2x 1000Base-X
2x 10/100/1000Base-T
24x 1000Base-X (SFP)
MES2124F
4x Combo 10/100/1000Base-T / 1000Base-X
OnTuyeckme TpaHCMBEPbI SFP
[lyrnexcHbIit/MonyaynaeKcHbii ﬂ,ynneKCHblzl/nonyp,ynneKCHbm peXUM ANA 3NEKTPUYECKUX NOPTOB,
DeIM AYNNEKCHbIN PeXXMUM ANA ONTUYECKUX NOPTOB
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MES1024 8,8 [ut/c

MES1124

MES1124M 12,8 Féut/c

MES1124MB
MNpoussoanTENbHOCTb MES2124
KoMmyTaTopa MES2124M

MES2124P 56 reut/c

MES2124MB

MES2124F

MES2208P 24 T6ut/c
O6bem bydepHoi namaTm 1 MBb
O6bem TCAM 512x24B

. Ingress: 168

Konnyectso npasun SQinQ Egress: 96
Konnyecteo npasun ACL 246

CKOpOCTb Nnepefayn AaHHbIX

dneKTpuyeckme nHTepodericbl: 10/100/1000 M6uT/c
OnTunyeckme nHTepdelicol: 1r6umt/c

Tabnnua MAC-agpecos

16K 3anuceit (4actb MAC-azpecoB pe3epBUpyeTcs 418 UCNONb30BaHMA
cuctemon).

Nopaepxka VLAN

CornacHo 802.1Q po 4K

KauecTBo obcnyxuBaHma QoS

MpuopuTesauus Tpaduka, 4 yposHs
4 BbIXOAHbIX 04epeamn C pasHbIMM NPUOPUTETAMM AN1A KaXKA0ro nopTa

Multicast

[o 1000 cratnyeckmnx multicast-rpynn.

Konnuyectso ak3emnaapos MSTP

28

Ceepxa/vHHbIe Kaapbl (Jumbo frames)

MaKcumanbHbii pasmep naketos 10K

Arperauma KaHanos (LAG)

16 rpynn, 40 8 NOPTOB B KaXKA0M

CrekupoBaHue

[Jo 3-x ycTponcTts

CooTBeTcTBME CTaHA4ApTamM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpEaeneHme CKopoctu

IEEE 802.3X KOHTPO/Ib NOTOKOB AaHHbIX

IEEE 802.3ad o6beauHeHue KaHanos LACP

IEEE 802.1p npuoputesaums Tpadmka

IEEE 802.1g BupTyanbHble NOoKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d cBasytowee gepeso STP

IEEE 802.1w 6bicTpoe cBAsyolee aepeso RSTP

IEEE 802.1s mHOecTBO cBA3yOWMX aepesbeB MSTP
IEEE 802.1x ayTeHTMdMKaLMA NONb30BaTENEN

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P, MES2208P)

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, WEB

dusnuyeckme xapakTepuCTUKN U YyCNOBUA OKpYIKaloLLen cpeabl

MES1024
MCTOYHMKM MES1124
AN MES2124 CeTb nepemeHHoro Toka 110-2508, 50 Iy,
MES2124F
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MES1124M CeTb nepemeHHOro Toka 110-2508, 50 'y, naun ceTb NOCTOAHHOIO TOKa
MES2124M 48B.
MES2124P AC CeTb NnepemeHHOro Toka 170-265B, 50 I'y,
MES2124P DC o
MES2208P CeTb NOCTOAHHOIO TOKa 48B+-10%
CeTb nepemeHHoro Toka 110-250B, 50 Iy M CBUHLOBO-KUCAOTHbIN
aKKymynsaTop
MES1124MB XapaKTepUCTUKM 3apAaHOro YCTPOMNCTBaA:
MES2124MB - TOK 3apaga — 1,7A;
- HanpAaxeHue cpabaTbiBaHWA pacuenuTens Harpysku — 10-10.5B;
- MOPOroBoOe HanpsaKeHne MHAMKAUUKM HU3Koro 3apaga — 11B.
MES1024
MES1124 He 6onee 25 BT
MES1124M
MES2124
MES2124M He 6onee 30 Bt
Motpebnremas MES2124F He 6onee 40 BT
MOLLHOCTb
MES2124P AC
MES2124P DC He 6onee 400 BT
MES2208P He 6onee 140 Bt
MES1124MB He 6onee 45 Bt
MES2124MB He 6onee 50 BT
MES1024
MES1124
MES1124M 215 kr
MES1124MB
MES2124
Bec MES2124M 2,60 Kr
MES2124MB
MES2124F 2,85 Kr
MES2124P AC
MES2124P DC 315 kr
MES1024
MES1124 430x44%x138 mm
MES2124
MES1124M
MES1124MB 430x44x160 mm
labapuTHble
pasmepbi MES2124M 430x44x180 mm
MES2124P 430x44%x203 mm
MES2208P 320x44x159 mm
MES2124MB 430x44x190 mm
MES2124F 430x44%206,5 mm
MES1024
WnTepsan MES1124 ot -10 po +45°C
pabounx MES2124
TemnepaTyp MES1124M rev.B | oT-15 po +55°C
MES2208P oT-20 go +65°C

Ethernet-kommymamopsi MES1000, MES2000
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MES1124M
MES1124MB
MES2124M
MES2124MB
MES2124P
MES2124F

MHTepBan TemnepaTypbl XpaHeHUA ot -40 po +70°C

ot -15 go +50°C

OTHOCUTENbHAA BNAaX*XHOCTb npu
aKcnayataumm  (6es  obpasoBaHua | He 6bonee 80%

KOHAeHcaTa)

OTHOCUTENbHanA BNAXKHOCTb  MpwU

XpaHeHun (6e3 obpasoBaHua | ot 10% po 95%
KOHZEeHcaTa)

CpoOK cny»bbl He meHee 15 net

J Twun 6n10Ka NUTaHMA onpeaenseTca Nnpu opopmieHUn 3aKasa.

2.4 KOHCTpYKTUBHOE UCMO/IHEHUEe

B gaHHOM pa3gesnie oNUCcaHO KOHCTPYKTUBHOE UCMOJIHEHWE YCTPOMCTB. MpeacTaBaeHbl 30bparkeHus
nepeaHen, 3agHen n GOKOBbIX MaHesiel YCTPOMCTBA, ONMMCaHbl Pa3beMbl, CBETOANOAHbIE UHAMKATOPbI U
OopraHbl ynpasieHus.

KoMmyTaTopbl BbINO/JIHEHbI B METAN/IMYECKOM KOPMyCe C BO3MOXKHOCTbIO YCTaHOBKM B 19” Kapkac
TMnopasmepa 1U.

’ B KOM6MHUPOBAHHbIX NOPTAX MOKET 6bITb aKTUBHbIM TO/IbKO OAUH U3 UHTepdeiicos. Mpu
oAHOBpeMeHHOM NogKaueHun byaet aktuseH uHtepdeiic c SFP-tpaHcusepom.

2.4.1 BHewHMin BMA WM oOnNUCaHUEe nepegHen naHenu ycrpoucts cepuu MES1024,
MES1124, MES2124

BHewHMN BUA nepegHel naHenun yctponcts cepum MES1024, MES1124, MES2124 nokasaH Ha
pucyHKax 1-3.

AelTex
I MES1024

Console

UnitID

DELTEX
7T MES1124

Consale

110-250 VAT
60/50 Ha
max 14

124 10/100 Base. 7
5.26,27,28 - 18/1400/ 1000 BASE-T or 1008 BASE X

e 1

1 2 3 4 5 6 7
PucyHok 2 — MES1124, nepedHAasa rnaHeso
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DELTEX

Console

oo

s

PucyHok 3 — MES2124, nepedHaA naHeso

B Tabanue 2.10 npmBeaeH nepeyeHb pa3beMoB, CBETOANOAHbIX NHAMKATOPOB U OPraHOB
ynpaBaeHWA, PacnosIoXKeHHbIX HA NepeaHeN NAaHeNN KOMMyTaTopa.

Tabnnuya 2.10 — OnucaHune pasbemoB, UHANKATOPOB M OPraHoOB yNpaBAeHUs NepeaHen naHenm

dnemeHT nepeaHeit
Ne PeA OnucaHue
naHenu
1 Console KoHconbHbIN nopT RS-232 ans noKanbHOro ynpaBaeHUA yCTPOMCTBOM
MES1024
24 10/100Base-T (RJ-45
2 .24 MES1124 nopra 10/1008ase-T (R)-45)
MES2124 | 24 nopta 10/100/1000Base-T (RJ-45)
25,26 MES1024
3 Komb60o-nopTbl: nopTbl 10/100/1000 Base-T (RJ-45) 1 cnoTbl 414 YCTAaHOBKM
MES1124 | . -
paHcuBepos 1000Base-X (SFP)
25,26,27,28 MES2124
Unit ID (1-4) NHAWKaTopbl HOMEpa YCTPOMCTBA B CTEKe
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
4
Status NHAMKaTop COCTOAHMA YCTPOMCTBA
Master NHamMKaTop pexknuma paboTbl YyCTPOICTBA B CTEKe - BeAyLWMii A BeSOMbIN
dyHKLMOHaNbHAA KHOMKa A1a Nepesarpysku ycTpoinctea u cbpoca K
3aBOACKMM HaCTPOMKaMm:
5 F - NPY HAXKaTUM Ha KHOMKY A/IMTeNbHOCTblo MeHee 10 cekyHA npoucxoauT
nepesarpyska yCcTpOMncTBa;
- MPM Ha¥KaTMM Ha KHOMKY ANTENbHOCTbIO 6osiee 10 cekyHA npoucxoauTt
cHbpOoC HACcTPOEK YCTPOWCTBA 40 3aBOACKOM KOHUrypauum.
6 ~150-250VAC, 60/50Hz Paszbem gna NoAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NEPEMEHHOIO TOKa
7 = BonT ana 3asemneHna ycTpoiictsa

2.4.2 BHelwHU BUA U onucaHUe naHenen ycrpoicrea cepun MES1124MB, MES2124MB

BHewHMN BMA, nepegHelrr naHenn yctpoincts cepum MES1124MB, MES2124MB noKas3aH Ha
pUCyHKax 4—5.

s s . . . , R . o " LVELTEX MES1124MB
== gy [ o ] 7 (g o ] PEp—

ik spees R —

i i e | 2
QQ= s 26 27 28

b b Y el o e o e A i i

OO
oo oo = 0 oo [ ooy oo o =]

13 14 15 16

6 8 7 8

1

PucyHok 4 — MES1124MB, nepedHss naHeso
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JVELTEX MES2124MB

N i ) s o
§ =] Elslsi il
1 2 3 4 5 6 8

PucyHoK 5 — MES2124MB, nepedHAA naHess

B Tabsmue 2.11 npmBeaeH nepevyeHb pasbemos, CBETOANOAHbIX MHAMKATOPOB U OPraHoB

ynpaB/aeHUA, PacnosIoKeHHbIX Ha NepeaHen NnaHenn KommyTtaTtopa cepun MES1124MB, MES2124MB.

Tabnnua 2.11 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAEHUs NepeaHeln naHenm

Ne | dnemeHT nepeaHeit naHenm OnucaHue
~110-250VAC, MES1124M Pasbem 4na nogKkNtoUYeHMA K UCTOYHUKY INEKTPONUTAHUA NePEMEHHOro
1 60/50Hz max 1A | B TOKa
~110-250VAC, MES2124M
60/50Hz max 2A | B
2 12VDC max 3A Knemmsbl gns NOAKAOYEHNA aKKYMyNAaTOpHOM b6aTapen 12V
Unit ID (1-4) MNHAMKaTOpbl HOMEpPaA YCTPOMCTBA B CTEKE
Power NHauMKaTop NUTaHMA yCTpoOMCTBa
3 Master MHAVIKan)p pexunma paboTbl YCTPOMCTBA B CTeKe — BeAyLWMUN WK
BE4OMbIN
Status MNHAMKATOP COCTOAHUSA YCTPOMCTBA
Battery MNHAMKATOP COCTOAHMA aKKyMynAaTOpHOM BaTapen
4 Console KoHconbHbIN NopT RS-232 gns NOKANbHOTO yNpaBieHUa yCTPOMCTBOM
dOyHKLMOHaNbHAA KHOMKa AAs nepesarpysku ycTpolcTBa M cbpoca K
33aBOACKMM HaCTpOMKam:
5 F - NPW HaXaTUW HA KHOMKY ANUTeNbHOCTbIO MeHee 10 cekyHA nponcxoanT
nepesarpyska yCTpPOWCTBa;
- MpM HaXKaTUM Ha KHOMKY pAauTenbHoCTblo  6Gosiee 10 cekyHA,
npoucxoanTt cbpoc HaCTPOEK YCTPOICTBA A0 3aBOACKON KOHOUTYypaL K.
6 (1.24] MES1124MB 24 nopta 10/100/100Base-T (RJ-45)
h MES2124MB 24 nopta 10/100/1000Base-T (RJ-45)
7 Link/Speed CBeToBasA MHAMKALMA COCTOAHMUA ONTUYECKMX UHTEPdENCOB
Komb6o-nopTbl: noptel 10/100/1000Base-T (RJ-45) wu cnotbl ans
8 25, 26, 27,28
YCTaHOBKM TpaHcmBepoB 1000Base-X Combo

BHewHWn Bug 3agHel naHenu yctpoictBa cepum MES1124MB, MES2124MB npuBeaeH Ha

puUCyHKe 6.

[¢] (<] o
%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%OE)OOOOOOOOOOOOO()OO%OéjOOOOO OO(SDOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%OOO@
%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%OC?OOOOOOOOOOOOOOO%OESJOOOOO (DOOOOOOOOOOO()O()OOOEZlOOOOOCIOOOOOOOOO(DOOOC)OCIOC)OOOE)OOOOOOOO%OSj

0 GOU0U00D0LOCOULUNL00UTO0CO000000 Seee e e eroseicssesstisoseeccse il

PucyHok 6 — MES1124MB, MES2124MB, 3a0HAA naHeso

Ha 3aaHeit naHenu yctpolictea cepum MES1124MB, MES2124MB pacnono»eH 60AT ANnA 3a3emaeHus

ycTpoiictea, 0603HaueH cMmBoioM = (1).
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2.4.3 BHelwHWIt BUA M onucaHUe naHenen yctpoucrts cepun MES1124M, MES2124M

BHewHuMn BuAa nepegHel naHenn MES1124M c pasbemomM A5 NOAKAOYEHMA K WUCTOUYHMKY

3/1eKTPONUTaHMA nepemeHHoro Toka 110-250B npuBeneH Ha pUCYHKe 7, K UCTOYHUKY NMUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHKe 8.

AELTEX MES1124M

PucyHok 7 — MES1124M AC, nepedHsasa naHeso

10 11 12 25 e 27— ArelTex mesiizam
3672 VDC max 14
-+

PucyHok 8 — MES1124M DC, nepedHsa naHesns

BHewHWn BuAa nepeaHelt naHenn MES2124M c pa3sbemomM A0S NOAKNOYEHMA K WUCTOUYHMKY

3/1eKTPONUTAHMA NepemeHHOoro Toka 110-250B npuBeneH Ha pUCYHKe 9, K UCTOYHUKY MUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 10.

QELTEX MES2124M

1.24 - 10/100/10008ASET
25,28  10/100/1000BASE.T or 1008ASE FX/1030RASE X

i [

7

PucyHok 9 — MES2124M AC, nepedHsas naHesb

3672 ¥DC man 14
-+

”
1 2 3 a 5 6 7 8 9 10 1 12 e 25 ey 27 SHELTEX MES2124M
[ i ™ i P e Gl o oo oo oo oo In o To o L0 1.24- 10/100/10008ASET
ik tpesd 25,28 10/100/ OOODASET o 1008AST-FX/100OBASE-X
% 25 26 27 28
i
{55 s o s (55 e ] Sy s o S Sy e o e Ry S )
13 ia 15 16 17 18 19 20 21 22 3 24 26wt 7 e
1

7 6 7

0000
0000 §

Ei§

000,
mEES

;b
—- "

PucyHok 10 — MES1124M DC, nepeOHsA naHess

B Tabnuue npuBeaeH nepeyeHb pa3bemoB, CBETOANOAHbIX MHANKATOPOB M OPraHoB ynpasaeHus,
pacrnonoXeHHbIX Ha NepeaHer naHeAn KommyTaTtopos cepun MES1124M, MES2124M.
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Tabauua 2.12 — OnMcaHuMe pasbeMoB, MHANKATOPOB M OPraHOB yrnpasaeHUn nepegHei naHeaun

dnemeHT nepepHeit
Ne PeA OnucaHue
naHenu
110-250VAC, 60/50Hz Paszbem 14 NOAKAOYEHUA K UCTOYHUKY 3/IEKTPONUTAHMUA NEepeMEHHOro TOKa
max 1A
1
36-72 VDC max 1A Pasbem ana nogKAoYeHUA K UCTOYHUKY SJIEKTPOMUTAHUA NOCTOAHHOIO TOKa
48B
Power WNHAMKaTOp NUTaHMA YCTPOMCTBA
5 Status MHAMKATOp COCTOAHMA YCTPOMCTBA
Master NHauMKaTop pexkuma paboTbl YCTPOMCTBA B CTEKE - BeAyLLMIA AN BeSOMbIN
Unit ID (1-4) MNHAMKaTOpbl HOMEpPaA YCTPOMCTBA B CTEKE
3 Console KoHconbHbIN NopT RS-232 gns NOKANbHOTO yrpasieHUa yCTPOMCTBOM
DyHKLMOHANbHAA KHOMKa A/A nepesarpysku ycTpoictBa M cbpoca K
33aBOACKMM HaCTpOMKam:
4 F - MPU HAXKaTUM HA KHOMKY A/AUTENbHOCTbi0O MeHee 10 ceKyHn, npoucxoauT
nepesarpyska ycTpoWncTBa;
- MPW HaXKaTUK HA KHOMKY AnnTenbHOCTblo 6onee 10 ceKyHg npoucxoguT cbpoc
HaCTPOEeK YCTPOMCTBA A,0 3aBOACKON KOHbUTypauuu.
s [1.24] MES1124M | 24 nopTa 10/100Base-TX (RJ-45)
h MES2124M | 24 nopta 10/100/1000Base-T (RJ-45)
6 Link/Speed CseToBadA MHAMKALMA COCTOAHUA ONTUYECKUX NHTepdencoB
7 25 26.27 28 Kom6o-noptbl: noptel 10/100/1000Base-T (RJ-45) u ci0Tbl ANA YCTAHOBKM
e TpaHcusepos 1000Base-FX/1000Base-X Combo

BHewWwHM BMA 3a4HEN NaHenn ycTponcts cepmun MES1124M, MES2124M npuBeaeH Ha pucyHke 11.
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PucyHok 11 — MES1124M, MES2124M, 300HASA naHess

Ha 3agHen naHenu yctponcts cepumn MES1124M, MES2124M pacnonoxeH 60T AnAa 3asemieHus
ycTpoiictea, 0603HaueH cumsosiom = (1).

2.4.4 BHelwHU BUA M oNUCaHUe NnepeaHel naHenu ycrpoiictea cepumn MES2208P

BHelWwHM BMA, NepegHel naHenn ycrpoicTea cepmumn MES2208P npuseaeH Ha pucyHke 12.

gomba ports

AeLTex T N
MES2208P o lﬁﬁﬁﬁﬁﬁ:ﬁ
Elf =it

36-72VDC max 48

6000
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—o

faster
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Jarm
A cust
28\ wseroevice

]

1 2 3 4 5
PucyHok 12 — MEES2208P, nepedHsas naHesio
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B tabnumue 2.13 npmBeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pPacnonoXeHHbIX Ha NepeaHelr naHeAn KommyTaTopa cepum MES2208P.

Tabnnua 2.13 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAeHUs NepeaHel naHenm

dnemeHT nepepHeit
Ne PeA OnucaHue
naHenu
1 Console KoHcobHbIM NopT RS-232 ans NOKanbHOro ynpaBaeHMsa YyCTPOMCTBOM
2 1,2,7,8 4 nopta 10/100/1000Base-T (RJ-45 c noaaepskkoi PoE+)
Komb60o-nopTbl: nopTtel 10/100/1000Base-T (RJ-45) 1 cnoTbl 415 YCTAHOBKM
3 3,49,10
TpaHcueepos 1000Base-X (Combo)
4 5,11 2 nopta 1000Base-X
5 6,12 2 nopta 10/100/1000Base-T
Unit ID (1-4) NHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
6 Status NHANKaATOp COCTOAHUA YCTPOMCTBA
Master NHaMKaTop penma paboTbl yCTPOMCTBA B CTEKE — BeAyLW M UK Be4OMbI
Alarm NHAMKaTOp NUTaHMA yCTPOMCTBA NO TexHonornm PoE
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpysku ycTpomnctea u cbpoca K
33aBOACKMM HaCTpOMKam:
7 E - NPY HaXKaTUM Ha KHOMKY A/MTeNbHOCTblo MeHee 10 cekyHA npoucxoamT
nepesarpyska ycTpoucTBa.
- NPW HAXXaTUM HA KHOMKY AAUTebHOCTbIO 6onee 10 cekyHA npoucxoanT
cbpocC HacTpoeK YCTPOMCTBA 4,0 3aBOACKON KOHPUIypauum.
8 36-72 VDC max 4A Paszbem gna NoAKNOYEHUA K UCTOYHUKY 31EKTPONUTAHMA NOCTOAHHOMO TOKA
9 ke BonT ana 3asemneHns ycrpoicrsa.

2.4.5 BHelwHUi1 BUA M onucaHUe NnaHenen yctpoiictea cepumn MES2124P

BHewWwHM BUA, NepegHel naHenn yctponcTea cepmmn MES2124P npuseaeH Ha pucyHke 13.

JeLTex 1 2 12 —35——————27——

2l s s Tl = i = [P
e R e R A B I B

PucyHok 13 — MES2124P, nepedHAsa naHess

B Tabaunue 2.14 npuseaeH nepeyeHb Pa3bemMoB, CBETOANOAHbIX UHONKATOPOB M OPraHoB
ynpaB/aeHns, PacnosIoKeHHbIX Ha NepeaHen NnaHenn KommyTtaTopa cepum MES2124P.
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Tabauua 2.14 — OnucaHuMe pasbeMoB, MHANKATOPOB M OPraHOB yrnpasaeHUn nepegHei naHeaun

dnemeHT nepeaHeit
Ne PeA OnucaHue
naHenu
1 Console KoHconbHbIN NopT RS-232 ans NOKaNbHOTO yNpasieHns yCTPOMCTBOM
2 1-24 24 nopta 10/100/1000 Base-T (RJ-45 c noaaep»kKoi PoE+)
Komb6o-noptbl: noptbl 10/100/1000 Base-T (RJ-45) v CNoTbl AN8 YCTAHOBKU
3 25-28
TpaHcuBepoB 1000Base-X (Combo)
Unit ID (1-4) MNHAMKaTOpbl HOMEpPA YCTPOMCTBA B CTEKE
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
4
Status MNHAMKaTOP COCTOAHMA YCTPOICTBA
Alarm MNHAMKATOp YPOBHSA aBapuu YCTPOMCTBA
dDyHKLMOHaNbHAA KHOMNKA A/1a nNepesarpyskun ycTpoictea u cbpoca K
33aBOACKMM HaCTpOMKam:
5 E - MPY HAXKATMM HA KHOMKY AUTENIbHOCTbI0 MeHee 10 ceKyHa, npoucxoant
nepesarpyska ycTpoWncTBa.
- MPY HAXKATMM HA KHOMKY AnUTeNbHOCTbO 60onee 10 cekyHA npoucxoguT
cbpOoC HacTpOEK YCTPOMCTBA 4,0 3aBOACKON KOHPUrypaLmu.
6 ~150-250VAC, 60/50Hz Pasbem gna noakntoveHnA K UCTOYHUKY 3/1EKTPONUTAHMA NEPEMEHHOr0 TOKa
max 2A

BHewWwHMM BMA 3a4HEN NaHenn ycTponcTea cepum MES2124P npueeneH Ha pucyHke 14.

N——®

PucyHok 14 — MES2124P, 3a0HAA naHenb

Tabnuua 2.15 — OnncaHue pasbemMoB, MHAMKATOPOB M OPraHOB YNpPaBAeHUA 3aHel naHenu

dnemeHT 3agHen
Ne A OnucaHue
naHenu
1 BeHTMIIHTOpr oxXnaxXgeHuAa
2| = BonT AnA 3a3emsIeHNA yCTPoiiCTBa

2.4.6 BHelwHWi1 BUA, M onucaHUe NaHenen ycrpoiictsa cepumn MES2124F

BHelWwHM BMA NepegHel naHenn ycrpoincTea cepmmn MES2124F npuseneH Ha pucyHKe 15.

(o]e]e]e]]e]e]

PucyHoK 15 — MES2124F, nepe0dHsas naHeso
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B Tabnuue 2.16 npmBeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pPacnonoXeHHbIX Ha NepegHer naHenn KommyTaTopa cepum MES2124F.

Tabnunuya 2.16 — OnucaHne pasbemoB, UHANKATOPOB M OPraHOB yNpaBAEHUs NepeaHel naHenm

dnemeHT nepepHei
Ne PeA OnucaHue
naHenu
1 ~150-250VAC, 60/50Hz Paszbem oA NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NEePEMEHHOro TOKa
max 2A
Power NHAMKaTOp NUTaHMA yCTPOMCTBA
Status NHAMKATOp COCTOAHMA YCTPOICTBA
2
Master NHamKaTop pexkuma paboTbl yCTPOMCTBA B CTEKe — BeAyLWMI UK BEAOMbIV
Alarm NHAMKaTop YPOBHA aBapum yCTpoMCTBa
3 Console KoHconbHbIM nopT RS-232 ana NOKaNbHOro ynpaB/ieHUA yCTPOUCTBOM
dyHKLMOHaNbHAA KHOMKa A1 Nepesarpyskun ycTpoictea u cbpoca K
33aBOACKMM HacTpOMKam:
4 F - NPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 cekyHA npoucxoauT
nepesarpy3Ka ycTponcTsaa.
- NPW HAXXaTUM HA KHOMKY AAnTebHOCTbI0 6onee 10 cekyHA nponcxoanT
cHbpoc HacTpoeK yCTPOWCTBa A0 3aBOACKOM KOHOUIypauuu.
5 1-24 24 cnoTa gnA yctaHoBKM TpaHcmeepos 1000Base-X
6 2528 Komb60o-nopTbl: nopTbl 10/100/1000Base-T (RJ-45) 1 cnoTbl A8 YyCTaHOBKM
TpaHcueepos 1000Base-X (Combo)

BHelWwHM BMA, 3aaHeN NaHenn yctponctea cepum MES2124F npuseaeH Ha pucyHKe 16.

PucyHok 16 — MES2124F, 3a00HAA rnaHeso

OnucaHMe pasbemoB, MHAMKATOPOB M OPraHOB ynpaBaeHus 3agHein naHenm MES2124F npusegeHo
B Tabnue 2.16.

2.4.7 BoKoOBble NaHeNn YyCTPOMUCTBA

)
7/

‘(‘-‘ Y

PucyHok 17 — pasas 6okoeas rnaHens Ethernet-kommymamopa
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PucyHok 18 — J/lesasa 60Koeas naHens Ethernet-kommymamopa

Ha 60KOoBbIX MaHenax YCTPOVICTBa PacnoNnoXeHbl BEHTUNALMOHHbDbIE PELLETKU, KOTOPbIE CNYXaT ANA
oTBoga Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHUMU NpegmeTamu. 37O MOXKeT
npuneBecTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BATb HapyweHUA B €ro pa60Te. PekomeHpgaumm no

YCTaHOBKe YCTpOﬁCTBa PacnonoXeHbl B pa3gene «YCTaHOBKA M NOAKNOYEHUE Y.

2.4.8 CeeTtoBaa MHAUKaAUUA

CocTosAHue uHTepoelicos Ethernet nHanumnpyetca aByma CBeTOAMOAHbIMM MHAMKATOpamu, SPEED
AHTapHoro useTa 1 LINK/ACT 3eneHoro ugeTa, pacnooKeHHbIMW BO3/1e KaXKA0ro MHTepdericHOro pasbema.

PacnonoxeHne cBeToanM0O40B NOKA3aHO Ha pucyHKax 19, 20.

LINK/ACT SPEED

PucyHok 19 —

BHewHuli suo paszvema RJ-45

—bho ]

M
1HHHE |

LINK/ACT  SPEED
PucyHok 20 — BHewHuli 8ud pasvema ¢ SFP-mpaHcusepamu

Tabnuua 2.17 — CBeToBaA MHAMKALMA COCTOAHMA NEKTPUYECKUX M ONTUYECKMX UHTepdelico Ethernet

CeeuyeHue
CeeyeHue uHOukamopa .
LINK/ACT UHOukamopa CocmosHue uHimepagelica Ethernet
SPEED
BbIkntoyeH BbIkntoueH MopT BbIKNOYEH NN COEAUHEHUE HE YCTaHOB/IEHO
[opuT NOCTOAHHO BbikntoyueH YcTaHOB/IEHO coeAnHeHne Ha ckopocTu 10 nam 100M6ut/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOB/IEHO coenHeHne Ha ckopocTi 1000M6uT/c

Mwuranune

X

MpeT nepegaya gaHHbIX

NHankatopbl Unit ID (1-4) cny»kaT ana o603HauyeHMa HoMepa YCTPOMCTBaA B CTEKe.
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CUCTEMHbIE MHAMKATOPbI, ONMCaHHbIe B Caeayloleit Tabavue, cayKart Ana onpeaeneHna cocToAHMSA
paboTbl y310B KOMMYyTaTOpA.

Tabnunua 2.18 — CeeToBasA MHAMKAUMSA CUCTEMHbIX MHANKATOPOB

HaseaHue dyHKYUA .
CocmosHue uHOUKamopa CocmosHue ycmpolicmea
uHAuKamopa uHAuKamopa
BbikntoueH MuTaHue BbIK/IIOYEHO
MuTaHne BKIKOYEHO,
CoctonHmne 3eneHbli, ropuT NOCTOSHHO HOpMasibHaa paboTa
Power ycTpolicTea
WUCTOYHWMKOB NUTAHUA
ABapuA Kak MUHUMYM OAHOTO
KpacHbIi 13 BTOPUYHbIX UICTOYHWKOB
NUTaHUA.
o HopmanbHas paboTa
3eneHbli, ropuT NOCTOAHHO o
yCcTponcTBa
OTKas ynpasastowen nam
CocronHne KpacHbIi, ropuT NOCTOAHHO KOMMYTHPYIOLLEN YacTH
Status yCTpoticTBa yCTpolicTBa
3arpyska yctpouncTsa. He
o o Ha3HayeH IP-agpec HK1 Ha
3eneHbll, KpacHbIN, MUraHue .
OZIVH 13 NHTEepdencos.
o YcTponcTeo aBnaeTca
3eneHbli, ropuT NOCTOAHHO
Mpur3HakK BeayLlLero «MaCcTepom» CTeKa
Master yCTpOKCTBa npu YCTpOMNCTBO He ABAseTCA
paboTe B cTeke BbikntoueH «MacTepOM» B CTEKE WU He
334aH PeXXUM CTEKMPOBAHUA
. YcTtpoincteo paboTaet
3eneHbl, FopuUT NOCTOAHHO
Alarm? NHaMKaTop ypOBHA HOPMa/bHO
aBapuK yCTPOMCTBa OpaH:KeBbli, TOPUT NOCTOAHHO HecpouHas aBapua
KpacHblIi1, ropuUT NOCTOAHHO Kputnyeckas aBapua
. AKB nogKkntouveHa, nuTaHue B
3eneHbl, ropuUT NOCTOAHHO
HopMme
" 3eneHblii, MUraHue AKB 3apsarkaetca
HAMKATOP
o OcHoBHOE NUTaHue
COCTOAHMA OpaH:KeBbli, TOPUT NOCTOAHHO
Battery2 aKKyMYAATOPHOM oTkAtoyeHo, AKB paspsaxkaeTca
Gatapen OpaH:KeBbli, MUraHue Hu3kuit ypoBeHb 3apaaa AKB
KpacHbli1, ropuT NOCTOAHHO AKB oTKAo4eHa
o Asapwua PTB (pacuenutens
KpacHbIn, muraHume P (pacu
TOKa 6aTapewn)

v

! Micnonb3ayeTca TonbKo B ycTpoiicTeax cepmum MES2208P, MES2124P
2 cnonb3ayeTca TONbKO B ycTpoiicTeax cepum MES1124MB, MES2124MB

B Tom cnyuyae, Korga KommyTaTtop paboTaeT B aBTOHOMHOM pexume 6e3 CTeKMpoBaHus,
UHAKKaTopbl Master u Unit ID BbIKNOUYEHbI.

Ethernet-kommymamopsi MES1000, MES2000
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2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTaTtop;

— WHyp nuTaHua (ana moaenein kommytatopos MES1124M AC, MES1124MB AC,
MES2124M AC, MES2124MB AC, MES2124P AC, MES2124F AC);

— KomnnekT Kpenexa B CTOMKY;

— PykoBogacTBO NO 3KcnayaTtaumm (noctasnsetca Ha CD-gucke);

— CepTuduKaTt cOOTBETCTBUSA;

— [acnopr.

V Mo 3aKa3y nokynarena B KOMNJEKT NOCTaBKMU MOryT 6biTb BKAtOUeHbl SFP-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B paHHOM pa3gene onucaHbl npoueaypbl YCTaHOBKU 060pyAoBaHMA B CTOMKY U MOAKAOYEHUA K
NUTAIOLLLEN CETH.

3.1 KpenneHue KpOHLWTENHOB

B KOMNMEKT MOCTaBKM YCTPOWMCTBA BXOAAT KPOHLWTENHbl AN YCTAaHOBKM B CTOMKY M BWHTbI A/A
KpenaeHun KPOHLUTEMHOB K Koprnycy ycTpoicTea. 1A yCTaHOBKM KPOHLUTEMHOB:

PucyHok 21 — KpenneHue KpoHWwmeliHo8

1. CoBmecTuTe Tpu OTBEPCTMA A1 BMHTOB Ha KPOHLUITEMHE C TAaKMMW Ke OTBEPCTUAMM Ha
60KOBOM NaHesn yCTPOMCTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMYycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASOWMM CTOMKMN.

2. CoBmecTUTE OTBEPCTUSA KPOHLITEMHOB C OTBEPCTUAMM Ha HaNpasAAKOWMX CTOMKMU.
Mcnonb3yiiTe OTBEPCTUA B HANPABAAIOLLMX HA OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, A/1A TOT0
4TO6bI YCTPOMCTBO PACNONaranoch ropu3oHTa bHO.

3. CnomoLpblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 22 — YcmaHosKa ycmpoticmea 8 cmoliky

Ha pucyHKke 23 npuBegeH npumep pasmeLLeHUs KOMMYTaTOpPOB B CTOMKe.

: ,
' [
o MES1000/MES2000 N1 o]
(o} KabenbHbIi opraHaiiaep o
0 MES1000/MES2000 N1 (o]
(o] KabenbHbli opraHainaep o
0 7 MES1000/MES2000 N1 (o]
o] KabenbHblil opraHaiiaep (o]
o 7 MES1000/MES2000 N1 (o]
o KabenbHelii opraHaiiaep o
o 7 MES1000/MES2000 N1 (o]
(] KabenkbHeli opraHaiiaep o

PucyHok 23 — PasmeuweHue Kommymamopos 8 cmolike

MuHuMmanbHoe pacctoAHne mexay KOMMYTatopamm Nno BbiICOTE — HE MEHEE 1U.

an YCTaHOBKE KOMMYTATOpPOB B86113M I'IpM60pOB C NoBblWEeHHbIM TennoBblaeNeHNEM pPacCTtoAHUE

HGO6XOAVIMO YBE/IUYUTD.
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3.3 NoakntouyeHne AKb Kk MES1124MB, MES2124MB

MoakntoueHne AKB oOcyllecTBAAETCA MeAHbIM MPOBOAOM cedeHnem He meHee 0,5 mm2 TMpwu
nogkntoueHnm AKB Heobxoaumo cobatogath NOASPHOCTD.

PucyHok 24 — NodknoueHue AKE K ycmpolicmay

3.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB.

YcTaHOBKa ONTUYECKUX MOAYHEﬁ MOXeT NpounusBoaAnUTbCA KaK NPU BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcraBbTe BepxHMit SFP-MoAy /b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUXKHWI SFP-
MOZAY /b OTKPLITOM YacTblo pa3bema BBEpX.

PucyHok 25 — YcmaHosKka SFP-mpaHcusepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl YC/bIWNTe xapaKTeprlﬁ Len4yokK.

PucyHok 26 — YcmaHoeneHHsle SFP-mpaHcusepsbi
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[na yaaneHua TpaHcueepa:

1. OTKpoWTe 3alLenKy moayns.

PucyHok 27 — Omkpsimue 3awenku SFP-mpaHcusepos

2. WN3Bneknte moagynb 13 cnoTa.

PucyHok 28 — N3enevyeHue SFP-mpaHcusepos

3.5 MoaknioueHue NUTalOLEN CETU

MopAafoK yCTaHOBKM YCTPOMCTBA:

1. CMOHTMpOBaTb YCTPOMCTBO. B cyyae ycTaHOBKM yCTpoiicTBa B 19” KOHCTPYKTUB, HEOBX04MMO
NPUKPENUTb K HEMY KPOHLUTEHbI, BXOAALLME B KOMNEKT ycTpolicTea (cm. n/n 3.1).

2. 3a3emMnTb KOPMyC YCTPOMCTBA. ITO HEOHXOAMMO BbINOMHUTL MpPENXKAE, YEM K YCTPOWUCTBY
6yLeT NOAKAYEHA NUTAlOWAs CeTb. 3a3eMieHne HeEOBX0AMMO BbIMONHATL U30MPOBAHHbIM
MHOTOXWNbHbIM MPOBOAOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHMEe 3a3eMAALWero Nposoaa
OOJIKHbI COOTBETCTBOBATL TPeboBaHMAMM MpaBuUIam yCTPOMCTBA 31EKTPOYCTaHOBOK (MY3).

3. Ecav npeanonaraeTcA NOAKNOYEHME KOMMNbIOTEPA UM MHOTO 060pPYyA0BaHUA K KOHCO/IbHOMY
NopTy KOMMYTaTOpa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HAZLEKHO 3a3eMEHO.

4. MoaxnounTb K YCTPOMCTBY Kabenb NUTaHWA. B 3aBMCMMOCTM OT MOAENM KOMMYTATopa,
NUTaHWE YCTPOMCTBA MOKET OCYLLECTBIATLCA OT CETM NepemMeHHoro Toka 220B 50/60ru, nav ot
ceTnm nocTtoAaHHOro Toka 48B. [lpuM nogknwvyeHUM ceTu NepemeHHOro TOKa creayet
MCNoNb30BaTb Kabesb, BXOAAWMIA B KOMMAEKT YCTpoKhcTBa. [nAa nopKntoveHusa ceTu
NOCTOAHHOrO TOKa MCMOJ/Ib3yiTe NPOBOA, CeHeHneM He MeHee 1 mm?2,

5. BkAouuTb NuTaHMe ycTpolctBa M ybeauTbCA B OTCYTCTBMM aBapuih MO  COCTOAHUIO
WHAMKATOPOB Ha NepeaHel NaHenwn.

6. YbeauTbca, 4TO MHAMKATOp Power ropuT 3e/seHbiM LBETOM, WHAMKaTop Battery muraet
3eneHbIM uBeTom, ecan AKB nogkntoveHa, wanm roput KpacHbim useTtom, ecnn AKB He
noakaoyeHal.

! Mpumenumo gna MES1124MB n MES2124MB
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4 BKNIOYEHMUE YCTPOUCTBA, HAYA/IbHOE KOH®UTYPUPOBAHME.

KommyTaTop OCHalleH KOHCO/IbHbIM MOPTOM, KOTOPbIM NpeaocCTaBAseT AO0CTYyN K AMarHOCTUKe,
YNPaB/AEHNIO U MOHWUTOPUHIY YCTPOWCTBA. B 3TOM pasaene onucaHbl BOSMOXHOCTM KOHCOJIbHOFO MopTa
YCTPOICTBA W NpoLeAypPbl HAYaNbHOIO KOHPUIYPUPOBaHUS.

4.1 HacTpoiiKa TepMmuHana

[na cBA3M C KOMMYTAaTOPOM 4epe3 KOHCOJ/IbHbIA NOPT Ha KOMNbOTEepe HeobXoAMMO 3anycTUTb
nporpammy 3smynauum tepmuHana (HyperTerminal, TeraTerm, Minicom) ¥ npousBecTn cnegyrowme
HACTPOMKU:

1. BbibpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIM NOPT KOMMbIOTEPA.

2. YCTaHOBUTb CKOPOCTb Nepenayn gaHHbix — 115200 6o4.

3. 3apatb dopmaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbLIN 6UT, 6€3 KOHTPOS YETHOCTM.

4. OTKAOYMTb annapaTHOE U NPOrpaMMHOE ynpasB/ieHNEe NOTOKOM AAHHbIX.

5. 3apaTb pexum amynaumm tepmmHana VT100 (MHorne TepmmHanbHble NPorpaMmbl UCNOb3YHOT
OAHHbIN PeXnUM aMyNALUUM TEPMUHAA B KAYECTBE PeXMMa No YMOJTHaHUIo).

4.2 BKAloYeHUue YyCTPOUCTBA

MoaroToBuTb 060PYAOBaHUE K paboTe B COOTBETCTBUM C TpeboBaHMUAMM pasgena 3.

YCTaHOBUTb COeMHEHME KOHCOIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesbHoOro
MHTep¢el7|ca KOMMNbOTEPQA, HA KOTOPOM YCTAaHOBNEHO NPOrpaMmmHoe obecnevyeHune IMyNAuUnn TepMmUHanNa.

Bkntountb KommyTtaTop. [pn KaxKaom BKAOYEHUM 3anycKaeTca npoueaypa «TeCTMPOBaHUA CUCTEMBI
npwv BKkAtoYeHUn» (POST), KoTopasn No3Bo/AeT onpenenuTb PaboTocnocobHOCTL YCTPOMCTBA Nepes 3arpy3Koi

OCHOBHOW NPOrpammsl.

OTobpaxkeHue xo4a BbiNoaHeHUs npoueaypbl POST Ha KommyTaTope:

Bootl Checksum Test. ...ttt ittt eetieeeeeennns PASS
Boot2 ChecksUm Test. ...ttt ineeeeeeeneeeennns PASS
Flash Image Validation Test.............o.iuo.nn. PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe ceKyHAbl nocne 3aBeplueHuns npoueaypbl POST HauMHaeTcA aBTo3arpysKa NporpammHoOro
obecneyeHnsa KoMmyTaTopa. [ns BbINOJHEHMSA CMeLMaibHbIX NPOLeAyp MCNONb3YETCA CEePBUCHOE MEHIO,
BOMTM B KOTOPOE MOXHO MpepBaB 3arpysky Haxkatmem Knasuwu <Esc> wunu <Enter> B TeyeHwe 3TOro
BpemeHu. OnucaHMe BO3MOXKHOCTEM YyMpaBAeHWUA YCTPOMCTBOM CpeAcTBaMWM  CEPBUCHOMO  MEHIo
npeacTaBneHo B pasgene 6.

Mpumep AanbHelLWen 3arpy3Kn yCcTponcTea.
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Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

ok hkhk Ak kA hhkhkhhkhhk Ak h A hkhk A hhkhkhhkhhkhkhkhdAhkhkrhhkhkhhkrhkhkhkhhkhkhkrhkhkrhkhkrhkkhkhkhhkxkk*x

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 ***

ok hkhk Ak kA hhkhkhhkhhk Ak kA hkhk A hhkhkhhkhhkhkhkhhkhkhkrhhkhkhhkrhkhkhkhhkhkhkrhkkrhkhkrhkkkhkhhkxkk*x

HW version is V0O

Base Mac address is: 02:11:12:13:14:27

Dram size is : 128M bytes

Dram first block size is : 98304K bytes

Dram first PTR is : 0x1C00000

Dram second block size is : 4096K bytes

Dram second PTR is : 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 $CDB-I-LOADCONFIG: Loading startup configuration.
The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.

Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT_98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration
change trap.

Tapi Version: v1.9.5

Core Version: v1.9.5

23-Nov-2011 18:15:29 SINIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items
loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items
loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/2
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/4
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/7
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 S$LINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 S$LINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 $LINK-W-Down: fal/0/16
23-Nov-2011 18:16:31 $SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup

Mocne ycnewHoM 3arpy3kn KOMMyTaTopa HeobxoAMMO BBECTU MMA NO/b30BaTeNA U NapOoib.

36

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

/ yCTpOﬁCTBO nocrasnaeTca npoussogutenem C napametTpamu KOH¢MrypaLI,VIM,
YCTAaHOBJIEHHbIMU B Ha4a/ibHOE COCTOAHUE.

Mpu 3TOM MMA NONbL30BATENA U NAPOJIb He 3a4aHbl U He 3anpaLlMBaloTCA CUCTEMOIA.

Mocne perncrpaumMmM Ha YCTPOMCTBE B KOHCOMW MOSABUTCA CUCTEMHOE NpPUrAalleHne uHTepdelica
KOMaHgHoM cTpoku CLI .

console>
/ [na 6bICTPOro BbI30Ba CNPABKU O AOCTYMHbIX KOMaHAaX MCNO/b3yiTe KOMBUHaALMIO KNaBuLL
«SHIFT» 1 «?».

4.3 MopapoK KOHPUrypmuposaHuA

Mpexae, 4em NPUCTYNUTb K KOHPUTYPUPOBAHUIO, HEOOXOAMMO UMETb C/eAYIOLYI0 MUHUMANbHYO
nHbopmaumio:

—  Pexvm paboTbl yCcTpoMCTBa — aBTOHOMHbIV WU B CTEKE;

— IP-agpec, KoTopblli ByAeT MCNONAb30BaTbCA A/1A A0CTYNa K YNPaBIEHNI0O KOMMYTaTOPOM;
—  MapuwpyT No ymon4yaHuio;

— 3HauyeHue MacKMu NoACEeTH.

B nepsyto ovepegb u ecam 37O HeO6XOAVIMO, AONKeEH 6bITb HaCTpPOEH pPeXMmMm CTeKnposaHuUA.
KommyTaTopbl OTFPYKaKTCA Npomn3sBogutTesemM HaCTPOEHHbIMU 1A aBTOHOMHOTO peXnma p360TbI.

EcnM KOMMyTaTOp ABAAETCA CAMOCTOATENbHBIM YCTPOMCTBOM MW BEAYLMM YCTPOMCTBOM B CTEKE, TO
OO/KHO 6biTb BbINO/SIHEHO €r0 Ha4asabHOE KOHGU2ypupoedHue, B XO4e KOTOPOro A0/KHbl BbiTb
NOAroToBAEHbI MHTepdeNchbl ynpaBAeHMs YCTPOUCTBOM M HacTPOeH HeobxoaMMbI ypoBeHb 6e30MacHOCTHU.

CnegylowmMm warom KOHQUrypupoBaHUA MOXKeT ObiTb JeTanbHas Hacmpolika cucmembl
6e3onacHocmu, BKIIOYAOLLAA HACTPOMKY Mpoueasyp aBTOpM3aLMM U ayTeHTUPUKALUKU NpU ynpaBaeHUK
YCTPOACTBOM.

/ Nocne BHeceHUA NobbIX U3MeHeHUIT B KOHGUrypauuio ycTpoiictBa HeobxoamMmo penatb
COXpaHeHue KoHdUrypauum B sHepProHe3aBUCMMON NamMATU A0 Nepesarpys3ku ycTpoiicTsa.
Dns coxpaHeHUA KOHOUTypaLMK UCNONb3YATE KOMAHAY:

console# write

4.3.1 Bblbop pexxuma cTeKMpoBaHUA

YCTpoicTBO MOKET paboTaTh B ABYX PEXMMaX — aBTOHOMHOM W pPeXume CTEKMPOBaHWA. B pexxnme
CTEKMPOBAHMA HECKOJIbKO KOMMYTAaTOPOB MOTYT 6bITb 06beMHEHbI B CTEK U GPYHKLMOHMPOBATL Kak eauHoe
YCTpOMCTBO. MO YMONYAHMIO KOMMYTATOPbl PaboTaloT B peXMme aBTOHOMHOTO YCTPOMCTBa. B cTek moryT
6bITb 06beAMHEHBI KOMMYTATOPbI TO/ILKO OLAHOMMEHHBIX MOAENEN.

Bblbop pexknma paboTbl KOMMYTATOPa AOCTYMNEH B MEHIO Hauya/IbHOro 3arpysyumKa:

Startup Menu

[1] Download Software
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Erase Flash File

Password Recovery Procedure

Set Terminal Baud-Rate

Stack menu

] Back

Enter your choice or press 'ESC' to exit:

oY U W N

MyHKT [5] — ynpaBneHue cTekom.

Stack menu

] Show unit stack id

] Set unit stack id

] Set unit working mode

] Back

Enter your choice or press 'ESC' to exit:

[
[
[
[

DS N

B MeHI0 ynpaB/ieHUA CTEKOM AOCTYMHbI CAeaytowme NyHKTbI:

[1] — oTob6parkeHne naeHTUdUKaTOpPa YCTPOMUCTBA B CTEKE
[2] — Ha3HayeHWe naeHTUdMKaTOpa YCTPONCTBA
[3] — BbIBOpP pexkunma paboTbl ([1] — aBTOHOMHBbIN pexXum, [2] — peXknum CTEKMPOBaHUSA)

MNoapobHee o paboTe yCTPOICTBA B peXKMUME CTEKA MOMKHO Y3HaTb U3 NyHKTa 5.6.

4.3.2 HayanbHoe KOH$UrypuposaHue

HavyanbHoe KOHGUrypMpoBaHME BbIMONHAETCA Yepe3 KOHCO/bHbIM NOPT ycTpoicTBa. B pesynbrate
BbINONHEHUA HaAYaNbHOrO KOHQUIypupoBaHWA MOTYT BblTb HACTPOEHbl PasfiMuyHble cnocobbl JocTyna K
YNPaBAEHWNIO — MOXKET BbITb U3MEHEH PEXKUM KOHCONIbHOMO NOpPTa MAW paspeLleH yaaneHHbln 4ocTyn Yyepes
[OCTyNHble MHTepdEeCbl U NPOTOKO/Ibl YNPABAEHUA.

MpuBeaeHHble fanee NPUMepPbl HAYaNbHOrO KOHGUIYPUPOBAHUA BKIOYAIOT CeayoLmMe HaCTPOMKM:

1. Co3paHue y4yeTHOM 3anUCK agMWMHWUCTPATOpa C UMeHem «admin», maponem «pass» W
MaKCMMabHbIM YpOBHEM npuoputeTa — 15.

2. KoHdurypuposaHue cTaTnyeckoro |P-agpeca M agpeca W33 ceTM ANA  ynpasBiaeHuA
KOMMYTaTOpPOM.

3. HacTpoitka napameTpoB ynpasaeHua no npotokony SNMP.

HacTpoitka nonyyeHus IP-agpeca ot cepsepa DHCP.

5. Hactpoitka napameTtpos npoTokona SNMP.

&

V MapameTpbl, HeobxoauMble gNA KOHGUTYPUPOBAHUA, MOTYT 6bITb NO/yUYeHbl Y
agMUHUCTPATOpa CeTHu.

V Mpu onucaHumn npoueayp KOHGUrypMpPoBaHUA NpPeanoNaraeTcs, HTo KOMMyYTaTop He 6bin
CKOHOUrypupoBaH paHee.

4.3.2.1 Co30aHue yyemHoli 3anucu a@mMmuHUcmpamopa

DOna obecneyeHna 3aLMLLEHHOrO BXOAA B CUCTEMY BCEM NMPUBUIETMPOBAHHbBIM
Nonb3oBaTeNAM A0/KHbI 6bITb Ha3HauYeHbl Napoan JocTtyna.

.-
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MmaA nonb3oBaTena U Naposib BBOAMTCS MPU BXOAE B CUCTEMY BO BPEMSA CEAHCOB aAMUHUCTPUPOBAHMUSA
ycTpoicTBa. Jaa co3gaHMa HOBOIo NO/Ib30BaATENA CUCTEMbI UM HACTPOMKK Nt06Oro U3 NnapameTpoB — UMEHU
Nno/ib30BaTesIn, NApPOo/s, YPOBHA NPUBUAETUIA, UCMO/b3YIOTCA KOMaHAPbI:

console (config) # username name password password privilege {I1I-15}

V' YpoBeHb npusunerMit 1 paspelwiaetr A0CTYNn K YCTPOMCTBY, HO 3anpeljaeT HACTPOMKY.
YpoBeHb npusuneruit 15 paspeluaert Kak A0CTyn, Tak U HAaCTPOIKy yCTpoiicTBa.

Mpumep KomaHA, Ana 3ag4aHuA Nonb3osartento «admin» napona «eltex» n cosgaHua nonb3osartens
«operator» c naponem «pass» 1 yposBHem npusuaernin 1:

console>enable

console#configure

console (config) #fusername admin password eltex

console (config) #fusername operator password pass privilege I
console (config) #exit

console#

4.3.2.2 PacwupeHHas Hacmpoliika ypoeHa docmyna

Ha ycTpolicTBe cyliecTsyeT BO3MOXHOCTb pacnpeaenieHus npas nosb3osaTeneil B 3aBUCMMOCTU OT
YPOBHA MPUBWJIETNI, Ha KOTOPOM Kaxkabli M3 nosib3oBatenei 6bin co3gaH. KoOHKpeTHoOMy ypOBHIO
npuBMAErniA NpPUcBaMBaeTcs Habop KOMaHZ, KOTopble CTaHOBATCA MCMOJHUMBIMW A4 MOSb30BaTeNein ¢
YPOBHEM He HUKe 3a4aHHOrO.

] KommyTaTop nogaepiKuBaeT cUCTeMy HacnefoBaHWA Habopa KOMaHA OT 60/see HU3KMX
- ypOBHei npusuneruii.

’ MpusunerMn BbICTPAMBAIOTCA ANA KOHKPETHO 3agaHHoOro ysna. Kaxayio KomaHay
- H906XOAVIMO nponucbiBatb ABHO, HE UCNOJib3yA COKpPalleHHble ¢0prI.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOro KOHGUrypnpoBaHma:
console (config) #

Tabnunua 4.1 — KomaHabl N5 HAaCTPOMKM pacluMpeHHoro AocTyna

Komanda 3HavyeHue/3HayeHue no Neiicmeue

YMOAYAHUIO
privilege context level MpucBanBaeT yKazaHHOMY YPOBHIO NpUBUAErniA
command 33[,aHHY0 KOMaHAay.

level: (1..15); - context — pexXnm paboTbl KOMaHAHOW CTPOKM;

/ypoBeHb npusmaernii komang, | - level —yposeHb npusunerunii, Ha kotopom byaet
pexuma EXEC -1, AOCTYMNHa HacTpaMBaemaa KOMaHAa;
BCeX OCTa/IbHbIX KOMaHA — 15 - command — KomaHga.

no privilege context level YpanaeT ocTyn K KOMaHze C yPOBHA, Ha KOTOPOM
command KomaHga 6blna paspelueHa.

= [lpumep HACTPOIKM Habopa KoMaHg A1 noib3oBaTens «admin» ¢ 4 ypoBHEM NpPUBUAETUI
1 Habopa KomaHg, Ana nosb3oBaTtens «user» ¢ 10 ypoBHem npusmunermi

console#configure
console (config) fusername admin password passl privilege 4
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console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb Ans NOKajibHbIX NOAb30BaTeNeN, Yel YpOBEHb NMPUBUNETMIA Bbllle WAM paBeH 4, CTaHeT
JoctyneH BbiBog, KomaHabl show running-config, Ho He OyaeT poctynHa HacTpowka vlan. [nAa
nonb3oBaTesiell, ypoBeHb NPUBUAETNIA KOTOPbIX cooTBeTcTBYeT 10 1 Bbille, ByaeT AOCTyNHa HacTPoOMKa U
vlan, u BbiBog, KOoMaHAbl show running-config.

4.3.2.3 KoHghu2ypuposaHue cmamu4ecKkux cemeabix napamempos yrnpaesneHus

[lna BO3MOXKHOCTU yNpaBAeHNA KOMMYTAaTOPOM M3 CETU HeOBX0AMMO Ha3Ha4uTb ycTpoicTay IP-aapec,
MacKy NoACeTU U, B Cy4ae ynpasiaeHuUs nu3 Apyroi cetn, agpec Wawsa.

IP-agpec MOXKHO HasHauuTb Ntobomy uHTepdelicy — VLAN, dpusnyeckomy nopty, rpynne noptos. IP-
ajpec W3a JO/MKEH NPUHASNEXKaTb K TOM e NoACeTH, YTO U OANH U3 IP-nHTepdeincoB ycTponcTaa.

V' Mo ymonyaHuio HasHauveH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

/' B cnyvae ecnu IP-agpec HacTpauBaetca ana uHtepdeiica ¢pusMyeckoro nopTa UAK rpynnbi
nopToB, 3TOT UHTepdeiic yaanaerca us rpynnbl VLAN, KOTOpPOM OH NpUHaaNeXKan.

=  [lpumep KoMaHg HacTponku IP-agpeca ans nHtepderica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHayaembili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonvaHuro —192.168.16.1

consolef#configure

console (config) #interface vlan I

console (config-if) #ip address 192.168.16.144 /24
console (config-if) #exit

console (config) #ip default-gateway 192.168.16.1
console (config) #exit

console#

[ns Toro ytobbl ybeantbea, uto agpec 6ol HasHavyeH uHTepdelicy, BBeaUTe KOMaHAY:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.4 Hacmpoliika napamempos npomokoaa SNMP daa docmyna K ycmpolicmay

MpoTtokon SNMP (Simple Network Management Protocol) npesoctasnset cpeacTsa A1a ynpasaeHns
ceTeBbIMU YCTPOIMCTBAMM. YCTPOICTBA, nogaepxusatowme npotokon SNMP, cogepkaTt B cocTaBe CBOero
nporpammHoro obecneyeHua KoA, BbINOAHAKWMNA (YHKUMIO areHTa ynpaBaeHua. AreHT SNMP
B3aMMOAENCTBYET C HAOOPOM NapameTpoB YCTPOIMCTBA. DTN NapaMeTpbl onuncaHbl B MHGopmaumoHHoM H6ase
ynpasneHusa (MIB, Management Information Base).
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Mpasa goctyna K AreHty SNMP ynpasasatotca nytem 3agaHma umeHn SNMP coobuiecTtBa 1 ykasaHnem
pa3pelleHHOoro TMna gocryna.

KommyTtaTopbl AonycKatoT ynpasaeHme ¢ nomoLbio npotokona SNMP, cogep»kaT BCTPOEHHOTO areHTa
SNMP 1 noaaepunsatoT Bepcum npoTokona vl/v2c/v3. AreHT SNMP nogaepskunsaet Habop CTaHAAPTHbIX U
pacwmnpeHHbIXx nepemeHHbix MIB.

V B uenax obecneyeHna MHTErpaLMmM KOMMYTaTOpPOB B CUCTEMbI MOHUTOPUHIA U YNPaBAeHuUA
WUAN aNA pa3paboTKM TaKMUX CUCTEM MOKeT 6biTb NpeaocTaB/eHo nosiHoe onucaHue MIB.

C nomouwbto npotokona SNMP moryT ObiTb M3MeEHeHbl Jtobble napameTpbl YCTpoicTBa 3a
nckntodeHnem IP-agpeca ynpasneHus, umeHn SNMP coobliectBa 1 ypOBHS NPUBUAETMIA NONb30BaTENEN.

V YcTpoiicTBa nocTtaBaAoTca 6e3 onpeaeneHHbiX HactpoeK SNIMIP coobuiecrts.

Ona BO3MOMKHOCTU agMUHUCTPUPOBAHUS YCTPOMUCTBA NocpeacTBom npotokona SNMP, Heobxoaumo
€034aTb XOTs 6bl 0AHY CTPOKY coobuiecTBa. KoMmyTaTopbl NOAAEPKUBAIOT TPU TUMA COOOLLECTB:

— Read Only (ro) — onpepenset, yto YneHbl coobllecTBa MMEHT AOCTYN TO/NbKO Ha YTeHue
(npocmoTp KOHGUIYpaLMK), HO HE MOTYT MEHATb Kakne-anbo napameTpbl;

— Read/Write (rw) — onpegenser, yYTO 4/ieHbl COOBLLECTBA MMEIOT AOCTYN Ha YTEHUEe K
M3MeHeHMe NapaMeTpoB KoHUrypauuu;

— Super (su) — onpeaenser, 4YTO uneHbl coobwecTBa MMEIT YpPOBEHb MpPUBUAETUIA
agMUHUCTpaTopa.

Hanbonee pacnpocTpaHeHO MCMOAb30BaHWE CTPOK coobuiectBa public — ¢ AOCTYNOM TOAbKO AONA
yTeHusa obbekToB MIB (ro) 1 private — c A4OCTYNOM Ha YTEHUE U U3MeHeHne 06bekToB MIB (rw). na Kaxaoro
coobuiectBa MOXHO 3a4aTb IP-agpec cTaHUMKM ynpaBaeHUs.

Mpumep cospanHua coobuiecTBa private ¢ AOCTYNOM Ha uTeHuMe U 3anucb U IP-agpecom cTaHumm
ynpasneHna 192.168.16.44:

console>enable

consolef#configure

console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44
console (config) #exit

console#

[na npocmoTpa co3aaHHbIX CTPOK cooblectsa 1 HacTpoek SNMP ncnosb3yetca KomaHAa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
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Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 HacTtpoiiKka napameTpoB cucTembl 6e3onacHoCcTU

B aTom pasgene npuBegeHa MHPOPMaALMA O HACTPOMKe AMHAMMYECKOro HasHayeHus IP-agpeca u
HacTpoOMKe  3alMLEHHOrO YNpaB/iieHWa YCTPOMCTBOM Ha OCHOBAaHUM MEXaHW3MOB ayTeHTUdUKauum,
aBTOpM3aLMM U yyeTa.

— Authentication (ayTeHTUdUKauma) — conocTaBaeHME 3anpoca CyLLecTBYHOWEN YYETHOM
3anucu B cucteme 6e30MacHoCTU.

— Authorization (aBTopu3aums, NPOBEPKA YPOBHA AOCTyMNa) — conocTaBjeHue YYETHOMN 3anmncu
B cucTeme (npowealein ayTeHTUOUKALMIO) U onpeaeiEHHbIX NOJTHOMOYUIA.

— Accounting (y4€T) — cnekeHue 3a noTpebieHneM pecypcoB No/b30BaTeNIeM.

4.3.3.1 [lony4eHue IP-adpeca om cepseepa DHCP

Ona nonyyeHua IP-agpeca moKeT mcnonb3osaTbcA npotokon DHCP, gnAa storo B cetm A0AXKEH
npucytcteoBaTb DHCP-cepBep. YcTpoicTeo BbicTynaeT B ponm DHCP-kaneHTa. IP-agpec ot cepsepa DHCP
MOXHO MoJsly4aTb Yepes ntoboi nHtepdeiic — VLAN, dmsmnyeckunii nopt, rpynny nopTos.

V Mo ymonuyaHuio DHCP-KAueHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mony4yeHHbIM ¢ nomolubto NpoTokona DHCP agpec He coxpaHaeTcs B KOHPUIypaLLmMKM yCTpoICTBa.

Mpumep HacTPOMKKN NoAyYeHUsa AnHammyeckoro IP-agpeca ot DHCP-cepeepa Ha uHTepdelice VLAN 1:

console> enable

console#configure

console (config) #interface vlan !
console (config-if) #ip address dhcp
console (config-if) #exit

console#

[na Toro ytobbl ybeautbea, uto agpec 6bin HasHaveH MHTepdeicy, Cnonb3yiiTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid
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4.3.3.2 be3onacHocmb ynpaeneHua U KOHguaypuposaHue naposeli

Ons obecneyeHma 6e30NacHOCTU CUCTEMbI UCMO/b3YETCA MEXaHU3M ayTeHTUPUKALUM, aBTOPU3aLUN
n yyeta (AAA, Authentication, Authorization, Accounting), KoTopblit ynpaBnseT npaBamu Ao0cCTyna
Nnosib30BaTeNEeN, YPOBHAMU NPUBUAETUIA N METOAAMM yripasaeHna. MexaHnam AAA MOXKeT MCNOb30BaTb
60 NoKanbHyto, NMb60 yaaneHHyto 6a3y nosb3oBaTenen.

Ona obecneyeHna 6e30MACHOCTU YMNPaBAEHUSA MOMKET WCMNO/b30BaTbCA LWNGPOBAHNE AAHHbIX
ynpaBAeHNA C NOMOLLbIO NPOTOKOAa SSH.

yCTpOﬁCTBO NnoCTaBNAAE€TCA C HEeHa3Ha4YeHHbIM Mnaponem Aoctyna. HasHayeHue naponeﬁ AocTtyna
ABNAETCA OTBETCTBEHHOCTbHO aAMUHNCTPATOPA.

B Tom cnydyae, eciv naposib AOCTyna K YCTPOMCTBY yTepsAH, MOXeT bbiTb MCMOo/Ib30BaHa npoueaypa
BOCCTaHOB/IEHMA Napos. ITa npoueaypa O4HOKPATHO paspellaeT AOCTYN K ynpas/eHnto ycTpoicTeom 6es
Mapons C J/IOKa/bHOrO TepmMWHana (KoHcosbHOro noprta). BocctaHoBneHME Mapons MOMKeT ObiTb
MHULMUPOBAHO TO/IbKO Yepes KOHCO/bHbIN MopT.

Maponun goctyna K yCTPOMCTBY MOTYT ObITb YCTAaHOBAEHbI ANA Caeayiowmx MHTepdeincos gocTyna:

—  JloKanbHbIV TEpMMHAN (NOAKAOYEHME Yepe3 KOHCONbHbIM NOpT);
— Telnet;

— SSH;

—  HTTP.

Mpu co3paHMmM Nonb3oBaTeNs Ha3HaYaeTCA YpPoBeHb NpusBuaeruii 1, 4to faeT BO3MOXKHOCTb

V BblI6BOPOYHOro NPOCMOTPA NAPaMEeTPOB YCTPOICTBA, HO He AAeT BO3MOXKHOCTU YNpPaBAATb
ycTpoiicTBOM. BO3MOXHOCTb KOHPUrypupoBaHMA MUMEIOT MNO/b30BaTe/IM C YPOBHEM
npusunerun 15.

V Bo3mMOXHO, HO He peKomeHAyeTcA He Ha3HauyaTb Napo/sb MO/b30BaTeNAM C YPOBHEM
npusunerun 15.

V B Tom cnyuyae, ecam NpPUBUNErMPOBaHHOMY NONb30BaTe/N0 He Ha3HAuYeH NapoJ/ib, TaKoW
nonb3oBaTeNb MOXeT noayuntb goctyn K Web unrepdeiicy ycrpoiictea c atobbim naponem.

YcmaHoeKa napona 0aa KoHconu

console (config) #aaa authentication login default lIine
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password passwdl

B oTBeT Ha NpuraaweHne BBECTM Napo/ib BO BPEMA PErnCTPaLMM B YCTPOMCTBE Yepes ceaHC KOHCoU
BBeguTe naponb — passwdl. Kpome Toro, BBOZ Mapoasa MOXeT noTpeboBaTbCcA MNpu nepexoae B
NPMBUAETMPOBAHHbBIN PEXUM C MOMOLLbIO KOMaHAbl enable .

YcmaHoeka napons 0nsa Telnet

console (config) faaa authentication login default lIine
console (config) #aaa authentication enable default Iline
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
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console (config-line) #fenable authentication default
console (config-line) #password passwd2

B oTBET Ha NpwurnaleHne BBECTM NApo/ib BO BPEMS PerncTpauum B yCTponcTee yepes ceaHc Telnet
BBEAUTE Naposib — passwd2.

YcmaHoska napons ona SSH

console (config) #aaa authentication login default Iline
console (config) #aaa authentication enable default line
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd3

B oTBeT Ha nmpurnaweHne BBECTU Mapo/ib BO BPEMSA PErncrpaumm B yCTPOWUCTBE yepe3 ceaHc SSH
BBEAUTE Napo/b — passwd3.

YcmanHoeka naponsa ona HTTP

[na KoHPUrypMpoBaHUA Napons A0CTyna no npoTokony HTTP cieayeT BBECTUM KOMaHAbI:

console (confiqg) #ip http authentication local
console (config) #username admin password passwd4 level 15

Mpu mHuumanmsaumm HTTP-ceccum cnegyeT MCNosb3oBaTb MMA MNoab3oBaTens admin v naponb
passwd4.

BoccmaHosneHue napoaa docmyna K ycmpoiicmay

MpK MCNONb30BaHMM HACTPOEK YCTPOMCTBA MO YMONYAHUIO MMA NOAb30oBaTena — admin, Naponb He
3agaH. Maponb HasHavaeTca nosb3oBaTenem. B cnyyae ecnm naponb yTpayeH, MOMKHO nepesarpysuTb
YCTPOWCTBO M Yepes KOHCO/bHbIM NOPT NpepBaTh 3arpy3Ky, Ha)aB Knasuwy <Esc> unn <Enter> B TeyeHune
nepBbiX ABYX CEKYHZ Noc/e MNosB/AeHNA cooblieHna aBTo3arpysku. OTKpPoeTca MeHto Startup, B KOTOPOM
HY*KHO 3anyCcTUTb NpoLeaypy BoccTaHoBneHUa napona ([3] Password Recovery Procedure).
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[na KOHOUTYPUPOBAHMNA HACTPOEK KOMMYTATOPA MUCMO/b3YyeTCA YETbIPE OCHOBHbIX PEXMMA. B Kaxkgom
pexXunme O0CTyrneH onpeaeneHHbI CNUCOK KomaHa. BBoA cMmBONa «?» CAYKWT Aaa NpocMoTpa Habopa
KOMaHZ, SOCTYMHbIX B KAXKAOM U3 PEKMMOB.

Ona nepexoga n3 o4HOro pexunma B ,u,pyroﬁ MCNONb3YyOTCA CneunasibHblie KOMaHAbl. nepe‘-IEHb
CyWeCTBYHOLWNX PEXMMOB U KOMaH/A BXO4a B PEXNM!

KomaHOHbili  pexcum (EXEC), paHHbIA peXMm [OCTyneH cpasy Mocje YCMewHOo’ 3arpysku
KOMMyTaTopa M BBOAA UMEHM Mnosib3oBaTens. MNpurnaweHne cUcTeMbl B 3TOM PeEXUME COCTOUT U3 UMEHU
ycTpoicTea (host name) u cumsona “>”.

console>

Ecaiv nms ycTpoiicTBa He Ha3HaYeHO, TO BMECTO HEro MCMo/ib3yeTcs c10Bo “console”.

MpueuneauposaHHbili KOMaHOHbI pexcum (privileged EXEC), 3TOT pexKMm OOCTYMeEH npu Bxoge
NPMBUAErMPOBAHHOIO NOJb30BaTens. Bxog B peMm AoMKeH 6biTb 06A3aTeNbHO 3alLMLLEH MAPONEM.
TOoNbKO B MPUBMAETMPOBAHHOM PEXMME AOCTYMHbl KOMaHAbl M3MEHEHMSs CUCTEMHbIX MapameTpoB
KOMMYyTaTopa. B NpuBMAErMpoBaHHOM PEKMME B CTPOKE NPUrNaLLIEHNA CUCTEMbI UCMOb3YETCA CUMBON «H»,
[nsa nepexona us pexkuma EXEC B NpuBUAErMpoBaHHbIN PEXUM MOXKET 6bITb MCMO/Ib30BaHa KOMaHAa enable.

console>enable
enter password:
console#

Pextum 2no06anbHo20 KoHgpu2ypuposaHua (global configuration), naHHbIA peXMm npegHasHayeH
ON5 3afaHUA 06LLMX HACTPOeK KommyTaTopa. KomaHabl pexxnuma rnobanbHol KoHbUrypaLumm A4OCTYMNHbI U3
noboro nogperknma KoHoUrypaumm. Bxoa B pexxmm ocyLLecTBAAeTCs KOMaHAaoM configure.

console#configure
console (confiqg) #

Pextum KoHdpu2ypupoeaHua uHmepgpelica (interface configuration), paHHbIA  pexum
npegHasHayeH AnA KOHOUrypupoBaHusa UHTepdencoB (mopT, rpynna noptos, WHTepdelic VLAN)
KOMMyTaTopa. Bxoz B peXXnMm OCyLLECTBAAETCA U3 PEXMMA FN0OaNbHOrO KOHOUIYPUPOBAHUA, /1R KAXKAOMO
WHTepdelica cBoeli KOMaHAOW (B MpMMepe HUXKe KOoMaHAa ANs BXOAAa B PEXMM KOHUrypupoBaHMsA
nHTepdelica VLAN c VID=1).

console (confiqg) #interface vlan 1
console (config-if)#

Pexcum KoHpu2ypupoeaHua mepmuHdnd (line configuration), naHHbIN pexxum npeaHasHayeH ann
KOHOUIypupoBaHMA, CBA3aHHOrO C paboToil TepMuHana. Bxon B pexMm OCYLLECTBAAETCA M3 pPemma
rno6anbHOro KOHPUrypMUpoBaHMS.

console (config) #line {console | telnet | ssh}
console (config-line) #

Ethernet-kommymamopsi MES1000, MES2000 45



HELTEX

5.1 TpaBuna paboTbl C KOMAHAHOM CTPOKOM

/' Mpu nepesarpysKke YyCTPOMCTBA BCe HECOXPAHEHHble AaHHble 6yayT yTepAHbl. Ans
COXpaHeHUa No6biIX BHECEHHbIX U3MEHEeHUW B HACTPOMKY KOMMYTaTopa MCNoJib3yetca
cieayowan KOMaHAA:

consolefwrite
,D,nﬂ YCKOpeHUAa BBOA4a KOMAHA MOXHO BOCMO/Zib30BaTbCA d)YHKLI,MeFI aBTOMaTU4YeCKoro
OONONHEHUA, KOTOopaA aKTUBUPYETCA NPU HEMONHO HabpaHHOM KoMaHAe U nNpu HaXaTum

Knasuiwiu <Tab>.

5.2 ba3osble KOMaHAbI

KomaHOb1 pexcuma EXEC

3anpoc KoOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabanua 5.1 — basoBble KOMaHAbl JOCTYMHble B pexxkmnme EXEC
3HayeHue/
KomaHda 3Ha4eHue no Aelicmeue
YMOAYAHUIO

MepeKntoUnTbCA B NPUBUNETMPOBAHHDBIN PEXUM (eCU
3HayYeHWe He YKa3aHo — TO YpoBeHb npusueruii 15).

enable [priv] priv: (1..15)/15

login - 3aBeplUeHMNE TEKYLLLEN CECCUM M CMEHA NO/Ib30BaTENA.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CeCCuto.
help 3anpoc cnpaBoYHOM MHOpPMaLMKM 0 paboTe MHTepdeica
KOMaHZHOW CTPOKM

show history MoKa3aTb UCTOPUIO KOMaHA, BBEAEHHbIX B TEKYLLEN

i TEPMMUHANBbHOW Ceccum.
show privilege - MoKa3aTb ypOBEeHb NPUBUAETUNIA TEKYLLETO NONb30BATENS.
show privilege configuration MoKa3aTb CNMCOK KOMaHA, 1A KOTOpbIX Oblna BbINOSHEHA

KOHOUTYypaLma ypoBHA NPUBUAETUIA.

terminal history BkAtOUNTbL GYHKLMIO COXPAHEHWUA UCTOPUN BBEAEHHbIX KOMAHA,
ANA TeKyLel TepPMUHANbHOM ceccum.

- - -/ GyHKUMA BKAKOYEHA
no terminal history BbIKNOUNTL GYHKLMIO COXPaHEHWA UCTOPUU BBELAEHHbIX

KOMaHA, AN TeKyLein TepMUHAIbHOMN ceccum.

terminal history size {size} N3meHUTb pasmep bydepa MCTopun BBEAEHHbIX KOMaHA, ANA
size: (10..216)/10 TeKyLel TepMUHANbHOM ceccum.

no terminal history size YCTaHOBUTb 3HAYE€HME NO YMOUYAHWUIO.

terminal datadump OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHns Ha CTpaHULbI

-/ BbIBOA, KOMaHA,
pasgenseTca no

(pasgeneHve BbIBOAA CNPaBKM NO CTPAHWULLIAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g, One line: <return>)..

CTpaHUUam

no terminal datadump YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

show banner [motd | login | OTobparkaeT KoHdUTypaumio 6aHHepos.
exec]

KomaHOb1 pexcuma privileged EXEC

Tabnnua 5.2 — basoBble KOMaHAbl, AOCTyMNHble B pexume privileged EXEC

Komanda 3HauyeHue/ §
3Ha4yeHue no Aelicmsue
YMOAYAHUIO
disable [priv] priv: (1.15)/1 BepHyTbCs B HOPMa/IbHbIM PEXUM U3 NPUBUIETMPOBAHHOTO
(ecnu 3HaueHMe He yKa3aHo — TO ypoBeHb npusuaernin 1).
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configure[terminal] - MepeinTn B peXKMM KOHOUIYPUPOBaHUA.

MepeWTv B peXUM OTNaAKM (KOMaHAa AOCTYMNHA TONbKO ANs
NPUBMAETMPOBAHHOIO NOAb30BaTeNA).

debug-mode

YCTaHOBUTb pPeXUM HACTPONKKN PuabTpaLmm Tpaduka.
-acl-only — SQinQ oTkAloYeH; pobaBneHa BO3MOMKHOCTb
Ha3Ha4MTb Heckosibko ACL 04HOrO 1 TOTO e TUMNa Ha NopT;
- acl-sqing — peKMm No ymonyaHuio;
- acl-sqing-udb — pob6asneHa BO3MOXHOCTb PUABLTPALMUM NO
TPMHaAALATM No/b30BaTeNbCKMM oddceTam (B pemme no
yMONuYaHUio — nATb); Bce npasuna SQIinQ Ana BxopALlero
TpaduKa UCNonb3yHoT B ABa pasa 60/blue pecypcos.
Mpu cmeHe peXkMma HayanbHas KoHoUrypauus byaer
H cTepra, nocne yero ycTpoiicTBO 6yaer
nepesarpyeHo.

set system mode {acl-only |
acl-sqing | acl-sging-udb}

-/acl-sging

KomaHObI, docmynHble 80 8cex pexuUmax KOH@U2ypuposaHUs

3anpoc KOMaHAHOM CTPOKM UMeeT OANH U3 CAeAYIOWNX BUAOB:

console#
console (config) #
console (config-line) #

Tabnuua 5.3 — basoBble KOMaHAbI, AOCTYMNHbIE BO BCEX PEXMMAX KOHPUIYPUPOBaAHUA

KomaHoa 3HaveHue Aelicmeue

exit i BbIiTM 13 N106OT0 pexxnma KoHGUrypupoBaHMa HA YPOBEHb
BbilWwe B nepapxum KomaHg, CLI.

end ) BbIiTM 13 N1060ro pexnma KOHPUryprupoBaHUA B KOMaHAHbIN
pexkum (Privileged EXEC).

do i BbINOMIHUTL KOMaHAY KOMaHAHoro yposHsa (EXEC) us noboro
pexrMma KoHOUrypupoBaHUa.

help - BbIBOAMT CNPaBKY NO MCMOAb3yeMbIM KOMaHAAM.

KomaHOb1, docmyrniHbie 8 21060/1bHOM pexume KOHpU2YypUposaHUS

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWwmin BUA,:

console#
console (confiqg) #

Tabnuua 5.4 — ba3oBble KOMaHZAbI AOCTYMHbIE B PEXUME KOHPUTYPUPOBAHUS

KomaHoa

3HavyeHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTh TeKcT coobuieHns motd (coobuieHns Tekywero aHs), u
BK/IHOUNTb BbIBOZA Ha 3KPaH.

- d - pasgenutens;

- message-text — TeKCT coobueHms (B cTpoke go 510
cumBo0B, 06uee 2000 cMmBOOB).

banner exec d message-
text d
no banner exec

3aaTb TeKCT coobLieHus exec (npumep: Noib3oBaTesb
YCMeLwHOo BOLEN B CUCTEMY), U BK/IHOUMTb BbIBOA Ha IKPaH.
-d - pasgenutens;

- message-text — TeKCT coobLieHns (B cTpoke fo 510
cMmBonos, obuiee 2000 cumBeonos).

banner login d message-
text d

no banner login

3agaTb TeKcT coobueHus login (MHpopmaumoHHoe
coobuieHmne, KOTopoe 0TobparkaeTca nepes BBOAOM UMEHU
Nno/b30BaTeNA U NaPOAS), U BKIOYUTb BbIBOA HA IKPaH.

- d - pasgenutens;

- message-text — TeKCT coobueHms (B cTpoke go 510
cMmBo108, 06uee 2000 cMMBOI0B).
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KomaHObl, docmyrnHele 8 pexcume KOHU2ypuposaHUs mepmuHana

3anpoc KOMaHAHOW CTPOKM B PEXMME KOHPUTYPUPOBAHUA TEPMUHANA UMEET CeAYIOLWMIA BUA,

console (config-line) #

Tabnuua 5.5 — basoBble KOMaHZAbI LOCTYMNHbIE B PeXUME KOHPUIYPUPOBAHUA TEPMUHANA

3HayeHue/
KomaHoa 3HauyeHue no Aelicmeue
YMOAYAHUIO
. BKAounTtb HKUUNIO COXpPaHEHUNA UCTOPUUN BBEOJEHHDbIX
history PyHKL, p p il
KOMaHA,.
-/ GyHKUMA BKIOYEHA
. BbIKMOUNTb GYHKLMIO COXPAaHEHWUS UCTOPUMN BBEAEHHbIX
no history

KOMaHg,

history size {size}

no history sie

N3meHUTb pazmep Bydepa MCTOPUM BBELAEHHDBIX KOMaHA,.

size: (0..216)/10

YCTaHOBUTb 3HaAYeHMe no YMO4aHUIO.

motd-banner

BKHOUYNTL BbIBOZA NPUBETCTBEHHbIX COOBLLEHNI TUNA «motd»
(coobuweHuna Tekywero gHsa).

no exec-banner

-/BKAtOYEH 5 s 6 -
bIKNHOYUTb BbIBOA MHPOPMALMOHHBIX COOBLLEHMIA TUNA
no motd-banner A pmaLy W
«motd».
login-banner BKAOUMTb BbIBOA, NPUBETCTBEHHbIX coobuieHni login.

- -/ BKNlOYEH —
no login-banner BbIK/IIOYMTL BbIBOA NPUBETCTBEHHbIX COOBLLEHNI login.
exec-banner BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COOBLLEHNI exec.

-/ BKNtOYeH

BbIKNOUNTb BbIBOA MPUBETCTBEHHbIX COO6LLI,GHM171 exec.

5.3 ®unbTpauma coobuweHnit KOMmaHgHOM CTPOKU

dunbTpauma cooblieHMit N03BOAAET YMEHbLLNTL 06bemM oTobparkaeMbixX AaHHbIX B OTBET Ha 3anpoCh!
nosib3oBatena u 0bnerdyntb NOUCK Heobxoaumon nHbopmauuun. Ans dunbtpaumm nHdopmaumm Tpebyerca
006aBUTb B KOHel, KOMaHAHON CTPOKM cumBOn “|” M MCNonb3oBaTb OAHY M3 onuuin dpuabTpaumm,
nepeyYncieHHbIX B Tabnauue.

Tabnuua 5.6 — KomaHabl pexunma rnobanbHoro KOHPUryprMpoBaHus

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Memod Aelicmeue

begin pattern lNoKa3blBaeT CTPOKMY, nepseble CUMBOJIbl KOTOPbIX

COOTBETCTBYIOT WabnoHy pattern.

include pattern
exclude pattern

BbIBOAWT BCe CTPOKM, cogepKalume WwabnoH.
BblBOAUT BCE CTPOKM, He cogepsKalume WwabaoH.

5.4 HacTpoiika MaKpOKOMaHA,

[aHHas GyHKLMA NO3BOMIAET CO34aBaTb YHUOUUMPOBAHHbIE HAabopbl KOMAHZ - MaKpOCbl, KOTopble
MOXHO BMOC/NeACTBUMN MPUMEHATbL B MPOLLECCe KOHUTYpauum.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHusa:

console (config) #
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Tabnunuya 5.7 — KomaHab! perkuma rnobanbHoro KoHGUrypuposaHums

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

macro name [word]

no macro name word

word: (1..32) cumsonos

Co3paeT HOBbI HAbOP KOMaHA, eciv Habop C Takum
MMeHeM CyLLeCcTBYeT — nepesanucbiBaeT ero. Habop KomaHg,
BBOAMTCA NOCTPOYHO. 3aKOHYMTb MaKPOC MOKHO C
NomoLblo cMMBOIA “@”. MaKcMmanbHan 4/IMHa Makpoca —
510 cumBonoB.

Yaanset yKasaHHbI Makpoc.

macro global apply word

word: (1..32) cumBonos

Mp1MMeHAEeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumsonos

MpoBepseT ykasaHHbI MAaKpPOC Ha BaNUAHOCTb.

macro global description
word

no macro global description

word: (1..160) cumBonos

Co3paeT CTPOKY-AeckpunTop rnobanbHOro Makpoca.

YpanseT cTpOKy-4ecKpmnTop.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanuya 5.8 — KomaHzabl pexkmma EXEC

KomaHoa

Aeiicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MprMeHAEeT yKasaHHbI MaKpoc.

MpoBepseT ykasaHHbI1 MaKpPOC Ha BaNMAHOCTb.

show parser macro [
description [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}] |
name macro-name]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
macro-name:
(1..32) cumBonos

OTO6parkaeT NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha
yCTpoWcTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHOUrypaumm nuHtepodeiica:

console (config-if) #

Tabnnuya 5.9 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

Aelicmeue

macro apply word

word: (1..32) cumBonoB

MpuMeHAEeT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKa3aHHbI MAaKpPOC Ha BaNUAHOCTb.

macro description word

no macro description

word: (1..160) cumBonos

YcTaHaBAMBaeT CTPOKY-AECKPUNTOP MaKpoca.

YpansaeT cTpoKy-4eckpunTop.
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5.5 KomaHabl ynpaBnaeHua cucremon

KomaHObl pexcuma EXEC

Tabnnua 5.10 — KomaHAabl ynpasneHuns cuctemon B pexkmme EXEC

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBono0B;
size: (64..1518)/64 baiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
Mc

KomaHga cnyut ana nepegaum 3anpocos (ICMP Echo-
Request) npoTtokona ICMP ykasaHHOMY y3/ly CETH, a TaK XKe 4NA
KOHTpoAiA nocTynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D -IPv4-agpec y3na cetu;

- host — pomeHHOE MMA y31a ceTu;

- Size — pa3mep nakeTa ANs OTNPABKKU, KOANYECTBO BaiiT B
nakete;

- count — KONNYECTBO NMAKeTOB ANA Nepesayu;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBoNOB;
size: (68..1518)/68 baiiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHga cnyut ana nepegaum 3anpocos (ICMP Echo-
Request) npotokona ICMP yka3aHHOMY y3/1y CETH, a TaK Xe, 415
KOHTpONsA noctynatowwmx oteeTos (ICMP Echo-Reply).
-A.B.C.D.E.F - IPv6-agpec y3na cetu;

- host — pomeHHOE UMA y3na ceTw;

- Size — pa3mep nakeTa ANA OTNPABKKU, KONMYecTBo BalT B
nakete;

- count — KONNMYeCTBO NaKeToB ANA Nepesayn;

- timeout — BpemA OXKMAaHWA OTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl ¢t

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host: (1..158) cumBoN0B;
size: (64..1518)/64 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpegeneHve mapupyTa TpaduKa 40 y3a1a HasHauyeHus.

-A.B.C.D —IPv4-appec y3na cetu.

- host — pomeHHOEe MMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPABKKU, KOMYECTBO BalT B

nakere;

- tt/ — MaKcMMmanbHOe KOJIMYEeCTBO Y4acTKOB B MapLUpPYTE;

- count — KONNYECTBO MOMbITOK Nepefayn NakeTa Ha Kaxaom

y4acTke;

- timeout — Bpema 0XXUAaHWA OTBETA Ha 3anpoc;

- ip_address — IP-agpec uHTepdeica KommyTaTopa,

MUCNONb3yeMbIN ANA nepesayu nakeTos;

- tos — TN cepBuca, NepeaaBaemblii B 3aros0BKe npoTokona IP.
V OnucaHue owmn60K Npu BbINONHEHUN KOMaHZA, U

traceroute ipv6
{A.B.C.D.E.F|host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source
ip_address ]

[tos tos]

host: (1..158) cumBonos;
size: (64..1518)/66baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

pe3ynbTaToB NpuBegeHo B Tabaunuax 5.12, 5.13

OnpegeneHne maplupyTa Tpaduka L0 y31a Ha3HAYeHUs.
- A.B.C.D.E.F —IPv6-agpec y3na ceTu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep nakeTa 4/19 OTNPaBKM, KONMYECTBO 6alnT B
nakerte;
- tt/ — MaKcMMaibHOEe KOAMYECTBO Y4acTKOB B MapLUpYyTe;
- count — KONMYECTBO NONbITOK NepeAayn NakeTa Ha KaxAoMm
yyacTKe;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc;
- ip_address — IP-agpec nHtepdeiica KommyTaTopa,
MCNO/b3yeMblli ANA Nepesaym NakeTos;
- tos — TMn cepBuca, NepeaBaeMblii B 3arosoBke npoTokona IP.

V OnucaHne own60K NpU BbINOJIHEHUN KOMaHA, U

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

pe3ynbTaToB NpuBegeHo B Tabaunuax 5.12, 5.13
OTkpbiTve TELNET-ceccumn ans y3na cetu.
-A.B.C.D -IPv4-agpec y3na cetu;
- host — pomeHHOEe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomMy paboTaeT cnyxb6a Telnet;
- keyword — KntoyeBoe cnoBso.

OnucaHue cneumnanbHbiX KOomaHa Telnet u KaoueBbIx
V cnos npuseaeHo B Tabnuuax 5.14 , 5.15
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OTkpbITMe SSH-ceccun ans ysna cetu.
- A.B.C.D - IPv4-agpec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
host: (1..158) cumBoNOB; !
ssh {A.B.C.D | host} [port or(t' 1 6)5535)/22' - port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
port] [username username] port:L.. ! - username — UMA NONb30BaTeNA, NOL KOTOPbIM HEOBXOANMO
i ) username: (1..70)
[cipher cipher] BbINONIHUTbL BXOA,;
CMMBO/IOB .
- cipher — Bbi6Op MmeToaa wudposaHus. MoaaeprkmBatoTca
cneaywolwme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymon4yaHuio NpeanaratoTcs Bce MeToabl.
connection:(1..4
. fon:( / MNepekntoveHne Ha apyryto yctaHoBaeHHyto TELNET-ceccutio.
resume [connection] nocnefHAA yCTaHOBNEHHasA . o
- connection — Homep yctaHoBneHHon TELNET-ceccum.
ceccun
show cpu counters - MpPOCMOTpP CYETYMKOB NAKETOB LEHTPAIbHOIO NpoLLeccopa.
(0]
show users i TobparkeHue EIH(bOpMZ-lLI,VIVI 0 NM0/1b30BaATENAX, MCNONb3YIOLLNX
pecypcbl ycTponcTBa.
. OTobparkeHne nHbopmaumm 06 oTKpbITbix TELNET-ceccuax K
show sessions - 9
YAaNEHHbIM YCTPOMCTBAM.
OTobparkeHne CUCTEMHOM MHPOPMALLUK KOMMYTATOPa.
- unit_id — Homep yCTpPOWCTBa B CTEKE (417 KOMMYTaTOPa,
show system o paboTatoLLero 8 aBTOHOMHOM pPEXMME, NApaMeTp He
o unit_id: (1..4)/-
[unit unit_id] ncnonbsyercs).
' NapameTp unit npu BbINONIHEHMU KOMaHAbI JOCTYNEH
H TO/IbKO B pPe}XXUMe CTEKUPOBAHMUA.
OTo06 7
show version i TobparkeHue TeKyLL e Bepcum CVICTeI\:IHOFO nporpaMmmHoro
obecneyeHnn, paboTatoLLero Ha ycTpoicTae.
OTobparkeHue 3arpysku pecypcos namaTv TCAM (KOHTEHTHO-
agpecyemasn namsaTb).
- unit_id — Homep ycTpOICTBa B CTeKe (419 KomMyTaTopa
show system tcam utilization o - pycrp (A v pa,
. . unit_id: (1..4)/- paboTatolLero B aBTOHOMHOM PeXMMeE, NapameTp He
[unit unit_id]
MUcnonb3yercs).
MapameTp unit Nnpu BbINOJIHEHUN KOMaHAbI A,0CTYNEH
e TONbKO B PeXUMe CTEKMPOBAHUA.
KomaHpga «show sessions» oTobpa’kaeT Bce yAaneHHble coegUHEeHUsA TONbKO U3 TeKyluei
e ceccum. [laHHaA KOMaHAA UCNoNb3yeTcA caeaylowmm obpasom:
1. BbINONAHUTL NOAKAKOYEHME K YAANEHHOMY YCTPOMCTBY C KOMMYTATOpa C NOMOLUbIO
TELNET nnun SSH;
2. BepHYTbCA B POAUTENbBCKYIO ceccuto (Ha KommyTaTop). N8 3TOro HaxkaTb KoMm6MHaLuuo
Knasuw <Ctrl+Shift+6>, otnyctutb M HaxatTb <x> (uKc). Mpousoiiaér nepexon B B
POAUTENbLCKYIO CECCUIO;
3. BbINOAHUTL KOMaHAy «show sessions». B Tabauue A0MKHbI NPUCYTCTBOBAaTb BCe
ucxopAumMe coeguHeHUn B TeKyLei ceccum;
4. pAnA TOro 4Tobbl BEPHYTLCA K CECCMU YAANEHHOIO YCTPOIiCTBA, HE06XO0AUMO BbINOAHUTD

KomaHay «resume N», rae N — Homep coeguMHeHUA U3 BblBOga KOMaHAbl «show
sessionsy.

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CcTPpokM B pexkume privileged EXEC umeeT cnegytowmin sua;:

console#

Tabnnuya 5.11 — KomaHabl ynpasaeHus cuctemon B pexkume privileged EXEC

KomaHda

3HayeHue/ 3HayeHue no

elicmeue
YMOAYAHUIO A

reload [unit unit_id]

KomaHgza cayxuT 4ns nepesanycka ycTpoicTsa.

it_id: (1..4 . o
unit_id: (1..4) - unit_id — Homep yCTPOCTBa B CTEKE.

reload in time

YcTaHOBKa NMPOMEXKYTKa BPEMEHU, Yepes3 KOoTopblil npousoinaer

time: (mmm | hhh:mm) M
OT/I0XKEHHan nepesarpysKa ycTpoucTea.

reload cancel

- OTMeHa OTNOXKEHHOM Nepesarpysku.
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show cpu utilization OTtobparkeHne CTATUCTMKM MO YPOBHIO 3arpysku pecypcos
i LLeHTPaIbHOTO NpoLeccopa.
show cpu input-rate OTobparkeHne CTAaTUCTUKM MO CKOPOCTM BXoAAWMX dpeirmos,
) obpabaTbiBaeMbIX MPOLECCOPOM.
show cpu input-rate detailed OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALMX GpermoB,
) obpabaTbiBaeMbIX NPOLLECCOPOM MO TUMY TpadumKa.
show cpu rate-limits OTobparkeHue OrpaHUYeHWn MO CKOPOCTU A/A  BXOAALIMX
) dpeitmos, obpabaTbiBaeMbix MPOLLECCOPOM.
show tasks utilization OTobparkeHMe CTAaTUCTMKM MO YPOBHIO 3arpysku pecypcos
) LLeHTPaIbHOTO NpoLLeccopa A8 Kax40ro npouecca.
clear cpu counters - OB6HyIeHME CYETYMKOB NAKETOB LIEHTPaIbHOro NPOoLLeccopa.
show system id OTobparkeHne WHPOPMALUM  CUCTEMHOW  MAEHTUdMKaLUK
[unit unit_id] yCTpOWMCTBa.
- unit_id — Homep yCTpoMCTBA B CTeKe (4N8 KOMMyTaTopa,
unit_id: (1..4)/- paboTatowero B aBTOHOMHOM  peXUMe, NapameTp He
nucnonb3syercs).
' Napametrp wunit_id npu BbINOAHEHUU KOMAHADI
H BAOCTYNEH TONbKO B PeXKUMe CTEKUPOBAHUA.
show system defaults OTobparkeHne 3aBOACKNX HACTPOEK YCTPOMCTBA.

[{management|ipv6|802.1x|
port|fdb | multicast| port-
mirroring | spanning-
tree|vlan|voice-
vlan|network-security| dos-
attacks | ip-addressing| qos-

acl }]

show system mode i OTobparkeHne WHPopmauum o napameTpax oGuabTpauumn
Tpaduka.

show system resources tcam i OtobparkeHne noapobHon WHPopmaumm o6 McnoNb30BaHMU
pecypcos TCAM (Ternary Content Addressable Memory).

show system tcam utilization OTtobparkeHne KpaTKol UHPopmauum o6 uncnonb3oBaHMU

pecypcoB TCAM (Ternary Content Addressable Memory).

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

consolef#traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x  *

Tabnnua 5.12 — OnucaHue pesynbTaToB BbINOJIHEHWA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B MYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBOe MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtunsatopa.

Bpems, 3a KOTopoe NaKkeT bblN NepeaaH v BEPHY/CA OT MapLipyTM3aTopa.

0 msec 0 msec 0 msec .
YKa3bIBaeTCA AN1A KaXKA0M NONbITKU Nepesayn naketa.

Mpu BbINONHEHUN KOMaHAbI traceroute moryT NpPou3onTu oWNBKKM, onnucaHMe oWnBOK NpUBEAEHO B
Tabnunue 5.13.
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Tabnnua 5.13 — OwmnbKKM Npu BbINOJHEHUN KOMaHAbI traceroute

Cumeosn owubku OnucaHue
* TamayT Npu NONbITKe Nepesayum naketa
? HewnsBecTHbIM TMN NakeTa
A ALMUHUCTPATUBHO HepocTyneH. O6bIYHO NPOUCXOAMUT NPU BAOKUPOBAHUK
ncxozAwero Tpaduka no npasuaam B Tabauue goctyna ACL.
F TpebyeTtca pparmeHTaLma 1 yctaHoBKa 6utos DF
H Y3en cetTu HegoCTyneH
N CeTb HeLOCTYMHA
P MpoTokon HepocTyneH
Q MNcTovHWK noaasneH
R NcTekno Bpems NOBTOPHOMN cObopKu pparmeHTa
S OwunbKa ncxoaallero mapLupyTa
U MopT HegocTyneH

MporpammHoe obecneyeHune Telnet-kaMeHTa KOMMyTaTopa NOAAEPKUBAET CreLMaibHble KOMaHAbl —
OYHKUMKM KOHTPONA TepMuHana. [na BXo4a B PEXMM CneumanbHbiX KOMaHg, BO Bpems akTMBHOW Telnet-
CeccuMm UcnosbsyeTtca KombuHauma Knasmuw Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HauyeHue
A b Mepepatb no telnet paspbiB coeguHeHUs
A C Mepepatb no telnet npepbiBaHune npouecca (IP)
AN Mepeaatb no telnet yaaneHme cumsona (EC)
AN o Mepeaatb no telnet npekpalyeHue Bbisoaa (AO)
ARt Mepepatb no telnet coobuweHne «Are You There?» (AYT) ana KoHTpons
noaKNtoYeHnA
ANy Mepeaatb no telnet ctupaxue cTpoku (EL)
AN x Bo3BpaT B peXXnMmM KOMaHAHOM CTPOKM

TaK*Ke BO3MOXHO UCNO/Ib30BaHME A0NOAHUTENbHbIX OI'ILI,Mﬁ npu OTKPbLITUN Telnet-ceccuu:

Tabnnua 5.15 — KntoueBble c10Ba, UCNob3yemble Npu oTKpbITUK Telnet-ceccuu

Onyus OnucaHue
/echo JNlokanbHo BKAOYaeT dyHKUMIo echo (NnogasneHne BbiIBOAA Ha KOHCO/b)
/quiet He gonycKkaet BblBOZ BCex coobueHuin nporpammHoro obecneyveHus Telnet
/source-interface OnpepgenseT nHTepdenc-MCTOUYHUK

BkntouyaeT 06paboTKy NOTOKA, KOTOPbLINM pa3pellaeT HesawmueHHoe TCP-
coegmHeHune 6e3 KOHTpoAs nocnenoBaTenbHocTel Telnet. MoToKkoBoe coeanHeHne
/stream He o6pabaTtbiBaeT Telnet-onumm 1 MOXKET UCNONBL30BATLCA ANA NOAKAOHYEHNA K
nopTam, Ha KOTOPbIX 3anyLleHbl Nporpammbl KonuposaHuns UNIX-to-UNIX (UUCP)
nMbo Apyrve NPoToKobI, He ABAsAowmeca Telnet-npoTokonamum.

KomaHObI 0ocmynHbie 8 pexcume 21060716H020 KOHGDU2YPUPOBAHUA:

3anpoc KoMaHAHOW CTPOKK B pekmnme rnobanbHoro KOHGUrypupoBaHua MMeeT Caeayowmii BUA,:

console (config) #
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Tabnumua 5.16 — KomaHapl ynpaBaeHMa CUCTEMOM B pexknme rnobanbHOro KOHGUrypupoBaHua

3HayeHue/ 3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

hostname name

name: (1..160) cumsonos/-
no hostname

KomaHga cayxuT 4Nns 3aaHua CETeBOro UMeHW yCTpoiicTaa.

BepHyTb ceTeBoe MMA YCTPOMCTBA B 3HAYEHME MO YMONYAHMIO.

no service cpu-input-rate

service PaspewwnTb yCTPOICTBY NPOrPaMMHO U3MEPATb YPOBEHb
cpu-utilization 3arpy3Ku pecypcos LieHTpaibHOro NpoL,eccopa KommyTaTopa.
-/BKIOYEHO
no service 3anpeTuTb YCTPOMUCTBY NPOrPAaMMHO U3MEPATb YPOBEHb
cpu-utilization 3arpy3Ku pecypcos LieHTpaibHOro NpoL,eccopa KommyTaTopa.
PaspewwnTb yCTPOMCTBY NPOrpaMMHO U3MEPATb CKOPOCTb
service cpu-input-rate BXO4ALWMX PppeirmoB obpabaTbiBaeMbIX LLEHTPaIbHbIM
npoLeccopom KoMmmyTaTopa.
-/BKAOYEHO

3anpeTuTb YCTPOWUCTBY MPOrPaMMHO U3MEPATb CKOPOCTb
BX0AALMX PppeirmoB obpabaTbiBaemMbIxX LLeHTPa/IbHbIM
npoLeccopom KommyTaTopa.

traffic: (http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping,
igmp-snooping, mld-
snooping, sflow, log-deny-
aces, dhcpv6-snooping
vrrp, other);
pps: (8..1024)

service cpu-rate-limits
traffic limit pps

YcTaHOBKa OrpaHUYEHN CKOPOCTU BXOAAWMX dpermos ana
onpegeneHHoro Tmna Tpaduka.
- pps - NAKeTOB B CEKYHAY.

service tasks-utilization

-/BbIK/OYEHO

no service tasks-utilization

Pa3pewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb
3arpysKu pecypcos LeHTPasibHOro nNpoueccopa KoMmmyTatopa
N5 Ka¥KA0ro CUCTEMHOTO npouecca.

3anpeTuTb YCTPOMUCTBY NPOrPamMMHO U3MepPATb YPOBEHb
3arpysKu Pecypcos LLeHTPaibHOro NpoLeccopa KoMmmyTaTopa
N5 Ka¥KA0ro CUCTEMHOTO npouecca.

reset-button {enable |

X -/BKAOYEHO
disable| reset-only} /

HacTpoiika peakuyy KOMMYTaTOPa Ha HaKaTne KHomMKu F.

- enable — npu HaXKaTMM Ha KHOMKY ANTENBbHOCTBIO MeHee 10
C MPOUCXOAMT NepesarpysKa yCTPoMUCTBa; NPU HaXKaTum Ha
KHOMKY ANnuTenbHocTbio 6onee 10 ¢ npoucxoauT cbpoc
YCTPOMCTBA A0 3aBOACKON KOHUrypauum;

- disable — He pearnmpoBaTb (OTKNtOYEHA);

- reset-only — To/bKO Nepesarpyska.

5.6 YnpaBneHue cTeKOM KOMMYTaTOpPOB

> P
CTeK KOMMYTaTOPOB GYHKLMOHUPYET KaK eauHOoe YCTPOMCTBO U MOMKET BK/OYaTh A0 3-X YCTPOMCTBY,

UMeIoLWUX ceaytolme poau, onpeaensaemole Ux naeHtTndukatopamm (StackiD):

= Master (StacklD 1) — Begywinit KOMMyTaTop, OH yNpPaBAseT BCEMWN YCTPONCTBAMU B CTEKE.

=  Backup (StacklD 2) — pesepBHbit Beaywmit KommyTtaTtop. Ecnnm B cTeKe npucyTcTByeT U
KOPPEKTHO yHKUMOHMpYeT ycTpoictBo co StackiD 1, To 3TOT KommyTatop ABAseTCA
nofunHeHHbIM. Mpu Bbixoge M3 cTpos master-kommyTtatopa backup 6eper Ha cebs posb
BEeAyWero ycTpoictea. B npouecce paboTbl NPOMCXOAUT CUHXPOHM3AUMA  startup
KoHduUrypaummn mexay master n backup.

=  Slave (StackiD 3) — noaYMHEHHbIN KOMMyTaTop. Takol KOMMyTaTop He MoXeT paboTaTb B
OTCYTCTBME BeAyLLEro yCTpoMCTBa.

1 B TeKkyLLelt Bepcun nporpaMmMHoro obecneyeHus.
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B perKMme CTEKMPOBaHMA KOMMYTaTOPbl MCMNO/b3YIOT Napy NOPTOB ANA CUHXPOHM3ALMM cTeKa. Bbibop
MOPTOB 3aBMCUT OT MOAENIM KOMMYTaTOpa:

=  MES1024 ncnonbsyet Gi0/1 n Gi0/2;

=  MES1124, MES1124M wncnonb3yet Gi0O/3 n Gi0/4;

=  MES2124, MES2124P, MES2124M, MES2124MB ucnonb3ytot Gi0/27 n Gi0/28;
= MES2208 - TBD.

MopTbl, 3aHATble A9 CTEKMPOBAHMUA, MCMOAb3YIOTCA AN nepedayn cayxebHon uHpopmauum u
TpaH3MTHOro TpaduKa mexay KommyTaTopamu cTeka. [logaeprkuBatoTca ABe TOMNOJIOrMU CoeauHEHUs
YCTPOMCTB B CTEKE — KOJbLEBAA M IMHEHan. PekomeHAyeTca MCNONb30BaTh KOJbLEBYO TOMOAOIUIO ANA
NOBbILLIEHMA OTKAa30yCTOMYMBOCTU CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKMU MMEET c/ieayoLmnin BuA,

console#

Tabnnua 5.17— basoBble KOMaHAbI, AOCTYMNHbIE B pexxnme privileged EXEC

3HayeHue/
KomaHoa .
3HaYyeHue no Aelicmeue
yMoAn4YaHuro
Onpegenset pexnum paboTbl KOMMyTaTOpa:
. - standalone — KoMmMyTaTOp MOKeT paboTaTb KaK cCaMoCTOsTeIbHOE
unit mode

-/standalone YCTPOKCTBO;
- stackable — KommyTaTop MOKeT paboTaTb B pexKMMme CTeKa.
CMeHa pexnma nponcxoamT Noc/e nepesarpysknm KommyTatopa.

{standalone | stackable}

Ha3HauaeT Homep ycTporicTBa «stack-id» nokanbHomy ycTpoicTay (Ha
KOTOPOM BbINOAHEHA KOMaHAa). KomaHaa MoKeT 6biTb MCNONb30BaHa B
stack-id: (1..3)/1 pexume «standalone» nnu B pexxume «stackable» Ha Begylem
ycTpoiictBe. CMeHa HoMepa yCcTpoicTBa Npon3onaéT nocne
nepesarpysku KommyTaTtopa.

HasHayaeT HOBbIV HOMEp YCTPOICTBA «new-id» KommyTaTopy €
HOomepom «current-id». KomaHaa MoXKeT 6bITb UCNOb30BaHA TONbKO
Ha BeayLlem ycTpoWcTBe cTeka.

CmeHa Homepa yCcTpoiicTBa NPOMU30MAET Noc/e nepesarpysky aToro
yCTpOMCTBa.

unit renumber local after-
reset stack-id

unit renumber current-id current-id: (1..3)
after-reset new-id new-id: (1..3)

OTobparkaeT nHGopmaLmto 06 yCTPOCTBAX, BXOAALLMX B CTEK.

Mpu BBOAE KOMaHAbI 6€3 napameTpa oTobparkaeTca KpaTkasa

show unit [stack-id] stack-id: (1..3) nHdopmaLma 060 BCeX YCTPOMCTBAX CTEKA.

Mpw ykasaHum «stack-id» oTobparkaeTca nogpobHas nHpopmaumsa o
BblOpPaHHOM ycTpoWcTBe.

- Mpumep MCNOAb30BAaHUA KOMAHAbl show unit:

console#show unit 1

Unit: 1

MAC address: a8:f£f9:4b:81:61:40

Master: Enabled.

Product: MES-2124. Software: 1.1.16
Uplink unit: 0 Downlink unit: O.
Status: master

Active image: imagel.

Selected for next boot: imagel.

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset: stacking

Unit Num After Reset: 1
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Tabnnuya 5.18 — OnucaHune pesynbTaToB BbINOJHEHNA KOMaHApbl «show unit»

BbIOpPaHHOro yCcTpoicTBa

lMone OnucaHue
Unit: NpeHTndukaTop BbIGpaHHOrO yCTpOiCTBa
MAC address: MAC-agpec kKommyTaTopa
Master: PaspelueHune cTaTb BedyLMM YCTPOMCTBOM B CTeKe
Product: OnucaHue mogenn KommyTaTopa
. . NoeHTndurKkaTop KommyTaTopa, NOAKIOHEHHOIO K BEPXHEMY CTEK-NOPT
Uplink unit: AeHTMd P yrarop )il P y pTY

Downlink unit:

NpeHTUdMKATOP KOMMYTaTOPa, MOAKIOYEHHOTO K HUXKHEMY CTEK-NOPTY

BbIOPAHHOrO yCTpoKCcTBa

Status:

TeKylan posb KOMMYTaTOPa B CTEKe

Active image:

AKTUBHbIN 06pa3 NO

Selected for next boot:

O6pa3 N0, KoTopbIit byaeT akTMBHbLIM NOC/e Nepesarpysku

Topology is

TeKyLiaa TonosoruaA cTeka - chain (ueno4ka) unu ring (konbyo)

Unit Mode After Reset:

Peskum paboTbl KOMMYTaTOpa nocie rnepesarpysku — standalone/stacking

Unit Num After Reset:

NaeHTUGMKaTOp KOMMYTaTOPa, KOTOPbIV NPUMEHUTCA NOC/Ie NepesarpysKku

YcTpoicTBa ¢ oguHaKoBbimu ngeHtudukaropamm «Unit ID» He moryT paboTaTb B ogHOM

radBil) CTeKe.

5.7 KomaHAabl ANA HAaCTPOMKMN NAapaMeTPOB ANA 3a4aHUA naponaen

,ﬂ,aHHblﬁ KOMN/1eEKC KOMaHA, npegHa3sHayvyeH 4NA 3a4aHNA MMUHUMANIbHOM CNOXHOCTU naponaAa, a Takxe

ANA 3a4aHMA BpeMeHU AeNCTBMA Napons.

KomaHObl 0docmyriHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B peXKMMe r106anbHOro KOHGUrypupoBaHUa UMeEeT CAeayIoWnii BUA:

console (config) #

Tabanua 5.19 — KomaHap! ynpaBieHNa CUCTEMOM B peXUmMe r106anbHOro KoOHGUIypupoBaHma

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 gHeit

3afaeT BPeMA KU3HU naponeit. Mo UCTeYeHUIo 3a4aHHOTOo
cpoka byaeT Nnpea/ioKeHo CMeHWUTb Napob. 3HaveHue 0
rOBOPUT O TOM, YTO BPEMS KU3HW Naposeii He 3aaHo

BoccTaHaBnMBaeT 3HayeHMe Mo yMmoN4yaHuo

passwords complexity
enable

-/BbIK/IOYEHO

BK/toyaeT orpaHnyeHue Ha Gopmat napons

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

BkAtoYaeT orpaHunyeHue, 3agatoliee M1MHMManbHoe
KOJ/IMYECTBO KNacCOB CUMBOJIOB (CTPOUHble BYKBbI, 3ar1aBHble
6YKBbI, UMdpPbI, CUMBObI)

BoccTaHaBnmBaeT 3HaYeHue no YyMON4YaHUIO

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bkatouaer orpaHn4yeHne Ha MMHUMANbHYIO A/IMHY NapOoaA.

BoccTaHaBnmBaeT 3HaYeHue no YyMON4YaHUIO
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passwords complexity no-
repeat number

no password complexity
no-repeat

Bk/itovaeT orpaHuyeHune, 3agatollee MakCMmaabHoe
KO/IMYeCTBO NOoCnen0osaTe/ibHO NOBTOPAKOLLMXCA CUMBOI0OB B

number: (0..16)/3 HOBOM napone.

BoccTaHaBnvBaeT 3HaYeHWe Mo yMON4YaHuo

passwords complexity not-
current

3anpeLLaeT Npu CMeHe NaposA UCMO0/Ib30BaTh B KaYecTse
HOBOFO CTapbIi

-/BKOYEHO
no passwords complexity .
PaspeluaeT cnonb3oBaTh CTapblid Napoib NPU CMeHe
not-current
passwords complexity not- 3anpeLLaeT UCNO/Ib30BaTh B KAYeCTBE Napois Uma
username nonb3oBaTens
-/BKOYEHO

no passwords complexity
not-username

PaapemaeT MCNONb30BaTb B Ka4ecCTBe Napoaa uma
nonb3oBaTtena

_|

abnuua 5.20 — KomaHabl ynpasaeHusa cuctemoit B pexkmme Privileged EXEC

KomaHda

Aelicmeue

show passwords
configuration

OTo6parkaeT MHPopmaumto 06 orpaHUYEHUAX Ha Napoan

5.8 Pab6ora c paitnamm

5.8.1 OnucaHue aprymeHTOB KOMaHA

npuseaeHo B Tabnumue 5.12.

Mpu ocywecTBeHNN onepaunii Hag Gpaitnamm B Ka4ecTBe apryMeHTOB KOMaHA BbicTynatoT agpeca URL
— onpeaenuTenn MecTOHaxoXA4eHusa pecypca. OnucaHWe KAYEBbIX C/0B, UCMOAb3YEMbIX B OMNepauusx,

Tabnuua 5.21 — CNrCcok KAtoYeBbIX CI0B U UX ONUCaHne

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblv agpec unm afpec MecTa HasHauyeHUs 419 S3HeProHe3aBUCUMON NamMATH.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO YMoaYaHuo, eciv agpec URL onpegeneH 6e3
npedukca (npedumkcamum asnatotes: flash:, tftp:, scp:...).

running-config

daiin TekyLwwen KOHPUrypaumm.

startup-config

daiin nepBoHaYanbHOMN KOHGUIypauuu.

Ecnun ncxoaHbi daiin — gaHHbIM 06pa3 aKTUBHBIN.

image . . o o
Ecnv yaaneHHbl ¢paitn — faHHbIN 06pas He aKTUBHBIN.
boot 3arpy3ou4Hbiii dain.
McxoaHbIv agpec unm agpec mecta HasHadeHua ana TFTP-cepsepa.
titp:// Cuntakcuc: tftp://host/[directory/] filename. ) .
host — moskeT 6bITb IPv4-agpecom nnn ceTeBbIM MMeHeM YCTPOICTBa, directory — KaTanor,
filename — uma daina.
McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
scp:// CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
username — MmA nonb3osaTens, password — naponb nonbsosatens, host — IPv4 agpec nam
ceTeBOe UMA yCTpoWcTBa, directory — katanor, filename — umsa ¢aiina.
xmodem: McxoaHbivi agpec dpaiina npu ncnonb3oBaHUm NpoTokoaa X-modem no nocneposatesibHOMyY

CoOeaANHEHMIO.

unit://member/ startup-
config

KoHourypaumoHHbiit dpaiin, cnonb3ayemblii NpU 3anycKe yCTPOMCTBA.
member — moxeT 6biTb IP-afpecom Uan ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKe.

unit://member/ image

®aiin cuctemHoro MO Ha ycTPOMCTBE UM Ha OAHOM M3 YCTPOICTB CTeKa. [Jns KonuposaHua ¢
BeyLLLEero yCTpoMcTBa Ha BCe OCTa/ibHble MOZY/IN MOXKHO B 3n1eMeHTe member NCnoab3oBaTb
«*».

member — MoXeT bbiTb IP-afApecom Uan ceTeBbiIM UMEHEM YCTPOMCTBA B CTEKeE.
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unit://member/ boot

3arpy3o4Hblit Gainn Ha yCTPOICTBE UM HA OAHOM M3 YCTPOMCTB CTeKa. s KonnposaHuA ¢
BEAYLLEro YCTPOMCTBA HA BCE OCTa/IbHble MOZY/IN MOXKHO B 31eMeHTe member UCno/b30BaTb

«*».

member — MoXeT 6biTb IP-afpecom Uan ceTeBbiM UMEHEM YCTPOWCTBA B CTEKe.

MycToe mecTo HazHayYeHUA ANa Konui unmn dannos. MoXKHO KONMPOBATb YAaeHHbIN dain K

null:
nycToMmy yKasaTento, YTobbl onpeaenvTb ero pasmep.
logging daiin c uctopmeit KomaHa,
unit://member/ backup- PesepBHbIi pann KoHOUIypaLum Ha YCTPOMCTBE MAM Ha OAHOM U3 YCTPOMCTB CTEKa.
config member — MoXeT 6biTb IP-afpecom Uan ceTeBbiM UMEHEM YCTPOWCTBA B CTEKe.

5.8.2 KomaHpapbl ana pabortbl ¢ paitnamu

Komanabl ana p360TbI C d)aﬁnalv\m AOCTYNHbI TOZIbKO NPUBUNIETNMPOBAHHOMY NOJ1Ib30BATEIO.

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnunua 5.22 — KomaHabl ans pabotbl ¢ dpaiinamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

copy source-url destination-
url [snmp]

copy source-url image

copy source-url/ boot

copy source-url running-
config

copy source-url startup-
config

copy running-config
destination-url

copy startup-config
destination-ur/

source-url:
(1..160) cumBonos;

destination-url:
(1..160) cumBonoB;

KonuposaHue dalina n3 mectononoKeHuna UCTOYHUKA B
MECTOMNOJIOMKEHNE Ha3HAYeHUA.

- SNMp — UCNOJIb3YETCA TO/IbKO KOTAa KOMMpPOBaHUe
ocylectenserca us/s startup-config. Cneunduumpyer
MUCNONb30BaHWE MCXOLHOMO afpeca Uau agpeca mecTa
Ha3HauyeHun B popmate SNMP;

- source-url — mectononoxeHune Kkonmpyemoro ¢aiina;

- destination-url — appec mecta HazHayeHun, Kyaa dann byger
CKOMUPOBaH.

KonuposaHue daiina cuctemHoro MO c cepsepa B
3HeproHe3aBUCHMYLO NaMATb.

KonuposaHue 3arpy3oyHoro ¢aiina c cepsepa B
3HeproHe3aBUCMMYIO NaMATb.

KonupoBaHue daiina KoHdUrypaumm c cepsepa B TEKYLLYIO
KOHOUrypaumto.

KonuposaHue dalina KoHbuUrypauum c cepsepa B
nepBOHAYAsIbHYIO KOHUIYpaLMIO.

CoxpaHeHue TekyLLei KoHdUrypaL MK Ha cepaepe.

CoxpaHeHWe NepBoHa4YaNbHOW KOHOUIypaLmu Ha cepsepe.

copy running-config
startup-config

CoxpaHeHue TekyLLei KOHUTypaLMmM B NepBOHAYaNbHYO
KoHbUrypaumio.

copy running-config file

CoxpaHeHue TeKyLiel KoHdUrypaLmm B 3a4aHHbI pe3epBHbIi
daiin KoHdUrypauum.
Mopaep:kusaeTcsa Asa palina KOHPUrypaumm.

copy startup-config file

CoxpaHeHue nepBoHaYanbHOW KOHGUIypaLmm B 3a4aHHbI
pe3epBHbIN Gpaiin KoHPUrypaumm.

copy running-config
backup-config

CoxpaHeHue TeKyLen KoHOUTypauumn B pesepBHbIi Gpaiin
KoHbUrypauuu.

copy startup-config
backup-config

CoxpaHeHuWe nepBoHaYaNbHOW KOHOUIYpaLun B pe3epBHbIit
daiin KoHdpuUrypauuu.

dir

OTobparkaeT cnncok ¢ainnos Bo GA3LW-NaMATH
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more {flash.//<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumBonos

OTobparkaet cogepxumoe daiina.
- startup-config — otobparkaet cogepxumoe dalina
nepBoOHaYabHON KOHUrypaLumm;
- running-config — oTobpaskaeT cogepknmoe daina TekyLLen
KoHdUrypaumu;
- flash:// — oTobpaxaeT daitnbl ¢ USB flash-HakonuTeneit;
- mirror-config — oTobpaxkaeT cofepxumoe daitna TekyLein
KOHOUIrypaumm c 3epkana;
- file — ums daiina.
daiinbl otobpaxkatotca B popmate ASCII, 3a

e UCKAOUYeHnem image, KoTopble oTob6parkatoTca B
wecTHaguatepuyHom popmare.
* prv daiinbl He oTo6parkatoTca.

delete url

YpaneHnue ¢paiina c GAsw-namaTv ycTpoicTBa.
dannbl *.prv, image-1 n image-2 He MoryT 6bITb yAaneHbI.

delete startup-config

YpaneHue ¢aiina nepBoHa4yanbHON KOHPUrypaLmm.

boot system
[unit unit] {image-1|

OnpegenseT daiin cuctemHoro MO, KoTopbl ByaeT 3arpyKeH
npu 3anycke.

image-2} unit: (1..4) - Unit — HOMep YCTPOICTBa B CTeKe (A8 KOMMyTaTopa,
paboTatolLero B aBTOHOMHOM PEXUME, MapaMeTp He
ncnonb3syercs).
boot system 3arpy3Ka ¢ HeakTMBHOro daina cuctemHoro MO. MoBTOpHbIN
inactive-image [unit unit | - BBOJ, KOMaHZbI AeNaeT aKTUBHbIM Terywuin darin NO.
all]
show running-config - OtobparkaeT cogepxumoe daina TekyLLen KoHoUrypaumm.
show startup-config i OTobparkaeT cogeprmmoe daiia nepsoHa4abHOM
KOHUrypaumm.
show bootvar [unit unit] MoKasbiBaeT akTUBHbIN daiin cuctemHoro MO, KoTopbii
YCTPOMCTBO 3arpyKaeT Npu 3anycke.
- Unit — HOMep YCTPOICTBa B CTeKe (418 KoMmyTaTopa,
unit: (1..4) paboTatolLero B aBTOHOMHOM peXkume, napameTp He
ncnonbsyercs).
’ Napamertp [unit unit] npu BbINONHEHUM KOMaHAbI
L B[OCTYMNEH TO/IbKO B PeXXUMe CTEKUPOBAHUA
write [memory | terminal] CoxpaHeHue TekyLieit koHdurypaumum 8 ain
nepBOHaYabHON KOHUrypaLumu.
rename url new-ur! N3meHeHWe nmenu daina.
url: (1..160) - url — Terywee uma daina;

- new-url — HoBoe nma daiina.

CyLL,ecTBYIOT HEKOTOPble HeA0NnyCTUMble KOMBMHALMM MeCTONOI0KEHUA U MecTa
Ha3HauyeHusa. Henb3s KONUPOBATb B CEAYIOWMNX CAYHAAX:

€eC/IM UCXoaHbIN ¢aiin u ¢paitn HasHAYeHUA — OAUH U TOT XKe Paiin;
Xxmodem He moKeT 6biTb agpecom HasHauyeHusa. Mo X-modem c agpeca
MUCTOYHMKA paitn MorKeT BbITb CKONMPOBAH TONbKO B pann cuctemHoro MO, B
3arpy30uHblii ¢paiin nam B null;
cepsep TFTP He moXKeT 6bITb aApPecOM UCTOYHUKA M a4pPecoM HasHauyeHuA
BNA OAHOIA KOMaHAbl KONMUMPOBAHUSA;

*.prv ¢aiinbl He MoryT 6bITb CKOMMPOBaHbI MU NPOYUTAHDI;
KonupoBaHue K/OT yCTPOMWCTB cTeKa, paboTalowux B BEAOMOM peXUMe,
BO3MOXHO TOonbKo anAa ¢anna cucremHoro NO u ¢aitna HavanbHoro

3arpysumka.
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Tabnnua 5.23 - OnncaHMe NPU3HAKOB KONMPOBaHUA

lpusHak

OnucaHue

Bock/MuaTenbHbI 3HaK 03HAYaET, YTO NPOLLECC KOMMPOBAHUA MAET YCMNEeLwHO.
! KarKablii BOCKAMLATENbHbIN 3HAK YKa3blBaeT Ha YCMeLwWwHyIo nepeaayy 4ecatu
nakeTtoB (512 6aiiTOB KaxAbli).

TouKa 03Ha4aeT, YTo NPOLLECC KONMPOBaHMA NpepBaH. HEeCKObKO ToYeK Nnoapsas
03HAYaeT, YTo B NpoLLecce KONMPOBAHUA BO3HMKAA OWMBKa.

[pumepbl UC016308GHUA KOMAHO.

= Ypanutb ¢painn test ns sHeproHe3aBUCUMON NAMATH:

console# delete flash: test

Delete flash:test? [confirm]

Pe3ynbTaT BbINOJIHEHUS KOMAHAbI: NOCNE NOATBEPKAEHUA dalin byaeT yaaneH.

5.8.3 KomaHpbl ana pesepsmMpoBaHMAa KOHGUTrypauum

B gaHHOM paszesie onncaHbl KOMaHbl HACTPONKM pe3epBMPOBaHUA KOHOUIypaLmMm nNo Tanmepy nim

NpW COXpaHeHUM TekyLwen KoHourypaumm Ha flash-Hakonutens.

KomaHObl 0docmyriHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHOro KOHGUrypMpPoBaHUA UMEET CeayoLWmii BUA,:

console (config) #

Tabnuua 5.24 — KomaHabl ynpaBieHUsA CUCTEMON B pexxmnme rnobanbHOro KOHPUrypmpoBaHua

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

KomaHoa

Aelicmeue

backup server server
server: (1..22) cumsonos

YKasaHwue tftp-cepBepa, Ha KoTopbIV byaeT NnponsBogUTLCA
pe3sepsupoBaHue KoHdUrypauun. CTpoka B popmate
«tftp:// XXX XXX XXX XXX,
«scp://[[username][:[password]]@]host».

no backup server

YpaneHue cepsepa ANs pe3epBMPOBaHUS.

backup history enable

Bkatountb COXpaHeHne UCTOPUKN pe3epBHbIX KOMWNA.

- -/BbIK/IOYEHO
no backup history enable

OTKNOYNTD COXpaHeHne UCTOPUKN pe3epBHbIX KOMWNA.

back ath path
up path pa path: (1..128) cumsonos

YKaszaHue nyT1 pacnonoxkeHus daiina Ha cepsepe v npedukca
daiina. Mpwu coxpaHeHnn K npeduKcy byaeT obasnaTbea
TeKyLwwas AaTa v Bpems B popmate rrrrMmaA4YMMCC.

no backup path

YpaneHue nytu Ans pesepsupoBaHus.

backup time-period timer timer: (1..35791394)

MWH/720 MUH

YKaszaHue NpoMeKyTKa BpemMeHU, Mo UCTeYeHNM KOTOPOro
6YAeT OCyLecTBAATLCA aBTOMATUYECKOE pe3epBnpoBaHmne
KoHbUrypauuu.

no backup time-period

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

backup auto
-/BbIKNOYEHO

BK/tOYEHWE aBTOMATUYECKOTO pe3epBUpPOBaHUs
KoHdUTrypauum.

no backup auto

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

backup write-memory /
-/BbIKNIOYEHO

BK/toueHWe pe3epBUPOBaHUA KOHOUIYpaLMK NPU COXPAaHEHUN
nosib3osaTtesem KoHdurypaumm Ha flash.

no backup write-memory

YCcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.
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Tabnnua 5.25 — KomaHabl ynpasaeHus cuctemont B pexkume Privileged EXEC

KomaHoa Aelicmeue
show backup OTobparkaeT MHGOPMALMIO O HACTPOMKaxX pe3epBMpPOBaHMA KOHUTypauuu.
show backup history OTob6parkaeT UCTOPUID YCNELIHO COXPAHEHHbIX HA CEPBEP KOHPUTYpaLUN.

5.8.4 KomaHabl onsa aBTOMaTUYECKOro 06HOBNEHUA U KOHPUTYPUPOBaAHUA

lpoyecc asmomamuyeckoz20 obHoeneHusn

KommyTaTop 3anyckaeT npouecc aBToOMaTuyeckoro obHoBneHusa, 6asupyrowminics Ha DHCP (mo
npouecca aBTOMaTUYECKOM KOHGUIypaLuumn), ecm oH BKAOYEH U MMA TekcToBoro ¢aiina (DHCP-onuusa 125),
coaepKawero nma obpasa NO, 6110 NpegocTaBneHo cepeepom DHCP.

Mpouecc aBToMmaTUyeCcKoro 0B6HOBEHWNS COCTOMUT M3 cneayroumx waros:

1. KommyTaTop 3arpy:KaeT TeKCToBbIM dailn M uMTaeT us Hero umsa ¢daina obpasa MO Ha TFTP-
cepsepe;

2. KommyTtaTop cKauymBaeT nepsbiit 610K (512 6aiiT) obpasa MO c TFTP-cepsepa, B KOTOPOM
coaeputca sepcma MNO;

3. KommyTtaTop cpaBHUBaET Bepcuto ¢aina obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTUBHOro obpasa MO KommyTaTopa. Ecin OHKU OT/IMYAOTCA, KOMMYTaTOPp 3arpy*kaeT 06pas3 Mo ¢
TFTP-cepBepa BMeCTO HeaKTMBHOro obpasa O KommyTtaTopa M AenaeT AaHHbIM obpas
aKTUBHbIM;

4. Ecnvo6bpas MO 6bin 3arpykeH, TO KOMMYTaTOp Nepe3arpyrKaercs.

Mpoyecc asmomamuyeckoz2o KOHpu2ypupoeaHus

KommyTaTop 3anyckaeT npoLecc aBToMaTU4YecKkoro KoHourypuposaHua, 6asmpytowmiica Ha DHCP,
NP1 BbINOJHEHUN CeAYIOWMNX YCOBUIA:

1. AsTOMaTMyecKoe KOHPUrypnpoBaHMe paspeLleHo B KOHOUrypaLmu.

2. OtBer DHCP-cepsepa cogeput IP-agpec TFTP-cepBepa (DHCP-onums 66) u ums daina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

V NonyuyeHHbli paitn KoHpuUrypaumm gobasnsaerca K Tekywei (running) KoHdurypauymm.

Ecnaun nonb3oBaTtesb BKAOYMA aBTOMATMUECKOe coXxpaHeHue (KomaHga boot host auto-save),
V TO TeKywaa (running) KoHdurypauua OyaeT cKonupoBaHa B NEPBOHAYAJbHYIO
KoHdurypauumio (startup).

KommyTaTop AenaeT NonbITKy 3arpy3nTb KOHOUIYpaLMIo, eCv BbIMONHAETCA OA4HO U3 YC/0BUI:

1. KommyTaTop MMeeT KOHOUIypaumio No YMOIYAHMIO;
2. [o nepesarpy3kM KOMMyTaTopa nosb3oBaTesiem Oblna BBeAeHa KoMaHaa «boot host dhcp»,
KoTopas ¢opcupyeT nosyyeHne KoHOUIrypaLum npu 3arpyske.

KomaHObI, docmyrnHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKM B pPeXKMME r106anbHOro KOHGUIYPUpPOBaHUA UMEET CAeayIOLNIA BUA:

console (config) #
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Tabnnua 5.26 — KomaHabl ynpaBaeHUsa CUCTEMOW B pexume rnobasibHOro KoHGUrypupoBaHus
3HayeHue/ 3Ha4yeHue no

KomaHoa Aelicmeue
YyMOMYAHUO
! BK/lOUEHWE aBTOMATUYECKOro KOHGUIypupoBaHus
boot host auto-config durypup
-/BKNIOYEHO 6asupytoweroca Ha DHCP.
no boot host auto-config YcTaHOBKa 3HAYEHUA MO YMONYAHUIO.

BK/ItOYEHWE aBTOMATUUYECKOTrO COXPAaHEHUA TEKYLLEN

boot host auto-save KOHOUrypaumm B nepBoHayasibHyto Noc/e NoayYyeHuns ee no
-/BbIKOYEHO

TFTP.
no boot host auto-save YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
BK/tOYEHWE aBTOMATUYECKOTO KOHOUTYPUPOBaHMA
boot host auto-update burypup
-/BKAOYEHO 6a3supytoweroca Ha DHCP.
no boot host auto-update YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
BK/ItOYEHME NPUHYAUTE/IBHOM 3arpy3Ku KoHOUTypauum npu
boot host dhcp PUHYA Py urypay P
-/BbIKNOYEHO cnefytolem BKIOYEHUM KOMMYTaTopa.
no boot host dhcp YcTaHOBKa 3HaY€HUs N0 YMOYaHUIO.

KomaHObl pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKKM B pexume privileged EXEC nmeeT cnegytowmin BuA;:
console#

Tabnnua 5.27 — KomaHabl ynpasneHus cuctemon B pexkume privileged EXEC

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

KomaHda Aeiicmeue

MpPOCMOTP HAaCTPOEK aBTOMATUYECKOrO 06HOBAEHUA U

show boot -
KOHOUTypMpoBaHMA.

= [lpumep KOHOUrypaumum ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTUIMKATOP NPOM3BOOUTENIL, BCEerLa PaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [imMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Kom nomonumu, BCcerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data

text #sub-option-data. Umsa TexcToBOTO Oanna, comepxamero nUMs
obpaza IIO

}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; # MAC-ampec xoMMyTaTopa

filename "mes2124-test.cfg"; #rMsa KOHOUIYpALUM KOMMYyTAaTOPa
option image-filename 35265 18 1 16 "mes2000-1144.ros"; #1Ms TEKCTOBOTO
barna, comepxamero mMa obpazsa IO
next-server 192.168.1.3; #IP-ampec TFTP-cepBepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.9 HacTtpo#iKa cucTeMHOro BpemeHu

/";f' ABTOMATMUECKMIA nepexos Ha JNeTHee Bpems OCyLLeCcTBAAETCA B COOTBETCTBUMU CO
ctraHgaptamu CLUA n Esponbi. B KOHGuUrypauum moryt 6biTb 3agaHbl Atobble gata u Bpems
ANA Nepexoaa Ha ieTHee Bpems u obpaTtHo.
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KomaHOb! pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexkume Privileged EXEC nmeet cneayrowmii BuAa;

console#

Tabanuya 5.28 — KomaHAbl HACTPOMKM CUCTEMHOTO BpemeHu B pexxume Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

clock set hh:mm:ss day
month year

clock set hh:mm:ss month
day year

hh: (0..23), mm: (0..59),
ss: (0..59), day: (1..31);
month: (Jan..Dec);
year: (2000 — 2037)

PyyHas ycTaHOBKa CMCTEMHOro BpeMeHM (KomaHaa AoCTynHa
TONIbKO A/1A NPUBU/IETMPOBAHHONO NO/Ib30BaTeNs).

- hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;

- day — peHb; month — mecsau; year — rog,

show sntp configuration

MokasbiBaeT KOHOUrypaumto npotokona SNTP.

show sntp status

MoKa3sbiBaeT cTaTyc npoTtokosia SNTP.

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabanuya 5.29 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHM B pexknme « EXEC»

KomaHoa

3HayeHue

Aelicmeue

show clock {sntp | ntp}

show clock detail

Moka3sbiBaeT cuctemHoe Bpema u aaty
- sntp — c nomoLbto npoToKkosa SNTP;
- ntp — c nomouwbto npotokona NTP.

JononHutenbHo 0To6pa)+<aeT napameTpbl HaCoOBOro NoAca u
nepexoa Ha nNeTHee BpemaA.

KomaHObI 0docmyriHbie 8 pexcume 2106a716H020 KOHU2YPUPOBAHUS

3anpoc KOMaHAHOM CTPOKK B pexume rnobasbHOro KOHGUrypMpoBaHUA UMEET Caeayowmii BUA;:

console (config) #

Tabnnua 5.30 — CAMCOK KOMaHA, A1A HACTPOMKU CUCTEMHOIO BPEMEHM B pexume rnobanbHoro
KOHbUrypuposaHma
3HayeHue/3HavyeHue no »
KomaHoa / Aelicmeue

yMOMYaHUo

clock source {sntp | ntp}

no clock source

-/BHELLHWNIA UCTOYHUK He
ncnonb3yerca

Mcnonb3oBaHMe BHELWHEro MCTOYHUKA ANA YCTAaHOBKMU
CUCTEMHOTO BpEMEHMU:

- sntp — no npotokony SNTP;

- ntp —no npoTtokony NTP.

3anpeu.|,aeT MCNO/Ib30BaHNE BHELWHEro UCTOYHUKa AnA
YCTaHOBKU CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumona / HeT
OnMcaHnA 30HbI

hours-offset: (-12..+13)/0;

minutes-offset: (0..59)/0

YcTaHaBAMBaeT 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cGoOpMMPOBAHHOE U3 NepBbix BYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (oNucaHme 30HbI);
- hours-offset —yacoBoe cmelLeHe OTHOCUTENBHO HY1EeBOTO
mepuanara UTC;

- minutes-offset — MMHYTHOE CMelLeHMe OTHOCUTENbHO
HyneBoro mepuaunaHa UTC.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eu|

{week day month hh:mm
week day month hh:mm}}
[offset]

no clock summer-time

zone: (1..4) cumsona/ HeT
OMMCaHNUA 30Hbl
week: (1..4, first, last);
day: (mon..sun);
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 mun;

Mo ymonuaHuto nepexon,
Ha ieTHee BpemsA
BbIK/IHOYEH

3agaet Aaty v Bpems 419 aBTOMaTMYecKoro nepexoaa Ha
neTHee Bpems M Bo3BpaTa 06paTtHO (419 onpeseneHHoro
roga).

MepBbiM B KOMaHAE YKa3blBA€TCA ONUCAHNE 30HbI, BTOPbIM
Bpems 4/1A Nepexona Ha NeTHee Bpems v TPeTbUM Bpema AN
BO3BpaTa.

- zone — cnoBo, cGOPMUPOBAHHOE N3 NepBbIX OYKB
C/I0BOCOYETAHUA, KOTOPOE OHO 3aMeHSET (ONMcaHme 30HbI);

- date —uncno;

- month — mecau;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONNYECTBO MUHYT, Ao6aBAAEMbIX NPU Nepexoae Ha
NleTHee Bpems.

3apaeT Aaty M Bpema 414 aBTOMaTUYECKOro nepexosa Ha
neTHee BpeMA 1 BO3BpaTa 06paTHO B peKMMe exXeroHo.

- zone — cnoBo, cGOPMUPOBAHHOE U3 NepBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONUCaHWe 30Hbl);
- usa — yCTaHOBWTb NPaBua Nepexosa Ha nNeTHee Bpems,
ncnonbsyemble B CLUA (nepexos BO BTOpOe BOCKpeceHbe
MapTa, 0bpaTHO B NepPBOE BOCKpeceHbe HOAbPs, B 2 Yaca yTpa
Nno MECTHOMY BPeMEHMU);

- eu — yCTaHOBWTb NpPaBWa Nepexosa Ha NeTHee BPeMS,
ncnonbsyemble EBpocoto3om (nepexos B nocnegHee
BOCKpeceHbe mapTa, 06paTHO B nocnegHee BOCKpeceHbe
oKTA6p#, B 1 yac yTpa no MpuHBUYY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — konnyecTBo A06aBAAEMbBIX MUHYT NPY Nepexoae Ha
NeTHee Bpems.

OTK/OYaET aBTOMATUUYECKMIN Nepexos Ha NeTHee Bpems.

sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumsonos/
BbIK/IOYEHO

YcTaHaBAMBAET K04 NPOBEPKM NOANMHHOCTM A/1A NPOTOKOANA
SNTP.

- number — HOMep KAtoua;

- value — 3Ha4YeHue Kntova.

Ypanaert KAy NpoBepKu NOAJIMHHOCTM Ana NnpoTokoaa SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa NOAJMHHOCTU
He TpebyeTca

TpebyeT npoBepKy NOAJAMHHOCTM AN NONYYEHUA
nHdopmaumu ot NTP-cepBepos.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295)/
BbIK/IOYEHO

OcyuecTsnseT NPOBEPKY MNOAJMHHOCTU CUCTEMBI, OT KOTOPOWA
CUHXPOHU3MpyeTca ¢ nomoubio SNTP no 3agaHHOMY Katouy.
- key-number — Homep Kntova.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

sntp client poll timer
seconds

seconds: (60 .. 86400)/

YcraHaBauBaeT Bpemsa onpoca ana SNTP-knmeHTa.

no sntp anycast client
enable

N . 1024
no sntp client poll timer YcTaHaBAMBAET 3HAYEHME MO YMOJIYAHUIO.
sntp broadcast client
enable PaspewaeT paboTy wupokosewaTenbHbix SNTP-Kn1MeHTOB.
- -/3anpeleHo
no sntp broadcast client P
YcTaHaBAMBaeT 3HaYeHMeE MO YMONYAHMUIO.
enable
PaspewwaeT paboty SNTP-KAneHTam, NoaaepKUBAOLWMM
sntp anycast client enable MEeTOZ, PacCbIIKM MAKEeTOB, MO3BOAAOLLMIA NOCbINATL AaHHbIE
-/3anpeLyeHo 6nKaliemy yCTPOMCTBY U3 rpynnbl nosyyaTenei

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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sntp client enable

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id}

no sntp client enable

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);
group: (1..16);
vlan_id: (1..4094)

PaspewaeT paboty SNTP-KAneHTam, NoanepKnBatoLLmMm
MEeTO/, PacChbl/IKM NAaKeTOB, NO3BONAIOWMMN NOCbINATL AAHHbIE
6aunkaliemy yCTPOMCTBY M3 rpynmnbl MOAy4YaTeNen, a TakKe
WMpoKoBeLlaTenbHbiMm SNTP-KaMeHTam ans Bbl6paHHOro
MHTepodeica.

- nogpobHoe onucaHne UHTepdENCcoB U310XKEHO B pasgene
«KoHourypuposaHue nHtepdeiicosy».

no sntp unicast client poll

s . 3anpeLueHo
{ gigabitethernet gi_port | /3anpew
fastethernet fa_port | YcTaHaBAMBaET 3HaYEHME N0 YMOYAHMIO.
port-channel group|
vlan vian_id}
sntp unicast client enable PaspelwaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.
no sntp unicast client -/3anpelyeHo
YcTaHaBAMBaET 3HaYEHME N0 YMOYAHUIO.
enable
. . PaspeltaeT nocnefoBaTeNbHbIM ONPOC 3a4aHHbIX
sntp unicast client poll P A P A
-/3anpelueHo ogHoaapecHbiXx SNTP-cepsepos.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

sntp server

{ipv4_address |
ipv6_address |
{ipv6-link-local-address }
%{vlan finteger} | ch
{integer} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server
{ipv4_address |
ipbv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
| isatap {integer} |
{physical-port-name} }|
hostname}

hostname: (1..158)
CUMBOJIOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address - lpv4-aapec y3na ceTu;
- ipv6_address - Ipv6-agpec y3na cetu;
- ipv6z-address - |pv6z-aapec y3na cetv Ans ping.
dopmart agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbil IPV6 agpec KaHana;
interface-name —nma ncxopAwero UHTepderica 3agaercs B
cnepytowem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — pomeHHOe MMA y31a ceTw;
- poll — BkntoyaeT onpoc;
- keyid — npeHTUdMKaTOP KNtova.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpegenaet UDP-nopt SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

clock dhcp timezone

no clock dhcp timezone

-/3anpelieHo

PaspelaeT nosyyeHe TakMX AaHHbIX KaK YacoBOW NOAC U
netHee Bpemsa ot DHCP-cepsepa.

3anpelyaeT NoAyYeHNa TaKMX JaHHbIX Kak 4acoBOW MOAC U1
netHee spemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHuUa UHmepgelica

3anpoc KOMaHAHOW CTPOKM B peXnMe KOHPUIYPUMPOBaHUA MHTepdEca MMEET cneayowmnin BUA;:

console (config-if) #

Tabnunua 5.31 — CNUCOK KOMaHg, A1 HAaCTPOMKU CUCTEMHOTO BPEMEHU B PEXUME KOHPUIYPUPOBAHUSA

nHTepdelica
3HayeHue/3HayeHue no .
KomaHoa Aelicmeue

ymMon4aHuio
PaspewwaeT paboty SNTP-KAMEHTY, KOTOpbI NoanepKMBaeT
MEeTOZ, PacChbl/IKM NAaKeTOoB, NO3BONAIOWMMN NOCbINATL AAHHbIE

sntp client enable YCTPOMCTBY BMKaiwemy 13 rpynnbl NnoayYaTenen, a Takxe
-/3anpelueHo

no sntp client enable

wupokosewatenbHomy SNTP-KAMeHTy Ha HacTpansaemom
nHtepdeiice (ethernet, port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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=  OT06pasnTb CUCTEMHOE BpeMsA, AaTy 1 AaHHble MO YaCOBOM 30HeE:

console#show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyC npoLecca CMHXPOHM3ALUMN BPEMEHU OTOBPaXKaeTca C MOMOLLBIO OMOHUTE/NIbHO CMMBOJA
nepeg, 3Ha4eHMEM BPEMEHMU.

lpumep:

*¥15:29:08 NSK(UTC+7) Jun 17 2009

Mcnonb3ytoTtca cneaytoume o6o3HaueHns:

— TOuKa (.) 03HauaeT, YTo Bpems 4OCTOBEPHO, HO HET CUHXPOHU3aLUMK ¢ cepBepom SNTP;
—  OTCyTCBME CMMBOJIA O3HAYaEeT, YTO BPeMA LOCTOBEPHO U CUHXPOHM3ALIMA ECTb;
— 3Be3fou4Ka (*) o3HayaeT, YTo Bpems HeoCTOBEPHO.

= 334aTb AaTy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
consolefclock set 13:32:00 7 Mar 2009
=  OT06pa3unTb cTaTyc npoToKkona SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3UPOBAHO OT cepBepa 192.168.16.1, nocnegHuit oTBET
nony4yeH B 05:47:01, HecoBnageHne CUCTEMHOIO BPEMEHM C BpemMmeHeMm Ha cepeepe coctasmno 7,23 c.
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5.10 KoHdurypuposaHue untepdeiicos n VLAN

V' B 3aBMCMMOCTHU OT TOTO B KAKOM peXXume paboTaeT KOMMYTaTOp — aBTOHOMHO WU B COCTaBe

CTeKa, UsmeHseTca Bug, sanucu gna nHtepdeica Ethernet. Mpn aBToHomHo4 paboTte 3anucb

anavntepdeiica umeet sug: 1/0/N, rae N — Homep nHtepdeiica; npu pabote B cocTaBe cTeKa

3anucb ana uHtepdeiica umeet eung: K/0/N, rae K — Homep yctpoiictea B cteke, N — Homep
uHTepdeiica. Bbibop pexxnma paboTbl KOMMyTaTOopa onucaH B NyHKTe 4 MeHto Startup.

3HaueHue macku moxer 6biTb 3anucaHo Mmbo B popmate X.X.X.X, ninbo 8 popmare /N, rae
N — KonnuyecTBo egUHUL, B ABOMYHOM NPeACTaBleHUN MaCKM.

K

Cbpoc HacTpoeK MHTepdeiica Ha 3HAYEeHUA MO YMOJIMAHUIO BbINOJHAEGTCA caeaylolei
KOMaHAoi:

K

console (config) #default interface {fastethernet fa port |
gigabitethernet gi port | port-channel group | vlan vian id | tunnel
tunnel id | range {..} | loopback loopback id}

5.10.1 Hacrtpoiika napameTtpoB Ethernet-uHtrepdeiicos, Port-Channel un Loopback-
uHTepdeiicos

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos)

console#configure

console (config) #interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | loopback loopback id | range {..}}
console (config-if) #

[aHHbIN PeXUM LOCTYMNEH U3 PEXKMMA KOHPUTYPUPOBAHUA M NPeAHa3HaYeH 414 3a4aHNA NapameTpoB
KOHdUrypaumm mHTepdeiica (Nnopta KommyTaTopa, rpynnbl NOPTOB, paboTaloWwmxX B pexxume pasgeneHus
Harpysku unm loopback-mHrepdeiica), inbo gruanasoHa MHTepEncos.

Bobibop unmepdpelica ocywecTBASETCA NPU NOMOLLM KOMaHA;

ana MES1024

interface fastethernet fa_port — ona Hactpolikn nHtepdeincos Fast Ethernet 1-24;
interface gigabitethernet gi_port — gpns HacTpoikn nHtepdeicos Gigabit Ethernet 1-2;
interface port-channel group — pns HacTpolKu rpynnbl KaHaNoB;

interface loopback /oopback_id — pns HacTpoiKku BUpTYanbHbIX MHTEpdeicos 1-64,

roe

—  group — nopsagKoBbIi HOMepP rpynMbl KAHAN0B NPUHMMAET 3HadeHun (1..16);

— fa_port — nopaakosbiit Homep nHTepdeica Fast Ethernet 3apaetca 8 Buae: 1..3/0/1..24;

— gi_port— nopaaKkosbiit Homep MHTepdeica Gigabit Ethernet 3apaetca s suge: 1..3/0/1..2;

— loopback_id — nopagkoBbihi HOMep BUpPTyanbHOro MHTepdenca loopback npuHMMaeT 3HaveHun
(1..64).

ana MES1124, MES1124M

interface fastethernet fa_port — pna Hactpoliku nntepdeicos Fast Ethernet 1-24;

interface gigabitethernet gi_port — pna HacTpoikn nHtepdeicos Gigabit Ethernet 1-4;
interface port-channel group — pns HacTpolKu rpynnbl KaHaNoB;

interface loopback /oopback_id — pnsa HacTpOMKM HACTPOIMKN BUPTYanbHbIX MHTepdeicos 1-64,
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roe

group — NopaAAKoBbIA HOMEpP rpynMbl KAHAN0B NPUHMMAET 3HadeHus (1..16);

fa_port — nopsaakosbii Homep nHTepdeiica Fast Ethernet 3apaetca s suge: 1..3/0/1..24;

gi_port — nopaaKkosbii Homep nHTepdeica Gigabit Ethernet 3apaetca s snge: 1..3/0/1..4;
loopback_id — nopagKosbin Homep BUpTyanbHoro mHTepdenca loopback npuHUMaeT 3HauyeHus
(1..64).

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — ans HacTpoikn nHtepdeincos Gigabit Ethernet 1-28;
interface port-channel group — pns HacTpoiKkm rpynnbl KaHaNoB;
interface loopback /oopback_id — pna HacTpoOMKM HACTPOIMKM BUPTYanbHbIX MHTEpPdeicos 1-64,

roe

group — NopaAAKOBbIA HOMEpP rPynMbl KAHAN0B NPUHMMAET 3HadeHus (1..16);

gi_port — nopaaKkosbii Homep nHTepdeica Gigabit Ethernet 3apaetca 8 suge: 1..3/0/1..28;
loopback_id — nopaakosbii HoMmep BUpPTyanbHOro MHTepdeica loopback npuHMMaeT 3HaveHus
(1..64).

ana MES2208P

interface gigabitethernet gi_port — ans HacTpoiku nHtepdeincos Gigabit Ethernet 1-12;
interface port-channel group — ana HacTpoliku rpynnbl KaHanoB
interface loopback loopback _id — pna HacTPOMKK HAaCTPOMKM BUPTYaibHbIX MHTepdelicoB 1-64,

roe

group — NopsAAKOBbIA HOMEp rPyNMbl KAHAA0B NPUHUMAET 3HaYeHus (1..16);

gi_port — nopaaKoBbIi HoMep UHTepdeiica Gigabit Ethernet 3agaetca 8 euge: 1..3/0/1..12;
loopback_id — nopagKoBbin Homep BUpTyanbHoro mHTepdeinca loopback npuHUMaeT 3HauyeHwus
(1..64).

3anucb uHTepdeica

1..3/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cnoTa HoMep nHTepdeliica

KomaHzbl, BBeAeHHble B perkMme KOHOUIypupoBaHUA MHTepdelica, MPUMEHAIOTCA K BblbpaHHOMY

nHTepdelicy.

HuKe npuBeaeHbl KOMaHAbl 418 BXOLA B PEXUM HAcTpOolKK aecsaToro ethernet-uHtepdelica nepsoro

YCTPOMCTBA B CTEKE M BXOAA B PEXMM HACTPOIMKM rpynnbl KaHanos 1.

console#configure

console (config) #interface gigabitethernet 1/0/10
console (config-if) #

console#configure

console (config) #interface port-channel I

console (config-if) #

Bbi6op duana3oHa uHmepdgeiicoe ocyLLecTBASETCA NPU MOMOLLM KOMaHA,:

interface range fastethernet portlist — pnsa HacTpolikmn ananasoHa fastethernet-nHrepoeicos;
interface range gigabitethernet portlist — ana HacTpoiiku gruanasoHa gigabitethernet-uHtepdeiicos;
interface range port-channel grouplist — pna HacTpolikn guanasoHa rpynn nopTos.

KomaHabl, BBeAEHHbIE B AaHHOM pexnme, NPUMEeHATCA K Bbl6paHHOMy AnanasoHy MHTepq)EI\;ICOB.
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Huke npuseaeHbl KOMaHAbl ANA BXOAa B PEXUM HAaCTPOIKM AnanasoHa ethernet nHtepdeicos c 1 no

console#configure

10 1 gna BXoAa B peXXnUM HaCTPOMKKM BCEX FPYMM NOPTOB.

console (config) #interface range gigabitethernet 1/0/1-10

console (config-if)#

console#configure

console (config) #interface range fastethernet 1,/0/1-10

console (config-if) #

console#configure

console (config) #interface range port-channel 1-16

console (config-if)#

Tabnvua 5.32 — KomaHapl pexmma KoHourypmuposaHus uHTepodeica Ethernet, Port-Channel u loopback-

nHTepdelica
3HaveHue/3HayeHue no .
KomaHoa / Aelicmeue
yMonYaHuro
shutdown BbIK/OUNTL KOHUTYpUpPYyeMblli MHTepdeiic (Ethernet, port-
-/BKAIOYEH channel, loopback).

no shutdown

BKNHOUUTL KOHPUTYPUPYEMbIA MHTEPDENC.

description descr

no description

descr: (1..64) cumsonos/
HeT onuncaHua

[Oob6asutb onucaHue nHtepoeiica (Ethernet, port-channel,
loopback).

Yaanutb onucaHue nHtepdeiica.

speed mode

no speed

mode: (10, 100, 1000)

3afaTb CKOPOCTb Nepeaaun gaHHbix (Ethernet, port-channel).

YCTaHOBUTb 3HaAYeHMe nNo YMONYaHUIO.

media-type {force-fiber |
force-copper |
prefer-fiber |
prefer-copper}

no media-type

/prefer-fiber

- force-fiber — pa3speleHa aKTUBHOCTb TO/IbKO ONTUYECKON
YyacTt Kombo-nopTa;

- force-copper - paspelueHa aKTUBHOCTb TOIbKO MeAHOM YacTu
KoMb0-MopTa;

- prefer-fiber — npenmyLLEeCTBO ONTUYECKOTO INHKA;

- prefer-copper — npenMmyLLECTBO MEAHOTO JINHKA.

V, TonbKo ana Kom60-NopToB.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTb pekmMm aynaeKkca uHtepderica.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

negotiation [cap1 [cap2...
cap5]]

no negotiation

cap1: (10f, 10h, 100f, 100h,
1000f);

cap2: (10f, 10h, 100f, 100h,
1000f);

cap3: (10f, 10h, 100f, 100h,
1000f)

BkntovaeT aBTOCOrNnacoBaHue Aaa CKOPOCTU U AynieKca Ha
HacTpanBaemom UHTepodence. MoXKHO yKasaTb
onpeaeneHHble COBMeCTUMOCTM NnapameTpa
ABTOCOrNacoBaHWUA, eCiv NapameTpbl He 3a4aHbl, TO
noaaepKuneatoTcs sce coemectumoctu (Ethernet, port-
channel).

BbIK/IlO4aET aBTOCOr/1IacoBaHMe ANA CKOPOCTM U AynjieKca Ha
HacTpanBaemom MHTepoeice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3apaTb pexkum ynpasneHuna notokom flowcontrol (BkntounTb,
OTK/IIOUUTb MM AaBTOCOIIACOBaHMe). ABTOCOr/1IacoBaHue
flowcontrol paboTaeT ToNbKO B Cyyae, eCn pexrnum
aBTOCOrNacoBaHWA negotiation BKNOYEH Ha HaCTpPaMBaeMoMm
nHtepdeiice (Ethernet, port-channel).

OTKNOYNTD pPexXunm ynpasaeHnUA NOTOKOM.

mdix mode

no mdix

mode: (on, auto)/auto

Mo3BoAAET UCMONb30BaHME «NepeKpeLLeHHOro» Kabens Ha
HacTpauBaemom mHTepdeiice (Ethernet).

3anpeLaeT UCNo/b30BaHME «MepeKpeLLeHHOro» kKabensa Ha
HacTpanBaemom MHTepoeiice.

back-pressure

no back-pressure

-/BbIK/IIOYEHO

BratouaeT GyHKLMIO «0BPaTHOro AaBAEHUA» Ha
HacTpauBaemom mHTepdeiice (Ethernet).

BbIKk/toYaeT GpYHKLMIO «06PaTHOrO AaBAEHUA» Ha
HacTpanBaemom MHTepoeice.
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load-average period

no load-average

period: (5..300)/15

YCTaHOBWUTb Nepuoz, B TEUEHME KOTOPOro cobupaetca
CTaTUCTUKaA O HarpysKe Ha uHTepdelice.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWUIO.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUrypmpoBaHuma:

console (config) #

Tabnumua 5.33 — KomaHapl pexxmma obumx Hactpoek nHtepodeiica Ethernet n Port-Channel

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard | stp-
loopback-guard}

KomaHoa 3HayeHue Aelicmeue
port jumbo-frame Paspelaet KommyTtaTopy paboTaTb ¢ pperimamu 60sbLIOrO
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonyaHuio 1500 6aitT.
-/3anpelueHo V HacTpoiika BcTynuT B cuny TONIbKO nocne
nepesarpysku ycTpoicTsa.
V 3HaueHMe maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpeLaet KOMMyTaTopy paboTaTb ¢ dpelrimamm 6onbLIOrO
pasmepa.
errdisable recovery cause BKAOUNTL aBTOMATUYECKYIO aKTUMBALLMIO HTEpPdelica nocne
{loopack-detection | €ro OTK/NIOYEHUA B CIeAYIOLLMX CyYanX:
port-security | - loopback-detection — obHapyxeHue netensb;
dotlx-src-address | - port-security — HapyweHune 6e3onacHOCTK Ans port security;
acl-deny | - dotlx-src-address —He npoxoxaeHue ayTeHTUdUKaLMK,
stp-bpdu-guard | OCHOBaHHol Ha MAC-azpecax nonb3osaTene;
stp-loopback-guard } - acl-deny —He cooTBetcTBMe cnmuckam aoctyna (ACL);
- stp-bpdu-guard — akTmBauua 3awmtsl BPDU Guard (npuém
-/3anpeLyeHo HecaHKLMOHMpOBaHHOro naketa BPDU yepes nHtepdeiic);

- stp-loopback-guard — o6Hapy:keHue netensb.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400)/300
CeKyHA,

YCTaHOBWUTb BPEMEHHOW MHTEPBa A1 aBTOMATUYECKOro
NOBTOPHOrO BKAOYEHUA nHTepdelica.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback /loopback_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
loopback_id: (1..64)

Cbpoc HacTpoek nHTepdeica uam rpynnsl MHTepPencoB Ha
3Ha4YeHuA, YCTaHOB/IEHHbIE MO YMONYAHMIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

70

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

Tabnnuya 5.34 — KomaHab! pexkmma EXEC

KomaHoa

3Ha4yeHue

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM aNa BCeX NHTepdelncoB.

clear counters

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

C6poc ctatucTku ans Ethernet-noprta, rpynnbl nopTos.

set interface active
{ gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

AKTUBUPYET NOPT, BbIK/OYEHHbIN KomaHaon shutdown.

show interfaces
configuration
[gigabitethernet gi_port |
fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb KOHOUTYypaL M0 MHTEPDENCOB.

set interface active
port-channel group

group: (1..16)

AKTUBMPYET rpynmny NopToB, BbIKNHOUYEHHYO KOMaHA0M
shutdown.

show interfaces status

MoKasaTb COCTOAHWNE BCEX MHTEPdENCOoB.

show interfaces

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb CBOAHY MHGOPMALMIO O COCTOSIHUM, HAacTpPoMKe u
ctatucTuke Ethernet-nopta, rpynnei nopTos.

show interfaces status

{ gigabitethernet gi port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb cocTosiHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOIIACOBaHNUA, 06bABAEHHbIE ANA
BCEX UHTEpdENCOB.

show interfaces advertise

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Moka3aTb NapameTpbl aBTOCOIIACOBaHNUA, 06bABNEHHbIE ANA
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MokasaTb onuncaHus Bcex nHtTepdelicos (Bkatoyasa VLAN
nHTepdeichbl).

show interfaces description
{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

lNokasaTb onucaHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY N5 BCEX UHTepdEelicoB.

show interfaces counters

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Moka3saTb cTaTUCTUKY Ann Ethernet-nopta, rpynnsl NopTos.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe A5 Bcex nHTepdeiicos.

show interfaces utilization
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Moka3aTb CTaTUCTMKY MO Harpyske ansa Ethernet-untepdeiica,
rpynnbl NOpTOB.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HaCTPOMKM ANA aBTOMATUUYECKOI NOBTOPHOM
aKTUBaALMU MHTepdelica.

show errdisable interfaces
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb NPUUMHY OTKAOYeHMA nHTepdelica/mHTepdeiicos 1
COCTOAHNE aBTOMATUYECKOM aKTUBaL M.
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[pumepbl 8bINOAHEHUA KOMAHO.

= [loKa3aTb COCTOAHWE UHTEPENCOB:

console# show interfaces status

Flow Link Up Time Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/3 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/4 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/5 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/6 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/7 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/8 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/9 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/10 1G-Copper - - - -- Down - - -- Access
gil/0/11 1G-Copper - - - -- Down - - -- Access
gil/0/12 1G-Copper - - - -- Down - - -- Access
gil/0/13 1G-Copper - - - -- Down - - -- Access
gil/0/14 1G-Copper - - - -- Down - - -- Access
gil/0/15 1G-Copper - - - -- Down - - -- Access
gil/0/16 1G-Copper - - - -- Down - - -- Access
gil/0/17 1G-Copper - - - -- Down - - -- Access
gil/0/18 1G-Copper - - - -- Down - - -- Access
gil/0/19 1G-Copper - - - -- Down - - -- Access
gil/0/20 1G-Copper - - - -- Down - - -- Access
gil/0/21 1G-Copper - - - -- Down - - -- Access
gil/0/22 1G-Copper - - - -- Down - - -- Access
gil/0/23 1G-Copper - - - -- Down - - - Access
gil/0/24 1G-Copper -= - - -- Down - - - General
gil/0/25 1G-Combo-C -= - - -- Down - - - Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C -= - - -- Down - - - Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General

Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 -= -= -- -= Not Present Access
Po3 -= -= -= - Not Present Access
Po4 -= -= -= - Not Present Access
Po5 -= -= -= - Not Present Access
Pob6 -= -= -= - Not Present Access
Po7 -= -= -= - Not Present Access
Po8 -= -= -= - Not Present Access

=  BbiBectu uHdopmauuto 06 nHtTepdeicax

console# show interfaces FastEthernetl/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper
Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half
Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
18 packets input, 2808 bytes received
9 broadcasts, 9 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
46 packets output, 2944 bytes sent
3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O O o
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" NMoKa3aTb NapameTpbl aBTO-COr/1IaCOBaHMUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement

gi0/1 1G-Fiber Disabled -

gi0/2 1G-Fiber Disabled -

gi0/3 1G-Fiber Disabled -

gi0/4 1G-Fiber Disabled -

gi0/5 1G-Fiber Disabled -

gi0/6 1G-Fiber Disabled -

gi0/7 1G-Fiber Disabled -

gi0/8 1G-Fiber Disabled -

gi0/9 1G-Fiber Disabled -

gi0/10 1G-Fiber Disabled -

gi0/11 1G-Combo-C Enabled -

gi0/12 1G-Combo-C Enabled -

gi0/13 1G-Fiber Disabled -

gi0/14 1G-Fiber Disabled -

gi0/15 1G-Fiber Disabled -

gi0/16 1G-Fiber Disabled -

gi0/17 1G-Fiber Disabled -

gi0/18 1G-Fiber Disabled -

gi0/19 1G-Fiber Disabled -

gi0/20 1G-Fiber Disabled -

gi0/21 1G-Fiber Disabled -

gi0/22 1G-Fiber Disabled -

gi0/23 1G-Combo-C Enabled --

gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h

Ch Type Neg Operational Link Advertisement

Pol - Enabled -

Po2 - Enabled -

Po3 -= Enabled -

Po4 - Enabled -

Po5 - Enabled -

Po6 - Enabled -

Po7 - Enabled -

Po8 -= Enabled -
=  [loKasaTb CTaTUCTUKY MO MHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

gio/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gi0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>
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lMoKa3aTb CTaTUCTUKY MO rpynmne KaHanos 1:

console#show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912
Alignment Errors: O
FCS Errors: 0
Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: O
Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0
Received Pause Frames: 0
Transmitted Pause Frames: 0
Tabnuua 5.35 - OnncaHune cyeTYnNKoB
Cuemyuk OnucaHue
InOctets Konnyectso npuHATbIX 6aliToB
InUcastPkts KonnyectBo NpMHATLIX 04HOAAPECHbIX NAaKeTOB
InMcastPkts KonunyectBo NpMHATBLIX MHOrOaApecHbIX NaKeToB
InBcastPkts KonnyectBo NpPUHATLIX LUMPOKOBELWATe/IbHbIX NAaKeToB
OutOctets Konnuectso nepeaaHHbIxX 6aiToB
OutUcastPkts Konunyectso nepefaHHbIX O4HOAAPECHbIX MAKETOB
OutMcastPkts Konnyectso nepegaHHbIX MHOTOaZ4pPECHbIX MaKeToB
OutBCGSthtS Konnyectso nepegaHHbIX WMPOKOBELWATE/IbHbIX MAKETOB

Alignment Errors

Konnuectso npuHATLIX GpeiMOoB C HapyLIEHHOW LieIOCTHOCTbIO (C KONMYECTBOM
6aliT He COOTBETCTBYIOLIMM AJIMHE) U HE NPOLLEALLNX NPOBEPKY KOHTPObHOM
cymmbl (FCS).

FCS Errors

Konunyectso NpuHATLIX GPeriMOoB C KOIMYECTBOM HaIT, COOTBETCTBYIOLLMM AJ/IUHE,
HO He MpoLeanx NPoBePKY KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso ¢peiimoBs, BOBNEUEHHbIX B €4UHUUYHYIO KONIU3UIO, HO BMNOCAEACTBUN
nepeaaHHbIX YCNeLwHo.

Multiple Collision

Konnuyectso ¢peVIMOB, BOBJ/IEYEHHbIX b0slee yem B OAHY KON/IN3UKo, HO

Frames BNOCNEACTBMM NepeaHHbIX YCneuHo.
Deferred Konunuectso ppeimos, 418 KOTOPbIX NepBas NonbITKa nepeaaym oTioxeHa 13-3a
Transmissions 3aHATOCTU cpeabl nepeaayn.

Late Collisions

Konnyectso ciyyaes, Korga Koaamsmna 3adMKCMpoBaHa nocsie Toro, Kak B KaHan
CBA3M yKe bblan nepenaHbl nepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnyectso ¢ppelimoBs, KoTopble He Bblan NepeaaHbl U3-3a N3BLITOYHOTO
KO/IMYECTBa KONNUZUIA.

Carrier Sense Errors

KonunyectBo cnyyaes, Korga COCTOAHUE KOHTPOAS Hecylen 6bl1o noTepsHo, ambo
He YTBEpPKAEHO Npu NonbiTKe nepegayn ¢penma.
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Konnyectso NpMHATLIX NAKETOB, pa3Mep KOTOPbIX NPeBbILaeT MaKCUMaabHbIN
paspelleHHbIl pasmep opeinma.

Oversize Packets

Internal MAC Rx Errors | Konuuectso ¢peiimoB, KOTopble He 6bl1M MPUHATLI YCNELWHO 1M3-3a BHYTPEHHEN

oWKnb6KM npuema Ha yposHe MAC.

[na vHTepodelica, pabotatollero B pexxume 100M6/c — KoaiMyecTso cay4vaes, Koraa
MMesIcA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasA HecyLlan
6blna NnpeacTaBaeHa.

[nsa nHtepdeitrca, paboTatowero B noayayniekcHom pexunme 1000M6/c —
KOJINYECTBO CJ/ly4aeB, KOraa cpeacTsa NpMema 3aHATbl B TeHeHMe BpeMeHU, paBHOMY
unn 6onbliemy yem pasmep cnota (slotTime), u B Te4eHME KOTOPOro MMENOCH XOTA
6bl 04HO cOb6bITME, KOTOPOE 3acTaBnAeT PHY BbiAaBaTb OWMOKY NpUema AaHHbIX
(Data reception error) nnu owmnbKy Hecyweit (Carrier extend error) Ha GMII.

[na vHuTepodelica, paboTatoLiero B NoJIHOM AynaeKCHOM pexxume 1000M6/c —
KONMYECTBO CNy4aeB, Koraa cpeAcTBa NpUema 3aHATbI B Te4eHUe BPeMEHU, paBHOMY
Uy 6onblIEMY YEM MUHUMANbHBIN pasmep dpeima (minFrameSize), n B TeueHne
KOTOpOro umenocb xota 6ol 0AHO cobbiThe, KoTopoe 3acTasnseT PHY BblgaBaTh
OLWKMBKY NprMema AaHHbIx (Data reception error) Ha GMII.

Symbol Errors

Received Pause Konunyectso npuHaTbix ynpasastowmx MAC-ppeiimos ¢ Kogom onepaummn PAUSE.
Frames
Transmitted Pause Konunyectso nepepaHHbix ynpasaawowmx MAC-ppeinmos ¢ kogom onepaumm PAUSE.
Frames

= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTOpe:

console#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

5.10.2 Hactpoiika VLAN un peXxumos KoMmmyTauumu uHtepdeiicos

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHma VLAN:

consolet#configure
console (config) #vlan database
console (config-vlan) #

[aHHbIN perMm [A0CTyneH M3 pexuma rnobanbHOro KOHOUIypupoBaHUS WM MNpefHasHavyeH ans
3aZaHMA napameTpoB KoHourypaumm VLAN.

Tabnnuya 5.36 — KomaHabl pexkmma KoHpurypmposaHma VLAN

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

vlan vian_range Oo6asutb VLAN nau Heckonbko VLAN.

vlan_range: (2 .. 4094)

no vlan vlan_range Yaanutb VLAN nan Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group

group

no map protocol protocol
[encaps]

protocol:

(ip, ipx, ipv6, arp,
(0600-ffff (hex)}*);
encaps: (ethernet, rfc1042,
llcOther);
group:
(1..2147483647)

MpuBsA3aTb NPOTOKOA K rpynne NpoTOKO/0B,
aCCOLMMPOBAHHBIX BMECTE.

YAanuTb NpuBA3KY.

* - Homep npoTokoa (16 6uT).
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map mac mac_address Mpueasatb MAC-agpec nam gnanasoH MAC-agpecos no
{ host | mask } macs-group macke K rpynne MAC-agpecos.
group mask: (9..48);
group: (1..2147483647)
no map mac mac_address YpanuTb npuBA3sKy.
{ host | mask }
map subnet ip_address MpueasaTtb IP-aapec nam gnanasoH IP-agpecos No macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.
no map subnet ip_address group: (1..2147483647) YaanuTb NpUBA3KY.
mask

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexxume KoHPUrypuposaHua nHtepoeica VLAN:

console#configure
console (config) #interface {vlan {vlan id} | range vlan {vlan list}}
console (config-if)#

[aHHbIV peXKMMm A0CTYNEeH U3 peXxnma KOHPUrypmMpoBaHMA U NpeaHasHayYeH AN 3a4aHMA NapameTpoB
KoHdurypaummn nutepoeiica VLAN, nnbo granasoHa nHTepdencos.

Bblbop MHTepdeica ocyLLecTBAAETCA NPM NOMOLLM KOMAHAbl interface vlan {vlan_id}.

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPU NOMOLLN KOMaHAbl interface range vlan
{vlan list}.

Hue npuBeaeHbl KOMaHAbl ANA BXOAA B PEXMM HacTpoiku nHtepdeica VLAN 1 n Bxoza B pexxum
HacTpoliku rpynnbl VLAN 1, 3, 7.

consolef#configure
console (config) #interface vlan 1
console (config-if) #

console#configure
console (config) #interface range vlan 1,3,7
console (config-if) #

Tabnunua 5.37 — KomaHabl pexkMma KoHpurypmuposaHus nHtepdelica VLAN
KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
name name name: (1..64) cumsonos/ | Oo6asutb uma VLAN
no name MMA COOTBETCTBYET
YCTaHOBUTb 3HAYeHME No YMON4YaHUKO
Homepy VLAN

KomaHObI pexcuma KoHgpua2ypuposaHusa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnbl MOPMos

Bupa, 3anpoca KOMaHAHOWN CTPOKK B pexkmme KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console#configure

console (config) #interface {fastethernet fa port | gigabitethernet gi port |
port-channel group | range {..}}

console (config-if) #
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[aHHbIN PeXUM AOCTYMNEH U3 PEXMMA KOHOUTYPMPOBAHUA M NpeaHa3HauYeH 414 3a4aHNA NapameTpos

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — UHTepdenc AocTyna — HeTErMpoBaHHbIN MHTepdenc ana ogHol VLAN;

—  trunk — nHTepoeic, NPUHUMAIOLW NI TONIbKO TEFMPOBaHHbIV TPadumK, 33 UckatoveHnem oaHoro VLAN,
KOTOPbIM MOXKeT bbiTb 06aBAEH C MOMOLLbIO KOMaHAbl switchport trunk native vlian;

— general — vHTepdenc c nonHoit nogaepxkon 802.1¢, NPUHUMAET KaK TErMpoBaHHbLINA, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — 802.1 Q-in-Q uHTepdelic.

Tabnunuya 5.38 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KOHOUrypaumm nHTepderica (nopta KOMMyTaTopa UK FPYMMbl NOPTOB, PAabOTAOWMX B peXKMUME pa3aeneHuns
Harpysku), im6o amManasoHa nHTepdeiicos.

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general, customer)/access

3agaTtb pexkmum paboTtbl nopta B VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

LOo6asutb VLAN ana nHtepdeiica goctyna.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nntepoeiica.

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[obasnsaeT ykasaHHbI VLAN B kayectBe Default VLAN gns
LaHHOro UHTepdelica, BeCb HETErMPOBaHHbIN TpaduK,
NoCTynaowWwmii Ha AaHHbIN MOPT, ONpPeAenseTca B AaHHbIN
VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nHtepdeiica.

MopT 6yaeT nepeaasath:

- tagged — TermpoBaHHble,

- untagged — HeTernpoBaHHble nakeTbl aAna VLAN.

Yaanutb cnucok VLAN ana untepoeiica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1 -—ecnu yctaHosneH VLAN
No YMONYAHUIO, MHaYe

[obasutb ngeHtnedukatop VLAN nopta (PVID) ans ocHoBHoro
nHTepoenica.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

4095
switchport general ingress- BbIK/IOYNTb 415 OCHOBHOTO MHTepdeiica duabTpaumio
filtering disable BXOZALLMX NMAaKETOB Ha OCHOBE MPUCBOEHHOTO UM 3HAYEHUA
VLAN ID.
no switchport general y BKAOUUTL 418 OCHOBHOrO MHTepdeiica uabTpaumio

ingress-filtering disable

dunbTpauma BKAOYEHA

BXOAALLMX MAaKeTOB Ha OCHOBE NPUCBOEHHOIO UM 3HaYeHuUA
VLAN ID.

Ecnu dunbTpauma BkAOYEHA, M NAKeT He BXOAMUT B rpynny
VLAN c npucBoeHHbIM nakeTy 3HavyeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
¢dpeimos

MpPUHMMaTL Ha OCHOBHOM MHTepdeice ToNbKo dpeiimbl
onpegeneHHoro TMna:

- tagged-only — To/IbKO TErMpoBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce ¢perimbl.

MpUHUMaTb Ha OCHOBHOM MHTepdeice Bce TUMbl Gpeiimos.
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switchport general map
protocols-group group
vlan vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHoBUTb Npasuno knaccudumkaumm VLAN ana nHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

Yoanute npasuao Knaccudurauum.

switchport general map
macs-group group
vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOoBUTL Npasuio knaccudumrkaumm VLAN ana nHtepoeiica,
OCHOBaHHOe Ha npusaske Kk MAC-agpecy.

Yoanute npasuao Knaccudurauum.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHoBUTb NpasBuao kKnaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npusAasKe K IP-agpecy.

YAanuTb NpaBuao Knaccudurkauuu.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff (hex)

3ameHuTsb EtherType B ucxoaawmx ¢ LaHHOMO MHTepdeica
nakertax.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

switchport customer vian
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana nonb3osaTenbCcKoro nHtepdeiica.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspelsaeT NpuUHMMaTL MHOTOaAPeCHbIN TpaduK 13
yKasaHHo VLAN (He ssnstowerica VLAN nonb3oBaTtesIbckoro
nHTepdeiica) Ha HacTpaMBaeMoMm MHTepdeiice, COBMECTHO C
NoNb30BaTENIAMM APYIUX NO/Ib30BATENBCKUX NOPTOB,
NPUHUMAIOLLMX MHOFOAZPECHbIV TpaduK n3 aaHHoi VLAN.

3anpeLaeT NPUHNUMATb MHOFOaAPECHbIM TPAadUK Ha
HacTpanBaemom MHTepoeiice.

switchport forbidden vian
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopty

3anpetutb fobasneHne ykasaHHbix VLAN nopry.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport forbidden vian
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopTty

PaspewunTb AobaBneHne ykasaHHbIx VLAN noprty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

M0 YMOAYaHUIO YNEHCTBO B
nedontHon VLAN
paspelleHo

3anpetutb gobasneHune gedontHon VLAN noprty.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAWT NOPT B PEKUM U30NALMM BHYTPU rPynbl NOPTOB.

BoccTaHaBnvBaeT 3HaveHMe No YMOJTHaHWUIO.

switchport community
community

no switchport community

community: (1..30)

[obasnaer nopt B coO06LLECTBO (rpynna U3onALMmn NopTos).
MopTbl BHYTPU coobLiecTBa MoryT o6meHnBaTbCA TPadUKOM
TONIbKO MeXKAy CObOW, a TaKkkKe € ApYrMMU He3aLWMLLLEHHbIMU
nopTamu (Ha KOTOPbIX HET HacTpoWKK «switchport protected-
port»).

- community —uma coobuiecTsa.

BoccTaHaB/MBaET 3Ha4YeHMeE Mo yMOoNYaHuio. B sTom cnyyae
3aLLMLLEHHBIN NOPT ABAAETCA N30/IMPOBAHHLIM NMOPTOM (He
COCTOALLMM HU B OAHOM COODBLLECTBE), U OH MOXKET
06MeHNBaTLCA TPAGUKOM TO/IBKO C He3aLMLLEHHBIMU
nopTamu (Ha KOTOPbIX HET HAacTPOMKKM «switchport protected-
port»).

switchport protected
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MepeBoauT NopT B pexkum Private VLAN Edge. OTmeHseT
MapLupyTU3aumio no 6ase gaHHbIx M3yveHHbIx MAC-agpecos
(FDB) 1 HanpaBAseT BeCb OAHOAAPECHbIW, MHOTOAAPECHbIN 1
LWMpPOKOBeLaTeNbHbIN TpaduK Ha uplink-nopT.
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no switchport protected

Mo ymonyaHuio
ncnosb3syerca
MapLipyT1sauma no 6ase
DAHHbIX n3y4yeHHbIx MAC-
aapecos (FDB)

OTK/O4aEeT OTMEHY MapLupyTU3aumum no 6ase AaHHbIX
n3y4yeHHbix MAC-agpecos (FDB).

ip internal-usage-vlan
vlan_id

vlan_id: (1..4094)/

no ip internal-usage-vlan

HeT pe3epBa

3apesepsuposatb VLAN gna BHyTpeHHero ncnonb3oBaHUA Ha
MHTepodeice.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCcTaHOBUTL NOPT Kak Ternpytowmii B gedpontHon VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console#configure
console (config) #

Tabanuya 5.39 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa

3HayeHue

Aelicmeue

vlan database

Bxog, B pexxmm KoHourypmposaHusa VLAN

default interface {vlan
vlan_id | range vlan
vlan_list}

vlan_id: (1..4094);
vlan_list: (1..4094)

Cbpoc HacTpoek nHTepdeitca VLAN unmn ananasoHa
nHTepdericoB VLAN Ha HaCTPOMKM NO YMOAYAHMIO.

- vlan_id — ugeHtndurKaumoHHbIi Homep VLAN;

- vlan_list — cnucok VLAN ID. inanasoH VLAN MOKHO 3apaTb
nepeyncaeHnem Yepes 3anaTyto UM yKasaTb Ha4yaibHOE U
KOHeYHoe 3HayeHuA AuanasoHa yepes geduc "-".

[pumep UCnoa16308aHUA KOMAHObI:

consolet#configure
console (config) #vlan database

console (config-

vlan) #

KomaHOwbI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnuua 5.40 — KomaHapl

pexkuma Privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

show vlan

Mokazatb uHpopmauuto no scem VLAN.

show interface description
vlan vian_id

vlan_id: (1..4094)

MokasaTtb onucaHue VLAN uHTepdeiica.

show vlan name name

(1..32) cumBonos

Mokaszatb nHPopmaumio no VLAN, NOUCK MO MMEHM.

show vlan tag vian_id

vlan_id: (1..4094)

MokazaTtb nHpopmauumio no VLAN, nouck no ngeHtTuduKkatopy.

show vlan internal usage

Mokasatb cnncok VLAN ana BHYTpeHHero ncnoib3oBaHua
KOMMYTaTOpOM.

show default-vlan-
membership

[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Mokasatb cocTas rpynnbl aedponTtHom VLAN.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 5.41 — KomaHab! pexkmma EXEC

KomaHoa 3HaveHue Aelicmeue
show vlan multicast-tv vlan MoKa3aTb NOPTbI-UCTOUHUKU U MPUEMHUKN MHOTOAPECHOTO
vlan_id vlan_id: (1..4094) Tpaduka B gaHHol VLAN. MopTbl MICTOYHMKM MOTYT, KaK

nepeaasatb, Tak U NPUHUMATb MHOFOAAPECHbIN TpaduK.

show vlan protocols-
groups
show vlan macs-groups - MokasaTtb MHPopmauuto o rpynnax MAC-aapecos.

- MoKasaTb MHPOPMALMIO O rPyNNax MPOTOKO/OB.

show interfaces switchport

{ gigabitethernet gi_port | gi_port: (1..3/0/1..28);

fastethernet fa_port | fa_port: (1..3/0/1..24); MokasaTb KoHbUIypauuio NopTa, rpPynnbl MOPTOB.
group: (1..16)

port-channel group }

show interfaces protected-

ports gi_port: (1..3/0/1..28);

Moka3aTb cocToAHWe NOpPTOB: B pexkume Private VLAN Edge, B

[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); private-vlan-edge-coobuiecTse.

fastethernet fa_port | group: (1..16)
port-channel group ]

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console#show vlan

Vlan Name Tagged ports Untagged ports
Type Authorization

1 —_ _

fal/0/1-2,fal/0/4, Default Required

fal/0/6-24,91i1/0/1-4,Pol-8

5 - fal/0/11-12,fal/0/23
fal/0/5 permanent Required

6 - fal/0/11-12,fal/0/23
- permanent Required

= [lokasaTb NOPTbl UICTOYHUKN N MPUEMHUKN MHOTroaapecHoro Tpaduka B VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports : gil/0/4-5
Receiver ports: gil/0/1

= [loka3aTb MHGOPMALMIO O rPYNMax NPOTOKO/IOB:

console#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3
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= [lokasaTb MHPOPMaUMIO O rpynnax noaceTen:

console#show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb cnncok VLAN ana BHYTpeHHero ncnosib30BaHMA KOMMYTaTOPOM:

console#show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHPUrypauuto nopTa GigabitEthernet 22:

consolet#show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egress rule Port Membership Type

1 1 Untagged System

Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacrpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossosseT Npou3BoAUTb pasrpaHuyeHne TpaduKa Ha BTOPOM

ypoBHe mogenu 0S| mexxay nopTaMmm KOMMYTaTopa, KOTOpble HaxoAATCA B OAHOM LUMPOKOBELLaTe/IbHOM
AoMeHe.

Ha kommyTaTopax MoKeT bbITb CKOHOUrypuposBaHo Tpu Tuna PVLAN nopTtos:

— promiscuous — 3TO MOPT, KOTOpPbI cnocobeH 06MeHMBATLCA AAaHHBIMKM MeXKAy NtobbiMM
nHTepdelicamm, Bkatoyas isolated 1 community noptel PVLAN;
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— isolated —3T0 NOPT, KOTOPLIM NONHOCTbLIO U30IMPOBAH OT APYINX MOPTOB BHYTPU OAHOMO U TOTO
e PVLAN, Ho He oT promiscuous noptos. PVLAN 610KMpytoT BeCb TPaduK, MAYLLMIA B CTOPOHY
isolated noptoB, Kpome TpaduKa CO CTOPOHbLI Promiscuous MOPTOB; MNAKETbl CO CTOPOHbI

isolated nopToB MOTYT NepesaBaTbCs TO/IbKO B CTOPOHY Promiscuous nopTos;

— community — 3TO rpynna NnopTos, KOTOpPble MOFyT 0BMeHMBATLCA AaHHbIMU MeXay cobol u
promiscuous nopTamu, 3T UHTepdencbl oTaeneHbl Ha BTOpom ypoBHe moaenun OS| oT Bcex

oCTanbHbIX community uHTepdelicos, a TakKe isolated nopTos BHYTpM PVLAN.

Mpouecc BbINOAHEHUA PYHKUUN AONOJAHUTENbHOTO PasAeNeHUs NOPTOB C MOMOLLbIO TeXHOA0rUU

Private VLAN npepctaBneH Ha pucyHKe 29.

VLAN 100

Switch A

Promiscuous ports

=0

Trunk ports

O U

VLAN 201

VLAN 202

VLAN 100
Switch B
A

O

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica

rpynnbl NOPTOB:

PucyHok 29 — lpumep pabomsi mexHonozuu Private VLAN

console#configure
console (config) #interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}

console (config-if) #

Tabnunua 5.42-KomaHabl pexknma KoHGUrypuposaHua nHtTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3apaTb pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vian]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6asuTb (yAanutb) ocHOBHOM 1 BTopocTeneHHble VLAN Ha
promiscuous nHTepoeic.

71 HaoauH promiscuous nHTepoeiic Henb3a Ao6aBUTL
ﬁ 6onblue oaHoro primary vian.

YnanuTtb oCHOBHOM U BTopocTeneHHble VLAN.
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switchport private-vlan
host-association
primary_vilan
secondary_vlan

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

no switchport private-vlan
host-association

[o6aBuTb ocHOBHO M BTOpocTeneHHble VLAN Ha host
MHTepoeic.
/1 HaopuH host nuHtepdeiic Henbsa aobasuTbL 6onblue

oaHoro secondary vlan.
YpanuTtb oCHOBHOM U BTopocTeneHHble VLAN.

_|

abnnua 5.43 — KomaHapbl

perxnma KoHoUrypmposaHusa nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkntoumTb mexaHusm Private VLAN v 3a4aTb TMN UHTepdelica.

OTKAOYNTL MexaHu3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan (1..4094)

Oob6asutb (yaanutb) npuBsA3Ky BTOpocTeneHHoh VLAN K
OCHOBHOW. HacTpolika npumeHnma Tosibko ana primary VLAN.

no private-vlan association

Yaanutb npusAsky BTopocteneHHoli VLAN K OCHOBHO.

¥

MaKkcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256.

MakcumanbHoe Konndectso community VLANS, KoTopble moryT 6biTb
accouMmnpoBaHbl C 0aHOMU ocHoBHOI VLAN — 8.

lpumep Hacmpoliku uHmepagelicoe Kommymamopa SW1 (puc. 31)

promiscuous nopt— interface gigabitethernet 1/0/4

isolated nopT- gigabitethernet 1/0/1
community nopT— gigabitethernet 1/0/2, 1/0/3.

switchport mode

exit

switchport mode

exit

switchport mode

exit

switchport mode

exit

switchport mode

exit

interface gigabitethernet 1/0/1

host

description Isolate
switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2

host

description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3

host

description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/4

promiscuous

description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

interface gigabitethernet 1/0/5

trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan
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interface vlan 100

name primary
private-vlan primary
private-vlan association add 201-202
exit

|

interface vlan 201

name isolate
private-vlan isolated
exit

|

interface vlan 202

name community
private-vlan community
exit

5.11 Selective Q-in-Q

[aHHaa GyHKUMA NO3BONAET HA OCHOBE CKOHQUIYpUPOBaHHbIX NpaBua GUALTPALMM NO HOMEPAM
BHyTpeHHMX VLAN (Customer VLAN) npoussoautb gobasneHune BHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewaTtb NpoxoxaeHne Tpadpuka.

[na ycTponcTea co34aeTca CUCOK NPaBua, Ha OCHOBaAHMM KOTOPOTo byaeT obpabaTtbiBaTbcA TpadpuK.

/ B pexume acl-only KomaHgbl KoHUrypuposaHua npasun Selective Q-in-Q HeAOCTYNHbI.
Hanuume xota 6b1 ogHoro npasuaa Selective Q-in-Q Ha uHTepdeiice 3anpelyaeT

V BK/Il0YEHME QYHKLUU NOTMPOBAHMA LUMPOKOBELLATENIbHOIO LITOPMA Ha 3TOM UHTepdelice.

KomaHObI pexcuma KoHpu2ypuposaHua uHmepgelica (OuanasoHa uHmepaeticos) Ethernet u Port-
Channel

Bua, 3anpoca KOMaHAHOW CTPOKM perkMma KOHOUIypupoBaHUA MHTepdenca KOHOUIYpPUpPOoBaHUA:

console#configure

console (config) #interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnuua 5.44 — KomaHgbl pexkmMma KoHoUrypuposaHua nHtepdeliica (amanasoHa nHtepdelicos) Ethernet

KomaHda 3HayeHue Aelicmeue

Co3pgaeT NpaBMI0O, Ha OCHOBAaHUM KOTOPOTO K BHELLHeN MeTke
BXOZAALLEro naketa ingress_vlan_id byneT pobasnsaTbca
selective-qinq list ingress vian_id: (1..4094); BTOpOIA Ter vian_id.

a.dd_vlan vlan_id ingress_;/an_id: (1..4094) Ecnv napameTp ingress_vlan_id He 3aaaH, To npaswao byaet
[ingress_vlan NPUMEHATLCA K BXOAALLMM NaKeTam BHE 3aBUCMMOCTU OT UX
ingress_vlan_id] npuHaanexxHoctn Kk VLAN. Takoe npaBuao MoxeT bbiTb
MCNONb30BaHO ANA 06paboTKM NAKeTOB, HE NOMABLUNX NOA,
AeicTBue Apyrmux Npasua (Mpasuao KMo YMOAYAHUIOR).
Co3paeT 3anpeluatoliee npasuao, Ha OCHOBAHWN KOTOPOTo
selective-qinq list ingress BXOZALLME NaKeTbl C BHELWHENW MeTKoW ingress_vlan_id 6yayt
deny [ingress_vlan oTbpacbiBaTbcA. Ecnv napametp ingress_vlan_id He 3apaH, To
ingress_vlan_id] npasuao byaeT NPUBOAUTL K OTOPACbIBAHUIO BXOAALLETO
TpadurKa He3aBUCMMO OT BHeLHel meTkn VLAN.

ingress_vlan_id: (1..4094)
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selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Cosfaet NpaBuio, Ha OCHOBaHWMM KOTOPOro BXOAALME NaKeTbl
C BHeWHuM Terom ingress_vlan_id 6yayT nepepasaTbca 6e3
N3MEHEeHUN.

Ecnv napameTtp ingress_vlan_id He 3aaaH, To npu obpaboTke
TaKoro npaswn/ia BXogAlme naketbl 6yayT nepeasatbea
HEe3aBMCMMO OT 3HAYEHMA BHELIHEro Tera.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

CosfaeT NpaBn/Io, Ha OCHOBAHWM KOTOPOFO BHELLUHAA MeTKa
BXoAALLero naketa ingress_vlan_id byaeT 3ameHATbCA Ha
3HaueHue vian_id.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuao byget
NPUMEHATLCA K BXOAALLMM NaKeTam, He NonasLUMM NoA,
AeNncTBue Apyrmux npasu.

no selective-ginq list
ingress [ingress-vlan
ingress_vlan_id]

ingress_vlan_id: (1-4094)

YpanaeT npaBuao A4NnA yKasaHHoro ingress_vlan_id pna
BXOAALLMX MAKeTOB.

KomaHga 6e3 napameTpa ingress_vlan_id ypanset npasuno,
NpUMeHAEeMOoe K BXOAALLLEMY TPapUKy MO YMONYAHWIO.

selective-ginq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3pgaeT NpaBMao, Ha OCHOBAaHUW KOTOPOTO B MPUHATOM C
BHELWHel meTKol ingress_vlan_id nakeTe 6yaeT BbINOAHATLCA
3ameHa BHelHero Tera Ha Ter vlian_id. NMpaBuno npumeHaeTca
K MCXOAALMM NaKeTaMm.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuno byaet
NPUMEHATHLCA K UCXOLALLMM NAaKeTaM HE3aBUCUMO OT
3HauveHwua ingress_vlan_id.

no selective-qging list
egress ingress-vlan
ingress_vlan_id

ingress_vlan_id: (1-4094)

Ypanaet npasuo selective ging ans ykasaHHoOro
ingress_vlan_id pns ncxopalmx nakeTos.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 5.45 — KomaHab!

pexnma EXEC

KomaHOoa

3HayeHue

Aeilicmeue

show selective-ginq
[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT cnMcoK npasun selective ging gas ykasaHHOro
nopra.

[pumepsi 8biM0AHEHUS KOMAHO

= Co3gaTtb npaBuna0, Ha OCHOBAHUWM KOTOPOTro BHELWIHAA METKaA BXOAALLEro naketa 11 6yAeT

3ameHATbeA Ha 10.

console#configure

console (config) #interface gigabitethernet 1/0/1
console (config-if) #selective-qing list ingress override vlan 10 ingress-

vlian 11

console (config-if) #end

=  OT06pas3nTb CNNCOK CO3aaHHbIX Npasua selective ging:

consolef#show selective-gqing

ingress

Direction Interface Rule type

override vlan 10

Vlan ID

gion/1

Classification by Parameter
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5.12 WTopm-KOHTpOb

«lLTopm» BO3HWKaeT BCNeACTBME YPE3MEPHOrO KOAMYecTBa COObLEHWA, O[HOBPEMEHHO
nepesaBaemblx MO CETW Yepes OAMH NOPT, YTO MPUBOAUT K NEPErpysKe pPecypcoB CETU U MOABNEHUIO
3agepsKeKk. «LLUTopm» MOMKET BO3HMKHYTb MPU HaINUYUKM «3aKONbLOBaHHbLIX» cermeHToB B ceTu Ethernet.
KommyTaTop M3mepaeT CKOPOCTb NPMHMMAEMOTO LUIMPOKOBELLATe/IbHOrO, MHOTOaAPECcHOro M HEM3BECTHOMO
0AHOAApPEeCcHOro TpaduKa A NOPTOB C BKAOYEHHbIM KOHTPOJ/IEM «LUTOPMa» M OoT6pacbiBaeT NakeTbl, eciu

CKOPOCTb nNpesBbliWaeT 3a4aHHOE MaKCMMa/IbHOE 3HaYeHUe.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepoeica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.46 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

storm-control multicast
enable

no storm-control multicast
enable

-/dyHKUMA BbIKNKOYEH]

BK/tOYaeT KOHTPO/Ib MHOTOaAPECHOTO TPaduKa.

BbIK/OYAET KOHTPOJIb MHOTOAAPECHOro TpaduKa.

storm-control multicast
level kbps rate

no port storm-control
multicast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMManbHY CKOPOCTb MHOTOaapecHoro Tpaduka.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

storm-control
unknown-unicast enable

no storm-control
unknown-unicast enable

-/dyHKUMA BbIKNKOYEHA

Bkntouaet KOHTPO/1Ib HEN3BECTHOIO 0 AHOA4PEeCHOro Tpa(bMKa .

BbIKNtoYaeT KOHTPONb HEM3BECTHOro O4HOALPECHOIO Tpad)MKa.

storm-control
unknown-unicast level
kbps rate

no port storm-control
unknown-unicast level

rate: (1..1000000)/3500
Kéut/c

3agaet MaKCMManbHyo
ofHOagpecHoro Tpaduka.

CKOPOCTb Hen3BecTHOoro

YcTaHaBAMBaEeT 3HAYEHNE NO YMONYAHUIO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dyHKLMA BbIKAOYEHA

BK/1I04AET KOHTPOJIb LIMPOKOBELLATENbHOTO TpaduKa.

BbIK/NOYAET KOHTPO/Ib LIMPOKOBELLATENbHOTO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/byHKLMA BbIKAOYEHA

BKkatoyaeT sorMpoBaHME  LUMPOKOBELLATE/IbHOMO  WTOpMA.
JlorpoBaHMe MHOroaApecHoro U 0gHOaAPeCcHoro Tpaduka He
ocyLecTBAsAeTcA.

BKAloueHue NIOrMpPoOBaHUA  LWITOpMa  3anpeluaer
V KOHuUrypuposaHue npasun SQinQ Ha 3stom

UHTepdeiice.

BbIKntoyaeT norMpoBaHue WMPOKOBeLLATeIbHOTO WTOPMA.

storm-control broadcast
shutdown

no storm-control broadcast
shutdown

-/byHKLMA BbIKAOYEHA

OTKntovaer MHTepdeinc 0bHapyKeHumn

LUIMPOKOBELLATEIbHOTO WTopMa
uHTepdeiica npum

V dyHKuMA BbIKNOYEHUA
o6HapyKeHum wropma 3anpewaet

KOHuUrypuposaHue npasun SQinQ Ha 3stom
uHTtepdelice.

npu

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMaNbHYIO CKOPOCTb A/1A LUMPOKOBELLATENbHOMO
TpaduKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.47 — KomaHab! pexkmma EXEC

KomaHoa 3HayeHue Aelicmeue

show storm-control i_port: (1..3/0/1..28); MokasbiBaeT KOHUrypaumio dYHKUMM KOHTpONA
[gigabitethernet gi_port | i;porf(1“3/0/i.24{ LUMPOKOBELLATENbHOMO «LWTOPMa» ANA YKa3aHHOro MopTa,
fastethernet fa_port] —port:AL.. " nMBOo BCex NopToB.

’ Storm-control He orpaHnuusaer DHCP, ARP, IGMP-TpaduK Bo VLAN, B KOTOpbIX BKAOYEH
P DHCP Snooping, ARP Inspection, IGMP Snooping.

[pumepbl 8b1M0AHEHUS KOMAHO

=  BKAOYNTD  KOHTPOAb  LIMPOKOBELLATENIbHOTO, MHOFOaApPecHoro W  HeM3BEeCTHOro
oAHoaapecHoro TpadumKa Ha 15 untepdelice Ethernet. YcTaHOBUTb MaKCMMaNbHYIO CKOPOCTb
ANA KoHTpoanpyemoro Tpaduka — 5000 K6/c:

console#configure

console (config) #interface gigabitethernet 1/0/15

console (config-if) #storm-control broadcast enable

console (config-if) #storm-control include-multicast

console (config-if) #storm-control include-multicast unknown-unicast
console (config-if) #storm-control broadcast level kbps 5000

5.13 I'pynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTaTopbl obecneynBatloT NnoaaepKky Ao BocbMu MHTepdeiicos Ethernet B ogHol rpynne noptos
LAG v go wectHaauati rpynn LAG Ha ycTpOWCTBE MM cTeKe ycTpoicTs. Kaxkaan rpynna nopToB AO0/MKHA
cocToATb M3 MHTepodelicoe Ethernet ¢ oamMHakoBoW CKOpPOCTbIO, paboTaloWMX B AYNJAEKCHOM peMMe.
ObbeanHeHne MNOPTOB B  rPynny YBE/AWYMBAET MPOMYCKHYD CMOCOBHOCTb  KaHana  mexay
B3aMMOZENCTBYIOWMMM YCTPOMCTBAMM M MOBbIWAET OTKA30yCTOMYMBOCTb. [pynna NopToB ABAseTcA AAA
KOMMYTaTOpa OAHUM NOTMYECKMM NOPTOM.

YCTpoicTBO Noaaep:kMBaeT 4Ba pexkuma paboTbl rpynnbl NOPTOB — CTaTMYECKas rpynna v rpynna,

ynpasnsemas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOLIEM pasaene
OOKYMeHTa.

/' Ecan ana nntepdeiica nponsseseHbl HACTPOUKM, TO ANA Ao6aBAeHUA ero B rpynny cneayer
BEPHYTb HAaCTPOMUKM MO YMOIHAHUIO.

[obaBneHne uHTepdeincoB B rpynny arperauuMum KaHa/joB AOCTYNHO TOJ/IbKO B pexume
KOHOUrypuposaHua nHtepdemnca Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if) #
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Tabnnua 5.48 — KomaHabl pexkMma KoHourypmupoBaHus nHtepdelica Ethernet
KomaHoa 3HaveHue Aelicmeue
channel-group group mode [Oob6asuTtb ethernet-nHtepdeliic B rpynny nopTos.
mode group: (1..16); - on — n06aBuTbL NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — f06aBuTbL NOPT B KaHan ¢ LACP.
no channel-group Ypanute Ethernet-untepdelic ns rpynnsl nopTos.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console#configure
console (confiqg) #

Tabnuua 5.49 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHmsa

KomaHoa 3HaveHue Aelicmeue

3apaeT mexaHM3m 6anaHCMpPOBKU Harpy3KuM Ans rpynnbl
arpermpoBaHHbIX MOPTOB. [loCTyMnHble BapnaHTbI:

- src-dst-mac-ip — mexaH1M3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA HA

MAC-agpece;
- src-dst-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbIBaeTCA Ha IP-
aapece;
port-channel load-balance - src-dst-mac-ip-port — mexaHn3m 6anaHCcMpPOBKK
{src-dst-mac-ip | ocHoBblBaeTcA Ha MAC-agpece, IP-agpece u nopte
src-dst-mac | src-dst-ip | Ha3HayeHus;
src-dst-mac-ip-port | -/src-dst-mac - dst-mac — mexaHun3m 6anaHcMpoBKM OCcHoBbIBaeTcA Ha MAC-
dst-mac | dst-ip | afpece nonyyatens;
src-mac | src-ip} - dst-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBaETCA Ha IP-
[mpls-aware] agpece nonyyatens;

- Src-mac — mexaHun3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece oTnpaBuTens;

- Src-ip — mexaHu3m 6anaHCcMpPOBKM OCHOBbIBAETCA Ha IP-
azpece oTnpaBuTens;

- mpls-aware — Bk/itoueHune napcuHra L3/L4 3aronoskos
naketos ¢ MPLS-meTkamu gna Bcero ycTpoicTea. AKTyaibHO
TONIbKO C pexkMmamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 5.50 — KomaHab! perkmma EXEC

KomaHoa 3HayeHue Aelicmeue

show interfaces

channel-group [group] group: (1..16) MoKasbiBaeT MHGOPMALMIO MO rpynne KaHanoB.

5.13.1 CratnyecKue rpynnbl arperaumm KaHanos

®yHKUMel cTaTnudeckmx rpynn LAG asnsetcs ob6beanHeHNe HECKOIbKNX GU3MUYECKUX KaHaN0B B OAMH,
YTO MO3BONAET YBEANUYNTb MPOMYCKHYIO CNOCOBHOCTb KaHana M MOBbICUTb €ro OTKa3oycToMuMBOCTb. A
CTaTUYECKMX FPyNn NPUOPUTET UCMONb30BAHUA KaHAN0B B 06beAMHEHHOM MyYKe He 3a4aeTcs.

/ Dna BkaoueHna paboTbl MHTepdeiica B CocTaBe CTaTUUECKOM rpynnbl UCNOIb3yiiTe KOMaHAY
channel-group group mode on B pexume KOHOUrYpPUPOBAHUA COOTBETCTBYIOLLErO
uHTepdeiica.
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5.13.2 NpoToKon arperaunmn KaHanos LACP

dyHKumen npoTokona Link Aggregation Control Protocol (LACP) aBnaeTtcs o6beanHEHNE HECKONbKUX
$U3MYECKMX KaHaNoB B OAMH. ArperMpoBaHvMe KaHa/lOB WMCMO/b3YETCA A/A YBENWYEHWUA MPOMNYCKHOM
CNOCOBHOCTM KaHana M NOBbIWEHUA ero oTKasoycToiumsocTU. LACP nossonseT nepepasatb TpaduK no

O6'be£|,VIHeHHbIM KaHa/lam B COOTBETCTBUU C 3aaHHbIMN NPUOPUTETAMMU.

V' Ona BknoueHuna pabotbl uHTepdeiica no npotokony LACP ucnonb3yiite KomaHay channel-
group group mode auto B pexxume KOHPUrypMpoBaHUA COOTBETCTBYIOWEro MHTepdeiica.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bu, 3anpoca KOMaHAHOMN CTPOKU peskMMa rnobasbHOro KOHGUrypUpoBaHMA:
console (config) #

Tabnuua 5.51 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHmsa

3HavyeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOMYAHUIO
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMDI.
—— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHma nntepoeiica Ethernet:

console (config-if) #

Tabnnuya 5.52 — KomaHabl pexkmma KoHourypmuposaHua nHtepdelica Ethernet
3HayeHue/
KomaHoa 3HavyeHue no Aelicmeue
YMOAYAHUIO
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHDIV TaliMayT NPOTOKONA
Mo ymonuyanutio LACP:
ncnonb3yerca 3HayeHme - long — anutenbHoe Bpems TalimayTa;
long - short — manoe Bpems TaitmayTa.
no lacp timeout YcTaHaBAMBaeT 3HaYeHME N0 YMONYAHUIO.
lacp port-priori.ty Yalue value: (1..65535)/1 YcTaHasnuBaeT npuopuTeT nHtepdeiica Ethernet.
no lacp port-priority YcTaHaB/MBaET 3HaYeHWe N0 YMOMYAHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnunua 5.53 — KomaHab! pexkuma EXEC

3HavyeHue/
KomaHoa 3HauyeHue no Aelicmeue
YMOAYAHUIO
show lacp Moka3biBaeT MHGOpMauuto o npotokone LACP gna
{ gigabitethernet gi_port| nHTepdeiica Ethernet. Ecin fonosHUTeNbHbIE NApaMeTPbl He
fastethernet fa_port } gi_port: (1..3/0/1..28); MUCNoNb3ytoTcA, To ByaeT noKasaHa Bca MHbopmaums.
[parameters | statistics | fa_port: (1..3/0/1..24) - parameters — NoKa3bIBaeT NapameTpbl HAaCTPOMKM
protocol-state] NpPOTOKONa;
- statistics — noka3sbiBaeT cTaTUCTUKY paboTbl NPOTOKON3;
- protocol-state — nokasbiBaeT cocTosHMe paboTbl NPOTOKONA.
show lacp port-channel MoKasbliBaeT MHbopmaumio o npotokone LACP ana rpynnbi
[group] group: (1..16) -
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[Mpumepbl 8bINOAHEHUA KOMAHO

= Cos3pgaTb NepBylo rpynny nopTtos, paboTtatouyto no npotokony LACP u BKatoyatowyto ABa
uHtepoderica Ethernet — 3 n 4. CkopocTtb pabotbl rpynnbl — 1000 M6éut/c. YcTaHOBUTL
npuopuTet cmctembl — 6, npuoputeTtbl 12 n 13 ana noptos 3 n 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6
console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) fexit

console (config) #interface fastethernet1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) #exit

console (config) #interface fastethernet1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #exit

console (config) #

5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pasgene onucaHbl KOMaHAb! A1A HACTPOMKKU CTaTUYECKUX NapameTpos IP-aapecaunu, Takmx
Kak IP-agpec, macka nogceTtu, W3 N0 ymonyaHuio. HacTtpoika npoTokosnos DNS u ARP onucaHa B
COOTBETCTBYIOLLNX pa3genax AOKYMeHTaumu.

KomaHObI pexcuma KoHgu2ypuposdaHua uHmepgelica Ethernet, uHmepdgelica 2pynnel
nopmos, VLAN, uHmepgelica Loopback

Bua 3anpoca KOMaHAHOW CTPOKM B pexMMe KOHPUrypupoBaHus nHtepdeiica Ethernet, nntepoeiica
rpynnbl nopToB, nHTepdeincos VLAN:

console (config-if) #

Tabanua 5.54 — KomaHabl pexkmma KoHourypmuposaHua nHtepdelica Ethernet

KomaHoa 3HayeHue Aelicmeue

ip address HasHauyeHue ¢usmnyeckomy wmHtepdeiicy Ethernet IP-agpeca,
ib_address mask MaCKM NoACEeTH, aApeca W33 N0 YMONYAHMIO.

[gateway| prefix_length]
no ip address [ip_address ] YpaneHue IP-agpeca Ha pusmnyeckom nHtepdelice Ethernet.

ip address dhcp MonyyeHue IP-agpeca gna HacTpavMBaemoro uHTepdelica oT
DHCP-cepBepa.

prefix_length: (8 .. 30)

- V He ucnonb3yetca ans loopback-untepoeiicos.

no ip address dhcp He nonyyatb gna HacTpauBaemoro uHTepdeica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume rn1o6anbHOro KoHGUrypnposaHus:

console (config) #
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Tabnnuya 5.55 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue Aelicmesue
ip default-gateway 3afaeT ANA KOMMYTaToPa W03 MO YMOAYAHMIO.
. -/WN03 N0 YMONYaHMIO He
ip_address
3agaH
no ip default-gateway A YaanaeT gna KOMMyTaTopa LU03 N0 YMOAYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 5.56 - KomaHab! pexuma Privileged EXEC

KomaHoa 3HaveHue Aelicmeue

clear host dhcp {name | *} Ypanaer U3 namaATtu, Noay4YyeHHble no npotokony DHCP 3anucu
COOTBETCTBMIA UMEH UHTepdelicoB U nx IP-agpecos (KomaHga
[O0CTYMHA TONbKO ANA NPUBUIETMPOBAHHOIO Nob30BaTeNs).

* - yAanuTb BCe COOTBETCTBUA.

name: (1..158) cumsonos

renew dhcp OTtnpasnset 3anpoc K DHCP-cepBepy Ha o6HoBNeHUe IP-
{gigabitethernet gi_port | gi_port: (1..3/0/1..28); aapeca.

fastethernet fa_port | fa_port: (1..3/0/1..24); - force-autoconfig — npu o6HoBNEeHUN IP-agpeca 3arpyrKaeTca
port-channel group| group: (1..16); KoHOUrypauma c TFTP-cepsepa.

vlan vian_id} [force- vlan_id: (1..4094)

autoconfig]

KomaHOobl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU B pexxume Exec:

console>

Tabnunua 5.57 - KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

show ip interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id | loopback
loopback_id]

MoKasbiBaeT KoOHdUrypaumio IP-agpecaummn ana yKasaHHOro

gi_port: (1..3/0/1..28); uhTepdeiica.

fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcTtaHoBUTb IP-agpec wnto3a no ymondanuio - 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
5.15 Hactpoiika IPv6-agpecauun

5.15.1 NMpoTtokon IPv6

KommyTtaTopbl nogaeprkuBatoT paboty no npotokony IPv6. Mopaep:kka IPv6 ABnseTcAa BaXKHbIM
[OOCTOMHCTBOM, MOCKOJ/IbKY NpOTOKoA IPv6 nmpu3BaH, B NepcrnekTuBe, MOJIHOCTbIO 3aMEeHUTb agpecauuio
npotokona IPv4. Mo cpasHeHUto ¢ IPv4 npoTtoKkon IPv6 nmeet pacluMpeHHoe agpecHoe NpocTpaHcTeo 128
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6uT. Agpec IPvb npeactasnset coboit 8 610K0B, pasaeneHHbIX ABOETOYMEM, B KaXKA0M DN0Ke coaeprKuntca
16 6uT agpeca, 3anUcaHHbIX B BUAE YeTbIpex WecTHaALATEPUUHbIX YMCEN.

Momnmo yBennyeHuUa agpecHOro MNPOCTPAHCTBA NPOTOKOA IPv6 mmeeT uepapxnyeckyto cxemy
agpecauun, obecneymMBaeT arperauMio MapllipyToB, yMnpolaeT Tabauuy maplpyTusauum, npu 3TOM
3 PeKTMBHOCTb PaboTbl MapLLpyTU3aTOpPa NOBbILIAETCA 33 CHET MEXaHU3Ma ObHApYKeHMA cOCeLHUX Y310B.

JNokanbHble agpeca IPv6 (IPv6Z) B KOMMyTaTope HasHavatoTca WHTepdelicam, nostomy npwu
ncnoab3oBaHMK IPV6Z aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>

roe

interface-name — vmaA nHTepdenca:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|112|3|4|5|6|7|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V' Ecnm 3HauyeHue rpynnbl UM HECKONIbKUX FPynn Noapaa B agpece npotokona IPvé pasHo
Hynto - 0000, To gaHHbIe rpynnbl MoryT 6biTb onyLwieHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb cOKpaw,eH ao FE40::AD21:FE43.
CoKpalyeHuUo He MoryT 6bITb NOABEpPrHyTbl 2 pasgeneHHble HyAeBble rpynnbl U3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTMU.

V’ EUI-64 — 310 ngeHtuduKarop, cosgaaHHblit Ha 6ase MAC-agpeca uHTepdeica, ABNAOLWMACA
maaawumm 64 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha aBe yactu no 24 6wura,
MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHON CTPOKM pexxmnma rnob6anbHOro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.58 — KomaHabl perkmma rnobanbHOro KOHGUTryprMpoBaHUA

KomaHoa 3HaveHue Aelicmeue
ipv6 default-gateway 3agaeT 3HavyeHue IoKanbHOro agpeca IPv6-wato3a no
ibv6_address YMONYaHUI0.

- [aHHaA KoMaHAa JOCTYMHa TO/IbKO B PEXMME KOMMYTaTopa
(set system mode switch policy-based vlan active).

no ipv6 default-gateway Ypanaer HacTpoWKM IPV6-1u103a No YMOYaHMUIO

ipv6 host name
ibv6_address 1
[ipv6_address 2... name:
ipv6_address 4] (1..158) cumsonos

Co3paeT CTaTUYeCKYHo 3anuch, CTaBALLYIO B COOTBETCTBUE
ceTeBOMYy MMeHM ycTpoicTea IPv6-agpec.

Ypanaet ctaTuyeckyto 3anucb cootTseTcTeusa IPv6-aapeca n

no ipv6 host name
CeTeBOro MMeHu yCTPOICTBa.

ipv6 neighbor

ibv6_address Co3paet cTatuyeckoe cootseTcTBue mexay MAC-agpecom
{gigabitethernet gi_port | gi_port: (1..3/0/1..28); cocepHero ycTpoicTtaa u ero IPv6-agpecom.

fastethernet fa_port | fa_port: (1..3/0/1..24); - ipv6_address — IPv6-agpec;

port-channel group| group: (1..16); - mac_address — MAC-agpec.

vlan vian_id} mac_address vlan_id (1..4094)

YpanseT ctaTuyeckoe cooTeeTcTBMe mexay MAC-agpecom

no ipv6 neighbor
cocepHero ycTpolictea u ero IPv6-agpecom.

ipv6 icmp error-interval milliseconds: 3apgaet orpaHuyeHme ckopoctu aia ICMPV6 coobuieHmnii 06
milliseconds [bucketsize] {0..2147483647}/100 owmnbKax.
no ipv6 icmp error-interval bucketsize: {1..200}/10 YcTaHaBAMBaeT 3HaYeHMe N0 yMOYaHMIo.
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KomaHOb!

pexuma KoHguaypuposaHua uHmepgelica (VLAN, Ethernet,

Port-Channel,

Loopback)

Bug, 3anpoca KOMaHAHOM CTPOKM pexXnma KoHPUrypupoBaHua nHtepoelica:

console (config-if)#

Tabnnua 5.59 — KomaHgpl pexuma KoHourypuposaHus uHTepdenca (Ethernet, VLAN, Port-channel,

Loopback)
3HaveHue/3HavyeHue no "
KomaHoa / Aelicmeue
YMOAMYAHUIO
ipv6 enable BkntouaeT nogaepkky IPv6 Ha nHtepdelice.

[no-autoconfig]

no ipv6 enable

OTKAOYaeT noaaepKy IPv6 Ha uHTepdelice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
[ipv6_address
/prefix_length] [eui-64]

prefix_length: (3..128)
(64 echmn ncnonbsyercs
napamertp eui-64)

3apaet IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-ceTb, HazHayeHHan uHTepdelicy (8
6/710KOB pasgeneHHbIX ABOETOUMEM, B KaXKaoM b1oKke 16 6uT,
3anMCaHHbIX B BUAE YeTblpex WeCcTHaALATEPUYHbIX Yncen);

- prefix_length — pavHa npedukca IPv6 — gecaTuyHoe ymcno —
KOZIMYECTBO CTapLlmx BUT agpeca cocTaBaAoWwmxX Nnpedukc;

- eui-64 — naeHTUPUKaATOP, CO34aHHbIN Ha baze MAC-agpeca
MHTepodeica, 3anucbiBaeTca B 64 mnaawmx 6uta IPv6 agpeca;
- anycast — yKka3bIBaeT, YTo 3afaHHbIV agpec anycast-agpec.

Ypanset IPv6-agpec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuio
aBTomaTtuyeckas
KOHOUTypaLma BKAKOYEHa,
agpeca He Ha3Ha4eHbl.

BKAtoyeHne aBTomaTUUYecKoM KoHourypauum IPv6-agpecos Ha
nHTepdeiice. Aapeca HaCTpanmBatoTCA B 3aBUCUMOCTH OT
npeduKcoB, KOTOpble NONyYeHbI B coobLeHnAx «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 address ipv6_address /
prefix_length link-local

Mo ymonyaHuio 3HavyeHne

3azaeT noKanbHbIl IPv6-agpec uHTepderica. CTapwimne 6UTbi
noKanbHbIX IP-agpecos B IPv6 — FE8O::

attempts-number

attempts-number:
(0..600)/1

no ipv6 address NIoKanbHOro agpeca: YaanaeT nokanbHbIV IPv6-agpec.

[ipv6_address/prefix_length FE80::EUI64

link-local]

ipv6é nd dad attempts 3aZaeT KOJIMYEeCTBO COObLEeHNN-TpeboBaHUI, NepeaaBaembIxX

MHTepdENCcom B3aMMOLENCTBYIOLLEMY YCTPOMCTBY B Cy4ae
o6HapyeHus aybnukaumm (konnmsmm) IPve-agpeca.

ipv6 unreachables

no ipv6 unreachables

BkntoueHune ICMPV6 coobuieHnii 0 HeAOCTUKMMOCTU agpecaTta
npu nepesaye NakeToB Ha onpeseneHHbIn nHTepdeic.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld version version

no ipvé mid version

version: (1,2)/2

OnpegeneHune Bepcum npotokona MLD gns nntepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mlid join-group
ipv6_multicast_address

no ipvée mid
group-address

join-group

3agaeT MLD-coobueHus gns onpeneneHHol rpynmnbl.
- ipv6_multicast_address — IPv6-agpec rpynnbi
MHOroazpecHoOm PaccblIKuU.

OTMEeHSAET OTYETHOCTb U yaanseT IP-agpec U3 rpynnbi
MHOroaZpecHoM Pacchiku.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#
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Tabnnua 5.60 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue Aelicmeue
o yMoAYaHuIo

ipv6 set mtu gi_port: (1..3/0/1..28); 3agaeT 3HavyeHme MTU ana IPV6 nakeTos.

{ gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..16);

port-channel group } bytes: (1280 .. 65535)

{ bytes | default} /1500

show ipv6 neighbors MokasbiBaeT MHbopmaumio o cocegHux IPv6 ycTpoiicTBax,
{static | dynamic} copepiKalLytoca B Kalwe.

[ipv6-address ipv6_address | gi_port: (1..3/0/1..28); - static — noKasbIBaeT cTaTMYecKMe 3anucy;
[mac-address mac_address ] fa_port: (1..3/0/1..24); - dynamic — nokasbiBaeT AMHAMUYECKUE 3anNuCH.
[gigabitethernet gi_port | group: (1..16);

fastethernet fa_port | vlan_id: (1..4094)

port-channel group|
vlan vian_id]

OuumlaeT Kaw, copeprawuii UHOOpPMaLMID O COCeAHMUX
- ycTpoicTBax, paboTatowmx no npotokony IPv6. MHpopmaums o
CTaTUYECKUX 3aNnCAX COXPAHAETCA.

clear ipv6 neighbors

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

OnucaHue KomaHg, pexxmma EXEC npuseaeHo B Tabamue 5.61.

Tabnunua 5.61 — KomaHab! pexkuma EXEC

KomaHoa 3HaueHue Aelicmeue

MoKa3blBaeT HACTPOWKM npoTokona IPv6 Ana yKasaHHOro
nMHTepdeica

show ipv6 interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id | loopback
loopback_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

show ipv6 route _ MokasbiBaeT Tabanuy IPv6-maplupyTos

show ipv6 icmp error- MoKasblBaeT HacTpoliku ICMPV6 coobLieHunin 06 owmbKax

interval

[pumepsbi 8biM0AHEHUS KOMAHO

= [loKas3aTb AMHaMMYECKMe 3anucK B Tabanue mapLipyTmMsauumn o coceaHux IPv6 ycTpoiicTBax.

consolef#show ipv6 neighbors dynamic

Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH
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BO3MOXKHble COCTOAHUA:

INCMP (Incomplete) — Mpoueaypa paspelleHnn aapeca BbINOJHAETCA Ha Bxoge. 3TO 03HAYaeT, YTo
3anpoc o coceacTBe Obia OTNpaB/ieH Ha TPynmnoBOi agpec, HO COOTBETCTBYOWEE MOATBEP)KAEHME O
coceAcTBe elle He Bbl10 NoAYyYeHO.

REACH (Reachable) — MNonoxuntenbHoe NoATBEPXKAEHME O TOM, YTO MyTb A0 COCEAHEro YCTPOMCTBA
dYHKLMOHMPYET BEPHO, ObIIO NOMYYEHO B TeYeHMe nepuoda «aoctuxkumoctm» (ReachableTime, mc). Moka
cocefHee YCTPOMCTBO AOCTUKMMO, U OOMEH NakeTamun UAET HOPMAJIbHO, HUKAKUX CNeLmanbHbIX AeNCcTBUIA
He npeanpUHUMAETCA.

STALE — NMonoxuTenbHoe NOATBEPKAEHME O TOM, YTO NYTb A0 COCeAHEro YyCTPoicTBa QYHKLMOHUPYET
BEPHO, HbIN10 NONYYEHO B TEUEHME BpeMeHM bonbliero, Yem nepuog, «4octukumoctn» (ReachableTime, mc).
Moka cocepHee yCTPOMCTBO AOCTMXMMO, U OBMeH NakeTamu WAET HOPMAJSIbHO, HUKAKMX CneLmanbHbIX
OEeNCTBUIM He npegnpuHUMaeTcs.

DELAY —MonoxntenbHOE NOATBEPKAEHME O TOM, YTO NYTb 40 COCEAHErO YCTPOMCTBA GYHKUMOHUPYET
BEPHO, ObIIO NONYYEHO B TeUEHME BPeMEHM HObLIETND, YEM Nepunog, « AoCcTUHKMMOCTU» (ReachableTime, mc)
M MOBTOPHbIM 3anpoc 6bln nepesaH B TeYeHME WHTepBasa BPEMEHU OTBEAEHHOro Ha MOMbITKY
(DELAY_FIRST_PROBE_TIME, ceK). Ecnv nofoxuTenbHbI OTBET HE NPUAET B TeYEHME MHTEPBasia BPEMEeHH,
oTBeAeHHOro Ha nonbITKy (DELAY_FIRST _PROBE_TIME, cek), To cocTosiHMe NyTW A0 COCeAHEro yCcTpoicTea
nameHutca Ha PROBE.

PROBE — 3anpocbl O coceactse nNepuoAMYEcKM NepefaroTca C MHTEPBA/IOM «PETPAHCAALUMNY
(RetransTimer, mc) Ao Tex nop, NOKa He byAeT Nosly4eHo NoNoXKUTENbHOE NOATBEPKAEHUE.

5.15.2 TyHHenupoBaHue npotokona IPv6 (ISATAP)

®YHKUMA TyHHenMpoBaHuA Tpaduka IPv6 Ha 6ase npoTokona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) no3sosseT ocylecTBAATb nepegady Tpaduka IPv6 yepes cetn ¢ agpecaumeit IPv4.
Takum o0bpasom, y3nbl c agpecaumeit IPv6, noaaepkusaroLime TyHHennposaHue ISATAP, moryT coobuatbes,
MHKancyanpys TpaduK B NaKeTbl C 3aroloBKkom IPv4.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma ri1ob6anbHOro KoOHPUrypmpoBaHms:
console (config) #

Tabnuua 5.62 — KomaHgbl pexkmma rnobanbHOro KoHGUryprMpoBaHUa

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
interface tunnel number 1. Co3paet uHTepdenc TYyHHeMPOBaAHKUA.
number: (1)/- 2. OcyLuecTBAAET BXOZ, B PEXUM KOHOUTYpUpoBaHUA
HTepderica TYHHeANPOBAHMA.
tunnel isatap query-interval YctaHaBauBaet nepunog mexay DNS 3anpocamu,
seconds OTNPaBAAEMbIMWU AN aBTOMATUYECKOTO onpeaeneHus IP-
seconds: (10..3600)/10 cek | agpeca mapupyTusatopa ISATAP.
no tunnel isatap query- YcTaHaBAMBaEeT 3HaYEHME NO YMONYAHUIO.
interval
tunnel isatap solicitation- YcTaHaBAMBaeT nepuog, nepeaaym 3anpocos, Tpebyrowmx
interval seconds noATBepXAeHMA OT MapupyTmsaTtopa ISATAP (B caydyae
seconds: (10..3600)/10 cek | OTCYTCTBMA aKTVBHOIO MapLUpyTU3aTOpa).
no tunnel isatap solicitation- YcTaHaBAMBAET 3HaUYEHUE NO YMONYAHUIO
interval
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number: (1..20)/3 3apaeT Konnyecteo DNS-query 3anpocoB 1 KONNYECTBO
3anpocos, nepeaaBaembix mapLpyTtusartopy ISATAP B
TeyeHne BPeMEHM XMN3HWN YCTaHOB/IEHHOIO COeANHEHMUA.
Mepuopbl 3anpocos onpepenseTca Gopmynamm:

- ansa DNS: (Bpems ¥u13HM NPUHATOE B OTBETE OT CepBepa
DNS)/(number+1);

- AN 3aNPOCOB K MapLupyTusaTopy ISATAP: (MUHUMManbHoe
BPeMA XU3HU NpuHATOoe B oTBeTe OT ISATAP
mapupyTtusatopa)/(number+1).

tunnel
isatap robustness number

no tunnel isatap robustness YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIKO.

KomaHObI pextuma myHHeAuposaHus

Bug, 3anpoca KOMaHAHOW CTPOKM PEXMMA TYHHENNPOBAHUA:

console#configure
console (config) #interface tunnel 1
console (config-tunnel) #

Tabnvua 5.63 — KomaHapl pexxrma TYHHEeAMPOBaHMUA

KomaHoa 3HayeHue Aelicmeue

tunnel mode ipv6ip isatap BktoyaeT noaaepKKky TYHHeNMpoBaHMA NpoTokona IPve
yepes IPv4 npu nomowm ISATAP.
)  [Ana opHOro M TOro e uHTepdeiica (Hanpumep
V Ethernet/VLAN) noppepxka IPv6-agpecaumm u
TYHHEIMPOBaHUA MOTYT COCYLUEecTBOBaTb BmecTe.
Bbibop MCNONb30BaHUA IPv6-agpecauumn nwim
TYHHeAupoBaHMA 6GyAeT OcCylecTBNeH HA OCHOBaHUU
nHdpopmaumm o6 IP-apgpece HasHauYeHuUs.

-/BbIK/IIOYEHO

no tunnel mode ipv6ip BbikntoyaeT noanepKy TYHHENMPOBaHMA NpPoToKoaa IPv6.
isatap

3a8aéT fomeHHoe umaA ana TyHHensa IPv6. Nonb3osaTtenu ¢
aapecaumeli IPv4 6yayT nmeTb BO3MOXKHOCTb A0CTYNa K

-/BOMEHHBIM MeHem YCTPOICTBY (YCTPOMCTBO TYHHEANPOBAHMA) NPU BbINONHEHUM
ABNAETCA CTPOKa ‘isatap’ CTaHAapTHOW npoueaypbl DNS.

tunnel isatap router
router_name

no tunnel isatap router YcTaHaBAMBaeT 3HAYeHue Mo YMONYaHULO.

KomaHAa HasHayaeT N0KanbHbIN IP-agpec TyHHEeNo, KOTopbIi
6yLeT UCNO/Ib30BaTLCA, B KaYecTBe agpeca UCTOYHMKA, NMpu
OTNpaBKe NaKeToB.

- auto — IP-agpec 6yfeT aBTOMaTUUYECKM Ha3HAYeH CUCTEMOW.

tunnel source
{auto |
ip-address ipv4_address } -/IP-agpec He HasHauyeH

Ypanaer nokanbHbIn IP-agpec TyHHens.

no tunnel source

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 5.64 — KomaHabl pexkuma EXEC

KomaHoa Aelicmeue

show ipv6 tunnel Moka3biBaeT UHOOPMALLMIO O HACTPOMKaxX TYHHeNA.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BkAountb MHTEpdENC TYHHENMPOBAHUA, HAa3HAYNTb AOMEHHOe MMA TyHHena — MES2124,
YCTaHOBUTb JIOKa/bHbIN IP-agpec —192.168.16.88.

console#configure

console (config) #interface tunnel 1
console (config-tunnel) #tunnel mode ipvé6ip isatap

console (config-tunnel) #tunnel isatap router MES2124

console (config-tunnel) #tunnel source ip-address 192.168.16.88

5.15.3 Hactpouka ¢pyHKuum IPv6 RA guard

®yHKuMA IPv6 RA guard npegocTaBnseT 3aliMTy OT aTaK, OCHOBaHHbIX Ha PACCbiKe NOAAENbHbIX
nakeTtoB Router Advertisement, paspeLas 06paboTKy coobLLeHNIA TONBbKO C LOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabanuya 5.65 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ipv6 nd raguard

no ipv6 nd raguard

-/BbIKNIOYEHO

Pa3peluaeT KOMMyTaTOpy KOHTPOANPOBaHWE GYHKLMK IPVE
RA guard.

BbikntoueHue dyHKuuK IPv6 RA guard.

ipv6 nd raguard vlan
vlan_id

vlan_id: (1..4094)

PaspelaeT KoHTpoanposaHue dpyHKumm IPv6 RA guard B
npegenax ykasaHHoi VLAN.
-vlan_id — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUIrypuposaHua nHtepdeica:

console (config-if) #

Tabnuua 5.66 — KomaHapl

pexuma KoHpurypmposaHua nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUIo
ipv6 nd raguard device-role Bbibop pexkrma paboTbl nopTa.
{ host | router } Jhost - host — 6nokupoBKa Bcex BxogaLmx RA-coobLeHni;

- router — dbunbTpauma RA-coobLeHnii B COOTBETCTBUM C
HaCTPOEHHbIMW MPaBUNAMMU.

ipv6 nd raguard match
access-list ac/

acl: (1..32) cumeona

BkntoueHune ACL gna dunbTpaymmn RA-coobLLEHUI B pexnme
router.
- acl —vma ACL.

ipv6 nd raguard match
prefix-list prefix-list

prefix-list: (1..32) cumsona

BkntoueHwue prefix-list ansa punbrpaumm RA-coobuieHmnin
pexkume router.
- prefix-list — nmsa prefix-list.

ipv6 nd raguard trusted-
port

-/BCE NOPTbI ABAAOTCA
untrusted

[lo6aBnser nopT B CNUCOK LOBEPEHHbIX.
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5.15.4 Hacrpoitka ¢pyHKuumn DHCPv6 guard

DHCPv6 guard — pyHKLMA, N03BOAIOLLAA NPEAOTBPALLATL NOABAeHMe cTOPpoHHMX DHCPv6-cepBepos B
CETU, paspeLLan UX UCNOb30BaHNE TONbKO Ha [OBEPEHHbIX MHTepdencax.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.67 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

Komanoa 3HayeHue/3HayeHue no Leiicmeue

YMOAYAHUIO

ipv6 dhcp guard PaspelwaeT KoMMyTaTopy KOHTPOAMPOBaHME GYHKUUK
-/BbIKOYEHO DHCPv6 guard.

no ipv6 dhcp guard BobikntoueHue dyHKkummn DHCPV6 guard.

ipv6 dhcp guard vlan vian_id PaspewaeT KoHTpoanposaHue pyHKkumm DHCPv6 guard B

vlan_id: (1..4094) npegenax ykasaHHon VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU peXnma KOHPUrypupoBaHua nHTepdelica:

console (config-if) #

Tabnnua 5.68 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUIo
ipv6 dhcp guard device- Bblbop pexnuma paboTbl nopTa:
role { client | server } - client — coobuieHna TMNa «advertise» un «relpy»
-/client oTbpacbiBatoTCcs;

- server — coobueHna Tuna «advertise» un «reply»
OUNBTPYIOTCA NO YCTAHOBNEHHbIM NPaBUAaM.

BkntoueHne ACL ana ¢unbtpaumm DHCPv6-coobuwieHmi.

- acl —vma ACL.

BkntoueHue prefix-list gna punbrpaumm DHCPV6-coobLLeHNA.
- prefix-list — uma prefix-list.

ipv6 dhcp guard match
server accsess-list ac/
ipv6 dhcp guard match
reply prefix-list prefix-list

acl: (1..32) cumeona

prefix-list: (1..32) cumsona

ipvé dhcp guard trusted- [OobasnaeT NopT B CNUCOK A0BEPEHHbIX. N8 A0BEepPeHHbIX
port -/Bce nopTbl ABAAIOTCA NOPTOB pa3pellueHbl BCe TUMbl COO0bLLEeHN.
no ipv6 dhcp guard untrusted YaanaeT nopT U3 CNMcKa A0BEPEHHbIX.

trusted-port

5.16 Hactpo#Ka npoToKkonos

5.16.1 Hactpoiika npotokona DNS — cuctembl J,OMEHHbIX UMEH
OcHoBHoW 3agayeit npotokona DNS asnsetca onpeaeneHue IP-agpeca y3na cetu (xocTa) no 3anpocy,
coaepKalleMy ero AomeHHoe uMA. basa [AaHHbIX COOTBETCTBMI [AOMEHHbBIX WMMEH Y3/10B CETU MU

cooTBeTCTBYOWMX UM IP-agpecos BeaetcAa Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe r106a1bHOro KOHGUTIyprupoBaHusa:

console (config) #
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Tabnnua 5.69 - KomaHgb! pexuma rnobasbHOro KOHGUrypupoBaHus

KomaHoa

Aeiicmeue

ip domain lookup

Pa3spewaet ucnonb3osaHune npotokosaa DNS.

no ip domain lookup

3anpelaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
server_ipv_address_list

Onpegensert IPv4/IPv6-aapeca goctynHbix DNS-cepsepos. MoxHo onpeaenuts IP-agpeca
405 BOCbMM cepBepoB. IP-aapeca cepBepos HEOHXOAMMO 3anmcbiBaTb Yepes npoben.

no ip name-server
[server_ip_address1 ...
server_jp_address8]

Ypansaert IP-agpec DNS-cepBepa 13 cnnucka AOCTYMHbIX.

ip domain name name

OnpegaenseT JOMeHHOe MMA N0 YMOJIYaHUIO, KOTopoe ByAeT UCNoAb30BaTbCA NPOrPAMMON,
A8 A,ONONHEHMA HENPABUbHbBIX LOMEHHbIX UMEH (BOMEHHbIX UMeH 6e3 Touku). Ans
AOMEHHbIX UMeH 6e3 TOUKM B KoHel, UMeHW byaeT 006aBAATbCA TOUKA M YKa3aHHOeE B
KOMaHAe AOMeHHOe nMa. Mma foMKHO cogepkaTtb 1 go 158 cumsonos.

no ip domain name

Ypanaet AOMEHHOe UMA NO YMOHYAHWUIO.

ip host name ip_address1
[ip_address2 ...
ip_address4]

OnpepenseT cTaTU4eckne COOTBETCTBMA MMEH Y3108 ceTu IP-aagpecam, fobasnsert
YCTaHOB/NIEHHOE COOTBETCTBME B KaW. MmAa moxeT cogeprKaTb oT 1 4o 158 cumonos. MoxKHO
onpeaenuTb 40 veTbipex IP-agpecos.

no ip host name

Ypanaet ctatMyeckne cOOTBETCTBMA MMEH Y3108 ceTu IP-agpecam. Mima moxKeT coaeprKaTb OT
1 po 158 cumBonoB.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnunua 5.70 - KomaHab! pexkuma EXEC

KomaHoa

Aeiicmeue

clear host {name| *}

Ypanaer 3anvcb COOTBETCTBMA MMEHM y3na ceTu IP-aapecy Kawwa mbo Bce 3anucu (*). Uma
OOMKHO coaepaTtb oT 1 4o 158 cumBonoB.

show hosts [name]

OTobparkaeT JOMEHHOE MMSA MO YMO4YaHUIo, cnMcok DNS-cepBepoB, cTaTudeckme 1
K3LIMPOBaHHbIE COOTBETCTBUA MMEH Y3/10B CeTU U IP-aapecos.

Mpu MCNONb30BaHWM B KOMAHAE MMEHM y3/1a CeTHU, 0OTOBparkaeTca COOTBETCTBYOWMIN emy IP-
agpec. ima ponxHo copepxatb oT 1 o 158 cumsosioB.

[pumepbl UCI016308AHUS KOMAHO

"  Wcnonb3osaTb DNS-cepsepa no agpecam 192.168.16.35 u 192.168.16.38, ycTaHOBUTL

AOMEHHOE MMA NO YMO/ZTYaHUIO - mes:

consolef#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain-name eltex-sw-1

"  YCTaHOBUTb CTaTMYeCKOe COOTBETCTBME: y3e/l CeTU C MMEHeMm eltex.mes nmeet IP-agpec

192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.16.2 Hactpoiika npotokona ARP

ARP (Address Resolution Protocol — npoTokon paspeleHus agpecosB) — MPOTOKOJ KaHa/lbHOro
YPOBHS, BbINO/HAOWMIA GyHKUMIO onpeseneHna MAC-aapeca, Ha OCHOBaHUM cogeprKalieroca B 3anpoce |P-
agpeca.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoOHGUIyprupoBaHusa:

console (confiqg) #

Tabnnua 5.71 - KomaHab! pexxuma rnobasbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOAYAHUIO

arp ip_address
mac address dopmat  ip_address [fob6asnset ctaTnueckyto 3anucb cootsetctena IP u MAC-
[gigz;bitethernet gi_port | A.B.C.D; agpecos B Tabanuy ARP ana ykasaHHOro B KOMaHAe
fastethernet fa po;t | $opmat mac_address : m'-iTepd)emca.
port-channel gr_oupl H.H.H - ip_address —IP-appec
vian vian_ id] H:H:H:H:H:H - mac_address — MAC-agpec

— H-H-H-H-H-H;

no arp ip_address
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Ypaanaet ctaTMyecKyro 3anucb cootsetcteuna IP n MAC-agpecos
13 Tabnumubl ARP ans yKa3aHHOro B KOMaHAe uHTepodelica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpaunBaeT Bpema }XU3HM AMHAMUYECKMX 3anucei B
Tabauue ARP (cek).

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.72 - KomaHgb! pexuma privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

clear arp-cache

Ypanset Bce AuHamuyeckune 3anncu ns ARP Tabauubl.
(KomaHga AocTynHa ToNbKO A1a NPUBUAETMPOBAHHOMO
nonb3osarens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

ip-address: (A.B.C.D)
mac-address: (H.H.H naun
H:H:H:H:H:H naun
H-H-H-H-H-H);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasbiBaeT 3anucn ARP-Tabaunupl: Bce 3anucu, uabTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec;

- gi_port — Homep uHTepdelica Gigabit Ethernet;

- fa_port — Homep nHTepdelica Fast Ethernet;

- group — rpynna KaHanos.

show arp configuration

MokasbiBaeT rnobasnbHyto KoHoUrypaumto ARP 1
KoHdurypaumto ARP ans nHtepodeiicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIK/IIOYEHO

OTKAIOYaEeT pernMm NpokcnposaHma ARP-3anpocos ana
KomMMmyTaTopa.

Bkatouaet pexkum npokcmposaHua ARP-3anpocos ana
KomMmyTaTopa.

100

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:
console (config-if) #

Tabnunua 5.73 - KomaHab! pexkuma interface configuration

KomaHoa 3HayeHue Aelicmeue

OTKAIOYaeT penum npokcnposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepoeice.
BkntouaeT pexkum npokcmposaHua ARP-3anpocos Ha
HacTpanBaemom uHTepdeice

ip proxy-arp

-/BbIK/IIOYEHO
no ip proxy-arp

HacTpavBaeT Bpemsa KU3HW AMHAMUYECKUX 3anuceii B

arp timeout seconds o
P Tabauue ARP (cek) ans HacTpanBaemoro nHTepdeica.

seconds: (1..40000000)
YcTaHaBAMBaET 3HAYEHMeE Mo YyMOoAYaHuio (ycTaHaBIMBaeTcA

no arp timeout
P rnobanbHo).

[pumepbl UCI016308AHUA KOMAHO

= [Jlo6aBuTb cTaTU4yeckyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBMTb BpeMs XKM3HM AMHAMMYECKUX 3anucen B ARP-Tabamue — 12000
CeKkyHa;
console#configure
console (config) #arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config) #exit
consoleffarp timeout 12000

= [lokasaTtb coaeprkumoe ARP Tabaunubi:

console#show arp

vlan 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 HacTtpowka npotokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumu. MpoToKon nossonset
pacnpocTpaHuTb no cetu wugeHtuduratopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP asnsetca
06HapyKeHne nHpopmaLmm 06 oTcyTCTBYHOLWMX B Base AaHHbIX KommyTaTopa VLAN-ceTAX Nnpu noayveHun
coobueHnin GVRP. Nonyune nHpopmaymio 06 otcytcteytowmx VLAN, KommyTaTop fobasnseT ee B cBoto 6asy
OAHHbIX.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bua, 3anpoca KoMmaHAHOW CTPOKM pexkuma rnobanbHoro KoHUrypnposaHua:
console (confiqg) #

Tabnunua 5.74 — KomaHabl pexkmma rnobanbHOro KoHGUrypupoBaHus

3HayeHue/3HayeHue no .
KomaHoa Aeiicmeue
YMOAYAHUIO
gvrp enable BkntoyaeT ncnonbsosaHue npoTokosia GVRP kKommyTtatopom.
-/BbIKNIOYEHO
no gvrp enable BblkntovaeT ncnonb3osaHue npotokona GVRP kommyTtatopom.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

BuAa 3anpoca KOMaHAHOM CTPOKK B pexMMe KOHPUrypmposaHua nHtepdeica Ethernet, nnrtepoeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| fastethernet

fa port|port-channel group}
console (config-if) #

Tabnnua 5.75 — KomaHabl pexkuma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
gvrp enable Bkatouaet ncnonbsosaHue npotokona GVRP Ha
HacTpanBaemom MHTepoeice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonbsosaHue npotokona GVRP Ha
HacTpanBaemom MHTepoeice.
garp timer {join | leave | timer_value: YcTaHaBAMBAET 3HAYeHMA TalMmepoBs NpoTokosa GARP
leaveall} timer_value (10..2147483640) mc/ (onucaHue TaimepoB npueeaeHo B Tabavue 5.77).
3HaueHus No ymonyaHuio: | - timer_value — 3HayeHue Talimepa (801KHO 6bITb KpaTHO 10).
no garp timer join: 200 mc;
leave: 600 mc; YCTaHOBUTb 3HAYEHMA NO YMOJIYaHUIO.
leaveall: 10000 mc
gvrp vlan-creation-forbid 3anpelaeTt guHaMu4yeckoe nameHeHune nnm cosganume VLAN
/1A HacTpanmBaemoro nHTepdeica.
-/pa3pelueHo A P pd
no gvrp Paspelwaet auHamumnyeckoe nsmeHeHme nam cosgaHune VLAN
vlan-creation-forbid [OJ/19 HacTpamBaemMoro uHTepdelica.
gvrp registration-forbid BbinonHaet cHATMe pernctpaumm ana scex VLAN un He
Mo ymon4yaHuio co3ganuve n
[L,0MyCKaeT co3aaHuA nam permctpaumm Hosbix VLAN Ha
peructpauma VLAN Ha "
N OaHHOM MHTepdelice.
- - - UHTepdelice paspelleHa
no gvrp registration-forbid YcTaHaBAUBaeT 3HAYEeHME MO0 YMONYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHma VLAN:

consolet#configure
console (config) #interface vlan vlan id
console (config-if) #

Tabnnua 5.76 — KomaHabl pexkmma KoHpurypmposaHma VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aeilicmeue
no ymon4aHuio
gvrp advertisement-forbid 3anpeuwaeT aHoHcuposaHue VLAN no npotokony GVRP.
no gvrp advertisement-forbid - OTmeHsAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
GVRP.
Tabnnua 5.77 — OnucaHue Taiimepos GARP
Talimep GARP 3HayeHue
Join Timer OnpepensieT UHTEPBaN Nepefayy 3anpocoB Ha npucoeauHeHve B rpynny VLAN

(ananasoH 3HayeHuit ot 10 go 2147483640 MUANMUCEKYHA, 3HAYEHMNE N0 YMOYaHUIO
— 200 MuANUceKkyHA).

Leave Timer OnpeaensieT WHTEPBa, KOTOPbIK MHTEpdelic ByaeT OXuAaTb Nepes, BbIXOAOM U3
rpynnbl VLAN (amanasoH sHayeHn ot 10 go 2147483640 MUNMCEKYHA, 3HAYEHUE NO
V ymon4yaHuio — 600 MUANUCERYHA).

3HaueHue Leave Taiimepa A[OMKHO 6biTb 60/Mblle MAM PaBHO Tpem
3HayeHusam Join Tamepa.
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LeaveAll Timer

Leave Taiimepa.

OnpeaensieT WHTEPBas, KOTOPbIA UHTepdenc byaeT oxuaaTb nepen OTNPaBKOWM
3anpoca LeaveAll Ha nonHoe oTkAtoYeHMe oT rpynnbl VLAN (guanasoH 3HauyeHui ot
10 o 2147483640 MUNANCEKYHA, 3HAYEHME NO YyMoNYaHuio — 10000 muanmcekyHa).

/! 3HaueHue LeaveAll Taiimepa fonkHO 6bITb HamMHOro 6osble 3HaueHuA

< X

3HaueHna GARP TalimepoB J,0/13KHO 6bITb O4UHAKOBbLIM ANA BCEX B3aUMOAEMUCTBYIOLLMUX
ycTpoiicte. Ecnn 3HaueHua TaiimepoB 6yayT OTAIMUATLCA, TO KOMMYTaATOpP MOXKeT
HEKOPPEeKTHO paboTaTb No npotoKony GVRP.

BsaumopgeiicTBue HeTerMpoBaHHOro NOpPTa C TerMPOBAHHbIM MOMKET ObITb
aAMUHUCTPATUBHO ONpeAeneHo NyTem yCTaHOBKM 3HaueHua PVID Ha HeTerMpoBaHHOM

nopry.

NHTepdeiic, HacTpoeHHbII B pexxume nopta agoctyna (Access port), He moxeT paboTtaTb
’ no npotoKony GVRP, NOCKO/NbKY OH Bcerga ABAAETCA YIeHOM TOJ/IbKO O4HOM rpynnbl
L J

VLAN.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 5.78 — KomaHabl pexkmuma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

port-channel group]

OuunLaeT HaKoMN/IEHHYIO CTaTUCTUKY NpoToKkona GVRP.

KomaHOwb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.79 — KomaHabl pexkuma EXEC

KomaHoa 3HaueHue

Aeiicmeue

show gvrp configuration
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

show gvrp statistics
[gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

roup: (1..16).
port-channel group] group: ( )

show gvrp error-statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

MokasbiBaeT koHbUrypauuio npotokona GVRP ana
yKasaHHoro uHTepdeliica, inbo gna Bcex nHTepdeicos.

MNoKa3biBaeT HaKOMNEHHYIO CTaTUCTUKY No npoTokoay GVRP
ONA yKasaHHoro uHtepderica, inmbo ana scex MHTepdencos.

MoKa3blBaeT CTaTUCTUKY NO OWMbBKam npu paboTe
npotokona GVRP gns ykasaHHoro uHtepdelica, nimbo ans
BCEX MHTepdencos.
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5.16.4 MexaHu3sm obHapyxeHusa netenb (loopback-detection)
l£|,aHHbIl\;1 MexXaHn3m no3sonAaeTt YCTpOﬁCTBy OoTCNneXneaTtb 3aKO/IbLLOBAHHbIE MOPTHI. Metna Ha nopTty

06HapyKMBaeTCA NYTEM OTCbIIKM KOMMYTaTOpOM dpeiima ¢ aApecom HazHAYeHUA, COBMAAAOLNM C OAHUM
13 MAC-agpecoB yCTpOMCTBa.

KomaHObI pexcuma 21060716H020 KOHU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOW CTPOKM B peXknume rnobasibHoro KOHGUrypmpoBaHUs:
console (config) #

Tabanua 5.80 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa
3HayeHue/3HayeHue no

KomaHoa Aelicmeue

yMoOA4YaHuio
loopback-detection enable BKkAtoyaeT mexaHn3m obHapyKeHMA neTesb 414 KOMMyTaTopa.
no loopback-detection -/BbIKAOYEHO

BoccTaHaB/MBAET 3HaYEHME MO YMONYAHUIO.

enable
loopback-detection YcTaHaBaunBaeT nHTepBan mexay loopback-pperimamu.
interval seconds - seconds — HTepBan BpeMeHu mexay LBD dpeitmamu.

- seconds: (1..60)/ 30 cekyHz,
no loopback-detection
BoccTaHaB/IMBAET 3HAYEHME MO YMONYAHUIO

interval

YcTaHaBANBAET peXKMM 0OHAPYKEHUA NeTenb:

- src-mac-addr — onpegenset, uto MAC-agpec HazHayYeHuA —
loopback-detection mode MAC-agpec untepdelica;
{src-mac-addr|base-mac- -/src-mac-addr - base-mac-addr — onpezenset, yto MAC-agpec HasHayeHus —
addr | multicast-mac-addr} MAC-agpec ycTpoicTaa.

- multicast-mac-addr —B KauecTBe agpeca Ha3HaYeHus
MUCNONb3YeTCA rpynmnoBoi agpec

BkAtoyaeT pexknm obHapykeHus netam 8o VLAN. Mpwn
Hannuum netam Bo VLAN gaHHaa VLAN byaeT 3abn1okmMpoBaHa
-/BbIKNOYEHO Ha NopTy, Ha KOTOPOM b6bl1la 06HapyKeHa neTns.

loopback-detection
vlan-based

no loopback-detection
P OTKtOYaeT pexknum obHapyKeHus netam 8o VLAN.

vlan-based

loopback-detection vlan- 3apaeT BpemMA B CEKyHAAX, B TedeHue kotoporo VLAN Ha nopty
based recovery-time sec sec: 6yfeT HaxoAuTbcA B 3a610KMPOBAHHOM COCTOAHUM.

no loopback-detection (30..1000000)/BbIkAto4eHO | VLAN Ha nopTy, B KOTOPOM Bbina 06HapyeHa netas, He byaeT
vlan-based recovery-time pa3bnoKMpoBaHa aBTOMATUYECKM.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepagelica (duanaszoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bupa, 3anpoca KOMaHAHOMN CTPOKK B pexkmme KoOHPUrypupoBaHua nHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| fastethernet
fa port|port-channel group}

console (config-if) #

Tabnnua 5.81 — KomaHabl pexkuma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos
3Ha4vyeHue/3HavyeHue no .
KomaHoa / Aelicmeue
yMOAYAHUIO
loopback-detection enable BKkntoyaeT mexaHn3m obHapyKeHMa neTesib Ha NOPTY
no loopback-detection -/BbIKNIOYEHO
enable BocctaHaBaMBaeT 3HaYeHue no YMOAN4YaHUIO
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.82 — KomaHab! pexkmma EXEC

KomaHoa 3HaveHue Aelicmeue

show loopback-detection OTobparkaeT cocTosiHMe MmexaHu3ma loopback-detection.
[gigabitethernet gi_port | ] i - gi_port — Homep uHTepdelica Gigabit Ethernet;
fastethernet fa_port | fa_port: (1..3/0/1..24); - fa_port — Homep nHTepdelica Fast Ethernet;

group: (1..16)

port-channel group] - group — rpynna KaHasos.

gi_port: (1..3/0/1..28);

5.16.5 CemeiicTtBo npotoKonos STP (STP, RSTP, MSTP)

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) sensetca npuseaeHune cetu Ethernet c
MHOXEeCTBEHHbIMW CBA3AMWU K APEBOBMAHOM TOMOJIOIMKU, UCKAOYAIOLWEN UMKAbI Naketos. KommyTaTopbl
06MeHMBaAOTCA KOHOUIYPALUMOHHBIMU COOBLLEHMAMM, WMCMONb3YS Kaapbl crneunanbHoro dopmarta, wu
BbIOOPOYHO BK/IOYALOT M OTKKOYAOT Nepeaayy Ha nopTol.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcA ycoBeplUeHCTBOBaHMEM npoTokona STP, xapaKrepusyetcs
MEHbLUMM BPEMEHEM NPUBEAEHUA CETU K APEBOBMAHOM TOMOAOMMU U UMeET Bonee BbICOKYIO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) snaBnaetca Haubonee coBpemeHHOW peanusaumeinr STP,
noggeprkmsatowen mcrnonososaHne VLAN. MSTP npegnonaraeT KOHOUIrypupoBaHWe HeobxoguMmoro
KOZIMYECTBA 9K3EMMIAPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBMcMMOCTH OT uncaa rpynn VLAN Ha
KomMmyTaTope. Kaxablit 3K3emMnaap MOXKeT cofeprkaTb Heckosbko rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnaeTcs To, YTO Ha BCEX KOMMyTaTopax, B3aumogeinctaytowmx no MSTP, fonHbl 6bITb O4MHAKOBO
CKOHOUrypuposaHsbl rpynnbl VLAN.

MexaHu3m Multiprocess STP npeaHasHa4yeH Ans co3AaHMA He3aBUCUMbIX aepesbes STP/RSTP/MSTP
Ha MopTax ycTponcTea. M3ameHeHUA COCTOAHUA OTAE/IbHOrMO AepeBa HE OKa3bIBAlOT BAUAHUA Ha COCTOAHUE
APYrnx aepeBbeBs, YTO NO3BOAAET NOBbICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEepPecTPoOeHNs AepeBa B
cnyyae oTKaszo08. [1pn KoHPUrypmpoBaHUKU caeayeT UCKAOUUTb BO3MOXKHOCTb BOSHMKHOBEHUA KONew, Mexay
nopTaMm-4seHaMm pasHbIx aepesbes. 1A 06CayKMBAHUA U30NMPOBaAHHbIX AEePEBLEB B CUCTEME CO34aETCA
OTAENbHbIM npouecc Ha Kaxpoe gepeBo. C  NpoOLLECCOM COMOCTABAAKOTCA MNOPTbl  YCTPOMCTBA,
npuHagaexawme gepesy.

i MaKcumanbHO A40NYCTUMOE KOANYecTBo 3k3emnaapos MSTP ykasaHo B Tabauue
V 2.9.

5.16.5.1 Hacmpoliika npomokoaa STP, RSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnnua 5.83 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

spanning-tree

no spanning-tree

PaspewaeTt ncnonb3oBaHne KOMMYTAaTOPOM NpPOTOKoAna STP.

3anpelaeT UCnoab3oBaHMe KOMMYTAaTOPOM MPoOToKoa STP.

spanning-tree mode {stp |
rstp | mstp}

no spanning-tree mode

-/RSTP

YcTaHaBAMBAET peXnm paboTbl NpoToKosa STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaEeT MWHTEpBas BPEMEHM, 3aTPayMBaeMmblit  Ha
npocaywneaHue " n3yyeHune COCTOAHMM nepeg
nepek/lYeHneM B COCTOSHUE Nepeaayn.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaeT WHTEPBaA BPEMEHW Mexay nepesavyamu
LWMPOKOBELATENbHbIX coobLLeHni «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaToOpam.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree loopback-guard

no spanning-tree
loopback-guard

PaspelsaeT 3awuTy, BbiKAOYaKOLWyO Atobon MHTepdenc npu
npueme naketos BPDU.

3anpeLaeT 3aWwmnTy, BbIKAOYAOLLYIO MHTepdenc npu npuéme
naketos BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMaA XM3HU cBA3yowero aepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree priority priority

no spanning-tree priority

priority:
(0..61440)/32768

Hactpansaet npuoputeT cBasytowero gaepesa STP.

V 3HaueHuMe npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

-/short

YcTaHaBAuBaeT MeTo, onpeaenieHUs LeHHOCTU NyTH.
- long — 3HauyeHuWe LeHHOCTM B AnanasoHe 1..200000000;
- short — 3HayeHMe ueHHOCTU B AMana3oHe 1..65535.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree bpdu {filtering |
flooding | bridging}

no spanning-tree bpdu

-/flooding

OnpegaenaeT pexxum obpaboTkm naketos BPDU uHTepdericom,
Ha KOTOPOM BblK/IO4EH NpoToKoAa STP.
- filtering — Ha uHTepodelice ¢ BbIKAOYEHHBIM NPOTOKoAOM STP
BPDU nakeTbl punbTpytoTCs;
- flooding — Ha nHTepdelice ¢ BbIKAOYEHHbIM NPOTOKoNOM STP
HeTernposaHHble BPDU nakeTbl nepegatoTca, TerMpoBaHHble —
dunbTpyoTCSH;
- bridging — Ha nHTepdelice ¢ BbIKAOYEHHBIM MPOTOKOAOM STP
BPDU nakeTbl nepeatoTca.
JaHHaa KomaHAa o6pabaTbiBaeT TonbKo STP BPDU
! n He ¢punbTpyet PVST BPDU c DST MAC
01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

spanning-tree process
process_id

no spanning-tree process
process_id

process_id: (1..31)/0

KomaHaa co3paeT oOTAenbHbIi  Mpouecc W MnepeBoauT
KOMaHZHbIW MHTEpdEIC B peKUM ero KoHGUryprposaHus.

Yaanaet yKasaHHbIl npouecc.

Mpu 3agaHumu Takux napameTpos STP, Kak forward-time, hello-time, max-age Heo6xogumo,
I YTO6bI BbINOJHANOCH CAeaylolee COOTHOLEHMNE 3TUX NapaMeTpoB:
—e 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHab! pexxruma KoHdurypuposaHua nHrepdeiica Ethernet, HTepdeiica rpynnbl NOpTOB

Bupa 3anpoca KOMaHAHOMN CTPOKU B pexkmme KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 5.84 — KomaHabl pexkmma KoHourypmuposaHua nHtepdelica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
1o yMonA4YaHuro

Aelicmeue

spanning-tree disable

no spanning-tree disable

-/pa3pelueHo

3anpewaet paboTy npoTtokona STP Ha KOHOUTypUpyemom
MHTepoeice.

PaspewaeT paboTy npoTokosia STP Ha KOHGUTYpUpyEeMOM
MHTepoeice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cM. Tabnnuy 5.85

YcTaHaBAMBaET LLEHHOCTb NyTH Yepes BblIbpaHHbI HTepdENiC.

YcTaHaBAWBaET 3HaYeHUe, onpesensiemoe Ha OCHOBaHUU
CKOPOCTM MOpTa M METOAA ONpeae/ieHUs LLeHHOCTU NyTH,
Tabnavua 5.85.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAvBaeT npuopuTeT uHTepdeiica B cBA3yOLLEM Aepese
STP.

V 3HaueHMe NpuopuTeTa A0MNKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/tOYAET peXxum, B KOTOPOM NOPT NPU NOAHATUM HA HEM
JIMHKa Cpa3y CTaHOBUTCA B COCTOAHWE Nepegaun, He
A0XMAAACL UCTEYEHUA Talimepa.

- auto — nobaBnneT 3aepPKKy 3 CEKYHAbI NMepes Nepexosom B
COCTOSIHWE Nepesayu.

Bbikntoyaet pexXmum MOMEHTA/IbHOro Nepexoaa B COCTOAHME
nepegayn no NOAHATUIO IMHKA.

spanning-tree guard root

no spanning-tree guard root

-/3almMTa BbIK/IOYEHa

BK/ItOYAET 3aLMTY KKOPHA» ANA BCEX CBA3YIOLLMX AepPEBbEB
STP BbibpaHHOro nopTa. JaHHas 3awmTa 3anpeLaer
nHTepdeicy H6bITb KOPHEBLIM NOPTOM KOMMYyTaTOpPA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/3au.|,v1Ta BbIK/1lO4YEHa

PaspeluaeT 3aWuTy, BbIKAOYAOLWYO UHTepdec Npu npuéme
naketos BPDU.

3anpeLyaeT 3aLLMTy, BbIK/IOYAtOLLY0 MHTepdec Nnpu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

no spanning-tree link-type

-/onsa pynnekcHoro
nopTa «TOYKA-TOYKAY,
A4 NoNyAYNAeKCHOro

— «pPa3BeTB/IEHHbIN»

YcraHaBauBaeT npoTokon RSTP B nepepatolee cocTofaHme m
onpegenseT TMN CBA3WN ANA BbIGPAHHOrO NOPTA - KTOYKa-
TOYKA», «PA3BETBAEHHbINY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexum o6paboTku naketos BPDU nHtepdeiicom,
Ha KOTOPOM BblIK/IlOYeH NpoTokon STP.

- filtering — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKONOM STP
BPDU nakeTbl GpunbTpytOTCA;

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHbIM NPOTOKONOM STP
HeTerMpoBaHHble BPDU-nakeTbl nepeaatoTcs, TerMpoBaHHble —
dunbTpyroTCA.

[aHHas KomaHza obpabaTtbiBaeT TonbKo STP bpdu u He
dunbTpyeT PVST BPDU ¢ DST MAC 01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIKAOYEHO

3anpewgaet npuem BPDU c ¢pnarom TCN.

Paspewaet npuem BPDU ¢ ¢pnarom TCN.

spanning-tree binding-process
process_id

no spanning-tree binding-
process

process_id: (1..31)/0

MpuBA3bIBAET NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio
BCE NOPTbl YNPABAAOTCA HYNEBbIM MPOLECCOM.

BoccTtaHasnuBaeT NPUBA3KY NOPTa NO YMONYAHUIO

Tabnnua 5.85 — LleHHOCTb NyTW, yCTaHOBAEHHAsA NO yMo4aHMio (spanning-tree cost)

. Memoo onpeodeneHusa yeHHocmu nymu
Unmepdpelic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposaHusa depesd

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console (config-mstp-process) #
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Tabnnua 5.86 — KomaHabl pexkmma privileged EXEC

KomaHoa 3HauyeHue

Aelicmeue

spanning-tree forward-time
seconds
seconds: (4..30)/15 cek

no spanning-tree forward-

YcTaHaBAMBaET AN KOHGUIYypPUPYEeMOoro npouecca UHTepBan
BpPEMeHM, 3aTpaunmBaemblit Ha NPOCAYLUMBAHNE U U3yYEHUNE
COCTOAHWI Nepes NepekNtYeHNEM B COCTOAHNE KOMMYTaLMM.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

seconds: (1..10)/2 cek

no spanning-tree hello-time

time
spanning-tree hello-time YcTaHaBAMBaET MHTEPBAN BPEMEHM MeXAy nepegadyamu
seconds LMpPOKOBeLWaTeNbHbIX coobueHnit «Hello» K

B3aMMOAENCTBYIOLLMM KOMMYTaToOpam.

YcTaHaBAMBaAET 3Ha4YeHWe nNo YMONYaHUIO.

spanning-tree max-age
seconds
no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems KU3HM cBasytowero aepesa STP.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority:
(0..61440)/32768

no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HauYeHWe NpuopuTeTa KOMMyTaTopa B
BblbpaHHOM 3K3emnaape MST.

- instance_id — ak3emnnap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HaueHue NpuopuUTeTa JONXKHO 6bITb KPaTHO 4096.

YcTaHaBAUBaeT 3HaYeHne npuopuTeTa No YMOAYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnunua 5.87 — KomaHgpbl pexkmma privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

show spanning-tree
[process process_id]
[gigabitethernet gi_port |
fastethernet fa_port |

process_id: (1..31)/0;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

Moka3sbiBaeT KoHdUrypaumio npotokona STP gna BbibpaHHOro
npouecca
-process_id — Homep npouecca.

detected-protocols
[interface
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

port-channel group] group: (1.-16).

show spanning-tree MoKasbiBaeT nNoApobHY0  MHOOPMALMIO O  HacTpoiKe
[detail] [active | process_ id: (1..31)/0 npotokona STP, wuHPopmaumio 06  aKTUBHbLIX WK
blockedports] [process 3a6/10KMPOBAHHbIX NOPTax

process_id]

clear spanning-tree MepesanyckaeT npouecc MurpauMu MpoOTOKo/Aa. 3aHOBO

npoucxoauT nepecyér gepesa STP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

OnucaHne KomaHg, pexxmma EXEC npeacrasneHo B Tabanue 5.88.
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Tabnuua 5.88 — KomaHapl

pexxkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MokasbiBaeT pexxmum obpaboTkm naketos BPDU Ha
MHTepdencax.

5.16.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnuua 5.89 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHma

3HayeHue/3HayeHue no

no spanning-tree pathcost
method

KomaHoa Aelicmeue
YMOAYaHUIO
spanning-tree PaspeluaeT ncnonb3oBaHne KOMMYTaTopomM nNpoTokona STP.
no spanning-tree i 3anpewaet UCNOIb30BaHME KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXKMm paboTbl npoToKona STP.
rstp | mst} JRSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
spanning-tree pathcost YcTaHaBAnBaeT MeTo, onpeaenieHns LeHHOCTN NyTH.
method {long | short} - long — 3HayeHue LeHHOCTM B AnanasoHe 1..200000000;
-/short - short — 3HayeHMe LueHHOCTU B AManasoHe 1..65535.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority: (0..61440)/32768

no spanning-tree mst
instance_id priority

YcTaHaBAnBaeT NpUoOpPUTET ANA JaHHOrO KOMMYyTaTopa nepes,
OCTaNbHbIMW, UCMONB3YOLWMMK 06WMIA 3K3emnnsap MSTP.

V 3HaueHMe NpUopUTeTa A,O0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree mst max-
hops hop_count

hop_count: (1..40)/20

no spanning-tree mst max-
hops

YcTaHaBAMBaeT MaKCMManbHOE KOIMYECTBO TPAH3UTHbIX
Yy4acTKoB g5 naketa BPDU, Heobxoaumbix ans
dopmupoBaHMa aepesa M yaeprKaHus MHGopmMaLum o ero
cTpoeHuu. Ecnm nakeT yxe npowen makcumanbHoe
KO/INYECTBO TPAH3UTHbIX Y4ACTKOB, TO Ha CAeAyloLLeM y4acTKe
OH oTbpacbiBaeTcs.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexxnum KoHOUrypmpoBaHus npotokoaa MSTP.

KomaHObI pexcuma KoHgu2ypuposaHUsa npomokosaa MSTP

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KOHPUrypmuposaHma npotokona MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #
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Tabnumua 5.90 — KomaHapl

pexuma KoHpurypmposaHma npotokona MSTP

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

instance instance_id
vlan vlan_range

instance_id: (1..4094);
vlan_range: (1..4094)

no instance instance_id
vlan vlan_range

Co3aaeT COOTBETCTBME MEXAY IK3eMNAApOM nNpoTokona MSTP
v rpynnamu VLAN.

- instance-id — vaeHTuduKaTop sKk3emnasapa npotokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Ypaanaet coOTBETCTBME MEXAY IK3emMniApom npotokona MSTP
v rpynnamu VLAN.

name string

no name

string: (1..32) cumBona

3agaeT ums KoHourypaumm MST.

Ypanaer uma KoHpurypaumm MST.

revision value

no revision

value: (0..65535)/0

3agaeT Homep peBU3NKN KoHduUrypauum MST.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

show {current | pending}

MokasbiBaeT Tekyluyto (current), nMbo oxxuaatowyto (pending)
KoHOUrypaumo MST.

exit

BbIxoz 13 pexxnuma KoHdpurypaumm npotokona MSTP ¢
coXpaHeHnem KOHPUrypaumm.

abort

Bbixoa 13 perxuma KoHourypaumm npotokona MSTP 6e3
COXpaHeHnA KoHbUrypauum.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnel NopmMos

Bua 3anpoca KOMaHAHOWN CTPOKK B pexmme KoHpurypmposaHusa uHtepoelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-

if)#

Tabnuua 5.91 — KomaHap! pexkuma KoHdUrypuposaHua nHtepdelrica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

spanning-tree guard root

-/33 LWNTa BblK/KOYEHA

no spanning-tree guard
root

BknroyaeT 3alnTy «KOpHA» ANA BCEX CBA3YIOLWMX AEePEeBbEB
STP BbI6bpaHHOro nopra. JaHHas 3awmTa 3anpeLaer
nHTepdeicy 6biTb KOPHEBLIM NOPTOM KOMMYTATOpPA.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

spanning-tree mst
instance-id
port-priority priority

instance: (1..4094);

no spanning-tree mst
instance-id port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpuopuTeT uHTepdelica B sksemnasape MSTP.

V 3HaueHMe NpUoOpUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst
instance-id
cost cost

instance: (1..4094);

no spanning-tree mst
instance-id cost

cost: (1..200000000)

YcTaHaBAMBAET LIeHHOCTb NyTU Yepes BbIbpaHHbIN MHTepdelic,
ONA ONpefeNeHHOro sk3emnasapa npotokona MSTP.

YcTaHaBAWBaeT 3HaYeHMe, onpeaensiemoe Ha OCHOBaHUK
CKOPOCTM MOpPTa M METOAA ONpeae/ieHUs LLeHHOCTU NyTH,
Tabnunua 5.85.

spanning-tree port-
prioritypriority

priority: (0..240)/128

no spanning-tree port-
priority

YcTaHaBAVWBaeT NpuoputeT nHTepdelica B KOPHEBOM
cBasyowwem gepese MSTP.

V 3HauyeHMe npuopuTeTa AO0/MKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnunua 5.92 — KomaHabl pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]
[instance instance-id]
[process process_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
instance: (1..4094);
process_id: (1..31)/0

MokasbiBaeT KoHbUrypaumio npoTokoaa STP.
- instance-id — vaeHTUdnKaTop sK3emnaspa npotokona MSTP;
- process_id — Homep npoviecca.

show spanning-tree
[detail] [active |
blockedports]
[instance instance-id]
[process process_id]

instance: (1..4094);
process_id: (1..31)/0.

MoKasbiBaeT NogpobHYH MHPOPMALLMIO O HAaCTpoliKe
npoTokona STP, MHPpopmaumio 06 aKTUBHbIX UK
3a6/10KMPOBAHHbIX NOPTaXx.

- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
- detail — npocmoTp noapobHoi MHGopMaLum.

show spanning-tree mst-
configuration

MokasbiBaeT MHGOPMALWMIO O CKOHOUTYPUPOBAHHbIX
ak3emnnapax MSTP

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MepesanyckaeT npouecc murpalmm NpoTokona. 3aHoBO
npoucxoauTt NpocyéT aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkaountb nopaepkKy npoTtokona STP, ycTaHOBWMTb 3HaYeHWEe MpuUopUTETa CBA3YIOLLEro
nepesa RSTP — 12288, uHtepsan forward-time — 20 cekyHA, MHTEPBAN BPEMEHU MeXAay
nepefayamun LIMPOKOBELLATENbHbIX coobuweHuit «Hello» - 5 cekyHa, Bpema XKU3HU

cBA3ylowero gepesa — 38 CEKYHA.

console (config) #spanning-tree
console (config) #spanning-tree
console (config) #spanning-tree
console (config) #spanning-tree
console (config) #spanning-tree
console (config) #spanning-tree
console (config) #exit

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

= [lokasaTb KOHOUrypaumto npoTokona STP:

consolef#show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled

Root ID Priority 12288

Address

a8:£9:4b:£1:1d:00

This switch is the root

Hello Time 5 sec

Max Age 38 sec

Forward Delay 20 sec

Number of topology changes 3 last change occurred 00:00:10 ago

from gil/0/11

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/0/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
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gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

B MSTP nHpopmauua o nocnegHen CMeHe TONoI0rMm BbIBOAUTCA TO/IbKO € NOMOLLbI0 show
spanning-tree detail

Y

5.16.6 Hacrpouka pyHkuum flex-link

Flex-link — ¢yHKUMA pe3epBUpOBaHUA, NpeaHasHayeHHana Ans obecneyeHUa HaLEKHOCTM KaHana
nepeaaun gaHHbix. B cesaske flex-link moryt HaxoauTbces ethernet u port-channel nHtepdeicbl. OanH 13 3TUX
nHTEepdercoB HaxoauTca B 3a6JOKMPOBAHHOM COCTOSIHUM M HAYMHAET NPOMYCKaTb TPAadUK TONIbKO B C/iydae
aBapun Ha BTOpPOM MHTepdelice.

KomaHObI pexuma KoHgu2ypuposdHua uHmepdgelica Ethernet, uHmepdgelica 2pynnel

mos

no
Bug 3anpoca KOMaHAHOW CTPOKU B pexkmme KoHpurypmposaHusa uHtepoeiica Ethernet, nHrepdeliica
rpynnbl NOPTOB:

console (config-if)#

Tabnumua 5.93 — KomaHabl pexkuma KoHdurypmposaHua uHtepdelica Ethernet, rpynnbl nopTtos
3HayeHue/3HayeHue no
YyMOAMYaHUO

KomaHoa Aelicmeue

flex-link backup { Bkntouaert flex-link Ha nHTepdelice n HazHavyaeT BbIBpaHHOMY
gigabitethernet gi_port | nHTepoency posb backup-nHtepdelica B flex-link nape.
fastethernet fa_port | port-
channel port-channel}

no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port | port-
channel port-channel}
flex-link preemption mode
[forced | bandwidth| off]

gi_port: (1..3/0/1..28)/-;
fa_port: (1..3/0/1..24)/-;
port_channel: (1..8)/-

Bobikntovaert flex-link Ha nHTepdelice n yaansaer
KOHOUrypupyemsbiit nitepdeiic us flex-link napel.

3apaeT aeicTere Npu NOAHATUM HTepdelica, yHacTBytoLLero
Bo flex-link:

- forced — ecv nogHABLLMICA MHTepdeEC HAaCTPOEH Kak
master, TO OH CTAHET aKTUBHbIM MHTepdeNncom;

- bandwidth — npu nogHATMM nHTepdeiica akTUBHbIM CcTaHeT
nHTepdeiic c 6obLIein NPONYCKHOW CNOCOBHOCTLIO;

- off — nogHABWMIiCcA MHTepdelic ocTaHeTcA B
3a6/10KMPOBAHHOM COCTOAHMMN.

-/off

no flex-link preemption
mode

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

flex-link preemption delay
delay

no flex-link preemption

delay

delay: (1..300)/35

3afaer Bpems OT Nepexosa OTK/IOUYEHHOTo NopTa B COCTOAHNE
«Up», N0 NPOLIECTBUN KOTOPOTO BbINOHAETCA AeicTBue,
ycTaHoBneHHoe KomaHaol flex-link preemption mode.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnunua 5.94 — KomaHabl pexkuma EXEC

KomaHoa 3HaveHue

Aelicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
port_channel: (1..8)

MokasbiBaeT KoHoUrypaumio dyHkumm flex-link.

5.16.7 NMpotokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH AnA NOBbIWEHUA
YCTOMUYMBOCTUN U HAAEKHOCTM CETU Nepenayn AaHHbIX, UMEIoLLEN KO/bLLEBYHO TONO/IONNIO, 3@ CYET CHUMKEHUS
BPEMEHW BOCCTAaHOBNEHMA CETU B C/ly4ae aBapuun. Bpema BOCCTaHOBEHWA He NpeBblilwaeT 1 cekyHAbl, YTO
CYLLECTBEHHO MEHbLUE BPEMEHWN MEPECTPOIKN CETU NMPU UCMOJIb30BAHUN MPOTOKO/IOB CEMEICTBA Spanning

tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU pernma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnnuya 5.95 — KomaHapl pexknma rnobanbHOro KoHGUrypmposaHuma

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
eaps ) Paspewaet paboTy npotokona EAPS.
no eaps 3anpewaet paboTty npoTtokona EAPS.

eaps fail-timer seconds
seconds: (1..10)/3 cek

no eaps fail-timer

3afaeT Bpems OTCYTCTBMA TECTOBbIX NAKETOB, MO UCTEYEHMM
KoToporo 6yaeT 3aduKcMpoBaHa aBapua Kosbla.

YcTaHaBAMBaeT 3HaYeHune Taﬁmepa no yYMON4aHUHo.

eaps hello-timer seconds
no eaps hello-timer

seconds: (1..10)/1 cek

Talmep nepunogunyHocTy otnpasku hello-nakeTtos.

YcTaHaBAMBaeT 3HaYeHune Taﬁmepa no YMON4YaHUIO.

eaps domain domain_id
domain_id: (0..63)

no eaps domain domain_id

Co3paHue EAPS-pervoHa ¢ naeHtndumrkatopom domain_id n
nepexoz, B PeXXMm KOHOUIyprMpoBaHUA pernoHa.

Ypanenune EAPS-pervoHa c ugeHtnéoukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUTIypupoBaHUa AOMeHa:

console (config-eaps-domain) #

Tabnunua 5.96 — KomaHabl pexkmma KoHourypmuposaHus EAPS nfomeHa

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

control-vlan vian_id

vlan_id: (1..4093)

no control-vlan

NpeHTudukatop VLAN, ncnonbsyemon gna ynpasneHus EAPS.
Kpome Toro, cnegytowmii no nopaaky naeHtueukatop VLAN
MUCNONb3YeTCA ANA YNPaBAeHNA BTOPUYHBIMU KONbL@AMM.
Ynpasnsatowas VLAN EAPS He f0nKHA MCNOb30BATLCA ANA
nepegauun ntoboro nHoro TpaduKa.

OTmeHa Ha3HayeHua VLAN

ring ring_id

Co3gaHue Konbla ¢ naeHTUdUKaTopom ring_id v nepexop B

{enable | disable}

ring_id: (0..15) pexXnum KoHGUTrypnpoBaHmaA KobLia.
no ring ring_id YpaneHue KonbLa ¢ UAEHTUPUKATOPOM ring_id.
set ring ring_id ring_id: (0..15) PaspeweHune nau 3anpet paboTbl KO/bLA C NAEHTUOUKATOPOM

ring_id.
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KomaHOb! pexuma KOHgU2ypupo8aHusa Konbua

Bua, 3anpoca KOMaHAHOW CTPOKM B peXMME KOHOUTYPUPOBAHUA:
console (config-eaps-domain-ring) #
Tabnnua 5.97 — KomaHabl pexkmma KoHpurypmposaHua EAPS Konbua

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

primary-port

{gigabitethernet gi port |

fastethernet fa port |port-

channel group }

secondary-port

{gigabitethernet gi port |

fastethernet fa_port |

port-channel group }

role {master | transit} . Bbl6Op PO/ KOMMYTaTOpPa B KOHPUIYPUPYEMOM AOMEHE U
. level-id: (0..1)

level level-id KonbLe.

role {edge | sub-edge} Bo3MoOMKHble posu:

- master — yCTPOMCTBO ABAAETCA BEAYLUMM Y3/10M;

- transit — yCTPOICTBO ABAAETCA TPAH3UTHLIM Y3/10M;

- - edge — cMeXHbIl y3en, NpUHaa/IexKallumin OCHOBHOMY U

BTOPUYHOMY KOJ/IbLLAM;

- sub-edge — Bcnomorate ibHbIl CMEXKHbIN y3en,

npuHagaeKalmini OCHOBHOMY W BTOPUYHOMY KO/IbLLAM.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Bbl6op NepBUYHOTO MOPTa KOMMYTaTOPa, BKAKOYEHHOTO B
KO/IbLLO.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Bbl6Op BTOPUYHOTO MOPTa KOMMYTaTOPa, BKAKOYEHHOTO B
KO/bLLO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.98 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue
show eaps [domain domain-id: (0..63); 3anpoc MHbopMaLMM O COCTOAHUN OMEHOB M Kosel, EAPS.
domain-id [ring ring-id ] ] ring-id: (0..15)

5.16.8 Hactpoiika npotokona G.8032v2 (ERPS)

MpoTokon ERPS ( Ethernet Ring Protection Switching) npeaHa3HayeH 414 NOBbIWEHNUA YCTOMUNBOCTU U
HAaJEXHOCTU CETU Mepefayn OAHHbIX, MMEIOLWLEN KONbLLEBYIO TOMOJIOTUIO, 33 CYET CHUMKEHWA BPEMEHMU
BOCCTAHOBJIEHMA CeTU B C/yvyae aBapun. BpemAa BoccTaHoBNeHMA He npeBblwaeT 1 ceKyHAbl, 4TO
CYLLLECTBEHHO MeHbLLEe BPeMeHU NepecTporKM CeTU NPU UCNOIb30BaHMM NPOTOKO/IOB CEMENCTBA Spanning
tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnuya 5.99 — KomaHapl pexknuma rnobanbHoOro KoHPuUrypmposaHms

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYQHUIO
erps PaspewaeTt paboTy npotokona ERPS.
no erps 3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3gaHue ERPS-Konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTopoW byaeT nepesasaTbca CayxebHaa MHPopmauma n
nepexon, 8 pexXum KoHGUrypmpoBaHua KonbLa.

YpaneHune ERPS-Konbua ¢ ngeHtudukatopom vian_id.

KomaHObI pexcuma KOHGU2ypupo8aHuUsa Koabua

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHOUrypmpoBaHMa KosbLa:

console (config-erps) #

Tabnunua 5.100 — KomaHab! pexuma KoHdurypuposaHma ERPS Konbua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

protected vlan add
vlan_range

vlan_range: (2..4094, all)

[Oobasnsaet ananasoH VLAN B cnncoK 3awmuieHHbix VLAN.

protected vlan remove
vlan_range

vlan_range: (2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmuweHHbix VLAN.

port {west | east}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

fa_port: (1..3/0/1..24);
gi_port: (1..3/0/1..28);
group: (1..16).

Bblbop west(east) nopTa KoMmyTaTopa, BKAKOYEHHOTO B
KOJIbLLO.

no port {west | east}

YaoaneHune west(east) nopta KOMMYTaTOPa, BK/IOYEHHOTO B
KO/IbLLO.

rpl {west | east} {owner |
neighbor}

Bbi6op RPL nopTa KommyTaTopa 1 €ro posu:

- west — RPL-nopTom 6yaeTt HasHaueH west noprT;

- east — RPL-nopTom 6yaeT HasHayeH east nopr;

- owner — KommyTaTop byaer aBnaTbcA Bnagenbuem RPL-

no ring enable

“/no rpl nopra;

- neighbor — kKommyTaTop 6yaeT ABNATLCA COCe0M BageNbLa

RPL-nopra.
no rpl Ypanernune RPL nopta KommyTtaTopa.
level level HacTpolika yposHsa R-APS coobuieHunin. Heobxoanmo ans

level: (0..7)/1 NPOXOXKAEHMA coobLeHni yepes CFM MEP.

no level YCTaHOBKA 3HAYEHUA MO YMOAYAHUIO.
ring enable BrkntoyeHne GyHKUMOHNPOBAHMA KOJbLa.

BbIKk/toYeHUE GYHKLMOHNPOBAHWUSA KO/bLA.

version version

no version

version: (1..2)/2

Bblbop pexrma COBMECTUMOCTM C APYrMMU BEPCUAMMU
npoTtokona G.8032.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

revertive

no revertive

-/revertive

Bbibop pexkrmma paboTbl KosbLa.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

sub-ring vlan vian_id
[tc-propogation]

no sub-ring vlan

vlan_id: (1..4094)

YKasaHue noAKonbLa ANA SAaHHOTO KoAblia.
- tc-propogation — Bk/ito4aeT pacnpoctpaHeHue TC B
noAKosbLe.

YaaneHue nogxonbLa.

timer guard value

no timer guard

value: (10..2000) mc,
KpaTHoe 10/500 mc

YcTaHoBKa Talimepa 610kupytoLero yctapeswue R-APS
coobleHus.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc,
KpaTtHoe 100 ¢ To4YHOCTbIO 5
mc/0 mc

YcTaHOBKa TaliMepa 3a4eprKKN peakLymn KOMMyTaTopa Ha
M3MeHMBLIeeca CoCTosAHMe. BmecTo peakunmu Ha cobbiThe
BK/ItOYAEeTCA Talimep, No UCTEYEHUMN KOTOPOTo KOMMYTaTop
panopTyeT 0 CBOEM COCTOAHMMU. [pefHa3HayYeH ana
yMeHblUeHWa Gyaa NakeToB Npu daanuHre NopTos.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.
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timer wtr value YcTaHOBKa Taimepa, KoTopbll 3anyckaeTca Ha RPL Owner
KoMmyTaTope B revertive pexxume. Mcnonbyetca gna
value: (1..12) mnH/5 MWH npefoTBPALLEHUA YaCTbIX 3aLLMUTHbBIX NePeKIYEHNN n3-3a
CUTHANI0B O HEUCNPABHOCTAX.

no timer wtr YcTaHOBKa 3Ha4Y€HUA N0 YMONYaHUIO.

switch forced {west | east} PopcupyeT 3anycK 3alMTHOTO NepPeKItoYeHMA KobLia, Npu
-/no 3TOM 6/10KMpPYETCA YKa3aHHbIN NOpPT.

no switch forced OTtmeHa GopCcMpPOBaHNA NEPEKAIOYEHMA KOJbLLA.

switch manual {west | east} Py4Hoe 610KMpoBaHMe yKaszaHHoro west(east) nopta u
-/no pasbnokupoBaHue east(west).

no switch manual OTMeHa py4yHOI BNOKUPOBKM.

abort OTKaTUTb U3MEHEHUSA, BHECEHHbIE C MOMEHTA BXO4a B PEKUM

KOHOUTypaL MM KobL,a

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 5.101 — KomaHgb! pexkmuma EXEC

KomaHoa 3HayeHue Aelicmeue

show erps [vlan vian_id] 3anpoc nHdpopmaumm 06 obLiem COCTOAHUN erps Um

lan_id: (1..4094
vian_id: (1..4094) COCTOAHUM YKa3aHHOro Kosbua.

5.16.9 Hacrtpoiika npotoKona LLDP

OcHoBHoOW ¢yHKUMelt npotoKkona Link Layer Discovery Protocol (LLDP) sBnsetcA obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmaumsa, cobpaHHas nocpeacTBom
npoTokona LLDP, Hakan/iMBaeTcs B yCTPOWCTBAX M MOKeT 6bITb 3anpoLLeHa YyNpaBAaioWwmm KOMMNbOTEPOM MO
npotokony SNMP. Takum o06pa3om, Ha OCHOBaHMM cOBpaHHON MHOOPMALMM, Ha YNpPaBAAOWEM
KOMMNbloTepe MOKeT 6biTb CMOAENNPOBaHa TOMOOMMSA CETH.

KommyTaTopbl gocTyna cepun MES noaaep:kvMsatoT nepegady Kak CTaHAAPTHbLIX NapameTpoBs, TaK U
ONUMOHANbHbIX, TAKMX Kak:

— WM YCTPOWCTBA M €ro onucaHue;
—  WMA NopTa 1 ero onucaHue;

—  unHbopmauma o MAC/PHY;

- WUT.A

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHma:
console (config) #

Tabnnua 5.102 — KomaHgb! pexuma rnobasibHoro KOHUrypmpoBaHus

3HayeHue/3HayeHue no »
KomaHoa / Aelicmeue
yMoA4YaHuio
lidp run PaspeluaeT KOMMYTaTOpy MCMNOb30BaHMe NpoTokona LLDP.
-/BKNOYEHO
no lidp run 3anpelyaeT KOMMyTaTOpy MCNONb30BaHMe npoTokona LLDP.
lidp timer seconds OnpeaensneT, KaK 4acTo YCTPOMCTBO byaeT oTnpasaaTb
seconds: (5..32768)/30 cek | obHoBneHue nHdopmaumm LLDP.
no lidp timer YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
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lidp hold-multiplier
number

no lidp hold-multiplier

number: (2..10)/4

3agaeT BeIMUUHY BPEMEHM 1A NPUHMMAIOLLErO YCTPOMCTBA, B
TeYeHWe KOTOPOro HYXKHO YAEePKMUBaTb NPUHMMAEMbIE MaKeTbl
LLDP nepeg nx cbpocom.

[aHHas BeNnYMHa nepesaeTca Ha NPMHMMAEMYIO CTOPOHY B
LLDP update nakeTtax (naketax o6HoBNEHWA), ABNAETCA
KpaTHocTbio ana Tanmepa LLDP (lldp timer). Takum obpasom,
Bpems *u3Hu LLDP nakeToB paccuntbiBaeTca no popmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

lidp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkmaatb
nepes, NoBTOPHOM UHULManu3aumen LLDP.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBAMBAET 3aZ€PXKKY MeXAy Nocaeayowmmm
nepegadyamu naketos LLDP, nHMUMmnpoBaHHbIMMK
U3MEHEHUAMM 3HAYEHUI MK CTaTyca B IOKabHbIX H6a3ax
AaHHbIX MIB LLDP.
PekomeHayeTca, utTobbl AaHHAA 3a4eprKKa bbina
V MeHbLue, Yem 3HaueHue 0.25* LLDP-Timer.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

lidp lldpdu {filtering |
flooding}

no lidp lidpdu

-/filtering

OnpegaensaeT pexnm obpaboTkm nakeTtos LLDP, koraa
npoTokos LLDP BbIkAtOUEeH Ha KOMMmyTaTope:

- filtering — ykasbiBaeT, yto LLDP-nakeTbl GpunbTpytoTCa, ecam
npoTokoA LLDP BbIKNOYEH HA KOMMYTATOPE;

- flooding — ykasbiBaerT, uto LLDP-nakeTbl NnepepatoTca, ecau
npotoKkon LLDP Bbik/itOYeH Ha KOMMyTaTope.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

lidp med fast-start repeat-
count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YctaHaBausaeT ymucno nostopeHuii PDU LLDP ans 6bicTporo
3anycka, onpegenaemoro nocpeacrtsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}] [up priority]
[dscp dscp_value]

no lldp med network-
policy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63)

Onpegensaet npasuao Ana napametpa network-policy
(ceTeBan nonnTUKa ycTpoicTBa). JaHHbIl napameTp aBnseTca
OMuUMOHaNbHbIM A/1A pacwmpeHuna npotokona LLDP MED.

- number — nopAgKoBbI HOMep npasuaa network policy;

- application — rnaBHas GyHKUMA, onpefeneHHas 418 AAaHHOTO
npasuna network policy. Ucnonbsyembie umeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

- vlan_id —vpeHtnduratop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpeaenaer TerMpoBaHHoOM Uan
HeTernposaHHol 6yaet VLAN, ucnonb3syemas gaHHbIM
npasuiom.

- priority — NpUoOpUTET AAHHOTO NpaBuaa (MCNonb3yeTca Ha
BTOpOM ypoBHe mogenu OSl);

- dscp_value — 3HaueHne DSCP, ncnonb3yemoe gaHHbIM
npaBuaOM.

YpanseT co3gaHHoe NpaBuao Ans napameTpa network-policy.

lidp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5

YcTaHaBAMBaET MaKCMMasIbHYIO CKOPOCTb Nepesayun
yBefomneHni LLDP.

- seconds — nepuog BpemeHu, B Te4eHe KOTOPOro yCTPOWCTBO
MOET OTNPaBUTb He 6osiee 0JHOTO YBEJOMIEHUS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nntepoeiicos Ethernet:

console (config-if) #
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Tabnumua 5.103 — KomaHapl pexkmma KoHPurypmposaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

lldp transmit

no lldp transmit

lldp receive

no lldp receive

-/pa3pelueHo
MCMo/ib30BaHMe B
060M1X HanpaBAEHUSAX.

Paspewaet nepeaayy nakeTos nNo npoTokony LLDP Ha
MHTepoeice.

3anpewaeT nepegavy Nnaketos No npoTokony LLDP Ha
MHTepoeice.

PaspelaeT npuem naketos no npotokoay LLDP Ha nHtepdelice.

3anpelaeT npMem NakeTos No NPoTokony LLDP Ha
MHTepodeice.

lldp optional-tlvt/v_list

no lldp optional-tlv

tlv_list: (port-desc, sys-
name, sys-desc, sys-
cap, 802.3-mac-phy,
802.3-lag, 802.3-max-
frame-size)/
onumoHanbHoble TLV He
BKJIKOYEHbI B NAKeT

OnpegenseT, Kakue onumoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/OYEHbI YyCTPOMCTBOM B NepegaBaemblit LLDP-
naker.

B KOMaHAy MOXHO BKOYUTb OT OAHOrO A0 NATK
onumoHanbHbIx TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add | remove} ppvid |
vlan-name {add|remove}
vlan_id}

{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

lidp optional-tlv 802.1 protocol

no lidp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094)/
onumoHanbHble TLV He
BK/HOYEHDI

OnpegenseT, Kakue onumoHasbHble TLV-nona 6yayT BKAOYEHbI
YCTPOMCTBOM B NepeaaBaemblit LLDP-nakerT:

- pvid — PVID nntepdelica;

- ppvid — go6asutb/yaanuts PPVID;

- vlan-name — go6asuTb/yaanuts Homep VLAN;

- protocol — o06asuTb/yAanuTL onpeaeseHHbIA NPOTOKO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lldp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id] }

no lldp management-address

ip_address: (A.B.C.D);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1 .. 4094)/
ynpasnsoLwmii agpec
onpegensetca
aBTOMaTUYECKM

OnpegenseT ynpasastowmin agpec, o6bABAEHHbIN Ha
MHTepodeice.
- ip_address —3apaetcs ctatnueckuii IP-agpec;
- none — yKa3blBaeT, YTO aapec He 06bABNEH;
- automatic — yKasbIBaeT, YTO CUCTEMA AaBTOMATUYECKU
BblbupaeT ynpasnaowmii agpec ns scex IP-agpecos
KOMMYTATOPa;
- automatic {gigabitethernet|fastethernet|port-channel [vlan} —
YKa3bIBaeT, 4To CMCTEeMa aBTOMATUYECKU BbiGUpaeT
YNpPaBAAOLWMIA apec, U3 CKOHOUIYPUPOBaAHHbIX aApPecoB
3aflaHHoro nHTepdeica.
Ecnu unTepoderic ethernet unm nHtepdeic rpynnsl nopTos
npuHaanexkat VLAN, To aaHHbIn agpec VLAN He ByaeT BKOYEH
B CMMCOK BO3MOMHbIX YNPaBAAOLWNX aJpecos.

B cnyyae Hannuma HeckonbKux IP-agpecos, cuctema

V Bbl6MpaeT HayanbHbIii IP-agpec U3 guanasoHa

AnHamuueckux IP-agpecos. Ecam guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEMA BblBUpPaeT HayanbHbIN IP-apgpec u3
Anana3oHa BO3MOXHbIX cTaTuyeckux IP-appecos.

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

-/oTnpaBKa
yBefomneHni LLDP
3anpetueHa.

Paspewaet/3anpewaer oTnpasBKy ysegomaeHuii LLDP Ha
nHTepdeice.

- enable — paspewaer;

- disable — 3anpeuwaer.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

lidp med enable[t/v_list]

no lidp med enable

tlv_list: (network-
policy, location, poe-
pse, inventory)/
3anpeLyeHo
1Cnonb3oBaHne
pacwupeHun
npoTtokona LLDP MED.

Pa3speluaeTt ucnonb3osaHue pacwmpeHuna npotokonaa LLDP MED.
B KOMaHA4y MOKHO BK/IOYUTb cneunanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

lldp med network-policy
{add|remove} number

no lidp med network-policy
number

number: (1..32)

HasHayvaeT npasuno network-policy agaHHomy nHtepdelicy.
- add — Ha3HayaeT NpaBuno;

- remove — yZanseT NpaBuo;

- number — Homep npasuna.

Ypansaet npasuno network-policy ¢ gaHHoro nxtepdeiica.
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lidp med network-policy voice
auto

no lldp med network-policy
voice auto

-/BKAOYEHO

BkntoyaeT nepegady B coobueHunax LLDP-MED napameTpos
voice-vlan

3anpewaet nepegady napameTpos voice-vlan 8 LLDP-MED

lldp med location

{coordinate coordinate|
civic-address civic-address-data
| ecs-elin ecs-elin-data}

no lildp med location

coordinate: 16 6anT;

civic address: (6..160)
6anT;

ecs-elin: (10..25) 6aiT.

3a/aeT MeCTONO/IOXKEHME YCTPONCTBA ANA NpoToKona LLDP
(3HaueHwue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOOpAMHAT;

- civic-address — agMMHUCTPATUBHBIN apec YyCTPOMNCTBa;

- ecs-elin — aapec B8 dopmare, onpegenerHom ANSI/TIA 1057.

YpanaeT HacTPOMKM NapameTpa MecTononoxeHus location.

lidp med notification topology-
change {enable | disable}

no lldp med notifications

Paspelwaet/3anpewaer oTnpasKy ysegomsaeruii LLDP MED o6
U3MEHEHUN TONONOTUN.

- enable — paspelwaeT oTnpaBKy yBeAOMNEHUN;

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

topology-change

LLDP-naKeTbl, NnpUHATbIE Yepes rpynny arperauuu KaHanos, 3aNOMUHAIOTCA UHAUBUAYANIbHO

V nopTamu rpynnbl, NPUHABLUIMMMU coobweHuA. LLDP otnpaBaseT pas3siMyHbie coobuieHnsa Ha

KaKA4blii NOPT rpynnbl.

' Pabota npoTtokona LLDP He 3aBUCcUT OT cocTosHUA NnpoToKona STP Ha nopTy, nakeTbl LLDP
V OTNPaBAAIOTCA U NPUHUMALIOTCA HA 3a610KMPOBaHHbIX NPOTOKo/IoMm STP nopTax.

Ecam nopt KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TONbKO B Cyvae, ecnm

OH aBTOpPU30BaH.

KomaHObl pexcuma privileged EXEC

Bce KoMaHAbl AOCTYMHbI 417 NPUBUNETMPOBAHHOIO MoJb30BaTeNsA. Bua 3anpoca KOMaHAHOMN CTPOKM

pexuma privileged EXEC:

console#

Tabnnua 5.104 — KomaHgb! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

clear lidp table

OunwaeT Tabamuy agpecos 0OHAPYKEHHbIX COCeAHNUX
YCTPOMCTB U HAaYMHAET HOBbIM UMK 0OMeHa NakeTamu no
npotokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT LLDP KoHpUrypaumm scex GuUsnyeckmx
MHTepdencoB ycTpolicTBa, AM60 3a4aHHbIX MHTEPDENCOB.

show lldp med configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKa3sbiBaeT KOHGUIypaLUm pacluMpeHnsa npoTokona LLDP -
MED ansa Bcex puUsnYeCcKUX MHTepdencos, MM60 3a4aHHbIX
MHTepoencos.

show lidp local
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

Moka3bisaeT LLDP-nHpopmaLmio, KOTOpYo aHOHCUpyeT
[OaHHbI NopT.

show lidp local tlvs-
overloading
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT cTaTyc nepe3arpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKa3sblBaeT MHGOPMALMIO O COCEAHMX YCTPOMCTBAX, HA
KoTopbix paboTaeT npotokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

Moka3sbiBaeT cTaTUCTMKY LLDP.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHoBUTb ana nopta gi 1/0/1 cneaytowme tlv-nons: port-description, sytem-name, system-
description. lna gaHHoro nHtepdeica AobasuTb ynpasnatowmii agpec 192.168.17.55

console#configure
console (config) # interface gigabitethernet 1/0/1

console (config-if) #11dp optional-tlv port-desc sys-name sys-desc
console (config-if) #11dp management-address 192.168.17.55

= [locmoTpeTb KoHdurypaumto lldp:

consolef#show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/o/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sC None Disabled
gil/0/3 Rx and Tx sC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sC None Disabled
gil/0/7 Rx and Tx sC None Disabled
gil/0/8 Rx and Tx sC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabnnua 5.105 - OnuncaHue pe3ynbTaTos

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo yCTpolicTBO wneT LLDP-o6HOBAEHMA.

Onpegensiet BennumHy Bpemenun (TTL, Time-To-Live) gns npuHumatowero
Hold multiplier YCTPOWCTBA, B TEYEHME KOTOPOIO HYXKHO YAEpPKUBATb NPUHMMaeMble nakeTbl LLDP
nepea ux cbpocom: TTL = Timer * Hold multiplier.

Onpegenset MMHMMaNbHOE BPEMA, B TEYEHME KOTOPOro NopT byaeT oxKuaaTb

Reinit delay nepez nocbinkoi cnegytouero LLDP-coobuweHus.

Tx delay OnpegenseT 3afepXKy mexay nocnep,yrou.ul,MMM nepegadvamu LLDP-¢ppeirimos,
MHULMNPOBAHHbIX U3MEHEHUAMM 3HAUYEHWUI NMbBO cTaTyca.

Port Homep nopTa.

State Pexkum paboTbl nopTa gas npotokona LLDP.

TLV-onuumn, KoTopble nepegatoTca
BO3MOXHble 3HaYeHUA:

PD — OnucaHue nopra;

SN — CuctemHoe ums;

SD — OnucaHmne cuctemsi;

SC — BO3MOXKHOCTM cUCTEMDI.

Optional TLVs

Address Anpec ycTpoicTBa, KoTopbii nepeaaetcsa B LLDP-coobueHunx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaenma LLDP.
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= [lokasaTb MHGOPMALMIO O COCEAHMNX YCTPOMCTBAX

console#show 1lldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL
gil/o/1 a8:£9:4b:84:02:c0 gil/0/9 ts-7800-2 ) 117
gil/o0/2 a8:£9:4b:81:61:40 gil/0/14 ts-7800-1 B 94
gil/o0/3 a8:£9:4b:91:66:66 gil/0/15 ts=-7900-2 B 113
gil/o0/4 a8:£9:4b:81:71:48 gil/0/16 ts-7900-1 B 94

console# show 1lldp neighbors gigabitethernet 1/0/1

Device ID: a8:f£f9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Tabnunua 5.106 - OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTndmKkaTop nopTa cocenHero ycTpomncTaa.

System name

CucteMHoe UMsA yCTpoicTBa.

Capabilities

[aHHoe nose onucbiBaeT TMN YCTPOMCTBaA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa aoctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictso (Host);

r — NosTopuTens (Repeater);

O — Tun HenssecTeH (Other).

System description

OnucaHne coceaHero ycTpoicTea.

Port description

OnucaHre nopTa coceaHero ycTpoicTea.

Management address

Appec ynpaBneHus ycTponcTBom.

Auto-negotiation
support

OnpegendeT, nogaep»KMBaeTca M aBTOMaTUYeCKoe onpeaeneHne pexmma nopra.

Auto-negotiation status

Onpegenset, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOrO ONpeaesieHns pexmnma

nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexnmbl, NogaeprKnBaemble beHKLI,VIeVI aBTOMaTHn4eCckoro
onpeaeneHnAa nopTa.

Operational MAU type

Pabouunit MAU-TMN ycTpolicTaa.
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5.16.10 Hactpoitka npotokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUNM ypOBHSA KaHana
nepenayn AaHHbIX NPeacTaBAAOT co60l MPOTOKON MOHUMTOPMHIA COCTOAHUA KaHana. B sTom npoToKone ana
nepenayn MHGOPMaLUN O COCTOAHUM KaHana MeXKay HernocpescTBEHHO MOAKAOYEHHBIMWU YCTPOMCTBAMM
Ethernet wucnonb3yoTca 610KM  AaHHbIX npoTtokona OAM (OAMPDU). Ob6a ycTpoKcCTBa AOJXHbI
noaaepmeatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus nHtepdelicos Ethernet:
console (config-if) #

Tabnnua 5.107 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

no ethernet oam

-/BbIKNOYEHO

BkntounTb noaaepKKy Ethernet OAM Ha nopTy.

OTKAounTb Ethernet OAM Ha KoH$Urypmpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-
monitor frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT MOPOT KO/IMYECTBA OLWMOOK 33 YKa3aHHbIN
nepwvog, (nepuon yctaHaBiMBaeTcs KomaHaol ethernet oam
link-monitor frame window).

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

window: (10..600)/100
mc

YcTaHaBAMBAET BPEMEHHOM NPOMENKYTOK A/1a NoAcyeTa
KO/INYecTBa OLWNOOK.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMOAYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

count: (1..65535)/1

YcTaHaBAnBaeT nopor ana cobbitns «frame-period» (nepunog,
yCcTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-period window).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONIYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

window:
(1..65535)/10000

YcTaHaBAWBaET BPEMEHHOM MPOMENKYTOK ANA CObbITUA
«frame-period» (8 ppelimax).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

count: (1..900)/1

YcTaHaBAvBaeT nopor ana cobbitua «frame-period» (nepuog,
yCTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet oam link-monitor
frame-seconds window
window

window: (100..9000)/100

YcTaHaBAWBaET BPeMEHHOM MPOMEKYTOK ANs CoBbITUA
«frame-period».

no ethernet oam link- Mc BoccTaHaBMBaeT 3HAYEHME MO YMONYAHUIO.

monitor frame-seconds

window

ethernet oam mode YcTaHaBAMBAET peXmum paboTbl NpoToKkosia OAM:

[active | passive] - active — KomMmyTaTOp NOCTOAHHO oTnpasaseT OAMPDU;
-/active - passive — KOMMyTaTop HaunHaeT oTnpasaatb OAMPDU

TONbKO Npu Haanunmn OAMPDU co BCTpeYHOM CTOPOHbI.
no ethernet oam mode BoccTtaHaBaMBaeT 3HaYeHME N0 YMONYAHUIO.
ethernet-oam remote-failure BKkntoyaeT nopaepkKky n 0b6paboTky cobbiTuin «remote-
-/BKNKOYEHO failure>.

no ethernet oam remote-
failure

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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ethernet oam remote-
loopback supported

no ethernet oam remote-
loopback supported

-/BbIKNOYEHO

BrtouaeT noasepiKKy dyHKLUMM 3aBopoTa TpaduKa.

BoccTaHaBnMBaeT 3HavyeHMe No YMOIYaHWIO.

ethernet oam uni-directional
detection

no ethernet oam uni-
directional detection

-/BbIKIOYEHO

BkatoyaeT PpyHKLMIO 0O6HAPYKEHUA OAHOHANPABAEHHbIX
cBA3ei Ha 6ase npoTokona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

ethernet oam uni-directional
detection action <log| error-
disable>

no ethernet oam uni-
directional detection action

-/log

OnpegenaeT peakuno KOMMyTaTopa Ha O4HOHANPaBAEHHYIO
CBA3b:

- log — oTnpaska SNMP trap v 3anucb B }ypHan;

- error-disable — nepeBog, nopTa B cocToAHMe «error-disable»,
3anucob B KypHan u otnpaska SNMP trap.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHMIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-
directional detection
agressive

-/BbIKNOYEHO

Bk/tOYaeT arpeccuBHbIN pexmum onpeaeneHuns
OZlHOHanpas/IeHHOW cBA3W. Ecam oT coceagHero ycTpoictaa
nepecratoT npmuxoautb Ethernet OAM-coobLieHMA — IMHK
nomeyvyaeTcsa Kak 04HOHANPaBAEHHbIN.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOYAHWIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-
directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAWBaET BPeMEHHOM UHTepPBan 41a onpeaeneHuns Tmna
CBA3M Ha nopry.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOAYAHMIO.

KomaHObl pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENS.

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 5.108 — KomaHab! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear ethernet oam statistics
[interface

{ gigabitethernet gi_port |
fastethernet fa_port} ]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

Ounwaet ctatnuctnky Ethernet OAM gns ykasaHHOro
MHTepodeica.

show ethernet oam
discovery [interface {
gigabitethernet gi_port |
fastethernet fa_port}]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT cocTosiHMe npoTokona Ethernet OAM ana
yKasaHHoro nHtepdeiica.

show ethernet oam statistics
[interface gigabitethernet
gi_port | fastethernet

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT CTaTUCTUKY 06MeHa MPOTOKONbHbIMU
Cco0bLLeHMAMM o8 yKa3aHHOro uHTepdelica.

fa_port}]
show ethernet oam status Otobparkaet HacTpoliku Ethernet OAM ana yKasaHHoOro
[interface gi_port: (1..3/0/1..24); nHTepdeiica.

gigabitethernet gi_port |
fastethernet fa_port}]

fa_port: (1..3/0/1..24).

show ethernet oam uni-
directional detection
[interface
gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTObparKaeT COCTOAHME MEXaHM3Ma onpeaeneHus
OfiHOHanpaB/IeHHbIX CBA3EN A/1A YKa3aHHOro nHTepdeiica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= OTo06pa3unTb cOCTOAHME NPOTOKONA ANA NopTa gigabitethernet 1/0/3:

console#show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision:
Mode:

Unidirection:
Link monitor:

Remote loopback:

MIB retrieval:

3

active

not supported
supported
supported

not supported

Mtu size: 1500
console#

5.16.11 Hactpoiika npotokona CFM

Ethernet CFM (Connectivity Fault Management), |IEEE 802.1 ag — npegoctasnser QyHKUUU
HabntogeHUA, NoucKa W yCTpaHeHWA HewcnpaBHocTelt B ceTAx Ethernet, nossonss KoHTposvpoBaTb
coefiMHEHWe, M30/IMpoBaTb NPOBAEMHbIE YYAaCTKU CETU U UAEHTUPUUMPOBATL KAMEHTOB, K KOTOPbIM
NPUMEeHANNUCb OrpaHN4YeHnA B CETU.

MpoToKoa onepupyeT cneayrowmnmm NOHATUAMM:

— Maintenance Domain (MD) — y4yacTOK ceTW, NpuUHaANexKaluiA U ynpasBasemblii OOHUM
onepaTtopom;

— Maintenance Association (MA) — cOBOKYNHOCTb KOHe4YHbIX TouyeK (MEP), Kaxaasa ns Kotopbix
MMeeT OAMHaKOoBbIM uaeHTUdPuMKkaTop MAID (Maintenance Association Identifier),
onpeaensowmii TUN cepsuca;

— Maintenance association End Point (MEP) — KoHe4YHas ToYKa cepBuCa, PacNoNOMKeHHanA Ha ero
rpaHuue;

— Maintenance domain Intermediate Point (MIP) — npomeKyTo4Hasa ToUYKa OMeHa.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnua 5.109 — KomaHAabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBonos
level: (0..7)/0

Co3gaHue (nnm cmeHa ypoBHs) CFM gomeHa (MD) ¢ umeHem
«namex» 1 Nepexos, B PeXXUm KOHOUTYPUPOBAHUA SOMEHA.
- level — yposeHb CFM gomeHa.

Ypnanenune CFM gomeHa (MD) c umeHem «name».

KomaHObI pexcuma KoHgu2ypuposaHus 0omMmeHa

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXUME KOHPUTYPUPOBaHMA AOMEHa:

console (config-cfm-md) #

Tabnunua 5.110 — KomaHab! pexuma KoHpurypuposaHma CFM gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

id { dns dns | name name |
id mac mac_address
number | id null }

no id

name: (1..43) cumB0ONOB;

dns: (1..43) cumBonoB;
mac_address: (H.H.H naun
H:H:H:H:H:H nnan H-H-H-H-

H-H);
number: (0-65535)/
id name cooTBeTcTByeT
UMEHWN floMeHa

YKasaHue ngeHtuoumkatopa CFM gomeHa (MD). MmeHem
AOMEHa MOXKeT bbITb:

- dns — dns-ums;

- name — TEKCTOBasA CTPOKa;

- mac_address number — MAC-agpec v yncnosom
UAEHTUOUKATOP LOMEHA;

- null = NULL ngeHtTudmKatop.

YcTaHOBKa 3HaY€HUA N0 YMOYAHUIO.

service port
{vlan-id vian_id |
name name |
number number}

no service port

service vlan vian
{vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094);
name: (1..45) cumBonoB;
number: (0..65535)

Co3zpaHue CFM-cepsuca (MA) 6e3 npuBasku K VLAN u
nepexos B peKUm KOHOUIypupoBaHua cepeuca.

Ypanenune CFM-cepsuca (MA).

Co3paHue CFM-cepsuca (MA) npusasaHHoro K VLAN ¢
HOMepoM «vlan» n nepexo, B pexxMm KOHGUrypupoBaHna
cepsuca. MmeHem cepsuca MoxeT 6bITb:

-vlan_id — Homep VLAN;

- name — TeKCTOBaA CTPOKA;

- number —4ncnoBov naeHTUdUKaTop.

Ynanenune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢
Homepom «vian_id».

mip auto-create
mep-only]

[lower-

no mip auto-create

-/BbIKOYEHO

BK/ItOYEHWE aBTOMATUYECKOrO CO34aHMA NPOMEKYTOUHbIX
ToueK cepsuca (MIP). MpomexyTouHble TouKM cepsuca (MIP)
€O3[al0TCA Ha BCex NopTax, Ha KoTopblx nponucaH VLAN
cepsuca.

HeobasatenbHbili napameTp «lower-mep-only» UcKAouaer n3
CMWCKa NOPTbl, Ha KOTOPbIX Y»Ke CO34aHa KOHeYHas ToYKa
cepsuca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkUme KOHGUryprupoBaHna gomeHa:

console (config-cfm-ma) #
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Tabnunua 5.111 — KomaHab! pexkuma KoHdpurypuposaHma CFM cepsuca (MA)

Komanda 3HayeHue/3HavyeHue Neiicmeue
no yMmoa4YaHuro
;::tr;t::;ty-check interval interval: (1, 10, 100, 600) | YcTtaHOBKa UHTepBana otnpasku Continuty Check coobuueHni.
- - cekyHa/1 cekyHaa
no continuty-check interval YcTaHOBKa 3Ha4Y€HUA N0 YMOAYaHUIO
direction down YcTaHaBAWBaET Hanpas/ieHWe KOHEYHOM ToukK cepauca (MEP)
B HUCXOZALLEE.
no direction down ) YcTaHaBAMBAET HanpaBieHWe KOHeYHoW ToUKM cepsuca (MEP)
B BOCXOAsLLee.
mep id [JobaBneHune KoHeyHOM ToukK cepauca (MEP) ¢
naeHTndukaTopom «id» K JaHHOMY cepsucy.
[laHHOW KOMaHAO OCyLLeCTBAAETCA TONbKO
id: (1..8191) npusaska MEP K cepsucy. MEP co3paetca B pexxume
KOHUrypmupoBaHua uHtepdeiica.
no mep id YpaneHue KoHe4yHol Touku cepeuca (MEP).
mip auto-create BK/ItOYEHWE aBTOMATUYECKOro CO34aHMNA NPOMEKYTOUHbIX
[ { lower-mep-only | none }] Touek cepsuca (MIP). NMpomexkyTouHble TouKkK cepeuca (MIP)
€03/43at0TCA Ha BCeX NopTax, Ha KoTopbix nponucaH VLAN
-/vcnonb3yetca pexkum, | cepsuca. HeobssaTenbHble napameTpbl:
CKOHPUIYpUPOBaHHbI —  lower-mep-only — ncknto4aeT U3 cnucka NopTbl, Ha
ONA [OMEHa, B KOTOPOM KOTOPbIX yKe CO34,aHa KOHeYHan TOYKa cepsuca
HaxoAWUTCs cepBuc (MEP);
—  none — He c03/aBaTb aBTOMaTUYECKMU
NPOMEXKYTO4YHble TOYKM cepsuca (MIP).
no mip auto-create YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHLHOM CTPOKM B pexkMme KOHPUurypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 5.112 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOMYAHUIO

ethernet cfm mep mep_id

R . CospaHue Ha uHTepdelice KOHeYHOW Touku cepeuca (MEP) ¢
domain domain_name

naeHTMoMKaToOpom mep_id AnA yKasaHHOro cepsBuca B

service {vlan-id vian_id | mep_id: (1..8191);

name name | number domain-name: (0..32) K;l(gl?;aHHOM OOMEHe 1 Nepexos, B peXXUM KOHGUTypMpoBaHuA
number} CMMBOOB; )

no ethernet cfm mep vlan_id: (1..4094);

mep_id domain name: (0..45) cumBONOB;

domain_name service number: (0..65535) YpaneHne KOHEYHOM TOYKM cepBUCa C MHTepdeiica.

{vlan-id vlan_id | name
name | number number }

KomaHObI pexcuma KoHgu2ypuposaHUSa KOHEeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHGUIypUpoBaHUa AOMeEHa:

console (config-if-cfm-mep) #

Tabnnua 5.113 — KomaHab! pexkuma KoHdpurypuposaHma CFM KoHeuHoM Touku (MEP)

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
active BK/toYeHWe KoHe4yHoW Touku cepsuca (MEP).
- -/BblKNIOYEHa
no active YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
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continuty-check enable

no continuty-check enable

-/BblKNIOYEHa

BkntoyeHue otnpasku Continuty Check coobuieHui.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

COs cos

Nno Cos

cos: (0..7)/7

YcTaHoBKa 3HayYeHusa npuopuTteTa CoS, ¢ KoTopbim 6yayT
oTtnpasnaTbes Continuty Check coobueHus.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKaszaHue MHTepBasa 3aflePHKKK, N0 UCTEYEHUN KOTOPOro
6yLeT reHepnpoBaThCA aBapus.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKazaHue NpoMeKyTKa BpeMEHU, N0 UCTEYEHUM KOTOPOTo
npounsonget cbpoc aBapum.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

-/mac-remote-erro r-xcon

BKkntoueHne yBefoMAEHUI ANsA onpeaeneHHbIX TUNos
Ccob6bITHIA.

Tunbl cObbLITUI:

- all — Bce cobbitna DefRDI, DefMACStatus, DefRemote,
DefError, DefXcon;

- error-xcon — 70/1bko cobbiTus DefError n DefXcon;

- remote-error-xcon — To/1bKo cobbitua DefRemote, DefError u
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/1bKo cobbiTne DefXcon;

- none — yBeAOM/IEHUSI OTK/HOYEHbI.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma privileged EXEC:

console#

Tabnunua 5.114 — KomaHab! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OtobparkaeT nHdopmaumio 06 ykasaHHOM AomeHe uam 060
BCEX.

show ethernet cfm errors

OTobparkaeT MHPopmaumio 06 owmnbkax Continuity Check
npoToKona.

show ethernet cfm
maintenance-points { local
| remote }

OTobparkaeT MHGOPMALMIO O IOKAJIbHbIX MU YAANEHHbIX
KOHEUHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBONOB;
mac-address: (H.H.H uan
H:H:H:H:H:H nan
H-H-H-H-H-H);
number: (0..65535)

OTobparkaeT MHGOPMALLMIO O NPOMEXKYTOUHbIX TOYKAX CepBUCa
(MIP) ans yKasaHHOro LOMEHA UK ANA BCEX.

show ethernet cfm
statistics

Otobparkaer CFM-CTaTUCTUKY ANA BCEX JOMEHOB.

show ethernet cfm
statistics domain
domain-name service {
vlan-id vian_id | name
name | number number }

domain-name: (0..32)
CMMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cMMBONOB;
number: (0..65535)

Otobparkaetr CFM-CTaTUCTUKY AN YKa3aHHOIO JOMeHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

OTobparkaeT CFM-CTaTUCTUKY A/18 YKa3aHHOW KOHEYHOW TOYKM
cepsuca (MEP).
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5.16.12 Hacrpoitka ¢pyHKuumn Layer 2 Protocol Tunneling (L2PT)

®yHKums Layer 2 Protocol Tunneling (L2PT) no3BonsieT NponycKaTb CAyKebHble NakeTbl pasiMyHbIX L2-
npoTtokosaos (PDU) yepes ceTb nNpoBaitaepa, YTO NO3BOMAET KNPO3PAYHO» CBA3ATb KJAMEHTCKME CEFMEHTbI
cetu.

L2PT uHKkancyaupyer PDU Ha rpaHMYHOM KOMMYyTaTope, nepenaer WX Ha ApYyron rpaHUYHbIN
KOMMYTaTOp, KOTOPbIN 0XNAAET cneunanbHble MHKANCyIMPOBaHHbIe Kaapbl, @ 3aTeM AEKaNCyNPyeT UX, 4To
No3B0/IAET NO/b30BaTENSAM NepesaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBaiaepa.

KommyTtatopbl MES1000, MES2000 npenocTaBastoT BO3MOMKHOCTb MHKAMCy/IMPOBaATb CAYXKebHble
naketbl npotokonos STP, LACP, LLDP, IS-IS, PVST.

lpumep

Ecan BratounTb L2PT ana npotokona STP, To KommyTtatopsl A, B, C u D 6yayT o6beanHeHbl B 04HO
cBA3ylolLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTATOpP A He coeAMHEH HAanpAMYo ¢ KommyTaTtopamm B, Cun
D. UHdopmaLma 06 n3smeHeHUM TONOSIOTMM CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Switch 1 Service Provides’s

[ [PoY] |

Switch 2

PucyHok 30 — lMpumep

Anzopumm pabomel (pyHKyUOHana:

Unkancynayusa
1. Bce L2 PDU nepexsaTbiBatoTca Ha CPU;
2. Nopcuctema L2PT onpepenser L2 NpoOTOKO/, KOTOPOMY COOTBETCTBYET MpWHATbIM PDU, u
npoBepsAeT, BKAOYEHA /I Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpowka I2protocol-tunnel
ANA gaHHoro L2 npoToKona.

Ecnu HacTpolika BKAtoyeHa, To:

= B0 Bce nopTbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHENMPOBaHWe, oTnpasaaetca PDU-dpeilim;
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= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKJOYEHO TYHHEAMPOBAHWE, OTNpaBAAeTcA
WMHKaNcynnMpoBaHHbii PDU-dppelim (ncxoaHbit ¢perm ¢ Destination MAC-agpecom,
M3MEHEHHbIM Ha TYHHE/IbHbIN);

Ecan HaCTPOﬁKa BblK/1lOYEHa, TO!

= PDU-dppeitm nepegaercs B 06paboTuMK COOTBETCTBYIOLLENO NPOTOKOAA.

Aekancynayua

1. PeanusoBaH nepexsat Ha CPU Ethernet-¢ppeinmos c Destination MAC-agpecom, 3agaHHbIM Npu
nomoLm KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAHOYAETCA TO/bKO
Torga, Koraa xots 6bl Ha OAHOM MOPTY BK/OYEHA HacTpolKka |2protocol-tunnel (HesaBucumo ot
npoToKoa).

2. Mpwn nepexsaTte naketa ¢ Destination MAC agpecom XX-XX-XX-XX-XX-XX OH CHa4da/jia nonagaeT B
nogacuctemy L2PT, koTtopaa onpegensaeT L2 npoTtokon gna gaHHoro PDU no ero 3arosioBKy u
NpoBepPSsET, BKAOYEHA M HA NMOPTY, C KOTOPOro NPUHAT MHKaNCyMpoBaHHbIN PDU, HacTpoiKa
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/TlO4€HaQ, TO:

= MOPT, C KOTOPOro 6blN NOAYYEH MHKAMNCYANPOBaHHbIM PDU-ppeiim, 6aoKnpyeTca ¢ npudmnHom 12pt-
guard.

Ecnun HacTpoiiKa BbIKAOYEH], TO:
= Bo Bce noptbl VLAN, Ha KOTOpbIX BK/OYEHO TYHHENMPOBaHWe, OTnNpasBaseTca
AeKancynmpoBaHHbIi PDU-bpeinm;
= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BbIKJOYEHO TyHHeE/NWpoOBaHWe, OTnpasfseTcA

MHKancyAnposaHHbIi PDU-bpeiim.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma rinobanbHoro KOHPUryprmpoBaHumsa:
console (config) #

Tabnnua 5.115 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUIo
12protocol-tunnel address mac_address: 3agatb  MAC-agpec Ha3HayeHuMA ANA  TYHHeEAUPyeMbiX
[mac_address] (01:00:ee:ee:00:00, dperimos.
no I2protocol-tunnel 01:00:0c:cd:cd:dO, YCTaHOBWUTb 3HaYEHME MO YMOYAHUIO.
address 01:00:0c:cd:cd:d1,

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet

V' Ha rpaHnyHOM nHTepdeiice aomKeH 6bITb OTKAIOUEH NpoToKon STP (spanning-tree disable)

IpaHMuHbIN uHTepdeiic aonKeH 6biTb HACTPOEH B peXKMme access uaum customer
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BuAa 3anpoca KOMaHAHOW CTPOKM B pPeXMME KOHPUrypmpoBaHua nHtepdeica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 5.116 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 |
isis-12 | eth-fc | pvst}

no I12protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
eth-fc | pvst}

-/BbIKNOYEHO

Bk/loYeHWe perkmuma MHKancynauMmM nakeTos 414 NPOTOKOI0B
STP, LACP, LLDP, IS-IS, PVST.

BblKntoueHne  pexkuma  MHKancynauuu
npotokonos STP, LACP, LLDP, IS-IS, PVST.

nakeTos AnAa

12protocol-tunnel cos cos

3apaTtb 3HaveHue CoS gns 3anakoBaHHbIXx PDU-dpeiimos.

threshold

no I2protocol-tunnel
drop-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

(1..4096)/BbIKNtO4EHO

cos: (0..7)/5
no I2protocol-tunnel cos YctaHoBKa CoS B 3HaYeHMe No YyMOAYaHUIO.
12protocol-tunnel HacTpolika noporoBoro 3HayeHua CKOPOCTU BxoasAwmx PDU-
drop-threshold {stp | dpeiimoB (B MaKeTax B CEKYHAY), MONYYEHHbIX U NOANEKALLMX
lacp | lidp | isis-I1 | MHKaNCcynaumm. Mpun npeBsbIeHnn nopora PDU
isis-12 | eth-fc | pvst} treshold: oTbpacbiBatoTCS.

OTKAOYaAeT peXXMM KOHTPONA CKOpOCTU BxogAwmx PDU-
dpeiimos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}
threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

treshold:
(1..4096)/BbIKNOYEHO

HacTpolika noporoBoro 3HayeHua CKOPOCTU BxoasAwmx PDU-
dpeiimoB (B MaKeTax B CEKYHAY), MONYYEHHbIX U NOANEKALLMX
MHKancynaumu. [Mpu  npesBbleHMM nopora nopTt 6ypet
nepeseaeH B coctosiHune Errdisable (oTkntoueH).

OTKNIOYaeT peXkMM KOHTPOAA CKopocTu Bxogawmx PDU-
dperimos.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.117 — KomaHab! pexxkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT uHpopmauuto L2PT ansa ykasaHHoro nHtepdelica
WA pNa BCex MHTepPdEelicoB, Ha KOTOpbIX BKAtoYeH L2PT, eciu
nHTepdeiic He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port | fastethernet
fa_port | port-channel
group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OuuncTKa cTaTucTMKM L2PT ana ykasaHHoro uHtepderica nam
ons Bcex WMHTepdelicoB, Ha KoOTopbix BKAtoveH L2PT, ecawm
MHTepdenc He yKasaH.
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  YCTaHOBUTb TyHHenbHbI MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKAHOUUTL OTNpPaBKY
SNMP traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHne drop-treshold u
shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUUTb pexknum TyHHennpoBaHusa STP Ha nHTepdeice, ycTaHOBUTbL 3HaYeHne CoS nakeToB
BPDU paBHbIim 4, BKAOYNTb KOHTPO/Ib CKOPOCTM BXOAALLMX NnakeTos BPDU.

config) # interface FastEthernet 1/0/1
config-if) # spanning-tree disable
config-if) # switchport mode customer
config-if) # switchport customer vlan 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4

)

)

console
console
console
console
console
console
console
console

config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

—~ e~~~ o~~~

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/0/1 4 stp 100 40 650 0 450

[Mpumepsbi coobweHuli o cpabameisaHUU mMpu22epa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
fal/0/1

12-Nov-2015 14:32:35 %$-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface fal/0/1

5.17

Voice VLAN

Voice VLAN wucnonb3yetca ana BblgeneHua VolP-obopyaoBaHus B otaenbHyto VLAN. Ona VolP-

dpelimoB MmoryT 6bITb HaszHauyeHbl Q0S-aTpmbyTbl Ans NpuopuTesaumm Tpaduka. Knaccudukauma dpelimos,
oTHocAlmxca K dpelimam VolP-obopyaosaHus, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) otnpasutena. HasHauyeHue Voice VLAN pgns nopta npoucxoaut
aBTOMaTMYECKM - Korga Ha nopT noctynaet ¢ppeiim ¢ OUI ns Tabanybl Voice VLAN. Koraa nopT onpegensetcs,
Kak npuHagnexxawmin K Voice VLAN — gaHHbIN nopT gobasnserca o VLAN Kak tagged. Voice VLAN npumeHum
ONA CNefyroLWnX CXem:

— VolP-obopyaoBaHue HacTpamBaeTcs, YTobbl paccbliaTbh TerMpoBaHHble NakeTbl ¢ Voice VLAN
ID, HacCTpOEeHHbIM Ha KOMMYTATOpPE;

— VolP-obopyaoBaHue paccbinaeT HeTernposaHHble DHCP-3anpockl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuma 132, cogepkawasa VLAN ID, koTopblii VOIP-ycTpoiACTBO aBTOMaTUYECKM
HasHauaeT cebe B Kauectse VLAN gns mapkuposku VolP-tpaduka (Voice VLAN ID);

— VolP obopyaosaHue nonyyaet Voice VLAN ID B lldp-med coobuieHusx.

Cnuncok OUl nponssoauteneit VolP-o60pyaoBaHUA, AOMUHUPYIOLWNX HA PbIHKE.
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(0]V]} dupma-npoussoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0O:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
V Voice VLAN moxeT 6bITb aKTUBUPOBaH Ha nopTax, pabotatowmx B pexkume trunk n general.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypupoBaHusa:

console (config) #

Tabnnua 5.118 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus
3Ha4yeHue/3HayeHue no
ymon4yaHuro

KomaHoa Aeiicmeue

voice vlan aging-timeout
timeout

YcTaHaBAMBaeT TalmayT ANA NopTa, NPUHAANEKALLEro K
voice-vlan. Ecau ¢ nopTa B Te4eHWe 3a4aHHOMO BpeMeHU He
6b1n10 dperimos ¢ OUI VolP-o6opypoBaHus, To voice vlian
yZanseTcs ¢ JaHHOTo NopTa.

BoccTaHaB/MBaEeT 3HaUYeHWe No YMONYAHMIO.

timeout: (1..43200)/1440

no voice vlan aging-
timeout
voice vlan cos cos [remark]

YcraHasnusaeT COS, KOTOpPbIM MapKupytoTca dpelimsl,
npuHaanexawme Voice VLAN.
BoccraHaBnuBaeT 3HaYeHMe N0 YMONYAHUIO.

cos: (0..7)/6

no voice vlan cos

voice vlan id vian_id

no voice vlan id

vlan_Id: (2..4094)

YcraHasavBaeT naeHtudumrkatop vlan_id ana Voice VLAN

Yapanset ugentuoukatop vlan_id ana Voice VLAN
Dns ypanenua naeHtudukaropa vlan_id tpebyerca
npeABapUTeNbHO OTKAOUUTb PYHKLMIO Voice vian
Ha BCex noprax.

voice vlan oui-table
{add oui|remove oui}
[descript]

no voice vlan oui-table

descript: (1..32) cumBonos

MNo3BonseT pegakTMposaTb Tabanuy OUL.
- descript — onncaHue oui;
- oui — neps.ble 3 baitTa MAC-agpeca.

Ypanset Bce Nnonb3oBaTenbckmue nameHeHma OUI-Tabanubl.

voice vlan state
{oui-enabled | disabled}

no voice vlan state

-/BbIKAOYEHO

BKAtOUNTb/OTKNOUMTL Voice VLAN

BepHyTb 3Ha4Y€HME MO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmume KoHPUrypmposaHua uHtepoeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #
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Tabnnuya 5.119 — KomaHgb! pexkuma KoHpuUrypuposaHua nHtTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

voice vlan enable

no voice vlan enable

-/BbIK/IIOYEHO

Bkntouaet Voice VLAN ansa nopra.

OTtkntouvaet Voice VLAN gns nopTa.

voice vlan cos mode
{src]all}

no voice vlan cos mode

BK/lOYaeT MapKMpPOBKY TpaduKa a4na Bcex dperimos, NM6o
TONbKO A/1A UCTOYHMKA.

BoccTaHaBnvBaeT 3HavYeHMe No YMOJTHAHUIO.

voice vlan secure

no voice vlan secure

-/BbIK/IIOYEHO

BkntouaeT 6e3onacHbiit pexkum ana VLAN. KomaHaa
NPYMEHAETCA TO/IbKO K NOpTam, KoTopble bblin gobasneHbl K
Voice VLAN aBTOMaTU4YECKM.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 5.120 — KomaHgb! pexkuma KoHdurypuposaHma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show voice vlan type oui
[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OT1obparkaeT coctosiHme Voice VLAN.

5.18 Ipynnosasa agpecauus

5.18.1 MNpaBuna rpynnosoii agpecauymmn (multicast addressing)

[aHHbIA Knacc KOMaHA, npegHasHadeH AAA 33a[aHWA NpasBua FPynnoBoM agpecaumm B CeTUM Ha
KaHa/IbHOM U ceTeBOM YpoBHAX mogenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if)#

Tabnnua 5.121 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica VLAN

3HayeHue/3HayeHue no

no bridge multicast mode

Komanda OnucaHue
YMOAYAHUIO
bridge multicast mode 3aZaeT peXnm rpynnoBon nepesaym OaHHbIX.
{mac-group | ipva-group |
ipv4-src-group} - mac-group —MHoroagpecHas nepegaya, ocHoaHHas Ha VLAN
n MAC-apgpecax;
- ipv4-group — MHOroagpecHaa nepegaya C TUMNOM
-/mac-group dunbTpaumm, ocHoBaHHbIM Ha VLAN n agpece npuemHuKa B

dopmarte IPv4;
- ip-src-group — MHOroaZpecHas nepegaya C TUNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN u agpece oTnpasuTens B
dopmarte IPv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast address
{mac_muliticast_address |
ib_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[obasnaeT rpynnoBoi agpec B Tabmuy rpynnoBoi agpecaumm
U cTaTU4ecku aobasnseT uam yaanaet uHtepdencobl U3 rpynneoi.
- mac_muliticast_address — rpynnosoit MAC-agpec;
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[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

no bridge multicast
address
{mac_muliticast_address|
ip_muliticast_address}

- ip_muliticast_address — |P-aapec MHOroagpecHowm paccbliku;
-add - pobasnseT ctaTMyeckyto NoAnNMCKy K rpynnosomy MAC-
afpecy amanasoH Ethernet-nopTtos unau rpynn noptos.

- remove — yaanseT CTaTUYECKYo NOAMMUCKY.

MepeuncneHve nHTephENCOB OCYLLLECTBAAETCA YEPE3 «—» U «,»

YpanseT rpynnosow agpec us tabaunupl.

bridge multicast forbidden
address
{mac_muliticast_address |
ip_muliticast_address}
{add | remove} {
gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast
forbidden address
{mac_muliticast_address |
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpelLaeT NOAK/IOYEHNE HACTPaMBAaEeMoro nopta/mopTos K
rpynne, 3alaHHOM rpynnoBbIM apecom.

- mac_muliticast_address — rpynnosoit MAC-agpec;

- ip_muliticast_address — |IP-appec MHOroapecHom paccbl/iku;
- add — no6aBneHne NopTa/NOPTOB B CNUCOK 3aNpPELLEHHBIX;

- remove — yaasneHune nopta/nopToB U3 CNUCKa 3anpeLLeHHbIX.
MepeuncneHve MHTepPENCOB OCYLLECTBASETCA Yepes
«».

«=» U

YpanseT 3anpelyatoLee Npasuao 414 rpynnoBoro agpeca.

bridge multicast
forward-all

{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nepegava Bcex
MHOrOapecHbIX NaKeTos
3anpeLeHa

PaspeluaeT nepesayy BCEX MHOrOaApeCHbIX MAKETOB Ha NOPTy.
- add — po6asnser nopTbl/06bEAMHEHHbIE MOPTbI B CMMUCOK
NnopToB, A1 KOTOPbIX paspelleHa nepesaya BCex rpynmnosbix
NaKeTos;

- remove — y6upaet rpynny noptos/o06beguHEHHbIX MOPTOB U3
paspeluatoLero npasumna.

MepeuncneHme nHTEPHENCOB OCYLLLECTBAAETCA YEPES «—» U «,»

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nopTam He 3anpeLLeHo
ANHAMUYECKu
npucoeanHATLCA K
MHOroaZpecHow rpynne

3anpewaet nopTty nob6asnaTbcA K
MHOroaZpecHom rpynne.

- add —pob6asnser nopTbl/06beAUHEHHbIX MOPTbl B CMMCOK
nopToB, A/1A KOTOPbIX 3anpelleHa nepeaya Bcex rpyrnnosbIxX
nakeToB;- remove — ybupaet rpynny noptos/o6beguHeHHbIX
NopToOB M3 3anpeLyatoLLero npasuia.

MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPES K—» U «,»

ANHaMUYECKN

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ip-address
ib_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast
ip-address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Peructpupyet IP-agpec B Tabauue rpynnoBoi agpecaumu, u
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_muliticast_address — rpynnoso# IP-agpec;

-add — pobasnser nopTobl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbl;

MepeuncneHne nHTepdENCcoB OCYLLECTBAALRTCA Yepes «—» U «,»

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ib_muliticast_address {add
| remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden ip-address
ib_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpelyaet nopty pobasnatbea K

MHOroaZpecHoit rpynne.

- ip_muliticast_address — rpynnosoit IP-agpec;

-add — pobasneHve NopTa/NOPTOB K CMMCKY 3aMpeLeHHbIX;

- remove — yasneHue nopTa/nopToBs M3 CMCKa 3anpeLLeHHbIX.

MepeuncieHve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»
Mpexae 4Yem onpepenuTb 3anpelueHHble NopThl,

V rpynnbl MHOFOQAPECHON PacCbIIKU AO/IKHbI 6bITb

3aperucTpMpoBaHbl.

ANHaMUYeCKn

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.
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bridge multicast source
ip_address group
ip_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcraHaBAuBaet cooTBeTcTBME mexay IP-agpecom
Nnonb30BaTeNA U rpynnosbIM aApecom B Tabsuue rpynnosom
afpecauuu u ctatudecku fobasnset/yaanaer uHTepdeiicol u3
rpynnel.

- ip_address —ucxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — go6asuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yAannTb NOpTbl M3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTraHaBAusaet 3anper Ha fobaeneHve/ynanerue
cooTBeTCcTBUA mexay IP-agpecom nonb3oBaTensa v rpynnosbiM
agpecom B Tabnuue rpynnosBoW  agpecaumu  AnA
onpefeneHHoro nopTa.

- ip_address —ucxogHbint IP-agpec;

- ip_muliticast_address — rpynnosotit IP-agpec;

- add — 3anpeT Ha gobaBneHune nopTa B rpynny mcxogHoro IP-
appeca;

group: (1..16). - remove — 3anpeT Ha yaneHue nopTa M3 rpynmnbl MCXOAHOO
IP-agpeca.
no bridge multicast BoccTaHaB/MBaET 3HaYeHMeE MO YMONYAHWUIO.
forbidden source
ip_address group
ip_muliticast_address
bridge multicast ipvé mode 3apaeT pexum rpynnoBon nepeaayn aaHHbix gna IPv6-naketos
{mac-group | ip-group | MHOr0apecHOM PacCbIIKu.
ip-src-group} - mac-group — MHOroagpecHasa nepefaya, OCHOBAHHAA Ha
VLAN un MAC-agpecax;
- ip-group — mHoroagpecHas nepegaya c TMnom dbuabTpaLum,
-/mac-group 0OCHOBaHHbIM Ha VLAN 1 aapece npuemHuKka B popmarte IPv6;

no bridge multicast ipv6
mode

- ip-src-group — MHOroaZipecHaa nepegaya C TUNOM
dunbTpaymm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasutens B
dopmare IPv6.

YcTaHaBAMBaEeT 3HAYeHue Mo YMOANYaHUIO.

bridge multicast ipv6
ip-address
ibv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Peructpupyet rpynnosoit IPv6-agpec B Tabauvue rpynnosow
afapecauun n ctatuyecku gobasnset/yaanser uHrepdeiicol us
rpynnbi.

- ip_muliticast_address — rpynnoso# IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbl;

Mepeuncnerme nHTepdENCcoB OCYLLECTBAAETCA Yepes «—» U «,»

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

3anpeLiaeT NOAKNIOYEHWME HACTPaMBaemoro nopta/mopToB K
rpynnosomy IPv6-agpecy.

- ip_muliticast_address — rpynnoso# IP-agpec;

- add —go6aBneHune NopTa/NOPTOB B CNMUCOK 3anpeLLeHHbIX;

- remove —yganeHve nopTa/NnopToB U3 CNUCKa 3anpeLLeHHbIX.
MepeuncneHve HTepPdEcoB OCYLLLECTBNACTCA Yepes «—» U «,»

BoccTaHaBnMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6
source ipv6_address group
ibv6_muliticast_address
[[add | remove]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcraHaBAuBaet cooTBeTcTBME mexay IPv6-agpecom
nonb3oBaTeNa W rpynnosbIM agpecom B Tabauue rpynnosoi
afpecauuu u ctatudecku fobasnaet/yganaer uHTepdeiicol u3
rpynnol.
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{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address

- ipv6_address —ucxoaHbiii IP-agpec;

- ip_muliticast_address — rpynnosoii IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove - yAanuTb NOPTbI U3 rPynnbl UcxofHoro IP-agpeca.

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

bridge multicast ipv6
forbidden source
ibv6_address group
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcraHaBnAusaet 3anper Ha fobaeneHvie/ynanerHue
cooTBeTCTBMA  Mexay IPv6-agpecom nosnb3oBatena v
rpynnosbiM agpecom B Tabnuue rpynnosoi agpecaumn ans
onpefesneHHoro nopTa.

- ip_address —ucxogHbiv IPv6-appec;

- ip_muliticast_address — rpynnosoti IPv6-agpec;

- add —3anpeT Ha gobaBneHne NopTa B rpynny ncxogHoro IPve-
afpeca;

- remove — 3anpeT Ha yAajeHne nopTa U3 rpynnbl UCXO4HOFO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOHAHWUIO.

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

-/forwarding

YcraHaBnusaet npasuio nepegauu nakeToB c
HEe3aperucTpupoBaHHbIX FPYNNOBbIX afPecos.

- forwarding - nepegaBaTb  He3aperncTpupoBaHHble
MHOroaZpecHble NakeTbl;

- filtering -  dunbTpoBaTL

MHOroagpecHble nakeTbl.

He3aperncTpupoBaHHble

YcTaHaBAMBaeT 3HaYeHne No YMONAYAHUIO.

KomaHObI pexcuma KoHgpuaypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

consolet#configure

console (config) #interface {gigabitethernet gi port |
port-channel group}

console (config-if) #

fastethernet fa port |

Tabnnua 5.122 — KomaHabl pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

Komanda 3HayeHue/3Ha4yeHue no Onucanue
yMoOA4YaHuIo
bridge multicast YcTaHaBAuBaeT npasuio nepegauu nakeToB c
unregistered {forwarding | He3apermcTpMpoBaHHbIX FPYMMNOBbIX a4pPecos.
filtering} - forwarding - nepepaBaTb  He3aperncTpMpoBaHHbIEe
fforwarding MHOF(-')a,D,F-)ECHbIe naKeTbl;
- filtering —  ¢wunbTpoBaTb  HE3aperucTpMpoBaHHble
MHOrOaipecHble NaKeTbl.
no bridge multicast YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
unregistered

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnunua 5.123 — KomaHAabl pexuma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

-/BbIK/IIOYEHO

BkAtoYaeT GUALTPALLMIO FPYNNOBbIX a4Pecos.

OTKAtOYaET GUNLTPALLMIO FPYNNOBbIX a4PECOB.

mac address-table
aging-time seconds

no mac address-table
aging-time

seconds: (10..86400)/300
CeKyHA,

3apaet Bpema xpaHeHna MAC-agpeca B Tabnuue rnobanbHo.
Bpemsa xpaHeHua MAC-agpeca, HaunHaa ¢ 600 cekyHA, MoOXKeT
6bITb 334aHO TO/IbKO € MHTepBasiom B 300 cekyHa. (900, 1200,
1500 u t.4).

Mpu manbix 3HaYeHUsAX aging-time (ao 600 cekyHA) AonycTuma
NorpeLwHoCTb, Con3mMepmumas ¢ ero 3HadyeHnem. C ysennyeHnem
3HayeHWA aging-time norpewHoOCTb HUBEAUPYETCA..

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vlan_id

seconds: (10..86400)/300
CeKyHA;
vlan_id: (1..4094)

3agaeT Bpems xpaHeHua MAC-agpeca B Tabnuvue gna VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/
BK/IKOYEHO

Bkatountb nsyvyeHne MAC-agpecos B gaHHOM VLAN

OTKNOUNTb M3yyeHne MAC-agpecos B gaHHOmM VLAN

mac address-table static
mac_address vlan vian_id
interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address ] vlan vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

LdobasnaeT ncxogHbit MAC-agpec B Tabaunuy rpynnosom
afapecaumu.

- mac_address — MAC-agpec;

- vlan_id —Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXHO Y4anuUTb TObKO C
NoMOLLbIO KOMaHAbl no mac address;

- delete-on-reset — naHHbIN agpec yaanuTtca nocne
nepesarpysKku ycTpoicTBa;

- delete-on-timeout — gaHHbIV agpec yaanuTca no Taim-ayTy;
- secure — flaHHbI agpec yAaAnTCA TONbKO C MOMOLLbIO
KOMaHApb! o mac address nav nocne Bo3BpaLleHUa nopra B
pexum obyyeHus (no port security).

Yaanaetr MAC-agpec 13 Tabauubl rpynnoBoi agpecauuu.

bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | lic-snap pid ]
{discard | bridge}

no bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | lic-snap pid ]

ethtype: (0x0600 - OXFFFF);
sap: (0 - OXFFFF);
pid: (O - OXFFFFFFFFFF)

OnpegaenseT fencTsne ona NakeTos MHOrOaApecHon
Paccbl/IKK C 3ape3epBMpPOBAHHOrO agpeca.

- mac_muliticast_address — rpynnosoit MAC-agpec;
- ethtype — Tvn naketa Ethernet v2;

- sap —Tvn naketa LLC;

- pid — T1n naketa LLC-Snap;

- discard — cbpoc naketos;

- bridge — nakeTbl nepegatoTca B pexkmme bridge.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3agaHune anunHbl xewa B Tabamue MAC-agpecos.

mac address-table
notification flapping

-/BKAOYEHO

BkAtounTb GyHKLMIO 06HapykeHua dnannuHra MAC-agpecos.
dnannuHr obHapyKMBaeTCA, eCNU BbINONHAETCA Credytollee
ycnosue: guHamuyeckas sanucb 8 MAC-Tabamue meHaeT nopt
yeTblpe pasa, NPU 3TOM MeXAY KaXKA0N CMEHOW NPoXoamT He
6onee 2 cekyHg, (TOYHOCTb U3MEpPEeHUn - 04HA CEKYHAA).

no mac address-table
notification flapping

BbIKNt0UNTb GYHKLUMIO 0BHapyXKeHus daannuHra MAC-
ajpecos.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnuua 5.124 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HauyeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group} ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Yaansaet cratnyeckme/aMHamuyeckve 3anucu ns Tabaumubl
rpynnoBoi agpecayum.

- dynamic — yaaneHve guHamnyeckux 3anucen;

- secure — yaneHune CTaTU4eCKMX 3anucei.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 5.125 — KomaHab! pexuma EXEC

KomaHoa

3HavyeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

[address mac_address ]

show mac address-table
count

[vlan vian_id |

interface
{gigabitethernet gi_port |
fastethernet fa_port |

port-channel group} 11

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT Tabamuy MAC-agpecos ana yKasaHHOro
MHTepoeica, NMbo Bcex MHTepdeicos.

- dynamic — npocMoTp TOIbKO AUHAaMUYECKUX 3anucen;
- static —MpocMoTp TONIbKO CTaTUYECKUX 3anucen;

- secure —NMPOCMOTP TO/IbKO 6e30NacHbIX 3anucen;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN;

- mac-address — MAC-aapec.

Moka3sbiBaeT KoAnYecTBo 3anuceit B Tabnmue MAC-agpecos
ONA yKa3aHHOro uHtepderica, imbo ana sBcex nHTepdeicos.

show bridge multicast
address-table

[vlan vian_id]

[address {
mac_muliticast_address |
ipv4_muliticast_address |
ibv6_muliticast_address}]
[format {ip | mac}] [source

{ipv4_address
|ipv6_muliticast_address}]

vlan_id: (1..4094)

Moka3sbiBaeT TabauLy rpynnoBbIX afpPecoB A/1A YKasaHHOTo
uHTepdeiica, nmbo Bcex HTepdeiicos VLAN (KomaHaa
[OCTYNHA TOAbKO A1 NPUBUAETMPOBAHHOIO No/b30BaTeNs).

- ip — nokasbiBaTb No IP-agpecam;
- mac — nokasbiBatb no MAC-agpecam;
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
address-table static

[vlan vian_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy CTaTUYECKMX FPYyNMnoBbIX aApecos ANA
yKasaHHoro nHtepdeiica, imbo Bcex nHTepdeicos VLAN.

- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.
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show bridge multicast MokasbiBaeT KOHbUrypaLmio GuUAbTPa rPyNnoBbIX a4PEcos AnA
filtering vian_id yKkasanHoro VLAN.

- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;
- ipv4_multicast_address — rpynnosoti IPv4-aapec;
vlan_id: (1..4094) - ipv6_multicast_address — rpynnosoit IPv6-agpec;
- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoOM Tabanupl;

- ipv4_source_address — IPv4-appec UCTOYHUKa;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.

show bridge multicast MoKasbiBaeT KoOHbUrypaumio punbTpa ana

unregistered gi_port: (1..3/0/1..28); He3aperMcTpMpoBaHHbIX FPYMMNoBbIX a4pecos.
[gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port |port- group: (1..16).

channel group]

show bridge multicast . MoKa3bIBAET PEXKMM rpynnoBoW agpecaLmm Ans yKasaHHOro
mode [vlan vian_id] vlan_id: (1..4094) nHTepdeiica, inbo scex nHTepdeincos VLAN.

show bridge multicast OTobparkaeT NpaBuna, yCTaHOBEHHbIE A/ TPYNMOBbIX
reserved-addresses - 3ape3epBMpPOBaHHbIX aPECOB.

show mac address-table MpocmoTp TekylLel oanHbl Xewa B Tabanue MAC-agpecos.
mode i

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAHOUYUTb GUNLTPALMIO TPYNMNOBbLIX aAPECOB KOMMYTAaTOPOM. 3a4aTb Bpems XxpaHeHus MAC-
agpeca 450 ceKyHa, paspewunTb nepegadvyy He3aperncTpuMpoBaHHble MHOrOaApPecHbIX
nakeTtos Ha 11 nopTy KOMMyTaTOpa.

consolef#configure

console (config) #bridge aging-time 450

console (config) #bridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic 1/1, 2/2
19 224-239.13012.2.8 static 1/1-8

19 224-239.1302.2.8 dynamic 1/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 2/8
19 224-239.130(2.2.8 2/8

5.18.2 dyHKUMA nocpegHUKa npoToKona IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping ucnonb3yetca B ceTAX rpynnoBoi paccbinkm. OcHoBHOM 3agadent IGMP
Snooping aBnaeTcA NpefocTaBAeHNe MHOrOa4pecHOro TpaduKa TONbKO AN1A TeX MOPTOB, KOTOPbIE 3aNPOCUAN
ero.

V’ IGMP Snooping MoOXeT WuCnonb30BaTbCA TONbKO B cratuueckou rpynne VLAN.
Moapep:kusatotca sepcumn npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
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' Yro6bl IGMP Snooping 6bin aKTUBHbIM, GYHKLUMA rpynnoBoii dunbTpaumnm “bridge multicast
° filtering” ponxkHa 6bITb BKAOYeHa (cm. pasgen «MpaBuna rpynnoBoii agpecauuny»).

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAK/OUYEHbI MHOTOaAPECHbIE MapLIPYTM3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;
— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl MPOTOKO/A MHOFOaApPecHoM mapwpytusaummn Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha NopTY;
— naketbl npotoKona MRDISC npunHATbI Ha NopTy;
— nakeTbl npoToKkona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabnnua 5.126 — KomaHAabl pexkmMma rnobanbHOro KoHGUrypmpoBaHus

vlan_id

KomaHoa 3HayeHue Aelicmeue

ip igmp snooping Paspewaetr wucnonbsoBaHne ¢yHKUMM IGMP  Snooping
KOMMYTaTOPOM.

— - -/BbIKNOYEHO -

no ip igmp snooping 3anpewaer Mcnonb3oBaHue ¢yHKUMM IGMP  Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan PaspewaeTr wucnonb3oBaHue o¢yHKUMKM IGMP  Snooping

vian_id vlan_id: (1..4094)/ KOMMYTaTOpOM a/1a aaHHoro uHtepderica VLAN.

no ip igmp snooping vlan BbIK/IIOYEHO 3anpewaetr wucnonb3oBaHne QGyHKUMM IGMP  Snooping

KOMMYTaTOpPOM A/1a AaHHOro uHtepderica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

Peructpupyer rpynnoeoi IP-agpec B Tabauue rpynnosoit
afpecaumn, u ctaTMyeckn aobasaset uHTepoeicbl M3 rpynmnbl
ona Tekyuwein VLAN.

- ip_address —rpynnosoit IP-agpec;

MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPES K—» U «,»

Ypanaet rpynnosoi IP-agpec 13 Tabanupl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

vlan_id: (1..4094)/
paspeLseHo

PaspewaeTr pgna gaHHoi rpynnbl VLAN aBTOMatuueckoe
pacno3HaBaHWe  MOPTOB, K  KOTOPbIM  MOAK/IOYEHbI
MHOroaJpecHble MapLIpyTU3aTopbl.

3anpewgaetr Ana  gaHHol rpynnbl VLAN aBTOmaTuyeckoe
pacno3HaBaHWe  MOPTOB, K  KOTOPbIM  MOAK/IOYEHbI
MHOroaJpecHble MapLIpyTU3aTopbl.

ip igmp snooping

vlan vian_id

mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Onpegenset NopTt, K KOTOPOMY NOAK/AOYEH MapLIpyTU3aTop
MHOTroaZpecHOM paccbiikn AN 3aaaHHoli VLAN.

YKasblBaeT, 4YTO K MOPTy He MOAK/IOYEeH MapLupyTU3aTop
MHOr0aApPEecHOM PacchbiKu.
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ip igmp snooping vlan
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

YcTaHaBAMBaeT 3anpeT Ha onpeaesieHue nopra (CTaTuyecku,
OMHAMMYECKM) KakK nopTa, K KOTOPOMY MOAK/OYEH
MapLLpyTU3aTOP MHOIOAAPECHOM PACChINKK.

CHMMaeT 3anpeT Ha onpefeneHWe nopTa Kak nopTa, K
KOTOPOMY MOAK/OYEH MapLIpyTU3aToOp MHOroaApecHoi
pacchbiKu.

ip igmp snooping vilan
vlan_id replace source-ip
ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BkntoyaeT 3ameHy IP-agpeca WMCTOYHMKA Ha yKasaHHbIA IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.

OTkntovaeT 3ameHy IP-agpeca UCTOYHMKA B naketax IGMP
report B 3agaHHoi VLAN.

ip igmp snooping map cpe
vlan cpe_vlan_id
multicast-tv vian
mc_vilan_id

no ip igmp snooping map
cpe vlan cpe_vian_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094)

Jobasnaetr cootsetctBne mexay VLAN nonb3osatens
cpe_vlan_id n VLAN multicast-BewaHnusa mc_vlan_id.
Ecan IGMP coobuieHme npuxoauT Ha nopT c Terom cpe_vlan_id
1 cyuiectesyeT cooTsetcTeue cpe_vlan_id / mc_vian_id, 1o IGMP
coobuieHme byaeT peTpaHcanposaHo B mc_vian_id.

OTmeHseT pexknum Multicast-TV VLAN gns yKasaHHoro VLAN.

ip igmp snooping
vlan vlan_id querier

no ip igmp snooping
vlan vian_id querier

vlan_id: (1..4094)

BkntovaeT noadepXKy  Bblaauun
KOMMYyTaTopom B gaHHol VLAN.

3anpocoB  igmp-query

Mo ymon4yaHmMio nepesaqa 3anpocos OTK/OYeHa.

BoccTtaHasnuBaeT HaCTpOﬁKVI No YMON4YaHUIo.

ip igmp snooping
vlan vian_id querier
version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

vlan_id: (1..4094)

YcrtaHaBnuBaeT Bepcutio IGMP-npoToKona, Ha OCHOBaHUM
KoTopow byayT dopmuposatbea IGMP-query 3anpocbl.

Mo ymonyaHuto ncnonblyetca npotokon IGMPv3.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

ip igmp snooping vlan
vlan_id querier address
ib_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpeaensaetr  UCXOAHbIN IP-agpec, KoTopbii  byaer
ucnonbsosatbcs IGMP querier-om. Querier — ycTPOWCTBO,
KoTopoe otnpasnaet IGMP-3anpocsl.

YcTaHaBAnBaeT 3HaueHWe No ymonyaHuio. Mo ymonyaHuio ecam
IP-agpec HacTpoeH gna VLAN, oH ucnonb3yeTcA B KayecTse
agpeca nctoyHuka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave
[host-based]

vlan_id:
(1..4094)/BbIKNtO4EHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywei VLAN. O3HayaerT, 4To NopT A0/KEH bbITb Hemea/leHHO
yaaneH u3 rpynnbl IGMP nocne nosnyyeHuna coobuieHuns IGMP
leave.

Mpu pobasneHnn onumm host-based — mexaHusm fast-leave
cpabaTblBaeT TO/IbKO B TOM C/lyyae, KOraa BCe No/sib3oBaTeny,
NOAK/IOYEHHbIE K [AaHHOMY MOPTY OTNMCANAUCb OT rpynnbl
(cyeTumMK nonb3oBaTeneit BeAeTcA Ha OCHOBaHUM src-MAC-
aapecos B 3arosioBkax IGMP-report’os).

OTkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywen VLAN.

ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtO4EHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
TekyLer VLAN. O3HavaerT, 4To NopT JO/KEH ObITb HEeMeA/IeHHO
yaaneH us rpynnbl IGMP nocne nonyyeHua coobuieHma IGMP
leave, ecnn 6osible HET KAMEHTOB, KOTOpbIM Heobxoauma
[aHHasA rpynna.

OTknountb npouecc IGMP Snooping Immediate-Leave Ha
TekyLeit VLAN.
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ip igmp snooping vlan
vlan_id proxy-report
[version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094),;
version : (1..3)

BKkntouaeT pexum, npuv KOTOPOM KOMMYTaTop OTnpaBafeT
report Ha query 3anpocbl CTAaTUYECKUX FPYMM, HACTPOEHHbIX Ha
Hem. MNpn aTomy coobuieHna IGMP-report/leave Ha 3Tu rpynnbl
UTHOpPUPpYHOTCA.

- version — dukcupyeT Bepcuio report/leave cooblieHnit,
OTNpaBAsieMbIX Proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHuMsA, cCO34aHHble pProxy-
report'epom — IGMPv3, a oTBeTbl Ha query cooblieHns byayT B
TOW Bepcuu, B KOTOpoW 6bin npucnaH IGMP-query.

BoccTaHasnuBaeT HaCTpOﬁKM NO YMON4YaHUIo.

ip igmp snooping vlan
vlan_id cos cos

no ip igmp snooping vian
vlan_id cos

cos: (0-7)

YcTaHaBAMBaeT 3HavyeHue
802.1p.

napametpa noss npuopuTeTa

BoccTaHaBnMBaeT HAaCTPOMKM MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypuposaHua VLAN:

console (config-if)#

Tabnnua 5.127 — KomaHab! pexxuma KoHpurypuposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3Ha4YeHMe pobacTtHocTn ansa IGMP.
Ecnu Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HaYeHUe
PO6ACTHOCTM A0MKHO BbITb YBE/UYEHO.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcTaHaBAMBaET TalMayT, Mo KOTOPOMY CMCTEMA OTNpPaBAsAET
OCHOBHbIE 3aMpPoCbl BCEM Y4aCTHUKaM rpynmbl
MHOroaZipecHol nepesaym AN NPOBEPKU UX aKTUBHOCTY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemaA 0TBeTa Ha 3anpoc.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHne
nepemeHHoW robustness

YcTaHaB/MBaEeT KOAMYECTBO 3aMPOCOB, MOC/E PACChINKK
KOTOPbIX, KOMMYTATOP ONpeaenseT, YTO Ha LaHHOM MOpPTY HeT
YKenaLmx y4acTBoBaTb B MHOr0aApecHom paccbliiKe.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcraHaBAuBaet MHTEepBan 3anpoca AnAa nocneagHero
Y4YacCTHUKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM PEXUMA KOHPUTYPUPOBaHUA MHTepdelica:

console (config-if) #

Tabnnua 5.128 — KomaHgb! pexkuma KoHpuUrypuposaHua nHtTepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

switchport access
multicast-tv vlan vian_id

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAMEHTCKOM
VLAN B Multicast VLAN n mynbTMKacToBOro Tpaduka B
KnneHTckyto VLAN ana nHtepdeiica B pexxmme «access».
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no switchport access
multicast-tv vlan

Bbikntoyaet nepeHanpasneHue IGMP-3anpocos u3
KknuneHTckoi VLAN B Multicast VLAN u My/nbTUKacToBOro
Tpaduka B KaneHTckywo VLAN gns nHtepdelica B pexxume
«access».

switchport trunk
multicast-tv vlan vian_id

[tagged ]

no switchport trunk
multicast-tv vian

vlan_id: (1..4094)

Bkntouaet nepeHanpasneHne IGMP-3anpocos 13 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN ann
MHTepdeica B pexxnume «trunk».

MynbTUKacToBbIN TpadUK NepenaeTca Ha NopT
HETErMpoBaHHbIM WU TEFMPOBAHHLIM B 3aBUCMMOCTU OT
napametpa «tagged».

MapameTtp «tagged» yKasblBaeT Ha TO, YTO My/bTUKACTOBbIN
TpaduK AONKEH OTNPABNATLCA B MOPT Me2upo8aHHbIM.

BbikntoyaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
1 MYNIbTMKACTOBOTO TpaduKa B NOpPT.

switchport general
multicast-tv vlan vian_id
[tagged]

no switchport general
multicast-tv vlian

vlan_id: (1..4094)

Bkntouaet nepeHanpasneHne IGMP-3anpocos 13 VLAN,
YYACTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN ana
nHTepdeiica B pexxnme «general». MynbTUKacToBbIN TpadumK
nepegaeTca Ha NOPT HETErMPOBAHHbIM UAWN TETMPOBAHHLIM B
33aBMCMMOCTM OT Napametpa «tagged».

MapameTp «tagged» yKasblBAeT HA TO, YTO MY/IbTUKACTOBLIM
TpaduK AONKEH OTNPABNATLCA B MOPT Me2upo8aHHbLIM.

BbikntoyaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
1 MY/JIbTUKACTOBOrO TpadmKa B NOpT.

KomaHOb1 pexcuma EXEC

Bce KOmaHAb! AOCTYNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.129 — KomaHap! pexkuma EXEC

KomaHoa

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

MoKasbiBaeT MHPOPMaLMIO 06 M3yHeHHbIX MHOrOaAPECHbIX MapLUPYTU3aTOPaX B YKa3saHHOM

rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbiBaeT nHdopmaumio IGMP-snooping gna AaHHoro nHtepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_muliticast_address]
[ip-address ip_address ]

MokasbiBaeT MHPOPMaLMIO 06 M3yYeHHbIX MHOFOaAPECHbIX rPyMnnax, y4acTBYOLWMX B

rPynnoBoi paccbisiKke.

show ip igmp snooping
multicast-tv [vlan vian_id]

MNokasbiBaeT IP-agpeca, accoummnposaHHble ¢ VLAN ana TenesewaHus.

show ip igmp snooping cpe
vlans [vlan vian_id]

MokasblBaeT Tabauuy cooTBeTcTBMI Mmexay VLAN o6opyaoBaHUA, yCTAHOBAEHHOTO Y
nonbsosartend, n VLAN gna TenesewaHma.

[pumepsbi 8biM0AHEHUS KOMAHO

=  Bratountb ¢yHKUMO IGMP snooping Ha KommyTtatope. [Ana VLAN 6 paspewutb
aBTOMATMYeCKoe pacno3HaBaHWe TMOPTOB, K KOTOPbIM MOAK/OYEHbI MHOroagpecHble
MapLpyTmMsaTopbl. YCTaHOBUTb MHTepBan mexay IGMP-3anpocamu — 100 cek. YBennumntb
3HavyeHue pobacTHocT A0 4. YCTaHOBUTb MaKCMMaibHOE BpeMA OTBETa Ha 3anpoc — 15 cek.

console#configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (confiqg) #interface vlan 6

console (config-if) #ip igmp snooping query-interval 100
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console (config-if) #ip igmp robustness 4
console (config-if) #ip igmp query-max-response-time 15

5.18.3 MLD snooping — NPOTOKO/1 KOHTPO/IA MHOroaapecHoro Tpaduka B IPv6

MLD snooping — MmexaHM3M MHOTr0a4PECHOMN PacCblIKM COODBLLEHMI, NO3BONAIOLLMA MUHUMU3UPOBATD

MHoroagpecHsbI Tpaduk B IPv6-ceTsx.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabanua 5.130 — KomaHgb! rnobanbHOro perrmma KoHUrypmpoBaHus

no ipvé mld snooping
[vlan vian_id]

(1..4094)/BbIKNOYEHO

KomaHoa 3HayeHue Aelicmeue
ipvé mld snooping .
[vian vian_id] vian, id: Bkatouaet MLD snooipng.

OTtkntovaetT MLD snooping.

ipvé mld snooping vlan
vlan_id static ipv6_address
[interface { gigabitethernet
gi_port |

fastethernet fa_port | port-
channel group}]

no ipv6 mld snooping vlan
vlan_id static ipv6_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Peructpupyert rpynnosoi IPv6-agpec B Tabaunue rpynnoson
afpecauun n ctatuueckn gobasnset/yaanaer uHtepdencol s
rpynnbl gna Tekywen VLAN.

- ipv6_address — rpynnosow IPv6-agpec;

MepeuncneHme nHTepdENCcoB OCYLLECTBASETCS YEPES K—» U
«,».

Ypanaet rpynnosoi IP-agpec 13 Tabanupl.

ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

JobasnsaeT npasuso, 3anpeLyatoliee pernctpuposats MLD-
mrouter NnopTbl U3 CNKUCKa.

Ypanaet npasuno, 3anpellatowiee pernctpuposats MLD-
mrouter NopTbl U3 CMIMCKa.

ipv6 mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipv6 mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

-/BKNOYEHO

M3yyaTb NopTbl, NoAKAOYeHHble K mrouter'y no MLD-query-
naketam.

He n3yyatb NopThbl, NOAKNIOYEHHbIE K mrouter'y no MLD-
query-naketam.

ipv6 mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

no ipv6 mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

ﬂ,O6aBJ’IHeT CMUCOK mrouter-nopTos.

Ypanaet mrouter-nopTbl.

144

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

Ipv6 mid snooping vlan
vlan_id immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtOYEHO

BkntoumTb npouecc MLD Snooping Immediate-Leave Ha
Tekywen VLAN.

OTkatounTb Npouecc MLD Snooping Immediate-Leave Ha
Tekywen VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHma:

console (config-if) #

Tabnunua 5.131 — KomaHab! pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ipvé mld join-group Co3gaeT cTaTMYECKYHo rpynny MHoroagpecHom IPv6-paccbinku.
ipv6_multicast_address - ipv6_multicast_address — rpynnosoit agpec IPv6.
no ipv6 mid join-group i Ypanaer ctaTUYeckyro rpynny MHoroaapecHoi IPve-
ipv6_multicast_address paccbikun.

YcraHaBauBaeT Kosimyectso MLD-3anpocoBs, nocne paccbl/ikun
ipv6 mld last-member- KoTopbix MES1024/MES1124/MES2124 onpeaenser, 4to Ha
query-count count [AHHOM MOPTY HET }KeNAoLWMX y4acTBOBaTb B MHOFOaApecHOM

count: (1..7)

no pv6 mid last-member-
query-count

IPv6-paccolinke.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ipvé mid last-member-
query-interval interval

no ipv6 mid last-member-
query-interval

interval: (100..25500)/1000
MUAINCEKYHA,

3a/iaeT MaKCMMa/bHYI0 33JlePXKKy OTBETA NOC/TEAHErO YleHa
rpynnbl, KOTOPas MCMO/b3YEeTCA ANA BbIYUCAEHMA KoAa
MaKcMManbHOM 3a4ep»Kkn oteeTa (Max Response Code).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ipvé mld query-interval
value

no ipv6 mld query-interval

value: (30..18000)/125
CEKYHA,

3ajaet MHTEPBA PACCbIIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ipv6 mld query-max-
response-time value

no ipv6 mld query-max-
response-time

value: (5..20)/10 cekyHg,

3a4aeT MaKCUManbHyo 3a4epXKKy OTBETa, KOTOpana
ncnonb3yeTca ona BblYMCNEHMUN KoA4a MaKCMManbHoWM
3a4epXKuU oTeeTa.

BoccTaHaBnuBaeT 3HaYeHue no YMOANYaHUIO.

ipv6 mld robustness value

no ipv6 mld robustness

value: (1..7)

YcTaHaBAMBaeT 3HaveHue KoabouumneHTa
oTKasoycTohumBocT. Ecnm Ha KaHane Habntoaaetca notepa
[AaHHbIX, K09GOULMEHT OTKA30YCTOMYMBOCTU AO0MKEH ObITh
yBennyeH.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet,
UHmMepgelica epynnel nopmos, uHmepgpetica VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmme KoHPUrypmposaHua uHtepoeiica Ethernet, nnrtepdeitca
rpynnbl noptoB n nHTepdeiica VLAN:

console (config-if)#

Tabnnuya 5.132 — KomaHgb! pexxuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos
3HayeHue/3HayeHue no
YyMOMYAHUO

KomaHoa OnucaHue

[aet ykasaHue paccbinate MLD-report coobuieHunn Ha
- npucoeanHeHue K ipv6_address rpynnbl ¢ 4aHHOTO NopTa.
- ipv6_address — rpynnosotii agpec IPv6.

ipvé mld join-group
ipv6_address
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no ipv6 mld join-group
ipv6_address

YaanaeT ykasaHue paccblnate MLD-report coobueHns Ha
npucoeanHeHune K ipv6_address rpynnbl ¢ JAaHHOTO NopTa.

ipvé mld version version

version: (1..2)/2

no ipv6 mld version

YcTaHaBAVMBaeT BEPCUIO NPOTOKONA, AEUCTBYIOLLYIO HA AAaHHOM
MHTepoeice.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

_|

abnnua 5.133 — KomaHab

I pexkuma EXEC

KomaHoa

3HaveHue

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id]
[address
ipv6_multicast_address])
[source ipv6_ address]

vlan_id: (1..4094)

OTo6paskaeT MHPOPMaLMIO O 3aPErMCTPMPOBaHHbIX rpynnax B
COOTBETCTBUM C 3a4aHHbIMM B KOMaHAe napameTpamu
dunbTpaymu.

- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_source_address — IPv6-agpec.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT MHdopmaumio o KoHdurypauumn MLD-snooping
ons paHHou VLAN.

show ipv6 mld snooping

vlan_id: (1..4094)

mrouter [interface vian_id]

OTobparkaeT MHGOpMmaLmo 0 mrouter-noprax.

5.18.4 ®dyHKuuu orpaHndeHus multicast-tpapuka

®YHKUMM orpaHmnyeHuns multicast-TpaduKa ucnonbsyotca Ans yaobHOM HACTPOMKKM OrpaHuYeHus

NPOCMOTpPA ONpeAeNeHHbIX FPynn MHOroaAapecHoOn PaccbUIKu.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUrypnpoBaHmsa:

console (config) #

Tabnnua 5.134 — KomaHab! pexxuma rnobasbHoro KoHUrypmpoBaHus

KomaHoa

3HayeHue

Aelicmeue

multicast snooping profile
name

no multicast snooping
profile name

name: (1..32) cumBonos

Mepexog, B pexkum KoHoUrypuposaHua multicast-npodunsa.

YaanuTb yKasaHHbI multicast-npopunb.
Multicast-npodunb moxeT 6biTb yaaneH ToNbKo
H nocne Toro, Kak 6yzer oTBA3aH OT BCEX NOPTOB
KommyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHusa multicast-npoguna

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPurypuposaHus multicast-npoduns:

console (config-mc-profile) #

Tabnnua 5.135 — KomaHabl pexkuma KoHpurypuposaHua multicast-npodunsa

KomaHoa

3HayeHue

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

3afaeT cooTBeTCTBME NPOdUAA YKasaHHOMY AnanasoHy IPv4
multicast-agpecos.

- low_ip — BanuaHbIn multicast-agpec;

- high_ip — BanngHbIi multicast-agpec.

Ypnanaet cooTBeTcTBUE NPOPUAA YKazaHHOMY Anana3oHy IPv4
multicast-agpecos.

match ipv6
low_ipvé [high_ipv6]

3apaeT cooTBETCTBME NPOdUIA YKa3aHHOMY AnanasoHy IPve
multicast-agpecos.

- low_ipv6 — BannaHsbiit IPv6 multicast-agpec;

- high_ipv6 — BanuaHsbii IPv6 multicast-agpec.
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no match ipvé Ypnansaet cootTBeTcTBUE NPOodPUAA YyKazaHHOMY Anana3oHy IPve
low_ipvé [high_ipv6] multicast-agpecos.
permit B cnyyae HecooTBETCTBUA OAHOMY U3 33aHHbIX ANANA30HOB,

IGMP-report 6yayT nponyckaTbea.

- -/BbIK/IIOYEHO
no permit B cnyyae HECOOTBETCTBMA OHOMY U3 33/1aHHbIX AMana3oHoB,

IGMP-report 6yayT oTbpacbiBaTbCa.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepaelica (duanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIypmnpoBaHUa nHTepdelica:

console (config-if)#

Tabanuya 5.136 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnel nHtepdeicos
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoA4YaHuro
multicast snooping max- OrpaHMYMBaeT KOIMYECTBO OAHOBPEMEHHO
groups number npocmaTtpusaemblx multicast-rpynn ana nopta.
number: (1..1000)/- CHMMaET orpaHMYeHne Ha KOMYECTBO O4HOBPEMEHHO

no multicast snooping

npocmaTpuBaembiX rpynn A NopTa.
max-groups P P Pynn AN1A NOp

multicast snooping add MpuBA3bIBaeT YKasaHHbIN multicast-npoduab K nopry.
name

- - name: (1..32) cumBonos -
multicast snooping remove Ypanset cootseTcTBMe multicast-npoduns c noptom.

{name | all }

KomaHOowbi pexcuma EXEC

Bce komaHgbl OOCTYNHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.137 — Komanap! pexkuma EXEC

KomaHoa Aeiicmeue

show multicast snooping | OtobpaskaeT MHPOPMaLMIO 419 BCEX MOPTOB O TEKYLLEM KOIMYECTBE 3aPErucTPMpPOBaHHbIX
groups count rpynm, a TakXKe MakCMManbHOe BO3MOYKHOE KOMYecTBO.

show multicast snooping | Oto6paskaeT MHPOpPMaLMIiO O CKOHUIypMpoBaHHbIX multicast-npodunsx.
profile [name]

5.18.5 RADIUS aBsTopusauusa 3anpocos IGMP

[aHHbI MexaHN3M NO3BONAET NPOU3BOAUTL AaBTOPM3ALIMIO 3aNpPOCOB NpoTokoia IGMP ¢ nomolbto
RADIUS-cepBepa. Ons obecneyeHns HaLeXHOCTU WM pacnpeneneHus Harpyskum MOMKET WMCMo/b30BaTbCA
Heckosibko RADIUS-cepsepoB. Bbibop cepBepa 4ns OTNpaBKM O4YepesHOro 3anpoca aBTopusaLmu
NPOUCXOAMUT ciyyaliHbim obpasom. Ecnv cepsep He OTBETM/, OH NOMEYAETCA Kak BPeMeHHO Hepabouni, un
nepectaeT y4aCTBOBaTb B MEXaHW3Me ONpoca Ha OnpeaeneHHbld nepuoa, a 3anpoc OTCblIAeTcA Ha
cnepytowmnii cepsep.

MonyyeHHble aBTOPU3aALMOHHbIE AaHHbIE XPAHATCA B K3LW-MAaMATU KOMMYyTaTOpa B Te4eHMe 3a4aHHOro
nepvoga BpPemMeHW. ITO MO3BO/ISET YCKOPUTb MNOBTOPHYtO o06paboTtky IGMP-3anpocos. MapameTpbl
aBTOPM3aLMK BKAOYALOT B cebs:

=  MAC-agpec KIMEHTCKOro yCTPOMNCTBA;
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=  WNaeHTUdMKaTop NopTa KOMMYTATOPa;

= |P-agpec rpynnbl;

= PelweHune o goctyne - deny/permit.

Mpumep HacTpoikmn RADIUS-cepBepa npuBeaeH B pasgene «HacTponku asTopusaumnm IGMP-3anpocos

yepes Radius» B npunoxkeHun A.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHOUIypupoBaHus:

console (config) #

Tabnnua 5.138 — KomaHab! pexkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping authorization
cache-timeout timeout

no ip igmp snooping
authorization cache-timeout

timeout: (0..10000) mnH/0

YcTaHaBAMBAET BPEMS KU3HU B Kawwe. Ecav 3HaueHne paBHO
HY/Il0 — OTCYET BPEMEHM MU3HM OTK/IIOUEH (3anuch He
yZAaNnsaeTcs co BpeMeHeMm).

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUrypuposaHua nHtepdeica:

console (config-if) #

Tabanua 5.139 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

multicast snooping authorization
radius [required]

-/BbIK/IIOYEHO

no multicast snooping authorization

BkntouaeT aBTopun3sauymio Yepes RADIUS-cepBep. Ecim ykasaH
napameTp required , To B c/ly4ae HeQOCTYMHOCTM BCEX
RADIUS-cepsepos IGMP-3anpocbl UrHopupyotcs.

B npotnusHom cnyyae IGMP-3anpoc byaet o6paboTaH faxke
npwv OTCYTCTBUM OTBETA CepBepa.

OTKAlOYEeHME aBTOpPU3aLMN.

multicast snooping authorization
forwarding-first

-/BbIK/IOYEHO

no multicast snooping authorization
forwarding-first

BkntoyaeT npeasapuTenbHyo 06paboTky IGMP-3anpocos Ha
nopTy Ao otseta RADIUS-cepsepa. [1o nonyyeHun oteeTta oT
cepBepa B C/ly4ae NONOXKUTEIbHOIO OTBETA NoANUCKa
0CTaeTcA, B C/ly4ae OTPULATENbHOIO — yAANAETCA.

BoccTaHaBnvBaeT 3HavyeHMe No YMOJTHAHWUIO.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOALKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.140 — KomaHab! pexuma EXEC

KomaHoa 3HayeHue Aeiicmeue

OTobparkaeT cogeprKMmoe Kalwa aBTopmsauumn IGMP.
Ecnu B KoMmaHge yKasaH nHtepdelic — To oTobparkatoTcs
TO/IbKO Te rpynmbl, KOTOPbIE 3aPErncTpMpPoBaHbl Ha
yKa3aHHoOM uHTepdelice.

show ip igmp snooping
authorization-cache
[gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

clear ip igmp snooping
authorization-cache
[gigabitethernet gi_port |
fastethernet fa_port |

OumLLaeT KL aBToOpU3aL .

Ecnu B KOMaHAe yKasaH nHTepdeiic — ounLLatoTes 3anucu
Kel Ana ykasaHHoro nHtepdeiica.

Ecnun nHtepdelic He yKasaH — Kell O4YMLLLAETCA NONHOCTbHO.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

5.19 ®yHKuuKM ynpaBneHua

5.19.1 MexaHusm AAA

Ona obecneyeHna 6e30nNacHOCTM CUCTEMbI WCNOMIb3yeTcA MexaHusm AAA  (ayTeHTMdUKauMS,

aBTOpM3aLMA, yyeT).

— Authentication (ayTeHTUdMKauMA) — COMOCTaBNEeHME 3anpoca CYLWEeCTBYIOWEN YYETHOWM
3anucu B cucteme 6e30MacHoCTU.
— Authorization (aBTopuM3aLuus, NPOBEPKa YPOBHA A0OCTyNa) — cCONnocTaBJAeHne y4ETHOM 3anncu

B cucTeme (npowealein ayTeHTUOUKALMIO) U onpeaeiEéHHbIX NOJHOMOYUIA.
— Accounting (y4€T) — cnexeHue 3a noTpebieHneM pecypcoB No/b30BaTeieM.

[N WwndppoBaHMA AaHHbIX UCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2106as16H020 KOHU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnunua 5.141 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOAYaAHUIO

aaa authentication login YcTaHaBanBaet cnocob ayteHTUdMKaummn gna BXo4a B

{default | list-name} cucremy.

method1 [method?2...] - default — ncnonb3oBaTb AnA ayTEHTUPUKALMM ONUCAHHbIE
HUKE MEeToAbl;
- list-name — nms cnucka ayTeHTUGUKALMOHHbBIX METOLL0B,
AKTUBM3NPYIOLLErocs, KOrAa No/b30BaTelb BXOAMT B CUCTEMY.

-/ocylecTBaserca OnucaHue metonos (methodl [method?2...]):

npoBepKa Mo 0KaNbHOM
6a3e faHHbIX

(aaa authentication login
default local)

list-name: (1..12)
CMMBOJIOB

- enable — ucnonb3oBaTh NAPOb ANA ayTEHTUDUKALNNK;

- line — ucnonb3oBaTb Naponb TepMMHaNa ana

ayTeHTUdUKauMK;

- local — ucnonb3oBaTb NOKaNbHYO 6a3y MeH Nosib3oBaTenein

L8 ayTeHTUduKaumm;

- none — He UCMOo/b30BaTb ayTEHTUPUKALLMIO;

- radius — ncnonb3oBatb cnmcok RADIUS cepsepoB gns

ayTeHTUdUKaumK;

- tacacs — ucnonb3oBatb cnncok TACACS cepsepoB ana

ayTeHTUdMKaLMK.

V Ecnu meTtog ayTeHTUOUKALMU He OnpeaesieH, TO

AOCTYN K KOHCOMM BCeraa ycnewHbii 6e3
ayTeHTUPUKALMOHHDBIX NPOBEPOK.
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no aaa authentication login
{default | list-name}

V Co3aaHue CNUCKa OCyLLLeCTBAAETCA KOMAHAOiA:
aaa authentication login list-name method1
[method2...].
Mcnonb3oBaHMe cnucka:
aaa authentication login list-name

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBAET afiroOPUTM ONPOCa METOAOB ayTEHTUOUKALLMM.
- chain — nocne HeyaayHoM NOMNbITKM ayTEHTUOUKALMM MO
nepBoMy MeTOoZy B CIMCKe C/eflyeT NOMbITKa ayTeHTUOUKaLLMM
no cneayolWemy MeToay B LLenouKe;

- break — nocne HeyaauHoM ayTeHTUOUKAL MM NO NepBOMY
MeToAy npouecc ayTeHTUdMKaLMN OCTaHaBIMBAETCA.

aaa authentication enable
{default | list-name}
methodl [method?2...]

-/ocylecTBaserca
nposepka napos (aaa
authentication enable

default enable)

list-name: (1..12)

YcTaHaBAMBaET CNocob ayTEHTUOUKALMM NPU NOBbILEHUN
YPOBHA NPUBUAETNIA A8 BXOAA B CUCTEMY.
- default — ncnonb3osaTb Ana ayTeHTUMKALMM ONUCAHHbIE
HU¥Ke MeToabl;
- list-name — vma cnUcKa ayTeHTUOUKALMOHHbBIX METOL0B
AKTUBM3UPYIOLLMIACA, KOTAa NONb30BaTElb BXOAUT B CUCTEMY.
Onucanue metogos (methodl [method2...]):
- enable — ucnonb3oBaTh Napo/b ANA ayTEHTUDUKALNNK;
- line - ncnonb3oBaTb NAPO/Ib TePMUHANA ANA
ayTeHTUdUKaumu;
- none — He UCNO/b30BaTh ayTEHTUDUKALMIO;
- radius —ucnonb3oBaTtb cnmucok RADIUS cepsepoBs gna
ayTeHTUdUKaumK;
- tacacs — ncnonb3osaTb cnmucok TACACS cepsepos gna
ayTeHTUdMKaLMK.

V Ecnu gns KOHCoNM Naposib He onpeeneH, To AOCTYN

CMMBO/IOB K KOHCONM Bceraa ycnewHbi(aaa authentication
enable default enable none).
Co3paHMe CNUCKA OCYLLEeCTBAAETCA KOMaHA0M
V aaa authentication enable list-name method1
[method2...]. Ucnonb3oBaHue cnucKa: aaa
authentication enable list-name
V Bce 3anpocbl, nepegasaemblie K Radius n TACACS
cepsepam, BK/IIOYAlOT MMA nonb3osatens "Senabx$.", rae x —
YpOBeHb NpUBUNETUA.
no aaa authentication YcTaHaBAMBAET 3HaYeHME MO YMOAYAHMIO.
enable {default | list-name}
enable password [level YcTaHaBAMBaET Napo/b A8 KOHTPOAA U3MEHeHUA
level] password [encrypted] npvBuaernii 4ocTyna noab3osaTesen.
- level — ypoBeHb npusuneruii;
level: (1..15); - password — naponb;
password: (1..159) - encrypted — 3a4aTb 3aWMPPOBaHHLIN Naposb (Hanpumep,
CUMBO/IOB naposib B 3alMPPOBaHHOM BUAE, CKOMMPOBAHHBIN C 4PYroro
YCTPOWCTBA).
no enable password YaanseT naposib 418 COOTBETCTBYIOLLErO YPOBHA NPUBUAETUNA.
[level level]
username name { [obaBnseT Nosb30BaTeNA B IOKa/bHYIO 6a3y AaHHBIX.
nopassword | - level — ypoBeHb npusunervii;
password password | level: (1..15); - password — napons;
password encrypted password: (1..159) - name — UMa No/b30BaTeNs;
encrypted_password } CMMBOJIOB; - encrypted — 3a4aTb 3alMPPOBaHHbIN Napoib (Hanpumep,

[priveliged level]

Nno username name

name: (1..20) cumBonos

naponb B 3aWnbpoBaHHOM BUAE, CKONUPOBAHHBIW C APYroro
YCTPOICTBA).

Ypanaet nonb3osatena us NIoKanbHoOM 6a3bl AAHHbIX

aaa accounting login
start-stop group radius

-/BeaeHune yyeTa
3anpeLeHo

PaspeluaeT BegeHWe yyeTa (aKKayHTa) AN Ceccuii ynpasaeHus.
BegeHue  yuyeta  paspewleHo  TONAbKO AN

V nonb3oBaTesieid, BOLWEALWNX B CUCTEMY MO UMEHU U
naponio, ANA NoJib30BaTenei, BOLWeALNX N0 Napoio

TepMUHana, BeAeHue yyeTa 3anpeLeHo.

V BegeHue yuyeTa aKTUBUPYeETCA M NpeKpaliaercs,
Koraa nonb3oBaTeNb BXOAUT U OTKAIOYAeTcs OT
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no aaa accounting login
start-stop group radius

CUCTeMbI, YTO COOTBETCTBYeT 3HauyeHusam start u stop B
coobLeHunsax npoTokona RADIUS (napameTpbl,
cogeprKawmecas B coobuweHuax npoTtokona RADIUS,
npusegeHbl B Tabnuue 5.142).

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/BeaeHune yyeta
3anpeLeHo

PaspelwaeT BegeHue yyeTa (akkayHTa) gaa ceccmii 802.1x.

V BepeHue yueTa aKTMBUpYeTCA W NpeKpaljaercs,
Korga nonb3oBaTeNb BXOAWUT U OTKAIOYaeTca OT
CUCTEeMbI, YTO COOTBETCTBYeT 3HauyeHuam start u stop B
coobLeHnax npoTokona RADIUS (napameTpbl,
cogepxawmeca B coobuieHuax npotokona RADIUS
npusegeHbl B Tabnuue 5.143).
V B pexxume multiple sessions coobueHusa stat/stop
NoCbINAIOTCA ANA KaXKA0ro NoNb30BaTens, B pexkume
multiple hosts - Tonbko AnA nonb3oBaTensa, npoegwero
ayTeHTUdUKauumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

ip http authentication aaa
login-authentication
method_list

method_list:
(local, none, tacacs,
radius)/local

OnpegenseTt meTog ayTeHTUGUKauMKM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CNMCKA METOAOB, AOMNONHUTENbHbIN
meToz 6yaeT NPUMEHATLCA, TONIbKO KOrAa Mo OCHOBHOMY
MeToAy ayTeHTUdUKaLMM BO3BpaLLeHa OLINOKa.

- local —no MmeHn 13 NoKanbHOM 6a3bl AaHHbIX;

- none — He Ucnonb3yeTcs;

- tacacs — ucnonb3oBaHue cnunckos Bcex cepsepos TACACS+;
- radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

no ip http authentication
aaa login-authentication

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ip ftp authentication aaa
login-authentication
method1_list

no ip ftp authentication
aaa login-authentication

method1_list:
(local, none, tacacs,
radius)/local

OnpeaenaeT meTog, ayTeHTUdGMKauumn npum goctyne K FTP-
cepsepy. [pun ycTaHOBKe CNMCKa METOA,0B, AONOJHUTENbHbIN
meTopg, byaeT NPMMEHATLCA, TO/IbKO KOrZa N0 OCHOBHOMY
MeToAy ayTeHTUdMKaLMm BO3BpaLLeHa OLWNOKa.

- local —no MmeHn 13 NoKanbHOM 6a3bl AaHHbIX;

- none — He UCnonb3yeTcs;

- tacacs — ucnonb3oBaHme cnuckoB Bcex cepaepoB TACACSH;
- radius — ucnonbsosaHue cnmckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HAYeHne Mo YMONYaHUIO.

aaa accounting commands
stop-only default tacacs

Nno aaa accounting

-/BeaeHune yyeta

PaspelwaeT BegeHuMe yyeTa (aKKayHTa) gna BBefeHHbIx B CLI
KOMaHA,

3anpeLeHo
commands stop-only YcTaHaBAWBAET 3HAaYeHME MO YMOMYAHMIO.
default tacacs

' [Ona Toro 4to6bl KAMEHT NOAYYUN AOCTYN K YCTPOUCTBY, AdXKe eCcnu Bce MmeToapl

ayTeHTMUKALUMN BEPHYIU OWIMBKY, UCNOJIb3YiiTe 3HaYeHne NocsieaHero MeToaa B

KOMmaHpAge — none.

Tabnunua 5.142 — ATpmbyTbl coobLieHNI BeaeHMA yyeTa npoTokona RADIUS ansa ceccuit ynpasneHun

Hanuuue Haauyue
Ampu6ym ampubymae | ampubyma e OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTMdMKaums nosb3oBaTens.
NAS-IP-Address (4) Ects Ects IP-agpec KomMmyTaTopa, KOTOPbI UCNONb3yeTCA
ans ceccuin ¢ Radius-cepsepom.
Mpon3BoAbHOE 3HaYeHMe, BKAOYEHHOE BO BCE
Class (25 EcTb Ectb S
(25) coobLeHnA yyeTa ceccui.
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IP-afpec KoMMyTaTopa, UCNONb3yeMbl ANA

Called-Station-ID (30) EcTb EcTb .
Ceccuit ynpasneHums.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWKaNbHbIM naeHTUGUKATOP yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A POMY
OO/IKeH 6bITb ayTeHTUPULMpPOBaH.
. . MoKa3sbIBaeT, KaK A0Aro No/b30BaTeNb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/OYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpUymHa 3aKpbITUA ceccuu.

Tabnuua 5.143 — AtpnbyTbl coobuieHnin BeaeHus yyeta npoTtokosia RADIUS ans ceccuin 802.1x

Ampubym Hanuuue Haauyue OnucaHue
ampubyma e | ampubyma e
coobuweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3osaTens.
IP-afpec KommyTaTopa, KOTOPbIN
NAS-IP-Address (4) Ectb Ectb AP v P " P .
ncnonbsyetca ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ectb Ecto MopT KOMMyTaTOpa, Ha KOTOPOM MOAKAYNACA
nosab3oBsaTesb.
MpounsBonbHOE 3HAYEHNE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
Co0DOLEHMA yYeTa CeCCUN.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBaTtens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUGMKATOP yyeTa.
. YKa3biBaeT MeTof, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A PoMy
OO/IKeH 6bITb ayTeHTUPULMPOBaH.
. . MoKa3bIBaeT, KaK [0Aro No/b30BaTeNb Obin
Acct-Session-Time (46) Het EcTb A
NOAK/NIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.

KomaHObI pexcuma KoHgu2ypuposaHUa mepMuHaaad

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUa TepMUHANG:

console (config-line)#

Tabnnua 5.144 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

login authentication
{default | list-name}

no login authentication

list-name: (1..12)
CMMBOJ/I0B

3asaeT meTog, ayTeHTUdMKALMU NPU BXOAE AN KOHCONM,
telnet, ssh.

- default — ncnonb3oBaTb CNMCOK «MO YMOAYAHUIO®,
CO3/aHHbIM KOMaHZoM aaa authentication login default

- list-name — ncnonb30BaTh CMUCOK, CO34aHHbIM KOMaHAOM
aaa authentication login list-name.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

enable authentication

{default | list-name}

list-name: (1..12)
CMMBOJ/I0B

3asaeT meTog, ayTeHTUdMKALMKU NONb30BaATENA NPU
MOBbIWEHNM YPOBHA NPUBUAErMiA Ans KoHconu, telnet, ssh.
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- default — ncnonb3oBaTb CNUCOK «MO YMOAYAHUIO®,
CO3/aHHbIM KOMaHZoM aaa authentication login default

- list-name — ncnonb30BaTh CMMCOK, CO34aHHbIA KOMaHAOM
aaa authentication login list-name.

no enable authentication

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

password password
[encrypted] password: (1..159)

CMMBOJ10B

3ajaeT naponb ANA TepMUHana.

- encrypted — 3a4aTb 3aWMPPOBaAHHBIN Naposb (Hanpumep,
naponb B 3aWMbPOBaHHOM BUAE, CKOMUPOBAHHbIN C APYroro
YCTPOKCTBA).

no password -

YaanaeT naponb 418 TepMuHana.

KomaHOwb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnuua 5.145 — KomaHapl pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAMYAHUIO
show authentication MokasbiBaeT MHbOpMaLMIo 06 ayTeHTUOUKALMOHHBIX MeToAax
methods i Ha KOMMyTaTope.
show users accounts MoKa3blBaeT NoKanbHy 6a3y AaHHbIX NoNb30BaTeNeNn U Ux
i npvBuUaerui.
clear line line line: (0..8) 3aKpblBaeT ceccuto yaaneHHoro ynpasaeHus.
- line — Homep ceccuu yaaNeHHOTo ynpaBieHus.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KOMaHAbl AAHHOTO pPa3aena AOCTYMNHbI TONbKO AN NPUBUAETMPOBAHHBIX NOMb30BaTENEN.

Tabnunua 5.146 — KomaHab! pexuma EXEC

KomaHoa

Aelicmeue

show accounting

MoKasbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BELeHUA yYeTa (aKKayHTa).

5.19.2 Npotokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUdMKaumum, astopmsaumm u ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX NO/Ib30BATENEN, KOTOPASA COAEPHKUT AAHHbIE MPOBEPKM NOAJANHHOCTU ANS KAXKA0r0
nosnb3oBatens. TakMm obpa3om, Mcrnosb3oBaHWe npoTokona RADIUS obecneumBaeT AOMNOAHUTENbHYIO
3aLUUTY NPU AOCTYNe K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rn1o6anbHOro KoHGUrypnposaHusa:

console (config) #
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Tabnnua 5.147 - KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOMYAHUO
[JobaBnaeT ykasaHHbIN cepsep B CMIMCOK MCMO/b3yeMblX
RADIUS cepsepos.
- ip_address— IPv4 unu IPv6-apgpec RADIUS-cepBepa;
- hostname — ceteBoe nma RADIUS-cepBepa;
- auth_port — Homep nopTa ANA nepegayn
aYTEHTUOUKALMOHHBIX AAHHbIX;
. - acct_port—Homep nopTa 4NAa nepegaym AaHHbIX yyeTa;
radius-server host hostname: cclp p nopta 4 peaaum A y
. - timeout - NHTepBan OXXNJaHWA OTBETa OT CepBepa;
{ip_address| (1..158) cumBonos; . .
- retries - KONM4ecTBO NONbITOK Noncka RADIUS-cepsepa;
hostname} auth_port: .
- time - BpemA B MUHYTaXx, B Te4eHWe KOTOPOro HeAOCTyMNHble
[auth-port auth_port] (0..65535)/1812;
cepBepa He byayT onpawmnBaTbcs RADIUS-KaneHTom
[acct-port acct-port] acct_port:

[timeout timeout]
[retransmit retries]
[deadtime time]

[key secret_key]
[encrypted key
encrypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:
(0..128) cumBonos;
encrypted key:
(0..128) cumBonos;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

KOMMYTaTopa;

- secret_key — knto4 ana ayteHTMdMKaLMm U WndpoBaHUs
Bcero obmeHa aaHHbimM RADIUS;

- encrypted key — knto4 ana ayteHTMdUKaLMM U WNPpPOBaHUA
Bcero obmeHa gaHHbimu RADIUS;

- source_ip_address — IPv4 unu IPv6-agpec, Ucnonb3yemblit B
KayecTBe afipeca MCTOYHWKA, NepeaBaemMoro B COobLLeHUAxX
npotokona RADIUS;

- priority — npuopuTeT ucnonb3osaHusa RADIUS-cepsepa (yem
HUKe 3HaYeHue, TeM NpMopUTETHEE CepBep);

- type — TMn ucnonb3osaHusa RADIUS-cepsepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTCcTBMA B KOMaHAe NapameTpos timeout, retries,
time, secret_key, source_ip_address ansa gaHHoro RADIUS-
cepBepa MCMNo/b3yHTCA 3HAYEHWUA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYHOLLMX IN06aNbHbIX KOMaHA,

YaanaeT yKasaHHbIM cepBep M3 CMUCKA UCMO/b3yeMblIX
RADIUS-cepBeposB.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
K04 He 33JaH

YcTaHaBAMBAET KHOY, UCMOb3YEMbI1 MO YMOYAHUIO, ANA
ayTeHTMdMKaLMK U WndpoBaHmUa Bcero obmeHa gaHHbIMU
RADIUS mexay ycTpocTBom 1 oKpyxeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTEPBAN OXKMAAHWUA OTBETA OT CepBepa,
VICI'IOJ'Ib3yeMbIﬁ N0 YMO/IHaHUIO.

YcTaHaBAMBaEeT 3HAYeHue no YMONYaHUIO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

OnpeaenaeT KOAMYECTBO NOMNbITOK, UCNO/b3yemMoe No
ymonyaHuto, nomcka RADIUS-cepBepa 13 cnncka cepsepos.
Mpu oTKa3e ocyLecTBAAETCA NOUCK CeayHoLLero no
npuYopuUTETY cepBepa M3 cnucka.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime
deadtime

deadtime: (0..2000)/0 muH.

MNo3Bonaet onTummsnposatb Bpema onpoca RADIUS-
cepBepoB, KOraa HeKoTopble cepBepa HeAOCTYMHbI.
YcTaHaBAMBaeT BpemMA B MUHYTaXx, UCNOJib3yemoe no
YMONYaHUIO, B TEYEHNE KOTOPOro HeJOCTYMNHble CepBepa He
6yayT onpawmneatbca RADIUS-kAneHTOM KommyTaTopa.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address ]

3apaet onpeaeneHHbln IPvd-agpec, MCNonb3yemblit No
YMOIHaHUIO B KayecTBe aZipeca UCTOYHMKa NepeaBaemoro B
coobuieHmsax npotokona RADIUS.

YaanaeT onpegeneHHsoiit IPv4-agpec, ncnonb3yemblii no
YMOIHaHUIO B KayecTBe aZipeca UCTOYHMKa NepeaBaemoro B
coobuieHusax npotokona RADIUS. YcraHaBnusaeT IPv4-agpec
MHTepderica KoMMyTaTopa B KayecTBe agpeca UCTOYHMKA AnA
MUCNONb30BaHUA B CO0bLWEHMAX NpoToKkona RADIUS.

radius-server source-ipvé6
ip_address

3apaeT onpeaeneHHbIl IPvb-aapec, Mcnonb3yemblii no
YMO/IMaHMIO B Ka4ecTBe afpeca UCTOYHMKA NepeaaBaemoro B
coobuieHmnnax npotokosia RADIUS.
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no radius-server source-
ipvé6 [ip_address ]

Ynansaet onpegeneHHbin IPv6-agpec, ucnonb3yembiii no
YMO/I4aHMIO B Ka4ecTBe afpeca UCTOYHMKA NepeaaBaemoro B
coobuieHusax npotokona RADIUS. YcraHaBnausaeT IPv6-agpec
nHTepdeiica KOMMyTaTopa B KayecTBe afpeca UCTOYHMKA A1A
MUCNONb30BaHUA B CO0bLLEHUAX NpoToKkona RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas-id

no radius-server attributes
nas-id include-in-access-
req format

nas-id (1..32)/atpubyt 32

LOobasneHune atpnbyta 32 (NAS-ID) B naketbl Radius-request.
- nas-id — popmart onumm;
- Mmakpoc %h noacrasnaet hostname-kommyTtaTopa.

OTCYTCTBYET B 3anpocax

Bo3BpallaeT 3HaueHMe No YMOIYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanua 5.148 - KomaHgb! pexkuma Privileged EXEC

KomaHoa

Aelicmeue

show radius-servers

Otobparkaet napameTpbl HacTpoikn RADIUS cepsepos (KomaHaa AoCTynHa TONbKO ANs

NPUBUNErMPOBAHHbIX NO/b30BATENEN).

show radius statistics

OTo6parkaeT CTaTUCTUKY NpoToKona Radius.

[pumepbl UC016308AHUA KOMAHO

=  YcTaHOBMTb rnobanbHble 3HavyeHuA ANA NapamMmeTpoB: UHTepBan OXWMAaHUA OTBETa

oT

cepsepa — 5 cekyHa, KoanyecTBo nonbITOK nomcka RADIUS cepsepa — 5, Bpems, B TedeHue
KOTOPOro HegoCTyNHble cepepa He byayT onpawmnsatbca RADIUS KnMeHToM KommyTaTopa
— 10 MUHYT, CeKpeTHbI Kntou - secret. lobasuTb B cnncok RADIUS cepBep, pacnonoxeHHbIn
Ha y3ne cetn c IP agpecom 192.168.16.3, nopt cepBepa 4nA ayTeHTUdMKaumm — 1645,
KO/IMYeCTBO MOMbITOK JOCTYNa K cepBepy — 2.

console# configure

console (config)#
console (config)#
console (config)
console (config)
console (config)
2

radius-server timeout 5
radius-server
# radius-server
# radius-server
#

radius-server

key secret

retransmit 5
deadtime 10

= [lokasaTb napameTpbl HacTpolikn RADIUS cepsepos

console# show radius-servers

host 196.168.16.3 auth-port 1645 retransmit

start
IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global values
TimeOut : 5
Retransmit : 5
Deadtime 10
Source IP 0.0.0.0
Source IPv6
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5.19.3 Npotokon TACACS+

Mpotokon TACACS+ obecneumBaeT UEHTPAIM30BaHHYO cucTemy 6e30MacHOCTM Ans NpPOBepPKU
nosib30BaTeNeN, NOJyYaOWMX AOCTYN K YCTPOWUCTBY, NPU 3TOM NoanepKusas coBmectumocTb ¢ RADIUS u
APYTMMUK nNpoueccammn npoBepku noginHHocTn. TACACS+ npefocTaBaseT cneaytowme cnyxooi:

— Authentication (nposepKka nogsnHHocTn). ObecrneynsaeTcs BO BpeMs BXOAa B CUCTEMY MO MMEHaM
no/sib3oBaTesieit u onpeae/ieHHbIM MNob30BaTeNAMM NapoIAM.

— Authorization (asTopusauus). ObecneumsaeTca BO Bpems Bxofa B cucTemy. lMocne 3aseplieHuns
ceaHca NpoBEPKM NOAJMHHOCTM 3aMyCKaeTCsA CeaHC aBTOpPU3aLMm C UCNOIb30BaHMEM MPOBEPEHHOIO

MMEHU NO1Ib30BaTe/1A, TaKXKe CEPBEPOM NMPOBEPAIOTCA NPpUBUNETNUN NONb30BaTENA.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKM B perknume r106asbHOro KOHGUryprMpoBaHms:

console (config) #

Tabnuua 5.149 — KomaHapl pexkmma rnobanbHoro KOHGUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

tacacs-server host

{ip_address [hostname}
[single-connection]

[port port]

[timeout timeout]

[key secret_key]

[encrypted key encrypted_key]
[source source_ip_address]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);
time: (0..2000) muH;
key: (0..128) cumBonoB;
encrypted_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0

[ob6asnaeT yKasaHHbIV cepsep B CMMCOK MCNOJb3yeMblX
TACACS cepsepos.

- ip_address — IP appec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single connection — B KaXKAbli MOMEHT BPEMEHN UMETb He
60/blUe 0AHOro coeanMHeHUA ana obMeHa AaHHbIMU C
TACACS-cepsepom;

- port — Homep nopTa ans oomeHa gaHHbimu ¢ TACACS-
cepBepom;

- timeout — NHTEPBAN OXXWAAHMA OTBETA OT CEPBEPA;

- secret_key — Kntou ans ayTeHTUGUKaLmm 1 wndposaHua
Bcero obmeHa gaHHbimmn TACACS;

- encrypted_key — Knto4 B WUMPPOBAHHOM BUAE o5
ayTEeHTUOUKALMM U LUNPPOBAHUA BCero 0bMeHa JaHHbIMU
TACACS;

- source_ip_address — IP-apgpec, UCnonb3yemblil B KayecTse
afipeca UCTOYHUKA, NepeAaBaemMoro B CO0bLeHnAxX
npotokona TACACS;

- priority — npuoputeT ucnonbsosaHua TACACS-cepsepa
(4yem HUKe 3HaYEeHMe, TeM NpUOPUTETHEE CepBep).

B cnyyae oTcyTCTBMA B KOMaHAe napameTpos «timeout»,
«retries», «time», «secret_key», «source_ip-addr» ans
AaHHoro RADIUS-cepsepa MCNONb3YyIOTCA 3HaYeHus,
HaCTPOEHHbIe C NOMOLLbIO COOTBETCTBYIOLMX FN0B6aNbHbIX
KOMaHA,

YpanaeT yKasaHHbI cepBep U3 CMCKA UCNOJIb3yeMblX
TACACS-cepBepoB.

tacacs-server key [key]

no tacacs-server key

key: (0..128) cumsonos/
nycTas CTpoKa

YcTaHaBAMBAET KO, UCMONb3YEMbIN NO YMONYAHULO, ANS
ayTeHTMdUKaLMM 1 WndpoBaHUA Bcero obmeHa AaHHbIMK
TACACS mexay ycTpoiicTBom u oKpykeHnem TACACS.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cex.

YctaHaBAuBaeTt UHTEepPBan OXMAaHUA OTBETA OT CepBepa,
MCHOHbByeMbIﬁ Nno YMONYaHUIO.

YCTaHOBUTb 3HAYeHUe no YMOI4YaHUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaeT IP-aapec KomMmyTaTOpa, UCMONb3YEMBbIN NO
YMONYaHUIo ana obmeHa coobueHmamm ¢ TACACS-
cepsepom

YcTaHaBauBaeT ucnosb3oBaHue IP-aapeca nHTepodeiica
KoMmyTaTopa ana obmeHa coobleHnamm c TACACS-
cepBepom.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOWM CTPOKK B pexxknme EXEC:

console#

Tabnnua 5.150 - KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
show tacacs ) OTobparkaeT HAaCTPOMKY U CTaTUCTUKY ansA cepsepa TACACS+.
[ip_address] - ip-address — IP-agpec TACACS+ cepBepa, n1Mbo nmsa cepsepa.
show tacacs statistics - OT0b6parkaeT CTaTUCTUKY npoTokona TACACS+.

[pumepbl UC016308AHUS KOMAHO

= [1o6aBuTb B cnncok cepsepoB TACACS-cepBep, pacno/ioxKeHHbI Ha y3ne ceTu ¢ IP-agpecom
192.168.16.34, TanmayT 0XXUAAHUA OTBETA OT cepBepa — 4 CeKyHAbl, CEKPETHbIN KN4 ANA
obMeHa gaHHbIMM € cepBepom — secret, IP-agpec KoMMyTaTopa, MCNoIb3yeMblit aAns obmeHa
c 3Tum cepeepom — 192.168.16.38, npmoputeT cepsepa — 8.

console# configure
console (config) # tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 NpoTtoKon ynpasneHua cetbto (SNMP)

SNMP — TexHonorua, npusBaHHaa obecneynTb ynpasBiaeHWE WM KOHTPOSb Hag YCTPOMCTBaMM M
NPUIOKEHNAMW B CeTUM CBA3M nNyTém obmeHa ynpasaawowen uHPopmaLmen mexay areHTamu,
pacnofioXKeHHbIMW Ha CETEBbIX YCTPOMCTBAX, U MeHeKepaMu, HaXOAALMMUCA Ha CTAHUMAX YNPaBAEHUA.
SNMP onpegenseTt ceTb Kak COBOKYMHOCTb CETEBbIX YMNPABAAOLWMX CTaHUMIK U 3/1eMEHTOB CeTU (raBHble
MaLUMHBI, LWIO3bl M MapLIpyTU3aTOPbl, TEPMUHA/IbHbIE CEPBEPbI), KOTOpble COBMECTHO obecrneuymBatoT
aAMMWHUCTPATUBHbIE CBA3U MEXAY CETEBbIMMU YNPABAAIOLLMMMN CTAHLMAMU N CETEBLIMM areHTaMu.

KommyTtatop MES1024/MES1124/MES2124 nossonAeT HacTpouTb paboty npotokona SNMP ans
YyAANEeHHOTO MOHWUTOPUHIA U YNpaBieHUs YCTPOMCTBOM. YCTPOWCTBO MOALEPMKMBAET MPOTOKO/bI BEPCUid
SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUIrypnpoBaHmsa:

console (config) #

Ethernet-kommymamopsi MES1000, MES2000 157



HELTEX

Tabnnua 5.151 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
ymMmon4YaHuro
system iftypes {default | N3meHseT oTobpaxkeHue TMNoB UHTepdelicos LAG u vlan,
iana-new} XpaHsawmxca 8 none ifType Tabauupl ifTable.
Mpwn BBOAE "system iftypes iana-new":
— 3HayveHue nons ifType gna Port-Channel'os B
Tabnuue ifTable oTobparkaeTca Kak ieee8023adlag;
— 3HayveHue noas ifType gna Vlan'os B Tabnuue ifTable
oTobpaxkaeTca Kak 12vlan.
-/default Mpu BBoAe "system iftypes default":
— 3HayveHue nons ifType gna Port-Channel'os B
Tabnuue ifTable oTobpakaeTca Kak ethernetCsmacd;
— 3HaveHwue nons ifType ana Vlan'os B Tabnuue ifTable
oTobpaxaeTca Kak propVirtual.
[nA BCTYNAEHUA B CUY U3MEHEHUI NOC/ie BBOAA KOMaHAbI
TpebyeTcA coxpaHeHMe KOHOUTypaLum 1 nepesarpyskKa.
snmp-server server BkntounTb noaaepKky npotokona SNMP.
-/BKAtoyeHa
no snmp-server server OTKkntovaeT noaaepxKy npotokona SNMP.
snmp-server community YcTaHaB/IMBaeT 3HaYEHUE CTPOKM coobLuecTBa A48 obmeHa
community [view AaHHbIMK no npoTokony SNMP.
viewname)] [ro|rw|su] - community — cTpoKa coobuiecTtsa (Napo/ib) Ans 40CTyna no
lipv4_address| . npotokony SNMP;
community:

ipv6_address|
ibv6z_address]

[mask | prefix_length]
[use-acl ip-acl-name]
snmp-server community-
group community
groupname
lipv4_address|
ipv6_address|
ipv6z_address] [mask |
prefix_length]

no snmp-server
community community
[ipv4_address|
ipbv6_address|
ipv6z_address]

(1..20) cumBonos;

viewname:
(1..30) cumBonos;

groupname:
(1..30) cumBonoB;

mask no ymon4aruro:
255.255.255.255;

prefix_length
no YMONYAHWUIO:
32;
ip-acl-name:
(1..32) cumBonos
dopmar:
IPv4: A.B.C.D
IPv6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

- r0 — AOCTYN TONIbKO A1 YTEHUS;
- rW — 4OCTYN A8 YTEHUA U 3aMNnUcK;

- SU — ,0CTyN aAMUHUCTPATOPA;

- viewname — onpegenseT UMA gna npasmna obo3peHus
SNMP, KoTOpoe f0MKHO BbITb NpeaBapuTeNbHO onpeseneHo
C NOMOLLbIO KOMaHbl snmp-server view. Onpeaenset
06BEKTbI, AOCTYMHbIE COObLLECTBY;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec
YCTPOMCTBA;

- mask — macka agpeca IPv4, koTopas onpeaenset, Kakue
61Tbl afpeca MCTOYHMKA NaKeTa CPaBHUBAIOTCA C 3a4aHHbIM
IP-appecom;

- prefix_length —uncno 6uT, KOTOpble COCTaBAAOT NpeduKc
IPv4-appeca;

- ip-acl-name — vms cywectsytowero ACL-cnvcka;

- groupname — onpeaensaeT UMA rpynnbl, KOTOPOE AO0KHO
6bITb NPeABapUTENBHO ONPeseNeHo C MOMOLLLIO KOMaHAbI
snmp-server group. Onpegenser 06bEKTbI, LOCTYMNHblE
coobuiecTay.

Ypanaet napameTpbl ANnA CTPOKK COOﬁLLI,eCTBa.

snmp-server view view-
name OID
{included | excluded}

no snmp-server view
viewname [OID]

view-name:
(1..30) cumBonos

Co3paeT unun pefakTupyeT npasuao obospeHus ana SNMP —
paspeluatoLlee npasmao, MMbo orpaHMuMBatoLLee cepBepy-
obo3peaTento goctyn K OID.

OID-naeHTUOUKaTOp 06beKTa MIB, NnpeacTaBneHHbI B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/oYaTh B ceba
3ape3epBMpPOBaHHbIE C/I0BA, Hanpumep: system, dod). C
MOMOLLbIO CMMBO/IA * MOKHO 0603HAYUTb CEMENCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuio gaa 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuaa gaa 06o3pesaHus.

Yaanaer npasuno obospeHna ans SNMP.
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snmp-server group
groupname {v1|v2|v3
{noauth|auth| priv}
[notify notifyview]}
[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumBonos;

notifyview:
(1..30) cumsonos;

readview:
(1..30) cumsonos;

writeview:
(1..30) cumBonos

Cozpgaet SNMP-rpynny unm 1abnuuy coorsetctanit SNMP-
nonb3osaTenen u npasun ob6ospeHnin SNMP.

-vl,v2,v3 - SNMP v1, v2, v3 mogenb 6e3onacHocTy;

- noauth,auth,priv — Tun ayteHTUdUKaumm, ncnonbyemblii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTUdMKaumu, auth —
ayTeHTMdUKauma 6e3 wudposaHuUs, priv — ayTeHTUdUKALMA C
WwndpoBaHnem);

- notifyview — uma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
onpeaensatb coobuweHna SNMP-areHTa — inform u trap;

- readview — ums npasBuia 0603peHuUs, KOTOPOMY paspeLleHo
TOJIbKO UTeHune coaepkmumoro SNMP-areHTa KOMMyTaToOpPQ;

- writeview — ums npasuna 0603peHnsn, KOTOPOMY paspeLLleHo
BBOAMTb AaHHble N KOHOUTYpMpoBaTb cogepkumoe SNMP-
areHTa KOMMmyTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user
username groupname
{v1 | v2c | remote host
v3| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumBonos;
groupname:
(1..30) cumBonos;
engineid-string:
(5..32) cumBonos;
password:
(1..32) cumBona;
md5:
16 nan 32 6auT;
sha:
20 vnn 36 6anT;
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospaet SNMPv3-nonb3osaTens.

- username — UMA No/Ib30BaTeNS;
- groupname — UMa rpynnbl;

- engineid-string — waeHTuduKaTop yaaneHHoro SNMP-
YCTPOMCTBA, KOTOPOMY MONb30BATENb MPUHALNEKUT;

- auth-password — naponb A1a ayTeHTUOUKALUU U reHepaumum
KNHOYa;

- md5 — Kntoy md5;

- sha — Kntou sha;

- host — IP-agpec/ ums xocra.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter-
name oid {included |
excluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Co3paet unu pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonset ¢puabTpoBaTb inform u trap-cooblueHus,
nepenasaemble SNMP-cepsepy.

- 0id — npeHTMdumKkaTop ob6beKTa MIB, NnpeacTaBneHHbIN B
Buae aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MoOXKeT BKOYATb B
cebs 3apesepBMpoOBaHHbIe C10Ba, Hanpumep: system, dod. C
NMOMOLLbIO CMMBOJIA * MOXKHO 0603HaAYUTL CEMENCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckAtoYeHa 13 Npasnaa GUAbLTPaLNN.

Yaanset npasuno SNMP-punbTpa.

snmp-server host
{ipv4_address |
ibv6_address | hostname}
[traps|informs] [version
{1 | 2c | 3 [auth | noauth
| privl}] community [udp-
port port] [filter
filtername] [timeout
seconds] [retries retries)

no snmp-server host
{ipv4_address
|ipv6_address |
hostname}
[traps|informs]

hostname:
(1..158) cumsonos;

community:
(1..20) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonoB;

seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseTt HAaCTPOMKM N5 Nepeaayn cCoobLLeHN
ysegomnenus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobLiectsa 41A nepeaayn coobueHuni
yBeLoMNeHus;

- version — onpegenaT TMn coobuieHnit trap —trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKa3blBaeT NOANMHHOCTb NakeTa 6e3 WindppoBaHus;

- noauto — He yKasblBaeT NOA/MHHOCTb NaKeTa;

- priv — yKasblBaeT NOA/AMHHOCTb NaKeTa ¢ WudpoBaHMEM;

- port — UDP nopt SNMP-cepBepa;

- seconds — nepuoga, 0XXnaaHua NoATBEPKAEHUN nepes,
NnoBTOpPHOM Nepegayent coobweHunit inform;

- retries — KONMYECTBO NONbLITOK Nepeaayn coobuieHnit inform,
NPV OTCYTCTBUM UX MOATBEPKAEHUA.

Yaanser HacTPOMKM 4A nepesaqu cooblueHunii ysegomneHus
inform v trap SNMPv1/v2/v3-cepsepy.
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snmp-server v3-host
{ipv4_address
|ipv6_address

| hostname} username
[traps | informs]
{noauth|auth| priv} [udp-
port port] [filter
filtername] [timeout
seconds])

[retries retries]

no snmp-server v3-host
{ipv4_address
|ipv6_address

| hostname} username
[traps|informs]

hostname:
(1..158) cumsonos;

username:
(1..24) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumsonos;

seconds: (1..300)/15;

retries: (0..255)/3

OnpegaenseT HaCTPOWKK Ans nepesaym coobLueHui
yBegomnenus inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — Tmn ayteHTUdMKauUK, Ucnonb3yemblii
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdMKaumm, auth —
ayTeHTMdUKauma 6e3 wudposaHuUs, priv — ayTeHTUdUKALMA C
WwndppoBaHnem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuoga, 0XXnaaHua NoATBEPKAEHUN nepes,
NnoBTOPHOM Nepegayeit coobuweHnin inform;

- retries — KONMYECTBO NONbLITOK Nepeaayn coobueHnit inform,
NPV OTCYTCTBUM UX MOATBEPKAEHUA.

YpanaeT HacTPOWKKM ANA nepesaym cooblueHnin yBeaoMneHna
inform u trap SNMPv3-cepsepy.

snmp-server enginelD
local {engineid-string |
default}

no snmp-server enginelD
local

engineid_string: (5..32)
CUMBO/I0B

Co3paet naeHTnduKaTop nokanbHoro SNMP ycTpolictea —
enginelD.

- default — npu ncnonbzoBaHMM gaHHOW HAcTpoMKK enginelD
byaeT aBTOMaTUYECKM cOo3AaH, Ha ocHoBe MAC-agpeca
yCTpoWncTBa.

Ypanset ugeHtuoumkatop sokanbHoro SNMP ycTpoiictea —
enginelD

snmp-server enginelD
remote

{ipv4_address |
ibv6_address}
engineid-string

engineid_string: (5..32)

CospaeT naeHTndukaTop yaaneHHoro SNMP ycTpoictea —
enginelD.

CUMBOJI0B

no snmp-server enginelD Ypanaet ngeHtuéukatop yaaneHHoro SNMP yctporicTea —
remote enginelD.

{ipv4_address |

ipv6_address}

snmp-server enable traps BkntouaeT noaaepxky SNMP trap coobuieHui.

no snmp-server enable -/BKAIOUEHO OTkAtoyaeT noaaepky SNMP trap coobuieHumi.

traps

snmp-server enable traps
errdisable

no snmp-server enable
traps errdisable

-/BbIKNIOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHunit npu nepesoae
noprta B coctonHue Errdisable.

Bbikntoyaet otnpasky SNMP trap-coobuueHunii npy nepesoae
noprta B coctonHue Errdisable.

snmp-server enable traps
erps

BkntouaeT otnpasky SNMP trap coobueHnin npu usmeHeHum
coctoaHma ERPS-konbLa.

-/BKNOYEHO "
no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobLieHuin npyu M3meHeHUn
traps erps coctoaHma ERPS-konbLa.
snmp-server enable traps BkntoyaeT otnpasKy SNMP trap coobuieHmnit npu nsmeHeHum
flex-link coctoaHusA napsl flex-link nHtepdelicos.

-/BKAKOYEHO —
no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobLieHuit npu U3meHeHnn
traps flex-link coctoaHuaA napsl flex-link nHTepdeicos.
snmp-server enable traps BkstovaeT otnpasky SNMP trap coobLueHuii npu usmeHeHnu
link-status COCTOAHMA NopTa.

-/BKNIOYEHO

no snmp-server enable
traps link-status

OTkAtoyaeT oTnpasky SNMP trap coobuieHuit Npy UsMeHeHUU
COCTOAHWA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

-/BbIK/IOYEHO

BkntoyaeT otnpasKy SNMP trap coobueHnit npu nsmeHeHUn B
Tabamue nsyyeHHbix MAC-agpecos.

OTkntoyaeT otnpasky SNMP trap coobLieHuit npu M3meHeHnn
B Tabanue nsyyeHHbix MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification

flapping

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap coobuieHmit npu
obHapyeHun dnannmHra MAC-aapecos.

OTkntoyaeT oTnpasKy SNMP trap coobuieHnit npu
obHapykeHun dnannmHra MAC-aapecos.

snmp-server enable traps
12protocol-tunnel

-/BbIKOYEHO

BkntouaeT otnpasky SNMP trap coobuieHnit npu
cpabaTtbiBaHuK drop-treshold n shutdown-treshold B L2PT.
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no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobuieHnit B L2PT
traps I2protocol-tunnel
snmp-server enable traps BkntoyaeT oTnpasKy SNMP trap coobuieHnit npum
storm-control 06HapYKEeHUU LWIMPOKOBELLATENIBHOTO LWTOPMA.
-/BKAOYEHO —
no snmp-server enable Bbikntoyaet otnpaBky SNMP trap coobuieHunii npu
traps storm-control 06HapyKeHMM WMPOKOBELLATEIbHOTO LTOPMA.
snmp-server trap PaspeluaeT nepesasaTb coobLLeHMA trap cepBepy He
authentication npoweawemy ayteHTUdUKaLmio.
no snmp-server trap 3anpelaeT nepeaasaTb coobLieHUA trap cepBepy He
authentication npoweawemy ayteHTUdUKaLmio.
snmp-server contact text OnpeaenaeT KOHTaKTHYIO MHGOPMALMIO YCTPOMCTBA.
text: (1..160) cumsonos —
no snmp-server contact Ypanaet KOHTaKTHYO MHGOPMALLMIO YCTPOICTBA.
snmp-server location text Onpeaenaet MHGOPMALLMIO O MECTONONOKEHUN YCTPOMUCTBA.
- text: (1..160) cumsonos —

no snmp-server location Ypanaetr uHGopmaLmio 0 MecTONONOKEHNUM YCTPOMCTBA.
snmp-server set variable- variable-name, name, Mo3BoNAET yCTaHOBUTbL 3HAUYEHUA NepeMeHHbIX B 6a3e faHHbIX
name namel valuel value fonmkHbl 3agasatees | MIB KommyTaTopa.
[name2 value2 ... ] B COOTBETCTBUM CO - variable-name — nma nepemeHHoOW;

cneunduraumedt - name, value — napbl COOTBETCTBUI UMA — 3HAYEHMe.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnuua 5.152 — KomaHapl pexkmma KoHpurypmposaHusa nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHda Aeilicmsue
ymMon4yaHuio

snmp trap link-status BkntoyaeT otnpasKy SNMP trap coobuieHmnit npu UsmeHeHum

COCTOSIHUA HAaCTPaMBaEMOro nopra.
- -/BKNIOYEHO —

no snmp trap link-status BobikntoyaeT oTnpasky SNMP trap coobuieHuii npyu usmeHeHum
COCTOAHWA HacTpaMBaemoro nopra.

bandwidth rate N3meHseT 3HayeHune nonei ifSpeed v ifHighSpeed gnn
0oTObpaKeHUn peasbHOM NPONYCKHOM CNOCOBHOCTM KaHana B

rate: cUCTeMe MOHUTOPUHTA. He BAMAET Ha CKOPOCTb Nepesayu

(1—4294967295)/BbIKNO4EHO MHTepdeiica. McnonbsyeTca B cayyae, Koraa peasbHas CKOPOCTb
nepefayn AaHHbIX B KaHase OrpaHMYMBaeTCa AONONHUTEbHbIM
obopyaoBaHuem.

no bandwidth OTKntoyaeT usmeHeHue nonei ifSpeed u ifHighSpeed.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 5.153 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa Aelicmeue

show snmp MokasbiBaeT ctatyc SNMP-coeguHeHUi.
show snmp enginelD MoKasblBaeT naeHTuduKaTop nokanbHoro SNMP-ycTpoiictea — enginelD.
show snmp views

. W P View MokasbiBaeT npasuna o6o03peHna SNMP.
[viewname]
h
Show shmp groups MNMoKa3sbiBaeT SNMP-rpynnbi.
[groupname]
h filt
?fi/(;‘eNr:;rr:; feers MokasbisaeT SNMP-bunbTpbI.

show snmp users

MNokasbiBaeT SNMP-nonb3oBaTenei.
[username]
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  YCTaHOBMTb 3HaYeHMA 4NA NnapaMeTpoB contact, location. YcTaHOBWTb AOCTYN Ha YTeHMe A
CTPOKM coobulectBa public. YctaHoBUTL gocTyn Ha yteHne M 3anucb SNMP-cepBepy c
agpecom 192.168.16.3 B coobuiectse private.

console#configure

console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server

enable

contact support@eltex.nsk.ru
location Objedineniya-street, 9
community public ro

community private rw 192.168.16.3

5.19.5 MpoToKkon yaaneHHOro moHuTopuHra cetu (RMON)

MpoTokon MmoHuTopuHra cetu (RMON) sBnsetca pacwmpeHmem npotokosa SNMP, nossonsas
npenocTaBuTb 60see WMPOKNE BO3MOXKHOCTU KOHTpons ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOMT B XapaKTepe cobupaemolt MHPopmaumMm — AaHHble cobupaemble RMON B nepsyto odepesb
XapakTepusyloT Tpaduk mexay ysnamu cetm. WMHPopmauma, cobpaHHas areHTom, nepegaeTtca B
NPUAOXKEeHUe ynpaBieHUA CeTbio.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 5.154 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus
3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

no rmon event index

index: (1..65535);

community text:
(0..127) cumBonos;

description text:
(0..127) cumBonos;

owner name: CTpoKa

HactpaunBaet cobbiTvaA, UCNoNb3yemble B cCUCTEME YAaIeHHOTO
MOHUTOPUHTA.

- index — nHpEKC cobbITUSA;

- type — TMN yBEAOM/IEHWA, TEHEPUPYEMOTO YCTPONCTBOM MO
aTOMy CObbITHIO:

none — He reHepupoBaTb YBEAOMIEHUSA,

log — reHepunpoBaTh 3anuch B Tabnuue,

trap — otcbinate SNMP trap,

log-trap — reHepu1poBaTb 3anucb B Tabaunue n otcbliatb SNMP
trap;

- community — cTpoka coobwectsa SNMP ana nepecbinku
trap;

- description — onvcaHue cobbiTus;

- name — mA co3gatens cobbITuA.

Ypanaet C06bITI/Ie, ncnosbsyemoe B CUCTEME YaaNNeHHOro
MOHUTOPUHTra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup direction]
[owner name]

index: (1..65535);

mib_object_id:
KOppeKTHbIl OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

HacTtpauBaeT ycnoeua Bbl4auv aBapuiiHbIX CUrHA/OB.

- index — NHAEKC aBapuUMHOro cobbITus;

- mib_object_id — ngeHTMdMKaTOp NepemeHHOMN YacTm
obbekra OID;

- interval — uHTepBan, B Te4EHNE KOTOPOro AaHHble
0oT6MpatloTCA U CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN
rpaHuLamm;

- rthreshold — Bocxoaswan rpaHnua;

- fthreshold — HuCcXoaAWan rpaHnLa;

- revent — MHAEKC CObbITMA, KOTOPOE UCMO/b3yeTCs Npu
nepeceyeHnn BOCXoaaLLen rpaHnLbl;

- fevent — uHgeKc cobbITUA, KOTOPOE UCMONb3YETCA NPU
nepeceyeHnn HUCXOAALLEN rPaHNLLbI;

- type — meTog, 0T60pa YKasaHHbIX MepeMeHHbIX U noacyeTa
3HaYeHWA ANA CPaBHEHUA C rPpaHULaAMK:
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MeTog, absolute — abcontoTHoe 3HaueHMe BblIbpaHHOM

fevent: (0..65535); nepemeHHon byaeT CpaBHEHO C rpaHuLLEeN HA KOHLe
owner name: CTPOKa; nccaesyemoro MHTepBana;
Mertog delta — 3HaueHue BbIGpaHHOW NepeMeHHoM nNpu
type: (absolute, nocnegHem otbope 6yAeT BbIMTEHO U3 TEKYLLETo 3HaYEHUA 1
delta)/absolute; pasHuLa byaeT cpaBHEHa C rpaHuLaMu (pasHuLa mexay
3HaYeHNAMM NepPeMEeHHOM B KOHLLE M B Hayasie KOHTPO/IbHOro
startup: (rising, falling, MHTepBana);
rising-falling)/rising-falling | - startup — MHCTPYKUMA ANA reHepaumm cobbITUA Ha NepBom

KOHTPO/IbHOM MHTepBase. OnpeaenseT NpaBuaa reHepaumm
aBapUMHbIX COBbITUIM ANA NEePBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUSA 0TOBpaHHOW NepeMeHHOoM ¢ 04HOW, MMbo
obenMmu rpaHuLamu:

- rising — reHepMpoBaTb eANHUYHOE aBapuiiHOe cobbITME No
BOCXOAALLEN rpaHuLe, eciv 3HaYeHne oTobpaHHoM
nepemeHHoW Ha NepBOM KOHTPOIbHOM UHTepBane 6onblue
nMb0o paBHO 3TOM rpaHuLE;

- falling — reHepupoBaTtb eanHUYHOE aBapuiiHoe cobbiTMe Nno
HUCXOAALLEN rPaHMLEe, eC/IM 3Ha4YeHUe 0TobpaHHOM
nepemeHHoOM Ha NepBOM KOHTPOJIbHOM MHTEPBA/IE MEHbLUE
nMb0o paBHO 3TOM rpaHuLE;

- rising-falling — reHepupoBaTb eaAnHNYHOE aBapuiiHoe
cobbiTve No BOCXOAALLEN U/UAN HUCXOAALLEN rpaHuLe, ecn
3HayeHue 0TobpaHHOW NepemMeHHON Ha NepPBOM KOHTPObHOM
nHTepBasie 60oblie NMM60 PaBHO BOCXOAALLEN rpaHuULLe, u/maun
MeHblLUe IMB0 PaBHO HUCXOAALLEN FpaHULE;

- owner — UMA co3aaTeNs aBapuiHoro cobbitus.

no rmon alarm index Yaanser ycioBue BblAaun aBapuUnHbIX COObITUN.
rmon table-size {history 3afaeT MakcMmanbHbI pasmep RMON-Tabanu,.
entries | log entries} - history — makcumanbHoe KONMYecTBO CTPOK B Tabanue
ncTopuu;
history: (20..32767)/270 - log — MaKkcMManbHOE KOMYeCTBO CTPOK B Tabauue 3anucen.
log: (20..32767)/100 3HauyeHMe BCTYNUT B CUTY TONIbKO nocne
H nepesarpysKu ycTpoicTea.

no rmon table-size YcTaHaBAMBaEeT 3HaYeHME N0 YMOYAHUIO.

{history | log}

KomaHObI pexcuma KoHgpua2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepgelica 2pynnbl N1opmos

Bua 3anpoca KOMaHLHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.155 — KomaHabl pexxuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa 3HavyeHue Aelicmeue
rmon collection stats index BKkntouaeT dopmmupoBaHME UCTOPUM MO TPYMNNam CTaTUCTUKK
[owner name | buckets Ana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

bucket_num] index: (1..65535); - index — nHAEKc Tpebyemoli rpynnbl CTaTUCTUKK;
name:

[interval interval] - name — BnafeneL, rpynnbl CTaTUCTUKK;
KOpPEeKTHaA CTPOKa;
- bucket_num — 3HaueHne, accoLMMPyEeMOe C KONNYECTBOM
bucket_num: (1..50)/50;
- Aueek ana cbopa MCTOPUM NO rpynne CTaTUCTUKK;

interval: - interval — nepuog onpoca ans GopMMUpoBaHNA UCTOPUM
- (1..3600)/1800 cek :
no rmon collection stats BbIK/NtOUaeT GopMMpoBaHMe UCTOPUM NO TPYNMaM CTaTUCTUKK
index Aana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 5.156 — KomaHap

I pexknma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);

show rmon collection stats
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

fa_port: (1..3/0/1..24);
group: (1..16)

MoKasblBaeT CTaTUCTUKY UHTepdeiica Ethernet, anbo rpynnbi
NOpPTOB, UCMONb3YEMYIO A4 YAANEHHOTO MOHUTOPUHTA.

OTo6parkaeT MHGOPMaLMIO MO 3anpallnBaemMbim rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);

period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpolweHHas rpynna CTaTUCTUKK;

- throughput - nokasbiBaeT cueTUnKM NPON3BOAUTENBHOCTU
(nponyckHoW cnocobHoCTK);

- errors - NoKa3bIBaeT CHETYNKM OLINOOK;

- other - NOKa3sbIBaeT cYETYMKM OBPLIBOB U KONU3NN;

- period — NOKa3bIBaeT MCTOPWMIO 3a 3aMNPOLUEHHbIN Nepuos,
BPEMEHMU.

show rmon alarm-table

MoKasbiBaeT cBOAHY Tabanuy aBapUinHbIX COBbITUIA.

show rmon alarm number

number: (1..65535)

MoKasblBaeT KOHPUIypPaLMIO HACTPONKM aBapPUMHbBIX COBbITUN.
- number — NHA,EKC aBapUMHOIO cobbITUA.

show rmon events

MokasbiBaeT Tabanuy cobbITU yaaneHHOro MOHUTOPUHIa
RMON.

show rmon log [event]

number: (0..65535)

MokasbiBaeT Tabanuy 3anmcei yaaneHHOro MOHUTOPUHTa
RMON.
- event — UHAEKC cOBbITUA.

[pumepbl 8bIM0AHEHUS KOMAHO

= [lokasaTb cTaTucTuKy 10 uHTepdeica Ethernet nepeoro ycTpolicTea B cTeKe:

consolef#show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0
Octets: 3876
Broadcast: O

CRC Align Errors:
Undersize Pkts: O
Fragments: O

64 Octets: 0

128 to 255 Octets
512 to 1023 Octet

Packets: 57
Multicast: 57

0 Collisions: O
Oversize Pkts: O
Jabbers: 0

65 to 127 Octets: 57

: 0
s: 0

256 to 511 Octets: O
1024 to max Octets: O

Tabnnuya 5.157 — OnucaHne pesynbTaTos

MNapamemp OnucaHue
Dropped KonnuecTBo 3aaeTeKTUPOBaHHbIX COBbITUIM, KOraa nakeTbl 6b1AM OTOPOLLEHDI.
Octets Konnuectso 6aiT gaHHbIX (BKAOYan 6aiTbl NIOXMX NAaKETOB), NPUHATLIX U3 CETH
(nckntouan ppelimoBble 6UTbI, HO BKAKOYAs BUTbI KOHTPONBLHOW CyMMbl).
Packets Ko/imyecTBo NpMHATLIX MAaKeTOB (BKAKOYAA NJOXMe, LUMPOKOoBeLaTebHble U
MHOroaZpecHble NakeThbl).
Ko/iMyecTBO NPMHATLIX LWMPOKOBELLLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE
Broadcast
naKketbl).
Multicast KonnmuecTBo NPUHATLIX MHOFOAAPECHbIX MAaKeTOB (TO/IbKO KOPPEKTHbIE NaKeTbl).
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CRC Align Errors

KonnuyecTso NpUHATLIX NAaKeToB A/IMHOMN OT 64 A0 1518 63T BKAOUYNTENLHO,
MMEIOLLNX HEBEPHYIO KOHTPOIbHYO CYyMMY NMB0 C LesibiM YMCIoM 6aliT (oWwmnbKn
NPOBEPKU KOHTPOIbHOW cyMmMmbl — FCS), nnbo c Heuenbim yncaom 6anT (owmnbKu
BblpaBHMBaHUA — Alignment).

Collisions

OueHKa KoanyecTsa KonmM3nim Ha aaHHom Ethernet cermenTe.

Undersize Pkts

KonnuyectBo NpUHATLIX NAKETOB AJ/IMHON MeHblle 64 6aiT (McKatoYasa dpernmoBble
6UTbI, HO BKNKOYAA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM NPaBWIbHO
chOPMMPOBAHHBIX.

Oversize Pkts

Ko/imyecTBo NpMHATLIX NAKeToB ANMHON 6onblue 1518 6aliT (Mckntovan dperimoBble
6UTbl, HO BK/It0Yas BUTbI KOHTPOJIbLHOM CYMMbI), HO B OCTa/IbHOM MPAaBUIbHO
chOpPMMPOBAHHbIX.

KonnuyecTBo NpUHATLIX NAaKETOB AJ/IMHON MeHblle 64 6aiT (McKNtoYasa dpermoBble
6UTbI, HO BKNKOYASA BUTbI KOHTPOILHOW CYMMbI), UMEIOLLMX HEBEPHYH KOHTPObHYIO

Fragments . o
CyMMY 60 C Lenbim Ynciom 6anT (oWMBKN NPOBEPKMU KOHTPOAbHOM cymmbl — FCS),
6O C HeuenbiMm Ynciom 6anT (oWwMbKKM BbipaBHMBaHMA — Alignment).
Ko/imyecTBo NpuHATLIX MAaKeToB ANnHON 6onblue 1518 6aliT (McKkntovan dpeimoBble
Jabbers 6UTbl, HO BK/ItOYas BUTbI KOHTPO/IbHOM CYMMbI), UMEOLNX HEBEPHYIO KOHTPOIbHYHO
CyMMy 160 C Lenbim Ynciom 6anT (oWMBKM NPOBEPKMU KOHTPOAbHOM cymmbl — FCS),
nmbo c Heuenbim Yncnom 6aiT (oWwmbKM BbipaBHMBaAHMA — Alignment).
64 Octet Ko/imyecTBo NpMHATLIX MAKeTOB (BKAOYaA NAOXMe NaKeTbl) A1MHOM 64 baiiTa

(nckniovan pperimosble 6UTLI, HO BKAtOYAA BUTbI KOHTPOJIbHOM CYMMbI).

65 to 127 Octets

KonnuyecTBo NpUHATLIX NAaKETOB (BK/tOYan Naoxue nakeTbl) A4/ nHOM oT 65 Ao 127
6alT BKAOUMTENBHO (MCKAtoYas GpermoBble BUTbI, HO BKAOYas BUTbI KOHTPOIbHOM
CYMMbl).

128 to 255 Octets

Ko/MyecTBo NpMHATLIX MaKeToB (BKAOYAA NJOXMe NakeTbl) AanMHOM oT 128 o 255
6anT BKAOUUTENBHO (UCKNtOYasa dpeirmoBble BUTbI, HO BKIOYAA BUTbl KOHTPOJIbHOM
CYMMBbI).

256 to 511 Octets

Konnuyectso NpuHATLIX NAaKeTOB (BKAKOYan Naoxue nakeTbl) 4AnHom ot 256 ao 511
6aliT BKAOUMTENBHO (MCKAtoYas GpermoBble BUTbI, HO BKAOYas BUTbI KOHTPOIbHOM
CYMMBbI).

512 to 1023 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAKOYAA NJOXMe NakeTbl) aanHol ot 512 go 1023
6anT BKAOUUTENBHO (UCKNtOYasa dpeirmoBble BUTbI, HO BKIOYAA BUTbl KOHTPOJIbHOM
CYMMbl).

1024 to 1518 Octets

Konnuyectso NpUHATLIX NAaKeTOB (BKAKOYaA Naoxue nakeTbl) aanHon ot 1024 go 1518
6anT BKNOUNTENBHO (MCKNtOYasA dpeirmoBble 6UTbI, HO BKIOYAsA BUTbl KOHTPOJIbHOM
CYMMBbl).

= [lokasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK 41A nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface

Interval Requested Samples Granted Samples Owner

Tabnunua 5.158 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3aNnChb.
Interface Ethernet-uHTtepdeic, Ha KOTOpPOM 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAy ONpocamMm.
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Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYHETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJGECFl) KONn4eCTBO OTCHETOB, KOTOPOE MOXET 6bITb
COXpaHeHoO.

Owner

Bnageney AaHHOM 3anucu.

MNoKasaTb CHETUMKM HpOHyCKHOﬁ CﬂOCOGHOCTM,ﬂﬂﬂprHHbICTaTMCTMKM 1:

console#show rmon history 1 throughput

Time

Sample set: Owner: MES
Interface: gil/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

Octets Packets Broadcast Multicast %

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Tabnumua 5.159 — OnucaHue pesynbTaTos

Mapamemp

OnucaHue

Time

[aTta v Bpema co3gaHua 3anucu.

Octets

KonmyectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB) MPUHATLIX U3 CETU (MCKAKOYas
dperimoBble 6UTbI, HO BKNOYAA BUTbI KOHTPOLHOM CYMMbI).

Packets

KonnuyecTso NpUHATLIX NAKETOB (BK/IOYaA NAOXME NaKeTbl) B TeYeHMe nepuoaa
bopmmnpoBaHmMA 3anmucu.

Broadcast

Konnyectso NpPMHATBLIX XOPOLLINX NAKETOB B TeYEeHMe nepmnoaa d)OpMMpOBaHMFI 3anuncu
HanpaB/1€HHbIX Ha WWNPOKOoBELWaTe/ibHble aapeca.

Multicast

Konnyectso NMPUHATbLIX XOPOLWMKMX NAaKETOB B TEHEHNE NEepnoa d)OpMVIpOBaHVIﬂ 3anuncum
HanpaB/1eéHHbIX Ha MHOroaapecHble aapeca.

Utilization

OueHKa cpeaHel NponycKHOM cnocobHOCTM GU3UYECKOro YPOBHA Ha laHHOM UHTepdelice
B TeyeHue nepmoga bopmmpoBaHma 3anucu. NMponyckHaa cnocobHOCTb oLeHMBaeTCA
BE/IMYMHOM A0 ThICAYHOW NPOLEHTA.

CRC Align

Ko/imyecTBo NpMHATLIX B TeYeHue nepmoaa Gopm1MpoBaHMA 3aMMCh NAKeTOB ANNHON OT 64
40 1518 6aiT BKAOYMUTENbHO, MMEIOLMNX HEBEPHYIO KOHTPO/IbHYIO CYyMMY AN6O C LLesibim
yncsiom 6ainT (OWMBKM NPOBEPKU KOHTPObHOM cymmbl — FCS), nnb0o € Heuenbim Yuciom
6aiT (oWmM6bKK BbipaBHMBaHMA — Alignment).

Collisions

OueHKa Ko/iMyecTBa KONNU3niA Ha AaHHOM Ethernet cermeHTe B TeueHue nepuoaa
bopmmMpoBaHMA 3aMUCH.

Undersize Pkts

Ko/imyecTBo NpuHATLIX B TeYeHWe neprmosa GpopmmpoBaHMA 3anncy NakeTos ANMHOM
MeHbLlle 64 6ainT (Mckaoyan dperimoBble 6UTbl, HO BKAOYaA BUTbI KOHTPOLHOW CYMMbI),
HO B OCTa/IbHOM MPaBU/IbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonunyecTso NpuHATLIX B Te4eHUe nepmosa GopmM1poBaHMa 3anmncu NaketTos AANHOM
6onble 1518 6anT (McKatoyasa dperimoBble 6UTbI, HO BKOYAsA BUTbI KOHTPO/IbHOM
CYMMbI), HO B OCTa/lbHOM NPaBMIbHO CHOPMMUPOBAHHDIX.

KonnyecTso NpuHATLIX B Te4eHne nepmoga GopmMrMpoBaHMaA 3anmncu Naketos 4ANHOMN
MeHbLUue 64 6ainT (McKAtoYana ¢pelrimoBble 6UTbI, HO BKOYAn BUTbl KOHTPO/IbHOM CYMMblI),

Fragments MMEIOLLNX HEBEPHYIO KOHTPOIbHYO CYyMMY B0 C LesibiM YMCIoM 6aliT (oWwmnbKn
NPOBEPKU KOHTPOJIbHOM cymMbl — FCS), n1Mbo ¢ Heuenbim Yynciaom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).
Jabbers Ko/imyecTBo NpuHATLIX B TeYeHne neprmosa GpopmmpoBaHMA 3anncy NakeTos oANHOM
60nblie 1518 6anT (Mckaouana dperimoBble BUTbI, HO BKAOYAA BUTbI KOHTPObHOM
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CYMMbI), UMEIOLLMX HEBEPHYH KOHTPO/IbHYIO CYMMY /IMBO C LLeNbIM YMCIOM AT (OWMBKK
NPOBEPKU KOHTPO/IbHOW cyMmMbl — FCS), n1Mbo ¢ Heuenbim Ynciaom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).

Dropped

KonnuectBo 3ageTeKTMPOBaHHbIX COBbITUI, KOraa nakeTbl 6bi1n OTOPOLLEHbI B TeYEHUE
nepuoaa $opmMmnpoBaHUA 3anuncu.

- HOKBBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpeBOFMZ

console#show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnnua 5.160 - OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLWMIA 3annCh
OoID OID KOHTpONUpPyeMOi NnepeMeHHOWM
Owner Monb3oBaTenb, CO34aBLUMI 3aNUCh.

console#show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnuya 5.161 - OnucaHue pesynbTaTos

Mapamemp OnucaHue

OoID

OID KOHTpOANpPYEMOI NepeMeHHON.

3HayveHue nepemeHHoﬁ Ha nocneaHemM KOHTPOAbHOM MHTepBane. Ecan metog, 0T6opa

Last Sample Value nepemeHHbIx absolute — 10 370 abcontoTHOE 3HauYeHMe nepemeHHON, ecnu delta — 1o

PasHULA MeXA4y 3HaYeHUAMM NepemMeHHON B KOHLLE M B Hayae KOHTPO/IbHOro MHTepBana.

Interval

MHTepBan B CEKYHAAX, B Te4EHME KOTOPOro AaHHble OTOMPAOTCA U CPAaBHUBAIOTCA C
BEPXHEN U HUKHEN FpaHULAMM.

Sample Type

MeTog, oTbopa YKasaHHbIX NepeMeHHbIX M NoAcYeTa 3HAYEHUA A1A CPAaBHEHUA C
rpaHmuamm. Metog, absolute — abcontoTHoe 3HaYeHne BbiIbpaHHOM NepemeHHol byaeTt
CpaBHEHO C rpaHuMLLEen Ha KOHLEe uccneayemoro uHtepsana. Metog, delta — 3HaueHue
BbIOpaHHOM NepeMeHHOoM Npu nocieaHem oTbope byaeT BbIMTEHO M3 TEKYLLEro 3HaYeHus,
M pasHULa ByaeT cpaBHeHa C rpaHuuamm (pasHuLa Mexay 3HaYeHUAMMN NepeMeHHON B
KOHLLE 1 B Hayasie KOHTPOILHOIO MHTEPBana).

MHCTPpYKLMA ANA reHepaunm cobbiTii Ha NePBOM KOHTPO/IbHOM WHTepBane. Onpeaenset

Startup Alarm npaBuna reHepaunn aBapuitHbIX COBbITUI ANA NEPBOrO KOHTPO/ILHOTO MHTEPBANa NyTem

CpaBHeHWA 0TOBpaHHOM NepeMeHHo ¢ ogHon, 1Mbo obenmu rpaHuLaMu.
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rising — reHepMpoBaTb eAMHMYHOE aBapuiiHoe cobbITME NO BOCXOAALLEN FPaHULLE, ecaun
3HayYeHue oTobpaHHO NepeMeHHOM Ha NepBOM KOHTPOIbHOM UHTepBasie 6osblem AMbo
paBHOM 3TOMI rpaHuLe.

falling — reHepupoBaTb eanHMYHOE aBapuiiHOe COBbITUE NO HUCXOAALLEN FPaHMULE, ECN
3HayeHne oTobpaHHON NnepeMeHHOW Ha NePBOM KOHTPO/IbHOM UHTEpPBasie MeHblue nbo
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eguHuYHOE aBapuiiHoe cobbiTve No BocxoasLLein n/mam
HUCXOAALLEN TPAHULLE, eC/IM 3HaYeHMe 0TOBPaHHOM NnepemMeHHOM Ha NepBom
KOHTPO/IbHOM MHTepBane 6o/blue MO0 PaBHO BOCXOAALLEN FPaHULLEe, /UK MeHbLUe
60 paBHO HUCXOASALLEN TPaHULE.

Rising Threshold

3HauyeHuMe BoCxoaALEeN rpaHULbl. Koraa 3HaueHne oTobpaHHOM NnepeMeHHOM Ha
npeablayu,em KOHTPOIbHOM MHTepBase bblJ10 MeHbLUE AAaHHOM rPaHuLbl, @ Ha TEKYLLEM
KOHTPOJIbHOM WHTEpBasie 60/bluem M60 PaBHOM 3HAYEHMIO FPAHULLbI, TOFAA eANHUYHOE
cobbiTMe reHepupyeTcs.

Falling Threshold

3HaueHue HUCXoaALLeN rpaHnLbl. Koraa sHaueHne oTobpaHHOM NepemeHHo Ha
npeablaywem KOHTPONbHOM MHTepBasie 6bi10 6oNblue 4aHHOW rPaHMLbl, @ Ha TEKYLLEM
KOHTPO/IbBHOM UHTEPBAie MeHbLLE MO0 PaBHO 3HAYEHMUIO FPaHULbI, TOTAA eAUHUYHOE
cobbiTMe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErOCA, KOrAa BOCX0AALLaA rpaHnLIa nepeceyeHa.
Falling Event NHAEeKC cobbITUA NCNONb3YIOLLErocs, KOoraa HUCX0AAlLan rpaHnLLa nepeceYeHa.
Owner Monb3oBatesib, CO34aBLUMIA 3aMNUCh.

= [lokasaTb Tabsmuy cobbITUi yaaneHHoro MoHuTopuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnunua 5.162 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWMI cobbITUE.
Description KommeHTapuii, onucbiBatowwmin cobbiTre.
Tun yBeLOMAEHNA, FEHEPUPYEMOTO YCTPOWCTBOM MO 3TOMY COObITUIO:
none — He reHepMpoOBaTb YBEAOMIEHNS,
Type - log — reHepupoBaTb 3anuch B Tabauue,
- trap — otcbinate SNMP trap,
- log-trap — reHepupoBaTb 3anucb B Tabamue u otcblnatb SNMP trap.
Community Ctpoka coobuwectea SNMP ana nepecbinku trap.
Owner Monb3oBaTtenb, cO34aBLINIA COObITHE.
Last time sent Bpems 1 nata reHepuMpoBaHuA nocneaHero coboitna. Ecam He 6b110 creHepupoBaHo
Co6bITUIA, TO 3TO 3HaYeHMe ByaeT paBHO HyAHO.

= [lokasaTb Tabauuy 3anucei yaganeHHoOro moHutTopuHra RMON

consolef#show rmon log
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Maximum table size: 100

Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabanuya 5.163 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMULMPYIOLWLMIA 3aNNCh.
Description KommeHTapuit, onucbiBaloWwmin cobbiTue.
Time Bpemsa co3gaHuna 3anmcu.

5.19.6 Cnucku goctyna ACL gna ynpaBneHua yCTpomMcTBom

MporpammHoe obecneyeHMe KOMMYTAaTOPOB MNO3BOAAET pa3pewntb An60 OrpaHUYMTbL A0CTYn K
YNpPaB/IEHUIO YCTPOMCTBOM Yepe3 onpedesnieHHble MHTepdelicbl. s 3ToM Uenn co3aatTca CNUCKM A4ocTyna

(Access Control List, ACL) ana ynpaBneHus.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasnbHOro KOHGUIrypupoBaHusa:

console (config) #

Tabnnua 5.164 — KomaHgb! pexxuma rnobasibHoOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
management access-list Co3zaeT CNUCOK AoCTyna A/ ynpasaeHus. Bxoa B pexxum
name KOHOUIYpMpPOBaHMA CNMCKa AOCTyNa 1A ynpasaeHus.
name: (1..32) cumBona
no management access-list YaanseT cCnMcoK AoCTyna ANS ynpasieHus.
name
management access-class OrpaHu14MBaeT ynpas/ieHWe YyCTPOMCTBOM MO OnpeseneHHOMY
{console-only | name} cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIM CNUCOK
Aoctyna.
name: (1..32) cumsona - console-only — ynpasneHue ycTpoicTBOM AOCTYMHO TO/BKO C
KOHCO/N.
no management access- OTMeHAET orpaHnYeHne Ha ynpasieHune yCTPOMCTBOM Mo
class onpegeneHHoOMy CNUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypupo8aHusa crnucka docmyna 018 ynpasaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme KOHUryprupoBaHUa CNncka AoCcTyna Ans ynpasaeHus:

console (config) #management access-list eltex manag
console (config-macl) #

Tabnnua 5.165 — KomaHgb! pexxuma KoOHPUrypupoBaHMaA CNMcKa AoCTyna gas ynpaBaeHus

KomaHda 3HaueHue Aelicmeue

permit ) 3agaert paspeliatolLiee yciosue ans
[gigabitethernet gi_port | gi_port: (1..3/0/1..28); YyNpaBAAOLWEro CnMcka AocTyna.
fastethernet fa_port | fa_port: (1..3/0/1..24); B napameTpax ycnosus moxeT bbITb yKa3aH
port-channel group | group: (1..16); WHTepdelic U NPOTOKoA JOCTYNa K

vlan vian_id] [service service] ylan_id: (1..4094); ycTpoincTay.
service: (telnet, ssh, snmp,
permit ip-source {ipv4_address | ipv6_address http, https)

|prefix_length}
[mask {mask | prefix_length}] [gigabitethernet
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gi_port |

fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

deny 3afaert 3anpelatoliee yciosume s
[gigabitethernet gi_port | YNpPaBAAOLWEro CNMCKa A0CTyna.
fastethernet fa_port |

port-channel group| gi_port: (1..3/0/1..28);

vlan vlan_id] [service service] fa_port: (1..3/0/1..24);

deny ip-source {ipv4_address | ipv6_address / group: (1..16);

prefix_length} vlan_id: (1..4094);

[mask {mask | prefix_length}] service: (telnet, ssh, snmp,

[gigabitethernet gi_port | http, https)

fastethernet fa_port |
port-channel group |
vlan vian_id] [service service]

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnnua 5.166 — KomaHgb! pexxuma Privileged EXEC

KomaHoa Aelicmeue
show management access-list [name] MoKa3bIBaeT CMMCKM AOCTYNa ANA YNpaBAeHUs.
show management access-class MokasbiBaeT MHGOPMaUUIo 06 aKTUBHbIX CMIUCKAX AOCTYNA ANA YNPaBieHUs.

5.19.7 Hactpoiika aoctyna

5.19.7.1 Telnet, SSH, HTTP u FTP
[JaHHble KOMaHAbl nNpeAHasHauyeHbl AN HACTPOMKM CepBepoB AOCTyNa ANA  YNpaBneHus

KommyTaTtopom. Nogaepkka cepsepos TELNET n SSH kommyTaTopom no3soasaeT yaasieHHO NOAKAKYATLCA K
HeMy 417 MOHUTOPUHIA U KOHPUTYPUPOBAHWUA.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bua, 3anpoca KoMaHAHOW CTPOKM pexkuma rnobanbHoro KoHUrypnposaHma:
console (config) #

Tabnunua 5.167 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no »
KomaHoa / Aelicmeue
YMOAYAHUIO
ip telnet server PaspewaeT yganeHHoe KOHPUrypupoBaHUe ycTpoicTBa Yepes
Telnet.
- -/BKNIOYEHO —
no ip telnet server 3anpewaeT yaaneHHoe KOHOUIyprMpoBaHMe yCTPOMCTBa Yepes
Telnet.
ip ssh server PaspewaeT yganeHHoe KOHPUrypupoBaHUue ycTpoincTea Yyepes
SSH.
-/BbIKAOYEHO [o Tex nop, NoKa K4 ana wudppoBaHUa He
creHepupoBaH, SSH-cepeep 6yaeT HaxoaUTbCA B
pesepse. Mocne reHepauyum Kaua (Mcnonbsyemblie
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no ip ssh server

KomaHgbl crypto key generate rsa u crypto key generate dsa)
cepBep nepeitaet B pabouee cocTosHue.

3anpelyaeT yaaneHHoe KOHOUIYpUpoBaHUe yCTpolicTea Yepes
SSH.

ip ssh port
port-number

no ip ssh port

port-number:
(1..65535)/22

TCP-nopT, ucnonb3yemsiii SSH-cepsepom.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

-/vicnonb3oBaHue
ny6/MYHOrO Knto4a
3anpeLieHo

PaspelwaeT ucnonb3oBaHWe Ny6ANYHOrO Kaoua ANa BXOAALWMX
SSH-ceccuit.

3anpeLyaeT UCnosib3oBaHMe Ny6ANYHOrO KAtoYa AN BXOAALLUX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

-/BbIK/IIOYEHO

BK/tOYEHME peXxMma ayTeHTUdMKaALMM NO NAPO0

OTKAOYEHWE peXMMa ayTeHTUdUKALMM NO NApPO0

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/pa3spelueHbl Bce

aNropuUTMbl, KPOMeE none

3afaeT CNUCOK paspeLleHHbIX airopuTMoB WndpoBaHUa aia
cepsepa.

BoccTaHaB/IMBAET CMMCOK pa3peLleHHbIX aArTopuTMoB
WNPPOBaHMNA MO YMONYAHMIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-group1-shal)/
paspeLleHbl BCe METOAbI

3aaeT CNUCOK pa3peLleHHbIX MeToL0B 0b6MeHa Katodamu ans
cepsepa.

BoccTaHaBAMBAET CNMCOK paspeLlleHHbIX aAropuTMoB 0bmeHa
KNK04YamMy No YMONYaHUIO.

crypto key pubkey-chain
ssh

-/KNtoY He co3gaH

Bxog, B peMm KoHOUrypaumum nybaMYHOro Katua.

crypto key generate dsa

FeHepupyeT napy Katodel DSA —YacTHbIN U NyBANYHBIN ans
SSH-cepsuca.
V Ecnm xoTa 6bl 0ANH U3 Napbl K/KOUYEN yXKe CO3[aH, TO

crypto key generate rsa

cUcTeMa NpeasIoKUT nepesanuncathb K.
FeHepupyeT napy Katodeln RSA — 4acTHbIM 1 Ny6AMYHbIN gnn
SSH-cepBuca.

V Ecnm xoTa 6bl 0AMH U3 Napbl K/KOUYEN yXKe Co3[aH, TO

ip ftp server

no ip ftp server

-/FTP-cepBep BK/OUEH

cuMcTeMa NpeasioxKuUT nepesanucatb KaKou.
Bkntouaet FTP-cepsep

OTtkntovaeT FTP-cepsep

ip http port port

no ip http port

port: (1..65535)/80

3apaet nopt HTTP-cepBepa

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

ip http secure-port port

no ip http secure-port

port: (1..65535)/443

3apaet nopt HTTPS-cepBepa

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

ip http secure-server

no ip http secure-server

-/HTTPS-cepBep BbIK/IOYEH

Bkatouaet HTTPS-cepBep

Bbikntoyaet HTTPS-cepBep

ip http server

no ip http server

-/HTTP-cepBep BK/OYEH

Bkntouvaet HTTP-cepBep

V OTK/IIOYEH B pexume CTeka.

Bbikntoyaet HTTP-cepsep

ip http timeout-policy
seconds

no ip http timeout-policy

seconds: (0..86400)/600

3agaeTt TarimayT HTTP-ceccumn

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

Ip https certificate

number: (1, 2)/1

Onpegenset akTMBHbIN HTTPS-cepTudumkaT
- number — Homep HTTPS-cepTnduKaTta

crypto certificate number
generate

number: (1, 2)

leHepupyeT SSL-cepTudumkar
- number — Homep HTTPS-cepTuduKarta

crypto certificate number
import

number: (1, 2)

MUmnopTtupyet SSL-cepTudmKaT, Ha3HAYEHHbIN LLEHTPOM
cepTudmKaymm
- number — Homep HTTPS-cepTudmKarta
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V Knioun, creHepupoBaHHble KOMmaHgamm crypto key generate rsa u crypto key generate dsa,

COXPaHAIOTCA B 3aKPbITOM AN NOJib30BaTens ¢aitne KoHoUrypauuu.

KomaHObI pexuma KoHgu2ypuposaHusa nybau4HO20 Kao4a

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXnme KOHPUrypupoBaHUa ny6anYHOro Katoua:

console#configure
console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.168 — KomaHgb! pexxuma KoHPUrypnpoBaHMa nyb6ANMYHOIO Katoya

KomaHoa 3HavyeHue Aelicmeue
user-key username {rsa|dsa} BxoZ, B peXxunm co3gaHua MHAMBKUAYaNbHOro Ny6aMYHOro
KAtoya.
username: (1..48) - rsa —co3gatb RSA-kntoy;
CMMBO/OB - dsa — co3gatb DSA-kntou.
no user-key username Yaanaer nybanuHbii KAoY gna onpeaeneHHoro
nonb3osaTens.

Bupg 3anpoca KOMaHAHOf/‘I CTPOKU B pexXnume co3aaHna nHanBmayasibHOro I'IY6J'IMLIHOFO K/to4a:

consolef#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #

Tabanua 5.169 — KomaHgbl pexnuma co3gaHuns MHANMBMAYANAbHOTO Ny6ANMYHOro Ktoya

KomaHoa Aelicmeue
key-string Co3gaeT ny6AnYHbIN KN4 414 onpeseneHHoro nosib3osaTens.
key-string row key-string Co3paeT Ny6/IMYHbIN KoY ANA onpeseseHHOro noab3osatens. Bog Kntoya ocyliectsaseTcs
NOCTPOYHO.

- key-string —4acTb Knto4a.

[ina Toro 4To6bl CUCTEMA NOHANA, YTO KNKOY BBEAEH NONHOCTbIO, HE06X0AUMO
BBecTM KomaHay key-string row 6e3 cumBoNOB.

KomaHObl pexcuma EXEC

KomaHabl JaHHOro pasaena AOCTynHbl TONbKO ANA NPpUBUAETMPOBaHHbIX nosib3oBaTenem.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.170 — KomaHgb! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue
show ip ssh ) MNokasbiBaeT KoHbUrypaunio SSH-cepBepa, a TakKe aKTUBHbIE
BxogAwme SSH-ceccuu.
show crypto key pubkey- username: (1..48) Moka3sbiBaeT nybanyHble SSH-KntoumM, coxpaHeHHble Ha
chain ssh [username CMMBOJI0B. KoMmyTaTope.
172 Ethernet-kommymamopsi MES1000, MES2000




HELTEX

username] [fingerprint
{bubble-babble | hex}]

Mo ymon4YaHMIo OTNeYaToK
K/loua B
WecTHaaLaTepUYHOM
dopmare.

- username — UMA y4as€HHOTO KANEHTa;
- bubble-babble — oTneuatok kntoua 8 Koae Bubble Babble;
- hex — oTneyaTok Kto4ya B WECTHaALATEPUYHOM Koe.

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT nybanyHble Ktoun SSH-kommyTaTopa.

show crypto certificate
mycertificate [1]2]

Otobparkaet SSL-cepTndmKatbl gna HTTPS-cesepa

show ip http

OTobparkaet coctonHue HTTP-cepBepa

show ip https

Otobparkaet coctoaHune HTTPS-cepsepa

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkatountb cepsep SSH Ha KommyTaTope. PaspelwmnTb Mcnonb3oBaHWe NyBANYHBIX KAo4el.
Cos3paatb RSA-kntou ans nonb3osaTtena eltex:

console#configure
console (config) #ip ssh server

console (config) #ip ssh pubkey-auth

console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) tkey-string AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRwWP
W1A1l4kpgIw9GBRoNZQZx JHKCcKL6rM1Q+ZNXfZSkvHG+QusIZ/76ILmFT34v7/u7ChFAE+VU4GRE
PSwoQUVV35LgJJk67I0U/zfwOl11gkTwml75QRIgHU]S6KWGN2QWXgh3ub8gDjTSgmuSn/WA051D
X2IExQWu081licglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXUROJuNg5nFYsY0ZCkON/W9a/tnkm
1shRE7Di71+w3fNiOA6Ww9O044t6+AINEICBCCAL4YCcF6zMzaTlwefWwX6f+Rmt5nhhgdAtN/4o0Jfc

e166DgVX1gWmNzNR4DYDvSzg01lDnwCACS8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9

5.19.7.2 KomaHObI KOHGhu2ypuposaHua mepmuHana

KomaHabl KOHGUIypMpoBaHMA TepMWHana CAyXaT A48 HaCTPOMKM NapameTpoB JIOKa/lbHON U

YOANEHHOM KOHCONN.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOWN CTPOKM pexxnma rinob6anbHOro KOHPUrypmpoBaHmsa:

console (config) #

Tabnnuya 5.171 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

Aelicmeue

line {console |telnet|ssh}

Bxof, B pexXMm cooTBETCTBYIOLWEro TepMnHana (I'IOKaﬂbHaFI KOHCO/1b, YAa/leHHaA KOHCO/1b —

Telnet naun yaaneHHan 3aWmWeHHas KOHCoAb — SSH).

KomaHObI pexcuma KOHguU2ypupo8aHus mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMmMe KOHOUIyprpoBaHna TepM1Hana

consolef#configure
console (config) #line {console|telnet|ssh}
console (config-line) #
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Tabnnua 5.172 — KomaHgb! pexxuma KoHPUrypupoBaHMa TepMUHanNa

KomaHOoa 3HavyeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
speed bps YcTaHaB/MBaeT CKOPOCTb ZOCTYMNa NO JIOKaZIbHOM KOHCO/U
bps: (2400, 9600, 19200, (KoMaHAa AOCTYNHA TONBKO B peXKnme KOHOUIyprpoBaHua
38400, 57600, JIOKa/IbHOM KOHCOAMK).
4 115200)/115200 604,
no spee YcTaHaBAMBaET 3HAYEeHUEe N0 YMONYAHMUIO.
autobaud BKk/loYaeT aBTOMaTUUeCKoe onpeaeneHne CKopocTi AocTyna
MO NI0Ka/IbHOM KOHCONM (KOMaHAa AOCTYMNHA TO/IbKO B peXume
-/BbIKNIOYEHO KOHPUIYpMpPOBaHUA IOKaNbHOW KOHCOK).
no autobaud BbIK/IlOYaeT aBTOMaTUYeCKoe onpeaesieHne CKOpocTM A0CTyna
Nno NI0Ka/IbHOM KOHCO/N.
exec-timeout minutes 3afaeT MHTepBan, B TeYEHME KOTOPOro CUCTEMA OXKMAAET
[seconds] minutes: (0..65535) MuH; | Beoga nosb3osaTens. ECAM B TeUeHWe AaHHOTO MHTEPBaNa
seconds: (0..59) cex/ Nno/sb30BaTe/lb HUYEro He BBOAMUT, TO KOHCO/Ib OTK/IHOHYAETCA.
10 muHyT
no exec-timeout YcTaHaBMBaET 3HaYEHWE MO YMOMYAHMIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.173 — Komanapl pexkuma EXEC

KomaHoa Aelicmeue

show line

MoKa3bIBaeT NapameTpbl TEpMUHANA.
[console |telnet|ssh] P P P

5.20 XypHan aBapui, npotokon SYSLOG

CUCTEMHbIE }KypHasibl NO3BONAIOT BECTU UCTOPUIO COBLITUIA, MPOM30LIEALNX Ha YCTPOCTBE, @ TaKKe
KOHTPOAMPOBaTb Npousolweslime cobbiTUA B peanbHOM BpeMeHW. B JKypHan 3aHocATcA cobbiTuA cemmu
TUNOB: Ype3BbluaiHble, CUrHANbl TPEBOMMU, KPUTMUECKME N He KpUTMYecKue owwnbKu, npeaynperaeHus,
yBeAoMAEHUA, UHPOPMALMOHHbBIE M OTAAZ0UHbIE.

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 5.174 — KomaHabl pexkuma rnobasnbHol KoHburypaumm

3HauyeHue/3HavyeHue no .
KomaHoa / Aeilicmeue
YMOAMYAHUIO

BK/lOYaeT  perncrpaumio  OTNIafo4YHblX  COOBLEHUIA 1

logging on coobleHunit 06 owmnbKax.

BbIK/NlOYaeT  perucTpauuio  OTNAZO0YHbIX  COOBLLEeHUA U

- /perncrpauma BkAOYEHA | coobLieHni 06 owmnbKax.

no logging on V Mpu  BbLIKNIOYEHHON  perucTpauuu  OTNaf0uYHble
coobuweHna wu coobweHna o6 owwnbkax 6yayt

nepeAaBaTbCcA HAa KOHCOb.
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logging host
{ip_address[host}

[port port] [severity level]
[facility facility]
[description text]

no logging host
{ip_address[host}

host (1..158) cumBonos;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (localO..local7)/
local7;

text: (1..64) cumsona

BkAtoyaeT nepesady aBapunHbIX M OTNAL0YHbIX COOBLEHMI Ha
yaaneHHblt SYSLOG-cepsep.

- ip_address — IPv4 unwn IPv6-aapec SYSLOG-cepBepa;

- host — ceTeBoe nma SYSLOG-cepBepa;

- port — Homep NopTa 414 Nepeaayn coobLLeHWA No NPOTOKOY
SYSLOG;

- level — ypoBeHb BaKHOCTU COOBLLEHMI, NepeaaBaemblix Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B COO6LWEHNAX;

- text — onucaHue SYSLOG-cepsepa.

YpanaeT BblbpaHHbIN cepBep M3 CMAMCKA WCNOAb3YeMbIX
SYSLOG-cepsepos.

logging console /evel

no logging console

level (cm. Tabn. 5.175)/
informational

Bk/itoyaeT nepegayy aBapuiiHbIX UAN OTNAL0UHBIX COOBLLEHMI
BbI6GPAHHOTO YPOBHA BaXKHOCTU Ha KOHCOb.

BbikntoyaeT  nepepavy
COOBLLEHUNIT HA KOHCO/Ib.

aBAPUMHBIX  WAM  OTNALOYHbIX

logging buffered
[severity-level]

no logging buffered

level (cm. Tabn. 5.175)/
informational

Bk/itovaeT nepegadvy aBapuiHbIX MAN OTNAZ0UHBIX COOBLLEHMI
BbIOPAaHHOrO YPOBHA Ba*XHOCTU BO BHYTPEHHUI bydep.

BblkNlOYaeT  nepegavy  aBapuUHbIX
Co0b6LLEHUNI BO BHYTPeHHUI Bydep.

nnun OTNaA04HbIX

logging buffered size size

no logging buffered size

size: (20..400)/200

N3meHseT KO/IMYECTBO COOOLWEHNIN, 3anNoOMUHAEMbIX BO
BHYTpeHHeM b6ydepe. HoBoe 3HauyeHune pasmepa 6ydepa
NPUMEHUTCA NOCNe Nepe3arpyskun ycTpomncTsa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

logging file level

no logging file

level (cm. Tabn.
5.175)/errors

BkAtouaeT nepesiavy aBapuinHbIX UM OTNAA0UHBIX COOBLLEHMI
BbIOPAHHOIO YPOBHA BaXXHOCTU B dalin xypHana.

BblknlouaeT  nepepady  aBapuiiHbIX
coobueHnin B dpaiin KypHana.

nnun OTNaA04HbIX

aaa logging login

3aHOCHTb B KypHasbl cOBbITUA ayTeHTUdUKALMK, aBTOPU3ALLUU
n yyeTa (AAA).

-/BKAOYEHO
. . He 3aHOCUTL B JKypHanbl cobbITUA  ayTeHTUMKaLMMK,
no aaa logging login
aBTOpU3aLmMm 1 yyeTa (AAA).

logging events BKAtoYaeT perucrpauumio M3mMeHeHua cTatyca uHTepdeiicos B
spanning-tree STP.
port-state-change

-/BKAOYEHO

no logging events
spanning-tree
port-state-change

OTKANOYaeT PerncTpaLmio U3MeHeHuUs cTaTyca uHTepdeicos B
STP.

logging events
spanning-tree
topology-change

logging events
spanning-tree
topology-change

-/BbIK/IIOYEHO

BKAtoYaeT pernctpaumio MsmeHeHnn Tononorum B STP.

OTKNOYaeT perncTpaunto MsmeHeHunin Tononorum B STP.

file-system logging {copy
| delete-rename}

no file-system logging
{copy | delete-rename}

-/perMCTpa LUnA BKNAKOYEHA

BkAtoyaeT pernctpaumio cobbiTmit GpainnoBoit cuctemel.

- COpy — perncTpaums coobLeHNit, CBA3aHHbIX C onepaumMamm
KOMMpOoBaHUs Gpalinos;

- delete-rename — perucTpauus coobLlLeHMI, CBA3AHHbIX C
yaaneHnem ¢panos M nepeMmeHoBaHMEM OnepaLuii.

BbIKk/NtOYaeT permcrpaunio cobbiTuii palinoBol cucTemsl.

management logging
deny

no management logging
deny

-/perncrpaums BraYeHa

BkatouaeT pernuctpaumio cobbiTUiA LOCTYNA ynpaBaeHus.

BbIKkNtOYaeT pernucTpaumio cobbITUiA LOCTYNa yNpaBaeHus.

logging aggregation on

BK/touaeT KOHTPO/Ib arperaumm syslog-coobuuieHuni.
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no logging aggregation on

OTKANOYaeT arperaymio syslog-coobieHuii.

logging aggregation
aging-time sec

no logging aggregation
aging-time

COO06LLEHNI.

YcTaHaBAMBAET BPemMs XpaHeHWs CrpynnupoBaHHbIX syslog-

sec: (15..3600)
YcTaHaB/IMBaET 3HaYEHWE MO YMOTYAHUIO.

logging cli-commands

no logging cli-commands

Mo ymonuaHutio BeaeHune KOMaHa,

PaspewaeT BeaeHue y4yeTa (aKKayHTa) ans BBeAeHHbIX B CLI

yuyeTa 3anpeLyeHo
YCTaHaBAWBAET 3HAYEHWE MO YMONYAHUIO.

logging service cpu-rate-
limits traffic

no logging service cpu-
rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local,

BK/IlOYAET KOHTPONb OrpaHUYEeHUs CKOPOCTU
bpenmoB ana onpeaeneHHoro Tuna Tpaduka.

BXOAALLMX

arp-switch-mode,
arp-inspection, stp-bpdu,
other-bpdu, dhcp-snooping,
dhcpvb-snooping,
igmp-snooping,
mld-snooping, sflow,
log-deny-aces, vrrp)/-

OTkntovaet iormposaHue.

logging service watchdog

no logging service
watchdog

BkntoyaeT normposaHue cobbituin oT watchdog

-/BKNIOYEHO OTKAtoYaeT normposaHue cobbiTuii oT watchdog

Kaxkgoe cooblieHne MMeeT CBOM YPOBEHb BaXKHOCTH, B Tabanue 5.171 npuseaeHbl TUMNbl COOBLLIEHNI

B NopsaKe yobiBaHMA UX BaXKHOCTH.

Tabnuua 5.175 — Tunbl BasKHOCTN COOBLLEHUI

(emergencies)

Tun eaxxHocmu OnucaHue
coobweHuli
YpessbiyaliHele B cucTeme Nnpoun3oLuna KpUTUYECKan oWnbKa, cuctema MoxKeT paboTaTb

HEenpaBWU/bHO.

CuzHasel mpesoau
(alerts)

HeO6XOAMMO Hemeg/eHHOe BMeLaTe/IbCTBO B CUCTEMY.

Kpumud4eckue (critical)

B cucrteme npounsowna KputTndeckan owmnbKa.

OwuboyHsle (errors)

B cucteme npounsowna owmnbKa.

Mpedynpexoenus MpeaynpexaeHue, HeaBapuinHoe cooblueHne
(warnings) peaynp ! P ’
YeedomneHusa .
e YBegoMieHme cMcTemMbl, HeaBapuiiHoe coobuieHue.
(notifications)
UHpopmayuoHHblIe
. ¢op 'H NHdPopMaLMOHHbIe COODOLLLEHNA CUCTEMBI.
(informational)
OmnaadoyHeble OTnagouHble coobuleHNs, NpeaocTaBAAT NoAb30BaTeNO MHPOPMaLUIO ANA
(debugging) KOPPEKTHOMN HAaCTPOIMKN CUCTEMDI.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 5.176 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana

KomaHoa

Aelicmeue

clear logging

Ypansaer Bce coobuieHns us BHyTpeHHero bydepa.

clear logging file

Yaansaet Bce coobuieHma us paina xKypHana.

show logging file

OTobparkaeT COCTOAHME KypHasa, aBapuitHble N OTZ1IaA04HbIe COOBLEeHNA, 3anncaHHble B
daine KypHana.
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show logging

OTo6pa>+<aeT COCTOAHME XKYypHana, aBapM[/‘IHble 1 O0Tnago4Hble COO6LLI,EHMF|, 3anncaHHble BO

BHyTpeHHem bydepe.

show syslog-servers

OTobparkaeT HAaCTPOMKK AN yaanéHHbIx syslog-cepsepos.

[pumepbl UC016308AHUA KOMAHO

= BKAKOUYUTb perncrTpaumio ownboYHbIX COOBLLEHMIA HA KOHCONN:

console#configure
console (config) #logging on
console (config) #logging console errors

= QuuCTUTb dalin XKypHana:

consolef#clear logging file

Clear Logging File

[y/nly

5.21 Cepsuc watchdog

[aHHbI cepBUC MO3BOAAET MOAy4aTb WMHPOPMALMIO O 3aBMCAHUM CUCTEMHBIX MPOLECCOB
KOMMyTaTopa 1/1imM aBTOMaTMYEeCKM nepesarpy>Katb YCTPOMCTBO B TAKUX CUTYaLUAX.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnuua 5.177 — KomaHab! pexuma rnobanbHo KoHOUrypaumm

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

service watchdog

no service watchdog

-/BbIK/OYEHO

Bkntouaet cepsuc watchdog.

Bbikntouaet cepsuc watchdog.

service watchdog hw-timer

no service watchdog hw-
timer

-/BKNIOYEHO

Bk/itoyaeT annapaTHblil pexunm paboTbl cepsuca. B saHHOM
pexkmme cepeuc watchdog pearvpyert ToNbKO Ha NosHoe
3aBucaHue agpa OC KommyTaTopa v nepesarpyxaet
YCTPOWCTBO.
Mcnonb3oBaHWe AaHHOrO peXKuma paboTtbl He
V peKkomeHayeTca 6e3 npeaBapUTENbHO
KOHCYNbTaLUM C TEXHUYECKOW NOAAEPIKKOM.

BbIK/lOYaEeT annapaTHbIi pexunm paboTsl cepauca.

service watchdog sw-timer
{reload | logging-only }

no service watchdog sw-
timer {reload | logging-
only}

-/reload

BKtOYAET NporpammHbIi pexkum paboTbl cepBuca.
- reload — B cniyyae obHapyKeHUs 3aBMCaHNA KaKoro-nmbo
CUCTEMHOrO MpoLecca KOMMyTaTopa nepesarpyxaet
YCTPOWCTBO C KPaTKMM BbIBOAOM MHGOPMALMK O 3aBUCLLIEM
npouecce.
Ucnonb3oBaHue napamertpa reload He
V pekomeHayetca 6e3 npepBapuUTeibHOM
KOHCY/IbTaLUM C TEXHUUYECKOW NOAAEPKKOMN.
- logging-only — B cnyyae o6HapyyKeHMA 3aBUCAHUA KAaKoro-
NMB0O CUCTEMHOrO NPoLLecca KOMMYTATOPa COXPAHAET B
3HeproHe3aBUCUMYIO NAaMATb CBELEHUA O 3aBUCLLIEM
npouecce. KommyTaTop He nepesarpyxaercs.

OTKAtoYaeT NporpaMmHbIN pexum cepemuca watchdog.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeeT BUA,:

console#

Tabnnua 5.178 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4YaHuo

Aeiicmeue

show watchdog

OTobparkaeT cocTosiHMe cepBuca watchdog.

5.22 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3epKanMpoBaHWA MOPTOB npefAHasHayeHa A8 KOHTPOAA ceTesBoro TpaduKa nytem
MepecbINKNU KOMUA BXOAALLMX WU/UAN UCXOAALLIMX NAKETOB C OAHOMO WMAM HECKObKMX KOHTPOAMPYEMbIX
NOPTOB Ha OANH KOHTPOJIMPYIOLLNIA NOPT.

Mpu 3epkanupoBaHumn 6osiee ogHoro ¢pusnueckoro uHtepdeiica BO3MOXKHbI notepu Tpadmka.
OTCcyTCTBME nOTepb rapaHTUPYeTCA TOJIbKO NpU  3epKaJMpoBaHUU OAHOro ¢GU3NUYECKOro

e uHTepdeiica.

K KOHTpo/InpyloLLemy NOPTY NPUMEHAIOTCA CeAylolMe orpaHuyYeHmn:

— TMopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO;
— MopT He MoXKeT BbITb YN1EHOM FPYMMbl NOPTOB;

— IP-uHTepdelic gonxKeH oTCcyTCTBOBATL 4151 3TOrO NOPTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAnpyembIM NOPTam NPUMEHAIOTCA Cneayroumne orpaHnyeHuns:

— TopT He MOKeT 6bITb KOHTPOANPYIOLWUM U KOHTPOIMPYEMbIM NOPTOM O4HOBPEMEHHO;

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:

console (config) #

Tabnnua 5.179 - KomaHgb! pexxknuma rnobanbHon KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

port monitor mode
{monitor-only | network}

-/monitor-only

3afaet pexkum paboTbl NopTa

- monitor-only — ppelimbl, NocTynatowme Ha noprT,
oTbpacbiBatoTCS;

- network — nossonseT Bectn ob6meH AaHHbIMW.

port monitor remote vlan
vlan_id [tx]|rx]

no port monitor remote
vlan [tx]|rx]

vlan_id: (1..4094)

OnpegenexHne VLAN ana yaaneHHOro MOHUTOPUHTra.

YpaneHune VLAN onda yaaneHHoro MOHUTOPUHra.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypmposaHus nHtepoelica Ethernet:

console (config-if) #
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JAaHHble KOMaHAbl HeNb3A BbINOJIHATb B peXXume KOH¢MprMpOBaHMﬂ Auana3oHa

e uHtepdemncos Ethernet.

Tabnnua 5.180 - KomaHAgb! 4OCTYyNHbIE B pexxume KoHPUrypupoBaHua nHTepdeica Ethernet

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa

Aelicmeue

port monitor
{gigabitethernet gi_port |
fastethernet fa_port}
[rx|tx]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

no port monitor
{gigabitethernet gi_port |
fastethernet fa_port}

BK/tOYaeT GYHKLMIO MOHUTOPUHIA HA HAaCTPanBaemMom
nHTepoeince. JaHHbIN MHTepdeic ByaeT KOHTPOIMPYIOWMUM
NOPTOM N1l YKa3aHHOrO B KOMaHAe KOHTPOANPYeMoro nopTa.
- gi_port/fa_port — KOHTPOANPYEMbIA NOPT;

- IX — KOMMpPOBaTb NaKeTbl MPUHATbIE KOHTPONPYEMbIM
nopTom;

- tX — KonMpoBaTb NaKeTbl, NepesaHHble KOHTPOIMPYEMbIM
nopTom;

Mpu oTcyTCTBMM NapameTpa rx/tx ¢ KOHTPOIMPYEeMOoro nopra
KOMUPYIOTCA BCE NaKeTbl.

BbIkntoYaeT GpYyHKLMIO MOHUTOPUHIA Ha HAaCTpaMBaeMom
nHTepdeiice. JaHHbI HTEpdelic 6onblue He byaert
KOHTPOIMPYIOLWMM NMOPTOM A1 YKa3aHHOrO B KOMaHe
KOHTPO/IMpPYemoro nopTa.

port monitor vlan vian_id

vlan_id: (1..4094)

no port monitor vlan
vlan_id

BKAOYaeT GYHKLUMIO MOHUTOPUHIA HA HAacTPanBaeMoM
nHTepoeince. JaHHbIN UHTepdeic ByaeT KOHTPOMPYIOWMUM
nopTom AnA ykasaHHol VLAN.

/| TlopT MOHWUTOPUHIa He AO/MKEH NPUHAANENKATD K
HacTpamsaemoii VLAN.

MoHuTopuHr VLAN moKeT 6bITb BK/IIOUEH NULLDb B
TOM c/lyyae, eC/iM B CUCTeMe HacTpoeHo He 6onee
OZAHOT0 KOHTPO/IMPYIOLLLEro nopTa.

/! ECnu KOHTpOAMPYIOLWMIA NOPT HAaCTPOEH paHee, TO
TONIbKO 3TOT MOPT MOXKET 6bITb MCNONb30BaH ANA
moHutopuHra VLAN.

Ypanaet ykasaHHyo VLAN 13 MOHUTOPUHTA.

port monitor remote

no port monitor remote

BrtoyaeT GpyHKLMIO yAaNeHHOrO MOHUTOPUHTA Ha
HacTpaMBaemom uHTepdeiice.

BbIKk/tOYaeT GYHKLMIO YAaNEeHHOTO MOHUTOPUHTA Ha
HacTpaMBaemom uHTepdeiice.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOW CTPOKK B pexknme EXEC umeeT crnegytowwmin Bua;

console>

Tabnnuya 5.181 — KomaHgbl, AoctynHble B pexume EXEC

KomaHoa

Aelicmeue

show ports monitor

BbIBOANUT MHGOPMALMIO MO KOHTPOMPYIOLLMM U KOHTPOIMPYEMbIM MOPTaM.

[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHosuTb 13 Ethernet nHtepdeic KoHTpoanpyowmum ans 18 nHtepdeinca Ethernet. Becb

Tpaduk c 18 nHtepdeitca nepesasaTb Ha 13.

console#configure
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console (config) finterface gigabitethernet 1/0/13
console (config-if) #port monitor gigabitethernet 1,/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAUPYIOWMM U KOHTPOIMPYEMbIM NOPTaM.

consolef#show ports monitor

Source Port Destination Port Type Status

gil/0/18 gil/0/13 RX, TX notReady

5.23 ®dyHKumsa sFlow

sFlow — TexHo0rMsA, NO3BOAAIOLWAA CNegUTb 38 TPAQMKOM B MAKETHbLIX CETAX Nepesaym SaHHbIX NyTem
YaCTMYHOM BbLIOOPKM TpaduKa A4 NOCAeAYIOWEN WHKANCyAaAUMM B  CreuunasibHble coobuleHus,

nepegaBaemble Ha cepsep cbopa CTaTUCTUKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume riob6asbHOM KoHbUrypaumm:

console (config) #

Tabanuya 5.182 — KomaHgb! pexuma rnobanbHoi KoHbuUrypaumm

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

sflow receiver id {IPv4|
IPv6|IPv6z | url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1.. 8);
port: (1 ..65535)/ 6343;
byte: nonoxurenbHoe
uenoe uucno /1400;
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z: X:X:X:X::X%<ID>

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- IPv4, IPv6, IPv6z — IP-appec;

- url — pomeHHOE UMA XOCTa;

- port — HOmMep NopTa;

- byte — MaKcMMaibHOE KOJIMYECTBO BalT, KOTOPOE MOXKET
6bITb OTNPABAEHO B OAMH MaKeT AaHHbIX.

Ypanset agpec cepsepa cbopa ctatuctukm sflow

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHUrypmposaHma nHtepoeliica Ethernet:

console#configure
console (config) #interface {gigabitethernet gi port|
console (config-if) #

fastethernet fa port}

Tabnnua 5.183 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

sflow flow-sampling[max-
header-size bytes]rate id

no sflow flow-sampling

bytes:(20..256)/128;
rate: (0, 1024..107374823)
id: (0..8)

3afaeT cpefHIo0 CKOPOCTb BbIBOPKM NakeToB. UTorosas
CKOpOCTb BbIBOPKM cumTaeTca Kak 1/rate*current_spped
(current_speed — TeKyLw,an cpegHAa CKOPOCTb).

- rate — cpeHAA CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MaKcMMaibHOE KoIM4YecTBo 6aiT, KoTopoe byaer
CKOMMpOBaHo 13 o6pasuia Nakera.

OTKNIOYaET CYETUMKM BbIBOPKM Ha NOPTY.
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sflow counters-sampling Onpegensetr MakCUManbHbIA MHTEPBAA MEXAY YCMeLwHbIMU
sec id BbIBOPKaMM NaKeToB.

- Sec — MaKCMManbHbI UHTEPBaAN MeXay Bblbopkamu,

sec: (0, 15 .. 86400); ceKkyHAbl. 3HayeHue «0» OTKNtOUAET BbIGOPKY;
id: (0..8) - id — Homep sflow-cepBepa (3apaetca komaHgoin sflow

receiver B rnob6asbHOM pexnume KoHOUrypaumm).
no sflow counters- OTKNOYAET CHETYUMKM BbIBOPKM Ha MOPTY.
sampling

KomaHObi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnnua 5.184 — KomaHgabl, fOCTyMnHble B perknume EXEC

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

show sflow configuration BbiBOAMT HacTpoiiku sflow.
[gigabitethernet gi_port |
fastethernet fa_port]
clc?ar s_flow statistic}s gi_ port: (1..3/0/1..28); OumuiaeT ctaTucTnKy sFlow. Ecam nHtepdeinc He ykasaH,
[gigabitethernet gi_port | fa_port: (1..3/0/1..24) KOMaH/a OuYMLLaeT BCE CYETUMKM CTAaTUCTMKM sFlow.
fastethernet fa_port] - h
show sflow statistics OTobparkaeT cTaTUCTMKY sFlow
[gigabitethernet gi_port |
fastethernet fa_port]

[pumepbl 8bIM0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepeepa 1 ansa cbopa cratuctukm sflow. Ana ethernet-
nHTepodelicos gil/0/1 - gil/0/24 ycTaHOBUTb CPEAHIO CKOPOCTb BbIBOPKM NakeTos - 10240
KBUT/C U MaKCMMasbHbI MHTEPBAN MeXAY YCnewHbiMu BbibopKkamum nakeTos — 240 c.

consolef#configure

console (config) #sflow receiver 1 10.0.80.1

console (config) #interface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1

5.24 ®yHKuUM ANArHOCTUKUN PU3NUYECKOro YpOoBHA

CeTeBble KOMMYTaTOPbl A4OCTyMNa COAep*KaT annapaTHble U NPOrpaMMHble CPeACTBa AN AMAarHOCTUKM
N ynpaBneHua OUINYECKUMU UHTepdeicammn U AUHMAMKU CBA3M. B nepeyeHb TecTMpyembiX MapameTpos
BXOOAT Cneaytowme:

OnAa anekTpuyecknx nHtepdencos:
—  [AJIMHa Kabens;
—  paccTosiHMe A0 MecCTa HEUCMNPaBHOCTU — 06PbIBa NN 3aMblKaHUS.

Ona onTuyeckmx nHTepdencos:

— nNapameTpbl NTUTAHNA — HAaNpPAXEHNE U TOK;
— BbIXOAHaA oNTU4YeCKaAa MOLWHOCTb,
— OonTn4yeCKada MOLWHOCTb Ha npuneme.
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5.24.1 iluarHocTMKa megHoro Kabensa

/ OueHKa AAMHbl Kabensa npu ucnonb3oBaHUM KOMaHAbl 'show cable-diagnostics
V cable-length' BbINOJIHAETCA NO Be/IMUMHE 3aTyXaHUA curdHana. PyHKuua green-ethernet,
nopaepMBaemas KOMMYTAaTOPOM, YMeHblUaeT ypoBeHb MepefaBaemoro CUrHana npu
OTCYTCTBMM aKTMBHOCTM HA JIMHUM U NO3TOMY KOPPEKTHOE M3MepeHue AJMHbI Kabens
CTAaHOBMTCA HEBO3MOXXHbIM Ha YCTPOUCTBE, MPUMHUMAIOLLEM OCNabNeHHbI curHan. B cBasu ¢

3TMM Heo6X04MMO Ha BpemMs U3MepeHuUit oInHbl Kabens oTkaouaTb pexxum green-ethernet

Ha yAa/leHHOM YCTPOUCTBe.

Mo ymonuaHuio pexum green-ethernet BkaloueH. [lonycTMmas NOrpewHoOCTb U3mepeHus
onpeaensaerca pa3bpocom napameTpoB JIMHUU U COCTABAAET 6M

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 5.185 — KomaHabl ANAarHOCTUKM MeaHOro Kabens

KomaHda

3HayeHue

Aelicmeue

test cable-diagnostics tdr
{all | interface
{gigabitethernet gi port |
fastethernet fa_port}}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbINo/IHAET BUPTyaibHOE TeCTUPOBaHMe Kabensa ana yKasaHHOro
MHTepdeica;
- all — ans Bcex MHTepdeicos.

test cable-diagnostics
tdr-fast {all |interface
{gigabitethernet gi_port |
fastethernet fa_port}}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbINONHAET YCKOPEHHOE BUPTYyasbHOE TecTUpoBaHWe Kabens c
HW3KOW TOYHOCTbIO ANA YKa3aHHOro HTepdeica;
- all — ons Bcex MHTepdeliicos.

KomaHOwbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnuua 5.186 — KomaHabl ANArHOCTUKM MeaHOro Kabens

KomaHoa

3HaueHue

Aeilicmeue

show cable-diagnostics
tdr [interface
gigabitethernet gi_port |
interface

fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTo6paskaeT pe3ynbTaTbl NOCAEAHEr0 BUPTYaAbHOO
TecTMpoBaHuA Kabens ana ykasaHHoro uHtepdeiica (ecam
HOMep nopTa He 3afiaH, TO KOMaHAa BbINOJHAETCA A1 BCEX
nopTos).

OTobparkaeT NpeAnoNOKUTENbHYIO A/IMHY Kabens,
MOAKNIOYEHHOTO K YKazaHHOMY uHTepdelicy (ecnn Homep
nopTa He 3aZlaH, TO KOMaHAA BbINOHAETCA A1 BCEX MOPTOB).
V UHTepdeiic gonxkeH 6biTb aKTUBHbIM U paboTaTb B
pexume 100M6uTt/c unm 1000M6ut/c.
[uarHocTuKa noaaepKuBaeTca ToNbKO Ha UHTepdepcax
GigabitEthernet.

MaKcumanbHaa AnauHa Kabena npu

MeTpOoB.

TECTUPOBAaHMUM He [O0NXKHA COCTaBAATbL 6Gonee 120
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[Mpumepbl 8bINOAHEHUA KOMAHO

= [lpoTecTMpoBaTb NOPT 24 NEPBOro YCTPOICTBA B CTEKE:

consoleftest cable-diagnostics tdr interface gigabitethernet 1/0/24

Port Pair Result Length [m] Date

gil/0/24 1-2 OK - 24-Mar-2014 11:52:31
3-6 OK --
4-5 OK -
7-8 OK -=

HuKe npuBeaeHbl BOSMOMKHbIE 3HaYeHUA Pe3yAbTaToB TecTa Nno napam:

— Test failed — ¢pm3mMyeckas HemcnpaBHOCTb;

— OK-—napa B nopazake;

— Open — paspbis;

— Short — KOHTaKTbl Napbl 3aMKHYTbI;

— Impedance-mismatch — pasHuua B conpoTuBAeHUM (CAMWKOoM 6o/bLLOe 3aTyXaHUe B IMHUK);
— Short-with-pair — 3amblkaHne mexkay napamu;

— Not tested — TecTMpoBaHue He NPOBOANIOCD.

- lMoKa3aTb pe3ynbTaTbl NOCNeAHero TeCTMpoBaHUA:

consolef#show cable-diagnostics tdr

Port Result Length [meters] Date

gil/0/1 Not tested

gil/0/2 Not tested

gil/0/3 Not tested

gil/0/4 Not tested

gil/0/5 Not tested

gil/0/6 Not tested

gil/0/18 Not tested

gil/0/19 Not tested

gil/0/20 Not tested

gil/0/21 Not tested

gil/0/22 Not tested

gil/0/23 Not tested

gil/0/24 OK - 24-Mar-2014 11:52:31
tel/0/1 Fiber

tel/0/2 Fiber

tel/0/3 Fiber

tel/0/4 Fiber

5.24.2 lnarHOCTUKa ONTUYECKOro TpaHcuBepa
Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHol KoHduUrypaumm:
console (confiqg) #

Tabnunua 5.187 - KomaHab! pexxuma rnobanbHoOn KoHbUrypaumm

3HavyeHue/3Ha4veHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
optical-transceiver interval: YcTaHOBKa NPOMEXKyTKa BpeMeHM [0 NOBTOPHOM reHepauum
threshold notify-interval . P v P A P Pau
interval (30..3600)/600 cek npeaynpesxaeHuns/asapuun no npotokony syslog/snmp.
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no optical-transceiver
threshold notify-interval

YCcTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console#configure

console (config) #interface {fastethernet fa port| gigabitethernet gi port}

console (config-if)#

Tabanua 5.188 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

optical-transceiver
threshold action {
parameter | all } { none |

syslog | snmp-trap } .
parameter: (current, input-

power, output-power,
temperature, voltage)

HasHauyaemoe gelicTBue (He BbIMONHATL AEUCTBUM, reHepauma
syslog-coobuieHus, reHepaLmsa snmp-Tpana), KOTOPoe AO/IKHO
6bITb BbIMOAHEHO NPW NPEBbILWEHUN YKa3aHHbIX NOPOroB ANs
3a4,aHHOro napameTpa:

- current — cuna ToKa;

- input-power — MOLHOCTb BXOAALLEro CUTHanNa;

- output-power — MOLLHOCTb UCXOAALLEro CUrHanNa;
- temperature — Temnepartypa;

- voltage — HanpsxkeHue.

optical-transceiver
threshold values
parameter high-alarm high-
warning low-warning low-
alarm

parameter: (current, input-
power, output-power,
temperature, voltage)

optical-transceiver
threshold values
parameter

YKasaHue 3Ha4YeHU Noporos, NPu NPEBbILLEHNN KOTOPbIX
6yAeT NpomcxoaunTb reHepauus syslog/snmp-trap coobuierms
O/1A YKa3aHHOTo napameTpa:

- current — cuMna ToKa;
- input-power — MOLLHOCTb BXOAALLEFO CUTHANA;
- output-power — MOLLHOCTb UCXOAALLEr0 CUrHanNa;
- temperature — Temnepartypa;
- voltage — HanpsxkeHue;
- high-warning, low-warning — BepxHWUi U HUXHWUIA Npeaenbl
o5 GopmMMpPOBaHUA NpeaynpeKaaoLwmnx COobLeHNNA;
- high-alarm, low-alarm — BepxHWU U HUKHWUI Npeaenbl Ana
dopmMUpoBaHMNA aBapUNHbBIX COOBLLEHUN.
[onycTMmMbI AMana3oH 3HavyeHui oA napameTpos:
- current: 0...131000MKA
- input-power: -40000...8200 mdBm
- output-power: -40000-8200 mdBm
-temperature: -127...127 °c
- voltage: 0...6550 000 mkB
Moporosble 3HaYeHMA 3a4a0TCA B YKa3aHHbIX e4MHULAX.

YpaneHune 3aaHHbIX NOPOroB ANA YKa3aHHOro napameTpa.
3HayeHusa no YMONYaHUIO HE YCTaHOB/1EHbI.

3anpoc KomaHgHOM cTpoKu B pexkume EXEC nmeet cneayrowmii Bua;

console>

Tabnnua 5.189 — KomaHaa ANarHoCTUKM ONTUUYECKOro TPaHCcMBepa

KomaHoa 3HayeHue

Aeiicmeue

show fiber-ports optical-
transceiver [interface
{gigabitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTob6parkaeT pesynbTaTbl ANArHOCTUKM ONTUYECKOTO
TpaHcusepa.

- detailed — noagpobHas guarHoctuka, eeprom-napameTpbl
TpaHcusepa.
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fastethernet fa_port}]
[detailed]

[pumep 8b1M10AHEHUA KOMAHObI

console#show fiber-ports optical-transceiver interface gil/0/24 detailed

Output Power -
Input Power -
LOS -

Connector type:
Type: SFP/SFP+

Compliance code:
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]
gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Measured TX output power in milliWatts
Measured RX received power in milliWatts
Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026

LC

10GBASE-LR

Tabauua 5.190 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TPaHCUBEPA

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsaeHue nuTaHuA TpaHCMBepa.
Current OTKNOHEeHWe TOKa Ha nepejayve.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.

Mpu noapobHoit

AVarHocTMke Ans napametrpoB Temp, Voltage, Current, Power usmepeHHble

3HaYeHuA BbIBOAATCA Ha gucnneid. Mpu 06blMHOM ANArHOCTMKE M3MEPEHHbIE 3HAaYEHMA AN 3TUX NapamMeTpoB
CPaBHUBAIOTCA C AOMNYCTUMbIMM, U Ha AMUCNAEN BbIBOAUTCA pe3ynbTat cpaBHeHua (W, E, OK).
3HauyeHuUA pe3yNbTaToB ANArHOCTUKM W CPAaBHEHMA NapaMeTposB:

N/A - HepocTynHo,

N/S - He nogaepxuBaeTcs,
W - npeaynpexaeHue,

E — ownbKa,

OK — 3HauyeHue B nopagkKe.

5.25 IP Service Level

Agreements (IP SLA)

IP SLA (cornaweHua o6 ypoBHe obcnyunBaHusA B IP-ceTax) — TEXHO/IOMMA aKTUBHOTO MOHUTOPUHTA,
MCNONb3YOWAACA ANA U3MEPEHUA NapameTpoB ObICTPOAENCTBMA KOMMNbIOTEPHbLIX CETeM WM KayecTsa
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nepefayn AaHHbIX. AKTUBHbIN MOHUTOPUHI MNPeACcTaBAseT CoboN MNPOAOIKUTENBHYIO LIMKAUYECKYIO
reHepaumio TpaduKa, cbop MHPopmaLuMm O ero NPOXOXKAEHUM MO CETU N BeAEHNE CTaTUCTUKN.

M3w\epeHme napamMeTpoB CETU MOXKET OCYyLWEeCTBNATbCA NPU NOMOLUN Pa3/INYHbLIX TUMOB onepau,mﬁ IP

SLA. Tunbl onepaumii pasMyaroTca NPOTOKOIAMM FeHEPUPYEMOrO TPadUKa, a TaKKe MeTogammn NpoBeaeHNA
N3MEPEHUI N U3MePAEMbIMU NapameTpamu. TUNbl NoALepPHKUBAEMbIX Ha AaHHbIKM MOMEHT onepaumnit IP SLA:

— ICMP Echo;
— UDP lJitter.

Ona ncnonb3oBaHua onepaunii IP SLA Heob6xoAMMO BbINO/IHUTL cieaytowme AeNcTBUA:

— Co3paTb ONepaLMIo HY}KHOTO TMMNa U CKOHOUTYPUPOBaTL e&.
—  3anycTuTb LMKANYECKOE BbINOJIHEHME OMepaunn, U NO3BOJIMTb €l BbINONHATLCA B TeUYeHUe
HEKOTOPOro BPEMEHMU.

— [pocmoTpeTb CTaTUCTUKY, COBPaHHYIO 3a BPEMA U3HM onepaLun.
—  MNpwn HeobX04MMOCTH, NPEKPATUTb LIMKIMYECKOE BbINONHEHME ONepaLmm.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkmnme rnobanbHon KoHPUrypaumm:

console (config) #

Tabanuya 5.191 — KomaHgb! pexuma rnobanbHoin KoHbuUrypaumm

KomaHoa 3HayeHue Aelicmeue
ip sla operation index index: (1..20) MepenTh B KOHTEKCT KOHOUTYPUPOBAHMA ONepaLmu.
no ip sla operation index T YaanuTb CyLLecTByoLLYHO onepaumio IP SLA.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.192 — KomaHgb! pexxuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb LMKAUYECKOE BbIMOJHEHWE OMNepaLuy.
set ip sla stop index T OCTaHOBUTb LMKAMYECKOE BbINONHEHME onepaLun
show ip sla statistics index index: (1..20) OT06pa3nTb CTAaTUCTUKY gna onepaumm [P SLA.

CraTucTuKa onepaumii IP SLA umeeT obwuii Ana Bcex TUMNOB onepaLuii 3aroI0BOK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter

roe
— IP SLA Statistics for Index — Homep onepauunu, A8 KOTOPON 0TOBparkaeTcsa CTaTUCTUKA;
— Operational state of entry — cTaTyc BbINOAHEHMA ONepaLymu:

= Active — onepauua aKTUBHa W B AaHHbI MOMEHT HaXxoAWUTCA B MpPOLLEcCe LUUKANYECKOro
BbINOJ/IHEHUS;

= |nactive — onepaums He aKTUBHA, HaxXoAMTCA B PEXMME OXMAaHWA W A0CTynHa Ana
KOHbUIryprMpoBaHMa.
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— Type of operation — Tun onepauuun [P SLA. MpuHMMaeT oA4HO 3HA4YeHWe M3 Cchnucka
noaneprKMBaeMbIxX onepaumii.

Mpu nepesoge onepaumm B COCToAHME «Active» CTaTUCTMKA onepauum ounuiaetca. CTaTuCTMKa
HaKan/JnBaeTcA 3a TO Bpemsd, NOKa onepauma HaxoauTca B 3TOM cOCTOAHUMU. CTaTUCTMKA COXpaHAETCA nocne
NpeKpaLeHna LMKINYECKOro BbIMOJHEHUA onepauum n nepexona B coctoaHue «lnactive» oo tex nop, noka
onepauua cHoBa He byaeT nepeBesieHa B aKTUBHOE COCTOSHME.

bonee noapobHas

nHbopmauma O CcomeprKaHuu

onucbIBaloOLWMX TUNbI onepauunit IP SLA.

5.25.1 Onepauua ICMP Echo

CTaTUCTMKM nNpeacTaBneHa B pasgenax,

Mpu Kaxgom BbinosHeHun onepauun ICMP Echo ycTtpoinctso otnpasnset ICMP Echo request
coobuieHne Ha afZpec HAa3HAYeHMUA, OXKMAAeT nonydeHns coobueHma ICMP Echo reply n usmepset spems
[ABYCTOPOHHero npoxoxaeHunsa ICMP-naketa. Onepauma ICMP Echo Tak»Ke npeaocTtasnset nHdopmauuto o

MUHUMAJIbHOM,

cpegHemM W MaAKCMMa/IbHOM BpPeMeHHbIX 3Ha4eHUAx «u

KOJINYECTBE WU3MEPEHUN,

3aBEPLUMBLUNXCA HEYAAYHO MO TON UM MHOWN NPUYNHE.

KomaHObI pexcuma co30aHua onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume co3gaHus onepaumi [P SLA:

console (config-ip-sla) #

Tabnnuya 5.193 — KomaHgbl pexxuma co3gaHus onepaumit IP SLA

KomaHoa

3HavyeHue

Aelicmeue

icmp-echo target-address
[source-address source-
address] [source-interface
source-interface]

source-interface:
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

Co3zaatb onepauunto ICMP Echo.

- target-address — |Pv4-agpec, Ha KoTopbli 6yayT
otnpasnatecs ICMP Echo request coobuweHus;

- source-address — IPv4-agpec, noacTaBastowmines B
3arosioBok ICMP-naKkeTa, onuMoHanbHbIN NapameTp;

- source-interface — NopT, C KOTOPOro OCYLLECTBAAETCA
OTMNpPaBKa MNaKeToB, OMLMOHA/bHbLIV NapameTp.

’ NapameTpbl target-address, source-address v source-interface moryT 6biTb onpeaeneHbl
N TO/IbKO NPU CO34aHMUU ONepaLumn U HeAOCTYMHbI AN1A Aad/ibHellero peAakTUPoBaHUA.
DnA 3apaHuA Apyrux napameTpoB Heo6X0AMMO yAaNUTb CYLLECTBYIOLLYIO Onepauuio u

CO34aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Buna 3anpoca KOMaHAHOM CTPOKM B pexxume KoHPurypmposaHusa onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #

Tabnnua 5.194 — KomaHgb! pexxuma KoHpurypuposaHuma onepauum ICMP Echo

KomaHoa

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

frequency sec

no frequency

sec: (1..128)/60 cek

YCTaHOBUTb YacToTy BbinonHeHua ICMP Echo onepaumn B cekyHAax.
- sec —y4acToTa BbinosHeHus ICMP Echo onepauuii B cekyHaax.

YCTaHOBWUTb 3HaY€HMeE YacTOTbl MO YMOJTHAHWUIO.

timeout msec

YcTaHoBWUTL TalmayT onepauumn ICMP Echo B muanncekyHgax.
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- msec — vactoTa BbinonHeHua ICMP Echo onepauuii B

msec: (1..3600000)/1000
MUNNNCEKYHAOAX.

no timeout

McC <
YCTaHOBUTb 3HaYeHMe TalmayTa No YMOAYAHUIO.

request-data-size bytes

YcTaHOBUTL Kou4yecTBO 6aiiT, nepegaBaembix B ICMP-nakete B
KayecTtse AaHHbIX (payload).

bytes: (1..1432)/56 Gaitr - bytes — KonmyecTBo 6alT.

no request-data-size YCTaHOBWTb 3HaYeHWe KonnyecTsa 6anT no YMONYaHUIO.

YcTaHOBUTL 3HayeHue 6aiTa Type of Service, nepepatowierocs B
3arosioBke IP-naketa B none Differentiated Services Field.

tos byte byte: (1..255)/0 - byte — 3HaueHue 6aiita Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3Ha4YeHWe baiTa Type of Service No yMmon4aHuio.
tag strin 3a4aTb TEKCTOBbIN TEr A/1A onepauuu.
g g string: (1..63) cumBonos A . A pati
no tag Y6paTb TEKCTOBbIN TeT.
Ona HopmanbHoro sbinonHeHus onepauumn ICMP Echo pekomeHayeTcAa ycTaHaBAMBaTh
e 3Ha4YeHue 4acCToTbl BbiNOJIHEHUA onepauunuun 50nbLLIV|M, yem 3HaueHue TaﬁmayTa onepauun.

Mpumep BbIBOAA CTaTUCTMKMU aaa onepaumm ICMP Echo:

IP SLA

Number
Number
Failed
Failed
Failed

Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms

Statistics for Index 12

of successes: 2178

of failures: 4

operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
operations due to Unreachable Net/Host/Protocol: 0/0/0
operations due to Exceeded TTL/Time of reassembly: 0/0

roe

5.25.2

Latest operation return code — Kog, 3aBepLueHnA NocieHeN BbINONHEHHOM onepaumu:
= OK-—ycnewHoe 3aBepLieH1e NpeabiayLLen onepauuu;
®  failed — HeypayHOe 3aBepLIeHME NOCAeAHEN NOMNbITKN U3MEPEHMUS.
Latest latency value — 3HauyeHMe nociegHero ycnewHo M3MEPEHHOro Nepuoaa BpemeHuU
npoxoxaeHua ICMP-nakeTa.
Number of operations — KONM4eCTBO NPOBEAEHHbIX 3aMyCKOB OMNepaLyu.
Latency Min/Avg/Max — MUHUMaNbHOE, CPeaHEEe U MaKCMMasbHOE 3Ha4YeHWs BPemMeHU
NPOXOXAEeHMA NaKeTa, NOACYNUTAHHbIE 33 BPEMSA XKU3HU ONepaumu.
Number of successes — KOIMYECTBO YCNELIHO 3aKOHYEHHbIX ONepauui.
Number of failures — KONMYECTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLuii.
Failed operations — c4€TYMKKM, OTODOpPaXKalOLLME KONMYECTBO M3MEPUTE/IbHbIX OMepaLui,
33aKOHUYMBLLMXCA C COOTBETCTBYHOLLMM KOLOM OLLUMOKU.

Onepauua UDP litter

Kaxpaa onepauma UDP Jitter vHUUMMpyeT oTNpaBKy NocnenoBaTesibHOCTU U3 HecKonbKux UDP-
naketos. llocsenoBaTeNlbHOCTb XapaKTepu3yeTca TaKMMKM MapameTpamu, KaK KOAMYEeCTBO MaKeTOB B
NocneaoBaTeNlbHOCTU W BPEMEHHOW MNPOMENKYTOK MeXay oTnpasaeHusmu. OCHOBHOM M3MepseMoi
XapPaKTEPUCTUKOM ABNACTCA AXKUTTEP — USMEHEHNE MEXKMNAKETHOro BpeMeHHOro uHTepsana. Onepauma UDP
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Jitter TakKe no3BonseT M3MepATb ABYCTOPOHHEE W OAHOCTOPOHHEE BPeMA MNPOXOXAEHMA MaKeToB OT
OTNpaBuTeNA K noaydaTento u obpaTHo.

' Onepauusa UDP Jitter TpebyeT noaaep>KKu Ha yaanéHHom ycTpoiictee pyHKUMOHana IP SLA
° M He COBMEeCTUMaA C YCTPOUCTBAMM APYIrMX NpousBoauTeneu.

, DOna nsmepeHusa spemeHun npoxoxkaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoauma

° TOYHAA CMHXPOHU3ALMA YAcOB HA OTNPABAAIOLWEM U NPUHMMAIOLLEM YCTPOICTBAX.

MNepepn cozpgaHnem onepaumm UDP Jitter HeobxoanmMo BbINOAHUTL HacTpoliky UDP-noptos gns IP SLA
Responder Ha yaanéHHOM YyCTPOMUCTBE, C KOTOPbIM Npomncxoamt obmeH naketamu. 1ot UDP-nopT cneayet
YyKa3aTb nNpu co3gaHum onepaunm UDP Jitter B KauecTBe NOpPTa Ha3HAYEHUA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoHOUrypaLmm:

console (config) #

Tabnunuya 5.195 — KomaHab! pexuma rnobanbHoM KoHbuUrypaumm

KomaHoa 3HaveHue Aelicmeue

Bkntountb IP SLA Resonder v ycTaHOBMTb MpOCAYLIMBAEMbI
nopt ana onepaunn UDP lJitter.
port: (1..65535) - port — HOMep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

IPSLAR .
udp_jitter OTkAtOUNTL IP S esponder

KomaHObI pexcuma co30aHusa onepayuli IP SLA

Bunpa 3anpoca KOMaHAHOM CTPOKM B pernume co3gaHua onepaumit IP SLA:
console (config-ip-sla)#

Tabnunua 5.196 — KomaHab! pexxuma cosgaHus onepaumit IP SLA

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOAYAHUIO
Co3patb onepauuto UDP lJitter.
- target-address — |Pv4 agpec, Ha KoTopbIi 6yayT
otnpasnatbca UDP-nakeTbl;
udp-jitter target-address target-port: (1..65535); P !
- target-port — UDP-nopT Ha3HayeHUA, AO/KEeH cosnagaTb C
target-port [source-address source-port: UDP-n10DTOM. HACTOOEHHbIM Ha DECHOHAGDE:
source-address] [source- (1..65535)/61040; PTOM, P P AePe;
- source-address — IPv4 agpec, NoACTaBAAIOWMIACA B 3ar0I0BOK
port source-port] [num- num-packets: (1-1000)/10
UDP-nakeTa;
packets num-packets] raKeros; num-packets — konnyectso UDP-NakeToB B Kaxaom
[interval interval] interval: (1-60000)/20 mc p A
nocnesoBaTeNbHOCTY;
- interval — BpeMeHHOW NPOMEXYTOK MeXay MakeTamu B
nocnesoBaTeNbHOCTH.
' MapameTpbl KOMaHAbl «udp-jitter» moryT 6biTb OonNpegeneHbl TONbKO NPU CO34aHUU
. onepauumu 1 He[OCTYNHbI ANA AAaNbHENULEero peaAakTupoBaHua. lna 3agaHua apyrux

napameTpoB HEO6XOAUMO yAa/IMTb CYLLLECTBYIOLLYIO ONepauMio U CO34aTb HOBYIO.

KomaHObI pexcuma KoHguaypuposaHusa onepayuu UDP Jitter

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexknume KoHPuUrypuposaHua onepaumm UDP lJitter:

console (config-ip-sla-udp-jitter) #
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Tabnunua 5.197 — KomaHabl pexuma KoHpurypuposaHua onepaumm UDP lJitter

3Ha4yeHue/3HayeHue o

KomaHoa Aeiicmeue
YMOA4YaHuro

YCTaHOBMTb 4acTOTy BbiNOAHeHMA onepauun UDP lJitter B

frequency sec CeKyHAax.
: Y sec: (1..128)/60 cek - se\c/ —A‘-IaCTOTa BbINOAHeHWa onepaumm UDP Jitter B cekyHaax.

no frequency YCTaHOBWTbL 3HAYEHME YaCTOTbl NO YMOYAHUIO.

YcTaHOBUTL TaimayT onepauuum UDP Jitter B munnmcekyHaax.
timeout msec msec: (1..3600000)/1000 - msecs — 4actoTa BbINosHeHuA onepauun UDP litter B

mc MWANCEKYHAAX.

no timeout YCTaHOBWTb 3HaYeHWe TalmMayTa N0 YMONYAHWUIO.

YcTaHOBUTb KonnuecTBo 6aliT, nepepasaembix B UDP-nakete B
KayecTBe fgaHHbIX (payload).

- bytes — KonnuecTso 6alT.

no request-data-size YCTaHOBUTb 3HaYeHMEe KOANYecTBa 6alT No yMONYaHUIO.
YcTaHoBWTb 3Ha4YeHUe baliTa Type of Service, nepepatoLierocs
B 3arosiosKe |IP naketa B none Differentiated Services Field.

t-data-size byt
request-data-size bytes bytes: (20..1432)/30 Gaiit

tos byte byte: (1..255)/0 - byte — 3HaueHwue bGaitTe Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3HaYeHuWe baiita Type of Service no ymonyaHuio.
tag string . 3a,a.z?Tb TEKCTOBbIN Ier ANA onepaumu.
string: (1..63) cumBonios - string — TEKCTOBbIN Ter.
no tag Y6paTb TEKCTOBBbIN Ter.

Ona HopmanbHOro BbinonHeHua onepauuu UDP lJitter peKkomeHayeTca ycTaHaBAMBaTbL
e’ | BpeMeHHble MapameTpbl onepauuu, UCXOAA U3  CAeAylowWwero  COOTHOLUEHUA:
frequency > (interval * (num-packets — 1)) + timeout

Mpumep BbIBOAA CTaTUCTMKM ana onepaumm UDP litter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms
Latest lost packets count: 0
Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples: 0
Number of DS Latency samples: 0
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms
Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative Jjitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive Jjitter Num/Sum: 96/241 ms
Destination to Source negative jitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative jitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0
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' CratTucTuKa OAHOCTOPOHHEro NpoxoXxaeHnAa NaketoBs MoXKeT 6bITb nycTta n3-3a OTCYyTCTBUA
o CUHXPOHU3aLUUUN BpeMeHU Ha ycrpoﬁchax U BO3SHUKHOBEHUA HEKOPPEKTHbIX 3HauyeHuil.

roe

— Latest operation return code — Kop, 3aBepLlUeHWsA NocaeLHen BbINONHEHHON onepaumm:
=  OK-—ycnewHee 3aBepLllieHMe NpeablayLeit onepauuu;
®  Failed — HeypgayHoe 3aBepLleHMe nocneaHen NonbITKU USMEPEHUS.
— Latest latency value — 3Ha4YeHWe NocaeHelN yCnewHo N3MePEHHOM ABYCTOPOHHEN 3a4ePXKKM.
— Latest lost packets count — 3HayeHWe cyeTYMKa NOTePb B Npeaenax ogHoM Npobbl.
— Latency two-way values — cTaTUCTUKA U3MEPEHUS OBYCTOPOHHErO BPEMEHU MPOXOXKAEHMUA
MaKeToB.
— Latency one-way values — cTaTUCTUKA U3MepPEHNA OAHOCTOPOHHETO BPEMEHU MPOXOXKAEHUSA
MaKeToB:
=  SD - oT oTnpaBuTeNa K noayvatento (source-to-destination);
= DS -— oT nosyyatensa K otTnpasutento (destination-to-source).
— Jitter values — cTaTUCTUKA U3MEpPEHNA OQHOCTOPOHHEro axutTepa. OTAeNbHO yYUTbIBaOTCA
NONOMKUTE/bHbIE N OTPULATE/IbHbIE 3HAYEHMA AKUTTEPA B KAaXKA0M U3 HanpaBiAeHWUN.
— Out Of Sequence — KONMYECTBO NAKETOB, BEPHYBLUMXCA BHE oYepeam.
—  Number of successes — KONMYECTBO YCMELIHO 3aKOHYEHHbIX Onepauui.
— Number of failures — KonM4ecTBo Heyaa4YHO 3aKOHYEHHbIX ONepaLnii.
— Failed operations — c4yéTyMKM, oTOGpaKkaloWMe KONMYECTBO WM3IMEPUTENbHbLIX Onepalui,
3aKOHUYMBLUMXCA HEYAAUYHO C COOTBETCTBYHOLLMM KOLOM OLUMBKU.

5.26 Hactpoiika Green Ethernet

Green Ethernet - TEXHO/I0InA, no3sonArowand CHU3UTb 3Hepron0Tpe6neHme yCTpOl\;ICTBa 3a cyet
OTKNIIOYEHUA NUTaHUNA ONA HEAKTUBHbIX 3/1EKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA NepeaaBaemoro
CUTrHaNa B 3aBUCUMOCTU OT AJIUHbI Kabens.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bua, 3anpoca KOMaHAHOMN CTPOKK B pexmnme rno6anbHOro KOHGUrypmpoBaHusa:
console (config) #

Tabnnua 5.198 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda 3HayeHue Aelicmeue
green-ethernet energy-detect BkAtovaeT sHeprocbeperaowmii pexkum Ans HeakTUBHbIX
noptos
-/BKOYEH —
no green-ethernet OTKNtOYaeT aHeprocbeperaowmii PeXkUm AN HeaKTUBHBIX
energy-detect noptos
green-ethernet short-reach BkntoyaeT sHeprocbeperatowmii pexxmm 4sia nopTos, K

KOTOPbIM NOAK/IOYAIOTCA YCTPOWCTBA C ANMHON Kabens
NOAKNOUYEHUA MEHbLLE MOPOroBOro 3HaYeHus,
-/BK/IIOYEH yCTaHaBAMBAEMOrO C MOMOLLbIO KOMaHAb! green-ethernet
short-reach threshold

no green-ethernet short-reach OTKNtoYaeT sHeprocbeperaowmnin pexxMm Ha 0OCHOBaHUK
ONWHbI Kabens

green-ethernet short-reach value: (0..70 YcTaHaBAMBaeT NOPOroBoe 3HauyeHue gns

threshold value meTpos)/40 sHeprocbeperatowero pexxmma short-reach.

no green-ethernet short-reach Bo3BpalLaeT HaCTPOIKM NO YMOHAHUIO

threshold
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KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnnua 5.199 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa 3HayeHue Aelicmeue
green-ethernet energy-detect Bk/toYaeT saHeprocbeperaowmii pexxum ans nHtepoeiica.
-/BKAOYEH - »
no green-ethernet energy- OTKAtoYaeT sHeprocbeperaowmnin pexxum ana nHtepdeiica.
detect
green-ethernet short-reach BkntoyaeT sHeprocbeperaowmii pexxMm Ha OCHOBAHUW AJIUHbI
Kabens.
-/BKAtOYEH -
no green-ethernet short-reach OTKtoYaeT sHeprocbeperaowmnin pexxum Ha 0CHOBaHUK
O/MHbI Kabens.
green-ethernet short-reach force MepmaHeHTHO BK/HOYaeT sHeprocbeperamowmii pexxum ans
nopra.
-/BbIK/IIOYEH .
no green-ethernet short-reach MepMaHeHTHO BKKOYAET 3HeprocbeperatoLmii pexmm ans
force nopra.

KomaHObl pexcuma Privileged EXEC

Bug 3anpoca KOMaHAHOM CTPOKK B pexkume Privileged EXEC:
console#

Tabnuua 5.200 — Komanapl pexkuma Privileged EXEC

KomaHoa 3HaveHue Aelicmeue

show green-ethernet
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28); OTobpaskaeT cTaTUCTUKY green-ethernet.

fa_port: (1..3/0/1..24)

green-ethernet power- C6paCbIBaeT CYETYHUK U3MepuTena MOLLHOCTU.
meter reset

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT0b6pa3unTb CTAaTUCTUKY green-ethernet:

consolef#show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 91% (12.14W out of maximum 13.33W)

Cumulative Energy Saved: 1 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length (m)

gil/0/1 on off LU on off on 10

gil/0/2 on off LU on off on 4

gil/o0/3 on off LU on off on 4

gil/0/4 on off LU on off on 4

gil/0/5 on off LU on off on 4

gil/0/6 on off LU on off on 4

gil/o0/7 on off LU on off on 4

gil/0/8 on off LU on off on 4

gil/0/9 on off LU on off on 5

gil/0/10 on off LU on off on 4
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gil/0/11 on off LU on off on 4
gil/0/12 on off LU on off on 4
gil/0/13 on on on off off LD

gil/0/14 on off LU on off off LL 60
gil/0/15 on off LU on off off LL 60
gil/0/16 on off LU on off off LL 60
gil/0/17 on off LU on off off LL 59
gil/0/18 on off LU on off off LL 60
gil/0/19 on off LU on off off LL 59
gil/0/20 on off LU on off off LL 59
gil/0/21 on off LU on off off LL 61
gil/0/22 on off LU on off off LL 60
gil/0/23 on off LU on off off LL 59
gil/0/24 on off LU on off off LL 60
gil/0/25 on off LT on off off LT 11
gil/0/26 on off LT on off off LT 12
gil/0/27 on off LT on off off LT 11
gil/0/28 on off LT on off off LT 11

LU — viHTepdeic HaxoguTca B coctosiHum UP.

LD — uHTepdelic Haxoautca B coctoaHMm DOWN.

LL — npaviHa kabenna, NOAKAYEHHOTO K MHTepdENCy NpeBbILIaeT NOPOroBoe 3Ha4YeHue.
LT — nHTepdeic ABnAeTcA ONTUYECKUM.

5.27 dnektponutaHue no anHuam Ethernet (PoE)

Mogenn KommyTaTopos ¢ cydpdumkcom ‘P’ B8 0603HaYEHUM NOAAEPKMBAIOT 3JIEKTPONUTAHNE YCTPOICTB
no nvHuu Ethernet B cooTBeTcTBMM € pekomeHgaumamu IEEE 802.3af (PoE) u IEEE 802.3at (PoE+). KonnyecTso
nopToB, Nnoaaepxunsatowmx POE  makcMmanbHana CcyMmapHas MOLLHOCTb 3/1IEKTPONUTaHMA BapbupyeTca ans
pa3Hbix mogeneit. NMogpobHble cBeAEeHUA NO KAaXKAON MOAEeNM KOMMYTaTopa MOXKHO HalTW B nogpasgene
2.3.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOMN CTPOKK B pexmnme rno6anbHOro KOHGUrypmpoBaHusa:
console (config) #

Tabnnuya 5.201 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

Komanda 3HayeHue/ 3HayeHue no leiicmeue
YMOAYAHUIO
power inline limit-mode Bbibop perkMma orpaHMYEeHMsA MOLHOCTM 3N1EKTPONUTAHMA.
{port | class} - port — orpaHu4yeHme yCcTaHaBMBAETCA Ha OCHOBAHUK
-/class aAMMHMUCTPATUBHbIX NapameTpos nopTa
- class — orpaHMYeHKe ycTaHaBAMBAETCA HAa OCHOBAHMM K/acca
MOAKNOYEHHOrO YCTPOMCTBA
power inline YcTaHaBMBaeT nopor notpe6aaemoi MOLLHOCTH, NPU KOTOPOM
usage-threshold percent dopmupyeTcs MHGopMaumoHHoe coobuyeHre (snmp trap) o
percent: (1..99)/95 npesblleHnn nopora
no power inline
BoccTaHaB/MBaeT 3HaYeHne Nopora no ymoa4aHuio
usage-threshold
power inline traps enable PaspeweHne dopmupoBaHne MHPOPMALMNOHHBIX CO0bLLEHMI
ana nogcuctemol PoE
no power inline traps ) Bo3BpallaeT HacCTPOMKM K NapameTpam Mo YMOAYaHUIO
enable
Mo ymon4aHuio oTrnpaBKa MHPOPMALMOHHbIX COOBLLEHMIA
3anpetteHa.
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KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console#configure
console (config) #interface {fastethernet fa port| gigabitethernet gi port}
console (config-if) #

Tabnnua 5.202 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YyMOMYAHUO

KomaHza  ycTaHaBnuBaeT  pexum  paboTbl  cucTeMbl
3/1EKTPONUTAHUA HA UHTepdelice.
- auto — paspewaeT paboTy npoTokona ob6HapyKeHus

power infine {auto | never} _Jauto PoE-ycTpoicte  Ha MHTepcPeVlce M BKAOYaEeT nogavy
3N1EeKTPONUTAHUSA Ha HTepdeic
- never — 3anpewaet paboTy npoTokona o6HapyXKeHus
PoE-ycTpoiicTB Ha uWHTepdelice W  OTKAWOYAeT nogady
3N1EeKTPONUTAHUSA

power inline powered-
device pd_type

no power inline
powered-device

pd_type:(1..24
CMMBO/I0B)/He 3a4aH0

[ob6aBnser npousBosbHOe onucaHue PoE-ycTpoicTBa AnA
NOMOLLM B a4MUHUCTPUPOBAHUN YCTPOMCTBA.

Ypansaet paHee 3agaHHoe onncaHue PoE -yctpoiictea

power inline priority
{critical | high | low}

no power inline priority

-/low

3agaét npuopwutet
3NEeKTPOoNUTaHMEM.

- critical — ycTaHaBnuBaeT HamBbICWKI NpUoOpUTET
3/1eKTPONUTAHMA. DNEKTPONUTAHNE NOPTOB C TAKUM
npuopuTeTom byAeT npekpaLlaTbCa B NOCNEAHIO0 oYepeb
npwv neperpyske cuctemol PoE

- high — yctaHaB/MBaeT BbICOKMI NPUOPUTET INEKTPONUTAHUA.
- low — ycTaHaBAMBaeT HU3KMUI NPUOPUTET SNEKTPONUTAHUA

nHTepderica PoE npu ynpasneHwuu

BoccTaHaBAMBAET NPUOPUTET MO YMOAYAHMIO

power inline limit power

no power inline limit

power: (0..30000)/30000
MBT

HasHauaeT npegen
BbI6paHHOro nopra

MOLLHOCTU 3NEKTPONNUTaHUA AnAa

BoccTtaHasaunsaeT npegen MoLWHOCTM MO YMONYAHUIO
Mo YMON4YaHUIO YCTaHaB/IMBaETCA MaKCUMaNbHbI M npegen
MOLLHOCTU 3NEeKTPpONnUTaHnA

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 5.203 — KomaHab! pexkuma Privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

show power inline
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTo6parkaeT COCTOAHME 31EKTPONUTaHMA BCEX MHTepdecoB,
NOALEPKMBAOLMX NUTAHKUE NO MHUK POE, nan ToNbKO
BblbpaHHOro UHTepdelica.

show power inline
consumption
[gigabitethernet gi_port |
fastethernet fa_port]

OTo6parkaeT XxapaKTepPUCTUKM NoTpebaeHnA MOLLHOCTM BCexX
PoE-uHTepdeiicoB ycTpoicTBa NAM TO/IbKO BbIBPaHHOMO
MHTepodeica.

show power inline version

OTobparkaeT Bepcuto NporpammHoro obecnedyeHus
KOHTpoAnepa noacuctemol PoE.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKa3aTb COCTOSHWE 3/IEKTPONUTAHUA BCEX MHTepdENCcoB YCTPONCTBa

console#show power inline

Port based power-limit mode
Unit Power Nominal Consumed Usage Traps Temp (C)
Power Power Threshold
1 On 300 Watts 50 Watts (17%) 95 Disable 0
2 Off 1 Watts 0 Watts (0%) 95 Disable 0
3 Off 1 Watts 0 Watts (0%) 95 Disable 0
4 Off 1 Watts 0 Watts (0%) 95 Disable 0
Port Powered Device State Status Priority Class
gil/0/1 IP Phone Model A Auto On High ClassO
gil/0/2 Wireless AP Model A Auto On Low Classl
gil/0/3 Auto Off Low N/A

" [loKa3aTb COCTOAHME INEKTPONUTAHUA BbIOPAHHOTO MHTepdeica

consolef#show power inline gil/0/1

Port Powered Device State Status Priority Class
gil/0/1 IP Phone Model A Auto On High ClassO
Time range:

Power limit (for port power-limit mode): 30W

Port Status:

Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0

Port is on - valid capacitor/resistor detected

OnucaHune oTobpaykaembix NapaMeTPOB 3/1EKTPONUTaHWUA NPMBeAEHO B Tabauue.

Tabnunua 5.204 — MapameTpbl cTaTyca 3NEKTponMTaHuA

Power CraTyc noacuctemsl anekTponutaHuna PoE

Nominal Power

HomnHanbHaA MOLHOCTb UCTOYHMKA NUTaHUA noacuctemsl PoE

Consumed Power M3mepeHHoe 3HayeHne NoTpebasemoit MOLHOCTH

Usage Threshold MoporoBoe 3HayeHWe noTpebasemMol  MOLWHOCTW, nNpu  KoTopom  dopmupyeTca
nHdopMaLMoHHOe coobLueHne (snmp trap) o NpeBbIWeHUN nopora

Traps OTobparkaeT paspelueHne popmupoBaHme MHGOPMALMOHHBIX COOBLLEHMM

Port O603Ha4yeHne nHTepdelica KommyTaTopa

Powered device OnwucaHue PoE-ycTpoitcTea

State ALMWHUCTPATUBHOE COCTOSIHWE 3/IEKTPOMUTAHUA NopTa. Bo3MoXKHble 3HauYeHus — auto u
never.

Priority MpuopuTeT ynpaBaeHUsa snekTponuTtaHMem nopta. BoamoxkHble 3HayeHus — critical, high,
low.

Status OnepaTMBHOE COCTOAHWUE INEKTPONUTAHMUA NOPTA. BO3MOXKHbIE 3HaYeHUA:

Off - nuTaHWe NopTa BbIKNHOYEHO aAMUHUCTPATUBHO

Searching — nuTaHMe NnopTa BKNKOYEHO, OXKUAAHUE NoakAtodeHnsa PoE-ycTpolicTBa

On — NUTaHMe NopTa BK/IOYEHO U eCTb NpUcoeanHeHHHoe PoE-ycTpoiicTBo

Fault — aBapua nutaHuMa nopta. POE-ycTPOMCTBO 3anpocmMio MOLLHOCTb 6o/bliyio, Yem
[OCTYNHO unun notpebnseman PoE-ycTpoiicTBOM MOLLHOCTb NPEBbICMIA 3a4aHHbIN Npeaen.
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Classification KnaccndpuKkauma nogkntodeHHoro ycTpoictea B cootsetcteum ¢ IEEE 802.3af, IEEE 802.3at
Overload Counter CYeTuMK KOIMYECTBa Cy4yaeB NeperpysKm no 3N1eKTPONUTaHUIO

Short Counter CyeTunk cnyyaesB KOPOTKOrO 3aMblKaHMA

Denied Counter CyeTumK cny4yaeB OTKasa B NoAade 3/1eKTPONUTaHuA

Absent Counter CYETUMK C/lyYaeB NPEKPaLLEHMA SNEKTPONUTAHNA U3-3a OTKIOUYEHUA NMUTAEMOrO YCTPOICTBA
Invalid  Signature | CyeT4MK oWMBOK KnaccudpmKkaunm NnoaKNYEeHHbIX POE-ycTpoicTs

Counter

5.28 dyHKuuK obecneyeHns 6esonacHocTH

5.28.1 PyHKUMM 0becneyeHUnA 3aWUTbI NOPTOB

C uenbio NoBblleHMa 6e30NacHOCTU B KOMMYTATOPE CYLLEeCTByeT BO3MOXHOCTb HacTPOWUTb KaKoW-
NMBO NOpT TaK, 4TOObI AOCTYN K KOMMYyTaToOpy 4Yepe3 3TOT NOPT NpeaoCTaBAs/CcA TO/bKO 3adaHHbiM
ycTponcTeam. PyHKUMA 3aWMUTbI MOPTOB OCHOBAHa Ha onpeaeneHn MAC-agpecos, KOTOPbIM pa3peLlaeTcs
poctyn. MAC-agpeca moryT 6biTb HAacTPOEHbI BPYYHYIO WM M3y4eHbl KOMMyTaTopom. locne msydeHus
HeobXO4MMbIX aZpecoB MOPT caedyeT 3abNOKMPOBATb, 3aLMTMB €ro OT MOCTYNAEHWs NAKeToB C
HeunsyyeHHbIMM MAC-agpecamu. Takmum obpasom, Korga 3ab610KMPOBaHHbIN NOPT Nosy4Yaer naket, u MAC-
aApec UCTOYHMKA NAKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXAHM3M 3aLUTbl, B 3aBUCMMOCTU OT
KOTOPOro MOTYT ObITb MPUHATbI CAedyloline Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, MOCTynalolne Ha
3a6/10KMpPOBaHHbIM NOPT, NepecbINaoTCs, 0TOpackIBalOTCA, MO0 Ke NoPT, NPUHABLUNI NAKET, OTKAOYAETCS.
dyHKuusa 6esonacHoctn Locked Port no3sosseT coxpaHUTb CNMCOK M3yyeHHbix MAC-agpecoB B dainne
KoHdUrypaummn, Takmm o6pasom, STOT CNMCOK MOXKHO BOCCTaHOBUTb NOC/E Nepesarpysku yCTpomncTsa.

CyuwiecTtByeT orpaHuyeHue Ha Koaumvectso MAC-apgpecoB, KOTOpoe MOXeT U3y4uTb NopTt
ucnonb3ywmini GyHKumio 3awmTbl. Ana Kommytatopa MES1024/MES1124/MES2124 370
orpaHuyeHue paBHo 128 aapecam Ha nopr.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHMepgelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPurypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.205 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeica Ethernet, rpynnbl nntepdeiicos
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOA4YaHuIo
port security max num 3ajaeT MaKkcumanbHoe Koamdectso MAC-agpecos, KoTopoe
num: (0...1024)/1 MOXEeT U3y4nTb NopT.
no port security max YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.

port security routed
secure-address MAC

dopmat MAC agpeca: YcTaHaBAuBaeT 3awmueHHbin MAC-aapec.

H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

no port security routed
secure-address

YaansaeT sawmiieHHbin MAC-agpec.

port security BkatouaeT ¢yHKUMIO 3awmTbl Ha wWHTepdelice. Bnokupyert
bYHKUMIO U3ydeHMn HOBbIX afpecoB AN uHTepdeiica. MakeTbl
C HeunsyyeHHbIMU MAC-agpecamu UCTOYHWMKA OTOPaCchIBAOTCA.
KomaHga aHanormyHa KomaHge port security discard.

port security forward
[trap trap]

BkntoyaeT PyHKLMIO 3awmTbl Ha WHTepdelice. Bbnokupyer
GYHKUMIO M3y4yeHMA HOBbIX aApecoB AN uHTepdeica. MakeTbl
€ HensyyeHHbIMM MAC-agpecamum UCTOYHMKA NepechblNaloTCa.

port security discard BkntoyaeT ¢yHKLMIO 3awmTbl Ha WHTepdelice. Bbnokupyer
[trap trap] dYHKUMIO M3yYeHMA HOBbIX agpecoB ansa nHtepderica. NakeTobl
€ HensyyeHHbIMM MAC-afpecamm UCTOYHMKA OTBpacbiBatoTCA.

trap: (1..1000000) cek

196 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

port security
discard-shutdown
[trap trap]

port security trap trap

no port security

BkntovaeT GyHKUMIO 3aWmTbl Ha MHTepdeice. BoikatoyaeT nopt
npu NOCTyNnAeHnn naketTos ¢ HensydyeHHbIMU MAC-agpecamu.
MakeTbl ¢ HeusyyeHHbiMM  MAC-agpecamm  UCTOYHMKA
oTbpacbiBatoTCA.

3agaeT YacToTy reHepupyembix coobuieHunit npotokona SNMP
npv NOCTYNAEHNN HECAaHKLMOHMPOBAaHHbIX NAaKeTOoB.

BbikntoyaeT GpyHKLUMIO 3alUMTbl HA UHTepdelice.

port security mode
[max-addresses | lock |
secure]

no port security mode

-/lock

3apaeT pexum orpaHumyeHma wusydveHma MAC-agpecoB ana
HacTpanBaemoro nHTepoeiica.

- max-addresses — yfanaer Tekylme AMHaMUYECKN U3yYeHHble
agpeca, cBsA3aHHble C WMHTepdeiicom. PaspelleHo u3yyeHue
MaKCMMaNbHOrO KO/JM4YecTBa afpecoB Ha nopTy. [oBTopHoe
M3yyeHune 1 cTapeHue paspeLleHsbl.

- lock — coxpaHsaeT B paiin Tekywmne AMHAMUYECKU U3yYeHHble
agpeca, cBfizaHHble C MHTepdeicom U 3anpewaet obyyeHue
HOBbIM aipecam U CTapeHue yKe U3y4yeHHbIX apecos.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHuyYeHne u3lyvyeHus
MAC-agpecos Ha nopry.

YcTaHaBAMBaeT 3HayeHue no YMOYaHUIO.

port security mode secure
{permanent |
delete-on-reset}

no port security mode
secure

-/lock

- permanent — yaansaer Tekywwme AUHAMUYECKU WU3YYEHHble
agpeca, cBs3aHHble C WMHTepdeiicom. PaspelweHo u3yyeHue
MaKCMMaNbHOro KoJsiMyecTBa afpecoB Ha nopty. [osBTopHoe
n3yyeHue n cTapeHue 3anpewteHbl. MAC agpeca He yaanaroTea
nocne nepesarpysku.

- delete-on-reset — ygansetr TeKywme — AUMHAMMUYECKMU
M3y4yeHHble aZpeca, CBA3aHHble C MHTepdencom. PaspelseHo
U3yYeHMEe MaKCMMaNbHOrO KO/MYecTBa afpecoB Ha MopTy.
lNosTOpHOE M3yyeHMe n cTapeHue 3anpeweHbl. MAC agpeca
YAANATCA Nocne nepesarpysku.

YcTaHaBAuBaeT 3HavyeHue No YMOAYAHUIO

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 5.206 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue
show ports security . MoKa3biBaeT HaCTPOMKK dyHKLUMM 6e3onacHoCTH Ha
. . gi_port: (1..3/0/1..28); .
{gigabitethernet gi port | BblbpaHHOM MHTepdeiice.

fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..16)

port-channel group}

show ports security addresses
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

set interface active
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

Moka3sbiBaeT Tekyuwune guHammveckme agpeca ana

gi_port: (1..3/0/1..28); 3a6710KMPOBaHHbIX NOPTOB.

fa_port: (1..3/0/1..24);
group: (1..16)

AKTUBU3MpPYET UHTepdENC, OTKAOYEHHDbIN PYHKLMEN 3aWmThI
nopra (KomaHA4a AOCTyMHa TONbKO ANS NPUBUNETMPOBAHHOIO
nonb3osarens).

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
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[Mpumepbl 8bINOAHEHUA KOMAHO

= Bkaountb PyHKUMIO 3awmTbl Ha 15 mHTepdeince Ethernet. YcTaHOBUTL orpaHMyeHune Ha
nsyyeHme noptoB — 1 nopt. Mocne um3yyeHns MAC-agpeca 3abnoKMpoBaTb GYHKUMIO
M3yYeHMA HOBbLIX aApPecoB Aas UHTepdenca c Lesiblo OTOPOCUTb NAKETbl C HEUM3YUYEHHbIMU
MAC-agpecamm nctoyHmnka. CoxpaHutb B paiin nsyvyeHHbIn agpec.

console#configure
console (config) #interface gigabitethernet 1/0/15

console (config-if) #port security max 1

= [loaKNtoUYUTbL KAKEHTa K nopTy 1 usyunte MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock

5.28.2 MpoBepKa NOANMHHOCTU K/IMEHTA Ha OCHOBe nopTa (ctaHgapt 802.1x)

5.28.2.1 ba3oeas nposepKa nodAUHHOCMU

AyTeHTUdMKauma Ha ocHoBe cTaHgapTa 802.1x obecneymBaeT NpoBepPKy NOAAMHHOCTU NONb30BaTeNEN
KOMMYTaTOpa 4Yepe3 BHELWHWM cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAIOYEH KAMEHT. TosbKo
ayTeHTMOUUMPOBAHHbIE M aBTOPU30BaHHbIE NOJIb30BATEAN CMOTYT nepeaaBaTb M NPUHMMATb AaHHbIE.
MpoBepKa NOAIMHHOCTM NOJ/Ib30BaTeElN NOPTOB BbINoAHAETCA cepBepom RADIUS nocpeactsom NpoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOWN CTPOKM pexxmnma rnob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnua 5.207 — KomaHab! pexxuma rnobasbHOro KOHGUrypmpoBaHus

3HayeHue/
KomaHda 3HauyeHue no Aeiicmeue
YMOAYAHUIO
dotlx system-auth-control BkntouaeT pexxkmm ayteHTUdPUKaumm 802.1X Ha KommyTaTope.
no dotlx -/force-authorized BbikntoyaeT pexkum ayteHTuduKaumm 802.1X Ha KommyTaTope.
system-auth-control
aaa authentication dotlx 3afaeT oAMH UK ABa MeToZa NPOBEpPKM NOAJIMHHOCTY,
default {none | radius} [none aBTopu3aumm 1 yyeta (AAA), ANA CNONb30BaHMA HA
| radius] nHTepoericax IEEE 802.1X.
- none — He BbINONHATb ayTeHTUDUKaLUIO;
- radius — ucnonb3osatb cnmucok RADIUS-cepsepoB ans
-/radius ayTeHTMdUKaLMM Nonb3oBaTens.
Bropoii meToa ayTeHTUdUKaLUM UCNoNb3yeTca
V TO/IbKO B C/ly4ae, ec/iv no NnepBomy ayTeHTUpUKauma
6blna HeycnewHoMn.
no aaa authentication dotlx YcTaHaBAMBaET 3HA4YeHUe N0 YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nHtepoeiica Ethernet:

console (config-if)#
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MpoTokon

v

EAP

(Extensible

Authentication
ayTeHTUOUKALMU YAANEHHOTO K/IMEHTa, NPU 3TOM onpeaenas MexaHU3m ayTeHTUGUKaumuu.

Protocol) BbinonHAeT 3agauu AnA

Tabnnuya 5.208 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

dotlx port-control

{auto | force-authorized |
force-unauthorized}
[time-range time]

no dotlx port-control

-/force-authorized
range_name: (1..32)
cumBona

HacTtpausaet ayteHTUOMKaumto 802.1X Ha nHTepdeiice.
PaspelaeT py4yHOM KOHTPO/Ib 3@ COCTOAHWEM aBTOPU3aLUN
nopra.

- auto - ucnonbszosatb 802.1X oA USMeHeHMA COCTOAHUA
KNMEHTA MeXAy aBTOPU30BaHHbIM U HEABTOPU30BAHHbIM;

- force-authorized — BbiktouaeT ayteHTUOUKaUmo 802.1X Ha
nHTepoevice. MopT NnepexoauT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUOUKauuK;

- force-unauthorized - nepesoanT NOpT B HEaBTOPU30BAHHOE
cocToAHMe. UrHopupytoTca Bce NONbITKM ayTeHTUGMKaumum
KNWEHTa, KOMMYTaTop He NpeAoCTaBAAET CePBUC
ayTeHTUdUKALMM oA 3TOro NopTa;

- time — uHTepBan BpemeHun. Ecim gaHHbIV napameTp He
onpegeneH, To NOPT He aBTOPM30BaH.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx reauthentication

no dotlx reauthentication

-/nepuoanyeckme
MOBTOPHbIE MPOBEPKM
NOANMHHOCTM BbIK/IOYEHbI

BK/toyaeT nepnogmnyeckme NoBTOpHbIE MPOBEPKU
Nog/IMHHOCTU (NepeayTeHTUPUKALUIO) KANEHTA.

BbIK/tOYAET NEpPUOAMYECKME NOBTOPHbIE MPOBEPKU
NoA/MHHOCTMU (NepeayTeHTUdUKALMIO) KANEHTa.

dotlx timeout reauth-period
period

no dotlx timeout reauth-
period

period:
(300..4294967295)/
3600 cek

YcTaHaBMBaeT Nepuos Mexay NoBTOPHbIMU NPOBEPKaMU
NOA/IMHHOCTH.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-
period

period: (0..65535)/60 cek

YcTaHaBAMBaET Nepnog, B TeHEHNE KOTOPOFrO KOMMYTaTOpP
OCTaeTcA B COCTOAHMM MOIYAHMA NOCNEe HEeYAAUYHOW NPOBEpPKM
NOAJ/IMHHOCTW.

B TeyeHVe nepnoaa MoaYaHMA KOMMYTATOP HE MPUHUMAET U
HE MHULMUPYET HUKAKUX ayTEHTUPUKALMOHHBIX COODOLLEHNI.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

period: (30..65535)/30 cek

YcTaHaBMBaeT Nepuog, B Te4eHne KOTOPoro KOMMyTaTop
O’KMAAeT OTBET Ha 3aMnpoc M60 naeHTUdUKaLMIo No
npotokony EAP oT KaneHTa, nepes NOBTOPHOW OTMNPABKOM
3anpoca.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

dotlx max-req count

no dotlx max-req

period: (1..10)/2

YcTaHaBAMBAET MaKCMMasIbHOE YKC/I0 NOMbITOK Nepesayuu
3anpocoB NpoTokona EAP-kAueHTy nepes HOBbIM 3aMyCKOM
npovuecca NPoBEPKU NOANMHHOCTY.

YcTaHaBAMBaeT 3Ha4YeHne no YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30 cek

YcTaHaBAMBaET Nepuos Mexay NoBTOPHbIMU Nepegadamum
3anpocoB NpoTokona EAP-knneHTy.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 cek

YctaHaBauBaet nepuos, B Te4eHne KoOToporo KommyTtatop
OXWOaeT OTBETA OT cepBepa ayTeHTVI(')I/I Kauuu.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnnua 5.209 — KomaHab! pexxkuma Privileged EXEC

KomaHda 3HaueHue Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
fastethernet fa_port]

BpyuHylo ocyuecTBAfeT NOBTOPHYO NPOBEPKY NOAIMHHOCTH
yKa3aHHOro nopTa B KOmaHae, 1Mbo Bcex NopTos,
noagepxusatowmx 802.1X.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

show dot1x interface
{gigabitethernet gi_port |
fastethernet fa_port}

MokasbiBaeT cocToaHue 802.1X ana KommyTatopa 1mbo ans

gi_port: (1..3/0/1..28); yKasaHHoro nHtepdeiica.

fa_port: (1..3/0/1..24)

show dotlx users [username MOKa3bIBAET aKTUBHbIX ayTEHTUOULMPOBAHHBIX

(1..160) cumBonos

username] nonb3osartenei 802.1X KommyTaTtopa.
show dot1x statistics MokasbiBaeT cTaTUCTMKY No 802.1X Ans BbIGpaHHOro
interface gi_port: (1..3/0/1..28); nHTepdeiica.

{gigabitethernet gi_port | fa_port: (1..3/0/1..24)

fastethernet fa_port}

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOUUTb pexxnm ayteHTUdMKaumm 802.1X Ha kKommyTaTope. Mcnonb3osaTb RADIUS-cepsep
AN NPOBEPKN NOAJMHHOCTM KAMEHTOB Ha MHTepdencax IEEE 802.1X. Ona 18 uHTepdelica

Ethernet ncnonb3oBatb pexkum ayTeHTUPUKaumm 802.1x.

console#configure

console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [loKasaTb coctoaHme 802.1X ana KommyTtaTopa.

console#show dotlx

802.1x is disabled
Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gi0/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gio/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>

= [lokasaTtb cocTonaHuMe 802.1X ana 12 untepdeiica Ethernet.
consolef#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
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gi0/12

Quiet period:
Tx period:
Max req:

Server timeout:
Session Time
MAC Address:

Force Authorized

Supplicant timeout:
(HH:MM:SS) :

Authentication Method:
Termination Cause:

Authorized*

Disabled 3600

* Port is down or not present

60
30
2
30
30
00:

Seconds
Seconds

Seconds
Seconds
00:00

Remote
Port re-initialize

Authenticator State Machine

State: INITIALIZE
Backend State Machine

State: INITIALIZE
Authentication success: 0
Authentication fails: 0

Tabnnua 5.210 — OnuncaHMe pesybTaToB BbIMNO/JIHEHMA KOMaH/,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexxum ayteHTudmraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbIN pPeXMm NopTa: aBTOPU30BAHHbIM, HEaBTOPMU30BAHHbIN, IMBO
BbIKAOYeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

I'Iepwo,u, mexay NoBTOPHbIMM NpoBepKamMu NOA/TMHHOCTU.

Mma nonb3oBatena npu ncnonb3osaHnm 802.1X. Ecam nopT aBTOpU30BaH, TO
oTobparkaeTca MmsA TekyLero nosab3osatens. Ecav nopt He aBTopu3oBaH, To

Username
oTobpakaeTca MMA NocneaHero ycnewHo aBTopM30BaHHOIO NO/Ib30BaTeNA Ha
nopTy.

Quiet period MNepuoga, B Te4eHMe KOTOPOro KOMMYTAaTOP OCTAeTCA B COCTOAHUN MOYaHUA nocne

P HeyJa4YHOM NPOBEPKMN NOASIMHHOCTH.

Mepunog, B TeUEHWE KOTOPOrO KOMMYTATOP OXMAAEeT OTBET Ha 3anpoc AMbo

Tx period naeHTMdmKaumo no npotokony EAP oT KaneHTa, nepes NOBTOPHOW OTNPaBKOM
3anpoca.

Max req MaKcrumanbHoe 4YMcao NONbITOK Nepegayun 3anpocos NpoTokona EAP kaneHty

nepeg, HOBbIM 3aMyCKOM MpoLiecca NpoBepKM NoAAMHHOCTY.

Supplicant timeout

Mepvon mexKay NOBTOPHBIMU NepeAadaMm 3anpocos NpoTokona EAP KnneHTy.

Server timeout

Mepuopg, B TeUEHME KOTOPOrO KOMMYTATOP OXKMUAAET OTBETA OT CEpBEpa
ayTeHTUdUKAUMN.

Session Time

Bpemsa noakntoveHnA nonb3oBatens K YCTpOVICTBy.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeTog ayTeHTUUKALMM YCTAHOBNEHHOM Ceccum.

Termination Cause

MpunynHa 3aKkpbITUA ceccuu.

State

TeKylliee 3HaYeHUe aBToMaTa COCTOSIHUI onpeaennTens NoaAMHHOCTM U BbIXOAHOMO
aBTOMaTa COCTOSIHUMN.

Authentication success

Konnuyectso nosy4YeHHbIX coobLeHuii 06 ycnewHoln ayTeHTMdMKaLmMm OT cepBepa.

Authentication fails KonnyecTBo nosiy4eHHbIX COOBLEHNI O HeyCnewHON ayTeHTUPUKALMKN OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaA Nosb3oBaTento.
Filter ID NaeHTudumKaTop rpynnbl GuabTpaLmun.
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= [lokasaTb cTaTUCTMKy no 802.1X ana uHtepodeiica Ethernet 13.

console#show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 5.211 — OnuncaHMe pesybTaToB BbIMNOIHEHMA KOMaH/,

Mapamemp OnucaHue

KonnyecTBo KOppeKTHbIX NakeTos ntoboro Tvna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpUHATbIX AaHHbIM OnNpeaenuTenem

NOA/IMHHOCTHU.

KonnyectBo KoppeKTHbIX NakeTos ntoboro Tvna npotokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P PeA

DaHHbIM onpeaennTenem NogIMHHOCTY.

KonnuectBo naketos Start npotokona EAPOL, NnpuHATBIX AaHHbIM ONpeaeauTenem
EapolStartFramesRx P P A pea

NOA/IMHHOCTHU.

Konunyectso naketos Logoff npotokona EAPOL, NPpUHATLIX AaHHbIM
EapolLogoffFramesRx g P P A

onpeaenntenem nNogJIMHHOCTM.

Konunyectso naketoB Resp/ld npoTokona EAPOL, npuHATLIX AaHHbIM
EapolRespldFramesRx p/d np P A

onpeaenutenem NOAJNHHOCTU.

Konnuyectso nakeTtos oTeeToB (Kpome Resp/ld) npoTtokona EAPOL, npuHATbIX
EapolRespFramesRx (kp p/id) np P

LAHHbIM onpeaenntTenem NogJAMHHOCTU.

Konunuectso naketos Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolReqldFramesTx p/id np PEA A

onpegenntenem nogIMHHOCTW.

Konnuyectso nakeTos 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np PeA

AaHHbIM onpeagenntesiem NnoANMHHOCTU.

Konunyectso nakeTtos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbLIX

InvalidEapolFramesRx
JaHHbIM onpegenuTenem noaIMHHOCTH.

KonunyectBo nakeToB npoToko/sia EAPOL ¢ HEKOPPEKTHOM AJIMHOM, NPUHATbLIX

EaplengthErrorFramesRx
JaHHbIM onpeaenntTenem NOAAMHHOCTU.

Bepcusa npotokona EAPOL, npuHATan B camom nocaegHem Ha AaHHbIA MOMEHT

LastEapolFrameVersion
nakerte.

MAC-agpec UCTOYHMKA, I'IpMHHTbII?I B CaMOM nocnegHem Ha p,aHHbIVI MOMEHT

LastEapolFrameSource
nakere.

5.28.2.2 PacwupeHHasa nposepKa no0auHHocmMu.

PacwupeHHble HacTpoiku dotlx NMo3BoAAT NPOBOAUTL NMPOBEPKY MOANMHHOCTM ANA HECKOJIbKUX
K/IMEHTOB, NOAKAOYEHHbIX K NopTy. CylLecTByeT ABa BapMaHTa ayTeHTMOUKaLMKU: NepBbli, Koraa npoBepKa
NoA/IMHHOCTM Ha OCHOBE NopTa TPebyeT ayTeHTUdUKaL MM TONIbKO OAHOTO KANEHTa, YTOObI AOCTYN K cUcTeMe
uMenu Bce KaneHTbl (pexum multiple hosts), BTOpoli, Korga npoBepka MNOAJAMHHOCTU Tpebyer
ayTeHTUOUKALMM BCEX MOAKAOYEHHDbIX K NOPTY KAMEHTOB (pexum multiple sessions). Ecav nopt B pexxunme
multiple hosts He npoxoguT ayTeHTUOUKALMIO, TO BCEM MOAK/IIOYEHHBIM XOCTaM ByAeT 0TKasaHo B A0OCTyne
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K pecypcam ceTu. TaKkKe K pacluMpeHHbIM HaCTPOMKaM OTHOCUTCA agMUHUCTPUPOBaHMe roctesbix VLAN, K
KOTOPbIM MMEIOT A0CTYN He npollelime ayTeHTMdMKaLMIO NONb30BaTEe N,

%

NopT pgoctyna (Access) He moeT 6biTb YneHOM HeayTeHTUduuuposaHHoit VLAN. Native
VLAN tpaHKosoro noprta (Trunk) He moxKeT 6biTb HeayTeHTUGULUpOBaHHbIM VLAN. Ho pgna

nopta B pexxume General PVID moxkeT 6biTb HeayTeHTUMUMpoBaHHbIM VLAN (B aTOM cyyae
TO/NIbKO TErMpOoBaHHbIE NAKeTbl MOTYT 6biTb NPUHATbI B HEABTOPM30BAHHOM COCTOSIHUM).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoHGUrypupoBaHus:

console (config) #

Tabnnuya 5.212 — KomaHgbl pexnuma rnobanbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx bpdu {filtering | 3apaeT 06paboTKy 3awmThl noptos 802.1x BPDU, koraa 802.1x
bridging} rno6asbHO BbIK/IOYEH.
- filtering — dunbTpOBaTH NakeThl 802.1x BPDU;
- bridging — nepeaasatb naketbl 802.1x BPDU Kak 06bluHble NaKeTbl
-/filtering AanHbb

no dotlx bpdu

PyHKUMA paboTaeT TONbKO KOrAa peXxum ayTeHTuGUKaumm
V 802.1x Ha KoMMyTaTOpe BbIKNIOYEH. [NA BbIKNIOYEHUA
ayTeHTMdUKauum 802.1x ucnonb3yerca KomaHaa: no dotlx
system-auth-control.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vian
timeout

timeout: (30 .. 180) /

YcTaHaB/MBAET BPEMA 3a[,EPKKU MEXKIY BK/IOYEHVWEM peXMnMma
ayTeHTMdUKaumm 802.1x (Mam BKAOYEHMEM nopTa) u gobaBneHnem
nopta B guest VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx traps mac-
authentication success

no dotlx traps mac-
authentication success

-/BbIK/OYEHO

PaspewaeT oTnpaBKy trap-coobLEeHNM, KOr4a KAUEHT yCnewHo
npoxoauTt ayTeHTUduKaumo no MAC-aapecy, OCHOBaHHYHO Ha
cTaHpapTe 802.1x.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx traps mac-
authentication failure

PaspeluaeT oTnpaBKy trap-coobLuieHni, Koraa KAMeHT He npoLuen
ayTeHTUdUKaumio no MAC-agpecy, OCHOBaHHYIO Ha CTaHZapTe

-/BKAOYEHO 802.1x.
no dotlx traps mac-
L . YcTaHaB/MBaeT 3HaYEHUE MO YMOYAHUIO.
authentication failure
dotlx radius-attributes YcTaHaBamnBaeT 06paboTKy owmnbok ana atpubyTos RADIUS:
errors filter-id resource - accept — nosb3oBaTeslb NPUHAT, ecin GuabTpaums no ID He moxeT
{accept | reject} 6bITb NpoM3BELEHA NO NPUYMHAM pacnpesesieHns pecypcos. Ecam
dunbTpauma no ID He moxeT bbITb Mpon3BeseHa No ApYrum
) NpUYnHam, Nonb3osaTeNb byaeT OTKAOHEH;
/reject - reject — Ecam ounbTpauma no ID He moxKeT bbITb 3asaHa, TO
nonb3osaTeNb byAeT OTKNOHEH.
no dotlx radius-
attributes errors filter-id YcTaHaBAMBaeT 3HaYeHMe No YMOIYAHUIO.
resources
dotlx radius-attributes YcTaHaBAmnBaeT ¢popmat HymepaLmm nopTos B aTpnbyte NAS-Port
nas-port format-type npu ayteHTMduUKaumm no 802.1x:
{default | human} /default - deafult - 3HaueHne No ymonyaHuio, HymepaLma COOTBETCTBYET

BHYTpeHHUM ifIndex'am;
- human - HymepaLus nopToB HauMHaeTcA ¢ 1 (Kak Ha nepeaHen
naHenu).
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no dotlx radius-
attributes nas-port
format-type

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabnnua 5.213 — KomaHgb! pexkuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

dotlx host-mode
{multi-host | single-host
| multi-sessions}

-/multi-host

Pa3speluaeT HasMume o4HOro/HECKONbKUX KNMEHTOB Ha
aBTopu3oBaHHOM nopty 802.1X.

- multi-host — HeCKO/IbKO KNMEHTOB;

- single-host — oguH KnueHT;

- multi-sessions — HeCKobKO ceccuid.

dotlx violation-mode
{restrict | protect |
shutdown }

no dotlx
single-host-violation

-/protect

3apaeT AelicTBue, KOTOpoe HEOBXOAMMO BbINOJIHUTL, KOrAa
ycTpoicteo, MAC-aapec KoToporo otanyaetcs oT MAC-agpeca
K/IMEHTA, OCyLLLEeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.

- restrict - naketol ¢ MAC-agpecom, oTanyHbim oT MAC-aapeca
K/IMEHTa, NepecblNatoTca, NpU 3TOM agpec UCTOYHMKA He U3y4vaeTcs;
- protect — naketbl ¢ MAC-agpecom, oTamuHbim oT MAC-aapeca
K/MEHTa, oTbpacbiBatoTcs;

- shutdown — nopT BbIkAto4aeTcs, naketbl ¢ MAC-agpecom,
oT/IM4HbIM OT MAC-agpeca KaneHTa, oTbpacbiBatoTcs;

YactoTa reHepupyembix coobuieHuii npotokona SNMP trap npu
NoCTyn/JIeHUU HECAHKLUMOHUPOBAHHbIX NAKeToB cocTaBasAeT 1

V CeKyHay.
KomaHga urHopupyertca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vian
enable

-/pocTyn 3anpelueH

PaspeluaeT HeaBTOPM30BaHHbIM NOb30BATENAM AAHHOTO
nHTepderica goctyn K roctesoi VLAN.
’ | Ha ycTpoiicTBe AoKeH 6bITb HacTpoeH XoTa 6bl 0aUH
o rocteBoit VLAN (KomaHaa dotlx guest-vlan B HacTpoiikax
nHtepdeiica VLAN).

3anpeLaeT HeaBTOPM30BAHHbIM MONb30BATENAM AAHHOIO
nHTepoerica goctyn K roctesoi VLAN.

dotlx mac-
authentication {mac-only
| mac-and-802.1x}

no dotlx mac-
authentication

-/BbIK/OYEHa

BkAtoyaeT ayTeHTUdMKaLMIO, OCHOBaHHY0 Ha MAC-agpecax
nonb3osaTenen.
- mac-only — BK/toYaeT ayTeHTUOMKALMIO, OCHOBAHHYIO TONBbKO Ha
MAC-agpecax, nakeTtbl 802.1x UTHOPUPYIOTCA;
- mac-and-802.1x — BK/toYaeT ayTEHTUPUKALMIO, OCHOBAHHYIO Ha
802.1x u MAC-agpecax.

’ - FlocreBasa VLAN pgonxkHa 6biTb BKAOUYEHA, KOraa

H ucnonb3lyerca ayteHTMduKaumna no MAC-agpecy.

- He ponxHo 6bITb cTaTueckux npusasok MAC-aapeca.

- ®YHKUMA NOBTOPHOI ayTeHTUPMKAL MM [,0MKHA BbiTb BKAOYEHA.

BbIKkntovyaeT ayTeHTUdMKaALMIO, OCHOBaHHYI Ha MAC-aapecax
nosib3oBaTeneu.

dotlx mac-
authentication format
username { lowercase |
uppercase } [ separator {
-]:].}1[groupsize{1 |
2|4}]

-/lowercase 6e3
pasgenuteneit v geneHns
Ha rpynnbl (alb2c3d4e5e6)

KomaHga 3aaaét popmart ctpoku ¢ MAC afpecom KAMeHTa,
nepegasaemoli B aTpnbyte User-Name.

-lowercase, uppercase - onpeaenaloT perncTp 6yKBeHHbIX
CMMBOOB;

- separator - 334aéT pa3gennTesib Mexay rpynnamm CUMBOOB;

- groupsize - KOIM4ECTBO CUMBOJIOB B Kax 01 rpynne. 3agaHune
napameTpoB separator 1 groupsize He 06A3aTenbHO (T.€., ecnn
TpebyeTcs, MOXHO YKa3aTb TO/IbKO PETUCTP), HO AN1A TOTo, YTOObI
MAC-agpec oTobpaxkanca pasgenéHHbiM Ha rpynnbl, HeobxoanMMo
3a4aTb 0ba 3TMX NapameTpa.
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Mpumep KoHdUrypauuu:
dotlx mac-authentication format username uppercase separator :
groupsize 4

dopmart cTpoKM B aTpnbyTe:
A1B2:C3D4:E5F6

no dotlx mac-
authentication format
username

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaAHUIO

no dotlx radius-
attributes vlan

dotlx mac- CTtpoka password_string nepeaaétcs 8 RADIUS atpmnbyTe User-
authentication format Password. Mo ymonuaHuto B aTpnbyTe nepegaérca MAC agpec
password -/User-Name KNneHTa B popmate, 3afaHHOM KomaHaoM dotlx mac-
{password_string} authentication format username. MakcumanbHas anvHa
nepesasaemoi CTpoku - 128 cMMBOOB.

no dotlx mac- YcTaHaBAMBaAET 3Ha4YEHNE NO YMOYAHUIO
authentication format
password
dotlx radius-attributes BKtOUNTL NPOBEPKY NOANMHHOCTU, OCHOBaHHY Ha ACL/ HasHaunTb
filter-id QOS-Policy.

- -/BbIKNIOYEH
no dot1x radius- YcTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
attributes filter-id
dotlx radius-attributes BksitovaeT 06paboTKy onuun Tunnel-Private-Group-ID (81) B
vilan coobueHusax RADIUS-cepsepa.

-/BbIK/IIOYEH

BbikntouaeT 06paboTky onuuu Tunnel-Private-Group-ID (81) B
coobuweHuax RADIUS-cepBepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnunua 5.214 — KomaHab! pexuma KoHdurypmposaHusa uHtepoderica VLAN

KomaHoa

3HayeHue

Aeiicmeue

dotlx auth-not-req

no dotlx auth-not-req

-/poctyn
HeaBTOPU30BaHHbIM
nonb3oBaTeNAM 3anpeLleH

PaspewaeT goctyn K gaHHoi VLAN HeaBTOpM30BaHHbIM
nosib3oBaTeNsAM.

3anpewaeT AocTyn K gaHHoi VLAN HeaBTOpM30BaHHbIM
Nno/ib30BaTeNAM.

dotlx guest-vlan

no dotlx guest-vian

-/VLAN He onpegeneHa Kak
roctesas

Onpepenset roctesyto VLAN.

OTKpbIBaeT HEaBTOPM30BaHHbIM N0/Ib30BaTENAM UHTepdeiica
aoctyn K roctesoit VLAN. Ecam roctesas VLAN onpegeneHa u
paspelleHa, NopT byaeT aBTOMaTUYECKU NPUCOEANHATLCA K
HeM, Korfa He aBTOPU30BaH, M NOKMAATb, KOraa nponaeT
aBTopusaumio. Ytobbl NCNoNb30BaTb AaHHbIV PYHKLMOHAN,
NopT He AO0/IXKeEH BbITb CTaTUYECKMM YneHom roctesoit VLAN.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnua 5.215 — KomaHab! pexxuma Privileged EXEC

KomaHoa 3HaueHue Aeiicmeue

show dotlx advanced ) MoKa3sblBaeT A0NONHUTE/IbHbIE CBEAEHUA O HACTPOMKaX
[gigabitethernet gi_port | gi_port: (1..3/0/1..28); npoTtokona 802.1x (KomaHAa [,OCTyNHa TONbKO AN
fastethernet fa_port] fa_port: (1..3/0/1..24) NPUBUAErMPOBAHHOIO NOJ/Ib30BaTeNA).

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.216 — KomaHgb! pexxuma Privileged EXEC

KomaHoa 3HaueHue Aeiicmeue

show dotlx bpdu MokasbiBaeT 06paboTKy 3awuTbl noptos 802.1x BPDU Koraa
802.1x rno6anbHO BbIKNIOYEH.

5.28.3 KoHTponb npotokona DHCP 1 onuun 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoTOKOA, NO3BOAAIOLLUIA KAMEHTY NO 3anpocy
nonyyatb IP-agpec n apyrve tpebyemble napamerpsbl, Heobxoanmble ans paboTtbl B cetn TCP/IP.

MpoTokon DHCP moxKeT Ncnosb30BaTbCA 3/10YMbILLIIEHHMKAaMM 4158 COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaueHTa, 3actasnad DHCP-cepsep BblgaTb BCe AOCTYMHble agpeca, TaK U CO CTOPOHbI
cepsepa, NyTemM ero noameHsbl. [porpammHoe obecneyeHne KOMMyTaTopa NoO3BoAET 0becneynTb 3aWwuTy
YCTPOMCTBA OT aTak C MCnonb3oBaHMem npoTokona DHCP, ana yero npumeHsetca QyHKLMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiictBo cnocobHo oTcnexneaTb noasneHne DHCP-cepBepoB B ceTH, paspeLan UX UCNOb30BaHNe
TO/IbKO Ha «A0BEPEHHbIX» MHTepdelicax, a TaKKe KOHTPOANPOBaTb A0CTyn KaneHToB K DHCP-cepBepam no
TabauLe COOTBETCTBUMA.

Onuus 82 npotoKkona DHCP (option 82) ncnonbsyetca gnsa Toro, 4ytobbl NnponHbopmuposaTs DHCP-
cepsep o0 ToM, oT Kakoro DHCP-peTpaHcnsaTopa (Relay Agent) 1 yepes KaKol ero nopT 661 NOyYeH 3anpoc.
MpumeHaeTca ANA ycTaHOBNEHMA COOTBETCTBUI IP-afpecoB M NOPTOB KOMMYTaTOpa, @ TaKXKe 1A 3alnTbl OT
aTaK ¢ ucnosibsoBaHnem npotokona DHCP. Onuwma 82 npeactasnseT cobol 4ONONAHUTENBHYIO MHPOPMALMIO
(nmsa ycTporicTBa, Homep nopTa), 4o6aBNAEeMYI0 KOMMYTaTOPOM, KOTOpbIl paboTaeT B pexknume DHCP Relay
areHTa, B Buae DHCP-3anpoca, npuHATOro oT KAueHta. Ha ocHoBaHuuM paHHoi onuun, DHCP-cepsep
BblaenseT IP-agpec (guanasoH IP-agpecoB) M ApyrMe napameTpbl MOPTY KomMmyTatopa. [losyuvs
HeobxogMmble aaHHble oT cepBepa, DHCP Relay areHT Bblgennet IP-agpec KAMEHTyY, a TaKKe nepesaet emy
Apyrve HeobxoaMmble NapameTpbl.

Onuusa dopmupyetca cC yyeTom npuoputeta (B MopagKe YMEHbLUEHWA): HACTPOWMKKM MHTepdeiica
Ethernet -> HacTponku nHTepderica VLAN -> HAacTpoOIiKM pexuma rnobasbHOro KOHGUrypnpoBaHUS.

Tabnuua 5.217 — dopmat noneit onuum 82

Mone Mepedasaemasn uHghopmayus

Mms xocTa ycTpoicTBa.

Circuit ID Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuit 6aiT — HOmep NOPTa, K KOTOPOMY MOAK/OYEHO YCTPOMCTBO, OTNpaBasioLee
dhcp-3anpoc.

Remote agent ID Enterprise number —0089c1

MAC-agpec ycTpoiicTBa.
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[Ona ucnonb3oBaHua onuun 82 Ha YCTPOICTBE A,0/1XKHA 6bITb BKAOUeHa PpyHKuua DHCP relay
areHTa. Ana sBkaroueHua DHCP relay areHTa ucnonb3syerca KomaHaa ip dhep relay enable B
pexume rnobanbHoro KoHpurypuposaHusa (cm. pasaen 5.29 dyHkumumn DHCP Relay
nocpeaHuKa).

O

[Ona KoppeKkTHOM paboTbl pyHKLUMK DHCP Snooping Bce ucnonb3yemble DHCP-cepBepbl
BONXHbI 6bITb MOAK/IOUEHDI K «40BEepeHHbIM» NopTam KommyTaTopa. Aaa aobaBneHuns
nopTa B CMUCOK «A,0BEPEHHbIX» UCNONb3yeTcA KomaHAa ip dhcp snooping trust B pexxume

Ll

KoHdUrypaumm uutepdeiica. na obecneueHns 6e30nacHOCTM BCe OCTasbHbIE NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «He4,0BEePEeHHbIMMN Y.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnnuya 5.218 — KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BkntouaeT KOHTpob NnpoTokoaa DHCP nytem BeaeHua
Tabanupbl DHCP snooping 1 oTNpaBKKM KNMEHTCKUX
LWwnpokosewaTenbHbix DHCP-3anpocoB Ha «A0BepeHHble»
nopTbl.

BbikntoyaeT KOHTpOJIb NpoToKkona DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

BkatoyaeT KOHTpoIb NpoTokona DHCP B npeaenax ykazaHHOM

VLAN.

BbikntoyaeT KOHTpob npoTokona DHCP B npegenax
yKasaHHoW VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

-/npuem DHCP-nakeToB C
onuueit 82 ot
«HEHaAEeKHbIX» NOpPTOB
3anpetLeH

PaspewaeT npvHMmate DHCP-nakeTbl ¢ onumeli 82 ot
«HEHaAeXHbIX» NOPTOB.

3anpewaet npuHumatbe DHCP-nakeTsl ¢ onuueit 82 ot
«HEHaAeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping
verify

-/BepudmrKaLma BKAOYEHA

BkntouaeT Bepudukaumio MAC-agpeca KaveHta u MAC-
agpeca UCTovHMKa, npuHaTtoro B DHCP-nakeTe Ha
«HeJ0BepPEeHHbIX» NopTax.

BobikntovaeT Bepudumkaumnio MAC-agpeca knameHta u MAC-
agpeca UCToYHMKa, npuHaTtoro B DHCP-nakeTte Ha
«HeJ0BepPeHHbIX» NopTax.

ip dhcp snooping
database

-/pe3epBHbIit hain He

Pa3peluaeT ucnosnb3oBaHWe pesepBHOro ¢aiina (6asbi)
KOHTponA npotokona DHCP.

no ip dhcp snooping
database update-freq
seconds

(600..86400)/1200

no ip dhcp snooping ucnosbsyerca 3anpellaeT UCcroNb3oBaHUe pesepBHOro daiina (6asbl)
database KOHTpOAs NpoToKona DHCP.

ip dhcp snooping 3apaeT YactoTy o6HOBeHUA dalina (6asbl) KOHTPOAA
database update-freq npotokona DHCP.

seconds seconds:

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

-/BbIKOYEHO

Mo3sonseT ounctutb Tabnnuy DCHP snooping npu
nageHun nHtepdgenca

3anpewaet ounctky Tabnuusl DCHP snooping npu
nageHun nHtepdgenca

ip dhcp information
option

-/BbIKNOYEHO

PaspewaeT ycTpoiicTy fobasneHue onuum 82 npu pabote
npoTokona DHCP.
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no ip dhcp information
option

3anpewaeT ycTpoicTay fobasneHme onuum 82 npu pabote
npoTtokona DHCP.

ip dhcp information
option format-type
access-node-id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBONOB/-

YcTaHOBKa naeHtuoukatopa access-node_id onumum 82.

YcTaHOBKA 3Ha4YeHUA no YMOI4aHUIO.

ip dhcp information
option format-type
remote-id

no ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBOIOB/-

YcTaHOBKa ngeHtuouKkatopa remote_id onuum 82.

YcTaHOBKA 3Ha4YeHUA nNo YMO/THaHUIO.

ip dhcp information
option format-type
option format [delimiter
delimiter]

no ip dhcp information
option format-type
option

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuum 82.
dopmar:
- Sp — HOMep CN0Ta U NOPTa;
- sv—Homep cnota u VLAN;
- pv— Homep nopta n VLAN;
- SpV — HOMep cnoTa, nopta n VLAN;
- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;
- user-defined — popmat onpeaenserca nonb3osatenem. Mpu
onpegeneHum NCNonb3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HayeHue nona ifTable:ifType B
WwecTHaauaTepmMyHoM Buae);
%m: mac-agpec nopta B popmarte H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: Homep nopTa (KaK Ha NML,EeBOI NaHenun);
%i: iflindex nopTa;
%vV: naeHtnduratop VLAN;
%cC: mac-agpec KnneHTa B popmate H-H-H-H-H-H;
%a: IP-appec cuctemol B dopmate A.B.C.D.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO

ip dhcp information
option suboption-type
{tr101 | custom}

no ip dhcp information
option suboption-type

-/tr101

HacTtpoiika ¢opmata onuum 82.

- tr101 — yctaHaBAMBaeT popmat onummn 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHaaumax TR-101 B
cooTBeTCTBUM C GOpPMaTOM, NpMBeeHHbIM B Tabanue 5.219;

- custom — yctaHaBnMBaeT popmat onumm 82 B COOTBETCTBUM C
dopmaTtom, npuseaeHHbIM B Tabamue 5.220.

Bo3BpaluaeT 3HaueHne No YyMOIYaHUIO

Tabnnuya 5.219 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101
Mone Mepedaeaemas uHgpopmayusa
hostname ycTpoiictea
Circuit ID cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnesHuUt 6aitT — Homep NOPTa, K KOTOPOMY NOZKIIOYEHO YCTPOMCTBO, OTNpPaBAstoLLee

dhcp-3anpoc.

Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTpoicTsa
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Tabnnua 5.220 — Popmat nonen onuum 82 pexxknmma custom

Mone Mepedasaemasn uHgpopmayusa

Circuit ID

OnvHa (1 6aiT)

Twun Circuit ID

OnvHa (1 6anT)

VLAN (2 6aliTa)

Homep mogyns (1 6aiT)
Homep nopta (1 6aunT)

Remote agent ID

Onnna (1 6anT)
Tun Remote ID (1 6aitT)
OnvHa (1 6anT)

MAC-agpec KommyTaTopa

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHMepagelica 2pynmnbl N1opmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexmme KoHPurypmposaHusa uHtepoeiica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.221 — KomaHab! pexkuma KoHpuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BkatoyaeT KOHTpob npoTokona DHCP B npepenax
MHTepodeiica.

BkntoyaeT KOHTpob NnpoTokona DHCP B npepenax
MHTepodeiica.

ip dhcp snooping trust

no ip dhcp snooping trust

-/mHTepdeiic He aBnsAeTcA
[OBEPEHHbBIM

[ob6asnaeT nHTepdenc B CNUCOK «A0BEPEHHbIX» MPKU
MCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[0BEPEHHOTO» UHTEpdelica cunTaeTca 6e30nacHbIM U He
KOHTpO/IMpyeTcA.

Ypansaer uHtepdeinc us cnnucka «40BepPeHHbIX» Npu
MCNONb30BaHUU KOHTPOANA NpoTokoaa DHCP.

ip dhcp snooping limit
rate rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/sblkntoueHo

YcTaHaBAMBaeT orpaHMyeHne A1A AaHHOTo NopTa Ha
KoaM4ecTBO NpuHUMaembix DHCP-nakeToB B cekyHAY .

CHuMmaet orpaHuyeHue Ha npmém DHCP-nakeToB ¢ 4aHHOTO
nopra.

ip dhcp information
option [global]

Pa3pewaeT ycTpoicTey AobasneHume onunm 82 Ha uHTepdeiice
npwu pabote npotokona DHCP.
- global — gobasneHue onumm 82 onpeaenseTcs HaCTpolikamu

circuit-id circuit_id

no ip dhcp information
option format-type
circuit-id

(1..63) cumBonos/-

/global Ha uHTepdelice VLAN.
no ip dhcp information 3anpeuaeT ycTponctey gobasneHuve onumm 82 ans JaHHOro
option MHTepdeiica npu pabote npoTokosa DHCP.
ip dhcp information YcTaHOBKa naeHTUdmKaTopa access-node_id onuum 82 Ha
option format-type UHTepodeiice.
access-node-id node_id node_id: (1..32)
no ip dhcp information CMMBO/I0B/- YcTaHOBKa 3HaYeHMA N0 YMOAYAHUIO.
option format-type
access-node-id
ip dhcp information YctaHasnusaet cneumbudHbii Circuit-id Ha nHtepdeiice.
option format-type circuit_id:

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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ip dhcp information
option format-type
remote-id remote_id

no ip dhcp information
option format-type
remote-id

remote_id:
(1..63) cumonos/-

YctaHasauBaeT cneumdudHbii Remote-id Ha nHTepdeiice.

YcTaHaBAMBAET 3HAYEeHUE No YMOYaHUIO.

ip dhcp information
option format-type

delimiter]

option format [delimiter

no ip dhcp information
option format-type
option

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuum 82 Ha nHtepdeiice.
dopmar:

- Sp — HOMep cnoTa M NopTa;

- sv—Homep cnoTa u VLAN;

- pv —Homep nopta un VLAN;

- SpV — HoMep cnoTa, nopta n VLAN;

- bin — 6uHapHbI dopmar: VLAN, cnoT, nopr;

- user-defined — popmat onpegenaetca nonb3osartenem. MNpu
onpegeneHnm UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;

%p: KOPOTKOE MMA nopTa, Hanpumep gil/0/1;

%P: AnMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HauyeHue nons ifTable::ifType B
LWecTHaALaTeEPUYHOM BUAE);

%m: mac-agpec nopta B popmaTte H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHUTA;

%s: HOMmep CNoTa;

%n: Homep nopTa (Kak Ha IMLEBO NaHenu);

%i: ifIndex nopTa;

%V: naeHtTndukatop VLAN;

%c: mac-agpec KaveHTta B popmate H-H-H-H-H-H;
%a: IP-appec cuctembl B popmate A.B.C.D.

YcTaHOBKa 3Ha4YeHunA no YMOA4YaHUIO

ip dhcp information
option suboption-type

{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTtpoiika ¢opmata onuum 82 Ha nHTepdeiice.

- global — dopmat onuun onpegenseTca HacTpoMKamu onumm
Ha uHTepdetice VLAN;

- tr101 — ycTaHaBAMBaeT popmat onumm 82 coriacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 B
coOTBETCTBUM C GOPMATOM, NpUBEAEHHbIM B Tabamue 5.219;
- custom — ycTaHaBAMBaeT popmaT onuumn 82 B COOTBETCTBUM
¢ popmatom, npmuseaeHHbIM B Tabmue 5.220.

Bo3BpalyaeT 3HaueHMe No YyMONYaHMIO

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM B pexxknume KoHPuUrypuposaHua nHtepoeiica VLAN:

console (config-if) #

Tabnnua 5.222 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica VLAN

3Ha4yeHue/3HayeHue no

no ip dhcp information
option

KomaHoa Aeilicmeue
YMOAYAHUIO
ip dhcp information PaspewaeT ycTpoinctey gobasneHue onumm 82 gns JaHHOro
option [global] VLAN npwu paboTe npotokona DHCP.
- global — po6asneHune onumm 82 onpegenserca rnobanbHbIMK
-/global

HacTporKamu.

3anpelaeT ycTpoicTey fobasneHue onuum 82 ans JaHHOTO
VLAN npwu paboTe npotokona DHCP.

ip dhcp information
option format-type
access-node-id node_id

node_id: (1..32)
CMMBONOB/-

YcTaHOBKa naeHTMdmnKkaTopa access-node_id onuuu 82 gnn
paHHoro VLAN.
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no ip dhcp information
option format-type
access-node-id

YcTaHOBKa 3Ha4YeHuna no YMOI4aHUIO.

ip dhcp information
option format-type
remote-id

no ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBOOB/-

YcTaHOBKa ngeHtuoukatopa remote_id onuumn 82 ana
paHHoro VLAN.

YcTaHOBKaA 3Ha4YeHuA no YMOI4aHUIO.

ip dhcp information
option format-type
option format [delimiter
delimiter]

no ip dhcp information
option format-type
option

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npoben

HacTpolika popmata DHCP onuuu 82 ana aaHHoro VLAN.
dopmar:
- Sp — HOMep C/0Ta U NOPTa;
- sv—Homep cnota u VLAN;
- pv—Homep nopta un VLAN;
- SpV — HomMep cnoTa, nopta u VLAN;
- bin — 6uHapHbIN popmaT: VLAN, cnoT, nopt;
- user-defined — popmat onpeaenserca nonb3osatenem. Mpu
onpeaeneHnm NCnonb3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN  nopta (3HayeHue nona ifTable:ifType B
WwecTHaauaTepMyHoOM Buae);
%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);
%i: ifiIndex nopTa;
%V: naeHtTndukatop VLAN;
%cC: mac-agpec knneHTa B popmate H-H-H-H-H-H;
%a: IP-appec cuctemol B dopmate A.B.C.D.

YcTaHOBKa 3Ha4YeHunA no YMOA4aHUIO

ip dhcp information
option suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTtpoiika ¢opmata onuum 82 ana paHHoro VLAN.

- global — dopmat onuuu onpepensetca rnobanbHbIMM
HacTpovKamu;

- tr101 — ycTaHaBnvBaeT popmat onumm 82 coriacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, NpUBEAEHHbIM B Tabauue 5.219;
- custom — ycTaHaBAMBaeT dpopmat onuumn 82 B COOTBETCTBUM
¢ popmatom, npuseaeHHbIM B Tabamue 5.220.

Bosspau.l,aeT 3Ha4YeHne No YMOIYaHUIO

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnunua 5.223 — KomaHab! pexxuma Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}
expiry {seconds | infinity}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16);
seconds: (10..4294967295)

[ob6asnsnet B paitn (6asy) KoHTpona npotokosa DHCP
cooTtBeTcTBMe MAC-agpeca knueHTa, rpynne VLAN wm IP-agpecy
ANA yKasaHHoro nHtepdelica.

[aHHas 3anucb byaeT fercTBuUTe/IbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPpeMEHM KMU3HU 3aNnCK, eCAN KANEHT He OTNPaBuT
3anpoc Ha DHCP-cepBep Ha obHoBeHUe. Tailmep obHynAeTcA
B C/ly4ae NoJiyYeHunn oT KAMeHTa 3anpoca Ha o6HoBNeHMe
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(KomaHga 4OCTYMHA TOIbKO ANA NPUBUAETMPOBAHHOIO
nosb3osaTens).
- seconds — BPEMSA }KMU3HU 3anNuUCK;
- infinity — Bpems *KM3HM 3an1cK He orpaHNYEeHo.
no ip dhcp snooping Ypanset us dalina (6asbl) KOHTpPonA npoTokona DHCP
binding mac_address cootBeTcTBMe MAC-agpeca KnveHTa 1 rpynnbl VLAN.
vlan_id
clear ip dhcp snooping dopmat mac_address : Ounwaet 3anucu B paine (6ase) KoHTpons npotokosa DHCP.
database [mac-address H.H.H
mac_address ] H:H:H:H:H:H
[vlan vian_id] H-H-H-H-H-H;
[gigabitethernet gi_port | gi_port: (1..3/0/1..28);
fastethernet fa_port | fa_port: (1..3/0/1..24);
port-channel group] group: (1..16);
vlan_id (1..4094)

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.224 — KomaHgb! pexkmuma EXEC

KomaHoa 3HaueHue Aeiicmeue

option npoTtokona DHCP.

show ip dhcp information MokasbiBaeT MH$opMaLmto 06 ncnonb3oBaHUM onuum 82

show ip dhcp snooping gi_port: (1..3/0/1..28);

MokasbiBaeT KOHOUIrypaunio GYHKLUN KOHTPOIA MPOTOKOA

igabi j DHCP.
[gigabitethernet gi_port | fa_port: (1.3/0/1..24);
fastethernet fa_port | roup: (1..16)
port-channel group] group: 2.
show ip dhcp snooping MoKasbiBaeT cooTBeTCTBUA U3 dalina (6a3bl) KOHTpoAA
binding npotokona DHCP.

[mac-address
mac_address ]
[ip-address ip_address ]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094).

[pumepsi 8biM0AHEHUS KOMAHO

= PaspewunTtb ucnonbszosaHne DHCP onuumn 82 B 10 VLAN:

console#configure

console (config) #ip dhcp snooping

console (config) #ip dhcp snooping vlan 10

console (config) #ip dhcp information option
console (config) #interface gigabitethernet 1/0/24
console (config) #ip dhcp snooping trust

= [loKasaTb BCE COOTBETCTBUA U3 TabanLbl KOHTPONA NpoTokona DHCP:

console#show ip dhcp snooping binding
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5.28.4 3awmTta IP-agpeca kKnmeHta (IP-source Guard)

®dyHKumsA 3awmThl IP-agpeca (IP Source Guard) npegHasHayeHa ana punbTpaymm TpadmKa, NPUHATOrO
C MHTepdeinca, Ha ocHoBaHMK Tabaunubl cootBeTcTBMIM DHCP snooping 1 cTaTnyeckux cootsetcTauii IP Source
Guard. Takum obpasom, IP Source Guard no3sosneT 6opoTbca ¢ noameHol IP-agpecos B NakeTax.

MocKonbKy GyHKLMA KOHTpoANA 3awuThl IP-agpeca ucnonbsyet tabauyy coorsercreuii DHCP
V snooping, UMeeT CMbIC/1 UCNONb30BaTb AAHHYIO (QYHKLMIO, NpeaBapuUTe/IbHO HACTPOUB U
' BKAtounB DHCP snooping.

V' dyHKumo 3awmTbl IP-agpeca (IP Source Guard) Heo6xo4UMO BKAKOUYUTL rnobanbHO U pgnA
uHTepdeiica.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabnnuya 5.225 — KomaHgbl pexxnuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HavyeHue Aelicmeue

ip source-guard BratouaeT GpyHKLUMIO 3aLWmThl IP-aapeca KAneHTa 41s Bcero

KOMMyTaTOpa.
- -/BblK/IlOYEHA

no ip source-guard BbikntouaeT GpyHKLMIO 3aLWmThl IP-afpeca KNneHTa 41s Bcero
KOoMMyTaTopa.

ip source-guard binding Co3paHune cTaTuyeckon 3anmcu B Tabaunue cooTBeTcTamA

mac_address vian_id mexay IP-agpecom KnnenTa, ero MAC-agpecom 1 rpynnom

ib_address VLAN ans yKkasaHHOro B KOMaHAe uHtepodelica.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

- group: (1..16) -
no ip source-guard YpaneHue cTaTMyeckon 3anucu B Tabanie cooTBETCTBUA.
binding mac_address
vlan_id
ip source-guard tcam 3apaeT YacToTy 06paLLeHUA YCTPOMUCTBA K BHYTPEHHUM
retries-freq {seconds | pecypcam C Lenbto 3aMmcu B NaMATb HEAKTUBHbIX
never} 3awmueHHbIx IP-agpecos.

seconds: (10..600,

- never — 3anpeLaeT 3anncb B NaMATb HEAKTUBHbIX
never)/60 cek

3awmueHHbIx IP-agpecos.

no ip source-guard tcam YCTaHaBAMBAET 3HaYeHWE N0 YMOAYAHMUIO.
retries-freq

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepgetica (duanaszoHa uHmepgelicos) Ethernet,
UHMepgelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.226 — KomaHgb! pexxuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa 3HavyeHue Aelicmeue

ip source-guard Bk/itouaeT dpyHKLMI0 3aWwmThl IP-agpeca KaneHTa ans
HacTpanBaemoro nHTepoeica.

- -/BbIK/IOYEHO
no ip source-guard BbIktouaeT GpyHKLMIO 3awmThl IP-agpeca KnneHTa ans

HacTpanBaemoro nHTepoeiica.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 5.227 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue

Aeiicmeue

ip source-guard tcam
locate

BpyuHyto 3anycKaeT npouecc obpalleHmsa ycTporncTea K
BHYTPEHHMUM pecypcam C LLebo 3aNnCcK B NaMATb HEAKTUBHbIX
3awmueHHbIx IP-agpecos. KomaHga AocTynHa TONbKO Ana
NpPUBMIErMPOBAHHOIO NoJb30BaTeN .

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.228 — KomaHab! pexuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show ip source-guard
configuration
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

KomaHaa oTobpaskaeT HacTpoiKy dyHKLMK 3awmTel IP-agpeca
Ha 3afaHHOM, TM60 Ha Bcex MHTepdeicax yCTPoCTBa.

show ip source-guard
status

[mac-address mac_address]
[ip-address ip_address]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

KomaHaa otobpaskaet ctaTyc GyHKLMM 3awmThl IP-agpeca ans
yKa3aHHOro uHtepdelrica, IP-agpeca, MAC-agpeca nam rpynnbl
VLAN.

show ip source-guard
inactive

KomaHga oTobpakaer He akTusHble IP-agpeca oTnpasuTess.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb HACcTPOMKY GYHKUMM 3aWwmThl IP-agpeca ana Bcex MHTepdencos:

consolef#show ip source-guard configuration

IP Source Guard is Enabled
Interface State
gil/0/1 Enabled
gil/0/22 Enabled
gil/0/23 Enabled
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= BKAWOUUTb PYyHKUMIO 3awWmThl IP-agpeca ana ¢punbTpaumm TpaduKka Ha OCHOBAHUM TabauLbl
cootBetcTBMi DHCP snooping n crtatudeckux cootsetctBuit IP Source Guard. Co3gatb
CTaTUYeCKylo 3anucb B Tabauue cooTtBeTcTBMA Ans uHTepdelica Ethernet 12 nepsoro

ycTpoictBa B cTeke: |IP-agpec KaueHTa

00:60:70:4A:AB:AF. UHTepdeic B 3-i rpynne VLAN:

console#configure

console (config) #ip dhcp snooping
console (config) #ip source-guard
console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.28.5 KoHTponb npotoKkona ARP (ARP Inspection)

192.168.16.14,

MAC-agpec -

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npegHasHayeHa A4 3aWWTbl OT aTak C

ucnonb3oBaHuMem npoTtokosna ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka).

KoHTponb

npotokosaa ARP ocyliecTBifeTcA Ha OCHOBE CTaTUYecKMx cooTteeTcTeui IP- 1 MAC-agpecos, 3agaHHbIX 1A
rpynnbl VLAN.

' MNopT, ckoHPUrypMupoBaHHbIN «HepzoBepeHHbIM» ana pyHKuMm ARP Inspection, gonkeH

. TaK}Ke b6bITb «Hea0BepeHHbIM» AnAa pyHKunm DHCP snooping nam coorsercreme MAC-
appeca u IP-agpeca ana sToro nopra A0/MKHO 6bITb CKOHPUIYPUPOBAHO cTaTUYECKU. UHaue
AAHHbIN NOPT He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

/' Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAIOTCA NpoBepKu coorsercTeui IP- u MAC-agpecos.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rinobanbHoro KOHPUrypmpoBaHmsa:

console (config) #

Tabnnua 5.229 — KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

-/BbIK/IOYEHO

BK/ItoYaeT KOHTPOIb NpoToKoNa ARP (dyHKumMio ARP
Inspection).

BbIKNtOYaEeT KOHTPO/Ib NpoToKona ARP (dyHKumMio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

Pa3pewaeT nposepKy npoTokosna ARP, 0CHOBaHHYyto Ha 6ase
cootseTcTBuii DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpewaeT npoBepKy NpoTokosna ARP, ocHOBaHHyto Ha 6ase
cooTseTcTBuit DHCP snooping, B BbibpaHHOM rpynne VLAN.

ip arp inspection validate

MpepocrasnseT cneunduyHble NPOBEPKU AN1A KOHTPONA
npoTtokona ARP.

MAC-agpec nctouyHuka: Jnsa ARP-3anpocoB 1 oTBeTOB
nposepseTca cooTseTcTBMe MAC-agpeca B 3aro/ioBke
Ethernet MAC-aapecy UCTOYHMKA B COAEPHKUMOM MPOTOKOA
ARP.

MAC-agpec Ha3HauyeHuA: Ana ARP-oTBeTOB NpoBepsAeTca
cootBeTcTBMe MAC-agpeca B 3aronoske Ethernet MAC-
aZpecy Ha3HaYeHUA B coaepKUMom npotokona ARP.
IP-apgpec: MNposepsetca coaepxmmoe ARP-nakeTa Ha Hannyune
HEeKOppPeKTHbIX IP-aapecos.
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no ip arp inspection
validate

3anpeuaet cneunduyHble NPOBEPKU A7 KOHTPOAA
npotokona ARP.

ip arp inspection list
create name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucKka ctatudecknx ARP cooTBeTCTBUN.
2. Bxog B perKum KoHpurypmposaHua ARP-cnmcKoB.

YpaneHue cnucka ctatuyecknx ARP coOTBETCTBUIA.

ip arp inspection list
assign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHayaeT cnmncok ctatuyecknx ARP cooTBeTCTBUI ANA
yKasaHHow VLAN.

OTMmeHAeT HazHayeHMe CN1cKa cTatuyeckmnx ARP cooTBeTcTBUIM
Ana ykasaHHou VLAN.

ip arp inspection logging
interval {seconds |
infinite}

no ip arp inspection
logging interval

seconds: (0..86400,
infinite)/5 cek

3a43eT MUHMMaNbHBIN MHTEPBAN MeXay COObLLEeHNAMM,
coAepKallMmmn nHpopmauuio npoTokona ARP,
nepeaaBaeMbIMU B KypPHaI.

- 3HavyeHue 0 yKasblBaeT Ha TO, YTo coobLeHNa byayT
reHepuMpoBaTbCA HE3aMEANUTE/IbHO;
infinite — He reHepupoBaTb COOBLLEHNI B XKypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgua2ypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,

UHMepgelica 2pynmnsl N1opmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexmme KoHPurypmposaHusa uHtepoelica Ethernet, nnrepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.230 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica Ethernet, rpynnel nHtepdeicos

KomaHoa

3Ha4yeHue no
YMOMYAHUIO

Aeiicmeue

ip arp inspection trust

no ip arp inspection trust

-/vHTepdeiic He aBnsAeTcA
[0BEPeHHbIM

[obaBnaeT nHTepdeiic B CNUCOK «40BEPEHHbIX» NPU
MCMoIb30BaHMM KOHTPOAS NpoTokona ARP. ARP-Tpaduk
«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30nacHbIM U He
KOHTpPO/IMpPYeTCA.

Ypanser uHtepdeic ns cnnucka « 40BEPEHHbIX» Npwu
MCNONb30BAaHUM KOHTPONA NpoToKkoaa ARP.

KomaHObI pexcuma KoHgu2ypuposaHua ARP-criuckos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypnposaHua ARP-cnMCKOB:

console#configure
console (config) #ip arp inspection list create spisok
console (config-arp-list) #

Tabnnua 5.231 — KomaHab! pexkmuma KoHpurypuposaHua ARP cnuckos

KomaHoa

Aelicmeue

ip ip_address
mac mac_address

[obasnsaeT ctatuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Yaanaet ctatnyeckoe cootsetctame IP- 1 MAC-agpecos.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.232 — KomaHab! pexkuma EXEC

KomaHoa 3HaueHue Aeiicmeue
sh.ow i.p arp inspec'tion gi_port: (1..3/0/1..28); ﬂoxasblsaeT KoHbUrypaumio GyHKUMK KovHTponﬂ npoToKona
[gigabitethernet gi_port | fa_port: (1..3/0/1..24); ARP Inspection Ha Bbi6paHHOM MHTepdeiice/Bcex
fastethernet fa_port | - e e nHTepdeiicax

group: (1..16)
port-channel group]
show ip arp inspection Moka3blBaeT CNUCKK cTaTU4ecknx cootTsetcTamin IP- 1 MAC-
list - afpecos (KOMaHAa AOCTYNHA TONbKO AN1A
NpVUBUIETMPOBAHHOIO NOJIb30BaTeNA).

show ip arp inspection MoKasblBaeT CTAaTUCTMKY ANA CAeAyoWmUX TUMOB NaKeToB,
statistics gi_port: (1..3/0/1..28); KOTOpble 6bl1 06paboTaHbl Npu nomowm GyHKumm ARP:
[gigabitethernet gi_port | fa_port: (1..3/0/1..24); - nepegaHHble nakeTol (forwarded);
fastethernet fa_port | group: (1..16) - noTepsAHHble nakeTbl (Dropped);
port-channel group | vlan_id: (1..4094) - owmnbKM B IP/MAC (IP/MAC Failures).
vlan vian_id]
clear ip arp inspection
statistics gi_port: (1..3/0/1..28);
Eﬁ:‘::::::tr;:_tpg;ffrt I fa_pg:(t).u(;:..f 1/.(_)1/;)"24) ! OunLaeT CTaTUCTUKY KOHTPOAS npoTokona ARP Inspection.
port-channel group | vlan_id: (1..4094)
vlan vian_id]

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/IIOUYUTb KOHTPO/Ib NpoTokona ARP 1 o06aBuTb B CNMCOK Spisok cTaTUyYecKkoe COOTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3sHauuTb cnucok spisok
ctatnyeckux ARP cooTseTcTBuin gna VLAN 11:

consolef#configure

console (config) #ip arp inspection list create spisok

console (config-ARP-list)#ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list) #fexit

console (config) #ip arp inspection list assign 11 spisok

= [lokasaTb CMMUCKU CTaTUYECKMX cooTBeTcTBUM IP-  MAC-agpecos:

consolef#show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.6 Hactpoika ¢pyHKkuum MAC Address Notification

®dyHKuma MAC Address Notification nossonseT oTcnexKmMBaTb NOABNEHUE U UCYUE3HOBEHWE aKTUBHOTO
060pyaoBaHUA Ha CeTU, MyTEM COXpPaHeHMa uctopum usydeHna MAC-agpecos. lpu 06HapyKeHUU
U3MEHEeHUA B cocTaBe M3yvyeHHbIXx MAC-aapecoB KOMMYTATOp COXpaHAeT WHpopmauuio B Tabauue u
nsseLaeT 06 3ToM ¢ nomoLLbto coobuLeHnit npotokona SNMP. DPyHKUMA MMeeT HacTpamMBaemble NAapaMeTpbl
— rnybuHa MCTopUKM O COBBLITUSAX U MUHMMAJIbHBIA MHTEepPBaa oTnpaBkM coobweHnit. Cepsuc MAC Address
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Notification no ymonyaHuio OTKAOYEH U MOKeT 6biTb HAcTPOeH BbIGOPOYHO ANA OTAENbHbIX MOPTOB

KOMMyTaTopa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KOHGUIypupoBaHua:

console (config) #

Tabnnua 5.233 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda 3HayeHue/ 3HayeHue
o yMmon4YaHuro

Aelicmeue

[no] mac address-table
notification change

-/BbIK/IIOYEHO

KomaHga npegHasHayeHa ans rnobanbHoro ynpasneHua ¢pyHkumeinnt MAC
notification. KomaHaa paspeluaer peructpaumto cobbiTuii gobaBaeHns n
yaanenunsa MAC agpecos B/u3 Tabanu, KOMMyTaTopa U OTNPaBKY
yBEAOMJIEHUS O COOLITUAX.

OTpuuatenbHas dopma KomaHabl (c npedprKcom no) BbIKNOUAET GYHKLMUIO
rnobanbHO M OTMEHAET COOTBETCTBYHOLLME HAaCTPOMKM Ha BCex MHTepdelicax.
[na paboTbl PyHKLUM HEOBXOAMMO LONOSHUTENbHO Pa3peLlaTh reHepaumio
yBe4OM/IEHUI Ha MHTepdelicax (CM. HUXKe).

mac address-table
notification change
interval value

value:
(0..4294967295)/1

MaKcrMManbHbI MPOMENKYTOK BpeMeHN mexay oTnpaskamu SNMP-
yBegomneHui. Eciv 3HaYeHne nHTepsana BpemeHun pasHo 0, To reHepaums
yBELOM/IEHUI N COXPaHEHMEe CObbITUI B UCTOPUIO BYAET OCYLLECTBAATLCA
Hemen/1IEHHO N0 Mepe BO3HUKHOBEHMSA COBbITUIA 06 N3MEHEHUM COCTOAHUSA
Tabamubl MAC-agpecos. Ecaun 3HaueHMe nHTepBana BpemeHu 6onbue 0, TO
YCTPOWCTBO ByAeT HaKan/MBaTb CObbITUA 06 M3MEHEHUM COCTOAHUA
Tabanubl MAC-agpecoB B TeHEHME 3TOTO BPEMEHM, A 3aTeM OTNPABAATb
yBegomneHusa npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUU.

mac address-table
notification change value: (0..500)/1
history value

KomaHaa 3aiaeT MaKcMMaibHOe KoanyecTso cobbiTuit 06 u3meHeHUH
coctosHua Tabanubl MAC afpecos, KOTOpOe COXpaHAeTcs B UcTopun. Ecam
YCTaHOBJIEH pa3mep UCTOPUM paBHbIl 0, TO cobbITUA He coxpaHatoTcA. Mpu
nepenosiHeHun bydepa ncTtopun HoBoe cobbITMe MOMELLAETCA Ha MecTo
Camoro cTaporo.

[no] snmp-server
enable traps
mac-notification
change

-/BbIK/IIOYEHO

KomaHga npegHasHayeHa A/1A BKAKOYEHMA WU OTKIIOYEHMA OTMPaBKU
SNMP-yBegomneHuii 06 usmeHeHMM cocToAaHus Tabamubl MAC-agpecos.
[na oTKNIOYEHMA UCNoNb3yeTca oTpuLaTesibHas Gopma KOMaHAbI.

Ecnv oTnpaBKa yBeAOMIEHUI BKNOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX CO0bLLEHMAMM NPoTOKoAa SNMP 1 coxpaHaTb
cooTBeTcTBYOWME cobbITUA B UCTOpUK. Ecnmn oTnpaska SNMP-ysBegomneHui
BbIK/IOYEHa, TO YCTPOMCTBO ByAEeT TONbKO COXPaHATb COBbITUA B UCTOPUMN.

[no] snmp-server
enable traps mac- -/BKNIOYEHO
notification flapping

BK/1104MTb/BbLIKNOUYUTL OTNPABKY Tpanoe o daannuHre MAC-agpecos
(eltMnFlappingNotification).

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 5.234 - KomaHgb! pexxuma KoHOUrypupoBaHua nHTepdeica Ethernet

KomaHda 3HayeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO

snmp trap mac-notification
change [added | removed]

-/BbIK/IOYEHO

BK/tOUYEeHWe reHepaLmmn yBeAOMIEHUM Ha KaXKA0M
nHTepdeice o cobbITUAX U3MeHeHMA cocTosHMA MAC-
aapecos. OTAENbHO MOXKHO paspewwnTb reHepaumio
yBegoM/IeHUI ToNbKo 06 n3yyeHnn MAC agpecos anbo
TO/NIbKO 06 UX yaaneHuu.
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KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 5.235 — KomaHgb! pexxuma privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

show mac address-table
notification change history
[interfaces]

OTobparkeHne Bcex yBeAOMAEHN 06 U3MEHEHUWN COCTOAHMUA
MAC-agpecoB, COXpaHEHHbIX B UCTOPMKU. BO3MOXKHa
dunbTpauma cobbiTUit Mo NnopTtam, rpynnam noptos (LAG) u
VLAN.

show mac address-table
notification change
statistics

OTobparkeHne CTaTUCTUKK cepBuca: obLLee KoM4ecTBo
cobbITniA 06 M3yyeHun MAC-agpecos, obliee KONMYECTBO
cobbiTnii 06 yaaneHum MAC-agpecos, obLiee KOMYeCTBO
oTtnpasneHHbix SNMP-coobuweHui.

[pumepbl UC016308AHUS KOMAHO

= [lpuMep MOKasbiBaeT. Kak HacTpouTb nepegady coobuweHuin SNMP MAC Notification Ha
cepBep c agpecom 172.16.1.5. pn HacTpolike 3adaeTca obliee paspelleHne pPaboTbl
cepBuca, HacTpanBaeTcAa MUHUMA/IbHBIA MHTEPBAA OTNPABKU COOBLLEHWNI, 334a€TCA pa3mep
NCTOPUKN COBBITUI N HAacTpanBaeTCA CEPBUC HA 3a4aHHOM NOPTY.

Console (config) #snmp-server host 172.16.1.5 traps private

console (config) #snmp-server enable traps mac-notification change

console (config) #fmac address-table notification change

console (config) #fmac address-table notification change interval 60

console (config) #fmac address-table notification change history 100

console (config) #interface gigabitethernet 0/7
(
(
(

—_— — ~— ~—

console (config-if) #snmp trap mac-notification change
console (config-if) #fexit
console (config) #

5.29 ®dyHkuum DHCP Relay nocpegHuka

3apauelt DHCP Relay areHTa aBnsetcs nepegadya DHCP-nakeToB OT KAMEHTa K cepBepy M 0bpaTHo, B

cnyyae ecnm DHCP-cepBep HaxoauTcAa B OAHOM CETU, a KAWEHT B Apyron. [pyroi ¢dyHKUMen aBnaeTtcs
nobaBneHne fonoaHUTeNbHbIX onumii B DHCP-3anpockl KaneHTa (Hanpumep, onumu 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:
KOMMYTaTOp NpuHUMaeT oT kaueHTa DHCP-3anpocbl, nepegaer 3T 3anpocbl cepBepy OT MMEHMU

KAWeHTa (oCTaBniAa B 3anpoce onuuMu C TPebyembiMW KAMEHTOM MapamMeTpaMu M, B 3aBMCMMOCTM OT
KoHduUrypaumm, aobasnasa ceoun onumun). NMoayyune oTBET OT cepBepa, KOMMYTATOP NepeaaeT ero KAUeHTy.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoOHGUrypnpoBaHmsa:

console (config) #

Tabnnua 5.236 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
ip dhcp relay enable -/BbiKAOYEH BkntoyeHune pyHKumii DHCP Relay areHTa Ha KOmmyTaTOpe.
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no ip dhcp relay enable

BbikntoueHne ¢yHKumin DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_addr

no ip dhcp relay address
[ip_addr]

MosKeT 6bITb 3343aHO A0 8-
MU cepBepoB

3apaér IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Ypanset IP-aapec n3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

ip dhcp relay broadcast
enable

no ip dhcp relay broadcast
enable

-/BbIK/IIOYEHO

BkAtoyaeT pexum LWMPOKOBeLLaTe/IbHOM PacCbl/iKM OTBETOB
DHCP-cepsepa.

YcTaHaB/MBAET PEXUM NO YMOTYAHUIO

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay
information policy

-/keep

OnpeaenseT pexxnm obpaboTkn DHCP-nakeToB c onuumeit 82:
- keep — nponyckaeT nakeTbl 63 UsMeHeHu;

- replace — 3ameLlaet coaepxmmoe onuun 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onuuen 82.

YcTaHaB/IMBAET PEXMM MO YMONYAHUIO.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay
information option
format-type option

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuuum 82.
dopmar:
- Sp —HOMep C/0Ta U NOPTa;
- SV —Homep cnoTa u VLAN;
- pv—Homep nopta u VLAN;
- SpV — HOMmep cnoTa, nopta u VLAN;
- bin — 6uHapHbIN PpopmaT: VLAN, cnoT, nopt;
- user-defined — popmat onpegenserca nonbsosatenem. Mpu
onpegeneHum NCnonb3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: pavHHOE MMmA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3Hauyenue nona ifTable:ifType B
WwecTHaaLaTepMYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;
%S: HOMep CNoTa;
%n: Homep nopTa (KaK Ha NMLEBON NaHenn);
%i: iflindex nopTa;
%v: naeHtnounkatop VLAN.

YcTaHOBKa 3Ha4YeHunA no YMOAN4aHUIO

ip dhcp relay information
option suboption-type
{tr101 | custom}

no ip dhcp relay
information option
suboption-type

-/tr101

HacTtpoiika ¢opmata onuum 82.

- tr101 — ycTaHaBAMBaeT popmat onumm 82 coriacHo
CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 s
cooTBETCTBUM C GOPMATOM, NpUBEAEHHbIM B Tabanue 5.219;
- custom — yctaHaBavBaeT popmat onumm 82 B COOTBETCTBUM
¢ dopmaTtom, npueeseHHbIM B Tabanue 5.220.

Bosspau.l,aeT 3Ha4YeHne No YMOI4YaHUI0

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeica VLAN:

console#configure
console (config) #interface vlan {vlan id}
console (config-if) #
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Tabnnuya 5.237 — KomaHgb! pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BbIKNOYEHO

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha HacTpanBaemom
UHTepodeiice.

BbikntoueHne pyHkumit DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 5.238 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepoeiica Ethernet

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
ip dhcp relay information OnpeaenseT pexxnm obpaboTkn DHCP-nakeToB c onuumeit 82.
policy {keep | replace | - keep — nponyckaeT nakeTbl 6€3 U3MeHeHUN;
drop | global} /global - replace — 3ameuiaeT cogepnmoe onuun 82;

- drop — oTbpacbiBaeT nakeTbl ¢ onuuen 82.
3HaueHMe Ha nopTax MmeeT 60/iee BbICOKUIA MPUOPUTET, YeM
rnobanbHaa HacTpoWmKa.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.239 — KomaHab! pexkuma EXEC

KomaHoa Aelicmeue

show ip dhcp relay

OTob6parkaeT KoHOUrypauuto HacTpoeHHol ¢yHKumMmM DHCP Relay areHTa an1sa KommyTaTopa u
oTAeNbHO ana MHTepdencos, a TakKe CNUCOK JOCTYMHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb cocToaHue ¢yHKumnm DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled
DHCP relay 1is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.30

®dyHKuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP gns npoTokona IPv4 KOMMYTaTOp MOXKET BbINOAHATb GYHKUUKM nocpeaHuKa (relay

agent) gna DHCPv6. [laHHbIN PyHKUMOHAN peannsosaH B Buae Lightweight DHCPv6 Relay Agent cornacHo
RFC6221.

Ethernet-kommymamopsi MES1000, MES2000 221




HELTEX

B pamKax BbiNnonHeHUA PYHKUMM NOCPeAHMKA KOMMYTATOp BCTaBAseT B KAneHTckue DHCPv6-nakeTbl
onuumn 18 n 37. Ana BkaoYeHUa GyHKUUM TpebyeTca BbINONHUTL Ceayloume npeasapuTesibHble Wwarn no
HacTpoiiKe:

e Bkatouuntb dyHKumMoHan DHCP snooping (ans IPv4) — rnobanbHo 1 Ha uenesom VLAN;

e  Bknouutb PpyHKUMOHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIX» NHTepdeincax KommyTaTopa («trusted» no TepmuHonornn RFC3046) BbINONHUTL
DHCPv4-HacTpoMKy «ip dhcp snooping trusty;

e Ha «poBepeHHbIX» MHTepdencax KOMMYTaTopa BbIMNOAHUTb HACTPOMKY «ipvé dhcp guard
trusted-port»

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 5.240 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda 3HayeHue/3Ha4yeHue Aeiicmeue
o yMmonYaHuro

ipv6 dhcp-Idra enable BkntouaeT pyHKumto Lightweight DHCPv6 Relay Agent (LDRA).
no ipv6 dhcp-Ildra enable /BeiknioeHo OTkntoyaeT pyHKumio LDRA.

ipv6 dhcp-Ildra information 3agaeT naeHTuduKaTop remote-id (onuus 37)

option format-type remote-id

word word: (1..63) cumBonos

no ipv6 dhcp-ldra information Ypansaet nugeHtndukatop remote-id.

option format-type remote-id

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM:
console (config-if) #

Tabnuua 5.241- KomaHab! perkuma KoHoUrypuposaHma nHtepdeica Ethernet

KomaHoa 3HayeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

ipv6 dhcp-Idra 3agaet naeHTuounkaTop nopra (onuma 18)
information option

format-type interface-id
word word: (1..63) cumsonos

no ipv6 dhcp-ldra BoccTaHaBAMBaeT 3HaYEHMeE MO YMOIYAHMIO.
information option
format-type interface-id

ipv6 dhcp-Ildra 3agaet naeHTuoukaTop remote-id (onuma 37)
information option

format-type remote-id
word word: (1..63) cumsonos

no ipv6 dhcp-ldra BoccTaHaBAMBaeT 3HaYEHMeE MO YMOIYAHMIO.
information option
format-type remote-id
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5.31 KoHndurypuposaHue PPPOE Intermediate Agent

®dyHKuusa PPPoE |A peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM gokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 411 UCMOb30BAHMA Ha KOMMYTATOpax, paboTaloLWwmx Ha ypoBHe AoCTyna.

®PyHKUMA no3BonAeT AononHATb nakeTbl PPPOE Discovery uHbopmauumen, xapaktepusytowen
nHTepdelic goctyna. 3To HeObX0AMMO ANA AEHTUDUKALMM NONb30BATENLCKOIO MHTEpPdEiica Ha cepBepe
poctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom un o6paboTtkoit naketos PPPoE
Active Discovery ocywiectBnseTcs rnobanbHO A/1A BCEro YCTPOICTBA U BbIBOPOYHO A5 Kaxaoro nHtepdeiica.

Peanunsauma o¢yHKuum PPPoOE |A npepoctaBnaer AONOAHUTE/NIbHbIE BO3MOXHOCTM KOHTPOASA
COObLWEHNN NPOTOKONA NYTEM Ha3HaYeHUs JOBEPEHHbIX MHTepPdEeNcoB.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKM perKnma rnobanbHOro KOHPUrypnupoBaHus:
console (config) #

Tabnnuya 5.242 — KomaHapl pexxnuma rnobanbHOro KoHGuUrypmposaHma

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

[no] pppoe intermediate-
agent

-/BbIK/OYEHO

PaspeweHne/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe intermediate-
agent format-type access-
node-id word

word: (1..32)
cumBoONOB/UAEHTUOUKATOP
YCTPOWACTBA HE HAa3HAYeH

YCcTaHOBKa CTPOKM UAEHTUOUKALMKM YCTPOMCTBA A0CTYNa.
OTpuuaTenbHaa dopma KomaHabl (no) BocctaHaBnuBaeT
HaACTPOMKM MO YMONYaHWIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: (1..128)
CYMBOJI0B/Ha3HaYeHo
coobuieHme «PPPoE
Discover packet is too large
to process.»

YcTaHOBKa TeKcTa coobuieHna 06 owmnbKe npesblleHUs pasmepa
naketa (MTU), otnpasasiemoro PPPoE IA 8 PADO nau PADS
naketax. OTpuuatensHas ¢opma KOMaHAbl BOCCTaHaBANBAET
3HauYeHWe napameTpa no YMOAYaHMIO.

MpumeyaHue: ecnu cooblieHme COAEPKUT CUMBO/IbI Npobena,
ero Heob6XoAMMO 3aK/UUTb B KaBbIYKU.

[no] pppoe intermediate-
agent format-type option
{sp|sv]|pv]spv|
user-defined} delimeter

[.:4#/]

-/ycTaHoBAeH popmaT B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan;

HacTpolika Habopa NnapameTpoB M PasfeINTeNs MEXAY HUMMU,
KOTOpble MCNONb3YOTCA AN GOPMUMPOBaHUA Nogonumu circuit -id.
B KOoMaHAe Ucnonb3ytoTcs cneaytolime yCaoBHble 0603HaYeHNn:
- sp —slot + port
- sv—slot +vlan
- pv—port +vlan
- spv —slot + port + vlan
- user-defined — ¢dopmat onpegensetca nosb3osatenem. Mpu
onpeaeneHnn UCNob3YTCA creaytowme WabnoHbl:
%h: hostname;
%p: KOpPOTKOe UMA NnopTa, Hanpumep gil/0/1;
%P: pAvHHOE MMSA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3HaveHue nonsa ifTable::ifType B
LWecTHaaLaTepUyYHOM BUae);
%m: MAC-agpec nopta B ¢popmaTe H-H-H-H-H-H-H;
%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;
%S: HOMep C/0Ta;
%n: Homep NopTa (Kak Ha IMLEeBO NaHenu);
%i: ifindex nopTa;
%Vv: ngeHtnédukatop VLAN;
%c: MAC-aapec abOHEHTCKOTro yCTPOMCTBa;
%alvlan_id]: IP-appec nHtepdeiica VLAN. Ecam vlian_id He
yKa3aH, To noacrtasnsetca IP-agpec untepderica default vian.
Ecnu IP-appec He HallaeH, noacTasnsetca agpec 0.0.0.0.
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KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepaelica

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHOUTyprpoBaHua nHTepdeliica:

console (config-if) #

Tabnnua 5.243 — KomaHab! pexuma KoHpurypuposaHua nHtepoeliica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

PaspeweHune/3anper pabotbl PPPOE Intermediate Agent Ha
MHTepodeice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: (1..63) cumsonos

HasHauyeHue nageHtTMduKatopa circuit-id, sobasnsemoro
KommyTaTopom. MaeHTUDUKATOP, 3a4aHHbIN B KOMaHAE,
NoOJIHOCTLIO NepeonpeaenaeT naeHTUGUKaTop, BbIYUCAAEMbIN
Ha ocHoBe rnobanbHbIX NAapameTpoB access-node-id
option/delimeter. OTpuuatensHana dopma KoMmaHabl
BOCCTaHAB/NIMBAET HACTPOMKY Ha OCHOBE rNobHasbHbIX
napameTpos access-node-id u option/delimeter.

[no] pppoe intermediate-
agent format-type remote-
id [word]

word: (1..63) cumsonos/
B KayecTse remote-id
ncnonb3yetrca MAC-agpec
KOMMYyTaTopa

HasHauyeHue naeHtudukatopa remote-id, gobasnsemoro
KoMmyTaTopom. MaeHTUUKATOP A0NKEH ObITh
CKOHOUrypMpoBaH Ha BCcex MHTepdelicax KoOMMyTaTopa, rae
paboTaeT PPPoE IA. OTpuuaTenbHaa ¢opma KoMaHAb!
BOCCTaHaB/IMBAET HAaCTPOMKY NO YMOIHAHUIO.

[no] pppoe intermediate-
agent timeout [timeout]

timeout : (0..600)/600 cek

3aZlaHne BPEMEHMU KU3HU KNIMEHTCKOM ceccuu. Mpu BBOAE
napametpa timeout paBHbIM HY/IO, TAMMAYT HOBbIX CECCUI
byaeT paBeH 6ECKOHEYHOCTH.

OTpuuaTencHan Gopma KOMaHAbl BOCCTAaHABAMBAET HACTPOMKY
No YMOAYaHMIO.

[no] pppoe intermediate-
agent trust

-/mHTepdeiic He aBaseTca
[OBEPEHHBIM.

YnpasneHve pexxumom fosepua K nHtepdeiicy. KomaHaa
fobasnaeT unun yaanaet uHtepoeinc us cnncka A0BepPeHHbIX.
NHTepodelicbl, K KOTopbiM NoakatoueHbl PPPOE cepsepbl,
HaACTPanBatoTCA KaKk foBepeHHble. MHTepdelichl, K KOTOPbIM
NOAK/IIOYEHbI NONb30BATENIM, HACTPAMBAIOTCA KaK
HepoBepeHHble. OTpuLaTenbHaa Gopma KOMaHAabl
BOCCTAaHAB/NMBAET 3HAYEHMNE MO YMOIHAHMIO.

[no] pppoe intermediate-
agent vendor-tag strip

-/pexum yaaneHms
BbIK/IOYEH.

PaspelweHune unu 3anpet yaanenua vendor-speciifc onumm ns
naketos PADO, PADS, PADT nepeg, OTNpPaBKOW UX B CTOPOHY
nonb3osatensa. PyHKLMA yaaneHUa MOXKET ObiTb
MUCNONb30BaHa TOJ/IbKO Ha MHTepdeiice, Ha KOTOPOM
paspeleHa pabota PPPoE |A 1 KoTopbili aBnseTcA
nosepeHHbIM nHTepdeicom. OBbIYHO PYHKUMA yaaneHus
HacTpaunBaeTca Ha nHTepdelice, obpaLLeHHOM B CTOPOHY
PPPOE cepsepa.

OTpuuatenbHasa Gopma KOMaHAbI BbIKAOYAET pexXum
yOaneHums.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.244 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

show pppoe
intermediate-agent info
[interface {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OtobparkeHne Hactpoek PPPoOE Intermediate Agent. Ecan B
KOMaHZAe ABHO He 3a4aH HTepdeic, To KomaHAa BbINOHAETCA
Ons Bcex MHTepdeicos, rae paspeweHa paborta PPPoE IA u
BCEX JA0BEPEHHbIX MOPTOB.

show pppoe
intermediate-agent

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

OtobparkeHne cTaTUCTUKK paboTbl PPPOE Intermediate Agent.
Ecnrv B KOomaHge He 3afaH ABHO WHTepdeinc, To KomaHaa
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statistics [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

po: (1...8)

BbINO/IHAETCA ANA BCeX UHTepdelcoB ¢ paspeLleHHbIM PPPOE IA
1 BCeX A0BEPEeHHbIX NOPTOB.

clear pppoe
intermediate-agent
statistics [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1..8)

OumcTKa cTaTUCTUKK paboTbl PPPOE Intermediate Agent. Ecav B
KOMaHJe He 33JaH ABHO MHTepdeiic, To KOMaHAa BbINOHAETCA
0N BCEX MHTepdeicoB C paspelleHHbim PPPoE IA un Bcex
[0BEPEHHbIX MOPTOB).

show pppoe
intermediate-agent
sessions [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTo6paskeHne BCcex 3aperncTpmMpoBaHHbIX KAMEHTCKUX CECCUIA.
Ecnu B KOMaHAe He 3afaH ABHO MHTepdeiic, To oTobpaskatoTea
BCE CecCuM C COPTUPOBKOW No NHTepdeicam.

clear pppoe
intermediate-agent
sessions [mac_address]

mac_address:(H.H.H naun
H:H:H:H:H:H nan H-H-H-H-
H-H)

YaaneHue KAneHTCKol ceccun. Ecav mac_address He 3agaH,
YAANAOTCA BCE CECCUM.

5.32 KoHdurypuposaHue DHCP-cepsepa

DHCP-cepsep

ocyuwiecrenAaeTr

LUEeHTpPa1n3oBaHHOE

ynpasieHune ceTeBbiMmn agpecamu n

COOTBETCTBYIOWMUMM KOHGUTYPALMOHHBIMM NMapameTpamm, aBTOMaTUYECKM NPeAoCTaBAAR UX KANEHTam. ITo
nossonneT usbexarb PyYHOW HACTPOWMKM YCTPOMCTB CETU M YMEHbLLAET KO/IMYECTBO OLUIMBOK.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypupoBaHmsa:

console (config) #

Tabnnua 5.245 — KomaHAbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp server
no ip dhcp server

-/BbIKNIOYEHa

BkntouyeHune pyHKummn DHCP-cepBepa Ha KommyTaTope.

BbikntoyeHue pyHKumm DHCP-cepBepa Ha KOMMyTaTOpeE.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Bxog, B pexMm KOHOUIYpUpPOBaHMA CTaTUHECKMX aApecoB
DHCP-cepsepa.

Ypanaet koHourypaunio DHCP-kKAMeHTa ¢ 3aaHHbIM MMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

name: (1..32) cumBonoB

Bxopn B perkum KoHurypmposaHma DHCP-nyna agpecos
DHCP-cepBepa.
-name —vma DHCP-nyna agpecos.

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHeM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-
address low_address
[high_address]

YKasbiBaeT IP-agpeca, koTopble DHCP-cepsep He bygeT
Ha3Ha4vaTb ana DHCP-knneHTOB.

- low_address — HayanbHbIl IP-agpec AnanasoHa;

- high_address — koHeuHbIW IP-agpec guanasoHa.

Yaanenue IP-agpeca 13 cnucka UCKAOYEHUIM AN Ha3HaYeHus
ero DHCP-knueHTam.

ip dhcp ping enable

no ip dhcp ping enable

-/BblK/IlOYEHA

BkntounTb nepepavy ICMP-3anpocoB Ha Ha3Havaemblli agpec
ANA NpoBepKu, yTo IP-agpec ABnaeTca cBO6OAHBIM, Npexae
yem OH byaet HazHayeH DHCP-KknueHTy.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

ip dhcp ping count number
no ip dhcp ping count

number: (1..10)/2

Onpegenset Koanyectso otnpasasemblx ICMP-3anpocos.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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ip dhcp ping timeout time Onpegenset TaimayT, B TeueHue Kotoporo DHCP-cepsep
0XKMOaeT OTBET € agpeca, Ha KoTopblii oTnpasneH ICMP-
time: (300 .. 1000)/500 mc A AP P P
3anpoc.
no ip dhcp ping timeout YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUa cmamuyeckux adpecos DHCP-cepsepa

BunA 3anpoca KOMaHAHOM CTPOKU B PEXKMME KOHPUTYpPMUPOBaHMA cTaTUdeckux agpecos DHCP-cepeepa:

console#configure
console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabanuya 5.246 — KomaHabl pexmma KOHPUrypmpoBaHums

KomaHoa 3HaveHue Aelicmeue

address ip_address PyuHoe pe3epsupoBaHue IP-agpecos ana DHCP-knveHTa.

{mask | prefix_length} - ip_address —IP-agpec, KoTopbili byaeT conocTaBaeH ¢

{client-identifier id| dU3MYECKMM apecoM KMNEHTa;

hardware-address - - mask/ prefix_length — macka noacetn/ gavHa npedukca;

mac_address} - id — dusnueckuit agpec (naeHTMdMKaTOP) CETEBOIN KapThbl;
- mac_address — MAC-agpec.

no address Ypanaet 3apesepBupoBaHHble IP-agpeca.

client-name name Onpegaenset uma DHCP-knaneHTa.

- name: (1..32) cumBosioB
no client-name Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHguaypuposaHusa nyna DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypuposaHua nyna DHCP-cepsepa:

console#configure
console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabnuua 5.247 — KomaHab! pexuma KoHpurypmposaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoOAYaHuro
address {network_number YcTaHaBAWBaeT HoMep NOACETU M MacKy NOACETV A4NA nyna
| low low_address appecos DHCP-cepsepa.
high high_address} - network_number — IP-agpec Homepa noaceTy;
{mask | prefix_length} - - low_address — HayanbHbIl IP-agpec amManasoHa agpecos;

- high_address — KoHeuHbIV IP-agpec Avanas3oHa agpecos.
- mask/ prefix_length — macka nogcetn/ anuHa npedukca.

no address Ynansaet koHourypaumto DHCP-nyna aapecos.
lease {days [{hours} Bpemsa apeHab! IP-aapeca, KOTopbIi HazHayeH oT DHCP.
[minutes]] | infinite} - infinite — Bpems apeHAbl He orpaHUYeHo;

- days — KoNn4ecTso AHel;

/1 pexib - hours - Konn4yecTBoO 4Yacos;

- minutes — KONMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAaYEHME N0 YMOYAHUIO.
ping enable Bkatountb nepegayvy ICMP-3anpocoB gnsa npoBepku, uto IP-

ajpec apnaetca CBO6OAHbIM, npexnae 4yem oH 6yp,eT Ha3Ha4deH

-febikniovero DHCP-KAneHTy.

no ping enable YCTaHOBWTb 3HAYEHMeE NO YMOYAHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHua nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-

cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnnua 5.248 — KomaHab! pexruma KoOHPUrypmupoBaHuma

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

default-router ip_address_list

no default-router

-/cnucok
MapLLpPYTU3aTOPOB He
onpegaeneH

OnpeaenseT CNUCOK MapLIPYTU3ATOPOB MO YMONYAHUIO AN
DHCP-knueHTa:
- ip_address_list —cnucok IP-agpecoB mapLLpyTU3aTopos,
MOXKET COAepKaTb A0 8 3anucen, pasgeneHHblx npobenom.
IP-agpec maplupyTM3aTopa AoNXKeH 6bITb B TOM e
e NOACETH, YTO U KAUEHT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dns-server ip_address_list

no dns-server

-/cnucok DNS-cepsepos
He onpeaeneH

Onpepgenaet cnucok DNS-cepsepoB, [OCTYMHbIX ANA KAMEHTOB
DHCP:

- ip_address_list —cnucok IP-agpecos DNS-cepsepoB, MmoxeT
cofepyKaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

domain-name domain

no domain-name

domain: (1..32)
CUMBOJI0B

Onpegenaet gomeHHoe nma ana DHCP-knneHTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

-/cnucok WINS-
cepBepoB He onpeaesneH

Onpepgenaet cnucok WINS-cepsepoB, AOCTYMNHbIX 4NA
knveHtos DHCP:

- ip_address_list — cnucok IP-agpecos WINS-cepsepos, moeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

netbios-node-type
{b-node | p-node | m-node |
h-node}

no netbios-node-type

-/T1n y3na NetBIOS He
onpeaeneH

OnpegaenseT Tvn y3na NetBIOS Microsoft ana knnerntos DHCP:
- b-node — wupokoBewaTeNbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMOVMHMPOBAHHbIN;

- h-node — rubpuaHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykaszaHua DHCP-kaneHTy agpeca cepsepa
(Kak npaBuno, TFTP-cepBepa), C KOTOPOro AONKEH BbITb
NnoJly4yeH 3arpy3oyHblii dpain.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykaszaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOrO A0/KEeH ObITb MOMYYEH 3arpy304HbIi paiin.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJIOB

YKasbiBaeT umaA dpaiina, MCNoib3yemoro ANA HavyanbHoM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

time-server ip_address_list

no time-server

-/cnucok cepBepos He
onpegeneH

OnpeaenseT CNUCOK CepBeEPOB BPeMEHW, AOCTYMHbIX ANA
knuneHtos DHCP:

- ip_address_list —cnucok IP-agpecoB cepBepoB BpeMeHH,
MOMKET coaepKaTb 0 8 3anuceit, pasaeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CMMBOJIOB;

HacTtpansaet onuuu DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- integer — uenoe NoNoXNUTeNbHOE YNCAO;

- ascii_string — cTpoKa B ¢popmate ASCII;

- hex_string — cTpoKa B LWecTHagLaTUpu4HoMm dpopmarte;
- ip_address_list — cnucok IP-agpecos;

Yaanaet onumn gna DHCP-cepsepa.
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tftp-server ip_address_list

-/cnncoK cepeepos He

no tftp-server ip_address_list

onpegesneH

Hactpolika onumun 150 — appeca TFTP-cepBepa:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
cofeprKaTb A0 8 3anucel, pasaeneHHbix npobesom.

Ypanaet HacTporky onuumm 150:
- ip_address_list —cnucok IP-agpecos TFTP-cepsepoB, MoXKeT
cofeprKaTb A0 8 3anucen, pasaeneHHbIx npobesom.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 5.249 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anucei U3 Tabaunubl COOTBETCTBUSA GUINYECKUX
a4 pecoB 1 agpecos, BblAaHHbIX ¢ nysia DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbI DHCP-cepBepom;

* - ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHbUrypauumn DHCP-cepBepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-aapecos, koTopbie DHCP-cepBep He byaeT
Ha3HayaTb ansa DHCP-knneHTOB.

show ip dhcp pool host
[in_address | name]

name: (1..32) cumBonos

MpocmoTp KOHOUTypaumm ansa ctaTudecknx agpecos DHCP-
cepsepa:

- ip_address — IP-agpec KnneHTa;

- name — vuma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHdUrypauumn DHCP-nyna agpecos DHCP-cepsepa:
- name — vumAa DHCP-nyna agpecos.

show ip dhcp binding
[ip_address ]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUIUYECKUMM
agpecamu KNUMEHTOB, a TaK}Ke Bpems apeHgbl, cnocob
Ha3HayeHusA u coctoaHme IP-agpecos.

show ip dhcp server
statistics

MpocmoTp ctatnctukmn DHCP-cepsepa.

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn c nmeHem test n ykasatb gna DHCP-KAMEHTOB: mA gomeHa - test.ru, w3
no ymon4vaHuto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

5.33

consolef#configure

console (config) #ip dhcp pool network test

console (config-dhcp) #address 192.168.45.0 255.255.255.0
console (config-dhcp) #domain-name test.ru

console (config-dhcp) #dns-server 192.168.45.112

console (config-dhcp) #default-router 192.168.45.1

KoHdurypuposaHue ACL (cnucku KoHTpona aocryna)

ACL (Access Control List — cnMcok KoHTposa aocTyna) — Tabnuua, KoTopaa onpeaensdeT npasuna

dunbTpaumm exoaailero Tpaduka Ha OCHOBaHMM nepesaBaemMblX B MakeTax npoTtokonos, TCP/UDP noptos,
IP-agpecos nnn MAC-agpecos.

Ons peanusaumnmn dyHKUMM ACL KOMMmyTaTOp UCNONb3yeT cucteMHble pecypcbl TCAM (Ternary Content

Addressable Memory). 3ToT pecypc Mcnosib3yeTcs ANA peanusaumm M Apyrux QGYHKUWMI ycTpolcTBa,

Hanpumep,

¢dyHKUuMmM Selective Q-in-Q. [MMockonbky pecypc TCAM aABnsetrcA OrpaHUYEHHbIM, AnA

228

Ethernet-kommymamopsi MES1000, MES2000



HELTEX

ONTUMM3ALUN €ro UCNONb30BAHMA B PA3/IMYHBIX YCAOBUAX NPEAYyCMOTPEHO ABA peXuma. ITU peumbl
Ha3BaHbl ACL-only n ACL & SQinQ.

B pexxnume ACL-only Becb pecypc TCAM oTgaeTca ana ncnosb3osBaHus cepsncom ACL. 3To nossonser
No/sIb30BaTENI0 YCTPOMCTBA CO34aTb MaKCMMa/IbHOE KOJIMYECTBO MPaBu AR CMUMCKOB KOHTPOAA AOCTyna.
Kpome TOro, B 3TOM peXMme BO3MOXKHA rpynnupoOBKa UAEHTUYHbIX NPABUA, €CAU OHU MPUMEHAIOTCA ANA
BCEX MOPTOB KOMMYTATOPA - 3TO AaeT BO3MOXKHOCTb CYL,EeCTBEHHO COKOHOMUTL pecypcbl TCAM.

Ons ynpasnenusa npasunamm ACL B pexkume ACL-only mcnonb3yeTcAa AONOAHUTENbHbIM MapameTp
npodunb (profile). Ana Kaxkgoro noprta goctynHo 3 npodumnsa — 0, 1 1 2, K KOTOPbIM MOXHO NMPMBA3bLIBATb
cnuckm goctyna. MNpu aHanmse Tpaduk NocnesoBaTeNlbHO NPOBEPAETCA HA COOTBETCTBME NPaBMIaM CMMUCKOB
KOHTPOMA [O0CTyNa B MOpAgKe, onpeaensembiM Homepom npoouna. CHavana NpoBepAloTcA MpaBuAa
npodunsa 0, 3atem npodwmna 1 n B nocneHwow ovepeab — npoduna 2.

Ons Toro, utobbl caKoHOMWUTb pecypcbl TCAM obuwume ans Bcex MNOpPTOB npasBuaa Tpebyetca
rpynnmMpoBaTb B O4HOM M3 NpoduUnen.

OrpaHunyeHune pexuma ACL-only cocTouT B HEBO3MOXKHOCTM UCMO/b30BaTb GyHKUUM Selctive Q-in-Q u
MAC-based VLAN.

Pexxum ACL & SQinQ npegycmatpmBaeT oOAHOBPEMEHHOE WCNONb30BaHMe pecypca TCAM
HecKobKMMK cepsucamu. PacnpeageneHmne TCAM mexay cepsmMcamu NPoMCXoaMT aBTOMATUYECKM.

OueHuTb ncnonbsosaHne TCAM MOXKHO C MOMOLLLbIO KOMAHAbI «Sshow system resources tcam».

V ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-aapecoB He 401XHbl MMEeTb O4MHAKOBble Ha3BaHUA.

IPv6 u IPv4-cnucku moryT pabotatb BMmecTe Ha ogHom ¢pusnueckom uHtepdeiice. Cnucok
V ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMELLATbCA €O cnucKkamu ansa IPv4 unm IPv6. [iBa
CMNUCKA O4MHAKOBOro TMNa He moryT paboTtaTtb BmecTe Ha UHTepdeiice.

KomaHapl ana co3gaHus M pefakTupoBaHMA cnvckoB ACL gocTynHbl B pexume raobanbHoro
KOHOUrypupoBaHums.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

KomaHaHana cTpoka B pexkume rnobasibHOro KoOHGUrypmMpoBaH1sa MMeeT BMA,:

console (config) #

Tabnunua 5.250 — KomaHap! ana co3gaHna n KoHoUrypmupoBaHua cnmckos ACL

KomaHoa 3HaueHue Aeiicmeue
ip access-list extended Co3paaHune HoBOro paclumpeHHoro cnucka ACL ana agpecauum
access_list IPv4 1 BX04, B peXXUM ero KOHGUrypmpoBaHus (ecam cnmcok ¢

AaHHBIM UMEHeM eLle He Co3A4aH) NMMB0 BXOA, B PEXUM
KOHUIypMpoBaHUA paHee CO34aHHOro Cnucka.

no ip access-list extended YpaneHue cnucka ACL ana agpecauuu IPv4.

access_list

ipv6 access-list Co3paHne HOBOTO pacwmnpeHHoro cnucka ACL gns agpecaumm

access_list IPV6 1 BXOZ, B PEXKUM €ro KOHGUIyprMpoBaHUA (€CM CMINCOK C
access_list: (1..32) JaHHbIM UMEHEM ellle He CO34aH) MB0 BXOZ, B PEXKMUM

cMmBona KOHUIypMpoBaHUA paHee cO34aHHOro cnucka.

no ipv6 access-list YpaneHue cnucka ACL gna agpecaunm IPv6.

access_list

mac access-list extended Co3paHune HoBoro crnvcka ACL Ha 6a3e MAC-azpecaumu 1 BXOA,

access_list B PEXUM €ro KOHPUrypUpoBaHUA (€CM CMIMCOK C JaHHbIM

MMeHeM ellie He Co34aH) MMb0 BXOZ, B PEXUM
KOHOUIypMpoBaHUA paHee CO34aHHOMO CNUCKa.

no mac access-list Yaanenue cnvucka ACL Ha 6a3ze MAC-agpecaumm.
extended access_list
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time-range range_name Bxog, B pexmm KoHOUrypuposaHua time-range v
onpefeneHne BpeMeHHbIX MHTEPBasIoB 4/ CUCKa A0CTyna.
range_name: (1..32) .
- - range_name - ums npoduna HacTpoek time-range.
- cumBona - -
no time-range YaaneHve 3agaHHol KoHduUrypauum time-range.
range_name

Ona Toro 4ytobbl aKkTMBM3MpoOBaTb crnmncok ACL, Heobxoammo cBA3aTb €ro ¢ WHTepdercom.
UHTepdelicom, NCNONb3YHOLLMM CMIUCOK, MOXKET b6biTb 160 nHTepdelic Ethernet, inbo rpynna nopTos.

KomaHabl pexkxuma KoHourypuposaHua nutepdeiica Ethernet, Vlan, rpynnbl nopToBs.

KomaHaHana cTpoKa B pexxume KOHPUrypmposaHma nHtepdeliica Ethernet, rpynnel noptos nmeet sBua;

console (config-if)#

Tabnnua 5.251 — KomaHaa HasHadyeHus cnncka ACL nHTepdeicy.

KomaHoa 3HaueHue Aeiicmeue

service-acl input B HacTpolikax onpeaenéHHoro ¢pusnyeckoro nHTepodeiica
access_list [profile KOMaH/a NpuBA3bIBaET yKa3aHHbIN CMMCOK K AaHHOMY
profile_id] nHTepoency.

V Napamertp profile aocTyneH TonbKo B pexxume

. acl-only.
access_list: (1..32) V B pexxume acl-only koHdurypuposaHue ACL Ha VLAN
c%/uvle:ona; HeAOoCTyNHO.
profile_id: (0..2) Mpu ogHoBpemeHoit npussske ACL K pusnyeckomy
V uHTepdodeiicy u interface vlan npuopurer otgaérca
HacTpoiike Ha pu3nueckom uHTepodeiice.

no service-acl input YaaneHue cnvcKa ¢ nHtepdelica.
[profile profile_id]

KomaHOwb1 pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:
console#

Tabanua 5.252 — KomaHgb! 4na npocmoTpa cnnckos ACL

Komanda 3HauyeHue Aelicmesue
show access-lists MNMokasbiBaeT cnuncku ACL, co3gaHHble Ha KOMmyTaTope.
[access_list] access_list: (1..32)
show access-lists time- cumBona MokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMYTaTope, KoTopble B
range-active [access_list] HacTosLLee BpemMa ABAAIOTCA aKTUBHbIMU.
show interfaces access- MNokasbiBaeT cnnckun ACL HazHauyeHHble UHTepdericam.
lists [gigabitethernet gi_port: (1..3/0/1..28);
gi_port | fa_port: (1..3/0/1..24);
fastethernet fa_port | vlan_id: (1..4094);
port-channel group| group (1..8)

vlan vian_id]

clear access-lists counters i port: (1..3/0/1..28); O6HYNUTb BCe cyeT4ymKM cnuckos ACL, 1MBO CYETUMKM N5 CMMCKOB
[gigabitethernet gi_port | fga_port.- (1"3/0/1"24)" ACL 3apaHHOro uHTepdeiica.
fastethernet fa_port | —pOrt:AL.. e

port-channel group] group (1.8)

show interfaces access- MoKa3bIBaeT CYETYMKM CMIUCKOB AOCTYNA.
lists counters gi_port: (1..3/0/1..28);

[gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group (1..8)

port-channel group]
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KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnuua 5.253 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HavyeHue Aelicmeue
show time-range range_name: (1..32) MoKasbiBaeT KOHOUIypaLUIO BPEMEHHOTO MHTEpBaa
range_name cumBona

5.33.1 KoHdurypuposaHue ACL Ha 6a3e IPv4

B OgaHHOM pa3gene NpuBeAeHbl 3HAYEHUMA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, MCMNOAb3YEMbIX B
COCTaBe KOMaHZA, HacTpomKm cnmckos ACL, ocHOBaHHbIX Ha agpecauun IPv4.

CospgaHune n BXo4 B peXum pefaktnposaHma cnmckoB ACL, oCHOBaHHbIX Ha agpecauun |IPv4,
OCYLLECTBNAETCA MO KOMaHAe: ip access-list extended access-1ist. Hanpumep, gna cos3ganHusa
cnucka ACL nog HasBaHueM EltexAL Heob6x0AMMO BbINONHUTL C/IEAYIOLME KOMAHAbI:

console#

consolef#configure
console (config) #ip access-list extended EltexAL
console (config-ip-al) #

Tabnuua 5.254 — OcHOBHble NapamMeTpbl, UCMONb3yeMble B KOMaHAaXxX

Mapamemp 3HaveHue Aelicmeue
permit [ewncTteue ‘paspewmnTs’ Co3gaeT paspellatowee npasuno puabtpaumm B cnncke ACL.
deny [OeiictBue ‘3anpetuTs’ Co3paeT 3anpeluatouiee npasuao puabtpaumm B cnucke ACL.
protocol Mone npeaHasHayeHo ANsA yKasaHWUA NPOTOKoNa (Mu Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro byAeT ocyLecTBaseTca
dunbTpaums. Mpu BbiIbOpe NPOTOKO/IA BO3MOXKHbI Ceayoume
NooToKON BapuWaHTbI: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
P ipvb:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, "Mb60 Yncnosoe 3Ha4YeHNe NPOTOKONA, B
AmnanasoHe (0 — 255).
[na cootBeTcTBUA N10BOMY NPOTOKOANY UCMONb3YEeTCA 3HAYEeHUe ip.
source_mac MAC-agpec NCTOYHMKA Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
MUCTOYHMKA

Macka onpegenset 6uTbl MAC-afpeca UCTOMHMKA NAKeTa, KoTopble
Heob6xo0AMMO UrHOPMPOBaTb. B 3HaYeHUA UTHOPUpPYyeMbIX 6UTOB
[AO/MKHbI BbITb 3anMcaHbl eAMHULBI. Hanpumep, Ncnoab3ysa macky,
MOXXHO onpeaenuTb Ana npasuna GuabTpaummn gmanasoHa MAC-
aapecos. Y1o6bl fo6aBUTL B Npasuno ¢punbTpaummn sce MAC-agpec
HaunHaowwmeca Ha 00:00:02:AA.xx.xx, Heobx0AMMO 3a4aTb 3HaYeHne
macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM MacKe, nocieaHue 16
6uT MAC-agpeca byayT He BaXkHbl 414 aHau3a.

destination_mac

MAC-agpec Ha3HayeHus

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_mac_wildcard

Macka MAC-agpeca
Ha3HayeHuA

buToBasa macka, npumeHaemas kK MAC-agpecy HazHavyeHuA nakeTa.
Macka onpegenset 6uTbl MAC-agpeca, KOTopble He06XoANMO
WUrHOPMPOBATb. B 3HAaUEHMA UTHOPUpPYEMbIX BUTOB ,0/1XKHbI ObITb
3anucaHbl eAnHNLBI. Macka ncnonb3yeTca aHaIorMYHO Macke
source_mac-wildcard.

source_ip

IP-agpec nctoyHmka

Onpegensert IP-agpec UCTOYHMKA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MCTOYHMKA

butoBasa macka, npumeHaemas K IP-agpecy CTOYHUKa nakeTa. Macka
onpegensaet 6utobl IP-agpeca, KOTopble HEOBXOANMO UTHOPUPOBATh. B
3HAYeHMA UTHOPMPYEMbIX BUTOB A0MKHbI BbITb 3aNMCaHbl eAUHULbI.
Hanpumep, ncnonb3ysa macky, MOXXHO onpegenvTb Ana npasuna
dunbTpaumm IP-cetb. YT06bI £06aBUTL B NPaBuao ¢punbTpauum IP-cetb
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195.165.0.0, Heobxoaumo 3aaaTb 3Ha4YeHne mackm 0.0.255.255, To
€CTb COr/IacHO AaHHOW macKe nocnegHue 16 6ut IP-agpeca 6yayT
WUrHOPUPOBATHLCA.

destination_ip

IP-agpec Ha3HayeHnA

Onpegenset IP-agpec HasHayYeHWA NakerTa.

destination_ip_wildcard

Macka IP-agpeca
Ha3HayeHuA

BuTOBan mMacka, npumeHaemas K IP-agpecy HazHayeHWs naketa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble Heob6xoaMMo
MrHOPUPOBaTb. B 3HaYeHWA UrHOPUPYEMbIX BUTOB LO/KHbI BbITb
3anucaHbl eAMHULbl. MacKa UCMoNb3yeTca aHaNorMYHO Macke
source_ip_wildcard.

MpwuopwureT IP

vlan l/lp,EHTVId)VIKaTOp Vlan Oﬂpe,ﬂ.eﬂﬂeT Vlan, AnAa KoToporo 6y,EI,ET NPUMEHATLCA NPaBnNo.

dscp Mone DSCP B 3aronoske | Onpeaenset 3HayeHne DSCP-nons diffserv. BoamoxHble Kogbl
L3 coobuieHunit nona dscp: (0 — 63).

precedence OnpeaenseT npuoputeT IP-Tpaduka: (0-7).

range_name

Nma npoduna
KOHPUrypaumm time-
range

OnpegenseT KOHOUTYPaLMIO BPEMEHHbIX MHTEPBA/IOB.

icmp_type

Tun coobuweHuit npotokona ICMP, ncnonbayemblit 4na ¢unbTpaumm
ICMP-nakeToB. Bo3moXHble Tunbl coobueHuii noas icmp_type: echo-
reply, destination-unreachable, source-quench, redirect, alternate-
host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-request,
address-mask-reply, traceroute, datagram-conversion-error, mobile-
host-redirect, mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris, (6o
4YMC/IOBOE 3HaYeHMe TUMa coobuieHuns, B guanasoHe (0 — 255).

icmp_code

Kop coobuieHunn
npoTtokona ICMP

Koga, coobuieHnin npotokona ICMP, ncnonbsyemblit ana puabtpaumm
ICMP-nakeToB. BO3MOKHble KoAbl coobLeHni noas icmp_code: (0 —
255).

igmp_type

Tun coobuweHunn
npoTtokona IGMP

Tun coobuweHuit npotokona IGMP, ncnonblyembiit gns dunbTpaumm
nakeTtos IGMP. Bo3MOHble TUMbl CO0OLLEHNI Noas igmp-type: host-
query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-
v2, host-report-v3, nn6o umcnosoe 3HayeHue TMNa coobLeHus, B
AunanasoHe (0 — 255).

destination_port

UDP/TCP-nopt
Ha3HayeHuA

source_port

UDP/TCP-nopt
NCTOYHUKA

Bo3moKkHble 3HaueHuA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);

ana UDP-nopta biff (512), bootpc (68), bootps (67), discard (9), dnsix
(90), domain (53), echo (7 ), mobile-ip (434), nameserver (42), netbios-
dgm (138), netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520),
snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49),
talk (517), tftp (69), time (37), who (513), xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags

®narn npotokona TCP

Ecnun ana ycnosua ounbTpaumm dnar 4oMxKeH 6biTb YyCTaHOB/EH, TO
nepes HUM CTaBUTCA 3HAK «+», €CAN He A0/KeH BbITb YCTaHOB/EH, TO
«-». BOo3moKHble BapuaHTbl dpnaros: +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn u -fin. Mpu UCNoOb30BaHMM HECKONIbKUX
¢dnaros B ycnosuu opunbTpaumnm, daarv o6veanHATCA B O4HY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobuweHni

disable-port BbIK/IlOYaEeT NOPT, C KOTOPOTO Bbl/1 NPUHAT NaKeT, yA4,0BNeTBOPAOLWMI
OTK/toYeHMe nopTa ycnosusm ntoboii ns KomaHz 3anpeta deny, B cocTaBe KOTOpPOU, 6bi10
onucaHo none.
log-input BKkntoyaeT oTNpaBKy MHOOPMALMOHHBLIX COOBLLEHUI B CUCTEMHbIN

XKYpHan npy nony4yeHU nakeTa, KOTOprVI COOTBETCTBYET 3anncun.

offset_list_name

HanmeHoBaHMe cnucka
wabnoHOB Nonb3oBaTens

3apaeT MCNonb3oBaHWe CnvcKa WabnoHOB nosb3oBaTena gna
pacno3HaBaHuA naketos. [Ons Kaxpgoro cnvcka ACL moxKeT 6biTb
onpepenieH CBOW CN1CoK WabaoHoB.
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index

MHpeKkc npasuaa

MeHblle MWHAEKC — Tem MpuopuTeTHee
[0NYyCTUMBbIX 3HaYeHnn 1-2147483647.

npasuao.

MNHaeKkc 3apaeT NnosoXKeHWe npasuia B CMUCKE U ero npuoputeT. Yem
[dnanasoH

v
y

napameTp «any».

He yaoBaeTBopAowmx ycnosnam ACL.

Tabnunua 5.255 — KomaHabl, Mcnonb3yemble ansa Hactpoliku ACL cnnckos Ha ocHoBe IP-agpecaunn

Ona ebibopa Bcero guanasoHa napamerpos, Kpome dscp u ip-precedence ucnonbsyerca

Mocne Toro Kak xoTtaA 6bl 0ogHa 3anucb ao6asneHa B cnucoK ACL, nocnegHei No yMOYAHUIO
pobasnaetca 3anucb «deny any any any», KOTOpasa O3HauyaeT UrHOPUPOBaHME BCeX NaKeToB,

KomaHoa

Aeiicmeue

permit protocol

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[ob6aBnser paspeLatoLLyto 3anncb GuUabTPaLMmM AN NPOTOKoAa.
lMaKeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT obpabaTbiBaTbea
KOMMYTaToOpOM.

permit arp

{any/source-mac source-mac-wildcard }
{any/ destination mac destination mac
wildcard}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}

[vlan vian_id] [index index]

JobasnsaeT paspelatowyto 3anuce uabTpaumm ans npotokona ARP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTopom

permit ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnsaeT paspelatoLyro 3anucb GuUabTpaLmm gns npotokona IP.
MaKeTbl, OTBEYatOLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

permit icmp

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT paspelatolyto 3anmce GunbTpaumm ana npotokona ICMP.

lMaKeTbl, OTBEYaloLLMeE yCnoBUAM 3anucu, byayT obpabatbiBaTbea
KOMMYTaTOpPOM.

permit igmp

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnsaeT paspelsatoyto 3annce duabTpaumm ans npotokona IGMP.

MakeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaToOpPOM.
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permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnaeT paspeLlaroLyto 3anmcs GuUabTpaLmmn a4ns npotokona TCP.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT obpabaTbiBaTbea
KOMMYTaTOpOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any| destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT paspellarowyto 3anmce GuabTpaLmm ans npotokona UDP.
MakeTbl, OTBeYaloLWMe ycnosuam sanucu, byayt obpabatbiBaTbea
KOMMYTaTOpOM.

deny protocol

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[JobasnaeT 3anpeLyatoLLyto 3anucb puabTPaLMM ANA NPOTOKOAA.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aoKMpoBaTbCA
KoMmmyTaTopoMm. Mpun ncnosnb3oBaHUK Katovesoro cnosa disable-port
dusnyecknin nHTepdeinc, NPUHABLIKIA TaKoM NakeT, ByaeT BbIKNIOYEH.
Mpu ncnonb3oBaHWM KNtoYeBOro cnosa log-input byaet oTnpasneHo
Cco0bLIEHME B CUCTEMHDIN KYpPHa.

deny arp {any/source-mac source-mac-
wildcard }

{any/ destination mac destination mac
wildcard }

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }
[{log-input} {disable-port}]

[vlan vian_id]

[dobasnaeT 3anpewyatoulyto 3anucb puabTpaumm ana npotokona ARP.
MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCA
KoMmyTaTopoMm. Mpun ncnosnb3oBaHUK Katouesoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLIKUIA TaKoM NakeT, ByaeT BbIKNIOYEH.
Mpu ncnonb3oBaHWM KAOYEBOTO c10Ba log-input 6yaeT oTnpasaeHo
coobLieHMe B CUCTEMHbIN KypHan

deny ip

{any|source_mac source-mac-wildcard}
{any| destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-
input] [index index] [offset-list
offset_list_name]

[vlan vian_id]

[Jobasnsaet 3anpeLyatoLLyto 3anncb GuabTpaLmMm ana npotokona IP.
MakKeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aoKMpoBaTbCA
KoMmyTaTopoMm. Mpun ncnonb3oBaHUK Katovesoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLLKUIA TaKoM NakeT, ByaeT BbIKNIOYEH.
Mpun ncnonb3oBaHWM KAto4eBoro cnosa log-input byaet oTnpasneHo
cooblieHMe B CUCTEMHDIN KypHan.

deny icmp {any|source_ip source_ip_wildcard}
{any| destination_ip destination_ip_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

JobasnsaeT 3anpewatouyto 3anuce GuabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KOMMyTaTopoMm. Mpu ncnoib3oBaHMKM KatoueBoro cnosa disable-port
du3nYECKMIA UHTepdEeNic, NPUHABLLIMIA TaKOM NaKeT, OyaeT BbIK/HOYEH.
Mpu Ucnonb30BaHWM KAOYEBOTO €10Ba log-input 6yaeT oTnpasaeHo
CO0bLEHME B CUCTEMHDIN KYPHa.

deny igmp {any|source_ip
source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
ligmp_typel

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnsaeT 3anpewatowyto 3annce puabTpaumm ana npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KOMMyTaTopoMm. Mpu ncnoib3oBaHUKM KAtoueBoro cnosa disable-port
du3nYECKUIA UHTepdENC, NPUHABLLIMIA TaKOM NakKeT, OyAeT BbIK/HOYEH.
Mpu Ucnonb30BaHWM KAOYEBOTO €10Ba log-input 6yaeT oTnpasaeHo
co0bLLEHME B CUCTEMHDIM KYpPHa.
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deny tcp {any| source_ip source_ip_wildcard} [obasnaeT 3anpewatoLLyto 3anmcb GuabTpaLmm ana npotokona TCP.

{any|source_port} MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
{any|destination_ip destination_ip_wildcard} KommyTaTopom. Mpu UCnosib3oBaHUM KAoUYeBOTo cnoBa disable-port
{any|destination_port} dU3nYECKMIA UHTEPdENC, NPUHABLLIMIA TaKOM NaKeT, byAeT BbIK/OYEH.
[dscp dscp | precedence precedence] Mpu MCcnoNb30BaHWM KAOYEBOTO cnoBa log-input byaeT oTnpasneHo
[match-all list_of flags] CO0bLEHME B CUCTEMHDIN KYPHa.

[time-range range_name]
[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

deny udp {any| source_ip source_ip_wildcard} | [Job6asnset 3anpewarouyto 3anucb GuabTpaumm gaa npotokona UDP.

{any| source_port} MakeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aoKkupoBaTbea
{any|destination_ip destination_ip_wildcard} KommyTaTopom. Mpu ncnonb3oBaHUKM KatoveBoro cnosa disable-port
{any|destination_port} busnyecknin MHTepdeiic, NPUHABLLNIA TaKOWN NaKeT, bByAeT BbIK/OYEH.

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

offset-list name { offset_base offset mask value} | Co3naét cnucok wabnoHOB Nob30BaTeNA C UMeHEM name. Ma moKeT
BKAtOYaTb OT 1 A0 32 cMumBONOB.
B 04HOM KOMaHAEe MOXKET cofepKaTbCA A0 NATU LWABNOHOB, COCTOALLMX
13 CleayroLLmMxX NapameTpos:
offset_base — 6a30Boe cmelleHNe. BO3MOXKHbIe 3HaYeHuUA:

L3 — Hayano 3aronoBsKa IPv4;

L4 — KoHeL, 3aronoskKa IPv4;
offset — cmelueHMe 6aitTa gaHHbIX B Npegenax nakeTa. basosoe
CMeLLEeHME NMPUHUMAETCA 33 HA4YaNo OTCYETa;
mask — macka. B aHann3e naketa NPMHUMAIOT y4acTUe TONIbKO Te
paspagapbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYOLWMX Pa3paaax Macku
3agaHa ‘1;
value — ucKOMoe 3HayeHue.

no offset-list name Ypanaer co3gaHHbIN paHee CNKCOoK.

remove index index Ypanaet co34aHHY0 paHee 3anuch.
- index — nHAEKC npasuna.

5.33.2 KoHdurypuposaHue ACL Ha 6a3e IPv6

B paHHOM pa3gene npuBedeHbl 3HAYEHMA U OMUCAHWA OCHOBHbIX NapaMeTpPoB, MCMNO/b3YEMbIX B
cocTaBe KOMaHA, HacTpoikmM cnnckos ACL, ocHOBaHHbIX Ha aapecauuu IPv6.

CosgaHue U BXO4 B pexum pepaktmposaHua cnmckoB ACL, OCHOBaHHbIX Ha agpecauuun [Pv6,
OCYLLECTBNAETCA NO KOMaHAe: ipvé access-list access-1ist. Hanpumep, ana co3ganua cnmcka ACL
noa HassaHMem MESipv6 Heo6xoAMMO BbINOMHUTL CAeaylolme KOMaHabl:

console#

console#configure

console (config) #ipv6 access-list MESipv6
console (config-ipv6-al) #

Tabanuya 5.256 — OcHOBHbIE NapaMeTpbl, UCNOAb3YEMbIE B KOMAHAAX

Mapamemp 3HayeHue Aelicmeue

permit [ewcTtBue paspewmnTb Co3gaeT paspellatowee npasuno uabtpaumm B cnncke ACL.

deny [Jevicteue 3anpetutb Co3pgaet 3anpeLatollee npasmao punbtpaumm B cnucke ACL.

protocol Mone npegHasHa4eHO A9 yKa3aHUA NpoToKoAa (Mam Bcex
NPOTOKO/10B), Ha OCHOBE KOTOPOro ByAeT OCyLecTBAAETCA

MpoTtokon dunbTpaums. Mpu BbiIGOpe NPOTOKO/IA BO3MOXKHbI Cieayoume

BapuaHTbl: icmp, tcp, udp, 160 YMCcNOBOE 3HAYEHUE NPOTOKONA
—icmp (58), tcp (6), udp (17).
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[na cooTBeTcTBUA Nt06OMY NPOTOKOJY UCMO/Ib3YETCA 3HAUYEeHMe
ipvé.

source_prefix/
length

Afpec oTnpasuTensa u ero
ANMHa

OnpegenseT IPv6-agpec u aanHy npedukca cetm (0-128)
(KonnuecTBo cTapwmnx 6BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/
length

Afpec Ha3zHayYeHua u ero
ANMHa

OnpegenseT IPv6-agpec u aanHy npedukca cetm (0-128)
(KonnyecTBO cTapwnx 6UT agpeca) HasHauYeHMA NaKkeTa.

dscp None DSCP & saronoske L3 Onpep,enﬂeuT 3HayeHune DSCP-nonsa diffserv. BoamoskHble Koabl
coobuieHunit nona dscp: (0 — 63).
precedence Mpuoputer IP OnpeaenseT npuoputet IP-Tpadmka:(0-7).

range_name

Nmsa npoduna
KoHbUrypauum time-range

OnpegenseT KOHOUTYPaLMIO BPEMEHHbIX MHTEPBAIOB.

icmp_type

Tun coobuweHunn
npoTtokona ICMP

Ucnonbayetca ana ¢unbvtpaumnmn ICMP-nakeToB. Bo3moxkHbie
TUMbI U YNCNOBbIE 3HAYEeHNA coobLLeHU nona icmp-type:
destination-unreachable (1), packet-too-big (2), time-exceeded
(3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).

icmp_code

Koa coobuieHui
npotokona ICMP

Ncnonbayetca ana punbtpaumm ICMP-nakeToB. Bo3moKHble
3HaveHuAa nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3HauyeHuA

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moKHble 3HaueHus nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

ons UDP-nopra biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags

®narn npotokona TCP

Ecnun ana ycnosua ounbTpaumm dnar 4onxKeH 6biTb YCTaHOB/IEH,
TO Nepe/, HUM CTaBUTCA 3HaK «+», eCAN He J0KeH bbITb
YCTaHOBJ/IEH, TO «-». BO3MOXHble BapnaHTbl ¢piaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin.

OTnpaBKa coobueHni

disable-port BbIKNtOYaAET NOPT, C KOTOPOro 6bI1 NPUHAT NaKeT,
OTKNtoYeHWe nopTa YO,0B/IETBOPAIOLWMIA YCNOBUAM 060 U3 KomaHA 3anpeTa deny,
B COCTaBe KOTOPOI, Obls10 ONMCcaHo nose.
log-input Bkntoyaet oTNpaBKy WMHOOPMALMOHHLIX COOOLLEHNH B

CUCTEMHBIN  KypHan npw naketa, KOTOpbIi

COOTBETCTBYET 3anmncul.

nony4vyeHunn

offset_list_name

Mmsa cnvcka 6UToBbIx
nonem

3ajaeT MCnonb3oBaHWe cnucka wabnoHoB nosb3osaTena AnA
pacno3sHaBaHuA nakeTos. [ Kaxaoro cnucka ACL moxeT 6biTb
onpepeneH CBOW CrnCOK WabaoHoB.

index

MHaekc npasuna

MHaeKkc npasuna B Tabauue, Yem MeHblle MWHAEKC — Tem
npuoputeTHee npasuno 1-2147483647

/’ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3yerca
napameTp «any».

/' MNocne Toro, Kak xoTA 6bl ogHa 3anucb aobasneHa B cnucok ACL, B cnucok aobasnsatorca
3anucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
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[Be nepBble M3 HUX pa3peLLaloT NOUCK coceaHUX IPv6 yCTPOMUCTE C NOMOLLbIO NPOTOKONA
ICMPv6, a nocnegHaa O3HauyaeT MrHOPUPOBaHUE BCEX MAKETOB, He YA0BAETBOPAIOLMUX

ycnosuam ACL.

Tabnuua 5.257 — KomaHapl, ucnosbayemble ans Hactpoikn ACL cnuckoB Ha ocHoBe IPvb-agpecaumm

KomaHda

Aelicmeue

permit protocol
{any|source_prefix/length}

{ any| destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[o6asnseT paspeluatoLLyio 3anucb GUAbTpaLMK Ana NpoToKkona. MakeTsl,
oTBevaloLLMe yCA0BUAM 3anmck, byayT 0bpabaTbiBaTbCA KOMMYTAaTOPOM.

permit icmp
{any|source_prefix/length}

{ any| destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[ob6asnsaet paspeLatowyto 3anuce uabTpaumm ansa npotokona ICMP.
MakeTbl, OTBEYaKOLLME YCNOBUAM 3anncK, byayT obpabaTtbiBaTbCa
KOMMYTaTOpPOM.

permit tcp
{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

[obasnsaeT paspeluatowyto 3anuce puabTpaumm ana npotokona TCP.
MaKeTbl, oTBEYAOWME YCA0BUAM 3anncu, byayT obpabaTtbiBaTbes
KOMMYTaTOPOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[time-range range_name]
[offset-list offset_list_name]

[obasnseT paspeluatoLyto 3anucb GuUbTpaLLMm ans npotokona UDP.
MaKkeTbl, oTBEYAtOLWME YCA0BUAM 3anncu, byayT obpabaTtbiBaTbes
KOMMYTaTOpPOM.

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obaBnseT 3anpeLyatoLyto 3anucb GUAbTPaLMUM A8 NPOTOKoAA. MNaKeTsl,
oTBevaloLLMe YCNOBUAM 3anmcy, 6yayT 6J10KMPOBaTLCA KOMMYTaTOPOM.
Mpw ncnonb3oBaHUM Kntovesoro cnosa disable-port ¢dusnueckuin
NHTepdeic, NPUHABLLMI TaKOM NaKeT, byaeT BbiKAoYeH. Mpu
MCNo/b30BaHUM KNOYEBOro coBa log-input 6yaeT oTnpasneHo
CcOO0bLLEeHNE B CUCTEMHbIN KYpHa.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnaeT 3anpewatoLLyto 3anucb punbTpaLmm gna npotokona ICMP.
MakeTbl, oTBEYaOLWMe ycnosBuam 3anucu, byayT 6nokmposaTtbea
KommyTaTopom. Mpu ncnosnb3oBaHMmM KntoyeBoro caosa disable-port
dusnyecknin HTepdenc, NPUHABLLIMIA TaKoW NakeT, ByaeT BbikAtoveH. Mpu
MCNOb30BaHMK Kto4eBoro cnoBsa log-input 6yaeT oTnpaBaeHo
COObLLEeHNE B CUCTEMHbIN KYpHa.
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[ob6asnseT 3anpewatoLLyto 3anucb puabTpaumm gaa npotokona TCP.
MaKeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHUK Katovesoro cnosa disable-port
duU3MYeCcKUIl UHTepdENiC, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoueH. Mpu
MCMNONb30BaHWUM KNOYEBOTO CN10Ba log-input byaeT oTnpaBneHo
CO0DbLEHNE B CUCTEMHBII XKypHa.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6aBnaeT 3anpeLLatoLLyto 3anmcb GuabTpauumn ana npotokosa UDP.
MakeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 610KMpoBaTbCA
KommyTaTopom. [Mpu ncnonb3oBaHUKM Ktovesoro cnosa disable-port
dusnyecknin nHTepdenc, NPUHABLLUMIA TaKOW NakeT, ByaeT BbikAtouyeH. Mpu
MCMNONb30BaHUM KOYEBOTO C10Ba log-input byaeTt oTnpaBneHo
co0bLLEeHME B CUCTEMHDIN KYpHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

Co34aéT cn1cokK WwabioHOB No/b30BaTeNsA C UMEHEM name. ma moxeTt
BK/tOYaTb OT 1 A0 32 CMMBOJIOB.
B 04HOM KOMaHAE MOMKET CoaepKaTbCa 40 TPMHAAUATH WabnoHOB,
COCTOAILUMX M3 CleAyHOLLIMX NapameTPoB:
offset_base — 6a3oBoe cmelLeHne. Bo3mMOoXKHble 3HaYeHUA:

L3 — Hayano 3aronoska IPv4;

L4 — KoHeL, 3aronoskKa IPv4;
offset — cmeweHne 6aiTa gaHHbIX B Npeaenax nakeTa. basosoe cmelleHne
NPUHUMAETCA 3@ HAYa/l0 OTCYET];
mask — macka. B aHanu3e nakeTa NPMHUMAIOT y4acTue TOJIbKO Te paspsaabl
6aiTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paLax Macku 3agaHa ‘1’;
value — ucKomoe 3HaveHue.

offset-list name { offset_base offset mask
value} ...

no offset-list name Yaanser co3faHHbI paHee CNUCOK.

remove index index Ypanaet co3gaHHyO paHee 3anuchb.

- index — nHAEeKc npasuna.

5.33.3 KoHpurypuposaHue ACL Ha 6a3e MAC

B maHHOM pasgenie npuBeAeHbl 3HAYEHMA M OMUCAHUA OCHOBHbIX NMAapPamMeTPoB, UCMOJIb3yeMbIX B
cOCTaBe KOMaHZ, HacTpolKkKu cnnckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.

CosgaHue M BXO4 B pexum pepaktmposaHua cnmckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYLLLeCTB/IAETCA NO KOMAHAE: mac access-list extended access-1ist. Hanpumep, 4na co3gaHnsa CNUCKa
ACL nog HassaHMem MESmac HeobxoaAMMO BbINOIHUTL CAeaytomne KOMaHabl:

console#

console#configure

console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabauua 5.258 - OCHOBHblE NapamMeTpbl, UCNOb3yeMble B KOMaHAaXx.

Mapamemp 3Ha4yeHue Aelicmeue
permit [ewncTteue paspewmnTb Co3paeT paspellatoee npasuno puabtpaumm B cnncke ACL.
deny [JeicTBre 3anpeTuTb Cospgaet 3anpetuatoLiee npasuao ¢puabtpauum B cnucke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

butoBas macka,
npumeHsaeman Kk MAC-
afpecy UCTOYHMKa NakeTa

Macka onpegensaet 6utbl MAC-agpeca, KoTopble HeobxoanMmo
MIrHOPWUPOBaTb. B 3HaUEHUA UTHOPUPYEMbIX BUTOB AO/KHbI ObITb
3anucaHbl egMHULbl. Hanpumep, NCNo/ib3ya MacKy, MOXKHO
onpeaenuTb ANA npasuna punbTpaumm ananasoHa MAC-agpecos.
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YT106bI f062BUTL B Npasuio ¢punbtpaumm sce MAC-agpec
HaunHaowumeca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3a4aTb
3HavyeHue macku 0.0.0.0.FF.FF, To ecTb, COrnacHo AaHHOW Macke,
nocnegHue 16 6ut MAC-agpeca 6yayT He BaxKHbl ANA aHaAun3a.

destination

Aapec Ha3HayeHus

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_wildcard

ButoBas macka,
npumeHsaeman Kk MAC-
agpecy Ha3Ha4YeHuA nakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble He06Xxo41MMO
UTHOPMPOBATb. B 3HaUeHWA UTHOPUPYEMbIX BUTOB [,0/1XKHbI ObITb
3anucaHbl eAnHNLBI. MacKka MCnonb3yeTcsa aHaIorMYHO Macke
source_wildcard.

vlan_id [OvnanasoH 3HauyeHui MNoacetb VLAN ¢punbTpyembix NakeTos.
(0..4095)
cos [OnanasoH 3HayeHui Knacc obcnykneanuma (CoS) punbTpyembix NakeTos.
(0..7)

cos_wildcard

buToBas macka,
npumeHsemas K Knaccy
obcnyxusanus (CoS)
buNbTpyemMbIx NakeToB

Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaNMMO
WUTHOPUPOBaTb. B 3HaYeHMA UrHopupyembix 6UTOB A0KHbI BbITb
3anucaHbl eanHNLBI. Hanpumep, 4Tobbl UCNOIb30BaTb B NpaBuse
dunbtpaumm CoS 6 u 7, Heobxoammo B none CoS ykasaTtb
3HavyeHue 6, "nbo 7, a B Nosie Macku 3HayeHue 1 (7 B 4BOMYHOM
npeacrtasneHun — 111, 1 — 001, nony4yaercs, 4To NnocaegHuUn 6uT,
6yAaeT UrHopmpoBaTbea, To ecTb CoS moskeT bbiTb 1M60 110 (6),
nmbo 111 (7)).

eth_type

[manasoH 3HayeHuit
(0.. OXFFFF)

Ethernet TN pUNLTPYEMbIX NAKETOB B WECTHAALATEPUYHOMN
3anucu.

disable-port

BbIK/IlOYAET MOPT, C KOTOPOTO bbla MPUHAT NakKeT,
YAOBNETBOPAIOLWMIA YCAOBMAM KOMaHZAbI 3anpeTa deny.

log-input

OTnpaBKa coobLeHni

BkntoyaeT oTnpaBKy MHGOPMALMNOHHbBIX COOOLLEHMUI B CUCTEMHDIN
YKYPHaN Npy NoayYeHUM NaKkeTa, KOTOPbIM COOTBETCTBYET 3aNuUCH.

range_name

Mma npoduna
KOHOUrypaumm time-range

Onpegenset KOHPUIypaLMio BPpeMEHHbIX MHTEPBAJIOB.

offset_list_name

MNobaiiToBOE CMelleHne OT
K/TIOYEBOW TOYKM

3apaeT Ucnonb3oBaHWe cnucka WabnoHoB Nosb3oBaTens ANa
pacno3sHaBaHUA NakeToB. s KaxKaoro cnmcka ACL MosKeT 6biTb
onpegesieH CBOWM CNUCOK WabnoHoB.

index

MHpekc npasuna

MHaeKc npasuia B Tabanue, 4em MmeHblle UHAEKC — Tem
npuoputeTHee npasuio 1-2147483647

/’ DOna Bbi6bopa Bcero AnanasoHa napameTpoB, Kpome dscp m ip-precedence mucnonbsyetca
, napamertp «any».

/' Mocne Toro Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHeilt No ymonyaHuio

po6asnaerca 3anucb deny-any-any, KOTopaA O3HAuyaeT WUrHOPUPOBAHME BCEX MAKETOB He

yaosnersopaowmux ycnosuam ACL.

Tabnunua 5.259 — KomaHabl, Mcnonb3yemble ans HacTpolikn ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHoa Aeiicmeue

permit

{any|{source source_wildcard }
{any|destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name] [index index]
[offset-list offset_list_name]

deny

{any|{source source_wildcard }

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[obasnser paspeluatolyto 3anuck GpunbTpaumm. MakeTsl, oTBeYalOWME
ycnosuam 3anucu, 6yayT o6pabaTtbiBaTbCA KOMMYTAaTOPOM.

[ob6asnseT 3anpeLyatoLyto 3anucb ¢unbTpaumu. NakeTbl, oTeeyaowme
ycnoBumam 3anucu, byayt 6710KMpoBaTbCca KoMmyTaTopom. Mpu
MCNob30BaHMM KNtoueBoro cnosa disable-port, ¢usmnyecknii nHTepodeiic,
NPWHABLUNI TaKOW NaKeT, byaeT BbIKAOYEH.

Mpu “cnonb3oBaHUK KAOHYEBOTO cnoBa log-input 6yaeT oTnpasieHo
CO0BLEHNE B CUCTEMHbIN KypHan.
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offset-list name {offset_base offset mask
value} ...

Co34a€ET CNUCOK WaboHOB N0Nb30BaTeNA C UMEeHeM name. ma moxeT
BKNOYaTb OT 1 A0 32 CMMBOIOB.

B 04HOM KOMaHAEe MOXKET CoAepKaTbCA A0 TPUHAALATH WabNoHOB,
COCTOALLMX U3 CAeAyIoLLMX NapameTpoB:
offset_base — 6a3oBoe cmelleHme. BO3MOXKHble 3HaYeHUs:

L2 Havasno cmelleHus oT Ethertype-

outer-tag  Hayano cmeweHuma ot STAG

inner-tag Ha4vano cmeweHua ot CTAG

src-mac Ha4vano cmeweHna ¢ MAC-agpeca UCTOYHMKA
dst-mac Havano cmeleHusa ¢ MAC-agpeca Ha3HavyeHua

offset.offset — cmeweHne 6aiTa gaHHbIX B Npeaenax nakeTa. basosoe
CMeLLeHVe NPUHUMAETCA 33 HaYano oTcyeTa

mask — macka. B aHanu3e nakeTa NPMHUMALOT y4acTue TONbKO Te paspaapl
6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLWMX pa3paaax Macku 3agaHa ‘1’

value — nckomoe 3HayeHune

no offset-list name Yaanser co3faHHbI paHee CNUCOK.

remove index index YpanseT cosfaHHylo paHee 3anuch.

- index — UHAEKC npasuna.

5.33.4 HacTpoiiKa BpemMeHHbIX MHTEpPBaOB «time-range» AnA CNUCKOB A0CTyNa
B gaHHOM pa3gesnie NpMBOAATCA KOMaHAbl HACTPOMKN BpeMeHHbIX MHTepBanos ansa cnuckos ACL.

Co3faHue 1 BXO, B peXUM peaakTupoBaHusa npodunsa KoHpurypaumm «time-range», ocylectsnserca
No KomaHAe: time-range range_name. Hanpumep, Ana cosgaHua npoduns BpeMeHHbIX MHTepBanos noj
Ha3BaHWeM http-allowed He06X0AMMO BbINONHUTL C/leAyoLWME KOMaHAbI:

console#

consolet#configure

console (config) #time-range http-allowed
console (config-time-range) #

Tabnnuya 5.260 — KomaHgb! pexknuma KOHPUrypupoBaHMA BpeMeHHbIX UHTEPBaNoB

lMapamemp 3HavyeHue Aelicmeue

YcTaHaBAvBaeT abcoNtoTHbIE BPEMA U AaTy, KOr4a CNUCOK
[0CTyna BCTYyNaeT B CUIy.

absolute start hh:mm day month year

no absolute start Ypanaet orpaHu4yeHune no BpemeHun

hh:mm: (0..23):(0..5);
day: (1..31);
month: (Jan .. Dec);

YcTaHaBAnBaeT abcontoTHble BpemMA U AaTy 3aBeplieHna
AeﬁCTBMH CNUCKa goctyna.

absolute end hh:mm day month year

no absolute end YpanseT orpaHuyeHve no BpemeHu. Ecav Bpems u gata
3aBepLUEHUA AelCTBUA CNUCKa LOCTYNa He YCTaHOB/EHbI,
TO CNMCOK AocTtyna 6yaeT AeicTBOBaTb HeonpeaeieHHbI M

CPOK.

year: (2000..2097)

periodic day_of the_week hh:mm to
day_of the_week hh:mm

YcTaHaBNMBaET BPema M AieHb Hefenu, Koraa Cnmncok
JocTtyna 6yaeT akTUBEH.

periodic list hh:mm to hh:mm
day_of the_week1
[day_of the_week2...day_of the_week7]

periodic list hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,

Thursday, Friday,
Saturday, Sunday);
hh:mm: (0..23):(0..5)

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm

day_of the_week1

Ypanaet orpaHnM4yeHne no BpeMeHw.

[day_of the_week2...day_of the_week7]
no periodic list all hh:mm to hh:mm all
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5.34 KoHdurypuposaHue 3awurtbl ot DoS-atak

l£|,aHHbIl\;1 KN1aCC KOMaH, NO3BOIAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2106a0716H020 KOHGU2YpUPOBAHUS

KomaHZHas cTpoka B perkume rnobasbHOro KOHGUrypmMpoBaHUA UMeeT BUA,:

console (config) #

Tabnunua 5.261 — KomaHabl 4ns HAaCTPOMKM 3aWwmTbl oT DoS-aTak

apamemp

3HavyeHue

Aelicmeue

security-suite deny
martian-addresses
{reserved | add
ip_address | remove
ip_address}

3anpeLyaeT NpoxoxaeHve ¢ppenmos ¢ HegONyCTUMbIMU
(«mapcraHckumm») IP-agpecamu nctouHuka (loopback,
broadcast, multicast).

- ip_address - BanngHbIn IP-agpec

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeuaet/paspellaeT NPoOXoKAeHUe Onpese/ieHHbIX TUMNOB
TpaduKa, XapaKTEPHbIX ANA BPEAOHOCHbIX MPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C nOpTOM
UCTOYHMKA 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOpTOM
Ha3HayeHua 2140 n nopTom nctouHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl c nopTom
HasHayeHuA 31337 n nopTom UcTouHnKa 1024,

security-suite enable

no security-suite enable

BKkaitouaeT Knacc KomaHg, security-suite.

OTKAIOYaEeT KNacC KOMaHA, security-suite

KomaHabl pexxuma KoHouUrypuposaHua UHTepdeica Ethernet, rpynnbl noptos

KomaHgHan cTpoKa B pexkume KoHPUrypmposaHua nHtepdelica Ethernet, rpynnsl noptos nmeet Bua;

console (config-if) #

Tabnuua 5.262 — KomaHga KoHOUryprMpoBaHuUsa 3awuTbl oT DoS-aTak gna nHtepdeiicos

KomaHoa

3HavyeHue

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address} [mask]}

no security-suite deny
{fragmented | icmp | syn
{add | remove} {any|
ip_address} [mask]

Cospaet/yganser npasuo, 3anpellatoLlee NpoxoxaeHne
TpaduKa, COOTBETCTBYIOLLETO KPUTEPUAM:

- fragmented — ¢pparmeHTMpPOBaHHbIE NaKeTbl;

- icmp — ICMP-TpaduK;

- Syn — syn-nakertbl;

- ip_address — BanuaHbii IP-agpec;

- mask — macka B dopmare IP-agpeca unv npedukca.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

security-suite dos
syn-attack rate {any |
ip_address} [mask]

no security-suite dos
syn-attack {any |
ip_address} [mask]

rate: (5..1000) nakeToB B
ceKkyHAay

3ajaet nopor syn-3anpocos Ha onpeseneHHbli IP-agpec/ceTs,
Npu NpeBbILEHNUN KOTOPOTO NNLIHKE dperimbl byayT
oTbpacbiBaTbCA.

- rate — CKOpOCTb;

- ip_address - BanugHbin IP-agpec;

- mask — macka B dopmarte IP-agpeca unv npedukca.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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5.35 KauecTtBo 06cnyuBaHusa — QoS

Mo ymonyaHMIO Ha BCeX MopTax KoOMmyTaTopa WMCMOJ/b3yeTcs opraHuM3auums oyepeamn MakeToB Mo
meTtoay FIFO: nepsbiit npuwen — nepsbit ywén (First In — First Out). Bo Bpema MHTEHCUMBHOM nepenayu
TpaduKa Npu UCNONb30BAaHUWU OAAHHONO METoZa MOTYT BO3HWKHYTb MPo6sieMbl, MOCKOJIbKY YCTPOICTBOM
UrHOPUpPYIOTCA BCe nakeTbl, He Boweawune B bydep ouvepean FIFO, M COOTBETCTBEHHO TepsAOTCA
6e3B03BpaTHO. PelaeT gaHHylo npobnemy meTon, OpraHM3yloWMii odepean No npuoputety TpaduKa.
MexaHuam QOS (Quality of service — KauecTBo 06CNyKMBAHUA), peaNN30BaHHbIN B KOMmyTaTope MES2124,
NMO3BONIAIET OPraHM30BaTb YETbipe oyepeam NPUOpPUTETa NAKETOB B 3aBUCMMOCTM OT TUMa NepesaBaembix
OAHHbIX.

06cny:KuBaHue ouepeaei

ANropuTmbl 06CNYXKMBAHMA OoYepeneit NO3BOJIAIOT NPeAoCTaBAAaATb PasHbii ypoBeHb QOS Tpaduky
pa3HbIX KnaccoB. Kakaas oyepegb 3aHMMAETCA MakeTamu C onpeaesneHHbIM npuoputeTom. TpebyeTtcs,
yTobObl BbICOKOMPUOPUTETHLIN TpaduK 0bpabaTbiBasicA C MUHUMANIBHOW 3a4€PXKKON, HO MpU I3TOM He
3aHMMan BCHO MOJIOCY MPOMYCKaHMA, U 4ToObl TpadUK KaxKAoro M3 OCTasibHbiIX TMNOB obpabaTtbiBasica B
COOTBETCTBMM C €ro NPUOPUTETOM. ITO Peasin3yeTca NpM NOMOLUM MexaHM3Ma «oTcedeHusa xBocTa» (tail-
drop), Mcnonb3oBaHMA BUPTYa ibHbIX NAKETHbIX BypepoB 1 HacCTPOKKN pa3MepoB oUepeaei.

B KomMmyTaTope MMeeTcA HacTpoMKa MO YMOJYaHWUIO AN pPasmepoB ouyepedeirt U napameTpoB
BUPTYa/IbHbIX NaKeTHbIX bydepos. Mpn HeO6XOAUMOCTU AaHHYIO HACTPOMKY MOMKHO M3MEHUTb NPU MOMOLLU
MmexaHu3ma «qos tail-drop profile».

5.35.1 Hactpowka QoS

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunA 3anpoca KOMaHAHOWM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.263 — KomaHab! pexkuma rnobanbHOro KoHGurypmposaHusa
3HayeHue/3HayeHue no
yMoOAYaHuro

qos [basic | advanced PaspelsaeT KommyTaTopy ncrnonbsosatb QoS.

[ports-trusted | - basic — 6a308BbIit pexxum QoS;

ports-not-trusted]] - advanced — pacluMpeHHbIi pexxnum KoHburypmposaHua QoS,
BKJ/IOYAIOLLMIA NOHbIN NepedeHb KOMaH4 HacTpoikm QoS;

- ports-trusted — B ;JaHHOM NogpeKMme NakeTbl
HanpaBAAOTCA B BbIXOAHYIO 0uYepesb Ha OCHOBAaHUM Nonei B
3TMX NakeTax:

-/basic - ports-not-trusted — B 4aHHOM NoApexunme BCe NaKeTbI
HanpaBAAIOTCA B HY/JIEBYIO BbIXOZAHYHO oYepesb no
YMONYaHUIO, NS OTNPABKM B Apyrve odepean Tpebyetcs
Ha3HaYaTb Ha BXOAHOM MHTepdeic cTpaTermto KnaccuduKkaumm
Tpaduka (policy-map).

KomaHoa Aelicmeue

no qos YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.

V Hacrtpoiiku QOS npu aTom 6yAayT yaaneHbl.
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gos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

-/BbIKNOYEHO

YCTaHOBWUTb MeTOZ, AOBEPUA Ha NopTax Npu paboTe B pexmme
pacwmpeHHoro KoHourypuposaHua QoS u nogpexnme ports-
trusted.

- €Os — NopT AosepAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt posepaeT 3HaueHuto DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT AoBepseT 060MM yPOBHAM, ogHaKo DSCP
nmeet npuoputeT Hag 802.1p.

YcTaHaBAMBaeT MeTo4 NO YMONYaHUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
cumsonos/
match-all

1. Co3paet cnucoK Kputepumes KnaccuduKkaumm Tpaduka.

2. BxoauT B pexnm pefakTMpoBaHMA CNUCKA KpUtepues

KnaccmduKkaumm tpaduKa.

- match-all — Bce KpuTepuu gaHHOTO CNUCKA AOMKHbI ObITh

BbINO/IHEHDI;

- match-any — oguH, nto6oii KpuTepuit 4aHHOIO CNKCKa

O0J1KeH ObITb BbINOJIHEH.

V B cnucke Kputepues MOXKeT 6bITb 04HO UK ABa
npasuna. Echu npasuna gBa, u 06a OHU yKa3bIBalOT

Ha pasHble Tunbl ACL (IP, MAC), To Knaccudpukauua 6yger

OCYLLEeCTBAATLCA N0 NEPBOMY B CIMCKE BEPHOMY Npasuny.

[DelictByeT TONbKO ANA pexuma qos advanced

YaanaeT cnvcok Kputepues Knaccuduraumm Tpadumka.

gos tail-drop profile
profile_id

no qos tail-drop profile
profile_id

profile_id: (1..4)/-

Co3gatb npodunb gos tail-drop.

Ypanute npodunsb qos tail-drop.

policy-map
policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CMMBOJ/IOB

1. Co3paert cTpaTermto Knaccupurkaumm Tpadpuka.

2. BXoAuT B peXxnm pefakTMpoBaHuUA cTpaTernm

KnaccuduKaumm Tpadpmka.

V B ogHOM HanpasBneHUU NoaAePKMBAETCA TONIbKO
opHa cTpaTterna Knaccudpukauum Tpaduka.

Mo ymonuyaHuio policy-map ycraHasnusaer DSCP=0 ans IP-

naketos u CoS=0 ana TerpoBaHHbIX NAaKeTOB.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypanaer npaBuio Knaccudmraumm Tpaduka.

gos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess-burst-byte
[exceed-action {drop |
policed-dscp-transmit}]

aggregate_policer_name:
(1..32) cumBona;

committed_rate_kbps:
(3..57982058);

committed_burst-byte:
(3000..19173960)

Onpegenset WabaoH HAaCTPOEK, KOTOPbIN NO3BOSIAET
OrPaHMYUTbL NOIOCY MPOMYCKAHMA KaHana U B TO e Bpems
rapaHTUpOBaTb ONpeae/IeHHYI0 CKOPOCTb Nepesayn AaHHbIX.
Mpu paboTe ¢ NONOCOMN NPOMNYCKaHWUA UCMNONb3YETCA aFOPUTM
MapKMPOBaHHOM «KOP3MHbI». 3agayeit anropuTma asaseTca
NPUHATUE peLleHnA: NepeaTb NakeT Uan oTbpocuTb.
MapameTpamu anroputTma ABAAIOTCA — CKOPOCTb MNOCTYNEHUA
(CIR) mapKepoB B «KOp3uHY» 1 06BEM (CBS) «KOpP3UHbI».
- committed_rate_kbps — cpeaHee 3HaYeHMe CKOPOCTH
Tpaduka, K6UT/c. laHHas CKOPOCTb rapaHTUpyeTcs Npu
nepegaye nHbopmauuu;
- excess-burst-byte — pasmep caepKuBatoLLero nopora B
baiTax;
- drop — nakeT 6yzeT oTbpoLIeH, Koraa «Kop3vHa»
nepenosHnTCS;
- policed-dscp-transmit — npu nepenosHeHNnN «KKOP3UHbLI»
3HayeHue DSCP 6yaeT nepeonpeaeneHo.
V Henb3Aa ypaanutb WabnoH HAcTpoeK, ecim oH
ncnonb3yetca B ctpatermm policy map, nepeg,
yAaneHvem cneayert yaanuTb HasHaveHue WwabnoHa
cTparteruu: no police aggregate aggregate_policer_name

\ [DeiicTByeT TONbKO ANA peXxuma qos advanced.
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no gos aggregate-policer
aggregate_policer_name

Ypansaet wabaoH HaCTPOEK PerynnmpoBaHmn CKOPOCTU KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..4);
cosl...cos8: (0..7);
3HauyeHuna CoS no

YMOIYaHWIO ANA oyepeseit:

CoS=1-o4epegb 1
CoS =2 —ouepeap 1
CoS =0 —ouepeap 2
CoS =3 —ouepegap 2
CoS =4 —o4yepegb 3
CoS =5 —o4epegb 3
CoS =6 —ouepeap 4
CoS =7 —ouepeap 4

OnpegenseT 3HaueHna CoS ana oyepesein UCXoAALLErO
TpaduKa.

YcTaHaBAWBaeT 3HaYeHUA N0 YMONHYAHMUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BeC UCXOAALLMM 0UYepeaaM, UCMNOb3YEMbIN
mexaHmamom WRR (Weighted Round Robin — Becosoii
MeXaHM3M pacnpeaeneHunn Harpysku).

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

priority-queue out
num-of-queues
number_of queues

number_of_queues: (0..4)

Mo ymonuaHutio, Bce
oyepeau obpabaTbiBatoTCA
no anropuTtmy «strict

3apaeT KOIMYeCTBO NPUOPUTETHbIX ovepesen.
Ana npuoputetHoit ouepeam sec WRR 6yger
urHopuposartbca. Ecnm 3apgaerca otamuHoe ot «0»
3HaueHue N, To ctapwue N ouepepeii byayTt
npuoputeTHbiMU (He 6yayT yyactBoBatb B WRR).
Mpumep:
0: Bce ouepeaun paBHONPABHbI;
1: Tpu mnapwmnx ouepeau yyacrsytotr B WRR, 4-a He
y4yacrsyer;

priority». 2: ase mnaawmx oyepeam yyacrsyior 8 WRR, 3-4 He
yuyacTBylorT.
no priority-queue out YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
num-of-queues
gos wrr-queue threshold YcTaHaBAMBAET NOPOroBble 3HaYeHMA A1A 0TOpacbiBaHUSA
gigabitethernet queue_id M36bITOYHOTO TpadMKa ouepeam.
threshold-percentage queue_id: (1..4); O6bem TpaduKa B 3aBUCUMOCTM OT €ro NpuopuTeTa

no gqos wrr-queue
threshold gigabitethernet
queue_id

threshold-percentage:
(0..100)/3HaueHune
NMOpOroBbIX HACTPOEK AN1A
oTbpacbiBaHUA
n3bbITO4HOro Tpaduka
pasHo 80%

CpaBHMBAETCA C COOTBETCTBYIOLWMM noporom. Ecam
nopor npesbileH, NAKEeTbl C COOTBETCTBYIOLUM
npuoputeTom cbpoca 6yayT oTbpacbiBaThCcA B TEYUEHUE BCErO
BPeMeHU, MOKA NOopor npesbILIEH.

DeiicTByeT TONbKO anA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA noporos No ymoa4aHuio

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIKNIOYEHO

gos map enable
{cos-dscp | dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Bkntoyaer WRTD (Weighted Random Tail Drop — Becosol
MexXaHW3M yAaneHUs NaKkeToB U3 ouepesei).
yCTpOMCTBa.
7 MNocne nepesarpysku KOMMyTaTopa yAanaloTca
sharing, a Tak)e Bce HacTpoiiku port-limit. Tak xe
3anpeLatoTca HacTpoiiku Y-sharing u HacTpoiiku port-limit.
Mcnonb3oBaTh 3afaHHylo Tabauuy nepemapKMpoBKU Ans
[OBEPEHHbIX MOPTOB KOMMYTaTOpa.

V U3meHeHUA BCTYNAT B CUNYy Mocae nepesarpysku
HaCTPOIKKN ouepepeii, B KOTOPbIX 6bI1IM HACTPOIKK Y-

Bbikntoyaetr WRTD.

He ncnonb3oBaTh TabavLy nepemMapKUpoBKU.

gos map policed-dscp
dscp_list to
dscp_mark_down

dscp_list: (0..63);
dscp-mark-down: (0..63)/
TabMua NOBTOPHOW
MapKMPOBKK ABAAETCA
NycToM, TO eCcTb 3HaYeHUsA
DSCP pna Bcex BxogAwmx
naKkeToB oCTatoTCA
HeM3MeHHbIMMU

3anonHaet Tabauuy nepemapkuposku DSCP. [na Bxoaalimx
nakeToB C YyKasaHHbIMM 3HayeHuamu DSCP 3apaet HoBsoe
3HayeHune DSCP.

- dscp_list — onpepenaer go 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTcs 3Hakom npobena.

- dscp-mark-down — onpegenaer Hosoe 3HadYeHue dscp.

V [LeiicTBYyeT ToNbKO ANA pexkuma gos advanced.

244

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

no gos map policed-dscp
[dscp_list]

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..4);
3HayYeHUA No YMONYAHUIO:
DSCP: 0-15, ouyepeab 1
DSCP: 16-23, ouyepeab 2
DSCP: 24-39, ouepeap 3
DSCP: 40-47, ouepeap 4
DSCP: 48-63,
oyepeapb 3

YcTaHaBnMBaeT COOTBETCTBME MeXay 3HadveHuamu DSCP
BXOAALLMX NAaKETOB U oYepeaamm.
- dscp_list — onpepenaer go 8 3HaueHwui DSCP, 3HauyeHus

paszensaoTca 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUA N0 YMONYAHUIO

gos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/Bce nakeTbl
nUmetoT npuopuTteT cbpoca
dp=0

CTaBuT B COOTBETCTBME 3HayeHuto DSCP npuopuTeT oTbpoca
(4em Bblle YKUCNOBOE 3HAYEHME MNPUOPUTETA, TEM HUXKe
BEPOATHOCTb TOTO, YTO MakeT byaeT oTOpolleH; B nepsylo
ouepeab OTOPACLIBAOTCA MaKeTbl ¢ npuoputeTom cbpoca 0,
3aTem 1, 3atem 2)

- dscp_list — onpepenser go 8 3HaveHuit DSCP, 3HauyeHus
pasfenaoTca 3Hakom npobena.

V DeiictByeT TONbKO AnA pexxuma qos advanced.

YcTaHaBAuBaeT 3HaYeHUA NO YMOMYAHMUIO.

gos map dscp-cos dscp_list
to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHset Tabaunuy nepemapkuposkn CoS B 3aBUCMMOCTU OT
3HayeHua DHCP nakerta.

BepHYTbCs K 3HAYEHUAM MO YMOHAHUIO.

gos map cos-dscp cos to
dscp_list

dscp_list: (0..63);

3anonHaet Tabamuy nepemapkmposku CoS. 3ameHaeT
3HayeHue CoS Ha DSCP.

no gos map cos-dscp [cos] cos: (0.7) BepHYTbCA K 3HAYEHMAM MO YMOYAHUIO.
qos trust {cos | dscp} YCTaHaBAMBaET pPeXMM [0Bepus KommyTaTopa B 6asoBom
pexknme QoS (CoS nam DSCP).
- COS — YCTaHABAMBAET KnaccuduUKaL Mo BXOAALMX MAKETOB NO
3HayeHunAMm CoS. [InA HeTerMpoBaHHbIX NAaKeTOB MCMONb3yeTCca
3HayeHue CoS No yMmoN4YaHuio;
-/cos - dscp — ycTaHaBAMBaET KAAacCUPUKALMIO BXOAALLMX NAKETOB MO
3HavyeHuam DSCP.
[eicTByeT TONbKO ANA pexuma qos basic.
no qos trust YcTaHaBAMBAET 3HAaYEHMA NO YMOSHAHMIO.
gos dscp-mutation Mo3BonaeT NPUMEHUTb TabaULy U3MeHeHW dscp K
COBOKYMHOCTM dscp-A0BepeHHbIX NopToB. Mcnonb3oBaHue
TabAnLbl UISMEHEHUI NO3BOIAET NepesanucaTb 3HaueHua dscp
B |IP-nakeTax Ha HOBble 3HAYeHUA.
_ MpumeHUTb TabnLy nsmeHeHnit DSCP BO3MOXKHO
V TONbKO ANA BXOAALLEro TpadUKa A0BEPEHHDbIX
nopTos.
V [eiicTBYyeT TONbKO AN pexuma qos basic.
no gos dscp-mutation OTMeHAeT UCNONb30BaHWE KapTbl U3MeHeHMUN dscp.
gos map dscp-mutation 3anonHseT Tabauuy nepemapkupoBku DSCP. [Ona Bxomawmx
in_dscp to out_dscp in-dscp: (0..63); NakeToB C YyKa3aHHbIMM 3HayeHuamu DSCP 3agaeT HoBble

out-dscp: (0..63)/kapTa
U3MEeHeHWUI aBnaeTca
NycTOM, TO eCTb 3HaYeHUA
DSCP gna scex BXoaawmx
NakeToB OCTaloTCA
HEW3MEHHbIMU

3HayeHua DSCP.

- in_dscp — onpepenser fo 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTca 3Hakom npobena.

- out_dscp — onpepenser Ao 8 HOBbIX 3HayeHwuin DSCP,
3HaYyeHuna pasgenatoTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA peXXnma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHUA N0 YMOTHYAHMUIO.
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rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1..4094);
rate: (3..57982058) k6ut/c
burst: (3000..19173960)
6anT /128k6ainT

YcTaHaBAMBaET OrpaHNUYEHMe CKOPOCTU ANA BXOAALLErO
Tpadumka gna 3apaHHom VLAN.

-vlan_id —Homep VLAN:

- rate — cpegHas ckopocTb TpaduKa (CIR), KBUT/C;

- burst — pasmep caep*K1BatoLWero nopora (orpaHnyeHmne
CKOpOCTM) B HaiTax.

CHMMaET orpaHnyeHne CKOPOCTM BXoaaLero TpadumKa.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOM CTPOKM pexuma peaaKkTMpOoBaHMA CMWCKa KpuTepueB KnaccuduKaumm

Tpaduka:

console#configure
console (config) #class-map class map name[match-all |match-any]
console (config-cmap) #

Tabnuua 5.264 — KomaHapl pexxmma pegakTUpoBaHUA CMcKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/10B

[OobasnaeT Kputepuii KnaccuouKkaunm Tpaduka. Onpegenser
npasuna duabTpaumm Tpadpuka no cnucky ACL ana
KnaccuduKaumu.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

Ypansaet KpuTepuii knaccudukaumm Tpaduka.

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaguKka

BuAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHma cTpaTernm knaccudumkaumm tpadumka:

consolef#configure
console (config) #policy-map policy map name
console (config-pmap) #

Tabnuua 5.265 — KomaHabl pexkuma peaakTMpoBaHUA cTpaTerMm Knaccudukaumm Tpaduka

KomaHoa

3HayeHue

Aeiicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBO/I0B

Onpepaenset NpaBuao Knaccudurkaumm Tpaduka u BxoauT B
pexum KoHOUryprpoBaHUA Npasuna Knaccudumrkaumm — policy-
map class.
- access-group — onpegenaet npasuna GuabTpaLmmn Tpaduka
no cnucky ACL ana knaccudurkaumu. Mpu cosgaHmMm HOBOro
npaBuaa KnaccuduKaLmm, onUMOHaNbHbIN NapameTp access-
group obasateneH.

Ana Toro 4To6bl CNONb30BaTb HACTPOMKMU CTPaTErMm
V policy-map ana nutepdeiica, ucnonbayiite KomaHay
service-policy B pexxume KoHdurypauum nutepdeiica.

[eiicTByeT TONbKO AN pexxuma qos advanced.

Y

Ypansaet npasuno knaccudukaumm Tpadmka class-map us
ctpateruu policy-map.
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KomaHObI pexcuma KOHgU2ypupo8aHuUa Npasuaa KAaccugphukayuu

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoOHOUIypupoBaHMA NpasBuia KnaccupuKkaumm:

console#configure
console (config) #policy-map policy map name

console (config-pmap) #class class map name[access-group acl- name]
console (config-pmap-c) #

Tabanuya 5.266 — KomaHgbl pexxuma KoOHPUrypruposaHma npasuaa kKnaccudumkaumm

KomaHoa

3HayeHue

Aeiicmeue

trust
[cos | dscp | cos-dscp]

no trust

-/pexnm gosepus He
ycTaHoB/IeH

OnpeaenaeT pexxnm JoBepUA K onpeaeseHHOMY TUny
TpaduKa. [laHHOW KOMaHAOM BbIBUpPaeTCA 3HaYeHue, KoTopoe
QoS byaeT ucnonb3oBaTb B KayecTse BHyTpeHHero DSCP.

- €0s — B KayecTBe BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KauecTBe BHyTpeHHero DSCP ncnonb3yetcs DSCP
BXOAALLMX MNAKETOB (3HaYeHMEe N0 YMONYAHUIO);

- cos-dscp — B KauecTBe BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOAALMX NAaKeToB, ecan 370 IP-nakeTbl, nHave CoS.

V [elicTBYyeT TONbKO ANA pexuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

set {dscp new_dscp |
queue queue_id | cos
new_cos | vlan vian_id}

no set {dscp | cos | vlan}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBMBaeT HOBble 3HAYEHMA ANA NaKeTa.

V KomaHpaa set AaBnseTca B3aMMOUCKAOUaloLLeld ¢
KOMaHZAoi4 trust gna ogHoM U Toih XKe cTpaTerum

policy-map.

V Crparerum policy-map, ucnonb3yiowme KomaHabl set,

trust uam umerownii Knaccudpukaumio ACL,
Ha3HAYaloTCA TO/IbKO ANA UCXOAALLUX UHTepdelicoB.
[eiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaert HOBble 3HAYEHUA AN1A MaKeTa.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

no police

committed_rate:
(3..12582912) k6buT/c

committed_burst:
(3000..19173960) 6aiiT

M03B0OASET OrPaHNUYUTL NOAOCY NPOMYCKAHUA KaHana 1 B TO e
BpPeMS rapaHTMpPOBaTb ONpeaeNeHHy CKOPOCTb nepeaaym
OaHHbIX.

Mpu paboTe ¢ NONOCON NPONYCKAHMA UCNO/Ib3YETCA aTOPUTM
MapPKMPOBaHHOM «KOP3MHbI». 3a4a4eit anroputma aBaserTca
NPUHATUE peLleHMUA: NepeaaTb NakeT Uan oTbpocUTb.
MapameTpamu anropuTma ABAAKTCA — CKOPOCTb MOCTYMAeHNA
(CIR) mapKepoB B «KOP3UHY» U 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpepHee 3HaYeHne CKOpoCTH
TpaduKa, K6ut/c. JaHHaA CKOPOCTb rapaHTUpyeTCa Npu
nepegave nHbopmaumm;

- committed_burst_byte — pa3mep caep*KMBaOLWEro nopora B
baliTax;

- drop — naket byzeT oTOpOLLEH, KOrAa KKOP3nHa»
nepenosiHnTCA;

- policed-dscp-transmit — npu nepenosHeHNN «KOP3UHbLIY,
3HayeHwue DSCP byaeT nepeonpeaeneHo.

V [eilicTByeT TONbKO AN pexxuma qos advanced.

OTkAntovaet perynamposaHme CKOpPOCTU KaHana.

police agregate
aggregate_policer_name

no police agregate
aggregate_policer_name

aggregate_policer_name:
(1..32) cumsonos

HasHauaeT npasuay KnaccuduKkaumm TpadmKka WwabnoH
HaCTPOEeK, KOTOPbI NO3BO/IAET OrPaHMYUTb NOIOCY
MPONYyCKaHWA KaHa/ia 1 B TO e BPeMs rapaHTMpoBaTh
onpefeneHHyo CKOpoCTb Nepesaym AaHHbIX.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

YpanseT wabnoH HacTPOeK peryiMpoBaHMsA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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KomaHObI pexcuma KoHgu2ypuposaHua npogund qos tail-drop

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua npoduns qos tail-drop:

console#configure
console (config) #gos tail-drop profile profile id
console (config-tdprofile) #

Tabnuua 5.267 — KomaHapl pexxmuma KoHPUrypmposaHua npodunsa qos tail-drop

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..900)/64

3afaTtb pasmep NakeTHOro pasgensaemoro nyaa Aas nopra.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

queue queue_id [limit limit]

[without-sharing |
with-sharing]

no queue queue_id

queue_id: (1..8);
limit: (0..900)/64

M3meHUTb Napamepbl ovepeam.

- queue_id — Homep oyepeam;

- limit — KonnyecTBO NaKeToOB B oYepeau;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HAYeHMe No YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgetica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnsi nopTos:

console (config-if)#

Tabnumua 5.268— KomaHabl perknma KoHoUryprpoBaHua nHtepodeiica Ethernet, rpynnbl nopTtos

KomaHoa

3HauyeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

policy_map_name: (1..32)

CMMBOJ1I0B

HasHauaeT uHTepdelicy cTpaTernio kKnaccudumraumm Tpaduka.
B ogHOM HanpaBneHuu nHtepdeiicom

V noAAepKUBAETCA TONIbKO OAHa cTpaTterns
KnaccupuKauum TpadukKa.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypansaer ctpateruto knaccudmrkaumm Tpaduka ¢ MHTepdeica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(36..1000000) k6UT/C

committed_burst:
(4096..16769020) 6aiit

YcTaHaBAMBaEeT OrpaHNYEHNEe CKOPOCTU ANA UCXOOALLErO
TpaduKa yepes nHTepdeliic.

- committed_rate — cpefiHAA CKOPOCTb TpaduKa, K6UT/c;
- committed_burst — pa3amep caepKuBatoLLero nopora
(orpaHunyeHmne ckopocTtu) B baiiTax.

CHMMaET orpaHMYeHMe CKOPOCTU UcxoaALLero Tpaduka yepes
nHTepoeiic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) k6uT/c;

committed_burst:
(4096..16769020) 6aiiT;

YcTaHaBAMBaeT OrpaHnyYeHne ckopoctu Tpaduka yepes
NHTepoelc ANA UCXoanaLLeit ouepeam.

- committed_rate — cpegHAn CKOPOCTb TpaduKa, K6uT/c;
- committed_burst — pazmep caepKunBaoLLEro Nopora
(orpaHunyeHmne ckopocTtu) B 6aitTax.

CHMMaET orpaHuYeHmne ckopocTu TpaduKa Yepes uHTepdeic

queue_id queue_id: (0..8) [N VCXOJALLLEN oYepeau.
qos trust BkAtoyaeT 6a30BbIil MeXaHWU3M qos AN MHTepdelica.
-/BKnto4eHO V JleiicTBYeT TONbKO Ans pexkmuma qos basic.

no qos trust

BbIKkntoyaeT 6a30BbIi MexaHU3M qOs ANA UHTepdelica.

rate-limit rate [burst]

no rate-limit

rate: (3..1000000) k6ut/c
burst: (3000..19173960)
6anT /128K6anT

YcTaHaBAMBaET OrPaHNYEHNE CKOPOCTU ANA BXOAALLEro
TpaduKa.
- rate — ckopocCTb Tpaduka, K6UT/c;
- burst — pasmep cAeprKMBatoLWero nopora (orpaHnyeHue
cKopocTK) B BaiTax.
JaHHaA KOMaHAA AOCTYNHA TONbKO B pexxume
KOHdUrypuposaHua uHtepodeiica Ethernet.

CHMMaeT orpaHunyeHne CKOPOCTU BXOAALLEero TpadumKa.
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gos tail-drop profile
profile_id

no qos tail-drop profile

profile_id: (1..4)

Ucnonb3oBaTh 3aaaHHbIN Npodunb Ha nHTepdelice.

3HayeHue no YMOIHaHUIO.

qos cos
default-cos

Nno qos cos

default-cos: (0..7)/0

YcTtaHaBavBaeT 3HaueHue CoS no ymonyaHuio gaa nopta (CoS,

NPUMEHAEMBbI ANA BCEro HeTerMpoBaHHOro Tpaduka,

NPOX0oAALLEro Yepes UHTepdeic)

V JaHHaA KOMaHAa JOCTYNHA TONbKO B peXxume
KoHUrypuposaHus uHtepdeiica Ethernet.

YcTaHaBMBaeT 3Ha4YeHWe MO YMOHAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHOUrypmposaHusa nHtepdeica Vian:

console (config-if)#

Tabnnuya 5.269 — KomaHgb! pexkuma KoHpurypuposaHma nntepdeiica Vlan

No (Os Cos egress

KomaHoa 3HavyeHue Aelicmeue
oS COs egress cos YcTaHaBAMBaeT 3Ha4YeHWe napameTpa nona npuoputeta 802.1p
cos: (0..7)/0 ONA UCXOAALLEero TerMpoBaHHOIO TpaduKa.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.270 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show qos

MokasbiaeT pexum QOS HacTpoeHHbI Ha ycTpoiictee. B 6asosom
peXxunme NoKasblBaeT «40BEePeHHbIN» pexunm (trust mode).

show class-map
[class_map_name]

class_map_name:
(1..32) cumBonos

Moka3blBaeT cNUCKM Kputepmes Knaccudurkaumm Tpaduka.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBonos

Moka3sblBaeT npaBuna Knaccuounkaumm Tpaduka.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

aggregate_policer_na
me: (1..32) cumBonos

MoKa3biBaeT HACTPOMKM CpegHeil CKOPOCTM, M OrpaHUyeHus Mnoaochbl
nponycKkaHua ona Npasua Knaccudurkaumm Tpaduka.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

show qos interface
[buffers | queueing |
policers | shapers |
rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpsl AnA nHTepdeica.

-vlan_id — Homep VLAN;

- gi_port — Homep uHTepoelicos Gigabit Ethernet;

- fa_port — Homep uHTepdelicos Fast Ethernet;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoiiku bydepa gna ouepeseit UHTepdelica;

- queueing — anroputm obpaboTku ovepeaeit (WRR unm EF), sec gna WRR
ouepeaen, Knaccbl 06CNyKMBaHUA Ana ovepenei u npuoputet anq EF;

- policers — ckoHdUrypmMpoBaHHble cTpaTermmn Knaccudukaumm Tpaduka
ana nHtepdeliica;

- shapers — orpaHuyeHune cKopocTK Ans ncxoasLlero Tpaduka;

- rate-limit — orpaHuuyeHue ckopocTu gna BxoaaLLero TpaduKa.

show qos map
[dscp-queue | dscp-dp |
policed-dscp |
dscp-mutation |
dscp-cos]

MokasbiBaeT MHPOPMaLMIO O 3ameHe Nosei B MaKeTax, MCMNO/b3yemblX
Qos.

- dscp-queue — Tabamua cootsetcTeuna DSCP 1 ouepeseit;

- dscp-dp — Tabanua cooteeTcTBmna metok DSCP 1 npuoputeta cbpoca (DP);
- policed-dscp — Tabnnua nepemapkuposku DSCP;
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- dscp-mutation — Tabnunua nsmexHernma DSCP-to-DSCP;
- dscp-cos — Tabanua cootsetcTena meTok DSCP 1 3HayeHun CoS.

show qos tail-drop - MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28); MpocmoTp tail-drop nHdopmaumm No KOHKPETHOMY MOPTY (BCEM NOpPTam)

fa_port: (1..3/0/1..24)

show qos tail-drop unit
unit_id

MNpocmoTp tail-drop MHbOpmaLMM NO KOHKPETHOMY YCTPOMCTBY B CTEKe

it_id: (1.8
unit_id: (1..8) (JocTynHO TO/IbKO B perKMme CTeKa).

[pumepbl 8b1N0AHEHUA KOMAHO.

= Bkawouutb pexkum QoS advanced. Pacnpeaenuts TpaduK no ovepeanam, naketbl ¢ DSCP 12 B
nepsyto oyepeapb, naketbl ¢ DSCP 16 Bo BTOpYt0. Bocbmas oyepenb —npuoputetHaa. Co3gatb
cTpaTernio Knaccudpukaumm Tpadmka no cnmcky ACL, paspewarowemy nepegady TCP-
naketos ¢ DSCP 12 u 16 1 orpaHMuMBaloLLYyO CKOPOCTb — cpeaHaa ckopoctb 1000 Kéut/c,
nopor orpaHudeHusa 200000 6anT. Mcnonb3oBaTb AaHHYHO CcTpaTerMio Ha uHTepdeincax
Ethernet 14 n 16.

console#

console#configure

console (config) #ip access-list tcp ena

console (config-ip-al) #permit tcp any any dscp 12
console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #exit

console (config) #qos advanced
console (config) #qos map dscp-queue
console (config) #gos map dscp-queue
console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic

console (config-pmap) #class classl access-group tcp ena

(
(
(
(
( 12 to 1
(
(
(
(
console (config-pmap-c) #police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

16 to 2

console (config-pmap-c) #exit

console (config-pmap) #fexit

console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) #exit

console (config) #interface gigabitethernet 1/0/16
console (config-if) #service-policy input traffic
console (config-if) #exit

console (confiqg) #

5.35.2 Cratuctnka QoS

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KoHGUrypnuposaHusa:

console (config) #

Tabnunua 5.271 — KomaHapl pexknuma rnobanbHOro KoHPUrypmposaHms

KomaHoa 3HayeHue/3HayeHue no
YMOAYAHUIKO

Aelicmeue

qos statistics
aggregate-policer
aggregate_policer_name
no qos statistics
aggregate-policer
aggregate_policer_name

Bkntovaer QOS-CTaTVICTVIKy no OorpaHnU4YeHunto nNosaoc

. nponycKaHus.
aggregate_policer_name:

(1..32)
CVIMBOI'IOB/BbIK}'IIO‘-IeHO

OTKNto4aeT QOS-CTaTUCTUKY NO OFPAaHMYEHUIO NONOC
nponycKkaHus.

qos statistics queues set
{queue | all{dp | all}

set: (1..2);
queue: (1..4);

BkntoyaeT QOS -CTaTUCTURY A1 BbIXOAHbIX oYepeaen.
- set —onpeaenseTt Habop CHETUMKOB;
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{gigabitethernet gi_port | dp: (high, low); - dp — onpepenset npuopuTeT cbpoca.
fastethernet fa_port | all} gi_port: (1..3/0/1..24);
no qos statistics queues set fa_port: (1..3/0/1..24) OTKAtoYaeT QOS-CTaTUCTUKY 15 BbIXOAHbIX oYepesen.

3HayeHune No YMOAYaHUIO:

Set 1: Bce npuopuTeTsl, BCE
oyepeam, BbICOKUM
npuopuTet cbpoca.

Set 2: Bce npuopuTeThl, BCE
oyepeam, HU3KUM
npuopuTet cbpoca.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

BunA 3anpoca KOMaHAHOW CTPOKK pexuma KoHourypuposaHua nHTepdelica Ethernet, rpynnbl noptos:

console (config-if) #

Tabnunua 5.272 — KomaHabl pexxmma KoHourypmpoBaHus nHtepdelica Ethernet

KomaHoa 3HavyeHue Aelicmeue
gos statistics policer BKntouaeT cbop QoS-cTaTUCTUKM Ha UHTepdelice.
policy_map_name policy_map_name: - policy_map_name — cTpaTterua knaccudukaumm Tpaduka;
class_map_name (1..32) cumBoNOB; - class_map_name — cnUCOK KpuTepues Knaccudukalmm

class_map_name: TpadukKa.

no qos statistics policer (1..32) OTKAtoyaeT cbop QOS-cTaTUCTUKKM Ha UHTepdeiice.
policy_map_name CUMBOJI0B/BbIK/IIOYEHO
class_map_name

KomaHOb1 pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnuua 5.273 — Komanap! pexkuma EXEC

KomaHoa Aelicmeue
clear qos statistics OumuiaeT ctaTncTnky QoS.
show qos statistics lMokasbiBaeT cTaTUCTUKY QOS.

5.36 Cratuueckaa mapuipyrtusauma

CTaTnyecKkaa mapLpyTM3auma — BUA MapLlpyTU3aLmMm, Npu KOTOPOM MapLIPYTbl YKa3blBatOTCA B ABHOM
BMAE NPU KOHOUTYpaLMM MapLLpyTM3aTopa. Bca maplwpyTvMsauma npy 3TOM NPOUCXoAMT 6e3 yuacTua Kaknx-

NM60 NPOTOKO/1I0B MapLLPYTM3aLMM.

Ob6opyaoBaHue NoaaepXKnBaeT:

— 128 IPv4 static routes;
— 10 IPv6 static routes.

MoaaepKnBaeTca TONbKO MapLIpPyTM3auma NakeTos, GOPMUPYEMBIX CAMUM KOMMYTaToOpom (Tpaduka
c CPU).
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.274 — KomaHgb! pexuma rnobanbHoOro KOHGUrypmpoBaHus

KomaHda

3HavyeHue Aelicmeue

ip route prefix {mask |
prefix_length} gateway
[metric distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

Co34aeT CTaTUYECKMI MapLIpyT.

- prefix — ceTb HasHayeHuA (Hanpumep 172.16.0.0);

- mask — macKa ceTu (B popmaTte AeCATUYHON CUCTEMbI UCUNCNEHURA);
- prefix_length — npeduKc Mmacku ceTu (KONMYECTBO eANHUL, B MacKe —
0..32);

- gateway — W03 ANA JOCTYNa K CETU Ha3HAYeHUs;

- distance — Bec mapLpyTa;

- reject — 3anpeLyaeT MapLIPyTU3ALMIO K CETU HazHAuYeHUs Yepes Bce
LU/O3bI.

distance: (1..255)/1

Ypanaer ctaTMyeckuii MapLupyT.

ipv6 route ipv6_prefix/len
gateway [metric
distance]

no ipvé6 route
ipv6_prefix/len [gateway]

CospaeTt cTaTnyecknn IPvbémappyT.
- ipv6_prefix/len — npeduKc cetn HasHayeHus;
- gateway — W03 ANA JOCTYNA K CETU HazHaYeHus;

distance: (1..65535)/1 - distance — Bec mappyTa.

Ypansaet ctatuyeckuii IPv6 mapipyT

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.275— KomaHabl pexkmma EXEC

KomaHoa

Aelicmeue

show ip route
[connected | static |
address ip_address
[mask | prefix_length]

MoKasbiBaeT TabavLy MapLIpyTU3aLMK, YAO0BNETBOPAIOLLYHO 3aJaHHBIM KPUTEPUAM.

— connected — NOAKOYEHHDbIM MaPLIPYT, TO €CTb MapLLPYT, B3ATbIN C HENOCPEACTBEHHO
NOAKAOYEHHOT0 1 GYHKLMOHMpYIoLWwero nHtepdeiica;

— static — cTaTMyeckuii MapLpyT, NPONMUCaHHbIN B TabanLLEe MapLLpyTU3aLMN.

show ipv6 route

Mokasatb Tabamuy maplpyTtmnsaumm IPv6.

[Mpumep 8bIM0AHEHUS KOMAHObI

MoKasaTb TabanLy MapLpyTU3aLmm:

console#show ip route

Maximum Parallel Paths: 2

(4 after reset)
S - static

C 10.0.1.0/24 is directly connected, Vlan 1

Codes: C - connected,
S 10.9.1.0/24
S 10.9.1.0/24

S 172.1.1.1/32 [5/3]

[5/2]
[5/3]

via 10.0.1.2, 17:19:18, Vlan 12
via 10.0.2.2, Backup Not Active
via 10.0.3.1, 19:51:18, Vlan 12
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Tabnuua 5.276 — OnuncaHue pesynbTaTa BbIMOJIHEHMA KOMAHAbI

Mone OnucaHue
MoKasbIBaeT NPOUCXOXKAEHME MapLIpyTa:
c C — Connected (MapLIpyT B3AT 13 HEMNOCPEACTBEHHO NOAK/HOYEHHOTO U
byHKUMOHUpYtoLLero nHTepdeiica),
S — Static (cTaTMYeCcKMit MapLIpyT, NPONMCaHHBIN B TabavLLe MapLIpyTU3aLum).
10.9.1.0/24 Apapec cetu
MepBoe 3HaueHMe B CKOBKaX — aAMUHUCTPATUBHAA AUCTaHUMA (CTeneHb foBepus
[5/2] MapLLpyTU3aTOPy, YEM YNC/IO Bbille, TEM MEHbLLE AOBEPUE K UCTOUHMKY), BTOPOE
YMCNO — MEeTPUKA MapLUpyTa.
via 10.0.1.2 Onpepenset IP-agpec cneaytoLwero MapLIpyTMsaTopa, Yepes KoTopblil NpoxoauT
o MapLIpyT A0 CeTu.
00:39:08 Onpeaenset Bpema nociegHero 06HoBAEHUA MapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpegenset uHTepodelic, Hepes KOTopbI MPOXOANT MapLIPYT 40 CETH.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup MUCNonb3yeTca AnAa BbINOJIHEHUA CNeunanbHbIX npoueayp, TaknxX Kak: obHoBNEHUNE
nporpammHoro o6ecnequMﬂ, yAaneHne cogepxmnmoro (bﬂaLLl-ﬂaMﬂTM, BOCCTaHOB/IEHME NApPOAA,
ANAarHoCTuKa, 3agaHne CKopoctu pa6OTbI TEPMUHANA, pa60Ta C NapaMeTpamMmm CTeKa yCTpOﬁCTBa.

[ns Bxoaa B meHto Startup HeobxoaMmo npepBaTh 3arpy3Ky HaxkaTMem Knasuwn <Esc> unu <Enter> B
TeyeHMe NepBbIX ABYX CEKYHA, NOC/Ae MNOoABAEHMA COObLLEHMA aBTO3arpy3kn (MO OKOHYaHMM BbINOAHEHWMA
npoueaypbl POST).

Startup Menu

] Download Software

] Erase Flash File

] Password Recovery Procedure
] Set Terminal Baud-Rate

] Stack menu

] Back

o Ul W N

Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KKN YCTPOMCTBA HAXKMUTE KNaBuLLY <6>, TMbo <esc>.
’ Ecnu B TeueHue 15 ceKyHA, (3HaueHMe No yMONYaHUI0) He Bbl6paH HU O4UH U3 NYHKTOB
e MEeHI0, TO 3arpy3Ka yCTpoicTBa NPOAO/MKUTCA. Bpema 0XKuAaHUA MOXKHO YBEIUUYUTD C

NMOMOLbIO KOMaHA KOHCOJIN.

Tabanuya 6.1 — OnucaHune meHio Startup

Ne Ha3eaHue OnucaHue
[ns 3arpysku nporpammHoro obecneuyeHus ucnonbsyetcs npotokon X-Modem. Mpwu
Ha)KaTuM KNasuLM <1> Ha KOHCONb ByAeT BbiBeAEHO Ceaytoliee cooblieHme:
Download Software
<1> O6HoBneHMe Downloading code using XMODEM.
NporpaMmmHoro
obecneyeHus Tenepb, Korga ycTPOWMCTBO roToBo K Npuemy daiina, HeobxoAMMo nepenatb ero npwu
nomolm npotokona X-Modem. [locne npuema daitna yCTPOWCTBO nepesarpysuntca
aBTOMaTUYeCKH.
[aHHas npoueaypa WCNoOAb3yeTca [ANA yAaneHWa KoHoWrypauuu yctpolictea. [as
yaaneHuna ¢aiina HaxaTb KnaBuwy <2>, MOABUTCA NpeaynpexaeHve (noarsepaute
Ha)KaTMeMm Knasuwu <y>):
Warning! About to erase a Flash file.
Are you sure (Y/N) ?y
Erase Flash File Beectn uma daina KoHpUrypaumm:
<2> Ypanenue Write Flash file name (Up to 8 characters, Enter for none.): CDB
coaepxunmoro $GasLw- Write Flash file name (Up to 8 characters, Enter for none.): CDB
namaTu File CDB (if present) will be erased after system initialization.
==== Press Enter To Continue ====/ina so3spata B meHi0 Startup HaxaTb
Knasuwy <enter>,
==== Press Enter To Continue ====
V [Ona Hoeoro ¢aiina KoHPUrypauum uma AOMKHO ObiTb OTAUYHO OT MMEHM
KOHUrypaumm 3anMcaHHoW Ha AaHHbI MOMEHT.
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[aHHas npoueaypa WCNoNb3yeTcs ANA BOCCTAaHOB/JEHWA YTPAYEHHOro Mapons, OHa

No3Bo/AET NOAKNOUUTLCA K YCTPOICTBY 6€3 napons.
Password Recovery

Procedure [na BOCCTaHOBNEHMA NAPONA HaXaTb KNasuuly <3>, Npu NOC/ieAyolemM NOAKAOHEHNM K
<3> BoccTaHOB/EHUE YCTpOWCTBY Naposb 6yaeT NpourHopmMposaH.
napons

Current password will be ignored!
[na Bo3spaTta B MeHIo Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

Mpoueaypa MCNO/b3yeTca A/A YCTaHOBKM CKOPOCTM paboTbl TepMUHaNa (No ymondaHuio
. 115200 boga).

Set Terminal Baud- Al .

Rate [na 3agaHuAa HOBOM CKOpPOCTM paboTbl TepmMMHaNa HaxaTb Knasuwy <5> u BBeauTe

<4> 3HaYeHue:
3agaHune ckopoctn

paboThl TepMUHana Set new device Baud rate: 115200

[na Bo3BpaTa B MeHto Startup HaXaTb Knasuwy <enter>.
==== Press Enter To Continue ====

Ona  yBenuyeHusa KoO/MYecTBa NOPTOB  KOMMYyTATOpa, CyLecTByeT BO3MOXHOCTb
obbegMHEHUA YCTPOMCTB B CTEK. YCTPOMCTBO C uaeHTudukaTopom 1 BypeT sBeaywumm,
oCTanbHble - BeaoMbiMU. KommyTaTopbl MES1024/MES1124/MES2124 moryT paboTaTh Kak
ABTOHOMHO, TaK U B COCTaBe CTeKa.

[na naeHtnduKaumm v ycTaHOBKM pexknma paboTbl YCTPOICTBA B CTEKE MCMOb3YETCA MEHIO

Stack menu cTeKa (Stack menu).

<5> Pabota ¢ [ Bx0 )
napameTpamu cTeka 03 B MEHIO CTEKa HayKaTb KiaBuwy <5>:
ycTpoiictea Stack menu

[1] Show unit stack id

[2] Set unit stack id

[3] Set unit working mode

[4] Back

Enter your choice or press 'ESC' to exit:

OnucaHue Stack menu yka3saHo B Tabnuue 4.3

<6> Back [N BbIXOAA M3 MEHIO M 3arPy3KM YCTPOMCTBA HaXKMUTE KaBumLy <6>, 6o <esc>.

Bbixog 13 meHto

Tabauua 6.2 — OnucaHue meHto Stack menu, paboTta c NnapameTpamu CTEKa YCTPOCTBA

Ne Ha3eaHue meHto OnucaHue
Show unit stack id [na npocmoTpa naeHTMdMKaTOpa YCTPOMUCTBA B CTEKE HAXKMUTE KNaBuwy <1>:
NpocmoTp Current working mode is stacking.
<1> . .
MAEHTUGMKATOPA Unit stack id set to 1.
YCTPOICTBA B CTEKE
[na HasHaveHMA naeHTUMKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHauveHune rne
naeHtTndmKatTopa 3Ha4eHue oT «1» [0 «8» — HOMep YCTPOICTBA B CTeKe,
YCTpONCTBa B CTeKe 3HayeHue «0» - aBTOHOMHbI peXkMm paboTbl KOMMyTaTopa.

[ns Bo3BpaTa B MEHIO CTEKA HaXXMUTE KNaBuLy <enter>.
==== Press Enter To Continue ====

[lns ycTaHOBKM peskmma paboTbl YCTPOMCTBA HaXKMUTE KAaBuLLy <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
3Ha4YeHne 1 — aBTOHOMHbIW PesKUM,
3HauYeHMe 2 — PEKUM CTEKMPOBAHMA.
[lnA BO3BpaTa B MEHIO CTEKA HaXXMUTe Knasuuy <enter>.

==== Press Enter To Continue ====

<3> | ycraHoBKa pexuma
paboTbl ycTpolicTBa

Back [ONA BbIXOA@ U3 MEHIO HAXKMWUTE KNaBuLly <4>

<4>
Bbixog 13 meHto
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6.2 O6HOoBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonKeH 6biTb 3anyLLEH U HaCTPOEH Ha KOMNbIOTEpE, C KoToporo 6yaer
3arpy»atbca nporpammHoe obecneyeHue. Cepsep [0NKEH MUMETb paspeLleHne Ha YTeHue
daiinos HayanbHOro 3arpysumka u/mnm cucremHoro NMO. Komnblotep ¢ 3anyw,eHHbiMm TFTP-
CepBepoM AOJKEH BbITb AOCTYNEH AN1A KOMMYTaTOPa (MOXKHO NPOKOHTPOANPOBATD,
BbINOJIHUB HA KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbloTepa).

.-

O6HoBNEHME NPOrPaMMHOro obecrneyeHns MOXKET OCYLLECTBAATLCA TO/IbKO
NPUBWUIErMPOBAHHbBIM NO/Ib30BaTe/IeEM.

.‘

6.2.1 O6HOBNEHME CUCTEMHOro NPorpaMmmHoro obecneyeHus
3arpysKka ycTpoicTBa ocyuwiectsasetca us daiina cuctemHoro nporpammHoro obecneuenus (M0),
KOTOPbIA XpaHUTcA Bo ¢naw-namatu. MNpu obHoBNeHUU, HOBbINM dain cuctemHoro MO coxpaHseTca B

CneuManbHo BblaeneHHoW obnacT namatu. [pu 3arpyske YCTPOMCTBO 3anyCKaeT aKTMBHbIN ¢daiin
cuctemHoro MO. Bbibop akTMBHOTO daitna 3a4aeTca KoMaHAoM:

boot system {image-1 | image-2 } [unit unit_id]

roe unit_id — Homep ycTpoiicTBa B CTeKe (Ans ycTpolicTBa, paboTalollero B aBTOHOMHOM peXxunume,
HOMep YCTPOMCTBaA He 3a4aeTcA), image-1, image-2 — daiin cucremuoro MO.

MNpu paboTe B cTeKe, ecan HOMep YCTPOUCTBA He 3a4aH, AaHHasa KomaHAa NpumMmeHaeTca K
N BeAyLLemMy YyCTPOMUCTBY.

[Ons npocmoTpa TeKylienm BepCUM CUCTEMHOro nporpammHoro obecrneveHusa, paboTatowero Ha
ycTpoiicTe, BBeguTe kKomaHay show version:

console#show version

SW version 1.1.44[e9%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaol copy ckonupoBaTb HOBbIM daiii nporpammHoro obecrneyeHuMAa Ha YCTPOMCTBO B
BblAeNieHHyto o61acTb NnamATn (image2). opmat KomaHAb!:

copy tftp:// tftp_ip_address/[directory/|filename image
MpuMep BbINOAHEHUA KOMaHAbI:

consolef#copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
| L O O O I

Copy took 00:01:11 [hh:mm:ss]
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' 3HaK BOCK/IMLLAHUA YKa3biBaeT Ha TO, UTO MAET npouecc KonupoBaHusa. Kaxabin
V BOCK/ML,aTeNbHbIA 3HAK COOTBETCTBYET ycnewwHou nepegade 10 naketos no 512 6aiit
MHPOpMaLMK KaxKablii. TOUKA YKa3biBaeT Ha TO, YTO B NpoLiecce KONMMPOBaHUA NpousoLllen
TalimayT oXKnupaHua naketos oT TFTP-cepBepa. HecKonbKo TOUeK B CTPOKE MOXKET 03HauaThb,
4YTO BO3HUK/IA OLIMGKa B NpoL,ecce KONMPOBAHUA.

KomaHgoit boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocneaytowen 3arpysKku:

console#boot system image-2

' Ecnu He BbI6paH HOBbII 3arpyKeHHblii paitn cuctemHoro MO aKTUBHbIM, TO YCTPOUCTBO
. BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BaHMEM TEKYLL,Eero akTMBHOro obpasa.

Ybeautecb, YTO NPaBUAbHO BbiOpaH aKkTUBHbIN ¢ainn cuctemHoro MO. [Ona npocmoTpa AaHHbIX O
BEPCUAX NPOrPamMMHOro obecneyeHnn 1 UX akTMBHOCTM BBeAUTE KOMaHAY show bootvar:

console#show bootvar

Unit 1Image Filename Version Date Status

1 1 image-1 1.1.44[0b70e656] 24-Nov-2015 17:28:25  Active

1 2 image-2 1.1.44[1537¢c93f] 12-Nov-2015 15:45:10 Not active*

/ CumBonom «*» oTmeuaetca ¢aitn nporpammHoro obecneueHus, KOTopbii 6yaet
MCNOJIHATLCA NPU NOCNeAyloLWen 3arpyske.

Mepesarpysnte KOMMYTaTOpP KOMaHAOM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.

6.2.2 O6HoBNEeHMe 3arpy3ouyHoro ¢aina yctpomcrea (HauanbHOro 3arpy3umKa)

HauyanbHbIA 3arpy3ynK 3anyckaeTca cpasy Moc/ie BKAKOYEHMA MUTaHMA yCTpoicTea. MocpenctBom
3arpy3oyHoro daina ocylecTBAAeTCA npoueaypa «TeCTMPOBaHMA CUCTEMbl NPU BKAYeHun» (POST),
pacnakoBka M 3anyck ¢aina cuctemHoro MO. Mpu o6HOBAEHMM HOBbIM dalin HayaNbHOrO 3arpysyuKa
coxpaHsetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKywen Bepcuu 3arpysovHoro ¢aina, paboTalowero Ha ycTpoucTse, BBeguTe
KomaHay show version:

console#show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa obHoBAeHMA MO:

1. KomaHaoi copy CKONMPOBaTb HOBbIM 3arpy304Hblii paiin Ha ycTpoincTBo. PopmaT KOMaHAbl:  copy
tftp://tftp_ip_address/[directory/]filename boot.

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| L L L L L I I A

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

V' 3HaK BOCKAML,aHMA YKa3biBaeT Ha TO, YTO UAET NpoLecc KonupoBaHus. Kaxabii
BOCK/ML,ATeNbHbIA 3HAK COOTBETCTBYET ycnewHou nepeaade 10 nakeros no 512 6aiit
MHPOpMaLMM KaxKAablii. TOUKA YKa3biBaeT Ha TO, YTO B NpoLiecce KONMPOBaHUA NpousoLluen
TaiimayT oxxuaaHua naketos oT TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKE MOXKET O3HAuaTb,
4YTO BO3HMK/IA OWMNBKa B npouiecce KONUPOBaHUA.

2. Mepesarpysute KOMMYTaTOp KOMaHAOM reload.

console#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoateepanTe nepesarpysky BBOAOM ‘y'.
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NMPUNOXKEHUE A NPUMEPbl NMPUMEHEHUA WU KOH®PUTYPUPOBAHUA

YCTPOMUCTBA

HacTpoiiKa npoToKo/a MHOXeCTBa cBA3yowWwmMx gepesbes (MSTP)

MpoTtokon MSTP no3sonseT CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMYyTaTOpax JIOKa/IbHOM CETU, YTO NO3BONAET BaNaHCMPOBATb HArpy3sKy. JNA NPocToTbl PAacCMOTPUM

cnyqaﬁ C TPpEMA KOMMYTATOPaMHU, 06'be,£I,MHEHHbIMM B KO/ZIbLUEBYH TOMOJZIOTUIO.

MycTb vilan 10, 20, 30 o6beaumHaOTCA B nepBom 3k3emnaspe MSTP, vlan 40, 50, 60 o6beanHAKTCA BO
BTOpOoM 3K3emnaApe. Heobxogumo, utobbl Tpadmk VLAN-os 10, 20, 30 meay nepBbiM M BTOPbIM
KOMMyTaTopamu nepegasasncs Hanpsamyto, a Tpaduk VLAN-oB 40, 50, 60 nepenaBancsa TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTtop 2 HasHauyMm KOPHEBbIM A/1A BHYTPeHHero ceasyiollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM NepeaaeTca cay*kebHasa nHpopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOAbLO,
ncnonbaysa nopTbl g1 1 g2. HuxKe npuBeaeHa cxema, n3obparkatoLLas 10rmMyeckyto TONnoormio CeTu.

VLAN 10,20,30 HaaHaueHs! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHb! Ha axsemMnnsap 2

xommyTarop 1 KommyTarTop 3

3TOT NOPT nepechbInaeT Tpadmk
Ans akaemnnapa 1 u Gnokmpyer
Tpaduk ana akzemnnapa 2

KOoMMmyTarTop 2

PucyHoK 31- Hacmpolika npomoKosaa MHOXecmaa cea3yrouux oepesses

3TO0T NOPT nepeckinaer Tpacpmk
AnA akaemnnapa 2 u Gnokupyer
Tpacmk ana axkzemnnapa 1

Koraa oguH M3 KOMMYTaTOPOB BbIXOAUT U3 CTPOS, IMH60 0bpbIBaeTCA KaHa/l, MHOXECTBO AEePeBbEB
MSTP nepecTpanBaeTcs, YTO NO3BOAAET MUHUMMM3NPOBATL NOC/NEACTBUA aBapuu. HuxKe npueeseH npouecc
KoHdUrypaumm KommyTaTopoB. [na 6onee GbICTPON HACTPOMKKM co3gaeTca obwmii KOHOUIypPaLMOHHbIN
wabnoH, KOTopbIi 3arpykaetca Ha TFTP-cepBep M WMCNoOJb3yeTcA BNOCAEACTBUM ANS HACTPOWMKWM BCex

KOMMYTaTOpPOB.

1. CosgaHue wabnoHa v KOHPUrypaLma NepBoro KOMmyTaTopa

console#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #fexit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
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console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) #fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox

console (config-mst) #instance 1 add vlan 10,20,30

console (config-mst) #instance 2 add vlan 40,50, 60

console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) #do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

2. KoHdurypauma BTOporo KommyTtaTopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0Oct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #fexit

console (config) #spanning-tree priority 0

console (config) #end

3. KoHdurypaumsa TpeTbero KommyTaTopa

console#configure
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console (config) #interface vlan 1
console (config-if) #ip address 192.168.16.1 /24
console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) #exit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hactpoiika selective-qinqg

[Do6asneHue SVLAN

JaHHbI Npumep onucbiBaeT, Kak gob6asnatb meTky SVLAN 20 Ko Bcem VLAN 3a UCKAOYEHUEM
VLAN 27.

consolet#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #finterface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MopameHa CVLAN

B ceTax nepefayn AaHHbIX A0BOJIBHO 4acTO BO3HMKAOT 33Jayu, CBA3aHHble ¢ nogmeHoi VLAN
(Hanpumep, AN KOMMYTATOPOB YPOBHS AOCTYMNA CyLLEeCTBYeT TUNOBas KOHGUIypaLMsa, HO NOb30BaATENbCKUIA
Tpaduk, VOIP u Tpaduk ana ynpasneHua Tpebyetca nepegasatb B pasHbix VLAN Ha pas/iMyHbIX
Hanpas/eHusx). B aTom cnyyae 6bino 6bl ya06HO BOCNOIb30BaThcA dyHKUMelM nogmeHbl CVLAN ana 3ameHbl
TMnm3mMpoBaHHbix VLAN Ha VLAN pgns  Tpebyemoro HanpaBnieHua.  PaccmoTpum  KoHouUrypaumio
KOMMYTATOpPa, B KOTOpOoMm ocyuiecteaaetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 n 202:

console#configure

console (config) #vlan database
console (config-vlan) #vlan 200-202
console (config-vlan) #exit
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console
console

config) #interface GigabitEthernet 1/0/24

config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202
console (config-if) #selective-qing list ingress override vlan 200
ingress_vlan 100

console (config-if) #selective-qing list ingress override vlan 201
ingress vlan 101

console (config-if) #selective-qing list ingress override vlan 202
ingress_vlan 102

— e~ o~ —~

Hactpoiika Multicast-TV VLAN.

dyHRUMA «Multicast-TV VLAN» paet BO3MOMHOCTb MCMONAb30BaTb A5 nepegavym MHOroagpecHoro
Tpadmka ogHy VLAN B ceT onepaTopa M A0CTaBAATb 3TOT TpaduMK NoNb30BaATENAM AaXKe B TOM C/ly4ae, ecu
OHW He AsasATcA YyneHamm atoh VLAN. 3a cuet ¢yHKuum «Multicast-TV VLAN» moxeT 6biTb COKpalleHa
Harpyska Ha CeTb OnepaTopa 3a cyYeT OTCYTCTBUA Ay6/MPOBAHUA MHOTOAAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHMa yHKUMM npeanonaraet, 4To NOpPTbl Mosb3oBaTesne paboTaloT B pexume
«access» uAM «customer» u npuHagnexat K awboit VLAN 3a wuckawouveHnmem multicast-tv VLAN.
Monb3oBaTenn MMeT BO3SMOMKHOCTb TOJIbKO MOJy4aTb MHOroagpecHbit Tpaduk ns multicast-tv VLAN n He
MOTryT nepeaaBatb AaHHble B 3Ton VLAN. Kpome Toro, B KommyTtatope Ao/XKeH ObiTb HacTpoeH nopT-
NCTOYHMK Mmulticast-TpadmKka, KOTOpbIN A0AXKeEH ObITb y4acTHMKOM multicast-tv VLAN.

V dyHKuua «Multicast-tv VLAN» paboTtaeT ToabKo coBmecTHO ¢ IGMP Bepcuii 1 1 2.

Mpumep HacTPoOiItKM ans nopTa B pexxume paboTbl access

1. BrAUNTb GUABTPALMIO MHOTOAAPECHbIX SAHHbIX

console (config) #tbridge multicast filtering

2. Hactpoutb VLAN nonb3osatesneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasieHus
(VID 1200)

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HactpowuTb NopTbl NoAb30BaTeNei.

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv wvlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

4. HactpouTb uplink-nopT, paspewmrs nepeaadyy mHoroagpecHoro TpaduKa, TpadurKa nonb3osaTenei u
ynpaB/ieHve.

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) fexit
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5. Hactpoutb igmp snooping rnobanbHo 1 Ha MHTepdeiicax.

console (config) #ip igmp snooping

console (config) #ip igmp snooping wvlan 1000

console (config) #ip igmp snooping vlan 1000 querier
console (config) #ip igmp snooping wvlan 100

console (config) #ip igmp snooping vlan 101

console (config) #ip igmp snooping vlan 102

console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HacTpouTb MHTepdeic ynpasaeHun

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

Mpumep HaCTPOIKM ANA NOPTa B peXkume «customer»

[aHHbIN TN NOAKIOYEHUA MOXKET BbITb UCMONBb30BaH AJ1A TOro, YTOObI MOMEYaTb NOJIb30BaTE/IbCKUE
IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWWHUMW meTKamu (SVLAN).

1. BKAOUYUTL UNLTPALMIO MHOTOAAPECHbIX AaHHbIX

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200)

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

3. HacTpouTb nopT nonb3oBaTens

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #exit

4. HactpouTb uplink-nopT, paspelwms nepeaayvy mHoroagpecHoro Tpaduka, TpadurKa nosnb3osaTtenei u

console

ynpasseHune

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
(

config-if) #exit

5. Hactpoutb igmp snooping rnobanbHO M Ha WHTepdelicax, A06aBUTbL NpaBuIa MapPKUPOBKMU
nonb3oBaTtesibckux IGMP-report’os

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 100

console (config) #ip igmp snooping map cpe vlan 5 multicast-tv wvlan 1000
console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HacTtpoutb MHTepdeiic ynpaBaeHumn

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #fexit

Hactpoiika aBTopusaumm IGMP-3anpocoB yepe3 RADIUS

B gaHHOM npumepe onucbiBaeTcA NPoLEcc HAacTPOMKKM aBTopu3aunn IGMP-3anpocos yepes Radius-
cepsep. IP-agpec KommyTaTtopa - 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-agpec
KnneHta — 00:1B:21:4F:F8:1F, amManasoH paspetweHHbix Multicast-rpynn: 233.7.0.0/16, nopt KaveHta —
FastEthernet 1/0/1

HacTtpoitku Radius-cepsepa (freeRadius)

1. Copepxunmoe daina ”/etc/freeradius/clients.conf”

client 10.113.113.0/24 {

secret = mestest
nastype = cisco
shortname = private

}
2. Copepxumoe daitna “/etc/freeradius/users”

001B214FF81F Cleartext—-Password := "001B214FF81F", NAS-PORT == 1, Framed-
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

Hactpoiiku KommyTaTopa

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

( #bridge multicast filtering
(
(
(
(
(
(
(
(
console (config
(
(
(
(
(
(
(
(
(
(

#vlan database

#vlan 30

#exit

#ip igmp snooping

#ip igmp snooping vlan 30

#radius-server host 10.113.113.1 usage igmp-auth key mestest
#interface range fastethernet 1/0/1-10
#switchport access vlan 30

#bridge multicast unregistered filtering
#multicast snooping authorization radius
fexit

#interface gigabitethernet 1/0/4
#switchport mode trunk

#switchport trunk allowed vlan add 30
fexit

#interface vlan 1

#ip address 10.113.113.2 255.255.255.0
#no ip address dhcp

fexit

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

— o e e e e e e e e e e e e e~
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NPUNOXEHUE B TWUMNOBBLIE CXEMbl MOCTPOEHMA CETEM HA BA3E
NMPOTOKO/JIA EAPS

1. Tononorna Nnpocroe «KonbLo»

[ SWITCH 1

SWITCH3
£= \

o

B Tonosorum cetm ToNbKo 0A4HO KO/bLO. B 3TOM c/iydyae HeobxoaMmo onpeaenuTb ASiA HEero ToNbKo
EAPS domain.

2. Tononorus oguMH AOMEH C HECKOIbKMMM «KObLaMmn»

B Tononornu cetn 3 Konbla (MoxeT 6bITb 2 U 6onee) n 2 obuimx y3na mexay HUMKU. B aTom cnyyae
Heobxoanmo onpegenuTtb EAPS-domain 1 ycTaHOBUTb O4HO KOJbLO B KauecTBe OCHOBHOTO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononoruna HeCKO/IbKO AOMEHOB CO CMEXHbIMU «KOMbLLAMU»

B Tonmosormm cetn 2 Konbla (MoXKeT 6biTb 6osee AByX) ¢ ogHMM obwum y3nom. B atom cayyae
HeobxogMmo onpeaenntb EAPS-domain ansa Kaxaoro Konbua.
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NMPUNOXEHUE B ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnmua - OnucaHWe NPOLECCOB KOMMYyTaTOpa

Umsa OnucaHue npouecca

npouecca

3SWF MNepepayva nakeToB MmeXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan ob6paboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanusauna npotokona ARP

B_RS YnpasneHue nepesarpy3kon YyCTPONCTB B CTEKe

BOXM JononHuTenbHble AENCTBUA B CTeKe (NosiydeHue CBeleHUM O CTeKe, MHAMKaLUUA, obmeH
coobueHnamm, cmeHa unit id)

BOXS O6paboTKa KOMaHS, COCTOAHUA CTeKa: AobaBieHne macrtepa/cneiisa, usydyeHune Tornoaormm,
obHoBsneHne Bepcum MO cnensa

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe
intermediate agent

BRMN Bridge Management: EAPS, STP, onepauuu ¢ FDB (gobaBneHue, yaaneHue 3anucei),
3epKanmposaHue, KoHdurypuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP
multicast, OAM

BSNC ABTOMAT CMHXPOHM3ALMM MacTepa U CNeliBa B CTeKe

BTPC Knnent BOOTP

CDB KonunposaHue KoHUrypaumMoHHbIx ¢painos

CFM Peanusauus Ethernet CFM

CNLD 3arpysKa/Bbirpyska KoHourypaumm

COPY YnpaBneHue konmposaHnem ¢paiiios

D_LM Link Manager — NOTOK, KOTOPbIN CNeANT 33 COCTOAAHME CTEK-IMHKOB

D-SP Stacking Protocol

DACT Diacnostic ACTive tests. loToK, B KOTOpom BbinonHaoTca VCT-TecTbl.

DDFG PaboTa c daiinoBoi cuctemoi

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nosyyeHue nHdopmaLmMm C yaaneHHbIX loHUTOB (Bepcua MO, uptime,
YyCTaHOBKa aKTMBHOro obpasa MNO)

DNSC KnneHt DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTKka cobbITUIA OT yAaNEHHbIX FOHUTOB 06 M3MEHEHMM COCTOAHUSA
BEHTUNATOPOB, UCTOYHWMKOB NUTaHMA, TepmoaaTymKkos, SFP-TpaHcneepos. MNonyyeHne
COO06LLEHNI OT yaaneHHbIX oHUTOB 06 nx Bepcum MO, cepuiiHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ESTC JNornposaHue cobbiTnin 0 NpeBbileHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAU O6paboTKa cobbiTuin Address Update, HUKHUIN YypOBEeHb, Nepeaya Bbllle

EVLC O6paboTKa CobLITUIN O CMEHE COCTOAHWUA NOPTa, HUKHUI YPOBEHb, Nepesaya Bbille

EVRX ObpaboTKa cobbITUI Npuéma naketa n3 KommyTtatopa B CPU, HMKHUIA ypoBeHb, Nepeaaya
nakeTa Ha YpOBEHb 2

EVTX O6paboTKa CObbITUIN OKOHYAHKUA OTNPaBKK NakeTa n3 CPU B KOMmyTaTop, HUKHWUIN YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUKHEFO YPOBHA 2

FFTT YnpasneHue Tabanuein mapwpytmsaumMm n mapLupyTusaumsa naketos

FLNK ®dyHKuma FlexLink

FTPD Peanunsauna npotokona FTP

FTPM YnpasneHue FTP-cepsepom (06paboTka KOHPUrypaLmoHHbIX 3anpocos 13 CLI/SNMP)

GOAH Peannsauns web-cepsepa GoAhead

Ethernet-kommymamopsi MES1000, MES2000 267



HELTEX

GRN_ Peanunsaumns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HAaCTPONKM YCTPOMCTBA HUMKHErO YPOBHSA

HDEB Cbop cTaTMCTUKM paboTbl 33434 cUCTEMbI

HLTX OTnpaska naketos n3 CPU B KommyTaTop

HOST OcHOBHOW host-NOTOK, X0N10CTOM X0A,

HSCS Stack Config — HacTpolika GyHKUMI CBMYA Ha yAaNEHHOM OHUTE

HSES Stack Events — 06paboTka cobbiTuii link changed, address update ¢ yaaneHHbIX OHATOB Ha
macTepe

ICMP Peanunszauna npotokona ICMP

IDLE BespeiicTBue cnuctemol

IGMP Peanunsaums npotokona IGMP (xocTtoBoi YacTu)

I0D |10 Debug task

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

I0OTM YnpasneHne TepMmMHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMnMHanamu BBoAa-BbiBoaa

IP6C CYéTumKmM ipv4 un ipve

IP6M MapwpyTtmsauma ipvad m ipvé

IPAT YnpasneHue 6a301 gaHHbIX ip-aapecos

IPG O6paboTKa nepexBaveHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agayva ana ARP, RIP, OSPF

IPSL Peanusauuna IP SLA

KEYM YnpaBieHue Katodammu ayTeHTUOUKaLnm

L2HU Mepenayva nakeToB Ha ypoOBEHbL 3

L2PS O6paboTka cobbITUIA CMEHbI COCTOAHWUA/HACTPOEK UHTEPdENCoB U nepeaada coobLieHMI
3aperncTPUpPoOBaHHbIM CayK6am

L2SC JNlornposaHue storm-control

L2UT Ytunusaums noptos (show interfaces utilization)

LACP Peanusauma npoTtokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢pyHKummn Loopback Detection

MACT O6paboTKa cobbiTnA 06 okoHYaHWUK aeiictena B FDB (ageing MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHepProHe3aBUCMMOMN NaMATH

MSCm MeHegaxep gnsa paboTbl C TEPMUHANBHBIMU CECCUAMM

NSCT HacTpoiKa orpaHMyeHmMa cKoOpocTM nepexsaTa naketos Ha CPU, BeaeHue CTAaTUCTUMKK MO
nepexBayeHHbIM NaKeTam

NTPL Mepunoamyeckan reHepaLma curHana gns onpoca tabany, MAC, VLAN, nopToB, My/bTUKACTa,
MapLipyTM3aumm, npuopuTesaumm

NTST [obaBneHune n yaaneHune toHUTOB B CTeKe, cOpoc Ha AedOoNT COCTOAHMA IOHUTA, Ha CETEBOM
ypoBHe

OAM Peanusaums Ethernet OAM

OUls O6paboTKa KomaHAbl Ha BoccTaHoBneHne OUI ana Voice VLAN

PLCR O6paboTKa COOLITUIN CMEHbI COCTOSIHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa COBbITUIN CMEHbI COCTOSIHUS NOPTOB

PNGA Peanusauuna ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOOHOBNEHME U aBTOKOHPUIYPUPOBAHUE

SEAU MonyyeHue cobbiTnii Address Update, HUXKHWUIA ypoBEHb

SELC MonyyeHune cobbITUIN O CMEHe COCTOAHUA NOPTa, HUKHWNI YPOBEHb

268 Ethernet-kommymamopsi MES1000, MES2000




HELTEX

SERX MonyyeHune cobbiTnit NpUéma NakeTa U3 KommyTtaTtopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIA OKOHYAHMA OTNPaBKM NakeTa M3 CPU B KOMMYTaTOp, HUXKHUI YPOBEHb

SFMG sFlow Manager — o6paboTka cobbiTuii MameHeHus IP agpeca, CLI/SNMP 3anpocos,
Tamepos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNMP Peanunsauna npotokona SNMP

SNPR 3afaua, KoTopas pa3bueaeT 6onbwme SNMP 3anpockl Ha bonee meskue (Npokcupyer)

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKeToB

SQIN HacTpoiiKa selective ging

SS2M Slave To Master — nepegaya coobLeHnit co cnensBa Ha mactep

SSHP Cepsep ssh - HacTpoika, 06paboTKka KomaHa, Talimep

SSHU Cepsep ssh - npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbiTnin 0 NpeBbilweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccumsa yepes COM-nopT

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccna yepes VLAN

STSD CLI-ceccmsa yepes VLAN

STSE CLI-ceccna yepes VLAN

STSF CLI-ceccunsa yepes VLAN

STSG CLI-ceccmsa yepes VLAN

STSH CLI-ceccna vyepes VLAN

STSI CLI-ceccna vepes VLAN

SW2M Ob6paboTtka cobbiTuii Adress update ot FDB, 6/10KMpoBKa MnopTa NpW BO3HUKHOBEHWUU
oWMBOK Ha NopTy

SWTR PaspelweHmne npoxoraeHus TpaddmrKa Yepes KackagHble uHTepdeiicsl

SYLG BbiBOA cO0b6LEHNI B Syslog

TBI_ Tabanua BpemeHHbIX npomekyTkos aas ACL

TCPP Peanunsauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npvoputeTamm 3agay

TMON Monitor Task — oTcieKMBaeT COCTOAHUE 3aK0/IbLLOBKM BydepoB 1, B Cy4ae 06HapyKeHus,
nepesarpysKaeT IHUT (gpyroro cnocoba peweHnsa Npobaembl HallAEHO He HbINo)

TNSL KnneHT telnet

TNSR Cepsep telnet

TRCE Peanusauusa trace route

TRIG 3anyck aelicteua B FDB (ageing MAC-aapecos)

TRMT YnpasneHue loHUTaMM B CTEKE C NOAAEPKKOM TpaH3aKuui

TRNS File Transfer — konnupoBaHue dpaiinos mexay oHUTamu cteka (MN0O)

TUNT Peanusaums TyHHenel: kKoHdUrypuposaHue, o6paboTKa NakeTos

UDPR UDP relay

VRRP Peannsauna npotokona VRRP

WBSR YnpasneHue u Taimepbl web-cepsepa

WDHI He ncnonb3ayeTca (paHblie 6bina cBasaHa ¢ watchdog Talimepom).

WDLO Cbpoc watchdog Tarimepa. Mpu cpabaTbiBaHMM TailiMmepa (3TO NPOMUCXOANT NPU 3aBUCAHUN)
KOMMYTaTOp nepe3arpy»KaeTtcs.

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOOAEPXKKA

[na nonyyeHma TeXHUYECKON KOHCYIbTaLMM NO BONPOCaM 3KCnayaTauum obopyaoBaHua
TOO «3nTekcAnaTtay» Bbl MoxeTe 06paTUTbCA B CEPBUCHbBIN LLEHTP KOMNAHWUM:

050032, Pecnybnuka KasaxcrtaH, r. Anmatbl, MKp-H. AnaTay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMNaHUMM Bbl MOMKETe HaWTU TeXHUYECKYI [OKYMEHTauuio W
nporpammHoe obecneveHme ana npoaykuun TOO «3IntekcAnatay», obpaTutbca K 6ase 3HaHUN,
MPOKOHCY/IbTUPOBATLCSA Y UHKeHepoB CePBMCHOTO LEHTPA Ha TeEXHMYECKoMm dopyme.

OduumanbHbIi cainT kKomnaHuu: http://eltexalatau.kz
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