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A ELTEX

YC/TOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[1

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe yKa3blBaloTCA HeobA3aTesibHble
napameTpbl, HO MUX BBOJ, NPeAOCTaBAAET OnpeAes/ieHHble A0MNOIHUTENbHbIE
onuum.

{}

B durypHbix ckobKax B KOMaHAHOM CTPOKEe YKa3blBaloTCA BO3MOKHble 06a3a-
TeNbHble napameTpbl. Heobxoanmo BblIbpaTb 0AMH U3 NapaMeTPoB.

«,»
«-»

JaHHble 3HaKK B ONUCAHNN KOMaHAbI MCNONb3YIOTCA ONA YKa3aHUNA gnanaso-
HOB.

«|»

[aHHbI 3HaK B ONUCAHUM KOMaHAbl 0603HAYaeT «UAn».

«/»

,ﬂ,aHHbIVI 3HaK B ONNCaHne KoMaHA4bl YKa3biBaeT Ha 3Ha4Ye€HUE NO YMO/THAHUIO.

Kypcus Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UM NapaMeTpbl, KOTOPble Heob-
XOA4MMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM MW CTPOKOM.

MonyXupHbIt Kypcus

MonyXMPHbIM LWPUPTOM BblgeNEHbI MPUMEYAHNA N NPeayNperKAeHNA.

<MonyxcupHeoiii
Kypcue>

MONYKMUPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHUA KaasBulLL
Ha KnasuaType.

Courier New

MonyxupHbim LWpndtom Courier New 3anmncaHbl NpUmepbl BBOAA KOMaHA,

Courier New|

LWpudtom Courier New B pamke C TEHbO yKasaHbl pe3y/ibTaTbl BbIMNOJHEHUA
KOMaHA.

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" MpumeyaHua cogeprKaT BaXKHYI0 MUHGOpMaL U0, COBETbI /I PEKOMEeHAaLMm No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOIb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumneir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/NbTUCEPBUCHBLIX CETEeN ABNAETCA CO34aHMe HaAeXKHbIX U  BbICOKOMPOM3BOAUTE/bHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOFOC/IOMHOW apXUTEKTYpe ceTell caeaytoLLero
NOKONEHUA.

[NA [OCTUKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOOMMK Nnepeaaydn MHGopmaLmm
Gigabit Ethernet (GE). Nepegaya MHPopmaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpymnHoro
MacwTaba, noapasymeBaeT BblbOp TaKoW TOMOMOMMM CETM, KOTOpas MNo3BOASET TMOKO OCyLecTBAATb
pacnpegeneHue BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTaTtopbl cepmuin MES24xx n MES14xx, MOryT UCMOJIb30BaTbCA HA CETAX KPYMHbIX NPeanpuaTuii
W NpeanpuATUIA Manoro 1 cpegHero busHeca (SMB), B onepaTopckmx cetax. OHM obecneymBatoT BbICOKYHO
NpPoun3BOANTENBHOCTb, TMBKOCTb, 6€30MacHOCTb, MHOTOYPOBHEBOE KavyecTBo obcnyxkmsaHus (QoS).

B HacToswem pyKOBOACTBE U3/IOXKEHbI HA3HAYEHME, TEXHUYECKNE XapPaKTEPUCTUKKN, pEKOMEHAALNN
MO Ha4yaNbHOM HACTPOMKe, CUHTAKCUC KOMaHA ANA KOHPUrypauuu, MOHMTOPUHIA M O0BHOBAEHMA
nporpammHoro obecrnevyeHMa KOMMyTaToOpa.
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1 OMNUCAHUE U3OENUA

1.1 HasHaueHue

YctpoiictBa cepuii  MES14xx wn  MES24xx ABnAOTCA  ynpaBAseMbiMU  KOMMYTAaTOPamM,
BbINONHAOLWMMM CBOM KOMMYTALMOHHbIE PYHKLMN Ha KAHa/IbHOM M CETEBOM YPOBHAX moaenun OSI.

CeteBble KommyTaTopbl MES1428 nmetoT B cBOEM cocTaBe 24 3neKTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KommyTaTopbl MES2408X MmetoT B CBOEM cocTaBe 8 anekTpuyeckux nopta Gigabit Ethernet
1 2 onTnyeckux nopta Gigabit Ethernet ans ycraHoBku SFP-TpaHcMBepos.

CeTeBble KOmmyTaTopbl MES2428x meloT B CBOEM cocTaBe 24 aneKkTpudeckux noprta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeteBble KOMMyTaTOpPbl MES2424x nmetoT B cBOEM cocTaBe 24 afieKTpuyecknx nopta Gigabit Ethernet
n 4 ontnyeckmx nopta TenGigabit Ethernet ana ycraHoBKu SFP+-TpaHcMBepos.

1.2 ®PyHKUMM KOMMyTaTOpA

1.2.1 ba3zoebie pyHKYuUU
B Tabnnue 1 npuBeaeH cNMCcoK 6a30Bbix GYHKUUIA YCTPOMUCTB, AOCTYMNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble GyHKUUM YCTPOCTBA

3awuma om BNOKMPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXoAHbIX MOPTOB yCTpoicTBa Tpadu-
610KUpoBKU o4Yepedu KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. 9TO NPMBOAMT K 3a4eP’KKam nepesadm gaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxcka CnocobHocTb NoAAepKnBaTh Nepeaady CBEPXA/AMHHBIX KagpoBs, YTO NO3BOAAET ne-
C8epX0/IUHHbIX KAOPO8 | pefasaTb AaHHbIE MEHbLUMM YMC/IOM NaKEeTOB. ITO CHUMKAET 06bem cyse6HOM UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpaB/ieHne NOTOKOM NO3BOIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npeaoTBpalleHua nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbOpmUpys
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOHXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeTOoB.

YnpaeneHue nomokom
(IEEE 802.3X)

1.2.2 ®yHKYuu npu pabome c MAC-adpecamu
B Tabanue 2 npuseaeHbl PyHKUUKU YCTPOICTB Npu paboTe ¢ MAC-agpecamum.

Tabnunua 2 — dyHKuMmM paboTbl c MAC-agpecamm

KommyTaTop cocTtaBadeT B NamATh TaGnmu,y, B KOTOpOVI YCTaHaB/IMBaeTCA COOTBET-

Tabauya MAC-adpecos
cteue mexay MAC-agpecamu u y3namm noptos KOMMyTaTopa.
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Pexcum obyyeHus

B oTcyTcTBME 0OYyYeHUA, AaHHbIe, NOCTyNatoWmMe Ha Kakon-1mbo nopT, nepegatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMyTaTopa. B pexume obydyeHMA KOMMyTaTop aHaAN3U-
pyeT Kagpbl n, onpeaenns MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B Tabanuy mapiu-
pyTv3aumnun. Bnocneactsum Kagp Ethernet, npegHasHaveHHbIN ans xocta, MAC-agpec
KOTOPOrO Yy*Ke ecTb B Tab/iMue, NepeaaeTcs TONbKO Yepes yKasaHHbIM B Tabanue nopr.

Moddepxcka nepedayu
Ha Heckonbko MAC-
adpecos (MAC

[daHHaa ¢GyHKUMA NO3BONSAET YyCTaHaB/AMBaTb COEAMHEHUA «OAMH KO MHOTUM» WU
«MHOrME KO MHOrMm». Takum o6pasom, Kagp, afpecoBaHHbI MHOroagpecHom
rpynne, nepeaaeTca Ha KaxKablit NOpT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuuyeckoe

epemsa xpaHeHusa MAC- | Ecnv ot ycTpoicTBa c onpeaeneHHbim MAC-agpecom 3a onpeseneHHbl nepuos Bpe-

adpecos MEHMW He MOCTYyNalT NaKeTbl, TO 3anNucb A1 AaHHOTO agpeca ycTapeBaeT M yaanaeTcs.

(Automatic Aging for 3TO NO3BOJIAET NOAAEPKMBATL TAabANLY KOMMYTaLMM B aKTYa/IbHOM COCTOAHUM.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOl KOMMYTATOP NO3BOAAET MOJ/Ib30OBATENIO ONPeAe/IUTb CTaTUYECKUE 3anuncu
. . cooTBeTcTBUMN MAC-agpecoB, KOTOPble COXPAHSAOTCA B Tab/imue MapLupyTusaumu.

(Static MAC Entries)

1.2.3 ®yHKYyuu emopozo yposHa cemeeoii modenu OSI

B Tabnunue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTU BTOPOro YpoBHSA (ypoBseHb 2 OSl).

Tabnunua 3 — OnucaHue GyHKUMIM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauma npoTtokona IGMP nosgonseTt Ha ocHoBe MHGOPMALMK, NOAYYEHHOM
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaenuntb, Kakue ycTpoicTea B ceTn

®yHkyua IGMP Snooping o

YHacCTBYHOT B Fpynnax MHOroaZpecHoOM paccblikK, U agpecoBaTtb TpadumK Ha COOTBET-

CTBYtOLIME NOPTHI.

. Peanusauus npotokona MLD nossonseT ycTPOUCTBY MUHUMMU3NMPOBATb MHOMOA4-

®yHkyua MLD Snooping . 4 P yerp y P A

pecHbIl IPv6-Tpaduk.

PyHKLMA, NO3BONAOWAA NepeHanpaBAATb MHOroaAapecHbIn Tpaduk n3 oaHoi VLAN
dyHkyua MVR B APYryto Ha ocHoBaHMM IGMP-coobueHWi, YTO NO3BONAET YMEHbLUNTb HArpy3Ky Ha

uplink-nopTy. NpumeHsaeTca B peweHusx lll-play.
3awyuma om LLinpoKoBelaTeNbHbIM LUTOPM — 3TO Pa3MHOMEHUE WNPOKoBeLLaTeNbHbIX coobLue-
wupoKosewamesnbHo20 HWI B KaXKAOM y3/1e, KOTOpOe NPUBOAMT K TaBMHOOOPA3HOMY POCTY MX YMCaa U Na-
«wmopma» panusyeTt paboTy cetu. KommyTtaTopbl MmetoT GYHKLMIO, NO3BOAAIOLWYIO OrpaHu-
(Broadcast Storm YUTb CKOPOCTb Nepesiaym MHOFOAAPECHbIX U LUMPOKOBELLATENBbHbIX KapoB, NPUHA-
Control) TbIX U NepefaHHbIX KOMMYTaTOPOM.

3epKanupoBaHMe NOPTOB NO3BOAAET AybAnpoBaTb Tpaduk HabaAaeMbIX NOPTOB,
3epkanuposaHue nepecbinan sBxogdalme uU/Man ncxodaline nakeTbl Ha KOHTPOAMPYOLWMIA nopT. Y
nopmos No/Ib30BaTeNIA KOMMYTATOPA €CTb BOSMOMKHOCTb 3343aTb KOHTPOIMPYIOLWMIA U KOH-
(Port Mirroring) Tpo/IMpyemble NopTbl M BbIBPaTb TN TPaduKa (BXOAAWMA N/MAN NCXOAALLNIA), KO-

TopbIV ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Uzonayua nopmos
(Protected ports)

[aHHas ¢yHKUMA no3BonseT HasHauuTb nopTy ero uplink-nopT, Ha KoTopbil 6es-
YC/I0BHO ByAeT nepeHanpasBaaTbLCA BeCb TPAadUK, obecneunBas TeM cCaMbiM U30N5-
UMIO C APYTMMM NopTamu (B npeaenax 04HOro KOMMYTaTopa), HaXOAALMXCA B 3TOM
e WwupokoselatensHom aomeHe (VLAN) B npegenax oaHOro KommyTratopa.

Moddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBO NPOTOKO/I, OCHOBHOM 3aZayelt KOTOPOro ABAA-
eTca npusegeHue cetn Ethernet ¢ M36bITOYHBIMK COEAMHEHUAMM K APEBOBUAHOM
TOMOAOMMK, UCKAtOYatoLWen neTan. KommyTaTopbl 0OMeHNBAOTCA KOHOUIYPaLMOH-
HbIMWU COOBLLEHMAMM, UCNONBb3YA Kagpbl cneumanbHoro ¢opmarta, U BbiIBOPOYHO
BK/IIOYAIOT M OTK/ItOYALOT Nepegayy Ha nopTbl.
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Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABNseTcA ycoBepLUeHCTBOBaHMEM NpoTokona STP, xa-
paKTepu3yeTcs MeHbLUM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M MmeeT 6onee BbICOKYH YCTOMYMBOCTD.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLmnx ogHY LMPOKOBELLATE/IbHYO
ob6nactb (AomeH). KommyTaTop noaaepunBaeT passinyHble cpeacTsa Knaccuduka-
LMW NAKeTOB ANS onpeaeneHnn ux NpUHaaeKHOCTU K onpegeneHHol VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasaatowme coboit NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone Ansa nepesaydn MHGOPMaLMm O co-
CTOSIHMM KaHaNa MeXay HenocpeacTBeHHO MNOAKAOYEHHbIMU YCTPOUCTBAMM
Ethernet ncnonb3ytorca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-
CTBa [,0/1KHbl NoAAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbInOAHAETCA NO BXOAAWMM NopTam. [JaHHoe
pelleHne No3BoNAET UCMO/Ib30BATb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTaHAAPT, KOTOPbIN ONUCbIBAET NpOLLeAYpY TErMpoBaHuA
Tpaduka gns nepegaum nHbopmaumm o npuHagaekHoctn K VLAN. MossonseT umc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHan08 ¢
ucnonv3zoeaHuem LACP

MpoTtokon LACP obecneunBaeT aBTomaTuyeckoe ob6beAuHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBAMWU (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
BEp) B e4UHbIN KaHan nepefayn AaHHbIX.

B npoToKose NOCTOSAHHO onpeaensaeTcs BO3MOXKHOCTb 06beANHEHNA KaHaNoB, U B
C/ly4ae O0TKasa CoeaUHEHUs, BXOAALLEro B 00begMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYECKN nepepacnpesensietcs no He OTKa3aBLWMM KOMMOHEHTaM 0b6beauHeH-
HOrO KaHana.

Co3daHue 2pynn LAG

B ycTpoicTBax noaaepkmpaetca GyHKLMA CO34aHMA rPynn KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nau IEEE 802.3ad — TexHosorva ob6beanHeHus
HECKOIbKMX GU3NYECKMX KAHANIOB B OANH JIOFMYECKUI. ITO CNOCOBCTBYET HE TO/IBKO
YBENNYEHMIO NPOMYCKHOM CNOCOBHOCTM MarucTpasbHbIX KaHa/loB KOMMyTaTop—
KOMMYTATOpP WM KOMMYTAaTOp—CepPBEpP, HO M MOBbILEHUID UX HaZeXKHOoCTU. Bos-
MOMHbl TPM TMNA 6anaHCUMPOBKM — Ha ocHOBaHUN MAC-agpecoB, Ha ocHoBaHWM IP-
aZipecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTaloLwmx B AynaeKc-
HOM pexunme.

Selective Q-in-Q

Mo3BonseT HasHavyaTb BHelwHU VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaAHHbIX MNpaBua GUAbTPAUMM MO HomMepam BHYTpeHHux VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nossonseT pasobpaTb Tpapuk
aboHeHTa Ha Heckonbko VLAN, nameHntb metky SPVLAN y naketa B OTAe/IbHOM
yyacTKe ceTu.
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1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnuue 4 npuseaeHbl pyHKLMN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunuya 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYTaTOpa UMeeT BO3MOKHOCTb ,CI,O6aBJ'IF|Tb N yoanAatb CtaThye-

(Address Resolution
Protocol)

mapuwpymel CKne 3anuncu s Ta6nw.|,y Mapuwpytmsauun.
Knuenmeoi BootP u y . 6 P
. CTponcTBa CnocobHbl aBTOMATMYECKM MoJsyyaTb -afipec  no MpOTOKON
DHCP (Dynamic Host P y AP P ¥
. . BootP/DHCP.
Configuration Protocol)
lTpomokona ARP ARP — npoToKon conocTaBneHus IP-agpeca n ¢pusmnyeckoro agpeca ycrpoicrea. Coot-

BEeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/IM3a OTBETA OT y3/1a CETU, aApPeC y3/1a 3a-
npawnBaeTCA B LUMPOKOBELWATE/IbHOM NaKeTe.

1.2.5 oyHKyuu QoS

B Tabnunue 5 npuBeaeHbl OCHOBHble GYHKLUUM KadvecTBa obcayskmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHbIE PYHKLUMM KayecTBa 0bC/y»KMBaHUSA

IModdeprcka
npuopumemHoix
ouepedeli

YCTPOICTBO NOAAEPKUBAET MPUOPUTEIALMIO UCXOAALLErO TpadMKa No oyepessm Ha
Kak4om nopty. PacnpesesieHve NakeTos Mo o4yepessm MOKET NPOU3BOAUTLCA B pe-
3y/bTaTe KAACCMPMKALMM NAKETOB MO Pas3/IMyHbIM NONSIM B 3aro/I0BKax NakeTos.

IModdepikKa Knacca
obcnynueaHusa 802.1p

CtaHgapT 802.1p cneundunumpyeT MeToL YKasaHuA NpuopuTeTa Kagpa M airoputm
MCMNONb30BaHUA NPUOPUTETA B LLEENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMEHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YyPOBHEN
npmnoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHMe npmoputeTa 802.1p anAa
pacnpeaeneHna Kagpos No NPUOPUTETHBIM o4epesam.

1.2.6 ®yHKyuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e3onacHOCTU

DHCP snooping

PyHKLMA KOMMYTaTOpa, NPeAHa3Ha4YeHHaa A1A 3aWmMTbl OT aTaK C UCMOJIb30BaHMEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HEHaZleXHbIX MOPTOB NMyTEM MOCTPOEHUA U NoaAepKaHnA 6a3bl JaHHbLIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT AencTeus
6paHaMayspa MeKay HeHadeKHbIMKU nopTamn 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonseT npovHdopmupoBaTb DHCP-cepBep O TOM, C Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLLen 3anpoc.

Mo ymonyaHMio KoMmyTaTop, cnosb3yowmin dpyHkumio DHCP snooping, o6HapyXu-
BaeT u otbpacbiBaeT Ntoboit DHCP-3anpoc coaepkalimnii onumio 82, KOTOPbIN OH No-
Nly4nn yepes HeHaaEéKHbil (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NpeAHa3Ha4YeHHaa A41A 3alnTbl OT aTak C UCNOb30BaHNEM
npoTtokona ARP. CoobuieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEXKHOIO NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnun agpeca He coBNagatoT, TO KOMMYTaTop OTOpacbiBaeT Naker.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHPOPMALMK, coaepsKaLLeinca B 3aro/0BKax ypoBHeit 2, 3 n 4, y agMUHK-
CTpaTopa ecTb BO3MOXKHOCTb HacTpouTb 40 100 npasuA, COrnacHo KOTOPbIM NakeT by-
AeT 0bpaboTtaH, MMbo oTOpoLLEH.
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IP Source address guard

®YHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUKM TabmLbl cooTBETCTBUIM 6asbl gaHHbIX NpueA3ku DHCP — DHCP snooping u ctaTtn-
YeCKM CKOHPUIyprpoBaHHbIX IP-aapecos. yHKLMA UcNonb3yeTca A1A 60pbbbl ¢ Noa-
meHoM IP-agpecos.

1.2.7 ®yHKYuu ynpasaeHuUa KOMMymamopom

Tabanuya 7 — OcHOBHble GYHKUMM yNpaBAEHUA KOMMYTaTOpamu

3azpy3Ka u ebiepy3ka
¢gaiina Hacmpoiiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B paitie HaCTPOMKU, KOTOPbIA COAEPKUT AaH-
Hble KOHPUTypaLMM KaK BCEN CUCTEMbI B LLE/IOM, TaK M ONpesesieHHOro nopTa yCcTpom-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yetca gns onepaunini 3anmcu 1 yteHus dainos. MpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoiicTBa NOAAEPKMBAIOT 3arpy3ky U nepegayy no AaHHOMY npoTtokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

MpoTtokon SNMP ncnonb3yetca ANs MOHUTOPUHIA M yNpaBJeHUA CeTeBbIM YCTPOW-

KOMaHOHOL cmpoKu
(CLI)

lpomokon SNMP cTBOM. [1a ynNpaBaeHUA AOCTYNOM K CUCTEME ONpPeaensaeTca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNbHO Yepes no-
Numepdpeiic cnepoBaTtenibHbI NopT RS-232, nnbo yganeHHo yYepes Telnet. UHTepdelic KomaHa-

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npefocTaBAAeT CNMCOK KOMaHA, U KNKOYEBbLIX C/IOB A1 MOMOLUM MONAb30BaTeNto U
COKpaLLLEeHNI0 06beMa BBOANMbIX SAHHbIX.

Syslog — npoTokon, obecneynBatoLLmin Nnepesady coobLEeHNI O NPOUCXOAALLMX B CU-

Syslog .
cTeme cobbITUAX, a TaKXKe yBegoMNeHUI 06 olMBKax yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NPOTOKO/ CUHXPOHM3ALUN BPEMEHWN CETU, rapaHTUPYeT TOYHOCTb
(Simple Network Time CUMHXPOHM3ALLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM L0 MUNIMCEKYHAbI.
Protocol)
Traceroute — cnyxebHaa GyHKLMA, NpeaHa3HaYeHHan A4na onpeaeneHna MapLpyTos
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
ASMUHUCTPATOP MOKET ONnpeseuTb YPOBHU NpUBMAErMIA fOCTyNa ANa Nofb3osaTe-
KOHMpoaupyemsim . . -
Nert YCTPOICTBa U XapaKTePUCTUKU ANA KaXKAOro ypPoBHA NpuBuaernin (Tonbko gnn
docmynom — yposHu .
. yTeHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyMa K KaKAomy WHTepdelicy
LI).
Brokupoexa ynpasneHuns (SNMP, CLI). 3anpeT MoKeT bbiTb YCTAaHOB/IEH OTAE/IbHO A5 KaXKAoro
unmepdeiica TWNa gocTyna:
p Telnet (CLI over Telnet Session)
ynpaeneHus SNMP
SSH
JloKanbHasA [ns nokanbHOM ayTeHTUGUKALMM NOALEPKUBAETCA XpaHEeHWe Naposiel B base gaH-
aymeHmudguKayus HbIX KOMMYyTaTOpa.

dunempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, ABnaloWmMxca yne-

adpecos 013 SNMP Hamun SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMdUKaumm, asTopmsaymm 1 yyeta. Cep-
Bep RADIUS ucnonb3yet 6a3y AaHHbIX NO/b30BaTeNEN, KOTOPaA COAEPIKUT AaHHble
Kauenm RADIUS P YeT basy A Pan coAspnT A
NPOBEPKU NOAAMHHOCTU ANA KaXKA0ro nonb3osatend. KommytaTopbl cogepat Kam-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTPOMCTBO NpeaoCcTaBnAeT NoALePKKY NPOBEPKM NOAMHHOCTU KNAMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIN30BaHHYO
(Terminal Access cuctemy 6HesonacHocTm A MNPOBEPKU MNO/b30BaTeNei, MNosyyaloWwmx [oCTyn K
Controller Access w il ! YRAIOLX AoeTy
YCTPOMCTBY, @ TaKKe LLeHTPA/IM30BaHHYI CUCTEMY YNpaBieHus npu cobaoaeHun
Control System)

cosmectumocTtun ¢ RADIUS n gpyrumn npoueccamm NnpoBepKn NoAJNHHOCTU.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabnmue 8 npuseaeHbl ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMUCTBA

BupmyanbHoe CeTeBble KOMMYTATOPbl UMEIOT B CBOEM COCTaBe NPOrpaMMHbIE U annapaTHble cpea-
mecmupoeaHue Kabenas | CTBa, NO3BONAIOLME BbINMONHATL GYHKLMUM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BOSIAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBAsu.
AuazHocmuka YCTPOMCTBO NO3BO/IAET TECTUPOBAaTh ONTUYECKUIA TPaHcMBep. Mpu TeCTUPOBAHUK OT-
onmu4yecKo20 C/IeXXMBAOTCA TaKMe napameTpbl, Kak TOK W HanpaXeHue NUTaHuA, Temnepartypa
mpaHcusepa TpaHcusepa. Ans peannsaumnn TpebyeTtca noanepKKka aTUX GyHKLMI B TpaHCHBeEpeE.

. g . MpPOTOKON BTOPOrO YPOBHSA, CO3A4aHHbIN A1 aBTOMATUYECKOro 06HApyXeHUA NoTepu
UDLD (Unidirectional P poroyp » CO34 A Py P

. . OBYXCTOPOHHEN KOMMYHUKALUKN Ha ONTUYECKMX IMHUAX CBA3M.

Link Detection)

1.3 OcHOBHbIe TeXHUYECKME XapPaKTepPUCTUKMU

OCHOBHble TeXHMYEeCKMe NapameTpbl KOMMYTaTOPOB NpuBeaAeHbl B Tabauue 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKMEe XapPaKTEPUCTUKHN

O6wue napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
MES2408IP DC1 Realtek RTL8380M
MES2408P
MES2408PL
MaKeTHbIN MES2408C
npoueccop MES2408CP
MES2428
MES2428P Realtek RTL8382M
MES2428B
MES2428T
MES2424
MES24248 Realtek RTL9301
MES1428 24 x 10/100BASE-TX (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES2408B 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408C 8 x 10/100/1000BASE-T (RJ-45)
NHTepdelickl 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2408CP 8 x 10/100/1000BASE-T (PoE/PoE+)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2408IP DC1
MES2408P
MES2408PL

8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 100BASE-FX/1000BASE-X (SFP)
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MES2428
MES2428B
MES2428T

24 x 10/100/1000BASE-T (RJ-45)

4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2428P

24 x 10/100/1000BASE-T (PoE/PoE+)

4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2424
MES24248B

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

MponyckHaA
CcnocobHoCTb

MES1428

12,8 reut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL

20 réut/c

MES2428

MES2428P
MES2428B
MES2428T

56 réut/c

MES2424
MES2424B

128 réut/c

MNpoussogutens-
HOCTb Ha NakeTax
AAVHOM 64 baliTa

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL

14,88 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2424
MES2424B

95,2 MPPS

O6bem bydepHoi
namATu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

512 Kbant

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamauyuu
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MES2424

MES2424B 1,5 Mbaiir

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
O6bem O3Y (DDR3) MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

256 Mbaint

MES2424

MES2424B 512 Mb6aut

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
O6bem N3Y (SPI MES2408P
Flash) MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

32 Mbant

MES2424

MES2424B 64 Mbaiit

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
Tabaunua MAC- MES2408P
agpecos MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

8K

MES2424

MES2424B 16K
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06bem TCAM

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

1,5K

MES2424
MES2424B

2K

Konnuyectso ARP-3anuceit

1K

Koaunyectso rpynn
L2 Multicast (IGMP
snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

509

MES2424
MES2424B

1K

CKopocTb Nnepeaaqn
AaHHbIX

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

OnTnyeckune nHtepodericsl 100/1000 M6uT/c
dneKtpuyeckune nHrepdeiicsl 10/100/1000 M6éuT/c

MES2424
MES2424B

OnTuyeckune nHtepdericol 1000/10000 M6éuT/c
dneKktpuyeckune nHtepdeiicsl 10/100/1000 M6buT/c
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Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

128(ingress)/128(egress)

MES2424
MES2424B

1024(ingress)/512(egress)

MNopaepxka VLAN

cornacHo 802.1Q go 4094 aktusHbix VLAN

KauectBo obcnykunsaHmns QoS

npuMopuTnsauma TpaduKa, 8 ypoBHemn
8 BbIXOAHbIX o4yepeaein C pasHbIMM NPUOPUTETAMU ANA KaXKA0ro
nopTa

KonunuecTtBo BMpTYyanbHbix Loopback-

nHTepdelicos

10

Arperauua KaHanos
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

8 rpynn

MES2424
MES2424B

24 rpynnbl

Konnyectso sksemnnapos MSTP

64
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CBepxa/iMHHble
Kagpbl (jumbo
frames)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES2424
MES2424B

MES2408IP DC1

MaKCMManbHbIN pa3mep naketos 10 000 6ant

CooTBeTcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.3af PoE, IEEE 802.3at PoE+ (Ttonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL 1 MES2428P)

YnpasneHue

JloKanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH

dur3mnyeckme XxapaKTepUCTUKUN U YCAOBUA OKPY>KaloLen cpeabl

MNCTOYHUKM
NnUTaHUA

MES1428
MES2408C
MES2408CP
MES2408PL
MES2424

ceTb nepemeHHoOro Toka: 110-250B AC, 60/50 Iy,

MES2408
MES2428
MES2428T

ceTb NnepemeHHoro Toka: 110-250B AC, 60/50 I'y,
ceTb NOCTOAHHOTO TOKa: 18-72B

MES2408IP DC1

ceTb NOCTOAHHOTO TOKa: 36—72B

MES2408P

ceTb nepemeHHOoro Toka: 176-250B AC, 60/50 Iy,
CeTb NOCTOAHHOTIO TOKa: 36—72B

MES2428P

ceTb nepemeHHOro Toka: 170-264B AC, 60/50 Iy,
CeTb NOCTOAHHOTIO TOKa: 36—72B
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MNoTpebnseman
MOLLHOCTb

MES24088 ceTb NepemeHHoro Toka: 110-250B AC, 60/50 Iy,
MES2428B aKKymynAaTopHana 6atapen: 12B DC

MES24248 ymynarop pes:

MES1428

MES2408 He 6onee 10 Bt

MES2408C

MES2408B He 6onee 37 BT (c yueTom 3apsaa AKB)
MES2408CP He 6onee 160 BT (c yueTom Harpysku PoE)

MES2408IP DC1

He 6onee 135 BT (c yyeTom Harpysku PoE)

MES2408P

He 6onee 280 BT (¢ yyeTom Harpysku PoE)

MES2408PL

He 6onee 93 BT (c yueTom Harpysku PoE)

MES2428
MES2428T

He 6bonee 18 Bt

MES2428B

He 6onee 45 BT (c yueTom 3apsga AKB)

MES2428P

He 6onee 440 BT (c yyeTom Harpysku PoE)

MES2424

He 6bonee 25 Bt

MES2424B

He 6onee 50 BT (c yueTom 3apsaa AKB)

Broarket PoE

MES2408CP
MES2408IP DC1

120 Bt

MES2408P

256 Bt

MES2408PL

65 BT

MES2428P

370 BT

AnnapartHas
noaaeprKka
Dying Gasp

MES1428
MES2408C
MES2408CP
MES2428
MES2428P AC
MES2424

eCTb

MES1428B
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428B
MES2428P DC
MES2428T
MES2424B

HEeT

abaputHble
pasmepbl

MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 178 x 44 mm
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MES2408
MES2408B
MES2408C 310 x 177 x 44 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 204 x 44 mm
MES2428P DC 430 x 305 x 44 mm
MES2424
MES2424B 430 x 203 x 44 mm
MES1428
MES2424 2,26Kr
MES2424B
MES2408 1,72 kr
MES2408B 1,78 Kr
MES2408C 1,77 kr
MES2408CP 2,16 Kr

Bec MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 Kr
MES2428
MES2428B 2,35kt
MES2428T 2,37Kr
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NHTepBan
paboumnx
Temnepartyp

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P AC
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T
MES2424
MES2424B

o1 -20 po +50 °C

MES2408CP
MES2408P DC

oT-20 go +50 °C

Mpwu ncnonbzosaHun Kommepuecknx SFP-TpaHcueepos

« Temnepartypa

OKpyKalowiel cpeabl He  [OMKHA

npesbiwaTb +45 °C

MES2408 AC

o1 -20 go +60 °C

MES2408IP DC1

oT1-40 go +60 °C

MHTepBan TemnepaTypbl XPaHeHUs

oT-40 po +70°C

OTHOCUTENIbHAA BAAXKHOCTb NPU
aKcnnyatauuu (6e3 obpasoBaHus

KOHAeHcaTa)

He bonee 80%

OTHOCUTENbHAA BNAAXKHOCTb npu

XpaHeHuu (6e3 obpasoBaHus oT 10% no 95%
KOHAeHcaTa)
CpeaHuit cpok cnyKbbl 15 net

« Tun nuTaHKA yCTPOIiCcTBa onpeaenseTca Npu 3aKase.

1.4 KoHCTpyKTUBHOE UCNONHEHUue

B naHHOM pasgene onnCaHo KOHCTPYKTUBHOE UCMOJTHEHNE YCTpOﬁCTB. npe,ﬂ,CTaB}'IEHbI M306pa)KEHVI’r'I
nepep,Heﬁ, 3aAHEﬁ 1 60KOBbIX NaHenel YCTDOﬁCTBa, OnuncaHbl pa3bembl, CBETOANOAHbIE MHONUKATOPbI U Op-

raHbl ynpasaeHuA.

Ethernet-kommyTtatopbl cepuit MES14xx, MES24xx BbINO/IHEHbI B META/IIMY4ECKOM KOPMYyCe C BO3-
MOXHOCTbIO YCTAHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.
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1.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpolicme

BHewHMn BMA, nepegHelt naHenn MES1428 nokasaH Ha pucyHke 1.

A N—

» 27 AELTEX MES1428

1 3 5 7 L] 1 13 15 17 19 21 2
[ Y i | e P e | ! P it | [ vt
|:' j or 008ASE.Fu100088SEX
Console

— =8 ) e e gl Yl g gl el g
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PucyHok 1 —lMepeaHasa naHenb MES1428

B Ta6m4u,e 10 npmueeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1eHUA,
PaCnNoO/I0XKEHHbIX Ha I'IEpELI,HEﬁ naHeIn KoMmmMmyTaTopa.

Tabnunuya 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB ynpas/eHus nepegHein naHenn MES1428

Ne

dnemeHT nepeaHeit
naHenm

OnucaHue

~110-250VAC, 60/50Hz max
1A

Pasbem ana nogKknwyeHMAa K UCTOUYHMKY 3EKTPONUTAHMA NepemMeHHOro
TOKa

Power

MHAMKATOp NUTaHMA YCTPOMCTBA

Alarm

MHanKaTop neperpesa

Console

KOHCONbHbIN NOPT ANA NOKANbHOIO YNpaBieHNa yCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yerca

He ucnonbayetcs

RX

GND

GND

TX

He Ucnonb3yerca

He Ucnonb3yerca

He ucnonb3yerca

Pacnaiika KOHCONbHOTO Kabena npuseaeHa B NPUAOKeHUN B.

O oo NOULLDE WN PR

®YHKUMOHabHAA KHOMNKA ANA Nepes3arpysKku ycTpoincTea 1 cbpoca K 3aBoa-
CKMM HacCTpoMKam:

- NPW HA*KaTUK Ha KHOMKY AAUTeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOKCTBa;

- NPWU HaXaTUM Ha KHOMKY A/UTeNbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HaCTPOEK yCTPOWCTBa A0 3aBOACKOM KOHGUrypauuu.

[1-24]

MopTbl 10/100BASE-TX (RJ-45).

25, 26, 27, 28

Komb60-nopTbl: noptbl 10/100/1000Base-T (RJ-45)

25, 26, 27, 28

Kom6o-nopTbl: cnoTbl A/1A yCTaHOBKM TpaHcuBepoB 1000Base-X Combo.
LNK/SPD — cBeToBast MHAMKALMA COCTOAHUA ONTUYECKUX UHTEPDENCOB.
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BHewHW BUA nepeaHen naHenn yctponcts cepum MES2408 nokasaH Ha pucyHKax 2—10.

110-250 VAC 60/50Hz max 0.5A

Wi oavc 1 3 s 7 AeLTex Mes2408
@ (v, M i
1 2 3 4 5 6 7
PucyHok 2 — lNepeaHaa naHeno MES2408 AC
A i 1 3 s 7 AELTEX MES2408
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PucyHok 3 — lMepeaHaa naHenb MES2408 DC
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PucyHok 4 — lMepegHaa naHenb MES2408B

110-250 WAC 60/50Hz max 0.5A

cass 1
LASER DEVICE

. SELTEX MES2408C
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PucyHok 5 — lMepeaHaa naHenb MES2408C
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PucyHok 6 — lMepeaHaa naHeno MES2408CP
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176-250 VAC 60/50HZ max 24
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PucyHok 10 — NepeaHAasa naHenbs MES2408PL
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B Ta6nv1u,e 11 npueeaeH nepevyeHb pasbemos, CBETOANOOHbBIX UHOAWKATOPOB U OPraHOB ynpas/ieHUA,

pacnofioXKeHHbIX Ha nepeaHel NnaHeAn KoMMyTaTopos cepum MES2408.

Tabnavua 11 — OnucaHMe pa3sbemoB, MHANKATOPOB M OPraHOB YNpPaBAeHUA NepeaHel NaHeAn KOMMYTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHeii naHenm OnucaHue
1 =i Knemma gna 3a3emneHus ycTpomncraea
) ~110-250VAC, 60/50Hz max | Pa3bem ANA MNOAKAIOYEHUA K UCTOYHWUKY 3/1EKTPOMUTaHUA NepemMeHHOoro
1A TOKa
2.1 | 18-72 VDC max 10A Paszbem ana noaKao4eHUA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKa
2.2 | 36-72 VDC max 1A/10A Pasbem ana nogKknto4YeHnA K UCTOYHUKY S1IEKTPONMUTAHMA NOCTOAHHOTO TOKa
2.3 | 12VDC max 2A Pazbem AN NoAKNOUYEHUA K aKKYMYIATOPHOM H6aTapeun
Power MHAMKATOp NUTaHMA YCTPOMCTBA
3 Alarm NHankaTop neperpesa
Battery (ana MES2408B) MHAanKaTop paboTbl aKKYMynAaTOpHOK BaTapeun
3.1 | PoE1-8 NHaukaTopbl coctoaHnAa PoE-nopTos
KOHCONbHbIM NOPT ANA NOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnepgytowan:
1 He ucnonbsyetca
2 He ncnonb3lyeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnonbsyetca
9 He ucnonb3syetca
Pacnaiika KOHcoNbHOro Kabena npueeaeHa B NpUAOXKeHUM B.
®YHKUMOHaIbHaA KHOMKa A/1a nepe3arpyskun ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
5 . - MPY HaXKaTUM Ha KHOMKY ANnTeNbHOCTbo MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- NPW HaXKaTUKM Ha KHOMKY AautenbHoCcTbio 6onee 10 ¢ npoucxoamut cbpoc
HACTpOeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.
6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Komb60o-nopTbl: nopTbl 10/100/1000Base-T (RJ-45)
CnoTbl ANA YCTaHOBKM onTUYecKux TpaHcmeepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBast MUHAMKALMA COCTOAHUA ONTUYECKUX MHTEpdEencoB
- : 1 Base- .
7.1 | 9,10, LNK/SPD Komb6o-nopTbl: cnoTbl gas ycTaHoBKM TpaHcuBepoB 1000Base )f Combo
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEpPdEencoB
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BHewHW BuA nepegHen naHenn yctponcts cepum MES2428 nokasaH Ha pucyHKax 11-16.
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PucyHok 13 — lNepeaHAs naHenb MES2428B
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PucyHok 16 — lMepegHaa naHenb MES2428T
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B Ta6nv1u,e 12 npueeaeH nepevyeHb pasbemos, CBETOANOOHbBIX UHOAWKATOPOB U OPraHOB ynpas/ieHUA,

pacnofioXKeHHbIX Ha nepeaHel NnaHeAn KOMMYTaTopoB cepum MES2428.

Tabnvua 12 — OnucaHMe pa3sbemoB, MHAMKATOPOB M OPraHOB YNpaBAeHUA NepeaHel NaHeAn KOMMYTaTo-
pos cepun MES2428

No dnemeHT nepepHen Onncanme
naHenm
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKMOYEHWMA K WCTOYHUKY 3/MEKTPOMUTAHWMA MepemMeHHOro
(170-264 VAC 60/50 Hz max | Toka
3A pna MES2428P)
1.1 | 12vDC max 2A Pasbem g1 NoAKNIOYEHMA K aKKYMYNATOPHON BaTapeun
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ana Paszbem gnA NnoAKAKOYEHMA K UCTOYHMKY 31EKTPONUTAHNA NOCTOAHHOIO TOKa
MES2428P DC)
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm UHpuKaTop neperpesa
2
PoE NHankaTop paboTbl PoE
Battery (ona MES2428B) NHaukaTop paboTbl akkymynaTopHon batapeu
KoHCO/bHbIM NOPT ANA IOKaNBHOIO YNPaB/AeHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLlan:
1 Hewucnonb3yetca
2 He ucnosb3yeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ucnonb3yetca
8 He ucnonbsyetca
9  He ucnonb3syetca
Pacnaiika KoHcoNbHOrO Kabena npuseaeHa B NPUIOXKEHUN B.
PyHKLMOHaNbHAA KHOMKA ANA Nepesarpysku ycTpoictea 1 cbpoca K 3aBoa-
CKMM HacTpoMKam:
4 P - NPU HaXKaTUM HA KHOMKY AAUTENbHOCTbI0O meHee 10 ¢ npoucxoanTt nepesa-
rpy3Ka yCTpOMCTBa;
- PU HA)KaTUM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoaut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHpUrypaumm.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Komb6o-noptbl: noptbl 10/100/1000Base-T (RJ-45)
7 25 26, 27, 28, LNK, SPD Komb60-nopTbl: cNnoTbl ANA YCTAHOBKM TPaHCMBEPOB 1000Base-z( Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTepdelicoB
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB
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HELTEX

BHewWwHM BUA, nepegHer naHenn ycrponcts MES2424 n MES2424B noKasaH Ha pucyHKax 17 — 18.

110-250 VAC 60/50Hz max 1A

1.24 - 10/100/10008ASE-T
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PucyHok 18 — NepeaHaa naHenb MES2424B

B Tabnvue 13 npuseaeH nepeyeHb Pa3beMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaB/ieHUs,
pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopoB MES2424 u MES24248B.

Tabanua 13 — OnMcaHMe pasbemoBs, MHAMKATOPOB M OPraHOB YNpaBAeHUA NepegHelt NaHe M KOMMYTaTo-
pos MES2424 n MES2424B

dnemeHT nepegHen
Ne PeA OnucaHue
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMOYEHUA K UCTOUYHMKY 3S/1IEKTPOMUTAHUA MEepeMeHHOro
1A TOKa
1.1 | 12vVvDC max 2A Pasbem gns NnogKntoyeHna K akkyMyAaTopHoM 6aTapen
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2
Master NHAanKaTop pexkrnma paboTbl ycTpoiicTea (Beayiumii/segombiii)
Battery (ans MES2424B) NHanKaTop paboTbl aKKYMyNATOpHOM H6aTapeun
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
KOHCONbHbIV NOPT AN5 NOKANbHOIO YNPaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cnegytowan:
1 Hewucnonb3yeTca
2  He ncnonbsyetcA
3 RX
4 GND
4 Console
5 GND
6 TX
7  He ucnosb3syeTca
8 He ucnonblyerca
9  He ucnonb3yerca
Pacnaiika KoHCoO/IbHOrO Kabens npuseaeHa B NpUIoXKeHun B.
PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTBa 1 cbpoca K 3aBoa-
CKMM HaCTpoOiKam:
5 r - MPY HA)KaTMM Ha KHOMKY AAnTeNbHOCTbIo meHee 10 ¢ nponcxoauTt nepesa-
rpy3Ka yCTpOKCTBa;
- MPM Ha)KaTUM Ha KHOMKY AautenbHocTbto 6onee 10 ¢ npoucxoaut cbpoc
HACTpOeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu
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6 | [1-24] NopTbl 10/100/1000BASE-T (RJ-45).

7 | [XG-1-XG-4] MopTbl 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+).

1.4.2 3adHAsa naHenb ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.

T P
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PucyHok 19 —3agHAaa naHenb kKommyTtatopos MES1428, MES2428, MES2428T, MES2428B, MES2408IP
DC1, MES2408P, MES2424 n MES2424B

® e

PucyHok 21 — 3aaHAa naHenb kKommytaTtopa MES2428P

B Tabnmuax 14 u 15 npusBeaeH nepeyeHb pasbeMOoB, PacMo/IOKEHHbIX Ha 3a4Hel naHenu
KOMMYTaTOpOB.

Tabnnua 14 — OnucaHMe pa3beMoB 3afHel naHenu KommyTtaTopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenu OnucaHue

—_— o
1 Knemma 3asemneHuna = Knemma g1 3asemneHuns ycTpoincTea.

Tabnunuya 15 — OnmcaHue pa3bemMoB 3agHel naHean kommytatopa MES2428P

Ne dnemeHT 3agHel naHenu OnucaHue
1 BeHTUNATOPBI ANA OXNAXKAEHWUA YCTPOUCTBA.
—_— o
2 Knemma 3asemnenuna = Knemma gna 3asemneHua ycTpomcTea.
3 12VDC max 2A Pasbem gnsa NOAKNIOYEHUA K aKKyMynATOpHOM 6aTapeun

~110-250VAC, 60/50Hz max Pasbem 4nA NOAKNHOYEHUMA K UCTOYHWMKY INEKTPOMUTAHUA NepemeHHOoro
1A TOKa
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1.4.3 bokoevie naHenu ycmpolicmea
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PucyHok 23 — JleBasa 6okoBas naHesnb Ethernet-kommyTtaTtopos

Ha 60KOBbIX MaHeNAX yCTPOWCTBA PACroNOMKEHb! BEHTUNALMOHHbIE PELLETKMU, KOTOopble CAyXKaT Ans
oTBOAa Tensia. He 3aKpbiBaliTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHUMMK npeameTamu. ITO MOXKeT
MPMBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapylleHus B ero pabote. PekomeHaaumm no
YCTaHOBKe YCTPOMCTBA Pacro/oKeHbl B pa3aene «YCTaHOBKa U NMOAKAOYEHMEY.,

1.4.4 Ceemoeas uHOukayusa

CocTosHue uHtepoeiicos Ethernet nHaMUMpyeTCA ABYMA CBETOAMOAHBIMU MHANKaTopamu, LINK/ACT
3esieHoro ugeta n SPEED aHTapHOro useTta. PacnonoXeHue CBEeToANOA0B NOKA3aHO Ha PUCYHKax 24, 25.

1 O Nk
() sPD

PucyHok 24 — BHewHMI BUA pasbema SFP

LINK/ACT

i

SPEED

(0000000 1

PucyHok 25 — BHewHuMI Bug, pasbema RJ-45

Tabnumua 16 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-nopTtos 10/100/1000BASE-T

CBeyeHue nHAnKaTopa

CBeyeHue uHANKaTopa

CocTtosiHne uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoyeH MopT BbIKNOYEH AN COEANHEHME HE YCTAHOBAEHO
YcTaHOB/EHO coeaMHeHne Ha ckopocTn 10M6ut/c nan
BbikntoueH [opuT NOCTOAHHO

100M6wuT/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopocTn 1000M6uT/c

X

MwuraHune

MpeT nepenaya gaHHbIX

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamauyuu
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CuctemHble MHpuKaTopbl (Power, Alarm) cayxaTt gnsa onpeaeneHnsa coctosiHMA paboTbl y3nos
KommyTaTtopos cepumn MES14xx, MES24xx.

Tabnunuya 17 — CBeToBanA MHAMKALMA CUCTEMHbIX MHANKATOPOB

HasBaHue ®dyHKUMA -
CocToAHMe MHAUKATOpa CocTtoAHMe ycTpoiicTBa
UHAWKaTopa MHAUKaTOpa
BbikntoueH MuTaHue BbIK/IIOYEHO
CocTosiHune . MuTaHWe BKAOYEHO, HOPMaJibHaA
3eneHbl, ropuT NOCTOAHHO .
Power MCTOYHMKOB paboTta ycTpolicTea
nuTaHuA . CamoTecTMpoBaHMe YyCTPOMCTBA NPK
3eneHbli, mepuaet
ctapte (POST)
Alarm CocTosAHue He roput HopmanbHasa paboTa ycTpoincTaa
ycTpolicTBa KpacHbIi, roput NOCTOSHHO MNeperpes
o MoakntoyeH notpebutens PoE (roput
NHankaTop 3eneHbli, TOpUT NOCTOAHHO .
WMHOMKATOP, COOTBETCTBYIOLMI NOPTY)
PoE coctoaHua PoE- "
nopToB KpacHbIN, ropmuT NOCTOAHHO OwwnbKa PoE Ha nopTy
BbikntoueH MNotpebutens PoE He nogkatoueH
Mpu3Hak . YCTPOWMCTBO ABAAETCA K MACTEPOM»
3eneHbl, ropuUT NOCTOAHHO
BeaylLero CTeKa
Master ycTpoWncTBa —
YCTpPOMCTBO He ABAAETCA «MacTepom» B
npu pabote B
BbikntoueH CTeKe UM He 3aaH pexum
CTeke
CTEKMPOBaHUA
WHamkaTop 3eneHbli, ropuT NOCTOSHHO AKB nogKkntoueHa
Battery COCTOAHNA KpacHbIi, roput NOCTOAHHO Hu3Kkuii yposeHb 3apsaga AKb
AKKYMYNATOPH
o1 batapeu BbikntoueH AKB oTKAo4eHa

v/

Ecan nugukatop Alarm v uHgukatop PoE ogHOBpeMeHHO ropAT KpacHbIM LiBETOM, — 3TO
CUTHANU3UpPYeT 0 KpUTHUEecKon owmnbKke PoE.

1.5 KomnnekTt nocraBKku

B 6a30BbIli KOMMNAEKT NOCTaBKU BXOAAT:

Ethernet-kommyTaTop;

LLIHYp NUTaHKA (B cnydae KOMNAEKTaUMM Moaynem NuTaHua Ha 220B);
KoMnneKT Kpenea B CTOMKY;
PyKoBOACTBO Mo 3KcnnyaTaumm (noctasasetca Ha CD-gucke);

Macnopr.

Mo 3aKa3y noKynaTenAa B KOMNAEKT NOCTaBKU MOTyT 6biTb BK/loUeHbl SFP/SFP+-

TpaHcUBepbI.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT NOCTAaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 418 YCTAHOBKMU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHOK 26 — KpenneHune KpoOHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TAaKMMMU XKe OTBEPCTUAMMU Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TprNoxKnUTe YCTPOMCTBO K BEPTUKAAbHBIM HAaMPaBAAIOLLMM CTOMKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNONaranoCb ropU3oHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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OLO000000/0,

/ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ‘ﬂﬂ"ﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂ/

£

PucyHOK 27 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHKe 28 npuBegeH npumep pasmelleHns kKommytatopoB MES14xx n MES24xx B cToMKe.

o MES14xx/MES24xx N1 o
(o] KabenbHblin opraHainsep (o]
(o) MES14xx/MES24xx N2 (o]
(o] KabenbHblin opraHainsep (o]
(o) MES14xx/MES24xx N3 (o]
(o] KabenbHhblin opraHainsep (o]
o 7 MES14xx/MES24xx N4 (o]
o KabenbHhblii opraHanaep o
o]  MES14xxMES24xx N5 o
] KabenbHhbIii opraHanaep o

PucyHokK 28 — PasmelieHne KommyTtaTopoB MES14xx n MES24xx B CTOMKe
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He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
e 3agHeli naHenu, NOCTOPOHHUMW npegmeTamu Bo M3belKaHMe neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.3 MMoaknioueHue NUTaOLWEN ceTn

1. Mpexae, 4em K ycTponctey ByaeT nogKkAtoYeHa nuTalowan ceTb, HEOOXO0AMMO 33a3eMANTb
KOpMyC yCTponcTBa. 3a3emsieHne HeobxoAMMO BbINOMHATL M30JMPOBAHHBIM MHOTOMWb-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYEHME 3a3eMIALOLLErO NPOBOAA AO0KHbI CO-
oTBeTCTBOBaTb TpeboBaHuamM MY,

2. Ecau npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA WAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. [MoakrntoumnTte K yCTPOMCTBY Kabesb NUTAHUA. B 3aBUCMMOCTM OT KOMMNEKTALMN YCTPOMCTBA,
MUTAHWE MOXKET OCYLLECTBAATLCA OT CETU NEPEMEHHOIO TOKa, MBO OT CETU NOCTOSHHOIO
TOKa. [pM NOAKNOYEHNN CETU NEPEMEHHOTO TOKa CAeAyeT UCMO0Ab30BaTb Kabesb, BXOAALLMIA
B KOMMJIEKT yCTPOMCTBA. JNA NOAKNIOYEHMA K CETU NOCTOAHHOIO TOKAa UCMOJIb3yNTE NPOBOJ,
ceyeHnem He meHee 1 Mm>,

4. BKAOYMTE NUTAHME YCTPOMCTBA U ybeanTech B OTCYTCTBUM aBapuii MO COCTOAHMIO MHANKATO-
poB Ha nepegHen naHenu.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKUX MOAynEﬁ MOXeT NPpon3BoaAnUTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

K

PekomeHpayeTca pasgenbHoe noakntoyeHue SFP-tpaHcMBepa M onTUYeCKOro naty-Kopaa B
cnor.

K

1. BcraBbTe BepxHMit SFP-moAy /b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUXKHWUI SFP-mo-
Oy/Nb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 29 — YcTtaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Korpa oH BCcTaHeT Ha MecTo, Bbl ycabiwnte xapaKTeprlﬁ Len4vyoK.

PucyHok 30 — YcraHoBneHHble SFP-TpaHcuBepbl
[na ypaneHuna TpaHcueepa:

1. OTKpoWTe 3aLLenky mogyns.

PucyHok 31 — OTKpbITMe 3awenku SFP-TpaHcueepos

2. W3BnekuTe Moaynb U3 cnoTa.

PucyHok 32 — N3BneveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K Hayany CTpOKM
Ctrl+E BepHyTbCA K KOHLLY CTPOKM
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBO
Ctrl+B MpoaBWHYTLCA HAa3ag, Ha OAMH CUMBOA
Ctrl+D YaanuTb AaHHbIA CUMBO
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA
Ctrl+K Ypanutb KOHew, CTPOKM Noc/ie CMMBOAA
Ctrl+w Ypaannte npegblayliee c10Bo
Ctrl+T MepemecTuTb NpeablaAyLWnin CUMBO
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K cieayloLLel CTPOKE B UCTOPUU KOMAHA,
Ctrl+Z Bo3BpaT K KopHeBomy pexxkumy CLI

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbINA NOPT;
—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIx — 115200 604;

—  3a4aTb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIV 6UT, 6€3 KOHTPOAA YETHOCTH;

—  OTK/IIOYWTb annapaTHOE M NPOrpPaMMHOE yrpaB/ieHNe NOTOKOM AaHHbIX;

— 33aJ4aTb peXuMM sMyaauMuM TepmuHana VT100 (MHorve TepmMuHafbHble NPOrpamMmbl
MCNONb3YIOT AaHHbIN PEXUM IMYNALMN TEPMUHANA B KAYECTBE PEKMMa N0 YMOYAHUIO).

3.3 BkAaouyeHue yCcTpoiicTBa

YCcTaHOBUTb COeAMHEHNE KOHCOMM KoMMmyTaTopa (nopT «console») ¢ pasbemom nocnenoBaTeNbHOro
NHTepdelica KoMnbloTepa, Ha KOTOPOM YCTaHOB/IEHO NPOrpamMmMHOe obecrneyeHne aMyaaLUU TepMUHaNa.

BKAOUMTL  yCTpOMCTBO. TpM  KakAOM  BKAKOYEHUM KOomMyTaTopa

3anyCKaeTca npouecc

MHUUMANM3ALMM YCTPOIMCTBA, NOCNE KOTOpPOM HeobxoAMMO MpOWTH npoueaypy asTopus3auMu gna

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ****x* (admin)
console#

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamauyuu 37




HELTEX

3.4 3arpy3o4yHoe MeHIo

Ons Bxoda B 3arpy3o4yHoOe MeHto cneayeT NoAKAUYUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysutb YCTPOMCTBO M BBECTM Maposib 4/1A 3arPy304YHOrO0 MEHK B TeyeHMe 3-Xx CeKyHa nocse
NofABJEHUNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382

Kk hkhkhkhkkhhhkhkhhkhhkhhhhhhkhhkhkhkdhhkhhkrkhkhkhrkhhkh ok hkhkhkhkdhkrkrkkhx
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B

Ak hkhkhkhkkhhhkhkhkhkhhkhhhhrkhkhkhkhkhkdhhkhkhk ok hhkhhkhhkrkhkhhkhkhkkdhkhxkrkkx
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY
khkhkhkkhkhkhkhkkhkkhkhhkhhkkhkhkhrhkhkhhhkhhkhhkhrhkkhkkhhkhkhhkkhhkrhkkhkkhkhkhrhkkhkhxkhk*k
#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Kk hkhkhkhkkhhhkhkhhkhhkhkhhhkrkhkhkhkhkhkdhhkhrhkrhkhkrkhhkhhkrhkhkhkhkhkdhkrkrkkhx
**x%%x RTL8214FC config - MAC ID = 24 **x*

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

)
’ Maponb OT 3arpy3o4yHOro MeHIo No YMOAUYaHUIO ANA BCeX YCTPOMCTB «eltex».
B

Bua 3arpy3o4HOro meHio:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnnua 18 — dyHKunumM nHTepdelica 3arpy3o4HOro MeHo

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTbL 3aBOACKME HAaCTPOMKK.
Boot password M3meHeHWe Napona Ha 3arpy304HOe MeHHo.

Password Pecovery Procedure | BoccTtaHoBneHue ycTpadeHHoro napons. Mpu cnegyiowei 3a-
rpyske ocHosHoro MO nosab3oBaTeNb CPasy NONALET B PEKUM
privil EXEC 6e3 BBOZa napons.

Image menu BblbpaTb aKTUBHbIM 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-
eHHbIM ¢alhin cuctemHoro MO He BblbpaH aKTUBHbLIM, TO
YCTPOMCTBO BbINOHUT 3arpy3Ky C UCMOAb30BAHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOIO c/10Ta C 06pasom
no;
[2] Set current image —BbIbOp aKTMBHOTO c/lI0Ta cuctemHoro MNo;
[3] Back.

Serial bandwidth BblbOp CKOPOCTU NOCNef0BaTENbHOIO MHTepdeiica.
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[nA BbIXxoAa M3 3arpy304HOro MeHto 1 NPoAO0IKEHMA 3arpy3Kn oCHOBHOro obpasa M0 Heobxoanmo
HaXaTtb <Esc>.

Ecnu B TeueHUe 1 MUHYTbI He BblIBpaH HM OAMH U3 NYHKTOB MEHIO0, 3arpy3Ka yCcTpoicTea npo-
e BONXUTCA.

3.5 Hacrtpo#ka PpyHKUMU KOMMmyTaTOpa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPMPOBAHMIO YCTPOMCTBA MOXKHO pa3AennTb Ha ABa TUna:

— ba3oBas HacTpoiKa — BK/toYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHPUTYpaLUmn m

HACTPOMKY ANMHAMMYECKUX IP-agpecos.
— Hactpoiitka napameTpoB cuctembl 6€30MaCHOCTM — BK/OYAET YMNpPaB/iEHUE CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

HUA N06bIX BHECEHHbIX U3MEHEHUI B HaCTpOﬁKy KOMMYTATOpPa UCNo/ib3dyeTca cneayrowan
KOmaHAa:

V’- Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHEeHHble AaHHble ByayT yTepAHbl. AnA coxpaHe-

console# write startup-config

3.5.1 Asmomamuueckaa Hacmpolika napamempoe Kommymamopda
(Zero Touch Provisioning)
B uenax aBTOmMaTM3auUMKM ynNpaBaeHUs KOMMYTaTOPOM Ha ycTpoicTBe nopaepaHa ¢yHkuma ZTP
(Zero Touch Provisioning). JaHHasa ¢yHKLMA NO3BOAAET MNONYUYNTb HACTPOMKY HEKOTOPLIX onumii oT DHCP-

cepBepa Ha 3Tane NoAKN4YeEHNA yCTpOﬁCTBa. Mo ymonyaHuto ZTP BKAKOYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnnua 19 — KomaHab! perkmma rnobanbHoM KOHPUrypauum

3HayeHue/3Ha4yeHue no »

KomaHoa / Aelicmeue

yMoA4YaHuio

ztp enable BKkntoumTb paboty ¢pyHKumm ZTP.

V Mo ymonuanuio ZTP nopaepkuBaeT nepegayy onuui
43, 66, 67. MNoponuuu pana 43 onuyuu:

-/BKAtOYEH, 3anycKaeTca -1-image
BHaya/ie CTapTa NPOLWUNBKK -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKNOUNTb paboTy dyHKuMK ZTP

3.5.2 bas3osasa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTea HeobXxo4MMO NOAKYMTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocaeaoBaTeNbHbIA NOPT. 3aNyCcTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyAALUN TEPMUHANG COTNACHO MYHKTY

3.2 «HacTtpolika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOIb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWCTBY yAa/eHHO.

basoBas HaCTPOﬁKa BK/IIOYHaET cheayouee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
YaaneHue yyeTHOM 3anmcu «guest» nam usmeHeHne napona ana Heé.
Co3paHue HOBbIX NOJIb30BaTENEMN.

HacTtpoiika ctatuueckoro IP-agpeca, Macku NOACETM U LWHO3A MO YMOYAHUIO.
HacTpoika napameTtpos npoTokona SNMP.

ukwnN

3.5.2.1 3adaHue naponsa 0aa nosavb3osamensa «admin» u co30aHue HOBbIX Nonb3oeameneli

DOns obecnevyeHunn 3alMLLLEHHOrO BXOAA B CUCTEMY HEO6XOAMMO HAa3HAYMTb NAPOJIb NPUBU-
e nernposaHHOMY Nonb3osaTento «adminy.

Mma nonb3oBatens W Napoib BBOOMTCA MPU BXOAE B CUCTEMY BO BpPEMA CEaHCOB
aAMUHUCTPUPOBAHUA ycTpoicTBa. [ns co3AaHNA HOBOMO MO/1b30BaTe/NA CUCTEMbI MW HACTPOMKK Nto6oro
13 NapameTpoB — MMEHM N0/b30BaTe A, Napos, YPOBHA NPUBUAETUIA, UCNOSb3YIOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V’ YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer 40CTyn K YCTPOWCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKyY ycTpoiicTaa.

Mpumep KOMaHA ANA 3a4aHKUA nonb3osaTento «admin» napona «Eltex_1» 1 co3aaHua nonb3osaTens
«operator» ¢ naponem «Pass_2» 1 ypoBHeM npusuaernin 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
V MHdopMaumMA O NIOKANIbHbIX YYETHDbIX 3anNUCAX XPAHUTCA B SHEPrOHEe3aBUCMMOW NaMATU U
MoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.
' Heobxoaumo 6paTb B KaBbIUKM MMEHA YUYETHbIX 3anMceil M Napoau, CoAepKaLlme cneLcum-
- BOJIbI.

3.5.2.2 Hacmpolika cmamuveckozo IP-adpeca, macku nodcemu u Wsr03d o ymoAaYaHuo

[N BO3MOXHOCTM yNpaB/ieHUs KOMMYTaTOPOM M3 CETU HeobXoAMMO Ha3HauuTb YyCTpoMncTBy IP-
afpec, Macky NOACETU U, B C/lyvae YNpPaBAeHUA M3 APYroM CeTu, W03 N0 YMONYaHuto. IP-agpec MOXKHO
Ha3Hauutb ntobomy wmHtepdeicy — VLAN, dusmuyeckomy nopTy, rpynne noptoB (MO yMOAYaHUIO Ha
uHTepdelice VLAN 1 Ha3HaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a A0/KeH
NPUHaANEXKaTb K TON e NOACETH, YTO M 0AMH U3 IP-uHTepdeincoB ycTpoicTBa.

Mpumep KomaHA HacTponKku IP-aapeca ana nHtepderica VLAN 1

MNapameTpbl MHTEPdElica:

IP-adpec, HazHauyaemblil 019 uHmepgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wro3a no-ymonyaHuto —192.168.1.1
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console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if)# exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[nsa Toro utobbl yoeanTbea, UTo agpec bbin HasHayYeH MHTepdENCy, BBeAUTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

YCTPOMCTBO COAEPIKUT BCTPOEHHbIM areHT SNMP 1 nogaeprkuBaeT Bepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepknBaeT Habop cTaHAAPTHbIX NepemeHHbiXx MIB.

[Nna BO3MOXHOCTU agMUHUCTPUPOBAHNA YCTPOCTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
c0o34aTb XOTA 6bl 0AHY CTPOKY coobluecTsa.

dopmat KoHourypaumm SNMP goaxKeH NpUHMMaTh CAeayoLWnin BUA:

snmp user user

snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KauyecTBe npumepa bygem mcnonb3oBaTb Bepcuto snmpv2c. Cosgaaum nosb3osatens USER,
npuvHagnexawero rpynne GROUP. [aHHbI nonb3oBaTeNb AOMKEH MMETb BO3MOMKHOCTb MCMOJ/b30BaTb
community NETMAN, Kotopoi npucsoum uHaekc 1. Fpynne GROUP 6yapet paspelweH p[ocTyn Ha
yTeHune/3anucb/nonydeHne snmp-trap No o6bEKTam, NpUHaANEKaALWMM Viewiso. O6beKTbl, 418 KOTOPbIX
pa3pelleHa OoTnpaBKa TPanos, AO/KHbI NPUHaANeXaTb Ter-nucty TAG, oTnpaBaATbCA Ha rpynny agpecos
ADDR, B KoTOpYtO BXOAMUT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna nonb3osatena USER.

console
console
console
console

config
config
config
config

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZ2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

AA,\,\,-\,-\
—_— — —— —— ~— ~—

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #
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Tabnnua 20 — KomaHabl pexknma rnobanbHOM KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPABKY Tpanos no cobbiTuio login/logout

OTKAOUYUTL OTNPABKY Tpanos no cobbiTuio login/logout

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBaTb OTNPABKY TPANoOB Mo COBbLITUIO 3amblKaHua/ pas-
MbIKaHUsA CyXMX KOHTAKTOB

OTKNOYNTD OTnpaBKy Tpanos nNo cobbITuIo 33MbIKaHMH/
Pa3MblKaHNA CYyXUX KOHTAKTOB

snmp enable traps coldstart

AKTMBMPOBaTb OTNPABKY TPANoB No cobbITUIO KecTKoW' nepe-
3arpysku

-/BKAOYEHO - —
no snmp enable traps OTKOUYUTH OTNPABKY TPanos no cobbiTUiO ¥KecTKoi' nepesa-
coldstart TPY3KM
snmp enable traps warmstart AKTMBMPOBATL OTMPABKY TPANoB Mo cobbITUIO Nepe3arpysku
no Kkomange ‘reload’
-/BKAtOYEHO

no snmp enable traps
warmstart

OTKOUYNUTL OTMPABKY TPANoB No cobbITUIO Nepesarpysku no
KomaHge ‘reload’

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJI0B

Cosgatb SNMP-nonb3oBarens.
- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTea

Ypanute SNMP-nonb3osaTens.

snmp community index
indexname namesecurity
user_name

no snmp community index
index

index: (1..32) cumBoNOB;
user_name: (1..32)
CUMBOJI0B

MpuBsA3aTh COO6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
371aHHOMY M0/1b30BaTeNIO.

YT06bI paspeLnTb UCNob3oBaHne N6oro cneumnanbHoro
CMMBO/1a B Ha3BaHUM 1 MHAEKCE COOBLLECTBA, YKaXKUTE ero B
[BOWHbIX KaBblykax. Ecnv HassaHMe n MHAeKc coobliecTsa co-
[epKaT TONbKO ByKBbI U LMPbI, TOTAa ABOMHbIE KaBbIYKK He
HY>KHbI.

Ypanute SNMP-coobuecTBO ¢ yKa3aHHbIM UHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CMMBO/I0B

Co3gaet SNMP-rpynny uam tabnaunuy cootsetcteuin SNMP-
nosb3osaTesnei n npasun ob6o3peHnin SNMP

Ypanaer SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBO/IOB

Paspewunts SNMP-rpynne goctyn Ha YTeHue, 3anNucb U OT-
NpaBKy SNMpP-TPanoB No 06bekTam, NpUHaSAeKaL UM
read/write/notify-view.

3anpetutb SNMP-rpynne goctyn Ha YTeHue, 3anucb 1 oT-
NpaBKy SNMP-TPanoB No 06bekTam, MPUHAANEKALLMM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJIOB

Co3pgaeT unu pedakTmpyeT npasuao obospeHuns ana SNMP—
paspelatolLee NpaBunao, IMBO orpaHMYMBatoLLEE CEPBEPY-
obospesatento goctyn K OID.

- OID — ngeHTMdumKaTopa obekta MIB, npeacTBAEHHbIN B BUAE
nepesa ASN.1

- included — OID BKntoYeHa B Npasuio ana 0603peBaHus;

- excluded — OID uckntoyeHa B npasuio aaa ob6o3peBaHus.

YaanaeT npasuno o6o3peHus ana SNMP.

snmp targetaddr targetAddr
param targetParamiP_addr

targetAddr: (1..32)

Co3gzaTb rpynny agpecos, Ha KoTopble 6yAyT OTNPABAATLCA
Tpanbl COrNAacHO NapameTpam Ter-aucra

. . CMMBONOB,
taglist taglList
targetParam: (1..32)
no snmp targetaddr CUMBO/IOB: YpanuTe rpynny agpecos, Ha KOTopble byayT OTNpaBasaTbLCA
targetAddr taglist: (1..255) CUMBO/IOB Tpanbl COrIaCHO NapameTpam Ter-mcra
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snmp targetparams
target_param user user_name

security-model {v1 | v2c | v3} user_name: (1..32)

message-processing {v1 | v2c CMMBONIOB;
[ v} target_param: (1..32)
CUMBO/IOB;

no snmp targetparams
target_param

YKasaTb napameTpbl OTNPABKX TPanos, onpeaensemble nosb-
30Baenem

Yaanute napameTpbl OTNPABKMU TPaNoB, onpeaensemble nosb-
30Baesiem

system location text Name:(1..255) cumBosios

Onpegenset MHGOPMALLMIO O MECTOMOOKEHUN YCTPOMCTBA.

system contact text Name:(1..255) cumBosios

Onpeaenset KOHTAKTHYO UHOPMaLMIO YCTPOMCTBA.

3.5.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI WUCMOAb3yeTca MexaHusm AAA (ayTeHTudUKaums,
aBTopusauma, yyet). Ana wndpposaHMA AaHHbIX UCMOb3yeTcs MexaHu3m SSH.

3anuncu B cucteme 6e30MacHoCTy.

Authentication (ayTeHTUPMKaAUMA) — COMOCTaBNEHME 3anpoca CYLLECTBYIOLLEN YYETHOM

Authorization (aBTopu3aums, NpoBepKa YPOBHA AOCTyMNa) — CONoCTaB/IeHNe YYETHOM 3anmncu

B cucteme (npouwealueit ayTeHTMOUKaLNIo) M onpeaenEHHbIX NOAHOMOUYMNA.

Accounting (y4€T) — cnexkeHme 3a notpebaeHnem pecypcos rnosib3oBaTesiem.

napoJys — admin.

[Ipy MCHOJIB30BAHUM HACTPOEK YCTPOMCTBAa 10 yMOJIUAHMIO MMsS [OJib30BaTens — admin,
[lapoJib Has3HAYAETCs IOJIb30OBATEJIEM.

Memodbl aymeHmuguKkayuu U asmopusayuu mo2ym bbimb HacmpoeHsb! 27106aa1bHO Uau

Ha omoesibHbIe AUHUU.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

[na BXo4a B PEXMM KOHOUTYpaLMM TMHUIA MCNOb3YIOTCA KOMaHAbI:

line {console | telnet | ssh}

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHOUIypauum ANHUNA:

console (config-1line) #

Tabnnuya 21 — KomaHab! perkmma rnobanbHoM KOHPUrypauum

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

enable authentication
{local | radius | tacacs}

-/BbIKNOYEHO

3afaeT meToA ayTeEHTUOUKALUKM NONb30BaTeNs MPU MOBbILLEHUN
YPOBHSA NPUBUAETNIA ANA KOHcou, telnet, ssh.
- radius — ucnosb3oBaTb cnmMcok RADIUS-cepBepoB ana ayTeH-
TUdUKaumm;
- tacacs — ucnonb3osaTb cnucok TACACS-cepBepoB Anf ayTeH-
TMdUKaumu.

no enable authentication

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

login authentication

{radius | tacacs} [local] ~/local

3agaeT meTof ayTeHTUdMKAL MM NONb30BaTENA NPU BXoAe
ANA KoHconu, telnet, ssh

no login authentication

YcTaHaBAMBaeT 3HaYE€HUE MO YMONYAHMIO.
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXKA0M M3 PEKMMOB.

[na nepexoda U3 O4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMNX PEXMMOB M KOMaH/, BXO4a B PEXMUM:

KomaHOHblili pexcum (EXEC), naHHbIA pexxum JOCTyneH cpasy noc/e ycnewHomn 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NO/Ib30BATENA U NaPOsA (41° HEMPUBMAETMPOBAHHOTO NoAb3oBaTens). NpurnalweHune
CUCTEMbI B 3TOM pPEXXMMe COCTOUT U3 UMeHU ycTpolicTea (host name) u cumsona “>”.

console>

Mpueune2uposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXnMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAA MMeHW NoNb3oBaTena U napond. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06WKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbl U3 Jio-
60ro noapexnma KoHOUrypaumn. Bxos B pexkMm oCyLLEeCTBNAETCA KOMaHAoM configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHgpueypayuu mepmunHana (line configuration), paHHbIN peXkMm nNpeaHasHaYeH gna KOoH-
burypaumm, ceasaHHon ¢ paboTon TepMUHana. Bxog B perKMM OCYyLLECTBAAETCA U3 peXMMA FN06anbHOM
KOHUrypaumm kKomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC umeet cneayowmin BuA:

console>

Tabnunuya 22 — basoBble KOMaHAbI, AOCTYMNHble B pexxnme EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
0 yMOAYAHUIO
enable [priv] priv: (1..15)/15 MepekNtounTbCA B NPUBMAETMPOBAHHBIN PEXUM (€CAU 3HAYEHUEe
He yKa3aHo — TO YpOBEHb Npusuneruin 15).
logout - 3aBepLueHue TeKyLLell ceccum v cMeHa noab3osaTens.
exit - 3aKpbITb aKTUBHYIO TEPMUHANIBHYIO CECCUIO.
help 3anpoc cnpaBoYHOM WHPopmaumm o paboTe mHTepdelica Ko-
i MaHZHOW CTPOKM
show privilege - MokasaTb ypoBeHb NPMBUAETUIA TEKYLLETO NOJ/b30BaTeNsA
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KomaHObl pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console#

Tabnunua 23 — basoBble KOMaHAbl, 4OCTYMNHblE B pexxume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIV PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrHbie 80 8cex pexumMmax KOHgu2ypauuu

3anpoc KOMaHAHOM CTPOKM MMeeT OANH U3 CAeAYIOWNX BUAOB:

console#

console (config) #

console (config-line) #

Tabnnua 24 — ba3oBble KOMaHAbI, JOCTYMHbIE BO BCEX PEXMMAX KOHPUIYypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro

exit BbIliTM 13 n06Oro pexkmma KOHPUrypaLmm Ha ypoBeHb Bbllle B
) nepapxmm Komang CLI.

end BbIliTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum
) (Privileged EXEC).

do ) BbINONHWUTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-

KMMa KOHOUrypaumu.
help - BblBOAMT cNpaBKy MO UCMONb3YeMbIM KOMaHAaAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOM CTPOKMU

®dunbTpaums coobLyeHni N03BOAAET YMEHbLINTL 06BeM 0ToBpakaeMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBatens U 06aerdynTb NOUCK Heobxoanmon nHpopmaumu. na ¢unbTpauum Tpebyerca nobasuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOA «|» M UCNOJIb30BaTb OAHY M3 ONUMIA GUALTPALUKN, NEPEUYNCNEHHDIX B
Tabanue 25. dPunbTpauua paboTaeT ToNbKO 414 show-KomaHg,

KomaHOb1 pexcuma privilegedEXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUa,:

console#

Tabnunua 25 — basoBble KOMaHbl, 4OCTYMNHbIE B pexume privilegedEXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

grep

BblBOAWT BCE CTPOKM, CoAepKaLume LWabioH.

grep-v

BbIBOAMT BCE CTPOKM, He coaepKalume wabaoH

grep -c "regexp"

BbIBOAMT BCE CTPOKM, COAEPIKALLUE PETYNAPHbIE BbIPAXKEHUA:

. — COOTBETCTBYET Nt06OMY OTAE/ILHOMY CUMBOY;

* — npeaplAyLmMii cumBon cooTseTcTByeT O Mnu bonee pas;

A — cooTBeTCBYeT Npobeny B Hauane CTPOKM;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKK, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBaAPaTHbIX CKOBOK;

\ — WrHOPWTYET CMMBOJ, CNelyloWMii 33 PeryaapHbIM Bbipaxe-
Hem
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4.3 KomaHabl ynpaBneHUa cMcTemoun

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console>

Tabnunuya 26 — KomaHapl ynpaBneHus cucremom B pexkume EXEC

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout] host: (1..158) cumBon0B;
size: (36..2080)/64 6aiiT;
count: (0..10)/3;

timeout: (1..100)

KomaHga cnyxuT ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/y ceTU, a TaKXKe ONA KOHTpoAaA
nocrtynatowmx oteeTos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- host — nomeHHOe Ums y3na ceTu;

- size — pasmep NakeTa 4na OTNPaBKK, KoMYecTBO BalT B NakeTe;
- count — KO/IMYECTBO NAKeTOB ANA Nepesayu;

- timeout — Bpems 0XXnAaHWA 0TBETA HAa 3anpoc.

traceroute{A.B.C.D | ipv6
AAAA::BBBB} [size size] [ttl
tt/] [count count] [timeout

OnpefeneHne Mmapuwpyta TpadMKa [0 y3na  HasHayeHus.
- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB - IPv6-agpec y3na cetn

timeout] i . - host — nomeHHOoe Ums y3na cetu;
size: (64..1518)/64 6aitr; . 6ai .
ttl: (1.255)/30; - size — pa3mep nakeTta A41A OTNPaABKKU, KOANYECTBO BanNT B NakeTe;
! t“ 1.10 /3’ - ttl — MakcMManbHOE KONMYECTBO Y4acTKOB B MapLUpyTe;
count: (1.. ;
. ( )/3; -count — KO/MYeCTBO NOMbITOK Mepegayn Makera Ha KaX4om
timeout: (1..60)/3 c .
y4acTKe;
- timeout — Bpems 0XX1AaHWA OTBETA HA 3anNpoc;
1 OnucaHue oWM60K NpU BbINONHEHUN KOMAHA, U pe3y/b-
V TaToB NpMBeAEeHO B Tabauue 28.
show users OtobparkeHne MHOOPMALMU O NONL30OBATENAX, WMCMNOJb3YHOLLMX

pecypcbl yCTPOMCTBa.

show system information

BbiBOA crcTeMHOMN MHOPMALMK.

show nvram

OTobpakeHne MHPoOpMmaLmm 06 yCTPOMCTBE B 3HEProHe3aBUCU-
MOW NamATU.

show tech-support

OtobparkeHne MHPopmauumn ob ycTpoiicTee, Heobxoaumon ans
HavasibHOM AMArHOCTUKKM Npobnem.

KomaHObi pexcuma privileged EXEC

3anpoc KomaHAHOM cTpoKKM B pexxkume privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabnunua 27 — KomaHapl ynpaBneHus cuctemoit B pexkume privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

reload

KomaHaa cny»kuT ans nepesanycka ycTponcTsa.

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

reload at hh:mm:ss [day month ]

YCTaHOBKa BpeMeHW nepesarpys3ku yCcTpoCTBa.

reload in { hours minutes}

(0..59).

hours: (0..168), minutes:

YcTaHOBKa BpeMeHM, Yepes KOTopoe Npor3onaeT nepe-
3arpysKa yCTponcTBa.

reload cancel

OTMeHa OTNOXKEHHOM nepesarpysKu.

show reload

MpocmoTp BpemeHM, Ha KOTOpOe HasHayeHa nepesa-
rpyska.

show env CPU

MoHuTopuHr ytnamsaunm CPU.

show env tasks

MoHuTopuHr ytunmsaumnm CPU no npoueccam.
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show env RAM - MOHUTOPUHT yTUAm3aunm RAM.

show env temperature - MOHWUTOPUHI TepMmoaaTymKa.

show env flash - MoHutopuHr flash-namaTu.

show env power - MOHUTOPUHF NUTaHMA.

show env all - MOHUTOPUHTI BCEX NapaMeTPOB OKPYKEHUA.

show env dry-contacts - MOHUTOPUHT TEKYLLLEro COCTOAHUA CYXMX KOHTaKTOB.
show env fan - MOHUTOPUHI COCTOAHUA BEHTUNATOPOB.

Mpu BbINOJIHEHUM KOMaHAbl traceroute MOTYT NPOU30MTU OWIMOKMK, ONucaHue owmnboK NpuBeaeHo
B Tabnumue 28.

Tabnmua 28 — OWMBKM Npu BbINONHEHUN KOMaAHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nepegaym nakeTa.
? HewnsBecTHbIM TMN NaKeTa.
A AZLMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanTt npu 6J10KMPOBAHUN UCXOLALLENO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaums n yctaHoBka 6umTos DF.
H Y3en ceTn HefOCTyNeH.
N CeTb HegOCTYMHa.
P lpoToKON HepoCTyneH.
Q NCTOYHUMK NnoaasneH.
R WcTekno Bpems NoBTOpPHOM cbopkM pparmeHTa.
S OwnbKa ncxoaalero mapLupyTa.
U MopT HepocCTyNEH.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoOHOUTypauum MMeeT Cieayowmnii Bua;

console (config) #

Tabauua 29 — KomaHabl ynpaBaeHWsA CUCTEMOM B peXKMMe rnobanbHOM KOHGUrypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue

Mo ymon4aHuio
hostname name name: (1..32) KomaHaa cny»uT ans 3aaHun ceTeBoro MMeHu yCTPOMCTBa.
no hostname CMMBO/IOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAYEHWE MO YMONYAHHIO.
cpu rate limit queue queue YCTaHOBKa OrpaHUYeHnli CKOPOCTU BXOAALMX GpeiimoB Ana onpe-
maxrate pps [eNneHHo ouepeau

queue: (1-8) pps: - PPS - NaKeTOB B CEKYHAY.

1..2000/128
cpu-rate limit queue queue BoccTaHaBnMBaeT 3HaueHue pps N0 YMONYaHUIO AN onpeAeneH-
maxrate 128 HOW oyepegm
reset-button {enable | disable - enable — npu HaxkaTK KHONKK F annTtenbHocTbio meHee 10 ce-
| reset-only} KYHA, NPOMCXOAMT NepesarpysKa yCTpoMcTBa; NPy HaXKaTUK Ha
_Jenable KHOMKy 6onee 10 cekyHA, NPOUCXoAUT cbpoc yCTPoKCTBa A0 3a-

BOZACKOW KOHOUTypauuu;
- disable — kHonKa F oTKAtoYeHa (He pearMpyeT Ha HaxaTue);
- reset-only — TonbKo nepesarpyska.

Tabnumua 30 — KomaHapb! pexkuma Privileged EXEC

3HayeHue/3Ha4eHue "

KomaHoa / Aelicmeue
o ymon4YaHuro

clear cpu rate limit counters - O4ncTUTL cyeTymnkm rate limit Ha CPU

show cpu rate limit - OTobparkeHune cueTymKoB rate limit Ha CPU
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set cli pagination on BKHOYNTb NOCTPAHWUYHbIN BbIBOA KOHOUIYpaLumn

. -/on "
set cli pagination off OTK/IO4UTb NOCTPAHMYHbBIN BbIBOA, KOHOUTYpaLmm

4.4 KomaHapl ANnA HACTPOUKMU NapaMeTpoB AA 3a4aHUA Naponen

[aHHbI pa3aen npegHasHayeH ANA HACTPOMKM 3aaHnA Naposieit Ana nonb3oBartenei.

KomaHObI pexcuma 2n10bas1bHOU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTypauum nmeeT cneayowmii Bua:

console (confiqg) #

Tabanua 31 — KomaHabl ynpaBaeHUsa CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

password validate char BKOUYNTL MEXaHM3M NPOBEPKM Naponei.
{lowercase | numbers | - lowercase — naposib 4OMKEH COAEPKaTb CUMBO/IbI HUKHETO peru-
symbols | uppercase} cTpa;

- numbers — Napo/ib 4OKEH COAEPHKaATb XOTA Bbl 04HY UNbPY;

-/BbIKNO4EHO - symbols — naponb foMKeEH coXKepKaTb XOTA 6bl O4AWH CUMBOI;
- uppercase — Napo/ib AOJ/IKEH COAEPKaTb CUMBOJ/IbI BEPXHETO pe-
rmcTpa.

no password validate OTKOUYNTL MEXAHU3M NPOBEPKU NapoNen.
password validate length 3a4aTb MMHUMaNbHYIO AVHY Napons.
length length: (0..20)/0
no password validate YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

3anpoc KomaHAHOM cTPOoKK B pexxkmnme Privileged EXEC umeeTt cneaytowmii Bua;
console#

Tabnunua 32 — KomaHapl ana pabotsl ¢ dannamu B perkume Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHoa Aeiicmeue

show password validate rules - MpocMOoTp TeKyLel HacTPOMKM MexaHM3Ma NPOBEPKN Naponen.

4.5 Paborta c paitnamu

4.5.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpw ocylwecTsneHMM onepaumii Hag dannamu, B Ka4ecTBe apryMeHTOB KOMaHS, BbICTyNatoT agpeca
URL — onpegenutenn MecTOHaxoxgeHua pecypca. OnucaHue KAK4YeBbIX C/IOB, WMCNOAb3yEMbIX B
onepauusx, npueeaeHo B Tabaunue 33.

Tabanua 33 — CIUCOK KAto4YeBbIX CNOB U UX ONUCaHUE

Knrouesoe cnoso OnucaHue

McxoaHbI agpec v agpec Mecta HasHavyeHuA 1A SHepProHe3aBUCUMMON NaMATU. DHepProHesaBu-

flash:// CMMan NamaTb UCMO/b3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu ssnstoTcs: flash:, tftp:, scp:...).

running-config daiin TekyLLeit KOHOUrypaumm.

startup-config ®aiin nepBoHaYaNbHOM KOHOUTYypaLuu.

active-image ®daiin c aKTMBHbIM 06pasom.

inactive-image ®aiin c HeaKTMBHLIM 06pasoMm.
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tftp://

MUcxoaHblM aapec nam agpec mecrta HasHavyeHus ansa TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

- host — IPv4-agpec unu ceteBoe MMs yCTPOICTBA;

- directory — kaTanor;

- filename — ums daiina.

logging

daiin c uctopmeit KomaHa,

4.5.2 KomaHObI dns pabomei ¢ paiinamu

3anpoc KomaHAHoM cTpoku B pexmume Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnuua 34 — KomaHapl ans paboTbl ¢ pannamm B pexkmnme Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJI0B

KonuposaHune daina n3 MectononoxeHnsa UCTOYHUKA B MeCTomno-
NIOXKEHWE Ha3HaYeHus.

- source_url — mectononoxeHue konupyemoro ¢aina;

- destination_url —aapec mecta HasHaueHUs, Kyaa dann byaet cko-
NUpPOBaH.

CoxpaHeHue nepBoHa4YanbHOW KOHOUIypaLum Ha cepsepe.

KonupoBsaHue cbal‘fma Ha4a/IbHOro 3arpysvymKa n3 mectonosoxeHua
UCTOYHUKaA B CUCTEMY.

dir [flash:path | dir_name]

OTobparkaeT cnucok $ainnos B yKazaHHOM KaTtasiore.

more [flash:path | file_name]

OTobparkaeT cogeprkumoe daiina.

pwd

OTo6parkaeT NyTb A0 TEKYLLEN OUPEKTOPUM.

cd [flash:path | dir_name]

MN3MEeHUTb ANPEKTOPUIO HA YKa3aHHYHO.

mkdir [flash:path | dir_name]

Co3paet agupeKTopuio ¢ YKa3aHHbIM Ha3BaHWEM.

rmdir [flash:path | dir_name]

Ypanaet ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase url

Yaanenue daina.

erase startup-config

Yaanenus daiina nepBoHavyanbHOM KOHOUIypaumu.

erase nvram:

C6pocuTb A0 AeDONTHON SIHEProHe3aBUCUMYIO MAMATD.

erase flash:/LogDir/filename

Ypanute ain 3anmcu aBapunHbIX M OTIaA04HbIX COODLLEHNI

boot system inactive

3arpysunTbca ¢ HeakTMBHOro obpasa Mo.

boot system active

3arpy3unTbcs ¢ akTMBHOro obpasa MNO.

delete startup-config

YpnaneHue daitna nepsoHavasbHOM KOHGUTYpaLum BMECTE C O4UCT-
KoM rnobasnbHbIX HACTPOEK NVram U yaaseHMeM Nosib3oBaTenem.

show running-config
[interface {gigabitethernet
gi_port | fastethernet fa_port
| port-channel group | vlan
vlan_id J[module]

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (2..4094);
module: (igs, la, stp..)

OTob6parkaeT cogepkumoe daitna nepsoHavasbHON KOHOUIypaLumum
(startup-config) unu Tekywei KoHdpurypaumm (running-config).

- interface — KoHdUrypaumsa nHTepdericoB KOMmyTaTopa - pusnye-
CKMX MHTepdeicos, rpynn nHtepdelicos (port-channel), VLAN-uH-
Tepoelicos, MHTepdeiica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

show startup-config

OTobpaaeT cogepkumoe daiina nepBoHayYanbHOM KoHOUrypa-
uuu.

show bootvar

MoKa3blBaeT aKTUBHbIN paiin cuctemHoro MO, KOTopbI YCTPOMCTBO
3arpyKaet npu 3anycke.

write {startup-config | url}

CoxpaHeHue Tekylwel KoHowurypauum B dalin nepsoHavanbHol
KoHbUrypauuu.

Cepsep TFTP He moKeT 6bITb agpecom UCTOYHUKOM U a4 pPecomM HasHaYeHUA anA OaHOM
e KOMaHAbl KONUPOBaHUA.
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MpoCMOTp aKTUBHOTO M HeaKTUBHOIo obpasa gocyTneH us u-boot. A 3Toro B KOMaHAHOM CTpOKe U-
boot Heobxoanmo BBecTU:

MES24284# bootimg print
KomaHaa ana cmeHbl akTMBHOro obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHpga «bootimg inactive» npumeHseTtca 6e3 oxXugaHua noaTBEepPXKAEHUA.

LS .

Mpu 3arpyske daiina KoHpUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOIOM «I».

®aitn KoHpUrypaumm gonxKeH umeTtb paclumpeHue «.conf».

4.5.3 KomaHObI 0018 pe3upeupo8aHUa KOHGpuU2ypayuu

B aaHHOM pasgesnie onucaHbl KOMaHAbl, NO3BOAAIOLLIME PE3epPBUPOBaTb KOHOUIYpaLMIo Ha cepBep.
[ns pesepsupoBaHna KoHOMIypaumm HeobxoaAMMo yKasaTb aapec cepsepa.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXKnme r1obasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 35 — KomaHapl pexxknma rnobanbHOM KOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KOTopblit ByaeT Npons3BoaMTbLCA pe-
3epBUpPOBaAHUNE KOHbUIypaumm. Ctpoka B dopmaTe
«tftp:// XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

no backup path

YKasaTb nyTb pacnonoxkeHus daiina Ha cepsepe c npeduKkcom
nmeHu daina. Mpu coxpaHeHnu K npedurKkcey byaet nobasneHa Te-
KyLlan gaTta v Bpems B popmate rmrrmmagyymmcc.

YaanuTb NyTb ANA pe3epBUPOBaHUA.

backup auto

no backup auto

BK/IOYMTb aBTOMATUYECKOE pe3epBMpPOBaHME KOHOUIYpaLmu.

BbIKNIOYUTL aBTOMATUYECKOe pe3epBupoBaHme KoHdUrypaumu.

backup history enable

no backup history enable

Bkatountb COXpaHeHUne UCTOPUK pe3epBHbIX KOMWN.

BbikntounTb COXpaHeHUne UCTopPUnN pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

HYT

YKaszaTb NPOMEXKYTOK BPEMEHW, NO UCTeYeHUU KoToporo byaer
OCYLLLECTBNATLCA OBTOMATUYECKOE pe3epBUpoOBaHUe KOHdUrypa-
Umn.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/toYeHWe pe3epBMPOBAHUA KOHOUIypauuu MpuU COXpaHeHUu
nosb3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObi pexcuma PrivilegedEXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#
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Tabanua 36— KomaHabl HACTPOMKKN CUCTEMHOIO BpemeHU B pexkmume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

backup running-config

Co3aaTb pe3epBHYo Konuio KoHbUrypaLmio Ha cepeepe.

4.6 HacTpoiika cMCTeMHOro BpemeHu

/ Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha NieTHee Bpemsa OCYLLEeCTBASETCA B COOTBET-
cTBUM co cTaHgapTamu CLLUA m EBponbl. B KOHdUrypauum moryT 6biTb 3agaHbl ntobble gata
1 Bpemsa ANA Nepexoaa Ha JieTHee Bpemsa U obpaTHo.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexkume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnunua 37 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexxume Privileged EXEC

3HayeHue/3HayeHue

month: (Jan..Dec);
year: (2000..2037)

KomaHda Aelicmeue
o ymMmon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CUCTEMHOro BpemeHM (KomaHaa A[ocTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTeNsA).
ss: (0..59); - hh —yacbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — geHb; month — mecay; year —rog,

KomaHOwbl pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexkmnme EXEC numeeT cneaytowmin Bua;

console>

Tabnunua 38 — KomaHAbl HACTPOMKM CUCTEMHOTO BpeMeHU B pexxnme «EXEC»

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmon4aHuro
show clock MoKa3blBaeT CUCTEMHOE BpeMA 1 AaTy.
show clock properties i OTobparkaeT cBOMCTBA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHoi KoOHOUTypaLMmn MMeeT caeayoLmnin Bua;

console (config) #

Tabanua 39 — CNMCoK KoMaHA, 419 HACTPOMKKN CUCTEMHOTO BPEMEHMU B pexkMMme rnobasbHOM KoHUTypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep WCTOYHMKOM CUHXPOHM3ALMW BPEMEHM
DOJ15 YCTPOMCTBA.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBoOe CMelLleHMe OTHOCUTENIbHO HyneBoro mepugun-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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KomaHObI pexcuma KoHguaypauuu SNTP

Ons nepexona B penm KoHdpurypaumm SNTP HeobxoanMMO MCMOIb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B PEXKUME KOHPUTypaLmm nHTepderica UMeeT cneayowmn Bua;:

console (config-sntp) #

Tabanua 40 — CNMCOK KOMaHA, 417 HAaCTPOMKN CUCTEMHOTO BPEMEHMW B PEXMME KOHOUIypaumum sntp

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

sntp

MepeiTn B pexMm KoHPUrypmnposaHua npotokona SNTP

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

BK/OUYNTL aBTOMATUYECKMIA MOUCK sntp-cepsepa B pexxume unicast

BbIK/NOUMTD aBTOMATMYECKUI MOMUCK sntp-cepBepa B pexume
unicast

set sntp unicast-server
domain-name name [primary
| secondary] [version version]
[port udp_port]

port: (1025..36564);
version: (3..4)

no sntp unicast-server domain-
name name

YKasaTb gomeH cepsepa SNTP.

Ypanute pomeH cepsepa SNTP.

set sntp unicast-server ipv4
ip_addr [secondary]

no sntp unicast-server ipv4
ip_addr

Ykasatb ipv4-agpec SNTP-cepsepa
- secondary — yKasaTb pe3epBHbIi ntp-cepsep

Ypanutb ipv4-agpec SNTP-cepBepa

set sntp client enable

set sntp client disable

BKkntounTb paboty SNTP-KnmeHTa

Bbikntountb paboty SNTP-knuneHTa

set sntp client addressing-
mode {unicast}

YKa3aTb pexum pabotbl SNTP-KkaMeHTa

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCTaHOBUTDL KoY ayTeHTUdMKaumm ana SNTP-kiveHTa

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHOBUTL popmat yacos gast SNTP

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosuTb udp-nopT ana sntp-KaneHTa

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3apaTb 3Ha4YeHMe YacoBoro nosca

set sntp client version version

version: (v1,,v4)

3apatb BEpPCUIO NPOTOKONA ANA pa60TbI sntp-KnAneHTta

show sntp statistics

MoKa3blBaeT cTaTUCTUKY NpoTokona SNTP.

show sntp status

MoKa3sbiBaeT cTaTyc NnpoTokoaa SNTP.

MNpumep HacTponkn SNTP-knmMeHTa ans cepsepa 192.168.1.1:

console (config) # sntp
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config) #clock

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1

exit
time source ntp
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4.7 KoHdurypaumusa nntepdeiicos n VLAN

4.7.1 Mapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback- uumepgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure terminal
console (config) # interface { gigabitethernet gi port | fastethernet

fa port

| port-channel group |

console (config-if) #

range {..}

| loopback Ioopback id }

[aHHbIN peMm O0CTyneH U3 pexkMma KoHOUrypauum v npegHasHauyeH Aaa 3a4aHua napameTpos

KOHdUrypaumm uHTepdeica (nopta KommyTatopa WM

rpynnsl NOpPTOB, paboTalowmx B pexume

pasaeneHus Harpysku), ninbo ananasoHa UHTepdencos.

Bbibop MHTepdeica ocyWwecTBASETCA NPU NOMOLLM KOMaHZ NpUBeAEHHBIX B Tabaunue 41:

Tabnunua 41 — KomaHabl Bbibopa nHTepdenca ana MES1424, MES2428

KomaHoa

Ha3sHayeHue

interface gigabitethernet gi_port

[ns HacTpoiikv 1G-uHTepodelicos

interface fastethernet fa_port

[na HacTpoikn nHtepodericos Fast Ethernet

interface port-channel group

[na HaCTPOWMKM rpynn KaHanos

interface loopback /oopback_id

[Nna HacTpOIiKM BUPTYanbHbIX MHTEpPhEeNncoB

roe:

— gi_port — nopaaKkosbliit Homep 1G-uHTepdeiica, 3agaetca 8 smae: 0/1;
— fa_port — nopagxosblit Homep 100MB-mHTepdeiica, 3agaetca 8 suae: 0/1;
— group — nopsaAKoBbIA HOMEP rpynnbl, 0bLee KOAMYECTBO cornacHo Tabauue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopagKoBblii HOMep BUPTYanbHOro MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (cTpoka «Koanyectso BUpTyanbHbix Loopback-nHtepdelicos»).

KomaHAabl, BBeAEHHble B peKMMe KoHOUrypauum uHTepdeiica, NPUMEHAIOTCA K BblbpaHHOMY

nHTepoeicy.

Tabnnuya 42 — KomaHabl pexknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

no shutdown

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
shutdown BbIKNtoUMTbL  KoHOUrypupyembli  nHTepdeiic (Ethernet, port-
-/BKAOYEH channel).

BKAOUUTL KOHOUTYpUpPYeMbIii MHTepdeiic.

description description

no description

description: (1..64)
CMMBONOB/HET
onucaHua

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

Ypanutb onucaHue uHTepdeiica.

speed mode

no speed

mode: (10, 100, 1000)

3apaTb CKOPOCTL Nepesayn gaHHbix (Ethernet).

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTbh pexum gynnekca uHtepdeiica (nonHogynnekcHoe coeam-
HeHue, NonyaynaeKkcHoe coeaunHeHue, Ethernet).

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

negotiation

no negotiation

on,off/on

BK/ilo4aeT aBTOCOr/1IacoBaHMe 419 CKOPOCTU U Ayn/eKca Ha HacTpa-
MBaeMOM MHTepodeiice.

BbIK/lOYaeT aBTOCOI/acoBaHWE AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom UHTepodelice.
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flowcontrol mode

mode: (on, off,

3agjaTtb pexum ynpasneHus notokom flowcontrol (BkatounTs, OT-
KJOUMTb WM aBTOCOracosaHue). AsTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOrNacoBaHMA

auto)/off negotiation BK/iOYeH Ha HacTpavBaemom uHTepodeice (Ethernet,
port-channel).
no flowcontrol OTKNIOYNUTb PeXMM yrpaBaeHMA NOTOKOM.
media-type { force-fiber | Bbi6op TMNa KOMB0-NOpPTa B KayecTBe OCHOBHOIO HOCUTENA.
force-copper | prefer-fiber } - force-fiber— paspelweHa akKTMBHOCTb TO/IbKO ONTUYECKOW YacTu
-/prefer-fiber Kom6o-nopra;

- force-cooper — paspelleHa aKTMBHOYTb TO/NbKO MEAHOMN 4acTu
KOMb0-nopTa;
- prefer-fiber— npenMmyLLEecTBO ONTUYECKOTO IMHKA.

KomaHObI pexcuma 2a06aa6HolU KOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 43 — KomaHapl pexknma rnobanbHoM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 YMOAYGHUIO

Aelicmeue

errdisable recovery interval in-
terval

no errdisable recovery interval

interval:
(30..86400)/300

YCTaHOBWTb BPEMEHHOM MHTEepBan A1 aBTOMATUYECKOro NOBTOP-
HOTO BK/toUYeHUA nHTepdelica. Mpu cmeHe UHTepBasa Taiimep 06-
HOBNAETCA ANA BCeX 3ab/0KMPOBAHHbLIX MOPTOB, Ha KOTOPbIX
BKJ/IOYEHO aBTOCOI/1aCOBaHME.

YCTaHOBUTb 3HAYEHUE Mo YMO/I4aHUIO.

errdisable recovery cause
{storm-control | loopback-de-
tection | udid}

no errdisable recovery cause
{storm-control | loopback-de-
tection | udld}

-/3anpeleHo

BKNOUMTL aBTOMATMYECKYHO aKTUBaUUO UHTepdelica nocne ero
OTKNIOYEHMUA B CNEAYIOLLMX CNYYaAAX:

- loopback-detection — 06Hapy»keHWe netenb;

- udld — akTBauus 3awmTel UDLD;

- storm-control — WnpoKoBeLLaTeIbHbIN LUTOPM.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:

console#

Tabnunua 44 — KomaHapl pexknma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear counters

C6poc cTaTUCTUKK A/ BCeX MHTepdeincos.

clear counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

C6poc CTaTUCTUKKM ANA uHTepdelica.

show interfaces
{gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

MNokasaTtb CBOAHYO MHd)OpMaLI,VIPO 0 COCTOAHUMN, HaCTpOﬁKe N CTaTn-
CTUKe nopTa.

show interfaces status

MoKasaTb cocTosHME Bcex MHTepdelicoB.

show interfaces description

MokasaTb onncaHuA Bcex MHTepdencos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX MHTepdeiicos.

show interfaces counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group | vlan vian_id }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (1..4094)

MokasaTtb cTaTUCTUKY Ans uHTepdelica.
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show errdisable interfaces {
gigabitethernet gi_port |
fastethernet fa_port }

fa_port: (0/1..24);
gi_port: (0/1..24);

MoKa3aTb NPUUYMHY OTKAOUYEHMA MOPTa, rPyNMbl NOPTOB, 3a6/10KK-
pOBaHHbIe NOPTbI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

AKTUBMpOBaTb MHTepdeic nocne errdisable.

show interfaces utilization
{gigabitethernet gi_port |
fastethernet fa_port} {interval
interval}

fa_port: (0/1..24);
gi_port: (0/1..24);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY MO HarpysKe Ana nHtepoeica.
- Interval — uHTepBan B cekyHaax.

4.7.2 Hacmpolika VLAN u pexcumos Kommymayuu uHmepgeiicoe

%

B Tekyweit Bepcumn NO pyHkuuna MAC-based, Protocol-based VLAN He noageprKuBaetca Ha
mopgenax MIES2424, MES2424B.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnuua 45 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

vlan vian_id

vlan_id: (2..4094)

MepenTn B peXKMM KOHOUIYpUpOBaHUA yKasaHHoro VLAN

map protocol { ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol { ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpausaeT rpynny npoTOKOA0B, NO KOTOPbIM bByaeT npousso-
AMTCA KnaccuouKauma Kagpos. B ogHy rpynny moxKHO obbeau-
HUTb HECKO/IbKO MPOTOKO/IOB, YKa3blBaA AN HUX OOUH U TOT XKe
Group ID. Homep NpoTOKO/Ia MOXHO BblbpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYYHYIO Yepes napameTtp
other B popmate XX:XX. PacnonokeHve nons c HOMepPoOm NpoTo-
KO/Na 3aBUCUT OT TUNa L2-3aronoBKa 1 MHKancynaumm:

- enet-v2 — Kagp c 3aronoskom Ethernet I, npoTokon onpegens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaerca
camblit nocneaHuii EtherType, c Hanbonbwmm oddceTom.

- licOther — kaap popmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
mep npoTokosa cooTtsetcTByeT nonam DSAP:SSAP B LLC-3aro-
JIOBKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsumeir. Homep npotokona co-
oTBeTcTBYeT nonto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group c kommyTatopa

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

Hactpausaet ananaszoH MAC-aspecoB, No KOTOpbIM ByaeT npons-
BOAUTbCA Knaccudpurauma. Ana pasHoix MAC-afpecoB MOXHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac { host | mac-ad-
dress '}

Ypansaet yKkasaHHbli MAC-agpec U3 macs-group.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN og)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range) #
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Tabnunuya 46 — KomaHapl pexknma KoHourypaummnVLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

vlan active

AKkTMBMpoBaThb vlan uam rpynny vlian’os

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BK/1OUNTB/BbIKAOYUTL M3ydeHne MAC-aapecos gaa VLAN

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanaszoHa uHmepgetlicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepderica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

port-channel group}

console (config-if) #

[aHHbIN peXXnm A0CTyNeH U3 pexkMma KOHOUIypauumn U npeaHasHayeH Ans 3a4aHua NapameTpos

KOHOUIrypauum nHtepdenca.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — MHTepdenc JocTyna — HeTErMPOBaHHbIN MHTepdeic ana ogHol VLAN;

—  trunk — vHTepdenc, NpUHMMaLOLWMIA TONBKO TErMPOBaHHbIN TPaduUK, 3a UCKAOYEHUEM O4-
Horo VLAN, KOTOpbIli MOXKeT BbITb 406aB/NEH C MOMOLLbIO KOMaHApl switchport trunk
native vlan;

— general — nHTepdeic ¢ nonHon nogaeprkkon 802.1q, NPUHMMAET KaK TEFMPOBAHHDIN, TaK U
HETErMpoOBaHHbIN TPADUK;

Tabnunua 47 — KomaHapl pexknma KoHdurypaummn nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport access vlan vian_id

no switchport access vlian

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — naeHTndmkaumoHHbiit Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport dotlq tunnel

MNepeBecTy NopT pexknum paboTbl ¢ BHewHUM VLAN-Terom. KomaHga
MNCMNONb3YeTCa ANA HACTPOWKM dyHKUMM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Lob6asnaet Homep VLAN B Kavectse Default VLAN ana gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbI TpadumK, NOCTyNaoWMn Ha AaH-
Hblli NOPT, onpeaensaetca B AaHHyto VLAN.

- vlan_id — ngeHtndumKaumoHHbii Homep VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport dotlq tunnel

MNepeBecTu NopT pexknum paboTbl ¢ BHewHUM VLAN-Terom. KomaHga
MCNonb3yeTca ANA HacTponkn dyHKumumn Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmucok VLAN gna nHtepdeiica.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MoKHO 3a4aTb nepe-
YncneHmem 4Yepes 3anATylo UAM YKasaTb HavyaslbHOE U KOHeyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN pgns nntepdelica.

56 Ethernet-kommymamopei cepuu MES14xx, MES24xx. PykosoOdcmeo o aKkcrnayamayuu




HELTEX

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctraHosneH VLAN
Nno YMO4aHUIO

Lobasutb naeHtudpuratop VLAN nopta (PVID) gnsa OCHOBHOrMO MH-
Tepdelica.
- vlan_id — naeHTndmKaumoHHbii Homep VLAN nopTa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport ingress-filter

BkntounTb GUABbTPALMIO BXOAALLMX NAKETOB Ha OCHOBE MPUCBOEH-
Horo um 3HauveHua VLAN ID. Ecnm dunbTpauma BKAOYEHA, M NAKeT

-/dunbTpaums He BxoguT B rpynny VLAN ¢ npMcBoeHHbIM NakeTy 3HayeHnem VLAN
BK/IlOYEHA ID, To nakeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIkn0UNTb GUABbTPALMIO BXOAALLMX NAKETOB HAa OCHOBE NPUCBOEH-
HOro um 3HaveHuna VLAN ID.
switchport acceptable-frame- -untaggedAndPrioritytagged - Ha nopTy paspewaeTca npuem
type Jall TOJ/IbKO HEeTernpoBaHHbIX ppenmos

{untaggedAndPrioritytagged |
tagged | all}

-tagged - TONIbKO TErMPOBaHHbIX
-all - nobbix ppeimos

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLueHbl NopTy

3anpetutb fobasneHne ykasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. inana3oH VLAN mo¥HO 3aaaTb nepe-
yncneHmem 4yepes 3anATYIO MW yKas3aTb Havya/lbHOE U KOHeYyHoe
3HauyeHuA ananasoHa yepes geduc "-".

PaspewwnTb AobaBneHne ykazaHHbIx VLAN-nopty.

switchport protected

no switchport protected

MepeBOAWT NOPT B PEXUM U30NALUN BHYTPU FPyNMbl NOPTOB.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

port-isolation {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Co34aTb MM Nepe3anncbiBaeT CYLLECTBYIOLWMIA CMIMCOK MOPTOB Ha
YKa3aHHbI HOBbIN.

port-isolation {add | remove}
{gigabitethernet gi_port |
fastethernet fa_port | port-

fa_port: (0/1..24);
gi_port: (0/1..24);

[06aBUTb CMNMCOK YKas3aHHbIX MOPTOB K YMKe CyLLeCTBylOLEemy
CMUCKY.

channel group} group: (1.8)

switchport default-vlan tagged YCTaHOBUTL NOPT Kak Ternpytowmii B aedontHol VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

tagged

switchport map protocols- group_id: HasHavaeT VLAN ID nakeTtam, nonagatowmym B yKasaHHywo Group ID

group group-id vlan vian-id

no port protocol-vlan

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCcex
noprax

Ha 3TOM NopTy. PasHble NOPTbI OAHOW M TOW e rpynnbl MOTyT COOT-
BeTCTBOBATb pasHbim VLAN.

Bbikntouwaet PBV Ha noprty.

port mac-vlan

no port mac-vlan

-/OTKNIOYEHO

MepeBecTn NOPT B pexxknm paboTsl MBV.

OTkAtoUNTL pexkum MBVHa nHTepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuiecTBaseT HasHadeHue vlan-id Ana macs-group.

OTMeHUTb HaszHadeHue vlan-id gns macs-group.

’ Mpun coBmecTHo pabote port-isolation u port-protected gonkHo cobnogartbca npaBuno:

ANA 3aLWULLEHHOrO ingress NopTa, B CNUCKe pa3spelléHHbIX, KomaHabl port-isolation,

He MOXeT 6bITb Apyroro 3aWMULLEHHOIO nopTa. 3710 nogpasymesaeT BO3MOXHOCTb AeN1aTb
3aWMULLEHHBIMU egress nNopTbl B usonaumm nam ingress nopT, HO He ingress n egress NopTbl

OAHOBpPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobaBneHnem meTkM 99 VLAN:

console#configure terminal
console (config) # interface gi 0/1
console (config-if)# switchport mode access
console (config-if) # switchport access vlan 99
console (config-if)# switchport dotlqg tunnel
(
(

console (config)# interface gi 0/2

console (config-if) # switchport mode trunk
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/

KomaHObI pexcuma 2a06ana6HoU KOHu2ypayuu

KnueHTtcKkuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B peXxXume access.

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHbuUrypaumm:

console (config) #

Tabanuya 48 — KomaHapl pexknma rnobanbHOM KOHGUrypaumum

3HayeHue/3HayeHue
10 yMOAYAHUIO

KomaHoa

Aeiicmeue

mac-address-table static

nent]

Job6asnseT ncxoaHblt MAC-agpec B Tabauuy rpynnosoit agpeca-

unicast mac_add vlan vian in- umu.

terface [gigabitethernet -Permanent — gaHHbIi MAC-agpec ocTaeTca B Tabivue agpeca-
gi_port | fastethernet fa_port] vlan_id: (1..4094); umm nocne nepektoYeHns cTaTyca MHTepodeiica;
status [deleteOnReset | fa_port: (0/1..24); -Deleteonreset — naHHbI agpec yaaamTca nocie nepesarpysku
deleteOnTimeout | perma- gi_port: (0/1..24) YCTPONCTBa;

-Deleteontimeout — gaHHbIM agpec yaanutca no Tamm-ayTty

no mac-address-table static
unicast mac_add vlan vian

Yaanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunm

clear mac-address-table dy-
namic [interface {gigabitether-
net gi_port | fastethernet
fa_port} | vlan vian]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

YpoanseT guHaMuyYeckue 3anncu us Tabaunupbl rpynnoBoi agpeca-
umn.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 49 — KomaHapl pexknuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymoa4aHuro

KomaHoa

Aeiicmeue

show mac-address-table
address mac_addr

MpocmoTp Bcen Tabamubl MAC-agpecos

show mac-address-table count -

Moka3sbiBaeT KoANYecTBo 3anuceit B Tabnmue MAC-agpecos

show mac-address-table count
summary

MoKasblBaeT CyMMapHYHO CTaTUCTUKY no Tabanue MAC-ag-
pecos.

show mac-address-table
dynamic unicast

MoKasbliBaeT Tabauuy ¢ guHammuyeckumm MAC-agpecamu

show mac-address-table
interface [gigabitethernet
gi_port fastethernet fa_port]

fa_port: (0/1..24);
gi_port: (0/1..24)

MokasbiBaeT Tabanuy MAC-agpecoB A/ yKazaHHOro uHTepdeiica

show mac-address-table static
unicast

MoKasbliBaeT Tabaumuy co ctatuyeckumm MAC-agpecamu

show mac-address-table vian

vlan_id: (1..4094);
vlan

MokasbiBaeT Tabamuy MAC-agpecos ana ykasaHHoro VLAN

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKu pexkmma Privileged EXEC:

console#
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Tabnmua 50 — KomaHapl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
show vlan - Mokasatb nHpopmaumio no scem VLAN.
show vlan id vian_id vlan_id: (1..4094) Moka3aTb MHOPMauUUto No KOHKpeTHoMy VLAN.
show vlan protocols-group - MokasbiBaeT MHOPMaALMIO O HACTPOEHHbIX FPYNMax U NPOTOKONAX.
show protocol-vlan ) MNokasbiBaeT MHopmaumio o VLAN, COOTBETCTBYIOLWMX Tpynnam
NPOTOKO/1I0B HA pPa3HbIX NOPTax.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 51 — KomaHab! perkmma EXEC
3HayeHue/3HayeHue
o ymMon4YaHutro

KomaHoa Aelicmeue

show interfaces switchport Moka3aTb KOHGMIypaLmio NopTa, rpynbl NOPTOB.
{gigabitethernet gi_port |

fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24)

4.8 Selective Q-in-Q

[aHHas GyHKUMA NO3BONSAET HA OCHOBE CKOHOUIYPUPOBAHHbIX MNPaBUA GUALTPALMM NO HOMEpPaM
BHyTpeHHMX VLAN (Customer VLAN) npoussoguTb AobasneHue BHelwHero SPVLAN (Service Provider’s
VLAN), nogmeHATb Customer VLAN.

[na ycTpoicTBa co3faeTca CNMCOK NpaBmAa, HA OCHOBaHMM KOTOPbIX byaeT obpabaTbiBaThcA TpaduK.
Bua 3anpoca KOMaHAHOW CTPOKM perkMma KoHoUrypaumm nuHtepderica KoHourypaumm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | port-channel group|range/{..}}
console (config-if) #

Tabnnua 52 — KomaHabl perknma KoHourypaumm nHtepdeinca (anmanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
selective-qinq list ingress Co3paeT NpaBmio, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id BxopAauwero naketa byaer 3ameHATbCA Ha vian_id.
[ingress_vlaningress_vlan_id] ingress_vlan_id:
no selective-ginq list ingress (1..4094) Yaanset ykasaHHoe npasuno selective ging ana Bxoaawmx nake-
ingress-vlanvian_id TOB.
selective-ginq list egress Co3paeT NpaBmio, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopauiero naketa 6yaer 3ameHATbes Ha vlian_id.
[ingress_vlan ingress_vian_id] ingress_vlan_id:
no selective-ginq list egress (1..4094) Yaanset cnucok npasun selective ging Ana MCXoAALLMX NAKETOB.
ingress_vlan vian_id
selective-qinq list ingress add- .
vlan vian id vlan_id: (1..4094); Co3pzaeT NpaBu/Io, HA OCHOBAaHUM KOTOPOro A1a TpaduKa ¢ BHeL-
. . . Hel meTkoW ingress_vlan_id 6yaeT nobaBnaTbca metka ¢ vlan_id.
[ingress_vlaningress_vilan_id] . .
- — ingress_vlan_id: - -
no selective-qinq list ingress (1..4094) Ypansaer ykasaHHoe npasuso selective qing ana Bxoaalmx nake-
ingress-vlanvian_id - TOB.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamauyuu 59



HELTEX

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKK pexxkunma EXEC:

console#

Tabnunua 53 — KomaHab! perknma EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
1o yMoA4YaHuio

show selective-qinq OTobparkaeT CNUCOK NpaBua sqing
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

4.9 KOHTpPO/b LUIMPOKOBELLATE/IbHOIO KLWUTOPMa»

LnpokoseLaTenbHbIn «wTopm» BO3HUKaeT BC/neAcTBue ypesmepHoro Ko/inyecrsa
LWMPOKOBELLATENbHbIX COODOLLEHN, O4HOBPEMEHHO MNepefaBaeMblX MO CETU 4Yepes OAMH MOoPT, YTO
NPUBOANT K Neperpyske pecypcoB CETU U MNOABAEHUIO 3adepKeK. «LUTopm» MOXKeT BO3HWMKHYTb Mpwu
Ha/ZIMYNKM «3aKONbLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTop u3mepseT CKOPOCTb MPUHMMAEMOro LIMPOKOBELLATE/IbHOrO, MHOrOaApecHoro u
HEM3BECTHOro 0A4HOAAPECHOr0 TPpaduKa ANA MOPTOB C BK/AOYEHHbIM KOHTPOJEM LUMPOKOBELLATENbHOMO
«LWITOPMa» M OTOPACLIBAET NAaKeTbl, €C/IM CKOPOCTb MPEBbILLAET 334aHHOE MaKCMMa ibHOE 3HadYeHme.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM B peXnume rnobasibHon KoHbuUrypaumm:
console (confiqg) #

Tabnuua 54 — KomaHap! pexkuma rnobanbHoi KoHoUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aeiicmeue
no yMmoa4YaHuro
storm-control mode {kbps | YCcTaHOBUTb N106a/IbHO KaKne eaAnHNULbI U3MepPeHMa Heobxoaumo
pps} Jops MCMNONb30BaTh.
PP - pps - 06bem TpaduKa NaKeToOB B CEKYHAY
- kbps - 06bem TpaduKka KOUT B CEKYHAY

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 55 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3Ha4yeHue/3HayeHue

KomaHda Aeiicmeue
Mo ymMmoa4aHuro
storm-control multicast level BK/Il04aeT KOHTPO/Ib MHOroaApecHoro Tpaduka:
{pps | kbps} - pps - 06bem TpaduKa NaKeToB B CEKYHAY
pps: (1..262142); - kbps - 06bem Tpaduka K6UT B CEKYHAY
kbps: (16..4194272) Mpu 06HapyKeHMn MHoroagpecHoro Tpaduka nHTepderic moxer

6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anuch B XypHan co-
obueHuii (trap).

no storm-control multicast

level {pps | kbps} - BbIK/IlOYAET KOHTPO/Ib MHOFOAAPECcHOro TpaduKa.
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storm-control dif level {pps | BK/ItOYAET KOHTPO/Ib HEM3BECTHOIO OA4HOALPECHOTO TPadUKa.
kbps} - pps - 06bem TpaduKa NAKETOB B CEKYHAY
pps: (1..262142); - kbps - 06bem Tpadumka KOUT B cEKyHAY
kbps: (16..4194272) Mpn 06HapPYyKEHMM HEM3BECTHOTO OA4HOAAPECHOIO TPaduKa UHTEp-

deic moxeT 6bITb OTKAoYeH (shutdown) naun fobasneHa 3anuch B
KYpHan coobuweHunit (trap).

no storm-control dif level
- BbIKNOYAET KOHTPO/Ib 04HOAAPECHOTO TPadUKa.

{pps | kbps}
storm-control broadcast level BKtOYaET KOHTPO/Ib LUMPOKOBELLATENBHOTO TpaduKa.
{pps | kbps} - pps - 06bem TpadumKa NaKkeTos B CEKYHAY
pps: (1..262142); - kbps - 06bem TpaduKa KOUT B ceKyHAOY
kbps: (16..4194272) Mpw 06Hapy»KeHUM LWMPOKOBELLLATEIbHOTO TpaduKa MHTepdenc mo-

eT 6bITb oTKAtoUeH (shutdown) nam gobasneHa 3anucb B XKypHan
coobuieHuit (trap).

no storm-control broadcast

- BbIKtOYaeT KOHTPO/Ib LUMPOKOBELWATENbHOMO TpadmKa.
level {pps | kbps} p p I} pad

storm-control {multicast | dif | OTKANtoYaeT uHTepdelic Npm 06HapyKEHNM MHOFOAAPECHOTO, HEU3-
broadcast} action shutdown ) BECTHOrO 04HOAAPECHOrO UM WMPOKOBELLATEIbHOTO TpaduKa.

no storm-control {multicast | OTMEHSAET OTK/IIOYEHUE MHTEPdEIca NPU 06HAPYKEHUU MHOroas-
dif | broadcast} action - PECHOro, HEM3BECTHOIO OAHOAAPECHOIO UW LIMPOKOBELLATENBHOIO
shutdown TpaduKa.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 56 — KomaHab! perkmma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port | port-channel group]
storm-control

MoKasbiBaeT KOHPUIypaLmio GYHKLMN KOHTPOAA LWMPOKOBELLa-

fa_port: (0/1..24);
- TENbHOTO «LWTOPMa» A/ yKa3aHHOro nopTa, IMB0 BCeX NMOpTOB.

gi_port: (0/1..24);
group: (1..8)

Show storm-control - OTobparkaeT TEKYLLYIO HAaCTPOMKY eAUNHUL, U3MEPEHUA.

4.10 lpynnbi arperauyumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatloT noagep KKy rpynn arperayum KaHanos LAG B KoanyecTBe COrnacHo
Tabnuue 9 (cTpoka «Arperayuma KaHanos (LAG)»). Kaxgana rpynna nopToB AOKHA COCTOATb U3 UHTepdelicoB
Ethernet c o4MHAKOBOW CKOPOCTbIO, PaboTaloLWMX B AyNJAEKCHOM pexxknme. Ob6beanHeHMe NopToB B rpynny
yBe/NMUMBAET MPOMNYCKHYHO CNocOoBHOCTb KaHajfa MmeKay B3aMMOAENCTBYIOWUMN YCTPOUCTBAMU U
NoBbILWAET OTKAa30yCTOMYMBOCTb. Fpynna NnopTos ABAAETCA ANA KOMMyTaTopa OAHMM JIOTMYECKUM NOPTOM.

YCTpoWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKasa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLLEM pa3aene
KOHUrypaumnm.

/ Ecan ana nnrepdeiica npousseaeHbl HACTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny caepyet
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

[obasneHune nHTepdelicos B rpynny arperaLMm KaHaNo0B JOCTYNHO TO/IbKO B peXXmnme KoHbUrypauum
nHTepoelica Ethernet.
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Buza 3anpoca KOMaHAHOW CTPOKM B pexnume KoHdurypaummn nntepoeliica Ethernet:
console (config-if) #

Tabaunuya 57 — KomaHapl pexxnma koHdurypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
channel-group group mode {on group: (1..8); [ob6aBuTb ethernet-uHtepdeiic B rpynny nopTos.
| active | passive} mode: (on, active, .
no channel-group passive) Ypanute Ethernet-untepdelic n3 rpynnbsl nopTos.

KomaHObI pexcuma 2n10bas1bHoOU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (config) #

Tabnunuya 58 — KomaHapl pexknma rnobanbHOM KoOHOUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
port-channel load-balance 3agaeT mexaHu3sm 6anaHCMpPOBKKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNNbl arpernpoBaHHbIX NOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece n IP-agpece;
dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
src-ip} MAC-agpece;
- src-dest-ip — mexaHM3M 6anaHCMPOBKM OCHOBbIBAeTCs Ha |IP-
-/src-dest-mac
agpece;
- src-dest-mac-ip-port — mexaH13m 6anaHCUPOBKM OCHOBbIBAETCA
Ha MAC-agpece, IP-agpece u TCP-nopTe HasHayeHus;
- dest-mac — mexaH13m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
afpece nony4yatens;
- dest-ip — mexaHM3m 6anaHCMPOBKKM OCHOBbIBaeTCA Ha IP-agpece
nony4yarens;
set port-channel enable BkatounTb paboTy LAG rnobanbHo Ha KommyTaTope
set port-channel disable OTKNtoUNTL paboTy LAG rnobanbHO Ha KoMmyTaTope
set port-channel independent- -/oTkntouEHO BKNOYMTb aBTOHOMHbIN pexknm paboTtbl LAG
mode enable
set port'-channel independent- BbIKNOUYNTL aBTOHOMHbIN pexxunm paboTbl LAG
mode disable

4.10.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan0e

dyHKuMel ctaTudeckux rpynn LAG sBnaetca o6begmHeHme HECKObKUX GU3NUYECKUX KaHaI0B B OAMH,
YTO MO3BO/AET YBEANYNTL NPOMYCKHYI0 CNOCOBHOCTb KaHana M MOBbICUTb €r0 OTKa30yCTOMUYMBOCTb. A
CTAaTUYECKUX rPYnn NPUOPUTET UCMOb30BaHNA KaHaN0B B 06beMHEHHOM MyYKe He 3a4aeTcs.

DOna BkaoueHnna paboTbl UHTepdeiica B cocTaBe CTaTUYECKOM rpynmnbl MCNOAb3YiiTe KOMAHAY
channel-group {group} mode on B pexume KOHPUrypaLMm COOTBETCTBYIOLLErO UHTEP-
deiica.
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4.10.2 Mpomokon azpezaayuu KaHanoe LACP

dyHKUuen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNEe HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/fo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETaAMMU.

Dna BKAoueHUa paboTbi

uHTepdenca no nportokony LACP wucnonb3ynte KomaHay

channel-group {group} mode active/passive B pe)xmume KOH}Urypauum coOOTBETCTBYIOLLErO

uMHTepdeinca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabanuya 59 — KomaHab! perkmma rnobanbHom KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YcTaHaBnAuBaeTt NPUOPUTET CUCTEMDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lacp system-identifier
mac_addr

No lacp system-identifier

YcTaHoBUTb id yyacTHMKa lacp

Yaanutb id yyacTHuKa lacp

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 60 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YcTaHaBAMBAET aAMUHUCTPATMBHBIM TaMMayT npoTokoaa LACP:
- long — anutenbHoe Bpems TalimayTa;
- short — manoe Bpems TaiimayTa.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHaBAvBaeT npuopuTeT nHtepdeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 61 — KomaHabl pexknma EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show lacp [neighbor |
counters]

MokasbiBaeT MHGOpMauuto o npoTtokose LACP.

show etherchannel summary

MpocmoTp nHpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nHdopmaumm o LAG.
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show etherchannel load-
balance

MpocmoTp anroputma 6anaHcMposku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp MHOopMaummn o nopTax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHoopmaumm o LAG.

Mpumep HaCTPOMKU:

console (config)# set port-channel enable
console (config)# interface port-channel I
console (config-if)# no shutdown

console (config) # interface range fa 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if)# exit
(
(
(

console (config-if-range)# channel-group I mode active

4.11 HacrtpoiKa IPv4-agpecauum

B paHHOM paspene onucaHbl KOMaHAbl AnA HaCTPOl\/’IKM CTaTU4eCKMX napameTpos IP—ap,pecau,MM,
TaKUX KaK IP—ap,pec, MacCKa noaceTu, Wan3 no YMON4aHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnvua 62 — KomaHap! pexkuma KoHpurypaumm nHtepderica

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address
prefix_length

no ip address [/P_address]

prefix_length: (8..32)

HasHaueHMe 3agaHHOMY MHTepdeiicy IP-agpeca M Macku noaceTy.

Yaanenue IP-agpeca nHtepdelica.

ip address dhcp

no ip address dhcp

MNonyyeHwne IP-agpeca ot DHCP-cepsepa.

3anpeT ncnonb3oBaHuA npotokona DHCP gna nonyyeHns IP-
agpeca ot DHCP-cepsepa.

MNo-ymonuaHuio, uHtepdeiicol Vlan Haxogarca B coctoaHnm Admin down. Mpueectu B co-
. crosaHue Admin Up nx MOXKHO KOMaHAOW no shutdown.

KomaHObI pexcuma EXEC

Buz 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console>

Tabnunua 63 — KomaHapl pexknma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show ip interface vlan vian_id

vlan_id: (1..4094)

MokasbiBaeT KOHPUrypaumio IP-agpecaumm ANa yKasaHHOMO WH-
Tepdelica.
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4.12 HacTpoiika IPv6-agpecauumn

4.12.1 lpomokon IPv6

KommyTaTopbl noaaepKmMBatoT paboTy no npoTokony IPv6, 4To ABnfeTcA 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKoA IPv6 paspaboTaH gnsa Toro, 4Tobbl B 6yAyLLEM NOJAHOCTBIO 3aMEHUTb agpecaLmio NPOTOKoAa
IPv4. Mo cpaBHeHUto ¢ IPv4 npoTokon IPv6 nmeeT pacluMpeHHoe agpecHoe NpocTpaHCcTeo — 128 6ut BmecTo
32. Agpec IPv6 npeactaBnaet coboint 8 610KOB, pasaeneHHbIX ABOETOYMEM, B Kaxaom 61oke 16 6uT,
3aMNMCaHHbIX B BUAE YeTbipex WecTHaAUATEPUYHbIX YMCe.

Momnmo ysenunueHmMAa agpecHoro MNPoOCTPaHCTBa NPOTOKOA [IPV6 umeeT unepapxmyecKkyto cxemy
agpecauun, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabauuy MmaplipytMsauuu, npu 3Tom
3 PeKTMBHOCTb PaboTbl MapLLPYTM3aTOPa NOBLILAETCA 33 CHET MEXaHM3Ma 0BHapYKeHMA coceaHUX Y310B.

V'- Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX rpynn noapapg B agpece npotokona IPv6 pasHO
Hynto — 0000, TOo paHHble rpynnbl MoOryT ObiTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb coKpaweH ao FE40::AD21:FE43.
CoKpalleHuUIo He MoryT 6biTb NOABEepPrHyTbl 2 pasaeneHHble Hys1eBble rpynnbl U3-3a BO3HUK-
HOBEHUA HEOAHO3HAYHOCTHU.

V EUI-64 - 310 naeHtudumkaTop, co3gaHHblit Ha 6ase MAC-agpeca uHtepdeiica, ABnatowmninca
: 64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.12.2 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®yHKumMA IPv6 RA Guard npeaocTaBaseT 3allMTy OT aTaK, OCHOBaHHbIX Ha paccblike nogaebHbiX na-
KeToB Router Advertisement, paspeluan OTCbIIKY COOBLLEHUI TONbKO C 40BEPEHHbIX MOPTOB.

V B Tekyuieii Bepcum MO He noaaepkuBaetca Ha mogenax MES2424, MES2424B.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KOHGUrypnpoBaHms:

console (config) #

Tabauua 64 — KomaHabl pexkuma rnobanbHOro KoHGUrypMpoBaHms

3Ha4yeHue/3HayeHue no ”
KomaHoa / Aeilicmeue
YMOAMYAHUIO
ipv6 nd ra-guard enable Pa3speliaeT KOMMyTaTOpy KOHTPOAMPOBaHME MOCPEACTBOM
-/BbIK/IIOYEH byHKUMK IPv6 RA guard.
no ipv6 nd ra-guard enable BbikntoueHue ¢yHKuuK IPv6 RA guard.
ipv6 nd ra-guard policy pol- Co3patb 1 ckoHduUrypuposaTb policy IPv6 RA guard.
icy_id
yf - policy_id: (1..65535) -
no ipv6 nd ra-guard policy Yaanuts policy IPv6 RA guard.
policy_id
ipv6 rag-acl-list ac- Co3paer 3anucb B cnucke goctyna RA Guard Ha ocHose link
cess_list_num seq se- layer agpeca
gmac_addr access_list_num:
= (1..65535);
no ipv6 rag-acl-list ac- seq: (1..5)
cess_list_num seq se- Ypansaet 3anuce B cnucke goctyna RA Guard
gmac_addr
ipv6 rag-prefix-list /ist_id seq ] Co3pgaet 3anuchk B cnucke goctyna RA Guard Ha ocHoBe IPv6
seq prefix prefix: (2000::1/64) npeduKca
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no ipv6 rag-prefix-list list_id Ypansaer 3anuco B cnvcke goctyna RA Guard

seq seq prefix

KomaHObI pexcuma 2106asa6H020 KOHpuU2ypuposaHus policy IPv6 RA Guard

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma KoHopurypuposaHusa policy IPv6 RA Guard:

console (config-ragqg) #

Tabaunuya 65 — KomaHapl pexxnuma koHourypuposaHua policy IPv6 RA guard

3HayeHue/3Ha4yeHue no

dium | high | none}

KomaHda Aelicmeue
yMoAn4YaHuro
device-role {host | router} Bbibop pexvma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex BXxoaawmx RA-coobueHni;

- router — punbTpaunsa RA-coobieHni B COOTBETCTBUM C

HACTPOEHHbIMM NPaBUAAMU.
other-config flag { on | off | Ynpasnate O-6utom B RA-coobLeHnaAx
none} -/none
managed-config flag{ on | off Ynpasnate M-6utom B RA-coobLeHmnax
| none} +/none
router-preference {low | me- _/none YnpaenaTtb nonem router-preference 8 RA-coobieHmnax

match rag-acl-list ac/_num

no match rag-acl-list ac/_num

acl_num: (1..100)

OcyuiectanaeT npmBAasky acl K policy IPv6 RA guard

Ypansaet npusasky acl K policy IPv6 RA guard

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuwecTtBnsaer ¢punbTpaymio coobueHnit IPvé RA guard no-
npedukcy

YaanaeT ¢punbtpaunto no npedukcy IPv6 RA Guard

match rag-src-ipv6-list
ipv6_prefix_id

no match rag-src-ipv6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcyuwectBnsaer ¢punbTpaunio coobueHunii IPvé RA guard no
IPv6-npedukcy

Ypanaetr ¢unbrpaumto coobuweHnin IPv6 RA Guard no IPv6-
npedukcy

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Buz 3anpoca KoMaHAHOWM CTPOKM pexnma KoHOUrypupoBaHUA MHTepdeica:

console

(config-if) #

Tabnunua 66 — KomaHapl pexknma KoHdUrypuposaHua nHtepdeinca Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BbIK/OYEH

Paspelaet kommyTaTopy KOHTpoAMpoBaHue dyHKuun IPv6 RA
guard Ha uHTepodeiice.

BobikntoueHue ¢yHKumMK IPv6 RA guard Ha nHTepdeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHuto Bce NnopTbl
aBnAwTca untrusted

,ﬂ,06aB/1ﬂeT NopT B CNUCOK A0OBEPEHHDIX.

YpaneHue nopta u3 trusted-list

ipv6 nd ra-guard attach-
policy policy_id

no ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpwuBasaTb cKOHdUrypupoBaHHbIi policy IPv6 RA guard K uH-
Tepoeicy

Yaanutb policy IPv6 RA Guard Ha nHtepdelice

66
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4.13 HacTtpoiika NnpoTOKONOB

4.13.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus afpecoB) — NPOTOKOA KaHa/lbHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAeprKaLLLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 67 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
fa_port: (0/1-24)
gi_port: (0/1..24);
group: (1..8)
vlan_id: (1..4094)

[ob6asnaeT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabnnuy ARP gna ykazaHHoro B KomaHze nHTepdeiica.

- ip_address — IP-agpec;

- hw_address - MAC-aapec.

Ypanaet cratmyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpauBaeT Bpems KM3HM AMHAMMUYECKMX 3anuceit B Tabauue
ARP (cek).

YcTaHaBAMBaeT 3HAYEHNE NO YMOHAHUIO.

clearip arp

Ypanset Bce guHammyeckume 3anucu n3 ARP-Tabaumubl (KomaHga
[OCTYMHA TONbKO A/18 NPUBUIETMPOBAHHOIO NO/b30BaTeNs).

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnuya 68 — KomaHabl perknma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MokasbiBaeT 3anucn ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; déunbTp no MAC-agpecy; dpunbTp No nHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

[MoKa3blBaeT TEKYLLYIO CTaTUCTUKY NPOTOKOA arp

4.13.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

l£|,<':\HHbIl\/‘i MEXaHN3M NO3BONAET YCTpOﬁCTBy OTCNEXNBATb 3aKO/IbUOBaHHbIE NOPTbI. MNeTna Ha nopTty
O6H3py>KMBaeTCﬂ I'IyTéM OTCbIJTKM KOMMYTAaTOPOM d)peﬁN\a CagpecomM HasHaveHuA, cosnagaowimm Cc OgHUM

13 MAC-agpecoB yCcTpOMncTBa.
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KomaHObI pexcuma 2106as1bHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabaunuya 69 — KomaHabl pexknma rnobanbHOM KOHOUrypaumm

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmeue

shutdown loopback-detection

-/no shutdown

no shutdown loopback-
detection

OTkAtounTb paboty moayns loopback-detection Ha ycTpolicTse.

’ [aHHasa KomaHAa oTKAtovaeT paboty moaynsa loopback-

L detection c 6e3803BpaTHbIM yAaNeHMEM BCEX HACTPOEK
6n0oka LBD.

BkntounTb paboty loopback-detection Ha ycTpoiicTae.

V KomaHaa no ymonyaHuio BKAIOUYEHa.

loopback-detection enable

- -/BbIKOYEHO
no loopback-detection enable

Bk/itouaeT mexaHU3m o6Hapy>Keva netesb 4NA KOMMYTaTOpPa.

BoccTaHaBnvBaeT 3HavyeHMe No YMOIYaHWUIO.

loopback-detection interval
P seconds: (1..60)/30

YcTaHaBAunBaeT nHTepBan mexay loopback-pperimamu.

mac_address

seconds - seconds — nHTepBan BpemeHn mexay LBD ppelimamu.

no loopback-detection interval CeRYRA BoccTaHaBnvBaeT 3HaYeHMe No YMOAYaHUIO

loopback-detection Onpegensetr MAC-aapec HasHauyeHu s, yKasaHHbIli B LDB-¢ppeime.
destination-address N iR i Mo ymonuanuio MAC-agipec HasHauYeHMA LWMPOKOBeLLa-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnsl nopmos

Buga 3anpoca KOMaHAHOM CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure terminal

console (config) # interface {gigabitethernet gi port | fastethernet fa port

| port-channel group}
console (config-if) #

Tabnvua 70 — KomaHabl pexknma KoHdurypauumn nHtepdeiica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

loopback-detection enable

-/BblK/IIOYEH

no loopback-detection enable

Bk/itovaeT mexaHn3m OGHapy)-KeHMFI neTesib Ha NopTy

BoccTaHaBnmBaeT 3HaYeHue no YyMON4aHUo

KomaHOwb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 71 — KomaHapl pexknma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aelicmeue

show loopback-detection
[gigabitethernet gi_port |
fastethernet fa_port |
statistics]

gi_port: (0/1..24);
fa_port: (0/1..24)

OtobparkaeTt coctoaHne mexaHmama loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKAIO4EHO

BK/OYUTL OTNPaBKy coobLeHnit no cobbitnam loopback-detec-
tion.
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4.13.3 Cemelicmeo npomokonos STP (STP, RSTP, MSTP)

OcHoBHoOW 3aaaveit npotokosa STP (Spanning Tree Protocol) asnsieTca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMU K APEBOBUAHON TOMONOrMKN, UCKAOUAIOLEN LMKAbI NakeTos. KommyTaTopbl
0bmeHMBalOTCA KOHPUIYPaLMOHHbIMM COOBLLEHMAMM, MCMOAb3yA Kadpbl chneunasnbHoro ¢opmaTta, U
BbIBOPOUHO BKOYAIOT U OTKAKOYAKOT Nepeaady Ha nopThbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBAHMEM MpOTOKosa STP, xapaKkTepusyetca
MEHbLWNM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOIMM U UMeeT 6osiee BbICOKYHO
YCTONYMUBOCTD.

MpoTtokon Multiple STP (MSTP) sBnaetca Haubonee coBpemeHHOM peanusaumen STP,
nogaeprkmpatoweir umcnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA 3K3EMMNNSAPOB CBA3YIOLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTU OT Yncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAp MOXKET coaep»KaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencreyrowmx no MSTP, onxKHbl 6bITb 0AMHAKOBO
CKOHOUTrypupoBaHbl rpynnbl VLAN.

V MakcMmanbHO aonycTtumoe Koam4vectso sksemnaapos MSTP — 64.

4.13.3.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 72 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMmon4YaHuo

KomaHoa

spanning-tree PaspeluaeT MCNONb30BaHME KOMMYTaTOPOM NpoToKoaa STP.

no spanning-tree /Bnioqero 3anpeLyaeT MCNo/b30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode { rst | YcTaHaBAMBaET peXKMm paboTbl npoTokona STP:
mst} _/MSTP - rst — [EEE 802.1W Rapid Spanning Tree Protocol;
- mst — |[EEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
spanning-tree forward-time YcTaHaBAWBaET MHTEPBAN BPEMEHMU, 3aTPauMBaemblil Ha MPOCAYLLN-
seconds BaHWE U U3yYyeHWe COCTOAHUI nepes NepektoYeHnemM B COCTOAHME
seconds: (4..30)/15 cek nepegsauu.
no spanning-tree YcTaHaBAMBAET 3HAYEHME MO YMOMYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAWBaET MHTEPBA/ BPEMEHW MEXKAY Nnepeaadamm LWMPOKoBe-
seconds LaTenbHbIX coobueHnin «Hello» K B3aumoaencTByOLWMM KOMMYTa-
seconds: (1..2)/2 cek
TOpam.
no spanning-tree hello-time YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
spanning-tree max-age YcTaHaBAMBaET BPems U3HU cBasylowero gepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAWBaET 3HaYeHMe Mo YMOAYaHMIO.

spanning-tree priority HactpansaeT npuoputeT cBasytouwero gepesa STP.

. rior_val:
prior_val 0 6p1440_)/32768 3HayeHue npuopuTeTa A0KHO 6bITb KpaTHO 4096.
no spanning-tree priority " YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.
spanning-tree pathcost BK/lOYaeT AUHAMUYECKOE onpeaeneHne LLeHHOCTH NyTu.

-lag-speed — onpeseneHne LeHHOCTU NYTU ByAET BbIYUCAATLCA NPU
M3meHeHuu ckopoctn LAG

dynamic [lag-speed] /BbIKAIONEHO

no spanning-tree pathcost YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIo.

spanning-tree compatibility Bepcua coBmectumoctn STP

-/BKAOYEHO
{mst | rst | stp} /
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no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHuMe no YMON4YaHUIKO

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe KOAMYECTBO tcn, MpU KOTOPOM 3anycKaeTtcsa Talimep, Ko-
TOpbI paBeH 3HayeHuto flush-interval

OTmeHUTb noporosoe 3Ha4yeHune

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HAYeHMEe WHTepBasa, Mocie KOTOpPOro npousonaéT
flash MAC-Tabaunupl nocge nonyyeHus tcn

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

ITO 3HayeHue yKasbiBaeT MaKCMMabHOE KOJIMYECTBO NAKeToB, KO-
TOpble MOryT 6bITb OTMPAaB/AEHbl B 33a4aHHbI UHTEPBAN BPEMEHMU
hello-time.

OTMEHUTb HaCTPOIKY orpaHMYeHUs NakeTos B MHTepBan hello-time

spanning-tree pathcost
method {long|short}

no spanning-tree pathcost
method

-/long

YcTaHaBanBaeT meToa onpeaeneHns LeHHOCTU NyTu.
- long— 3HaueHue yeHHocTN B AnanasoHe 1..200000000;
- short — 3HayeHMe LueHHOCTM B AnanasoHe 1..65535.

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHne
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepdagelica Ethernet, uHmepagelica 2pynmnsi nopmos

Bua, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 73 — KomaHabl perkuma KoHourypaumm nntepdeiica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaet paboTy npoTokona STP Ha KOHGUIypMpyemom UHTep-
deiice.

-/paspelleHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokona STP Ha KOHOUTYpUpyemom UHTep-
delice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LLeHHOCTb NyTH Yepes AaHHbIW UHTepdelic.
' - cost — LLEHHOCTb NyTK.
- (1..200000000)/cm. . Y
no spanning-tree cost TabnuLy 74 YcTaHaBAMBaET 3HayYeHWe, onpeaensemoe Ha OCHOBaHWUM CKOPOCTU

nopTa u MeToaa onpeaeneHuns LLeHHOCTU NyTu, cMm.Tabauuy 74

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAnBaeT npuopuTeT MHTepdeiica B ceasytowem gepese STP.

V 3HaueHMe NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/OYAET PEXMM, B KOTOPOM MOPT NPU MOAHATUM Ha HEM JIMHKA
Cpasy CTaHOBUTCA B COCTOAHME Nepesayun, He AOXUAAACH UCTeve-
HUA Talimepa.

Bbikntoyaet PEXNUM MOMEHTA/NIbHOIO Nepexoaa B COCToOAHUE nepe-
Aa4yn No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelieHo

PaspelaeT 3alWmTy, BbIK/AOYAOLWYIO YKa3aHHbIN WHTepdeinc npu
npueme naketos BPDU.

3anpeLaeT 3aWmTy, BbIK/IOYaOLLLYI0 MHTepdeic Npy Npuéme nake-
ToB BPDU.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BK/tOYaeT 3aWmUTy KKOPHA» ANA BCeX CBA3YHOLWMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaeT UHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — Bk/toyaeT Ha nHTepdelice 4ONONHUTENbHYIO 3aLLMTY OT ne-
Tenb. B cayvae, ecnam nHTepdeiic HaxoAMTCA B COCTOAHUM, OTANY-
Hom oT Designated u npu sTom nepecrtaet nony4yate BPDU, uHtep-
deiic bnokupyertcs;

- none — oTK/oYaeT Bce Guard-pyHKLMU Ha UHTepdelice.

Mcnonb3oBath r106abHY0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspelaeT 3aWwuTy, BbIK/IHOYaOLLYIO MHTEpdENC Npy Npuéme nake-
TOoB BPDU.

3anpeLuaeT 3aLlmTy, BbIK/IHOYAKOLLY0 MHTepdelic Npu Npuéme nake-
To8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/BNA pynnexkcHoro
nopTa «TOYKA-TOYKAY,
ONA NONYyAYNIEKCHOTO

— «Pa3BETBNAEHHbIN»

YcTtaHaBauBaeT npotokon RSTP B nepeaatouiee coctoaHue u onpe-
AenaeT TMN cBA3K AN BbIbBpaHHOro nopra:

- point-to-point — To4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeuwaeT npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c dnarom TCN.

spanning-tree bpdufilter

OnpeaenseT pexknm paboTbl BPDU filtering Ha nHTepdeiice.

{disable | enable | | none} -/disabled
no spanning-tree bpdufilter YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMUIO.
spanning-tree auto-edge BKNOUMTL aBTOMaTMYECKOE OnpeaeeHne KAMEHTCKUX NOPTOB.

- -/BK/IIOYEHO
no spanning-tree auto-edge BbIK/OYMTL aBTOMATMUYECKOE ONpeaeneHne KAMEHTCKMX NoPTOoB..
spanning-tree {bpdu-receive | BK/IlOYaET pexkmMm npuéma nu/mnm nepegadumn Ha nHTepdeiice.
bpdu-transmit} enable

-/BKAtOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKkNtouaeT pexkum npuéma n/mam nepegayun Ha uHtepdeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/OYEHO

Ha3HaunTb NOPT KakK W03 2 yPOBHA.
/1 Spanning-tree Ha AaHHOM NOPTY AO/MKeH 6biTb B cocTOA-

Huwm disabled
OTMEHWTb HAaCTPOMKY

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HactpouTb npuoputet gna pseudoRoot Ha nHTepdeiice.

OTMEHUTb HacTPOUKY

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtounTb Ha MHTepdelice GyHKUMIO 3aLMTbl OT aTak.

OTKAOUUTL Ha HTepdelice GYHKLMIO 3aLLMTbI OT aTak.

Tabnumua 74 — CTOMMOCTb NYTH, YCTaHOB/IEHHaA NO YMOA4YaHUIO (spanning-tree cost)

Memoo onpedeneHusn

Unmepcpelic YeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnunua 75 — KomaHapl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show spanning-tree
interface[gigabitethernet
gi_port | fastethernet fa_port
| port-channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MokasbiBaeT coctoaHMe npoTokona STP Ha uHTepdodelice.

show spanning-tree detail

MoKa3sbiBaeT NoapobHyo MHGOPMALLMIO O HACTPOMKax NPOTOKOA
STP.

show spanning-tree active
[detail]

MoKa3sbiBaeT MHGOPMALUIO O COCTOSIHUM O HAacTpoMKax STP Ha ak-
TMBHbIX MOPTax

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OtobparkaeT HacTpoliku STP Ha bridge

show spanning-tree layer2-
gateway-port

OTo6parkaeT HAaCTPOMKM L33 2 YPOBHA

show spanning-tree pathcost
method

OtobparkaeT metoa onpeaeneHnua CTOMMOCTU NyTK

show spanning-tree root

OTobparkaeT root B Tononoruu STP

show spanning-tree summary

OTobparkaeT cocTosiHMe NPoToKona STP OTHOCUTENbHO UHTepdEi-
coB

4.13.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHoM KoOHbUrypauum:

console (config) #

Tabnunua 76 — KomaHapl pexknma rnobanbHOM KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT npuoputeT ANA AAaHHOFO KOMMyTaTopa nepej,
OCTaNbHbIMW, UCMONB3YHOLWMMK 06WMIA 3K3emnnap MSTP.

- instance_id — aksemnnap MST;

- priority — npuopuTeT KOMMyTaTOpAa.

V 3HaueHuMe NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YcTaHaBAMBaeT MaKCMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ona naketa BPDU, Heobxoaumbix oA GOpMUpPOBaHUA aepesa w
yAepKaHna HPopmaLmm o ero cTpoeHnun. Ecam naker yxke npowen
MaKCMMaNbHOE KOJIMYeCTBO TPaH3UTHbIX Y4aCTKOB, TO Ha Caeayto-
LLEeM yyacTKke OH oTbpacbiBaeTca.

- hop_count — MaKcMmasibHOE KOMIMYECTBO TPaH3UTHbIX Y4acTKOB
ana naketa BPDU.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxnum KoHdurypauum npoTokosia MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #
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Tabnuua 77 — KomaHApl pexkuma KoHourypauum npotokona MSTP

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4aHuro
instance instance_id vlan Co3paeT COOTBETCTBME MEXAY dK3emnaapom npotokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — ngeHTMdMKaTop sk3emnnapa npotokosna MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan Ypanaet COOTBETCTBME MeXAY dK3eMnaAapom npoTokona MSTP wm
vlan_range rpynnamu VLAN.
name string 3apaeT uma KoHourypaumm MST.
string: (1..32) cumBona | - string —uma koHdurypauumn MST.
no name Ypanset uma KoHdpurypauym MST.
revision value 3apaeT Homep peBu3nK KoHoUrypaumm MST.
value: (0..65535)/0 - value — Homep peBn3nm KoHdUrypauumn MST.
no revision YcTaHaBAMBaEeT 3HayeHue No ymondauutio (value).
exit Bbixon, 3 pexmma KoHdurypauum npotokona MSTP ¢ coxpaHe-
i HUeM KoOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnuua 78 — KomaHapl pexxmma KoHourypauum nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
spanning-tree guard root BK/tOYaET 3aLWmUTy «KKOPHA» A1A BCEX CBA3YIOWMX AepeBbeB STP Bbi-
/3alpTa BbIKIOYEHa 6paHHoOro nopTta. [JaHHaa 3alwmTa 3anpewaer uHTepdency bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.
no spanning-tree guard root YcTaHaBAMBaeT 3Ha4YeHME N0 YMONIYAHUIO.
spanning-tree mst instance_id YcTaHaBAuBaeT npuopuTeT nHTepdeiica B aksemnnspe MSTP.
port-priority priority - instance-id — ugeHTMdMKaTop a3K3emnnnapa npoTokosa MSTP;
instance_id: (1..63); - priority — npuopuTteT nHTepdelica.
priority: (0..240)/128 V 3HayeHue npuopuTeTa A0/MKHO b6bITb KpaTHO 16.
no spanning-tree mst YcTaHaBAMBaeT 3HauYeHMe NO YMOIYAHUIO.
instance_id port-priority
spanning-tree mst instance_id YcTaHaBAMBaET LLEHHOCTb MyTH Yepes BblbpaHHbIN MHTepdenc ana
cost cost onpeaeneHHOro sksemnaspa npotokona MSTP.
instance_id: (1..4094); | - instance-id — ngeHTUdMKaTOp 3K3emnaspa NnpoTokona MSTP.
cost: (1..200000000) - cost — LLeHHOCTb NyTU.
no spanning-tree mst YcTaHaBAMBaeT 3HaYeHUe, onpegensiemoe Ha OCHOBAHWUM CKOPOCTU
instance_id cost nopTa U meToza onpeaeneHnsa LeHHOCTM NyTH, cm. Tabauuy 74
spanning-tree port-priority YcTaHaBAMBaeT npuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
priority pepese MSTP.
priority: (0..240)/128 V 3HaueHue NnpuopUTeTa AOMKHO bbITb KpaTHO 16.
no spanning-tree port-priority YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.
spanning-tree mst instance_id instance_id: (1..63); YcTaHasauBaeT npuoputeT pseudoroot B sksemnaspe MSTP.
pseudoroot priority priority: (0..240)/128
po spanni'ng-tree mst instance_id: (1..63) YcTaHaBAMBaeT 3HaYeHMe No YMOYAHUIO.
instance_id pseudoroot -

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnunuya 79 — KomaHapl pexknma EXEC

KomaHoa 3HayeHue/3HayeHue Aeiicmeue
1o ymon4aHuo

show spanning-tree MokasbiBaeT KoHbUrypauuio npotokona STP.
[gigabitethernet gi_port |
fastethernet fa_portport-

channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

show spanning-tree detail MokasbiBaeT NoApobHY0 MHPOPMALMIO O HACTPOMKE MPOTOKONA

instance_id: (1..4094)

STP.
show spanning-tree mst MokasbiBaeT MHGOPMALMIO O CKOHOUTYPMPOBAHHbLIX IK3emMnAApax
configuration ) MSTP.
clear spanning-tree detected MepesanyckaeT npouecc MMrpaunmn NpoTokoaa. 3aHOBO MPOMUCXO-
protocols {interface gi_port: (0/1..24); OMT NpocYéT aepesa STP.
{fastethernet fa_port | fa_port: (0/1..24);
gigabitethernet gi_port | port- group: (1..8)

channel group}}

4.13.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

dyHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CAyXebHble NakeTbl pa3nYHbIX
L2-npoTokonos (PDU) yuepes ceTb NpoBainaepa, YTo NO3BONAET KMPO3PaYHO» CBA3ATb KNMEHTCKME CErMEHTbI
cetn.

L2PT uHkancynupyet PDU Ha rpaHMY4HOM KOMMYyTaTope, MepedaeT WUX Ha APYroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbI OXKMAAET CreunanbHble MHKAMNCYIMPOBaHHbIe Kaapbl, @ 3aTeM AeKancyaupyeT ux,
4YTO NO3BONAET NO/Ib30BATENAM NepesaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelicos Ethernet

Bua 3anpoca KoMaHAHOWM CTPOKM B pexknume KoHpuUrypaumnm nHtepoericos Ethernet:
console (config-if) #

Tabanua 80— KomaHAabl pexnma KoHpurypaumm nHtepoeiica Ethernet

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
12protocol-tunnel {stp | lacp BKAtoueHWe perkMma MHKancynaumm naketos 8 STP BPDU
| lidp | isis-11 | isis-12 | fctl }
no I2protocol-tunnel {stp | -/BbIKAOYEHO BbikntoueHne pexuma nHkancyaaumm naketos 8 STP BPDU
lacp | lidp | isis-I1 | isis-I2 |
fctl }

4.13.5 Hacmpoiika npomokona LLDP

OcHoBHOM ¢yHKumMen npotoKkosa Link Layer Discovery Protocol (LLDP) sasnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmaumsa, cobpaHHas nocpeacTsom
npoTtokona LLDP, HakanauBaeTcs B yCTPOMCTBAX M MOKET ObITb 3aMpoLLeHa YNPaBAsioWMM KOMMNbIOTEPOM
no npotokony SNMP. Takum o6pa3om, Ha OCHOBaHMM cobpaHHOW MHOpPMaLMK, Ha YNPaBAAIOLWEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOJIOMUS CETH.

KommyTaTopbl noAfepXMBaloT nepegayvy Kak CTaHAAPTHbIX NapameTpoB, TaK M OMUMOHA/bHbIX,
TaKUX KaK:

—  WMSA YCTPOWCTBA M €ro onmncaHue;
— WM NOpPTa U ero onucaHue;

—  uHpopmauma o MAC/PHY;

- UT.A
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOm KOHOUIypaumm:
console (confiqg) #

Tabanuya 81 — KomaHab! perkmma rnobanbHomM KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspelwaeT KommyTaToOpy UCNoab30BaHMe npoTokona LLDP.

3anpeLLaeT KOMMYTAaTOPY UCNONb30BaHWe NpoTokona LLDP.

set lldp management-address
{ipva ipv4_address | ipv6
ipbv6_address}

-/ynpasnsiowmit agpec

OnpeaenseT ynpasasaoLNN agpec Ha YCTPOMCTBE.
- ip_address — 3apaeTca ctatudeckuii IP-agpec;
/  Bcnyuae Hannuma Heckonbkux IP-appecos cucrema BbI6K-

onpegensetca paeT HayanbHbIi IP-agpec U3 AnanasoHa AMHAMUYECKUX
aBTOMaTUYeCKM IP-agpecoe. Ecnn AnHamuueckue agpeca OTCYTCTBYIOT, TO CU-
cTema Bbl6MpaeT HayanbHbIN IP-agpec U3 AuanasoHa BO3MOMKHbIX
cratnyeckumx IP-aapecos.
set lldp version {v1 | v2} /vl 3agaTb Bepcuio npotokona LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopblit byayT oTcblaatbes lldp-ppelimol.
- lldp-dbpeiimbl Tak ke byayT Ay6AMpoBaTbCca Ha CTaHAApPTHbIA MAC-
agpec.
lidp lidpdu flooding /filtering YCTaHOBUTb peXxum ¢unbTpaumm naketos LLDP BPDU

lidp lidpdu filtering

YCTaHOBWTb 3HaY€HNE N0 YMOAYAHUIO

lldp chassis-id-subtype type

lldp chassis-id-subtype mac-
addr

-/mac-address

3apaTb chassis-id-subtype ans lldp-ppeinma.

BepHyTb K 3HaYEHUIO NO YMONYAHUIO

lldp reinitialization-delay
delay

delay: (1..10)/2

YcTaHaBAMBAET 3a4€PXKKY MOBTOPHOMN MHMULMANM3aLUMK (Bpema 3a-
OEPXKKMU, BbiNosHAemoe LLDP ana noBTOPHON MHMUMANU3aLmMm Ha
nobom nHTepdelice).
Y106bl OTMEHUTb HACTPOKY Heob6X0AMMO BbICTaBUTb
V 3HaueHMe No YMONYaHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHaBavBaeT uHTepBan nepegaun lidp -dppeimos.
V Y106bl OTMEHUTb HACTPONKY HEO06X0AMMO BbICTAaBUTb
3HauYeHue No YMONHYaHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YcTaHaBMBaeT MaKCMMabHYHO CKOPOCTb Nepeaaun lldp-dpelimos.
Seconds — nepuos BpPeMeHU B TeYeHWM KOTOPOro YCTPOMCTBO
MOKeT OTnpasBuTb He bosiee ogHoro ¢ppeima.
V YT06bl OTMEHUTb HACTPOIKYy HeobXoAMMO BbICTaBUTb
3HauyeHMe No YMONYaHUIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MMHUMAJIbHYIO OAUTENbHOCTb 3aZlePXKKNU, MeXKay no-
cnepoBatesibHbIMK Kaapamu LLDP.
Y106bl OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb
V 3HauyeHue No yMO/IYaHUIO.

lldp txCreditmax value

YctaHaBaAuBaeT 3HadeHue Credit Max (MakcMmanbHoe KOAn4ecTso

value: (1..10) nocnegosatenbHbix LLDPDU, KoTopble MOryT 6biTb NepesaHbl B to-
60e Bpemsn)
lldp txFastlnit value value: (1..8) YCTaHOBWTbL YMCNIO MaKeToB, KOTopoe ByayT OTNpaBAsTbCA B ne-

puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B perxume KoHdurypaumm nHtepdeincos Ethernet:

console (config-if) #

Tabnunua 82 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUIo
lidp dest-mac mac_address 3agatb MAC-agpec, Ha KoTtopbli byayTt otcbiiatbea lldp-
enmbl.
-/BbIKNOYEHO bp =
lidp dest-mac mac_address Ypanute MAC-agpec, Ha KoTopbii 6yayT otcbinateca lldp-
dpenmbl.
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lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

Pa3pewaet nepegayy naketoB no npotokony LLDP Ha uHTep-
deiice.

3anpelaeTt nepegavy naketos No npotokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan}

no lldp med-app-type type

HasHauaet npasuno network-policy gaHHomy nHtepdelicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location

-/BbIK/IIOYEHO

3a4aeT MecTono/oXKeHue yCTponcTBa Ans npoTtokona LLDP (3Ha-
yeHue napameTpa location npotokona LLDP MED).

-coordinate — asgpec B cucteme KOOpAMHaT;

-civic_address_data — agMnHWUCTPaTUBHBIN agpec YCTPOMNCTBa;
-elin_data — agpec 8 popmare, onpeseneHHom ANSI/TIA 1057.

Y[anutb mectononoxeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHdurypmposaTb TLV LLDP-MED Ha gaHHOM nHTepdelice.

Yaanutb HacTponky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BKAOUMTbL OTNPaBKy Tpanos no cobbituam LLDP.

OTKNOYNUTL OTNPABKY TPanos no cobbituam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr, port-comp)
/ interface alias

3apaTb ID Port Subtype ans kagpa LLDP

lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKIOYEHO

Paspewntb nHTEpdelicy NnpuHMMaTb Kagpsl LLDP

3anpetuTb UHTEpdelicy NpUHMMaTL Kagpbl LLDP

lidp tlv-select basic-tlv t/v_list

no lidp tlv-select basic-tlv

tiv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpepenseT Kakve 6a3osble onuuoHanbHble TLV-nons 6yayt
BKJIKOYEHbI YCTPOMCTBOM B nepegasaembiii LLDP-naker.

YcTaHaBAMBaEeT 3HAYeHue no YMON4YaHUIO

lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaenneT Kakue cneuuanbHble onuuoHanbHble TLV-nona by-
YT BK/IKOYEHbI YyCTPOMCTBOM B NepesaBaemblit LLDP-nakert.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO

v/
v/

nopT rpynnbl.

KomaHObI pexcuma privileged EXEC

Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA UHAMBUAYA/NbHO MOPTaMu
rpynnbl, NPUHABLWIMMM cooblieHuA. LLDP oTnpaBnsAeT pasnunuHble cooblieHUa Ha KaxKablit

Pabota npoToKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6710KMPOBaHHbIX NPOTOKONOM STP-nopTax.

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#
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Tabnunua 83 — KomaHapl pexknma privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

show lldp local

- MNokasbiBaeT LLDP-MHpopMaLmto, KOTOPYH aHOHCUPYIOT NOPTbI.

show lidp neighbors [detail]

MNokasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
paboTaeT npotokon LLDP.

show lldp statistics

- lMoKasbiBaeT CTaTUCTMKY LLDP.

Tabnunua 84 — OnucaHne pesynbTaToB

Mone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.
Onpegaenset BeanuunHy spemenu (TTL, Time-To-Live) ans npuHMMaloLLEro yCTpoMCTBa,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO YAEPKMBATb NPMHMMAeMble nakeTbl LLDP nepeg, nx copo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaensetT MMHUMaIbHOE BPEMSA, B TEYEHWE KOTOPOro NOPT ByAeT oXKMAaTh nepes
y nocbinkol cneaytowero LLDP-coobuieHus.
Tx dela OnpeaenseT 3afepxKy Mexay nocneayowmumm nepegadyamm LLDP-dperimos, nHmum-
y MPOBAHHbIX U3MEHEHUAMM 3Ha4YeHMM MBO cTaTyca.
Port Homep nopta.
State Pexxum paboTbl nopTa gnsa npoTtokosa LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3moOKHble 3HaYeHMUA:

PD — OnucaHue nopta;

SN — CuctremHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Address

Aapec ycTpoMCTBa, KOTopbl nepegaetca B LLDP-coobuieHusax.

Notifications

YKasblBaeT, pa3peLleHbl nau 3anpeweHbl ysegomneHusa LLDP.

_|

abnunua 85 — OnucaHue pesynbTaToB
Mone OnucaHue
Port Homep nopra.
Device ID Umsa nan MAC-agpec cocefHero ycTpomncrea.
Port ID NaeHTMdUKaTop NopTa cocefHero ycTpoicTaa.

System name

CucTeMHOe MMA YCTPOCTBa.

Capabilities

[aHHOoe none onucbiBaeT TMN YCTPOCTBA:

B — Mocrt (Bridge);

R — MapuwpyTmsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHune coceaHero ycTpoiicTea.

Port description

OnucaHWe NopTa cocesHero ycTponcTaa.

Management address

Agpec ynpasneHus ycTponcTeom.

Auto-negotiation support

Onpegenset, NOALEPKMBAETCA /I aBTOMaTUUYECKOE OnpeaesieHme pexnma nopra.

Auto-negotiation status

OnpegenseTt, BKAOYEHA N NOAAEPMKKA aBTOMATMYECKOrO Onpeae/ieHnsa pexnma
nopra.
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Auto-negotiation

Advertised Capabilities nopra.

OnpeaenseT pexunmbl, noaaepxusaemble GyHKLMEN aBTOMATUYECKOro onpesesieHns

Operational MAU type

Pabouunit MAU-TUN ycTpoWcTBa.

Mpumep HacTpoku TLV-onumii Ha uHTepdelice Gigabitethernet 0/1:

console (config) # set 1lldp enable

console (config) # interface gigabitethernet 0/1

basic-tlv
basic-tlv
basic-tlv
basic-tlv

port-descr
sys-name
sys-descr
sys-capab

(

(
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select

4.14 HactpoiKa npotokona OAM

basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

mgmt-addr ipv4 10.0.0.1
port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUUN YPOBHSA
KaHasa nepefayy AaHHbIX NPeacTaBAAloT cobol MPOTOKO/I MOHUTOPWMHIA COCTOSHMA KaHana. B atom
NPoToKo/e ANA nepesadyn MHGOPMaLIMK O COCTOSSHUN KaHana MexKay HenocpeacTBEHHO MNOAKAOUYEHHbIMU
yctpoiicteamm Ethernet ucnonb3yiotcas 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiicTtea

LOMKHbI noanepKneatb cTaHaapT IEEE 802.3ah.

v/

B TeKywieit Bepcuu MO He nogpepusaerca Ha mogenax MES2424, MES2424B.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelicos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHurypaumnm nntepoelricos Ethernet:

console (config-if) #

v

Hacrtpoiika Ethernet OAM Tpebyetca ana otnpasku snmp-trap no cobbituio Dying Gasp.

Tabnnua 86— KomaHgb! pexkuma KoHdpurypaumm nHtepoeiica Ethernet

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

KomaHda

Aeiicmeue

ethernet-oam enable

PaspewunTtb paboty OAM

- -/BbIK/NOYEHO
ethernet-oam disable

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count
count: (1..900)/1

YcTaHaBAMBaET NOPOr KOIMYECTBA OLIMBOK 33 YKa3aHHbIV Nepuog,
(nepwog, yctaHaBnanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

no ethernet-oam link-monitor
frame threshold

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet-oam link-monitor
frame window window

window: (10..600)/100 mc

YcTaHaBAMBaAET BPEMEHHOMN NPOMEKYTOK A1A NoAcyeTa Koaude-
CTBa OLWMBOK.

no ethernet-oam link-monitor
frame window

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.

ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

YcTaHaBAuMBaeT nopor ans cobbitua «frame-period» (nepuog
yCcTaHaBAuBaeTca KomaHgol ethernet-oam link-monitor frame-
period window).

no ethernet-oam link-monitor

frame-period threshold

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YcTaHaBAVMBaeT BPEMEHHON MPOMEXKYTOK ans cobbitna «frame-
period».

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ansa cobbitus «frame-period» (nepuop,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YcTaHaBAMBaET BPEMEHHON MPOMENKYTOK ANA cobbiTmna «frame-
period».

no ethernet-oam link-monitor me BocctaHaBanBaeT 3Ha4YeHMe NO YMOAYAHMIO.
frame-seconds window

ethernet-oam mode YcTaHaBAMBaET pexxum paboTbl npoTokona OAM:
{active| passive} Jactive - active — KOMmyTaTop NOCTOAHHO oTnpasnadaet OAM PDU;

- passive — KOMMyTaTop HaunHaeT oTnpasaATb OAM PDU TonbKo
npv Haanyun OAM PDU co BCTpeYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHga ana ynpasneHua noaaepxKkon GyHKUUKM 3aBOpoOTa Tpa-
duKa.

Deny — urHopupyet KomaHgbl loopback

Disable — 610kupyeT loopback

Enable — BkntouaeT KoHTponb ans loopback

Permit — BkatoyaeT 06paboTKy loopback

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IIOYEHO

BkntoyaeT PpyHKUMIO OBHApyXKeHUA OfHOHaNpPaB/IeHHbIX CBA3el
Ha 6a3e npoTokona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

ethernet-oam uni-directional
detection action
{log|errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpeaenseT peakuMio KOMMyTaTOpa Ha OAHOHaMNpaB/IEHHYHO
CBA3b:

- log — oTnpaska SNMP trap 1 3anuco B *KypHan;

- errdisable — nepeBog nopta B coctoaHue «error-disable», 3a-
Nucb B XXypHan u otnpaska SNMP trap.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/OYEHO

BK/ItOYAET arpeccuBHbIi pexnm onpepeneHus oaHOHanpaseH-
HOW cBA3u. Ecn OT coceiHero ycTpoicTBa NepecTatoT NpUxoauTb
Ethernet OAM-co0bLWeHNs — IMHK MOMeYaeTCcs Kak O4HOHANpPaB-
JIEHHBIN.

BoccTtaHaBanBaeT 3HaYeHMe No YMOAYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAWBaeT BPEMeHHON WHTepBan A/A onpejeneHva Tvna
CBA3W Ha Nopry.

BoccTaHaBnvBaeT 3HaueHMe No YMOJTHaHWIO.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabnunua 87 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkntounTb/BbikN0unTE OAM B cucTeme

set ethernet-oam oui oui

oui: (aa:aa:aa)

3apatb OUI phs OAM
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KomaHObi pexcuma privileged EXEC

Bce KomaHAabl AOCTYnNHbI ANA NPpUBUNETMPOBAHHOIO NOsIb30BaTENA. Bug 3anpoca KOMaH,D,HOﬁ CTPOKU

pexxnma privileged EXEC:

console#

Tabaunua 88 — KomaHapl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

show port ethernet-oam

OT06parkaeT MHGOPMALMIO O TEKYLLLEM COCTOAHUM 0am

show port ethernet-

fastethernet fa_port}

oam{gigabitethernet gi_port |

gi_port: (1..8/0/1..48);
o_port: (1..8/0/1..4).

OTOb6parkaeT MHPOPMALMIO O TEKYLLEM COCTOSHUM 0am AN KOH-
KpeTHoro nHtepdeiica

show port ethernet-

oam[gigabitethernet gi_port |
fastethernet fa_port]neighbor

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTOb6parkaeT cOCToAHME COCeACTBYIOWEN KOHPUIYpaLumm

show port ethernet-

oam|[gigabitethernet gi_port |
fastethernet fa_port]statistics

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTo6paskaeT ctatuctvky OAM ans uHTepdeincos/KOHKPETHOTO NH-
Tepdelica

show port ethernet-

fastethernet fa_port} event-
notifications

oam{gigabitethernet gi_port |

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTtobparkaeT OAM HacTpoWKku nopTa

show port ethernet-

fastethernet fa_port]

oam[gigabitethernet gi_port |

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTobpaxkaeT nor cobbiTnit coctoaHMa OAM

show ethernet-oam global
information

OTobparkaeT rnobasbHble HacTpoikm 610ka OAM

Mpumep HacTponku Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.15 lpynnoBas agpecaumsa

4.15.1 ®yHKyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnosib3yeTcs B CETAX rPynmnoBon paccbiiku. OCHOBHOM 3agadveit IGMP
Snooping ABAAeTCA NpefoCTaBAeHME MHOrOaApecHoro TpaduKa TOMbKO ANA Tex MOoPTOB, KOTOpble

3anpocunau ero.

« Moapep:xkusatotca sepcuun npotrokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ dyHKuma rpynnosoii dunbtpaumm “bridge multicast filtering” BknoueHa no ymonuanuio.

PacnosHaBaHue NnOpPTOB, K KOTOPbIM NMNOAK/TKOYEHbI MHOTOa4peCHbIe MapLIpPyTU3aTOpbl, OCHOBAHO Ha

cnefyowmx cobbITusX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— naketbl npoToKkoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NakeTbl NPOTOKO/1Ia MHOroagpecHon mapupyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— nakeTbl npoTtokona MRDISC npunHATLI Ha NOpTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

80 Ethernet-kommymamopei cepuu MES14xx, MES24xx. PykosoOdcmeo o aKkcrnayamayuu




HELTEX

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOm KOHOUIypaumm:

console (confiqg) #

Tabanua 89 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/IIOYEHO

PaspewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping kKommyTa-
TOpOM.

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpoM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)/8blI-
K/NHOUEHO

Paspewaet ucnonbsosaHue ¢yHKkuun IGMP Snooping kKommyTa-
TOpOM AN AaHHOro uHTepdeiica VLAN.
- vlan_id — naeHTndmKaumoHHsbIit Homep VLAN.

3anpeuaeT ncnonb3oBaHne ¢oyHKUMM IGMP Snooping KommyTa-
TOpOM ANA AaHHOro uHTepdeiica VLAN.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);

OnpegenseTr MNopT, K KOTOPOMY MNOAKAIOYEH MapLupyTU3aTop
MHOroaZpecHOM PaccblIkM Ana 3agaHHon VLAN.
- vlan_id — naeHTndmKaumoHHbIit Homep VLAN.

YKa3bIBaET, YTO K MOPTY HE MOAK/OUEH MAPLUPYTU3ATOP MHOrO-
afpecHO PaccbiNKMu.

ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywen
VLAN. O3HayaeT, 4To NopT A0/IXKEH ObITb HEMeANIEHHO YAa/leH U3
rpynnobl IGMP nocne nonyyeHuns coobuieHma IGMP leave.

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

vlan_id: (1..4094)/8bI-

BKAtOUUTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
Hbll IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN
-ip_addr — IP-agpec, KoTopblit byaeT ucnonb3oBaTbca A8 Noa-
MeHbl

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAOYEHHOM ip igmp snooping.

KnoeHo MoameHa Ha 3apaHHbIM agpec ans TpadpuKa, ucxoan-

wero ¢ CPU KommyTaTopa, — Npu BKAOYEHHOM ip igmp snooping

n ip igmp snooping proxy-reporting.
no ip igmp snooping vlan BbIKNOUMTb MOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B nakeTax IGMP-report
ip igmp snooping group-query- YCTaHOBUTb WHTEpPBA/l BPEMEHW B CEKyHAaX, Mociae KOToporo
interval value YCTPOWCTBO OTNpPaBAAeT group-query Ha mrouter

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBaN BPEMEHU B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro mrouter yganaetca, ecam He nony4vaet IGMP reports

OTKNIOYUTB HACTPOMKY

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/itoYaeT oTNpaBKy query BO BCE MOPTHI.

BkatouaeT oTNpaBKy query B non-router-noptbl

ip igmp snooping report-
suppression-interval value

MHTepBan (B cekyHaax), ans kotoporo IGMPv2 report ans oaHomn
1 TOW Ke rpynnbl He 6yayT nepeHanpas/ieHbl

— - value: (1..25) —
no ip igmp snooping report- OTKNIOUYUTD HACTPOMKY
suppression-interval
ip igmp snooping retry-count value: (1..5) MaKcumanbHOe KO/IMYecTBO query, OTHOCALLMXCA K rpynne, oT-

value

npasJ/ieHHbIX Ha mrouter
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no ip igmp snooping retry-
count

OTKNOUYUTB HACTPOMKY

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspeluaeT nepesayy query-nakeTos Ha ycTpolicTee

3anpelaeT nepeaady query-nakeTos Ha yCTponcTae

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTbL MHTEPBa (B CEKyHAAX), NOc/ne KOTOPoro NopT yaans-
eTca, ecnn IGMP reports He nony4yeHbl

OTKNOYUTL Taimep

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspelwaeT ucnosnb3oBaHue GpyHKUU dunbTpaumnm IGMP K Ha UH-
Tepdelicax.

3anpewaeTt ncnonb3oBaHne GyHKUMIA punbTpaunmn IGMP Ha UH-
Tepdelicax.

KomaHOwbl pexcuma koHguaypauuu VLAN (QuanasoH VLAN o8)

console# configure terminal

console
console

(config)# wvlan 1,3,7
(config-vlan-range) #

Tabnunua 90 — KomaHapl pexknma KoHdurypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUNTE NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr - IP-agpec, KoTopblii byaeT Mcnonb3oBaTbCca Aaa Noa-
MeHbl
MoameHa Ha 3afaHHbIW agpec AN TPAH3UTHOrO Tpa-
,l ¢MKa npoucxoguT nNpU  BKAOYEHHOM ip igmp
snooping. MoameHa Ha 3aAaHHbIM aapec Ana Tpa-
¢uKa, ucxogauero c CPU Kommyratopa, — Npu BKAOYEHHOM ip
igmp snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping replace
source-ip

BbIKNOYMTE NOAMEHY KOMMYTAaTOPOM aapeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping cos cos

YcTtaHoBUTb 3HaveHne 802.1p ana IGMP-nakeToB, KOTO-
pble 6yayT MCNONb30BaTbCA KOMMYTAaTOPOM Ha WHTep-
¢deiice VLAN.

no ip igmp snooping max-
response-code

no ip igmp snooping cos cos: (0.7)/ Ynanset sHaueHne metku 802.1p ans IGMP-nakeToB Ha WH-
Tepdeice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTb Bepcuto npotokona IGMP B VLAN

v2 | v3} -/v3

ip igmp snooping YCTaHOBWTb 3HaYeHME N0 YMOAYAHUIO

ip igmp snooping fast-leave BkntoyaeT pyHKumio fast-leave ansa VLAN.

no ip igmp snooping fast-leave /BbiknoeH BbikntovaeTdyHKumio fast-leave ans VLAN.

ip igmp snooping max- YCTaHOBWTb MaKCMManbHOE BpeMs OTBETA Ha 3anpoc, 3agatoLLe-

response-codevalue eca B KoZe, rae ogHa eaMHULA Koga paBHa O4HOM AeCATOM ce-
value: (0..255) KYHZbI.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

no ip igmp snooping mrouter-
port{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

CTaTnyeckn HacTpamBaeT NOpPTbl MapwpyTnsaTtopa ana VLAN

Ypanaet ykasaHHble NpTbl mapLluipytusatopa ana VLAN

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} [time-out
time]

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

time: (60..600)

HacTpauBaeT MHTEpBan OXKUAAHWUA 40 OYUCTKM NOpTa MapLupy-
Tu3atopa gas nHtepdeiica VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} version
{vi|v2|v3}

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port} version

fa_port: (0/1..24);
gi_port: (0/1..24)

Hactpansaet Bepcuio IGMP pgnsa nopta maplipytvMsaTopa Ana
VLAN.

-v1- IGMP snooping Version 1

-v2 - IGMP snooping Version 2

-v3 - IGMP snooping Version 3

YcTaHaBAMBaeT BEPCUIO MO YMONYAHUIO.

ip igmp snooping multicast-vlan
profileindex

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpuBA3bIBAET MYNbTUKACT-NPOGUAL C 3aA4aHHBIM MHAEKCOM K
VLAN

Yaanutb npusAsky K VLAN

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKIOYEHO

BkntovaeT noanepKKy BblAauM 3anpocoB igmp-query KOMmyTa-
Topom B8O VLAN

BbikntoyaeT noanepKKy BblgayuM 3aNpocoB igmp-query KoOmmy-
TaTopom Bo VLAN

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIkNtO4EHO

YcTaHaBAMBAET TalimayT, MO KOTOPOMY CUCTEMa OTMpPaBAseT oc-
HOBHbIE 3aNPOChl BCEM Y4aCTHMKAM rpymnnbl MHOrOagpecHom ne-
pefauv ans NPoBepPKU X aKTUBHOCTU

YCTaHOBUTb 3HaYeHMe N0 YMOIHaHUIO

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKNOYEHO

BKAOUMTL pexknum GuabTpaLMM He3aperncTpupoBaHHOro
Tpaduka B VLAN

OTKAOUYNUTD PEXUM GUNBbTPALLUM HE3aPErUCTPUPOBAHHOTO
Tpaduka B VLAN

ip igmp snooping static-group
ip_add[portsports]

no ip igmp snooping static-
group ip_add

BkntoueHue ctatuyeckoro 3anpoca multicast-rpynnol 8 VLAN

BbIK/IlOYEHME CTaTUYecKoro 3anpoca multicast-rpynnbl 8 VLAN

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM perMma KoHOUrypaumm nHtepoeica:

console (config-if) #

Tabanua 91 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

switchport access multicast-tv
vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpasneHne IGMP-3anpocos ¢ KAneHTckux Vian
B Multicast Vlan n mynbTMKactoBoro Tpadpuka B kKnaveHtckme Vian
ONA uHTepdeiica B peXkMme «access».

BbikntoyaeT nepeHanpassieHne IGMP-3anpocoB C KIMEHTCKUX
Vlan B Multicast Vlan n mynbTMKacTtoBoro Tpaduka B KIMEHTCKMUe
Vlan gna nHtepdeiica B pexkmme «access».

ip igmp snooping limit groups
limit

no ip igmp snooping limit

-/BbIKNIOYEHO

YcTaHaB/MBaeT OrpaHMyeHWe MO KOAMYECTBY TPYNMN Ha MHTep-
deiice.
DOna pabotbl Tpebyerca KomaHaa ip igmp snooping
e filter.

CHumaet OorpaHun4yeHMe Ha Koan4ecTso rpynnmn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIKNIOYEHO

BkntouaeT dpunbTpaymto no filter-id Ha nHTepdeice.

OTKAtoYaeT dpunbTpaumto no filter-id Ha nHTepoelice

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHaBMBaeT pexunm leave Ha uHtepdeiice.

exp-hosttrack - c oTcnexxunsaeHue xoctos

fastleave - yganeHue cpasy nocne nosnyyeHue leave
normalleave - pexum no ymonyaHuio

[na pabotbl TpebyeTca KomaHaa snooping leave-process config-
level port
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MprMmep HAacTPOMKM NOAMMUCKKN HA CTaTUYECKMUEe rpynnbl:

console# configure terminal

console (config)# vlan 10

console (config-vlan)# wvlan active
console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep HacTpolikn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAneHTCcKKit NopT

console (config)# vlan 10,100
console (config-vlan)# vlan active
console (config-vlan)# exit

console (config) # ip mcast profile I
console (config-profile)# permit
console (config-profile)# range 232.0.0.1 232.0.0.5

console (config-profile) # profile active

console (config-profile)# exit
console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping

console

console (config)# wvlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile I
console (config) # interface gigabitethernet 0/1

console (config-if) # switchport mode trunk

console (config-if)# exit

config)# ip igmp snooping multicast-vlan enable

console (config)# interface fastethernet 0/1
console (config-if) # switchport mode access

console (config-if

(
(
(
(
(
(
(
(
(
(
console (config) # ip igmp snooping vlan 100
(
(
(
(
(
(
(
(
(
(
(

switchport access vlan 10

) #
console (config-if) # switchport multicast-tv vlan 100
) #

console (config-if

KomaHOowbl pexcuma EXEC

exit

Bce kKomaHAabl AOCTYNHbI TONIbKO ANA NPUBUNETMPOBAaHHOIO NOJIb30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 92 — KomaHapl pexknma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter

MoKasblBaeT MHPOpMaumio 06 M3y4eHHbIX MHOroaZpPecHbIX
MapLpyTU3aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

Moka3biBaeT uHPopmauuto IGMP-snooping Ana AaHHOrO UHTEp-
deica.

show ip igmp snooping groups

Moka3sbiBaeT HbOPMaLMIO 06 M3yUYeHHbIX MHOrOaAPEeCHbIX rpyn-
nax, y4acTBYIOLLMX B FPYNMNOBOM paccbiiKe.

4.15.2 lMpaesuna 2pynnosoli adpecayuu (multicast addressing)

JaHHbIAN Knacc KOMaHA, npefHa3HayeH AAA 33afaHuA NpaBuA FPynnoBoOiM aapecauum B CeTU Ha
KaHa/IbHOM 1 ceTeBOM YpOoBHAX moaenun OSI.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOm KOHOUIypaumm:

console (confiqg) #

Tabnnua 93 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNOYEHO

BkntounTb GyHKLMIO rpynnoBon GunbTpaumm.

BbIK/MOUNTb GYHKLMIO FPYNNOBOM GUAbTpaLUN.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexkmm 06paboTkn multicast-tpadumka no IP-agpecy.
B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-

snooping leave-process config-
level vlan

-/mac H BaeTcA ycTpoicTBom Ha CPU.
snooping multicast- HacTpaunBaeT pexum obpaboTtknm multicast-tpadmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- Onpegenset ypoBeHb KOHOUTYpaLUM MexaHM3MoB 06paboTKM OT-
level port _Man nycka (KoHourypauum Ha ocHose VLAN nau Ha ocHoBe nopTa)

YCTaHOBUTb 3HaYE€HNE N0 YMOAYAHUIO

snooping report-process
config-levelall-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasbiBaeT Ha Kakux nopTax o6pabaTbiBatoTcA MOJyYEHHble pe-
nopTbl OT XocTa. PenopTbl MoryT 06pabaTbiBaTbCA Ha BCeX MOpTax
WM Ha MOpPTax, KOTOpPble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaYE€HNe NO YMOAYAHUIO

4.15.3 MLD snooping — npomoKos1 KOHMPOoAa MHO20a0pecHo20 mpaguKa 8 IPv6

MLD snooping -

MexXaHU3Im

MHOTroaapecHom

PaccblIKM  COOOLLEHNA,  MO3BOAAOWMMA

MWHMMMU3NPOBATbL MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

%

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

B TeKyuweii Bepcum MO He noageprkusaetca Ha mogenax MES2424, MES2424B.

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUIypaumm:

console (config) #

Tabnnua 94 — KomaHabl rnob6anbHOro pexuma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping

no ipvé mld snooping

-/BbIKNIOYEHO

Bkntouaet MLD snooping

OTkntovaet MLD snooping

ipvé mld snooping group-
query-interval interval

no ipv6 mid snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, N0 KOTOPOMY CUCTEMA OTNPABAAET OCHOBHbIE
query-3anpocsl

YcTaHaBAMBaeT 3HaYeHue no yMON4aHUo

ipvé mld snooping mrouter-
time-out time

YcTaHaBAMBaeT BPeMA OXMUAAHWA OYUCTKM MOpTa OTC/IEeXMBalO-
wero mapwpyTtusatopa MLD, nocne KoToporo nopT yaandercs,

interval interval

(130..1225)/260

time: (60..600) ecnu He nonyyeHsl controlpackets maplpytusatopom MLD
no ipvé mid snooping mrouter- YcTaHaBAvBaeT 3HaYeHMe N0 YMOAYaHUIO
time-out
ipvé mid snooping port-purge- interval: 3aaaTb MHTEepPBaa BpEeMEHMN OYUCTKM NopTa oTcnexunsaHma MLD, no-

c/le KoTopOro NopT yaanaetcs, ecan MLD-reports He noslyYeHbl
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no ipvé mld snooping port-
purge-interval

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

ipvé mld snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

BKAOUNTL GYHKLMIO Proxy-report Ha ycTpolictee

BbIKMOUNTL GYHKLMIO proxy-report Ha ycTpoiicTee

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

YKasaTb HanpasneHue penopTos: BO Bce nopTbl VLAN nnum Tonbko
Ha NopTbl poyTepa

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO

ipvé mid snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YcTaHaBAMBaeT BPEMEHHOM WHTepBan 3anpeta nepegayun
MLDvSnooping-reports, B Te4eHWe KOTOPOro coobLieHns oT4eToB
MLDv1 He 6yayT nepeHanpaBAATbCA Ha NOPTbl MapLUpPyTM3aTOpa
ON1A TOM XKe rpynnbl

YcTaHaBAMBaeT 3HAYEHUeE MO YMONYAHUIO

ipvé mid snooping retry-
countinrerval interval

no ipvé mld snooping retry-
countinrerval

interval: (1..5)

YcTaHaBAnBaeT MakCMMasibHOE KOIMYECTBO rPynnoBbIX 3aMpocos,
OTMNpPaBAseMbIX Ha NOPT NPW Noay4yeHUn coobieHma MLDv1

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

ipvé6 mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

BkntouyaeT dyHKUMIO Nnepenaum 3anpocos MLD npu usmeHeHUn To-
nonoruun

BbikntoyaeT GyHKUMIO nepepaun 3anpocos MLD npu nameHeHuu
TOononorMn

KomaHOwb! pexcuma EXEC

Bce KOmaHAbl AOCTYMNHbI TONILKO 419 NPUBUNETMPOBAHHOIO NO/Ib30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 95 — KomaHapl pexknma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuo

Aelicmeue

show ipv6 mid snooping global

OTobparkaet rnobanbHble HacTpoliku MLD

show ipv6 mid snooping vlan
vlan_id

OTobparkaeT MHPopmauuio o KoHoUrypauum MSD-snooping ans
naHHowu VLAN.

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 96 — KomaHapl pexknma KoHdurypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

ipvé mld snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

No ipv6 mld snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24)

MpuBA3aTb NOPT OTC/AEKMBatOWEero mapwpytmsatopa MLD K VLAN

Yaanutb NopT oTCAeKunsatowero mapwpytmsatopa MLD u3s VLAN

ipvé mid snooping version {v1
| v2}

ipv6 mld snooping version

-/v2

HacTtpansaet Bepcuto otcnexxknsaHmna MLD B VLAN.
-v1l- MLD snooping Version 1
-v2 - MLD snooping Version 2

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

86 Ethernet-kommymamopei cepuu MES14xx, MES24xx. PykosoOdcmeo o aKkcrnayamayuu




HELTEX

4.15.4 ®dyHkyuu o2paHuveHua multicast-mpagpuka

®yHKUMKM orpaHunyeHma multicast-tpadmka ncnonb3ytotTca Ana yaobHOM HACTPOMKM OrpaHUYeHUs
NPOCMOTPa onpeaeneHHbIX FPynn MHOroaZApPecHoOM pacchisiKu.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUIypaumm:
console (config) #

Tabnnua 97 — KomaHab! perknma rnobanbHoM KoOHPUrypauum

Komanoa 3HayeHue/3HayeHue no Neiicmeue
YMOYAHUIO
ip mcast profile index Co3aatb multicast-npodunb 1 nepeinTn B perKMm ero KoHPu-
index: (1..4294967295) rypupoBaHusa
no ip mcast profile index Ypanutb multicast-npodpunb

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm multicast-npoduns:

console (config-profile) #

Tabnunua 98 — KomaHabl pernma KoHourypaumm multicast-npodpuns

3HavyeHue/3HaueHne
KomaHga OnucaHune
Nno YMONYAHUIO
range first_group_ip 3a4aTb AMANa30H afpecoB-UCTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnv 3apaTb TONbKO OOMH afpec, OH CTaHeT eaUHCTBEHHbIM UC-
- TOYHMKOM MYNIbTUKACTa.
range first_group_ip YAanuTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 334aHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponyckaTbcs.
deny B cnyyae HecooTBeTCTBMA OAHOMY M3 334aHHbIX AMANas’oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active - AKTMBMpPOBaATb paboTy npoduns

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxknume KoHdpurypaumm VLAN:

console (config-vlan) #

Tabnunua 99 — KomaHapl pexknma KoHourypaumm VLAN

3HauyeHune/3HaueHmne
KomaHpga OnucaHune
Nno YMOYaHUIO

ip igmp snooping multicast- MpwuBaA3aTb yKasaHHbIM Npoduab K vian.

vlan profile profile

index: (1.. 4294967295)
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4.16 ®PyHKUUM ynpaBNeHUA

4.16.1 MexaHu3m AAA

Ona obecneyeHna 6e30NacHOCTM CUCTEMbl MCMOAb3yeTca MexaHusam AAA (ayTeHTUdMKaumA,
aBTOpM3auMA, yyeT).

— Authentication (ayTeHTudMKauusa) — conoctaBaeHme 3anpoca CyLLecTByIoLLelr YYETHON 3a-
nucu B cucteme 6e30mnacHoOCTU.

— Authorization (aBTopu3aums, NpoBepPKa YPOBHA A0CTyna) — conocTaBieHne y4&THOM 3anmcu
B cucTeme (npoluealueit ayTeHTMdUKaLMIO) U onpeaeNEHHbIX NOHOMOUMIA.

— Accounting (y4ét) — cnexeHue 3a notpebseHMem pecypcos Nosib3oBaTe/IeM.

ANnA WwnppoBaHUA AaHHbIX UCNONb3YETCA MexaHu3m SSH.

KomaHObI pexcuma 2n10b6as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXMma rnobasibHON KOHGUrypaumm:
console (config) #

Tabanua 100 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO
enable password password YcTaHaBAMBaeT Napoab ANA KOHTPOA U3MEHEHUA MpUBUAETUIA
[level level] A0CTyna nonb3oBaTenen.
level: (1..15)/1; ..
- level — ypoBeHb npusunernis;
password: (5..20) .
- password — naposnb;

CUMBOIOB —
no enable password [level Ypanaer naponb A8 COOTBETCTBYIOLLErO YPOBHA NPUBUAETUIA.
level]
username name password [ob6asnaeT nonb3oBaTeNA B IOKaIbHY0 633y AaHHbIX.

™ name: (1..20) cumBoNOB; o
password [privelige level] - level — ypoBeHb npusuaernii;
password: (5..20) .
- password — naposnb;
CUMBO/IOB;
- name — ¥MA NoNb30BaTeNs;
level: (1..15) —
no username name YpanseT nonb3oBaTens U3 0KanbHOU 6a3bl JaHHbIX

Tabanua 101 — ATpmnbyThl coobLyeHunii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasneHuma

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OonucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTuduKauma nonb3osartens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCNO/b3yeTcs
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
ana ceccuit ¢ Radius-cepsepom.
Mpon3BoONbHOE 3HAaYEeHWE, BKAOYEHHOE BO BCE CO-
Class (25) Ectb Ectb P .
0bLEeHMA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNO/Ib3YEMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb v,a,p v P y A
CUM ynpaBneHwus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTog, Mo KOTOPOMY KJAMEHT LO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPULIMPOBAH.
. . Moka3sblBaeT, KaK A0Aro Nosb3oBaTeNb Hbin noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuUuMHa 3aKPbITUSA CECCUM.
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Tabnunua 102 — ATpubyThl coobLLEeHMI BeaeHUs yyeTa npoTokona RADIUS ana ceccunii 802.1x

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN MCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMAICA
NAS-Port (5) EcTb EcTb P yTaTop P A
nosib3oBaTeNb.
Mpoun3BonbHOE 3HaYeHMe, BKIKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKkasblBaeT, KaK A0Aro nonb3osaTtens Hbi1 noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccun.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpPTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

console (config-line)#

Tabauua 103 — KomaHAabl pexknma KoHPUrypaumm TepMmmnHana

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

login authentication {radius |
local | tacacs}

3agaeT meTon ayTeHTMdMKaLMM MpuU BXOAE A8 KOHCO/M,
Telnet, SSH

no enable authentication

- — -/local
no login authentication YCTaHOBWTb 3HaYEHME N0 YMONYAHUIO
enable authentication {radius 3agaeT meTos ayTeHTUPMKaLMKM Npu NOBbILLEHWUM YPOBHA NpU-
| local | tacacs} Jocal Besiernit ana KoHconu, Telnet, SSH
-/loca

YCTaHOBUTb 3HaYeHMe No YMOHAHUIO

KomaHObI pexcuma 2a06asb6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rno6anbHon KoHGUrypaumm:

console (confiqg) #

Tabanuya 104 — KomaHab! perknuma KoHOUrypaumm TepmrHaibHbIX CeCCuit

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aeiicmeue

login authentication {tacacs |

default |radius} list_name: (1..12)

3apaeT meTtoa ayTeHTUdMKauMM Npy BXxoae A1 KOHCoAu, telnet,
ssh.

CMMBOJIOB

no login authentication

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.
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4.16.2 lpomokon RADIUS

Mpotokon RADIUS ucnonb3ayetca ana ayteHTUdMKauum, aBtopmsaumm u ydeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NOMAb30BATENEN, KOTOPaA COLEPKWUT AaHHble MPOBEPKM MOAJIMHHOCTU ANA
Kaxkgoro nosb3oBatens. TakMm o06pasom, ucnonb3oBaHMe npoTokona RADIUS obecneumBaer
[OMNONHUTENbHYIO 3alMTY NPU AOCTYNe K pecypcam CeTH, a TaKKe Npu AOCTyrne K CaMmomMy KOMMYTATopy.

KomaHObI pexcuma 2n10bas1bHOU KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobanbHon KoHduUrypaumm:

console (config) #

Tabanua 105 — KomaHab! perkmnma rnobanbHoM KoOHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

[ob6aBnseT yKasaHHbIV cepBep B CNUCOK Mcnosnb3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 unun IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe umsa RADIUS-cepsepa;

. hostname: (1..158) - timeout — MHTepBan oXxnaaHUA oTBeTa OT CcepBepa;
radius-server host .
. . CMMBOJIOB; - retries — KosinuecTBo NonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Koy ans ayTeHTMOUKALUMKM U WNdpoBaHMA BCero
hostname} [timeout timeout] . ¢

. . timeout: (1..30) cek; obmeHa gaHHbIMK RADIUS;
[retransmit retries] [key 1 .
- . retries: (1..15); - priority — npuopwTeT ucnonbsosaHma RADIUS-cepBepa (4em Huke
secret_key] [priority priority]
secret_key: (0..128) 3HauyeHue, TeM NpMopUTETHEE Cepaep);
CMMBO/10B; - type — T™vn ncnonb3osaHmna RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHA4e nMapameTpos timeout, retries, se-
cret_key pna paHHoro RADIUS-cepBepa MCMonb3ytoTcA 3HAYEHMUA
HACTPOEHHbIE C MOMOLLbIO KOMaHZ, YKa3aHHbIX HUKeE.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Ypansaer ykasaHHbll cepBep M3 CnMcKa ucnonbdyembix RADIUS-
cepBepos.

KomaHOb1 pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTPoKM B pexxume Privileged EXEC:

console#

Tabnnua 106 — KomaHabl perkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMoaYaHuro
show radius-servers OtobparkaeT napameTpbl HacTpoiikn RADIUS-cepsepoB (KomaHAaa
i [OCTYMHA TONbKO A/19 NPUBUIErMPOBAHHbIX NOAb30BaTeNEN).
show radius statistics OTobparkaeT cTaTUCTUKY NpoTokona Radius, nHdopmaumio o nonb-
i 30BaTensx, KoHourypaunio RADIUS-cepsepa.

4.16.3 lpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPA/IM30BaHHYIO cucTeMy 6e30MacHOCTM ANsA MNPOBEPKM
nonb3oBaTeNen, NoAYyYaoLMNX AOCTYN K YCTPOMUCTBY, NPU 3TOM NoaaeprKMBas COBMeCTMMOCTb ¢ RADIUS u
ApYyruMu npoueccamun NpoBepku noganHHoctn. TACACS+ npefocTaBaseT cnenyrolme cnyKobol:

— Authentication (nposepka nodsauHHocmu). ObecneymsaeTca BO Bpems BXO4a B CUCTEMY MO
MMeHaM MoJib3oBaTesIel U onpeaeneHHbIM Nob30BaATENAMM NAPOIAM.

— Authorization (aemopusayus). ObecneumBaeTcs BO Bpema Bxoda B cucTemy. [locne
3aBeplleHns ceaHca MPOBEPKM MOANMHHOCTM 3anyCcKaeTcA CeaHC aBTopu3auun C
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MCNoNb30BaHMEM MPOBEPEHHOIO MMEHU MNOoJib30BaTeNA, TaKXXe CepBepoM MNpPOoBepPATCA
npusuiernn nosab3osBartena.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunuya 107 — KomaHab! perkmnma rnobanbHoM KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

tacacs-server host

{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

hostname: (1..63)
CMMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[ob6aBnaeT ykasaHHbIN cepBep B CNMUCOK Mcnonbayembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXXAbli MOMEHT BPeMeHW WMeTb He
6onblie ogHOro coeanHeHna ana obmeHa gaHHbimu ¢ TACACS-cep-
BEpPOM;

- port — Homep nopTa gns obmeHa gaHHbiMKu ¢ TACACS-cepBepom;
- timeout — nHTepBan oXKMaaHMA OTBETA OT CepBepa;

- secret_key — kntou gna ayteHTUdPMKauum n wmdposaHMA Bcero

{ascii | pap }

cMMBONOB obmeHa aaHHbimu TACACS;
Mpu HacTpoike cepsepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YECKM BKAOYaeTcs accounting
no tacacs-server host Ypanset ykasaHHbI cepBep U3 cnucka ncnonbayembix TACACS-cep-
{ip_address| hostname} BEPOB.
tacacs-server retransmit YKa3aTb Konnyectso aktueHbIx TACACS-cepBepoB, K KOTopbim by-
number » AeT nooyepesHO MNOAKNOUMTLCA KAMEHT, B C/lydyae HeyaauyHowm
ayTeHTUdUKaLmm
no tacacs-server retransmit Y[anuTb HaCTPOMKy
tacacs use-server address
. BbibupaeT cepBep U3 Tabaunubl cepsepos AnsA Tacacs-KAMeHTa
{ip_address | hostname} -
no tacacs use-server OTmeHAeT Mcnoab3oBaHMe 3a4aHHOr0 cepeepa
tacacs authentication type
-/pap Onpenenvtb MeTo ayTeHTUGKUKaL MM ¢ NOMOLLbIo tacacs.

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 108 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

show tacacs-servers

OTtobparkaeT napameTpbl HacTpolikm TACACS-cepBepoB, MeTos
ayTeHTUdMKaALMM M CTaTUCTUKY MPOTOKO/Ma (KOMaHAa AOCTynHa
TONBbKO A/1A NMPUBUIETMPOBAHHbIX NMO/b30BaTENEN).

4.16.4 Cnucku docmyna ACL 07 ynpasneHusa ycmpolicmeom

B ISS nogaeprkmBaeTca GMAbTPaLUA ynpasaatowero TpaduKka ¢ NOMOLLbIO CMUCKA aBTOPU30BAHHbIX
IP-meHenkepos (IP Authorized Managers). B ¢punbTpe MOXHO 3a4aTb agpec WA MOoACETb UCTOUYHUKA,
VLAN, nHtepdeiic n cny*by, c KoTopbix byaeT pa3pelleHo ynpasiaeHMe yCTPOIMCTBOM.
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KomaHObI pexcuma 2106as1bHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 109 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMOAYAHUIO
authorized-manager ip- OrpaHn4yMBaeT ynpaB/ieHWe yCTPOMCTBOM NO 3agaHHOMY GuUb-
source ip_add [mask | / TPy AocTyna.
prefix_lenght | vlan vian_id | prefix_lenght: (0..32);
cpu0 ] [ service snmp | telnet vlan_id: (2..4094)
| ssh]
no authorized-manager ip- OTMmeHsAEeT orpaHUYeHne Ha ynpasaeHne yCTPOUCTBOM.
source ip_add

Ha ycTpoiicTBe MOXKHO CKOHUrypuposaTb He 6onblue 10 npasua. Mo ymonuaHuto, ecim He
3a4,aHO HU OAHO NPaBU/O, yNpaB/ieHUe YCTPONCTBOM A0CTYNHO C 1060ro UCTOYHMKA.

’ |  Mocne ykasaHusa xoTa 6bl ogHOro npasuna authorized-manager gna Bcex ycTpouicTs,
L KOTopblie UCK/IoYeHbl NpaBuiom, byaer geiicteoBatb Nnpasuno deny any any.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:
console#

Tabnuua 110 — KomaHab! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuwo

show authorized-managers [ip- MoKasbIBaeT CNUCKKN A0CTyNa A8 yNpaBaeHuUs.
source jp_add]

4.16.5 Hacmpoiika docmyna

4.16.5.1 Telnet, SSH

JaHHble KOMaHAbl npeaHa3Ha4yeHbl AaA HACTPOMKM CepBepoB AOCTyna [AAA  ynpasBaeHus
KommyTaTtopom. Moaaeprkka cepseposB TELNET n SSH kommyTaTopom no3BonAeT yaaneHHO NOAKA0YATLCA
K HEMY 18 MOHUTOPUHIA U KoHOUrypaumn. KondurypmposaHme ycTpoictea Yepes Telnet Ha ycTpoincTee
paspeLleHo No yMONYaHuUIo.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXnma riobanbHoM KoOHGUrypauum:

console (config) #
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Tabnmua 111 — KomaHap! pexkmma rnobanbHoin KoHGUrypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmesue
no ymoa4YaHuro
ssh enable PaspewaeT yaaneHHoe KOHOUIypnpoBaHWe yCTPOMCTBA Yepes
SSH.
- -/BK/OYEH —
ssh disable 3anpelaeT yganeHHoe KoHOUIypMpoBaHue YCTPOMCTBA Yepes

SSH.

ssh server-address ip_addr port port: (1..65535)

3apatb IP-agpec SSH-cepsepa n TCP-nopT, ucnosb3yembiit SSH-

no feature telnet

port cepsepom.

ip ssh auth [hmac-md5 | hmac- _/hmac-shal BbIbpaTh TN ayTEHTUPMKALMM NO NPOTOKOAY SSH.

shai]

ip ssh cipher [3des-cdc | aes128- BbibpaTh wWndp ayteHTUdUKaLMmM No NpoToKoay SSH.
-/3des-cdc

cdc | aes256-cdc | des-cdc]

crypto key generate rsa ) leHepupyeT napy katouelt RSA — YacTHbIM U NyBAUYHBIA Ans

SSH-cepsuca.

feature telnet PaspelwaeT KOHPUrypnposaHue yctponctaa yepes Telnet

-/BKAOYEHO

3anpeLaeT KOHPUrypupoBaHue ycTpoincTea Yepes Telnet

KomaHOowbl pexcuma EXEC

KomaHabl AaHHOro pasaena AoCTYMHbl TONbKO A5 NPUBUAETMPOBaHHbIX NOb30BaTeNei.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 112 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show ip ssh -

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHbIE
Bxoaalwme SSH-ceccun.

show telnet server -

OTobparkaet cTaTyc cepBepa Telnet

4.16.5.2 KomaHObI KOHhu2ypayuu mepmuHand

KomaHabl KOHOUrypaumm TepMUHANA CAY»KaT AN HaCTPOMKM NapameTpos paboTbl TE@PMUHANOB.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 113 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
1o ymon4aHuio
line console - Bxopn, B pexnm coOTBETCTBYHOLLErO TEPMUHANA
line telnet - Bxoz, B peXMm COOTBETCTBYHOLLEro TepMUHANA

line ssh -

Bxopa B PeXnm CoOoTBETCTBYHOLLEINO TEPpMUHANA

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B peXXUme KOHPUrypaumm TepMmmnHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet |

ssh}
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Tabnunuya 114 — KomaHabl perkmma KoHourypaumm TepmuHana

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3a,a,aeT WHTEpBan, B Te4HeHNe KOTOPOro CMCTemMa OXnagaet BBoga
OT nonb3osatena. Ecnv B TedyeHne AaHHOIO MHTEpPBasia NONb30-
BaTe/lb HUWYero He BBOAUT, TO KOHCO/1b OTKNKOYaEeTCA.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/

YCTaHOBWUTb CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOrO WH-
Tepdelica

no login authentication

115200 6ut/c
enable authentication {radius 3apaeT meTog ayTeHTMOUKaL MK NONb30BaTeNA NPU NOBbILLEHUM
| tacacs | local} -/local YPOBHA NPUBUIETUIA AN KOHCOU
no enable authentication YCTaHaBAMBAET 3HAYEHME MO YMONYAHUIO
login authentication {radius | 3apaeT MeTof, ayTeHTUOMKALMM NpU BXOAE A1 KOHCOU
tacacs | local} -/local

YcTaHaBAMBaeT 3HaYeHNE MO YMONYAHUIO

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunuya 115 — KomaHab! perkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show line exec-timeout

MNoKasbiBaeT 3HavyeHuA napameTpa exec-timeout ANnAa Bcex Tep-
MWHanNosB

show line exec-timeout
current

MoKasblBaeT 3HaYeHUA napameTpa exec-timeout ana Tekylen
ceccumn

4.17 XypHan aBapwuii, npotokon SYSLOG

CucremHble KYpPHa/sibl NO3BONAKOT BECTU NCTOPUIO C06bITMl71, npounsoweawnx Ha YCTpOﬁCTBe, a TaKXxe

KOHTpPO/IMpOBaATb Nnpounsowiealine cobbiTMA B peanbHOM BpemeHu. B ypHan 3aHocATcA cobbITUA BOCbMMU
TUNOB: l-I[I)e3BI:vI‘-Ial\/"1Hble, CUTHaNbl TpeEBOIrN, KpUtTN4eCkne U He Kputhndeckme OUJM6KM, npeaynpexagexHua,
yBegomneHuA, MHd)OpMaLI,VIOHHbIe M OTNaJOu4HbIE.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHO KoOHUrypaumm:

console (config) #

Tabnunua 116 — KomaHabl perkmnma rnobanbHol KoHGUrypaumm

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

BKAtoYaeT perncTpaumio oT1aA0uHbIX COObLEHMI U cOOBLLEH NI
06 owunbKax.

logging on

BbIK/IlOYaET perncTpaumio oT1afouHbIX coobLLeHni U coobiue-
HUI 06 owmnbKax.
MpuY BbIKNOYEHHOW PerncTpauumn oTnaaouHble coob6-
V weHua u coobweHuns o6 owwubkax byayTr nepepa-
BaTbCA HAa KOHCO/b.

no logging on
-/perncrpauma BKIOYEHa

94 Ethernet-kommymamopei cepuu MES14xx, MES24xx. PykosoOdcmeo o aKkcrnayamayuu



HELTEX

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

Bk/toYaeT nepegayvy aBapuUnHbIX U OTNAL04HbIX COOBLLEeHNIA Ha

yaaneHHbii SYSLOG cepsep.

- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;

- priority — npropuTeT nepeaaBaemMbix COOOLEHNA.

- 3HaueHue priority popmmupyeTca U3 cymmbl severity un
V facility

YaansaeT BblbpaHHbIl cepBep U3 cnucka ucnonbsyembix SYSLOG-
cepBepoB.

logging console

BkAtoyaeT nepesady aBapuMHbIX UM OTNALO0UHbIX COOBLLEHMI

level: (cm. Tabanuy Ha KOHCO/b.
no logging console 117)/informational BbIKk/lOYaeT nepesadvy aBapunHbIX UK OTNAL0UYHbIX COOBLLEH W
Ha KOHCO/b.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHAET KONMYECTBO COOBGLLEHWNIA, 3aMOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Nocne nepesarpyskn yCTpomncTea.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

syslog {filename-one |
filename-two | filename-
three} filename

- Co3gaTtb daii 3anncy aBapumnHbIX M OTIAA04HbIX COOOLEHNN.

logging-file [/evel] filename

no logging file

level: (128..191) /-
filename: (1..32)

Bk/toYaeT nepesayy aBapuiiHbIX MAM OTAAA0UYHBIX COOBLLEHUIA
BbIOPAHHOIO YPOBHSA BaXKHOCTU B YKa3aHHbIW daiin KypHana.
Level - facility+severity.

Hanpumep, cobbitne ans facility0(128) c yposHem informational
(6) byaeT umeTs level = 134.

BblKntoYaeT nepeaady aBapuiiHbIX UM OTNAL0YHbIX COOBLLEHNI
B daiin KypHana.

logging severity

no logging severity

[severity_levell level: (cm. Tabanuy 117)/0

3afaTb YpOBEHb JI0rMPOBaHMA

YCTaHOBUTb 3HaYeHMe N0 YMOIHaHMIO

logging facility local{0..7}

no logging facility

-/local0

3afaTb KaTeropuio N0rMpoBaHmsa

YCTaHOBUTb 3HaYeHue No YMONYaHUIO

syslog localstorage

-/BKIOYEHO

AKTMBMPOBATb OTMPABKY aBapMIMHbIX MAN COOBLLEHUIA HA CKOH-
durypmpoBaHHble palinibl 3anucu

Kaxkpoe cooblieHre nmeeT CBOI ypoBeHb BarKHOCTU. B Tabanue 117 npuseaeHbl TUMNbl COOBLLEHNI

B nopsake ybbiBaHUA X BaXKHOCTM.

Tabanua 117 — Tunbl Ba*KHOCTN COOBLLEHNT

Tun eaxcHocmu coobuweHuli

OnucaHue

YpesBblyaiHble (emergencies)

B cucteme npoumsowna KputmyecKas owmnbKa, cuctema MoOKeT pa6OTaTb
HenpaBW/bHO.

CurHanbl Tpesoru (alerts)

Heobxo4MMO HemMeaNeHHOe BMeLATeIbCTBO B CUCTEMY.

Kputnyeckue (critical)

B cucTteme npousoLlna KpUTHMYecKas owmnbKa.

OwwunbouHble (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBepgomneHusa (notifications)

YBegomaeHue cuctemsl, HeaBapMVlHoe COOGIJJ,eHI/Ie.

NHpopmaumoHHble (informational)

MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthagouHble (debugging)

OTnagouHble coobLEeHUs, NPefoCTaBAAIOT NOAb30BaTeNO MHPOPMALIMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

Mpumep HacTpoliku logging-file:

Mycme facility = localO.

Co3maamm NokanbHbii ¢ann ¢ umeHem sl1, Kyaa 6yayT 3anucbiBaTbCA cOBbITUA C TUNOM OT
ypesBblYalHbIX 40 UHOOPMALMNOHHbIX.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamauyuu 95




HELTEX

console (confiqg) #
console (confiqg) #
console (confiqg) #
console (config) #
console (config) #
console (confiqg) #
console (confiqg) #
console (config) #
console (config) #

syslog filename-one sllI
logging severity 6

logging-file
logging-file
logging-file
logging-file
logging-file
logging-file
logging-file

KomaHObi pexcuma Privileged EXEC

128
129
130
131
132
133
134

sl11
sl11
sl11
sll
sll
sl11
sl11

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabaunuya 118 — KomaHaa perkmma Privileged EXEC gns npocmoTpa daina KypHana

KomaHda

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

clear logs

Ypansaet Bce coobuieHns 3 BHyTpeHHero bydepa.

show logging-file {filename-
one | filename-two |
filename-three}

OTOb6parkaeT cOCTOAHME KypHana, aBapuitHble U OTAa40uHblE CO-
0buieHmna, 3anucaHHble B Galine XKypHana.

show logging

OT0b6parkaeT coCToAHME KypHana, aBapuitHble U OTAaf04Hble CO-
obLeHunA, 3anmMcaHHble BO BHYTpeHHeM bydepe.

show syslog-servers

OTO6parkaeT HaCTPOMKM AN yAaNéHHbIX syslog-cepsepos.

4.18 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

dYHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayYeHa ANA KOHTPoAs ceTeBoro TpaduKa nytem
NepecbIKM KOMUI BXOAAWMX U/UAN UCXOOALLMX MAKETOB C OAHOMO WAWU HECKONbKUX KOHTPO/IMPYEMbIX
NOPTOB HA OAMH KOHTPO/IMPYIOLWMIA NOPT.

Mpu 3epkanupoBaHum 6onee ogHoro ¢UMUECKOro MHTepdeitica BO3MOXKHbI notepu TpadukKa.
' rapaHTUpyeTca TONbKO NpPU 3epKaAnpoBaHUM oOAHOro ¢usnyeckoro

OTcyTcTBME nNOTEpb

uHTepdeiica

K KoHTpoMpytoLwemy NopTy NPUMEHAIOTCA CeayoLLne OrpaHNYeHns:

— TopT He MOKeT BbITb KOHTPONPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic AoNKeH OTCYTCTBOBATL 4J1A 3TOrO NopTa;

K KOHTPO/IMpyeEMbIM NOPTaM NPUMEHAKOTCA chegyrowme orpaHn4YeHnA:

— TopT He MOKeT BbITb KOHTPOMPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KOHPUrypaumm:

console (config) #
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Tabnmua 119 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..24);
session_id: (1..4)

YKa3blBaeT 3epKannpyowmnin NnopT AN BbibpaHHOW CECCUM MOHUTO-
pwHra.

BbIK/lOYaeT QYHKLMIO MOHWUTOPUHIA Ha HacTpPaMBaemMoOM MHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..4)

YKasblBaeTca cay»KebHbli vian gna 3epkanmposaHusa Tpaduka c 3a-
OaHHOTo pediekTop-nopTa A5 BbIBpaHHOM ceccum.
remote vlan — cny»ebHbliii vlan gns 3epkanMpoBaHua Tpaduka;

BbIk/tOYaeT QYHKLMIO MOHWTOPUHIA Ha HacTpPaMBaeMOM MUHTep-
deiice.

monitor session session_id
source interface [fastethernet
|fa_port gigabitethernet
gi_port][rx | tx | both]

monitor session session_id
source interface [ fastethernet
fa_port | gigabitethernet
gi_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
session_id: (1..4)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT ANA BbibpaHHOM cec-
CUM MOHWUTOpPUHTA.

-rX — KONUPOBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NOPTOM;
-tX — KONMpPoBaTb NaKeTbl, NepesaHHble KOHTPOIMPYEMbIM NOPTOM;
-both — KonupoBaTb BCe nakeTbl C KOHTPOMPYEMOTO MOpTa.

Bblknto4aeT QyHKLUMIO MOHWUTOPWMHIA Ha HacTpaMBaeMOM WHTep-
delice.

KomaHObi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxknme EXEC nmeeT cneayowmin Bua;

console>

Tabanuya 120 — KomaHabl, 4OCTynHbIe B pexkmme EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBOAMT MHbOPMALMIO NO CKOHOUTYPUPOBAHHOMN CECCUM MOHMUTO-
puHra.

[pumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config)# monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHDOPMALMIO MO KOHTPOANPYIOWMM M KOHTROIMPYEMbIM NOPTaM.

console# show monitor session 2

Session : 2
Source Ports

Rx

Tx

Both
Destination Ports
Session Status

Mirroring is globally Enabled.

None
None
None
Gi0/1
Inactive
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4.19 ®yHKLUN AMArHOCTUKU PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEprKaT annapaTHble M NPOorpammHble CPeacTBa ANSA AWArHOCTUKM
dU3NYECKUX MHTEePdENCOB U IMHUI CBA3KU. B NepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT CAeaylowme:

[na aneKkTpnyecknx nHTepdpencos:

— [A/vMHa Kabens;
—  paccTosiHMe 40 MecTa HEUCMNPaBHOCTM — 06pbiBa UKW 3aMblKaHUA.

Onsa onTnyeckux nHtepdeicos 1G:
—  MNapameTpbl NUTAHUA — HaMNpPAXKeEHUE U TOK;

— BbIXOAHaA onNTh4yeCKaa MOLWHOCTb,
— ONTn4yecCkKaa MOLWHOCTb Ha npueme.

4.19.1 fuazHocmuka medHo20 Kabens

KomaHOowbi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin BuA:

console>

Tabnnua 121 — KomaHAbl AMarHOCTUKU MeAHOoro Kabens

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuwo
test cable-diagnostics BbinonHAeT BUPTYyanbHoe TecTupoBaHue Kabensa Ana yKasaHHOro UH-
& fa_port: (0/1..24); PTy P ANRY

gigabitethernet gi_port |

Tepdelica.
fastethernet fa_port ]

gi_port: (0/1..24)

/ Mpu nonyueHumn coobuweHus 'Fail to get cable test result for port Gi0/X. Status: 3'

peKomeHayetrcA npoBepuTb media-type wuHTepdeiica M coctosHMe uHTepdeiica Ha
YAANeHHo CTopoHe.

4.19.2 3nekmponumaHue no nuHuam Ethernet (PoE)

Mogenn kommytaTtopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nopaep-

*KMBAIOT 3/1IEKTPONUTaHNE YCTPOMCTB No MHUKM Ethernet B cootBeTcTBMM ¢ pekomeHgaumamu IEEE 802.3af
(PoE) n IEEE 802.3at (PoE+). Tun pacnunHosku A.

KommyTtaTtopbl MES2408PL xapakTepun3yoTcs MeHbMM Bt04KeTOM MOLLLHOCTM, OTHOCUTE/IbHO ApY-
rUX.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXnume rnobasbHon KoHbUrypaumm:

console (config) #

Tabnmua 122 — KomaHap! pexxmma rnobanbHoin KoHGUrypaumm

3HavyeHue/ 3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

set poe enable
set poe disable

BK/IOUMTb 3N1EKTPONUTaHNE MO IMHUAM Ethernet.
BbikntounTb 3/1EKTPONUTaHME NO IMHNUAM Ethernet.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicosg) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHUrypaumnm nHtepdeiica:

console (config-if)#

Tabnunua 123 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

power inline auto

PaspewaeT paboTy npoTokona PoE-ycTpolicTB Ha MHTepdeice m
BK/IOYAET NOAaYy 3NEeKTPONUTAaHMA Ha UHTepdelic.

power inline never /auto 3anpewaeT paboTy npoTokoia obHapyxKeHusa PoE-ycTpoiicTs Ha
nHTepderice 1 OTKAOYAET NOAAYY INEKTPONUTAHUA.
power inline priority { critical | 3apaet npuoputeT nHTepdeiica PoE npm ynpasneHun anektponu-
high | low } TaHuem.
- critical — ycTaHaB/MBaeT HaMBbLICLWIWI NPUOPUTET NEKTPONUTA-
Jlow HMA. INEeKTPONUTaHMeE NOPTOB C TaKUM npuoputeTom byaet npe-

KpalatbCca B NOC/NEAHIOD O4yepedb NPU neperpyske CUCTembl
PoE;

- high — ycTaHaBnvBaeT BbICOKUIA NPUOPUTET INEKTPONUTAHUA;

- low — ycTaHaBAMBaET HU3KUI NPUOPUTET INIEKTPOMNUTAHUA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmeartt/ class

BbI6paTb perkMm OrpaHUYEHNA MOLLLHOCTH.

- class — IMMUT MmaKkcmanbHoW noTpebaaemoit MoLWHOCTH onpe-
AenaeTca KAaccomM NoAK/I4aeMoro ycTponcTea

- user-definded — (MMKUT makcMmanbHol NoTpebasemon MoLHO-
CTW BbICTABAAETCA BPYYHYLO, € warom 200 mBT.

BbIB6paTh PeXKMM MO YMONYAHMIO.

KomaHOb! pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console#

Tabnnua 124 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTobparkaeT COCTOAHNE INEKTPONUTAHUA UHTEPENCOB, NOAAEPHKMU-
BAKOLUX NUTAHMeE No AnHum PoE.

show power detail

OTo6paskaeT 06LLyto MHPOPMALMIO NO COCTOAHUIO POE U COCTOAHMIO
MCTOYHMKA.

show power inline
consumption

OToGpa)KaeT XapPaKTEPUCTUKU I'IOTpe6ﬂeHVIH MOLWWHOCTHN, TOKa U
HanpaXxeHunAa.

4.19.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKOA BTOPOro YpOBHS CO3[aHHbIN ANA aBTOMaTUYe-
CKOro 0BHapyKeHUs NoTepU ABYXCTOPOHHEN KOMMYHUKALMM HA ONTUYECKMX JIMHUAX CBA3MU.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknma KoHbUrypaumnm nHtepdeica:

console (config-if)#
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Tabnnua 125 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IIOYEHO

BKOUMTb AMArHOCTUKY COCTOAHUA ONTUYECKUI IUHUNA.

BbIKntounTb ANArHOCTUKY COCTOAHUA ONTUYECKUIN INHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IIOYEHO

BKNOUMTL arpeccuBHbIN pexxmm, npu Kotopom TLV oTnpaBaseTca
B Nt0H6OM cnyyae, Aaxke ecv oHa He bblna NoslydeHa oT yaaneH-
HOro yCTpoicTBa.

BbIKNOUNTD arpeccuBHbIN pexkum, npu Kotopom TLV otnpasns-
etca B tobom cnyyae, Aaxke ecin oHa He Bblaa NoayeHa oT yaa-
JIEHHOrO YCTpOMCTBa.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbICTaBUTb TaliMep, MO KOTOPOMY ByAeT NPOUCXOAUTb onpeaese-
HUWe TEKYLLEero COCTOAHWA INHKa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

detection action

noethernet-oamuni-directional

-/log

Bbi6bpaTb pexxum paboTbl npoTokona UDLD.

-errdisable — nepegavya Tpaduka 610KMpyeTCs NpU OTCYTCTBUM
npuema BOAHOM U3 HanpasieHW B KaHane

-log — cooblueHne o0 610KMpPOBKE NOABAAETCA B XKypHane.

YCTaHOBUTb 3HaYE€HNe NO YMOAYAHUIO

KomaHOwb! pexcuma EXEC

3anpoc KoMmaHAHOM CTPOKK B pexknme EXEC nmeet cneaytowmii Bua:

console>

Tabnnua 126 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show port ethernet-oam uni-
directional detection

OTo6pa>KaeT COCTOAHME ONTUYECKOTOo NNHKa.

4.19.4 fluaezHocMuKa onmu4YyecKo20 mpaHcuesepa

CDYHKLI,WFI ANArHoOCTMKN NOo3BOJIAET OUEHUTb TeKyuwee COCToAHME ONTUYECKOro TpaHCuBEpPa U

ONTUYECKOM JINHUM CBA3M.

Bo3morkeH aBTOMaTUYECKUM KOHTPOJIb COCTOAHUA NMHUA  CBA3M.

Ona 3Toro KommyTtaTtop

nepuoamnyeckm onpawusaeT NapameTpbl ONTUYECKMX WUHTePdENCcoB M CpaBHMBAET MX C MOPOroBbIMU
3HaYeHMAMM, 3a4aHHBIMU NPOU3BOAMTENAMM TpaHCMBEpPOB. NpKu BbIXoAe NapamMeTpoB 3a AOMYCTMMble
npeaenbl KommyTaTop GopmMupyeT Npeaynpexaatolime 1 asapuiiHble coobLeHus.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin Bua:

console>
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Tabnuua 127 — KomaHAapbl ANArHOCTUKM ONTUYECKOro TPaHcuBepa

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymon4aHuro

show fiber-ports OTobparkaeT pesynbTaTbl AUArHOCTUKM ONTUYECKOTO TPaHCMBEPa.
optical-transceiver [
{gigabitethernet gi_port |
fastethernet fa_port}]

Tabnnua 128 — MapameTpbl 4MAarHOCTUKN ONTUYECKOrO TPaHCMBeEpPa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpaxeHue nuTaHmnA TpaHcuBepa.
Current OTK/I0HEeHWe TOKa Ha nepegaye.
Output Power BbIxoAHasA MOLLHOCTbL Ha nepegaye (MBT).
Input Power BXxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MNoTepA curHana.

3Ha4yeHuA Pe3ynbTaTtoB ANArHOCTUKWU:

— N/A - HegocTynHoO,
— N/S — He nogaepxusaerca.

4.20 ®dyHKuMM obecneveHnna 6esonacHocTH

4.20.1 ®yHKyuu obecnevyeHus 3auumeol Nopmoe

C uenbto noBbiweHnA 6€30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KaKOW-
nmMbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOPT MPenoCTaBAANCA TO/IbKO 3aAaHHbIM
ycTponcTBam. PyHKLMA 3aLUUTbI NOPTOB OCHOBAHa Ha onpegeneHnn MAC-agpecoB, KOTOPbIM paspeluaeTca
poctyn. MAC-agpeca moryT 6bITb HacTPOEHbI BPYUYHYH MAWM M3y4yeHbl KOMMyTaTopom. locne mayyeHus
HeobxoaMMbIX aapecoB NopT cneayer 3abnoOKMpoOBaTb, 3alUMTMB €ro OT MNOCTYN/JeHUA MAKETOB C
HensyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab610KMpPoBaHHbIM NOPT NoayyaeT naket, 1 MAC-
agpec UCTOYHUKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MeXaHU3M 3aLLnTbl, B 33BUCMMOCTU OT
KOTOPOro MOryT 6biTb MPUHATLI Cleaylolime Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatoLwme Ha
3a6/10KMPOBaHHbIV MOPT, NepPecbIIatoTCA, 0TOpacbiBaOTCA, MO0 e NOPT, NPUHABLLMIA MAKET, OTKAOYAETCA.
®yHKUMA Be3onacHocTn Locked Port no3BONSET COXPaHUTb CNUCOK M3ydeHHbIXx MAC-agpecos B daine
KOHOUrypaLmm, TakKMM 06pa3om, 3TOT CMMCOK MOXKHO BOCCTaHOBUTL MOC/E Nepesarpyskun ycTponcTea.

/ CyuwiecTByeTt orpaHuMyeHue Ha Konudectso MAC-agpecoB, KOTOpoe MOXKeT U3Y4YnTb NOPT, UC-
NoNb3YyIOLWMA GYHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet, uH-

mepdpetica epynnel Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#
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Tabnunuya 129 — KomaHab! perkmma KoHourypaumm nHtepderica Ethernet, rpynnel uHtepdelicos

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda Aelicmeue

BKntoyaeT GyHKUMIO 3aLmThl Ha MHTepdelice. BaokupyeT QyHK-

switchport port-security ena- o
LMIO U3yYeHUs HOBbIX aApecoB Ansa uHtepdeiica. MakeTbl ¢ He-

ble
-/BbIKNIOYEHO n3yyeHHbiMM MAC-agpecamm UCTOYHUKA OTOPAChIBAOTCA.

no switchport port-security en- OTKAtoyaeT GYHKUMIO 3aLMTbl Ha UHTepdelice.
able
switchport port-security mac- 3apaeT MakCMMaNbHOE KOJ/IMYeCTBO afipecoB, KOTOPoe MOXKeT
limit o M3y4nTb NOPT.

- - limit: (0..8192)/1
no switchport port-security YcTaHaBAMBaeT 3Ha4YeHMe No YMOAYAHWIO.
mac-limit

3apaeT pexum orpaHuyeHna nsydyeHna MAC-agpecos gna HacTpa-
nBaemoro nHtepoeiica.

- max-addresses — yganfeT Tekywue AUHAMUYECKM U3YYEHHble
afpeca, cBA3aHHble C MHTepdencomM. PaspelleHo U3yyeHne mMak-
CMMaNbHOTO KO/IMYecTBa afLpecoB Ha NopTy. MoBTopHOE N3yyeHune
-/lock W CTapeHue pa3peLleHbl.

- lock — coxpaHseT B paiin TeKywme AMHAMUYECKN U3YYEHHbIe aj-
peca, cBA3aHHble ¢ MHTepdeicom 1 3anpeLaet obyyeHne HOBbIM
afipecam v CTapeHue yKe U3y4yeHHbIX aapecos.

switchport port-security mode
{ max-addresses | lock}

no switchport port-security YcTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.

mode

switchport port-security viola- 3afaTb peXXMmM pearmpoBaHua Npu HapyweHnn 6esonacHocTy.
tion [restrict | protect] -Restrict — B gaHHOM pexxunme Npu HapylweHnn 6e30nNacHoOCTU OT-

npasnsaetca SNMP-tpan Ha SYSLOG-cepsep.

-Protect — B AaHHOM peXume ONOBeLLEeHUA O HapylweHun bes-
-/protect onacHocTM HeT. Bknatoyaetr nepexsaT MAC-agpecos, KoTopble
OOIKHbI 6bITb 0TOpOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3absoKMpoBaHHble U OTOPaAchbiBalOTCA B TeYeHWUu

aging-time.
no switchport port-security vi- YCTaHOBUTb 3HaYEHME MO YMONYAHUIO.
olation
switchport port-security Co3gaét ctatnyeckyto MAC-3anucb ana nopra.

mac_address:
(aa:aa:aa:aa:aa:aa);
vlan_id: (1..4094)

[aHHaa KomaHaa He oTobpakaetca B KoHdUrypauuu. MpocmoT-
peTb ctaTnyeckyto MAC-3anuMcb MOXHO Yepe3 KOmaHay show
mac-address-table static unicast.

unicast mac_address vlan
vlan_id

4.20.2 KoHmponb npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil MpOTOKOA, MNO3BONAIOLWMIA KAMEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue tpebyemblie napameTpbl, Heobxoanmble ansa pabotbl B cetn TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCA 3/10yMblLLAEHHUKAMK 15 COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KAueHTa, 3acTaBnaa DHCP-cepsep BbigaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHbI
cepBepa, nyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BoAAET obecneynTb 3alUnTy
YCTPOWMCTBA OT aTak C ucnosb3oBaHuem npoTokosa DHCP, ana yero npumeHsaetca QyHKUMA KOHTPONsA
npotokosaa DHCP — DHCP snooping.

YCcTpolcTBO CNOCOBHO oTcnexuBatb noseneHne DHCP-cepsepoB B ceTW, paspelsas ux
MCMNOJIb30BaHWE TOJIbKO Ha «40BEPEHHbIX» MHTepdelicax, a TaKKe KOHTPO/IMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnuue COOTBETCTBUM.

Onuusa 82 npotokosa DHCP (option 82) ncnonb3yetca ana Toro, 4tTobbl NponHbopmuposaTs DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopT 6b1/1 NONy4YeH 3anpoc.
MNpumeHaeTca gna yCTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, a TaKXKe ANA 3aLUnTbI
OT aTak C wucnonb3oBaHMem npoTokosa DHCP. Onums 82 npeactaBnsetr coboit AONOSHUTENbHYIO
uHbopmauuio (Mma ycTpolictea, Homep noprta), AobaBnsemyld KOMMYTaTOpPOM, KOTOpblA paboTaeT B
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pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHMKM AaHHOM onuuK,
DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOPTY KOMMyTaTopa.
Monyune Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT Bbiaenset IP-aapec KAMEHTY, a TaKxe

nepeaaeT emy Apyrme Heobxoanmble napameTpbl.

Tabnnuya 130 — dopmat nonen onumm 82

lone

lMepedasaemas uHgpopmayus

Circuit ID

MmA xocTa ycTpoKcTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocnepHWin 6aNT — HOMep NOPTA, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNPABAAIOLLEE

dhcp-3anpoc.

Remote agent ID

Enterprise number —0089c1

MAC-aapec ycTpoWncTsa.

A

Dna KoppeKkTHoit pabotbl ¢pyHKumn DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl
BOMKHbI BbITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTamM KommyTtaTtopa. Ans aobasneHuA

nopTa B CNUCOK «A0BEePEHHbIX» UCMO/b3YIOTCA KOMAHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumm uHtepdpeica. Ana obecneyeHna 6esonacHoOCTU Bce
OCTa/ibHble NOPTbl KOMMYTaTOpPa AO/IXKHbI ObITb «HeA0BEePEeHHbIMMNY.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaumm:

console (confiqg)

#

Tabnunua 131 — KomaHabl pexkuma rnobanbHoM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIKNIOYEHO

Pa3speluaet KommyTaTOpy KOHTPOAMPOBaHME npoTokona DHCP.

3anpeLaeT KOMMYTATOPY KOHTPOAMpPOBaHUe npoTokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

vlan_id:

no ip {dhcp| dhcpv6}
snooping vlan vian_id

(1..4094)/BbIKNOYEHO

PaspeluaeTt KoHTpoanposaHue npotokosa DHCP B npeaenax yka-
3aHHoro VLAN.

3anpeLlaeT KOHTpoaupoBaHue npotokoaa DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKAKOYEHO

BkntouaeT Bepudumkaumto MAC-agpeca knmeHta u MAC-agpeca uc-
TOYHUKA, NnpuHAToro B DHCP-nakeTe Ha «Hef0BEepPEeHHbIX» NOpTax.

BbikntoyaeT Bepudpukaumio MAC-agpeca kaveHTa n MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeA0BEepPeHHbIX» Nop-
Tax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 132 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OtobparkaeT cooTeeTcTBUA M3 daiina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

show ip dhcp snooping global

OT06pa3unTb rnobanbHyto HacTpoky DHCP Snooping.

show {ip | ipv6} binding

MokasaTb Bce cooTBeTcTBMA U3 daina (6a3bl) KOHTPO/IA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding

Oumnctutb cooTBeTcTBuA M3 daina (6asbl) KOHTPOASA NPOTOKONA
DHCP.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

¢elica epynmnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabaunuya 133 — KomaHabl perkmma KoHourypaumm nHtepderica Ethernet, rpynnel uHtepdelicos

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4YaHuro

KomaHoa

ip binding limit /imit BkntouaeT orpaHnyeHmne konnyectsa DHCP-knneHTOB Ha nopTy

T limit (1..1024)
no ip binding limit BbikntoyaeT orpaHnyeHme konnyectsa DHCP-knneHTOB Ha nopTy

YcTraHoBNeHHOe orpaHuyeHune no Konuuvectey DHCP-knuneHTOB 6yper pacnpocTpaHATbCA
v TONIbKO Ha HOBble 3anucu. PeKomeHpyeTcA nepep, HaCTPOMKOM OrpaHUYEHUA OUYUCTUTD
Tabaunuy kKnnentos DHCP snooping.

4.20.3 DSLAM Controller Solution (DCS)

C nomouwplo AaHHOM (YHKUMM HACTPaMBaloTCA 3HaAYyeHuA UAEHTUPUKATOpPOB UHTepdeinca u
peTpaHcaaTopa npu KoHourypmposaHum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naoeHTuduKaTop MHTEepdelica, C KOToporo npuwen 3anpoc, remote-id — naeHtTuduKaTop
peTpaHCciATOpa, C KOTOPOro NpuLLen 3anpoc.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 134 — KomaHabl pexkrma rnobanbHol KoHGUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
dcs information option [dhcp | BkatounTb aobasneHue circuit id + remote id ana Bcex onumii (T.e.
dhcpv6 | pppoe ia | dhcp- dhcp | dhcpv6 | pppoe-ia | dhcp-relay), 6o 3a8aTb KOHKPETHBIN
relay] enable -/BbIKAOYEHO NPOTOKOAN ANA BCTaBKM remote-id u circuit-id.
dcs information option [dhcp | BbikntounTb fobasneHune remote-id u circuit-id.
dhcpvé | pppoe-ia] disable
dcs agent-circuit-id user- . . YcTaHOoBKa circuit-id B ¢opmate cBo6OAHOW CTPOKM onpeneneH-
defined identifier identifier (1..63) HOM nosib3oBaTesieM. BO3MOXKHO Mcnoib3oBaHKe WabsoHOoB.
— cumeosios/wabnoH
no dcs agent-circuit-id user- %eh%i%v YcTaHOBKa 3HaYeHMA N0 YMOAYAHUIO.
. (1] 0l /0
defined
dcs agent-circuit-id format- HacTpoiika circuit-id cornacHo pekomeHgaums TR-101.
type [identifier-string] NpeHTndukartop:
identifier option format -identifier — nponsBoibHasA cTpoka 6e3 wabnoHoB..
[delimiter] delimiter dopmar:
-pv — HoMep nopTta n VLAN;
-Sp — HOMep CN0Ta M NopPTa;
identifier (1..48) -sv — Homep cnota u VLAN;
cumBONIOB/dopmar spv, | -spv — Homep c/oTa, nopTa u VLAN.
pasgenutens std, Pasgenutenu:
identifier NULL -comma-"“";
-dot-“.";
-hash - “#”;
-semi-colon - “;”;
-slash - “/”;
-space—“";

-std — “slot:port/vlan”.
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[add-subtypes]

no dcs agent-circuit-id format- YcTaHOBKa 3HaY€HUsA N0 YMONYaHUIO.

type

dcs agent-circuit-id suboption- YcTtaHoBKa dopmara circuit-id.

type {dhcpva | dhcpvé | dopmartbl:

pppoe-ia | dhcpva-relay} {tr- - tr-101- pobasneHue circuit-id B popmaTe cornacHo pekomeHTa-
101 | user-defined} [binary] umam TR-101

- user-defined - pgobasneHue circuit-id 8 popmate csoboaHoM
CTPOKM C BO3MOYKHOCTbIO UCMO/b30BaHMA WabAOHOB.
[lononHuTenbHble NapameTpbl:

- binary - gaHHbI NapameTp yKasbIBaeT, YTO YNCNOBbIE WABNOHbI
6yayT npeobpasosaHbl B popmat HEX.

[add-subtypes]

+/tr-101 - add-subtypes - gaHHbI NapameTp yKa3blBaeT, 4To B MAEHTUU-

KaTop bygeTt aobasneH AONOAHUTENbHbIM NoATUN (2x 6anTOBbLIN
ons DHCPv4 u PPPoE u 4x 6anTtoBbit ana DHCPv6), B KoTopom
onpegpensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 anmnHHa
naeHTndukaTopa.

no dcs agent-circuit-id YCTaHOBKa 3HaUYeHMA N0 YMOAYAHUIO.

suboption-type {dhcpv4 |

dhcpvé | pppoe-ia | dhcpva-

relay}

dcs remote-agent-id user- YctaHoBKa remote-id B popmate cBO60OAHOW CTPOKKN onpesnenéx-

defined identifer identifer (1..63) HOI nonb3osaTtenem. BosmoxHo ncnonbsosaHue wWabnoHos.

no dcs remote-agent-id user- CMMBO/I0B/WabNoH %M | YcTaHOBKa 3HaUYEHUA MO YMOAUYAHMIO.

defined

dcs remote-agent-id YcTtaHoBka dopmata remote-id

suboption-type {dhcpv4 | dopmatbl:

dhcpv6 | pppoe-ia | dhcpva- - user-defined - po6asneHune remote-id 8 popmarte cBoboaHOM

relay} user-defined [binary] CTPOKM C BO3MOXHOCTbO MCMOAb30BaHNA WabNoHOB.

[ononHuTeNbHbIE NapameTpbl:

- binary - gaHHbIli napameTp yKasbiBaeT, YTO YMCNOBbIE LWABAOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes - gaHHbI NapameTp yKasbiBaeT, YTO B UAEHTUPU-
KaTop 6yaeTt aobasneH AONOAHUTENbHbINM NoaTUN (2x 6anToBbIN
ana DHCPv4 n PPPoE u 4x 6aitoBbii gna DHCPv6), B KoTopom
onpegensaerca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 gnmnHHa
naeHTudMKaTopa.

-/user-defined

relay}

no dcs remote-agent-id YCTaHOBKa 3HAYEHMA MO YMONYAHMIO.
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-

Tabaumua 135 — LabnoHbl A4OCTNHbIE A4 HacTpolKkn user-defined naeHTudurkaTopos

LlabaoH OnucaHue
%a IP-agpec. [laHHbIM WabnoH moxKeT bbiTb NpeobpasosaH B popmat HEX.
%h Mma ycTpolicTaa.
%p KopoTkoe umsa nopra, Hanpumep gi1/0/1.
%P [nuHHOE Ma nopTa, Hanpumep, gigabitethernet 1/0/1.
%t Tun noprta, Hanpumep gigabitethernet.
%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.
%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbI# wabaoH moKeT 6biTb npeobpasosaH B popmat HEX.
%u Homep toHuTa. JaHHbIM WwWabnoH MmoxKeT 6biTb Npeobpa3osaH B popmaT HEX.
%s Homep cnota. JaHHbIl WwWabnoH moxeT 6bITb NpeobpasosaH B popmat HEX.
%i ifindex nopta. [laHHbIN WabaoH MOXKeT bbiTb NpeobpasosaH B dopmat HEX.
%cC MAC-agpec aboHeHTcKoro ycTpolictBa B ¢popmaTte H-H-H-H-H-H-H. JaHHbI wabnoH moxeT 6biTb Npeobpa-
30BaH B popmat HEX.
%V NaeHtndukatop VLAN. JaHHbIN wWabnoH moxKeT bbiTb NpeobpasosaH B dopmat HEX.
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KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaummn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 136 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

3Ha4yeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro

dcs agent-circuit-identifer circuit_id: (1..63) YcTaHoBKa circuit-id B popmate cBo60AHON CTPOKMU onpenenéH-
circuit_id c1MmB0108/WabnoH HOM nosb3oBaTenem. Bo3MOXKHO Mcnoab3oBaHKe WabioHOB.

no dcs agent-circuit-identifer %h%i%v YcTaHOBKa 3HaYeHMA Mo YMOAYaHUIO.

dcs remote-agent-identifier te_id: (1..63) YcTaHoBKa remote-id B dopmaTte cBO6OAHON CTPOKM onpeaenéx-

. remote_id: (1.. o
remote_id - Hol nosb3oBaTesieM. BO3MOXXHO MCNob30BaHNe WaboHOB.
- — CUMBO10B/1La6I0H %m
no dcs remote-agent-identifier YCcTaHOBKa 3Ha4YeHMA NO YMOYaHMIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:
console#

Tabnunua 137 — KomaHabl perknma Privileged EXEC

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
110 yMOAYAHUIO

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port]

OTobparkaeT TEKYLLYIO KOHOUTypaLumo naeHTndmnkaTtopos Remote

fa_port: (0/1..24); ID m Circuit ID gna uHtepdeiicos.

gi_port: (0/1..24)

show dcs-global-config OTobparkaeT rnobanbHyo KoOHPUrypaumto naeHtTudurkartopa Circuit
ID.

Mpumep Hactpoikn DHCP Snooping Bo VLAN10 c HacTtpoikoi DCS-onumin Ha uHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10
console (config-if) # port-security-state trusted
console (config-if) # set port-role uplink
console (config-if) # switchport mode trunk
console (config-if) # exit

console (config) # ip dhcp snooping

console (config) # wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if
console (config-if
console(config-if
console(config-if

) # switchport general pvid 10

) # dcs remote-agent-identifier enable

) # dcs agent-circuit-identifier "$v $p Sh"
) # dcs remote-agent-identifier "3M"

Mpumep HacTpoliku DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii gna Bcex MHTepdeincos B
dopmate HEX.

console (config) # !

console (config) # interface gigabitethernet 0/10
console (config-if) # port-security-state trusted
console (config-if)# set port-role uplink
console (config-if) # switchport mode trunk
console (config-if) # exit
console (config)# ip dhcp snooping
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console (config) #
console (confiqg) #
console (config) #
console (config) #
console (config) #

console (config-vlan) #
console (config) # interface gigabitethernet 0/13

dcs
dcs
dcs

dcs
1

remote-agent-id suboption-type dhcpv4 user-defined binary
agent-circuit-id suboption-type dhcpv4 user-defined binary
agent-circuit-id user-defined "3%id%v"

remote-agent-id user-defined "SM"

vlan 10
console (config-vlan)# ip dhcp snooping

console (config-if)# switchport general allowed vlan add 10 untagged

(
(
(
(
(
console (confiqg) #
(
(
(
(
(

console (config-if) # switchport general pvid 10

4.20.4 3awuma IP-adpeca Knuedma (IP-source Guard)

®yHKuMA 3aWmThl IP-agpeca (IPSource Guard) npeaHasHaveHa ana dpunbTpaunmn Tpaduka, NPUHATOrO
C uHTepdelica, Ha ocHoBaHUKU Tabauubl cooTseTcTBuii DHCP snooping v cTaTMyeckux cooTseTcTeuid IP
Source Guard. Takum obpasom, IP Source Guard nossonseT bopoTbca ¢ NnoameHon IP-agpecos B nakeTax.

Mockonbky QYHKUMA KOHTpona 3awutbl IP-agpeca mucnonbdyer Tabauubl COOTBETCTBUIMA

DHCP snooping,

HacTpous u Bkatouns DHCP snooping.

MMeeT CMbICA MCMONb30BaTb AaHHYO GYHKUMIO, NpeaBapuUTe/bHO

V B TeKyuwieii Bepcum MO He nogaeprkuBaetca Ha moaenax MES2424, MES2424B.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 138 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4eHUEenoymoa4YaHUIo

Aelicmeue

security

{ip | ipv6} verify source port-

port-security

no {ip | ipv6} verify source

BkntoyaeT ¢yHKUMIO 3awmTbl  IP-uHTepdelica ana
nopta. Nocne BKAOYEHNA Ha MHTepdece BCe 3anncu B
Tabauue IP Binding yctaHasnusatotcs B TCAM B Kauve-
CTBE pa3peLlatoLero npasuna.

KomaHga yganset 3anncu usz TCAM u OTKAKOYaeT OT-
bpacbiBaHMe IP-nakeToB Ha NOPTY.

4.20.5 Konmponawb npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npoTokona ARP (ARP Inspection) npegHasHayeHa Ans 3alimMTbl OT aTaKk C
ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKosna ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKux cooTsetcTeuit IP-  MAC-agpecoB, 3aAaHHbIX Ans

rpynnbl VLAN.

’ ' NopT, cCKoHUrypupPoBaHHbLINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, AonKeH TakKe
e 6bITb «HeaoBepeHHbIM» anA GpyHKuMn DHCP snooping uau cootsetcteue MAC-agpeca um IP-
appeca ANA 3TOro NOpTa A0KHO 6bITb CKOHPUrypupoBaHO cTaTuuecku. MHaue paaHHbI nopT

He byaeT oTBeuaTb Ha 3anpocbl ARP.

V DOnAa HeHageXHbIX NOPTOB BbINO/IHAIOTCA NpoBepKu cooTseTcTeuit IP- u MAC-agpecos.
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v/

B TeKyweii Bepcum MO He noaaeprkuBaetca Ha mogenax MES2424, MES2424B.

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 139 — KomaHab! perkmnma rnobanbHoM KOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
o yMmon4aHur

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIKNOYEHO

BKAOUMTbL KOHTPOb NpoToKona ARP (dpyHKuMo ARP Inspection)

BbIK/IOUNTL KOHTPOb NpoTokona ARP (dyHKuUmio ARP Inspection)

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspelsaeT npoBepKy npotokona ARP, ocHoBaHHyt Ha 6ase cooT-
seTcTBUI DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpewaet NpoBepKy npotokona ARP, ocHoBaHHyO Ha 6ase cooT-
seTcTBUIA DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepocTtaBnseT cneumduryHbie NPOBEPKM A1 KOHTPOAA NPOTOKONA
ARP.

-srcmac: [1na ARP-3anpocos 1 OTBETOB NPOBEpPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
Aepxmmom npotokona ARP.

-dstmac: Jns ARP-oTBeTOB npoBepseTcs cooTseTcTBMe MAC-agpeca
B 3aronoBke Ethernet MAC-agpecy HasHauyeHMA B COAEPKMMOM
npotokona ARP.

-ipaddr: MposepseTtca coaepkmmoe ARP-nakeTa Ha HaMune HeKop-
peKTHbIX IP-agpecos.

3anpewaeT cneunduyHble NPOBEPKM AN KOHTPOAA NPOTOKONA ARP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnuua 140 — KomaHzabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

show ip arp inspection globals

OTobparkaeT CUCTEMHYIO KOHOUIypaumio GyHKUMKU KOHTpons ARP
npoToKona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

Otobparkaet cnucok VLAN, Ha KoTopbix aktueeH ARP Inspection.

show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKa3biBaeT CTaTUCTUKY ANA CAeAyloWMX TUMOB NaKeToB, KOTopble
6b11n 06paboTaHbl NPy NnomoLm GyHKuUK ARP:

- nepeaaHHble nakeTbl (forwarded);

- noTepsAHHbIe NakeTbl (dropped);

- owmn6kKu B IP/MAC (IP/MAC Failures).

clear ip arp inspection

statistics [ vlan vian_id]

vlan_id: (1..4094)

OuunuaeT CTaTUCTUKY KOHTpOAA npoTokosa ARP Inspection.

4.20.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3BosnseT oTcnekmMBaTb NOABAEHME N UCYE3HOBEHME aKTUBHOTO
obopynoBaHMA Ha CceTM NyTeM CcoxpaHeHua uctopumn wusydeHna MAC-agpecos. lMpu obHapyKeHUuU
M3MeHeHMN B cocTaBe M3y4vyeHHbIx MAC-agpecoB KOMMYTAaToOp COXpaHAeT MHpopmauumio B Tabnuvue u
n3sewaer ob6 3atom ¢ nNomouwpto coobuweHnn npoTokona SNMP. OyHKUMA MMeeT HacTpavBaemble
napameTpbl — rybuHa UcTopum o cobbITUAX U MUHUMANbHbLIA MHTEPBAN OTNPaBKK coobueHuit. Cepsuc
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MAC Address Notification oTKAHOYEH NO YMONYAHUIO M MOXKET BbITb HAaCTPOEH BbIBOPOUYHO ANS OTAENbHbIX

NopTOB KOMMYTaTOpAa.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 141 — KomaHabl perknma rnobanbHom KoOHPUrypaumm

3HayeHue/ 3HayeHue
no yMmoA4aHuo

KomaHda

Aeiicmeue

mac-address-table notification
change

-/BbIKNIOYEHA

no mac-address-table
notification change

KomaHgza npegHasHayeHa 41 rnobanbHOro ynpasneHus GpyHK-
umeit MAC notification. KomaHga pa3spelsaeT perucrpaumio co-
6bITMiA gobasneHus u yaganenna MAC-agpecos 13 Tabaumu, Kom-
MyTaTopa M OTNPaBKY yBEAOM/IEHUA O COOLITUSAX.

Ona pabotbl GyHKUMM HEeobXxoAMMO AOMNONHUTENBHO paspe-
LWaTb reHepaLuio yBeLOMNEHN Ha UHTepdelicax (CM. HUKe).

BoikntouaeT dyHKumMio MAC notification rnobanbHo n oTmeHaeT
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

mac-address-table notification
change interval value

value:
(0..4294967295)/1

no mac-address-table
notification change interval

MaKcMManbHbI NPOMENKYTOK BPEMEHW MEeXAy OTnpaBKamwu
SNMP-yBegomneHunin. Ecan 3HauyeHWe MWHTepBasa BpPeMEHU
paBHo 0, TOo reHepaLma yBeAOMIEHUN N COXpaHeHUe cobbITui
B UCTOPUIO BYyAEeT OCyLLEeCTBAATLCA HEMEA/IEHHO NO Mepe BO3-
HUKHOBEHUA COBbLITUIA 06 WM3MEHEHUM COCTOSHMA Tabauubl
MAC-agpecoB. Eciv 3HauyeHuMe nHTepBana BpemeHn 6osbue 0,
TO YCTPOMCTBO ByAeT Hakan/MBaTb CObbITUA 06 U3MEHEHUMN CO-
CTOAHUA Tabnmubl MAC-afpecoB B TeYeHMEe 3TOrO BpeMeHH, a
3aTeM OTNpaBAATb yBegomaeHua npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

mac-address-table notification
change history value

value: (0..500)/1

no mac-address-table
notification change history

KomaHza 3agaeT makcMmManbHOe KOMYecTBo cobbiTuii 06 m3-
MEHEHUM cocTonaHMA Tabanubl MAC-agpecoB, KOTOpoe coxpa-
HAEeTCA B UCTOPUU. Ecnm ycTaHOBNEH pasmep UCTOPUU PaBHbIA
0, To cobbITnA He coxpaHatoTca. Mpu nepenonHeHun bydepa
MUCTOPUM HOBOE COBbLITME MOMELLAETCA Ha MEeCTO CaMoro CTa-
poro.

BoccTaHaBnmBaeT 3HavYeHMe No YMOIYaHMUIO.

logging events mac-address-

-/BbIK/IIOYEHO
table change

BK/11OUMTL OTNPABKY TPaNoB B Syslog 0 cobbITUAX U3yHeHUA Uau
yaanenna MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 142 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa
YMOAYAHUIO

3HauyeHue/3Ha4yeHue no

Aelicmeue

BK/lOYEHME reHepaLumn YBeAOMNEHUI HA KaXKAOM UHTep-
delice 0 cobbITMAX n3ameHeHua coctoaHus MAC-agpecos.
OTLAENbHO MOXKHO Pa3spelnTb reHepaLuio yBesomeHuM
ToNbKo 06 M3yyeHun MAC-agpecoB, 1M60 TObKO 06 KX
yaaneHuu.

snmp trap mac-address-
notification change [learnt |
removed]

-/BbIK/IlOYEHA

no snmp trap mac-notification OTKNtOYEHME TeHepaLmn yBeAOMAEHUA Ha MHTepdeice.

change [learnt | removed]
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snmp-server enable traps BKNtoueHMe reHepauuun yBeAOMIEHUI MNpu BIOKMPOBKE
errdisable { storm- nopTa no cobbITUAM:
control|loopback-detection| - loopback-detection — o6HapykeHue neTtenb;
udid} - udld — akTBauus sawmTbl UDLD;
-/BKNOYEHA - storm-control — WwWypoKoBeLaTeNbHbIN LITOPM
no snmp-server enable traps OTKNlOYEeHWe reHepaLumn yBeAOMIEHUA Ha UHTepdelice.
errdisable { storm-
control | loopback-
detection | udlid}

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabanua 143 — KomaHabl perkuma privileged EXEC

3Ha4yeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
show mac-address-table OTobpakeHne BCEX yBEAOMIEHUI 06 U3MEHEHUM COCTORA-
notification change history HMA MAC-agpecoB, COXpaHEHHbIX B UICTOPUN.

MocmoTpeTb cobbITMA, NpPUM  KOTOPbIX FeHepupytoTca

show snmp-server traps -
Tpanbl.

4.21 ®dyHKuuu DHCP Relay nocpeaHuka

KommyTatopbl nogaepmeatoT dyHKumMmM DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnaetcs
nepenaya DHCP-nakeToB OT KAWEHTa K cepBepy M 0bpaTHO B cnydae, ecnn DHCP-cepBep HaxoauTca B 0AHOM
CeTW, a KAWEHT B Apyroi. [pyroi ¢pyHKumMen asnsetcs pobasneHme AONOAHUTENbHbIX onuuii B8 DHCP-
3anpocbl KAneHTa (Hanpumep, onumm 82).

MpuHumn paboTtbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMyTaToOp NPUHMMAET OoT KaneHta DHCP-
3anpocbl, NepeaaeT 3TW 3aNPOChl CEPBEPY OT UMEHU KNMEHTa (0CTaBAAA B 3amnpoce onuum ¢ Tpebyembimu
KNMEHTOM MapamMeTpaMm W, B 3aBUCMMOCTM OT KOHOUrypaumm, Aobasnss csoun onuum). Monyyms oTeeT oT
cepsepa, KOMMyTaTop nepegaet ero KaneHTy. CoemecTHan paboTa dhcp relay u dhcp snooping B TekyLuel
BEpPCUN HEBO3MOXKHaA.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 144 — KomaHabl pexkmnma rnobanbHol KoHGUrypauum

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
o yMOAYAHUIO
service dhcp-relay BkntoyeHune pyHKumii DHCP Relay areHTa Ha KOMmyTaTope.
- -/BbIKNOYEHO —
no service dhcp-relay BbikntoueHue ¢yHKumin DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp server ip_add 3apaet IP-agpec poctynHoro DHCP-cepsepa ana DHCP Relay
MoskeT 6bITb 3a4aHO areHTa.
no ip dhcp server ip_add [0 NATU cepBepoB Ypanser IP-agpec u3s cnucka DHCP-cepsepoB ansa DHCP Relay
areHTa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnuua 145 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show ip dhcp relay information
{FastEthernet fa_port | Giga-
bitethernet gi_port | vlan |

vlan}

fa_port: (0/1..24);
gi_port: (0/1..24);
vlan: (1..4094)

OTtobparkaeT KoHoUrypaumto HactpoeHHol ¢yHKumMu DHCP Relay
areHTa A8 KOMMYTaTopa U OTAE/IbHO A1 MHTepdencoB, a TakKe
CMUCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OTO6paKaeT CNMCOK AOCTYMHbIX CEPBEPOB.

%

4.22 KoHdurypauma PPPoE Intermediate Agent

®yHKuusa PPPOE IA peannsoBaHa B COOTBETCTBMMU C TpeboBaHMAMKU gokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 410 UCMOAb30BaHMA Ha KOMMYTATopax, paboTatoWwmx Ha ypoBHe AoCcTyna.

PyHKUMA NO3BOAAET [ONONHATL NakeTbl PPPOE Discovery nHpopmaumein, xapaktepusytowein nHtep-
deinc poctyna. 310 HeobxoaMmMo AN1A UAEHTUPMKAUMM NOb30BaTENbCKOTO MHTepdelica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom n obpaboTkoi naketos PPPoE
Active Discovery ocyuwectsnserca rnobanbHO A8 BCEro YCTPOMCTBA M BbIOOPOYHO A/1A KaXKA0ro UHTEpP-
denca.

Peannsaums ¢yHKumnm PPPOE IA npenocraBaseT A0NOAHUTEIbHbIE BOSMOXHOCTU KOHTPO/1A coobLle-
HM NPOTOKO/1a MYyTEM Ha3HaYeHUA AOBEPEHHbIX UHTePdEencos.

B TeKyuweii Bepcum MO He noageprkusaetca Ha mogenax MES2424, MES2424B.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnunua 146 — KomaHabl perkmnma rnobanbHol KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe-ia snooping

no pppoe-ia snooping

-/BbIKOYEHO

[no6anbHO BKNOUMTb KOHTPONb GyHKLMK PPPOEIA.

BbIKNtOUNTb KOHTPOJIb GYHKLUMKM PPPOEIA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3agaTtb TamayT aaa paboTtbl GyHKUMM PPPOE IA.

OTKNOYUTL TaiMayT ana paboTbl dyHKLUMK PPPOE IA

pppoe passthrough

-/oTKNIO4EHO

BkntoueHne komaHabl 3actaBnaeT PPPOE-nakeTbl NnpoxoanTb Yepes
KOMMYTATOp KaK HeuM3BeCTHbIN L2-TpaduK, 1 genaet nx "HeBugu-
mbimn" ana IP ACL.

no pppoe passthrough

BKAtoyaeT mapCuHr MHKaNCyIMpoBaHHbIX B PPPOE-nakeTax L3-3aro-
NoBKoB, npasuna IP ACL HaunHatoT paboTaTb AN MHKANCYAMPOBAH-
HbIX MaKeTOB.

.‘

Ona KoppekTHoi paboTbl dyHKuun PPPOE Intermediate Agent Bce ucnonboayemolie PPPoE-cep-
Bepa AO0/KHbI ObITb NOAKNIOYEHDbI K « AO0BEPEeHHbIM» NOpTamMm KommyTaTopa. [Ans gob6asneHus

nopTa B CMUCOK «40BepPeHHbIX» UCNO/Ib3YIOTCA KOMaHAbl port-security-state trusted, set port-
role uplink B pexume KoHopurypauuu uHtepdeiica. Ana obecneyeHna 6es3onacHocTu Bce
OCTa/ibHble NOPTbl KOMMYTATOpPa A,0/1XKHbl 6bITb «HEA0BEPEHHBIMU»
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4.23 KoHdurypauyua ACL (cnnucku KoHTpona gocTtyna)

ACL (Access Control List — cnncok KoHTpona goctyna) — Tabauua, KoTopas onpeaenset npaBuaa
bunbTpauum BxogAWeEro U ucxoaawero Tpadmka Ha OCHOBaHMM NepefaBaemMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nnu MAC-agpecos.

Ha gaHHbIN momeHT peannsauma ACL TakoBa: Kaxabiii ACL cogep»uT Tonbko 1 npaBuao. HeckonbKo
ACL MOKHO NpuBsA3aTbh K ogHOMY MHTepdelicy. Mopaaok oTpaboTKM NpaBua onpeaenseTcs no NpUopuTeTy

npasuna, ykazaHHomy B ACL, npu paBeHCTBe NpmMopuTeTos - No Homepy ACL.

ACL aBTOMATUYECKM CHUMAETCA € HTepdelica Npu MU3MEHEHUN B HEM NpaBua.

MakcumanbHoe uncio ACL— 100 IP/IPv6 n 100 MAC.

KomaHgbl Ans co3fgaHus M pedaktMpoBaHua cnuckoB ACL AocTynHbl B pexkume rnobanbHoi

KOHOUIypauum.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

KomaHaHana cTpoKa B pexkume rnobanbHoim KoHOUIypaLmmn nmeet Bua;

console

(config) #

Tabnunua 147 — KomaHabl gns co3gaHuns u koHdurypaumm cnmckos ACL

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip access-list standart
access_list_num

no ip access-list standart
access_list_num

access_list_num:
(1..1000)

Co3gaHue ctaHgapTHoro cnucka ACL.

YaanuTb CTaHAapTHbIN cnncok ACL.

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

access_list_num:
(1001..65535)

Co3paHue HOBOro pacwmpeHHoro cnucka ACL ana agpecauumm IPv4
W BXO4, B PEXUM €ro KOHPurypaLmm (ecnm cnmcok ¢ AaHHbIM Ume-
HEM elle He co34aH), MO0 BXOA, B PeXKMM KOHOUTypauum paHee
CO34aHHOrO CrMCKa.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauum IPv4.

Co3paHune HOBOro pacwmpeHHoro cnucka ACL ana agpecaumm IPve
1 BXO4, B PEXUM ero KoHPurypaLmm (ecnm cnmcok ¢ AaHHbIM Ume-
HEM elle He co34aH), B0 BXOA, B PeKMM KOHOUTypauunm paHee
CO34aHHOrO CrMcKa.

YpaneHune pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3gaHue HoBoro cnucka ACL Ha 6ase MAC-agpecauuun u Bxog, B
pexXum ero KoHoUrypaumm (ecnm cnmncok ¢ AaHHbIM UMEHeM elle
He co34aH), MMb0 BXOZ B PEXMM KOHOUIYpaLMm paHee co34aHHOro
cnucka.

Yaanenue cnucka ACL Ha 6ase MAC-agpecaumu.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpolika cmelleHua B 6aliTax OTHOCMTENbHO BbIOpaHHOM CTapTo-
BOM NO3MLMKN. 3HAUEHME N MacKa, cnosiblyemble ana GuUnbTpaLmu,
334at0TcA Yepes napameTtpbl ACL-npasua.

- 12 — Hauano naketa (Destination MAC address).

- ethtype — Ethertype (camblit BHyTpeHHUWI, Npn Hannumm VLAN-Te-
ros)

- 13 — L3-3aronoBok

- 14 — L4-3aronoBok

YfaneHne cmelleHns OTHOCUTEIbHO BbIBPaHHOM CTapTOBOM NO3K-
TIZR
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Ona Toro 4rtobbl aKTMBM3MpoBaTb cnucok ACL, Heobxoaumo cBfA3aTb €ro c WHTepdencom.
NHTepdelicom, MCNONBb3YIOWMM CIIMCOK, MOXKET bbITb 1nb60 nHTepdelic Ethernet, Ainbo rpynna noptos. Ha
OaHHbI MOMEHT NoAAe P KMBaAETCS TO/IbKO BXOZALLEE HanpaBaeHWe Ha uHTepdelicax (in).

KomaHObI pexcuma KoHgu2ypauuu uHmepdgpelica Ethernet, VLAN

KomaHgHaa cTpoka B pexume KoHourypaumm nHtepderica Ethernet, VLAN, rpynnbl noptoB nmeet

BUA;

console (config-if)#

Tabanuya 148 — KomaHaa HasHauveHus cnucka ACL-nHTepodeicy.

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpegenéHHoro ¢pmsmyeckoro nHTepdeinca KomaHaa
NPMUBA3bIBAET YKa3aHHbIV CNUCOK K JaHHOMY UHTepdelicy.

YpaneHue cnvcka ¢ nHtepdelica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpeaenéHHoro ¢pusmMyeckoro nHTepdeica KomaHaa
NPUBA3LIBAET YKa3aHHbIA Mac-CMUCOK K aHHOMY uHTepdelicy.

YpaneHue cnucka ¢ nHTepdeiica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnnua 149 — KomaHab! gns npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MNMoka3sbiBaeT cnncku ACL, co3gaHHble HA KOMMmyTaTope.

4.23.1 KoHepuzypayusa ACL Ha 6a3e IPv4

B paHHOM paspene npusefeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX NapameTpPoB, UCMOJb3yeMbIX B
COCTaBe KOMaHJA, HacTpoiikm cnmckosB ACL, ocHOBaHHbIX Ha agpecauun IPv4. Co3paHne 1 BXOA B perKUM
pefakTuposaHnA cnuckos ACL, ocHOBaHHbIX Ha agpecauuun IPv4, ocywectBnAeTca nNo KomaHae: ip
| standart} access-I1ist num.

access-list {extended

Tabauua 150 — OcHOBHbIe NapameTpbl, MCNOAb3yeEMblE B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Oelicteue ‘paspewunts’ Co3paet paspelatouee npasuno ¢unbtpaumm B cnucke ACL.
deny [Oelicteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno uabtpaumm B cnucke ACL.
protocol Mone npegHasHa4YeHo ANA YKaszaHUA NPOTOKoAa (MM Bcex NpoTo-
KOJI0B), Ha OCHOBe KOTOpOro byaet ocyliecTenseTca GpuabTpaLms.
NboToKON Mpu BbIBOpe NPOTOKO1a BO3MOMKHBI C/iefytoLLme BapuaHTbl: icmp,
P ip, tcp,udp, ipv6, ipv6:icmp, ospf, pim,anbo uncnosoe 3HayeHme
npoToKona, B gnanasoHe (0 — 255).
[na cooTBeTcTBUA NtO6OMY NPOTOKONY UCMONb3YyeTCA 3HaYeHue IP.
source Aapec UCTOYHMKA Onpegensert IP-agpec UCTOYHMKA NaKeTa.
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source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy uctouHmka naketa. Macka
onpegpensnet 6utbl IP-agpeca, KOTopble HEOBXOANMMO MIHOPUPO-
BaTb. B 3HaYeHUA UrHopupyembix 6UTOB AO0NKHbI ObITb 3anuncaHbl
eavHuubl. Hanpumep, Mcnoib3ya Macky, MOXKHO onpeaennTb ans
npasuna ¢unbTpaumm IP-cetb. YT06bI £06aBUTL B NPaBUIO PUb-
Tpauwmm IP-cetb 195.165.0.0, HeobxoaAMMO 3a4aTb 3HAYEHME MACKK
/16, TO ecTb COrnacHO AaHHOW Mmacke nocaegHue 16 6ut IP-aapeca
6yayT UrHOpUpPOBaTbCA.

destination Aapec Ha3HavyeHuA

Onpegenset IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka ajpeca Ha3Ha4vyeHuA

BuTOBan macka, NpumeHseman K IP-agpecy HazHayeHUs MakeTa.
Macka onpegenset buTbl IP-agpeca, KoTopble He06X04MMO UTHO-
pvpoBaTb. B 3HaUYeHUsA UTHOPUPYEMbIX BUTOB AOKHBI 6bITb 3aNK-
caHbl efAuHWUpl. Macka MCMNoAb3yeTcs aHasorTMYyHO Macke
source_mask.

Koz cooblueHnsa npoTokona
ICMP

vlan NaoeHTndumkaTop Vian Onpegensert Vlan, 4na KoToporo 6yaet NpUMeHATLCA NPaBuUIo.
dscp Mone DSCP & 3aronosKe L3 Onpe,u,ellﬂeT 3HavyeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHunit nonsa dscp: (0 —63).
Mpuoputer IP Onpegenset npuopwuteT IP-Tpaduka: (0-7).
icmp_type Tun coobuweHunii npotokona ICMP, ncnonb3yembiii gns GpuabTpa-
- umn ICMP-nakeToB. Y1McnoBoe 3HaYeHue TMna cooblieHus, B ana-
nasoHe (0 — 255).
icmp_code Kopg, coobuueHunii npotokona ICMP, ncnonssyemolii gns puabtpa-

umn  ICMP-naketos. Bo3moOKHble

icmp_code: (0 — 255).

Kodbl CoobleHnit nons

destination_port UDP/TCP-nopT Ha3HayeHusA

source_port UDP/TCP-nopT MCTOYHUKA

Bo3moxKHble 3HaveHua nons TCP/UDP-noprTa: eq, gt, host,It,range

OnuMoHaNbHbIN NapameTp

priority MHAEeKC 3a4aeT NONOXKEHNE NPaBuaa B CMUCKE M ero NpuMopuTeT.
MpuopuTeT 3anmcu Yem meHblue MHAEKC — TeM NnpuopuTeTHee npasuno. [uanasoH

O0NYCTUMBbIX 3HaYeHui (1..255).
parametr OnuMoHanbHbIM NapameTp Npu KOHOUIYPUMPOBAHUKM CMMCKA 40-

ctyna: cvlan-id, cvlan-priority, dscp, priority, single-tag, tos, user-
definded, traffic-class

v
v

B cTaHgapTHbIX ip ACL BO3MOKHa PpuUAbTpaLmA TONbKO No npeduKcam, B paclumpeHHbix ACL
— MO AONO/IHUTENbHbIM NapameTpam.

Mocne Toro, Kak no6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HUTCcA npaBuno implicit deny any any.

Tabnunuya 151 — KomaHabl, ucnonbayemble ana HacTponkm ACL-cnnckoB Ha ocHoBe IP-aapecauum

KomaHda

Aeiicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[ob6asnseT paspeliatoLyto 3anncb GuUabTPaLMM ANS NPOTOKOAA.
MakeTbl, OTBeYatoLLMe YCAOBUAM 3anucK, byayT obpabaTbiBaTbes
KOMMYTaTOPOM.

permit ip {any | source host } {any | destination }
[parametr]

[obasnser paspelatowlyto 3anncb GuUAbTPALUKU ANA NPOTOKONA
IP. MakeTbl, oTBevalolWMe ycnoBuaAm 3anvcu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit icmp {any | source host } {any | destination }
[parametr]

[ob6asnaeT paspewatowyio 3anucb GUAbTPaLUUKN gna NPOTOKoNa
ICMP. MNakeTbl, 0OTBEYatoWMe yCI0BUAM 3anmcu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[obasnser paspewatowlyto 3annce GUAbTPALUKU ANA NPOTOKONA
TCP. MakeTbl, OTBeYaloLMe ycI0BUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[ob6asnaeT paspewatowyio 3anucb GuUAbTPaUUKN gna NpPoToKoa
UDP. MakeTbl, OTBEYatOWME YCOBUAM 3anucK, byayt obpabaTbi-
BaTbCA KOMMYTAaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[ob6asnser 3anpeLatoLLyto 3anucb GuUAbTPaLMM 4A8 NPOTOKOAA.
MakeTbl, OTBeYaloLWMe yCaoBUAM 3anucu, byayT 6J10KMpoBaThCA
KOMMYTaTOPOM.

114

Ethernet-kommymamopei cepuu MES14xx, MES24xx. PykosoOdcmeo o aKkcrnayamayuu




HELTEX

[parametr]

deny ip {any | source host } {any | destination }

[obasnser 3anpelatowyto 3anuce GuabTpaUumM 4ns NpoToKosa
IP. MMakeTbl, oTBevyallwMe ycnoBuam 3anucu, byayt 610KMpo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny icmp {any | source host } {any | destination }

[obasnaeT 3anpeLLaowyo 3anMcb GUAbTPaUUKN gna NPoToKoNa
ICMP. MaKeTbl, oTBeYaoWue ycnoBmMam 3anucu, 6yayt 61okupo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny tcp {any | source host } {any | destination }

[obasnaeT 3anpeLLaowyo 3anMcb GUAbTPaUUKN gNa NPOTOKoAA
TCP. MNaKeTbl, OoTBeYaloWMe yci0BUAM 3anucu, byayT 610Knpo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny udp {any | source host } {any | destination }

[obasnaeT 3anpeLLatowyio 3anMcb GUAbTPaUUKN gaa NPoToKoAa
UDP. MNakeTbl, oTBEYatowWwme ycnoBuam 3anucu, byayt 610kupo-
BaTbCA KOMMYTaTOPOM.

4.23.2 Kongpucypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NMAapPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CospgaHune n BXo4, B peXum penaktnposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,
OCYyLLeCTBNAETCA NO KOMaHAe: ipvé access-list extended apvé access-1list. Hanpumep, ana
co3gaHua cnucka ACL nog HassaHMem MES IPv6 Heo6Xx04MMO BbINONHUTL CieaytolmMe KOMaHabl:

console# configure terminal
console (config)# ipv6é access-list extended ipvé6 access list num
console (config-ipv6-acl) #

Tabauua 152 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

Kopg, coobuieHuns npoTtokona
ICMP

Mapamemp 3HauyeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3paer paspeluatolLiee npasuao dunbTpaumm B cnmncke ACL.
deny [ewncTteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno uabtpaumm B cnucke ACL.
protocol Mone npegHasHayeHo Ana yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
NooToKon KO/10B), Ha OCHOBE KOTOPOro byAeT ocylecTBAseTca GuabTpaums.
P Mpw BbIGOpE NPOTOKO1Ia BO3MOXHbI CeaytoLme BapuaHTbl: icmp,
tcp,udp, ipvé6.
source Aapec UCTOYHMKA Onpepensaet IP-agpec NCTOYHMKA NaKeTa.
destination Appec HasHayeHus Onpepensert IP-agpec HazHavyeHMA NakeTa.
vlan NpeHtndukatop Vlan Onpegenset Vlan, gna KoToporo 6yaeT NpUMeHATLCA NPaBuo.
dsc, Onpepenset 3HayeHne DSCP-nonsa diffserv. BoamorkHble Koabl co-
p MNone DSCP B 3aronoske L3 pea . A
obuweHuit nons dscp: (0 —63).
icmp_type Tun coobuweHnit npotokona ICMP, ncnonbsyemoli gns puabTpa-
- umm ICMP-nakeToB. YncnoBoesHayeHneTMnacoobleHus, samMana-
30He (0 — 255).
icmp_code Kog coobueHunii npotokona ICMP, ncnonbsyemblit ana ¢puabrpa-

umm  ICMP-nakeToB. BoO3MOMKHble Koabl COOb6UIEHUI nonA
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaueHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moskHble 3HaueHuns nona TCP/UDP-nopra: eq, gt, host,It,range

priority MHAEKC 3a4aeT NosIoXKeHUe npasmnna B CNUCKe U ero NnpnuopuTeT.
npl/lOpI/ITET 3anuncu Yem meHblle UHOEKC — TemMm npuoputeTHee npasuno. ,D,ManaaoH
A0NYCTUMbIX 3Ha4YeHmi(1..255).
arametr (0] MOHa/IbHbIK Napame N KOHOU MpPOBaHNN CMUCKa A0-
P OnuMoHanbHbIN NapameTp n 4 napamerp np . urypup : A
cTyna: eq, gt, It, range, dscp, traffic-class
‘ MNocne Toro, Kak nob6oii ACL 6yaeT npueaAsaH K uHTepdeiicy, ana atoro uHtepdeiica npume-
V HUTCcA npasuno implicit deny any any.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamauyuu 115




HELTEX

Tabnunua 153 — KomaHabl, ucnonbayemble aaa HacTpokm ACL-cnnuckoB Ha ocHoBe IP-aapecauum

KomaHda

Aelicmeue

[parametr]

permit protocol {any|source host} {any|destination}

[ob6asnseT paspeltaoLyto 3anncb GuabTpaumMm 4ns NpoToKoa.
MakeTbl, OTBEYatOLMeE YCAOBUAM 3anucu, byayT obpabaTbiBaTbca
KOMMYTaTOpPOM.

[parametr]

permit ipv6 {any|source host} {any|destination}

[ob6asnseT paspewatowyo 3anMcb GuUaAbTPaUUKn gaa NpoToKoa
IPv6. MaKeTbl, oTBEYaOWME YCAOBUMAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTAaTOPOM.

[parametr]

permit icmp {any|source host} {any| destination}

[ob6asnseT paspewwatowyo 3anucb GuUaAbTPaUuKn gaa NpoToKoa
ICMP. MNakeTbl, 0TBEYatoLWMe ycI0BUAM 3anmcu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit tcp {any|source host} {any|destination}

[ob6asnseT paspewatoLyio 3anucb GuUabTPauumn Ansa NpoTokona
TCP. MNakeTbl, oTBEYatoOLWMe ycA0BUAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit udp {any|source host} {any| destination}

[ob6asnaeT paspelatollyto 3anuce GUAbTPaALMU A1A NPOTOKONA
UDP. MakeTbl, OTBEYatOLWME YCNOBUAM 3anucK, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny protocol {any|source host} {any| destination}

[ob6asnaeT 3anpeLtatoLLyto 3anncb GUAbBTPALUKN A4 NPOTOKONA.
MakeTbl, OTBeYaloLWMe yCAOBUAM 3anucu, byayT 610KMpPOBaTLCA
KOMMYTaTOpPOM.

[parametr]

deny ipv6 {any|source host} {any|destination}

[ob6asnaeT 3anpewatoLLyto 3anucb GUAbTPaLMM 413 NPOTOKONa
IPv6. MaKeTbl, oTBEYaloWMeE YCAOBUAM 3anucu, byayT 610Kupo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny icmp {any|source host} {any|destination}

[ob6asnaeT 3anpewatoLLyto 3anmucb GUAbLTPaLMM 13 NPOTOKONa
ICMP. MaKeTbl, oTBevatoWwue ycnosmam 3anucu, byayt 610kupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any|destination} [parametr]

[ob6asnaeT 3anpewatoLLyio 3anucb GUAbTPaLMM 413 NPOTOKONa
TCP. MNaKkeTbl, OTBeYaloLWMe yCAOBUAM 3anucu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[JobasnaeT 3anpelatoLlyto 3anmcb GUAbTPaLUKN ANA NPOTOKOAA
UDP. MakeTbl, oTBEYalowWme ycnosmam 3anucu, byayt 6n1okupo-
BaTbCA KOMMYTAaTOPOM.

4.23.3 KoHepueypayusa ACL Ha 6a3e MAC

B maHHOM pa3sgene npvBefeHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX NMAaPaMeTPOoB, UCMOJ/b3yeMblX B
COCTaBe KoMaHZ HacTpoliku cnmckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.

Co3sgaHue n BXo4 B pexum penaktmposaHua cnuckos ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCYLIECTB/IAETCA N0 KOMaHAe: mac access-list extended access-list num

Tabnunua 154 — OcHOBHbIe NapamMeTpbl, UCNOb3yeMble B KOMaHaax

Mapamemp 3HayeHue Aelicmeue
permit [JeWcTBre paspelntsb Cospaet paspeLuatollee npasunao ¢punbTpaumum B cnmucke ACL.
deny [JelicTBue 3anpeTuTb Co3pgaet 3anpeltatollee npasuno punbtpaumm B cnucke ACL.
source Appec oTnpasuTens Onpepensetr MAC-agpec UCTOYHMKA NaKeTa.

source_mask

buTtoBasa macka,
npumeHsaeman Kk MAC-
afipecy UCTOYHMKA NaKeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXx041MMO Ur-
HOPMPOBaTb. B 3HaYeHUA rHOpUpPYyeMbIX BUTOB J0/KHbI ObITb 3a-
nucaHbl eamHuLbL. Hanpumep, MCnonb3ya MacKy, MOXHO onpege-
NVTb Ans npasuna dounbTpauun amanaszoHa MAC-agpecos. YTobbl
n06asuTb B Npasuao dpunbTpaummn sce MAC-agpeca, HauMHaOLWKW-
eca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3a4aTb 3HaYeHWEe MacKu
FF:FF:FF:FF:00:00, TOo ecTb, COrlacHO i@aHHON MacKe, nocjeaHune
16 6uT MAC-agpeca byayT He Ba*KHbI A1 aHann3a

destination

A,qpec Ha3Ha4yeHunA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask

BbuTtoBas macka,
npumeHsaeman Kk MAC-
agpecy HazHayeHUA NakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXxo4MMO Ur-
HOpPUPOBaTb. B 3Ha4YEeHMA UTHOPMPYEMbIX BUTOB AONKHbI ObITb 3a-
nucaHbl eauHMubl. Macka ucnosib3yeTcA aHasNoOrMYyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

MNoaceTtb VLAN ¢punbTpyembix NakeTos.
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cvlan-priority cvlan_priority: (0..7)

Knacc o6cnykuBaHua GpuabTpyemblx NakeTos.

ethertype eth_type: (0..0xFFFF)

Ethernet TMn PuNbTPyemMbIx NaKeToB B LUECTHAALLATEPUYHOM 3a-
nucm.

MNHaekc npasuna

encaptype value Value: (1..65535) Tun ethertype ana ¢uabTpyembix NaKeToB..
etype_list etype_list: (1..65535) CnucoK ctaHgapTHbIX ethertype
priority MHAeKc npaBuna B Tabauue, Yem MeHbLUe MHAEKC — TEM NPUOPU-

TeTHee npasuno 1-255

Tabnunuya 155 — KomaHabl, ncnosibsyemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | host source source_ mask } {any | host
destination destination_ mask} [encaptype value | etype_list
1 [priority priority]

[obasnnet paspewatoLlyto 3anucb GuabTpaumu. MakeTsl, oTBe-
Yalowme ycnoBumam 3anucu, byayt obpabaTtbiBaTbCA KOMMYyTa-
TOpoM.

deny {any | host source source_ mask } {any | host
destination destination_ mask} [encaptype value | etype_list
] [priority priority]

[ob6aBnser 3anpeLuatoLLyo 3anucb duabTpauuu. MNakeTbl, oTe-
YatoLlme ycnoBuAm 3anucu, byayt 610KMpPoBaTbLCA KOMMYTATO-
pom.

Mpumep HacTponku punbtpaumm padi/pado yepes User-defined offset:

console
console

(
(

config) # user-defined offset 1 ethtype 0
config) # mac access-list extended I

console (config-ext-macl)# permit 00:00:00:00:00:01 ff:ff:£ff:££:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 1 in

Mpumep punbTpaumm no src/dst IP, src/dst port, tos yuepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config)# ip access-list extended 1010

console (config-ext-nacl) # permit udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-

defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

4.24 KoHdwurypauymsa 3awmtbl ot DOS-atak

[aHHbI 610K KOMaHA, N03B0SEeT 610KMPOBATb HEKOTOPbIE PAcNpPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHOb!1 pexcuma 2nobasnbHOU KoHGU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (confiqg) #

Tabnunua 156 — KomaHabl pexxuma rnobanbHoOn KoHbUrypaumm

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
no ymoa4YaHuro
. MepelT B pekum KOHGUIypupoBaHUA MOLyNA, OTBEYatoLLero 3a
firewall -/BKAKOYEHO
dyHKUMOHan 3awmnTbl ot DoS-aTak.

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-firewall) #
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Tabnunua 157 — KomaHabl pexkuma rnobanbHon KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymoa4YaHuto
enable Jenabl BkntoyeHue nogaepku 3awmTol ot DOS-aTak.
-/enable
disable BbIkntoueHMe noaaepKKu 3awmTbl oT DOS-aTak.
ip inspect tcp enable BKkntoueHne obHapyKeHus synfin-naketos
-/BKIOYEHO
no inspect tcp BblkntoueHne obHapykeHua synfin-nakeTos
ip inspect tcp syn wait sec sec: (1..65535)/1 BbicTaBUTL Talimep 610KMpoBKK synfin-nakeTos

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnunuya 158 — KomaHab! perkmma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
10 ymMon4aHuio
sh run firewall - OTobparkaeT HacTpoiky moayns firewall
sh firewall stats OTob6parkaeT CTaTUCTUKY MO MakeTam, 06paboTaHHbIMMU

moaynem firewall

sh firewall logs - OtobparkaeT noru moaynsa firewall

4.25 KauectBo o6cnykmusaHua — QoS

Mo ymon4YaHMIO Ha BCeX MOPTAaxX KOMMYTaTOpa MCNO/b3yeTcA OpraHuW3aums ovepesm MAKeToB Mo
meToay FIFO: nepsbiii npuwen — nepsbiid yweén (First In — First Out). Bo Bpema MHTEHCMBHOWN Nepeaayu
TpaduMKa Npu MCNONb30BAHUM AAHHOFO MEeToZa MOFYT BO3HMKHYTb NPo6eMbl, MOCKObKY YCTPOMNCTBOM
WUTHOPUPYIOTCA BCe MaKeTbl, He Bowegwne B bydpep odepean FIFO, n COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. PellaeT AaHHyt0 npobnemy meTos, OpraHM3ylOLMA odepeam MO nNpuoputeTy Tpaduka.
MexaHnmam QoS (Quality of service — KayecTBo 06C/NYKMBaHUSA), pPeann3oBaHHbI B KOMMYTaToOpax,
Nno3Bo/IAET OPraHN30BaTb BOCEMb oYepenen NpuopuTeTa NakeToB B 3aBUCMMOCTM OT TMNa NepesaBaemMbix
OaHHbIX.

4.25.1 Hacmpoiika QoS

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bua, 3anpoca KoOMaHAHOW CTPOKM pexkuma riobanbHoi KoHburypaumm:
console (config) #

Tabnnuya 159 — KomaHgb! pexuma rnobanbHon KoHdUrypaumm

Komanda 3HayeHue/3Ha4yeHue leiicmeue
o yMOAYAHUIO
class-map class_map_num 1. Co3paeT cnNUCoK KpuTepues Knaccudukaumm Tpadpuka.
class_map_num: 2. BXOAWT B peXXMMm pefaKTUPOBAHMA CMUCKA KPUTEPUEB KNaccu-
(1..65535) duKaumm Tpadumka.
no class-map class_map_num YaanaeT cnvcok Kputepues Kaaccudmrkaumm Tpadumka.
policy-map policy_map_num policy_map_num: 1. Co3paert cTpaTeruto Knaccupurkaumm Tpadpuka.
(1i6553._5) 2. BXOAWT B pexxum peaakTUpoBaHMA cTpaTermm Knaccuoukaumm
TpaduKa.
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no policy-map
policy_map_num

Yaansaet npasuno knaccudukaumm Tpadumka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
sched_num: (1..65535)

OnpeaenvTb anroputm paboTbl NNaHNPOBLIMKA Ha HTepdeiice.

- strict-priority — cTporas ouyepesb, UMeeT HanBbICLLINI NpUopUTET
- strict-wrr — oyepeflb N0 MeXaHU3My WIT, UMeEIOLLAA NPUOPUTET
BbllLe oyepean wrr

- Wrr — oyepeab, 06pabaTbiBaloWwanca No MexaHusmy wrr

- fa/gi_port — ucxoaawmii nutepdeiic.

YpansaeT HacTPOWMKM NAaHMPOBLLMKA.

queue gueue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
queue_num: (1..8);
weight: (1..127)

3apaTb HOMEpP M BeC odepeam Ana ucxoasallero nHTepoeica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenntb Tpaduk c meTtkoit CoS/DSCP B ouepeap

OTMeHUTb onpeaeneHune Tpaduka B ouepesb

qos interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..24);
Priority: (0..7)/0

YKaszaTb ouepesb ona uHtTepoelica, Npu ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y BXoAAlLMX NAKeTOB

class-map class_num

no class-map class_num

class_num: (1..65535)

Co3gaTb 1 NepeinTu B pexkum KoHdurypmposaHusa class-map

Ypanutb Knacc

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co3gaTb 1 NepeinT B pexknum KoHdUrypmposaHus policy-map

Ypanutb nONUTUKY

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKNOUMTbL OTNPABKY TPANoB O NPEBbILEHUM Nopora cpu-rate-limit
B syslog

YCTaHOBUT 3HaYeHWe No YMONYAHUIO

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIKNIOYEHA

BkAloueHWe reHepauuy yBeJOMAEHUI NPU NpeBblleHUU 3Have-
HUA cpu-rate-limit

OTK/lOYEHME reHepaumm yBeAOMIEHUA Ha YCTPOICTBE.

KomaHObI pexcuma KoHguaypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm VLAN:

console (config-vlan) #

Tabnnuya 160 — KomaHabl pexkuma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

NO qOs COs egress

YcTtaHaBnuBaeT 3HaveHue CoS ana nopta (CoS, npumeHsembli
[ANA BCEro HeTermpoBaHHOro Tpaduka, NPoxoaALero Yepes UH-
Tepdeiic).

YCTaHOBUT 3HaYeHWe No YMONYAHUIO
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KomaHObI pexcuma KoHgu2ypauyuu uHmepdaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 161 — KomaHApb! pexknuma KoHourypauum nHtepoeiica Ethernet

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

gos trust {cos | dscp | cos-dscp YcTaHaBAMBaET peXum A0BepUA KoMmyTaTopa B 6a3oBom
| none} pexunme QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNaccMbUKaLMIO BXOAALLMX NaKETOB
no 3HayeHuAm CoS. Jna HeTerMpoBaHHbIX MAKeTOB UCMO/b-
3yeTca 3HayeHne CoS no ymonyaHuio.

-/none - dscp— ycTaHaB/iMBaeT KnacCUPUKaUMIO BXOAALLMX MaKe-
TOB Mo 3HavyeHuAm DSCP.

- cos-dscp — yCTaHaBAMBAET KAAacCUbUKALMIO BXOAALLMX Na-
KeToB no 3Ha4YeHnAm DSCP ana IP-nakeToB 1 no 3Ha4YeHUAM
CoS ans He IP-nakeTos.

no qos trust YcTaHaBAMBaeT 3HaYeHUA NO YMOAYAHMUIO.

KomaHObI pexcuma pedaKmupo8aHUa CAUCKA Kpumepues Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKM perMMa pefakTUPOBAHUA CMCKA KpUTepueB KnaccuduKauum
TpaduKa:
console# configure terminal

console (config)# class-map class-map-name
console (config-cls-map) #

Tabnvua 162 — KomaHabl pexxnma pesakTMpoBaHUA CNUCKA KpuTepues Knaccudukaumm Tpadumka

3HayeHue/3Ha4yeHuUe .
KomaHda / Aeiicmeue
no yMmon4aHuo

match access-group {ip-access-
list | mac-access-list } ac/_num

[obasnaet Kputepuit Knaccudukaumm Tpaduka. Onpegenser npa-

|_num: (0..65535
acl_num: { ) Buna dunbTpaumm Tpaduka no cnucky ACL ansa knaccudmraumm.

set class class_num AKTMBMPOBATb Kaacc
class_num: (1..65535)

no set class class_num OTKAtoUUTL pPaboTy Knacca

set class class_num regen-
priority priority group-name
name

L 3a4aTb BHYTPEHHUI NPUOPUTET A/1A YKa3aHHOIOo Kaacca
priority: (0..7); A il pvop AR Y

name: (1..31) cumBonos

KomaHObI pexcuma pedakmuposaHua cmpameauu Kaaccugukayuu mpaguxka

Bug 3anpoca KOMaHAHOM CTPOKM peXxnma pegakTMpoBaHMA CTpaTernmn Knaccudurkaumm Tpaduka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnnua 163 — KomaHabl perkMma peaakTMpoBaHuMaA cTpaTernm KnaccudpuKkaumm Tpadmrka

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

YcTaHaBAMBaEeT HOBOE 3HaYEHNe METKM /1 NaKeTa.
class_num : (0..65535); A

new_cos_map: (0..7);
new_dscp_map: (0..63)
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set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YcTaHaBAMBaeT HOBOE 3HaYeHMe MEeTKM 4/1A MakeTa Ha WMHTep-
delice.

set meter meter

Ecnun ckopocTb NOTOKa NpeBbIWAaeT yKa3aHHY B COOTBETCBYOLLLEM
meter, TO NaKeTbl, KOTOPble NPEBbICUAN OTPaHNYEHNE, OTOpaCbIBa-
toTcA.
B TeKyweii Bepcum MO He noaaepKMBaeTca Ha MoAEeNAX
MES2424, MES2424B.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXMma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 164 — KomaHgbl pexxnuma rnobanbHon KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aeiicmeue

meter meter

no meter meter

meter: (1..255)

Co3patb M3MmepuTenb OrpaHUYEHUA CKOPOCTU ANA UCXOAALLEro
TpadukKa.
B Tekyweii Bepcuu MO He noapep’k1MBaeTca Ha mogenax
MES2424, MES2424B.

YOoanutb nsmeputenb OrpaHUYeHMA CKOPOCTU ONA UCXOAALLEero
TpaduKa.
B Tekywieii Bepcuu MO He nogpep)kuBaeTca Ha moaensx
MES2424, MES24248B.

KomaHObI pexcuma KoHgu2ypauuu usmepumens 02paHU4eHUs CKopocmu 0718 8xo0au4e2o mpa-

UkKa:

Bug, 3anpoca KOMaHAHOW CTPOKU B PEXUME KOHPUTrypaLmm:

console (config-meter) #

Tabnnua 165 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

meter-type avgRate cir
{cir_value} {kbps | pps}

YcTaHaBAMBAET OrpaHUYeHWe CKOPOCTU ANA UCXOAALLEro
TpaduKa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 166 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

Aelicmeue

show qos global info

OTobparkaeT rnobanbHble HACTPOMKK (oS
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show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

MoKasbiBaeT B KaKyto oyepeab onpeseneHbl UHTepdeiicsl

show queue-map

Otobparkaet mannuHr CoS n DSCP no ymonyaHutio

show qos trust

MpocmoTp TeKyLelt HaCTPOMKM foBEPUA METKaM cosu dscp.

Mpumep NpMMeHEHNs CEPBUCHOM NOJNTUKM:

Ons Tpaduka, umetowtero DSCP 8, meHseTtcsa VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTcA Ha 63,
CKOPOCTb NOTOKa orpaHuMumnBaeTcs go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl) # permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if) # gos trust cos

console (config-if) # switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 0/7

console (config-if) # switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if) # !

console (config-cls-map) # match access-group ip-access-list 1008

console

console (config-cls-map) # !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter) # !

console (config)# policy-map 1008

(
(
(
(
(
(
(
(
(
console (config)# class-map 1008
(
(c
(
(
(
(
(
(

config-cls-map)# set class 1008 regen-priority 7 group-name Q0S

console (config-ply-map)# set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnbl nopmos

Bupa, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 167 — KomaHab! perkmma KoHourypaumm nHtepderica Ethernet, rpynnel uHtepdelicos

KomaHda

3HayeHue/3Ha4yeHue
110 YMOAYAHUIO

Aelicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YcTaHaBAMBAET OrpaHUYEHME CKOPOCTU A/1A BXOAALLErO
TpadukKa.

YCTaHOBUTb 3HaYeHWe Mo YMOYaHUIO

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YcTaHaBAMBAET OrpaHUYEHUE CKOPOCTU A/1A UCXOAALLEro
TpadukKa.

V 3HaueHue rate AOMKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO
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Mprmep HacCTPOMKM orpaHNYeHnn ckopocti noptaGigabitEthernet 0/4:

console# configure terminal

console (config) # vlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4
console (config-if) # switchport mode access
console (config-if) # switchport access vlan 10
console (config-if) # rate-limit input 512
console (config-if) # rate-limit output 512

Mpumep HacTpoliku QoS:

HacTpouTb NNaHMPOBLLMK MO aNTOPUTMY WIT 418 ncxogallero nHtepdeiica fad/1. Pacnpeaennts Tpa-
¢uK cornacHo nosnto CoS B ouepegn 1-4. HasHaunTb BEC Wrr ANs odepenelt CornacHO HOMepy odepeau.
Ouepesb 5 06bABUTL NPUOPUTETHON.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config) # queue I interface fastethernet 0/1 scheduler 10 weight I
console (config) # queue 2 interface fastethernet 0/1 scheduler 10 weight 2
console (config) # queue 3 interface fastethernet 0/1 scheduler 10 weight 3
console (config) # queue 4 interface fastethernet 0/1 scheduler 10 weight 4
console (config)# queue 5 interface fastethernet 0/1 scheduler 10

console (config)# queue-map regn-priority vlanPri 1 queue-id 1

console (config)# queue-map regn-priority vlanPri 2 queue-id 2

console (config)# queue-map regn-priority vlanPri 3 queue-id 3

console (config)# queue-map regn-priority vlanPri 4 queue-id 4

console (config)# queue-map regn-priority vlanPri 5 queue-id 5

4.26 O6HoBNEHMe NporpammHoOro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6bITb 3anyLieH U HAaCTPOEH Ha KOMMNbloTepe, C KOTOPoro byaer 3arpy-
aTbcA NporpammHoe obecneuyeHue. CepBep A0NKEH MMETb paspellueHue Ha YTeHue daun-
JI0B HauyaNbHOro 3arpysumka u/mnm cuctemuoro NO. Komnblotep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH AN KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINONHUB
Ha KOMmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

.‘

’ ‘ O6HoBneHue nporpammHoro obecneueHua moxert OCyLlecCTBNATbLCA TO/IbKO NpuBuiaernpo-
- BaHHbIM NOJib30BaTe/IeM.

4.26.1 Ob6HoBMEHUE cuCMeMHO020 Npo2pamMmMHo20 obecneyeHus
3arpysKa ycTpoWcTBa ocywecTBaseTcs u3 ¢alina cUCTeMHOTO nporpammHoro obecneyenus (M0),
KOTOPbIA XpaHUTcA BO Gnsw-namaAtv. MNpu obHoBNEeHUM HOBbIM ¢dann cuctemHoro MO coxpaHseTca B
CNeumnanbHO BblgeneHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3amnycKaeT aKTUBHbIN dalin
cuctemHoro MO.

Mpoueaypa ob6HoBneHMA MO:

CKkonunpoBaTb HOBbIN dana NporpaMmMmHoro obecrneyeHuns Ha YCTPOMCTBO B BblAeieHHY0 obaacTb na-
mATN. PopmaTt KOMaHAbI:

console# copy tftp://tftp_ip_address/[directory]/filename image
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Nnn KomaHgom
console# firmware upgrade tftp://tftp_ip_address/[directory]/filename
Mpumep KomaHabl ana 3arpyskm MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

Hosas BepcuAa NnporpammHoOro obecneyeHUs CTaHET aKTUBHOW nocne nepe3arpyskn KommyrtaTtopa.

[na npocmoTpa faHHbIX O BEPCUMAX MPOrPaMMHOr0 obecneyeHma 1 X akTMBHOCTU BBEAUTE KOMAHAY
show bootvar:

console# show bootvar

4.27 PexXum oTnagKu

PeXum OTNaZKu MO3BONSAET CHMMaTb AOMOJHUTENIbHYIO AMarHOCTUYECKYD WHpOopMauuio ¢
YCTPOWMCTBa.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKM pexnma riobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnvua 168 — KomaHapl pexkmma rnobanbHom KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto

debug iss enable { init-shut | BK/OYUTB reHepaLmio 0TAag0uHbIX COOBLLEHUIA AN KOHKPETHOTO
management-trc | data-path- 6/710Ka CMCTEMHOTO MOAYANA iSS.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} .

—— — -/disable —
debug iss disable { init-shut | BbIK/NOYNTL reHepaLMilo OTaZ04YHbIX COODOLEHNN ANA KOHKpeT-
management-trc | data-path- Horo 6710Ka CUCTEMHOTO MOAYAA iss.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

KomaHObI pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:
console#
Tabnnuya 169 — KomaHab! perkmma EXEC
Komanda 3HavyeHue/3HayeHue Neiicmeue
Mo ymMoA4YaHuto
no debug all - OTKAIOYUTb BbIBOA, BCEX OT/IAA0UYHbIX COOOLLEHWNI.
dump sockets - MPOCMOTp BCEX COKETOB B CMCTEME.
dump mem Jocation [len byte] location: (1..0xffffffff); OTobparkeHne coaepXMMoro NnamaT us 3agaHHon obnactu na-
byte: (1..256) MATHU.
dump {task | sem | que} name Moka3aTb AeTanu 3a4aqn, odepean uav cemadopa npu npuceoe-
[name] - HUM UMEHMU TacKa.
- name — Ha3BaHWe Tacka

debug test mem alloc bytes bytes: (1..4294967295) BblaeneHune 6/10ka NaMmaTH € 3a4aHHbIM B H6aliTax pasamepom
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debug test mem free

OcBoboxaeHWe BblaeieHHOro 610Ka namaTu.

debug show sensor
temprerature index

index: (0..1)

OTobparkeHMe 3HaUYEHUs AaT4nKa TemMMepaTypbl.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 170 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan}

BKkntoyaeT reHepaumio oTaafouHbix coobwernnn ana NPAPI gns
yKasaHHoOro mogyns.

BbIK/tOYaEeT reHepauuto oTaafouHbIX coobuweHuii ana NPAPI gns
YKa3aHHOro moayns.

debug show vlan np port

OTobparkaeT KoHdpurypauuto nopta NPAPI

debug show ip arp np
interfaces

Otobparkaet aepeso uHTepdericos ARP B NPAPI

4.27.1 KomaHObl omaadku 01a uHmepdgeiicos

[aHHbIN peXXnm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU ANA UHTEPENCOB A1A YKa3aHHOro YpOBHSA

severity.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 171 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yarHuro

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKHOUNTL reHepaLmio OTNaL0UHbIX COOBLLEHNIA ANA BCeX BUA0B
TPaCcCUPOBOK.

BbIK/HOUYNTL reHepaLLmio 0T1a404HbIX COOBLLEHNIM AN MHTepdein-
coB.

debug interface arppktdump
severity

no debug interface
arppktdump

severity: (0..7)/-

BKkArounTb TpaccupoBKkKU gamna naketos ARP.

BbIKNtoUNTb TPaccMpoBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IOYMTbL reHepaLmio OTNAL0UHbIX COOBLEHNUIA ANA NAaKETHOro
bydepa.

BbIK/IIOYNTL reHepaLmio OTNaf04HbIX COOBLLEHMI ANA NaKeTHOro
bydepa.

debug interface enetpktdump
severity

severity: (0..7)/-

BKOUMTH TPACcCMPOBKM Aamna nakeTos Ethernet.
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no debug interface
enetpktdump

BbIKNOUMTbL TPACCUPOBKM Jamna nakeTos Ethernet.

debug interface failall severity

no debug interface failall

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAaA04UHbIX COOBLEHNI NPU BO3HUKHO-
BEHUW BCEX BUAO0B COOEB, BK/IOYASA BaMAALMIO NAKETOB.

BbIK/IIOYMTb reHepaLmio 0TAaL0UHbIX COOBLLEHWIA MPU BO3HUKHO-
BeHuM cboes.

debug interface ippktdump
severity

no debug interface ippktdump

severity: (0..7)/-

BKAOUMTbL TpaccMpoBKM gamna nakeTtos IP.

BbIKNOUMTL TPACCUMPOBKKM Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

TeHepupyeT oTAagouHble coobueHna ans pecypcos OC.

BbIK/OYUMTbL reHepaLmio 0TNaf04HbIX COOBLLEHNI aNa pecypcoB
oC.

debug interface track severity

no debug interface track
severity

severity: (0..7)/-

BK/IIOUMTb reHepaumio OTN1a404HbIX COOBLLEHMIN CEKEHUA WH-
Tepdelica.

BbIKNOUNTb reHepaL Mo OT1a40UHbIX COOBLEHNI CEXEHUA UH-
Tepdelica.

debug interface trcerror
severity

no debug interface trcerror
severity

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OT1aA04HbIX COOBLLEHNI OWNBOK UHTEP-
deiicos.

BbIK/MOUMTL reHepaLmio OTNAL0UHbIX COOBLLEHNI OWMBOK WH-
Tepdelicos.

4.27.2 Omnadka VLAN

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perknuma EXEC:

console#

Tabnuua 172 — KomaHabl pexknuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IIOUMTb reHepaumio BCeX OTNaf04HbIX COOBLEHU moayns
VLAN.

BbIKNOUUTL reHepaLmIo BCex OTNaA0uHbIX COOBLEHUI Moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUUTL reHepaumto OTNafLOYHbIX COOOLEHWUI, KacatoLmxcs
npuopuTeTa, 3bbITOYHOCTH, Nepesayn TpaduKa.

BbIKNIOUUTbL reHepaLmio 0TAaf04HbIX COOBLLEeHMI, Kacatowmxes
npuopuTeTa, n3bbITOMHOCTH, Nepesayn Tpaduka.

debug vilan buffer

no debug vlan buffer

BKNOUMTL reHepaumto oTaafouHbIX coobueHuii bydepos vian.

BbIKNHOUYMTL reHepaL Mo OT1aA04HbIX coobLleHnit bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BK/IIOYUMTL reHepaumio OTNafO0YHbIX COOBLEHNI ynpasaeHus
vlan.

BbIKNOYMTb FreHepauuio OTNaA04HbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan data

no debug vlan data

BKOUNTL reHepaumio OTNaA04YHbIX CoobuieHnit obmeHa AaH-
HbIMM vlan.

BbIK/OUMTL reHepaumio OTNa404HbIX CO0bLeHNn obmeHa AaH-
HbImMM vlan.

debug vlan dump

no debug vlan dump

BK1tOUNTL reHepaumio oTAaf0uHbIX COOBLLEHNI 3axBaTa NakeToB
vlan.

BbIKNHOUYMTL FreHepaumio 0TAaA0uHbIX COOBLLIEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUNTL reHepaumio OTNaA0YHbIX coobuieHuii 06 olmnbKax
vlan.

BbIKNOUMTL reHepaumio OTAaf0uHbIX coobueHni 06 owmnbKax
vlan.
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debug vlan fwd

no debug vian fwd

BKNOUUTD reHepaLmio OTNaZ0UHbIX COOBLIEeHNIA Nnepeaaqn Tpa-
duka vlan.

BbIK/IOUNTL reHepaLMio OTIal04HbIX COObLLEeHMI Nepeaaym Tpa-
duka vlan.

debug vlan global

no debug vlan global

BK/IOUNTb FreHEpaLmio OTNIa04HbIX COODOLEHUI rnobanbHO No
moaynto vlan

BbIK/IOUNTL reHepaumio 0T1aA0uHbIX coobLweHnit robanbHo No
moaynto vlian

debug vlan initshut

no debug vlan initshut

BKAHOUNTL reHepaumio OTNaf04HbIX COOBLLEHMIT U3MEHEHUA CO-
cToAHMA moayAns vian.

BbIKNHOUYNTbL reHepaLmio OTIaA0UHbIX COOBLEHMI U3MEHEHUA CO-
cToAHMA moayns vian.

debug vlan mgmt

no debug vlan mgmt

BKNOUMTL reHepauuio OTNAZO0YHbIX COOBLLEHWUIA ynpaBaeHUs
vlan.

BbIKNOYNTD reHepaLMmilo OTNAA0YHbIX COOBLLEHUI ynpaBieHus
vlan.

debug vlan os

no debug vlan os

BKIOUMTbL reHepaLmio OTNaA0uHbIX COOBLEHUI AnA pecypcoB
moayna vlan, kpome bydepos.

BbIK/OUMTb FreHepaLmio 0TAaL0UHbIX COOBLLEHNI ANA pecypcoB
moayns vlan, kpome 6ydepos.

debug vlan priority

no debug vlan priority

BK/OUNTL reHepauuio OT/1af0uHbIX COOBLWEHUI MPUOPUTETOB
vlan.

BbIK/NOYNTb reHepauuio OT/Iaf04YHbIX COOOLLEHMI NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKNOUMTDL reHepauuio OTNaA0YHbIX COOBLWEHUIA U3ObITOYHOCTM
vlan.

BbIK/MOUNTL reHepaumio 0T1a404HbIX CO0BLEHMIA M3BLITOYHOCTU
vlan.

4.27.3 OmnaodkKa Ethernet-oam

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 173 — KomaHabl pexkuma EXEC

KomaHoa

3HauyeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BKOUMTL reHepaumio BCcex OT1af04HbIX COOGLLI,eHVIVI eoam.

BbikntounTb reHepauuto Bcex 0Tnag04uHbIX COO6LIJ,eHVIl7| eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtouMTb reHepaumto coobuweHnii bydepos eoam.

BbIK/MOUNTb reHepaLmio coobleHnit bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKOUMTL reHepaLmio coobLLeHUit KoHPUrypaumum eoam.

BbIKIOUMTL reHepaLuio coobLLeHnit KoHduUrypaLumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKOUUTL reHepauuto coobLLeHuit ynpasneHms eoam.

BbikntounTb reHepauyuto COO6LLI,eHMﬁ ynpasaneHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUNTL reHepaumio coobLieHNit npouecca o6Hapy»KeHua co-
cenen eoam.

BbIKNHOUNTB reHepauuio coobLLeHn npoLecca 06HapyKeHns co-
cepen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAOUMTL reHepauuto coobuweHuii olwmboKk eoam.

BbIK/IOYNTb reHepaLmio CoobLLeHNIA OLWMBOK eoam.

debug ethernet-oam func-
entry

BKOUYUTB reHepaumio coobLieHui Bxoaa B GyHKLMM eoam.
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no debug ethernet-oam func-
entry

BbIK/NOUNTb reHepaLnio coobLLeHni BXoAa B GYHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUUTL reHepaumio coobLeHnin Bbixoaa U3 GpyHKLMIA eoam.

BbIKNHOUYNTL reHepaLmio coobuieHui Bbixoaa U3 GyHKLMIH eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNIOUUTDL reHepaLmio cOObLEHNI M3MEHEHUA COCTOSHUA MO-
ayna eoam.

BbIK/NOYUTL FreHepaunto coobLLeHnit M3MeHeHUA COCTORHUA MO-
ayns eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtoUNTb reHepaumio coobuieHnit link-monitor eoam.

BbIKNOUNTb reHepaumio coobuieHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtounTb reHepaumio coobuieHunin remote-loopback eoam.

BbIKNOUNTb reHepaumio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BK/I1OUMTb reHepaumio coobLLeHMI COCTOAHUI muX-parser eoam.

BbIKNOUUTL TeHepaunio COOBLLEHWUI COCTOAHWUIA mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKntounTb reHepaumto coobuieHnin 4nA nakeTa eoam.

BbIK/NOYMTbL reHepaL Mo CoobLeHNit 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKNtounTb reHepaumto coobueHnin M3bbITOYHOCTM eoam.

BbIKNOUMTb reHepaunio coobLLeHmni M3bbITOYHOCTU eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNOUMTL reHepaumio coobLLIEHMI ANA PecypcoB eoam, Kpome
bydepos

BbIK/OYMTb reHepaLmio CoobLLEeHNIA 418 PecypcoB eoam, Kpome
bydepos

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOUUTL reHepauuio cooblueHuii yaaneHHoro obHapyKeHus
aBapuin eoam.

BbIKNOUMTL reHepaLmio coobLeHni yaaneHHOro obHapyKeHua
aBapuit eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BKNtOUMTL reHepaLmio coobLLeHUI ANnA 3HAYEHUIM 3aMpOCOB-0OT-
BETOB eoam.

BbIK/NOYMTb reHepaumio coobLueHmni aaa 3Ha4YeHMM 3anpocoB-oT-
BETOB eoam.

4.27.4 XypHanuposaHue omaado4HbiIx coobuwjeHuli

C nomowbo JaHHOro 6n10Ka KOMaH4 HaACTpPaumBakOTCA MapamMeTpbl BeEAEHUA XXYPHaJsa OT/NadKu B

cncreme.

HasBaHue kypHana coaepKuT B cebe aaty ero co3gaHus Ha flash.

KomaHOb1 pexcuma 2nobasnbHol KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (config) #
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Tabnuua 174 — KomaHabl pexxuma rnobanbHon KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpasuTb BbIBOA, OTN3L0YHbIX COOBLLEHMI B KOHKpETHoe
pacnosioxeHwue.

console - B TepmMHan KoHcoNm

file - B oTaenbHbIV dain Ha flash

buffered-file - B otaenbHbIN 6ydep, npu ncuepnaHmm pecypca by-
depa - B paitn Ha flash.

YCTaHOBUTb 3HAYEHNE NO YMOAYAHMIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHaBAMBaAET pacnonoxeHue ¢aiina, B KOTOPbINA 3anuchbl-
BatoTcA debug-coobuweHus.

YcTaHaBAMBAET 3HAa4YEHME NO YMOAYAHUIO.

clear logs debug file

Ounctutb copepkmmoe gupektopun ¢ debug-darinamm.

’ ' UHdopmaumsa o debug-logging log-path xpaHutca B ¢paitne nvram. [ilna so3Bpata AUPEKTO-
N puM no ymonyaHuio Tpebyetca ucnonb3oBatb KomaHAy no debug-logging log-path nau

delete startup.

.‘

Mpu ucnonbsosaHmm KomaHgbl clear logs debug file ctupaertca Bce cogepkumoe gupekrto-
puK, B KOTOpOK HaxoaATcAa ¢ainbl XKypHaNoB. PeKoMeHAyeTcA UCMNONb30BaTb OTAE/NbHYIO

AVUPEKTOPUIO UIN AUPEKTOPUIO NO YMOHAHUIO A5l XPaHEHUA }KypPHANoB BO usbexkaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

’ ' Bo3moykHa coBmecTHaa pabota KomaHpg, debug-logging console u debug-logging { file |
-

buffered-file}

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

4.27.5 KomaHObI 0na omnadku pyHKYull ynpaeneHus

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 175 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMoA4YaHuo

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/IOYEHO

BK/OYNTB reHepaumio 0TAaf0uYHbIX COOBLWEHNIN AN NPOTOKONA
RADIUS.

BbIKNIOYMTL reHepaLIMIo OTAaA04HbIX COObLLEeHMI ANnA NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/IIOYEHO

BKOUUTb reHepaumio 0TN1ag0uHbIX cOObLLeHMIn Ans NPoToKoAa
TACACS

BbIK/IOUNTL reHepaLLMio 0TaA04HbIX COOBLLEHMI A8 NPOTOKONA
TACACS.
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debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BK/IIOUMTL reHepaLmio OT1a04HbIX coobuieHui ansa SSH.

BbIKNHOUYNTL reHepaL Mo OT1IaA404HbIX coobLeHni ana SSH.

debug terminal take BKAOUMTL  BbIBOA, OT/Aaf04HbIX COODBWEHMI B TeKyluen
SSH-/Telnet-ceccuu.
- -/BbIK/IIOYEHO — —
no debug terminal take BbIKNtoYaeT BbIBOL OTAA[0YHbIX COOBWEHMI B TEKyLien
SSH-/Telnet-ceccuu.
4.27.6 KomaHOwbl 0n3 omaadku npomokona DHCP
KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/exunsaHme moaynsa DHCP.
KomaHOos! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#
Tabnunuya 176 — KomaHab! pexkmuma EXEC
3HayeHue/3Ha4yeHue .
KomaHda / Aeiicmeue

no ymosn4aHuro

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIK/IIOYEHO

BKNOUMTL reHepauuio coobuieHnit otnagku ¢yHrumm DHCP
Snooping.

BbIKNtOUMTb reHepauunio coobuweHnn otnagkm ¢yHKkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNIOYEHO

BKAtOUNTL reHepaumio Bcex coobLeHnit othagku dyHkumm DHCP
client.

BbIKNOUMTL reHepauuio BCeX COOBLWEHUI OTAadKM YyHKUUM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKNOUMTL reHepaumio BbI6OPOUYHbIX COOBLEHNI OTNaaKM YHK-
umm DHCP client.

BbIKNtOUMTb reHepauuto BbIOOPOYHbIX COOBOLLIEHMI OT/NAAKM
byHKLMKM DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNIOYEHO

BKntounTb reHepaumto coobuieHnii otnagkm ¢yHKumm DHCP re-
lay:

- all — Bce oTnagouHble coobLeHNs;

- errors — 0TN1afl04Hble COOBLWEeHNA NPU OLWMBKaX.

BbIKNOUNTb reHepauunio coobueHuii otnaaku pyHkumm DHCP re-
lay.

debug show ip dhcp np
interfaces

MoKasbiBaeT KOHOWrypauuio ¢yHKLMKM KOHTPOAA NpPOTOKONa
DHCP.

4.27.7 Omnaadka pyHKyuu PPPoE-IA

KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#
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Tabnuua 177 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OYUTB reHepaumio Bcex OT1aA04HbIX coobLieHnin PPPoE-IA.

BbIK/IOUNTb reHepaLmio BCEX OTaZ04HbIX cO0bLeHn PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BK/OYUTL reHepaumio OT1a04HbIX CO0bLWeHMI 0 BXxoae B GyHK-
unu PPPOE-IA.

BbIKNHOUYNTL reHepaLmio BCex 0T1ag04HbIX coobuieHmnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKOUNTbL reHepauuio OTNaZ0YHbIX COOBLEHUI O Bbixoge M3
dyHKUunM PPPOE-IA.

BbIKNHOUYNTL reHepaLmio BCex 0TAag04HbIX coobuieHmnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OTlagouHbIX coobueHnint 06 owmnbkax
PPPOE-IA.

BbIK/OUNTb reHepaLmio BCeX OTaf04HbIX cO0bLeHni PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAIOUMTL TeHepauuio OTAaf04YHbIX COOBLEeHMI O MaKeTax
PPPOE-IA.

BbIKMOYNTL reHepaLLmio BCeX OTNaf04UHbIX CO0bLeHn PPPOE-IA.

4.27.8 Omnadka ¢pyHKyuu DCS

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 178 — KomaHabl pexkuma EXEC

no debug dcs

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymMoa4YaHuto
debug dcs all BKAOUNTL reHepaumio Bcex OT1a404HbIX coobLeHnit dcs.
no debug dcs BbIKNOUNTb reHepaLLMio BCeX OTNIaf04UHbIX CO0bLLEeHN dcs.
debug dcs entry BKNOYUTL reHepaumio OTNaA04HbIX CO0bLWeHN 0 Bxoae B GyHK-

umu dcs.

BbIKNHOUYNTL reHepaLmio BCex 0TAaA04HbIX coobueHui dcs.

debug dcs exit

no debug dcs

BKAOUMTL FeHepaumio OTNaZ0uHbIX COOBLWEHUI O BbiIXxoae M3
dyHKUMI dcs.

BbIKNHOUYNTL reHepaLmio BCcex 0TAaA04HbIX coobueHui dcs.

debug dcs fail

no debug dcs

BKOUUTL reHepaLmio OT1aA04HbIX coobLeHMl 06 owmnbKax dcs.

BbIKNHOUYNTL reHepaLmio BCcex 0TAaA04HbIX coobuieHui dcs.

4.27.9 Omnadka pyHkyuii QoS

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 179 — KomaHab! perkmma EXEC

no debug qos ctrl

Komanda 3HayeHue/3Ha4yeHue Lleiicmaue
no ymon4aHuro
debug qos buffer BKNOUMTbL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.
no debug qos buffer BbIK/NOUNTL reHepaLmio O0TNaf0uHbIX cooblieHuli ana bydepos
QosS.
debug qos ctrl BKNOUNTL reHepauutio 0T1ag04HbIX COODLLEHNI ANA ynpaBieHus

QosS.

BbIKNOUUTb reHepaumnio OTNag04uHbIX COOBLEHUI ans ynpas/e-
HuAa QoS.

debug qos dump

no debug qos dump

BKtOUNTL reHepaLmio OTNaL04HbIX coobueHni no naketam QoS.

BbIKNOYMTL reHepauuio OTNaf04HbIX COOBLEeHU No nakeTam

QosS.

debug qos failall

no debug qos failall

BKntounTb reHepaumio OTNaf04YHbIX COODOLEHMI MO owunbKam
QosS.

BbIKNtOUMTb reHepaL Mo OTNIaA04HbIX COOOLLEHMI MO OWKNbKam
QosS.

debug qos init-shut

no debug gos init-shut

BK/I1OUMTL reHepaumio OTNaf404HbIX COOBLLEHMIT N0 U3MEHEHUIo
cocroaHma moayna QoS.

BbIKNHOUMTL FreHepauuio OTAaA04HbIX COOBLEHMI NO U3SMEHEHUIO
cocTtoaHmna moayna QoS.

debug qos mgmt

no debug qos mgmt

BKNOUUTL reHepauuio 0T/1a404HbIX COOBOLEHNI AN ynpaBieHns
QosS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLWEHMI Ans ynpasne-
Hua QoS.

debug qos os

no debug qos os

BKNOUMTL reHepaumio OTN1aZ0YHbIX COODWEHUA ONa pPecypcos
QoS, kpome bydepos.

BbIK/NOUNTbL FreHepaLmio OTNaf04HbIX COOBLLEHNI aNa pecypcoB
QoS, Kpome bydepos.

4.27.10 KomaHObI 018 omaadku npomokosaa SNTP

KomaHabl AaHHOro 6710Ka N03BOAAIOT CHUMATb AONONHUTEIbHYIO AUAarHOCTUYECKYO MHGOopMaLmMioansa npo-

ToKona SNTP.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnnua 180 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIKNIOYEHO

BKNOUMTL reHepaumio oTnaf0uHbIX coobuweHna 610Kka SNTP

BbIKNHOUYNTL reHepaL Mo 0TAaA04HbIX coobLieHnn 6noka SNTP

4.27.11 KomaHOvblI 13 omaadku npomokona STP

KomaHabl gaHHoro 610Ka MO3BO/AKOT CHUMATb AOMNO/THUTENIbHYIO ANArHOCTUYECKYHO VIHd)OpMaLI,VII'O ana

npotokona STP.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 181 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BK/OUYUTB reHepaumio 0TAaA0uHbIX COOBLEHUIN AN NPOTOKOAa
STP rnobanbHo.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNHOUMTb reHepaL Mo BCeX 0T1af04HbIX COOBLLEHMI a5 NPOTO-
Kona STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNHOUMTD reHepauuio coobLLeHNt 0T1agKM ana npotokona STP
O1A AMarHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/OYEHO

BKNHOUMTL reHepauuio coobLLeHNt 0TAagKM ana npoTokona STP
Ans init u shutdown. 3ta TpaccupoBKa reHepupyeTca Npu Heyaauy-
HOW MM yCMELWHOW UHMLMAAM3ALUU AN 3aKPbITUKM Moayns STP.

YCTaHOBUTb 3HaYyeHue no YMO4YaHUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/OYEHO

Bk/toyaeT reHepauuto COOBLLEHUI OTNaAKM MpU ynpasieHUn
npotokosom STP. OTnagouHble COOBLEHNA TEHEPUPYIOTCA KarK-
bl pas, Koraa Bbl HAaCTpamBaeTe Kakne-nmbo dyHkumm STP.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IIOYEHO

BKNOUUTL reHepaumio OTNPaBKM OTAAL0UHbIX COOBLLEHNI Npu
Hey4a4YHOM M yCNewHoOM BblaeieHnn namaTn ana STP-npouecca.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/OYEHO

BKkntoyaeT reHepaLmio coobLWEHNN OTNAAKM AN1A npoTokona STP
npv Heyaa4YHoOM UM ycCrnewHom npuveme, nepegade n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/OYEHO

BKntoyaeT reHepaumio coobLLeHMI 0TAagKM Ans cobbITUIA KOHPU-
rypauumn npotokona STP. CoobuieHna reHepupytoTca npu
HacTpoWke GpyHKumi STP.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BK/tOYaeT reHepaumio COObBWEHMI OTNALKM NPU HeyaaYHOM,
ycnewHoM 3anycKe, Npy OCTaHOBKE MW Nepe3anycke TaliMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/IIOYEHO

BK/lOYaeT reHepaLmio CoobLLIeHN OTIaAKN 414 NOPTOB, 3a4e-
CTBOBaHHbIX B NOCTpoeHumn aepesa STP.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BK/tOYaeT reHepaumio COOBLLEHUI OTNAAKU B Pe3epBHOM y3ne
STP npw BbINONHEHWNW Pe3ePBHOMO KONUPOBAHUA MHPOPMALMK O
KOHOUIypaLmmn oT akTUBHOTO y3/a.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIKNOYEHO

BK/itoyaeT reHepaLmio cO0bLLeHWI 0TAaaKM ANs npoTokona STP
MpU HEeYAa4YHOM U YCNeLHOM Co34aHnm 1 yaaneHune cemadopa.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug show spanning-tree
port-state {gigabitethernet
gi_port | fastethernet fa_port}

OT106pasnTb STP-cOCTOAHMA NOPTa BO BCEX CYLLECTBYHOLLMX MH-
CTaHCcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT106pasntb mannuur VLAN no uHcTaHcam. Ecam ykasaH onuumo-
Ha/bHbIN NapameTp instance, TO BbIBOAUTCA MaNMWHF TONbKO ANA
3TOro MHCTaHCa.

debug spanning-tree bridge-
detection-state-machine

-/BbIKNOYEHO

BKAOUNTbL OTNaf04YHbIe COOBLLEHMA ANA MexaHW3Ma obHapyKe-
HUA cocepen.

debug spanning-tree topology-
change-state-machine

-/BbIKOYEHO

BKAOUNTL OTNaf04YHbIe COOBLLEHMA ANA MexaHW3ma obHapyKe-
HWA U3MEHEHU I TOMONOTUMN.

4.27.12 KomaHObI 0518 omaadku npomokona LLDP

KomaHabl gaHHOro 610Ka NO3BONAIOT CHMUMATb AONONMHUTENIbHYKO ONAarHOCTUYECKYHO VIH(I)OpMaLI,VIlO

Ana npotokona LLDP.

KomaHOowbi pexcuma EXEC

Buza 3anpoca KomaHAHON CTPOKKM pexxunma EXEC:

console#

Tabnunuya 182 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIKNIOYEHO

BKAtOUNTL reHepaLmio Bcex 0TNaf0uHbIX CO0bLeHMi gaa npoTo-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IIOYEHO

BKntouaeT reHepaLmio COObLLEHUI 0TAagKM gns npoTokoa LLDP
AN ANArHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lldp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IOYEHO

BKNtOUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COOBLLEHUI
npotokona LLDP.

- buf — oTnapoyHble coobueHusn, cBasaHHble ¢ bydpepom LLDP;

- critical —oTnago4YHble cOObLEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oThapoyHble coobueHna Npu cboe NpU U3MEHeHUn unm
nonyyeHun sanucei LLDP;

- data-path —oTnagouHble coobleHun, Kacatowmeca Nyt nepe-
Aauv UK nonyyeHus sanucen LLDP;

- init-shut — oT1ag04HbIE COOBLEHMA NPU HEYAAYUHOW NHULMANK-
3auUuMu1 1 BbiKAOYEeHUU moayna LLDP;

- mgmt — oTNafouHble coobleHna npu cboe B KOHOUTypauum
nto6oi n3 GyHKumi LLDP;

- pkt-dump —oTnagouHble coobLLeHNA ANA TPACCUPOBKM JAaMMNOB
NaKeToB;

- resource — OTNaf04YHble COObLLEHUNA, CBA3AHHbIE C pecypcamu
OC. JTa TpaccupoBKa reHepupyeTca npu cboe B ovepeanx coob-
LEHWA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIKOYEHO

FeHepupyeT oTAagouHble cooblieHnn ansa scex TLV-onuuii.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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debug lldp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepuMpyeT 0T1a40uHble COOBLEHNA A5 BbI6OPOUHbIX QYHKLMIA
TLV-onuui.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

4.27.13 KomaHObI 018 omnadku ¢pyHkyuu IGMP Snooping

KomaHabl gaHHoro 6/10Ka NO3BOAKOT CHUMATD AONO/THUTENIbHYIO ANATrHOCTUYECKYIHO MHd)OpMaLI,MPO

Ana npotokona IGMP.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 183 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/OYEHO

BKAOUNTD reHepaLuio Bcex OTNIaA0UHbIX COOOLWEeHNIA ana GyHK-
umm IGMP Snooping.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOUYNTL reHepaumio OTNaZO4YHbIX COOBLLEHU AnAa AmarHo-
CTMKM BXOAa-Bbixoaa B GyHKuUmio IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMO4YaHULO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IOYEHO

BK/IIOYNTB reHepaLmio OT1a0uHbIX COObLLEHNI B ciyyae nepec-
CblIKKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HaYeHue no YMO4YaHULO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKAOUNTB reHepaLLmio OT1aA04HbIX COOBLLEHWIA, B CyYae 3a4ew-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKAOYEHO

BKAOUYNTbL reHepaumio CoobLLeHNA Mo COBLITUAM MHUUMANNU3a-
umu u shutdown, nHpopmauus 3aHocuTtcs B dpaiin.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IOYEHO

BKOUNTL reHepauMio BbIGOPOYHBIX OTNAA0UHbIX COOOLEHMN
ana pyHkumm IGMP Snooping.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/AOYEHO

BKAOUUTD FeHepaumio OT1af04HbIX COOBLEHN NPU BO3HUKHO-
BEHMM OWKNBKM Npu Nepegaye Uam npueme naketos IGMP.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IIOYEHO

BKAOUYNTbL reHepauuio MakeToB MpPU OTNPaBKE MAN NOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BKOUNTD reHepaLmio MakeToB B TeX CAyYasnx, KOraa 3a4eicTeo-
BaHbl TalMmepbl.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.
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debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKOYEHO

BKNOUNTL TeHepauuio OTNAZL04YHbIX COOOLLEHUM AnA AmarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpoToKoaom IGMP.

- all — BKNOUNTL reHepaumio Bcex 0TaL04HbIX COOBLEHNN;

- RX — BK/IIOYUTb reHepaLmio 0TAaZ04HbIX COOBLLEeHNI AN Tpac-
CUPOBKM NPUHUMAEMbIX MAKETOB;

- TX — BKNOUUTb reHepaumio 0TAag04HbIX COObLLEeHMIA aAns Tpac-
CMPOBKM NepesaBaemMblX NAKETOB;

- ctrl-path — BKAOUMTb reHepaLmio OTNaA0UHbIX COOBLLLEHMI NpK
NPOXOXAEHUN KOHTPOIbHOM ynpaBastoLLen MHbopmaLmnn;

- data-path — BK/IOUMTb reHepaLMio OTNALOYHbIX COOBLLEHWI
NpY NPOXOXKAEHUN MybTUKACT-TpaduKa.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

4.27.14 Omaadka 0ns port-channel

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunuya 184 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
1o yMmon4aHuio

Aelicmeue

debug lacp all

no debug lacp all

BKOUMTB reHepaumto BCeX OTNaL0UHbIX coobueHuniia ana LACP.

BbIKNHOUNTL reHepaLmio Bcex 0TAaf0uHbIx coobuweHuniia gna LACP.

debug lacp buffer

no debug lacp buffer

BKAHOUMTL reHepaumto 0TAaL04HbIX coobueHuii no bydepam LACP.

BbIKNIOYNTL reHepauMio OTNaAo0uHbIX coobuweHnit no bydepam
LACP.

debug lacp data

no debug lacp data

BKAOUMTL reHepaL Mo 0T1af04uHbIX cO0bLeH 0bmeHa JaHHbIMM
LACP.

BbIK/NOYNTL TeHepauuio OTNaf0uHbIX cOObWweHUn obmeHa AaH-
Hbimun LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepauuio OTNafO0UHbIX COoobLieHnit no cobbiTvAm
LACP.

BbIKNOUMTL TeHepaLmio OTNaf04HbIX COObLWEeHnA no cobbiTnam
LACP.

debug lacp failall

no debug lacp failall

BKAOUUTL reHepaLLmio OTIaA04HbIX cCO0bLEeHMI No owmnbKam LACP.

BbIKNOUMTL reHepaLuuMio OTAaA04HbIX cOoOobLWeHWi no ownbkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKOUMTL reHepaumto OTNaA04HbIX COOBLWEHNI USMEHEHUSA COCTO-
AaHnAa LACP.

BbIK/IIOYNTL reHepauuto OTAaf04uHbIX COOBLWEHNN U3MEHEHUS CO-
ctosAHua LACP.

debug lacp mgmt

no debug lacp mgmt

BKNOUYNTL reHepaLmio OTNaL04HbIX COOBLEHMIA N0 YNPaBAAOWMM
coobuieHmnam LACP.

BbIK/IOUMTL reHepaumio OTNaf40uYHbIX COOBLEHMI Mo ynpaBasio-
wmm coobuweHunam LACP.

debug lacp os

no debug lacp os

BKNOYMTL reHepauuio 0T1ag04HbIX coobueHuii no pecypcam LACP,
UCKAtoYan bydepbl.

BbIK/IOUNTL TeHepauMio OTNaZoYHbIX COOBLEHMI No pecypcam
LACP, uckntouasn 6ydepbl.

debug lacp packet

no debug lacp packet

BKNHOYMTL reHepaumio 0TAaA04HbIX coobweHuin no naketam LACP.

BbIKNOUMTb reHepauMio OTNaf04HbIX COObBLEeHW Mo nakeTam
LACP.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 185 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMoA4aHuio

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUMTL reHepaLmio BCex OTNaA04HbIX coobuweHnin ana LAG.

BbIKNOUYMTb reHepaLmio BCex OTNaf404HbIX coobuweHunit ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKAOUNTL reHepaumio NoApobHbIX OTNAA0YHbIX COObLWEHUI ann
LAG.

BbIK/OYMTb reHepaLmio NoAPOBHbIX OTNAL0UHBIX COOBLLEHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKNOYUTL reHepaumio oTAaf0uHbIX coobueHuin 06 owmnbkax LAG.

BbIKNOUMTb TeHepaLmio OTNafAOYHbIX cooblieHMi 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKNOYNTL reHepaumio oT1aa04HbIX CO0BLLEHUI No cobbiTuam LAG.

BbIKNtOUMTb reHepaLMio OTAAL0YHbIX COODOLLEHUI NO CcobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BKNOUUTL reHepau Mo 0T1a04HbIX COOBLLEHMI NO AecKpUnTopam
uHTepoericos LAG.

BbIKNOUNTL reHepaLmio OTNaA04HbIX COOOLEHNI NO AEeCKPUNTO-
pam unHtepoericos LAG.

4.27.15 Omanadka loopback-detection

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 186 — KomaHabl pexxkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKOUMTL reHepaumio BCeX OTNAaA04HbIX coobuweHunin LBD.

BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX coobuweHunin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTDL reHepauuto OTNafouHbIX CoobueHnit ana bydepos
LBD.

BbIK/IIOYNTb reHepauuto OTNaA04HbIX cooblenunit ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

Bkatountb reHepaunio 0Tnago4HbIX C006LLI|EHVII71 ynpasneHuA
LBD.

BbIKNIOUMTL reHepaLuMio OTAaf0uHbIX COOBLEeHUI ynpaBaeHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAOUMTb reHepaLuio 0T1af04HbIX COObLLEHMI 3axBaTa NaKeToB
LBD.

BbIK/MOYNTL reHepaLmio OTAa40UYHbIX COODBLLEHWI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAOUUTL FeHepauuio OTAag0uHbIX COOBLLEHWUI MOTOKOB Tpa-
¢duka LBD.

BbIK/IIOYNTL reHepaLmio OTNaf04HbIX COOBLLEHMIA NOTOKOB Tpa-

¢duka LBD.
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4.27.16 Omnadka 0aa npomokona SNMP

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnuya 187 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMoA4YaHuio

Aeiicmeue

debug snmp

no debug snmp

BKtOUYNTL reHepaumio Bcex 0TAag0uHbIx coobuweHunin ans SNMP.

BbIKNOYMTL reHepauuio BCex OTNaf04YHbIX CcoobleHuin ann
SNMP.

4.27.17 KomaHObl 0na duazHocmuKu napamempoe TCAM

KomaHabl gaHHOro 6/10Kka NO3BOAAOT CHUMATb A0ONOMHUTE/IbHYIO AMAarHOCTUYECKYO MHGOopMaLMIO

ana TCAM.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnua 188 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3HayeHue
1o ymon4aHuwo

Aeiicmeue

debug show tcam

OTo6pasnTb nHPopmaumto o TCAM.

debug show tcam domains

OT06pa3unTb nHGopmaumio o gomeHax TCAM.

debug show tcam block
block_index [all]

OT106pasunTb nHbopmaumto o 610ke TCAM 1 fonycTUMble 3aMUCH.
- block_index — nHaekc 6noka TCAM. block_id: (0..11);
- all — neyaTb Bcex 3anucel, BKAOYAA HeZoMyCTUMbIE.

debug show tcam entry
entry_index

OT06pasnTb MHPopmaumto o 3anucu TCAM 1 ee nonen.
- entry_index — nHaexc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHbGOPMALMIO O 3ape3epBUPOBAHHBIX U UCNO/b30-
BaHHbIX 3anncax TCAM 1 0 ux Bnagenouax.

debug show tcam portmask

OTo6pa3sunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

Ykaszatb Tun nona TCAM.

CTepeTb AaHHbIe NOAA YKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkatounTb paboty 3anucu TCAM ¢ 3agaHHbIM entry_id.

BbIKkntounTb paboty 3anucmu TCAM c 3agaHHbIm entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MNepemecTntb YKasaHHyto 3anucb TCAM B Ha3HaYeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTb gelicTeue drop Ans NakeToB, KOTOPble He MOMaaun HK
noj, 04HO MpaBuo.

OTKNOUNTL AeiCTBUE yaaNEHUA.

debug set tcam entry entry_id
action redirect { port_number

| cpu}

entry_id: (0..1535)

MepeHanpaBuTb MaKeTbl, NONajatoLme noa NpasuIo C yKasaH-
HbIM entry_id B 3agaHHbIN NOpPT Uaun Ha LINY.
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debug set tcam entry entry_id
action redirect

OTKAIOUNTL nepeHanpasieHne NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[obasnaeT BHYTPEHHWIA Ter K NakeTam, nonagatowmm nog TCAM-
3anuch € yKasaHHbIM enter_id.

YAanuTb BHYTPEHHUI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YcTaHOBUTE AelCTBUE BHYTPEHHero Tera ¢opmatupoBaHua gns
3anucm TCAM.

- none — He BbINOJ/IHATb HUKAKoe AeNCTBUE;

- untag — yAanuTb BHYTPEHHWI Ter;

- tag — BCTaBUTb BHYTPEHHUI Ter;

- keep — coxpaHuTb cogepkmMmoe Tera.

Yoanute feicTeme Tera.

debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[OobasnaeT BHEWHUI Ter K Naketam, nonagatowmum nog TCAM-
3anunchb € yKasaHHbIM enter_id.

Y4anuTb BHEWHWI Ter ¢ NaKeToB C 3afaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YcTaHoBWTe AelicTBUE BHELWHero Tera $opmaTMpoBaHuA Ana 3a-
nucu TCAM.

- none — He BbINOMHATb HUKAKoe AelCTBUE;

- untag — y4anuTb BHELWHWI Ter;

- tag — BCTaBWTb BHELLHWI Ter;

- keep — coxpaHuTb cogepkMmoe Tera.

Ypanutb aencreue Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI Uan BHelwHMM TPID K yKasaHHOM 3anucu
TCAM.

YaanuTtb BHYTPEHHUM unn BHewHu TPID K yKasaHHOWM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTpouTb nepesanuco napameTpos QoS Ana yKasaHHOM 3anucu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELLHW;

- copy-opri-to-ipri — cKonnpoBaTb NPUOPUTET U3 BHELLHErOo Tera
BO BHYTPEHHMWA;

- dscp — nepesanucaTb nosne DSCP B 3aronoske IP;

- inner-user-pri — nepesanucatb npuoputeT 802.1p BO BHYTPEH-
Hu Ter VLAN;

- ip-precedence -nepesanucaTb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHuTb NPUOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — cOXpaHUTb NPUOPMUTET BHELLHErO Tera;

- outer-user-pri — nepesanuncatb npuoputeT 802.1p BO BHELLUHEM
Tera VLAN.

Ypanute nepesanucb napametpoB QoS Ans yKasaHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pasunTb 06Lyto MHbopmaLmuio o TCAM.

debug show tcam range

OT06pasnTb TabanLy cpaBHeHUA Ananas3oHa.

debug show tcam udb

MokasaTtb Tabanuy Bbi6opa nonei (cmeweHns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/b

D@ Q| W 6

&) (1 @) (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnuya b.1 — NopaeprknBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Cepsuc Homep ouyepedu
DHCP relay, Firewall (ysegomneHue o Havane ataku), L2PT,EOAM 1
Port Security (yBegomaeHue o NpeBbllEHUN OrPaHUUYEHUNA), HE3aPErMCTPUPOBaHHbIN 2

mynbTuKact(pexkum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk c MAC DA KommyTaTopa

3ape3epBupoBaHO

| N| O | | W

BPDU,LBD, Slow Protocol(LACP)
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA MNMPOLIECCOB

HasBaHue OnucaHue
TMR# YnpaBneHue Tanmepamu
PKTT Mepuoguyeckan oTnpasBKa NakeTos (ceyac He UCNob3yeTca, NoAAEPKMUBAET TONbKO Heart Beat)
VemT O6paboTKa cobbITUI CTEKa (ceityac He Ncnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTka NaKeTOB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB Ynpasnenue 6a3oi IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuTOpUHF cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos gna Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbIThi1 B annapaTHOM OKpYKeHUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHoW noTok mogyns VLAN
FDBP CuHXpoHM3auma ¢ annapatHon MAC-Tabauuein
SnpT IGMP/MLD Snooping
QoS OcHoBHoW NoTok moayns QoS
SMGT MOHWTOPUHT annapaTHoro okpy:eHus (RAM, FLASH, BEHTUNATOPbI, UCTOYHWMKM MUTAHUA U Npoyee)
CPUU MoHuTopuHr ytuansaunm CPU
BAKP ABTOCOXpaHeHue KoHbUrypaumum
RT6 Mapuwpytusauma IPvé
IP6 O6paboTKa IPv6 naketos
PNG6 Ping v6
RTM MapuwpyTtumsauua IPv4
IPFW O6paboTKa IPv4 naketos
UDP O6paboTka UDP naketos
ARP O6paboTka ARP nakeTos
PNG Ping v4
SLT YnpasneHue coketamu
SAT Cepsep SNMP
TCP O6paboTka TCP naketos
RAD Knnent RADIUS
TACT Knunent TACACS
DHRL DHCP Relay
DHC MpoTtokon KnneHTa DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC Cul
CTS Cepsep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlornpoBaHue 0T1af04HbIX COODLLEHNI

SNT SNTP

STOC Storm Control

HWPK MN3mepeHne yTunamsaumm nopTos

MSR YnpasneHue daninamu KoHPUrypaumm, 3arpyska/sbirpyska ¢hannos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NOTOK Ans 06paboTKM oTAeNbHOIO nogkatoueHms no TELNET/SSH
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TEXHUYECKAA NOAAEPHKKA

[na nonyyeHmsa TEXHUYECKON KOHCY/IbTaLLMM NO BOMPOCaM 3KCMNayaTauumn obopyaoBaHna
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbcA B CEPBUCHBIN LLEEHTP KOMMNAHUMK:

050032, Pecnybnumka KasaxcrtaH, r. Aimatbl, MKp-H. AnaTay, yAa. Mbparumosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHoM caiTe KOMNaHUM Bbl MOXKeTe HAWTM TEeXHUYECKYID [OKYMEHTAUMIO U
nporpammHoe obecnevyeHne ana npoaykumm TOO «3InTekcAnatay», 0bpatuTbca K 6ase 3HaHUN,
NPOKOHCY/IbTUPOBATLCA Y UHMKeHepoB CepBUCHOrO LiEHTPa Ha TeXHUYecKom dopyme.

OdurumanbHbI calT komnaHuu: http://eltexalatau.kz
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