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A ELTEX

YC/TOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[1

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe yKa3blBaloTCA HeobA3aTesibHble
napameTpbl, HO MUX BBOJ, NPeAOCTaBAAET onpeAesieHHble A0MNOJIHUTENbHbIE
onuum.

B durypHbix ckobKax B KOMaHAHOM CTPOKEe YKa3blBaloTCA BO3MOKHble 06a3a-

{ TeNbHble napameTpbl. Heobxoanmo BblIbpaTb 0AMH U3 NapaMeTPoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl MUCNONbL3YIOTCA A4 YKa3aHUA guanaso-
«-» HOB.

«|» [aHHbIV 3HAK B ONUCAaHUM KOMaHAbl 0603HAYAET «UANY.

«/» [aHHbI 3HAK B ONMCaHWE KOMaHZbI YKa3blBaeT Ha 3HaYeHMe Mo YMOIYaHUIO.
Kypcus Calibri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM NapaMeTpbl, KOTOPble Heob-

XO04MMO 3aMEHUTb COOTBETCTBYHOLLKNM C/TIOBOM UTUN CTpOKOVI.

MonyXupHbIt Kypcus

MonyXMPHbIM LWPUPTOM BblgeNEHbI MPUMEYAHNA N NPeayNperKAeHNA.

<MonyxcupHeoiii
Kypcue>

MONYKMUPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHUA KaasBulLL
Ha KnasuaType.

Courier New

MonyxupHbim LWpndtom Courier New 3anmncaHbl NpUmepbl BBOAA KOMaHA,

Courier New|

LWpudtom Courier New B pamke C TEHbO yKasaHbl pe3y/ibTaTbl BbIMNOJHEHUA
KOMaHA.

NMPUMEYAHUA N NPEAYNPEXAEHUNA

" MpumeyaHua cogeprKaT BaXKHYI0 MUHGOpMaL U0, COBETbI /I PEKOMEeHAaLMm No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOIb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu



HELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/IbTUCEPBUCHBIX CETEN ABNAETCA CO34aHMe HaAeXKHbIX U  BbICOKOMPOM3BOAUTE/bHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
NOKONEHUA.

[NA [OCTUNKEHUA BbICOKMX CKOPOCTEN LUMPOKO MPUMEHSAIOTCA TEXHO/IOMMKU Nepegadn nHdopmaumm
Gigabit Ethernet (GE). Nepegaya MHPopmaLMM Ha BbLICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpynHoro
MacwTaba, nogpasymeBaeT BblbOp TaKoW TOMOMOMMKM CETM, KOTopasa Mo3BOAAEeT IMBKO OCyLLecTBAATb
pacnpegeneHue BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTaTtopbl cepmuin MES24xx n MES14xx, MOryT UCMOJIb30BaTbCA HA CETAX KPYMHbIX NPeanpuaTui
W NpeanpuATUIA Manoro 1 cpegHero busHeca (SMB), B onepaTopckmx cetax. OHM obecneymBatoT BbICOKYHO
NpPoun3BOANTENBHOCTb, TMBKOCTb, 6€30MacHOCTb, MHOTOYPOBHEBOE KauyecTBo obcayknsaHus (QoS).

B HacTosLwem pyKOBOACTBE U3/IOXKEHbI HA3HAYEHME, TEXHUYECKNE XapPaKTEPUCTUKKN, pEKOMEHAALNN
MO Ha4yaNbHOM HACTPOMKe, CUHTAKCUMC KOMAHA 414 KOHPUrypauuu, MOHUTOpPUHra W O0b6HOBAEHWS
nporpammHoro obecrnevyeHMa KOMMyTaTopa.
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1 OMNUCAHUE U3OENUA

1.1 HasHaueHue

YctpoiictBa cepuii  MES14xx wn  MES24xx ABnAOTCA  ynpaBAseMbiMU  KOMMYTAaTOPamM,
BbINONHAOLWMMM CBOM KOMMYTaALMOHHbIE PYHKLMN Ha KAHA/IbHOM M CETEBOM YPOBHAX mogenun OSI.

CeteBble KommyTaTopbl MES1428 nmetoT B cBOEM cocTaBe 24 3neKTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepoB (Combo-nopThbl).

CeteBble KommyTaTopbl MES2408x nmetoT B CBOEM cocTaBe 8 anekTpuyeckux nopta Gigabit Ethernet
K 2 onTnuyeckux nopta Gigabit Ethernet ans ycraHoBku SFP-TpaHcMBepos.

CeTeBble KoOmmyTaTopbl MES2428x nmetoT B CBOEM cocTaBe 24 aneKkTpudeckux noprta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeteBble KOMMyTaTOpPbl MES2424x nmetoT B cBOEM cocTaBe 24 afieKTpmyecknx nopta Gigabit Ethernet
n 4 ontmnyeckmx nopta TenGigabit Ethernet ana ycraHoBKu SFP+-TpaHcMBepos.

1.2 ®PyHKUMM KOMMyTaTOpA

1.2.1 ba3zoebie pyHKYuU
B Tabnnue 1 npuBeaeH cnnMcok 6a3oBbix GYHKUUIA YCTPOMUCTB, AOCTYMNHbIX A8 aAMUHUCTPUPOBAHMA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om BNOKMPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXoAHbIX MOPTOB yCTpoMcTBa Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. 9TO NPMBOAMT K 3a4ePKKam nepesadm gaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxcka CnocobHocTb NoAAepKnBaTh Nepeaady CBEPXA/AMHHBIX KagpoBs, YTO NO3BOAAET ne-
C8epX0/IUHHbIX KAOPO8 | penasaTb AaHHbIE MEHbLUMM YMCOM NaKEeTOB. ITO CHUMNKAET 06bem cysKeb6HOMN UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpasseHne NOTOKOM NO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTBpalleHua nepenonHeHna 6ydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOPMUPYSA
BbICOKOCKOPOCTHOE YCTPOWMCTBO O HEOH6X0AMMOCTM caenaTb Nay3y Nnpu nepegaye na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

1.2.2 ®yHKYuu npu pabome c MAC-adpecamu
B Tabanue 2 npuseaeHbl GyHKUUKU YCTPOICTB Npu paboTe ¢ MAC-agpecamum.

Tabnunua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

KommyTaTop cocTtaBasfeT B NamATU Ta6nmu,y, B KOTOpOVI YCTaHaB/IMBaeTCA COOTBET-

Tabauya MAC-adpecos
ctBme mexgy MAC-agpecamun 1 y3namum NOpTOB KOMMYTATOpPA.
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Pexcum obyyeHus

B oTcyTcTBME 0OYyYeHUSA, AaHHbIe, NOCTyNatoWmMe Ha Kakon-nmbo nopT, nepegatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMyTaTopa. B pexume obydyeHMA KOMMyTaTop aHaAN3U-
pyeT Kagpbl n, onpeaenns MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B Tabanuy mapu-
pyTv3auunun. Bnocneactsum Kagp Ethernet, npegHasHaveHHbIN ans xocta, MAC-agpec
KOTOPOrO Yy*Ke ecTb B Tab/iMue, NepeaaeTcs TONbKO Yepes yKasaHHbIM B Tabanue nopr.

lModdepxcka nepedayu
Ha Heckonbko MAC-
adpecos (MAC

[daHHaa ¢GyHKUMA NO3BOASAET YCTaHaB/AMBATb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOMME KO MHOrMm». Takum o6pasom, Kagp, afpecoBaHHbIi MHOroagpecHom
rpynne, nepeAaeTca Ha KaxKablit NOpT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuuyeckoe

epemsa xpaHeHusa MAC- | Ecav ot ycTpoicTBa c onpeaeneHHbim MAC-agpecom 3a onpeseneHHbl nepmos spe-

adpecos MEHW He MOCTYyNalT NaKeTbl, TO 3anNucb A1 AaHHOTO agpeca ycTapeBaeT M yaanaeTcs.

(Automatic Aging for 3TO NO3BOIAET NOAAEPKMBATL TAabANLY KOMMYTaLMK B aKTYyasIbHOM COCTOAHUM.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOlM KOMMYTATOP NO3BOAAET MOJ/Ib30OBATENIO ONPeAe/IUTb CTaTUYECKUE 3anuncu
. . cooTBeTcTBM MAC-agpecoB, KOTOPble COXPAHSAOTCA B Tab/imMue MapLupyT1saumu.

(Static MAC Entries)

1.2.3 ®yHKYyuu emopozo yposHa cemeeoii modenu OSI

B Tabauue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTU BTOPOro YpoBHSA (ypoBseHb 2 OSl).

Tabnunua 3 — OnucaHue GyHKUNIM BTOpOro ypoBsHs (ypoBeHb 2 OSI)

Peannsauua npotokona IGMP nossonAeT Ha ocHoBe MHPOPMALUK, NOAYYEHHOMN
npu aHanuse cogepxumoro IGMP-nakeToB, onpesenntb, Kakue yCTPOICTBa B CETU

®yHkyusa IGMP Snooping o

Y4acTBYIOT B Fpynnax MHOroaZpecHoOW Paccbl/ikK, U aapecoBaTb TPaduK Ha cooTBeT-

CTBYtOLLME NOPTHI.

. Peanusauus npotokona MLD nossonseT ycTPOUCTBY MUHMMMU3NMPOBATb MHOMOA4-

®yHkyua MLD Snooping . 4 P yerp y P A

pecHbIl IPv6-Tpaduk.

PyHKLMA, NO3BONAOWAA NepeHanpaBAATb MHOroaAapecHbIn Tpaduk n3 oaHoi VLAN
®yHkyua MVR B APYryto Ha ocHoBaHMUM IGMP-coobuLeHWi, YTO NO3BONSET YMEHbLUNTb HArpy3Ky Ha

uplink-nopTy. NpumeHsaeTca B peweHusx lll-play.

3awyyuma om

UJVIpOKOBeu.I,aTeanbIVI WTOPM — 3TO Pa3dMHOXXeHWEe WWNPOKOoBELWaTe/IbHbIX coo6u.|,e-

wupoKosew,amesnibHoO20 HWW B KaXKAOM y3/1e, KOTOpOe NPUBOAMUT K JIaBUHOOOPA3HOMY POCTY MX Yucaa U na-
«wmopma» panusyeTt paboTy ceTu. KommyTaTopbl MmetoT GYHKLMIO, NO3BOAAIOLWLYIO OrpaHu-
(Broadcast Storm YMTb CKOPOCTb Nepeaaym MHOroaApecHbIX U LWMPOKOBeLATEeNbHbIX KAaApOB, MPUHA-
Control) TbIX M NepefaHHbIX KOMMYTaTOPOM.

3epKanupoBaHue NOPTOB NO3BOAAET AybAnpoBaTb Tpaduk HabaoAaeMbIx NOPTOB,
3epkanuposaHue nepecbinan sBxogdalime uU/Man ncxodalime nakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
nopmoes Nno/Ib30BaTeNIA KOMMYTATOPA €CTb BO3MOMKHOCTb 334aTb KOHTPOIMPYIOLWMIA U KOH-
(Port Mirroring) Tpo/IMpyemble NopTbl M BbIBPaTb TN TPadUKa (BXOAAWMA U/MAN NCXOAALLNIA), KO-

TopbIV ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Uzonayua nopmos
(Protected ports)

[aHHas ¢yHKUMA no3BonseT HasHaumTb nopTy ero uplink-nopT, Ha KoTopsbil 6es-
yCcnoBHO byaeT nepeHanpasaaTbca Becb Tpaduk, obecneynsan Tem cambiM U30NA-
LMI0 C APYTMMM MOPTamM (B Npesenax oL4HOro KOMMyTaTopa), HaXOAALLMXCA B 3TOM
e WwupokoselatensHom aomeHe (VLAN) B npegenax oaHOro KommyTratopa.

Private VLAN Edge

[aHHana GyHKLMA N03BONAET U30IMPOBATL FPYNMy NOPTOB (B Npesenax 04HOro Kom-
MyTaTopa), HaXOAAWMXCA B OAHOM LUMPOKOBELLATENLHOM AOMEHe MeXAay cobold,
No3BO/IAA NPU 3TOM 06MeH TPadUKOM C APYrMMU NOPTAMM, HAXOAALLMMUCS B STOM
e WMpoKoBeLlLaTe/IbHOM A4OMEHE, HO He MPUHaA/IesKalmmm K 3Toi rpynne.
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Moddepxcka npomokona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKO/, OCHOBHOM 3aZayeli KOTOPOro ABAA-
eTca npusegeHue cetu Ethernet ¢ 36bITOYHBIMK COEANHEHUAMM K APEBOBUAHOM
TONOMOMUK, UCKAtoYatowen netan. KommyTtaTopbl 06mMeHUBaOTCA KOHOUTYpaLMOH-
HbIMM COOBLLEHNAMM, UCNONb3YA Kagpbl cneunanbHoro gopmaTta, U BbIBOPOYHO
BK/IIOYAIOT M OTK/IOYAIOT Nepesayy Ha nopTbl.

Moddepxka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABNseTcA ycoBepLUeHCTBOBaHMEM NpoTokona STP, xa-
paKTepu3yeTcs MeHbLINMM BPpEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M MMmeeT 6onee BbICOKYH YCTOMYMBOCTD.

Moddepcka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyoLmnx ogHY LMPOKOBELLATE/IbHYO
ob6nacTtb (aomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LW NAKeTOB ANS onpeaeneHnn ux NpUHaaNeKHoOCTM K onpegeneHHol VLAN.

Moddepxcka npomokKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LKW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasaatowme coboit NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ansa nepefayn MHGOpmMaLmm o co-
CTOSIHMM KaHaNa MeXay HenocpeacTBeHHO MNOAKAYEHHbIMM YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a yctpoit-
CTBa 4,0/1KHbl NogAepKu1BaTb cTaHAapT IEEE 802.3ah.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAeTcA no BxoAAawmm noptam. JaHHoe
pelleHne N03BOAAET UCMOJb30BaTh HA KaXKA0M NOpPTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTaHAAPT, KOTOPbIN ONMCbIBAET NpoLLeAypy TerMpoBaHua
Tpaduka gns nepegaum nHbopmaumm o npuHagaekHoctn K VLAN. MossonseT umc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHan08 ¢
ucnonv3zosaHuem LACP

MpoTtokon LACP obecneunBaeT aBTomaTuyeckoe ob6beMHEeHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B eAUHbIN KaHan nepefayn AaHHbIX.

B npoToKone NoCTOSHHO onpeaensaeTcs BO3MOXKHOCTb 06beaANHEHNA KaHaNos, U B
C/lyyae OTKas3a CoeaUHEeHUs, BXOAALLEro B 00beaMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYECKN nepepacnpesensieTcs no He OTKa3aBLWMM KOMMOHEHTaM 06beauHeH-
HOrO KaHana.

Co30daHue 2pynn LAG

B ycTpovictBax nogaepxuBaerca GyHKLMA CO34aHMA TPYNn KaHanoB. Arperauns Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHos0orMa ob6beanHeHus
HECKOIbKMX GU3NYECKMX KAHANOB B OAMH JIOFMYECKUI. ITO CNOCOOCTBYET HE TO/IBKO
YBENNYEHMIO NPOMYCKHOM CMOCOBHOCTM MarucTpasbHbIX KaHa/oB KOMMyTaTop—
KOMMYTATOp WM KOMMYTaTOP—CepPBEpP, HO U MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOMHbl TPM TMNA 6anaHCUMPOBKM — Ha ocHOBaHUN MAC-agpecoB, Ha ocHoBaHWM IP-
aZipecoB M Ha ocHOBaHMM NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTaloLwmx B AynieKc-
HOM pexunme.

Selective Q-in-Q

Mo3BonaeT HasHavaTb BHewHMit VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaAHHbIX MNpaBua GUAbTPAUMM MO HomMepam BHYTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossBonseT pasobpaTb Tpapuk
aboHeHTa Ha Heckonbko VLAN, nameHnts metky SPVLAN y naketa B OTAe/IbHOM
y4acTKe ceTu.
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1.2.4 ®dyHKyuu mpemoeao ypoeHa cemesoli modenu OSI

B Tabnuue 4 npuseaeHbl pyHKLMN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunuya 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYTaTOpa UMeeT BO3MOKHOCTb ,CI,O6aBJ'IF|Tb N yoanAatb CtaThye-

(Address Resolution
Protocol)

mapuwpymel CKne 3anuncu s Ta6nw.|,y Mapuwpytmsauun.
Knuenmeoi BootP u y . 6 P
. CTponcTBa CnocobHbl aBTOMATMYECKM MoJsyyaTb -afipec  no MpOTOKON
DHCP (Dynamic Host P y AP P ¥
. . BootP/DHCP.
Configuration Protocol)
lTpomokona ARP ARP — npoToKon conocTaBneHus IP-agpeca n ¢pusmnyeckoro agpeca ycrpoicrea. Coot-

BEeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/IM3a OTBETA OT y3/1a CETU, aApPeC y3/1a 3a-
npawnBaeTCA B LUMPOKOBELWATE/IbHOM NMaKeTe.

1.2.5 oyHKyuu QoS

B Tabnunue 5 npuBeaeHbl OCHOBHble GYHKLUUM KadvecTBa obcayskmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHbIE PYHKLUMM KayecTBa 0bC/y»KMBaHUSA

IModdeprcka
npuopumemHoix
ouepedeli

YCTPOICTBO NOAAEPKUBAET MPUOPUTEIALMIO UCXOAALLErO TpadMKa No oyepessm Ha
Kak4om nopty. PacnpesesieHve NakeTos Mo o4yepessm MOKET NPOU3BOAUTLCA B pe-
3y/bTaTe KAACCMPMKALMM NAKETOB MO Pas3/IMyHbIM NONSIM B 3aro/I0BKax NakeTos.

IModdepixcka Knacca
obcnynueaHusa 802.1p

CraHgapT 802.1p cneundurumpyeT MeToL YKasaHUA NpUopuUTETa Kagpa M airopuTm
MCMNONb30BaHMA NPUOPUTETA B LLEENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMEHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEMN
npmnoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHMe npmoputeTa 802.1p anAa
pacnpeaeneHuna Kagpos NO NPUOPUTETHLIM o4epeasam.

1.2.6 ®yHKyuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e3onacHOCTU

DHCP snooping

PyHKLMA KOMMYTaTOpa, NPeAHa3Ha4YeHHaa A1A 3aWmMTbl OT aTaK C UCMOJIb30BaHMEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HEHAAEXHbIX NMOPTOB MyTEM MOCTPOEHUA U NOALEPNKAHUA 6a3bl AAHHbBIX MPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT aencresus
b6paHaMayspa MeXay HEHaLEeKHbIMX NopTammu u cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonseT npovHdopmupoBatb DHCP-cepBep O TOM, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLLen 3anpoc.

Mo ymonyaHMio KoMmyTaTop, cnosb3yowmin dpyHkumio DHCP snooping, o6HapyXu-
BaeT u otbpacbiBaeT Ntoboit DHCP-3anpoc coaepkalimnii onumio 82, KOTOPbIN OH No-
Nly4nn yepes HeHaaEéKHbil (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NpeAHa3Ha4YeHHaa A41A 3alnTbl OT aTak C UCNOb30BaHNEM
npoTtokona ARP. CoobuieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEXKHOIO NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnun agpeca He coBnagatoT, TO KOMMYTaTop oT6packiBaeT Naker.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHPOPMALMK, coAepIKaLLLeinca B 3aro/I0BKax ypoBHeit 2, 3 u 4, y agMUHK-
CTpaTopa ecTb BO3MOXKHOCTb HacTpouTb A0 100 npasuA, COrnacHo KOTOPbIM NakeT by-
AeT 0bpaboTtaH, MMbo oTbpoLLEH.
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IP Source address guard

®YHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUKM TabmLbl cooTBETCTBUIM 6asbl faHHbIX NpueA3ku DHCP — DHCP snooping u ctaTtu-
YeCKM CKOHPUIyprpoBaHHbIX IP-aapecos. yHKLMA UcNonb3yeTca A1A 60pbbbl ¢ Noa-
meHoM IP-agpecos.

1.2.7 ®yHKYuu ynpasaeHuUa KOMMymamopom

Tabanuya 7 — OcHOBHble GYHKUMM yNpaBAEHUA KOMMYTaTOpamu

3azpy3Ka u ebiepy3ka
¢gaiina Hacmpoiiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B paitie HaCTPOMKU, KOTOPbIA COAEPKUT AaH-
Hble KOHPUTypaLMM KaK BCEN CUCTEMbI B LLE/IOM, TaK M ONpesesieHHOro nopTa yCcTpom-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yetca gns onepaunini 3anmcu 1 yteHus dainos. MpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoiicTBa NOAAEPKMBAIOT 3arpy3ky U nepegayy no AaHHOMY npoTtokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

MpoTtokon SNMP ncnonb3yetca ANs MOHUTOPUHIA M yNpaBJeHUA CeTeBbIM YCTPOW-

KOMaHOHOL cmpoKu
(CLI)

lpomokon SNMP cTBOM. [1a ynNpaBaeHUA AOCTYNOM K CUCTEME ONpPeaensaeTca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNbHO Yepes no-
Numepdpeiic cnepoBaTtenibHbI NopT RS-232, nnbo yganeHHo yYepes Telnet. UHTepdelic KomaHa-

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npefocTaBAAeT CNMCOK KOMaHA, U KNKOYEBbLIX C/IOB A1 MOMOLUM MONAb30BaTeNto U
COKpaLLLEeHNI0 06beMa BBOANMbIX SAHHbIX.

Syslog — npoTokon, obecneynBatoLLmin Nnepesady coobLEeHNI O NPOUCXOAALLMX B CU-

Syslog .
cTeme cobbITUSAX, a TaKKe yBeaomAeHNn 06 olwmMbKax yaaieHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHM3ALMN BPEMEHU CeTU, rapaHTUPYeT TOYHOCTb
(Simple Network Time CMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM L0 MUIUCEKYHADI.
Protocol)
Traceroute — cnyxebHas GyHKLMA, NpegHa3HAYeHHaA ANs onpeaeneHns MapLpyToB
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
AZMUWHUCTPATOP MOXKET OnpesennTb YPOBHU NPUBMAETUIA A0CTYyNa ANA NONb30BaTe-
KOHMponaupyemoim " . .
el YCTPOMCTBA M XapaKTEPUCTUKM AN1A KaXKAO0ro YpOBHA NpuBMAErnit (ToNbKo ans
docmynom — yposHu .
. yTeHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyna K KaxXaomy WHTepdency
n HMA (SNMP, CLI). 3anpeTt moxeT bbIT TaH H OT, H A Kaxaor
Brokupoexa ynpasne (S , CLI). 3anpeT mMoeT 6bITb YCTAaHOB/IEH OTAENbHO AA KaXKAOoro
o TMna gocryna:
UHmMepdgeuca .
P Telnet (CLI over Telnet Session)
ynpaeneHus SNMP
SSH
JloKanbHasA [ns nokanbHOM ayTeHTUGUKALMM NOALEPKUBAETCA XpaHEeHWe Naposiel B base gaH-
aymeHmudguKayus HbIX KOMMYyTaTOpa.

dunempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, ABnaloWmMxca yne-

adpecos 013 SNMP Hamun SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMdUKaumm, asTopmsaymm 1 yyeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX No/Ab30BaTeNeN, KOTOPaA COAEPKUT AaHHble
Kauesum RADIUS
NPOBEPKU NOAMHHOCTU ANA KaXKA0ro nonb3osatend. KommytaTopbl cogepat Kam-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpPOMCTBO NpesoCcTaBnAeT NoAaep KKy NPOBEPKM NOAJMHHOCTU KAMEHTOB Nocpea-
(Terminal Access cTBOM npoTokosia TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNN30BaHHYO
cuctemy 6e30MacHOCTM A/1A NMPOBEPKM MONb30BaTeNel, MNOoAyYatowmx AOCTyn K
gon:rojlgr/:cce)ss YCTPOMCTBY, @ TaKKe LLeHTPA/IM30BaHHYI CUCTEMY YNpaBieHus npu cobaoaeHun
ontrol Sysitem

cosmectumocTtun ¢ RADIUS n gpyrumn npoueccamm NnpoBepKn NoAJNHHOCTU.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabnmue 8 npuseaeHbl ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMUCTBA

BupmyanbHoe CeTeBble KOMMYTATOPbl UMEIOT B CBOEM COCTaBe NPOrpaMMHbIE U annapaTHble cpea-
mecmupoeaHue Kabenas | CTBa, NO3BONAKOLME BbINMONHATL GYHKLWUM BUPTyanbHOro Tectepa kabensa — VCT. Te-
(VCT) CTep NO3BOSIAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBAsu.
AuazHocmuka YCTPOMCTBO NO3BO/IAET TECTUPOBAaTh ONTUYECKUIA TPaHcMBep. Mpu TeCTUPOBAHUK OT-
onmu4yecKo20 CNIeXKMBaAKOTCA TakKMe napameTpbl, Kak TOK M HanpsaXeHue nuTaHuA, Temnepartypa
mpaHcusepa TpaHcusepa. Ans peannsaumnn TpebyeTtca noanepKKka aTUX GyHKLMI B TpaHCHBeEpeE.

. g . MpPOTOKON BTOPOrO YPOBHA, CO34aHHbII A/17 aBTOMATUYECKOrO 06HApyKeHMA NoTepu
UDLD (Unidirectional P poroyp A A Py P

. . OBYXCTOPOHHENW KOMMYHUKALUKN Ha ONTUYECKMX IMHUAX CBA3U.

Link Detection)

1.3 OcHOBHbIe TeXHUYECKME XapPaKTepPUCTUKMU

OCHOBHble TeXHMYEeCKMe NapameTpbl KOMMYTaTOPOB NpuBeaAeHbl B Tabauue 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKMEe XapPaKTEPUCTUKHN

O6wue napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
MES2408IP DC1 Realtek RTL8380M
MES2408P
MES2408PL
MaKeTHbIN MES2408C
npoueccop MES2408CP
MES2428
MES2428P Realtek RTL8382M
MES2428B
MES2428T
MES2424
MES2424B Realtek RTL9301
MES1428 24 x 10/100BASE-TX (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES2408B 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408C 8 x 10/100/1000BASE-T (RJ-45)
NHTepdelickl 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
10/1 1 BASE- E E
MES2408CP 8 x 10/100/1000BASE-T (PoE/PoE+)

2 x10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2408IP DC1
MES2408P
MES2408PL

8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 100BASE-FX/1000BASE-X (SFP)
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MES2428
MES2428B
MES2428T

24 x 10/100/1000BASE-T (RJ-45)

4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2428P

24 x 10/100/1000BASE-T (PoE/PoE+)

4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2424
MES24248B

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

MponyckHaA
CcnocobHoCTb

MES1428

12,8 reut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL

20 réut/c

MES2428

MES2428P
MES2428B
MES2428T

56 réut/c

MES2424
MES2424B

128 réut/c

MNpoussogutens-
HOCTb Ha NakeTax
AAVHOM 64 baliTa

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL

14,88 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2424
MES2424B

95,2 MPPS

O6bem bydepHoi
namaATu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

512 Kbant

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu
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MES2424

MES2424B 1,5 Mbaiir

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
O6bem O3Y (DDR3) MES2408PL
MES2428
MES2428P
MES24288B
MES2428T

256 Mbaint

MES2424

MES2424B 512 Mb6aut

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
O6bem MN3Y (SPI MES2408P
Flash) MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

32 Mbant

MES2424

MES2424B 64 Mbaiit

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
Tabaunua MAC- MES2408P
agpecos MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

8K

MES2424

MES2424B 16K
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06bem TCAM

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

1,5K

MES2424
MES2424B

2K

Konnuyectso ARP-3anuceit

1K

Koaunyectso rpynn
L2 Multicast (IGMP
snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

509

MES2424
MES2424B

1K

CKopocTb Nnepeaaqn
AaHHbIX

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

OnTuyeckune nHtepoeiicsl 100/1000 M6uT/c
dneKtpuyeckune nHrepdeiicsl 10/100/1000 M6éuT/c

MES2424
MES2424B

OnTuyeckune nHtepdericol 1000/10000 M6éuT/c
dneKtpuyeckune nHrepdeiicsl 10/100/1000 M6éuT/c
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Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

128(ingress)/128(egress)

MES2424
MES2424B

1024(ingress)/512(egress)

MNopaepxka VLAN

cornacHo 802.1Q go 4094 aktusHbix VLAN

KauectBo obcnykunsaHmns QoS

npuMopuTnsauma TpaduKa, 8 ypoBHemn
8 BbIXOAHbIX o4yepeaein C pasHbIMM NPUOPUTETAMU ANA KaXKA0ro
nopTa

KonunuecTtBo BMpTYyanbHbix Loopback-

nHTepdelicos

10

Arperauua KaHanos
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

8 rpynn

MES2424
MES2424B

24 rpynnbl

Konnyectso sksemnnapos MSTP

64
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CBepxa/iMHHble
Kagpbl (jumbo
frames)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES2424
MES2424B

MES2408IP DC1

MaKCMManbHbIN pa3mep naketos 10 000 6ant

CooTBeTcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.3af PoE, IEEE 802.3at PoE+ (Ttonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL 1 MES2428P)

YnpasneHue

JloKanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH

dur3mnyeckme XxapaKTepUCTUKUN U YCAOBUA OKPY>KaloLen cpeabl

MNCTOYHUKM
NnUTaHUA

MES1428
MES2408C
MES2408CP
MES2408PL
MES2424

ceTb nepemeHHOro Toka: 110-250B AC, 60/50 Iy,

MES2408
MES2428
MES2428T

ceTb NnepemeHHoro Toka: 110-250B AC, 60/50 I'y,
ceTb NOCTOAHHOTO TOKa: 18-72B

MES2408IP DC1

ceTb NOCTOAHHOTO TOKa: 36—72B

MES2408P

ceTb nepemeHHOoro Toka: 176-250B AC, 60/50 Iy,
CeTb NOCTOAHHOTIO TOKa: 36—72B

MES2428P

ceTb nepemeHHOro Toka: 170-264B AC, 60/50 Iy,
CeTb MOCTOAHHOIO TOKa: 36—72B
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MNoTpebnseman
MOLLHOCTb

MES24088 ceTb nepemeHHoro Toka: 110-250B AC, 60/50 Iy,
MES2428B aKKymynAaTopHana 6atapen: 12B DC

MES24248 ymynarop pes:

MES1428

MES2408 He 6onee 10 Bt

MES2408C

MES2408B He 6onee 37 BT (c yueTom 3apsaa AKB)
MES2408CP He 6onee 160 BT (c yueTom Harpysku PoE)

MES2408IP DC1

He 6onee 135 BT (c yyeTom Harpysku PoE)

MES2408P

He 6onee 280 BT (¢ yyeTom Harpysku PoE)

MES2408PL

He 6onee 93 BT (c yueTom Harpysku PoE)

MES2428
MES2428T

He 6bonee 18 Bt

MES2428B

He 6onee 45 BT (c yueTom 3apsga AKB)

MES2428P

He 6onee 440 BT (c yyeTom Harpysku PoE)

MES2424

He 6bonee 25 Bt

MES2424B

He 6onee 50 BT (c yueTom 3apsaa AKB)

Broarket PoE

MES2408CP
MES2408IP DC1

120 Bt

MES2408P

256 Bt

MES2408PL

65 BT

MES2428P

370 BT

AnnapaTtHas
noaaeprkka
Dying Gasp

MES1428
MES2408C
MES2408CP
MES2428
MES2428P AC
MES2424

eCTb

MES1428B
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428B
MES2428P DC
MES2428T
MES2424B

HEeT

fabaputHble
pasmepbl

MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 178 x 44 mm
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MES2408
MES2408B
MES2408C 310 x 177 x 44 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 204 x 44 mm
MES2428P DC 430 x 305 x 44 mm
MES2424
MES2424B 430 x 203 x 44 mm
MES1428
MES2424 2,26Kr
MES2424B
MES2408 1,72 kr
MES2408B 1,78 Kr
MES2408C 1,77 kr
MES2408CP 2,16 Kr

Bec MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 Kr
MES2428
MES2428B 2,35kt
MES2428T 2,37Kr

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu
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NHTepBan
paboumnx
Temnepartyp

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P AC
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T
MES2424
MES2424B

o1 -20 po +50 °C

MES2408CP
MES2408P DC

o1 -20 go +50 °C

Mpwu ncnonbzosaHun Kommepuecknx SFP-TpaHcueepos

« Temnepartypa

OKpyKalowiel cpeabl He  [OMKHA

npesbiwaTb +45 °C

MES2408 AC

o1 -20 go +60 °C

MES2408IP DC1

oT1-40 go +60 °C

MHTepBan TemnepaTypbl XPaHeHUs

oT-40 po +70°C

OTHOCUTENIbHAA BAAXKHOCTb NPU
aKcnayataumm (6e3 obpasoBaHun

KOHAeHcaTa)

He bonee 80%

OTHOCUTENbHAA BNAAXKHOCTb npu

XpaHeHuu (6e3 obpasoBaHus oT 10% no 95%
KOHAeHcaTa)
CpeaHuit cpok cnyKbbl 15 net

« Tun nuTaHKA yCTPOIiCcTBa onpeaenseTca Npu 3aKase.

1.4 KOHCTPYKTUBHOE UCNONIHEHUE

B naHHOM pasgene onncaHo KOHCTPYKTUBHOE UCNOJTHEHME YCTPOCTB. MNpeacTaBieHbl M306parkeHus
nepeaHein, 3aaHel 1 6OKOBbIX MAHe el YCTPOWCTBA, ONMCaHbl Pa3bembl, CBETOANOAHbBIE MHAMKATOPbI U Op-

raHbl ynpasaeHuA.

Ethernet-kommyTtatopbl cepuit MES14xx, MES24xx BbINO/IHEHbI B META/IIMY4ECKOM KOPMYyCe C BO3-
MOXHOCTbIO YCTAHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

1.4.1 BHewHulii sud u onucaHue nepedHeli naHeau ycmpoliicme

BHewHMiM BUA nepegHert naHenn MES1428 nokasaH Ha pUcyHKe 1.
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110-250 VAC 60/50Hz max 1A A s AELTEX MES1428
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| |

1 2 3 4 5 6 7

PucyHok 1 —lMepeaHasa naHenb MES1428

B Tabnumue 10 npuBeaeH nepeyeHb pa3bemoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB ynpaB/ieHus,

pPacnonoXeHHbIX Ha NepegHein NaHean KOMMyTaTopa.

Tabnvua 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB yrpaBaeHua nepeaHen naHean MES1428

dnemeHT nepeaHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAHOYEHUA K UCTOUHMKY 3S/1EKTPOMUTAHUA MEepeMeHHOro
1A TOKa
Power MNHAWKaTOp NUTaHMA YCTPOMCTBA
2
Alarm MHanKaTop neperpesa

KOHCO/IbHbIV NOPT AN1A NOKAbHOTO YNPaBAEHUS YCTPOMUCTBOM.
PacnnHoBKa pasbema cneaytowan:
1 He ucnonbsyetca
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7 He ucnonb3yetca
8 He ucnonbsyetca
9 He ucnonb3yetca
Pacnaiika KoHconbHOro Kabens npueeseHa B NpuaoxeHuu B.

PyHKLMOHANbHAA KHOMKAa ANA Nepe3arpysku yCcTpoicTea u copoca K 3aBoa-
CKMM HaCTpoMKam:
- MPY HAXKaTMM Ha KHOMKY AAUTEeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 |F
rpy3Ka yCTPOWCTBa;
- NPW HaKaTUM Ha KHOMKY AAnTenbHocTbio 6onee 10 ¢ npoucxoamT cbpoc
HaCTPOEK YCTPOWMCTBA A0 3aBOACKOM KOHGUrypaLmu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Komb60o-nopTbl: nopTbl 10/100/1000Base-T (RJ-45)

Kom60-nopTbl: cNoTbl A/A yCTaHOBKM TpaHcuBepoB 1000Base-X Combo.

7 25, 26, 27, 28 o
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB.

BHewHW BUA nepegHen naHenm ycTponcTe cepum MES2408 nokasaH Ha pucyHKax 2—10.
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110-250 VAC 60/50Hz max 0.5A
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PucyHok 2 —MNepeaHasa naHenb MES2408 AC
— wioanca 1 3 s 7. Aelrex Mes2408
@ & T S
o B = EEEE e
L2 4 6 8 L |
1 2.1 3 4 5 6

110-250 VAC 60/50Hz max 14

PucyHok 3 — MNepepHaa naHens MES2408 DC
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110-250 VAC 60/50Hz max 0.5A

PucyHok 4 — lMepeaHaa naHenb MES2408B

110-250 VAC 60/50Hz max 2A
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PucyHok 5 — lMepeaHaa naHenb MES2408C
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PucyHok 6 — lNepeaHaa naHenb MES2408CP

7.1

Ethernet-kommymamopei cepuu MES14xx, MES24xx. PykosoOdcmeo o aKkcrnayamayuu




HELTEX
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PucyHok 7 — lMepegHaa naHens MES2408IP DC1
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PucyHok 9 — lMepegHaa naHens MES2408P DC

110-250 VAC 60/504z max 1A S X 3 s 7 AELTEX MES2408PL
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PucyHok 10 — NepeaHAasa naHenbs MES2408PL

B Tabnnue 11 npuBeneH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB yNpaBaeHus,

pPacnonoXKeHHbIX Ha NepeaHeln naHeAn KommMmyTaTopos cepumn MES2408.
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Tabnunuya 11 — OnucaHue pasbeMOB,

pos cepun MES2408

MHOWKATOPOB U OPraHOB ynpasaeHUA nepep,HeVl naHeIn KOMMYTaTo-

Ne | dnemeHT nepegHeii naHenu OnucaHue
1 ke Knemma gns 3a3emneHuns ycTponcTea
’ ~110-250VAC, 60/50Hz max | Pasbem Ans MOAKNOYEHUSA K UCTOYHWMKY S/EKTPOMUTAHUA MepemMeHHOro
1A TOKa
2.1 | 18-72 VDC max 10A Paszbem ana noaKAo4YeHUA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKa
2.2 | 36-72 VDC max 1A/10A Pasbem ana nogKknto4YeHnA K UCTOYHUKY S1IEKTPONMUTAHMA NOCTOAHHOTO TOKa
2.3 | 12VDC max 2A Pasbem gns NogKntoueHna K akKyMynAaTopHo 6aTapen
Power NHaMKaTop NUTaHMA yCTpOMCTBa
3 Alarm MHanKaTop neperpesa
Battery (ana MES2408B) MHankaTop paboTbl akKymynsaTopHoi b6aTtapeun
3.1 | PoE1-8 NHaukaTopbl coctoaHnAa PoE-nopTos
KoHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:
1 He ucnonb3syetca
2 He ucnonb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3syetca
8 He ncnonbayeTca
9 He ncnonbayeTca
Pacnaiika KoHconbHOro Kabena npuseaeHa B NpUAOXKeHUM B.
®YHKUMOHaIbHaA KHOMKa A/1A nepe3arpyskun ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
5 r - MPU HaXKaTUM Ha KHOMKY ANuUTeNbHOCTbIO meHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- NPW HA)KaTUKM Ha KHOMKYy AautenbHoCcTbio 6onee 10 ¢ npoucxoamut cbpoc
HaCTPOEeK yCTPOMCTBa A0 3aBOACKOM KOHPUrypaumu.
6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45)
6.1 | 9,10 Komb60-nopTbl: noptbl 10/100/1000Base-T (RJ-45)
CnoTbl ANA YyCTAaHOBKM ONTMYEcKMx TpaHcueepoB 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMUA COCTOAHUA ONTUHECKUX MHTEPdENCOB
Kombo- : 1000Base-X Combo.
7.1 | 9,10, LNK/SPD ombo-nopTbl: CNOTbl ANA YCTAaHOBKU TPaHCMBEPOB ase X ombo
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEpPdEecoB
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AELTEX

BHewHW BuA nepegHen naHenn yctponcts cepum MES2428 nokasaH Ha pucyHKax 11-16.
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PucyHok 16 — lMepegHaa naHenb MES2428T
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B Ta6nv1u,e 12 npueeaeH nepevyeHb pasbemos, CBETOANOOHbBIX UHOAWKATOPOB U OPraHOB ynpas/ieHUA,

PacnosioXKeHHbIX Ha nepeaHel NnaHeAn KOMMYTaTopos cepum MES2428.

Tabnvua 12 — OnucaHMe pa3sbemoB, MHAMKATOPOB M OPraHOB YNpaBAeHUA NepeaHel NaHeAn KOMMYTaTo-
pos cepun MES2428

No dnemeHT nepepHen Onucanme
naHenu
~110-250VAC, 60/50Hz max
1 1A Pasbem AnA MNOAKAOYEHUA K MUCTOYHWUKY SNEKTPONUTAHWA NepemeHHOro
(170-264 VAC 60/50 Hz max | Toka
3A pna MES2428P)
1.1 | 12vDC max 2A Pasbem g1 NoAKNIOYEHMA K aKKYMYNATOPHON BaTapeun
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ana Paszbem gnA NnoAKAKOYEHMA K UCTOYHMKY 31EKTPONUTAHNA NOCTOAHHOIO TOKa
MES2428P DC)
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm UHpuKaTop neperpesa
2
PoE NHankaTop paboTbl PoE
Battery (ona MES2428B) NHamKaTop paboTbl akKymynsTopHon baTtapeun
KoHCO/bHbIM NOPT ANA IOKaNBHOIO YNPaB/AeHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 Hewucnonb3syetca
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He wucnonb3lyetca
8 He ucnonbayetca
9 He ucnonbyetca
Pacnaiika KoHcoNbHOrO Kabena npuseaeHa B NPUIOXKEHUN B.
PyHKLMOHaNbHAA KHOMKA ANA Nepesarpysku ycTpoictea 1 cbpoca K 3aBoa-
CKMM HacTpoMKam:
4 r - MPW HaXKaTUM Ha KHOMNKY AAUTeNbHOCTbIO MeHee 10 ¢ npoucxoamT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW Ha)KaTUKW Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA L0 3aBOACKOM KOHOUIrypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Komb6o-noptbl: noptbl 10/100/1000Base-T (RJ-45)
7 25 26, 27, 28, LNK, SPD Komb60-nopTbl: cNnoTbl ANA YCTAHOBKM TPaHCMBEPOB 1000Base-z( Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTepdelicoB
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB
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BHewHW Bua nepegHen naHenn yctponcts MES2424 n MES2424B nokasaH Ha pucyHKax 17 — 18.

110-250 VAC 60/50Hz max 1A

1.24.10/100/1000BASE-T
XG4 J000RASEX/LOGRASER (it |D

4 8
power QOO
Aam QOO
Master QOO

130250 VAE 60/50Hs max 1A

1.24- 30/100/10008ASE-T

1,264 - J00ORASEX/I0GRASER it |

Power OO O
Aam QOO
Master QOO
Batten
P

23

PucyHok 18 — NepeaHaa naHenb MES2424B

B Tabanue 13 npmBeneH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaBAeHUs,
pacnonoXKeHHbIX Ha NepegHeln naHenn kommytatopos MES2424 n MES2424B.

Tabanua 13 — OnMcaHMe pasbemoBs, MHAMKATOPOB M OPraHOB YNpaBAeHUA NepegHelt NaHe M KOMMYTaTo-
pos MES2424 n MES2424B

1A

~110-250VAC, 60/50Hz max

Pasbem AnAa NOAKNHOYEHUA K UCTOYHUKY S/1IEKTPONUTAHUA MepemeHHOro
TOKa

1.1 | 12VDC max 2A

Pasbem gns NnogKntoyeHna K akkyMyAaTopHoM 6aTapen

Power MHAMKATOP NUTaHWUA yCTPOCTBA
Alarm MHanKaTop neperpesa

2 Master NHAanKaTop pexkrnma paboTbl ycTpoiicTea (Beayiumii/segombiii)
Battery (ans MES2424B) NHanKaTop paboTbl aKKYMyNATOpHOM H6aTapeun

3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE

4 Console

KOHCO/IbHbIM NOPT A5 NOKANbHOTO YPaBieHUs YCTPONCTBOM.
PacnvHOBKa pasbema cieaytoLlas:

He Ucnonb3yetca
He ncnonb3syerca
He ncnonb3syerca
Pacnaitka KOHCONbHOTO Kabena npueeaeHa B NPUIOKEHUN B.

1 He wucnonbsyetca
2 He ucnonbsyertca
3 RX

4 GND

5 GND

6 TX

7

8

9

dYHKUMOHaNbHAA KHOMKa 4/1A Nepe3arpysKku ycTpoicTea n cbpoca K 3aBoa-
CKMM HacTpoiKam:

- NPV Ha¥KaTUW Ha KHOMKY AUTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-
rpy3Ka yCcTpoicTBa;

- NPW HaXXaTUK Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
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6 | [1-24] NopTbl 10/100/1000BASE-T (RJ-45).

7 | [XG-1-XG-4] MopTbl 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+).

1.4.2 3adHAsa naHenb ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.

T P
5 JOO0 C C (AR RN
@@éggmj@@@@@@g@@@@OS%D&D@L %Og@éj@@@%@g@g@gg@g@g C—%@O ®@%®J@C S XI0000000X

PucyHok 19 — 3aaHaa naHenb kommyTtatopos MES1428, MES2428, MES2428T, MES2428B, MES2408IP
DC1, MES2408P, MES2424 n MES2424B

® e

PucyHok 21 — 3aaHAa naHenb kKommytaTtopa MES2428P

B Tabnmuax 14 u 15 npusBeaeH nepeyeHb pasbeMOoB, PacMo/IOKEHHbIX Ha 3a4Hel naHenu
KOMMYTaTOpOB.

Tabnnua 14 — OnucaHMe pa3beMoB 3afHel naHenu KommyTtaTopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenu OnucaHue

- o
1 Knemma 3aszemnenua = Knemma gna 3azemneHna ycTpomncTea.

Tabnunuya 15 — OnmcaHue pa3bemMoB 3agHel naHean kommytatopa MES2428P

Ne dnemeHT 3agHel naHenu OnucaHue
1 BeHTUNATOPBI ANA OXNAXKAEHWUA YCTPOUCTBA.
—_— o
2 Knemma 3asemnenuna = Knemma gna 3asemneHua ycTpomcTea.
3 12VDC max 2A Pasbem gnsa NOAKNIOYEHUA K aKKyMynATOpHOM 6aTapeun

~110-250VAC, 60/50Hz max Pazbem A4n1A NOAKNOYEHUA K UCTOYHMKY INEKTPOMUTAaHUA NepemeHHOoro
1A TOKa
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1.4.3 bokoevie naHenu ycmpolicmea
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PucyHok 23 — JleBasa 6okoBas naHesnb Ethernet-kommyTtaTtopos

Ha 60KOBbIX MaHeNAX yCTPOWCTBA PACroNOMKEHb! BEHTUNALMOHHbIE PELLETKMU, KOTOopble CAyXKaT Ans
oTBOAa Tensia. He 3aKpbiBaliTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHUMMK npeameTamu. ITO MOXKeT
MPMBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapylleHus B ero pabote. PekomeHaaumm no
YCTaHOBKe YCTPOMCTBA Pacro/oKeHbl B pa3aene «YCTaHOBKa U NMOAKAOYEHMEY.,

1.4.4 Ceemoeas uHOuKayusa

CocTosHue uHtepoeiicos Ethernet nHaMUMpyeTCA ABYMA CBETOAMOAHBIMU MHANKaTopamu, LINK/ACT
3esieHoro ugeta n SPEED aHTapHOro useTta. PacnonoXeHue CBEeToANOA0B NOKA3aHO Ha PUCYHKax 24, 25.

1 O Nk
() sPD

PucyHok 24 — BHewHMI BUA pasbema SFP

LINK/ACT

i

SPEED

(0000000 1

PucyHok 25 — BHewHuMI Bug, pasbema RJ-45

Tabnumua 16 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-nopTtos 10/100/1000BASE-T

CBeyeHue nHAnKaTopa

CBeyeHue uHANKaTopa

CocTtosiHne uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoyeH MopT BbIKNOYEH AN COEANHEHME HE YCTAHOBAEHO
YcTaHOB/EHO coeaMHeHne Ha ckopocTn 10M6ut/c nan
BbikntoveH [opuT NOCTOAHHO

100M6uT/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopocTn 1000M6uT/c

X

MwuraHune

MpeT nepenaya gaHHbIX

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu
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CuctemHble MHpuKaTopbl (Power, Alarm) cayxaTt gnsa onpeaeneHnsa coctosiHMA paboTbl y3nos
KommyTaTtopos cepumn MES14xx, MES24xx.

Tabnunuya 17 — CBeToBanA MHAMKALMA CUCTEMHbIX MHANKATOPOB

HasBaHue ®dyHKUMA -
CocToAHMe MHAUKATOpa CocTtoAHMe ycTpoiicTBa
UHAWKaTopa MHAUKaTOpa
BbikntoueH MuTaHue BbIK/IIOYEHO
CocTosiHune . MuTaHWe BKAOYEHO, HOPMaJibHaA
3eneHbl, ropuT NOCTOAHHO .
Power MCTOYHMKOB paboTta ycTpolicTea
nuTaHuA . CamoTecTMpoBaHMe YyCTPOMCTBA NPK
3eneHbli, mepuaet
ctapte (POST)
Alarm CocTosAHue He roput HopmanbHasa paboTa ycTpoicTsa
ycTpolicTBa KpacHbIi, roput NOCTOSHHO MNeperpes
o MoakntoyeH notpebutenn PoE (roput
NHankaTop 3eneHbll, ropuUT NOCTOAHHO .
WHOMKATOP, COOTBETCTBYIOLWMI NOPTY)
PoE coctoaHua PoE- "
nopToB KpacHbIN, ropmuT NOCTOAHHO OwwnbKa PoE Ha nopTy
BbikntoueH MNotpebutens PoE He nogkatoueH
Mpu3Hak . YCTPOWMCTBO ABAAETCA K MACTEPOM»
3eneHbl, ropuUT NOCTOAHHO
BeaylLero CTeKa
Master ycTpoWncTBa —
YCTpPOMCTBO He ABAAETCA «MacTepom» B
npu pabote B
BbikntoueH CTeKe UM He 3aaH pexum
CTeke
CTEKMPOBaHUA
WHamkaTop 3eneHbli, ropuT NOCTOSHHO AKB nogKkntoueHa
Battery COCTOAHNA KpacHbIi, roput NOCTOAHHO Hu3Kkuii yposeHb 3apsaga AKb
AKKYMYNATOPH
o1 batapeu BbikntoueH AKB oTK/o4eHa

v/

Ecan nugukatop Alarm v uHgukatop PoE ogHOBpeMeHHO ropAT KpacHbIM LiBETOM, — 3TO
CUTHANU3UpPYeT 0 KpUTHUEecKon owmnbKke PoE.

1.5 KomnnekTt nocraBKku

B 6a30BbIli KOMMNAEKT NOCTaBKU BXOAAT:

Ethernet-kommyTaTop;

LLIHyp nuTaHuA (B cy4ae KOMMIEKTaLUM Moay/iem NUTaHuA Ha 220B);
KoMnneKT Kpenea B CTOMKY;
PykoBOACTBO Mo 3KcnyaTaumu (noctaensetca Ha CD-gucke);

Macnopr.

Mo 3aKa3y noKynaTenAa B KOMNAEKT NOCTaBKU MOTyT 6biTb BK/loUeHbl SFP/SFP+-

TpaHcUBepbI.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT NOCTAaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 418 YCTAHOBKMU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHOK 26 — KpenneHune KpoOHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TAaKMMMU XKe OTBEPCTUAMMU Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. [MMosTopuTte aeiicteua 1, 2 AnA BTOPOro KPOHLUTEMHaA.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TprNoxKnUTe YCTPOMCTBO K BEPTUKAAbHBIM HAaMPaBAAIOLLMM CTOMKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bl YCTPOMCTBO PACNONaraaocb ropu3oHTaAbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMM.
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OLO000000/0,

/ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ‘ﬂﬂ"ﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂ/

£

PucyHOK 27 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHKe 28 npuBegeH npumep pasmelleHns kKommytatopoB MES14xx n MES24xx B cToMKe.

o MES14xx/MES24xx N1 o
(o] KabenbHblin opraHainsep (o]
(o) MES14xx/MES24xx N2 (o]
(o] KabenbHblin opraHainsep (o]
(o) MES14xx/MES24xx N3 (o]
(o] KabenbHhblin opraHainsep (o]
o 7 MES14xx/MES24xx N4 (o]
o KabenbHhblii opraHanaep o
o]  MES14xxMES24xx N5 o
] KabenbHhbIii opraHanaep o

PucyHok 28 — PasmeleHne KommyTtaTopoB MES14xx n MES24xx B CTOMKe
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He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
e 3aAHel naHeau, NOCTOPOHHUMM NpegmeTamu Bo M3belKaHMe neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.3 MMoaknioueHue NUTaOLWEN ceTn

1. Mpexae, 4em K ycTponctey ByaeT nogKkAtoYeHa nuTalowan ceTb, HEOOXO0AMMO 33a3eMANTb
KOpMyC yCTponcTBa. 3a3emsieHne HeobxoAMMO BbINOMHATL M30JMPOBAHHBIM MHOTOMWb-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYEHME 3a3eMIALOLLErO NPOBOAA AO0KHbI CO-
oTBeTCTBOBaTb TpeboBaHuamM MY,

2. Ecau npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA WAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. [MMoakntoumnTte K yCTPOMCTBY Kabesb NUTAHUA. B 3aBUCMMOCTM OT KOMMNEKTALMN YCTPOMCTBA,
MUTAHWE MOXKET OCYLLECTBAATLCA OT CETU NEPEMEHHOIO TOKa, MBO OT CETU NOCTOSHHOIO
TOKa. [pM NOAKNOYEHNN CETU NEPEMEHHOTO TOKa CAeAyeT UCMO0Ab30BaTb Kabesb, BXOAALLMIA
B KOMMJIEKT yCTPOMCTBA. JNA NOAKNIOYEHMA K CETU NOCTOAHHOIO TOKAa UCMOJIb3yNTE NPOBOJ,
ceyeHnem He meHee 1 Mm>,

4. BKAOYMTE NUTAHME YCTPOMCTBA U ybeanTech B OTCYTCTBUM aBapuii MO COCTOAHMIO MHANKATO-
poB Ha nepegHen naHenu.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKUX MOAynEﬁ MOXET NPpon3BoaAnNTbCA KaK Npu BbIK/ZIIOYEHHOM, TaK U NpU
BK/IIOYEHHOM YCTPOﬁCTBe.

K

PekomeHpayeTca pasgenbHoe noakntoyeHue SFP-tpaHcMBepa M onTUYeCKOro naty-Kopaa B
cnor.

K

1. BcraBbTe BepxHMit SFP-moAy /b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUXKHWUI SFP-mo-
Oy/Nb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 29 — YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe XapaKTeprll‘/Jl LLENYOK.
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PucyHok 30 — YcraHoBneHHble SFP-TpaHcuBepbl
OnAa yaaneHua TpaHcuBepa:

1. OTKpoiiTe 3aLLenKky moayna.

PucyHok 31 — OTKpbITMe 3awenku SFP-tpaHcueepos

2. WN3Bnekute moaynb 13 cnoTa.

PucyHok 32 — U3BneveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K Hayany CTpOKM
Ctrl+E BepHyTbCA K KOHLLY CTPOKM
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBO
Ctrl+B MpoaBWHYTLCA HAa3ag, Ha OAMH CUMBOA
Ctrl+D YaanuTb AaHHbIA CUMBO
Ctrl+U,X YAannTb Ha4yano CTPOKM 4,0 CMMBOAA
Ctrl+K Ypanutb KOHew, CTPOKM Noc/ie CMMBOAA
Ctrl+w Ypaannte npegblayliee c10Bo
Ctrl+T MepemecTuTb NpeablaAyLWnin CUMBO
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K cieayloLLel CTPOKE B UCTOPUU KOMAHA,
Ctrl+Z Bo3BpaT K KopHeBomy pexxkumy CLI

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy asmynsaumm TepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbINA NOPT;
—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIx — 115200 604;

—  3a4aTb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIV 6UT, 6€3 KOHTPOAA YETHOCTH;

—  OTK/IIOYWTb annapaTHOE M NPOrpPaMMHOE yrpaB/ieHNe NOTOKOM AaHHbIX;

— 33aJ4aTb peXuMM sMyaauMuM TepmuHana VT100 (MHorve TepmMuHafbHble NPOrpamMmbl
MCNONb3YIOT AaHHbIN PEXUM IMYNALMN TEPMUHANA B KAYECTBE PEKMMa N0 YMOYAHUIO).

3.3 BKAO4YeHMe yCTPOMUCTBa

YCTaHOBUTb COegUHEHME KOHCOM KOMMYTaTopa (I'IOpT «console») C pa3bemomMm nocnenosatesibHoOro
MHTep¢el7|ca KOMMNbIOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmHoe obecneveHune IMyNAuUnn TeEpMUHANA.

BKAOUMTL  yCTpOMCTBO. TpM  KakAOM  BKAKOYEHUM KOomMyTaTopa

3anyCKaeTca npouecc

MHUUMANM3ALMM YCTPOIMCTBA, NOCNE KOTOpPOM HeobxoAMMO MpOWTH npoueaypy asTopus3auMu gna

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ****x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ons Bxoda B 3arpy3o4yHoOe MeHto cneayeT NoAKAUYUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,

nepe3sarpysnTb YCTDOﬁCTBO M BBECTU Naposib ANA 3arpysoyHoOro MeHW B Te4dyeHue 3-x CeEKyHA nocne
noABNEHNA CTPOK!

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382

Kk hkhkhkhkkhhhkhkhhkhhkhhhhhhkhhkhkhkdhhkhhkrkhkhkhrkhhkh ok hkhkhkhkdhkrkrkkhx
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B

Ak hkhkhkhkkhhhkhkhkhkhhkhhhhrkhkhkhkhkhkdhhkhkhk ok hhkhhkhhkrkhkhhkhkhkkdhkhxkrkkx
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY
khkhkhkkhkhkhkhkkhkkhkhhkhhkkhkhkhrhkhkhhhkhhkhhkhrhkkhkkhhkhkhhkkhhkrhkkhkkhkhkhrhkkhkhxkhk*k
#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Kk hkhkhkhkkhhhkhkhhkhhkhkhhhkrkhkhkhkhkhkdhhkhrhkrhkhkrkhhkhhkrhkhkhkhkhkdhkrkrkkhx
**x%%x RTL8214FC config - MAC ID = 24 **x*

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

!, ] Maponb OT 3arpy3o4HOro MeHI0 N0 YMOAYAHUIO ANA BCEX yCTpOﬁCTB «eltex».

Bua 3arpy3o4HOro meHio:

Startup Menu

[11]
(21
[3]
4]
[51]

Restore Factory Defaults
Boot password

Password Recovery Procedure
Image menu

Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnuvua 18 — PyHKuMUKM nHTepdeica 3arpy304HOro MeHIo

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTbL 3aBOACKME HAaCTPOMKK.
Boot password M3meHeHWe Napona Ha 3arpy304HOe MeHHo.

Password Pecovery Procedure | BoccTtaHoBneHue ycTpadeHHoro napons. Mpu cnegyiowei 3a-

rpyske ocHosHoro MO nosab3oBaTeNb CPasy NONALET B PEKUM
privil EXEC 6e3 BBOZa napons.

Image menu BblbpaTb aKTUBHbIM 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-

eHHbIM ¢alhin cuctemHoro MO He BblbpaH aKTUBHbLIM, TO
YCTPOMCTBO BbINOHUT 3arpy3Ky C UCMOAb30BAHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOIO c10Ta C 06pasom
no;
[2] Set current image —BbIbOp aKTMBHOTO c/lI0Ta cuctemHoro MNo;
[3] Back.

Serial bandwidth BblbOp CKOPOCTU NOCNef0BaTENbHOIO MHTepdeiica.
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[nA BbIXxoAa M3 3arpy304HOro MeHto 1 NPoAO0IKEHMA 3arpy3Kn oCHOBHOro obpasa M0 Heobxoanmo
Ha)KaTb <Esc>.

Ecnu B TeueHUe 1 MUHYTbI He BblIBpaH HM OAMH U3 NYHKTOB MEHIO0, 3arpy3Ka yCcTpoicTea npo-
e BONXUTCA.

3.5 Hacrtpo#ka PpyHKUMU KOMMmyTaTOpa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPMPOBAHMIO YCTPOMCTBA MOXKHO pa3AennTb Ha ABa TUna:

— ba3oBas HacTpoiKa — BK/toYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHPUTYpaLUmn m

HACTPOMKY ANHAMMYECKUX IP-agpecos.
— Hactpoiitka napameTpoB cuctembl 6€30MaCHOCTM — BK/OYAET YMNpPaB/iEHUE CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

HUA N06bIX BHECEHHbIX U3MEHEHUI B HaCTpOﬁKy KOMMYTATOpPa UCNo/ib3dyeTca cneayrowan
KOmaHAa:

V’- Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHEeHHble AaHHble ByayT yTepAHbl. AnA coxpaHe-

console# write startup-config

3.5.1 Asmomamuueckaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)
B uenax aBTOmMaTM3auUMKM ynNpaBaeHUs KOMMYTaTOPOM Ha ycTpoicTBe nopaepaHa ¢yHkuma ZTP
(Zero Touch Provisioning). JaHHasa ¢yHKLMA NO3BOAAET MNONYUYNTb HACTPOMKY HEKOTOPLIX onumii oT DHCP-

cepBepa Ha 3Tane NoAKN4YeEHNA yCTpOﬁCTBa. Mo ymonyaHuto ZTP BKAKOYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnuua 19 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3HayeHue/3Ha4yeHue no »

KomaHoa / Aelicmeue

YMOAYAHUIO

ztp enable BKkntoumTb paboty ¢pyHKumm ZTP.

V Mo ymonuanuio ZTP nopaepkuBaeT nepegayy onuui
43, 66, 67. MNoponuuu pana 43 onuyuu:

-/BKAtOYEH, 3anycKaeTca -1-image
BHaya/ie CTapTa NPOLWUNBKK -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKNOUNTb paboTy dyHKuMK ZTP

3.5.2 bas3osasa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTea HeobXo4MMO NOAKIYMTL YCTPOMCTBO K KOMNbIOTEPY Yepes
nocaeaoBaTeNbHbIA NOPT. 3aNyCcTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyAALUN TEPMUHANG COTNACHO MYHKTY

3.2 «HacTtpolika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOIb30BaTbCA
A7 NOAKNIOYEHUSA K YCTPOWUCTBY yAa/ileHHO.

basoBas HaCTPOﬁKa BK/IIOYHaET cheayouee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
YaaneHue yyeTHOM 3anmcu «guest» nam usmeHeHne napona ana Heé.
Co3paHue HOBbIX NOJIb30BaTENEMN.

HacTtpoiika ctatuueckoro IP-agpeca, Macku NOACETM U LWHO3A MO YMOYAHUIO.
HacTpoika napameTtpos npoTokona SNMP.

ukwnN

3.5.2.1 3adaHue naponsa 0aa nosavb3osamensa «admin» u co30aHue HOBbIX Nonb3oeameneli

DOna obecneueHns 3alMLLEHHOrO BXOAa B cCUCTEMY HEOBX0AMMO Ha3HAUMTb Napoab NPUBU-
e nermposaHHOMY nonb3osaresnto «admin»,

Mma nonb3oBatens W Napoib BBOOMTCA MPU BXOAE B CUCTEMY BO BpPEMA CEaHCOB
aAMUHUCTPUPOBAHUA ycTpoicTBa. [ns co3AaHNA HOBOMO MO/1b30BaTe/NA CUCTEMbI MW HACTPOMKK Nto6oro
13 NapameTpoB — MMEHM N0/b30BaTe A, Napos, YPOBHA NPUBUAETUIA, UCNOSb3YIOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V’ YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer 40CTyn K YCTPOWCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKyY ycTpoiicTaa.

Mpumep KOMaHA ANA 3a4aHUA nonb3osaTento «admin» napona «Eltex_1» 1 co3gaHuna nonb3osaTens
«operator» ¢ naponem «Pass_2» 1 ypoBHeM npusuaernin 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
V MHdopMaumMA O NIOKANIbHbIX YYETHDbIX 3anNUCAX XPAHUTCA B SHEPrOHEe3aBUCMMOW NaMATU U
MoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.
' Heobxoaumo 6paTb B KaBbIYKM MMEHA YYETHbIX 3anMceil U Napon, CoAepIKaLLMe cneLcum-
N BO/IbI.

3.5.2.2 Hacmpolika cmamuveckozo IP-adpeca, macku nodcemu u Wsr03d o ymoAaYaHuo

[N BO3MOXHOCTM yNpaB/ieHUs KOMMYTaTOPOM M3 CETU HeobXoAMMO Ha3HauuTb YyCTpoMncTBy IP-
afpec, Macky NOACETU U, B C/lyvae YNpPaBAeHUA M3 APYroM CeTu, W03 N0 YMONYaHuto. IP-agpec MOXKHO
Ha3Hauutb ntobomy wmHtepdeicy — VLAN, dusmuyeckomy nopTy, rpynne noptoB (MO yMOAYaHUIO Ha
uHTepdelice VLAN 1 Ha3HaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a A0/KeH
NPUHaANEXKaTb K TON e NOACETH, YTO M 0AMH U3 IP-uHTepdeincoB ycTpoicTBa.

Mpumep KomaHa HacTponKu IP-agpeca ana nutepderica VLAN 1

MNapameTpbl MHTEpPdElica:

IP-adpec, Ha3Hauaemblil 019 uHmepgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wro3a no-ymonyaHuto —192.168.1.1
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console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if) # exit

console (confiqg) #ip route 0.0.0.0 0.0.0.0 192.168.1.1

[nsa Toro utobbl yoeanTbea, UTo agpec bbin HasHayYeH MHTepdENCy, BBeAUTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

YCTPOMCTBO COAEPMKUT BCTPOEHHbIM areHT SNMP 1 nogaeprkuBaeT Bepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepknBaeT Habop cTaHAAPTHbIX NepemeHHbiXx MIB.

[Nna BO3MOXHOCTU agMUHUCTPUPOBAHNA YCTPOCTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
c0o34aTb XOTA 6bl 0AHY CTPOKY coobluecTsa.

dopmat KoHdurypaumm SNMP goaxKeH NpUHMMaTh CaeayoLWwmnin BUA:

snmp user user

snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KauyecTBe npumepa bygem mcnonb3oBaTb Bepcuto snmpv2c. Cosgaaum nosb3osatens USER,
npuvHagnexawero rpynne GROUP. [aHHbI nonb3oBaTeNb AOMKEH MMETb BO3MOMKHOCTb MCMOJ/b30BaTb
community NETMAN, Kotopoi npucsoum uHaekc 1. Fpynne GROUP 6yapet paspelweH p[ocTyn Ha
yTeHune/3anucb/nonydeHne snmp-trap No ob6beKTam, NpUHaANEKaALMM Viewiso. O6beKTbl, 418 KOTOPbIX
pa3spelueHa OTNpaBKa TPanos, AOJIKHbI MPUHaAiexaTb Ter-nucty TAG, oTnpaBaATbCA Ha rpynny aapecos
ADDR, B KOTOpYt0 BXOAMT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKK yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna nonb3osatena USER.

console
console
console
console

config
config
config
config

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZ2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZ2c

console (confiqg) #snmp notify USER tag TAG type Trap

AA,\,\,-\,-\
—_— — —— —— ~— ~—

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #
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Tabnnua 20 — KomaHabl pexknma rnobanbHOM KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPABKY Tpanos no cobbiTuio login/logout

OTKAOUYUTL OTNPABKY Tpanos no cobbiTuio login/logout

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBaTb OTNPABKY TPANoOB Mo COBbLITUIO 3amblKaHua/ pas-
MbIKaHUsA CyXMX KOHTAKTOB

OTKNOYNTD OTnpaBKy Tpanos nNo cobbITuIo 33MbIKaHMH/
Pa3MblKaHNA CYyXUX KOHTAKTOB

snmp enable traps coldstart

AKTMBMPOBaTb OTNPABKY TPANoB No cobbITUIO KecTKoW' nepe-
3arpysku

no snmp enable traps /BwioseHo OTKIOUYUTB OTMNPABKY TPANoB Mo CObbITUIO ‘)KecTKoIN' nepesa-
coldstart TPY3KM
snmp enable traps warmstart AKTMBMPOBaTb OTNPaBKY TPANOB Mo CO6bITUIO NepesarpysKku
no Kkomange ‘reload’
-/BKAtOYEHO

no snmp enable traps
warmstart

OTKOUYNUTL OTMPABKY TPANoB No cobbITUIO Nepesarpysku no
KomaHge ‘reload’

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJI0B

Cosgatb SNMP-nonb3oBarens.
- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTea

Ypanute SNMP-nonb3osaTens.

snmp community index
indexname namesecurity
user_name

no snmp community index
index

index: (1..32) cumBoNOB;
user_name: (1..32)
CMMBO/10B

MpuBsA3aTh COO6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
3[4,aHHOMY NO/Ib30BaTENIO.

YT06bI paspeLmnTb UCcnosib3oBaHue No60oro cneumnanbHoro
CMMBO/1a B Ha3BaHUM 1 MHAEKCE COOBLLECTBA, YKaXKUTE ero B
[OBOWHbIX KaBblukax. Ecnv HassaHMe n MHAeKc coobliecTsa co-
[AeprKaT TONbKO BYKBbI M LMbpbI, TOFAA ABOMHbIE KaBbIYKU He
HYKHbI.

Ypanute SNMP-coobuecTBO ¢ yKa3aHHbIM UHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CMMBO/I0B

Co3gaet SNMP-rpynny uam tabnaunuy cootsetcteuin SNMP-
nosb3osaTesnei n npasun ob6o3peHnin SNMP

Ypanaer SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJI0B

Paspewunts SNMP-rpynne goctyn Ha YTeHue, 3anNucb U OT-
NpaBKy SNMpP-TPanoB No 06bekTam, NpUHaSAeKaL UM
read/write/notify-view.

3anpetnutb SNMP-rpynne AocTyn Ha YTeHue, 3anucb 1 oT-
npaBKy SNMpP-TPanoB No o6bekTam, NpUHagAEeKaLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJIOB

Co3pgaeT unu pedakTmpyeT npasuao obospeHuns ana SNMP—
paspelatolLee NpaBunao, IMBO orpaHMYMBatoLLEE CEPBEPY-
obospesatento goctyn K OID.

- OID — ngeHTndumKaTopa obekta MIB, npeacTBAeHHbIN B BUAE
nepesa ASN.1

- included — OID BKntoYeHa B Npasuio ana 0603peBaHus;

- excluded — OID uckntoyeHa B npasuio aaa ob6o3peBaHus.

YaanaeT npasuno o6o3peHus ana SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr

targetAddr: (1..32)

Co3zaTb rpynny agpecos, Ha KoTopble 6yAyT OTNPaBAATLCA
Tpanbl COrNAacHO NapameTpam Ter-aucra

. . CMMBONOB,
taglist taglList
targetParam: (1..32)
no snmp targetaddr CUMBOIOB: YpanuTe rpynny agpecos, Ha KOTopble byayT OTNpaBasaTbLCA
targetAddr taglist: (1..255) cUMBO/IOB Tpanbl COrIaCHO NapameTpam Ter-mcra
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snmp targetparams
target_param user user_name

security-model {v1 | v2c | v3} user_name: (1..32)

message-processing {v1 | v2c CMMBONIOB;
[ v} target_param: (1..32)
CUMBO/IOB;

no snmp targetparams
target_param

YKasaTb napameTpbl OTNPABKX TPanos, onpeaensemble nosb-
30Baenem

Yaanute napameTpbl OTNPABKMU TPaNoB, onpeaensemble nosb-
30Baesiem

3.5.3 Hacmpolika napamempos cucmemoi 6ezonacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI MUCMOAb3yeTca MexaHusm AAA (ayTeHTudUKaLms,
aBTopusauma, yyeT). Ana wndpposaHMA AaHHbIX UCNOIb3yeTcs MexaHu3m SSH.

3anuncu B cucteme 6e30MacHoCTy.

Authentication (ayTeHTUdMKAUMA) — conoCTaBNAEHME 3aMpoca CYLECTBYOLWEN YUYETHOM

Authorization (aBTopu3aums, NpoBepKa YPOBHA AOCTyNa) — COMNoCTasB/IeHNe YYETHOM 3anmncu

B cucteme (npowealuein ayTeHTMOUKaLNIo) M onpeaenEHHbIX NOAHOMOUYNIA.

Accounting (y4€T) — cnekeHue 3a noTpebieHneM pecypcoB No/b30BaTe/IeMm.

[Ipy MCHOJIB30BAHUM HACTPOEK YCTPOMCTBAa 10 yMOJIUAHMIO MMsS IIOJIb30BaTens — admin,
rnapojsic — admin. Ilapojib Has3HadaeTCs I[10JIb30BaTEJIEM.

Memodsl aymeHmuguKkayuu U asmopusayuu mo2ym bbimb HacmpoeHsb! 2106aa1bHO Uau

Ha omoesbHble AUHUU.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #

[na BXxo4a B PEXKMM KOHOUIYpPaLMM TUHMIA UCNOb3YIOTCA KOMaHAbI:

line {console | telnet | ssh}

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KOHOUTrypauum INHUI:

console (config-line) #

Tabanua 21 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

enable authentication
{local | radius | tacacs}

-/BbIKNOYEHO

3afaeT meToA ayTeEHTUOUKALUKM NONb30BaTeNs MPU MOBbILLEHUN
YPOBHSA NPUBUAETNIA ANA KOHcou, telnet, ssh.
- radius — ucnosb3oBaTb cnmMcok RADIUS-cepBepoB ana ayTeH-
TUdUKaumm;
- tacacs — ncnonb3osaTb cnucok TACACS-cepBepoB anf ayTeH-
TUdUKaumm.

no enable authentication

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

login authentication

{radius | tacacs} [local] ~/local

3agaeT meTof ayTeHTUdMKAL MM NONb30BaTENA NPU BXoAe
ANA KoHconu, telnet, ssh

no login authentication

YcTaHaBAMBaeT 3HaYEeHUE MO YMONYAHMIO.
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KA¥KA0M U3 PEXUMOB.

[na nepexoda U3 O4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMNX PEXMMOB M KOMaH/, BXO4a B PEXMUM:

KomaHOHbIli pexcum (EXEC), naHHbIA peXXum JOCTyneH cpasy Nocsie yCcnewHomn 3arpyskn KommyTa-
TOpa 1 BBOAA MMEHW NO/b30BaTeNA U Napos (419 HENPUBUIETMPOBAHHOIO Noab3oBaTena). MpurnaweHune
CUCTEMbI B 3TOM PeXMMe COCTOMUT U3 MMeHM ycTpolicTea (host name) n cumsona “>”.

console>

Mpueune2uposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXnMm AOCTyneH cpasy no-
C/le yCneLwHoM 3arpy3kM KOMMyTaTopa, BBOAA MMeHW NoNb3oBaTena U naponsd. MpurnaweHue cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06WKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobasbHON KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHgpueypayuu mepmunHana (line configuration), paHHbIN peXkMm nNpeaHasHaYeH gna KOoH-
burypaumm, ceasaHHon ¢ paboTon TepMUHana. Bxog B perKMM OCYyLLECTBAAETCA U3 peXMMA FN06anbHOM
KOHUrypaumm kKomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOowb! pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC umeet cneayowmin BuA:

console>

Tabnunuya 22 — basoBble KOMaHAbI, AOCTYMNHble B pexxnme EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
0 yMOAYAHUIO
enable [priv] priv: (1..15)/15 MepekNtounTbCA B MPUBMAETMPOBAHHBIN PEXUM (ecnun 3HaYeHue
He YKa3aHo — TO ypOBEHb Nnpusunernin 15).
logout - 3aBepLueHue TeKylLell ceccum v cMeHa noab3oBaTens.
exit - 3aKpbITb aKTUBHYIO TEPMUHANIBHYIO CECCUIO.
help 3anpoc cnpaBoYHOM WHPopmaumm o paboTe uHTepdeica Ko-
i MaHZHOW CTPOKM
show privilege - MokasaTb ypoBeHb NPMBUAETUIA TEKYLLETO NOJ/b30BaTeNsA
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KomaHObl pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console#

Tabnunua 23 — basoBble KOMaHAbl, 4OCTYMNHblE B pexxume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIV PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrHbie 80 8cex pexumMmax KOHgu2ypauuu

3anpoc KOMaHAHOM CTPOKM MMEET OAUNH M3 CaeayioLMX BUAOB:

console#

console (config) #

console (config-line) #

Tabnnua 24 — ba3oBble KOMaHAbI, JOCTYMHbIE BO BCEX PEXMMAX KOHPUIYypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro

exit BbIiTK 13 Nt06oro pexknuma KoHoUrypauum Ha ypoBeHb Bbile B
) nepapxmm Komang CLI.

end BbIliTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum
) (Privileged EXEC).

do ) BbINOAHUTL KOMaHAY KOMaHAHoro ypoBHs (EXEC) u3 noboro pe-

KMMa KOHOUrypaumu.
help - BbIBOAWT CpaBKy NO UCMNOb3yeMblM KOMaHZAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOM CTPOKMU

®dunbTpaums coobLyeHni N03BOAAET YMEHbLINTL 06BeM 0ToBpakaeMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBatens U 06aerdynTb NOUCK Heobxoanmon nHpopmaumu. na ¢unbTpauum Tpebyerca nobasuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOA «|» M UCNOJIb30BaTb OAHY M3 ONUMIA GUALTPALUKN, NEPEUYNCNEHHDIX B
Tabanue 25. dPunbTpauua paboTaeT ToNbKO 414 show-KomaHg,

KomaHObi pexcuma privilegedEXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWwmin BUA,:

console#

Tabnunua 25 — basoBble KOMaHbl, 4OCTYMNHbIE B pexume privilegedEXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

grep

BblBOAWT BCE CTPOKM, CoAepiKalume WwaboH.

grep-v

BbIBOAMT BCE CTPOKM, He coaepKalume wabaoH

grep -c "regexp"

BblBOAWT BCE CTPOKM, COAEPIKaLLME perynsipHble BbipaXKeHus:

. — COOTBETCTBYET Nt060MY OTAENbHOMY CUMBOY;

* — npeablaywumii cumeon cootseTcTeyeT O uam 6onee pas;

A — cooTBeTcBYeT Npobeny B Hayane CTPOKM;

\b — cooTBetcTByeT npobeny B KOHLE CNOB3;

[] — BbIBOAUT BCE CTPOKM, B KOTOPbIX COAEPMKATCA CMMBOJIbI U3
KBaZpaTHbIX CKOBOK;

\ — UTHOPUTYET CUMBOA, CNEAYIOLMI 33 PeryNapHbIM Bbipae-
Huem
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4.3 KomaHpbl ynpaBaeHUA CUCTEMOM

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console>

Tabnunuya 26 — KomaHapl ynpaBneHus cucremom B pexkume EXEC

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout] host: (1..158) cumBonosB;
size: (36..2080)/64 6airT;
count: (0..10)/3;
timeout: (1..100)

KomaHga cnyxuT ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/y ceTU, a TaKXKe ONA KOHTpoAaA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- host — nomeHHOe Ums y3na ceTu;

- size — pasmep NakeTa 4na OTNPaBKK, KoMYecTBO BalT B NakeTe;
- count — KO/IMYECTBO NAKeTOB ANA Nepesayu;

- timeout — Bpems 0XXnAaHWA 0TBETA HAa 3anpoc.

traceroute{A.B.C.D | ipv6
AAAA::BBBB} [size size] [ttl
tt/] [count count] [timeout

OnpefeneHne Mmapuwpyta TpadMKa [0 y3na  HasHayeHus.
- A.B.C.D — IPv4-appec y3na cetu;
- AAAA::BBBB - IPv6-agpec y3na cetn

timeout] . . - host — nomeHHOe Ums y3na ceTu;
size: (64..1518)/64 6aitr; . 6ai .
ttl: (1.255)/30; - size — pa3mep nakeTta A41A OTNPaABKKU, KOANYECTBO BanNT B NakeTe;
! t“ 1.10 /3’ - ttl — MakcMManbHOE KONMYECTBO Y4acTKOB B MapLUpyTe;
count: (1.. ;
. ( )/3; -count — KO/MYeCTBO NOMbITOK Mepegayn Makera Ha KaX4om
timeout: (1..60)/3 c .
y4acTKe;
- timeout — Bpemsa 0nMaaHWA OTBETaA Ha 3anpoc;
OnucaHue oWwKn60K NpU BbINOSIHEHMU KOMaHA, U pe3y/ib-
V TaToB NpMBeAeHo B Tabauue 28.
show users OtobparkeHne MHOOPMALMU O NONL30OBATENAX, WMCMNOJb3YHOLLMX

pecypcbl yCTPOMCTBa.

show system information -

BbiBOA crcTeMHOMN MHOPMALMK.

show nvram

OTobpakeHne MHPoOpMmaLmm 06 yCTPOMCTBE B 3HEProHe3aBUCU-
MOW NamATU.

show tech-support

OtobparkeHne MHPopmauumn ob ycTpoiicTee, Heobxoaumon ans
HavasibHOM AMArHOCTUKKM Npobnem.

KomaHObi pexcuma privileged EXEC

3anpoc KomaHAHOM cTPOoKK B pexxkmnme privileged EXEC nmeet cnegyowmin Bua;:

console#

Tabnunua 27 — KomaHapl ynpaBneHus cuctemoit B pexkume privileged EXEC

(0..59).

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue

Mo ymon4aHuro
reload - KomaHgaa cny»KuT ansa nepesanycka ycTpomncraa.
reload at hh:mm:ss [day month hh: (0..23), mm:
] (0..59), ss: (0..59)/ day: | YcTaHOBKa BpemMeHM Nepesarpysku yCcTpoicTBa.

(1...31)/ month: (1..12)

reload in { hours minutes} hours: (0..168), minutes: | YCTaHOBKa BpeMeHK, Yepe3 KOTopoe Npou3oinaeT nepesa-

rpy3Ka ycTponcrea.

reload cancel -

OTMeHa OTNIOXKEHHOM Nepesarpysku.

show reload

MpocmoTp BpemeHM, Ha KOTOpOe HasHayeHa nepesa-
rpyska.

show env CPU -

MoHuTopuHr ytnamsaunm CPU.

show env tasks -

MoHuTopuHr ytunmsaumnm CPU no npoueccam.
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show env RAM -

MOHUTOPUHT yTUAmM3aumm RAM.

show env temperature =

MOHWUTOPUHT TepMmoaaTymKa.

show env flash -

MoHuTtopuHr flash-namaTtu.

show env power -

MOHWUTOPUHT NUTaHKUA.

show env all -

MOHUTOPUHF BCEX NAPAMETPOB OKPYIKEHMA.

show env dry-contacts -

MOHWTOPUHT TEKYLLEro COCTOAHMA CYXMX KOHTAKTOB.

show env fan -

MOHVITOpVIHF COCTOAHNA BEHTUNATOPOB.

Mpu BbINOAHEHUN KOMAHAbI traceroute MOTYT MPOU30MTM OWMBKK, onucaHne owmnbok npueeaeHo

B Tabnumue 28.

Tabnmua 28 — OWMBKM Npu BbINONHEHUN KOMaAHAbI traceroute

Cumeon owubku OnucaHue
* TalimayT Npu NoNbITKe Nepesayn nakeTa.
? HewnsBecTHbIM TMN NaKeTa.
A AZLMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanTt npu 6J10KMPOBAHUN UCXOLALLENO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca dparmeHTauma 1 ycTaHoBKa 6utos DF.
H Y3en ceTn HefOCTyNeH.
N CeTb HegOCTYMHa.
P lpoToKON HepoCTyneH.
Q NCTOYHUMK NnoaasneH.
R WcTekno Bpems NoBTOpPHOM cbopkM pparmeHTa.
S OwwnbKa ncxogaLLero mapLupyTa.
U MopT HepocTyneH.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoOHOUTypauum MMeeT Cieayowmnii Bua;

console (config) #

Tabauua 29 — KomaHabl ynpaBaeHWsA CUCTEMOM B peXKMMe rnobanbHOM KOHGUrypaLmm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
hostname name name: (1..32) KomaHza cnyuTt ana 3aaHus ceTeBoro MMeHM yCTpoMCTBa.
no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOICTBA B 3HAUYEHWUE MO YMOHYAHUIO.

cpu rate limit queue queue
maxrate pps

queue: (1-8) pps:

YcTaHOBKa OrpaHUYeHnI CKOPOCTU BXOZAWMX GppelimoB Ans onpe-
AeneHHon ovepeam
- PPS - NAKETOB B CEKyHAY.

1..2000/128
cpu-rate limit queue queue BoccTaHaBnMBaeT 3HaueHue pps N0 YMONYaHUIO ANsA onpeaeneH-
maxrate 128 HOW oyepegm
reset-button {enable | disable - enable — npu HaxkaTK KHONKK F annTtenbHocTbio meHee 10 ce-
| reset-only} KYHA, NPOMCXOAMT NepesarpysKa yCTpoicTBa; NpM HaXKaTum Ha
Jenable KHOMKy 6onee 10 cekyHA, NPOUCXoAnT cbpoc yCTPoKcTBa A0 3a-

BOZACKOW KOHOUTIypauuu;
- disable — kHonKa F oTKAtoueHa (He pearMpyeT Ha HaxaTtue);
- reset-only — TonbKO nepesarpyska.
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Tabnnua 30 — KomaHabl perkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
clear cpu rate limit counters - OumnCTUTb CYETUMKM rate limit Ha CPU
show cpu rate limit - OTobparkeHuMe cueTunKoB rate limit Ha CPU
set cli pagination on BKIOUNTb NOCTPAHWUYHbIN BbIBOA KOHOUIYpaLumm
set cli pagination off /on OTK/IOUUTb NOCTPAHMYHbBIN BbIBOA, KOHOUTYpaLmm

4.4 KomaHapl ANnA HACTPOUKMU NapaMeTpoB AA 3a4aHUA Naponen

[aHHbI pa3gen npeAHa3HayeH A5 HaCTPOMKM 3aJaHMA Napoaen ana nosb3oBaTesnen.

KomaHObI pexcuma 2n10bas1bHoU KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexnume rnobasbHON KOHOUIypaLMmn MMEET CAeayoWnin BUA,:

console (config) #

Tabaunuya 31 — KomaHabl ynpaBaeHUs CUCTEMON B pexkmMme r106anbHOM KOHGUrypauum

Komanda 3Ha4yeHue/3HayeHue leiicmeue
no ymoa4YaHuro

password validate char BKOUYNTL MEXaHM3M NPOBEPKM Naponei.
{lowercase | numbers | - lowercase — naposb A0MKEH COAEPKATb CUMBOJIbI HUMKHETO pPerun-
symbols | uppercase} cTpa;

- numbers — Napo/ib 4OKEH COAEPHKATb XOTA Bbl 04HY UNbPY;

-/BeiKnIO4EHO - symbols — naposib 40KEH COKepKaTb XOTA 6bl 04MH CUMBOA;
- uppercase — Napo/ib AOJIKEH COAEPKaTb CUMBOJIbI BEPXHETO pe-
rucrpa.

no password validate OTKOUYUTL MEXAHM3M NPOBEPKU Naponen.
password validate length 3a4aTb MMHMMANbHYIO OVHY Napons.
length length: (0..20)/0
no password validate YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

3anpoc KomaHAHOM cTPoKK B pexxkmnme Privileged EXEC umeeTt cneaytowmii Bua;
console#

Tabnvua 32 — KomaHabl ana pabotbl ¢ dannamm B pexknume Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHoa Aeiicmeue

show password validate rules - MpocMOoTp TeKyLel HacTPOMKM MexaHM3Ma NPOBEPKN Naponen.

4.5 Pab6orta c pannamu

4.5.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpw ocylwecTsneHMn onepaumii Hag dannamu, B Ka4ecTBe apryMeHTOB KOMaHS, BbICTyNatoT agpeca
URL — onpegenutenn MecTOHaxoxgeHua pecypca. OnucaHue KAK4YeBbIX C/IOB, WMCNONAb3yEMbIX B
onepauusx, npueeaeHo B Tabaunue 33.

Tabamua 33 — CIUCOK KAto4YeBbIX CNOB U UX ONUCaHUE

Knrouesoe cnoeo OnucaHue
McxoaHbIv agpec uan aapec MecTa HasHauYeHUsa ANA SHEProHe3aBMCUMOW NamATU. JHeproHe3aBu-
flash:// CMMan NamsaTb UCMO/b3yeTca No ymondaHuio, ecam agpec URL onpegeneH 6e3 npedukca (npedmk-
camu ssnstoTcs: flash:, tftp:, scp:...).
running-config daiin TekyLLelt KoHoUrypaumm.
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startup-config

dain nepBoHavanbHOM KOHUTypaLuuu.

active-image

dalin ¢ akTMBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pasom.

MUcxoaHbIM aapec nav agpec mecta HasHavyeHus ansa TFTP-cepsepa.
Cuntakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MMs yCTPOICTBA;
- directory — kaTanor;
- filename — ums daiina.

logging daiin c uctopmeit KomaHa,

4.5.2 KomaHOvbl na pabomeli ¢ palinamu

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Tabnuua 34 — KomaHapl ans paboTbl ¢ pannamm B perkmnme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJI0B

KonuposaHune daina n3 MectononoXeHnsa UCTOYHUKA B MeCTomno-
JIO}KEHWE Ha3HaYeHUs.

- source_url — mectononoxeHue konupyemoro ¢paina;

- destination_url —aapec mecta HasHaueHus, Kyga dann byaeT cko-
NUPOBaH.

CoxpaHeHWe nepBoOHaYaNbHON KOHPUrypaLMmM Ha cepBepe.

KonuposaHue daina HavyanbHOro 3arpy3yunka M3 MecTonosI0KeHUs
UCTOYHUKaA B CUCTEMY.

dir [flash:path | dir_name]

OTobparkaeT cnucok $ainnos B yKazaHHOM KaTtasiore.

more [flash:path | file_name]

OTobparkaeT cogepkumoe daiina.

pwd

OTo6parkaeT NyTb A0 TEKYLLEN OUPEKTOPUM.

cd [flash:path | dir_name]

N3meHUTb ANPEKTOPUIO Ha YKAa3aHHYIO.

mkdir [flash:path | dir_name]

Co3paer AMPEKTOPUIO C YKasaHHbIM Ha3BaHMEM.

rmdir [flash:path | dir_name]

Ypaanaet ANpeKkTopumio ¢ YKa3aHHbIM Ha3BaHWEM.

erase ur/

Ypanenue ¢aiina.

erase startup-config

YaaneHus daiina nepBoHavyanbHON KOHOUIypaumu.

erase nvram:

C6pocuTb A0 AeDONTHON SIHEProHe3aBUCUMYIO MAMATD.

boot system inactive

3arpysuTbca ¢ HeakTMBHOro obpasa MO.

boot system active

3arpy3unTbca ¢ akTMBHOro obpasa MNO.

delete startup-config

YpnaneHue daitna nepsoHavyanbHOM KOHPUTypaLmm BMECTe C O4UCT-
KoM rnobasnbHbIX HACTPOEK NVram U yaaseHMeM Nosib3oBaTeneu.

show running-config
[interface {gigabitethernet
gi_port | fastethernet fa_port
| port-channel group | vlan
vlan_id J[module]

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (2..4094);
module: (igs, la, stp..)

OTobparkaeT coaeprkmmoe daina nepBoHavanbHOM KOHPUTYpaLLMK
(startup-config) unu Tekywei KoHdurypaumm (running-config).

- interface — KoHUrypaumsa nHTepdericos KOMmyTaTopa - pusnye-
CKMX MHTepdeicos, rpynn nHtepdericos (port-channel), VLAN-uH-
Tepoeiicos, MHTepdeiica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

show startup-config

OTobparkaeT copep:kumoe ¢aisia nepBoHaYyasbHOM KoHoUrypa-
TI17R

show bootvar

MoKa3blBaeT aKTUBHbIN paiin cuctemHoro MO, KOTopbI YCTPOMCTBO
3arpysKaet npu 3anycke.

write {startup-config | url}

CoxpaHeHue Tekylwel KoHowurypaumm B daiin nepsoHavanbHol
KoHbUrypauuu.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM U aAPECOM Ha3HAYEHUA ANA OLHOIA
e KOMaHAbl KONUPOBaHUA.
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MpoCMOTp aKTUBHOTO M HeaKTUBHOIo obpasa gocyTneH us u-boot. A 3Toro B KOMaHAHOM CTpOKe U-
boot Heobxoanmo BBecTU:

MES24284# bootimg print
KomaHaa ana cmeHbl akTMBHOro obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHpga «bootimg inactive» npumeHsetca 6e3 oXXngaHua noaTBepKAeHUA.

LS .

Mpu 3arpyske daiina KoHpUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOIOM «I».

®aitn KoHpUrypaumm JonxKeH umeTtb paclumpeHue «.conf».

4.5.3 KomaHObI 0018 pe3upeupo8aHUa KOHGpuU2ypayuu

B gaHHOM pasgesie onucaHbl KOMaHAbl, NO3BOAAIOLLIME PE3ePBUPOBaTL KOHOUIYpaLMIO Ha cepBep.
[ns pesepsupoBaHna KoHOMIypaumm HeobxoaAMMo yKasaTb aapec cepsepa.

KomaHObI pexcuma 2106a1bHOU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXKnme r1obasibHoM KoHbUrypaumm:

console (config) #

Tabanua 35 — KomaHab! perkuma rnobanbHoli KoHOUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no yMmon4YaHuro

Aelicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KOTOpbIi ByaeT Npon3BoAUTLCA pe-
3epBupoBaHue KOHOUrypauum. Ctpoka B dopmate
«tftp:// XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

no backup path

YKazaTtb NyTb pacnonoxeHua daina Ha cepsepe ¢ npepurKcom
nmeHu daiina. NMpu coxpaHeHUU K npedukcy byaer nobasneHa Te-
Kylias gata v Bpemsa B popmare rrrrMmaa44YMMCC.

Y4anute NyTb ANA Pe3epBUPOBAHUA.

backup auto

no backup auto

BK/IlOYMTL aBTOMATMUECKOE pe3epBMpoBaHMe KOHOUTypaLmu.

BbIKNOUMTL aBTOMaTMYECKoe pesepsmnpoBaHue KOHC'JVIpraLI,VIVI.

backup history enable

no backup history enable

BKAounTbL coxpaHeHne ncTopum pe3epBHbIX KOMWN.

BbIKNOUNTb COXpaHEHME NCTOPUN pe3epBHbIX KOMWW.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

HYT

YKasaTb NPOMEXKYTOK BPEMEHW, N0 UCTeYeHUW KoToporo byaert
OCYLLLeCTBNATLCA OBTOMATMUYECKOE pe3epBUpOBaHWe KOHdUrypa-
Umn.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/iloYeHWe pe3epBMPOBaHMA KOHOUIypaumuuM Mpu COXpaHeHuu
nosb3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHMe MO YMOJTHaHUIO.

KomaHObI pexcuma PrivilegedEXEC

3anpoc KomaHAaHoOM cTpoKkK B pexmme Privileged EXEC umeeT cneaytowmin sua;:

console#
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Tabnmua 36— KomaHAabl HACTPOMKM CUCTEMHOIO BpemeHu B pexxkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

backup running-config

Co3aaTb pe3epBHY0 Konuio KoHbUrypaLmio Ha cepeepe.

4.6 HacTpoilKa CUCTEMHOrO BpemMeHMU

/ Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha NieTHee Bpemsa OCYLLEeCTBASETCA B COOTBET-
cTBUM co cTaHgapTamu CLLUA n Esponbl. B KoHdUrypauum moryT 6biTb 3agaHbl Ntobble pgaTta
M Bpema ANA nepexoaa Ha JieTHee Bpems U obpaTHo.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnunua 37 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CMCTEMHOro BpemMeHM (KOMaHAa [oCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO No/b30BaTeNA).
ss: (0..59); - hh —yacbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — seHb; month — mecay; year —rog,

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrowwimin Bua;

console>

Tabanua 38 — KomaHabl HACTPONKM CUCTEMHOIO BpeMeHU B pexunume «EXEC»

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMoa4aHuio
show clock MoKa3blBaeT CMCTEMHOE BpeMA 1 AaTy.
show clock properties i OtobparkaeT cBOMCTBA.

KomaHObI pexcuma 2a0baab6Hol KoOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #

Tabanua 39 — CNMCoK KoMaHA, 419 HACTPOMKN CUCTEMHOTO BPEMEHU B peXkMMe rnobasbHOM KoHUTypauum

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep MCTOYHMKOM CUMHXPOHM3ALMW BPEMEHMU
DOJ15 yCTPOMCTBA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBoOe CMeLLeHMe OTHOCUTENbHO Hynesoro mepuaun-
aHa.

YCTaHOBWUTb 3HaYeHMe No YMONYaHUIO.
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KomaHObI pexcuma KoHguaypauyuu SNTP

Ons nepexona B penm KoHdpurypaumm SNTP HeobxoanMMO MCMOIb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B PEXKUME KOHPUTypaLmm nHTepderica UMeeT cneayowmn Bua;:

console (config-sntp) #

Tabanua 40 — CNMCOK KOMaHA, 417 HAaCTPOMKN CUCTEMHOTO BPEMEHMW B PEXMME KOHOUIypaumum sntp

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

sntp

MepeinTn B pexxMm KoHPUrypmpoBaHua npoTokona SNTP

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

BK/OUYNTL aBTOMATUYECKMIA MOUCK sntp-cepsepa B pexxume unicast

BbIK/NOUMTD aBTOMATMYECKUI MOMUCK sntp-cepBepa B pexume
unicast

set sntp unicast-server
domain-name name [primary
| secondary] [version version]
[port udp_port]

port: (1025..36564);
version: (3..4)

no sntp unicast-server domain-
name name

YKasaTb gomeH cepsepa SNTP.

Ypanute pomeH cepsepa SNTP.

set sntp unicast-server ipv4
ip_addr [secondary]

no sntp unicast-server ipv4
ip_addr

Ykasatb ipv4-agpec SNTP-cepsepa
- secondary — yKasaTb pe3epBHbIi ntp-cepsep

Yaanutb ipv4-appec SNTP-cepBepa

set sntp client enable

set sntp client disable

BKkntounTb paboty SNTP-KnmeHTa

Bbikntountb paboty SNTP-knuneHTa

set sntp client addressing-
mode {unicast}

YKa3atb pexxum pabotbl SNTP-KkaneHTa

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCTaHOBUTDL KAtoY ayTeHTUdMKaumm ana SNTP-kiveHTa

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHOBUTL popmat yacos gast SNTP

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosuTb udp-nopT ana sntp-KaneHTa

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTb 3HaYeHWe YacoBOro noaca

set sntp client version version

version: (v1,,v4)

3asaTb Bepcuio NPOToKoNa Ana paboTbl SNtp-KAneHTa

show sntp statistics

MoKa3blBaeT CTaTUCTUKY NpoTokona SNTP.

show sntp status

Moka3sbiBaeT cTaTyc npoTokona SNTP.

MNpumep HacTponkn SNTP-knmMeHTa Ans cepsepa 192.168.1.1:

console (config)# sntp
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config) #clock

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1

exit
time source ntp
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4.7 KoHdurypaumusa nntepdeiicos n VLAN

4.7.1 Mapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback- uumepdgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure terminal
console (config) # interface { gigabitethernet gi port | fastethernet

fa port

| port-channel group |

console (config-if) #

range {..}

| loopback Ioopback id }

[aHHbIN peMm O0CTyneH U3 pexkMma KoHOUrypauum v npegHasHauyeH Aaa 3a4aHua napameTpos

KOHdUrypaumm uHTepdeica (nopta KommyTatopa WM

rpynnsl NOpPTOB, paboTalowmx B pexume

pasaeneHus Harpysku), ninbo ananasoHa UHTepdencos.

Bbibop MHTepdeica ocyWwecTBASETCA NPU NOMOLLM KOMaHA NpUBeAEHHbIX B Tabaunue 41:

Tabnunua 41 — KomaHabl Bbibopa nHTepdenca ana MES1424, MES2428

KomaHoa

Ha3sHayeHue

interface gigabitethernet gi_port

[ns HacTpoiikv 1G-uHTepodelicos

interface fastethernet fa_port

[na HacTpoikn nHtepodericos Fast Ethernet

interface port-channel group

[na HaCTPOWMKM rpynn KaHanos

interface loopback /oopback_id

[Nna HacTpOIKM BUPTYanbHbIX MHTepdeicos

roe:

— gi_port — nopaakosbiin Homep 1G-uHTepdeiica, 3agaertca 8 suae: 0/1;
—  fa_port — nopagxosbin Homep 100MB-unHTepdeiica, 3agaetca 8 suge: 0/1;
— group — nNopAaKoBbIi HOMep rpynnbl, 0bliee KONNYeCcTBO CornacHo Tabanue 9 (cTtpoka «Arperaums

KaHanos (LAG)»);

— loopback_id — nopagKoBblii HOMep BUPTYanbHOro MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (cTpoka «Koanyectso BUpTyanbHbix Loopback-nHtepdelicos»).

KomaHAabl, BBeAEHHble B peKMMe KoHOUrypauum uHTepdeiica, NPUMEHAIOTCA K BblbpaHHOMY

nHTepoeicy.

Tabnnuya 42 — KomaHabl pexknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

no shutdown

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
shutdown BbIKNoUnTb  KoHOUrypupyembli  nHtepdeiic (Ethernet, port-
-/BKNtOYEH channel).

BKAtOUNTL KOHOUTYpUPYeMbIi MHTepdENiC.

description description

no description

description: (1..64)
CMMBONOB/HET
onucaHua

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

Ypanutb onucaHue uHTepdeiica.

speed mode

no speed

mode: (10, 100, 1000)

3apaTb CKOPOCTL Nepesayn gaHHbix (Ethernet).

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTbh pexum gynnekca uHtepdeiica (nonHogynnekcHoe coeam-
HeHue, NonyaynaeKkcHoe coeaunHeHue, Ethernet).

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

negotiation

no negotiation

on,off/on

BK/ilo4aeT aBTOCOr/1IacoBaHMe 419 CKOPOCTU U Ayn/eKca Ha HacTpa-
MBaeMOM MHTepodeiice.

BbikntoyaeT aBTocornacosaHwe AnA CKOPOCTM U AynneKkca Ha

HacTpavBaemom uHTepbelice.
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flowcontrol mode

mode: (on, off,

3agath pexum ynpasneHus notokom flowcontrol (BKAOUUTL, OT-
KNOYUTb MAK aBToCornacosaHme). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOrNacoBaHMA

auto)/off negotiation BK/iOYeH Ha HacTpavBaemom uHTepodeice (Ethernet,
port-channel).
no flowcontrol OTKNIOYNUTb PeXMM yrpaBaeHMA NOTOKOM.
media-type { force-fiber | Bbi6op TMNa KOMB0-NOpPTa B KayecTBe OCHOBHOIO HOCUTENA.
force-copper | prefer-fiber } - force-fiber— paspelweHa akKTMBHOCTb TO/IbKO ONTUYECKOW YacTu
-/prefer-fiber Kom6o-nopra;

- force-cooper — paspelleHa aKTMBHOYTb TO/NbKO MEAHOMN 4acTu
KOMb0-nopTa;
- prefer-fiber— npeMmyLLEecTBO ONTUYECKOTO IMHKA.

KomaHObI pexcuma 2a06aa6HolU KOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 43 — KomaHapl pexknma rnobanbHoM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 YMOAYGHUIO

Aelicmeue

errdisable recovery interval in-
terval

no errdisable recovery interval

interval:
(30..86400)/300

YCTaHOBWTb BPEMEHHOM MHTEepBan A1 aBTOMATUYECKOro NOBTOP-
HOTO BK/toUYeHUA nHTepdelica. Mpu cmeHe UHTepBasa Taiimep 06-
HOBNAETCA ANA BCeX 3ab/0KMPOBAHHbLIX MOPTOB, Ha KOTOPbIX
BKJ/IOYEHO aBTOCOI/1aCOBaHME.

YCTaHOBUTb 3HAYEHUE Mo YMO/I4aHUIO.

errdisable recovery cause
{storm-control|loopback-de-
tection | udid}

no errdisable recovery cause
{storm-control | loopback-de-
tection | udld}

-/3anpeleHo

BKNOUMTL aBTOMATMYECKYHO aKTUBaUUO UHTepdelica nocne ero
OTKNIOYEHUA B CNEAYIOLLMX CNYYaAAX:

- loopback-detection — 06HapykeHue neTenn;

- udld — akTMBauus 3awmTel UDLD;

- storm-control — WnpoKoBeLLaTeIbHbIN LUTOPM.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:

console#

Tabnunua 44 — KomaHapl pexknma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear counters

C6poc cTaTUCTUKK A/ BCeX MHTepdeincos.

clear counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

C6poc CTaTUCTUKKM ANA uHTepdelica.

show interfaces
{gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

MNokasaTtb CBOAHYO MHd)OpMaLI,VIPO 0 COCTOAHUMN, HaCTpOﬁKe N CTaTn-
CTUKe nopTa.

show interfaces status

MoKasaTb coCTOHME BCeX MHTepdECcoB.

show interfaces description

Moka3aTb onucaHua Bcex nHTepdeicos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX MHTepdeiicoB.

show interfaces counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group | vlan vian_id }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (1..4094)

Moka3aTb CTaTUCTUKY ANs UHTepdelica.
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show errdisable interfaces {
gigabitethernet gi_port |
fastethernet fa_port }

fa_port: (0/1..24);
gi_port: (0/1..24);

MoKa3aTb NPUUYMHY OTKAOUYEHMA MOPTa, rPyNMbl NOPTOB, 3a6/10KK-
pOBaHHbIe NOPTbI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

AKTUBMpOBaTb MHTepdeic nocne errdisable.

show interfaces utilization
{gigabitethernet gi_port |
fastethernet fa_port} {interval
interval}

fa_port: (0/1..24);
gi_port: (0/1..24);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY MO HarpysKe Ana nHtepoeica.
- Interval — uHTepBan B cekyHaax.

4.7.2 Hacmpolika VLAN u pexcumos Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabanua 45 — KomaHab! perkmma rnobanbHom KoHGUrypaumnm

3Ha4yeHue/3HayeHue .,
KomaHda Aelicmeue
no ymMoaA4YaHuro
vlan vian_id vlan_id: (2..4094) MepenTn B pexmMm KOHOUIyprMpoBaHUA yKasaHHoro VLAN

map protocol { ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol { ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HactpausaeT rpynny npoToKonoB, N0 KOTOpbIM byaeT npousso-
ANTCA KnaccuduKauma Kagpos. B ogHy rpynny mMoxHo obbeau-
HUTb HECKO/IbKO MPOTOKO/OB, YKa3blBaA ANA HUX OOUH U TOT e
Group ID. Homep NpoTOKO/1Ia MOXHO BblibpaTb M3 CNUCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUN UM 3a4aTb BPYUYHYIO Yepe3 napamerp
other B popmaTte XX:XX. PacnonokeHve nons c HOMepom nNpoTo-
KO/a 3aBUCUT OT TMNa L2-3aroNoBKa U MHKaNcynaumm:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTtokon onpepens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaetcs
cambiit nocnenHuin EtherType, ¢ Hanbonblmm odpdceTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). AByx6alTHbIN HO-
mep npoToKona cootseTcTByeT nonam DSAP:SSAP B8 LLC-3aro-
NoBKe.

- snap — Kaap ¢ LLC/SNAP-uHkancynsaumein. Homep npoTtokona co-
oTtseTcTByeT nosto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group c kKommyTatopa

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

Hactpausaet ananasoH MAC-aspecoB, N0 KOTOPbIM ByAeT npons-
BOAMTbCA Knaccudukauma. Ana pasHoix MAC-agpecos MOMKHO Bbl-
6paTb OAHY 1 Ty XKe rpynny.

no map mac { host | mac-ad-
dress }

YaansaeT ykasaHHbIi MAC-agpec M3 macs-group.

KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #
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Tabnunuya 46 — KomaHapl pexknma KoHourypaummnVLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

vlan active

AKkTMBMpoBaThb vlan uam rpynny vlian’os

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BK/OUNTB/BbIKAOYUTL M3ydeHne MAC-aapecos gaa VLAN

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO

KomaHObI pexcuma KoHguaypauuu uHmepgelica (QuanazoHa uHmepdgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

port-channel group}

console (config-if) #

[aHHbIN peXXnm A0CTyNeH U3 pexkMma KOHOUIypauumn 1M npeaHasHayeH Ans 3a4aHua NapameTpos

KOHOUrypauum nHtepdenca.

MopT MOXKeT paboTaTb B YETbIPEX PEIKMMAX:

— access — uHTepdelic AocTyna — HETErMPOBaHHbIN UHTepdelic ana ogHon VLAN;

— trunk — nHTepdenc, NpMHUMAIOLWNI TO/IbKO TETMPOBaHHbIN TpaduK, 38 UCKIIOYEHNEM O4-
Horo VLAN, KoTopblii MOXKeT bbITb f06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHTepdeic ¢ nonHon nogaeprkkon 802.1q, NPUHMMAET KaK TEFMPOBAHHDIN, TaK U
HETErMpoBaHHbIN TPaduK;

Tabnunua 47 — KomaHapl pexknma KoHdurypaummn nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

switchport access vlan vian_id

no switchport access vlian

vlan_id: (1..4094)/1

[o6asuntb VLAN ana nntepdeiica goctyna.
-vlan_id — naeHTndmkaumoHHbiit Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport dotlq tunnel

MNepeBecTy NopT pexknum paboTbl ¢ BHewHUM VLAN-Terom. KomaHga
MNCMNONb3YeTCa ANA HACTPOWKM dyHKUMM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Lob6asnaet Homep VLAN B Kauectse Default VLAN ana gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIM TpadumK, NOCTyNaoWMn Ha AaH-
Hblli NOPT, onpeaensaetca B AaHHyto VLAN.

- vlan_id — ngeHtndmKaumoHHbii Homep VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport dotlq tunnel

MNepeBecTy NopT pexknum paboTbl ¢ BHewHUM VLAN-Terom. KomaHga
Mcnonb3yeTca ANA HacTponkn dyHKumumn Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN MoKHO 3a4aTb nepe-
yncneHmem 4Yepes 3anATyl0 MAM YKas3aTb HavyasibHOE U KOHeyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".
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switchport general allowed
vlan remove vian_list

Yaanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
no YMO4aHUIO

Lobasutb naeHtudpukatop VLAN nopta (PVID) gnsa OCHOBHOrMO MH-
Tepdelica.
-vlan_id — naeHTndmkaumoHHsii Homep VLAN nopTa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport ingress-filter

BKAOUNTL GUABTPALMIO BXOAALLMX MAKETOB Ha OCHOBE NPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecam dunbTpauma BKAOYEHA, M NAKeT

-/dunbtpaumn He BxoauT B rpynny VLAN ¢ npucBoeHHbIM NakeTy 3HavyeHnem VLAN
BKJIIOYEHA ID, To naKeT oTHpacbiBaeTc.
no switchport ingress-filter BbIKNOUNTb GUABTPALLMIO BXOAALLMX NAKETOB HA OCHOBE NPUCBOEH-
HOro um 3HayeHuns VLAN ID.
switchport acceptable-frame- -untaggedAndPrioritytagged - Ha nopTty paspewaetca npuem
type Jall TOJ/IbKO HEeTEernpoBaHHbIX ppenmos

{untaggedAndPrioritytagged |
tagged | all}

-tagged - TONIbKO TErMPOBaHHbIX
-all - nobbix dpeiimos

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NOpPTy

3anpetuTb gobaBneHme ykasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. inana3oH VLAN mo¥HO 3aaaTb nepe-
yncneHmem 4yepes 3anATyHO UKW yKa3aTb Havya/lbHOE U KOHeyHoe
3HauyeHuA ananasoHa yepes geduc "-".

PaspewwnTb AobaBneHne ykazaHHbix VLAN-nopty.

switchport protected

no switchport protected

MepeBOAMT NOPT B PEXUM U30NALUN BHYTPU FPyNMbl NOPTOB.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

port-isolation {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Co34aTb MAM Nepe3anncbiBaeT CYLLECTBYIOLWMIA CMIMCOK MOPTOB Ha
YKa3aHHbI HOBbIN.

port-isolation {add | remove}
{gigabitethernet gi_port |
fastethernet fa_port | port-

fa_port: (0/1..24);
gi_port: (0/1..24);

[lo6aBnTb CMMUCOK YyKa3aHHbIX MOPTOB K YKEe CyLecTByloLemy
CTUCKY.

channel group} group: (1..8)

switchport default-vlan tagged YCTaHOBWUTb NOPT Kak Ternpytowmii B aedontHol VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

tagged

switchport map protocols- group_id: HasHayaet VLAN ID nakeTtam, nonagatoLwmm B ykasaHHyto Group ID

group group-id vlan vian-id

no port protocol-vlan

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCcex
nopTrax

Ha 3TOM NopTy. PasHble NOPTbI OAHOW M TOW e rpynnbl MOTyT COOT-
BETCTBOBATb Pa3HbiMm VLAN.

Bbikntoyaet PBV Ha nopTy.

port mac-vlan

no port mac-vlan

-/OTKNIO4EHO

MepeBecTn NOPT B pexxknm paboTsl MBV.

OTKAtoUNTL pexkum MBVHa nHTepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

Ocyuwiecteanet HasHaveHue vlan-id gna macs-group.

OTMeHUTb HaszHadeHue vlan-id gns macs-group.

’ i Mpun coBmecTHo pabote port-isolation u port-protected gonkHo cobnogartbca npaBuno:

ANA 3aWULLEHHOrO ingress NopTa, B CNUCKe pa3spelléHHbIX, KomaHabl port-isolation,

He MOXeT 6bITb Apyroro 3aWMULLEHHOIO nopTa. 3710 nogpasymesaeT BO3MOXHOCTb Ae/1aTb
3aWMULLEHHBIMU egress nNopTbl B usonaumnm nam ingress nopT, HO He ingress n egress NopTbl

OAHOBpPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobaBneHnem meTkm 99 VLAN:

console#configure terminal
console (config) # interface gi 0/1
console (config-if) # switchport mode access
console (config-if) # switchport access vlan 99
console (config-if)# switchport dotlqg tunnel
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console (config) # interface gi 0/2
console (config-if) # switchport mode trunk

!

KnueHTcKuii nopt gna pabotbl Q-in-Q 06a3aTeIbHO A,0/1KeH BbITb B peXXume access.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUIypaLmm:

console (confiqg) #

Tabnunuya 48 — KomaHapl pexxknma rnobanbHoOM KoOHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
no ymosn4YaHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian in-
terface [gigabitethernet
gi_port | fastethernet fa_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

no mac-address-table static
unicast mac_add vlan vian

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

Lo6asnaeT ncxoaHoii MAC-agpec B Tabnumuy rpynnosoii agpeca-

.
-Permanent — gaHHbIi MAC-agpec ocTaeTtca B Tabavue agpeca-
Luumm nocne nepekatoYeHns cTaTyca MHTepodeiica;
-Deleteonreset — faHHbIN agpec yaannTca nocne nepesarpysku
YCTPOWCTBa;

-Deleteontimeout — gaHHbIV agpec yaanutcsa no Tamm-ayTty

Yaanser MAC-agpec 13 Tabanupl rpynnoBon agpecaunm

clear mac-address-table dy-
namic [interface {gigabitether-
net gi_port | fastethernet
fa_port} | vlan vian]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

YpoanseT guHaMuyYeckue 3anncu us Tabaunupbl rpynnoBoi agpeca-
umn.

KomaHObl pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 49 — KomaHap! pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show mac-address-table
address mac_addr

MpocmoTp Bcen Tabanupl MAC-agpecos

show mac-address-table count

MoKa3sbiBaeT KoANYecTBo 3anuceit B Tabnmue MAC-agpecos

show mac-address-table count
summary

pecos.

show mac-address-table
dynamic unicast

MoKasbliBaeT Tabauuy ¢ guHammuyeckumm MAC-agpecamu

show mac-address-table
interface [gigabitethernet
gi_port fastethernet fa_port]

fa_port: (0/1..24);
gi_port: (0/1..24)

MokasbiBaeT TabanLy MAC-agpecoB A/ yKazaHHOro uHTepdeiica

show mac-address-table static
unicast

MoKasblBaeT Tabaumuy co ctatuyeckumm MAC-agpecamu

show mac-address-table vlan
vlan

vlan_id: (1..4094);

MokasbiBaeT Tabamuy MAC-agpecos ana yKkasaHHoro VLAN

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoOmaHAHOM CTpoKM pexkmma Privileged EXEC:

console#
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Tabnmua 50 — KomaHapl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

show vlan R

Mokaszatb uHopmauuto no scem VLAN.

show vlan id vian_id vlan_id: (1..4094)

Moka3aTb MHOPMauUUto No KOHKpeTHoMy VLAN.

show vlan protocols-group -

MoKasbiBaeT MHPOPMALMIO O HACTPOEHHbIX FPYNMax U NPOTOKONAX.

show protocol-vlan

MNokasbiBaeT MHopmaumio o VLAN, COOTBETCTBYIOLWMX Tpynnam
NPOTOKO/1I0B HA pPa3HbIX NOPTax.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 51 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show interfaces switchport
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24)

MoKasaTb KOHOUIypaLuuio NopTa, rPyNMbl MOPTOB.

4.8 Selective Q-in-Q

[aHHas GyHKUMA NO3BONSAET HA OCHOBE CKOHOUIYPUPOBAHHbIX MNPaBUA GUALTPALMM NO HOMEpPaM
BHyTpeHHMX VLAN (Customer VLAN) npoussoguTb AobasneHune BHewHero SPVLAN (Service Provider’s

VLAN), nogmeHATb Customer VLAN.

[na ycTpoiicTBa co3aaeTcsa CNMCOK NPaBMA, Ha OCHOBaHMM KOTOPbIX byaeT 06pabaTbiBaThCA TPADUK.

Bua 3anpoca KOMaHAHOW CTPOKM perkMma KoHoUrypaumm nuHtepderica KoHourypaumm:

console# configure terminal

console (config) # interface{fastethernet fa port | gigabitethernet gi port | port-channel group|range/{..}}

console (config-if) #

Tabnnua 52 — KomaHabl perknma KoHourypaumm nHtepdeinca (anmanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

selective-qinq list ingress
override-vlan vian_id

vlan_id: (1..4094)
[ingress_vlaningress_vlan_id]

ingress_vlan_id:
(1..4094)

no selective-qinq list ingress
ingress-vlanvian_id

Co3aaet npaBuIo, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id Bxopsawero nakeTa byaeT 3ameHATbeA Ha vlan_id.

Yaansaer ykasaHHoe npasuno selective ging ana Bxoaalmx nake-
TOB.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan ingress_vian_id]
no selective-qinq list egress
ingress_vlan vian_id

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT NpaBnI0, Ha OCHOBaHWM KOTOPOTO BHELLHASN MeTKa
ingress_vlan_id ncxopauiero naketa 6yaer 3ameHATbes Ha vlian_id.

Ypansaert cnmcok npasun selective ging 4na Mcxoaawmx nakeTos.

selective-ginq list ingress add-
vlan vian_id
[ingress_vlaningress_vian_id]
no selective-qing list ingress
ingress-vlanvian_id

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3paeT NpaBMIO, Ha OCHOBAHUM KOTOPOro A/ TpaduKa ¢ BHeLU-
HeW meTKol ingress_vilan_id 6ynet nobaenatbca meTKa ¢ vian_id.

YpansaeT ykasaHHoe npasuno selective ging ana Bxoasawmx nake-
TOB.
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KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKK pexxkunma EXEC:

console#

Tabnunua 53 — KomaHab! perknma EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
1o yMoA4YaHuio

show selective-qinq OTobparkaeT CNUCOK NpaBua sqing
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

4.9 KOHTpO/ab LUMPOKOBELATE/IbHOIO «LWITOPMa»

LnpokoseLaTenbHbIn «wTopm» BO3HUKaeT BC/neAcTBue ypesmepHoro Ko/inyecrsa
LWMPOKOBELLATENbHbIX COODOLLEHN, O4HOBPEMEHHO MNepefaBaeMblX MO CETU 4Yepes OAMH MOoPT, YTO
NPUBOANT K Neperpyske pecypcoB CETU U MNOABAEHUIO 3adepKeK. «LUTopm» MOXKeT BO3HWMKHYTb Mpwu
Ha/ZIMYNKM «3aKONbLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTop u3mepseT CKOPOCTb MPUHMMAEMOro LIMPOKOBELLATE/IbHOrO, MHOrOaApecHoro u
HEM3BECTHOro 0A4HOAAPECHOr0 TPpaduKa ANA MOPTOB C BK/AOYEHHbIM KOHTPOJEM LUMPOKOBELLATENbHOMO
«LWITOPMa» M OTOPACLIBAET NAaKeTbl, €C/IM CKOPOCTb MPEBbILLAET 334aHHOE MaKCMMa ibHOE 3HadYeHme.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM B peXume rnobasibHon KoHbuUrypaumm:
console (confiqg) #

Tabnuua 54 — KomaHap! pexkuma rnobanbHoi KoHoUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aeiicmeue
no yMmoa4YaHuro
storm-control mode {kbps | YCcTaHOBUTb N106a/IbHO KaKne eaAnHNULbI U3MepPeHMa Heobxoaumo
pps} Jops MCMNONb30BaTh.
PP - pps - 06bem TpaduKa NaKeToOB B CEKYHAY
- kbps - 06bem TpaduKka KOUT B CEKYHAY

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buga 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabnunua 55 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3Ha4yeHue/3HayeHue

KomaHda Aeiicmeue
o ymon4aHuio
storm-control multicast level BK/1tOYAET KOHTPO/Ib MHOTOaAPecHoro TpaduKa:
{pps | kbps} - pps - 06bem TpaduKa NaKeToB B CEKYHAY
pps: (1..262142); - kbps - 06bem TpaduKka K6UT B CEKYHAY
kbps: (16..4194272) Mpu 06HapyKeHMn MHoroagpecHoro Tpaduka nHTepdelric moxer

6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anuch B XypHan co-
obLeHuii (trap).

no storm-control multicast

- BbIK/IO4AET KOHTPO/Ib MHOTOAAPECHOTO TpaduKa.
level {pps | kbps} p ap pad
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storm-control dif level {pps | BK/ItOYAET KOHTPO/Ib HEM3BECTHOIO OA4HOALPECHOTO TPadUKa.
kbps} - pps - 06bem TpaduKa NAKETOB B CEKYHAY
pps: (1..262142); - kbps - 06bem Tpadumka KOUT B cEKyHAY
kbps: (16..4194272) Mpn 06HapPYyKEHMM HEM3BECTHOTO OA4HOAAPECHOIO TPaduKa UHTEp-

deic moxeT 6bITb OTKAoYeH (shutdown) naun fobasneHa 3anuch B
KYpHan coobuweHunit (trap).

no storm-control dif level
- BbIKNOYAET KOHTPO/Ib 04HOAAPECHOTO TPadUKa.

{pps | kbps}
storm-control broadcast level BKtOYaET KOHTPO/Ib LUMPOKOBELLATENBHOTO TpaduKa.
{pps | kbps} - pps - 06bem TpadumKa NaKkeTos B CEKYHAY
pps: (1..262142); - kbps - 06bem TpaduKa KOUT B ceKyHAOY
kbps: (16..4194272) Mpw 06Hapy»KeHUM LWMPOKOBELLLATEIbHOTO TpaduKa MHTepdenc mo-

eT 6bITb oTKAtoUeH (shutdown) nam gobasneHa 3anucb B XKypHan
coobuieHuit (trap).

no storm-control broadcast

- BbIK/tOYaEeT KOHTPO/Ib LWMPOKOBELLATENbHOTO TpadmKa.
level {pps | kbps} p p I} pad

storm-control {multicast | dif | OTkAtoYaeT uHTepdeic npm obHapyKeHUM MHOroaAPecHOro, Hems-
broadcast} action shutdown i BECTHOIO 0AHOAAPECHOTO UV LIMPOKOBELLATENbHOTO TpaduKa.

no storm-control {multicast | OTMEHSAET OTK/IIOYEHUE MHTEPdEIca NPU 06HAPYKEHUU MHOroas-
dif | broadcast} action - PECHOro, HEM3BECTHOIO OAHOAAPECHOIO UW LIMPOKOBELLATENBHOIO
shutdown TpaduKa.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 56 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port | port-channel group]
storm-control

MoKasbiBaeT KOHPUIypaLmio GYHKLMN KOHTPOAA LWMPOKOBELLa-

fa_port: (0/1..24);
- TENbHOTO «LWTOPMa» A/ yKa3aHHOro nopTa, IMB0 BCeX NMOpTOB.

gi_port: (0/1..24);
group: (1..8)

Show storm-control - OTobparkaeT TEKYLLYIO HAaCTPOMKY eAUNHUL, U3MEPEHUA.

4.10 lpynnbi arperauyumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatoT nNoagep KKy rpynn arperayum KaHanos LAG B KOMYecTBe COrnacHo
Tabnuue 9 (cTpoka «Arperayusa KaHanos (LAG)»). Kaxgana rpynna nopToB AO/KHA COCTOATb U3 UHTepdelicoB
Ethernet c ogMHaKoBOW cCKOPOCTbIO, paboTatoLLmx B AynaeKCHOM pexunme. Ob6beamMHeHMe NOPTOB B rpynny
yBe/NMUMBAET MPOMNYCKHYHO CNocOoBHOCTb KaHajfa MmeKay B3aMMOAENCTBYIOWUMN YCTPOUCTBAMU U
NoBbILWAET OTKAa30yCTOMYMBOCTb. Fpynna NnopTos ABAAETCA ANA KOMMyTaTopa OAHMM JIOTMYECKUM NOPTOM.

YCTpoWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKasa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLLEM pa3aene
KOHUrypaumnm.

/ Ecan ana nnrepdeiica npousseaeHbl HACTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny caepyet
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

[obasneHune nHTepdelicos B rpynny arperaLMm KaHaNoB AOCTYNHO TO/IbKO B peXXmnme KoHbUrypauum
nHTepoelica Ethernet.
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Buz 3anpoca KOMaHAHOW CTPOKM B pexnume KoHdurypaumnmn nntepoeiica Ethernet:
console (config-if) #

Tabaunuya 57 — KomaHapl pexxnma koHdurypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
channel-group group mode {on group: (1..8); [ob6aBuTb ethernet-uHtepdeiic B rpynny nopTos.
| active | passive} mode: (on, active, .
no channel-group passive) Ypanute Ethernet-untepdelic n3 rpynnbsl nopTos.

KomaHObI pexcuma 2n10bas1bHoOU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (config) #

Tabnunuya 58 — KomaHapl pexknma rnobanbHOM KoOHOUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
port-channel load-balance 3agaeT mexaHu3sm 6anaHCMpPOBKKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNNbl arpernpoBaHHbIX NOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece n IP-agpece;
dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
src-ip} MAC-agpece;
- src-dest-ip — mexaHun3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-
-/src-dest-mac
agpece;
- src-dest-mac-ip-port — mexaH13m 6anaHCUPOBKM OCHOBbIBAETCA
Ha MAC-agpece, IP-agpece u TCP-nopTe HasHayeHus;
- dest-mac — mexaH13m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
afpece nony4yatens;
- dest-ip — mexaHM3m 6anaHCMPOBKKM OCHOBbIBaeTCA Ha IP-agpece
nony4yarens;
set port-channel enable BkatounTb paboTy LAG rnobanbHo Ha KommyTaTope
set port-channel disable OTKNtoUNTL paboTy LAG rnobanbHO Ha KoMmyTaTope
set port-channel independent- -/oTkntouEHO BKNOYMTb aBTOHOMHbIN pexknm paboTtbl LAG
mode enable
set port'-channel independent- BbIKNOUNTL aBTOHOMHbIN pexxunm paboTbl LAG
mode disable

4.10.1 Cmamuyeckue 2pynnol azpe2ayuu KaHanoe

dyHKuMel ctaTudeckux rpynn LAG sBnaetca o6begmHeHme HECKObKUX GU3NUYECKUX KaHaI0B B OAMH,
YTO MO3BO/AET YBEANYNTL NPOMYCKHYI0 CNOCOBHOCTb KaHana M MOBbICUTb €r0 OTKa30yCTOMUYMBOCTb. A
CTAaTUYECKUX rPYnn NPUOPUTET UCMOb30BaHNA KaHaN0B B 06beMHEHHOM MyYKe He 3a4aeTcs.

DOna BkaoueHnna paboTbl UHTepdeiica B cocTaBe CTaTUYECKOM rpynmnbl MCNOAb3YiiTe KOMAHAY
channel-group {group} mode on B pexume KOHPUrypaLMm COOTBETCTBYIOLLErO UHTEP-
deiica.
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4.10.2 Mpomokon azpezaayuu KaHanoe LACP

dyHKUuen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNEe HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/fo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETaAMMU.

Dna BKAoueHUa paboTbi

uHTepdenca no nportokony LACP wucnonb3ynte KomaHay

channel-group {group} mode active/passive B pe)xmme KOH}Urypauum coOOTBETCTBYIOLLErO

uMHTepdeinca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabanuya 59 — KomaHab! perkmma rnobanbHom KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YcTaHaBnAuBaeTt NPUOPUTET CUCTEMDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lacp system-identifier
mac_addr

No lacp system-identifier

YcTaHoBUTb id yyacTHMKa lacp

Yaanutb id yyacTHuKa lacp

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabanua 60 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YcTaHaBAMBAET aAMUHUCTPATMBHBIM TaMMayT npoTokoaa LACP:
- long — anutenbHoe Bpems TalimayTa;
- short — manoe Bpems TaitmayTa.

YcTaHaBAMBaeT 3HaAYeHue no YMOYaHUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 61 — KomaHabl pexknma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show lacp [neighbor |
counters]

MokasbiBaeT MHGOpMauuto o npotokose LACP.

show etherchannel summary

MpocmoTp Hopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nHdopmaumm o LAG.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu 63




HELTEX

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcMposku LAG.

show etherchannel protocol _

MpocmoTp npoTokona LAG.

show etherchannel port -

MpocmoTp MHOpMaummn o nopTtax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.

MNpumep HacTPOMKMU:

console (config)# set port-channel enable
console (config)# interface port-channel I

console (config-if)# no shutdown

console (config) # interface range fa 0/1-2
console (config-if-range)# no shutdown
console (config-if-range) # channel-group I mode active

(
(
(
console (config-if) # exit
(
(
(

4.11 HacrtpoiKa IPv4-agpecauum

B paHHOM pasgene onucaHbl KOMaHabl Ans

HaCTPOMKM CTaTUYECKUX NapameTpos IP-agpecauunn,

TaKux Kak IP-agpec, macka nogceTu, W3 No YMOIYaAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnvua 62 — KomaHap! pexkuma KoHpurypaumm nntepderica

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

ip address ip_address

prefix_length prefix_length: (8..32)

HasHayeHue 3agaHHoOMy nHTepdelicy IP-aapeca n macku nogceTu.

no ip address [/P_address]

Yaanenue IP-agpeca nHtepdelica.

ip address dhcp

MNonyyeHwne IP-agpeca ot DHCP-cepsepa.

no ip address dhcp

3anpeT ncnonb3oBaHuA npotokona DHCP gna nonyyeHns IP-
agpeca ot DHCP-cepsepa.

No-ymonuanuio, uHtepdeiicol Vlan Haxogatca B coctoaHnm Admin down. Mpusectu B co-

KomaHOwb! pexcuma EXEC

crosaHue Admin Up nx MOXKHO KOMaHAOW no shutdown.

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:

console>

Tabnunua 63 — KomaHapl pexknma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa

Aelicmeue

show ip interface vlan vian_id vian,_ id: (1..4094)

Moka3sbiBaeT KOHPUrypaumto IP-agpecaummn ana yKasaHHOTO UH-
Tepodelica.
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4.12 HacTpoiika IPv6-agpecauumn

4.12.1 lpomokon IPv6

KommyTaTopbl noaaepKmMBatoT paboTy no npoTokony IPv6, 4To ABnfeTcA 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKoA IPv6 paspaboTaH gnsa Toro, 4Tobbl B 6yAyLLEM NOJAHOCTBIO 3aMEHUTb agpecaLmio NPOTOKoAa
IPv4. Mo cpaBHeHUto ¢ IPv4 npoTokon IPv6 nmeeT pacluMpeHHoe agpecHoe NpocTpaHCcTBo — 128 6ut sBmecTo
32. Agpec IPv6 npeactaBnaet coboint 8 610KOB, pasaeneHHbIX ABOETOYMEM, B Kaxaom 61oke 16 6uT,
3aMNMCaHHbIX B BUAE YeTbipex WecTHaAUATEPUYHbIX YMCe.

Momnmo ysenunueHmMAa agpecHoro MNPoOCTPaHCTBa NPOTOKOA [IPV6 umeeT unepapxmyecKkyto cxemy
agpecauun, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabauuy MmaplipytMsauuu, npu 3Tom
3 PeKTMBHOCTb PaboTbl MapLLPYTM3aTOPa NOBLILAETCA 33 CHET MEXaHM3Ma 0BHapYKeHMA coceaHUX Y310B.

V Ecan 3HaueHMe rpynnbl UAKM HECKONbKUX FPyNn noapAaAa B aapece nportokona IPv6 pasHoO
Hynto — 0000, TOo paHHble rpynnbl MoOryT ObiTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb coKpaweH ao FE40::AD21:FE43.
CoKpalleHuUIo He MoryT 6biTb NOABEepPrHyTbl 2 pasaeneHHble Hys1eBble rpynnbl U3-3a BO3HUK-
HOBEHUA HEOAHO3HAYHOCTHU.

V EUI-64 - 310 naeHtudumkaTop, co3gaHHblit Ha 6ase MAC-agpeca uHtepdeiica, ABnatowmninca
: 64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.12.2 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®yHKumMA IPv6 RA Guard npeaocTtaBnseT 3alMTy OT aTaK, OCHOBaHHbIX Ha paccblike nogaebHbixX na-
KeToB Router Advertisement, paspeluan OTCbIIKY COOBLLEHUI TONbKO C 40BEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma rinobanbHoro KOHPUryprmpoBaHumsa:

console (config) #

Tabauua 64 — KomaHabl pexkuma rnobanbHOro KoHGUrypmupoBaHms

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ipv6 nd ra-guard enable Pa3spelwaeT KoMmMyTaToOpy KOHTPOAMPOBaHME MOCPEACTBOM
-/BbIKAOYEH byHKumK IPv6 RA guard.
no ipv6 nd ra-guard enable BbikntoueHne PpyHKLmMuM IPv6 RA guard.
ipv6 nd ra-guard policy pol- Co3aaTb U cKOHPUrypuposaTb policy IPv6 RA guard.
/cy_./d . policy_id: (1..65535) -
no ipv6 nd ra-guard policy Yaanuts policy IPv6 RA guard.
policy_id
ipv6 rag-acl-list ac- Co3paert 3anucb B cnucke goctyna RA Guard Ha ocHose link
cess_list_num seq se- layer agpeca
gmac_addr access_list_num:
(1..65535);
no ipvé6 rag-acl-list ac- seq: (1..5)
cess_list_num seq se- Ypansaet 3anuce B cnucke goctyna RA Guard
gmac_addr
ipv6 rag-prefix-list list_id seq Co3paert 3anucb B cnucke goctyna RA Guard Ha ocHose IPv6
seq prefix prefix: (2000::1/64) npedukca
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no ipv6 rag-prefix-list list_id
seq seq prefix

Ypansaer 3anuco B cnvcke goctyna RA Guard

KomaHObI pexcuma 2106asa6H020 KOHpuU2ypuposaHus policy IPv6 RA Guard

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma KoHopurypuposaHusa policy IPv6 RA Guard:

console (config-ragqg) #

Tabaunuya 65 — KomaHapl pexxnuma koHourypuposaHua policy IPv6 RA guard

3HayeHue/3Ha4yeHue no

dium | high | none}

KomaHda Aelicmeue
yMoAn4YaHuro
device-role {host | router} Bbibop pexvma paboTbl nopTa.
_/host - host — 610KMpoBKa Bcex Bxoaawmx RA-coobuweHnit;

- router — punbTpaumns RA-coobeHnin B COOTBETCTBUM C

HACTPOEHHbIMU NPaBUNAMU.
other-config flag { on | off | Ynpasnate O-6uTom B RA-co0bLIEHUAX
none} -/none
managed-config flag{ on | off Ynpasnate M-6utom B RA-coobLeHnax
| none} -/none
router-preference {low | me- _/none Ynpaenatb nonem router-preference 8 RA-coobieHmnax

match rag-acl-list ac/_num

acl_num: (1..100)

no match rag-acl-list ac/_num

OcyuiectsnaeT npmsAasky acl K policy IPv6 RA guard

YpansaeT npusasky acl k policy IPv6 RA guard

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuwecTtnsaet ¢punbtpaymo coobuwenunin IPvé RA guard no-
npeduKkcy

YaanaeT opunbtpaunto no npedukcy IPv6 RA Guard

match rag-src-ipv6-list
ipv6_prefix_id

no match rag-src-ipv6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcyuiectenaeT ¢unbTpaumio coobueruii IPv6 RA guard no
IPv6-npedukcy

Ypanaetr ¢unbtpaumto coobuweHnin IPv6 RA Guard no IPv6-
npedpukcy

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHGUrypupoBaHua nHTepdeliica:

console

(config-if) #

Tabanua 66 — KomaHapl pexknma KoHourypuposaHua nHtepdenca Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BblK/IIOYEH

PaspeliaeT KOMMyTaTOpy KOHTpoMpoBaHMe GyHKuum IPv6 RA
guard Ha uHTepodeiice.

BobikntoueHue ¢yHKumK IPv6 RA guard Ha nHTepdeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHuio Bce NopTbl
ABnaTCA untrusted

[ob6aBnseT NopT B CNUCOK LLOBEPEHHBIX.

YpaneHnve nopta us trusted-list

ipv6 nd ra-guard attach-
policy policy_id

no ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpwuBasaTb cKOHdUrypupoBaHHbIi policy IPv6 RA guard K uH-
Tepdelicy

Yaanuts policy IPv6 RA Guard Ha nHTepdelice
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4.13 HacTtpoiika NnpoTOKONOB

4.13.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus afpecoB) — NPOTOKOA KaHa/lbHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAEpPrKaLLLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 67 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
fa_port: (0/1-24)
gi_port: (0/1..24);
group: (1..8)
vlan_id: (1..4094)

[ob6asnaeT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabnnuy ARP gna ykazaHHoro B KomaHze nHTepdeiica.

- ip_address — IP-agpec;

- hw_address - MAC-aapec.

Ypanaet cratmyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpauBaeT Bpems KM3HM AMHAMMYECKMX 3anuceit B Tabauue
ARP (cek).

YcTaHaBAMBaeT 3HAYEHNE NO YMOHAHUIO.

clearip arp

Ypanset Bce guHammyeckume 3anucu n3 ARP-Tabaumubl (KomaHga
[OCTYMHA TONbKO A/18 NPUBUIETMPOBAHHOIO NO/b30BaTeNs).

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnuya 68 — KomaHabl perxknma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MokasbiBaeT 3anucn ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; déunbTp no MAC-agpecy; dpunbTp No nHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

[MoKa3blBaeT TEKYLLYIO CTaTUCTUKY NPOTOKOA arp

4.13.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

,ﬂ,aHHblﬁ MEXaHU3M NO3BONAET YCTpOﬁCTBy OTCNEXNBATb 3aKO/IbLUOBaHHbIE NOPTbI. MNeTtna Ha nopTty
O6Ha|OY)'KMBaeTCFi I'IYTéM OTCbIJTKM KOMMYTAaTOpPOM d)peﬁN\a Ccagpecom Ha3HaveHuA, cosnagakowimm Cc OgHUM

13 MAC-agpecoB yCcTpPoOMncTBa.
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KomaHObI pexcuma 2106as1bHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabaunuya 69 — KomaHabl pexknma rnobanbHOM KOHOUrypaumm

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmeue

shutdown loopback-detection

-/no shutdown

no shutdown loopback-
detection

OTkAtounTb paboty moayns loopback-detection Ha ycTpolicTse.

’ [aHHasa KomaHAa oTKAtovaeT paboty moaynsa loopback-

L detection c 6e3B03BpaTHbIM yAaneHMEM BCeX HAaCTPOeK
6n0oka LBD.

BkntounTb paboty loopback-detection Ha ycTpoiicTae.

V Komanpaa no YMON4YAHUIO BK/IKOYEHa.

loopback-detection enable

- -/BbIKOYEHO
no loopback-detection enable

Bk/itouaeT mexaHU3m o6Hapy>Keva neTtesb 4N1A KOMMYTaTOpPa.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

loopback-detection interval
P seconds: (1..60)/30

YcTaHaBaunBaeT nHTepBan mexay loopback-pperimamu.

mac_address

seconds - seconds — nHTepBan BpemeHn mexay LBD ppelimamu.

no loopback-detection interval CeRYRA BoccTaHaBnvBaeT 3HaYeHMe No YMOAYaHUIO

loopback-detection Onpegensetr MAC-aapec HasHauyeHu s, yKasaHHbIli B LDB-¢ppeime.
destination-address N iR i Mo ymonuanuio MAC-agipec HasHauYeHMA LWMPOKOBeLLa-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

Buga 3anpoca KOMaHAHOM CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure terminal

console (config) # interface {gigabitethernet gi port | fastethernet fa port

| port-channel group}
console (config-if) #

Tabnvua 70 — KomaHabl pexknma KoHdurypauumn nHtepdeiica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

loopback-detection enable

-/BbIK/IIOYEH

no loopback-detection enable

BKkntoyaeT mexaHn3m obHapyKeHMA neTesb Ha NOPTy

BoccTaHaBnmBaeT 3HaYeHue no yMmoOn4aHuUto

KomaHOwb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 71 — KomaHapl pexknma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aelicmeue

show loopback-detection
[gigabitethernet gi_port |
fastethernet fa_port |
statistics]

gi_port: (0/1..24);
fa_port: (0/1..24)

OTobparkaeT coctoaHne mexaHmama loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKAIO4EHO

BK/OUYUTL OTNPaBKy coobLeHnit no cobbituam loopback-detec-
tion.
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4.13.3 Cemelicmeo npomokonos STP (STP, RSTP, MSTP)

OcHoBHoOW 3aaaveit npotokosa STP (Spanning Tree Protocol) Aasnsietca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMU K APEBOBUAHON TOMONOrMKN, UCKAOUAIOLEN LMKAbI NakeTos. KommyTaTopbl
0bmeHMBalOTCA KOHPUIYPaLMOHHbIMM COOBLLEHMAMM, MCMOAb3yA Kadpbl chneunasnbHoro ¢opmaTta, U
BbIBOPOYUHO BKOYAIOT U OTKAKOYAKOT Nepeaady Ha nopThbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBAHMEM MpOTOKosa STP, xapaKkTepusyetca
MEHbLWNM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOIMM U UMeeT 6osiee BbICOKYHO
YCTONYMUBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetcs Haubonee coBpemeHHoOM peanusaumen STP,
nogaeprkmpatoweir umcnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA SK3EMNAAPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBUCMMOCTM OT umcna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMnaap MOKEeT coaepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKkona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencreyrowmx no MSTP, onxKHbl 6bITb 0AMHAKOBO
CKOHOUTrypupoBaHbl rpynnbl VLAN.

V MakcMmanbHO aonycTtumoe Koam4vectso sksemnaapos MSTP — 64.

4.13.3.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 72 — KomaHab! perkmma rnobanbHom KoHGUrypauum

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4yaHuro

KomaHoa

spanning-tree PaspeluaeT MCMNONb30BaHME KOMMYTaTOPOM NpoToKoaa STP.

- -/BKOYEHO
no spanning-tree 3anpeLyaeT MCNo/b30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode { rst | YcTaHaBAMBaET peXKMm paboTbl npoTokona STP:
mst} _/MSTP - rst — [EEE 802.1W Rapid Spanning Tree Protocol;
- mst — |IEEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAWBAET 3HAaYeHME N0 YMOMYAHMIO.
spanning-tree forward-time YcTaHaBAWBaeT MHTEPBaN BPEMEHMU, 3aTpauymMBaeMblii Ha MPOCAYLLIM-
seconds BaHWe U U3y4eHMe COCTOAHUI nepes NepekntoyeHnem B COCTOSHME
seconds: (4..30)/15 cek nepeaaqu.
no spanning-tree YcTaHaBAMBaET 3HaYEHME NO YMONYAHMIO.
forward-time
spanning-tree hello-time YcTaHaBAWBaET MHTEPBA/ BPEMEHW MEXKAY Nepeaadamm LNMPOKoBe-
seconds LaTenbHbIX coobueHnin «Hello» K B3anmoaencTBy oMM KOMMYyTa-
seconds: (1..2)/2 cek
TOpam.
no spanning-tree hello-time YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
spanning-tree max-age YcTaHaBAMBaET BPeMs U3HU cBasylowero gepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAWBaET 3HaYeHMe N0 YMOYaHMIO.

spanning-tree priority HactpansaeT npuoputeT cBasytouwero gepesa STP.

. rior_val:
prior_val 0 6p1440_)/32768 3HayeHue npuopuTeTa A0KHO 6bITb KpaTHO 4096.
no spanning-tree priority v YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.
spanning-tree pathcost BK/tOYaeT AUHaMMUYECKOE onpeaeneHne LeHHOCTU NyTu.

-lag-speed — onpeseneHune LeHHOCTU NYTU ByAET BbIYUCAATLCA NPU
M3meHeHuu ckopoctn LAG

dynamic [lag-speed] /BbIKAOuEHO

no spanning-tree pathcost YcTaHaBAMBaeT 3Ha4YeHUe No YMOIHaHUIO.

spanning-tree compatibility Bepcua coBmectumoctn STP

-/BKAOYEHO
{mst | rst | stp} /
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no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHuMe no YMON4YaHUIKO

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe KOAMYECTBO tcn, MPY KOTOPOM 3anycKaeTca Talimep, Ko-
TOpbI paBeH 3HayeHuto flush-interval

OTMeHUTb noporosoe 3Ha4yeHune

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HAYeHMEe WHTepBasa, Mocjie KOTOpPOro npousonaéT
flash MAC-Tabanupl nocae nonyyeHus tcn

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

370 3HaYeHMe YKa3biBaeT MaKCMMa/IbHOE KOJIMYECTBO MaKeTos, KO-
TOpble MOryT BbITb OTMPaB/ieHbl B 3a4aHHbIA UHTEPBAN BPeMeHU
hello-time.

OTMEHUTb HaCTPOIKY OrpaHMYeHUA NakeTos B MHTepBan hello-time

spanning-tree pathcost
method {long|short}

no spanning-tree pathcost
method

-/long

YcTaHaBAnBaeT MeToA onpeneneHns LeHHOCTU NyTu.
- long— 3HauyeHue yeHHocTN B AnanasoHe 1..200000000;
- short — 3HauyeHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

Mpu 3aaanum STP napameTpos forward-time, hello-time, max-age Heo6xoaMmo BbinonHeHUne

e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnvua 73 — KomaHap! pexkuma KoHdurypaumm nHtepdeliica Ethernet, rpynnsl noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

spanning-tree disable

3anpewaet paboTy npoTokona STP Ha KOHOUTYpUpyemMOM UHTep-
delice.

- - -/paspelueHo
no spanning-tree disable /pasp PaspewaeT paboty npotokona STP Ha KOHOUTypMpyemom MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbIN HTepdeiic.
' - cost — LLeHHOCTb NyTw.
- (1..200000000)/cm. . Y
no spanning-tree cost a6y 74 YcTaHaBMBaET 3HayYeHWe, onpeaenaeMoe Ha OCHOBAHWMN CKOPOCTU

nopTa U MeToAa onpeseneHuns LeHHOCTU NyTH, cM.Tabauuy 74

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAnBaeT npuopuTeT MHTepdeiica B ceasytowem gepese STP.

V 3HauyeHuMe npuopuTeTa AO0MKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BKAtOYaET peXKMM, B KOTOPOM MOPT MPU MOAHATUM HA HEM ANHKA
Cpasy CTaHOBWUTCA B COCTOAHME Mepefayu, He AOXKMAAACL UcTeye-
HUA Talimepa.

BbIKNtOYaeT pexxmMm MOMEHTaIbHOro nepexoa B COCTOAHUE nepe-
Aa4n No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeweHo

PaspellaeT 3aluTy, BbIK/IOYAIOLWYIO YKa3aHHbIN MHTepdeic npu
npueme naketos BPDU.

3anpeLaeT 3aW Ty, BbIK/IOYAIOLLYI0 UHTEPdENC NpK NPUEME NaKe-
ToB BPDU.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BK/tOYaeT 3aWmUTy «KOPHA» ANA BCeX CBA3YHOLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaeT UHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — Bk/toyaeT Ha nHTepdelice 4ONONHUTENbHYIO 3aLLMTY OT ne-
Tenb. B cayvae, ecnam nHTepdeiic HaxoAMTCA B COCTOAHUM, OTANY-
Hom oT Designated u npu sTom nepecrtaet nony4yate BPDU, uHtep-
deiic bnokupyertcs;

- none — oTK/oYaeT Bce Guard-pyHKLMU Ha UHTepdelice.

Mcnonb3oBath r106abHY0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspelaeT 3aWwuTy, BbIK/IHOYaOLLYIO MHTEpdENC Npy Npuéme nake-
TOoB BPDU.

3anpeLuaeT 3aLlmTy, BbIK/IHOYAKOLLY0 MHTepdelic Npu Npuéme nake-
To8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/BNA pynnexkcHoro
nopTa «TOYKa-TOYKaY,
AnAa nonyaynnekcHoro

— «Pa3BETBNAEHHbIN»

YcTtaHaBauBaeT npotokon RSTP B nepeaatouiee coctoaHue u onpe-
AenaeT TMN cBA3M A1 BbIbBpaHHOro nopra:

- point-to-point — Touka-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeuwaeT npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c dnarom TCN.

spanning-tree bpdufilter
{disable | enable | | none}

OnpeaenseT pexknm paboTbl BPDU filtering Ha nHTepdeiice.

-/disabled
no spanning-tree bpdufilter YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMUIO.
spanning-tree auto-edge BK/IlOUMTL aBTOMATMUYECKOE ONpeaeneHmne KAMEHTCKUX NOPTOoB.
no spanning-tree auto-edge -/BrIO4EHO BbIK/OYMTL aBTOMATMYECKOE ONpeaeneHne KAMEHTCKMX NoPTOoB..
spanning-tree {bpdu-receive | Bk/touaeT pexkum npuéma u/mau nepegaduu Ha uHtepdeiice.
bpdu-transmit} enable
-/BKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKkNtouaeT pexkum npuéma n/mam nepegayu Ha uHtepdeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/OYEHO

Ha3HaunTb NOPT KaK W03 2 yPOBHA.
/1 Spanning-tree Ha AaHHOM NOPTY AO/MKeH 6biTb B cocTOA-

Huwm disabled
OTMEHWTb HAaCTPOMKY

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HactpouTb npuoputet gna pseudoRoot Ha nHTepdeiice.

OTMEHUTb HacTPOIKY

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtounTb Ha MHTepdelice GYHKUMIO 3aLMTbl OT aTak.

OTKNOYNTL Ha UHTepdelice GYHKUMIO 3aLWMTbI OT aTak.

Tabanua 74 — CTOMMOCTb NyTW, YCTaHOB/IEHHAA MO YMOAYaHUIo (spanning-tree cost)

Memod onpedeneHus

Unmepdpeliic yeHHoCcmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnunua 75 — KomaHapl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HavyeHue
no ymon4yaHuro

Aelicmeue

show spanning-tree
interface[gigabitethernet
gi_port | fastethernet fa_port
| port-channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MokasbiBaeT coctoaHMe npoTokona STP Ha uHTepdodelice.

show spanning-tree detail

MoKa3sbiBaeT NoapobHyo MHGOPMALLMIO O HACTPOMKax NPOTOKOA
STP.

show spanning-tree active
[detail]

MoKa3sbiBaeT MHGOPMALUIO O COCTOSIHUM O HAacTpoMKax STP Ha ak-
TMBHbIX MOPTax

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OtobparkaeT HacTpoliku STP Ha bridge

show spanning-tree layer2-
gateway-port

OTo6parkaeT HACTPOMKM LLI03a 2 YPOBHA

show spanning-tree pathcost
method

OtobparkaeT metoa onpeaeneHnua CTOMMOCTU NyTK

show spanning-tree root

OTobparkaeT root B Tononoruu STP

show spanning-tree summary

OTobparkaeT cocTosiHMe NPoToKona STP OTHOCUTENbHO UHTepdEi-
coB

4.13.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXkMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnunua 76 — KomaHapl pexknma rnobanbHOM KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT npuoputeT ANA AAaHHOFO KOMMyTaTopa nepej,
OCTaNbHbIMW, UCMONB3YHOLWMMK 06WMIA 3K3emnnap MSTP.

- instance_id — aksemnnap MST;

- priority — npuopuTeT KOMMyTaTOpAa.

V 3HaueHuMe NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YcTaHaBAMBaeT MaKCMMaabHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB
ana naketa BPDU, Heobxoaumbix oA GOpMUPOBaHUA aepesa w
yaeprKaHua nHpopmaumm o ero ctpoeHnn. Ecam naket yxke npowen
MaKCMMaibHOE KOJIMYECTBO TPAH3UTHbIX y4aCTKOB, TO Ha Creayto-
LLem yyacTKe OH oTbpacbiBaeTca.

- hop_count — makcMManbHOE KOIMYECTBO TPAH3WUTHbIX Y4aCTKOB
ana naketa BPDU.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxnum KoHdurypauum npoTokosia MSTP.

KomaHObI pexcuma KoHgua2ypayuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B penume KoHurypaumm npotokosna MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #
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Tabnuua 77 — KomaHApl pexkuma KoHourypauum npotokona MSTP

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

Co3paeT COOTBETCTBME MEXAY dK3emnaapom npotokona MSTP u
rpynnamm VLAN.

- instance-id — ngeHTMdMKaTop sk3emnnapa npotokosna MSTP;

- vlan-range — Homep rpynnbi VLAN.

instance instance_id vlan

vlan_range
instance_id:(1..63);

vlan_range: (1..4094)

Ypanaet COOTBETCTBME MeXAY dK3eMnaAapom npoTokona MSTP wm
rpynnamm VLAN.

no instance instance_id vlan
vlan_range

3apaeT umsa KoHourypaumm MST.
- string — ma KoH$urypaumm MST.

name string
string: (1..32) cumBona

no name Ypanset uma KoHdpurypauym MST.

revision value 3afaeT Homep peBu3nn KoHourypauum MST.

value: (0..65535)/0 - value — Homep peBn3nm KoHdUrypauumn MST.

no revision YcTaHaBAMBaET 3HayeHue No ymondauuio (value).

exit Bbixog, 13 pexunma KoHpurypaumm npotokona MSTP c coxpaHe-
HUeM KoOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 78 — KomaHapl pexxmma KoHourypauum nHtepdeiica Ethernet, rpynnbsi noptos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BKAtoyaeT 3aWmTy «KOPHA» ANA BCeX CBA3YyHOWMX aepesbes STP Bbl-
6paHHoro nopta. JaHHaa 3alwmTa 3anpewaer uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpa.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAuBaeT npuopuTeT nHTepdeiica B aksemnnspe MSTP.
- instance-id — ugeHTMdMKaTop a3K3emnnnapa npoTokosa MSTP;
- priority — npuopuTeT nHTepdeica.

V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LLEHHOCTb MyTH Yepes BblbpaHHbIN MHTepdenc ana
onpeaeneHHOro sksemnaspa npotokona MSTP.

- instance-id — naeHTUOMKaTOpP 3K3emnaApa npoTokona MSTP.

- cost — LLeHHOCTb NyTU.

YcTaHaBAMBaeT 3HaYeHUe, onpeaensiemoe Ha OCHOBaHWUM CKOPOCTU
nopTa U MeToZa onpeaeneHns LeHHOCTU NyTn, cM. Tabanuy 74

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpUOPUTET UHTepdelica B KOPHEBOM CBA3YIOLWEM
pepese MSTP.

V 3HaueHue NpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree mst instance_id
pseudoroot priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHasauBaeT npuoputeT pseudoroot B sksemnaspe MSTP.

no spanning-tree mst
instance_id pseudoroot

instance_id: (1..63)

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnunuya 79 — KomaHapl pexknma EXEC

KomaHoa 3HayeHue/3HayeHue Aeiicmeue
no ymoa4aHuro

show spanning-tree MokasbiBaeT KoHbUrypauuio npotokona STP.
[gigabitethernet gi_port |
fastethernet fa_portport-

channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

show spanning-tree detail MokasbiBaeT NoApobHY0 MHPOPMALMIO O HACTPOMKE MPOTOKONA

instance_id: (1..4094)

STP.
show spanning-tree mst MokasbiBaeT MHGOPMALMIO O CKOHOUTYPMPOBAHHbLIX IK3emMnAApax
configuration ) MSTP.
clear spanning-tree detected MepesanyckaeT npouecc MMrpaunmn NpoTokoaa. 3aHOBO MPOMUCXO-
protocols {interface gi_port: (0/1..24); OMT NpocYéT aepesa STP.
{fastethernet fa_port | fa_port: (0/1..24);
gigabitethernet gi_port | port- group: (1..8)

channel group}}

4.13.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

dyHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CAyXebHble NakeTbl pa3nYHbIX
L2-npoTokonos (PDU) yuepes ceTb NpoBainaepa, YTo NO3BONAET KMPO3PaYHO» CBA3ATb KNMEHTCKME CErMEHTbI
cetn.

L2PT uHkancynupyet PDU Ha rpaHMY4HOM KOMMYyTaTope, MepedaeT WUX Ha APYroh rpaHuYHbIN
KOMMYTaTOpP, KOTOPbI OXKMAAET CreunanbHble MHKAMNCYIMPOBaHHbIe Kaapbl, @ 3aTeM AeKancyaupyeT ux,
4YTO NO3BONAET NO/Ib30BATENAM NepesaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOWM CTPOKM B pexknume KoHpuUrypaumnm nHtepoericos Ethernet:
console (config-if) #

Tabanua 80— KomaHAabl pexnma KoHpurypaumm nHtepoeiica Ethernet

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
12protocol-tunnel {stp | lacp BKAtoueHWe perkMma MHKancynaumm naketos 8 STP BPDU
| lidp | isis-11 | isis-12 | fctl }
no I2protocol-tunnel {stp | -/BbIKAOYEHO BbikntoueHne pexuma nHkancyaaumm naketos 8 STP BPDU
lacp | lidp | isis-11 | isis-12 |
fctl }

4.13.5 Hacmpoiika npomokona LLDP

OcHoBHOM ¢yHKumMen npotoKkosa Link Layer Discovery Protocol (LLDP) sasnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmaumsa, cobpaHHas nocpeacTsom
npoTtokona LLDP, HakanauBaeTcs B yCTPOMCTBAX M MOKET ObITb 3aMpoLLeHa YNPaBAsioWMM KOMMNbIOTEPOM
no npotokony SNMP. Takum o6pa3om, Ha OCHOBaHMM cobpaHHOW MHOpPMaLMK, Ha YNPaBAAIOLWEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOJIOMUS CETH.

KommyTaTopbl noAfepXMBaloT nepegayvy Kak CTaHAAPTHbIX NapameTpoB, TaK M OMUMOHA/bHbIX,
TaKUX KaK:

—  WMSA YCTPOWCTBA M €ro onmncaHue;
— MM NOpTa U ero onucaHue;

—  uHpopmauma o MAC/PHY;

- UT.A
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOm KOHOUIypaumm:
console (confiqg) #

Tabanuya 81 — KomaHab! perkmma rnobanbHomM KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspelwaeT KommyTaToOpy UCNoab30BaHMe npoTokona LLDP.

3anpeLLaeT KOMMYTAaTOPY UCNONb30BaHWe NpoTokona LLDP.

set lldp management-address
{ipva ipv4_address | ipv6
ipbv6_address}

-/ynpasnsiowmit agpec

OnpeaenseT ynpasasaoLNN agpec Ha YCTPOMCTBE.
- ip_address — 3apaeTca ctatudeckuii IP-agpec;
/  Bcnyuae Hannuma Heckonbkux IP-appecos cucrema BbI6K-

onpegensetca paeT HayanbHbIi IP-agpec U3 AnanasoHa AMHAMUYECKUX
aBTOMaTUYECKM IP-agpecoB. Ecnu AuHamuueckue agpeca OTCYTCTBYIOT, TO CU-
cTema Bbl6MpaeT HauanbHbIN IP-agpec U3 gManasoHa BO3MOXKHbIX
cratnyeckumx IP-aapecos.
set lldp version {v1 | v2} /vl 3agaTb Bepcuio npotokona LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopblit byayT oTcblaatbes lldp-ppelimol.
- lldp-dbpeiimbl Tak ke byayT Ay6AMpoBaTbCca Ha CTaHAApPTHbIA MAC-
agpec.
lidp lidpdu flooding /filtering YCTaHOBUTb peXxum ¢unbTpaumm naketos LLDP BPDU

lidp lidpdu filtering

YCTaHOBWTb 3HaY€HNE N0 YMOAYAHUIO

lldp chassis-id-subtype type

lldp chassis-id-subtype mac-
addr

-/mac-address

3apaTb chassis-id-subtype ans lldp-ppeinma.

BepHyTb K 3HaYEHUIO NO YMONYAHUIO

lldp reinitialization-delay
delay

delay: (1..10)/2

YcTaHaBAMBaET 334€PKKY NOBTOPHOW MHULMANN3aUMK (Bpema 3a-
OEPXKKU, BbiNosHAeMmoe LLDP ana noBTOPHON MHMUMANU3aLmMm Ha
nobom nHtepoelice).
YT06bl OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb
V 3HauyeHUe No yMO/IYaHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHaBnvBaeT HTepBan nepegaun lidp -ppeimos.
V Y106bl OTMEHUTb HACTPONKY HEO06X0AMMO BbICTAaBUTb
3HauYeHue No YMONHYaHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YcTaHaBMBaeT MaKCMMabHYHO CKOPOCTb Nepeaaun lldp-dpelimos.
Seconds — nepuos BpPeMeHU B TeYeHWM KOTOPOro YCTPOMCTBO
MOKeT OTnpasBuTb He bosiee ogHoro ¢ppeima.
V YT06bl OTMEHUTb HACTPOIKYy HeobXoAMMO BbICTaBUTb
3HauyeHMe No YMONYaHUIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MMHUMAJIbHYIO OAUTENbHOCTb 3aZlePXKKNU, MeXKay no-
cnepoBatesibHbIMK Kaapamu LLDP.
YTto6bl OTMEHUTb HACTPOIKY Heob6XoAMMO BbICTaBUTb
V 3HauYeHue No YMOIYaHUIO.

lldp txCreditmax value

YcTaHasauBaeT 3HadYeHue Credit Max (MaKCMMaJ’IbHOG KOo/n4yecTteso

value: (1..10) nocnenosatenbHbix LLDPDU, KoTopble MOryT 6biTb NepesaHbl B /1to-
60e Bpemsn)
lldp txFastlnit value value: (1..8) YCTaHOBWTbL YMCNIO MaKeToB, KOTopoe ByayT OTNpaBAsTbCA B ne-

puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B perxume KoHdurypaumm nHtepdeincos Ethernet:

console (config-if) #

Tabnnua 82 — KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHda

3agatb MAC-agpec, Ha Kotopbli byayTt otcbiiatbea lldp-

dpenmbl.

lidp dest-mac mac_address
-/BbIK/IIOYEHO
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lidp dest-mac mac_address

Yoanute MAC-agpec, Ha KoTopbiii 6yayT otcbinatbes lldp-
bpenmbl.

lldp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

PaspewaeT nepepgayvy naketos no npoTtokony LLDP Ha uHTep-
deiice.

3anpewaeT nepegadyy naketos nNo NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan}

no lildp med-app-type type

HasHauaet npasuno network-policy gaHHomy nntepdelicy.

YpanuTtb npasuo.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location

-/BbIK/IIOYEHO

3aZaeT MeCTONONOMXKEHME YCTPOMCTBA A1a NpoToKona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

-coordinate — agpec B cucTeme KoopAmMHaT;

-civic_address_data — agMWHUCTPATUBHbIN agpec yCTPOICTBa;
-elin_data — agpec 8 dopmare, onpeaeneHHom ANSI/TIA 1057.

Yaanutb MecTonoioXeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lildp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/OYEHO

CroHurypmposaTb TLV LLDP-MED Ha aaHHOM nHTepdelice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdetice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BkAtounTb OTNpaBKy Tpanos no cobbiTnam LLDP.

OTKNOYUTL OTNPaBKY TPanos no cobbitusam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr, port-comp)
/ interface alias

3apatb ID Port Subtype gns kagpa LLDP

lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKNIOYEHO

PaspewnTb nHTEpPdElicy NpUHMMaTb Kagpbl LLDP

3anpeTutb UHTEpdelicy NPUHMMaTbL Kaapbl LLDP

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpepenseT Kakue 6asoBble onuuoHanbHble TLV-nons 6yayt
BKNIOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO

lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tiv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpepenseT Kakue cneumanbHble onuuoHanbHble TLV-nonsa by-
OYT BKJ/IIOYEHbI YCTPOMCTBOM B Nepenasaembiit LLDP-naker.

YcTaHaBAMBaeT 3HaYeHue no yMON4aHUo

v/
v/

nopT rpynnbl.

KomaHObi pexcuma privileged EXEC

MakeTtbl LLDP, npuHATble Yyepes3 rpynny nNopTos, 3anOMMUHAIOTCA UHAMBUAYA/NIbBHO NOpPTaMu
rpynnbl, NPUHABLWIMMU cooblieHun. LLDP oTtnpaBasAeT pas/iMyHbie cOObLEeHNA Ha KaxKAabli

Pabota npotoKkona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPoToKonom STP-nopTax.

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#
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Tabnuua 83 — KomaHapl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

show lldp local

- MNokasbiBaeT LLDP-MHpopMaLmto, KOTOPYH aHOHCUPYIOT NOPTbI.

show lidp neighbors [detail]

MNokasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
paboTaeT npotokon LLDP.

show lldp statistics

- lMoKasbiBaeT CTaTUCTMKY LLDP.

Tabnunua 84 — OnucaHne pesynbTaToB

Mone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.
Onpegaenset BeanuunHy spemenu (TTL, Time-To-Live) ans npuHMMaloLLEro yCTpoMCTBa,
Hold Multiplier B TEYEHME KOTOPOTO HYXHO yAepKMBaTb NpuHMMaemble nakeTbl LLDP nepep, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaensetT MMHUMaIbHOE BPEMSA, B TEYEHWE KOTOPOro NOPT ByAeT oXKMAaTh nepes
y nocbinkol cneaytowero LLDP-coobuieHus.
Tx dela OnpeaenseT 3afepxKy Mexay nocneayowmumm nepegadyamm LLDP-dperimos, nHmum-
y MPOBaHHbIX U3MEHEHNAMMU 3HaYeHu anbo cTaTyca.
Port Homep nopta.
State Pexxum paboTbl nopTa gnsa npoTtokosa LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3moOKHble 3HaYeHMUA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Address

Aapec ycTpoMCTBa, KOTopbl nepegaetca B LLDP-coobuieHusax.

Notifications

YKasblBaeT, pa3peLleHbl nau 3anpeweHbl ysegomneHusa LLDP.

_|

abnunua 85 — OnucaHue pesynbTaToB
Mone OnucaHue
Port Homep nopra.
Device ID Umsa nan MAC-agpec cocefHero ycTpomncrea.
Port ID NaeHTndukaTop nopTta coceHero ycTpomncrea.

System name

CucTeMHOe MMA YCTPOWCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOICTBa:

B — Mocrt (Bridge);

R — MapuwpyTmsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHune coceaHero ycTpoiicTea.

Port description

OnucaHWe NopTa cocesHero ycTponcTaa.

Management address

Appec ynpasneHus ycTpoincTeom.

Auto-negotiation support

Onpegenset, NOALEPKMBAETCA I aBTOMaTUUYECKOE OnpeaenieHne pexnma nopra.

Auto-negotiation status

OnpegenseTt, BKAOYEHA N NOAAEPMKKA aBTOMATMYECKOrO Onpeae/ieHnsa pexnma
nopra.
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Auto-negotiation

Advertised Capabilities nopra.

OnpeaenseT pexunmbl, noaaepxusaemble GyHKLMEN aBTOMATUYECKOro onpesesieHns

Operational MAU type

Pabouunit MAU-TUN ycTpoWcTBa.

Mpumep HacTpoku TLV-onumii Ha uHTepdelice Gigabitethernet 0/1:

basic-tlv
basic-tlv
basic-tlv
basic-tlv

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1
port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation

basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select

4.14 HactpoiKa npotokona OAM

dot3tlv max-framesize

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUUN YPOBHSA
KaHasa nepefayy AaHHbIX NPeacTaBAAloT cobol MPOTOKO/I MOHUTOPWMHIA COCTOSHMA KaHana. B atom
NPoToKo/e ANA nepesadyn MHGOPMaLIMK O COCTOSSHUN KaHana MexKay HenocpeacTBEHHO MNOAKAOUYEHHbIMU
yctpoiicteamm Ethernet ucnonb3yiotcas 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiicTtea

OO0JIKHbI nogaep*kmneatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 86— KomaHgbl pexkuma KoHpurypaumm nHtepoeiica Ethernet

3Ha4yeHue/3HayeHue
Mo yMOAYaHUIO

KomaHda

Aelicmeue

ethernet-oam enable
ethernet-oam disable

-/BbIK/IIOYEHO

PaspewunTtb paboty OAM

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame threshold

YcTaHaBAMBAET NOPOT KOIMYECTBA OLIMBOK 33 YKa3aHHbIV Nepuop,
(nepvopg, yctaHaBnansaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YcTaHaBAMBaAET BPEMEHHOMN NPOMEKYTOK A1A NoAcyeTa Koaude-
CTBa OLWMBOK.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHaBauBaeT nopor ans cobbitus «frame-period» (nepuop,
yCcTaHaBAuBaeTca KomaHgol ethernet-oam link-monitor frame-
period window).

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet-oam link-monitor
frame-period window window
no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YcTaHaBAVMBaeT BPEMEHHON MPOMEXKYTOK ans cobbitna «frame-
period».

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

count: (1..900)/1

YcraHaBAuBaeT nopor Ans cobbitus «frame-period» (nepuog,
ycTaHaBAuBaeTca kKomaHgol Ethernet-oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet-oam link-monitor
frame-sec-summary threshold

BoccTaHaBnvBaeT 3HaveHMe No YMOJIYaHUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YcTaHaBAMBaAET BPEMEHHON MPOMENKYTOK Ans cobbitms «frame-
period».

no ethernet-oam link-monitor me BoccTaHaBMBaeT 3HaYEHME N0 YMOYAHUIO.

frame-seconds window

ethernet-oam mode YcTaHaBAMBaET pexum paboTbl npoTokona OAM:

{active|passive} - active — KommyTaTOp NOCToAHHO oTnpasnseTr OAM PDU;
-/active - passive — KomMmyTaTop HaymMHaeT otnpasnaTe OAM PDU Tonbko

npv Haamunum OAM PDU co BCTpPEYHOW CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHza ans ynpasneHna noafepKkoi GyHKLMM 3aBOpoTa Tpa-
duka.

Deny — urHopupyeT komaHapl loopback

Disable — 610kupyeT loopback

Enable — BkntouaeT KoHTponb ans loopback

Permit — Bkatoyaet 06paboTKy loopback

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IOYEHO

BrkatoyaeT ¢yHKUMIO OBHApYKEeHUs OAHOHaNpPaB/IEHHbIX CBA3EW
Ha 6a3e npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOIYaHWUIO.

ethernet-oam uni-directional
detection action
{log|errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpegenseT peakuulo KOmMMyTaTtopa Ha OZAHOHaMNpPaB/AEHHYO
CBA3b:

- log — otnpaska SNMP trap n 3anucb B }XypHan;

- errdisable — nepeBog nopta B coctosHue «error-disable», 3a-
NUCb B XXypHan n otnpaska SNMP trap.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIKOYEHO

BK/ItOYAET arpeccuBHbIi pexnm onpepeneHua oaHOHanpaseH-
HoW cBaA3n. Eciv oT cocefiHero ycTpoicTBa NnepecTatoT NpUxXoauTb
Ethernet OAM-co0bLeHNs — IMHK MOMeYaeTCcs Kak O4HOHANpPaB-
JIEHHBIN.

BoccTtaHaBanBaeT 3HaYeHMe No YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAMBaeT BPpEMEHHOM WHTepBan ANA onpefeneHus Tuna
CBA3M Ha NopTy.

BoccTtaHaBanBaeT 3HaYeHMe NO YMOAYAHUIO.

KomaHObI pexcuma 2a06anb6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 87 — KomaHabl perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkntounTb/BbIkN0UNTE OAM B cucTeme

set ethernet-oam oui oui

oui: (aa:aa:aa)

3apaTb OUl gns OAM

KomaHObi pexcuma privileged EXEC

Bce KomaHAapbl AOCTYynHbl ANA NPUBUNETNPOBAHHOIO NMNOJZIb30BaTENA. Bua 3anpoca KOMaHAHOﬁ CTPOKU

pexuma privileged EXEC:

console#
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Tabnunua 88 — KomaHapl pexxkunma privileged EXEC

3HayeHue/3HavyeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

show port ethernet-oam - OT06parkaeT MHGOPMALMIO O TEKYLLLEEM COCTOAHUM 0am

show port ethernet- OTO6parkaeT MHPOPMALMIO O TEKYLLEM COCTOAHUM 0am ANS KOH-
oam{gigabitethernet gi port | KpeTHoro nHtepdeliica
fastethernet fa_port}

gi_port: (1..8/0/1..48);
o_port: (1..8/0/1..4).

show port ethernet- OTOb6parKaeT CoCToAHME COCeACTBYOLEN KOHPUTYpaLmm
oam|[gigabitethernet gi_port |

fastethernet fa_port]neighbor

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

show port ethernet- Otobparkaet ctatuctnuky OAM ana nHtepdeincos/KOHKPETHOTO UH-

gi_port: (1..8/0/1..48);

oam|[gigabitethernet gl_;?or.t | fo_ port: (1..8/0/1..4) Tepdeiica

fastethernet fa_port]statistics

show port ethernet- OT06parkaeT OAM HacTpoWKM nopTa
oam{gigabitethernet gi_port | gi_port: (1..8/0/1..48);

fastethernet fa_port} event- fo_port: (1..8/0/1..4)

notifications

show port ethernet- Otobparkaet nor cobbiTnit coctoaHna OAM
oam|[gigabitethernet gi_port |

fastethernet fa_port]

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

show ethernet-oam global OTobpaxkaeT rnobanbHble HacTpoliku 6aoka OAM
information

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/I
console (config-if) # ethernet-oam enable

4.15 lpynnoBas agpecaumsa

4.15.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

dyHKumnAa IGMP Snooping ncnonb3yeTcs B CeTAX rpynnoBon paccbiikm. OcHOBHOM 3agadvent IGMP
Snooping ABnAeTCA NpefocTaBleHME MHOroagpecHoro TpaduKa TONbKO A/1A Tex MNOopToB, KOTOpble
3anpocuau ero.

V Moapaep:kuBatoTca sepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

_ .l ®dyHKuua rpynnosoii punbtpaumm “bridge multicast filtering” BkntoueHa no ymonuanuio.
PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOTOAAPECHbIE MapLWPYTU3aTOPbl, OCHOBAHO Ha
cnepyroLmx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;

— MakKeTbl MPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOPTY;

— naketbl npoTtokona MRDISC npuHATLI Ha NopTy;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #
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Tabnvua 89 — KomaHAp! pexknuma rnobanbHot KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/IIOYEHO

Paspewaet ncnonb3osaHne dyHKunn IGMP Snooping kKommyTa-
TOpOM.

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/8bi-
K/IHO4EHO

PaspewaeT ucnosbsoBaHue ¢yHKkunn IGMP Snooping KommyTa-
TOpPOM AN AaHHOro uHTepderica VLAN.
- vlan_id — ngeHtnédumkaumnoHHbii Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM AN AaHHOTro uHTepdeiica VLAN.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);

Onpepensetr NopT, K KOTOPOMY MNOAK/OYMEH MapLUpyTM3aTOp
MHOroaZpecHoOm paccblIkn Ansa 3agaHHoi VLAN.
- vlan_id — naeHTndmkaumoHHbIit Homep VLAN.

YKa3sblBaeT, YTo K MOPTYy He MOAKAOYEH MapLUpPYTU3aTOp MHOMO-
a4pEeCHO PacCbINKK.

ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywemn
VLAN. O3HayaeT, 4To NopT A0/IXKEH ObITb HEMeANEeHHO yaaieH 13
rpynnbl IGMP nocne nonyyeHua coobuieHunsa IGMP leave.

OTkatounTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

vlan_id: (1..4094)/8bI-

BK/IOUMTbL MOAMEHY KOMMYTAaTOPOM aZipeca MCTOYHUKA Ha 3aJaH-
Hbll IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN
-ip_addr — IP-agpec, KoTopbiii 6yaeT ucnonb3oBaTbca AR NOA-
MEHbl

MoameHa Ha 3aAaHHbIN agpec ANA TPAH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAOYEHHOM ip igmp snooping.

KNIOYEHO o
NMopgmeHa Ha 3agaHHbIN agpec anAa TpaduKka, ucxoasn-

wero ¢ CPU KommyTaTopa, — Npu BKAKOYEHHOM ip igmp snooping

n ip igmp snooping proxy-reporting.
no ip igmp snooping vlan BbIKNOUMTb NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B nakeTax IGMP-report
ip igmp snooping group-query- YCTaHOBUTb WHTEpPBa/l BPEMEHU B CEKyHAaX, Mocne KOToporo
interval value YCTPOICTBO OTNpPaBAsAET group-query Ha mrouter

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HAYEHME Mo YMON4YaHUIO

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBAN BPeMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro mrouter yganaetca, ecam He nony4vaet IGMP reports

OTKNOUUTB HACTPOMKY

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/itoYaeT oTNpaBKy query BO BCE MOPTHI.

BK/itoYaeT oTNpaBKy query B non-router-noptbl

ip igmp snooping report-
suppression-interval value

MHTepBan (B cekyHaax), ans kotoporo IGMPv2 report ans oaHom
1 TOW e rpynnbl He ByayT nepeHanpas/ieHbl

— - value: (1..25) —
no ip igmp snooping report- OTKNIOUYUTD HACTPOMKY
suppression-interval
ip igmp snooping retry-count MaKcumasibHOe KO/IMYEeCTBO query, OTHOCALLMXCA K rpynne, oT-
value NpaBAEHHbIX Ha mrouter
value: (1..5)

no ip igmp snooping retry-
count

OTKNIOYUTB HACTPOMKY

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3speluaeT nepesayy query-nakeToB Ha yCTpoicTeBe

3anpelLaeT nepegavy query-nakeToB Ha yCTPOMCTBE
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ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb MHTEPBAN (B CEKYHAAX), NOC/E KOTOPOro NOpT yaans-
etca, ecnn IGMP reports He nony4veHbl

OTKANOUUTL TaliMmep

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

BKAOUUTL peskMM UAbTPaLUM He3aperncTpMpoBaHHOro Tpa-
duka

OTKNIOUYNUTD PeUM GUAbTPaLUK HE3aPErMCTPUPOBAHHOIO Tpa-
duka

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal

(config)# wvlan 1,3,7
(config-vlan-range) #

console
console

Tabaunuya 90 — KomaHapl pexknma koHourypaumm VLAN

KomaHoa

3HayeHue/3Ha4yeHue
Mo yMoA4YaHuo

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUNTL NOAMEHY KOMMYTAaTOPOM agpeca MCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.

-ip_addr - IP-agpec, KoTopblii byaeT Mcnonb3oBaTbCca Aaa Noa-
MEHbl

MoameHa Ha 3aAaHHbIW agpec ANA TPAH3UTHOrO Tpa-

.’ ¢$MKa nNpoucxoguT nNpU  BKAKOYEHHOM ip igmp

snooping. NMoameHa Ha 3apAaHHbIM agpec AnA Tpa-

duka, ncxogawero c CPU KommyraTtopa, — NPU BKAOYEHHOM ip
igmp snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping replace
source-ip

BbIKOYMTE NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping cos cos

YctaHoBuTb 3HaveHne 802.1p ana IGMP-nakeToB, KOTO-
pble 6yayT MCNONb30BaTbCA KOMMYTAaTOPOM Ha WHTep-
delice VLAN.

no ip igmp snooping max-
response-code

no ip igmp snooping cos cos: (0-7)/ Ypanset 3HaueHne metkn 802.1p ana IGMP-nakeToB Ha UH-
Tepdeice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTb Bepcuio npoTtokona IGMP B VLAN

v2 | v3} -/v3

ip igmp snooping YCTaHOBWTb 3HaY€HME N0 YMOYAHUIO

ip igmp snooping fast-leave BkntouaeT dyHKumto fast-leave gns VLAN.

no ip igmp snooping fast-leave -/BbIKAOYEH BobikntovaeTdyHkumio fast-leave ans VLAN.

ip igmp snooping max- YCTaHOBMTb MaKCMMasIbHOE BpeMsA OTBETa Ha 3anpoc, 3agatolLe-

response-codevalue eca B KoZe, rae ogHa eAMHULA Koga paBHa O4HOM AEeCATON ce-
value: (0..255) KYHAbI.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

no ip igmp snooping mrouter-
port{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

CTaTuyeckn HacTpamBaeT NOpTbl MapwpyTnsaTtopa ana VLAN

Ypanaet ykasaHHble NpTbl mapLluipytusatopa ana VLAN

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} [time-out
time]

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

time: (60..600)

HactpanBaeT nHTepBan 0OXUAaHMA A0 OYMCTKM NOPTa MapLupy-
Tu3aTopa ana uHtepoerica VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} version
{vl|v2|v3}

fa_port: (0/1..24);
gi_port: (0/1..24)

Hactpausaet Bepcuto IGMP gna nopta mapuwpytusaTtopa ans
VLAN.

-v1- IGMP snooping Version 1

-v2 - IGMP snooping Version 2

-v3 - IGMP snooping Version 3
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no ip igmp snooping mrouter YcTaHaBAMBaET BEPCUIO MO YMOYAHMIO.
{gigabitethernet gi_port |
fastethernet fa_port} version

Topom B8O VLAN

ip igmp snooping multicast-vlan MpuBA3bIBaeT MyNbTUKACT-NPOPUAb C 3afaHHBIM WUHAEKCOM K
rofileindex VLAN

P T : " index: (1..4294967295)

no ip igmp snooping multicast- Yaanutb npusAsky K VLAN

vlan profile

ip igmp snooping querier BkntovaeT nogaeprkKy BblAaun 3anpocos igmp-query KommyTa-

-/BbIKIOYEHO

no ip igmp snooping querier BbIk/tovaeT noaaepKKy BblAaum 3anpocoB igmp-query Kommy-
TaTopom Bo VLAN

ip igmp snooping query-interval YcTaHaBAMBaeT TaliMayT, N0 KOTOPOMY CUCTEMA OTNPaBAAET OC-
interval HOBHbIe 3anpPOoCbl BCEM Y4aCTHUKaM rpynnbl MHOTOaApecHoM ne-

interval: pefaun 4ns NPOBEPKM UX aKTUBHOCTY

(60..600)/BbIKNIOYEHO

no ip igmp snooping query- YCTaHOBUTb 3HaYE€HNe No YMOAYAHUIO
interval
ip igmp snooping sparse-mode BKAOUMTL pexknum GuAbTPaLLMM He3aperncTpMpoBaHHOro
enable Tpadvka B VLAN
— - -/BbIKAOYEHO
ip igmp snooping sparse-mode OTKNOUUTD PEXUM GUNbTPALMN HE3APETUCTPUPOBAHHOTO
disable Tpaduka B VLAN
ip igmp snooping static-group BkntoueHue ctatuyeckoro 3anpoca multicast-rpynnol 8 VLAN
ip_add[portsports]
no ip igmp snooping static- ) BbIK/IloYEHME CTaTUYecKoro 3anpoca multicast-rpynnbl 8 VLAN
group ip_add

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica:
console (config-if)#

Tabanua 91 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

ANA nHTepdEeca B pexmme «access».

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuio
switchport access multicast-tv BkntoyaeT nepeHanpasneHune IGMP-3anpocoB ¢ kanmeHTckux Vian
vlan vian_id B Multicast Vlan u mynbTuKactoBoro Tpadpuka B kKnaveHtckue Vian

vlan_id: (1..4094)

Vlan gna nHtepdeiica B pexxmme «access».

no switchport access BbikntoyaeTr nepeHanpasneHne |IGMP-3anpocoB C KAMEHTCKUX
multicast-tv vian Vlan B Multicast Vlan n mynbTuKkactoBoro Tpaduka B KAMEHTCKNe

Mprmep HACcTPOMKM NOAMMCKMN HA CTaTUYECKKUe rpynnbl:

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep HacTpolikn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KaneHTCKNin nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active
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console (config-profile)# exit
console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping
console (config) # ip igmp snooping vlan 100

console (config) # ip igmp snooping multicast-vlan enable
console (config)# wvlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile 1

console (config-if) # switchport mode trunk
console (config-if)# exit
console (config) # interface fastethernet 0/1

console (config-if)# switchport mode access
console (config-if) # switchport access vlan 10

)
console (config-if)
console (config-if)

KomaHOwb! pexcuma EXEC

(
(
(
(
(
(
(
console (config)# interface gigabitethernet 0/1
(
(
(
(
(
(
(

# switchport multicast-tv vlan 100
# exit

Bce KomaHAbl AOCTYMHbI TO/ILKO ANS NMPUBUAETMPOBAHHONO MO/b30BaTeNA.

Buza 3anpoca KomaHAHON CTPOKM pexxnma EXEC:

console#

Tabaunuya 92 — KomaHapl pexknma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter

MokasbiBaeT WMHPOPMAUUIO 0O U3YYEHHbIX MHOroaApPecHbIX
MapLIpyTU3aTopax B yKasaHHou rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MokasbiBaeT MHbopmauuto IGMP-snooping 4na AaHHOroO UHTEp-
delica.

show ip igmp snooping groups

MoKasbiBaeT MHGOPMaLMIO 06 M3yYeHHbIX MHOTOaAPECHbIX rpyn-
nax, y4acTBYIOLMX B FPYMNNOBOM paccblke.

4.15.2 lMpaeuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHa, npefHasHayeH AnA 3afaHWA NpaBuA FPynnoBOM ajpecauuu B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenu OSI.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 93 — KomaHabl pexxknma rnobanbHom KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
o yMon4YaHuo

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKAOYEHO

BKAOUUTbL GYHKLMIO FpyNnoBoi dunsTpaumm.

BbIKNOUNTb GYHKUMIO FPYNNOBOM GUAbTPALUK.

snooping multicast-
forwarding-mode ip

Hactpaunsaet pexxum 06paboTkn multicast-tpaduka no IP-agpecy.
B paHHOM pexume yactb multicast-tpaduka nepexsatbiBaerca

level port

-/mac ycTpoiictBom Ha CPU.
snooping multicast- HacTtpauBaet pexum obpabotkm multicast-tpadpmka no MAC-ag-
forwarding-mode mac pecy.
snooping leave-process config- vlan Onpegenser ypoBeHb KOHGUIypaLumnm mexaHm3mos 06paboTku oT-

nycka (KoHourypaumm Ha ocHose VLAN niv Ha ocHOBe nopTa)
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snooping leave-process config-
level vlan

YCTaHOBUTb 3HaYeHMeE N0 YMOIHAHUIO

snooping report-process
config-levelall-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kakux nopTax obpabaTbiBaloOTCA MOAYYEHHbIE pe-
nopTbl OT XocTa. PenopTbl MmoryT 06pabatbiBaTbCA Ha BCEX NOPTaxX
W/IN Ha NOPTax, KOTOPble He ABAAITCA mrouter-nopTamu.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO

4.15.3 MLD snooping — npomoKos KOHMpoAa MHo20a0pecHo20 mpaguKa e IPv6

MLD snooping -

MexXaHUn3Im

MHOroapecHom

paccbiIKM  coobLEeHU, Mo3BOAAKOWMN

MWHMMMU3NPOBATbL MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 94 — KomaHabl rn1obanbHOro pexkMma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mld snooping

no ipvé mid snooping

-/BbIK/NOYEHO

Bkatoyaet MLD snooping

Otkntovaet MLD snooping

ipvé mld snooping group-
query-interval interval

no ipv6 mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBUTb TaliMayT, MO KOTOPOMY CUCTEMA OTMNPAB/AET OCHOBHbIE
query-3anpocbl

YcTaHaBAMBaeT 3HaAYeHue no yMON4aHUIo

ipvé mld snooping mrouter-
time-out time

YcTaHaBAMBAeT BPeMA OXWOAHUA OYMCTKM MOPTa OTC/IEXKMBAIO-
wero mapwpyTtusatopa MLD, nocne KOToporo nopT yaandercs,
ecnu He nosy4veHbl controlpackets mapwpyTtusatopom MLD

- - time: (60..600)
no ipvé mid snooping mrouter- YcTaHaBAMBAET 3Ha4YEHNE N0 YMOAYAHUIO
time-out
ipvé mld snooping port-purge- 3a4aTb MHTEPBA BPEMEHWN OYUCTKM NopTa oTcaexkmBaHusa MLD, no-
interval interval interval: cne KoToporo nopt yganaetca, ecam MLD-reports He nosyyYeHbl

no ipv6 mid snooping port-
purge-interval

(130..1225)/260

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO

ipvé mld snooping proxy-
reporting

no ipvé mid snooping proxy-
reporting

BKAIOUUTbL OYHKLMIO proxy-report Ha ycTpoicTee

BbIKNtOUMTb GYHKLUMIO proxy-report Ha ycTpolicTee

ipvé mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

YKa3aTb HanpasneHue penopTtos: BO Bce noptbl VLAN nau Tonbko
Ha NopTbl poyTepa

YCTaHOBUTb 3HaYeHWe Mo YMOIYAHUIO

ipvé mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YcTaHaBAMBaeT BPEMEHHOW WHTepBan 3anpeta nepegayu
MLDvSnooping-reports, B Te4eHWe KOTOPOro coobLeHns oT4eToB
MLDv1 He byayT nepeHanpaBAsATbCS Ha MOPTbl MapLUpyTU3aTopa
AN TOM e rpynnbl

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIO

ipvé mid snooping retry-
countinrerval interval

no ipv6 mid snooping retry-
countinrerval

interval: (1..5)

YcTaHaBMBaeT MaKCMMabHOE KOAMYECTBO rpynnoBbIX 3anpocos,
OTNPaBASEMBIX Ha NMOPT NpW NoayYeHnn coobleHns MLDv1

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO
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ipvé6 mld snooping send-query
enable

ipvé6 mld snooping send-query
disable

BkntoyaeT dpyHKUMIO nepegaum 3anpocos MLD npu usmeHeHun To-
nonoruun

-/disable

BbiktoyaeT dyHKUMIO nepegayun 3anpocos MLD npu nameHeHuu
TonosaorMn

KomaHOwb! pexcuma EXEC

Bce KomaHAapbl AOCTYNHbI TONbKO A1 NPUBUNETMPOBAHHOIO NOJ/1Ib30BAaTENIA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunuya 95 — KomaHapl pexknma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ipv6 mld snooping global

OTobparkaeT rnobanbHble HacTpolikn MLD

show ipv6 mid snooping vlan
vlan_id

OtobparkaeT MHPopmauuio o KoHdurypauum MSD-snooping ans
naHHou VLAN.

KomaHObi pexcuma koHguaypauuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabaunua 96 — KomaHapl pexxnma koHourypaumm VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

ipv6 mld snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

No ipv6 mld snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);

MpuBA3aTb NOPT OTC/IEXKMBAtOLWEro MmapLupyTnsatopa MLD k VLAN

gi_port: (0/1..24)

YaanuTb NopT oTCAexusatowero mapwpytusatopa MLD us VLAN

ipv6 mld snooping version {v1
| v2}

ipvé mid snooping version

-/v2

HacTtpansaet Bepcuto otcnexknsanma MLD 8 VLAN.
-v1- MLD snooping Version 1
-v2 - MLD snooping Version 2

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

4.15.4 ®yHKkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-tpadunka ncnonbsyloTca Ana yaobHOM HACTPOMKM orpaHuMYeHun
NpPOCMOTpPa onpeaeneHHbIX rpynn MHOr0aLPECHOMN PACChIIKM.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM peknuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 97 — KomaHapl pexknma rnobanbHoM KoHbUrypawmm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip mcast profile index

index: (1..4294967295)

Co3gaTtb multicast-npodunab 1 nepeinTn B pexknm ero KoHdu-
rypmMposaHms
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| no ip mcast profile index | | Yaanute multicast-npodpunb

KomaHObI pexcuma KoHguaypayuu multicast-npoguns

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KOHPurypaumnm multicast-npoduna:

console (config-profile) #

Tabnunua 98 — KomaHabl perknma KoHourypaumm multicast-npodpuns

3HauyeHune/3HaueHune
KomaHpga OnucaHue
Nno yMONYaHUIO
range first_group_ip 3afaTtb AManasoH aapecoB-UCTOYHMKOB multicast-Tpadumka.
last_group_ip Ecnv 3apaTb TONbKO OAUH afpec, OH CTaHeT egUHCTBEHHbIM UC-
- TOYHWUKOM MY/IbTUKACTA.
range first_group_ip Y8anuTb AnMana3oH aApecoB-UCTOYHMKOB multicast-Tpadumka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 33[aHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponyckaTbcs.
deny B cnyyae HecooTBeTCTBMA OAHOMY M3 33afaHHbIX AMANa3oHOB,
IGMP-report 6yayT oTbpacbiBaTbCs.
profile active - AKTMBMpPOBaTb paboTy npoduna

KomaHObI pexcuma KoHguaypayuu VLAN

BumAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 99 — KomaHabl pexknma KoHourypaumm VLAN

3HaueHune/3HayeHmne
KomaHpga OnucaHune
Nno YMONYaHUIO

ip igmp snooping multicast- MpwuBA3aTb yKasaHHbIM Npoduab K vian.

vlan profile profile index: (1.. 4294967295)

4.16 PyHKLUMM ynpaBaeHUsn

4.16.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAL3YETCA MexaHusm AAA (ayTeHTUdUKaLms,
aBTOpM3aumA, yyeT).

— Authentication (ayTeHTUdMKauMA) — conocTaBneHMe 3anpoca CyLLeCcTBYoLLeN yYETHOM 3a-
nucu B cucteme 6€30MacHoCTM.

— Authorization (aBTopusauma, NpoBepKa ypoBHA A0CTyNa) — CONOCTaB/eHNe YYETHOM 3anncu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJTHOMOYUIA.

— Accounting (y4€T) — cnekeHue 3a noTpebeHnem pecypcoB Nob30BaTeeEM.

Ona WwndppoBaHNa AaHHbIX UCNONb3YETCA MexaHU3mM SSH.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabanua 100 — KomaHab! perknma riobanbHOoM KoHGUrypaumm

3HayeHue/3HayeHue no

no enable password [level
level]

KomaHoa Aelicmeue
YMOAYAHUIO
enable password password YcTaHaBAMBaeT Naposb ANA KOHTPOAS U3MEHEHWUA MPUBUIErUi
[level level] [0CTyna nosib3oBaTenen.
level: (1..15)/1; N
- level — ypoBeHb npusuneruis;
password: (5..20)
- password — naposb;
CMMBOJI0B

YpanseT naposib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUA.

username name password
password [privelige level]

no username name

name: (1..20) cumB0NOB;
password: (5..20)
CUMBO/IOB;

[ob6aBnseT Nnonb3oBaTeNs B I0KaAbHYO 633y AaHHBbIX.
- level — ypoBeHb npusunernis;

- password — naposb;

- name — ¥Ms NONb30BaTENS;

level: (1..15)

Ypanaet nonb3oBarena ns NIOKaNnbHoM 6a3bl AaHHbIX

Tabnnua 101 — ATpmnbyThl coobLeHni BeaeHnn yyeta npotokona RADIUS ana ceccuit ynpasneHus

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pucy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTUdMKaLmMa nonb3oBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIM MCNO/b3yeTcs
NAS-IP-Address (4) EcTb EcTb AP . y. P P y
ana ceccuit ¢ Radius-cepsepom.
Mpoun3BosIbHOE 3HaYEeHWNe, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obLeHMA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNOb3YEMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb vﬂ'p Y P y A
CUI ynpasneHwus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nosnb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOUKATOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAMEHT A0/KEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDMLMPOBAH.
. . MoKa3blBaeT, KaK 40Aro no/sib3oBaTeNb bbin nNoa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.

Tabanua 102 — ATpnbyThl cCOObLLEHNI Bes,

eHus yyeTta npoTtokoaa RADIUS gns ceccuin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTuduKauma nonb3osartens.
NAS-IP-Address (4) Ecto Ecth IP-agpec riommyTaTopa, KOTOPbI UCMOb3yeTcs
ana ceccuit ¢ Radius-cepsepom.
MopT Ko aTopa, Ha KOTOpOM NoAKAtouMUACA
NAS-Port (5) Ectb Ectb PT KOMMyTaTOP TOPOM ToAKA n
nonb3oBaTesb.
Class (25) Ecto Ecth MpownsBonbHoe 3Hal4e|-\|‘14e, BKHOYEHHOE BO BCE CO-
obLEeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
YKa3blBaeT MeToZ, No KOTOPOMY KAMEHT AO/KEH
Acct-Authentic (45) EcTb EcTb A poMy A

6bITb ayTEHTUPULIMPOBAH.
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. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla Noa-
Acct-Session-Time (46) Het Ectb ! A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbITUA ceCCUM.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TUN NOpTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmMmuHand

console (config-line) #

Tabanuya 103 — KomaHzabl pexkMma KoHoUrypaumm TepmuHana
3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

login authentication {radius |

3apaetr MeTo, ayTeHTUOUKaunUn npun Bxoge J1A KOHCOJIn
local | tacacs} A 4 ay dukay p ae 4 ,

Telnet, SSH
-/local
no login authentication YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO
enable authentication {radius
3agaeT meTog, ayTeHTUOUKALMM NPY NOBbILEHUMN YPOBHA NPU-
| local | tacacs} o
Benerui ansa koHconu, Telnet, SSH
-/local
no enable authentication YCTaHOBUTb 3HaUYeHMeE N0 YMOAYAHMIO

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabanua 104 — KomaHabl pexxnma KoHGUrypaumm TepMUHaNbHbIX CECCUI

3HaveHue/3Ha4eHue "
KomaHoa / Aelicmeue
Mo ymMoa4YaHuro

login authentication {tacacs | . 3apaeT meToa ayTeHTUdUKaLMKM Npu BXoAe ANA KoHconu, telnet,

. list_name: (1..12)
default |radius} - ssh.

- — CMMBO/IOB

no login authentication YcTaHaBAMBaeT 3HaYEHME N0 YMOYAHUIO.

4.16.2 lpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTuduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NO/b30BATENEN, KOTOpPas COAEPKWUT AaHHble MPOBEPKM MOANMHHOCTM ANA
Kakgoro nonb3oBaTens. TakMum ob6pasom, ucnonb3oBaHuMe npoTtokona RADIUS obecneunBaet
OOMONIHUTEIbHYIO 33Ty NPU AOCTYME K pecypcam CeTH, a TaK»Ke Npu A0CTyne K CaMoOMy KOMMYTaTopy.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnnua 105 — KomaHab! perknma riobanbHOoM KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

[o6aBnaeT yKasaHHbI cepBep B CMUCOK Mcnosb3yembix RADIUS-
cepBeposB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBan oxnaaHuA oTBeTa OT cepBepa;
radius-server host .
. . CUMBOOB; - retries — KosinyecTBo nonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Koy ans ayTeHTMOUKALMKM U WNdpPoBaHMA BCero
hostname} [timeout timeout] .

. ; timeout: (1..30) cek; | 0bmeHa paHHbIMKM RADIUS;
[retransmit retries] [key . ’ L
- . retries: (1..15); - priority — npuopuTeT ncnonb3osaHuna RADIUS-cepBepa (4em HuxKe
secret_key] [priority priority]
secret_key: (0..128) 3HayeHue, TeM NPUOpPUTETHEE CepBep);
CMMBOOB; - type — T1n ncnonb3osaHna RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key nna paHHoro RADIUS-cepBepa Mcnonb3ytoTcAa 3HAYeHUA
HaCTPOEHHbIe C MOMOLLbIO KOMAaHZ, YKa3aHHbIX HUXKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Ypanaert ykasaHHbI cepBep M3 CNMcKa ucnonbsyembix RADIUS-
cepBepos.

KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabanua 106 — KomaHzabl perkmma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
show radius-servers OtobparkaeT napameTpbl HacTpoiikn RADIUS-cepBepoB (KomaHAaa
i AOCTYMHA TONbKO 417 NPUBUAETMPOBAHHbBIX NOb3oBaTeNneln).
show radius statistics OTobparkaeT CTaTUCTMKY NpoTokosa Radius, nHpopmauuio o nosb-
) 30BaTensx, KoHourypaunio RADIUS-cepsepa.

4.16.3 lpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANN30BaHHYO cCUCTeMy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTenen, NoAyYaoLWMX AOCTYN K YCTPOUCTBY, NP 3TOM Noaaepxusaa coemectumoctb ¢ RADIUS m
APYrMMn npoueccammn npoBepku noganHHoctn. TACACS+ npefocTaBaseT ceaytolme cnyKobl:

— Authentication (nposepka nodauHHocmu). ObecneunsaeTcs BO Bpems BXo4a B CUCTEMY MO
MMeHaM MoJib30BaTesIel U onpeaeneHHbIM NOb30BATENSIMU NAPOJIAM.

— Authorization (aemopusayus). ObecneumBaeTca BO Bpemsa Bxoda B cucTemy. [locne
3aBeplleHns ceaHca MPOBEPKM MOANMHHOCTM 3anyCKaeTcA CeaHC aBTopu3auun C
MCMO/Ib30BaHMEM MPOBEPEHHOr0 MMEHM MOJ/Ib30BATENA, TAKXKe CEepPBEPOM MNpPOBepAlTCA
npuBUIErNY NOIb30BaTENA.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KOHPUrypaLmm:

console (config) #
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Tabnnua 107 — KomaHAb! pexknma rnobanbHoM KOHGUrypauum

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
tacacs-server host [obaBnaeT yKasaHHbIN cepBep B CNUCOK ncnonbsyembix TACACS
{ip_address | hostname} cepBepos.
[single-connection] [port port] - ip_address — IP-agpec TACACS-cepBepa;
[timeout timeout] [key - hostname — ceteBoe uma TACACS-cepBepa;
secret_key] - single-connection — B KaXXAbli MOMEHT BPeMeHW UMeTb He
hostname: (1..63)
6onblie ogHOro coeanHeHnn ans obmeHa gaHHbimu ¢ TACACS-cep-
CMMBOJIOB; Bepom;

port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

- port — Homep nopTa ana obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout — MHTepBan oxnaaHnA oTeeTa OT cepBepa;
- secret_key — kntou ana ayteHTUOUKaUMM U WwWKdpoBaHMA BCEro

CMMBO/IOB
obmeHa aaHHbimu TACACS;
Mpwn HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTUYeCKM BKAKOYAETCA accounting
no tacacs-server host Ypanaet ykasaHHbIM cepsep M3 CnMcka ncnosbsyembix TACACS-cep-
{ip_address| hostname} BEpOB.
tacacs-server retransmit YKa3aTb Ko/M4YecTBO akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
number /2 AeT nooyepefHO MNOAKNOYMTLCA KAMEHT, B C/Ay4yae HeyaayHoMn
ayTeHTUdUKaLumm
no tacacs-server retransmit Y[anuTb HaCTPOMKY
tacacs use-server address
. BbibupaeT cepBep U3 Tabaunubl cepsepos Ansa Tacacs-KAMeHTa
{ip_address | hostname} )
no tacacs use-server
OTmeHAeT Ucnosib3oBaHMe 3a4aHHOI0 cepsepa
tacacs authentication type
-/pap Onpeaenvtb MeTo ayTeHTUGUKALMM C MOMOLLbIO tacacs.

{ascii | pap }

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 108 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
110 YyMOM4YaHUIO

show tacacs-servers OtobparkaeT napameTtpbl HacTpolikm TACACS-cepBepoB, MeTon,
- ayTeHTUOUKALMM U CTAaTUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TONBKO ANA NPUBUAETMPOBAHHbIX NO/b30BaTENEN).

4.16.4 Cnucku docmyna ACL 0aa ynpaeneHusa ycmpolicmeom

B ISS nopgaeprkmBaeTca GuUnbTpaumua ynpasaatowero TpaduKka ¢ NOMOLLbIO CMUCKA aBTOPMU30BAHHbIX
IP-meHenkepos (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb agpec UAM NoACETb UCTOUYHUKA,
VLAN, uHtepdelic n cny»oby, c KoTopbix byaeT paspeLleHo yrpaBaeHUe yCTPONCTBOM.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 109 — KomaHab! perknma riobanbHOM KoHGUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
authorized-manager ip- OrpaHuyMBaeT ynpaBaeHne ycTpoMcTBOM No 3agaHHOMY ¢unb-
source ip_add [mask | / TPy AocTyna.
prefix_lenght | vlan vian_id | prefix_lenght: (0..32);
cpu0 ] [ service snmp | telnet vlan_id: (2..4094)
| ssh]
no authorized-manager ip- OTmeHsAeT orpaHUYeHne Ha ynpasaeHue yCTPOMUCTBOM.
source ip_add

Ha ycTpoiicTBe MOXKHO CKOHGUrypupoBaTb He 6onblie 10 npasua. Mo ymonuyaHuio, ecim He
3a,aHO HU OA4HO NPaBUO, ynpaB/ieHNe YCTPOICTBOM AOCTYNHO ¢ Nt060ro UCTOUHMKA.

’ | Mocne yka3aHuA xoTa 6bl ogHoro npasuna authorized-manager gna Bcex ycTpoincTs,
£ KOTOopble UCK/oUueHbl NpaBuaom, byaer geicteosatb npasuno deny any any.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabnunua 110 — KomaHabl pexkmuma Privileged EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
show authorized-managers [ip- MoKasbiBaeT CNUCKKU A0CTyNa A8 ynpasaeHus.
source ip_add]

4.16.5 Hacmpolika docmyna

4.16.5.1 Telnet, SSH

JaHHble KOMmaHAbl npegHa3HayeHbl ONA HACTPOMKM CepBepoB AOCTyna [AAA  ynpasaeHus
KommyTaTtopom. Moaaeprkka cepsepos TELNET n SSH kommyTaTopom no3BonAeT yaaneHHO NoOAKAHYATbCA
K HEMY A8 MOHUTOPUHTIA U KoHOUrypaumm. KoHdurypmuposaHme ycTpoiictea yepes Telnet Ha ycTpoiicTee
paspeLleHo No yMONYaHMUIO.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM pexkuma rnobanbHoi KoHburypaumm:
console (config) #

Tabnunua 111 — KomaHabl pexkrma rnobanbHOM KOHGUrypauum

3HavyeHue/3Ha4yeHue "
KomaHoa / Aeilicmeue
Mo ymoa4aHuro
ssh enable PaspelwaeT yganeHHoe KOHOUIypupoBaHMe yCTpoicTBa yepes
SSH.
- -/BKAtOYEH —
ssh disable 3anpewaeTt yganeHHoe KOHOUIypMpoBaHMe yCTPOMCTBA Yepes
SSH.
ssh server-address ip_addr port port: (1..65535) 3agatb IP-agpec SSH-cepsepa u TCP-nopT, ucnosib3dyemsbiii SSH-
port cepsBepom.
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HELTEX

ip ssh auth [hmac-md5 | hmac- _/hmac-shal BblbpaTb TMN ayTEHTUOUKALMM NO NPOTOKONY SSH.

shai]

ip ssh cipher [3des-cdc | aes128- BbibpaTh wWndp ayTeHTUdMKaLMM No NpoToKoay SSH.
-/3des-cdc

cdc | aes256-cdc | des-cdc]

crypto key generate rsa ) leHepupyeT napy katouelt RSA — yacTHbIM M NyBAUYHBIA Ans

SSH-cepBuca.

feature telnet / PaspelwaeT KOHPUrypnposaHue yctpoinctaa yepes Telnet
-/BKAOYEHO

no feature telnet 3anpelaeT KOHPUIyprpoBaHMe ycTporcTBa Yepes Telnet

KomaHOowbl pexcuma EXEC

KomaHabl gaHHOro pa3aena AOCTynHbl TOZIbKO ANA NpUuBnaerMpoBaHHbIX nonb3oBaTesiei.

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 112 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show ip ssh -

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKXKe aKTUBHble
Bxoaalwme SSH-ceccum.

show telnet server -

OTobparkaeT cTaTyc cepBepa Telnet

4.16.5.2 KomaHObI KOHhu2ypayuu mepmuHana

KomaHabl KoHUrypaumm TepMUHaNa Cy>KaT 419 HacTPONKKU napameTpos paboTbl TEPMUHA/IOB.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnunua 113 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
line console - Bxog, B peXXnm COOTBETCTBYHOLLETO TEPMUHANA
line telnet - BX0g4, B peKMM COOTBETCTBYHOLLErO TEpMUHaNa

line ssh

BX0oZ, B pe’KMM COOTBETCTBYIOLLEro TepMUHana

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMME KOHPUTrypaLmm TepMmUHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabnnua 114 — KomaHabl pexkMma KoHbUrypaumm TepmuHana

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda

Aelicmeue

exec-timeout seconds
seconds:
(1..18000)/1800 cek

3apaer WUHTEpBa/, B TeHEeHNE KOTOPOro CUCTEMaA OXKUAaeT BBOAA
OT nonb3osartena. Ecan B Te4eHne faHHOroO MHTepBaaa nosb3o-
BaTeNb HNUYEro He BBOAUT, TO KOHCOJ1b OTKNIKOYaeTCA.

no exec-timeout

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO
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HELTEX

speed {4800 | 9600 | 19200 | (4800, 9600, 19200, YCTaHOBUTb CKOPOCTb Nepegayn ANs MnocnefoBaTeNbHOro MH-
38400 | 57600 | 115200} 38400, 57600, 115200)/ .

115200 6u/c Teppeica
enable authentication {radius 3afaeT meTod ayTeHTUdMKALMKU NOIb30BaTENA NPU NOBbILWEHMN
| tacacs | local} -/local YPOBHA NPUBUIETUIA ANA KOHCOAU
no enable authentication YcTaHaB/MBaeT 3HaYeHWe No YMOYAHUIO
login authentication {radius | 3agaer metog ayTeHTUUKALMM NPU BXOAE A8 KOHCO/M
tacacs | local} -/local
no login authentication YcTaHaBAMBaeT 3Ha4YeHWe No YMOAYaHUIO

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabaunuya 115 — KomaHab! perkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show line exec-timeout

MoKa3biBaeT 3HauyeHMA NapameTpa exec-timeout gnAa Bcex Tep-
MMWUHanNoB

show line exec-timeout
current

MNokasblBaeT 3HaYeHWA napameTpa exec-timeout ana Tekyuen
ceccumn

4.17 YXypHan aBapwmii, npotokon SYSLOG

CucremHble KYpPHa/ibl NO3BONAKOT BECTU UCTOPUIO CO6bITMl71, npounsoweawnx Ha yCTpOf/‘ICTBe, a TaKXxe
KOHTpPO/IMpOBaTb npounsowealine cobbiTvA B peanbHOM BpemeHu. B ypHan 3aHocATcA cobbITUA BOCbMMU
TUNOB: l-I|:)e3BI:vI‘-Ial\/"1Hble, CUTHaNbl TpeEBOrn, KpUtTN4eCkne U He Kputndeckme OUJM6KM, npeaynpexgexHua,
yBegomneHuA, MHd)OpMaLI,VIOHHbIe M OTNagoOu4HbIE.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobasbHon KoHOUrypaumm:

console (confiqg) #

Tabnunua 116 — KomaHabl perkmnma rnobanbHol KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

-/perMCTpa LUnA BKNKOYEHA

BK/toYaeT perncTpaLmio oT1aA04HbIX COObLWEHMM U cOOBLEHNI
06 owmnbKax.

BbIKNtOYaET perncTpaumio oTaagouHbIX coobueHnin u cooblue-
HUI 06 owmnbKax.
Mpyu BbIKNIOYEHHOM PerucTpauumn oTnagouHble coob-
V weHua u coobweHus o6 owwubkax byayT nepepa-
BaTbCA HAa KOHCO/b.

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

BKAtoyaeT nepenayy aBapuitHbIX U OTNALO04YHbIX COOBLLLEHUI Ha
yaaneHHbii SYSLOG cepsep.

- ip_address — IPv4 unun IPv6-agpec SYSLOG-cepBepa;

- priority — npuopuTeT nepesaBaemMbIX COOBLLEHNN.

Ypanset BblIOpaHHbIV cepBep M3 CNUcKa ncnosbsyembix SYSLOG-
cepBepos.

logging console

no logging console

level: (cm. Tabanuy
117)/informational

Bkntouaet nepepavy aBale;'iHbIX UAN OTNaA0YHbIX COO6LIJ,€HM171
Ha KOHCO/1b.

Bbikntovaet nepepgavy aBapMﬁHbIX WUNN OTNa[04HbIX COO6LLI,eHMﬁ
Ha KOHCO/1b.
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HELTEX

logging buffered size

no logging buffered

size: (1..200)50

M3MeHAeT KONMYEeCTBO COOBLLEHWNI, 3aMOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Nocne nepesarpyskn yCTpomncTea.

YcTaHaBAMBaET 3HaUYeHMe No YMONYaHULO.

syslog {filename-one |
filename-two | filename-
three} filename

erase flash:/LogDir/filename

Co3gaTb daiin 3anncy aBapuiHbIX M OTAAL0UHbIX COOBLLEHWN.

Yaanute $aiin 3anmcy aBapuiHbIX U OTNa404YHbIX COOBLLEHMI

logging-file [/evel] filename

no logging file

level: (128..191) /-
filename: (1..32)

BKAtoYaeT nepesady aBapuMHbIX UM OTNALO0UHbIX COOBLLLEHMI
BbIGPAaHHOIO YPOBHSA Ba*KHOCTU B YKa3aHHbIW daiin KypHana.
Level - facility+severity.

Hanpumep, cobbitne ana facility0(128) c yposHem informational
(6) 6ByaeT umets level = 134.

BbIKk/tOYaeT nepesady aBapuiiHbIX UK OTNI3A04HbIX COOBLLEHM
B daiin KypHana.

logging severity
[severity_level]

no logging severity

level: (cm. Tabnaunuy 117)/0

3agatb ypoBeHb I0rMpoBaHmA

YCTaHOBUTb 3HaYE€HNE N0 YMOAYAHUIO

logging facility local{0..7}

no logging facility

-/local0

3apatb KaTeroputo normposaHnA

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO

syslog localstorage

-/BKOYEHO

AKTUBMPOBATb OTMPaBKY aBapMIHbIX UAN COODBLLLEHUI HA CKOH-
durypupoBaHHble pannbl 3anncu

Kaxkpoe cooblieHrne nmeeT CBOI ypoBeHb BayKHOCTU. B Tabanue 117 npmseaeHbl TUMNbl COOBLLEHNI

B NopsaKe yobiBaHMA UX BaXKHOCTH.

Tabanua 117 — Tunbl Ba*KHOCTN COOBLLEHNT

Tun eaxxHocmu coobuwjeHuli

OnucaHue

YpesBblyanHble (emergencies)

B cucteme npousoluna KputUueckas owmnbKa, cuctema moxKeT paboTatb
HenpaBu/bHO.

CurHansbl Tpesoru (alerts)

H606XO,CI,MMO HemegneHHoOe BMeLWaTeN1IbCTBO B CUCTeEMY.

Kputnueckme (critical)

B cucteme npounsowna Kputndeckan owmnbKa.

OwwnbouHble (errors)

B cncteme npounsowna owunbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomnenusa (notifications)

YBegomneHue cuctemel, HeaBapMVIHOG COO6IJJ,€HVI€.

NHpopmaumoHHble (informational)

NHbOopMaLMOHHbIe COOBLLIEHNA CUCTEMDI.

OTthapouHble (debugging)

OTnagoyHble C006LLI,eHMﬂ, npeaocTtasaAT Nosb30BaTENHO VIHd)OpMaLI,VIlO
Aana KOppeKTHOVI HaCTpOVIKM CnCTemMbl.

Mpumep HacTpoliku logging-file:

Mycme facility = localO.

Cosmagum nokanbHbii daiin ¢ umeHem sll, Kyaa 6yayT 3anucbiBaTbcs COBbITMA C TMUMOM OT
Ype3BbIYAMHbIX 40 MHGOPMALMOHHBIX.

console (config) # syslog filename-one sl1I

( )
console (config)
console (config)
console (config)
console (confiqg)
console (confiqg)
console (config)
console (config)

( )

#
#
#
#
#
#
#
console (config) #

logging severity 6

logging-file 128 s11I
logging-file 129 s11I
logging-file 130 s11I
logging-file 131 s11I
logging-file 132 s11I
logging-file 133 s11I
logging-file 134 slilI
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKM B pexxkume Privileged EXEC:

console#

Tabnunuya 118 — KomaHaa perkmuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
clear logs - YpanseT Bce coobLieHNA U3 BHYTpeHHero bydepa.
show logging-file {filename- OTobparKaeT COCToAHUE KypHana, aBapuiHble U OTNaA04YHbIe CO-
one | filename-two | - obLeHunn, 3anucaHHble B daline KypHana.
filename-three}
show logging i OTOb6parkaeT cOCTOAHME KypHana, aBapuitHbie U OTAaL0uHblE CO-
06LeHnA, 3anMcaHHble BO BHYTpeEHHEM bydepe.
show syslog-servers - OTobparkaeT HAaCTPOMKM ANA yAanéHHbIX syslog-cepsepos.

4.18 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

PyHKUMA 3epKanMpoBaHWMA MOPTOB NpeAHa3HayeHa A/ KOHTPOAA CeTeBOro Tpaduka nytem
NepecbIIKU KOMui BXOAAWMX U/UNN UCXOOALLMX MAKETOB C OAHOMO WAM HECKONbKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOAUPYIOLWMIA NOPT.

Mpu 3epkanupoBaHum 6onee ogHoro ¢uUsMUecKoro MHTepdeitica BO3MOXKHbI Notepu TpadukKa.
' OTcyTCcTBME NOTEpPb rapaHTUPYETCA TOMIbKO NpU  3epKaJMpoBaHMUM OfHOro ¢usnMyeckoro
uHTepdeiica

K KOHTpo/MpyloLemy NOPTy NPUMEHSAIOTCA CNeaylowmne orpaHuyeHns:

—  TMopT He MOKeT 6bITb KOHTPONNPYIOWMM U KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL AJ1A 3TOTO NOpTa;

K KOHTpO/IMpyeMbiM NOpPTam NPUMEHAIOTCA CieaytoLime orpaHUYeHUs:
— TopT He MoxKeT BbITb KOHTPOIMPYHOLLLMM U KOHTPOAMPYEMbBIM MOPTOM OZHOBPEMEHHO.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B pexume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnunua 119 — KomaHabl pexkmnma rnobanbHol KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue

Mo ymoa4aHuro

monitor session session_id YKa3blBaeT 3epKannpyrowmii NopT Ans BbiI6paHHON ceccum MOHUTO-

destination interface puHra.

[fastethernet fa_port | fg_port: (0/1..24);

gigabitethernet gi_port] g|_p9rt: (,0/ 1..24);

- - — session_id: (1..4)

no monitor session session_id BblK/NlOYaeT ¢GYHKLUMIO MOHMTOPUHrA Ha HacTpaMBaeMOM MWHTep-

destination deiice.

monitor session session_id YKasbiBaeTcs cnyxebHblit vlan ans sepkanvposaHua TpaduKa C 3a-

destination remote vlan AaHHoro pedaekTop-nopTa Ana BbI6paHHOM ceccum.

vlan_id vlan_id: (1..4094); remote vlan — ciy>kebHbili vlan ans 3epkanmpoBaHus Tpadumka;
session_id: (1..4)

no monitor session session_id BbIK/MOYaeT ¢GYHKLUMIO MOHWMTOPUHFA Ha HacTpPaMBaeMOM MWHTep-

destination deiice.
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HELTEX

monitor session session_id
source interface [fastethernet
|fa_port gigabitethernet
gi_port][rx | tx | both]

monitor session session_id
source interface [ fastethernet
fa_port | gigabitethernet
gi_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
session_id: (1..4)

[obaBnseT yKasaHHbIN 3epKaaupyemblit NopT Ans BbibpaHHON cec-
CUN MOHWUTOPWMHrA.

-rX — KONMpPoBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NOPTOM;

-tX — KONMpoBaTb NaKeTbl, NepesaHHble KOHTPOIMPYEMbIM NOPTOM;
-both — KonnpoBsaTb Bce NakeTbl C KOHTPOAMPYEMOrO NopTa.

BbiktovaeT QYHKLUMIO MOHWTOPWUHFA Ha HAcTpPaMBaemMoM MWHTep-
deiice.

KomaHOowbl pexcuma EXEC

3anpoc KoMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 120 — KomaHapl, A0CTYMNHble B pexknme EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BblBOANUT MHPOPMALMIO NO CKOHOUTYPUPOBAHHOW CECCUM MOHMUTO-
pwvHra.

[pumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbiBeCTM MHGOPMALMIO NO KOHTPOMPYIOLLMM U KOHTPOIMPYEMbIM MOPTAM.

console# show monitor session 2

Session H
Source Ports

Rx

Tx

Both
Destination Ports
Session Status

Mirroring is globally Enabled.

None
None
None
Gi0/1
Inactive

4.19 PyHKLUMM ANATHOCTUKU PU3NUYECKOTO YPOBHA

CeTeBble KOMMYTaTOpbl COAEp’KaT annapaTHble U NporpaMmHble CPeacTBa A1A AMArHOCTUKM
dU3nYecKMx MHTepdencoB 1M MHUI cBA3M. B NnepeyeHb TeCTUPYEMbIX MAaPaMeTPOB BXOAAT Cleaytowue:

OnAa anekTpuyecknx nHtepdencos:

—  [AJIMHa Kabens;

— pacctoAaHne oo mecCta HeEUCNpPaBHOCTU — O6prBa NN 3aMblKaHUA.

Ona ontnyeckmx nutepdencos 1G:

— nNapameTpbl NTNTAHNA — HaNpAXeHNe U TOK;
— BbIXOAHaA oNTU4YECKaA MOLWHOCTb,

— ONTUn4eCKaAa MOLWHOCTb Ha nNpueme.
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HELTEX

4.19.1 fluazHocmuka medHo20 Kabens

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console>

Tabnnua 121 — KomaHAabl AMarHOCTUKN MeAHOoro Kabens

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuio

KomaHda

BbINOAHAET BUPTYa/ibHOE TECTUPOBaHWe Kabens A1 YKazaHHOro NH-
Tepdelica.

test cable-diagnostics
gigabitethernet gi_port |
fastethernet fa_port ]

fa_port: (0/1..24);
gi_port: (0/1..24)

/ Mpu nonyueHun coobuwenua 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTcA npoBepuTb media-type uHTepdeiica U coctosHue uHTepdelica Ha
yAaneHHoli cTopoHe.

4.19.2 3nekmponumarue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nopaep-
YKMBAOT 3NEKTPONUTAHME YCTPOICTB No NMHMKM Ethernet B cooTBeTcTBMM € pekomeHgaumamu IEEE 802.3af
(PoE) n IEEE 802.3at (PoE+).

KommyTtatopbl MES2408PL xapakTepun3yoTcs MeHbWUM 6104KEeTOM MOLLHOCTM, OTHOCUTENIbHO ApY-
rUX.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (confiqg) #

Tabnnua 122 — KomaHzabl pexkmma rnobanbHol KoHurypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
o ymon4yaHuro
set poe enable BkntounTtb 3NEeKTpoNnnTaHne No NMHNAM Ethernet.
set poe disable BbIK/IOUNTDL 371eKTpONUTaHMe no AnHusam Ethernet.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaeltica (QuanasoHa uHmepgelicos) Ethernet

Buza 3anpoca KoMaHAHOW CTPOKM peXnma KoHoUrypaumm nHtepdeica:
console (config-if) #

Tabnunua 123 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMmoa4YaHuro
power inline auto Paspewaet paboty npotokona PoE-ycTpoicTe Ha uHTepdelice u
/ BKJ/IIOYAET NoAavy 3/1eKTpoNUTaHMA Ha UHTepdelic.
power inline never +/auto 3anpewaet paboTy NpPoToKona obHapyKeHus PoE-ycTpoicTs Ha
nHTepdeiice N OTKAOYAET NO4AYY SNEKTPOMUTAHUA.
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HELTEX

power inline priority { critical |
high | low }

-/low

3apaet npuoputeT uHTepdelica POE npu ynpasneHnn anektponu-
TaHuem.

- critical — ycTaHaB/MBaeT HaMBbLICLWIWI NPUOPUTET INEKTPONUTA-
HWA. DNEKTPONUTaHME NOPTOB C TaKUM npuoputeTom byaeT npe-
KpallaTbCA B MOCNEAHIO ouyepedb NPWU neperpyske CUCTEMbI
PoOE;

- high — ycTaHaBAvBaeT BbICOKMI NPUOPUTET INEKTPONUTAHUSA;

- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET SNEKTPONUTAHMUA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmsartt/ class

BbI6paTh pexnm orpaHUYEeHUA MOLLHOCTMU.

- class — IMMUT MmaKkcmanbHoW NoTpebaaemoit MOLWHOCTU onpe-
AenneTca KAaccom NoAK/4aeMoro yCcTponcTea

- user-definded — "MMKUT MaKcManbHOW NOTPE6NAEMOI MOLLHO-
CTW BbICTABAAETCA BPYYHYIO, € warom 200 mBT.

BbIBGpaTh peKMM No YMONYaHMIO.

KomaHObl pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexknme EXEC nmeeT cneayowmin Bua;

console#

Tabnnuya 124 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6parkaeT COCTOSHME 3NEKTPONUTAHNA UHTEPDENCOB, MOAAEPKM-
BalOLWMX NUTaHME No AnHum PoE.

show power detail

OTobparkaeT 06yt MHPopmaLmio nNo coctoaHuto PoE n coctosHumto
NCTOYHWUKaA.

show power inline
consumption

OTo6parkaeT XapaKTepPUCTUKM MOTPEeBAEHMA MOLLHOCTM, TOKa W
HanpAXeHn.

4.19.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro ypoBHSA CO34aHHbIN AN aBTOMaTUYe-
CKOro 06HapyXeHUs NoTepu 4BYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX IMHUAX CBA3MN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 125 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IOYEHO

BKNOUUTbL AMArHOCTUKY COCTOAHMUA ONTUYECKMI IMHUIA.

BbikntounTb ANArHOCTUKY COCTOAHUA ONTUYECKMIA IUHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IOYEHO

BKNtOUYNTL arpeccuBHbIv pexkum, npu Kotopom TLV oTnpasnseTca
B 06OM cnyyae, JaxKe ec/iv OHa He 6bla NoNyYeHa OT yaaneH-
HOro ycTpoicTBa.

BbIKNOYMTb arpeccmuBHbIi pexnm, npu Kotopom TLV oTnpasns-
eTcA B 06OM cnyyae, AaXKe ec/iv OHa He bblia NnonyeHa oT yaa-
JIEHHOrO YCTPOoMCTBa.

ethernet-oam uni-directional
detection discovery-time time

time: (5..300)/5

BbicTaBMTL Talimep, No KoTopomy 6yaeT NPoncXoanTb onpeaene-
HMe TeKyLLLero COCTOSHUA IMHKA.
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no ethernet-oam uni-
directional detection
discovery-time

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

noethernet-oamuni-directional
detection action

-/log

Bbi6paTb pexxum paboTbl npoTokona UDLD.

-errdisable — nepegauya Tpaduka 6AOKMpPyeTCA Npu OTCYTCTBUM
npuema BOAHOM U3 HanpasieHWI B KaHane

-log — cooblueHne o 610KMPOBKE NOABAAETCA B XKypHane.

YCTaHOBWUTb 3HAYEHME NO YMON4YaHUIO

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console>

Tabnunuya 126 — KomaHabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show port ethernet-oam uni-
directional detection

OTo6pa)+(aeT COCTOAHME ONTUYECKOTO NNHKa.

4.19.4 fluaezHocMuKa onmu4YyecKo20 mpaHcueepa

CDYHKLI,MH ANArHoCTMKM nNo3BOJSIAET OUEHUTb TeKyuwee COCToAHME ONTUYEeCKOro TpaHCuBEpPa U

ONTUYECKOWN NUHUU CBA3MN.

Bo3moKeH aBTOMATMYECKMM KOHTPO/Ib COCTOAHMA JIMHWUIA  CBA3W. [AAa 3TOro  KOMMyTaTop
nepuoamnyeckm onpawnsaeT NapameTpbl ONTUYECKMX WMHTEPdENCOB M CpaBHMBAET MX C MOPOroBbIMU
3HaYeHMAMM, 334aHHBIMKM NPOU3BOAMTENAMM TpaHCMBEpPOB. NpKU BbIXOAE NapaMeTpoB 3a AOMYCTUMble
npeaenbl KommyTaTop GopMUpyeT NpeaynpexXaatoLlimMe 1 aBapuiiHble coobLeHus.

KomaHOowbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeeT cneayowmin BuA:

console>

Tabnunua 127 — KomaHabl AMArHOCTUKKM ONTUYECKOTrO TpaHCMBepa

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show fiber-ports
optical-transceiver [
{gigabitethernet gi_port |
fastethernet fa_port}]

OTo6pa>KaeT pe3ynbTaTtbl AUMAarHOCTUKKM ONTUHECKOTO TpaHCMBEpPa.

Tabanua 128 — MNapameTpbl ANArHOCTMKM ONTUYECKOTO TpaHcueepa

Mapamemp 3HaueHue
Temp Temnepatypa TpaHcmsepa.
Voltage HanpsaxeHune nuTaHMA TpaHcuBepa.
Current OTKNOHEHME TOKa Ha nNepegaye.
Output Power BbIxoZHas MOLHOCTb Ha nepegaye (mBT).
Input Power BxogHan moLLHOCTb Ha Nnpueme (MBT).
LOS MNoTtepa curHana.
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3Ha4yeHuA pPe3ynbTaTtoB ANArHOCTUKWN:

— N/A - HegocTynHo,
— N/S —He noaaepxuBaetca.

4.20 dyHKummn obecneueHnn 6esonacHoOCTU

4.20.1 ®dyHKyuu obecneyeHua 3awUmsi NOPMoe

C uenbto nosbiweHUsa 6e30NacHOCTU B KOMMYTATOpPe CYLLEeCTBYET BO3MOXKHOCTb HAaCTPOUTb KaKoWn-
MBO NopT TaK, YTobbl AOCTYN K KOMMYTATOpy 4Yepe3 3TOT MOPT NpeaocTaBfANCs TONbKO 3aAaHHbIM
ycTponcTeam. PyHKLMSA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHmmn MAC-agpecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca moryT 6biTb HAaCTPOEHbl BPYYHYIO MM M3y4eHbl KOMMyTaTopoMm. ocne msydeHus
HeobXxoaMMbIX afpecoB MNopT cneayeT 3ab6/0KMPOBaTb, 3alUUTMB €ro OT MOCTYN/NeHUs MaKeToB C
HeunsydyeHHbIMM MAC-agpecamu. Takum 0b6pasom, Koraa 3ab10KMpoBaHHbIM NOPT Nonyyaet naket, u MAC-
agpec NCTOYHMKA NaKeTa He CBA3aH C 3TMM NOPTOM, aKTUBU3MPYETCA MEXAHM3M 3aLUTbl, B 3aBUCUMOCTM OT
KOTOPOro MOryT 6bITb MPUHATLI CAeAyHOLWME Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NocTynatwowme Ha
3a6/10KMpPOBaHHbIM NOPT, NepecbiiatoTca, oTbpackiBatoTcs, MMB0 Ke NOPT, NPUHABLLMIA NAKET, OTKAOYAETCS.
®dyHKuua 6esonacHoctn Locked Port no3BonseT COXpPaHWUTb CMMCOK M3ydeHHbix MAC-agpecos B ¢daine
KOHdUrypaummn, Takmm o6pasom, aTOT CMMCOK MOXKHO BOCCTAaHOBUTbL NOC/IE Nepe3arpysku ycTponcTaa.

/ CyuwiecTByeT orpaHuyeHue Ha Koauvectso MAC-agpecoB, KOTOpoe MOXKET U3y4UTb NOPT, UC-
nonb3yowmii GyHKLUMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet, uH-

mepapelica 2pynnsl NopmMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 129 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHoa Aeiicmeue

BktouaeT pyHKUMIO 3aLLmMTbl HA UHTepdelice. BrokupyeT GyHK-

switchport port-security ena- .
LiMI0 U3yYEHUA HOBbIX aPECOB A/ UHTepdelica. MakeTbl ¢ He-

ble
-/BbIK/IIOYEHO n3yvyeHHbiMn MAC-agpecamm UCTOYHMKa OT6pacbiBatoTCA.

no switchport port-security en- OTKAtOYaeT GYHKUMIO 3aLUMTbl HA UHTepdelice.
able
switchport port-security mac- 3a4aeT MaKCMMaibHOE KOIMYECTBO aAPecoB, KOTOPOe MOXKET
limit o M3Y4UTb NOPT.

- - limit: (0..8192)/1
no switchport port-security YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIO.
mac-limit

3afaeT pexmMm orpaHmyeHunn nsydyeHna MAC-agpecoB Ans HacTpa-
nBaemoro nHtepdelica.

- max-addresses — yganser Tekylwme AUHAMUUYECKU U3yYeHHble
afpeca, cBaszaHHble ¢ UHTepdercom. PaspelleHo n3ydeHne mak-
CMMaNbHOIO KOIMYECTBa aAPEecoB Ha nopTy. [loBTOpHOE U3ydyeHne
-/lock 1 CTapeHue paspeLleHbl.

- lock — coxpaHseT B daiin Tekywme AMHaMUYECKU U3yYeHHble aj-
peca, cBa3aHHble C MHTepdeicom 1 3anpeLtaet obyyeHne HoBbIM
afpecam U CTapeHue yKe U3yYyeHHbIX afpecos.

switchport port-security mode
{ max-addresses | lock}

no switchport port-security YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIO.
mode
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switchport port-security viola- 3apaTb peXnm pearmpoBaHua Npu HapylweHun 6esonacHocTu.
tion [restrict | protect] -Restrict — B JaHHOM peXknme Npu HapyweHun 6e3onacHoCcT oT-
npasnsetca SNMP-Tpan Ha SYSLOG-cepsep.

-Protect — B AaHHOM peXMMe OMNOBELLEHWA O HapyleHun bes-
-/protect onacHocTM Het. Bkntoyaetr nepexsaT MAC-agpecoB, KOTopble
OOKHbI 6bITb 0TOpOLeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeYatoTCcA Kak 3absoKMpoBaHHble U OTOPACHIBAlOTCA B TeYeHWUU

aging-time.
no switchport port-security vi- YCTaHOBUTb 3HAYE€HME N0 YMONYAHUIO.
olation
switchport port-security Co3paét cratnyeckyto MAC-3anucb ana nopra.

mac_address:
(aa:aa:aa:aa:aa:aa);
vlan_id: (1..4094)

unicast mac_address vlan
vlan_id

[aHHasa KomaHAa He oTobpaaeTca B KOHPUrypaumm. MpocmoT-
peTb cTaTnyeckyto MAC-3anncb MOXHO 4Yepe3 KomaHAy show
mac-address-table static unicast.

4.20.2 KoHmponb npomokonaa DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBol NpoOTOKOA, MO3BONAKOLWMNIA KAUEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotsl B cetn TCP/IP.

MpoTokon DHCP MmoKeT Mcno/1b30BaTbCsA 3/10YMbILIIEHHUKAMM [J19 COBEPLLEHMSA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KAneHTa, 3acTaBnsaa DHCP-cepBep BblgaTb BCe AOCTYMHble afpeca, Tak U CO CTOPOHbI
cepBepa, nyTem ero nogmeHsbl. NporpammHoe obecrneyeHne KOMMyTaTopa NO3BONSAET 0becneyYnTb 3aLnTy
YCTPOWMCTBA OT aTakK C MCMNo/ab3oBaHMemM npoTokosa DHCP, ana yero npumeHsetca GpyHKUMA KOHTpPOAA
npotokona DHCP — DHCP snooping.

YcTponcTBo cnocobHo oTtcnexuBatb noasneHne DHCP-cepsepoB B ceTw, paspelias WX
MCMOJIb30BaHWE TO/IbKO Ha «A0BEPEHHbIX» UHTEpdeNcax, a TaKKe KOHTPO/IMPOBaTb AOCTYN KJAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUIA.

Onuwma 82 npoTokosia DHCP (option 82) ucnonbsyetca ans Toro, 4tobbl NnporHdopmmuposats DHCP-
cepBep 0 ToM, OoT Kakoro DHCP-peTpaHcnsTopa (Relay Agent) 1 yepes Kakoi ero nopT 6bI/1 NOy4YeH 3anpoc.
MpumeHseTca gns ycTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, a TaKXe AN 3aLUnTbI
OT aTaK C ucnonb3oBaHMem npoTtokosa DHCP. Onuusa 82 npeactasnseT coboirt AONOSAHUTENbHYIO
UHbOPMaumio (MMs yCTpoicTBa, HOMep nopTa), AobaBnsemyo KOMMYTaTOPOM, KOTOpbli paboTaeT B
pexknme DHCP Relay areHTa, B Buge DHCP-3anpoca, npuHATOro oT KAaneHTa. Ha ocHoBaHUKM AaHHOM onuuuy,
DHCP-cepBep BblgensieT |IP-agpec (ananasoH IP-agpecoB) u apyrve napameTpbl MopTy KOmMMyTaTopa.
Monyume Heobxogumble aaHHble oT cepsepa, DHCP Relay areHT BbigenseT IP-agpec KAMEHTY, a TaKXke
nepegaer emy gpyrune Heobxoanmble NnapameTpsbl.

Tabanuya 130 — dopmat noner onumm 82

Mone Mepedaeaemas uHgpopmayusa

Mms xocTa yCTponcTaa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuii 6anT — HOMep NOPTa, K KOTOPOMY NOAKAOYEHO YCTPOWMCTBO, OTNPaBAAloLLEE
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R t tiD
emote agen MAC-agpec ycTpoiicTsa.

’ | Ana KoppekTHoi paboTtbl ¢pyHKuunM DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl

. DONMHbI BbITb NOAKAIOYEHbI K «40BEpPeHHbIM» MopTam KommyTtatopa. [Ona aobasneHus
nopTa B CNUCOK «A0BEPEHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepodeiica. Ana obecneyeHna 6esonacHocTn Bce
OCTa/ibHble NOPTbl KOMMYTATOPa A,0/1XKHbl 6bITb «KHEA0BEPEHHBIMUY.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOm KOHOUIypaumm:

console (confiqg) #

Tabanua 131 — KomaHabl perknma rnobanbHoM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIKNOYEHO

PaspelwwaeT KoOMMyTaTOpy KOHTPOANpPOBaHMe NpoTokoaa DHCP.

3anpelaeT KOMMYTATOPY KOHTPOAMpPOBaHUe npotokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

Pa3spelaet KoHTpoanposaHue npotokosa DHCP B npeaenax yka-
3aHHoro VLAN.

3anpeLaeT KOHTpoaAupoBaHWe npotokoaa DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKAOYEHO

BkntouaeT Bepudpmkaumio MAC-agpeca knneHta 1 MAC-agpeca mc-
TOYHMUKa, npuHATOro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» MopTax.

BbikntoyaeT Bepudpukaumio MAC-agpeca kameHTa u MAC-agpeca
MUCTOYHWKA, NnpuHAToro 8 DHCP-nakeTe Ha «Hea0BepeHHbIX» Mop-
Tax.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 132 — KomaHgabl perkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OtobparkaeT cooTBeTcTBUA M3 daiina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

show ip dhcp snooping global

OTobpa3unTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MoKa3aTb Bce COOTBETCTBUA U3 paina (6a3bl) KOHTPOA MPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding

OumnctuTb cooTBeTcTBUA M3 daitna (6a3bl) KOHTPOASA MPOTOKOAA
DHCP.

KomaHObI pexcuma KoHgu2ypayuu

uHmepagelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 133 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (1..1024)

BkntouvaeT orpaHmnyeHune konnvecrsa DHCP-knneHTOB Ha nopTty

BbikntoyaeT orpaHnyeHme konnyecrsa DHCP-kaneHTOB Ha nopTy

v/

Tabaunuy knnentos DHCP snooping.

YcTaHOBNEHHOe orpaHuueHne no Konuudectsy DHCP-KnueHToB 6yaeT pacnpocTpaHATbCA
TONIbKO Ha HOBble 3anucu. PeKomeHAyeTca nepep, HAaCTPOKOW OrpaHUYEHUs OYUCTUTL
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4.20.3 DSLAM Controller Solution (DCS)

C nomowplo AaHHOW QYHKLMM HACTPaMBAIOTCA 3HAYeHMA WAEHTUOUKATOPOB WHTepdelica u
peTpaHcaaTopa npu KoHourypmposaHum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHTMdMKaTop MHTepdeiica, C KOTOpOro npuwien 3anpoc, remote-id — naeHTUPUKaTop
peTpaHcaATOpa, C KOTOPOro NpuLwen 3anpoc.

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabaunuya 134 — KomaHab! perkmma rnobanbHon KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
dcs information option [dhcp | BkntounTb aobasnenume circuit id + remote id gna sBcex onumii (T.e.
dhcpv6 | pppoe-ia] enable dhcp | dhcpvb | pppoe-ia), imbo 3a4aTb KOHKPETHbIA NPOTOKON
-/BbIKNOYEHO ANA BCTaBKKM remote-id u circuit-id.
dcs information option [dhcp | BbikntounTb fobasneHne remote-id u circuit-id.
dhcpv6 | pppoe-ia] disable
dcs agent-circuit-id user- . . YcTaHoBKa circuit-id B dopmate cBo6OAHON CTPOKM onpeseneH-
defined identifier identifier (1..63) HOM Nosib3oBaTesieM. BO3MOXKHO Mcnosib3oBaHMe WabsoHOoB.
— cumBo0B/1WwaboH
no dcs agent-circuit-id user- Yeh%i%y YCcTaHOBKa 3Ha4YeHMA NO YMOYaHMIO.
(] 0
defined
dcs agent-circuit-id format- HacTpolika circuit-id cornacHo pekomeHgauusa TR-101.
type [identifier-string] NaeHTudmkatop:
identifier option format -identifier — nponsBoibHasA cTpoka 6e3 wabnoHos..
[delimiter] delimiter dopmar:
-pv — Homep nopTa un VLAN;
-Sp — HOMep c/0Ta U NopTa;
-svV — Homep cnota un VLAN,;
identifier (1..48) -spv — Homep cnoTa, nopta n VLAN.
cumBonos/popmar spy, | Paspenutenu:
pasgenutens std, -comma - “,”;
identifier NULL -dot - “.";
-hash - “#”;
-semi-colon - “;”;
-slash - “/”;
-space - “";
-std — “slot:port/vlan”.
no dcs agent-circuit-id format- YcTaHOBKa 3Ha4YeHMA N0 YMOYaHMIO.
type
dcs agent-circuit-id suboption- YcraHoBKa ¢popmarta circuit-id
type {dhcp | dhcpvé | pppoe- dopmartbl:
ia} {tr-101 | user-defined} - tr-101- pobasneHue circuit-id 8 dopmarte cornacHo pekomeHTa-
[binary] [add-subtypes] umam TR-101
- user-defined - pobasneHue circuit-id B ¢popmarte cBobogHoOM
CTPOKM C BO3MOKHOCTbIO UCMO/b30BaHMSA WabAoHOB.
[ononHutenbHble NapameTpsbl:
- binary - gaHHbI napameTp yKasblBaeT, YTO YNCI0BbIE LWa6/oHbI
6yayT npeobpasosaHbl B popmat HEX.
-/tr-101 o
- add-subtypes - gaHHbI NapameTp yKasbiBaeT, YTo B UAEHTUDU-
KaTop 6yaeT AobasneH AONOAHUTENbHbIN NoaTUN (2x 6aiTOBbIN
ana DHCPv4 wn PPPoE u 4x 6aintosbii ana DHCPv6), B KoTopom
onpegensetca popmat ctpoku (ASCII - 0x01, HEX-0x00) n ganHHa
naeHTuduKaTopa.
no dcs agent-circuit-id YCcTaHOBKa 3Ha4YeHMA Mo YMOIYaHMIO.
suboption-type {dhcp | dhcpv6
| pppoe-ia}
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dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

YcTaHoBKa remote-id B popmaTe cBOBOAHOM CTPOKM onpesenéx-

identifer (1..63) HOW nonb3oBaTenem. Bo3amoKHO ncnonbsosaHue WwabaoHOB.

cMmBoN0OB/WabnoH %m | YcTaHOBKa 3HAa4EHUA MO YMONYAHWIO.

dcs remote-agent-id
suboption-type {dhcp | dhcpv6
| pppoe-ia} user-defined
[binary] [add-subtypes]

no dcs remote-agent-id
suboption-type {dhcp | dhcpvb
| pppoe-ia}

YcTaHoBKa popmata remote-id

dopmaTbl:

- user-defined - gobasneHune remote-id B popmate cBoboaHOM
CTPOKM C BO3MOKHOCTbIO MCMO/Ib30BaHMA WabNOHOB.
JononHuTtenbHble NapameTpsbl:

- binary - gaHHbI NapameTp yKasbIBaeT, YTO YMUCOBbIE LWABMOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes - gaHHbI NapameTp yKasbiBaeT, YTO B UAEHTUPU-
KaTop bypet pobaBneH AOMONHUTENbHbIN NoATMN (2x 6aliToBbLIN
ona DHCPv4 n PPPoE u 4x 6aiToBbii gna DHCPv6), B KoTopom
onpegensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 gnunHHa
naeHTudukaTopa.

-/user-defined

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

Tabnuua 135 — WWabnoHbl gocTnHble Ana HacTpoiku user-defined naeHTndmKaTtopos

LWa6noH OnucaHue

%a IP-agpec. laHHbIl WabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%h Nmsa ycTpoiicTsa.

%p KopoTkoe nma nopra, Hanpumep gil/0/1.

%P [nuHHOE Ma nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep gigabitethernet.

%m MAC-agpec nopta B popmaTte H-H-H-H-H-H-H. JaHHbIV wabaoH moxKeT 6biTb Npeobpa3osaH B
dopmat HEX.

%M MAC-agpec cuctemsl B popmate H-H-H-H-H-H-H. [aHHbIl wabnoH moxeT 6biTb npeobpaszo-
BaH B popmat HEX.

%u Homep toHuTa. [JaHHbIV WabnoH moeT bbiTb NpecbpasosaH B dopmaT HEX.

%s Homep cnota. [laHHbIN WabnoH moxkeT 6bITb NpeobpasosaH B popmat HEX.

%i ifindex nopTa. JaHHbIN Wab10H MOXKeT 6bITb Npeobpa3osaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro yctpoiictea B popmate H-H-H-H-H-H-H. JaHHbIN wabnoH moxeT
6bITb NpeobpaszosaH B popmaT HEX.

%V naeHtndmratop VLAN. JaHHbI WwWabnoH moxKeT 6biTb NpeobpasoBaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#

Tabnunua 136 — KomaHabl pexkuma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

YcTaHoBKa circuit-id 8 dopmate cBob60AHOM CTPOKM onpeaenéH-
HOW nonb3osaTenem. BosmoXKHO ncnonb3oBaHue WabioHOB.

circuit_id: (1..63)
cmBo1oB/waboH

%h%i%v YCTaHOBKA 3HaYEeHMA MO YMONUYAHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

YcraHoBKa remote-id B popmate cBO60AHOM CTPOKU OnpeaenéH-

remote_id: (1..63) .
- HOW nonb3oBaTenem. Bo3amoKHO 1cnonb3oBaHue WabaoHoB.

cumBon0B/wabnoH %m

YcTaHOBKa 3Ha4YeHuA no YMONYaHULO.
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabaunuya 137 — KomaHabl perknma Privileged EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port]

OTobparkaeT TEKYLLYIO KOHPUrypaumio ngeHtTndmkatopos Remote

f, t: (0/1..24);
a_port: (0/1..24); ID 1 Circuit ID ana nHtepdeiicos.

gi_port: (0/1..24)

show dcs-global-config OTo6parkaeT rnobanbHyto KoHbUrypauuio uaeHTuounkartopa Circuit
ID.

Mpumep Hactpoitkn DHCP Snooping Bo VLAN10 c HacTtpoikoi DCS-onumi Ha uHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# vlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable
console (config-if)# decs agent-circuit-identifier "3%v $p 8&h"
console (config-if) # dcs remote-agent-identifier "3M"

Mpumep HacTpoliku DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii gna Bcex MHTepdencos B
dopmate HEX.

console
console
console
console

config)# !

config) # interface gigabitethernet 0/10
config-if)# port-security-state trusted
config-if)# set port-role uplink

console
console
console

config) # interface gigabitethernet 0/13
config-if)# switchport general allowed vlan add 10 untagged
config-if)# switchport general pvid 10

(
(
(
(
console (config-if) # switchport mode trunk
console (config-if) # exit
console (config) # ip dhcp snooping
console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# decs agent-circuit-id user-defined "$isv"
console (config)# dcs remote-agent-id user-defined "3M"
console (config)# !
console (config)# wvlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
(
(
(
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4.20.4 3awuma IP-adpeca knueHma (IP-source Guard)

®yHKuMA 3awmThl IP-agpeca (IPSource Guard) npeaHasHayeHa 1A dpunbTpaunm Tpadurka, NPUHATOrO
c uMHTepdeiica, Ha OCHOBaHMU Tabauupl cootBetcTBuit DHCP snooping n ctatnyecknx cootBeTcTBuin IP
Source Guard. Takum obpasom, IP Source Guard nossonseT bopoTbca ¢ noameHon IP-agpecos B nakeTax.

Mockonbky ¢yHKLMA KOHTponA 3awmTtbl IP-agpeca ucnonb3yer Tabauubl COOTBETCTBUIA
DHCP snooping, mMmeeT CMbICN WUCNOAb30BaTb AaHHYK OJYHKUMIO, nNpeaBapuUTeIbHO
HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 138 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa 3HayeHue/3HayeHUEnoyMon4aHuIo Aelicmeue
{ip | ipv6} verify source port- BkntoyaeT yHKUMIO 3awuTbl IP-uHTepdelica pnn
security nopta. Mocne BKAOYEHUA Ha MHTepdece BCe 3anucu B

Tabauue IP Binding yctaHaBausatotca B8 TCAM B Kave-
CTBE pa3spellatoLlero npasuna.

no {ip | ipv6} verify source KomaHpa ypanaet 3anucu ns TCAM mn oTKAOYaeT oT-
port-security bpacbiBaHMe IP-nakeToB Ha NOPTY.

4.20.5 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa gns 3aWmTbl OT aTaKk C
Mcrnosb3oBaHWeM npoTokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npotokosaa ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMX cooTBeTcTBul IP- 1 MAC-agpecos, 3afaHHbIX 1A
rpynnbl VLAN.

’ ' MopT, CKOHPUrypupoBaHHbINA «HepzoBepeHHbIM» AN GyHKuMK ARP Inspection, AonyKeH TakKe
radk 6bITb «HepoBepeHHbIM» ana ¢pyHKuumn DHCP snooping nau coorserctBue MAC-agpeca u IP-
agpeca Ana 3Toro NopTa A0NXKHO 6biTb CKOHPUIYPUPOBAHO cTaTUUECKU. MHaue AaHHbIA nopT

He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.

V [Ona HeHageKHbIX NOPTOB BbINOJIHAKOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnnua 139 — KomaHab! perkuma riobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMoaYaHuro
ip arp inspection enable BKAtOUNTL KOHTPOb NpoTokona ARP (pyHKumio ARP Inspection)
-/BbIK/IOYEHO
ip arp inspection disable BbIKNHOUYMTb KOHTPOAL NpoToKkona ARP (dyHKumto ARP Inspection)
ip arp inspection vlan vian_id vlan_id: (1..4094)/ PaspewaeT nposepKy npoTtokona ARP, ocHoBaHHylo Ha 6a3se cooT-
BbIK/1IO4YEHO BetcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.
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no ip arp inspection vlan
vlan_id

3anpelyaeTt nposepky npoTtokona ARP, ocHoBaHHylo Ha Hase cooT-
setcTBuii DHCP snooping, B BbiI6paHHoM rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepocTtasnaeT cneuuduryHble NPOBEPKM ANA KOHTPOAA NPOTOKONA
ARP.

-srcmac: Jaa ARP-3anpocos 1 OTBETOB NpoBepAeTcA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy MCTOYHMKA B CO-
Aepumom npotokona ARP.

-dstmac: ns ARP-oTBeTOB npoBepseTcs cooTBeTcTBMe MAC-agpeca
B 3aronoske Ethernet MAC-agpecy HasHauyeHWA B COLEPHKMMOM
npoTtokona ARP.

-ipaddr: NMposepsaetca coaepxkmmoe ARP-nakeTa Ha Hanyne HeKop-
peKTHbIX IP-agpecos.

3anpewaet cneunduyHble NPOBEPKM A1 KOHTPOAA NpoToKoa ARP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOMN CTPOKM pexxnma EXEC:

console#

Tabnunuya 140 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

show ip arp inspection globals

OTobparkaeT cUCTeMHY KoHouUrypaunio GyHKUMK KoHTpona ARP
npoToKona.

show ip arp inspection vlan
[vlan_id]

vlan_id: (1..4094)

Otobparkaet cnucok VLAN, Ha KoTopbix aktuseH ARP Inspection.

show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKa3blBaeT CTaTUCTUKY AA CeayroWwmx TUNOB NAaKeToB, KOTopble
66111 06paboTaHbl Npy nomoLm GyHKuUm ARP:

- nepefaHHble naketsbl (forwarded);

- noTepsaHHble nakeTbl (dropped);

- owmn6kKu B IP/MAC (IP/MAC Failures).

clear ip arp inspection

statistics [ vlan vian_id]

vlan_id: (1..4094)

OuuLiaeT cTaTUCTUKY KOHTpOoAA npoTokosa ARP Inspection.

4.20.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3sonaeT oTcaexunsaTb NoABAEHUE U UCHE3HOBEHME aKTUBHOIO
060pyA0OBaHNA Ha CeTM MNyTeM COXPaHeHWs ucTopun msydyeHna MAC-agpecos. Mpu ob6HapyKeHUU
M3MEHEeHWA B cocTaBe M3ydyeHHbix MAC-agpecoB KOMMYTAToOp COXpaHsAeT uHbopmauuio B Tabavue u
n3Bewaer o6 3ToM C MOMOLWbI coobueHnin npotokona SNMP. O®yHKUMA MMeeT HacTpavBaemble
napametpbl — rybuHa UCTOPUM O COBLITUAX U MUHUMAJBbHBIA MHTEPBaN OTNPaBKKM cooblueHunit. Cepauc
MAC Address Notification oTKAO4YEH NO YMOAYAHUIO U MOXKET BbITb HACTPOEH BbIBOPOUYHO A/1A OTAENbHbIX

NopTOB KOMMYTATOpa.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rNobanbHOM KOHPUrypaLmm:

console (config) #
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Tabnmua 141 — KomaHap! pexxmma rnobanbHoin KoHGUrypaumm

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuio

Aeiicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIKNIOYEHA

KomaHaa npefHasHayeHa a1 rnobanbHOro ynpasneHus GyHk-
umneirt MAC notification. KomaHga paspeluaeT perucrpaumio co-
6bITMIA gobasneHus u yganenna MAC-agpecos 13 Tabamu, Kom-
MyTaTopa v OTNPaBKy YBeAOMIEHMA O COBbITUAX.

Ona paboTtbl GYHKUMU HEobXOoAMMO AONONHUTENLHO paspe-
LWaTb reHepaumio yBe4OMAEHUIN HA UHTepdercax (CM. HUXKe).

Bbikntouaet pyHKuMo MAC notification rnobanbHo 1 oTmeHseT
COOTBETCTBYHOLIME HACTPOMKKN Ha BCex MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value:
(0..4294967295)/1

MaKcMManbHbI NPOMENKYTOK BPEMEHWU MeXAy OTnpaBKamwu
SNMP-yBegomneHuii. Ecnn 3HayeHme WHTepBasna BpPEeMEHMU
paBHo 0, TO reHepauus yBeAOMNEHUI U COXpaHeHMe CObbITUIA
B MCTOPUIO ByAET OCyLEecTBAATLCA HEMEANEHHO NO Mepe BO3-
HUKHOBEHMA COBbLITUIA 06 M3MEHEeHUM COoCTosHMA Tabauubl
MAC-agpecos. Eciv 3HauyeHuMe nHTepBana BpemeHn 6osbwe 0,
TO YCTPOKCTBO ByAeT HaKanMBaTb CObbITUA 06 U3MEHEHUN CO-
CTOAHUA Tabnmubl MAC-afpecoB B TeYEHME 3TOrO BPeMeHH, a
3aTem OTnpaBAATb yBegomaeHusa npoTtokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccraHaBnnBaeT 3HaYeHME NO YMOYAHUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHga 3agaeT makcMmanbHOe KoanyectTBo cobbiTuii 06 mns-
MEHEHUM cocToAHMA Tabanusl MAC-agpecoB, KOTOpoe coxpa-
HAeTCA B UCTOpUU. ECiM ycTaHOBNEH pasmep UCTOPUM PABHbIN
0, To cobbiTMA He coxpaHatoTca. Mpu nepenonHeHun bydepa
MUCTOPUM HOBOE CObBbITME MOMeLLaeTcAa Ha MecTo CaMoro cTa-
poro.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

logging events mac-address-
table change

-/BbIK/OYEHO

BKNOUMTL OTNpaBKy Tpanos B syslog o cobbITUAX U3yYeHUsa unn
yoanenna MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 142 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIK/OYEHa

BK/tOYEHMe reHepaLyumn YBeAOMAEHUI Ha KaK4oM UHTep-
delice 0 cobbITMAX n3meHeHua coctoaHus MAC-agpecos.
OTLeNbHO MOXKHO Pa3spellnTb reHepauuio yBesoMIeHUM
ToNbKo 06 M3yyeHun MAC-agpecoB, 1Mb6O ToNbKO 06 KX
yaaneHuu.

OTKNlOYEHWe reHepaLmy yBegomaeHuit Ha uHtepderice.

snmp-server enable traps
errdisable { storm-

control | loopback-detection|
udld}

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

-/BK/OYEHa

BK/lOUEHWe reHepauun yBeJOMEHUK Npu BNOKMpoBKe
nopTa no cobbITUAM:

- loopback-detection — 06HapykeHue netens;

- udld — akTnBauus 3awmtsl UDLD;

- storm-control — W1poKoBeLaTeIbHbIN WToPM

OTK/loYeHMe reHepaLmmn yBegomneHus Ha nHtepbelice.
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KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnnua 143 — KomaHabl perkmuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show mac-address-table
notification change history

OTobpakeHue BCcex yBeaomneHuii 06 usmeHeHMmn cocTos-
H1A MAC-agpecoB, COXpaHEHHbIX B UICTOPUN.

show snmp-server traps

MocmoTpetb  cobbiTus,
Tpanbl.

Npu KOTOPbIX reHepupyoTca

4.21 ®yHKuum DHCP Relay nocpegHuka

KommyTtatopbl nogaeprkmeatot ¢yHKkumMmn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa asnsaetca
nepegavya DHCP-nakeToB OT KAMeHTa K cepBepy 4 obpaTtHo B cyyae, ecam DHCP-cepBep HaxoaMTcsA B 04HOM
CeTW, a KANeHT B apyroi. Apyron ¢yHKUMeN sBaseTcs AobasnieHue A0NOJIHUTENbHbIX onumuin B DHCP-
3anpocbl KAneHTa (Hanpumep, onumn 82).

MpuHumn paboTtbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMyTaTOpP NPUHMMAET OT KaneHta DHCP-
3anpocol, NnepeaaeT 3TW 3aNPOChl CEPBEPY OT UMEHU KNMEHTA (0CTaBAAA B 3amnpoce onuun ¢ Tpebyembimu
KNMEHTOM MapaMeTpaMm W, B 3aBUCUMOCTM OT KOHGUrypaumm, nobasnss csomn onuum). Monyums oTeeT oT
cepBepa, KommyTaTop nepegaet ero KameHTy. CoBmectHas pabota dhcp relay n dhcp snooping B TekyLuel

BEepPCNN HEBO3MOKHaA.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma rinobanbHoM KoOHbUrypauum:

console (confiqg) #

Tabnunua 144 — KomaHabl perkmnma rnobanbHoM KoOHGUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

service dhcp-relay

no service dhcp-relay

-/BbIK/IIOYEHO

BkntoueHune pyHKumii DHCP Relay areHTa Ha KOmmyTaTope.

BbikntoueHne PpyHkumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp server ip_add

no ip dhcp server ip_add

MozKeT 6bITb 334aHO
[0 NATU cepBepoB

3apaet IP-agpec poctynHoro DHCP-cepsepa pgna DHCP Relay
areHTa.

Ypansaer IP-agpec u3 cnucka DHCP-cepsepoB gna DHCP Relay
areHTa.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnuya 145 — KomaHab! perkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip dhcp relay information
{FastEthernet fa_port | Giga-
bitethernet gi_port | vlan |
vlan}

fa_port: (0/1..24);
gi_port: (0/1..24);
vlan: (1..4094)

OTobparkaeT KOHOUrypaum HacTpoeHHol ¢yHkumum DHCP Relay
areHTa ANAa KOMMYTaTopa M OTAENbHO ANA MHTEPOECcoB, a TakKe
CMUCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OT06parkaeT CNMUCOK AOCTYMHbIX CEPBEPOB.
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4.22 KoHdurypauusa PPPoE Intermediate Agent

®yHKumnA PPPOE IA peann3oBaHa B COOTBETCTBMMU C TpeboBaHMAMK foKymeHTa DSL Forum TR-101 m
npegHasHavyeHa 41a UCNOIb30BAHUA HA KOMMyTaTopax, paboTatowmx Ha YPOBHe AocCTyna.

®PyHKUMA NO3BOAIAET AONONHATL NakeTbl PPPOE Discovery nHpopmaumein, xapaktepusytowen nHtep-
deinc poctyna. 3to HeobxoaMmo Ana uaeHTUGMKauMKM Noab3oBaTeNbCKOro MHTepdelica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n obpabotkoi naketos PPPoE
Active Discovery ocylecTtsaserca rnobanbHO AnA BCEro yCTPOMCTBA M BbIBOPOYHO A8 KaxKAOro UHTep-
deica.

Peanusaums ¢pyHKunm PPPOE IA npegocTaBnseT 4ONOAHUTENbHbIE BO3MOMKHOCTU KOHTPOA coobLue-
HUI NPOTOKOMA NyTEM Ha3HaYeHUs OBEPEHHbIX MHTepdEeCcoB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 146 — KomaHAb! pexknuma rnobanbHoi KoHbUrypauum

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
pppoe-ia snooping [no6anbHO BKAKOUYMTL KOHTPOb GYHKUMKM PPPOEIA.
- - -/BbIK/IIOYEHO
no pppoe-ia snooping BbIKNOUUTb KOHTPOJIb GYHKUMKM PPPOEIA.
pppoe-ia snooping session 3agatb TamayT ana paboTtbl dyHKuMmM PPPOE IA.

timeout range

range: (0..600)/300

pppoe-ia snooping session OTKNOYUTL TalMayT ans paboTbl GyHKLMKM PPPOE 1A
timeout 0
pppoe passthrough BkntoyeHne kKomaHAabl 3actasnaeT PPPoE-nakeTbl npoxoanTb Yepes
-/OTK/OYEHO KOMMYTATOp KaK Heu3BecTHbIl L2-Tpaduk, u aenaet ux "HeBnam-
mbimmn" ana IP ACL.
no pppoe passthrough BkatouvaeT napcuHr MHKancyaMpoBaHHbIX B PPPoE-nakeTax L3-3aro-

noBKoB, npasuna IP ACL HaunHatoT paboTaTb A8 MHKAMNCY/IMPOBaH-
HbIX MaKeTOB.

Ona KoppeKTHoI pabotbl dyHKuMK PPPOE Intermediate Agent Bce ucnonbayemoie PPPoE-cep-
Bepa A,0/1KHbI 6bITb NOAKAKYEHDbI K «A40BEepeHHbIM» MOPTamM KOMMyTaTopa. Ana gobaBneHusn
nopTa B CMUCOK «A0BEPEHHbIX» UCMNOJb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6esonacHocTu Bce
OCTa/IbHble MOPTbl KOMMYTaTOpPa A,0/1XHbl 6bITb «KHEA0BEPEHHBIMU»

.‘

4.23 KoHdurypauma ACL (cnnucku KoHTpona goctyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuna
dunbTpaLMmM BXoAALLEro U nUcxoaaulero TpadmMKa Ha OCHOBAHWUWM NepefaBaemblX B MaKeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

Ha aaHHbIN momeHT peanmsaums ACL TakoBa: Kaxabin ACL coaepKuT To/bKo 1 npaBuno. HeckosibKo
ACL MO*KHO npuMBA3aTb K ogHOMY MHTepdeicy. Mopagok oTpaboTKM NpaBma onpeaensaeTcs no NpUopuUTeTy
npasuna, ykazaHHomy B ACL, npu paBeHcTBe npuopuTteTos - No Homepy ACL.

ACL aBTOMaTUYECKN CHUMAETCA C MHTepdelica Npu U3MEHEHUM B HEM NpaBua.

MakcmumanbHoe yncno ACL— 100 IP/IPv6 n 100 MAC.

Ethernet-kommymamopesi cepuu MES14xx, MES24xx. Pykosodcmeo o akcnayamayuu 111



HELTEX

KomaHgbl Ans co3fgaHus M pepakTMpoBaHua cnuckoB ACL gocTynHbl B pexkume rnobanbHoi

KOHUrypauuu.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

KomaHaHan cTpoKka B pexkmme rnobanbHo KOHGUIypauum nmeert BUA,:

console

(config) #

Tabnnua 147 — KomaHAp! Ans co3aaHns U KoHourypauum cnmckos ACL

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ip access-list standart
access_list_num

no ip access-list standart
access_list_num

access_list_num:
(1..1000)

Co3pgaHue ctaHgapTHoro cnucka ACL.

YpanuTe cTaHAapTHbIVM cnncok ACL.

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

access_list_num:
(1001..65535)

Co3paHue HoBOro pacwmpeHHoro cnucka ACL ana agpecauumm IPv4
1 BXO4, B PEXUM €ro KoHPurypaLmm (ecnm cnmcok ¢ AaHHbIM UMme-
HEM elle He co34aH), MO0 BXOA, B PeXKMM KOHOUTypauun paHee
CO34aHHOrO CnMcKa.

YpaaneHune pacwmpeHHoro cnucka ACL ana agpecaumn IPv4.,

Co3paHue HoBOro pacwmpeHHoro cnucka ACL ana agpecaumm IPv6
1 BXOZ4, B PEXUM ero KoHPurypaLmm (ecnm cnmcok ¢ AaHHbIM UMme-
HEM elle He co34aH), MO0 BXOA, B PeXKMM KOHOUTypauun paHee
CO34aHHOr0 CnMcKa.

YpaaneHune pacwmpeHHoro cnucka ACL ana agpecaumn IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3gaHue HoBoro cnucka ACL Ha 6ase MAC-agpecauun u Bxog, B
pexXum ero KoHoUrypaumm (ecam cnmcok ¢ AaHHbIM UMEHEM elLle
He co34aH), MMb0 BXOL B PEXMM KOHOUIYpaLMm paHee co34aHHOTo
CMUCKa.

Yaanenue cnucka ACL Ha 6ase MAC-agpecaumu.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpolika cmelleHua B 6aliTax OTHOCUTENbHO BbIOPaHHOM CTapTo-
BOM NO3MLMKN. 3HAaUEHMeE N MacKa, Ncnosiblyemble ana GunbTpaLmu,
33pat0TcA Yepes napameTtpbl ACL-npasua.

- 12 — Hauano nakerta (Destination MAC address).

- ethtype — Ethertype (camblii BHyTpeHHUI, Npu Hannymm VLAN-Te-
ros)

- 13 — L3-3aronoBok

- 14 — L4-3aronoBok

YpaneHue cmeleHMa OTHOCUTEIbHO BbIOPaHHOM CTapTOBOM NO3u-
umu.

Ona Toro u4tobbl aKkTMBM3MpOBATb cnmMcok ACL, HeobxoauMMo CBA3aTb €ro ¢ UHTepdericom.
NHTepdelicom, MCNONb3YIOLMM CIUCOK, MOXKET bbiTb NMb0o nHTepdelic Ethernet, nnbo rpynna noprtos. Ha
AaHHbIN MOMEHT NOAAEPKUBAETCS TONIbKO BXOAALLEE HaMNpaBieHUe Ha UHTepdelicax (in).

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgelica Ethernet, VLAN

KomaHaHana cTpoka B pexume KoHourypauum mHtepdelica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA;

console (config-if) #
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Tabnnua 148 — KomaHaa HasHavyeHus cnucka ACL-nHTepodeiicy.

3HayeHue/3Ha4yeHue

Aelicmeue
o ymon4YaHuro

KomaHoa

B HacTpoiikax onpeagenéHHoro ¢pusmyeckoro nHTepdenca KomaHaa
NpuUBA3bIBAET YKa3aHHbIV CNUCOK K JaHHOMY UHTepdelicy.

ip access-group

access_list_num in access_list_num:

no ip access-group (1..65535) YpaneHue cnucka ¢ nHTepdeiica.

access_list_num in

B HacTpolikax onpegenéHHoro ¢pusmyeckoro nHTepdeica KomaHaa
NPUBA3bLIBAET YKa3aHHbIA MAc-CMUCOK K aHHOMY UHTepdelicy.

mac access-group

access_list_num in access_list_num:

no mac access-group (1..65535) YpaaneHue crnucka ¢ MHTepodeiica.

access_list_num in

KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnuua 149 — KomaHap! ans npocmoTpa cnmckos ACL

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuo

KomaHoa

access_list_num: (1-
65535) cumBona

show access-lists
[access_list_num]

Moka3sbiBaeT cnmncku ACL, co3gaHHble HA KOMMyTaTope.

4.23.1 KoHepuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, UCMOb3yEMbIX B
COoCTaBe KOMaHA HacTpoMKkM cnmnckoB ACL, oCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXO4, B pPeUMm
pefaktTuposaHnA cnuckos ACL, ocHOBaHHbIX Ha agpecauuun IPv4, ocywectBndaetTca nNo KomaHae: ip

access-list {extended | standart} access-list num.

Tabauua 150 — OCHOBHbIE NapameTpbl, UCNOAb3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [ewncTteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
protocol Mone npegHasHayeHo Ana yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOpPOro byaeT ocyliecteaseTcs puabTpaumsa.
NboTOKON Mpu BbIGOPE NPOTOKOIa BO3MOMKHbI C/IeAytoLMe BapMaHTbl: icmp,
P ip, tcp,udp, ipv6, ipv6:icmp, ospf, pim,anbo umcnosoe 3HaveHue
npoTokona, B gnanasoHe (0 — 255).
[ns cooTBeTCcTBMA 1OOOMY NPOTOKONY UCMOb3YeTCA 3HaYeHue IP.
source Aapec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka aapeca UCTOYHUKa

Macka, npumeHaemasa K IP-agpecy WCTOYHMKA naketa. Macka
onpeaenser 6utbl IP-agpeca, KoTopble HEOBXO4MMO UFHOPUPO-
BaTb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB AO/MKHbI ObITb 3aMMCcaHbI
eauHuubl. Hanpumep, Mcnoib3ya Macky, MOXKHO onpeaenvTb ans
npasuna ¢unbTpaymm IP-cetb. YT06bI 406aBUTL B NPaBUIO GpUb-
Tpauum IP-cetb 195.165.0.0, He0H6X0AMMO 334aTb 3HAYEHME MACKM
/16, TO ecTb cOrnacHo AaHHOW macke nocneaHue 16 6ut IP-agpeca
6yAyT UTHOPMPOBATbLCA.

destination

Aapec HasHayeHna

Onpegaenset IP-agpec Ha3HaYeHUn nakera.

destination_mask

Macka afpeca Ha3Ha4YeHunA

ButoBaa macka, npumeHsemas K IP-agpecy HasHayeHMs naketa.
Macka onpegaensaet 6uTbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pvpoBaTh. B 3HaYeHUA UTHOPUPYEMbIX BUTOB 40/1XHbI BbITb 3aMK-
CaHbl eAuHUUbl. Macka MCMo/b3yeTca aHa/loTMYHO Macke
source_mask.

vlan

NpeHtndukatop Vlan

Onpegenser Vlan, gns KoToporo 6yfeT NpUMeHATLCA NPaBuo.
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dscp Mone DSCP B 3aronoske L3

OnpeaensneT 3HayeHne DSCP-nons diffserv. BoamoxkHble Koapl co-
obuweHunit nons dscp: (0 —63).

Mpuopwuret IP

OnpeaenseT npuoputeT IP-Tpaduka: (0-7).

icmp_type

Tun coobuweHuii npotokona ICMP, ncnonbsyembiii ghs uabTpa-
umn ICMP-nakeToB. YicnoBoe 3HaYeHMe TMNa cooblueHus, B Ana-
nasoHe (0 — 255).

icmp_code
Kog coobleHna npotokona

ICMP

Kopa, coobueHunii npotokona ICMP, ncnonbsyembiin gnsa ¢puabtpa-
umMm  ICMP-nakeToB. Bo3moOXKHble Kogbl CcOObLEHMI nons
icmp_code: (0 — 255).

destination_port UDP/TCP-nopT Ha3Ha4yeHus

source_port UDP/TCP-nopT UCTOYHMKA

Bo3moskHble 3HaueHmns nons TCP/UDP-noprTa: eq, gt, host,It,range

OnuMoHaNbHbIN NapameTp

priority MHAaeKc 3agaeT NosoXKeHWe nNpasuia B CNUCKE U ero NnpuopuTer.
MpropuTteT 3anucu Yem MeHblle MHAOEKC — TeM npuopuTeTHee npasuao. [lManasoH

[ONYCTUMBbIX 3HayeHui (1..255).
parametr OnuMOHaNbHbBIN NapameTp NpU KOHOGUTYPUPOBaHUM CMMCKA [0-

ctyna: cvlan-id, cvlan-priority, dscp, priority, single-tag, tos, user-
definded, traffic-class

v
v

B ctaHgapTHbIX ip ACL BO3MOXKHa PpuUnbTpaLmuA TONbKO No npedpuKcam, B paclumpeHHbix ACL
— N0 AONO/IHUTENbHbIM NapameTpam.

. Mocne Toro, Kak nto6oi ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro nHTepdeinica npume-
HUTCA npaBuio implicit deny any any.

Tabnunua 151 — KomaHabl, ucnonbayemble ana HacTpoikm ACL-cnnuckoB Ha ocHoBe IP-aapecauum

KomaHda

Aeiicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[ob6asnseT paspelatoLyto 3anncb GuUAbTPaLMU ANA NPOTOKOAA.
MakeTbl, OTBEYatOLMeE YCAOBUAM 3anucu, byayT obpabaTbiBaTbca
KOMMYTaTOpPOM.

permit ip {any | source host } {any | destination }
[parametr]

[ob6asnseT paspelatowyto 3anucb GUAbTPaLUKN AN NPOTOKoAa
IP. MakeTbl, oTBevatowme ycnoBuam 3anucu, 6yayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

permit icmp {any | source host } {any | destination }
[parametr]

[obaBnaeT paspelatolyto 3anucb GUAbTPaLUN ANA NPOTOKoAa
ICMP. NaKeTbl, oTBEYalOWMeE YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[JobaBnaeT paspelatolyto 3anucb GUAbTPaLUKN ANA NPOTOKoAA
TCP. MaKeTbl, OTBeYaloLMe YyCNOBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[obaBnaeT paspelatolyto 3anucb GUAbTPaLUKN ANA NPOTOKoAa
UDP. MakeTbl, oTBEYatoLLMe YCA0BMAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[ob6asnseT 3anpeLyatoLlyto 3anucb GUAbTPALMM AN8 NPOTOKOoAA.
MakeTbl, OTBeYaloLWmMe ycnoBuUAM 3anucu, byayT 610KMpoBaTLCA
KOMMYTaTOPOM.

deny ip {any | source host } {any | destination }
[parametr]

[obasnser 3anpewatoyto 3anucb GUALTPALMKU A NPOTOKONA
IP. MakeTbl, oTBevalolwue ycnosusm 3anucu, byayt 6a0Kupo-
BaTbCA KOMMYTaTOPOM.

deny icmp {any | source host } {any | destination }
[parametr]

[obaBnseT 3anpeLatoLlyto 3anmcb GuUabTpaLun Ans NpoTokona
ICMP. MNaKeTbl, OTBEYalOWME YCNAOBMAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any | source host } {any | destination }
[parametr]

[obaBnseT 3anpeLatoLlyto 3anmucb GuUaAbTpaLun Ans NpoToKona
TCP. MakeTbl, oTBevalowWme ycnosuam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

deny udp {any | source host } {any | destination }
[parametr]

[obaBnaeT 3anpeLatoLlyto 3anmucb GuUaAbTpaLun Ans NPoToKona
UDP. MakeTbl, oTBeYatlowWwme ycnosusam 3anucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.
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4.23.2 Kongpucypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONUCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponKu cnmckoB ACL, ocHOBaHHbIX Ha aapecauumn IPve.

CospgaHune n BXo4, B pexum penaktuposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,
OCYLLeCTBNAETCA N0 KOMaHAe: ipvé access-list extended apvé access-list. Hanpumep, ana
co3aaHua cnmcka ACL noa HassaHnem MES IPv6 He06x04MMO BbINOAHUTL Caeaytoline KoMaHabl:

console# configure terminal
console (config) # ipv6é access-list extended ipvé access list num
console (config-ipvé6—-acl) #

Tabnunua 152 — OcHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

Mapamemp 3HavyeHue Aelicmeue
permit [OeiictBue ‘paspewwnTs’ Co3pgaet paspewatouee npasuno ¢uabTpaumm B cnmncke ACL.
deny [ewncrteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno uabtpaumm s cnucke ACL.
protocol Mone npeagHasHavyeHo Ana yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
NooTokon KOJ10B), Ha OCHOBE KOTOPOro byAeT ocylecTBaseTca GunbTpaums.
P Mpw BbIGOpE NPOTOKO1a BO3MOXHbI CieaytoLme BapuaHTbl: icmp,
tcp,udp, ipvé6.
source Aapec UCTOYHMKA Onpepensert IP-agpec NCTOYHMKA NaKeTa.
destination Appec HasHavyeHnA Onpepensaet IP-aapec Ha3HayeHMA nakeTa.
vlan NaeHTndukaTop Vlan Onpeaenset Vlan, gnsa KoToporo 6yaeT NpMMeHATbLCA NPaBuIo.
DSCP- iffserv. B -
dscp Mone DSCP & saronoske L3 Onpep,e;lﬂer 3HayeHue DSCP-nons diffserv. BoamoxHble Kogbl co
06uweHunit nona dscp: (0 —63).
icmp_type Tun coobuweHuin npotokona ICMP, ncnonssyemoln ana dunbrpa-
- umm ICMP-nakeTtoB. YncnoBoesHayeHneTMnacoobeHus, sgmana-
30He (0 — 255).
icmp_code Kopa, coobuieHuii npotokona ICMP, ucnonbsyembiit ans punbtpa-
P- Kopg, coobuieHmns npoTokona A tw P Y A (b. P
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6UIEHUI nonA
ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopT Ha3HayeHusa | Bo3moskHble 3HaueHus nons TCP/UDP-noprTa: eq, gt, host,lt,range
source_port UDP/TCP-nopT MCTOYHMKA
priority MHAOeKe 3aaeT NoNoXKeHWe NpaBua B CNUCKE U ero NpuopuTerT.
MpuopuTteT 3anucun Yem meHblue MHAEKC — Tem NpuopuTeTHee npasuno. [AnanasoH
A0MNYCTUMbIX 3Ha4YeHmI(1..255).
arametr . OnuMOHanbHbIM NapameTp NPy KOHOUTYPUPOBAHMM CMIMCKA A0-
P OnuMoHanbHbIN NapameTp . P PP . urypup A
cTyna: eq, gt, It, range, dscp, traffic-class
A MNocne Toro, Kak noboii ACL 6yaeT npuBaAsaH K uHTepdeiicy, ana storo uHtepdeica npume-
HUTCcA npasuno implicit deny any any.

Tabnnuya 153 — KomaHabl, cnosibayemble aaa HacTpoliku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aelicmeue

[parametr]

permit protocol {any|source host} {any|destination}

[ob6aBnseT paspellatoLlyto 3anncb GUAbLTPALMM A NPOTOKOAA.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTbiBaTbcs
KOMMYTaToOpPOM.

[parametr]

permit ipv6 {any|source host} {any| destination}

[ob6aBnseT paspeluatolyto 3anncb GuAbTpauumM Ansa NpoToKona
IPv6. MaKeTbl, OTBEYAIOLLME YCAOBUAM 3anucy, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit icmp {any|source host} {any|destination}

[JobasnaeT paspelsarolLyto 3anuce GuUabTpauumn 4na nNpoToKona
ICMP. MaKeTbl, oTBEYatOWMe yCA0BUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

[parametr]

permit tcp {any|source host} {any| destination}

[ob6aBnseT paspeluatolyio 3anucb GuAbTpauumn Ans NpoTokona
TCP. MaKeTbl, OTBEYaloLWMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.
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permit udp {any|source host} {any| destination} [ob6asnseT paspewatoLwyo 3anucb GuUabTPaUUK ana NpPOTOKoa

[parametr] UDP. MakeTbl, oTBevatoLwme ycioBmMAm 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any|source host} {any| destination} [ob6asnseT 3anpeLyatolLyto 3anucb GuabTpaLMM 4NA NPOTOKONA.

[parametr] MakeTbl, OTBEYaloLWMe ycnoBUAM 3anucu, byayT 610KMpoBaThCA
KOMMYTaTOpPOM.

deny ipv6 {any|source host} {any|destination} [ob6asnseT 3anpewaoLyto 3anmcb GUaAbTPaLUK AN NPOTOKoa

[parametr] IPv6. MaKeTbl, OTBEYAlOLWME YCIOBUAM 3anucu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

deny icmp {any|source host} {any|destination} [ob6asnseT 3anpewaoLLyto 3anmcb GUaAbTPaLUK A0 NPOTOKoa

[parametr] ICMP. MakeTbl, oTBEYAIOLWME YCAOBUAM 3anucK, ByayT 610kupo-

BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any|destination} [parametr] | Job6aBnseT 3anpewjatollyto 3anucb GuUAbTPaLMM ANA NPOTOKONA
TCP. MaKkeTbl, OTBeYalolWmMe yCAOBUAM 3anucu, byayt 610KMpo-
BaTbCA KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr] | Job6aBnseT 3anpewatolLyto 3anucb GuUAbTPaLMUM ANA NPOTOKONA
UDP. MNakeTbl, OTBEYalOWMe yCaoBMAM 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

4.23.3 Kornopuzypayusa ACL Ha 6a3ze MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
cocTaBe KoMaHZA HacTpoikm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CosgaHue M BXO4, B peXum pepaktmposaHma cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCylLecTBAAETCA NO KomaHAe: mac access-list extended access-l1ist num

Tabaunua 154 — OcHOBHbIE NapamMeTPbl, UCNONb3YEMbIE B KOMaHAAX

MNapamemp 3HauyeHue Aelicmesue
permit [JelicTBue paspelunTb Co3paeT paspeluatoliee npasuao GunbTpaumm B cnucke ACL.
deny [ewncteue 3anpeTnTb Co3gaeT 3anpeLatouee npasmao puabtpaumm B cnucke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.
source_mask Macka onpegenset 6utol MAC-agpeca, KoTopble HEOBX0ANMO UT-

HOPWPOBaTb. B 3HAYEHUA UTHOPUPYEMbIX BUTOB JOKHbI BbITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCNonb3ya MacKy, MOXHO onpeae-
NUTb ANs npasuaa ¢ounbTpaummn amanaszoHa MAC-agpecos. YTobbl
£,06aBUTb B Npasuio ¢punbTpaumm sce MAC-agpeca, HauMHatoLWm-
ecs Ha 00:00:02:AA.xx.xx, He06Xx0AMMO 334aTb 3HAaYEHUE MaCKU
FF:FF:FF:FF:00:00, To ecTb, COriacHO AaHHOW macKe, nociegHue
16 6uT MAC-agpeca 6yayT He BaXKHbl ANA aHann3a

buTtoBasa macka,
npumeHaemasn kK MAC-
agpecy UCTOYHMKaA NakeTa

destination Aapec HazHayeHun Onpegensetr MAC-agpec HasHa4YeHMA NakeTa.

destination_ mask Macka onpegenset 6utbl MAC-agpeca, KOTopble HE0H6X0AMMO Ur-
HOPVPOBaTb. B 3HaUeHUA UTHOPUPYEMbIX BUTOB AO/IKHbI BbITb 3a-
nucaHbl eauHuubl. Macka WCMNONb3yeTcs aHalorTMYHO Macke

source_ mask.

butoBasa macka,
npumeHaemasn kK MAC-
agpecy HasHayeHuA nakeTa

vlan_id vlan_id: (0..4095) MNoaceTtb VLAN ¢punbTpyembix NakeTos.

cvlan-priority cvlan_priority: (0..7) Knacc obcnykmsaHmsa GUAbTPyEMbIX NAKETOB.

ethertype eth_type: (0..0xFFFF) Ethernet TMn ¢uNbTPyemMbIX NaKeToB B LIECTHAALLATEPUYHON 3a-
nmcu.

encaptype value Value: (1..65535) Tun ethertype ana ¢punbTpyembix NakeTos.

etype_list etype_list: (1..65535) CnunCcoK cTaHZapTHbIX ethertype

priority MHAeKc NnpaBuna B TabauLe, YemM MeHbLUe MHAEKC — TEM NPUOPU-

MHpeKkc npasuaa

TeTHee npasuno 1-255

Tabnunuya 155 — KomaHabl, ucnonibayemble ana HacTpoiiku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda Aelicmeue
permit {any | host source source_ mask } {any | host [o6asnseT paspewatoLyto 3anmce duabtpaumnn. Makertbl, oTee-
destination destination_ mask} [encaptype value | etype_list | 4atowme ycnosuam 3anucu, byayT o6pabaTbiBaTbCi KOMMYTa-
1 [priority priority] TOpoM.
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deny {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list

] [priority priority]

[ob6asnser 3anpeLyatoLLyo 3anucb duabTpauuu. MNakeTbl, oTee-
yalolme ycnosuam 3anucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom.

Mpumep HacTpolikm dunbTpaumm padi/pado yepes User-defined offset:

console
console

(
(

config) # user-defined offset I ethtype 0
config) # mac access-list extended !

console (config-ext-macl)# permit 00:00:00:00:00:01 ff:ff:ff:££f:££:00 any
user-defined offsetl 0x8863 Oxffrff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group ! in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0

console (confiqg)# ip

access-list extended 1010

console (config-ext-nacl)# permit udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

4.24 KoHdurypauumsa sawutbl ot DOS-atak

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6!10KMpOBaTb HEKOTOpble PAaCNpPOCTPaHEHHbIE K/N1aCCbl DoS-aTak.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypauuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnnua 156 — KomaHgbl pexxuma rnobanbHon KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

firewall

-/BKNOYEHO

MepeiT B pexmnm KOHOUTYpUPOBaHUA MOAYA, OTBEYAIOLLErO 33
byHKLMOHan 3awuTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunua 157 — KomaHabl pexxuma rnobanbHon KoHbUrypaumm

3HayeHue/3HayeHue

no inspect tcp

KomaHda Aeilicmeue
Mo ymMoA4YaHuto
enable BK/ItoueHWe noaaep»KKu 3alutbl oT DOS-aTak.
-/enable
disable BbIKkntoueHMe noaaepKkm 3alwmTbl ot DOS-aTak.
ip inspect tcp enable BkntoyeHne obHapyxeHusa synfin-naketos
-/BKNIOYEHO

BbIKk/toueHWe o6HapyKeHusa synfin-nakeTtos

ip inspect tcp syn wait sec

sec: (1..65535)/1

BbicTaBUTb Taimep 610KMpPOBKYM synfin-nakeTtos
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KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKK pexxkunma EXEC:

console#

Tabnnuya 158 — KomaHab! perkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o yMmon4aHuio

Aeiicmeue

sh run firewall

OTob6parkaeT HacTpoitky moayns firewall

sh firewall stats

OTobpaykaeT CTaTUCTMKY MO nakeTam, o06paboTaHHbIMM
moaynem firewall

sh firewall logs

OTtobparkaet norn moayna firewall

4.25 KauectBo o6cnykmusaHua — QoS

Mo ymoA4YaHWMIO Ha BCEX MOPTax KOMMyTaTopa MCNOJ/b3yeTcas OpraHM3aumsa odyepesm MakeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpaduKa Npu UCNONb30BaHMM SAHHOMO METOAA MOFYT BO3HUKHYTb NPob6iembl, NOCKO/bKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE MNakeTbl, He Bouwegwwne B b6ydep odepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3B03BpaTHO. PelwaeT gaHHyto npobnemy meTton, OpraHUsylOWMiA odepean no npuoputety TpaduKa.
MexaHuam QoS (Quality of service — KayecTBo 06CNYyXKMBaHMA), pPeanuM30oBaHHbIA B KOMMyTaTopax,
No3BOJISET OPraHN30BaTb BOCEMb OYepeaen NPMopPUTETA NMAKETOB B 3aBUCMMOCTW OT TMNa NepesaBaemMbix

AaHHbIX.

4.25.1 Hacmpoiika QoS

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxnma riobanbHoM KoOHbUrypauum:

console (config) #

Tabnunua 159 — KomaHab! pexkuma rnobanbHom KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3paeT cnucoK Kputepunes KnaccudurKaumm Tpaduka.
2. BxoauT B pexunm pefakTUpOBaHUA CMUCKA KPUTEPUEB Knaccu-
duKaumm Tpadumka.

YanseT cnUcoK Kputepues KnaccuduKaLmm Tpapuka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cosgaert cTparterunto Knaccubukaumm Tpaduka.
2. BXxoauT B peMmM pesakTUpOBaHWUA CTpaTerMm KnaccuouKkaumm
TpaduKa.

Ypanaet npasuno knaccudukaumm Tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
sched_num: (1..65535)

OnpegenuTb anroputm paboTbl NNaHMPOBLUMKA Ha UHTepdelice.

- strict-priority — cTporas ouepegb, UMeeT HauBbICLLWIA NPUOPUTET
- strict-wrr — oyepeab N0 MexaHW3My WIT, UMeloLWas npuopuTeT
Bblle oYepeam wrr

- wrr — oyepefib, 06pabaTbiBatoLAACA MO MEXAHU3MY WIT

- fa/gi_port — ncxogawmin nHTepdeiic.

Ypanaet HaCTpOl;iKI/I NNaHNPOBLKUKaE.
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queue gueue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
queue_num: (1..8);
weight: (1..127)

3afaTb HOMEP M BeC ovepean 41 Ucxoaaulero nHtepoeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenntb Tpaduk ¢ meTkoit CoS/DSCP B ouepeap

OTMeHUTb onpeaeneHune Tpaduka B odepesb

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..24);
Priority: (0..7)/0

YKasaTb ouepeb ona uHTepdeica, Npy ycioBUM OTCYTCTBUA METOK
CoS/DSCP y BXOAALMX NaKeToB

class-map class_num

no class-map class_num

class_num: (1..65535)

Co34aTb U NepenTn B peXXnUmM KoHOUTrypuposaHus class-map

Ypanutb Knacc

policy-map policy_ num

no policy-map class_num

policy_num: (1..65535)

Co34aTb 1 NepeinTu B pexkum KoHdUrypmposaHus policy-map

Ypanutb nONUTUKY

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKNOUMTL OTNPABKY TPANoB O NPEBbILWEHUN Nopora cpu-rate-limit
B syslog

YCTaHOBMUT 3Ha4yeHue no YMONYaHUIO

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIKNIOYEHA

Bk/toyeHWe reHepauuu yBefOMAEHUI NMPU NPEBbILLEHUN 3HAYe-
HUA cpu-rate-limit

OTKAKOYEHWE reHepaumn yBeLOM/IEHNA Ha YCTPOICTBe.

KomaHObI pexcuma KoHguaypauyuu VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm VLAN:

console (config-vlan) #

Tabnunua 160 — KomaHab! pexxkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

NO qOs COs egress

YcTaHaBnuBaeT 3HayeHue CoS ana nopta (CoS, npumeHsembli
[ONA BCEro HeTermpoBaHHOro Tpaduka, NPOXoAALLEero Yepes UH-
Tepoeiic).

YCTaHOBMWT 3Ha4YeHue no YMONYaHUIO

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnunua 161 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

qgos trust {cos | dscp | cos-dscp YcTaHaBAMBaET peXxnum AoBepUA KoMMmyTaTopa B 6a3oBom
| none} pexunme QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNaccMbUKaLMIO BXOAALLMX NAaKETOB
no 3HavyeHmnam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3Ha4YeHune CoS nNo ymon4vaHuio.

-/none - dscp— ycTaHaBAMBaeT KnaccUUKaLMIO BXOAALLMX Make-
TOB No 3HavyeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX Na-
KeToB no 3HadyeHuAam DSCP ana IP-nakeToB 1 no 3Ha4YeHUAM
CoS ana He IP-nakeTos.

no qos trust YCTaHaBAMBAET 3HAYEHMA NO YMOIYAHMUIO.

KomaHObI pexcuma pedaKkmuposaHuUs CUCKA Kpumepues Kaaccuguxkayuu mpaguka

Bug, 3anpoca KOMaH,ﬂ,HOVI CTPOKU pexXnmMa peadakTUpoBaHUA CNUCKa KpUTepues KnaCCMd)MKaLI,MM
TpaduKa:
console# configure terminal

console (config)# class-map class-map-name
console (config-cls-map) #

Tabanua 162 — KomaHAabl pexnma pefakTMpoBaHUA CNcKa KpUTepmueB KnaccuouKkaumm Tpadpuka

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
Mo ymon4aHuio

match access-group {ip-access-
list | mac-access-list } ac/_ num

Lob6asnaeT KpuTepuit Knaccudukaumm Tpaduka. Onpegenset npa-
BUAa dunbTpaumm Tpaduka no cnncky ACL ans knaccudurkaumu.
set class class_num AKTMBMPOBATb KNacc

class_num: (1..65535)

acl_num: (0..65535)

no set class class_num OTKAOUUTL paboTy Knacca

set class class_num regen-
priority priority group-name
name

priority: (0"7); 3apaTb BHyTpeHHMVI npuopuUTET ANA YKa3aHHOro Kaacca

name: (1..31) cumBonos

KomaHObI pexcuma pedakmuposdHUAa cmpameauu KadccuguKkauuu mpaguka

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma peaakTMpoBaHuA cTpaTernm Knaccudukaumm Tpadmka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabanua 163 — KomaHAabl pexknma peaakTMpoBaHua cTpaTermm Knaccupukaumm Tpadurka

3HayeHue/3Ha4yeHuUe .
KomaHda / Aeilicmeue
Mo yMmoA4YaHuo

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

YcTaHaB/IMBaeT HOBOE 3HaYeHWe MeTKU A5 NaKeTa.
class_num : (0..65535); A

new_cos_map: (0..7);
new_dscp_map: (0..63)

set policy class class_num YcTaHaBAMBaEeT HOBOE 3HayeHUWEe MEeTKU A1A NaKeTa Ha UHTep-
interace {fastethernet fa_port deiice.

| gigabitethernet gi_port | class_num: (0..65535);

port-channel group} default- new_cos_map: (0..7);

priority-type {vlanPri new_dscp_map: (0..63)

new_cos_map | ipDscp
new_dscp_map}

set meter meter Ecan CKOPOCTb NOTOKa NpeBbllaeT YKa3aHHY B COOTBETCBYHOLWEM
- meter, TO NakeTbl, KOTOPbIE NPEBbLICU/IN OrpaHNYeHune, OT6paCbIBa-
HOTCA.
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KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOm KOHOUIypaumm:

console (config) #

Tabnunua 164 — KomaHgbl pexxuma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3paTb M3MepuTeNb OrpaHUYeHUs CKOPOCTU ANA UCXOAALLEro
TpadwukKa.

Y0anutb M3MepuTesb OrpaHMYeHUa CKOPOCTU AR UCXOAALLEro
TpadwukKa.

KomaHObI pexuma KoHgu2ypayuu usmepumersnsa o02paHUYeHUs cKopocmu 078 8xo0aue20 mpa-

UKa:

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaumu:

console (config-meter) #

Tabnunua 165 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} {kbps | pps}

YcTaHaBNMBAET OrpaHUYEHMEe CKOPOCTU ANA UCXOAALLEero
TpaduKa.

KomaHOwb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 166 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos global info

OTobparkaet rnobanbHble HACTPOMKM (OS

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

MoKa3biBaeT B KaKyto ouyepeab onpegeneHbl nHTepoeiicol

show queue-map

Otobparkaet mannuHr CoS n DSCP no ymonyaHuio

show qos trust

MpOoCMOTp TeKyLLel HaCTPOMKKN foBepUa MeTKam cosu dscp.

Mpumep NPUMEHEHUA CEPBUCHOMN MOANTUKMN:

Ons Tpaduka, umetowero DSCP 8, meHaeTtcs VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTca Ha 63,
CKOpPOCTb NOTOKa orpaHmumBaetca go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

(
console (config-if) # gos trust cos
(

console (config-if) # switchport mode trunk
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console (config-if) # ip access-group 1008 in

console (config-if)# !

console (config) # interface gigabitethernet 0/7

console (config-if)# switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable

console (config-if)# !

console (config)# class-map 1008

console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map)# !

console (config) # meter 10

console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter) # !

console (config) # policy-map 1008

console (config-ply-map)# set policy class 1008 default-priority-type ipDscp
63

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica e2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 167 — KomaHabl perknma KoHourypaumm nHtepderica Ethernet, rpynnel uHTepdelicos

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
rate-limit input rate YcTaHaBAuBaeT OrpaHuMyYeHMe CKOPOCTU ANA BXOAALLEro
rate: (16..4194288) Tpaduka
kbps -
no rate-limit input YCTaHOBUTb 3HAYEHMEe MO YMOIYaHUIO
rate-limit output rate YcTaHaBAuBaeT orpaHUYeHue CKOPOCTU ANA UCXOoAALLero
TpadpuKa.
rate: (16..4194288) pad
kbps V 3HaueHue rate AOMKHO 6bITb KPaTHO 16.
no rate-limit output YCTaHOBUTb 3HaYeHMEe N0 YMOYAHUIO

Mpymep HacTPOMKKU orpaHnyYeHnn ckopoctn noptaGigabitEthernet 0/4:

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4

console (config-if) # switchport mode access

console (config-if) # switchport access vlan 10

console (config-if)# rate-limit input 512

console (config-if) # rate-limit output 512
Mpumep HacTponkm QOS:

HacTpouTb NNaHNPOBLLMK NO aATOPUTMY WIT A5 ucxogawero nHtepdeiica fa0/1. Pacnpeaenntsb Tpa-
¢ukK cornacHo nosnto CoS B ovepegy 1-4. HasHaunTb BeC WIT A1s OYepeseit COracHO HoMepy oyepeau.
Ouepepb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority
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console (config) # queue
console (config) # queue
console (config) # queue
console (config) # queue
console (config) # queue

G WN =

interface
interface
interface
interface
interface

fastethernet
fastethernet
fastethernet
fastethernet
fastethernet

0/1
0/1
0/1
0/1
0/1

scheduler
scheduler
scheduler
scheduler
scheduler

console (config
console (config
console (config
console (config
console (config

) #
) #
) #
) #
) #

queue-map
queue-map
queue-map
queue-map
queue-map

vlianPri
vlianPri
vlanPri
vlanPri
vlanPri

regn-priority
regn-priority
regn-priority
regn-priority
regn-priority

1 queue-id 1
2 queue-id 2
3 queue-id 3
4 queue-id 4
5 queue-id 5

10
10
10
10
10

4.26 O6HoBNEHMe NporpammHoOro obecneveHus c cepsepa TFTP

.‘

weight I
weight 2
weight 3
weight 4

Cepeep TFTP paosKeH 6biTb 3anyLEeH M HAaCTPOEH Ha KOMNbloTepe, ¢ KoToporo byaer 3arpy-
aTbcA nporpammHoe obecneueHune. Cepeep AOMKEH MMETb paspelleHne Ha uTeHue daii-

JI0B HauyaNbHOro 3arpysumka u/unm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEeH 415 KOMMYTaTopa (MOXKHO NPOKOHTPOIMPOBATb, BbINO/NHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec komnbloTepa).

!

4.26.1 Ob6HOBMEHUE CUCMEMHO20 Npo2pamMmmMHo20 obecneyeHus

O6HoBneHue nporpamMmmHoro obecneyeHua moxert OCyLecCTBNATbLCA TOJIbKO Nnpusuiaernpo-
BAdHHbIM NOJib30BaTeNneM.

3arpysKka ycTponctea ocyulectensercs us dakina cuctemHoro nporpammHoro obecnevenus (M0O),
KOTOpPbIA XpaHUTCcA BO aaw-namatn. MNpu obHoBAeHWU HOBbIM daitn cuctemHoro MO coxpaHaeTca B
CNeumnanbHO BblgeNeHHOoW obnact namatu. lNpu 3arpy3ke YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin

cuctemHoro MO.

Mpoueaypa ob6HoBneHMA MO:

CKonnpoBaTb HOBbIN daitn NporpamMmHoro obecrneyeHms Ha YCTPOWCTBO B BblAe/ieHHYo 061acTb na-

MATU. PopmaTt KOMaHAbI:

console# copy tftp://tftp_ip_address/[directory]/filename image

Nnn KomaHaomn

console# firmware upgrade tftp://tftp_ip_address/[directory]/filename

Mpumep KomaHAabl Ana 3arpysku MO vyepes sftp:

console# copy

sftp://username:password@Tftp ip address//[directory]/filename image

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOM nocne nepes3arpyskmn Kommytartopa.

Ana NPOCMOTPAa AaHHbIX O BEPCUAX NPOrpamMmMmHOTIo obecneyeHms 1 X akTMBHOCTU BBeAUTE KOMaHOY

show bootvar:

console# show bootvar
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4.27 PexXum oTnapku

PeXxm 0OTnagkm no3BonAeT CHUMATb AONO/THUTENBbHYIO ANArHOCTUYECKYHO

YCTPOICTBA.

KomaHObI pexcuma 2a06anab6HoU KOHu2ypayuu

nHpopmaumio ¢

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma rinobanbHOM KOHOUrypauum:

console (config) #

Tabnnuya 168 — KomaHabl pexuma rnobanbHom KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKAOUNTL reHepaLmio OTNAL04HbIX COOBLLEHNI A1 KOHKPETHOro
6/10Ka CUCTEMHOrO MOAYNA iss.

BbIK/IOUMTL FeHepaLmio OTIaL04HbIX COOBLEHNI ANA KOHKpeT-
HOro 6,10Ka CUCTEMHOrO MOZYNA isS.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnuua 169 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

no debug all

OTKNOUNUTL BbIBOA, BCEX OTNAA04HbIX COOBLLEHMA.

dump sockets

MpPOCMOTpP BCEX COKETOB B CUCTEME.

dump mem location [len byte]

location: (1..0xffffffff);
byte: (1..256)

OTOob6parkeHne coaepMMOro NamaTi M3 3agaHHoi o6aacTu na-
MATH.

dump {task | sem | que} name
[name]

MoKasaTb AeTanu 3a4auu, odepeam uam cemadopa npu npuceoe-
HUWM MMEHM Tacka.
- name — Ha3BaHMe Tacka

debug test mem alloc bytes

bytes: (1..4294967295)

BblgeneHue 610Ka NamaT € 3aaaHHbIM B 6aiiTax pasmepom

debug test mem free

OcBoboKaeHune BblaeNeHHOro 610Ka namaTu.

debug show sensor
temprerature index

index: (0..1)

OTo6parkeHne 3HaYeHUA JaTumMKa TemnepaTypsbl.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnnua 170 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mids | mstp
| pnac | qosx | rstp | tcam |
vct | vlan}

BK/lOYaeT reHepaunio oTnagouHbIX coobuweHuii gna NPAPI gas
YKa3aHHoOro moayns.

BbIK/IlOYaET reHepaumto oTAafouHbIX coobuweHuii ana NPAPI ans
YKa3aHHoOro moayns.

debug show vlan np port

OtobparkaeT KoHdUrypaumio nopta NPAPI

debug show ip arp np
interfaces

OTobparkaeT aepeso nHTepdeicos ARP B NPAPI

4.27.1 KomaHObl omnadKu 0158 uHmepagpelicoe

[aHHbIN peXxnm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU ANA UHTEPENCcoB A/1A YKa3aHHOro ypoBHSA

severity.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 171 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o yMon4aHuo

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/IIOYNTB reHepaLmio OTNaf0uHbIX COOBLIEHWIA ANs BCeX BUAO0B
TPacCUPOBOK.

BbIK/IIOYNTL reHepaumIo 0T1af04uHbIX CO0bLEHMI ana nHTepden-
COB.

debug interface arppktdump
severity

no debug interface
arppktdump

severity: (0..7)/-

BKtOUMTL TpaccnMpoBKM gamna naketos ARP.

BbIKAHOUNTL TPAacCMPOBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BKNOUMTD reHepaLmio OT1af0uHbIX COOOLWEHUA ANA NaKeTHOro
bydepa.

BbIKNOUMTL reHepaLuio 0TNaf04HbIX COOBLLEeHMI ANA NAaKeTHOro
bydepa.

debug interface enetpktdump
severity

no debug interface
enetpktdump

severity: (0..7)/-

Bkatountb TPaACCMPOBKU AamNa NaKeToB Ethernet.

BbIK/IIOYMTL TPACCMPOBKM Aamna nakeTos Ethernet.

debug interface failall severity

no debug interface failall

severity: (0..7)/-

Bkatountb reHepauunto oT1aa04HbIX COOGLLI,eHVIﬁ npu BO3HUKHO-
BEHUU BCEX BUOO0B C6OEB, BK/IIO4AA Banngaumio NakeTos.

BbIK/IIOUYMTb FreHepaLmio 0TAaA404HbIX COOBLLEHMI NPY BOZHUKHO-
BeHuu cboes.

debug interface ippktdump
severity

no debug interface ippktdump

severity: (0..7)/-

BKAOUMTbL TPacCMpPOBKKM gamna nakeTtos IP.

BbIKNOUNTL TPACCUMPOBKM famna nakeTtos IP.
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debug interface os severity

no debug interface os

severity: (0..7)/-

FeHepupyeT oTnagouHble coobLeHna ana pecypcos OC.

BbIK/OUMTbL reHepaLmio OTNaf04HbIX COOBLLEHNI aNa pecypcoB
oC.

debug interface track severity

no debug interface track
severity

severity: (0..7)/-

BK/IIOUMTb reHepaumio OT/N1a404HbIX COOBLLEHUI CNEKEHUA WH-
Tepdelica.

BbIK/OUNTD FEHEPALLMIO OTNIAA04UHbIX COOBLLEHUI CAEKEHUA UH-
Tepdelica.

debug interface trcerror
severity

no debug interface trcerror
severity

severity: (0..7)/-

BK/IIOUNTL reHepaLuio OT1IaA04HbIX COOBLEeHMI OWNBOK UHTEp-
deiicos.

BbIK/NOUNTL reHepaLmio OTNaf0UHbIX COOBLLEeHUI OWNBOK UH-
Tepdelicos.

4.27.2 Omnadka VLAN

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 172 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IIOYUMTL reHepaLmio BCEX OT/NaA0YHbIX COOBLEHN Moayns
VLAN.

BbIKNtOUMTb reHepaLmio BCEX OTNaf04HbIX COObLWEHN moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUNTL reHepaumto OTNAZL0YHbIX COODLLEHWUM, KacatoLMXCcs
npuopuTeTa, 3bbITOYHOCTH, Nepesayn TpaduKa.

BbikntounTh reHepauunto 0Tnago4vHbIX COO6LLI,EHVI§I, Kacawuwuxca
npuopuTeTa, M36bITOLlHOCTl/I, nepegavu Tpad)MKa.

debug vlan buffer

no debug vlan buffer

BKNOUMTL reHepaLmto oTaafo4HbIX coobweHnin bydepos vian.

BbIKNHOUYMTL reHepaL Mo OT1aA04HbIX coobLeHni bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOUUTL reHepauuio OTNaA04HbIX COOOLWEHUIA ynpaBneHus
vlan.

BbIKNtOUMTb FeHepaLmto OTNAA0YHbIX COOOLLEHMI ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKNlOunUTb reHepauuio OTAafouYHbIX coobuieHuii obmeHa AaH-
HbiMM Vvlan.

BbIKNtOUMTb reHepaLMio 0T1af0uHbIX cCO0bLeHM obmeHa AaH-
HbImMM vlan.

debug vlan dump

no debug vlan dump

BKOUNTL reHepaumio oTAag0uHbIX COOBLLEHNI 3axBaTa NaKeToB
vlan.

BbIKNHOUYMTL FreHepauuio 0TAaA04HbIX COOBLLIEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUNTL reHepaumio OTNaA0YHbIX coobuieHui 06 olmnbKax
vlan.

BbIKNOUMTL reHepaumto OTAaf0uHbIX coobLeHnli 06 owmnbKax
vlan.

debug vlan fwd

no debug vlan fwd

BKNIIOUUTL reHepaLMIo OTN1afl04HbIX COOBLLEHMI nepedaum Tpa-
¢dukKa vlan.

BbIK/NOUNTb reHepaLmio OTNIaL04YHbIX COOBLLEeHWIA Nepesfaym Tpa-
¢duKa vlan.

debug vlan global

no debug vlan global

BK/IIOUMTbL FreHepaLuio OTAaA04YHbIX CO0bLeHnA rnobanbHo no
mogynto vlian

BbIKNIOUUTL reHepauuio 0TNaA0uHbIX co0bLLeHNii r1o6anbHO no
moayto vlian
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debug vlan initshut

no debug vlan initshut

BKAOUUTD reHepaumio 0TNaf04HbIX COOBLLEHMIT U3MEHEHUA CO-
CTOAHMA moayAns vian.

BbIK/IHOUNTL reHepaLLMIo OTIaL04HbIX COOBLLEHUIT USMEHEHWUSA CO-
cToAHUA moayna vlan.

debug vlan mgmt

no debug vlan mgmt

BKAOYNTL reHepauumio OTNafO04YHbIX COOBLLIEHUI ynpaBaeHus
vlan.

BbIK/MOUNTL TeHepaLMio OTNAA0YHbIX COOBLIEHMIA ynpaBaeHus
vlan.

debug vlan os

no debug vlan os

BKOUMTL FreHepaLmio OTad0uHbIX COOBLEHMIM Ana pecypcos
moayns vlan, kpome 6ydepos.

BbIK/IIOUMTL FreHepaumio 0TNaf04HbIX COObLLEHUI aNa pecypcoB
moayns vlan, kpome 6ydepos.

debug vlan priority

no debug vlan priority

BK/OUYNTL FeHepauuio OTA1af04HbIX COOBLWEHMI MPUOPUTETOB
vlan.

BbIK/IOYNTL reHepaLmio OTNaf04HbIX COOBLEHNIA NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKNOUMTDL reHepaumio OTNaA04HbIX COOBLEHUIA U3ObITOYHOCTU
vlan.

BbIK/MOUNTb reHepaumio 0T1a404HbIX CO0BLLEHMIA M3OBLITOYHOCTU
vlan.

4.27.3 OmnadkKa Ethernet-oam

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabnuua 173 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOYUTB reHepaLmio BCeX OT/1a04HbIX COobLLeHMI eoam.

BbikntounTb reHepayuto Bcex 0Tnag0o4uHbIX COO6LIJ,€HVII71 eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKntoumTb reHepaumto coobuweHnii bydepos eoam.

BbIKNHOUNTbL reHepaumto coobuieHmnit 6ydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAtOUMTL reHepaumto coobueHnn KoHdpurypauum eoam.

BbIK/IOYNTL reHepaLmio CoobLLeHniA KoHdUrypaumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKAOUMTL reHepaumto coobLweHnin ynpasaeHma eoam.

BbikntounTb reHepauyuto COO6LLI,eHMﬁ ynpasaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUNTL reHepaumio coobLieHnit npouecca o6Hapy»KeHua co-
cenen eoam.

BbIK/IIOUNTL reHepaLmio coobLLeHnit npoLiecca 06HapyKeHUs co-
cenen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKNOUMTL reHepauuto coobuweHnii owmnboK eoam.

BbIKNHOUNTL reHepaLmio coobLeHmnit olwmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKAOYNTB reHepaumio coobuieHnin Bxoaa B pyHKLMM eoam.

BbIKNHOUYNTL reHepaLmio coobLeHMi BXxoaa B GyHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKAOUYNTL reHepaumio coobLLeHui BbiIXxoga 13 GyHKUMI eoam.

BbIK/OUNTL reHepaLmio CoobLLEeHNI BbIXxoaa U3 GyHKLMIA eoam.

debug ethernet-oam init

BK/OYNTb FeHepaLmio COOBLEHN U3MEHEHUA COCTOAHUA MO-
Ayns eoam.
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no debug ethernet-oam init

BbIKNIOYUTL reHepauuio coobLLEHNI U3MEHEHUA COCTOAHMA MO-
4yna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHnit link-monitor eoam.

BbIKNOUNTbL reHepaumto coobuieHuii link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUMTbL reHepaumio coobuieHmnii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKOUUTL reHepaLuio CoobLLEHMI COCTOAHMI mux-parser eoam.

BbIKNOUUTL TeHepaunio COOBLLEHWUI COCTOAHWUIA mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BK/I1OUMTL reHepaLmio coobLLeHni AN naketa eoam.

BbIK/NOUUTbL reHepaLmio CoobLLEeHNIA 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BK/IIOUMTL reHepaLmio coobLLeHNi n3bbITOYHOCTM eoam.

BbIK/OUMTb reHepaLmio CoobLLeHN N3bbITOYHOCTH eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNOUMTL reHepaLmio coobLLIEHMI ANA PecypcoB eoam, Kpome
bydepos

BbIKNOUMTb reHepaLnio coobLLEHMI Ans pecypcoB eoam, Kpome
bydepos

debug ethernet-oam rfi

no debug ethernet-oam rfi

BK/IIOUMTL TeHepaunio CoobLLeHUI yaaneHHOro obHapysKeHus
aBapuit eoam.

BbIKNOUMTL FreHepaLmio COObLLEeHNI yaAaNeHHOro 0bHapyKeHMs
aBapuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BK/IIOUMTL reHepaLmio CoobLEeHNA Aaa 3HaYeHU 3anpoCcoB-0T-
BETOB eoam.

BbIKNtOUMTL reHepaL Mo coobLWEHNN ANA 3HAYEHWUI 3aNPOCOB-0T-
BETOB eoam.

4.27.4 XypHanuposaHue omaado4HbiIx coobujeHuli

C nomowbo JaHHOro 6n10Ka KOMaH4, HaCTpanBalOTCA MapamMeTpbl BeAeHNA XypHa/sia OT/1IadKuN B

cncreme.

HasBaHue ypHana coaep:KuT B cebe aaty ero cosgaHus Ha flash.

KomaHOb! pexcuma 2a106as16HOU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHom KoOHPUrypaumu:

console (confiqg) #

Tabnunua 174 — KomaHabl pexkuma rnobanbHom KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA OTN3f0YHbIX COOBLLEHMI B KOHKpETHoe
pacnonoxeHue.

console - B TepmMnHan KOHCoM

file - B oTaenbHbIN dain Ha flash

buffered-file - B oTgenbHbIl 6ydep, Npu ncdepnaHum pecypca by-
depa - B paiin Ha flash.

YCTaHOBWUTb 3HAYEHUE NO YMOAYAHMUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHaBAMBaeT pacnosnoxeHue daiina, B KOTOPbIN 3aNuUChI-
BatoTcs debug-coobuieHus.

YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYaHUIO.

clear logs debug file

OuuncTuTb cogepxmmoe anpektopum c debug-bannamm.
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.‘

delete startup.

.‘

UHPopmaumsa o debug-logging log-path xpaHutca B paine nvram. [ina Bo3Bpata AUPEKTO-
puM no ymonuaHuio TpebyeTca ucnonb3osaTb KomaHgy no debug-logging log-path nau

Mpu ucnonb3oBaHum KomaHgbl clear logs debug file ctupaerca Bce cogepxnmoe gupekro-
puun, B KOTOpOi HaxopAaTca ¢ainbl }KypHanoB. PeKomeHayeTca UCNONb30BaTb OTAE/NbHYIO

AVUPEKTOPUIO U AUPEKTOPUIO NO YMOYAHUIO AN1Sl XPaHEHUA }KYPHAN0B BO usbexkaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

' ' Bo3moxXHa coBmecTHaa pabora komaHp debug-logging console n debug-logging { file |
-

buffered-file}

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

4.27.5 KomaHObI 0na omnadku pyHKYuli ynpaeneHus

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 175 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/OYEHO

BKAIOUNTL reHepaumio 0TAa404HbIX COOBLLEHMI Ana NPOTOKoAA
RADIUS.

BbIK/OUYNTL reHepaLLmio 0TAaA04HbIX COOBLLEHMI A8 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/OYEHO

BKNHOUMTD reHepaumto oTAaf0uHbIX COObLLEHMI As NPOTOKONA
TACACS

BbIK/NIOYNTL reHepaumIo 0T1af04YHbIX COOBLLEHMI ANA NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BK/OYUTL reHepaumio 0TNaL0uHbIX coobuieHunii gna SSH.

BbIKNHOUYNTL FreHepaLmio 0TN1aA04HbIX coobLeHuid gna SSH.

debug terminal take BKNOUMTL  BbIBOA, OT/IaA04YHbIX COOOWEHUMIA B TeKylen
SSH-/Telnet-ceccun.
- -/BbIKNOYEHO — —
no debug terminal take BblKNtOYaeT BbIBOA, OTNAL0YHbIX COOOWEHUM B  TeKyllen
SSH-/Telnet-ceccuu.
4.27.6 KomaHObiI 018 omaadku npomokoaa DHCP
KomaHapl faHHOro 6/10Ka BKAKOYALOT OTc/iexXuBaHmne moayns DHCP.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKK pexxkunma EXEC:

console#

Tabnnua 176 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIKNOYEHO

BKAtouUTb reHepaumio coobuwieHunit otnagku ¢yHKuumn DHCP
Snooping.

BbIKNOUMTL reHepaumio cooblieHnii otnagku ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IIOYEHO

BKAtOUNTL reHepaumio Bcex coobluieHnit otnagkm eyHkumm DHCP
client.

BbIKNOYMTb reHepauuto BCeX COOBLEHUI OoTnaaku ¢yHKUMM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNOYEHO

BKNOUUTL reHepauuto BbIBOPOYHbIX COOBLLEHNI OTNaaKN PYHK-
umm DHCP client.

BbIKNtOUMTb reHepauuio BblOOPOYHbIX COOBOLLEHMI OT/NAAKM
dyHKummn DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKntounTb reHepaumto coobuieHnii otnagkm ¢yHKumm DHCP re-
lay:

- all — Bce oTnagouHble coobLEeHNS;

- errors — 0T1afl04Hble COObLWEHUA NPU OLWMBKaX.

BbIKNOUNTb reHepauunio coobleHuii oTnaaku eyHKkumm DHCP re-
lay.

debug show ip dhcp np
interfaces

Moka3biBaeT KOHPUrypauuio ¢GYyHKUUKM KOHTPOAA MNPOTOKOAA
DHCP.

4.27.7 Omnadka ¢pyHKkyuu PPPoE-IA

KomaHOowbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunua 177 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNtOUNTL reHepaumio Bcex 0TNaA04HbIX coobLieHnin PPPOE-IA.

BbIKNHOUMTb reHepaL Mo Bcex 0TNaf04HbIX coobuieHmit PPPoOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKNtOUNTL reHepaLmio OT1aA04HbIX COOBLLEHNI 0 BXoAe B PpYHK-
unmn PPPoE-IA.

BbIKNHOUYMTb reHepaL Mo Bcex 0TNaf04HbIX coobuieHmit PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKNIOUUTL TeHepaLMio OTNaf0uHbIX COODLLEHMI O Bbixoge W3
bYyHKLMI PPPOE-IA.

BbIKNHOUYMTb reHepaLmto Bcex 0TNaL04HbIX coobuieHmit PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUUTL FeHepaumio OTNafouHbIX coobuweHnin o6 owmnbkax
PPPoE-IA.

BbIKNOUNTb reHepaLmio BCeX OTNaL04HbIX coobLeHnit PPPoE-IA.
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debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAIOUMTL reHepauuio OTAafdouYHbIX COObLeHMIt O MaKeTax
PPPOE-IA.

BbIKNHOUYNTL reHepaLmio BCex 0TAag04HbIX coobuieHmnin PPPOE-IA.

4.27.8 Omnadka ¢pyHKyuu DCS

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 178 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug dcs all

no debug dcs

BKOUMNTL reHepaumio BCeX OTNa404HbIX coobLueHui dcs.

BbIKNOUNTL reHepaLLMio BCEX OTNIAL04UHbIX CO0OLLEeHNI dcs.

debug dcs entry

no debug dcs

BKOUNTB reHepaLmio OTIaL04YHbIX COOBLLEHNI O BXoAE B OYHK-
umu dcs.

BbIKNOYNTL reHepaLLMio BCEX OTNIAL04UHbIX CO0bLLEeHNI dcs.

debug dcs exit

no debug dcs

BKAOUNTb TreHepauntio OTNaZ0UYHbIX COOBLEHUI O Bbixoge U3
dyHKuMI dcs.

BbIKNOUNTb reHepaLLMio BCeX OTNIaL04UHbIX CO0bLLEeHNI dcs.

debug dcs fail

no debug dcs

BKNHOUMTb reHepaLmio 0T1ag04uHbIX coobueHnin 06 owmbkax dcs.

BbIKNOUNTb reHepaLLMio BCEX OTNIAL04UHbIX CO0bLLEeHNI dcs.

4.27.9 Omnaadka pyHkyuii QoS

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 179 — KomaHabl pexkmma EXEC

no debug qos ctrl

Komanoa 3HavyeHue/3HaveHue Leiicmeue
o ymoa4YaHuo
debug qos buffer BKAOUNUTL reHepaumto OTNaA0uHbIX cooblieHui ana bydepos
QoS.
no debug qos buffer BbIKNHOUNTL FeHepaLMio OTNaf0uHbIX coobleHuin ans bydpepos
QoS.
debug qos ctrl BKAOUUTL reHepaLmio OTIaA04HbIX COOBLLEHUIA ANA ynpaBaeHns

QosS.

BbIKNHOUNTL reHepaLmio OTNIaA04HbIX COOBLEeHNI ana ynpasne-
Huna QoS.

debug qos dump

no debug qos dump

BKAOYUTB reHepaLmio 0TNa404HbIX coobLLeHni no naketam QoS.

BbIKNHOUNTL FreHepaumio OTNAZ04HbIX COOBLLEHWUI Mo nakeTam
QosS.

debug qos failall

no debug qos failall

BKNIOUMTDL reHepauumilo OT/NIaf0uYHbIX COOBLEHUI Mo ownbKam
QosS.

BbIKNHOUYNTL FeHepaumio OT1aA404HbIX COOBLEHN No owmnbKam
QosS.
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debug qos init-shut

no debug qos init-shut

BK/IlOUNTL reHepaumio OTNaf04HbIX COOBLLEHMI NO U3MEHEHUIo
coctoaHma moayna QoS.

BbIKNHOUMTb reHepaLuio OTAaA04HbIX COOBLEHM NO U3MEHEHUIO
cocTtoaHmna moayna QoS.

debug qos mgmt

no debug qos mgmt

BKtOUNTL reHepaLmio OT1aA04HbIX COOBLLEeHMIA AN ynpaBieHnn

QosS.

BbIKNOYMTb reHepaLmio OTaA04HbIX COOBLEeHUI ans ynpasne-
Hua QoS.

debug qos os

no debug qos os

BK/IIOYMTb reHepauumio OTNagouHbIX COOBLEHNIn ansa pecypcos
QoS, Kpome bydepos.

BbIKNIOUUTL reHepaLmio 0Taf04HbIX COOBLLEeHMI A1a pecypcos
QoS, kpome bydepos.

4.27.10 KomaHObl 013 omaadku npomokona SNTP

KomaHabl gaHHOro 610Ka NO3BOIAKT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKona SNTP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnuya 180 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BKNOUUTL reHepaumio oTAaA0uHbIX coobuweHna 610Kka SNTP

BbIKNOUYUTb reHepaLmio 0T1ag04uHbIX coobuieHnsa 6aoKka SNTP

4.27.11 KomaHObl 013 omaadku npomokona STP

KomaHgbl gaHHoro 610Ka MO3BOAIOT CHUMATb AONO/THUTENbHYIO ANArHOCTUYECKYHO Mchopmau,mo ana

npotokona STP.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnnua 181 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o yMmon4aHuio

Aeiicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IOYEHO

BK/IIOYMTb reHepaumio OTafouHbIX COOBLLEHMIA ANA NPOTOKoAa
STP rnobanbHo.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IOYEHO

BKNtOUNTL reHepaLmio BCex OTNaL04HbIX COOBLLEHUI aa NpoTo-
kona STP.

YCTaHOBWTb 3HaYeHue no YMOI4aHUIO.

debug spanning-tree errors

-/BbIKNOYEHO

BK/IIOUMTL reHepaumio coobLeHNnit OTnagku 4na npoTokona STP
AN ANarHOCTMKM OWNBOK.
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no debug spanning-tree errors

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKAtOUNTb reHepaumio coobLeHni oTnagku Ana npotokona STP
Ansa init u shutdown. 3ta TpaccupoBska reHepupyeTca Npu Heyaay-
HOM WN YCNELWHOWN UHULMANN3aLMm Uan 3akpbiTum moayns STP.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BK/lOYaeT reHepauuto COOBLLEHUI OTNAAKM MNpU yNpaBaeHUn
npotokosnom STP. OTnagouHble COOBLLEHUSA TEHEPUPYIOTCA KaXK-
bl pas, Koraa Bbl HACTpamBaeTe Kakne-nmbo dyHkumm STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IIOYEHO

BK/OYNTB reHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI Npu
HeyAa4YHOM 1 yCnewHoM BblaeneHnm namatu ana STP-npouecca.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAtoyaeT reHepaLmio CoobLEHNN OTNAAKM ANA npoTokona STP
npu HeyAa4YHOM M yCrewHoM npueme, nepegaye n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/OYEHO

BkntoyaeT reHepaymio coobLLeHMI 0TAagKM AN cOBbITUIA KOHDU-
rypaumm npotokona STP. CoobuieHuA reHepupyloTca npu
HacTpoWike ¢yHKumiA STP.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BK/tOYaeT reHepaumio cOObWEHUI OTAALKM MPU HEyAAYHOM,
ycnewHoM 3anycke, Npy OCTaHOBKE UK Nepe3anycke TaliMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/OYEHO

BKkntoyaeT reHepaLmio coobLEHMI OTAAAKM 15 NOPTOB, 3a4en-
CTBOBaHHbIX B NOCTpOeHuun aepesa STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BKAtOYaET reHepaumio COOBLEHUI OTNAAKN B Pe3epBHOM y3se
STP npw BbINONHEHWNW PE3ePBHOMO KOMMPOBAHUA MHPOPMALMK O
KOHOUrypaLmm OT akTUBHOTO y3a.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/OYEHO

BKntoyaeT reHepaLmio cooObLWEHNN OTNAAKM AN1A npoTokona STP
npv Heya4HOM M yCMewHOM CO34aHMU U yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug show spanning-tree
port-state {gigabitethernet
gi_port | fastethernet fa_port}

OT06pasnTb STP-COCTOAHMA NOPTa BO BCEX CYLLECTBYHOLIMX WH-
CTaHCax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OTtobpasmTtb mannuHr VLAN no uHcTaHcam. Ecam ykasaH onumo-
Ha/IbHbIM NapameTp instance, TO BbIBOAMTCA MAaNMUHT TONbKO A5
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIKAOYEHO

BKAOUNTb OT/Ia40UHbIE COOBLIEHNA A48 MexaHM3ma obHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKAOUMTb OThagouHbIe COO6LLI,eHVIF| ANAa MmexaHusma o6Hapy>Ke-
HWA U3MEHEHMI TONONOTUM.
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4.27.12 KomaHObI 0518 omaadku npomokona LLDP

KomaHabl gaHHoro 610Ka NO3BONAKOT CHMUMATb AONONTHUTENIbHYO ONAarHOCTUYECKYHO VIHd)OpMaLI,VII-O

Ana npotokona LLDP.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnuya 182 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug lidp all

no debug lidp all

-/BbIKNOYEHO

BKNOUUTL reHepaLmio BCex 0T1ag04uHbIX CO0BLLIEHMI ANsA NPOTO-
Kona LLDP.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IIOYEHO

BKntouaeT reHepaLmio COobLLEHNI 0TAagKM o5 npoTokoa LLDP
AN ANArHOCTUKM OLMBOK.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lldp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COOBLLEHWI
npotokona LLDP.

- buf — oThagouHble coobuieHns, cBasaHHble ¢ bydepom LLDP;

- critical —oTnago4YHble coobLEeHNA KPUTUYECKOTO YPOBHS;

- ctrl — oThagouHble coobuweHns npu cboe Npu U3SMEHEHUU UK
nosnyyeHuu 3anucei LLDP;

- data-path —oTnagouHble cooblueHun, Kacatowmeca Nyt nepe-
Aauv Unm nonyyeHus sanucen LLDP;

- init-shut — oT1a404YHbIE COOBLLEHMA NPU HEYAAYHOW UHULMANIU-
3aLUK 1 BblKAOYEHUU moayna LLDP;

- mgmt — oTNafo4Hble coobleHna npu cboe B KOHOUrypauum
nto6oi n3 dyHKUm LLDP;

- pkt-dump —oTnagouHble COODOLEHUS A5 TPACCUPOBKM AaMMOB
MakeToB;

- resource — OTNaf04YHble COOOLLEHUNA, CBA3AHHbIE C pecypcamu
OC. 31a TpaccupoBKa reHepupyeTca npu cboe B ovepeanx coob-
LLLEHWNA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIKNIOYEHO

FeHepupyeT oTAagouHble cooblieHna ana scex TLV-onuuii.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIKNIOYEHO

leHepupyeT oThafo4Hble coobueHna ans BbIOOPOUHbIX PYHKL MM
TLV-onuuii.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHaHUIO.

4.27.13 KomaHOvbl 813 omaadku ¢pyHKyuu IGMP Snooping

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYIO ONArHOCTUYECKYHO Mchopmau,mo

Aana npotokona IGMP.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 183 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/IIOYEHO

BKOUUTD reHepauntio BCeX OTNAL0UHbIX COObLWEHUI Ana GyHK-
umun IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTbL reHepauumio OTNafouYHbIX COOBLLEHUI ana AmarHo-
CTUKM BX0A4a-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKAOUNTL FreHepaLmio 0T1a404HbIX COObLLEHNI B Ciyyae nepec-
CblIKK 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHAHMUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/OYEHO

BKHOUMTD reHepaLmio OT1Ia404HbIX COODLEHWI, B CyYae 3a4en-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYyeHue no YMO4YaHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BKAOUNTb FeHepauntio cooblieHns no cobbiTUAM MHUUMANM3a-
umu 1 shutdown, nHpopmauus saHocutca B dpaiin.

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/OYEHO

BKkAOUNTL reHepauuio BbIGOPOUYHbIX OTNAAO0YHbIX COOBLLEHWUN
ana dyHkummn IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMO4YaHULO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/IIOYEHO

BKOUNTD reHepaumio OTA3L04HbIX COOOLWEHNIA NMPU BO3HUKHO-
BEHWUW OWNOKM Npu nepegaye uam npmeme naketos IGMP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/OYEHO

Bkatountb reHepauunto NakeToB Npu OTNpPaBKe WUaM NonyvyeHuu
query-naketos IGMP.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/OYEHO

BK/IOUMTL reHepaLMio NakeToB B TeX Cyvasx, Koraa 3afencrso-
BaHbl Talmepbl.

YCTaHOBUTb 3HaYeHue no YMO4YaHULO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IIOYEHO

BKAOUMTL reHepaLumio OTNAZ0YHbIX COOBLeHWUA Ana AuarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpoToKkosiom IGMP.

- all — BKNOUUTb reHepaLmio BCex OT1aZ04HbIX COOOLLEHWI;

- RX — BK/IOUYUTb reHepaLmio OTAa40UHbIX COOBLLEHNI ana Tpac-
CMPOBKM NPUHUMAEMbIX NaKeToB;

- TX — BKOYMTb reHepaLmio OTNaL04HbIX CO0BLIEHNI Ana Tpac-
CUPOBKM NepesaBaembix NakeTos;

- ctrl-path — BKtouMTL reHepaLMio 0TIa[04YHbIX COOBLLEHUI NpH
NPOXOXAEHUU KOHTPONbHOM ynpasastowein nHbopmaumm;

- data-path — BKAlOUMTL reHepauMio OTAAL0YHbLIX COOBLLEHWIA
NpU NPOXOXKAEHUN MyNbTUKACT-TpadmKa.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.
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4.27.14 Omanadka 0na port-channel

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnuya 184 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMoA4YaHuio

Aeiicmeue

debug lacp all

no debug lacp all

BKtOUYNTL reHepaLmio BCex 0Tag04HbIx coobueHnia ana LACP.

BbIKNIOUMTL TeHepaumio BCeX OTAaf04HbIX coobleHuits ann
LACP.

debug lacp buffer

no debug lacp buffer

BKNOUMUTL reHepaumio OTNaAo04YHbIX coobuieHuit no bydpepam
LACP.

BbIKNOUMTb reHepaumio OTAaf0uHbIX coobuieHuid no bydpepam
LACP.

debug lacp data

no debug lacp data

BKNlOUMUTL reHepauuio OTAafouHbIX coobulieHuii obmeHa AaH-
Hbimu LACP.

BbIKNtOUMTb reHepaumio 0T1af0uHbIX co0bLeHM obmeHa aaH-
Hbimu LACP.

debug lacp events

no debug lacp events

BKNOUMTL reHepaumio OT/1af0uHbIX coobWweHnn No cobbiTuAm
LACP.

BbIK/MOYUTL reHepaLmio 0TAa40uHbIX COOBLEHNI No cobbITUAM
LACP.

debug lacp failall

no debug lacp failall

BK/IIOUMTL reHepaLumio OTNa40YHbIX COOBLEeHU Mo owmnbKam
LACP.

BbIKNtOUMTb reHepaL Mo OTNIaA04HbIX COOOLLEHMI N0 OWKNbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaumio OTNaA04HbIX COOBLEHNN N3MEHEHUA CO-
cTosaHua LACP.

BbIKNOUNTb reHepaL Mo OTAaL04HbIX COOBLLEHNI USMEHEHUA CO-
cTtoAaHua LACP.

debug lacp mgmt

no debug lacp mgmt

BKNtOUNTL reHepauuio OTNaZL04YHbIX COOBLEHUI No ynpasasio-
Wwmm coobuweHunam LACP.

BbIK/OYMTL reHepaLmio OTAaA04YHbIX COObLLEHMI MO yNpaBAsto-
wmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BKNtounTb reHepauumio OT/IaA04YHbIX COODOLLEHUI MO pecypcam
LACP, nckntovas bydepsl.

BbIKNtOUMTb reHepaLmio OT1aZ04HbIX COODOLLEHUI NO pecypcam
LACP, nckntoyas byoepbl.

debug lacp packet

no debug lacp packet

BkatounTb reHepauunto 0T1aa04HbIX COO6LI.I,€HVIﬁ no nakeTam
LACP.

BbIKNIOUMTL reHepauuio OTNaAouHbIX COOBLLEHNI Mo nakeTam
LACP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnnuya 185 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o yMmon4aHuo

Aeiicmeue

debug etherchannel all

BK/IIOUMTL reHepaLmio BCeX OTIaZL0YHbIX coobLeHni ans LAG.
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no debug etherchannel all

BbIKNOUNTL reHepaLmio BCcex OT1af04HbIx coobweHunit ansa LAG.

debug etherchannel detail

no debug etherchannel detail

BKOYUTL reHepaumio Noapo6HbIX 0TAAL04HbIX COObLEHMI ann
LAG.

BbIKNOUYNTL reHepaumio NoApobHbIX OTNAA0YHbIX COOBLLEeHWI
ana LAG.

debug etherchannel error

no debug etherchannel error

BKNIOUMTL reHepaumio OT/lafouHbIX coobuweHnit 06 owmnbkax
LAG.

BbIK/OUNTL FreHepaumio oTAaLoYHbIX coobuweHnin 06 owmnbkax
LAG.

debug etherchannel event

no debug etherchannel event

BKAOYUTbL TEeHepaumio OTNaf04YHbIX COOBLWEHUI NO COBbITUAM
LAG.

BbIKNOUYNTL reHepaLMio OTAaA04HbIX COOBLLEHNI NO COBLITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BKNOUNTb reHepaLmio OTNaZ0UHbIX COObLIeHMI Mo AeCcKpMnTO-
pam nHtepdelicos LAG.

BbIK/IIOYNTL reHepaLmio OTNa404HbIX COOBLLEHMI NO AECKPMNTO-
pam nHtepdelicos LAG.

4.27.15 Omaadka loopback-detection

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 186 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKAOUMTL reHepaumio BCeX OTNAA04HbIX coobuweHnin LBD.

BbIKNOUNTL reHepaLLmio BCeX 0Taf0uHbIX coobLeHni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNIOUMTDL reHepauuio OTNafouHbIX coobueHnit ana bydepos
LBD.

BbIKNHOUNTL reHepaLMIio OTAaf0uHbIX coobLeHui ans bydpepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKAOUMTL reHepauuio OTNALO0YHbIX COOBLLEHWUI ynpaBaeHus
LBD.

BbIKNOYNTD reHepaLMio OTNAA0YHbIX COOBLLEHMI ynpaBaeHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BK/IIOUUTB reHepaLmio 0T1af0uHbIX COOBLLEHNIA 3aXBaTa NaKeToB
LBD.

BbIK/MIOYNTL reHepaLmio OTNa40UYHbIX COODOLLEHNI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAOUNTL FeHepauuio OTAag0uHbIX COOBLLEHUI MOTOKOB Tpa-
¢duka LBD.

BbIK/IOUNTL reHepaL Mo OTNaf04HbIX COODLLEHMI NOTOKOB Tpa-
¢duka LBD.

4.27.16 Omanaodka 0nsa npomokona SNMP

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 187 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug snmp

no debug snmp

BKNOUUTL reHepaumio BCex OTNaA04HbIX coobweHnin ana SNMP.

BbIKNOYMTL TeHepauuio BCeX OTNaf04YHbIX CcoobleHuin ana
SNMP.

4.27.17 KomaHObl 0na duazHocmuKu napamempoe TCAM

KomaHabl gaHHoro 610Ka NO3BONAOT CHMMATb AONO/THUTE/NIbHYO ONArHOCTUYECKYHO VIHd)OpMaLI,VII-O

ana TCAM.

KomaHOwbl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunuya 188 — KomaHab! perkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug show tcam

OTo6pa3sunTb nHpopmaumio o TCAM.

debug show tcam domains

OT06pa3nTb nHGopmaumio o gomeHax TCAM.

debug show tcam block
block_index [all]

OT06paznTb UHGopMmauuto o 61oke TCAM u fONYyCTUMbIE 3aNUCH.
- block_index — nHaekc 61oka TCAM. block_id: (0..11);
- all — neuatb BCex 3anuceli, BKAOYAnA HeAOMYCTUMbIE.

debug show tcam entry
entry_index

OTo6pa3unTb MHPopmaumto o 3anncu TCAM u ee nonen.
- entry_index — nHaexc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHbGOPMALMIO O 3ape3epBUPOBAHHBIX U UCNO/b30-
BaHHbIX 3anucAx TCAM u o ux Bnagenbuax.

debug show tcam portmask

OT106pasunTb Tabanuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3aTtb Tvn nons TCAM.

CTepeTb AaHHble NoaA ykasaHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BkntounTb paboTy 3anucn TCAM c 3agaHHbIM entry_id.

BbIKntounTb paboty 3anucu TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MNepemecTntb YKasaHHyto 3anucb TCAM B Ha3Ha4YeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTb AEVICTBME drop ANA NaKeToB, KOTOPble He Nonann HK
noa oaHO npasuno.

OTKNOUNUTL AelCTBME yAaNEHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpaBWTb NakeTbl, NONagatoLmMe Noa NPaBuaO C YKasaH-
HbIM entry_id B 3a4aHHbI NopT nam Ha LNY.

OTKAOUUTD nepeHanpas/ieHNe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

entry_id: (0..1535)

[ob6asnseT BHYTPEHHWI Ter K NakeTam, nonagatowmm nog TCAM-
3anuch C yKasaHHbIM enter_id.
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debug unset tcam entry
entry_id action inner-tag assign

YHanuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YcTaHOBUTE AelcTBUE BHYTPEHHero Tera ¢opmatupoBaHua gns
3anuncm TCAM.

- none — He BbINOJ/IHATb HUKAKoe AeNCTBUE;

- untag — yAanuTb BHYTPEHHWI Ter;

- tag — BCTaBUTb BHYTPEHHUI Ter;

- keep — coxpaHuUTb cogepkmMmoe Tera.

Yoanute feicTeume Tera.

debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[Job6aBnaeT BHEWHNUI Ter K naketam, nonagatowmum nog TCAM-
3anuch € yKasaHHbIM enter_id.

YpanuTb BHEWHUIM Ter ¢ NAaKeToB C 3a4aHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YcTaHOBWTE AeicTBue BHelHero Tera ¢opmaTMpoBaHMA 4nA 3a-
nucu TCAM.

- none — He BbINOJ/IHATb HUKAKoe AeiCTBUE;

- untag — y4anuTb BHELWHWI Ter;

- tag — BCTaBWTb BHELHWI TeT;

- keep — coxpaHuUTb cogeprKMmoe Tera.

Ypanutb aencreue Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI Uan BHelwHMM TPID K yKazaHHOM 3anucu
TCAM.

YpanuTte BHYTPEHHUA MAM BHewHWU TPID K yKasaHHOM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTpouTb nepesanncb napameTpos QoS A/15 yKa3aHHOW 3anmcu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHW;

- copy-opri-to-ipri — CKonMpoBaTb NPMOPUTET U3 BHELLHErO Tera
BO BHYTPEHHU;

- dscp — nepesanucaTb nosne DSCP B 3aronoske IP;

- inner-user-pri — nepesanucatb npuoputet 802.1p BO BHYTPEH-
Hul Ter VLAN;

- ip-precedence -nepesanucatb nose ToS B 3aronoske IP;

- keep-inner-pri — COXpaHUTb NPUOPUTET BHYTPEHHETO TEra;

- keep-outer-pri — COXpaHUTb NPUOPMUTET BHELLHErO Tera;

- outer-user-pri — nepesanucatb npuopuTteT 802.1p BO BHELWHEM
Tera VLAN.

Ypanutb nepesanucb napameTpos QoS AN yKasaHHOM 3anucu
TCAM.

debug show tcam applications

0OT06pa3nTb 06wyto MHPopmaumio o TCAM.

debug show tcam range

OT06pasnTb TabaMLY cpaBHEHUA Anana3oHa.

debug show tcam udb

MokasaTtb Tabauuy Bbi6opa noneit (cmeweHns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/b

D@ Q| W 6

&) (1 @) (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnuya b.1 — NopaeprknBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Cepsuc Homep ouyepedu
DHCP relay, Firewall (ysegomneHue o Havane ataku), L2PT,EOAM 1
Port Security (yBegomaeHue o NpeBbllEHUN OrPaHUUYEHUNA), HE3aPErMCTPUPOBaHHbIN 2

mynbTuKact(pexkum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk c MAC DA KommyTaTopa

3ape3epBupoBaHO

| N| O | | W

BPDU,LBD, Slow Protocol(LACP)
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