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YC/NNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

(] B KBagpaTHbiX CKOBKax B KOMaHAHOW CTPOKe YKasblBalOTCA HeobAsaTe/ibHble
napameTpsbl, HO UX BBO, NpeLOoCTaBaAAeT onpeaesieHHble 40NOAHUTENbHbIE ONLUMN.

{} B ¢purypHbix ckobKax B KOMaHAHOMN CTPOKE YKa3blBatoTca ob6A3aTe/ibHble NapaMeTpbl.

«,»

. [aHHble 3HaKW B ONMCaHUM KOMaHZbl MCMONb3YIOTCA A0S YKa3aHUA AnanasoHoB.

«|» [JaHHbIN 3HaK B ONUCaHUM KOMaHAbl 0603HAYaeT «Uan».

«/» [aHHbIN 3HAK NPW YKa3aHUN 3HaYEHMI NEPEMEHHbIX Pa3aeNiAeT BO3MOXHbIe 3HaYeHUn
N 3HaYEHMA NO YMONYAHMIO.

kypcus Calibri Kypcmeom Calibri ykasbiBaloTca nepemMeHHble an napameTpbl, KOTopble HE06X0ANMO

ypcu ibri o

3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKONA.

MonyxcupHeblii Kypcue MonyXMpHbIM KYPCUBOM BblAeIeHbl MPUMEYAHMA N NpeaynpeXxaeHus.

<lMony»cupHolii MONYXMPHLIM KYPCMBOM B YI/IOBbIX CKOBKax YKa3blBalOTCA Ha3BaHMA KAaBUW Ha

Kypcue> KnaBuaType.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

MpumeyvaHuA U NnpegynpexaeHua

MpumeyaHua coaeprKaT BaXKHYI0 MHPOPMaLMIO, COBETbI MAN PEKOMEHAaL N No
MCNO/1Ib30BaHMIO U HAaCTPOIKe YCTPOMCTBA.

’ NpeaynpexaeHna MHGOPMUPYIOT NONb30BaTENA O CUTYaLUAX, KOTOPble MOryT HAHECTU Bpep,
YCTPOWCTBY MU YeNIOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa namn notepe AaHHbIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

ifindex - nHaeKc nopra;

MoKeT NpMHUMaTL cnegytowme 3HaYeHuA:

1. KommyTaTopbl goctyna
Mogenb KommyTtaTopa Y

- MHAeKcbl 49-96 — gigabitethernet 1/0/1-48;

- MHAeKcbl 157-204 — gigabitethernet 2/0/1-48;

- MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;

- MHAeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES2308 - MHAeKcbl 481-528 — gigabitethernet 5/0/1-48;
MES2308R - MHaeKcbl 589-636 — gigabitethernet 6/0/1-48;
MES2308P

- MHAeKcbl 697-744 — gigabitethernet 7/0/1-48;
MES2324 - MHAeKcbl 805-852 — gigabitethernet 8/0/1-48;
MES23248B - nHaekcbl 105-108 — tengigabitethernet 1/0/1-4;
MES2324F . .

- MHaeKcbl 213-216 — tengigabitethernet 2/0/1-4;
MES2324FB
MES2348 - MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
MES2348B - nHaeKcbl 429-432 — tengigabitethernet 4/0/1-4;
MES2324P - MHaeKcbl 537-540 — tengigabitethernet 5/0/1-4;
MES2348P - MHAEeKcbl 645-648 — tengigabitethernet 6/0/1-4;

- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;

- MHaeKcbl 861-864 — tengigabitethernet 8/0/1-4;

- nHaekcbl 1000-1047 — Port-Channel 1/0/1-48;

- HAaekcobl 100000-104095 — VLAN 1-4096.

2. KommyTaTopsl arperauum
Mopgenb KommyTtaTopa UHpekcebl

MES3324 - MHAeKcbl 49-96 — gigabitethernet 1/0/1-48;
MES3324F - MHAeKcbl 157-204 — gigabitethernet 2/0/1-48;
MES3308F - MHaeKcbl 256-303 — gigabitethernet 3/0/1-48;
MES3316F o
MES3348 - nHaeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES3348F - MHAeKcbl 481-528 — gigabitethernet 5/0/1-48;
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- MHAeKcbl 589-636 — gigabitethernet 6/0/1-48;

- MHAeKcbl 697-744 — gigabitethernet 7/0/1-48;

- MHAeKcbl 805-852 — gigabitethernet 8/0/1-48;

- nHaekcol 105-108 — tengigabitethernet 1/0/1-4;
- MHaeKcbl 105-108 — tengigabitethernet 1/0/1-4;
- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
- MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHAEKCbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- MHaeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- nHaekKcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekcol 100000-104095 — VLAN 1-4096.

3. MHAayCTpUanbHble KOMMYTATOPbI

Mopaenb KommyTaTtopa

UHpekcebl

MES3508
MES3508P
MES3510P

- MHAeKcbl 49-62 — gigabitethernet 1/0/1-14;
- HAeKcbl 1000-1047 — Port-Channel 1/0/1-48;
- uHAaekcbl 100000-104095 — VLAN 1-4096.

4, KommyTtatopel gna UO4

Mogaenb KommyTaTopa

UHaeKcebl

MES5324

- MHaeKcbl 1-24 — tengigabitethernet 1/0/1-24;

- MHAeKcbl 53-76 — tengigabitethernet 2/0/1-24;

- nHAekcbl 105-128 — tengigabitethernet 3/0/1-24;
- MHaeKcbl 157-180 — tengigabitethernet 4/0/1-24;
- nHaekKcbl 209-232 — tengigabitethernet 5/0/1-24;
- MHAeKcbl 261-284 — tengigabitethernet 6/0/1-24;
- nHaekcbl 313-336 — tengigabitethernet 7/0/1-24;
- MHaeKcbl 365-388 — tengigabitethernet 8/0/1-24;
- MHAeKcbl 25-28 — fortygigabitethernet1/0/1-4;

- MHAeKcbl 77-80 — fortygigabitethernet2/0/1-4;

- MHaekKcbl 129-132 — fortygigabitethernet3/0/1-4;
- MHAeKcbl 181-184 — fortygigabitethernet4/0/1-4;
- MHAeKcbl 233-236 — fortygigabitethernet5/0/1-4;
- MHaeKcbl 285-288 — fortygigabitethernet6/0/1-4;
- nHaekcol 337-340 — fortygigabitethernet7/0/1-4;
- MHAeKcbl 389-392 — fortygigabitethernet8/0/1-4;
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- HAeKcbl 1000-1047 — Port-Channel 1/0/1-48;
- HAaekcbl 100000-104095 — VLAN 1-4096.

index-of-rule — nHaekc npasuna B ACL. Bceraa KpateH 20! Ecnm npu cosgaHuun npasun byayT
yKa3aHbl MHAEKCbI He KpaTHble 20, TO nocne nepesarpyskyM KOMMyTaTopa NOpPALKOBble HOMEpPA
npasun B ACL cTaHyT KpaTHbl 20;

3HaueHne nona N — B IP u MAC ACL noboe npaBuno 3aHMMaeT OT ogHOro Ao 3 nonen B
3aBUCUMOCTU OT ero CTPYKTYpbl;

IP address — IP-agpec gns ynpaBaeHUs KOMMYTaTOpPOM;

B npuBeneHHbIX B AOKYMEHTE MpMMEpax UCMNob3yeTca creayowmin IP-agpec ana ynpasaeHus:
192.168.1.30;

ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBedeHHbIX B AOKYMEHTE MpuUMmepax ucrosb3yerca cineayiowmii IP-agpec TFTP-cepsepa:
192.168.1.1;

community — cTpoKa coobliecTtsa (naponb) Ana goctyna no npotokony SNMP.

B npuBeAeHHbIX B AOKYMEHTE NpUMepax UCMOb3YIOTCA creaytoLme community:

private — npasa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).
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3 PABOTA C PAUNAMMU

3.1 CoxpaHeHue KOHu2ypayuu

CoxpaHeHue KoHguU2ypayuu 8 3Hep20He3a8UCUMYH MaMAMb

MIB: rlcopy.mib

Ucnonb3yemble Tabnnupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep

KomaHaa CLI:

copy running-config startup-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KOHguU2ypayuu 8 3Hep203as8ucuUMyro Namame U3 3Hep20He3asucumoli:

MIB: rlcopy.mib

Ucnonbsyemble Tabnuupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep

KomaHpga CLI:

copy startup-config running-config

KomaHpaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnunupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20)}

MNpumep yganeHus startup-config

KomaHaa CLI:
delete startup-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 aHepaozasucumol namamu Ha TFTP-cepsep

MiIB: RADLAN-COPY-MIB

Ucnonbsyembie Tabnnupli: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c¢ <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHusa u3 running-config Ha TFTP-cepsep

KomaHpa CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg

Komanga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep203dsucumytro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHua ¢ TFTP-cepsepa B running-config

KomaHpga CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgpuaypayuu u3 saHep2oHezasucumotli namamu Ha TFTP-cepsep

MIB: ¢aiin rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

MNpumep KonuposaHua us startup-config Ha TFTP-cepsep

KomaHpga CLI:
copy startup-config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

MoHumopuHe u ynpaseneHue Ethernet-kommymamopamu MES no SNMP
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: RADLAN-COPY-MIB

Ucnonb3syembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposBaHua startup-config c TFTP-cepsepa

KomaHpa CLI:
boot config tftp://192.168.1.1/MES-config.cfg

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 AemOKOH@u2ypuposaHue Kommymamopa

BkawyeHue asmomamuyecko20 KoHguaypuposaHus, basupyrowezocs Ha DHCP (8kawo4eHo no

ZMOﬂqGHUDZ

MIB: radlan-dhcpcl-mib.mib

Ucnonb3ayembie Tabnuupli: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep

KomaHpa CLI:
boot host auto-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1
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3.4 O6HosneHue npo2pammHo20 obecneyeHus

ObHosneHUe Npo2pamMmHOo20 obecrieyeHUss Kommymamopa

MpoxoauTt B ABa 3Tana:

1. 3arpy3Ka obpasa MO

MIB: RADLAN-COPY-MIB

Ucnonb3yemble Tabnnupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep

KomaHpga CLI:

boot system tftp://192.168.1.1/mes3300-409-R478.ros

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes3300-409-R478.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 1.3.6.1.4.1.89.87.2.1.12.1 i 8 \
1.3.6.1.4.1.89.87.2.1.17.1 i 4

2. CmeHa akTMBHOro obpasa KommyTaTopa

MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonbayemble Tabauupi: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep

KomaHpga CLI:
boot system inactive-image

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 1

V j Mocne 3arpysku NO c tftp-cepBepa AaHHaA KOMaH4a NPUMEHAETCA aBTOMATUYECKHU
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[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonb3syemble Tabnunupl: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.1.10.0 t {3anmepxka BpeMeHM Iepern Iepe3arpy3Kol}

Mpumep: nepesarpysKa, OTN0XEHHaA Ha 8 MUHYT

KomaHaa CLI:
reload in 8

KomaHaa SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

Dna yKasaHuA MOMeHTaNbHO Nepesarpysku Tpebyertca yKasaTb 3HaueHue t=0

[lpocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syembie Tabnnupl: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.2.13.1.1.2

Mpumep

Komanpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

v/

1) Bo3MOKHble BapUaHTbI:

imagel(1)
image2(2)

2) nMocmoTpeTb aKTMBHbLIA 06pa3 MO nocne  nepesarpysku
rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

[Mpocmomp 3a2pyxceHHbIx obpasos 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syembie Tabnnupl: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.2.16.1

MOXHO
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Mpumep

KomaHpa CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

lpocmomp mekywel sepcuu [10 kKommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupi: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep

KomaHpga CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

Mpocmomp mekywel HW sepcuu

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupi: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep

KomaHpga CLI:
show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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4 YNPABNEHWUE CACTEMOW

4.1 CucmemHble pecypcol

[Mpocmomp cepuliHo20 HOMepa KoOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3ke tcam

MIB:RADLAN-QOS-CLI-MIB

Ucnonb3ayemble Tabnunupli: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep

Komanpga CLI:
show system tcam utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMQAAbHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3syembie Tabnnupl: rsMaxlpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp Ucnoab3yemo20 Koau4ecmea xocmos

MIB: rlfft.mib

Ucnonbayemble Tabanupi: rISysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep

KomaHpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MAKcUMasnbHO20 KOaAUu4ecmaa Mmapuwpymos

MIB: rltuning.mib

Ucnonbzyemble Tabanybl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp UcCnoanb3yemo20 Koau4ecmeaea Mmapuipymos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep

KomaHpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKCUMasn6HO20 KoauvYecmea IP-uHmepghelicos

MIB: rltuning.mib

Ucnonb3ayembie Tabnnupi: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep

KomaHaa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[Mpocmomp ucnonb3yemo20 Konauyecmaa IP-uHmepagpelicos

MIB: rlip.mib
Ucnonb3zyemble Tabauubi: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: riphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime kommymamopa

MIB: SNMPv2-MIB

Ucnonbayemble Tabamupi: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

Mpumep

KomaHpga CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[lpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

MUcnonb3syemblie Tabauubi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep: npocmotpa Uptime nopra Gigabitethernet1/0/2

KomaHaa CLI:
show interface status Gigabitethernetl/0/2

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.50

/",f‘ MpumeyaHue: 13 BbIBOAA NepPBOM KOMaHAbl HEOBXOAMMO OTHATbL BbIBOA, BTOPOM KOMaHAbI.
MonyyeHHOe 3HaYeHMe n byaeT aBAATbCA uptime nopTa.

BkatoyeHuUe cepsuca MoHUMOpUHaa, npuxodaue2o Ha CPU mpaguka

MIB: rlsct.mib

Ucnonbayemble Tabaunupi: rISctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep

KomaHpa CLI:
service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 i 1
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[Mpocmomp c4yem4ukos u Koaudyecmea obpabameisaemsix CPU 8 cekyHOy nakemos (no munam

mQG@UKGZ

MIB: risct.mib

Ucnonb3ayemble Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Konndecrtsa obpabatbiBaembix CPU B ceKyHAY NakeTos

KomaHaa CLI:
show cpu input-rate detailed

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

V Mpuesaska uHdekcoe K munam mpaguka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)

arplnspec(8)

stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttlExceeded(19)
ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipvéHeaderError (28)
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UN3meHeHue aumumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonbayemble Tabamupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} i {limiter value}

Mpumep yCTaHOBKK OorpaHmMyeHna snmp Tpaduka gna CPU B 512 pps

KomaHpga CLI:
service cpu-rate-limits snmp 512

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 i 512

/’ Criucok uHAeKcos:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArplnspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3aepy3ku CPU

MIB: rimng.mib

Ucnonb3yemble Tabanubi:
rICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rICpuUtilDuringLastMinute — 1.3.6.1.4.1.89.1.8
rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpy3ka 3a nocnegHux nATb cekyHA: snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.7

e 3arpyska 3a 1 muHyty: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.8

e 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.1.9
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Mpumep npocmoTpa 3arpyskun CPU 3a nocneaHUX NATb CEKYHA

KomaHpa CLI:
show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrknroyeHue moHumopuHaa 3a2py3xku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonb3ayembie Tabnunupli: riCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep

KomaHpa CLI:

service tasks-utilization

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3aepy3ku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabnuubl:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3,
eltCpuTasksUtilStatisticsUtilizationDuringlLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4,
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep NpocMoTpa 3arpy3Ku No npoueccam 3a NocieaHue 5 CEeKyHA,

Komanpga CLI:
show tasks utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3

,‘ [pusa3Ka UHOEKCO8 K npoueccam

LTMR(0) NTST(50) IPRD(100)
ROOT(1) CNLD(51) PNGA(101)
IT33(2) HOST(52) UDPR(102)
IV11(3) TBI_(53) VRRP(103)
URGN(4) BRMN(54) TRCE(104)
TMNG(5) COPY(55) SSLP(105)
I0TG(6) TRNS(56) WBSO(106)
IOUR(7) MROR( 57) WBSR(107)
I0TM( 8) DFST(58) GOAH(108)
SSHU(9) SFTR(59) ECHO(109)
XMOD(10) SFMG(60) TNSR(110)
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MSCm(11)
STSA(12)
STSB(13)
STSC(14)
STSD(15)
STSE(16)
CPUT(17)
EVAP(18)
HCLT(19)
EVLC(20)
SELC(21)
SEAU(22)
ESTC(23)
SSTC(24)
BOXS(25)
BSNC(26)
BOXM(27)
TRMT(28)
D_SP(29)
D_LM(30)
PLCT(31)
PLCR(32)
exRX(33)
3SWF(34)
MSRP(35)
HSES(36)
HSCS(37)
MRDP(38)
MLDP(39)
SETX( 40)
EVTX(41)
SERX(42)
EVRX(43)
HLTX(44)
LBDR(45)
DDFG(46)
SYLG(47)
CDB_(48)
SNMP(49)

pocmomp obuwie2o ob6vema onepamusHol namamu

HCPT(61)
EVAU(62)
EVFB(63)
EVRT(64)
EPOE(65)
DSPT(66)
B_RS(67)
TRIG(68)
MACT(69)
SW2M(70)
35wQ(71)
POLI(72)
OBSR(73)
NTPL(74)
L2HU(75)
L2PS(76)
SFSM(77)
NSCT(78)
NSFP(79)
NVCT(80 )
NACT(81)
NSTM(82)
NINP(83)
L2UT(84)
BRGS(85)
FHSS(86)
FHSF(87)
FFTT(88)
IPAT(89)
IP6M(90)
IP6L(91)
IP6C(92)
IP6R(93)
RPTS(94)
ARPG(95)
IPG_(96 )
DNSC(97)
ICMP(98 )
TFTP(99)

MIB: ELTEX-PROCESS-MIB.mib

TNSL(111)
SSHP(112)
PTPT(113)
NBBT(114)
SQIN(115)
MUXT(116)
DMNG(117)
DSYN(118)
HSEU(119)
DTSA(120)
SS2M(121)
DSND(122)
STMB(123)
AAAT(124)
AATT(125)
SCPT(126)
DH6C(127)
RCLA(128)
RCLB(129)
RCDS(130)
GRN_(131)
IPMT(132)
SNTP(133)
DHCP(134)
DHCp(135)
RELY(136)
MSSS(137)
WBAM(138)
WNTT(139)
RADS(140)
SNAS(141)
SNAE(142)
SNAD(143)
MNGT(144)
UTST(145)
SOCK(146)
TCPP(147)
UNQt(148)

Ucnonbayemble Tabanupi: eltexProcessMemoryTotal — 1.3.6.1.4.1.35265.41.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.3.0

Mpumep

KomaHpa CLI:

show cpu utilization
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

[Mpocmomp csobo0H020 06bema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3ayemblie Tabnuupi: eltexProcessMemoryFree — 1.3.6.1.4.1.35265.41.1.2.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

Mpumep

KomaHpa CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BkrtoyeHuUe nodoepiKu caepx0auHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonb3syembie Tabnuupl: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 i {enabled(l), disabled(2)}

MNpumep

Komanpga CLI:
port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

4.2 CucmemHble napamempol

KoHmponab cocmosHusa 610K08 numaHus

MIB: rIphysdescription.mib

Ucnonb3syembie Tabnunupli: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e OcHoBHoW 610K nuTaHma: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.2
e Pe3sepBHbIit 610K NUTaHKUA: snmpwalk -v2c¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.3

Mpumep NpocmoTpa COCTOAHUA OCHOBHOrO 610Ka NUTaHUA

KomaHpa CLI:
show system
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2

/ 1) oA ocHOBHOro 610Ka NUTaHMA BO3MOMXKHbI C/legyioLiue COCTOAHUSA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

2) ANA pe3epsBHOro 6/10Ka NUTAaHNA BO3MOXKHblI cnepyrouime CoctoaHuAa:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

MoHumopuHe cmamyca AKB

MIB: eltEnv.mib

Ucnonbayemble Tabauupi: eltEnvMonBatteryState — 1.3.6.1.4.1.35265.1.23.11.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.2

Mpumep

KomaHga CLI:
show system battery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.2

/ Bo3MOXHble COCTOAHUA:

normal (1) — 6aTtapesn 3apAxeHa

warning (2) — 6aTtapes pa3spsarKaeTtcs

critical (3) — HU3KuMi1 ypoBeHb 3apaga 6aTapeun

notPresent (5) — 6aTapes oTcyTcTBYeT

notFunctioning (6) — aBapua pacuenuTens ToKa NuTaHuA 6atapeun
restore(7) — 6aTapes 3apaxkaertca

MoHumopuHe2 yposHsa 3apada AKb

MIB: eltEnv.mib

Ucnonbayemble Tabauupi: eltEnvMonBatteryStatusCharge — 1.3.6.1.4.1.35265.1.23.11.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.3
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Mpumep

KomaHpa CLI:
show system battery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.3

KoHmMponab cocmoAaHUA 8EHMUAAMOPO8

MIB: riphysdescription.mib
Ucnonb3ayembie Tabnunupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e BeHTtunatop 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
e BeHtunatop 2: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.5
e BeHTtunatop 3: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.6
e BeHTtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep npocmoTpa COCTOAHUA BeHTUnaTopa 3 kommyrtatopa MES3324F

KomaHpa CLI:

show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

/‘ Bo3MOXKHbI cneaylowme COCTOAHUA:

normal (1)
notFunctioning (5)

KoHmponab nokazaHuli memnepamypHsix 0am4yuKko8s

MIB: riphysdescription.mib
Ucnonb3ayembie Tabnuupli: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.1
e TemnepatypHbiit gatumk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.10

Mpumep npocmoTpa TemnepaTtypbl AaTUMKA

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.10

/' MES5324 umeem 4 memnepamypHbix 0amyuKd, MOKA3aHUS KOMOPbIX MOXCHO

nocmompems komaHooli CLI: show system sensors

KomaHaa SNMP:

1 patumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420481

2 paTumK:

snmpwalk -v2c -c <community> <IP address> \
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1.3.6.1.4.1.89.83.2.1.1.1.4.68420482

3 patumnk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420483

4 paTtumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420484

KoHmponabs cocmoaHua memnepamypHbiX 0am4yuKos

MIB: riphysdescription.mib

Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTypHbIi gaTumnk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep

KomaHpa CLI:

show system sensors

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

/ MES5324 umeem 4 memnepamypHbIX 0amYyuKd, COCMOAHUS KOMOPbIX MOXCHO

nocmompems komaHAoli CLI: show system sensors

KomaHaga SNMP:

1 patuuk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420481

2 faTyUK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420482

3 paTyunkK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420483

4 paTymkK:

snmpwalk -v2c¢ -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420484

/ CocroaHusa TemnepaTtypHbIX 4aT4NKOB
V ok (1)

unavailable (2)
nonoperational (3)

4.3 [Mapamempsl cmaka

MoHuUmopuHz napamempos cmaka

MIB: rIphysdescription.mib

Ucnonbayemble Tabamupi: riPhdStackTable — 1.3.6.1.4.1.89.53.4
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snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep NnpocmoTpa NapameTPOB CTIKA

KomaHpaa CLI:
show stack

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUmMopuH2 cM3K08bIX NOPMO8

MIB: riphysdescription.mib

Ucnonb3syembie Tabnunupl: riCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NpocMmoTpa COCTOAHUA CTIKOBbIX MOPTOB

Komanga CLI:
show stack links

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

4.4 YnpaeneHue ycmpolicmeom

3a0amb/cmeHums hostname Ha ycmpolicmee

MIB: SNMPv2-MIB

Ucnonb3ayembie Tabnuupl: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHunsa hostname "mes2324"

KomaHpa CLI:
hostname mes2324

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2324"

BKﬂIO'-IGHUG/OITIKfII-O‘I&‘HUG management acl

MIB: RADLAN-MNGINF-MIB

Ucnonbsyembie Tabnunupbl:
rIMngInfEnable — 1.3.6.1.4.1.89.89.2
rIMngInfActiveListName — 1.3.6.1.4.1.89.89.3
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n et V2C -c <community> <IP address>
1.4.1.89.89.2.0 1 {true(l), false(2)}\
1.

.1.89.89.3.0 s {name}

P

e
wa

S
.6.
.6.

Mpumep BKAOYEeHMA management acl c umeHem eltex

KomaHpga CLI:
management access-class eltex

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Hcnons3osaHue ymuaumel ping

MIB: rlapplication.mib

Ucnonbayemble Tabauupi: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} i {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} 1 {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} 1 {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} i {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{IP address>} i {createAndGo(4), destroy(6),
active (1)}

Mpumep KOMmaHAb! ping y3na 192.168.1.1

KomaHpga CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 1 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 4

/. Mpu ycraHoBke B none rsPingEntryStatus 3HaueHua 4 (createAndGo) co3paérca m
V aKTUBMpYeTCA onepauusa ping.
Yro6bl NOBTOPHO NPONWHIOBaTb YAANEHHbIN XOcT, Tpebyerca B none rsPingEntryStatus
BbICTaBUTb 3HaueHue 1(active).
Mocne okoHuaHUA onepauuu obsa3aTenbHO HAAO YAANUTL BCe 3anNUCU, BbICTaBUMB B MnoJse
rsPingEntryStatus 3HaueHue 6 (destroy). MHaue uepe3 CLI 1 SNMP onepauumio ping ao
APYroro xocra BbiNoJIHUTb He yAacTcA.

MNpumep ypaneHus:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1i 2\
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1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 6

MoHUmMopuH2 ymuaumei ping

MIB: rlapplication.mib

Ucnonb3ayemble Tabnnupi: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KonuecTBO OTNpaBJIeHHX IakeTos (7), KolmuecTBO NPMUHATHX
naxeToB (8), MuHmMMasbHOe BpeMsa oTBeTa (9), CpexmHue Bpemsa orerTa (10), MaxcuMmaJibHOeE

BpeMmsa oTeBeTa (11) }

Mpumep NpocmoTpa KoMYecTBa NPUHATbIX NAaKeTOB

Komanga CLI:
ping 192.168.1.31

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V‘ Mpu yctaHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpuHr 6yaper
3anpeLwéH A0 co3aaHMUA HOBOW onepauuu.

Hacmpolika cucmemHo20 xypHaaa

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbsyembie Tabauupbl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c¢ -c¢ <community> -t 10 -r 5 <IP address> \

1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "{name}" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1 {ipv4d (1), ipve(2)} \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x {ip add in HEX} \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u {udp port number} \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 i {syslog facility(16-24)} \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1 {severity level} \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1 {createAndGo(4), destroy(6)}

Mpumep pobasneHnA cepsepa ANA NOrMPOBaHUA

KomaHpa CLI:
logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c¢ -c¢ private -t 10 -r 5 192.168.1.30 \
1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "11111" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1 1 \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x COA80101 \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u 514 \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 i 23 \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1 6 \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1 4
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Severity level 3a0aemcs cnedyrouwum obpazom:

emergency(0),
alert(1),
critical(2),
error(3),
warning(4),
notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),
no-map(24)

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP

31



HELTEX

5

HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3ayembie Tabnunupl: riISntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{ip address in DEC. Bawte IP-azmpeca
pasmensaorca Toukammu} 1 {true(l), false(2). Ykaszaume 3Hauenms poll} \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. BawvTm IP-azpeca
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{ip address in DEC. BawTe IP-azmpeca
pasnmensanTcs Toukammu} 1 {createAndGo (4), destroy(6)}

Mpumep ykasaHua SNTP-cepsepa c IP-agpecom 91.226.136.136

KomaHpa CLI:
sntp server 91.226.136.136 poll

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
3.6.

1.
1. 1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 0149 SNTP-knueHma

MIB: risntp.mib

Ucnonb3syembie Tabnunupi: rISntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHU onpoca B 60 ceKyHA

Komanga CLI:
sntp client poll timer 60

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 i 60

/ Y106bl BEepHYTbCA K HAacCTPOKam NO YMONUYAHUIO A,0CTaTOYHO YCTaHOBUTbL Bpemsa B 1024
CeK.

Hacmpolika pabomsi 00HoadpecHbix SNTP-KaueHmos

MIB: rlsntp.mib

Ucnonbsyembie Tabnunupl: rISntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspewieHna nocneaosarenbHoro onpoca SNTP-cepsepos

KomaHpa CLI:
sntp unicast client poll

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep p06aBNEHMA YAaCOBOro NOACA Ha YCTPOICTBE

KomaHpga CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00" \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UrYPUPOBAHME UHTEP®EMNCOB

6.1 [lMapamempeol Ethernet-unmepdgbelicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonbsyembie Tabnnuybi: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 nnu
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmotpa Description Ha untepdeiice GigabitEthernetl/0/1

iflongDescr

KomaHpa CLI:
show interfaces description GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.49

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.49

[Mpocmomp Description vlian

MIB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnnupi: dotlqVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

KomaHpa CLI:
show interfaces description vlan 100

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.100

[Mpocmomp ckopocmu Ha uHmepdgelice

MIB: IF-MIB

Ucnonb3ayemblie Tabnuupl: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep BbikAOUeHUA negotiation Ha GigabitEthernet1/0/2

KomaHpa CLI:

show interface status GigabitEthernetl/0/2
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.50

BKaroyeHue/8bika4eHue agmocoaaaco8aHus CKopocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabnmupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} 1 {negotiation(l), no negotiation(2)}

Mpumep BbiKAOUEHMA negotiation Ha GigabitEthernet1/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.50 1 2

BraroyeHue nponycka npouedypsl asmoco2aaco8aHuUs, ec/u NapmHyep Ha 8CMpeYHol CmopoHe He
omee4yaem.

MIB: eltinterfaces.mib

Ucnonbsyemble Tabanupi: eltSwifAutoNegotiationBypass — 1.3.6.1.4.1.35265.1.23.43.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.3.{ifIndex} i {negotiationbypass(l), no
negotiation bypass(2)}

Mpumep BbiKAOUeHMA negotiation Ha TenGigabitEthernet1/0/2

KomaHpa CLI:
interface TenGigabitEthernetl/0/2
no negotiation bypass

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.3.106 1 2

YcmaHO08Ka pexumMo8 a8moco2aac08aHUA CKOpocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbsyemble Tabnamupbl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x {negotiation mode (HEX) }
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Mpumep HacTPOIKM aBTOCOrNacoBaHuA Ha ckopoctu 10f n 100f Ha uHtepdelice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
negotiation 10f 100f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.50 x 14

V 1) B aBounyHoii cucteme 10f n 100f sanucbiBaetca Kak 00010100. B HEX cucreme
' cumucneHus sto 14

2) Onucanue 6umoe

default(0),
unknown(1),
tenHalf(2),
tenFuli(3),
fastHalf(4),
fastFull(5),
gigaHalf(6),
gigaFull(7).

lMopadok bumos

01234567

[Mpocmomp duplex pexcuma nopma

MIB: EtherLike-MIB

Ucnonb3ayembie Tabnanupi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmoTpa pexkuma duplex nopra GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.49

V Pacwucposka ebidasaembix 3Ha4eHuii

unknown (1)
halfDuplex (2)
fullDuplex (3)
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CmeHa duplex pexcuma Ha uHmMepaelice

MIB: RADLAN-rlInterfaces

Ucnonbayembie Tabamupi: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifIndex} i {none(l),half(2),full (3)}

Mpumep cmeHbl pexkuma duplex nopra GigabitEthernet1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
duplex half

KomaHaa SNMP:
snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.49 1 2

[Tpocmomp cpedbi nepedayu UHmMepgelica

MIB: EtherLike-MIB

Ucnonbayemble Tabamupbl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeabl nepegaum noprta GigabitEthernet 1/0/1

KomaHaa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.89.43.1.1.7.49

V Pacwudgpoeka ebidasaembix 3HaYeHUl

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonbayemble Tabauupi: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}
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Mpumep BKAOUEHUA YyNpaBieHUA NOTOKOM Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
flowcontrol on

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.50 1 1

[Mpocmomp aOMUHUCMPAMUBHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonb3ayembie Tabnunupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmoTpa craTtyca nopra GigabitEthernet1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49

V Bo3moixHble eapuaHmsi

up(1)
down(2)
testing(3)

Bkrtoyums/8bikatodums KoHdu2ypupyemsoili uHmepgetic

MIB: IF-MIB
Ucnonb3ayembie Tabnunupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep

Komanpga CLI:
interface GigabitEthernet 1/0/1
shutdown

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49 1 2
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[Ipocmomp ornepamugHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cratyca nopra GigabitEthernet1/0/1

KomaHpga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.2.1.2.2.1.8.49

b ' J Bo3moiHble eapuaHmei

up(1)
down(2)

OnpedeseHue murna nooKAYeHUA nopma

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupi: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifIndex}

Mpumep onpepenenna Tuna nopra GigabitEthernet1/0/1

KomaHaa CLI:
show interfaces status

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

V Bo3MOXHbIe 8apUAHMbI

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

lpocmomp cyemyuka unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonbayemble Tabnmupi: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}
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Mpumep NnpocmoTpa cHeTUMKa BXOZALMX unicast-nakeTos Ha uHTepdelice GigabitEthernetl/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.50

Mpocmomp cyemyuka multicast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonb3syembie Tabnunupl: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTumnKa exoaawmnx multicast-nakeros Ha uHtepdeiice GigabitEthernet1/0/2

Komanga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.50

[lpocmomp cyem4uKka broadcast-nakemos Ha UHMepgelice

MIB: IF-MIB
Ucnonbsyemble Tabnuubi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunka exogawmx broadcast-nakeros Ha uHTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.50

[lpocmomp cyem4yuKa oKmemos Ha UHmepagelice

MIB: IF-MIB

Mcnonbsyembie Tabauubl:

ifiInOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets - 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets— 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets - 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}
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Mpumep NpocMmoTpa cHeTUMKA NPUHATLIX OKTETOB Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:

show interface counters gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50

V Mopg, oKTeTOM MMeeTcA B BUAY KONMUYECTBO BaiiT.

1 oktet = 1 6aiiT

Mpocmomp cyemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonbzyemble Tabanuybl: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmotpa cuetunKka FCS Errors Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:

show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.50

[Mpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonbayemble Tabamupl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmotpa cuetumnKa Internal MAC Rx Errors Ha uHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHpaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.50

lMpocmomp cyemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonbsyemble Tabamupi: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}
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Mpumep npocmoTpa cuetunka Transmitted Pause Frames Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.50

pocmomp cyemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonb3ayembie Tabnunupl: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmoTtpa cuetunka Received Pause Frames Ha uHtepdeiice GigabitEthernet1/0/2

Komanga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.50

O4yucmKa cyemyuKos UHmepagelicos

MIB: rlinterfaces.mib

Ucnonbsyemble Tabnuupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BuTroBasg Macka}

Mpumep oUUCTKU cHETYUKA MHTepdencoB ansa KommyTatopa MES2324B

KomaHpa CLI:

clear counters

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000Ef£££££00000000£0000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001£££e0000000000

Mpumep oUMCTKU cHeTYUKa uHTepdeircoB aaa KommyTtatopa MES5324

Komanpga CLI:

clear counters

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FFFFFFFOOOOO8FFFFFFFOOOOO8FFFFFFFOOO008FFFFFEFFOO0008FFFFFFFOO0008FEFFFEFFFO00008F
FFFFFFO00008FFFFFFF000008000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001FFFE0000000000
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/ 1) B 3HaueHMe OYUCTKM CYETUMKOB B CTeKe 3agaeTca 6MToBas macKa gnAa Bcex
nopTos
BCeX OHUTOB CTeKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 X
000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F

000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F0000000000
OOFFFFFFO

0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F000
00000000

OFFFFFFO0000000F0000000000000000000000000000000001 FFFE0000000000

2) MocmoTpeTb 3HaUeHUe 6UTOBOI MACKM MOXKHO KOMaHA,0M:

snmpwalk -v2c -c public <IP address> \
1.3.6.1.4.1.89.54.9.0

MoHUmMopuH2 3a2py3KU NOPMO8 KOMMymamopa

MIB: eltMes.mib

Ucnonbayemble Tabanupi: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}

Mpumep

KomaHga CLI:

show interfaces utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

V CnucoK 803MOXMHbIX Nnapamempos

eltSwifUtilizationlfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwlifUtilizationAverageOutRate(10)
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6.2 KoHgpueypuposaHue VLAN

JobasneHue vian e vian database

MIB: rlvlan.mib

Ucnonbayembie Tabanubi:

rldotlgVlanStaticList1t01024 — 1.3.6.1.4.1.89.48.69.1.2
rldotlgVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldotlgVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldotlgVlanStaticList3073to4094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {6buroBas macka}

Mpumep cosaanua 994 vlan'a B vlan database

Komanga CLI:
vlan database
Vlian 994

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

1) Npu pacuete 6uToBOI Macku gna vian 1025-2048, BbiNoAHUTb BbluuTaHue 1024 ot
V Heobxogumoro vlan, a 3aTem y)Ke BbINONIHATb PacyeT MacKu. AHanorMyHo ana vlian
2049-3072: Heobxoaumo oTHATbL 2048 nepeg, pacuetom. Ana 3073-4094 — BbluecTb

3072. butoBaA MacKa A,0/13KHa BKAOYaTb B cebsa He meHee 10 cumBONOB.

2) Mpumep pacueta 6UTOBOM MacKuM npuBedeH B pasgene «MpunoxkeHue A.
MeToauKa pacyeta 6UTOBOI Macku».

JMlobasneHue vlan Ha nopm

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupi: rldotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BuUOe OMTOBOMN MACKN}

Mpumep pobasneHuns vlian 622 1 3100 Ha uHTepdeiic GigabitEthernet 1/0/2 8 pexkum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk
switchport trunk allowed vlan add 622,3100

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.4.50 x 0000001000

Mpumep pobasnenus vlian 622 Ha nHtepdeiic GigabitEthernet 1/0/2 B Kauectse native vlan

KomaHpa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk

switchport trunk native vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep pobasneHus vlian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexxume access

KomaHpga CLI:
interface GigabitEthernet 1/0/2
switchport access vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 '\
1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V 1. MepeyeHb Tabauy,

ridotlgPortVianStaticEgressListit01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1025t02048 —
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList2049t03072 —
1.3.6.1.4.1.89.48.68.1.7 {ifindex}
rldotlqPortVlanStaticUntaggedEgressList3073t04094 —
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHMa 6UTOBOK MacKu npueeaeH B pasgene «lpunoxeHue A.
MeToauka pacyeta 6UTOBOIA MacKn».

3. butoBasa mMmacKa A0/1’KHa BK/IlOYATb B ceba He meHee 10 cumBoNoOB.
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3anpemums default VLAN Ha nopme

MIB: eltVIan.mib

Ucnonb3ayemble Tabnunupl: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BuIe OMUTOBOM MacKu}

Mpumep 3anperta default vlan Ha nopTe GigabitEthernet 1/0/5

KomaHaa CLI:
interface GigabitEthernetl1l/0/5
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 00000000000008

/ 1. Npumep cocTaBneHns 6UTOBOI MacKu npuBegeH B pasgene «lMpunoxkeHue A.
MeToauKa pacyeta 6UTOBOI MacKu».

2. BUTOBaA MacKa A0/KHA BKAlOYaTb B ce6a He meHee 10 CUMBOIOB.

[Tpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupli: rldotlqgVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

Mpumep npocmoTtpa umeHu vian 5

KomaHpa CLI:
show vlan tag 5

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.5

[Tpocmomp yneHcmaea nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupi: rldotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}
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Mpumep npocmortpa vlan Ha GigabitEthernet1/0/5

KomaHpa CLI:
show interfaces switchport GigabitEthernetl/0/5

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.54

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.54

/ 1. B npumepe npeactasnieHHbl 2 KomaHabl snmpwalk. Ecnav nopt Tagged — 3HaueHusa

V B BblBOAE BTOPO KOMaHAbl NPUHMMAIOT HynesBoe 3HaueHne u Homep Vlan

COOTBETCTBYET 3HAaUEeHUAM BblBOga NepBoil KomaHabl. Ecam nopt Untagged — B

BbIBOAE BTOPOI1 KOMaHAbl NPUCYTCTBYIOT 3HAYEHUA, OT/IMUYHbBIE OT HyAA, U Homep Vian
COOTBETCTBYET 3TUM 3HAUEHUAM.

2. NepeueHb Tabnuy,

ridotlqPortVlanStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVlanStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7 {ifindex}
ridotlgPortVlanStaticUntaggedEgressList3073t04094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. MonyueHHble B pe3y/bTaTe BbINOAHEHUA 3aNPOCa 3HAYEHUA NPEeACTaBAAIT U3 ceba
6MTOBYIO MacKy, MeTOAMKa pacyeTa KOTOpoii NnpuBeaeHa B pasaene «MpunoxkeHue
A. MeTtoauKa pacyeta 6UTOBOIA MacKu».

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonbayemble Tabauupi: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general(l), access(2), trunk(3),

customer (7) }

Mpumep HacTpoiikmu nHtepdeiica GigabitEthernet 1/0/2 8 pexkum trunk

KomaHpga CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50 1 3
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[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonb3ayembie Tabnnupi: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmoTpa pexkuma Ha GigabitEthernet1/0/2

KomaHaa CLI:
show interfaces switchport GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50

V Bo3smosicHble sapuaHmeol

general(1)
access(2)
trunk (3)
customer (7)

HasHayume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonb3ayembie Tabnuupi: dotlqPortVlanTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHua pvid 15 ana GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.50 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3syemblie Tabnunupl: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}.{mask} i {createAndGo(4),
destroy (6) }
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Mpumep

KomaHpa CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 i 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

YecmaHoska npasuna Kaaccugukayuu VLIAN, ocHosaHHo20 Ha npusaske Kk MAC-adpecy, 044
UHmMepagelica

MIB: rlvlan.mib

Ucnonbayemble Tabanupi: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 i
{createAndGo (4), destroy(6)}

Mpumep BKAOUEeHUA NpaBuna Knaccudukaumm VLAN gna nitepdeiica gigabitethernet 1/0/10

KomaHaa CLI:
interface Gigabitethernet 1/0/10
switchport general map macs-group 1 vlan 20

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.58.1 u 20 \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 4

6.3 Hacmpoiika u moHumopuHe errdisable-cocmoaHusa

[lpocMomp HacmpoeK 0718 asmomMmamu4yeckoli akmusayuu uHmepagelica

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep: NPOCMOTP HAaCTPOEK ANA aBTOMATMUECKON aKTUBaLMKN MHTepdelica

KomaHpga CLI:
show errdisable recovery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2
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[Mpocmomp npu4uHsl 6s10KUPOBKU Mopma

MIB: rlErrdisableRecoverylfReason

Ucnonb3ayemble Tabnunupl: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep

KomaHaa CLI:
show errdisable interfaces

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

/"-f Bo3MmMoXcHble sapuaHmeol:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusauuu UuHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonb3ayembie Tabnuupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAIOUEHMA aBTOMATUMUECKOM aKTUBaLumu uHtepdeiica B cnyudae loopback detection

KomaHpa CLI:
errdisable recovery cause loopback-detection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 1 1
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/ Bo3moiHble 3HaveHusa index of reason, 8 3agucumocmu om muna ebinosaHaemMol

Hacmpoliku:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana ebixo0a uHmepgelica us errdisable cocmosaHus

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 1 {interval 30-86400}

Mpumep HacTpoliKku 30-TM ceKYHAHOro uHTepBana Bbixoaa u3 errdisable cocroaHua

KomaHaa CLI:
errdisable recovery interval 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30

6.4 Hacmpolika voice vian

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabanupi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

MNpumep po6aBneHus voice vlan id 10

KomaHpa CLI:

voice vlan id 10

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10
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Akmuseauyus voice vian Ha uHmepgelice

MIB: RADLAN-vlanVoice-MIB

Ucnonb3ayemble Tabnunupl: vianVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep

KomaHaa CLI:
interface GigabitEthernetl1l/0/3
voice vlan enable

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.51 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.51 u 10

PedakmuposaHue mabauusi OUI

MIB: rlvlanVoice.mib

Ucnonb3zyemble Tabaunupbi: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BalTH pasiejigOTCs TOUuKaMM} i
{createAndGo (4), destroy(6)}

Mpumep

KomaHpa CLI:
voice vlan oui-table add 002618

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

6.5 Hacmpoiika LLDP

nobanbHoe sraoveHue/omxnaodeHue lldp

MIB: riLIdp.mib

Ucnonb3syemblie Tabnunupl: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep otkntoueHus LLDP

Komanpaa CLI:
no Lldp run

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 i 2
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Hacmpolika lldp-med noaumuku ¢ ykazaHuem Homepa voice vian 0149 mea2upo8aHH020 mpaduKa
voice vlan

MIB: rllldb.mib

Ucnonbayemble Tabanupi: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling(4), softphone-voice(5), video-conferencing(6), streaming-
video(7), video-signaling(8)} \

(
1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
1 1.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo(4), destroy(6)}

MNpumep HacTpoiiku lldp-med nonutukm c ykasasHmem VLAN 10, ykazaHuem npuopurerta 4

KomaHpga CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \
1.3.6.1.4.1.89.110.1.2.1.1.7.12 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med noaumuku 0n18 meauposaHH020 mpaguKa voice vlan

MIB: rllldb.mib

Ucnonbayemble Tabaunupi: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}

MNpumep HacTpoiiku lldp-med noantnkm B pexkume auto

KomaHaa CLI:
no 1lldp med network-policy voice auto

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 O
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7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonbayembie Tabnnupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.1.1.2.{1ip address(DEC)} 1 {ifIndex} \
1.3.6.1.4.1.89.26.1.1.3.{ip address (DEC)} a {netmask}

Mpumep HacTpoikn agpeca 192.168.10.30/24 Ha vlan 30

KomaHpa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonb3ayembie Tabnunupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

pset -v2c -c <community> <IP address> \

1.3. 6.1.4 1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \
.3.6.1.4.1.89.26.1.1.3.{ip address(DEC)} a {netmask} \

1.3.6. l 4.1.89.26.1.1.6.{ip address(DEC)} 1 2

}—‘

Mpumep yganeHus IP-agpeca 192.168.10.30 Ha uHTepdeiice vian 30

Komanga CLI:
interface vlan 30
no ip address 192.168.10.30

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonb3ayembie Tabnunupl: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}
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Mpumep

KomaHpa CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 1 4

ﬂo6aeumb/ydaﬂumb w3 1o ymosa4YaHuro

MIB: rlip.mib

Ucnonbayemble Tabauupi: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy(6) }

Npumep pgobasneHus ip default-gateway 192.168.1.10

KomaHpa CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.1

1.3.6.1.4.1.89.26.28.1.7.1.4. 1.4.192.168.1.10.0 u 4
3.6.1.4.1.89.26.28.1.8.1.4. 1.4.192.168.1.10.0 1 4

3.6.1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 i 4

68.1.30 \
0.0.0.0.0. \
1. 0.0.0.0.0. \
1.
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8 HACTPOMKA IPV6-ALPECALUU

BkntoyeHue/sbikao4eHue IPv6 adpecauyuu Ha interface vlan

MIB: ip-mib.mib
Ucnonb3ayemble Tabnuupl: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKAOUeHUn IPV6 agpecaymm Ha vian 2

KomaHaa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/YdaneHue IPv6 adpeca Ha interface vlan

MIB: rlip.mib
Ucnonb3syembie Tabnuupl: rlipAddressentry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.26.36.1.5.{xonmmuecTBO DOanT B anpece}.{xaxnel OaT B OEeCATUUHOM
BuUme uepes paspenuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{kxomuecTBO OanT B ampece}.{kaxney OanT B HOEeCATUYHOM
BuUme uepes pasgenmuTesib}.2.0 u {Macka B mecaTMuUHOM Buae}\
1.3.6.1.4.1.89.26.36.1.11. {xonnuecTBO OauT B anpece}.{xaxniel OauT B OEeCATUUHOM
BUme uepes paszmemurenb}.2.0 i1 {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

Komanga CLI:
interface vlan 2
ipv6e address 2001::1/64

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 1 100001 \
1.4.1.89.26.36.1.13.2.16.32. u 64 \

i

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 4
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9 HACTPOMKA GREEN ETHERNET

[nobanbHOEe omKarYeHue green-ethernet short-reach

MIB: rlgreeneth.mib

Ucnonbayemble Tabanupi: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 i {true (1), false (2)}

Mpumep

KomaHpga CLI:

no green-ethernet short-reach

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKar4YeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonbayemble Tabauybl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep

KomaHaa CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[pocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonbsyemble Tabamupi: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep

KomaHpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/1I0B

10.1 Mpomokon ERPS

OnpedeneHue Homepa west nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayemblie Tabnnupl: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep

KomaHpa CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHua west nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3syembie Tabnnupl: eltexErpsMgmtRAPSWestPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep

Komanpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3MOXHble COCTOAHMA NopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3yemble Tabnuubl: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep

KomaHpa CLI:
show erps

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmoAHuUA east nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabauupl: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep

KomaHpga CLI:

show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

/ Bo3motHble cocmoAaHUA nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA KOAbya

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbsyemble Tabnuupbi: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep

KomaHpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12
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/ Bo3moO3Hble COCMOAHUA KOAbya erps:

1. Init (1)

2. ldle (2)

3. Protection (3)

4. Manual-switch (4)
5. Forced-switch (5)
6. Pending (6)

10.2 Hacmpoliika npomokona Spanning-tree

BkrntoyeHue/omkKnaoveHue npomokosaa Spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonb3zyemble Tabauupbi: rldot1dStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKAOUYEHUA Spanning-tree

KomaHpa CLI:

no spanning-tree

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BKﬂI’O'—IEHUE/GbIKﬂI'O‘-IEHUB MPOMOoKo1a spanning-tree Ha KOHguU2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Ucnonb3syembie Tabnuupl: dot1ldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} 1 {enabled(l), disabled(2)}

Mpumep oTKoueHuA paboTbl spanning-tree Ha nHTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
interface GigabitEthernetl/0/2
spanning-tree disable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.50 1 2

BrntoyeHue/sbikaroYeHue pexcuma obpabomku nakemos BPDU uHmepgpelicom, Ha Komopom

8bIK/1I0YEeH MpomokKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayemble Tabnunupl: rldotldStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}
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Mpumep BKaoueHuns ¢punbtpaumm BPDU Ha uHtepdelice Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
spanning-tree bpdu filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.50 1 1

Hacmpolika pexcuma pabomel npomokoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonbayembie Tabamupi: dot1dStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKMU pexkuma paboTbl NpoToKoNa Spanning-tree

KomaHpga CLI:

spanning-tree mode rstp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[1lpocmomp ponu nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbsyemble Tabamupi: ridot1dStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmotpa ponu Gigabitethernet0/2 s STP

KomaHaa CLI:
show spanning-tree Gigabitethernet0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.50

f Bo3mMocHble cocmoAaHUA nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup(3)

4. Root(4)

5. Designated(5)
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[Ipocmomp cocmosaHua nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayemble Tabnunupl: rldotlsMstplnstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}

Mpumep npocmoTpa coctoaHua Gigabitethernet0/2 B mstp

KomaHaa CLI:
show spanning-tree Gigabitethernet(0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.50

/ Bo3mosHble cocmoAaHUA nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding(5)

[Mpocmomp epemeHu ¢ rnocaedHe20 nepecmpoeHus (topology change)

MIB: BRIDGE-MIB

Ucnonb3ayembie Tabnuupl: dotldStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep NpocMmoTpa BpeMeHHM € NocNeaHero nepecTpoeHus

Komanpga CLI:

show spanning-tree

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.3.0

Konuyecmeo nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB
Ucnonb3syembie Tabnnupl: dot1dStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0

Mpumep

Komanpaa CLI:
show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.4.0
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[pocmomp uHmepagpelica, c Komopo2o NpuHAM nocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonbayemble Tabauupi: eltdotldStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTpa UHTEpdeEca, C KOTOPOro NPUHAT nocneaHuii topology change

KomaHpga CLI:
show spanning-tree

KomaHpa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rerynnoBsAAd AAPECALMUA

11.1 MNpasuna epynnoeoii adpecayuu (multicast addressing)

3anpeuwjeHue OUHaMuUYecKo20 00basaeHUsa nopmad K MHo2oa0pecHoU 2pynne

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupl: rIBrgStaticlnetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \
1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{ButoBasa macka uHTepbdercal \
1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1i
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nsydyeHua rpynnbl 239.200.200.17 Ha nopTe GigabitEthernet 1/0/1 B vlan 622

KomaHpa CLI:
interface vlan 622
bridge multicast forbidden ip-address 239.200.200.17 add GigabitEthernet 1/0/1

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000008000
\

1.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4

1) CymmapHoe Konunuectso undp 8 OID 1.3.6.1.4.1.89.116.5.1.6 n OID
V 1.3.6.1.4.1.89.116.5.1.7 gonKHo 6biTb O4UHAKOBbLIM U YETHbIM.

2) MeToauMKy pacyeTa 6UTOBOI MaCKU MOXKHO NOCMOTPETb B pasgene
«MpunoxeHue A. Metoamka pacyeta 6UToBOI Macku».

3anpeuweHue npoxoxoeHus HesapeaucmpuposaHHoz20 Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: riIMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka mnjsa uHTepdelicor}"

Mpumep 3anpelieHNa nNPOXOXKAEHUA HesaperucrpuposaHHoro Multicast-tpaduka pna nopros
GigabitEthernet 1/0/20-21

KomaHpa CLI:
interface range GigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "000000000000000018"
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/ 1) OnAa yaaneHUA HACTPOMKU Hafo 3aMeHUTb COOTBETCTBYIOLME NOpTam nons B

6uTtoBoii macke Ha 0.

2) MetoguKy pacyeTta 6MTOBOI MAacCKM MOXKHO NOCMOTpPeTb B pasgene «MpunoxkeHue

A. MeTtoguKa pacyeTta 6UTOBOIA MacKu».

Puabmpayua MHO20a0pPeCHO20 MPAadUKa

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: rIMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 1 {true(l), false(2)}

Mpumep BKkAOUEHUA PUAbTPaL MU MHOroagpecHoro TpadpuKka

KomaHpa CLI:
bridge multicast filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobanbHOe 8KA0YEeHUe igmp snooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabauupi: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep

KomaHpga CLI:

ip igmp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 i 1

BkntoyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabauupi: rligmpMIdSnoopVlanEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} i {true(l), false(2)}

Mpumep BKAOUEHUA igmp snooping B vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[Mpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonb3ayemble Tabnaunupl: rligmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep

KomaHaa CLI:
show ip igmp sSnooping groups
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubi: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1

snmpset -v2c -c <community> <IP address> \
1.3.6. .1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6. .1.89.48.44.1.2.50 1 {createAndGo(4), destroy (6)}

1.4
1.4

Mpumep HacTpoiikmn multicast-tv vlan 622 Ha uHTepdeiice gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
switchport access multicast-tv vlan 622

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.50 u 622 \
1.3.6.1.4.1.89.48.44.1.2.50 1 4

Hactpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBUCUT OT peXMma HACTPOMKM nopTa, T.e. OT KomaHAabl switchport mode
customer/access/trunk/general.

11.2 ®yHkyuu oepaHuveHus multicast-mpaguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3syembie Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo(4),
destroy (6) }
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MNpumep co3gaHua npodpuna c umeHem IPTV (npegnonoxum, uto npodpunb 6yaet MmeTb NOPALKOBbINA
Homep 3)

KomaHpa CLI:
multicast snooping profile IPTV

KomaHga SNMP:

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.35265.1.23.46.1.1.2.
1.3.6.1.4.1.35265.1.23.46.1.1.3.
1.3.6.1.4.1.35265.1.23.46.1.1.4.

w w w

YKkasaHue duana3oHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbzyemble Tabaunubl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} i
{ip(1),1ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-
ampec Hauajla OManasoHa B WMEeCTHANUaTepPUUHOM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-
aIpec KOHIA IOManas30Ha B MEeCTHAaAlaTepuuHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} i
{createAndGo (4), destroy(6)}

Mpumep orpaHuuyeHus myabTuKacT rpynn 233.7.70.1-233.7.70.10 ana npoduna c mmeHem IPTV
(npeanonoxum, 4yto nNpoduab MmeeT NOPAAKOBbLI HOomep 3. B nepsom npodune 2 npasuna, BO
BTOPOM—O0ZAHO)

KomaHga CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule — cuntaeTtca no cymme Bcex npaBua Bo Bcex npopunax

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonbayemble Tabanupi: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c —-c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \

1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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Mpumep pobasneHunsa npodpunsa test (c ungekcom npodpunsa 3) Ha uHtepdelic Gigabitethernet 1/0/2

KomaHpa CLI:
interface Gigabitethernet 1/0/2
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.50.3 1 50 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.50.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.50.3 1 4

Hacmpolika oepaHu4eHua Koau4ecmea Multicast-epynn Ha nopme

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabauubi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} 1 {MAX number}

Mpumep HacTpoiiku orpaHuyeHua B Tpy Multicast-rpynnbl Ha nHtepdeiice Gigabitethernet 1/0/2

Komanga CLI:
interface Gigabitethernet 1/0/2
multicast snooping max-groups 3

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.50 1 3
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12 oYHKUUU YMNPABJIEHUA

12.1 MexaHu3sm AAA

LobasneHue HO8020 r1osnsL308amensa

MIB: rlaaa.mib

Ucnonbayemble Tabnuupi: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxzmas OykBa
JIOTMHA OTIejiseTcsd OT cJjenyoumer Toukoi} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIeJigeTCcsda OT cJjenywmel Toukol} s "#{encoding password}" \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxzmas OykBa
JIOTMHA OTIeJigeTcsa OT cJjenywimeln Toukoi} i {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4.{number of letters}.{Login in DEC, kaxnasa OykBa
JIOTMHa OTHEeJIIeTCs OT cJjenywomely Toukor} 1 {create and go(4)}

Mpumep pob6asneHuna nonbsosartens techsup c naponem password u yposHem npusunermii 15

KomaHpa CLI:
username techsup password password privilege 15

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa6ledc9b93f3f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

/ 1. loruH nepesogutca us ASCIl B HEX ¢ nomoublo Tabauubl, KOTOPYIO MOXHO HaUTH
V no ccbinke https://ru.wikipedia.org/wiki/ASCII

2. Maponb 3apaeTca UCKAIOUNTENIbHO B LLIM(I)pOBaHHOM Bupge, nmuerca obasarenbHoO
B KaBbl4Kax, nepepa naposiem AOGBBHHETCH #.

Hacmpolika memodos asmopu3ayuu 0114 login-nonv3osamens

MIB: rlaaa.mib

Ucnonbayemble Tabamupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login_c default” in DEC, xaxmasa OykBa JIOTMHa
oTmesigseTcd OT ciemywomer Touxkon} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login_c default” in DEC, xaxmasa OykBa JIOTMHa
oTmesigaeTcd OT ciemywomer Touxkon} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1login_c default” in DEC, xaxmasa OykBa JIOTMHa
oTmesigaeTcd OT ciemypomer Touxkol} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin _c default” in DEC, kaxnasa OyKBa JIOTMHa
oTmesigseTcd OT ciyemyomer Touxkon} 1 1\
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kaxnmasa Oykea JIOTMHa
oTmeNsgeTcs OT cjenyomer Toukon} i 1
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Mpumep

KomaHpa CLI:
aaa authentication login authorization default local

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

.116 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0\
1.3.6.1.4.1.89.79.15.1.4.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1
/ 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3 ASCII
V Tabaunubl (pacwudposbiBaeTtca login_c_default)

YoaneHue Hacmpoliku Memodos8 asmopu3ayuu 04 login-noans3osamensd

MIB: rlaaa.mib

Ucnonb3zyemble Tabauubi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login c default” in DEC, xaxmasa OyKBa JIOTMHa
oTmesigeTca OT ciemypomer Touxkon} 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.{"1login c default” in DEC, xaxnmasa OykBa JIOTMHa
oTmesigeTcsa oT cienykumer Touxkon} i 0\
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin c default” in DEC, xaxmasa OyKBa JIOTMHa
oTmesigeTcsa oT cienykmer Touxkor} i 0\
1.3.6.1.4.1.89.79.15.1.10.15.{"1login c default” in DEC, kaxpmasa OykBa JIOTMHa
oTmesigeTca oT cienmywomen Touxkon} 1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kaxnasa OyKBa JIOTMHA
oTmensgeTcs OT ciyenyomer Toukon} i 0

MNpumep yganeHnsa metogos asTopusauum ana enable nonbsosarens

KomaHpa CLI:
no aaa authentication login default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
116 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0\
1.3.6.1.4.1.89.79.15.1.4.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0
\1.3.6.1.4.1.
08.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i O

89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.1
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Hacmpolika memodos asmopusayuu 0714 enable-nosav3osamernsa

MIB: rlaaa.mib

Ucnonbayemble Tabanupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{“enable c default” in DEC, kaxmas Oykea JIOTMHa
oTmesigseTcd OT cienywomer Touxkoin} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.3.16.{“enable c default” in DEC, kaxmasa Oykea JIOTMHa
oTmesigseTca OT cienywomer Ttouxkoin} i1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.4.16.{“enable c default” in DEC, kaxmasa Oykea JIOTMHAa
oTmesigseTcd OT cienywomer Touxkoin} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.10.16.{%"enable c default” in DEC, kaxnas Oykea JIOTMHAa
oTmesigseTcd OT ciemyomer Touxkonm} 1 1\
1.3.6.1.4.1.89.79.15.1.10.16.{"enable n default” in DEC, xaxmas ©OykBa JIOTMHAa
oTmeNgeTcs OT cjemyomer Toukon} i 1

Mpumep

KomaHpga CLI:

aaa authentication enable authorization default tacacs radius enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 5 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 4 \
1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 2 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 1 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 1

/) 101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepesogutca us ASCII
« Tabaunupbl (pacwmdposbiBaetca enable_c_default)

YoaneHue Hacmpoliku Mmemo0dos asmopu3ayuu 014 enable-nonv3zosamens

MIB: rlaaa.mib

Ucnonbayemble Tabamupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{"enable _c default” in DEC, kaxnasa Oykea JIOTMHa
oTmesigseTca OT cienywomel Touxkol} i1 {enable(0),radius (0),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.3.16.{"enable_c default” in DEC, kaxpmasa OyKBa JIOTMHAa
oTmesigeTcda oT ciemybumei Toukoi} 1 {enable(0),radius(0),tacacs (2)} \
1.3.6.1.4.1.89.79.15.1.4.16.{"enable _c default” in DEC, kaxnmaa Oykea JIOTMHa
oTmesigseTca OT cienywomel Touxkoi} i1 {enable(0),radius (0),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable c default” in DEC, kaxnmasa OyKBa JIOTMHa
oTmesigeTcd oT ciemypmer Toukon} i 0\
1.3.6.1.4.1.89.79.15.1.10.16.{"enable n default” in DEC, xaxnas OykBa JIOTMHAa
oTmeyiseTcsa oOT cJjenyiomer Toukon} i 0
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Mpumep yaaneHna metoaos aBTopusauum gna enable nonbsosartens

KomaHpa CLI:
no aaa authentication enable default

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 2 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 0 \
1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 O
\N1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117
.108.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 O

12.2 Hacmpolika docmyna

BrawyeHue telnet-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonb3syemble Tabnuupl: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(l), off(2)}

Mpumep BKAOUeHUsA telnet-cepBepa

Komanpga CLI:
ip telnet server

KomaHnga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BrnwoyeHue ssh cepsepa

MIB: rlssh.mib
Ucnonb3ayembie Tabnunupi: riISshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BKAtoueHua ssh-cepsepa

KomaHpa CLI:

ip ssh server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 i 1
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lpocmomp akmusgHbIx ceccull

MIB: rlAAA.mib

Ucnonbayemble Tabanupi: rIAAAUserlnetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPOCMOTPa aKTUBHbIX CECCUit

KomaHpga CLI:

Show users

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKA/IMPOBAHUE NMOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: rfc2613.mib

Ucnonb3yemble Tabnuubi: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex src port}.{ifindex dst port} 1
{copyRxOnly (1), copyTxOnly(2), copyBoth(3)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex src port}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep 3epKanuposaHua Tpaduka c uutepdelica GigabitEthernet 1/0/1 Ha untepdeiic GigabitEthernet
1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
port monitor GigabitEthernet 1/0/1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.49.50 1 3 \
1.3.6.1.2.1.16.22.1.3.1.1.5.49.50 1 4

Hacmpolika 3epkanuposaHusa vlan

MIB: rfc2613.mib

Mcnonb3ayembie Tabnunupi: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep HacTpoiikn 3epKanuposaHua vian 622 Ha untepdelic GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port monitor vlan 622

KomaHaa SNMP:

snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.100621.50 1 1 \
1.3.6.1.2.1.16.22.1.3.1.1.5.100621.50 1 4
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14 oYHKUMUU OANATHOCTUKN PUSUYECKOIO YPOBHA

14.1 fuazHocmuka medHoz20 Kabensa

3anyck TDR mecma 018 nopma

MIB: rlphy.mib
Ucnonb3yemble Tabaunupl: riPhyTestSetType — 1.3.6.1.4.1.89.90.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.1.1.1.{ifIndex} 1 2

Mpumep 3anycka tdr gna nopra GigabitEthernet 1/0/12

KomaHpga CLI:
test cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.90.1.1.1.1.60 1 2

V | Ona 3anycka tecta tdr-fast ykasatb napamerp i 25.

YmeHue uHgopmauyuu no napam npu mecmuposaHuu memooom TDR

MIB: eltPhy.mib
Ucnonbayemble Tabnuupi: eltPhyTdrTestTable — 1.3.6.1.4.1.35265.1.23.90.1.1

e (Cratyc1 (1-2) napbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.2.{ifIndex}

e (Cratyc 2 (3-6) napbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.3.{ifIndex}

e (Cratyc 3 (4-5) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.4.{ifIndex}

e Cratyc 4 (7-8) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.5.{ifIndex}
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Mpumep npocmoTpa cTaTyca napbl 1 Ha uHtepdelice GigabitEthernet 1/0/12

KomaHpa CLI:

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.2.60

show cable-diagnostics tdr interface GigabitEthernet 1/0/12

V BapuaHTbI cTaTycos nap:

test-failed(0) — d¢usuyeckas HeucnpaBHOCTb; NM60 B MOMEHT 3anpoca uaer

AVArHoCTUKa IMHUK;

ok(1) — napa B nopaake;

open(2) — paspbis;

short(3) — KOHTaKTbl napbl 3aMKHYTbI;

impedance-mismatch(4) — pasHuMua B conpoTuBaeHuM (cAMwKom 6onblioe

3aTyXxaHue B IMHUN);

short-with-pair-1(5) — 3ambikaHue mexkay napamu;
short-with-pair-2(6) — 3ambikaHue mexKay napamu;
short-with-pair-3(7) — 3ambikaHue mexkay napamu;
short-with-pair-4(8) — 3ambikaHue mexay napamm.

UsmepeHue 0auHbI nap 019 memoda TDR

MIB: eltPhy.mib

Ucnonbayembie Tabnuupli: eltPhyTdrTestTable — 1.3.6.1.4.1.35265. 1.23.90.1.1

e [innna 1 (1-2) napbi:

snmpwalk -v2c -c <community>
1.3.6.1.4.1.35265. 1.23.90.1.

e [lnnHa 2 (3-6) napbi:

snmpwalk -v2c -c <community>

1.3.6.1.4.1.35265. 1.23.90.1.
e [lnunna 3 (4-5) napebl:

snmpwalk -v2c -c <community>

1.3.6.1.4.1.35265. 1.23.90.1.

e [lnnHa 4 (7-8) napbl:

snmpwalk -v2c -c <community>

<IP

address> \

.6.{ifIndex}

address> \

.7.{ifIndex}

address> \

.8.{ifIndex}

address> \

1.3.6.1.4.1.35265. 1.23.90.1.1.1.9.{ifIndex}

Mpumep nsmepeHua aamHbl napol 4 ana metoga tdr Ha nHtepdeiice GigabitEthernet 1/0/12

Komanpaa CLI:

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

show cable-diagnostics tdr interface GigabitEthernet 1/0/12
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|1.3.6.1.4.1.35265.1.23.90.1.1.1.9.60

N3mepeHue 8auHbl Kabeaa memodomM, OCHOBAHHOM HA 3aMyXaHUU

MIB: rlphy.mib
Ucnonbayemble Tabauupi: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{ifIndex}

Mpumep nsmepeHuna AAnHbI Kabena Ha BCcex aKTUBHbIX nopTax

KomaHpa CLI:
show cable-diagnostics cable-length

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3

14.2 fluazHocmuKa onmu4yecKko20 mpaHcusepa

CHamue noka3aHuti DDM

MIB: rlphy.mib
Ucnonbayemble Tabauupi: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mHmexc nopTal.{Tun napamerpa}

Mpumep 3anpoca nokasanunii DDM c unrepdeiica TengigabitEthernet1/0/1 (gns Bcex napameTpos)

KomaHpga CLI:

show fiber-ports optical-transceiver interface TengigabitEthernet0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.105

/ Tun napamempa moxcem npuHUMame caedyroujue 3Ha4eHus:

rIPhyTestTableTransceiverTemp (5) — Temnepatypa SFP TpaHcuBepa;
riPhyTestTableTransceiverSupply (6) — Hanpsa)eHue NuUTaHUA B MKB;
riPhyTestTableTxBias (7) — TOK cmelieHUA B MKA;

riPhyTestTableTxOutput (8) — yposeHb Mo HOCTU Ha Nepegauve B mDbm;
riPhyTestTableRxOpticalPower (9) — ypoBeHb mowHOCTM Ha npueme B mDbm.

[Mpocmomp cepuliHo2o Homepa SFP mpaHcusepa

MIB: eltMes.mib

Ucnonbayemble Tabauupi: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{mHmexc nopTa}
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Mpumep npocmoTpa cepuitHoro Homepa SFP ¢ wuHTepdeiica GigabitEthernet 1/0/2 (ana Bcex
napameTpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface GigabitEthernet 1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.50
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15 3NEKTPONUTAHUE NO NUHUAM ETHERNET (POE)

Mpocmomp nompebagemoll/HoMuHanAbHOU MowHocmu PoE

MIB: rfc3621.mib

Ucnonb3yemble Tabnuupl: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

Mpumep NnpocmoTpa NoTpebaseMoit MOLLLHOCTU

KomaHpga CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

[lpocmomp noKasaHul memnepamypHo20 0amyuka PoE

MIB: rlPoe.mib

Ucnonbayemble Tabauupl: riPethPowerPseTemperatureSensor — 1.3.6.1.4.1.89.108.3.1.6
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.108.3.1.6.{unit}

Mpumep NpocmoTpa NOKasaHWUit TemnepaTypHOro AaTumKa

KomaHga CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.3.1.6.1

[pocmomp aumuma mouwHocmu Ha uHmepgelice PoE

MIB: rlPoe.mib

Ucnonbayemble Tabauupi: ripethPsePortOperPowerLimit — 1.3.6.1.4.1.89.108.1.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.9.{unit}.{ifindex}

Mpumep NpocmoTpa AMMUTA MOLLHOCTU Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.9.1.50
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[pocmomp 3HaYeHUsa mowHocmu Ha uHmepgelice PoE

MIB: rfc3621.mib

Ucnonb3ayemble Tabnnupl: pethPsePortActualPower — 1.3.6.1.2.1.105.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.15.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYeHUA MOLLHOCTH Ha uHTepdeiice GigabitEthernet1/0/2

KomaHaa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.15.1.50

[Mpocmomp 3Ha4yeHUA MoKa Ha uHmepgelice POE

MIB: rIPoe.mib

Ucnonbzyemble Tabauubl: rlpethPsePortOutputCurrent — 1.3.6.1.4.1.89.108.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.4.{unit}.{ifindex}

Mpumep npocmoTpa 3HaueHUA ToKa Ha uHTepdelice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.4.1.50

[Mpocmomp 3Ha4yeHuUA Hanpa}ceHua Ha uHmepgelice PoE

MIB: rIPoe.mib

Ucnonb3ayembie Tabnuupi: ripethPsePortOutputVoltage — 1.3.6.1.4.1.89.108.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.3.{unit}.{ifindex}

Mpumep NnpocmoTpa 3HaUYEHUA HanpaXKeHuA Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.3.1.50
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OmekntoyeHue Power over Ethernet Ha nopme

MIB: rfc3621.mib

Ucnonbayemble Tabanupi: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep oTkntoueHnAa PoE Ha nopTe GigabitEthernetl/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
power inline never

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.50 1 2
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16 ®YHKLU MU OBECNEYEHUA BE3ONACHOCTU

16.1 ®yHkyuu obecnevyeHus 3auumsl NOPMoO8

O2paHuyeHue Konudecmaa MAC-adpecos, usyyaemoix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i1 {max mac addresses}

Mpumep orpaHunuenns 8 20 MAC-agpecos Ha nopt GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
port security max 20

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.50 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3syemble Tabnunupl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

-c <community> <IP address> \
.89.43.6.1.3.1 1 {locked(l), unlocked(2)} \

.89.43.6.1.6.1 i {uacToTa oTHpaBkM TpamnoB (cex)} \

v2c

4.1

4.1

HaI MakeToM, He MOMaBWMM [OI MNpaBujla port security} \
4.1

4.1

4.1.89.43.6.1.2.1 x {ifindex B BuIe OMUTOBOM MACKMN}

Mpumep HacTpoiiku port security ana nntepdeiicos GigabitEthernet 1/0/1-2

Komanpga CLI:
interface range GigabitEthernet 1/0/1-2
port security discard trap 30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.43.6.1.3.1 1 1 \

1.3.6.1.4.1.89.43.6.1.4.1 1 1 \

1.3.6.1.4.1.89.43.6.1.5.1 1 1 \

1.3.6.1.4.1.89.43.6.1.6.1 1 30 \

1.3.6.1.4.1.89.43.6.1.2.1 x "0000000000QOQOCO"

MeTtoauka pacyeta 6MTOBOIA Macku npuBeaeHa B pasgene «lMpunoxkeHue A.
V MeToauKa pacyeta 6MTOBOI MacKu».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabanupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} 1 {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset(4)}

Mpumep HaACTPOMKM peKuma OrpaHMYeHuMa Mo Koauuectsy u3syueHHbix MAC-agpecoB Ha nopre
GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernet 1/0/2
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.50 1 2

lpocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cTaTyca port security

KomaHga CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupl: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNa port security

KomaHpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Mpocmomp MakcumasnbHO 3a0aHHO20 Koauvecmea MAC-adpecos, u3y4aemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnnupl: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKcMManbHO 3aAaHHoOro Konudectsa MAC agpecoB, u3sydaembix Ha Ethernet-
noprax

KomaHaa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[lepesod nopma 8 pexcum U3oaAAyUU U 8HymMpU 2pynibl 1opmos

MIB: rlprotectedport.mib

Ucnonb3syemble Tabauubi: rlProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTPoOUKM nsonaummn Ha noptax GigabitEthernet 1/0/1 u GigabitEthernet 1/0/2

KomaHpa CLI:
interface range GigabitEthernet 1/0/1-2
switchport protected-port

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.49 i 2 \
1.3.6.1.4.1.89.132.1.1.1.50 1 2

Hacmpolika omnpasku mpaguka Ha uplink-port

MIB: RADLAN-vlan-MIB

Mcnonb3ayembie Tabnuupl: vianPrivateEdgeStatus — 1.3.6.1.4.1.89.48.37.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.37.1.1.{Ifindex} i {ifindex} \
1.3.6.1.4.1.89.48.37.1.2.{Ifindex} i {createandGo (4),destroy(6)}

Mpumep

KomaHpa CLI:
interface GigabitEthernet 1/0/6
switchport protected GigabitEthernet 1/0/8

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.37.1.1.54 1 56 \
1.3.6.1.4.1.89.48.37.1.2.54 i 4
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Co30aHue cmamuyeckol npusasku 8 MAC-mabauuye

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabamupi: dotlgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). Bamurer MAC-anpeca
paznensawonrcsa ToukamMu}.{ifIndex} i {other(l), invalid(2), permanent (3),
deleteOnReset (4), deleteOnTimeout (5) }

Mpumep npusaskm MAC-agpeca 00:22:68:7d:0f:3f 8 vlan 622 Kk uHtepdeiicy Gigabitethernetl/0/2 B
pexume secure (Mo gedonty ucnonbsyerca pexxmm permanent)

KomaHpga CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface
gigabitethernetl/0/2 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.50 1 1

lMpocmomp MAC-mabauybl

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabamupi: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Mpumep

KomaHaa CLI:
show mac address-table

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHuUe cmamu4yecKkol npusda3Kku 8 arp-mabauye

MIB: RFC1213-MIB

Ucnonbayemble Tabanupi: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{vlan id}.{IP address} x {,MAC address“} \
1.3.6.1.2.1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} 1 4

Npumep npusasku ip 192.168.1.21 u MAC aa:bb:cc:dd:ee:ff K vlan 1

KomaHpga CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlian 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \

1.3.6.1
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 1 4
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1. Ana ypaneHuna npuBAsKKM Heobxogumo B none 1.3.6.1.2.1.4.22.1.4 npucBounTb
V 3HauyeHue 2.
2. IP-agpec ycTpoiictBa u IP-agpec co3gaBaemoi CTaTUYECKOoi 3anucK B arp-tabauue
BONKHbI HAXOA4UTLCA B OAHOI NoaceTu.

Mpocmomp arp-mabauysi

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabnuubl:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-Tabanybl

KomaHpa CLI:

show arp

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabanupbl pNetToMediaPhysAddress otob6parkaet IP-agpec u MAC-agpec
vlan

2. 3HaueHue Tabnuubl  dotlqTpFdbEntry —  oTo6paxkaer cratyc u
MAEeHTUPUKALMOHHDbI HOMep NOpPTa, C KOTOPOro A0CTYMHO YCTPOUCTBO

16.2 KoHmponab npomokona DHCP u onyus 82

BkntoueHue/sbiknoyeHue DHCP cepsepa Ha Kommymamope

MIB: rildhcp.mib

Ucnonb3syembie Tabnuupli: riDhcpRelaylnterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 1 {true(l), false(2)}

Mpumep srknoueHna DHCP cepsepa Ha KommyTaTope

Komanpga CLI:
ip dhcp server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1
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Mpocmomp 3anuceti mabauysl dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonbayemble Tabanupi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Npumep npocmoTpa Tabanubl dhcp snooping

KomaHpga CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

BraroyeHue/soikaroyeHue dhcp snooping 2106as16HO

MIB: rlbridge-security.mib
Ucnonbayemble Tabanybi: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 1 {enable(l), disable(2)}

MNpumep rnobanbHoro sBkatoueHus dhcp snooping

KomaHpga CLI:
ip dhcp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BkrntoyeHue/sbikntoyeHue dhep snooping so vian

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i1 {createAndGo(4), destroy(6)}

Mpumep BrkAtoueHusa dhcp snooping B vian 622

KomaHpga CLI:
ip dhcp snooping vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4
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Hacmpolika ip DHCP information option

MIB: rlbridgesecurity.mib

Ucnonb3ayembie Tabnunupl: rlipDhcpOpt82insertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 i {enable(l), disable(2)}

Mpumep

KomaHaa CLI:
ip dhcp information option

KomaHaa SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1

Hacmpolika dosepeHHo20 nopma dhcp

MIB: rlbridge-security.mib

Ucnonbsyemble Tabauubi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiikn posepeHHOro nHtepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
ip dhcp snooping trust

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.50 1 4

Hacmpotika DHCP relay 8 vian

MIB: rldhcp.mib

Ucnonb3yemble Tabaunubi:

rIDhcpRelaylnterfacelListVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
riDhcpRelayinterfacelListVlanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelayInterfacelListVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayInterfacelListVlanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuToBas Macka}

MNpumep HacTpoiiku ip DHCP relay enable Ha vlan 1

Komanpga CLI:
Interface vlan 1
Ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000
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Mpumep HacTpoiiku ip DHCP relay enable Ha 1026 vlan

KomaHpa CLI:
Interface vlan 1026
Ip dhcp relay enable

KomaHpa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V MNpumep pacueta 6UTOBON MaCKM MOXKHO NOCMOTpeTb B pasgene «MpunoxkeHue A.
- MeTtoauKa pacueta 6UTOBOI MacKu».

16.3 3awuma IP-adpeca Knuenma (IP source Guard)

BK/HO‘*IGHUG/BbIK/HOLIEHUE ip source quard 2106a16HO

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHOro BKAOUEHUA ip source guard

KomaHga CLI:

ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co30aHuUe cmamu4yecKkol npusa3Ku ip source quard

MIB: rlbridge-security.mib

Ucnonbayemble Tabaunupi: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
oTmeyigseTca OT HNpenuaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxnpem OamnuT MAC-anmpeca
oTmesiseTca OT npensnymero Toukoi} 1 {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
oTHmesiseTCcsad OT MNPemuHnymero Toukow} 1 {createAndGo(4), destroy(6)}

MNpumep npuBaskm MAC appeca 00:11:22:33:44:55 Kk IP 192.168.1.34, vlan 622, wuHTepdeicy
GigabitEthernet 1/0/9

KomaHpa CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 GigabitEthernet 1/0/9

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 1 57 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4
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BKﬂiO"IEHUE/BbIKﬂfO"IEHUE ip source quard Ha nopme

MIB: rlbridge-security.mib
Ucnonb3ayemble Tabnuupl: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAoueHUs ip source guard Ha uHTepdeiice GigabitEthernet 1/0/9

KomaHaa CLI:
interface GigabitEthernet 1/0/9
ip source-guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.57 1 4

BK/HO‘—IEHUE/BbIK/HO‘-IEHue ip source quard so vlan

MIB: eltBridgeSecurity.mib

Ucnonbsyembie Tabaunubi: eltlpSourceGuardPortTable — 1.3.6.1.4.1.35265.1.23.112.8.1,
1.3.6.1.4.1.35265.1.23.112.8.1.1.1 — vlan1-1024, 1.3.6.1.4.1.35265.1.23.112.8.1.1.2 — vlan1025-2048,
1.3.6.1.4.1.35265.1.23.112.8.1.1.3 — vlan2049-3072, 1.3.6.1.4.1.35265.1.23.112.8.1.1.4 — vlan3073-4094

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.112.8.1.1.1.<ifindex> x {BuToBas Macka}

Mpumep BKAOUeHUA ip source guard Ha uHTepdeiice GigabitEthernet 1/0/1 so Vlan 2

Komanpga CLI:
interface GigabitEthernet 1/0/9
ip source-guard vlan 2

KomaHnga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.1.23.112.8.1.1.1.49 x
"400000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000"

16.4 KoHnmponao npomokona ARP (ARP Inspection)

BKmoweHue/eb/Kmoquue arp inspection 2106as16H0

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArplnspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}

Mpumep rnobanbHOro BKAOUEHUA arp inspection

KomaHpa CLI:
ip arp inspection
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 1 1

BkrtoyeHue/sbikaro4eHue arp inspection 8o vian

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipArpinspectEnableVianTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} i1 {createAndGo(4), destroy(6)}

Mpumep BKALOUYEHUA arp inspection B vlan 622

KomaHpga CLI:

ip arp inspection vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4

Hacmpolika dosepeHHo20 nopma arp inspection

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipArplinspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} i {createAndGo(4), destroy(6)}

Mpumep HacTPoiikn gosepeHHoro uHTepdeiica GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
ip arp inspection trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.50 1 4

lpusAaska ip arp inspection list K vlian

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipArpinspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpUBA3KK AUCTa C UMeHeM test K vlan 622

KomaHpa CLI:
ip arp inspection list assign 100 test

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test
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16.5 lMpoeepKka NnodAUHHOCMU KaueHmMa Ha ocHoee nopma (802.1x)

BkaroyeHue aymeHmugukauuu 802.1X Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonbayembie Tabnnupi: dot1xPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 1 {enabled(l), disabled(2)}

Mpumep BKkAoYeHUa 802.1x

KomaHaa CLI:

dotlx system-auth-control

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BkrtoyeHue nepuoduyeckoli mosmopHol nposepKu nodauHHocmu (nepeaymeHmugukayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3syemble Tabnnupl: dotlxAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAOYEHUA NEPUOAUYECKO NOBTOPHOM NPOBEPKU MOAJIMHHOCTU KAMEeHTa Ha uHTepdeiice
Gigabitethernet 1/0/2

Komanpga CLI:
interface gigabitethernet 1/0/2
dotlx reauthentication

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.50 i 1

YcmaHosKka nepuoda Mmex oy nosmopHbLIMU MPo8epKamu nodauHHocmu

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3syembie Tabnnupl: dot1xAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c¢ <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHoBKM nepuogsa B 300 ceK mexay MNOBTOPHbIMM MNpPOBepKamu Ha UHTepdeiice
Gigabitethernet 1/0/2

Komanpaa CLI:
interface gigabitethernet 1/0/2
dotlx timeout reauth-period 300
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.50 u 300

Hacmpolika pexcumos aymeHdmuguxkayuu 802.1X Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabamupi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} i {force-Unauthorized(l), auto(2), force-
Authorized(3) }

Mpumep HacTpoiikmn ayteHTUGMKauum 802.1X B pexkume auto Ha uHTepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
dotlx port-control auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.50 1 2

BKaroyeHue aymeHmuguKayuu, ocHosaHHol Ha MAC-adpecax noss3osamesneli

MIB: radlan-dot1x-mib.mib

Ucnonbsyemble Tabnuupi: ridotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-—
only(3)}

Mpumep BKAOYEHUA ayTeHTUPMKAUUKM, OCHOBAHHOM TONbKO Ha MAC-agpecax Ha WHTepdeiice
GigabitEthernet 1/0/3

KomaHpga CLI:
interface gigabitethernet 1/0/3
dotlx authentication mac

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.51 i 3

PaspeweHue Haau4us OC)HO?O/HeCKOﬂbKUX KAUeHmMog Ha asmopu3osaHHom rnopme 802.1X

MIB: rlinterfaces.mib

Ucnonbsyemble Tabamupi: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} i {single(l), none(2), multi-sessions(3)}

Mpumep paspelleHnsa HaIMUMA HECKOJIbKUX KNMEHTOB Ha uHTepdeiice Gigabitethernet 1/0/3

KomaHpa CLI:
interface Gigabitethernet 1/0/3
dotlx host-mode multi-sessions
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.51 1 3

BKrtoyeHuUe 00H020 usau 08yxX Memo0o8 MposepKU nodsauHHoOCMU, asmopusayuu u yyema (AAA)
018 Ucnosab308aHUA Ha uHmMepgelicax IEEE 802.1x

MIB: rlaaa.mib

Ucnonb3syembie Tabnnupi: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{“default” in DEC, xaxzmas OyKBa OTIeJISI€eTCS OT
crenymomenn Touxkon} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{“default”
in DEC, xaxmas OykBa OTHeJiseTCs OT cjenyomel Touxkon} i {Deny(0), radius(l),
none (2) } \

1.3.6.1.4.1.89.97.1.1.3.7.{%default” in DEC, kaxmas OyKBa OTIEJIS€TCH OT
crenyomein Toukoi} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{"default” in DEC, kaxmasd OyKBa OTIeJISE€TCS OT
crnenyomer Toukom}) i 1

Mpumep BKAOYeHUA cnucka RADIUS-cepBepoB ana ayteHTUGUMKaLUM Nnonb3oBaTens

KomaHpa CLI:

aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 1 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 i 1
/ 1) Ona Toro, utobbl BEPHYTLCA K HACTPOKam N0 YMONUYAHUIO, 40CTaTOYHO 3HaUEeHUA
V nomeHATb Ha Deny(0).

2) Default nepesogutca us ASCIl B HEX ¢ nomoLubto Tabanwbl, KOTOPYH MOYKHO HAUTU
no ccbinke https://ru.wikipedia.org/wiki/ASCII

JlobassieHue yKa3aHHOo20 cepsepa 8 crnucok ucnonbayemoix RADIUS cepsepos

MIB: rlaaa.mib
Ucnonbsyemble Tabnunupl: riIRadiusServerlinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c¢ -c¢ <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}" \

1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {ipv4(l), ipv6(2), ipvidz(3)} \

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1813} \

1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} s "#{encoding key}" \

1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address (DEC) }.{default UDP port 1812}.{default
UDP port 1813} 1 {createAndGo(4), destroy(6)}
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Mpumep

KomaHpa CLI:
radius-server host 192.168.1.10 encrypted key da90833£f59%9be

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a"™ \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 i 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833f59%be"
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 1 4

\

16.6 MexaHu3m obHapyxceHusa nemens (loopback-detection)

FnobanbHoe sKarYeHue loopback-detection

MIB: rllbd.mib

Ucnonbzyemble Tabaunubi: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 i { true(l), false(2) }

Mpumep rnobanbHoro BkaoueHus loopback-detection

KomaHpga CLI:
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1

UsmeHeHUe uHmepsana loopback-detection

MIB: rllbd.mib

Ucnonbsyemble Tabauupi: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

Mpumep nameHeHusa nutepsana loopback-¢ppeiimos Ha 23 ceKyHAbI

KomaHpa CLI:
loopback-detection interval 23

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UUsmeHeHue pexcuma pabombei loopback-detection

MIB: rllbd.mib

Ucnonbayemble Tabamupi: rilbdMode — 1.3.6.1.4.1.89.127.3
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 i {source-mac-addr(l),base-mac-addr (2),
addr (3) ,broadcast-mac-addr (4) }

Mpumep nameHeHuna pexkuma paborbl loopback-detection Ha source-mac-addr

multicast-mac-

KomaHaa CLI:
loopback-detection mode src-mac-addr

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 i 1

BrntoyeHue/omkntovyeHue loopback-detection Ha uHmepdgeiicax

MIB: rllbd.mib

Ucnonbzyemble Tabauupbi: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep sknoueHus loopback-detection Ha nHTepdeiice TengigabitEthernet1/0/2

KomaHpa CLI:
interface TengigabitEthernetl/0/2
loopback-detection enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.106 1 1

[Mpocmomp paboyez2o cocmogaHus loopback-detection Ha uHmepgelice

MIB: rllbd.mib

Ucnonb3ayembie Tabnunupli: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmotpa coctoaHus loopback-detection Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.50

/ Mpu ucnonb3oBaHUU sSNMpP KOMaHAbI:

1 — cocrofiHMe inactive,
2 — cocTofiHMe active,
3 — loopdetected.
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lpocmomp 3a6a0KkuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib

Ucnonbayemble Tabnuupi: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{1ifindex}.{v1an}

Mpumep npocmoTpa coctoaHua vlan 2 Ha nopTe GigabitEthernet1/0/2

KomaHpga CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.50.2

7 B0O3MO>KHble COCTOAHMUA:
1 — active,
2 — blocked

16.7 KoHmposnb wupoKoeewamenbHo20 wmopma (storm-control)

Hacmpolika storm-control Ha uHmepagelice

MIB: radlan-mib.mib

Ucnonbsyemble Tabamupi: riStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l),multicastRegistred
(2),multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond (1) ,precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} 1

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }

Mpumep BKAoueHus storm-control ana broadcast-tpaduka Ha untepdeiice GigabitEthernet1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
storm-control broadcast kbps 10000 trap shutdown

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.49.1 1 1 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.49.1 1 4

Mpumep oTKoueHna storm-control ana broadcast-tpadpuka Ha nHtepdeliice GigabitEthernetl/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
no storm-control broadcast
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u 0

Bkntoyums/sbikaroyums storm-control dasa unknown unicast mpaguka

MIB: radlan-stormctrl.mib

Ucnonb3ayemble Tabnunupl: riIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1i5s0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps,orxmouurs (0)}

Mpumep BKAIOUEHUA KOHTPOA HEU3BECTHOrO OgHOoagpecHoro Tpaduka ao 50 K6ut/c

KomaHpa CLI:
interface GigabitEthernetl/0/2
storm-control unicast Kbps 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.50.5 u 50
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17 KOH®UTYPUPOBAHME IP U MAC ACL (CMTUCKU KOHTPONA AOCTYNA)

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabamupi: riQosAclTable — 1.3.6.1.4.1.89.88.7

-v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} i1 {type-of-acl: mac(l), ip (
1.89.88.7.1.4.{index-of-acl} i {createAndGo (4), destroy (6

2
)

Mpumep co3panHmna MAC ACL c nipaekcom 207

) A
}

KomaHpa CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.4.1.89.88.7.1.3.207 1 1 \

1.3.6.
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30aHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosAclTable — 1.3.6.1.4.1.89.88.7
et -v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2
1.89.88.7.1.4.{index-of-acl} 1 {createAndGo(4), destroy(6)

snmpset
1 6.1.
1 6.1.
1 6.1.

w W w

.3.6.1.4.
.3.6.1.4.
.3.6.1.4.

Mpumep cospganHus IP ACL c nugekcom 107

)1\
}

KomaHpga CLI:
ip access-list extended 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip"™ \
1.4.1.89.88.7.1.3.107 i 2 \
1.4.1.89.88.7.1.4.107 1 4

1.3.6.
1.3.6.

V Mpumep HanonHeHua ACL npaBunamum noapobHO paccmoTpeH
«MpunoxkeHue b: NMNpumep cosgaHua tunosoro IP ACL».

B pasgene
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[Tpusaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 1 {Index-of-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

Mpumep: HasHauyaem NpaBuao ¢ MHaeKkcom 107 (Ha3saHue ACL 7-ip) Ha nopT GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ana ypanenna ACL c nopta aoctatoyHo uHaekc ACL 3ameHuUTb Ha 0.
snmpset -c -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 1 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

lMpussaska IP u MAC ACL kK nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQoslflpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 i {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep: Ha3Hauaem npaBuao ¢ MHgekcom 107 u 207 (HaseaHue ACL 7-ip gna IP ACL u 7-mac ana MAC
ACL) Ha nopt GigabitEthernet 1/0/2 (Ifindex 50)

KomaHpa CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-mac 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 i 1

V Ona ypaneHua ACL c nopta gocratouHo uHaekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.20.50.2i 0\
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1.3.6.1.4.1.89.88.13.1.13.50.2 i 1

Co30aHue policy-map u npusaska K Hemy ACL

MIB: gosclimib.mib

Ucnonb3yemble Tabauubl:

rlIQosClassMapTable — 1.3.6.1.4.1.89.88.9
rlQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: cosgaHue policy-map npoBoAMTCA B HECKO/IbKO 3aMpocoB

1. Co3pgaem class 1 HazHa4yaem emy CBOMCTBA

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3.{index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7 {index-of-class} i {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} i {Mark vlan disable (1), enable(2)} \
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} i {create and go(4),destroy(6)}

2. Co3zpaem policy-map v BkatoYaem ero

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. MpwueAsbiBaem class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} i {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3maem orpaHuyYeHmne ckopoctu ana class-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.10.1.2.{Number-of-class-in-policy} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single(1), aggregate(2)} \
1.3.6.1.4.1.89.88.10.1.4.{Number-of-class-in-policy} i {rate} \
1.3.6.1.4.1.89.88.10.1.5.{Number-of-class-in-policy} i {burst} \
1.3.6.1.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(1), drop(2), remark(3)} \
1.3.6.1.4.1.89.88.10.1.8.{Number-of-class-in-policy} i {createAndGo(4), destroy(6)}

5. MpurBA3biBaeM OrpaHnYeHmne cKopocTu K class-map
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3agaem 3HaueHne meTkun Tpaduky DSCP n/unm cos, yKasbiBaem BbIXOAHYIO oYepeb

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.5.1.1.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {setDSCP(3),
setQueue(4), setCos(5)} \

1.3.6.1.4.1.35265.1.23.88.5.1.2.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {Mark value of
DSCP/queue/cos(DEC)} \

1.3.6.1.4.1.35265.1.23.88.5.1.3.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {createAndGo(4),
destroy(6)}

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 101



HELTEX

Mpumep: IP ACL c index-of-acl = 107 npuBsasbiBaeTca K class-map ¢ umeHem test u BbicTaBnseTcA MmeTKa
DSCP = 36(DEC), cos = 4 u queue = 8 ana TpaduKa, nognaswero nog IP ACL. Class test npuasbiBaeTcs K
policy-map c umeHem testl

KomaHpa CLI:
gos advanced

ip access-1list extended 7-ip
permit ip any any any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test" \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 i 107 \
1.3.6.1.4.1.89.88.9.1.9.20 i 1 \
1.3.6.1.4.1.89.88.9.1.13.20 i 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 i 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 i 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.3 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.3 1 36 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.4 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.4 1 8 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.4 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.5 1 5 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.5 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.5 1 4
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HasHauyeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonbayemble Tabauupi: riQoslfPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep: Ha3Hauaem policy-map ¢ nHaekcom 1 Ha nopt GigabitEthernet 1/0/3

KomaHpga CLI:
interface GigabitEthernet 1/0/3
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.51.2 1 1
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18 KOH®UT'YPALIUA 3ALLUTDBI OT DOS-ATAK

BrknaroueHue security-suite

MIB: rISecuritySuiteMib

Ucnonb3yemble Tabaunubi:
rISecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c¢ <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable- all-rules-types (2), disable (3)}

Mpumep BKAOYEHUA KNACCa KOMaHA, security-suite ANnAa Bcex npasun

KomaHpa CLI:

security-suite enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

Hacmpolika pexcuma pabomel security-suite

MIB: riISecuritySuiteMib

Ucnonb3ayembie Tabnunupi: riSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled
(1), report (2), block (3)}

Mpumep BKAKOUEHUA pexkuma paboTbl "report”

Komanpga CLI:
security-suite syn protection mode report

Komanaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 i 2

BbiKkaoyumes 3auiumy om tcp-nakemos ¢ 00Ho8pemMeHHo ycmaHossaeHHbiMU SYN- u FIN- gnazamu

MIB: riISecuritySuiteMib

Ucnonb3ayemble Tabnunupi: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 i {(deny (1),
permit (2)}

Mpumep BKAOYEHUA peXuUma report

Komanpga CLI:
security-suite deny syn-fin

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
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19 KAYECTBO OBC/TYXKMUBAHUA — QOS

19.1 Hacmpoiika QoS

OrpaHun4yeHue ncxoaallen ckopoctn Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonb3yemble Tabaunupi: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}l.2 1 {disable(l),enable
(1)

.88.13.1.7.{ifindex mopra}.2 i {traffic-shape} \

1
1 89
1 89.88.13.1.8.{ifindex mopra}.2 i1 {Burst size in bytes}

w W -
o O

.1.4.1.
.1.4.1.

Mpumep: orpaHUUUTb UCXOAALLYIO CKOPOCTb Ha NopTe A0 3HauyeHusa 20M6ut/c

KomaHaa CLI:
interface GigabitEthernet 1/0/1
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.49.2 1 2 \

1.3.6.1.4.1.89.88.13.1.7.49.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.49.2 1 500000

OzpaHuyeHue sxodauweli ckopocmu Ha Ethernet-nopmax

MIB: radlan-mib.mib

Ucnonbayemble Tabanupi: riStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep: orpaHMuUMTbL BXOAALLYIO CKOPOCTb Ha uHTepdeiice GigabitEthernet 1/0/1 po 3HaueHus

10M6wuT/c

KomaHpga CLI:
interface GigabitEthernet 1/0/1
rate-1limit 10240 burst 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.49.6 u 500000

V Dna otkntoueHua rate-limit Ha MHTepdeiice Heo6xoaMMO BbINOAHUTL (Ha Npumepe
nHtepdeiica GigabitEthernet1/0/1):
snmpset -v2¢ -¢ private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2496 u 0
1.3.6.1.4.1.89.77.12.1.5.49.6 u 128000
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Co30aHue npoghuna qos tail-drop u pacwupeHue deckpunmopos 019 oyepeoel

MIB: eltQosTailDropMIB.mib

Ucnonb3ayemble Tabnuupl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{Homep npodminsa (1-4)}.{HoMep ouepenmu(1-8)}
i {size (0-400)}

Mpumep

KomaHpaa CLI:
gos tail-drop profile 2
queue 1 limit 400

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 400

V Y106bl BEPHYTLCA K HAaCTPOKam MO YMONYAHUIO AO0CTaTOYHO YCTAaHOBUTb 3HaYeHue
N paBHbim 12

YcmaHo8Ka pasmepa nakemHo20 pa3densaemoz0 nyaa 0414 nopma

MIB: eltQosTailDropMIB.mib

Ucnonb3ayembie Tabnunupl: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{noMep npoduns (1-4)} i {size (0-400)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
port-limit 400

Komanaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 i 400

Ha3sHayeHue co30aHHO20 npoguaa Ha UHmMepagelc

MIB: eltQosTailDropMIB.mib

Ucnonb3ayembie Tabnunupli: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HomMep mnpoduna (1-4)}

Mpumep

KomaHpa CLI:
interface GigabitEthernet 1/0/1
gos tail-drop profile 2

106 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.49 1 2

lMpocmomp omobpaxceHusd 2a06asbHbIX AUMUMO8, 0ecKkpurnmopos, bygepos

MIB: radlan-mib.mib

Ucnonb3yemble Tabnunupbi: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep

KomaHpga CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

lpocmomp _mabauusl 8618000  MeKyWUX aaq0UUpo8aHHbIX pecypcos gos  (Aaumumos,
deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonbayemble Tabauupi: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep

KomaHpga CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

[Mepemapkuposka DSCP e COS

MIB: eltQosclimib.mib

Ucnonbayemble Tabamupi: eltQosCos — 1.3.6.1.4.1.35265.1.23.88.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.6.1.2.{meTka DSCP} i {mMeTka COS}

Mpumep HacTpoiiku nepemapkuposku DSCP 30 B meTky 5 COS

KomaHpga CLI:
gos map dscp-cos 30 to 5

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.6.1.2.30 1 5
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[Mpocmomp Tail Drop cyem4yuKos no o4epeoam

MIB: RADLAN-COPY-MIB
Ucnonb3syembie Tabnunupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.{ifIndex}.{1-8}.0

Mpumep NpocMmoTPa CYETUMKOB A8 NepPBOM ouepean

KomaHaa CLI:
show interface GigabitEthernetl/0/6

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.54.1.0

19.2 CmamucmukKa QoS

lMpocmomp Tail drop cyemyuKka qos cmamucmuku

MIB: gosclimib.mib

Ucnonb3zyemble Tabaunupi: rlQosOutQueueStatisticsCounterTailDropValue — 1.3.6.1.4.1.89.88.35.4.1.10.1
ana 1l cuetynka n 1.3.6.1.4.1.89.88.35.4.1.10.2 anAa 2 cyeTumKa

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.35.4.1.10. {HomMep tail drop cueTuumka}

Mpumep: HacTpoeHa QOS cTaTUCTMKaA Ha 8 ouepeab uHTepdeliica GigabitEthernet 1/0/1 u Ha 5 ouepeab
uHTepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
gos statistics queues 1 8 all GigabitEthernet 1/0/1
gos statistics queues 2 5 all GigabitEthernet 1/0/2

Konnuectso tail drop naketos B 8 ouepeau untepoeiica GigabitEthernet 1/0/1:
show gos statistics

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.10.1

KonnuecTso tail drop nakeTtos B 5 ouepeamn uHtepdeiica GigabitEthernet 1/0/2:

KomaHpa CLI:
show gos statistics

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.10.2
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Mpocmomp Total packets cuemyuxka QoS cmamucmuku

MIB: gosclimib.mib

Ucnonbayemble Tabamupbi: riQosOutQueueStatisticsCounterAllValue —
1.3.6.1.4.1.89.88.35.4.1.11.1 gna 1 cyetunka n 1.3.6.1.4.1.89.88.35.4.1.11.2 anA 2 cyeTyMKa

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.35.4.1.11.{nomep total packets cuerTumka}l

Mpumep: HactpoeHa QoS cTatucTUKa Ha 8 ouepeab uHTepdeiica GigabitEthernet 1/0/1 u Ha 5 ouepegb
uHTepodeiica GigabitEthernet 1/0/2

KomaHnpa CLI:
gqos statistics queues 1 8 all GigabitEthernet 1/0/1
gos statistics queues 2 5 all GigabitEthernet 1/0/2

KosnyecTBo nepesaHHbIX NakeTos B 8 ouepean nHtepdeica GigabitEthernet 1/0/1:
show gos statistics

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.11.1

Ko/snyecTBo nepesaHHbIX NakeTos B 5 ouepean nHtepdeica GigabitEthernet 1/0/2 :

KomaHpga CLI:
show gos statistics

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.11.2
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20 MAPLWIPYTU3ALUA

20.1 Cmamuyveckaa mapwpymu3sayus

[Mpocmomp mabauubl Mapwpymu3ayuu

MIB: radlan-mib.mib

Ucnonbayembie Tabnnupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

KomaHpa CLI:

show ip route

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mapupymos

MIB: rlip.mib

Mcnonb3ayembie Tabnunupi: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep

KomaHpa CLI:

show running-config routing

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

20.2 [JuHamu4eckaa mapwpymusayus

[Mpocmomp cocedcmea OSPF

MIB: rlip.mib
Ucnonb3syembie Tabnunupi: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11

Mpumep

KomaHpa CLI:
show ip ospf neighbor
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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NPUNOMXEHUE A. METOAUKA PACYETA BUTOBOW MACKU

BUTOBblE MACKM COCTOAT U3 128 6alT (LiecTHaaLaTepUYHbIX pa3paaos Bcero 256).
Kaxabiin paspag o6o3Havaet yeTbipe VLAN/nopra. Mo Homepy VLAN/nopta onpeaenserca Hy>KHoe none.

lpumep 1
3anucaTb 6MTOBYIO MacKy ansa nHTepdeincos GigabitEthernet 1/0/20-21:

—  ana 1G nntepodeiicos ifindex HaunHaeTca c 49;
— ananopra gil/0/20 ifindex paseH 68, ansa gil/0/21 - 69.

OnpegeneHne Homepa paspasa:

68/4=17 69/4=17,25 (Kaxapii pa3pag ortsevaeT 3a 4 ifindex. Mpu genenun ifindex Ha 4 ana
onpeaeneHuna N2 paspaga ons 3anucu, NoslydeHHoe 3HaYeHMe OKPYIAsSeTcs B 60/bly0 CTOPOHY).

Ecnmn Ham HyHbl nopTbl gi0/20-21 (ifindex 68,69), To OHM A0MKHbI BbITb 3anNUcaHbl B 17 1 18 none.

B ABOMYHOM NnocnegoBaTenbHOCTM 17 none bygeT 3anucaHo cneayowmm obpasom 0001 (MocneaHns
1 - 68 nnaekc). MNepesoanm B HEX, nonyyaem 1.

B aBOMYHOM NnocnegoBaTensHocTK 18 none 6yaeT 3anncaHo cneayowmm obpasom 1000 (Mepsas 1 -
69 nHgekc). Nepesoamm B HEX, nonyyaem 8.

UToro B 6utoBOM Macke byaet 16 Hynei, 1, 8: 000000000000000018.

lpumep 2
3anucaTtb 6uTOBYIO Macky ans vlan 622, 3100.

—  622/4=155,5 (Kaxapi 0 otBevaet 3a 4 vlan. Mpu geneHnun vlan Ha 4 ans onpegeneHmsa Ne
nonsa AN 3anucKu OKpyrieHne Bceraa uaeT BBepx).
Ecnu Ham HyxeH vlan 622, To oH gonKeH bbiTb 3anumcaH B 156 none.
B aBonuyHOM nocnegoBaTtenbHOCTM 156 none 6yaeT 3anucaHo cneayowmm obpasom: 0100
(sTopas 1 - 622 vlan). Nepesogmm B HEX, nonyyaem 4.
WNToro B buToBOM Macke 6yaeT 155 Hyneli u 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTcAa NPUHATbL BO BHUMAHKE, YTO ANs yKasaHMa Homepa VLAN b6epyTca Tabanupl
rldotlqPortVlanStaticEgressList1t01024
rldot1gPortVlanStaticEgressList1025t02048
rldot1gPortVlanStaticEgressList2049t03072
rldot1gPortVlanStaticEgressList3073to4094
Tak Kak Halw vlan nonaaaet B 4 Tabauuy, To 775-256*3=7.
Vlan 3100 6yaet 3anucaH B 7 none AaHHOW Tabauubl.
B pgBoMYHOM nocneposatenbHocTn 7 none ByaeT 3anucaHo ciegyowmm obpasom: 0001
(MocnepHnas 1 - 3100 vlan). Nepesogum B HEX, nonydaem 1.
WNToro B BuToBOM Macke byaeT 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b: MPUMEP CO3AAHUA TUMOBOIO IP ACL

B A4aHHOM NPUNOXKEHUM PAcCCMOTPEH Npumep HanoaHeHua IP ACL ¢ index-of-acl = 107 npasunamu Buga:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20

permit igmp any any ace-priority 40

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
ace-priority 140

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

Co30aHue npasuaa deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonblyemble  Tabauupl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuia NpoBoAUTCA B ABa 3anpoca.

1. 3apatoTcA napameTpbl NpaBuaa

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojyg 1} i {protocol (1)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nojsg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nomnsa 1} i {3Hauenme B Tabiuie nopTra IJjs

nporokojia = 0. KoHcTaHTa mjig 3TOTo mpaBuial \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojyg 2} i {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojya 2} i {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3HaueHre nojg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre noyg 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojysg 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nosa 3} x {dst ip (HEX) }

2. NpusAsKka npasuna no uHaekcy (index-of-rule) Kk ACL no nnaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenme noms 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHue nonsa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHme nondg 2}

MNpumep gobasneHusa npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraeTcs, 4to
npasuno nepsoe no cuety, To index-of-rule=20)

KomaHpa CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "0x11 FF" \
1.3.6.1.4.1.89.88.5.1.3.1 i 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00™ \
1.3.6.1.4.1.89.88.5.1.2.3 i 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 o0oO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.107.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.107.20 1 3

Co3daHue npasuna permit igmp any any

MIB: gosclimib.mib

Ucnonb3lyemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3faHve npasuia NPoBOAUTCA B [1Ba 3anpoca.

1. 3apatotcA napameTpbl NpaBuaa

snmpset -v2c -c <community> <IP address> \

e
[ 1.89.88.5.1.2.{3Hauenre nomg 4} i {protocol(l)} \
6

n
1 4.
1 4.1.89.88.5.1.4.{3Hauenue nomnsa 4} x {protocol index (HEX)}

w W'

.3.6.1.
.3.6.1.
2. NpuBA3Ka npasuna no nHaekcy (index-of-rule) k ACL no uHaekcy (index-of-acl) kak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HauenHue nossa 4}

I
ww w

Mpumep pob6asneHua npasuna permit igmp any any B IP ACL 7-ip (T.K. npeanonaraetcs, 4tTo NpPasuIo
BTOpOe no cuety, To index-of-rule=40)

Komanpga CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FEF"

nmpset -v2c -c private 192.168.
4.1.89.88.31.1.3.107.40
.1.89.88.31.1.4.107.40
.1.89.88.31.1.5.107.40

bbb

S
1.3.6.1.
1.3.6.1.4
1.3.6.1.4
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Co30aHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonbsyemble Tabnnupbi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl npaswuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne mosg 5} 1 {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{31Hauenne nonsa 5} x {dst ip +wildcard mask (HEX)}

2. [Mpwusnaska npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny b\
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme nosdg 5}

MNpumep pobaBneHusa npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeanonaraercs, YTOo NPaBUJIO TpeTbe No cyety, To index-of-rule=60)

KomaHpga CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "0OxEQO 00 00 00 OF FF FF FE"
pset -v2c -c private 192.168.1.30 \
1.4.1.89.88.31.1.3.107.60 2\
1.4.1.89.88.31.1.4.107.60 1\

1.4

mps
.3.6.
.3.6.
.3.6. .1.89.88.31.1.5.107.60 5

PR b

Co30aHue npasuaad permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyemble Tabnunupi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NnpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl NpaBMaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne moysa 6} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nosa 6} x {source ip +wildcard mask (HEX) }
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2. [Mpwusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak permit

-c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHuMe nojua 6}

[
W w WD
> oo D
NN
P
NI

MNpumep pobaBneHua npasuna permit ip any any 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K.
npeanonaraercs, YTo NPaBUJIO YeTBepToe No cyety, To index-of-rule=80)

KomaHpaa CLI:

ip access-list extended 7-ip

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00 oQ™

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.107.80 i 6

Co30aHue npasuna permit ip any any 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonb3yembie Tabauubl:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHve npasuaa NpoBoANTCA B iBa 3anpoca.

1. 3apatoTca napameTpbl Npasuna

snmpset
1.3
1.3

S 2c -c <community> <IP address> \
1.89.88.5.1.2.{3Hauenme noja 7} 1 {ip-source(2)} \

et -v
.6.1.4.
.6.1.4.1.89.88.5.1.4.{3Hauenue nojyusa 7} x {source ip +wildcard mask (HEX) }

2. [Mpwuesa3ska npaBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit
snmpset -v2c -c <community> <IP address> \

.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {ip (1)} \
89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nonsa 7}

=
w w w

.3.6.1.4.1
.3.6.1.4.1.
.3.6.1.4.1.
Mpumep pob6asneHua npasuna permit ip any any 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K.
npeanonaraerca, YTo NpaBuao NAToe no cyety, To index-of-rule=100)

Komanpga CLI:

ip access-list extended 7-ip

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
1.3.6.1.4.1.89.88.5.1.4.7 x "0x0OA 82 08 03 00 00 00 OO"
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t -v2c -c private 192.168.1.30 \
.1.4.1.89.88.31.1.3.107.100 1 1 \
1.4.1.89.88.31.1.4.107.100 i 1 \
1.4.1.89.88.31.1.6.107.100 1 7

Co30aHue npasuad permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonb3yemble Tabanubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosziaHue npasuna NpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna.

snmpset 2c -c <community> <IP address> \

1.89.88.5.1.2.{3Hauenne nosa 8} i {ip-source(2)} \

n
1
1 1.89.88.5.1.4. {sHauenue nonga 8} x {source ip +wildcard mask (HEX) }

w w'o

et -v
.3.6.1.4.
.3.6.1.4.

2. MpwueAaska npasBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

t -v2c -c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \

.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHue nojya 8}

snmps

Il e =
w W Ww'o
ooy oy D
[T N N
R = Q

1
1.
1

Npumep pobasneHua npasuna permit ip any any 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K.
npepnonaraeTca, YTo NPaBUJIO LIECTOE NOo cyeTy, To index-of-rule=120)

KomaHga CLI:

ip access-list extended 7-ip

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 00O OF"™

nmpset -v2c -c private 192.168.1.30 \
4.1.89.88.31.1.3.107.120 i 1 \
.1.89.88.31.1.4.107.120 1 1 \

s
1
1
1 .1.89.88.31.1.6.107.120 1 8

w W w

.3.6.1.
.3.6.1.
.3.6.1.

4
4

Co30aHue npasuad permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib
Ucnonb3yemble Tabauubi:

rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31
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1. 3apatotca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenune nonsa 9} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue noss 9} x {source ip +wildcard mask (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hadvendre nona 10} 1 {mac-src(10)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nonga 10} x {source mac +wildcard mask (HEX) }

2. [Mpwuenaska npasuaa no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nomng 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenume nong 10}

Mpumep aobasneHunsa npasuna permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0
any B IP ACL 7-ip (T.K. npegnonaraetcs, 4To NpaBKIO cegbmoe no cyety, To index-of-rule=140)

Komanga CLI:

ip access-1list extended 7-ip

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any ace-
priority 140

exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.9 1 2 \

1.3.6.1.4.1.89.88.5.1.4.9 x "0x25 C1 77 07 00 00 00 00" \
1.3.6.1.4.1.89.88.5.1.2.10 i 10 \
1.3.6.1.4.1.89.88.5.1.4.10 x "0x001916151416000000000000"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.5.107.140 i 9 \
1.3.6.1.4.1.89.88.31.1.6.107.140 1 10

Co30aHue npasuaa permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

MIB: gosclimib.mib

Ucnonbsyembie Tabnunupbl:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NPoBOAUTCA B ABa 3anpoca.

1. 3apgatoTca napameTpbl Npasuna.
snmpset -v2c -c <community> <IP address> \
. {3Hauenue nmong 11} i {mac-dest (11)} \

1.3.6.1.4.1.89.88.5.1.4.{30auenue nong 11} x {dst mac +wildcard mask (HEX)}

2. Mpusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauenHme nosndg 11}
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MNpumep aobasneHua npasuna permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff.ff any any 8 IP ACL 7-ip (T.K.
npeanonaraercs, 4To NPaBKJI0 BOCbMoe No cyeTy, To index-of-rule=160)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.11 i 11 \
1.3.6.1.4.1.89.88.5.1.4.11 x "0x01000c000000000000f££f£ff"

nmpset -v2c -c private 192.168.1.30 \
4.1.89.88.31.1.3.107.160 i 1 \
1.89.88.31.1.4.107.160 i 1 \

S
1
1 4.

1 4.1.89.88.31.1.5.107.160 1 11

w w w

.6.1.
.6.1.
.6.1.
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NPUNOMEHMUE B: NPUMEP CO3AAHUA, HANONHEHUA U YOANEHUA OFFSET-LIST C
NMPUBA3KOM K MAC ACL

B AaHHOM MPUIOXKEHMM PACCMOTPEH Npumep co3gaHuA M HanoaHeHua MAC ACL c index-of-acl = 207

npasuiamu snaa:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonb3ayembie Tabnuupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy(6)}

Mpumep cospganmna MAC ACL c uHaekcom 207

KomaHpa CLI:

mac access-list extended 7-mac

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.4.1.89.88.7.1.3.207 i 1 \

1.3.6.
1.3.6.1.4.1.89.88.7.1.4.207 i 4

Co30aHue offset-list

MIB: gosclimib.mib

Ucnonb3yemble Tabnumubi:
rlQosOffsetTable — 1.3.6.1.4.1.89.88.4
eltMesQosCliMib — 1.3.6.1.4.1.35265.1.23.88

Mpumep cosaanHus offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07:
CosfaHue Npasuia NPOM3BOAMTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojasa 1 B offset-list} 1 {layer2-start(2) -
yKasaHue BarojioBKa IakKeTa WMJIM OTHOEJILHEIX [IapaMeTpOB 3aToJIoBkKal} \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue nona 1 B offset-list} 1 {I[IOPAOKOBEIL HOMED
farira B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenmue nondg 1 B offset-list} 1 {WildcardMask B 6Bamre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenmue noynsa 1 B offset-list} i {3HaueHume OamrTa C
yueroM WildcardMask B DEC} \
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1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojua 1 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3HaueHue nojusa 2 B offset-list} i {layer2-start(2) -
yKasaHue 3aroJjIoOBKa MNaKeTa WM OTIeJIbHHX [IapaMeTpOoB 3arojioBkal \
1.3.6.1.4.1.89.88.4.1.3.{3Hauenue nossg 2 B offset-1list} i {I[lopamKOBEI HOMEP
fariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{30Hauenue nojusa 2 B offset-1list} i {WildcardMask B ©Ganure
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3HauenHue nosg 2 B offset-list} 1 {3HaueHue OBanra C
yueToM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojsa 2 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojsa 3 B offset-1list} 1 {layer2-start(2) -
yKasaHMe 3aroJjIoOBKa MNaKeTa WM OTIeJIbHHX [IapaMeTpOoB 3arojioBkal \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue nojua 3 B offset-list} i {I[IopAOKOBEIM HOMED
fariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{30Hauenue nojusa 3 B offset-1list} i {WildcardMask B Oaure
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3HauenHue nosg 3 B offset-list} 1 {3HaueHue 6Banra C
yueroM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3nauenue nojusa 3 B offset-1list} i {createAndGo(4),
destroy (6) }

2. Mpwusnaska offset-list no Ha3BaHMIO K MHAEKcy ACL (index-of-acl).

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.1.1.1.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1ist}.{HasBaume offset-list in DEC, kaxnmaa OykBa HasBaHMA OTHeJIIeTCS OT
cnenymomerr Toukom} i {index-of-acl}
1.3.6.1.4.1.35265.1.23.88.1.1.3.{index-of-acl}.{KomnuectBo OyKB B HAa3BAHUU
offset-1list}.{HasBaunue offset-list in DEC, kaxnmas OykBa Hal3BaHUA OTIOEJIIETCS OT
cremgypoumer ToukoM} 1 {3HaueHme nosig 1 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.4.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1list}.{HazBauue offset-list in DEC, kaxnasa OykBa HasBaHMA OTIOeJIeTCS OT
cremynmelr Toukoi} 1 {3HaueHue noysg 2 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.5.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1list}.{HasBauue offset-list in DEC, kaxnmas OykBa Hal3BaHUA OTIOEJISETCS OT
cremynmerr Toukoi} 1 {3HaueHue nonsg 3 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.8.{index-of-acl}.{KomnuecTtBo OyKB B Ha3BAHUU
offset-1list}.{HazBauue offset-list in DEC, kaxnasa OykBa HasBaHMUA OTIOeJIeTCS OT
crnenyomer Toukoi} i {createAndGo (4), destroy(6)}

Npumep aob6asneHunsa npasuna deny udp any bootps any bootpc 8 MAC ACL 7-mac (T.K. npegnonaraercs,
YTO NpPaBK/IO NepBoe Nno cyety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07
exit

KomaHpaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.4.1.2.1 1 2 \
1.3.6.1.4.1.89.88.4.1.3.1 1 12 \
1.3.6.1.4.1.89.88.4.1.4.1 1 0 \
1.3.6.1.4.1.89.88.4.1.5.1 1 136 \
1.3.6.1.4.1.89.88.4.1.7.1 1 4 \
1.3.6.1.4.1.89.88.4.1.2.2 1 2 \
1.3.6.1.4.1.89.88.4.1.3.2 1 13 \
1.3.6.1.4.1.89.88.4.1.4.2 1 0 \
1.3.6.1.4.1.89.88.4.1.5.2 1 99 \
1.3.6.1.4.1.89.88.4.1.7.2 1 4 \
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1.3.6.1.4.1.89.88.4.1.2.3 1 2 \
1.3.6.1.4.1.89.88.4.1.3.3 1 15 \
1.3.6.1.4.1.89.88.4.1.4.3 1 0 \
1.3.6.1.4.1.89.88.4.1.5.3 1 7 \
1.3.6.1.4.1.89.88.4.1.7.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.1.1.1.207.4.80.65.68.79 i 207 \
1.3.6.1.4.1.35265.1.23.88.1.1.3.207.4.80.65.68.79 i 1 \
1.3.6.1.4.1.35265.1.23.88.1.1.4.207.4.80.65.68.79 i 2 \
1.3.6.1.4.1.35265.1.23.88.1.1.5.207.4.80.65.68.79 i 3 \
1.3.6.1.4.1.35265.1.23.88.1.1.8.207.4.80.65.68.79 1 4

7 HassaHue offset-list nepesoautca us ASCIl 8 HEX ¢ nomoublto Tabauubl, KOTOPYIO MOXHO
V HaiTh no ccobinke https://ru.wikipedia.org/wiki/ASCII

Co3daHue npasusa deny any any offset-list PADO

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable —1.3.6.1.4.1.89.88.31

C03AaHMeHpaBMﬂaﬂpOBOAMTU1BABa3aHpOC&

1. 3apatoTca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.88.5.1.2. {30auenue nonag 1
1.89.88.5.1.2. {3HaueHue nonad 2
1.89.88.5.1.2. {3HaueHue nonad 2
1.89.88.5.1.3. {3Hauenue nong 1

ACL}
ACL}
ACL}
ACL}

{general (15)} \
{general (15)} \
{general (15)} \
{3Hauenue nong 1 B offset-

W W W w -
e S S =

4.
4.
4

- .
ot .

.89.88.5.1.3. {3Hauenue nomnga 2 ACL} i {BHauenue noysa 2 B offset-

t .
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w

. T .
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.4.1.89.88.5.1.3.{3Hauenue nong 3 B ACL} 1 {3Hauenume nong 3 B offset-

t .
N e e
fIny
=

.4.1.89.88.5.1.5.{3Hauenye nona 1 B ACL} i {createAndGo(4), destroy(6)}

w
[0)}
.
;
3

.89.88.5.1.5.{3Hauenue nonsa 2 B ACL} i {createAndGo (4), destroy(6)}

.3.6.1.4.1.89.88.5.1.5.{3Hauenue nonsa 3 B ACL} i {createAndGo(4), destroy(6)
[IpuBsA3Ka NpaBuia No MHIOekcy (index-of-rule) x ACL no umHmekcy (index-of-acl
kak deny

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaudueHue nons 1 B
ACL} \

1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3HaueHume nojudg 2 B
ACL} \

1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HadeHue nojys 3 B
ACL}

S = el el =l e = N =
. . [ .

}
)

MNpumep aobasneHuna npasuna deny any any offset-list PADO 8 MAC ACL 7-mac (T.K. npegnonaraercs,
4yTO NpaBuO NepBoe Nno cuety, To index-of-rule=20)

Komanpaa CLI:
mac access-list extended 7-mac
deny any any offset-list PADO ace-priority 20
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exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 15 \
1.3.6.1.4.1.89.88.5.1.2.2 1 15 \
1.3.6.1.4.1.89.88.5.1.2.3 1 15 \
1.3.6.1.4.1.89.88.5.1.3.1 1 1 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2 \
1.3.6.1.4.1.89.88.5.1.3.3 1 3 \
1.3.6.1.4.1.89.88.5.1.5.1 1 4 \
1.3.6.1.4.1.89.88.5.1.5.2 1 4 \
1.3.6.1.4.1.89.88.5.1.5.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.6.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.7.207.20 1 3

Co30aHue npasusaa 8 MAC ACL Ha ocHose EtherType

MIB: gosclimib.mib

Ucnonb3yemble Tabnunubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasunia NpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3nHauenue noxng 1} i {mac-src(10), mac-dest (11),

vlian(12)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenre nojsg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nosna 1} i {3HaueHme B Tabjaulle nopra s
nporokojyia = 0. KoHcTaHTa mjig 2TOro mnpasBuia}l \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre nojya 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nosusa 2} i {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojsa 2} x {HymeBoe mojie - KOHCTaHTa}

2. NpusAsKka npasuna no uHaekcy (index-of-rule) Kk ACL no nnaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)
.1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
.1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHme mossa 1} \
.1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHme nojusa 2}

Npumep aobasneHuna npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npegnonaraeTcs, 4To NPaBuUIO Nepeoe no cyety, To index-of-rule=20)

KomaHpga CLI:

mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit
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KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 10 \

1.3.6.1.4.1.89.88.5.1.4.1 x "0x001£fc68bc68a000000000000" \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 1.3.6.1.4.1.89.88.5.1.2.2 i 17 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2054 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.9.207.20 1 2
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TEXHUYECKAA NOAAEPKKA

[nsa nonyvyeHma TeEXHUYECKOM KOHCYAbTaLMM MO BONPOCam 3KcnayaTaunmn obopyaosaHus
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUW:

050032, Pecnybaunka KasaxcraH, r. Aaimatbl, MKp-H. AnaTay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caliTe KOMMNaHUM Bbl MOMKETe HaWTU TexXHUYECKYI0 J[OKYMEHTauuio W
nporpammHoe obecneveHune ana npoaykumm TOO «InTekcAnaTay», 0BpaTUTbcA K 6ase 3HaHWIA,
MPOKOHCY/IbTUPOBATLCA Y MHXeHepoB CepBUCHOTO LeHTPa Ha TeXHUYEcKom popyme.

OduumanbHbIi canT kKomnaHuu: http://eltexalatau.kz
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