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1 Annotation
This manual specifies the following:

- connection to WEP-12ac web interface;

+ configuration of WEP-12ac network parameters;

+ WEP-12ac firmware update;

« SNMP configuration;

- wireless interfaces configuration (operation mode, band);
« virtual access points configuration;

* monitoring of wireless network main parameters.
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The manual gives an example of access point configuration without using a soft controller.The following scheme

5 GHz, 80 MHz

SSID: FreeNetwork
Without password and
encryption

is given as an example.

2.4 GHz, 20 MHz
SSID: FreeNetwork (
Without password and

[0]

encryption

Access point
WEP-12ac
192.168.100.3

)))

FreeNetwork — 1 VLAN

Guest network 1

2.4 GHz, 20 MHz
SSID: WorkNetwork
WPA/WPA2

Corporate network 1 The Internet

Type of the network VLAN used

Inner corporate wireless network using 2.4 and 5 GHz 100
bands. The network is isolated from other guest networks.

To connect to the network, password authorization is

required. The network is dedicated to secure data exchange
among company staff.

Guest wireless network using 2.4 and 5 GHz bands. The 1 (without
network does not require password authorization. It is VLAN)
dedicated to connect users with standard wireless gadgets

to a public network for Internet access, for instance.

WorkNetwork — 100 VLAN
Management VLAN — 10 VLAN

Guest network 2

5 GHz, 80 MHz
SSID: WorkNetwork
WPA/WPA2

Corporate network 2

SSID used

WorkNetwork

FreeNetwork

Encryption/
authorization by
password

WPA/WPA2

No encryption and
authorization

To perform the configuration, you need to have a PC with access to the device via Ethernet and any web browser

(Internet Explorer, Firefox, Google Chrome, Opera, etc.)
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2 Connecting to the web interface
Connection of a PC to the device might be executed as follows:

+ Connect network cable to PoE interface of WEP-12ac and to PoE injector (or switch). Then connect a PC to
the PoE injector (or switch).

* You may connect WEP-12ac to power supply network through 220VAC — 12VAC adapter supplied with the
device. And connect a PC through 1 Ethernet interface of WEP-12ac.

To connect to the web interface of the device, enter the following to the URL bar of your browser: 192.168.1.10. If
the connection has been performed successfully, the authorization page will be displayed. Use the following data
for authorization:

+ User Name: admin
+ Password: password

If the authorization page is not displayed after entering the device IP in the browser, check the IP address on the
PC and switch settings. If the configuration on the device has been changed (is not a default one), reset the device
to factory settings. To perform this, press and hold the button «F» on the side panel of the device within 20
seconds. Wait for the indicator on the front panel to start blinking, and then release the button. The light of the
indicator should be changed to red, it means that loading is in operation.
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3 Configuration of WEP-12ac network parameters

For remote management of WEP-12ac, you should set network parameters of the device according to the settings
of the network that you intend to use. In «kManage» menu, open «Ethernet Settings» tab and perform the following:

Modify Ethernet (Wired) settings

Hastname WEP-12ac (Range : 1 - &2 characters)

Internal Interface Sattings

MAC Address AB:iF9:48:B0:43:61
Management YLAM ID 10 (Range: 1 - 4054, Default: 1)
Untagged WLAN ® Enabled Disabled
Untagged VLAN ID 1 ({Range: 1 - 4054, Default: 1)
Connection Type StaticIP ¥
Static IF Address 192 +|168 . (100
Subnet Mazk 255 . |255 . |255
Default Gateway 192 . |168 . (100
DNE Mameservers Drynamic Mznual
172 - |16 . |0 (1
172 - |16 . |0 |3

Click "Update™ to save the new sattings.
Update

+ Management VLAN ID - set the number of VLAN that you are going to use for access point management.
10 is used in the given example.

+ Connection Type — select «Static IP» to set IP addresses for access points manually. Specify the IP address
of WEP-12ac (in the example, it is 192.168.100.3) in «Static IP Address» field. Enter the address of the
default gateway in «Default Gateway» field. 192.168.100.1. Changing the network mask is optional. If you
want the access points to obtain IP addresses via DHCP, «Connection type» field should be set to «xDHCP»
value. If DHCP is selected, the network settings configuration is completed.

Click «Update». Since that, WEP-12ac is available in 10 VLAN via 192.168.100.3 address.

Before changing the settings, make sure that the managing computer has the access to the access point. If you
make a mistake while changing the settings, you may undo them by resetting the access point to factory settings.
To perform this, press and hold «F» button on the side panel of the device for 20 seconds until the indicator on the
front panel is blinking.



4 WEP-12ac firmware update

For proper operation of WEP-12ac, it is recommended to update the firmware. You may consult the vendor on the

relevance of the firmware version:

Phone number: +7(383) 272-83-31

+7(383) 274-47-87
e-mail: techsupp@eltex.nsk.ru
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After obtaining the relevant firmware version, open the menu «Maintenance», «<Upgrade» tab, and perform the

following:

Manage firmware

Model Eltex WEP-12AC
Firmware Version
Primary Image: {current firmware version)
Secondary Image: (backup image firmware version)

Switch

Upload Method @ HTTP TFTP
Mew Firmware Image @ain He eoiBpaH.
Upgrade

+ Press «Switch» button if you want to switch to an Alternative firmware image set in «<Secondary Image»

field.

+ Upload Method — check «<HTTP» box.

+ New Firmware Image - click «Browse» button and select relevant firmware version, click «<Open».

+ Click «Upgrade». The process may take several minutes (its current status will be shown on the page). The
device will be automatically rebooted when the update is completed.

Do not switch off or reboot the device during the firmware update.

You may check the current firmware version in «Basic Settings» menu (Firmware Version).


mailto:techsupp@eltex.nsk.ru
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5 SNMP service configuration

SNMP service configuration is performed in «Services» menu, «<SNMP» section.

SNMP Configuration

SNMF & Enabled Disabled

Read-enly community name (for permitted SNMP get oparations) public (Range: 1 - 258 characters

Port numbar the SNMP agent will listen to 161 {Range: 1025 - 65525, Default: 161

Allove SNMP set requests ® Enabled Disabled

Read-write community name (for permitted SNMP set operations) privats (Range: 1 - 256 characters

Restrict the source of SNMP requasts to only the designated hosts or subnets  ® Enabled Disabled

Hostname, address, or subnaet of Netwerk Managemaent System 172.16,0,22 {3cxaa 200000000 Hastname max 255 Characters

1PvE hestname, address, or subnet of Network Management System [ seemme s semeend £SO SN SR 2 OO S s Hstname max 255 Characters)

Trap Destinations

Community r IP ar 1Py resE
Enabled Host Type SHMB version Cemmunity name Hostnama or IP or IPvE Address

(Range: 1 - 256 charscters) (i, aeaeae. 56, S0 B0 R T IR 00 TRAIOE KRS0 XK Do 300ck/ Hostname mas 255 Charsctars)
’ 1Pv4 ¥ | |snmpVa ¥ ltrap 192.16E.26.136
194 ¥ | [snmpvz v
v
Debug Settings
Dabugging sutput takans dotll_traps (Range: O - 256 characters, empty string for ‘no debug’, "ALL', or "traps,send - any tokens without spaces)
Dump sent and received SNMP packets Enabled ® Disabled
Logs to Don't log v
Logs to specified files fvarflog/snmpd.log (Range: 1 - 256 characters. Default: fvar/log/snmpd.log)
Logs priority level Emergency ¥ | (for Standart output, Standart error and File logs output)
Logs priority range From | Emergency ¥ | to | Emergency ¥ | (only for Syslog output)
Transport upe [ upps # TP [ TCPS

Click "Update” to save the new sattings.
Update

+ Restrict the source of SNMP requests to only the designated hosts or subnets — check «Enabled» box.

+ Hostname, address, or subnet of Network Management System - specify an IP-address of SNMP server,
from which SNMP commands will be transmitted.

« Community name for traps - set «public» .

+ Enabled / Host Type / Host name or IP or IPv6 Address — check one of the fields for specifying traps
receiver address and enter an IP address of the device to which WEP-12ac will send traps.

+ Click «Update».
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6 Wireless interfaces configuration

WEP-12ac has 2 radio interfaces which are capable to operate simultaneously — Radio 1 and Radio 2. Each
interface is capable to operate on its frequency band in different wireless network modes.

The example of configuration of a network with the following characteristics is given below:
Radio1:

* Frequency range: 2.4 GHz;
+ Standards: 802.11b/g/n;
+ Bandwidth: 40 MHz.

Radio2:

* Frequency range: 5 GHz;
- Standards: 802.11a/n/ac;
+ Bandwidth: 80 MHz.

In «Manage» menu, open «Wireless Settings» tab and perform the following:

Maodify wireless settings

Country Russia i
[Transmit Power Contro On ¥
[TSEEC Vialztion Interval 300 [Sec, Range: 0 - 900, O Disables)

Global isolation

Radio Interface = On of

MAC Address ABIF9:4B:B0:43:60
Mode IEEE 802.11b/g/n i
Channe Auto ¥
Airtime Faimess = On OF
Radio Interface 2 = on off

MAC Address ABIF9:4B:B0:43:70
Mode IEEE 802.11a/n/ac ¥
Channe Auto v
Airtime Faimess = On OF
AeroScout™ Engine Protocel Suppert Diszbled ¥

Click "Update” to sawe the naw ssttings.
Update

+ Country — select settings according to the rules of selected country. Select «RU — Russia» in the list.
+ Transmit Power Control — configuring Transmit Power Limit parameter restrictions. Select «On» in the list.

Configuring Radio 1:

+ Radio Interface — check «On» box;
+ Mode - select value «IEEE 802.11b/g/n».
+ Click «Update».

Configuring Radio 2:

+ Radio Interface 2 — check «On» box;
+ Mode - select value «IEEE 802.11a/n/ac».
+ Click «Update».

In «kManage» menu, open «Radio» tab and perform the following:
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Modify radio settings

Radic | 1 + |

Status * on Off

Mode | IEEE 802 11bigin ~ |

Channel | Auto > |

Channel Update Pericd | Off v |

Limit Channels

Channel| 1 [2[3Ja[s[6[7][8]a]a
Use

Channel Bandwidth | 40MHz ~ |

Primary Channel | Lower ~ |

Transmit Power Limt (10| (dBm, Range: 10 - 16)
Advanced Settings

TSPEC Settings

Click “Update™ to save the new settings.
| Update |

Configuring Radio 1:

+ Radio — select value «1»;
« Channel Bandwidth — set value «<80MHz»;
+ Click «Update».

Configuring Radio 2:

+ Radio — select value «2»;
« Channel Bandwidth - set value «<80MHz»;
+ Click «Update».
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7 Virtual access points configuration

On each wireless interface, you may configure up to 16 virtual access points. Each access point may have
individual name of wireless network (SSID) and type of authentication/authorization. According to the network
scheme given in the figure 1, it is necessary to configure 2 virtual access points on Radio 1 and Radio 2.

Band Steer feature allows clients having opportunity of operation at 2.4 GHz and 5 GHz to set priority of
connection to virtual access points operating at 5 GHz.

The followings are necessary for Band Steer feature operation:

+ configure radio interfaces for operation at different frequency ranges;

- create virtual access points (VAP) on each frequency range with the same SSID;
+ when using encryption, make sure the passwords of the VAPs are the same;

+ activate Band Steer feature on the access points.

In «Manage» menu, open «VAP» tab and perform the following:

Modify Virtual Access Point settings

(Global RADIUS server settings
RADIUS Domiin

m ® ®m @ ®m = om ==

= e > > b S & B
massEESERE
T e t

Redis (1 ¥

VAP Enabled VLAN ID S5ID Broadcast SSID  VLAN trunk Station Isolation Band St=er 802,11k DSCP Priority VLAN Priority Security MAC Auth Type
0 ¢ [100 Wark Netwark ’ ’ or WPA Parsenal ¥ | [Disabled ¥ ]

WPAVerzions * WDA-TKIP WDAZ-AES

Kay

Broadcast Key Refresh Rate |0 (Range:0-8&400

Configuring Radio 1:

+ Radio - select value «1»;
+ Enabled - check the boxes for VAP 0 and VAP1.
VLAN ID - VLAN number:
- set value «100» for VAP 0;
- set value «1» for VAP 1;
SSID — wireless network name:
- set value «Work Network» for VAP 0;
- set value «Free Network» for VAP 1;
+ Station Isolation — forbid packet transmission among access point's clients. Check the box.
+ Band Steer — set a priority of users connection to SSID configured at 5 GHz. Check the box.
VLAN Priority — the 2nd priority level which will be assigned to packets transmitted through the given VAP
from radio environment to wired network.
+ Security — secure network mode:
+ set «WPA Personal» value for VAP 0 and set a password for this network connection in «Key» field;
+ set value «None» for VAP 1.
+ Click «Update».

Configuration of Radio 2 is performed in the same way. Select «2» value in Radio and perform the configuration as
for the Radio 1 (given above). The password for «Work Network» should be the same. Click «Update».

10
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When using WPA Enterprise mode, the authorization is implemented through a RADIUS server. The request on
user connection to SSID is sent to a RADIUS server. The table Global RADIUS server settings specifies the

followings:

« RADIUS IP Address — an IP address of a RADIUS server;
+ RADIUS Key — a password to access the RADIUS server.

Global RADIUS server settings
RADIUS Doman
RADIUS IP Address Type: @ Ipug
RADIUS IP Address:
BADIUS 1P Adoress-1
RADIVS TP Address-2
RADIUS IP Address-3
RADIUS Key:
RADIUS Key-1
RADIUS Kay-2
RADIUS Key-3
Enable RADIUS accounting
Racio |2 ¥
VAP Ensbled VLAN ID SSID
. 100

Work Netwark

152.168.1.1

Modify Virtual Access Point settings

Broadeast SSID VLAN trunk Seation Isslation
-
-
WhAVersions: ¥ wPa-TKIP WPA2-AES

# Enable pre-authentication
Use global RADIUS server settings

RADIUS Domain: enterprise. root
RADIUS IP Acdress Type: @ [pyd IvE
RADIUS IP Address: 172.16.0.22
RADIUS IP Address-
RADIUS IP Acdress-
RADIUS IP Address-
RADIUS Key
RADIUS Key-1:
RADIVS Key-21
RADIUS Key-3i

¥ Enable RADIUS accounting
Active Sarvarn RADIUS TP Adoress ¥
Broadcast Kay Rafrash Rate (0

[

Session Key Refresh Rate

Band Steer
e

-

(Range:0-86400)
(Range:30-86400

802.11k

0 Disables)

DISCP Priarity VLAN Priority Security
0w None

ov WPA Enterprise ¥ | |Disabled ¥ | 3

MAC Auth Type
¥ || Disabled ¥ | 3

11



8 Monitoring main parameters of wireless network
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You may view the list of connected users in «Status» menu, «Client Association» tab.

View list of currently associated client stations

Click "Refresh™ button to refresh the page.

Refresh |

Total Number of Associated Clients 12

Eltex-Local (wlanOvapl)
Eltex-Local {wlanOvap1)
Eltex-Local (wlanOvapi)
Eltex-Local (wlanlvapl)
Eltex-Local {wianlvapl)
Eltex-Local (wlanivapl)
Eltex-Local (wlanlvapl)
Eltex-Local {wianlvapl)
Eltex-Local (wlanivapl)
Eltex-Guest (wlanlvap2)
BRAS-Guest (wlanivap4)
BRAS-Guest (wlanlvapd)

Scied:f4:53:35:74
84:55:25:56:18:2d

00:28:53:34:49:31

24:df:68:69:d1 :bd4
Go72ier:7d:38:39
de:f0:90:8b:e3:20
94:53:30:05:6c:d5
ac:4f:da:80:08c:44

0c:b3:19:19:2b:2b

d0:17:c2:0d:c6:e8
78:02:f8:fa:Bff4
64:76:ba:a5:8f:de

1P Address

192.168.40.99
192.168.40.122
192.168.40,138
192.168.40.179

192.168.40.83

192.168.40.73
192.168.40.127
192.168.40.112
192.168.40.159

192.168.53.198

Hostname

Uptime

android-703f77361a424899 00:00:07

android-64b6ec2b4e?00d5b 00:00:02

android-3025657d07a9a40c 00:01:18

android-f5188aa6e186675%e

iPhone&S-Den
android-c73eaZec51920ecd
LARFTOR-UDGPMLAS
iPhone-Leonid
android-Geafc287effad85c
android-e0cf7606a6c051f3
Redmid-Redmi

Air-testar

00:00:41
00:00:50
00:00:54
00:02:45
00:03:08
00:00:23
00:00:05
00:00:01
00:01:05

-75 dBm
=78 dBm
-83 dBm
-73 dBm
=564 dBm
-69 dBm
-61 dBm
=57 dBm
-55 dBm
-68 dBm
=50 dBm
-59 dBm

SNR Noise Link Quality Rate Quality Link Capasity Status

14 dB
11 dB
6dB
19 dB
28 dB
23 dB
31 dB
25dB
37 dB
24 dB
32 dB
33 dB

-89 dEm
-89 dBm
-89 dBm
-52 dEm
=52 dBm
-92 dBm
-52 dBm
-52 dBm
-52 dBm
-52 dBm
=52 dBm
-92 dBm

Authorizd
44% 100% 59% Yes
3% 100% 54% Yes
0% 100% 100% (not changed) Yes
70% 75% 68% Yes
59% 100% 80% Yas
61% 74% 75% Yes
7% 100% 79% Yes
45% 100% 90% Yes
73% 100% Mot supported Yes
9% 100% 75% Yes
B0% 100% Not supported Yes
81% 1% 72% Yes

The list of third-party access points in WEP-12ac area with data on wireless channel used and transmitted signal

level is presented in «Status» menu, «<Rogue AP Detection» tab.

View Rogue AP Detection
Click "Refresh™ button to refresh the page.
[ Reresh |
AP Detection for Radio 1 8 Ensblsd (O Disablad
AP Detection for Radie 2 @ Enabled O Disabled
Click "Update” to save the new settngs.
| update |
Detected Rogue AP List
_Clu:k "Delete ald” to delete old entres from Detected Bogu= AP List
Delete Oid
Action MaC Radeo Beacon Int. Type SSID
a8:f9:4b:b5:fb:31  wland 100 AP 23 Off off 2.4
@8:f0: db:b0:43:67 wland 100 AP _Test2d_31 off off 2.4
#8:f9:dbacfia8:dd  wiand 100 AP ELTX-2.4GHz_WiFi_ABDA On Oon 2.4
a8:f9:4b:b0:42:40 wiand 100 AP SBER_test oFf off 2.4
28:f9:4b:b0:2d:90 wiang 100 AP Eltex VAR off  off 2.4
a8:f9:4b:b6:45:65 wlang 00 AP EltexwiFi off off 2.4
@8:/9:4b:b0:31:80 wland 100 AP 2_4_vapl_fitotest off off 2.4
@8:f0: db:bd:af:d0  wland 100 AP DOD111_testdl (s} on 2.4
#8:f0:4b:b4:af:dl  wiand 100 AP 000111_tect_snterpriss On On 2.4
a8:f9:4bzbd:af:d2  wiand 100 AF  D00111_scenarii =i of 2.4
a8:f9:4b:b0:31:81 wland 100 AP 2_4_vapl_fitotest_ent on an 2.4
a8:f9:4b:bs:afid3 wlang 100 AF  FET-S5ID on on 2.4
a8:f9:4b:b0:00:e2 wland ioo AP ssid05 Off off 2.4
@8:f0: 4b:b0:00:63 wland 100 AP smdld off off 2.4
a8:f0:4b:1f:fci01  wiand 100 AP wpa_test On on 2.4
28:f9:4b:b0:33:20 wiand 100 AF  DOODOOO0DD ofFf of 1.4
8:f9:4b:00:33:21 wland 100 AF  DODDODO0DE on on 2.4
a8:f9:4b:b0:00:e0 wiand 100 AP 55002 off off 2.4
[orant | ag:fo:db:bo:33:z2z wiand 100 AP 000000000 on  on 24
Grant | &8:/9:4b:b0:31:82 wiand 100 AP 2 _4_vap2_open off off 2.4

1 [20]
1/[20]
1 [20]
1[20]
1 [20]
1 [40]
1 [20]
1 [20]
1 (20
1[20]
& [z0]
1[z0]
1 [20]
1 [20]
1 [20]
1[20]
1[z20]
1[20]
1 [z0]
1[20]

1-3
1-3
1-3
1-3
1-3
1-7
1-3
1-3
1-3
1-3
1-2
1-3
1-3
1-3
1-3
1=-3
L=3
1-3
1-3
1i-3

all
il
al
all
il
wil
all
all
«ill
il
wll
all
all
all
all
all

Privacy WP Band Channel [BandWidth] Channel Blocks Segnal Beacons Last Beacon

1
2

1

‘Wed Jun 28 16:42:37 2017 1,2,5.5.6,9,11,12,18,24,35,48,54

‘Wed Jun 28 16:

137 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
‘Wed Jun 28 16:

137 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,35,45,54
Wed Jun 28 15:42:37 2017 6,9,12,15,24,35,43,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,13,18,24,35,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 6,5,12,18,24,36,48,54

wed Jun 26 15

137 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 15:42:37 2017 1,2,5.5,6,3,11,12,18,24,36,45,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,13,18,34,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,45,54
Wed Jun 26 16:42:37 2017 1,2,5.5,6,9,11,12,15,24,35,45,54
wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
Wed Jun 28 16:42:37 2017 6,9,12,18,24,35,48,54

The list of events is given in «Status» menu, «Events» tab.

12
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View events generated by this access point

Options Relay Options
Persistence ® Enabled Disabled Relay Log @ Enabled Disabled
v § {eae. 330 3000 0000 HCH00E 300N O 1 N0 NI HAOOK 1IN 130000
Severity 7 Relay Host |172.16.0.22 Hostname max 253 Characters)
Depth 512 |(Range:1 -3512) Relay Port 514 (Range: 1 - 65535, Default: 514)
Click "Updata” to save the new settings. Click "Update™ to save the new settings.
| Update | Update
Events

Click “Refresh” button to refresh the page.
Rafrash
Time Settings (NTF}  Type Service Deseription
Sep 11 2017 15:10:56 debug hostapd[12236] station: 38:a4:2d:14:72:83 associatad resi -71(-71)
Sep 11 2017 15:10:56 info hostapd[12236] STA 38:a4:ed:14:7e:6a reassociated with BSSID aB:f9:4bib0:43:71
Sep 11 2017 15:10:56 info  hostapd[12226] ReAssoc request from 28:a4:ed:14:72:8a BS5ID 28:/3:4b:b0:43:71 551D Ekex-Local
Sep 11 2017 15:10156 debug hostapd[12236] station: 24:19210e:cfi 72102 deauthenticated rssi <68 reason 8 init 1
Sep 11 2017 15:10:56 info  hostapd[12238] 5TA 24:32:0=:cfiT2:02 disassociated from BS5ID a8:f3:4b:b0:43:72 reason 8: Sending 5TA is leaving B5S
Sap 11 2017 15:10:54 debug hostapd[12236] station: 24:92:0e:cfi 72:02 asscciated rssi ~80(-80)
Sep 11 2017 15:10:54 info  hostapd[12236] 5TA 24:52:0eicfiT2:02 reassociated with BSSID 28:f3:4b:b0:43:72
Sep 11 2017 15:10:54 info  hostapd[12236] ReAssoc request from 24:92:0e:cf:72:02 BSSID 28:F9:4b:b0:43:72 SSID Eltax-Guest

To obtain more detailed information, read the full user manual.
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9 Cluster operation mode

9.1 Description

The cluster operation mode allows to manage devices in a cluster simultaneously, that sufficiently improves
operation efficiency while deploying, configuring or exploiting a wireless network.

When operating in Cluster mode, it is sufficiently that you configure only one access point. The rest of the access
points will copy the configuration of the device with set parameters. If the configuration of one access pointin a
cluster has been changed, the other access points will apply the same changes. The solution is valid while
firmware update. Operation in Cluster mode allows to perform manageable consistent firmware update of devices
in a cluster.

The cluster is a group of devices allocated in a single broadcast domain with synchronized configuration and
firmware. Cluster mode is enabled by default. The defining parameter of the mode is the name of a cluster by
which the identification of device attachment to this cluster is performed.

The default name of a cluster is «default». After loading, WEP-12ac defines if there are devices located on the
network with the same name as in its configuration. If the devices with these parameters are not found, WEP-12ac
becomes a master of the cluster. If the devices belonging to the cluster are found, WEP-12ac starts copying the
configuration of a master. Thus, the first device with enabled Cluster mode occurred on the network becomes a
master of its cluster. Other devices occurred on the network later and having the same cluster name start
duplicating the master configuration. Several clusters with different names might be located in the same network
simultaneously. One access point should be included to only one cluster.

WEP-12ac announces its affiliation to a cluster through a special protocol. The device sends broadcast UDP
packets to LAN with data on affiliation to a particular cluster. Thus, all the access points included to a cluster
exchange data among them, identify a master of the cluster and its configuration. The master carries out an
inventory of the devices in the cluster and always controls the quantity of the access points in the cluster and their
addresses.

9.2 Installation

It is sufficient that only one access point be configured when deploying a network. For providing data exchange
among devices in a cluster, you should install a DHCP server for network addresses distribution. Network
installation algorithm:

1. DHCP server installation.
2. Configuration and physical connection of an access point.
3. Physical connection of other access points in the cluster.

After installing the first access point, you do not need to configure the rest, it is sufficient to connect them
physically to the network. The devices will obtain network addresses, define the master of the «default» cluster
and will be automatically configured according to the master configuration.

9.3 Cluster configuration

The device may operate in a cluster only if WDS (Wireless Distribution System) and WGB (Work Group Bridge)
features are disabled.

For operation in a cluster Management Ethernet interfaces of all access points should be located in one network.
Cluster operation mode is disabled by default.

In «Cluster» menu, open «Access Points» tab and perform the following:
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Manage access points in the cluster

Clustering: | Off v

Update

Clustering Options...
Enter the lacation of this &P,
Location Elrex

Enter the name of the duster for this AP ta jein.

Cluster Name default
Clustering IP Version IPvE & Ipva
Cluster-Priority: [} (Range: 0-2535, Default: 0)

Click "Update” to save the new ssttings.
Update

Single IP Management...

Cluster Management Address: [152.168.10,10

Clids "Update™ to save the new ssttings.
Update

s

To edit the settings in «Clustering Options» section, switch cluster mode to «Off» state. In «Clustering Options»
menu, perform the following configuration:

+ Location — specify physical location of the access point. The option is used to analyse and control the

network in different monitoring tables. «Eltex» is used in the example;
Cluster Name — set name cluster. The access point will be connected only to a cluster, which name is
specified in «Cluster Name». «default» is used in the example;
Clustering IP Version — select used IP version for management data exchange among access points in the
cluster. «IPv4» is used in the example.
Cluster-Priority — set the priority of the device in the cluster. «Eltex» is used in the example;

Click «Update» to save changes.In «Single IP Management» menu, perform the following configuration:

+ Cluster Management Address — specify an address via which the device may access the master cluster.

The master should be located in the same subnet with the cluster. «7192.768.70.70» is used in the example.

Click «Update» to save changes.To enable cluster mode, select «On» in «Clustering» field.
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Manage access points in the cluster

This access point is operating in stand-zlens made...
Softwlc mode only for Captive Portal Instance Configuration

Clustering: | On v

Update

Clustering Options...

Enter the location of this AP.
Location: Eltax

Enter the name of the cluster for this AP to join.

Cluster Name: default
Clustering IP Version: IPwE B 1pwd
Cluster-Priority: 0 (Range: 0-255, Default: 0)

Click "Update" to save the new ssttings.
Updat=

Single IP Management...

Cluster Management Address: (192,168.10.10 (X KKK

Click "Updata™ to save the new sattings.
Update

To enable automatic channel selection according to the data on channels used by neighbouring access points and
spectral analysis of environment on third-party access points noise, switch to «Radio Resource Management» tab
and click «Start» in «Channel Planner» section.To enable automatic output power distribution of the access point
according to influence of neighbouring access points which operate in the same cluster, switch to «Radio
Resource Management» tab and click «Start» in «Transmit Power Control» section.

16



WEP-12ac quick manual

Automatically manage radio resource assignments

Channel Planner ...
Clustered
start | automatically re-assigning channels

Current Channel Assignments ]5:{1:255
1P Address Radio Band Channel Status Points
192.168.15,12% AB:F9:4B:B7:ED:70 B/G/N 1 up

192.168.15.129 AB:F9:4B:B7:ED:60 ASN/AC 36 up

Wdvanced

Change channels if interferance is reduced by =t least|753% ¥
Refresh when access point is added to the duster| enable ¥

Determine if there iz better set of channel settings every | 1 Day ¥
Click "Update” to save the new settings,
Update

Transmit Power Control ...

Start | automatically re-assigning o: power

RESI threshaold 2.4 GHz -£5 (Range: -100...-20)

RSEI threshold 5 GHz -70 (Range: -100...-30)
Interval i [Range: 1800...86400 or O)
Wdvanced

Minimal Tx Power 10 [Range: 6...30)

Wwctive Scan Mode o

Debug Mode
Update
Menitoring E

TPC statistics iz not available beczuse tpc-planner iz not up

In «<Advanced» menu, perform the following configuration:

+ Change channels if interference is reduced by at least — select a percentage that the interference must be
reduced by for the access point to change channels. «75%» is used in the example.

+ Refresh when access point is added to the cluster — enable re-counting of common spectral structure of
environment and selection of optimal channel for the access point («enable» value) when new access point
is being connected to the cluster.

« Determine if there is better set of channel settings every — set a time interval to schedule updates of

environment spectral structure determination and selection of better channel for the access points. «71Day»
is used in the example.

Click «Update» to save changes.

9.4 Monitoring

To view sessions parameters of clients connected to the access points of given cluster, switch to «Sessions» tab.

Clients are defined through MAC addresses and an access points which they are connected to. To view the
statistics, select necessary value and click «Go» in «Display» section. The following parameters might be viewed:
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Access Points...

Clustering: | On A

Location MAC Address IF Address Cluster-Priority Cluster-Controller
not sat  AB:FD:42:86:02:80 152.168.15.92 -1 no

Updats

WEP-12ac quick manual

+ AP Location — access point's location. The value is obtained from location description on «Basic Settings»

tab;
« User MAC — MAC address of client's wireless device;

+ Idle - average time that the device has been in stand-by mode (when the device does not receive or

transmit data).
+ Rate - transmit data rate between an access point and a particular client, in Mbps;
+ Signal - a level of signal received from an access point;
+ Rx Total - total number of packets received by a client within current session;

« Transmit Total — total number of packets transmitted by a client within current session;
+ Error Rate — total number of packets dropped by an access point within current session;

To view correspondence of access points in a cluster and wireless networks detected by these devices, switch to
«Wireless Neighborhood» tab. There is a table, on «Wireless Neighborhood» tab, that shows which wireless

networks are detected by each access point and what signal level each access point accept.

\iew neighboring access poinis

Wireless Nelghborhosd

Tra Wrskma Heighbartoed jable nhews o scexmn parsy sthn rnge o oy AF intha cusier
AR Bl Sl W ITeR T 0 0 A B et P BT o gl T 1 Rl g A T

Chisted

i, i, 18 318,10, TR EET]
i T B 4 B S PR dd %0 i A0 A
[k ey e |

Fnightars [165]

W o A

o el § A

15K

il WAF

DE23M3EL11I0AN

13LETT_wsi_rmam

.......

ST L-H

Thatered
Chrier reerbars 'whe @e aise “reighbors”™ are showsn i itha op of Fisghters e and idestifed By & haeey bar abews e Hetsewrh Hara . The eoiersd B
P ETRA 8 T Ly ot b P s I M v 0 o i) O et ol

Diapiay Maightoring A"z ' Inchumsar Finchmar ® Babh | Srses

According to this table, spectral analysis of the whole network might be carried out and there is an opportunity to
estimate interference influence to each access point. It will help you to estimate better location of access points
among coverage area and to define locations with exceeding level of noise. The top string of the table contains
data on each radio interface of access points included in a particular cluster. The left column contains data on
wireless networks which are defined by the devices in the cluster. A value of signal level of each access point is

displayed in the top-right cell of the table.

The table is formed in the way that wireless networks organized by a cluster are displayed first, the third-party

networks follow after them.
The table might be displayed in 3 modes:

* In cluster — when checked, the table consists data only on wireless networks organized by the cluster;
* Not in cluster — when checked, the table consists data only on third-party wireless networks;

« Both — when checked, the table consists data on all wireless networks.
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To view current list of the access points in the cluster and their parameters, switch to «Radio Resource
Management» tab. The table «Current Channel Assignments» consists the following parameters:

+ IP Address - IP address of the access point in the cluster;

+ Radio — MAC address of a radio interface of the access point in the cluster;

+ Band - standards supported by the radio interface of the access point in the cluster at the moment;

« Channel — number of a channel on which the access point operate;

+ Status — operation state of the access point's radio interface in the cluster;

+ Locked - block channel change. When checked, the radio interface will always use the same channel even
when another channel is selected as optimal for all the access points in the cluster.

Click «Refresh» to update the table «Current Channel Assignments».

Automatically manage radio resource assignments

Channel Planner ...
Clustered
Start | automatically re-assigning channels

Current Channel Assignments icces&
IF Address Radio Band Channel Status Paints
192.168.15.125 AB:F9:4B:B7:ED:70 B/G/N 1 up

192.168.15.129 AB:F9:4B:B7:ED:60 ASN/AC 26 up

mdvanced

Change channels if interfarance is reduced by 2t least| 75% ¥
Refresh when access point is added to the duster| enable ¥

Determine if there iz better set of channel settings every| 1 Day ¥
Click "Upgate” to save the new ssttings.
Update

Transmit Power Control ...

Start | automatically re-assigning o power

RSE] threshold 2.4 GHz -E5 (Range: -100...-30)

RSEI threshold 5 GHz -70 (Range: -100...-30)
Interva i (Range: 1800...86400 ar 0)
Advanced

Minimal Tx Power 10 [Range: 6...30)

\Bctive Scan Mode Ci

Debug Mode
Update

Monitoring

TP statistics iz not available becauses tpoc-planner iz not up

The table «<Proposed Channel Assignments» contains data on available channel values, which the radio interface
will switch to if optimal channel selection has been launched:

+ IP Address - IP address of the access point in the cluster;
+ Radio — MAC address of a radio interface of the access point in the cluster;

+ Proposed Channel — a channel number to which the radio interface will switch when optimal channel
selection is launched.
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9.5 Firmware update

The operation in the cluster mode allows to perform automatic firmware update for all the access points in the
cluster without using external systems or controllers.Firmware update might be performed:

+ through web interface;
+ through DHCP Autoprovisioning (opt 66, opt 67).

9.5.1 Firmware update via web interface

To update firmware on devices in a cluster through web interface, open «Cluster Firmware Upgrade» tab of an
access point.

When updating firmware of devices in a cluster, the firmware file will be loaded to each access point and set to
«Primary Image». Reloading of the devices with new firmware version loading is performed automatically. The
previous firmware version will be saved as «Secondary Image» (backup firmware version).

Perform the following in «Cluster Firmware Upgrade» tab:

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status
1 102.168.15.19 AS:F9:4B:B80:3F:40 WEP-12AC (current firmware version)  None
2 152.168.15.136 AB:F9:4B:B0:31:80 WEP-12AC (current firmware version) None
Upload Method: Q@ HTTP TFTP

New Firmware Image: | QB3op.. | ®aiin He BribpaH.
OverAll Upgrade Status: Not Initialized

| Start-Upgrade | Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while
uploading the new firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and
resume normal operation.

+ Upload Method - select the firmware loading method for the devices. The loading through TFTP is used in
the example:
+ New Filename Image - enter a file name of firmware image which will be loaded to the device.

Click «Start-Upgrade» to start updating.

While firmware updating, do not switch off the devices and do not update or change the web page with progress
bar.

9.5.2 Firmware updating through DHCP Autoprovisioning

To update firmware, you need a TFTP server and a DHCP server with particular configuration. The updating
process is as follows:

1. Anaccess point is loaded and obtains address via DHCP. The access point obtains 2 parameters from the
server while DHCP session: tftp-server and file name, where tftp-server — an IP address of TFTP server, and
filename is a name of the file with .manifest extension which contains data on the firmware.

2. A master of the cluster, according to received data, starts make attempts to download manifest-file from
TFTP server. After downloading the file, the master compares firmware version specified in a file with its
own. If firmware versions are different, the master downloads firmware file from the TFTP server (file name
of the firmware is specified in manifest-file) and updates automatically.
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3. The other devices in the cluster define that the master is not in operation. Then, new master is selected in
the cluster. The device with bigger «uptime» value becomes a master. New master also repeat the second
step: downloads manifest-file, compares firmware versions and updates.

4. The cycle is repeated until all the devices in the cluster are updated.

Update configuration algorithm:
a) Place "wep12.manifest" file on TFTP server, the file should contain the following string:

VERSION= "1.16.0.X" WEP-12ac-1.16.0.X.tar.gz,

where WEP-12ac-1.16.0.X.tar.gz — name of the archive containing firmware for WEP-12ac;

1.16.0.X — a firmware version included to the archive.The firmware version might be viewed in «version» file in
firmware archive.

b) Place archive with firmware for WEP-12ac on TFTP server.
c) Correct DHCP server settings (dhcpd.conf) as follows:

option tftp-server-name "192.168.10.1"
option bootfile-name "wep12.manifest",
where 192.168.10.1 — TFTP server address;
wep12.manifest — manifest-file name.
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TECHNICAL SUPPORT

For technical assistance in issues related to handling of ELTEXALATAU Ltd. equipment please
address to Service Centre of the company:

Republic of Kazakhstan, 050032, Medeu district, microdistrict Alatau, 9 st. Ibragimova, 9
Phone:

+7(727) 220-76-10

+7(727) 220-76-07

E-mail: post@eltexalatau.kz

In official website of the ELTEXALATAU Ltd. you can find technical documentation and software for
products, refer to knowledge base, consult with engineers of Service center in our technical forum:

http://www.eltexalatau.kz/en/
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