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CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

1 BBeaeHwue

1.1 AHHOTauus

B HacToslLLeM pyKkoBoACTBe NpuBeAeHo onucaHne komana CLI gns agMuHmcTpaTtopa Touku goctyna (B
[lanbHelilemM NMeHyeMoi YyCTPOCTBOM).

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpasneHns], NPOCMOTPa COCTOSAHUA U MOHUTOPWHIa ycTpoincTea. Ansa paboTel noTpebyetca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboTy no npotokosny Telnet/SSH nam npsmoe
noAK/ItYeHne Yyepes KOHCOsbHbI nopT (Hanpumep, HyperTerminal).

1.2 UeneBas ayautopus

[aHHoe pyKoBOACTBO npefHasHavyeHo 419 TEXHUYECKOro NnepcoHasa, BbINOMHALWENO HACTPONKY, MOHUTOPWHT,
a Takke npoueaypy no o6HoeneHuo MO ToukM AOCTyNna NocpeAcTBOM MHTepdeiica komaHaHo cTpoku (CLI).
KBanmdomkaumsi TEXHUYECKOro nepcoHana npeanonaraet 3HaHMe 0cHoB TexHonoruii Ethernet n IEEE 802.11.

1.3 Heobxogumoe obopynoBaHve 415 NOAKIOYEHMS

* Touka goctyna WEP-2ac;

* KOHCOJbHbIN Kabesb;

+ ceTeBoii kabenb RJ-45;

* POE nnxekTop ¢ ceTeBbIM kabenem RJ-45.

1.4 YcnoBHble 0603HaYeHus

MpumeuaHns 1 npegynpexaeHns

© MpumeuyaHusa comepxar BaxkHy0 MHGOPMALMIO, COBETLI U PEKOMEHAALN MO UCMO/b30BAHMIO 1
HacTpoiike yCTpoKcTBa.

© nNpeaynpexaeHns MHDOPMUPYIOT MO/L30BATENS O CUTyaLIMSX, KOTOPbIE MOTYT HAHECTW Bpe[
YCTPOWCTBY W/ YesI0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe fAaHHbIX.
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2 TMopkntoyeHue K CLI Toukn goctyna

2.1 BsepeHune

B gaHHOI rnase onvcaHbl pas3inyHble cnocobbl NOAKAYEHUS K MHTepdhelicy KOMaHAHOM CTPOKM TOYKK
focTyna.

[N NOAKIHYEHNs K TOUKe JOCTyna UCMosb3yeTcst TpU cnocoba:

+ Serial port: nocnegosatensHbIn nopT nnn COM-nopT;
+ Telnet, He6e3onacHoe NOAK/HOYEHNE,;
+ SSH, 6e3onacHoe nogkn4veHme.

2.2 TMopxntoyeHune K CLI yepes COM-nopt

[nsa ncnonb3oBaHWs 3TOrO TMNa NOAKYEHUSA NePCOHaUTbHbIA KOMMNbIOTEP /IM60 A0/MKEH UMETb BCTPOEHHbIN
COM-nopT, b0 A0/MKEH KOMMNIEKTOBATLCS Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takke
[l0/XHa GbITb YCTAHOB/IEHA TEPMUHANbHASA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka gocTtyna (nopt «Console») HaNpsiMyto CoeAMHAETCS C KOMMbIOTEPOM C MOMOLLbH KOHCO/ILHOTO Kabens.
[ns gocTyna K KomaHoii KOHCO/IM YCTPOIACTBA MCMNO/b3yeTCsl TepMUHAIbHASA Nporpamma.

LWar 1. Mpwu nomoLum KoHconbHOro kabens coeanHnte nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomnbloTepa. [N paboTbl KOHCONLHOIO Kabensa moryT notTpebosarbecsa ApanBepa B 3aBUCUMOCTM OT
onepauyoHHON CUCTEMbI KOMMbOTEpa.

LWar 2. 3anyctite TepMUHasIbHYIO NporpaMMy 1 co3garite HoBoe NoAk/yeHve. B Bbinagarwem cnucke
«MogknoyaTbes yepes» BblibepuTe HyxHbli COM-nopT. COM-nopT (HoMep nopta) onpeaensietca
AvcneTyepom ycTpoicTs, Hanpumep, COM4. 3apalite napameTpbl nopta corsiacHo Tabnvue 1. Haxmute
KHonky OK.

Tabnuua 1 — MapameTtpbl COM-nopTa

MNapameTpbl 3HaueHue
CkopocTb COM-nopTa (Baud rate) 115200
BuTtbl aaHHbIx (Data bits) 8

YeTHocTb (Parity) HeT
CronoBeble 6uTbI (Stop bits) 1
YnpasneHwue notokom (Flow control) oTCyTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante Bxog B CLI ycTpoiicTsa.
[JaHHble ana Bxoga no yMoa4aHuio:

+ User name: admin
+ password: password

WEP-2ac#

Mocne ycneLiHoit aBTopusauuy Ha akpaHe 6yaeT otobpaxarbes (MmMs moyku docmyna)#, Hanpumvep, WEP
2ac# — 3T0 03HAYAET, UTO BK/IOUEH PEXIM KOH(PUIYPMPOBAHNS HACTPOEK TOUKM AOCTYyna.
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© Mo ymonuanmio ckopocTs COM-nopta Toukn goctyna pasHa 115200 604, C nomMoLbio web-
NHTeperica MOXHO N3MEHNTb CKopocTb Ha 9600, 19200, 38400 n 57600 6oa. B nHtepdieitce CLI ana
M3MEHEHUSI CKOPOCTM UCNO/b3yeTcs KoMmaHaa: set serial baud-rate <RATE> (Hanpumep, set serial baud-
rate 115200). Mocne 3Toro HyXHO 6yAeT M3MEHUTb CKOPOCTb B HACTPOIKaX NOAK/UYEHUS
TEPMUHANbHON NporpamMmel.

2.3 TMopgkntoueHne no npotokony Telnet

MoakntoueHne no npotokony Telnet sBnsieTcs 601ee yHMBepcasibHbIM N0 CPaBHEHWUIO C NOAK/IOYEHNEM Yepes
COM-nopt. HegocTtaTtok Takoro NOAKMNKYEHUA MO CPaBHEHMIO € nogkntoveHnem yepes COM-nopt 3aknovaeTcs
B OTCYTCTBUM COOBLLEHUIA MHULMaM3aLMM ToUKK gocTyna. MNoakatoveHne K CLI MOXHO BbINO/THUTL Kak
HenocpeACcTBEHHO B MECTe YCTaHOBKM YCTPOWCTBa, Tak U C yAaneHHoro paboyero mecta yepes IP-ceTb.

[ns nogknioyeHns K y3ny ocTyna nepCoHasibHbIA KOMMNLIOTEP AO/HKEH UMETh CeTeBYHo KapTy. JononHUTENbHO
notpebyetcs ceTeBoii kabenb (Patching Cord RJ-45) Heo6xoanMOiA ANNHLI (HE BXOAMT B KOMMNIEKT NOCTaBKM
yCTPOICTBA).

Mpwn noakntoyeHmmn no Telnet MOXHO Ucnosib3oBaThb Takue nporpaMmsl, kak PUTTY, HyperTerminal, SecureCRT.

LWar 1. Moakntounte ceTeBoli kabenb oT PoE-nopta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WEP-2ac
ato nopT GE (PoE)), a ceTeBoi1 kabenb oT Data-nopta MHXEKTOpPA - K CETEBOI KapTe KOMMboTEpa.

LWar 2. 3anycTtuTe, Hanpumep, nporpammy PuTTY. BbibepuTe nogkntoveHune «Telnet». BeeanTe IP-agpec Touku
poctyna. Ha pucyHke 1 B kadecTBe npumepa ykaszaH 192.168.10.10. No ymon4aHuio Ucnosb3yercs nopt 23.

© Mo ymonuanuio IP-aapec yctpoiictea 192.168.1.10.

Hacrpoiikm PuTTY @
Pasnene:
= CeaHc CcHOBHBEIE HACTpORKK ceadca PuTTY
+ Kyptan VYikaxuTe agpec, K KOTOpoMYy ¥0TWTE NoOKHoYMTECA
- KomMMeEHTapHiR
T WMrmA xocTa (anw IP-apgpec) Mopt
—|- TeprHan
. Knaenatypa 192.168.10.10] 23
- ¥BegoMNeHA Tun coegMHEHMA:
- QcofeHHocTH @) Telnet 55H Raw Rlogin Serial Cygterm
- OkHo
YrpaeneHwe ceaHcamu
- BHEWHWA BUL
 @PoH

+- MNoeeneHme .
- Kommposica Default Settings | Jarpysume
- Belpenerme | CoxpaHnTs (d)

- LseToBan cxema

- [MNepCCEInmM | Yoanuts

- ZHEUKN
—J- CoegmHeEHWE | Hoeana nanka
- [aHHbIe
- [poKcK
- Telnet
F‘:.ll:lgil'l
+- 55H

- Sergl
C‘_."gtEITI'I

JaKpbIEaTE OKHO MPK BbOOE:
Boerna Hurkor na @ Toneko BRY4YHYID

O MNporpamme | [ CoeaMHMTECA ]| B HoBomM oKHE || CmaeHa

PucyHok 1 — Telnet-nogxntoueHne B nporpamme PUuTTY
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LWar 3. Npounsseaunte Bxoga B CLI ycTpoiictBa. Haxmnte «CoegUHUTBLCA».
JaHHble A1 BXxo4a no ymMosi4aHuio:

* login: admin
+ password: password

WEP-2ac#

Mocne ycnewiHoit aBTopusaumuy Ha akpaHe 6yaeT otobpaxarbes (MmMs moyku docmyna)#, Hanpumvep, WEP
2ac# — 3T0 03HAYAET, UTO BK/IOUEH PEXIM KOHPUIYPMPOBAHNSA HACTPOEK TOUKM AOCTYyna.

2.4 TopgknoyeHne no npokony Secure Shell

MopakntoyeHne no npotokony Secure Shell (SSH) cxoxe No yHKUMOHAIBHOCTU C NOAKNOUYEHNEM MO NPOTOKONY
Telnet. B ot/imume ot Telnet, Secure Shell wndpyet Becb Tpaduk, BkIovas naponu. Takum o6pasom
obecneunBaeTcs BO3MOXHOCTb 6€30MacHOro yaasieHHOro NoAKAUYeHUs o Nyo6/myHbIM IP-ceTam.

[ns nogknioyveHns K y3ny focTyna nepcoHasibHbIA KOMMNbIOTEP AO/HKEH UMETh CETEBYIO KapTy. Ha koMmnbloTepe
[0/MKHa B6bITb yCcTaHoB/1eHa nporpamma SSH-knneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JlononHutensHo notpebyeTcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli a/ivHbl (He BXOAUT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

LWar 1. NMogkntounte ceTeBoli kabenb oT PoE-nopta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WEP-2ac
ato nopT GE (PoE)), a ceTeBoi1 kabenb oT Data-nopTa MHXEKTOPA - K CETEBOI KapTe KOMMbOTEpPA.

LWar 2. 3anyctute, Hanpumep, PuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 2 B kayecTse npumepa
ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosydaHumio yctaHoeneH — 192.168.1.10;
+ MMopT, No ymonyaHuio — 22;
* Tun npotokona — SSH.

HaxmuTte kHonkKy «COeaUHUTLCA».
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Hactpobikn PuTTY @

Paznensr:

[=)- CeaHc OcHoBHBIe HAcTpoMkKn ceanca PuT 1Y
- XypHan

- KorareHTapii
- Tepmuran Mrag xocTa umn |P-agpec) Mopt

.. KnaguaTypa 192.168.10.10] 2

- ¥YBEEenoMneHuA Tun coegMHEHWA:

- DcoBeHHocTv (T Telnet @ SSH (' Raw () Rlogin (") Seral () Cygterm
[=]- OrHo

- BHewHwi eng
- &on

[+~ MoseneHme
- Komposka

- BelgeneHue Cop
- lpeToBan cxema
- [MNepccoInKa WaANMTE
- N
[=)- CoemaHeHle Hosan nanka
- [aHHkIg
- Mpoxcw
- Telnet
uumnmn
- 55H

- Seral

- Cygterm

YicakumTe dipec, K KOTOpOMY XOTMTE NOOKNHOYWTECA

yﬂpEEHEHHE-' CEdaHCaMK

Default Settings SarpysuTe

aHITE (d)

[l

Z2aKpEIEATE GKHO NP BLMOOE:
(") Beerpa () Hukorga @ Tonsko Bpy4HRO

[ 0 Mporparme ] [ CoemMHATECA ][ B HoBom okHe H COmaeHa

PucyHok 2 — 3anyck SSH-knneHTta
LWar 3. Npounssegute Bxog B CLI Toukn goctyna.
[aHHble onsa BxoAa no yMoI4aHuio:

* login: admin
+ password: password

WEP-2ac#

Mocne ycneLiHoit aBTopusauuy Ha akpaHe 6yaeT oTobpaxarbes (MMs moyku docmyna)#, Hanpumvep, WEP
2ac# — 3T0 03HAYAET, UTO BK/IOUEH PEXIM KOHPUIYPMPOBAHNS HACTPOEK TOUKM AOCTYyna.
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3 Hauano pa6otbl B CLI Toukn goctyna

3.1 BsepeHune

CLI saBnsieTcs gononHutenbHbIM K web-koHdmurypaTopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmsaroTcs obwue npasuna pabotsl B CLI.

KoHdpurypauus Toukn foctyna npeactaBnieHa HabopoMm kiaccoB (MPoao/mHKeHne KOMaH/bl) 1 06bEKTOB
(Hayano KoMaHgbl).

KoHconb ToukM focTyna npefocTas/iseT fOCTYN K UCNOMb30BaHNI0 TakuX 06 bEKTOB:

. get
. set
+ add
* remove

© nNpu ucnonbsoBaHnmn komaHg set, add n remove U3MeHsIeTCA TeKyLlass KOHUrypaymsa TOUKU
[OCTyna, a He 3arpy3ouyHas. 1A coXxpaHeHUA TeKyLell KOH(UIypauum B 3arpy304HYI0 HY)XHO
ucnonb3oBaTb KOMaHAy save-running.

3.2 TMpaBwna nosib30BaHNs KOMaHHO CTPOKOA

[ns ynpouweHns ncnonb3oBaHns KOMaHAHO CTPOKN MHTepdieiic noaaepxmBaeT OyHKLMI0 aBTOMaTUYECKOro
[IONOSTHEHNA KOMaHA,. 3Ta PYHKLNS aKTUBM3UPYETCS NPW HEMOSIHO HAbpaHHOW KomMaH1e 1 BBoAEe KNaBuLLn
<Tab>.

[Opyrasi oyHKUMS, noMoratowasi Nosib30BaTbCsi KOMaHAHOW CTPOKOI — KOHTEKCTHAsi noAckaska. Ha no6om
aTane BBO/la KOMaH/Abl MOXHO MOYy4YMTb NOACKA3KY O C/ieAyHoLLMX d/1eMeHTax KomaHbl NyTem ABONHOIO
HavkaTua knasuwwm <Tab>.

[ns yno6cTBa MCMNonb3oBaHMA KOMaHAHOV CTPOKM peann3oBaHa noaaepkka ropsunx knaeuwl, Tabnuua 2.

Tabnmua 2 — OnucaHne ropsvnx Knasuil KoMaHgHon ctpoku CLI

CoueTaHue KiaBuLL DelictBue B CLI
CTRL+a MNepemelleHne Kypcopa B Ha4yasio CTPOKM
CTRL+e MepemelleHne Kypcopa B KOHeL, CTPOKM
CTRL+b MNepemelleHne Kypcopa BNeBo
CTRL+f MepemelleHne Kypcopa Bnpaso
CTRL+c MpepbiBaeT BbINOMHEHNE KOMaHAbI
CTRL+h Ynansiet oamH cumeosn cnesa (backspace)
CTRL+w Ypnansaet c/10BO c/neBa OT Kypcopa
CTRL+k YpanseT Bce nocse Kkypcopa
CTRL+u YpansaeTt Bce nepes Kypcopom
CTRL+p MNokasbliBaeT nNpeaplayLLyto KomaHay
CTRL+n [NokasbiBaeT crneayloLyo KomaHay

CTRL+d Bbixog 13 CLI (exit)
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3.3 YcnoBHble 0603Ha4YeHUA NHTepdiencos
B gaHHOM pasgene onucaHo MMeHoBaHWe NHTephelicoB, NCNoIb3yeMoe NPy KOHOUIypupoBaHUM yCTPONCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
60nee noapobHo nHhopMaLuumn 060 Bcex MHTepdheiicax ncnonb3yiite komaHay get interface all. B tabnuvue 3
npuBeAeHO onvcaHne nHTepdencos.

Tabnuua 3 — O603HavYeHus nHTepelico

NuTepdpeiic

brtrunk

brtrunk-user

OnucaHue
Bridge - Trunk
Bridge - Trunk

eth0 Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless - Virtual Access Point 0

wlan1 Wireless - Virtual Access Point 0 - Radio 2
wlanOvapX Wireless - Virtual Access Point X
wlan1vapX Wireless - Virtual Access Point X - Radio 2
wlanObssvapX Virtual Access Point X

wlan1bssvapX Virtual Access Point X - Radio 2
wlanOwdsX Wireless Distribution System - Link X

3.4 CoxpaHeHue N3MeHeHWin B KoHdurypawum
B cructeme cyLlecTByeT HECKOIbKO 3K3EMMISIPOB KOH(IUIYpaLViA:

— 3aBodckasi KoHepuaypayusi. KoHhurypaumsa BKIo4aeT HaCTPOKN N0 YMOoYaHuio. BepHyTbCs K 3aBOACKOM
KoOHGourypaumm moxHo komaHgoi factory-reset nnm npy nomowm pyHKUMOHaIbHON KHONKK «F» Ha Koprnyce
YCTpOWCTBa. 151 3TOr0 yaepxuBaiiTe KHOMKy «F» , Noka He HAYHET MUraTb UHAMKaTOpP «Power;

- 3azpy304yHasi KoHpu2ypayusi. B 3arpy304HOin KOHUrypaumm XpaHsaTcs HaCTPOViKK, KOTopble 6yayT
1CNoMb30BaHbl NPU CrieaytoLLEeli 3arpy3ke ToUkM AocTyna (Hanpyumep, nocse nepesarpysku). s coxpaHeHust
N3MEHEeHWH, BbINONHEHHbIX B CLI, B 3arpy304Hyto KOHMrypaumio Heo6xoamMmMo BbINOHUTL KOMaHAy save-
running unu set config startup running — TekyLuas koHdurypaums 6yaeT ckonupoBaHa B 3arpy304Hyio;

- Tekywas KoHpuaypayusi. KoHmrypaumsi Toukm A0CTyna, KoTopas NPUMEHEHA Ha AaHHbIA MOMEHT. Mpu
“cnonb3oBaHMM KoMaHz get, set, add, remove nponcxogut NPoCMOTP Y USMEHEHME 3HAYEHUIA TOMbKO TEKYLLEV
KOHpurypaummn. Ecnm faHHble N3MEHEHNA HE COXPaHEHbI, TO NOC/e nepesarpy3ki ToUKU JocTyna oHn 6yayT
noTepsiHbl.



CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

4 OnuncaHne Komana CLI

4.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTpuBaTh YCTAHOB/EHHbIE 3HAUYEHWsI Noseii B kiaccax. Knaccbl pasaensitorcs
Ha knaccbl 6e3 nvmeHun (unnamed-class) 1 ¢ umeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHUE> |detail
get named-class [<NOAK/JACC> |all| [<3HAYEHUWE > ... uma | detailll]

Mpumep

1. Mpumep ncnonb3oBaHMs KOMaHAbl «get» B kracce 6€3 UMEHN C O4HUM HaGOPOM 3HAYEHWIA:

get log

Touka gocTtyna nmeeT To/bKO oAnH Habop napameTpoB A5 log-thainnos, AaHHas KOMaH4a BbIBOAUT
nHchopmMaumio o napameTpax log-paiinos.

2. lMpumep ncnonb3oBaHUs KoMaHabl «get» B knacce 6€3 UMEHN C MHOXECTBOM 3HaUYEHWIA:

get log-entry

B chaiine xpaHuTcsa nocnenosarenibHOCTb /1I0rOB 6€3 pa3bneHns Ha haiisibl, KoMaH4a BbIBOAUT BCHO
nocnefoBaTeNlbHOCTb [aHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mpumep UCNoNb30BaHNS KOMaHAbl «get» B Kflacce C MMEHEM C MHOXECTBOM 3HaUYeHMWiA:

get bss wlanlbssvap3

CyuiecTtByeT Habop 3HaueHwul knacca bss, KoTopble HabuparTcs B AaHHON komaHAe. [laHHas komaHaa
BbIBOANT MH(popMaLuumio 0 Habope 6a30BbIX yCyr, HazbiBaemMoM Wlan1bssvap3.

4. Tpumep UCNosb30BaHUS KOMaHAbI «get» B kKnacce ¢ UMEHEM AJ1s1 MONTyUYEHNS BCEX 3HAYEHMWIA:

get interface all mac
get interface all
get radio all detail
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CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

4.2 KomaHpa set
KomaHga set yctaHaBnuBaeT 3Ha4YeHUsA Nosiei B kiaccax.

CuHTakcuc

set unnamed-class [<MNOAKNACC> <3HAUEHUWE> ...] <3HAYEHWE>
set named-class <MOAK/JACC> | all |[<NOAKNACC> <3HAYUEHME> ...] <3HAUEHUWE>

Mpumep

Mpumep HacTpoiikm SSID, napameTpoB Radio-nHTepdelica n yctaHOBKM cTaTnyeckoro IP-agpeca:

set interface wlan@ ssid "Eltex"

set vap vap2 with radio wlan® to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan® with queue data®@ to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0

set management dhcp-status down

4.3 KomaHgbl add

KomaHga add no6aBnsieT HoBbIi NOAKIAacC UK rpynny NOAKIACCOB, CoAepXallmx onpeaeseHHbli Habop
3HAYeHWiA, 4515 yNpoLLeHUst KOHdUrypaumm o6opyaoBaHus.

CuHTakcuc

add unique-named-class <MNOAK/IACC> [<3HAYEHUE> ...]
add group-named-class <MNOAK/IACC> [<3HAYUEHUE> ...]
add anonymous-named-class <MNOAK/NACC> [<3HAYEHUE> ...]
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CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTY Ha Radio-mHTepdelice:

add basic-rate wlanl rate 1

4.4 KomaHpa remove
KomaHza remove ygansiet co3faHHble NoAKIacchl.

CuHTakcuc

add unnamed-class [<3HAUEHUE> ...]
add named-class <MOAK/JACC> | all [<3HAYEHUE> ...]

Mpumep

Mpumep yaaneHns HacTPonKyu 6a30BOI KaHa/lbHOM CKOpoCcTK Ha Radio-uHTepdeiice:

remove basic-rate wlanl rate 1

4.5 [ononHutesibHble KOMaHgbl
NHTepcheiic KOMaHAHOM CTPOKM TOUKM JOCTyNa Takke BK/IOYaeT creaytowe KoMaHapl, Tabnuua 4.

Ta6nuua 4 — JononHUTENbHbIE KOMaHAbI

KomaHpga OnucaHue

config 3arpy3ska/Bbirpyska KoHurypauum Touku goctyna

copy 3arpyska/Bbirpyska/CoxpaHeHne KoHurypaumm To4ku goctyna
delete YnaneHve dpalinoB KoHpMrypaumm

dot1x-cert Boirpyska DOT1X-cepTucprkaTa nogkoUeHns K ToUke AoCcTyna
factory-reset MprMeHeHVe 3aBOACKON KOHMIypaummn n nepesarpyska
firmware-switch CwmeHa obpasa MNO: Tekywein Bepcum NO Ha anbTepHaTUBHYHO
firmware-upgrade OGHOBNEHNE NPOLLNBKM

packet-capture dopmrpoBaHVe 1 BbIrpy3ka gamna Tpadimka ¢ uHTepdelica
reboot Mepe3sarpyska To4ku gocTyna

save-running CoxpaHeHue TeKylleli KoHhurypaumm B 3arpy30uHyto

show OT06paxkeHne cnmcka goaiinioB KoHurypauum

wgbridge-cert Bbirpyska WGB-cepTudmkata nogkitoueHms K Touke goctyna
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5 HacTtpolika Toukn goctyna yepe3 CLI

B gaHHOM pasgene npusegeH npuMep HacTpoikn Touku goctyna WEP-2ac, ncnonb3ys nitepdeiic komaHaHon
CTPOKMW.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpuBeaeHo B pasgene 2 [1odk/iyeHue k CLI moyku
docmyrna ) Heo6XoAMMO HACTPOUTL CETEBbLIE MapamMeTpbl, EC/IN OHW He BblIM HACTPOEHbI paHee.

5.1 HacTtpoiika ceTeBbIX NapameTpoB

1. HacTpoiika MeHu ToukM gocTyna:

set host id WEP-2ac

2. YctaHoBka Homepa VLAN ans ynpaBrieHus TOUKOi gocTyna:

set management vlan-id 10

3. Mo ymonuaHuto DHCP-KIMEHT BK/oUeH. 151 NPOCMOTpa CETEBbIX HACTPOEK UCMO/b3YIiTe KOMaHbI:

get management ip
get ip-route gateway

4. BKNOUYEHMEe CTaTUYECKNX HACTPOEK:

set management dhcp-status down

5. HacTpoiika IP-agpeca, Macky 1 LL03a Ha Touke AoCcTyna:

set management static-ip 192.168.10.10
set management static-mask 255.255.255.0
set static-ip-route gateway 192.168.10.1

6. HacTtpolika ctatnyeckux ip-agpecoB DNS-umeH:

set host dns-via-dhcp down
set host static-dns-1 192.168.10.1
set host static-dns-2 8.8.8.8

5.2 O6HoBneHue NO

[na o6HoBneHus MO 3arpy3ute Ha TFTP-cepeep dhain npowmnskn WEP-2ac-1.19.3.X.tar.gz nn6o co3gante ero
Ha komnbloTepe (nporpamma tftpd) 1 BbINoHUTE KOMaHAY:

firmware-upgrade tftp://192.168.10.2/WEP-2ac-1.19.3.X.tar.gz

raoe 192.168.10.2 — IP-apgpec TFTP-cepsepa.

Mocne 3Toro AoXaAnTecb BBOAA SIOTVMHA U Naposisi.
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© He otkniovaiite nuTaHne yCTPOICTBA 1 He BLINOMHANTE nepesarpysky YCTpoiicTea B npouecce
06HoB/1eHUA MO!

[lna npocmoTpa ncnosb3yercs komaHaa:

get system version

5.3 HacTtpoiika 6ecnpoBoHbIX MHTEpPdIEcoB

B npumepe paccmarpuaroTcs HacTpoliku ¢ napameTpamu: Radio 1 — 51w, 802.11 a/n/ac, 80 My, n Radio 2
- 2.41T1Ty, 802.11 b/g/n, 40 MI'y,

1. Hactpolika Radio 1:

set radio wlan® status up
set radio wlan® mode a-n-ac
set radio wlan® n-bandwidth 80

2. Hactpoiika Radio 2:

set radio wlanl status up
set radio wlanl mode bg-n
set radio wlanl n-bandwidth 40

Bo3MOXHbI cnepytolime pexumbl pa6oTbl: Radio 1-802.11a (a), 802.11a/n/ac (a-n-ac), 802.11n/ac (n-ac),
Radio 2 - 802.11b/g (bg), 802.11b/g/n (bg-n), 2.4 GHz 802.11n (n only g), Npy 3TOM Ha HEKOTOPbIX CTaHAapTax
BO3MOXHO M3MeHeHue LWnpKHbl kaHana: 802.11b/g/n (20/40), 2.4 GHz 802.11n (20/40), 802.11a/n/ac
(20/40/80), 802.11n/ac (20/40/80).

5.4 Hactpoiika BupTyanbHoii Toukun goctyna (Enterprise ¢ wmdgpposaHnem WPA2)

1. YcTaHaB/MBaem napameTpbl BUPTyasibHol Toukm (vap0):

set vap vap0O status up

set 1dinterface wlan@ ssid Test_enterprise
set interface wlan® security wpa-enterprise
set bss wlan@bssvap@ global-radius on

2. YctaHaBnnBaeMm napametpsbl rnobansHoro RADIUS-cepBepa:

set global-radius-server radius-ip 192.168.10.44
set global-radius-server radius—key eltex

set global-radius-server radius-accounting on

set global-radius-server radius-domain enterprise

rae 192.168.10.44 — agpec RADIUS-cepsepa.
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5.5 HacTtpoiika BupTyanbHoli Touku goctyna (Hotspot 6e3 wudpoBaHms)

1. BknoueHue «Captive-portal» n gobasneHne o6bekta hotspot-test:

set captive-portal mode up
add cp-instance hotspot-test instance-id 1

set
set
set
set
set
set
set
roe

set
set
set
set

cp-instance
cp-instance
cp-instance
cp-instance
cp-instance
cp-instance
cp-instance

hotspot-test
hotspot-test
hotspot-test
hotspot-test
hotspot-test
hotspot-test
hotspot-test

. YcTaHoBneHve napameTpoB o6bekTa hotspot-test:

global-radius off

radius-accounting on

external up

external-url http://192.168.10.44:8080/eltex_portal?ssid=default
radius-ip 192.168.10.44

radius-key eltex

radius-domain hotspot

192.168.10.44 - aapec RADIUS-cepsepa.

vap vapl status up
interface wlan@vapl ssid Test_hotspot
interface wlan@vapl security plain-text
cp-vap vapl cp-instance-name hotspot-test

. YcTaHaBnBaeM napamMeTpbl BUpTYyasibHOl Toukn (vap1):

© [na pexxuma Enterprise Ha cepeepe HE06X0AMMO CO3aThb No/b30BaTess.
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5.6 MOHUTOPUHT

NHchopmaums 0 NOAKMOUMBLLNXCS KTMEHTAX:

get association

Moapo6Has MHGOPMAaLMSA O NMOAK/IUYMBLLIMXCS KNTMEHTAX:

get association detail

CnnCoK CTOPOHHUX TOYEK A0CTYNa, HaXOoAALNXCA B 30HE BUOMMOCTU:

get detected-ap

Cnncok cobbITuiA TOUKKM JoCTyna:

get log-entry

O6Las nHhopmaLysi 0 Touke JocTyna:

get system

NHdpopmauums o 3arpyxeHHOCTM paamoadompa:

set radio all spectrum-analyser-start yes
get radio all spectrum-analyser-results

@® Mocne 3anycka ckaHMPOBAHWS, A/151 NOMYYEHNSI PE3Y/ILTATOB HEOBXOAMMO MOAOKAATL HECKO/BKO
MUHYT. Ha BpeMsi CKaHMPOBaHWS Y NOAK/IUYEHHbIX KNMEHTOB OyAeT HabMtoAaTbCs NpepbiBaHne

paboTbl CEPBUCOB.
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6 MpunoxeHne. CNUCOK OCHOBHbIX K/TACCOB U NOAKNACCOB KOMaH/

Knacc

debug

Otnagouy
Hble
KOMaHAbl

system

HacTtpoli
KK
CUCTEMBbI

Mopgknacc

level

timestamp

klevel

password

mode'l

version

platform

encrypted-
password

PyHKUNA

YpoBeHb
OT/1afl04HOM
nHcopmaLmm

[o6aBnTb METKY
BPEMEHM K
OoTNaf0o4HOM
MHdopMaunn

YpoBeHb
OT/1aZl04HOM
nHcopmaLmm
aapa

Maponb goctyna
K
nosib30BaTesibCK
omy web-
nHTEepdeicy n
CLl

Mopgens
ycTpolicTBa

Bepcusa MO

AnnapatHas
nnarcopma

3awmndpoBaHHbI
i naposnb

Bo3
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

set

get

get

get

get,
set

CuHTakcuc

get debug
set debug

get debug

set debug
<value>

get debug

set debug
<value>

set system
<value>

get system

get system

get system

get system
password

set system
password <

level

level <value>

timestamp

timestamp

klevel
klevel

password

model

version

platform

encrypted-

encrypted-
value>

Mpumepsl

WEP-2ac# get debug
level

(0]

WEP-2ac# get debug
timestamp

WEP-2ac#
klevel 1

WEP-2ac#
klevel

1

set debug

get debug

WEP-2ac#
password

set system
password

WEP-2ac# get system
model

Eltex WEP-2ac

WEP-2ac# get system
version

1.14.0.89

WEP-2ac# get system
platform

bcm953012er

WEP-2ac# set system
encrypted-password
"$1$66G6G6G6$Dh39pxWq
jp3nBRrBPBL701"

WEP-2ac#

WEP-2ac# get system
encrypted-
password$1$G6G6G6G6SD
h39pxWqjp3nBRrBPBL701
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Knacc Mopgknacc

uptime

system-time

time-zone

enable-dst

summer-time

dst-start

PyHKUNA

Bpems paboTbl
CUCTEMBI C
MOMeHTa
3arpysku

TekyLee Bpems
cucTeMbl

YacoBoli nosic

BknounTtb
nepexop, Ha
NeTHee Bpems

Bpems
nepexoga Ha
neTHee BpemA

Bo3
MOX
Hble
Koma
HAbI

get

get

get,
set

get,
set

get,
set

get,
set

CuHTakcuc

get system

get system

get system

set system
<value>

get system

set system
<value>

get system

set system
<value>

get system

set system
<value>

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

uptime

system-time

time-zone

time-zone

enable-dst
enable-dst

summer-time

summer-time

dst-start
dst-start

Mpumepsl

WEP-2ac# get system
uptime

6 days, 17 hours, 25
minutes

WEP-2ac# get system
system-time

Thu May 31 2018
06:59:46 MST

WEP-2ac# set system
time-zone "Russia
(Moscow)"

WEP-2ac# get system
time-zone

Russia (Moscow)

WEP-2ac#

WEP-2ac# set system
enable-dst on

WEP-2ac# get system
enable-dst

on

WEP-2ac# set system
summer-time enabled

WEP-2ac# get system
summer-time

enabled

WEP-2ac# set system
dst-start
"March.Second.Sunday/
02:00"

WEP-2ac# get system
dst-start

March.Second.Sunday/
02:00
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Knacc

Mopgknacc

dst-end

dst-offset

reboot

country

country-mode

full-
isolation

nmode-
supported

PyHKUNA

Bpemsa
nepexoga Ha
3MMHee BpemA

Mepe3arpy3uTb
TOYKY JocTyna

CtpaHa

B0O3MOXHble
3HayeHus: on,
off.

MNonHasa
n3onaums.
Bo3MOXHble
3HAYeHUs: on —

PYHKUMS
aKTuBHa, off —

PYHKUMS
HeaKTMBHa.

Mopnepxka
ctaHgapTa IEEE
802.11n.
B03MOXHble
3HaveHuns: Y -
noaaepxunBaer,
N — He
noaaepxneaer.

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

set

get,
set

get,
set

get,
set

get

CuHTakcuc

get system

set system
<value>

get system

set system
<value>

set system

get system

set system
<value>

get system

set system
<value>

get system
isolation

set system

dst-end
dst-end

dst-offset
dst-offset

reboot

country

country

country-mode

country-mode

full-

full-

isolation <value>

get system
supported

nmode-

Mpumepsl

WEP-2ac# set system
dst-start
"November.First.Sunda
y/02:00"

WEP-2ac# get system
dst-end

November.First.Sunday
/02:00

WEP-2ac# set system
dst-offset 60

WEP-2ac# get system
dst-offset

60

WEP-2ac# set
reboot

system

WEP-2ac# set
country RU

system

WEP-2ac# get
country
RU

system

WEP-2ac# set
country-mode

system
off

WEP-2ac# get
country-mode
of f

system

WEP-2ac# set system
full-isolation off

WEP-2ac# get system
full-isolation
off

WEP-2ac# get system
nmode-supported
Y

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
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Knacc

Mopgknacc

forty-mhz-
supported

base-mac

serial-
number

country-
code-is-
configurable

system-name

system-
contact

system-
location

PyHKUNA

Mopaepxka
nosocel
nponyckaHus
LwupmHoli 40
MIuBSITyY
AnanasoHe.

CepwuiiHblii
HOMep n3genus

HacTtpolika koga
CTpaHbl.
Bo3moxHble
3Ha4yeHus: on —

PYyHKUNS
aKTuBHa, off —

PYyHKUNS
HeaKTMBHa.

Nms1 cuctembl

KOHTaKThI
CUCTEMBbI

MecTononoxeHu
€ CUCTEMBI

Bos
MOX
Hble
Koma
HAbI

get

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get system
supported

forty-mhz-

get system base-mac

set system base-mac

<value>

get system base-mac

set system base-mac

<value>

get system country-
code-is-configurable

set system country-
code-is-configurable
<value>

get system system-name

set system system-name
<value>

get system system-
contact

set system system-
contact <value>

get system system-
location

set system system-—
location <value>

Mpumepsl

WEP-2ac# set system
base-mac
"a8:f9:4b:b0:21:60"

WEP-2ac# get system
base-mac
a8:f9:4b:b0:21:60

WEP-2ac# set system
serial-number
WP01000167

WEP-2ac# get system
serial-number
WP01000167

WEP-2ac# set system
country-code-is-
configurable on

WEP-2ac# get system
country-code-is-
configurable

on

WEP-2ac# set system
system-name "WEP-2ac"

WEP-2ac# get system
system-name

WEP-2ac

WEP-2ac# get system
system-location
Default
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Knacc

host

HacTpoi
Kn xocTa

Mopgknacc

id

dns-1

dns-2

domain

static-dns-1

static-dns-2

static-
domain

dns-via-dhcp

PyHKUNA

ID xocTa

IP-agpec DNS-
cepsepa (1)

IP-agpec DNS-
cepeepa (2)

Vimsa gomeHa

DNS-cepeep (1),
KoTOpbIil 6yaeT
1cnosnb30BaH,
ecnv agpec He
nony4yeH no
DHCP

DNS-cepeep (2),
KOTOpbI 6yaeT
NCMOJIb30BaH,
€cnu agpec He
noy4YeH no
DHCP

Vmsa gomeHa,
ncnonb3yemoro,
ecnn He
Nnosly4eHo nmA
JomeHa no
DHCP

Monyyatb
napameTpsbl
DNS-cepBepa no
DHCP.
Bo3MOXHble
3HayeHusa: up —
nosy4atb Mo
DHCP, down -
ncnonb3osarb
cTaTnyeckme
napameTtpbl.

Bos
MOX
Hble
Koma
HAbI

get,
set

get

get

get

get,
set

get,
set

get,
set

get,
set

CuHTakcuc

get host

set host

get host

get host

get host

get host

set host
<value>

get host

set host
<value>

get host

set host
<value>

get host

set host
<value>

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

id

id <value>

dns-1

dns-2

domain

static-dns-1

static-dns-1

static-dns-2

static-dns-2

static-domain

static-domain

dns-via-dhcp

dns-via-dhcp

Mpumepsl

WEP-2ac# set
"WEP-2ac"

WEP-2ac# get
WEP-2ac

WEP-2ac# get
dns-1
172.16.0.250

WEP-2ac# get
dns-2
172.16.0.100

WEP-2ac# get
domain
eltex.loc

WEP-2ac# get
static-dns-1

WEP-2ac# get
static-dns-1

WEP-2ac# set

static-domain
"example.com"

WEP-2ac# get

static-domain

example.com

WEP-2ac# set
dns-via-dhcp
WEP-2ac# get
dns-via-dhcp
up

host -id

host -id

host

host

host

host

host

host

host

host

up
host
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Knacc

config

HacTpoi
KK

KOHQoury
pauuu

interf
ace

HacTtpoli
KK
CEeTeBoro
nHTepge
nca

Mopgknacc

startup

version

backup-file-
format

type

status

description

PyHKUNA

HacTtpoliika Bo
Bpemsi 3arpy3ku

Bepcus caiina
KoHdurypaumm

dopmar daiina
KOHurypauun.
Bo3MoxHble
3HaueHus: plain
HesalumgposaH
HbIi4, encrypted
3almngpoBaHHbI
.

Twn ceTeBoOro
nHTepdeiica

CocTosiHne
nHTepdeiica

OnuncaHue
nHTepdeiica

Bos
MOX
Hble
Koma
HAbI

set

get

get,
set

add,
get

add,
get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

set config startup
<value>

get config version

get config backup-file-
format

set config backup-file-
format <value>

add interface
<interface_name>
<value>

type

get interface

<interface_name> type

add interface
<interface_name>
<value>

status

get 1interface

<interface_name> status

set interface
<interface_name>
<value>

status

get interface
<interface_name>
description

set interface
<interface_name>
description <value>

Mpumepsl

WEP-2ac# get config
version
1.02

WEP-2ac# set config
backup-file-format
plain

WEP-2ac# get config
backup-file-format
plain

WEP-2ac# add
interface wlanlvapl
type service-set

WEP-2ac# get
interface wlanlvapl
type

service-set

WEP-2ac# add
interface wlanlvapl
status up

WEP-2ac# set
interface wlanlvapl
status up

WEP-2ac# get
interface wlanlvapl
status

up

WEP-2ac# get
interface wlanlvapl
description "Wireless
- Virtual Access
Point 1 - Radio 2"

WEP-2ac# get
interface wlanlvapl
description
Wireless - Virtual
Access Point 1 -
Radio 2
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Knacc

Mopgknacc

ip

mask

static-1ip

static-mask

rx-bytes

rx-packets

PyHKUMNA

IP-agpec
nHTepdeiica

Macka cetu

Cratunuyeckui IP-
ajipec,
NCMNO/b3YEMBIA,
korga DHCP-
cepsep He
aKTMBEH

Macka cety,
ncnosib3yemas,
korga DHCP-
cepsep He
aKTUBEH

KonnuectBo
MOJTYYEHHbIX
baliToB

KonnuectBo
NoTyYEHHbIX
NakeToB

Bos
MOX
Hble
Koma
HAbI

add,
get

add,
get,
set

add,
get,
set

add,
get,
set

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add interface
<interface_name> 1ip
<value>

get 1interface
<interface_name> 1ip

add interface
<interface_name> mask
<value>

get interface
<interface_name> mask

set interface
<interface_name> mask
<value>

add interface
<interface_name>
static-1ip

get 1interface
<interface_name>
static-1ip

set interface
<interface_name>
static-ip <value>

add interface
<interface_name>
static-mask

get interface
<interface_name>
static-mask

set interface
<interface_name>
static-mask <value>

get 1interface
<interface_name> rx-
bytes

get interface
<interface_name> rx-
packets

Mpumepsl

WEP-2ac# get
interface wlanlvapl

ip

WEP-2ac# get
interface wlanlvapl
mask

WEP-2ac# get
interface wlanlvapl
static-1ip

WEP-2ac# get
interface wlanlvapl
static-mask

WEP-2ac# get
interface wlanlvapl
rx-bytes

0

WEP-2ac# get
interface wlanlvapl
rx—packets

(0]
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Knacc

Mopgknacc

rx—errors

rx—-drop

rx-fifo

rx-frame

rxX-=

compressed

rx-multicast

tx-bytes

tx-packets

tx—-errors

PyHKUNA

KonnuectBo
NOTyYEHHbIX
NakeToB C
owmbKamm

Konunyectso
NOSTYYEHHbIX
NnakeTos,
KOTOpble Obln
OTOPOLLEHb

KonnuectBo
nakeTos,
nosiydeHHoe npu
nepenosiHeHun

6ydhepa

Konunyectso
NakeTos,
NOJTYYEHHbIX C
oLnbKoI Kagpa

KonnuectBo
MOJTYYEHHbIX
cXaTbIX NakeToB

KonunyecTtso
NoTyYEHHbIX
nakeToB
multicast

KonnuectBo
OTnpaBeHHbIX
=V

KonnuectBo
OTnpaB/eHHbIX
NakeToB

Konunuectso
oTnpaBNeHHbIX
NakeToB C
owmoéKamm

Bos
MOX
Hble
Koma
HAbI

get

get

get

get

get

get

get

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get 1interface
<interface_name>
errors

get interface
<interface_name>
drop

get 1interface
<interface_name>
fifo

get interface
<interface_name>
frame

get 1interface
<interface_name>
compressed

get interface
<interface_name>
multicast

get interface
<interface_name>
bytes

get interface
<interface_name>
packets

get interface
<interface_name>
errors

rxX—

rxX—

rX-=

rxX—

rX-=

rxX—

tx-

tx-

tx-

Mpumepsl

WEP-2ac# get
interface wlanlvapl
rx-errors

(0]

WEP-2ac# get
interface wlanlvapl
rx-fifo

(0]

WEP-2ac# get
interface wlanlvapl
rx-frame

0

WEP-2ac# get
interface wlanlvapl
rx-compressed

(0]

WEP-2ac# get
interface wlanlvapl
rx—-multicast

(0]

WEP-2ac# get
interface wlanlvapl
tx-bytes

0

WEP-2ac# get
interface wlanlvapl
tx-packets

(0]

WEP-2ac# get
interface wlanlvapl
tx-errors

(0]
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Knacc

Mopgknacc

tx-fifo

tx-colls

tx-carrier

tx-
compressed

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

stp

PyHKUNA

KonunyecTtso
nakeTos,
OTnpaB/eHHbIX
npwv
nepenosiHeHnn
6ydhepa

Konuyectso
OTnpaB/IEeHHbIX
NakeToB C
KONNN3nNsimMun

KonnuectBo
OTnpaBNeHHbIX
nakeToB C
owmnéKamm
HecyLeli

KonnuectBo
OTnpaB/IEHHbIX
CXaTbIX NAKETOB

KonuuecTtso
OTOPOLLEHHBbIX
Tx-6aiT

KonunyecTtso
OTOPOLLEHHbIX
Rx-6ant

Konunuectso
OTOPOLLEHHBbIX
Tx-nakeToBs

KonnuectBo
OTOPOLLEHHbIX
Rx-nakeTtoB

Spanning
Tree
Protocol

Bos
MOX
Hble
Koma
HAbI

get

get

get

get

get

get

get

get

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get 1interface
<interface_name>
fifo

get interface
<interface_name>
colls

get 1interface
<interface_name>
carrier

get interface
<interface_name>
compressed

get 1interface
<interface_name>
drop-bytes

get interface
<interface_name>
drop-bytes

get interface
<interface_name>
drop-packets

get interface
<interface_name>
drop-packets

add interface
<interface_name>
<value>

get interface
<interface_name>

set interface
<interface_name>
<value>

tx-

tx-

tx-

tx-

tx-

rxX—

tx-

rxX—

stp

stp

stp

Mpumepsl

WEP-2ac# get
interface wlanlvapl
tx-fifo

(0]

WEP-2ac# get
interface wlanlvapl
tx-colls

WEP-2ac# get
interface wlanlvapl
tx-carrier

WEP-2ac# get
interface wlanlvapl
tx-compressed

WEP-2ac# get
interface wlanlvapl
tx-drop-bytes

WEP-2ac# get
interface wlanlvapl
rx-drop-bytes

WEP-2ac# get
interface wlanlvapl
tx-drop-packets

WEP-2ac# get
interface wlanlvapl
rx-drop-packets
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fd

hello

priority

port-
isolation

ssid

PyHKUNA

3agepxka
oTnpaBKu

WHTepsan hello

Mproputet
MocTa

N3onaumsa
6ecnpoBOAHbIX
nopToB Apyr OT

Apyra

Nms ceTn

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add interface
<interface_name>
<value>

get 1interface
<interface_name>

set interface
<interface_name>
<value>

add interface
<interface_name>
<value>

get interface
<interface_name>

set interface
<interface_name>
<value>

add interface
<interface_name>
priority <value>

get 1interface
<interface_name>
priority

set interface
<interface_name>
priority <value>

add interface
<interface_name>

isolation <value>

get interface
<interface_name>
isolation

set interface
<interface_name>

isolation <value>

add interface
<interface_name>
<value>

get 1interface
<interface_name>

set interface
<interface_name>
<value>

Mpumepsl

fd

fd

fd

hello

hello

hello

port-

port-

port-

WEP-2ac# get

ssid interface wlan@vapl
ssid
___wepl2_15-1065

ssid

ssid
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Knacc Mopgknacc

bss

security

wpa-
personal-key

wep-key-
ascii

PyHKUNA

BSS, k KoTOpoMy
NpUHaaNexuT
nHTEpdeic

Pexunm
6e3onacHoCcTn

MepcoHasbHbIl
knoy WPA
(coBmecTHoE
CNO/Nb30BaHne)

®opmar WEP-
K/Koya: ascii nnum
hex.

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add interface
<interface_name> bss
<value>

get 1interface
<interface_name> bss

set interface
<interface_name> bss
<value>

add interface
<interface_name>
security <value>

get interface
<interface_name>
security

set interface
<interface_name>
security <value>

add 1interface
<interface_name> wpa-
personal-key <value>

get 1interface
<interface_name> wpa-
personal-key

set 1interface
<interface_name> wpa-
personal-key <value>

add 1interface
<interface_name> wep-
key-ascii <value>

get interface
<interface_name> wep-
key-ascii

set 1interface
<interface_name> wep-
key-ascii <value>

Mpumepsl

WEP-2ac# get
interface wlanlvapl
bss

wlanlbssvapl

WEP-2ac# get
interface wlanlvapl
security

plain-text

WEP-2ac# get
interface wlanlvapl
wep-key-ascii

no
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Knacc Mopknacc PyHKUNA
wep-key- OnvHa WEP-
length Knoya
wep-default- WEP-kntou,

key NCMosb3yeMbilii
NS nepegaym

wep-key-1 WEP-kntou (1)

wep-key-2 WEP-kntou (2)

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add 1interface
<interface_name> wep-
key-length <value>

get 1interface
<interface_name> wep-
key-length

set 1interface
<interface_name> wep-
key-length <value>

add interface
<interface_name> wep-
key-length <value>

get interface
<interface_name> wep-
key-length

set interface
<interface_name> wep-
key-length <value>

add 1interface
<interface_name> wep-
key-1 <value>

get 1interface
<interface_name> wep-
key-1

set 1interface
<interface_name> wep-
key-1 <value>

add dinterface
<interface_name> wep-
key-2 <value>

get interface
<interface_name> wep-
key-2

set 1interface
<interface_name> wep-
key-2 <value>

Mpumepsl

WEP-2ac# get
interface wlanlvapl
wep-key-length

104

WEP-2ac# get
interface wlanlvapl
wep-default-key

1
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Knacc Mopgknacc

wep-key-3

wep-key-4

wep-key-
mapping-
length

multicast-
received-
frame-count

vlan-id

radio

PyHKUNA

WEP-kntou (3)

WEP-kntou (4)

KonnuectBo
NoTy4EHHbIX

Kagpos
multicast

ID,
NCMosb3yeMbilli
B Terax

PagnonHTepde
nc ans WDS

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

get

get

add,
get

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add interface
<interface_name>
key-3 <value>

get 1interface
<interface_name>
key-3

set interface
<interface_name>
key-3 <value>

add interface
<interface_name>
key-4 <value>

get interface
<interface_name>
key-4

set interface
<interface_name>
key-4 <value>

get 1interface
<interface_name>

wep-

wep-

wep-

wep-

wep-

wep-

wep-

key-mapping-length

get interface
<interface_name>

multicast-received-

frame-count

add interface
<interface_name>
id <value>

get 1interface
<interface_name>
id

add interface
<interface_name>
<value>

get interface
<interface_name>

set interface
<interface_name>
<value>

vlan-

vlan-

radio

radio

radio

Mpumepsl

WEP-2ac# get
interface wlanlvapl
wep-key-mapping-
length

400

WEP-2ac# get
interface wlanlvapl
multicast-received-
frame-count

WEP-2ac# get
interface wlanlvapl
vlan-id

WEP-2ac# get
interface wlanlvapl
radio
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Knacc Mopgknacc

remote—-mac

wep-key

wds-ssid

wds-—
security-
policy

PyHKUMA Bos
MOX
Hble
KomMa
HAbI
MAC-agpec add,
KOHEYHOW ToukM  get,
coevHeHust set
WDS
WEP-kntou anss add,
coepuHeHus get,
WDS set
SSID WDS- add,
coenHeHus get,
set
MonuTuka add,
6e3onacHoCTh get,
ana WDS- set
coefMHeHUs!

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add interface
<interface_name>

remote-mac <value>

get 1interface
<interface_name>
remote-mac

set interface
<interface_name>

Mpumepsl

WEP-2ac# get
interface wlanlvapl
remote-mac

remote-mac <value>

add interface
<interface_name>
key <value>

get interface
<interface_name>
key

set interface
<interface_name>
key <value>

add interface
<interface_name>
ssid <value>

get 1interface
<interface_name>
ssid

set interface
<interface_name>
ssid <value>

add interface
<interface_name>

WEP-2ac# get

wep- interface wlanlvapl
wep-key

wep-

wep-
WEP-2ac# get

wds— interface wlanlvapl
wds-ssid

wds-

wds-
WEP-2ac# get

wds- interface wlanlvapl

security-policy <value> wds-security-policy

get interface
<interface_name>
security-policy

set interface

wds-

<interface_name> wds-
security-policy <value>
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Knacc

Mopgknacc

wds-wpa-psk-

key

interface

static-1ip

static-mask

ip

mask

mac

dhcp-status

PyHKUNA

WPA PSK-kntoy

ana WDS
coefuHeHus

VHTepdelic
ynpaBfieHus

Cratunueckuii IP-

aapec
nHTepdeiica
ynpaseHns

Crartunyeckasd
Macka
nHTepdeiica
ynpasneHus

IP-agpec
nHTepdeiica
ynpaBieHus

Macka IP-
agpeca
nHTepdeiica
yrpaB/ieHns

MAC-apgpec
nHTepdeiica
ynpaeneHus

BkntoyeH nn
DHCP Ha

NHTEpgeice
ynpaBneHuns

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

get

get,
set

get,
set

get

get

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add interface
<interface_name> wds-
wpa-psk-key <value>

get 1interface
<interface_name> wds-
wpa-psk-key

set interface
<interface_name> wds-
wpa-psk-key <value>

get management
interface

get management static-
ip

set management static-
ip <value>

get management static-
mask

set management static-
mask <value>

get management ‘ip

get management mask

get management mac

get management dhcp-
status

Mpumepsl

WEP-2ac# get
interface wlanlvapl
wds-wpa-psk-key

WEP-2ac# get
management interface
brtrunk

WEP-2ac# set
management static-ip
"192.168.1.10"

WEP-2ac# get
management static-ip

192.168.1.10

WEP-2ac# set
management static-
mask "255.255.255.0"

WEP-2ac# get
management static-
mask

255.255.255.0

WEP-2ac# get
management -ip
192.168.15.105

WEP-2ac# get
management mask
255.255.255.0

WEP-2ac# get
management mac
A8:F9:4B:B0:21:60

WEP-2ac# get
management dhcp-
status

up
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vap

HacTpoi
Ka
BMpTYasn
bHbIX
Touek
poctyna

Mopgknacc

radio

status

vlan-id

global-
radius

description

gos-mode

def-bwmax-up

PyHKUNA

PagvovHTepde
ic BUPTyasibHOIA
TOYKM JgocTyna

Craryc

VLAN ID

Vicnonb3oBaHue
rnobasbHbIX
HacTpoek
RADIUS

Onucaxune
BMPTYa/bHO
TOYKM AgocTyna

Pexum
aAMUHUCTPUPOB
aHus QoS

MakcumasibHas
npornyckHas
CNocoBHOCTb B
HanpasneHun
upstream no
YMOTHaHUIO
(0-4294967295)

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

add,
get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get vap <vap> radio

set vap radio

<value>

<vap>

get vap <vap> status

set vap status

<value>

<vap>

add vap vlan-id

<value>

<vap>

get vap <vap> vlan-id

set vap vlan-id

<value>

<vap>

get vap
radius

<vap> global

set vap <vap> global
radius <value>

get vap <vap>
description

set vap <vap>
description <value>

get vap <vap> qos-mode

set vap <vap> qos—-mode
<value>

get vap <vap> def-
bwmax-up

set vap <vap> def-
bwmax-up <value>

Mpumepsl

WEP-2ac# get vap vapl
radio
radio

WEP-2ac# get vap vapl
status
status

WEP-2ac# get vap vapl
vlan-id
vlan-id

WEP-2ac# get vap vapl
description
description

Virtual Access Point

1
Virtual Access Point
1 - Radio 2

WEP-2ac# get vap vapl
gos-mode
gos-mode

WEP-2ac# get vap vapl
def-bwmax-up
def-bwmax-up
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Mopgknacc

def-bwmax-
down

def-acltype-
up

def-acltype-
down

def-acl-up

def-acl-down

def-policy-
up

def-policy-
down

PyHKUNA

MakcumasibHas
nponyckHas
CMocobHOCTb B
HanpaBfeHnn
downstream no
YMOYaHUIO
(0-4294967295)

Tun ACL gns
NCXOAALLMX
COeIHEHWI No
YMON4YaHUo
(none/ipv4,
Currently
Unsupported:ipv
6/mac)

Tun ACL ans
BXOASLLNX
COeAuHEHN No
YMO/TYaHWIO
(none/ipv4,
Currently
Unsupported:ipv
6/mac)

ACL gns
NCXoaALLNX
COEeAIHEHWIA NO
YMO/THaHMIO

ACL ans
BXOAALLMX
COeAUHEHNI No
YMO/YaH1Io

Default
Policy Up

Default
Policy Down

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
CuHTakcumc

Mpumepsl

get vap <vap> def-
bwmax-down

WEP-2ac# get vap vapl
def-bwmax-down
def-bwmax-down

set vap <vap> def-
bwmax-down <value>

get vap <vap> def-
acltype-up

set vap <vap> def-
acltype-up <value>

get vap <vap> def-
acltype-down

WEP-2ac# get vap vapl
def-acltype-up
def-acltype-up

set vap <vap> def-

acltype-down <value>
none

none

get vap <vap> def-acl-
up

set vap <vap>
up <value>

def-acl-

get vap <vap> def-acl-

down

set vap <vap> def-acl-

down <value>

get vap <vap> def-

policy-up

set vap <vap> def-
policy-up <value>
get vap <vap> def-
policy-down

set vap <vap> def-
policy-down <value>
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CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Knacc Mopknacc PyHKUMNA Bos CuHTakcuc Mpumepb
MOX
Hble
Koma
HAbI
global radius- AKTnBaUus get, get global-radius- WEP-2ac# set global-
-radiu accounting RADIUS set server radius- radius-server radius-
s— Accounting accounting accounting off
server set global-radius- WEP-2ac# get global-
rnobanb server radius- radius-server radius-
Hble accounting <value> accounting
HacTpoii off
Ku
RADUIS  radius-ip IP-anpec get, get global-radius- WEP-2ac# set global-
cepsepa RADIUS- set server radius-ip radius-server radius-
1 n n
cepsepa set global-radius- ip "192.168.1.1
server radius-ip WEP-2ac# get global-
<value> radius—-server radius-
ip
192.168.1.1
radius-ip- IP-cetb RADIUS-  get, get global-radius- WEP-2ac# set global-
network cepsepa set server radius-ip- radius—-server radius-
network ip-network ipv4
set global-radius- WEP-2ac# get global-
server radius-ip- radius-server radius-
network <value> ip-network
ipv4
radius—key Kntoy set get global-radius-
NOAK/TOYEHNA K server radius-key

RADIUS-cepsepy set global-radius-

server radius-key

<value>
radius-nas-  OnuMoHaNbHbIN  get, get global-radius-
identifier naeHTucpukaTop  set server radius-nas-
NAS ansa identifier
RADIUS set global-radius-
KnueHTa .
server radius-nas-
identifier <value>
description  OnucaHne get, get global-radius- WEP-2ac# set global-

set server description radius-server
description "Global
radius server
settings"

set global-radius-
server description
<value>
WEP-2ac# get global-
radius-server
description
Global radius server
settings
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dot11

Moanep
XKa
cTaHgap
ToB |IEEE
802.11

radio

Hactpoli
Ku
pagnounH
Tepdoeiic
0B

Mopgknacc

status

status

description

mac

static-mac

max-bss

channel-
policy

mode

PyHKUNA

Craryc

Craryc

OnuncaHune

MAC-agpec

paguonHTepdeit
ca (HaYasbHbIi)

Cratnueckuii
MAC-agpec

pagunovHTepdei
ca (HayasTbHbIiA)

MaxkcumasibHoe
KO/IMYECTBO
BSS/MAC-

afpecos

Monutuka
BblGOpa KaHana

Pexum
6ecnpoBOAHOro
nHTepdheiica

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get

get

get

get

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get dotll status

set dotll status
<value>

get radio
<radio_interface_name>
status

set radio
<radio_interface_name>
status <value>

get radio
<radio_interface_name>
description

get radio
<radio_dinterface_name>
mac

get radio
<radio_interface_name>
static-mac

get radio
<radio_dinterface_name>
max-bss

get radio
<radio_interface_name>
channel-policy

set radio
<radio_interface_name>
channel-policy <value>

get radio
<radio_interface_name>
mode

set radio
<radio_interface_name>
mode <value>

Mpumepsl

WEP-2ac# set dotll

status up

WEP-2ac# get dotll
status

up

WEP-2ac# set radio
wlan® status up

WEP-2ac# get radio
wlan® status

up

WEP-2ac# get radio
wlan® description
IEEE 802.11g

WEP-2ac# get radio
wlanl mac
A8:F9:4B:B0:21:70

WEP-2ac# get radio
wlan® static-mac

WEP-2ac# set radio
wlan® max-bss 16

WEP-2ac# get radio
wlan® max-bss
16

WEP-2ac# set radio
wlan® channel-policy
best

WEP-2ac# get radio
wlan® channel-policy
best

WEP-2ac# set radio
wlanl mode "a-n-ac"

WEP-2ac# get radio
wlanl mode
a-n-ac
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Knacc

Mopgknacc

dotllh

dotlld

block-time

quiet-
duration

quiet-period

tx-
mitigation

PyHKUNA

Mopaepxka
ctaHgaprta |IEEE
802.11h

Mopaepxka
ctaHpapta IEEE
802.11d

Bpewms, B
TEeYEHUM
KOTOpOro KaHas
6ynet
3a6n0knpoBaH
nocne
06HapyXeHus
radar om

AnnTenbHoCTb
quiet-nHTepBasia
BTU

Beacon-
NHTepBan
mMexay
perynsipHbIMm
quiet-
NHTEepBasiamMu

CHuxatb
MOLLIHOCTb
nepegauun ans
CTaHLmiA
(Transmit Power
mitigation for
stations)

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
dotllh

set radio
<radio_interface_name>
dotllh <value>

get radio
<radio_interface_name>
dotlld

set radio
<radio_interface_name>
dotlld <value>

get radio
<radio_interface_name>
block-time

set radio
<radio_interface_name>
block-time <value>

get radio
<radio_dinterface_name>
quiet-duration

set radio
<radio_dinterface_name>
quiet-duration <value>

get radio
<radio_interface_name>
quiet-period

set radio
<radio_interface_name>
quiet-period <value>

get radio
<radio_dinterface_name>
tx-mitigation

set radio
<radio_dinterface_name>
tx-mitigation <value>

Mpumepsl

radio
off

WEP-2ac# set
wlan® dotllh

WEP-2ac# get radio
wlan0® dotllh

off

radio
off

WEP-2ac# set
wlan® dotlld

WEP-2ac# get radio
wlan@ dotlld

off

WEP-2ac# set radio
wlanl block-time 31

WEP-2ac# get radio
wlanl block-time
31

WEP-2ac# set radio
wlan® quiet-duration
0

WEP-2ac# get radio
wlan® quiet-duration
0

WEP-2ac# set radio
wlanl quiet-period 0

WEP-2ac# get radio
wlanl quiet-period
0

WEP-2ac# set radio
wlan® tx-mitigation 3

WEP-2ac# get radio
wlan® tx-mitigation
3

36



Knacc

Mopgknacc

static-
channel

channel

tx-power-dbm

tx-power-
dbm-max

tx-power-
output

tpc

atf

PyHKUNA

KaHau, KoTopblit
6ynet
NCnosb30BaTbCcsl
npu
CTaTUYecKoi
nosnnTnKe
KaHasoB
(channel policy)

Vicnonb3yemsblii
KaHan

MoLLHOCTb
nepegain

MaxkcumasibHas
MOLLHOCTb
nepegaun

MocnegHsas
yCTaHOB/EHHas!
MOLLHOCTb
(Last est. power
from
wl_curpower)

IEEE 802.11h
TPC

Airtime Fairness

Bos
MOX
Hble
Koma
HAbI

get,
set

get

get,
set

get

get

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
static-channel

set radio
<radio_interface_name>
static-channel <value>

get radio
<radio_interface_name>
channel

get radio
<radio_interface_name>
tx-power-dbm

set radio
<radio_interface_name>
tx-power-dbm <value>

get radio
<radio_dinterface_name>
tx-power-dbm-max

get radio
<radio_interface_name>
tx-power-output

get radio
<radio_dinterface_name>
tpc

set radio
<radio_dinterface_name>
tpc <value>

get radio
<radio_interface_name>
atf

set radio
<radio_interface_name>
atf <value>

Mpumepsl

WEP-2ac# set radio
wlan® static-channel
1

WEP-2ac# get radio
wlan® static-channel
1

WEP-2ac# get radio
wlan® channel

11

WEP-2ac# set radio
wlan® tx-power-dbm 5

WEP-2ac# get radio
wlan® tx-power-dbm
5

WEP-2ac# get radio
wlan® tx-power-dbm-
max
19

WEP-2ac# get radio
wlan® tx-power-output
5.00

WEP-2ac# set radio
wlan@ tpc off

WEP-2ac# get radio
wlan@ tpc
off

WEP-2ac# set radio
wlanl atf on

WEP-2ac# get radio
wlanl atf
on
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Knacc

Mopgknacc

ampdu_atf_us

ampdu_atf_mi
n_us

tx-chain

antenna

tx-rx-status

beacon-
interval

PyHKUNA

ampdu_atf_us

ampdu_atf_min_
us

KoHdourypavnus
aHTEHHb!

Mcnonb3oBaTb
aHTeHHY

Craryc nprvema
n nepegayv Ha

pagunovHTepdei
ce

Beacon-
NHTEpBan

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
ampdu_atf_us

set radio
<radio_interface_name>
ampdu_atf_us <value>

get radio
<radio_interface_name>
ampdu_atf_min_us

set radio
<radio_interface_name>
ampdu_atf_min_us
<value>

get radio
<radio_interface_name>
tx-chain

set radio
<radio_interface_name>
tx-chain <value>

get radio
<radio_dinterface_name>
antenna

set radio
<radio_interface_name>
antenna <value>

get radio
<radio_interface_name>
tx-rx-status

set radio
<radio_interface_name>
tx-rx-status <value>

get radio
<radio_dinterface_name>
beacon-interval

set radio
<radio_interface_name>
beacon-interval <value>

Mpumepsl

WEP-2ac# set radio
wlanl ampdu_atf_us
4000

WEP-2ac# get radio
wlanl ampdu_atf_us
4000

WEP-2ac# set radio
wlanl
ampdu_atf_min_us 1000

WEP-2ac# get radio
wlanl
ampdu_atf_min_us
1000

WEP-2ac# set radio
wlanl tx-chain 7

WEP-2ac# get radio
wlanl tx-chain
7

WEP-2ac# set radio
wlan® tx-rx-status up

WEP-2ac# get radio
wlan® tx-rx-status

up

WEP-2ac# set radio
wlan®@ beacon-interval
100

WEP-2ac# get radio
wlan®@ beacon-interval
100
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Knacc

Mopgknacc

rts-
threshold

fragmentatio
n-threshold

load-
balance-no-
association-
utilization

ap-detection

sentry-mode

dedicated-
spectrum-
mode

PyHKUNA

MWHUMasIbHbI
pasmMep nakeTa,
npv KOTOPOM
6ynet
ncnosnb3oBaH
Request-To-
Send

MWHUMaNbHbINA
pa3mep nakeTta,
npu KOTOPOM
oynet
ncnosib3oBaHa
oparmeHTauus

Utilization
required to
prevent new
associations

BknitoueHue
[JeTeKkTopa Tovek
goctyna

BknoueHune
pexuma sentry

BkntoueHune
pexuma
Dedicated
Spectrum

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
rts-threshold

set radio
<radio_interface_name>
rts-threshold <value>

get radio
<radio_interface_name>
fragmentation-threshold

set radio
<radio_interface_name>
fragmentation-threshold
<value>

get radio
<radio_interface_name>
load-balance-no-
association-utilization

set radio
<radio_interface_name>
load-balance-no-
association-utilization
<value>

get radio
<radio_interface_name>
ap-detection

set radio
<radio_dinterface_name>
ap-detection <value>

get radio
<radio_interface_name>
sentry-mode

set radio
<radio_interface_name>
sentry-mode <value>

get radio
<radio_interface_name>
dedicated-spectrum-mode

set radio
<radio_dinterface_name>
dedicated-spectrum-mode
<value>

Mpumepsl

WEP-2ac# set radio
wlan® rts-threshold
2347

WEP-2ac# get radio
wlan® rts-threshold
2347

WEP-2ac# set radio
wlan® fragmentation-
threshold 2346

WEP-2ac# get radio
wlan® fragmentation-
threshold

2346

WEP-2ac# set radio
wlan@ load-balance-
no-association-
utilization @

WEP-2ac# get radio
wlan@ load-balance-
no-association-
utilization

(0]

WEP-2ac# set radio

wlan® ap-detection on

WEP-2ac# get radio
wlan® ap-detection
on

WEP-2ac# set radio

wlan@ sentry-mode off

WEP-2ac# get radio
wlan® sentry-mode
off
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Knacc

Mopgknacc

channel-
hopping

passive-
scan-mode

scan-leave-
time

scan-
duration

Timit-
channel-
selection

data-
snooping

PyHKUNA

MepeknoyeHne
KaHasnos

CkaHunpoBaHue
B OZIHOIi nonoce
nnun B 06enx
nosocax B
pexume sentry

VHTepBaUib
mMexay
CKaHMpoBaHNAM
n

AnnTenbHoCTb
CKaHMpoBaHus
paguoyacTtoT B
KaHane, B MC

OrpaHunyeHne
KaHas10B
802.11a

AKTUBMpOBaTb
snooping

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
channel-hopping

set radio
<radio_interface_name>
channel-hopping <value>

get radio
<radio_interface_name>
passive-scan-mode

set radio
<radio_interface_name>
passive-scan-mode
<value>

get radio
<radio_interface_name>
scan-leave-time

set radio
<radio_interface_name>
scan-leave-time <value>

get radio
<radio_dinterface_name>
scan-duration

set radio
<radio_interface_name>
scan-duration <value>

get radio
<radio_interface_name>
limit-channel-selection

set radio
<radio_interface_name>
limit-channel-selection
<value>

get radio
<radio_dinterface_name>
data-snooping

set radio
<radio_dinterface_name>
data-snooping <value>

Mpumepsl

WEP-2ac# set radio
wlan® channel-hopping
on

WEP-2ac# get radio
wlan® channel-hopping
on

WEP-2ac# get radio
wlan® passive-scan-
mode

WEP-2ac# get radio
wlan® scan-leave-time

WEP-2ac# get radio
wlan® scan-duration

WEP-2ac# get radio
wlan® limit-channel-
selection

WEP-2ac# set radio
wlan® data-snooping
off

WEP-2ac# get radio
wlan® data-snooping
off
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Knacc

Mopgknacc

n-bandwidth

n-primary-
channel

protection

frequency

wme

wme-noack

wme-apsd

PyHKUNA

MponyckHas
CMOCOBHOCTb
KaHasi0B
802.11n (20/40)

PacnonoxeHue
OCHOBHOrO
kaHana 802.11n
(lower/upper)

Pexnm 3auThl
ansa 802.11gwu
802.11n (auto/
off)

Vcnonesyemas
yacrtorta B MI'y,

Bkntounts WME

Bkntounte WME
IINO
Acknowledgeme
nt"

Bkntounts WME
APSD

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
n-bandwidth

set radio
<radio_interface_name>
n-bandwidth <value>

get radio
<radio_interface_name>
n-primary-channel

set radio
<radio_interface_name>
n-primary-channel
<value>

get radio
<radio_interface_name>
protection

set radio
<radio_interface_name>
protection <value>

get radio
<radio_dinterface_name>
frequency

get radio
<radio_interface_name>
wme

set radio
<radio_interface_name>
wme <value>

get radio
<radio_dinterface_name>
wme-noack

set radio
<radio_interface_name>
wme—-noack <value>

get radio
<radio_interface_name>
wme-apsd

set radio
<radio_interface_name>
wme-apsd <value>

Mpumepsl

WEP-2ac# set radio
wlan® n-bandwidth 20

WEP-2ac# get radio
wlan® n-bandwidth
20

WEP-2ac# set radio
wlan®@ n-primary-
channel lower

WEP-2ac# get radio
wlan®@ n-primary-
channel

lower

WEP-2ac# set radio
wlan@ protection auto

WEP-2ac# get radio
wlan® protection
auto

WEP-2ac# get radio
wlan@ frequency
2462

WEP-2ac# set radio
wlan® wme on

WEP-2ac# get radio
wlan@ wme
on

WEP-2ac# set radio
wlan® wme-noack off

WEP-2ac# get radio
wlan® wme-noack
off

WEP-2ac# set radio
wlan® wme-apsd on

WEP-2ac# get radio
wlan® wme-apsd
on
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Knacc

Mopgknacc

rate-limit-
enable

rate-limit

rate-limit-
burst

stp-block-
enable

wlan-util

fixed-
multicast-
rate

PyHKUNA

BknounTtb
orpaHuyeHune
CKOpOCTK
broadcast/
multicast
Tpadumka

OrpaHnyeHune
CKopocTU
broadcast/
multicast-
Tpaduka
(nakeToB B
cekyHay)

3HaueHue burst
ans broadcast/
multicast-
Tpadumka
(nakeTbl B
cekyHay)

Brioknposartb
Bce STP-nakeThbl
Ha

paguonHTepdeit
ce

Vicnonb3oBaHue
6ecnpoBogHoO
LAN

durkcmpoBaHHas
CKOPOCTb AN
Multicast-
Tpadmka ans
nosochl

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
rate-limit-enable

set radio
<radio_interface_name>
rate-limit-enable
<value>

get radio
<radio_interface_name>
rate-limit

set radio
<radio_interface_name>
rate-limit <value>

get radio
<radio_interface_name>
rate-limit-burst

set radio
<radio_interface_name>
rate-limit-burst
<value>

get radio
<radio_interface_name>
stp-block-enable

set radio
<radio_dinterface_name>
stp-block-enable
<value>

get radio
<radio_interface_name>
wlan-util

get radio
<radio_dinterface_name>
fixed-multicast-rate

set radio
<radio_dinterface_name>
fixed-multicast-rate
<value>

Mpumepsl

WEP-2ac# set radio
wlan® rate-limit-
enable off

WEP-2ac# get radio
wlan® rate-limit-
enable

off

WEP-2ac# set radio
wlan® rate-limit 50

WEP-2ac# get radio
wlan® rate-limit
50

WEP-2ac# set radio
wlan® rate-limit-
burst 75

WEP-2ac# get radio
wlan@ rate-limit-
burst

75

WEP-2ac# set radio
wlan® stp-block-
enable on

WEP-2ac# get radio
wlan® stp-block-
enable

on

WEP-2ac# get radio
wlan@ wlan-util
74

WEP-2ac# set radio
wlan® fixed-
multicast-rate auto

WEP-2ac# get radio
wlan0 fixed-
multicast-rate
auto
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Knacc

bss

bazoBas
30Ha
06CYXN
BaHWs
(BSS)

Mopgknacc

fixed-tx-
modulation

antenna-
diversity

antenna-
selection

status

description

radio

PyHKUNA

duKcupoBaHHas
MoaynAuma ons
nonocsl

Pa3HeceHune
aHTEHH

Howmep
NCMNo/ib3yeMoli
aHTEHHBbI

Craryc

OnuncaHune

PagnonHTepde
c gaHHoro BSS

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

add,
get,
set

get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get radio
<radio_interface_name>
fixed-tx-modulation

set radio
<radio_interface_name>
fixed-tx-modulation
<value>

get radio
<radio_interface_name>
antenna-diversity

set radio
<radio_interface_name>
antenna-diversity
<value>

get radio
<radio_interface_name>
antenna-selection

set radio
<radio_interface_name>
antenna-selection
<value>

add bss <bss_id>
<value>

status

get bss <bss_id> status

set bss <bss_id>
<value>

status

get bss <bss_id>
description

set bss <bss_id>
description <value>

add bss <bss_id> radio
<value>

get bss <bss_id> radio

set bss <bss_id> radio
<value>

Mpumepsl

WEP-2ac# set radio
wlan® fixed-tx-
modulation auto

WEP-2ac# get radio
wlan@ fixed-tx-
modulation

auto

WEP-2ac# set bss
wlanObssvapl status
up

WEP-2ac# get bss
wlanObssvapl status

up

WEP-2ac# set bss
wlanGbssvapl
description Virtual
Access Point 1

WEP-2ac# get bss
wlan@bssvapl
description

Virtual Access Point
1

WEP-2ac# set bss
wlan@bssvapl radio
wlan@

WEP-2ac# get bss
wlan@bssvapl radio
wlano
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Knacc Mopgknacc

beacon-
interface

mac

dtim-period

max-stations

ignore-
broadcast-
ssid

station-
isolation

PyHKUNA

NHTepdelic
BSS,
NCMosb3yeMblii
ans beacon

MAC-agpec

WuTtepsan DTIM

MakcumasibHoe
YMCNOo CTaHUMA

He oTnpasnAatb
SSID B beacon u
UrHopmpoBaTb
Nnpo6Hble
3anpochl

N3onaumsa
CcTaHLmm

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add bss <bss_-id>
beacon-interface
<value>

get bss <bss_id>
beacon-interface

set bss <bss_id>
beacon-interface
<value>

add bss <bss_id>
<value>

get bss <bss_id>

add bss <bss_-id>
period <value>

get bss <bss_id>
period

set bss <bss_id>
period <value>

add bss <bss_id>
stations <value>

get bss <bss_id>
stations

set bss <bss_id>
stations <value>

add bss <bss_-id>
stations <value>

get bss <bss_id>
stations

set bss <bss_id>
stations <value>

add bss <bss_id>
stations <value>

get bss <bss_id>
stations

set bss <bss_id>
stations <value>

mac

mac

dtim-

dtim-

dtim-

max-—

max-—

max-—

max-—

max-—

max-—

max-—

max-—

max-—

Mpumepsl

WEP-2ac# set bss
wlan@bssvapl beacon-
interface wlanOvapl

WEP-2ac# get bss
wlan@bssvapl beacon-
interface

wlanOvapl

WEP-2ac# get bss
wlanObssvapl mac

A8:F9:4B:B0:21:61

WEP-2ac# set bss
wlan@bssvapl ignore-
broadcast-ssid off

WEP-2ac# get bss
wlan@bssvapl ignore-
broadcast-ssid

of f

WEP-2ac# set bss

wlan@bssvapl station-

isolation off

WEP-2ac# get bss

wlan@bssvapl station-

isolation
off
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Knacc

Mopgknacc

tagged-sta-
mode

mac-acl-mode

mac-acl-name

mac-acl-
auth-type

radius-
accounting

radius-ip

PyHKUNA

Bknatountb/
BbIK/TOUNTb
TernpoBaHue
Tpadmka oT/K
STA

Cnuncok MAC-
agpecos

Vimsa cnucka
MAC-agpecos

Twvin

ayTeHTudmkaum
n MAC-agpecoB

ABTOpU3aLMs Ha

RADIUS-
cepBepe

IP-agpec
RADIUS-

cepsepa

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add bss <bss_-id>
tagged-sta-mode <value>

get bss <bss_id>
tagged-sta-mode

set bss <bss_id>
tagged-sta-mode <value>

add bss <bss_id> mac-
acl-mode <value>

get bss <bss_id> mac-
acl-mode

set bss <bss_id> mac-
acl-mode <value>

add bss <bss_id> mac-
acl-name <value>

get bss <bss_id> mac-
acl-name

set bss <bss_id> mac-
acl-name <value>

add bss <bss_id> mac-
acl-auth-type <value>

get bss <bss_id> mac-
acl-auth-type

set bss <bss_id> mac-
acl-auth-type <value>

add bss <bss_-id>
radius—accounting
<value>

get bss <bss_id>
radius—accounting

set bss <bss_id>
radius—accounting
<value>

add bss <bss_id>
radius-ip <value>

get bss <bss_id>
radius-ip

set bss <bss_id>
radius-ip <value>

Mpumepsl

WEP-2ac# set bss
wlan@bssvapl tagged-
sta-mode off

WEP-2ac# get bss
wlan@bssvapl tagged-
sta-mode

of f

WEP-2ac# set bss
wlanObssvapl mac-acl-
mode deny-list

WEP-2ac# get bss
wlanObssvapl mac-acl-
mode

deny-Tlist

WEP-2ac# set bss
wlan@bssvapl mac-acl-
name default

WEP-2ac# get bss
wlan@bssvapl mac-acl-
name

default

WEP-2ac# set bss
wlanObssvapl mac-acl-
auth-type disable

WEP-2ac# get bss
wlanObssvapl mac-acl-
auth-type

disable

WEP-2ac# set bss
wlan@bssvapl radius-
accounting on

WEP-2ac# get bss
wlanObssvapl radius-
accounting

on

WEP-2ac# set bss
wlan@bssvapl radius-
ip "192.168.42.220"

WEP-2ac# get bss
wlan@bssvapl radius-

ip
192.168.42.220
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Knacc Mopgknacc

radius—-ip-
network

radius—key

radius-port

radius-
accounting-
port

vlan-tagged-
interface

PyHKUNA

IP-cetb RADIUS-
cepsepa

Kntou gns ceAsu
¢ RADIUS-
cepsepom

Mopt anAa
ayTeHTudurkaum
N Ha cepsepe
RADIUS

Mopt gna
aKkayHTuHra Ha
RADIUS-
cepsepe

[o6aBnTb
[MHaMUyeckme
VLAN Ha
nHTepdeic

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add bss <bss_-id>
radius—-ip-network
<value>

get bss <bss_id>
radius—-ip-network

set bss <bss_id>
radius—-ip-network
<value>

add bss <bss_id>
radius—-key <value>

get bss <bss_id>
radius—key

set bss <bss_id>
radius—-key <value>

add bss <bss_-id>
radius-port <value>

get bss <bss_id>
radius-port

set bss <bss_id>
radius-port <value>

add bss <bss_id>
radius—-accounting-port
<value>

get bss <bss_id>
radius—-accounting-port

set bss <bss_id>
radius—-accounting-port
<value>

add bss <bss_id> vlan-
tagged-interface

<value>

get bss <bss_id> vlan-

tagged-interface

set bss <bss_id> vlan-
tagged-interface

<value>

Mpumepsl

WEP-2ac# set bss
wlan@bssvapl radius-
ip-network ipv4

WEP-2ac# get bss
wlan@bssvapl radius-
ip-network

ipv4

WEP-2ac# set bss
wlan@bssvapl radius-
port 1812port

WEP-2ac# get bss
wlan@bssvapl radius-
port

1812port

WEP-2ac# set bss
wlanObssvapl radius-
accounting-port 1813

WEP-2ac# get bss
wlanObssvapl radius-
accounting-port

1813

WEP-2ac# set bss
wlan@bssvapl vlan-
tagged-interface
brtrunk

WEP-2ac# get bss
wlan@bssvapl vlan-
tagged-interface
brtrunk
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Knacc

Mopgknacc

open-system-
authenticati
on

shared-key-
authenticati
on

wpa-cipher-
tkip

wpa-cipher-
ccmp

wpa-allowed

PyHKUNA

Pa3pelleHa nu
ayTeHTudmkaum
s Open System

Pa3pelleHa nu
ayTeHTupmkaum
s Shared key

Vicnons3oBaHune
TKIP kak meToga
LWndppoBaHmus
WPA

Vicnonb3oBaHue
CCMP kak
MeToaa
lwndpoBaHus
WPA

PaspeLumnTb
WPA

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add bss <bss_id> open-
system-authentication
<value>

get bss <bss_id> open-
system-authentication

set bss <bss_id> open-
system-authentication
<value>

add bss <bss_id>
shared-key-
authentication <value>

get bss <bss_id>
shared-key-
authentication

set bss <bss_id> open-
system-authentication
<value>

add bss <bss_id> wpa-
cipher-tkip <value>

get bss <bss_id> wpa-
cipher-tkip

set bss <bss_id> wpa-
cipher-tkip <value>

add bss <bss_id> wpa-
cipher-ccmp <value>

get bss <bss_id> wpa-
cipher-ccmp

set bss <bss_id> wpa-
cipher-ccmp <value>

add bss
allowed

<bss_id> wpa-
<value>

get bss
allowed

<bss_id> wpa-

set bss
allowed

<bss_id> wpa-
<value>

Mpumepsl

WEP-2ac# set bss
wlanObssvapl open-
system-authentication
on

WEP-2ac# get bss
wlanObssvapl open-
system-authentication
on

WEP-2ac# set bss
wlanObssvapl shared-
key-authentication
off

WEP-2ac# get bss
wlanObssvapl shared-
key-authentication
off

WEP-2ac# set bss
wlanGbssvapl wpa-
cipher-tkip on

WEP-2ac# get bss
wlanGbssvapl wpa-
cipher-tkip

on

WEP-2ac# set bss
wlanObssvapl wpa-
cipher-ccmp on

WEP-2ac# get bss
wlanObssvapl wpa-
cipher-ccmp

on

WEP-2ac# set bss
wlanGbssvapl wpa-
allowed on

WEP-2ac# get bss
wlanGbssvapl wpa-
allowed

on
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Knacc Mopgknacc

wpa2-allowed

rsn-
preauthentic
ation

broadcast-
key-refresh-
rate

check-
signal-
timeout

wlan-util

PyHKUNA

Pas3pelwnTtb
WPA2

Pa3pelwmnTtb
npegsapuTensH
yto
ayTeHTupmkaum
0 RSN

KomaHpa
ycTaHaB/nvBaeT
WHTepBas, Yepes
KOTOPpbIi
npovcxoaut
CMeHa naposnei
gocrynay
nonb3oBarenei
(broadcasting

key)

Timeout check
min signal (sec)

Vicnonb3oBaHue
6ecnpoBoaHol
LAN

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add bss
allowed

<bss_id> wpa2-
<value>

get bss <bss_id> wpa2-

allowed

<bss_id> wpa2-
<value>

set bss
allowed

add bss <bss_id> rsn-
preauthentication
<value>

get bss <bss_id> rsn-
preauthentication

set bss <bss_id> rsn-
preauthentication
<value>

add bss <bss_id> rsn-
preauthentication
<value>

get bss <bss_id> rsn-
preauthentication

set bss <bss_id> rsn-
preauthentication
<value>

add bss <bss_id> check-
signal-timeout <value>

get bss <bss_id> check-
signal-timeout

set bss <bss_id> check-
signal-timeout <value>

add bss <bss_id> wlan-
util <value>

get bss <bss_id> wlan-
util

set bss <bss_id> wlan-
util <value>

Mpumepsl

WEP-2ac# set bss
wlanObssvapl wpa2-
allowed on

WEP-2ac# get bss
wlanObssvapl wpa2-
allowed

on

WEP-2ac# set bss
wlanObssvapl rsn-
preauthentication

WEP-2ac# get bss
wlanObssvapl rsn-
preauthentication
off

WEP-2ac# set bss
wlanGbssvapl
broadcast-key-
refresh-rate 0

WEP-2ac# get bss
wlanGbssvapl
broadcast-key-
refresh-rate

(0]

WEP-2ac# set bss
wlanObssvapl check-
signal-timeout 10

WEP-2ac# get bss
wlanObssvapl check-
signal-timeout

10

off
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Knacc

bridge
-port
MopT
MocTa

Mopgknacc

fixed-
multicast-
rate

PyHKUNA

duKcupoBaHHas

CKOPOCTb
nosocsl ans
Multicast-
Tpadumka

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add bss <bss_id> fixed-
multicast-rate <value>

get bss <bss_id> fixed-
multicast-rate

set bss <bss_id> fixed-
multicast-rate <value>

Mpumepsl

Beegute komaHay "get bridge-port" n nonyunTe Bce f4OCTYMHbIE A/151 NPOCMOTPA XapakTePUCTUKM
UHTepdoelica MocTa UM UCMOSb3YiiTe KOMaHbl, NPEACTaB/IEHHbIE HUXE.

interface

path-cost

priority

NHTepdelic
mocTa

CToMmocCTb
nHTepdeiica

Mpuoputet
nopta

add,
get

add,
get,
set

add,
get,
set

add bridge-port <all|
brtrunk> interface
<value>

get bridge-port <all|
brtrunk> 1interface

add bridge-port <all|
brtrunk> path-cost
<value>

get bridge-port <all|
brtrunk> path-cost

set bridge-port <all|
brtrunk> path-cost
<value>

add bridge-port <all|
brtrunk> priority
<value>

get bridge-port <all|
brtrunk> priority

set bridge-port <all|
brtrunk> priority
<value>

WEP-2ac# get bridge-
port brtrunk
interface
interface
etho
wlanOwds@
wlanOwds1
wlanOwds?2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan@
wlanOvapl
wlanOvap2
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Knacc

mac-acl

onemMeHT
bl
Tabnuupl
MAC-

afpecos

t>x-
queue

MNepenay
a
napamer
pos
ouvepepe
i

Mopknacc PyHKUMNA Bos3
MOX
Hble
Koma
HAbI
stp-state CocTtosiHne get
CBA3YIOLLEro
Aepesa
mac PaspewnTtb/ add,
3anpetntb MAC- get,
agpec set

BeeanTte komaHay "get tx-queue
<interface_namelall>" n nonyunte BCE
[OCTYMHble Ans

NMPOCMOTPa XapakTepUCTUKN MHTepdielica
MOCTa WM UCTO/b3YiATEe KOMaHAbl,
npeacTaBeHHbIE HMXE.

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get bridge-port <all]
brtrunk> stp-state

add mac-acl <value>
get mac-acl

set mac-acl <value>

get tx-queue
<interface_name|all>

Mpumepsl

WEP-2ac# get bridge-
port brtrunk stp-
state

stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

WEP-2ac# get tx-queue
all

name queue aifs cwmin
cwmax burst

wlan@ data2 3 15 63 O
wlan@ data3 7 15 1023
(0]

wlanl data® 1 3 7 1.5
wlanl datal 1 7 15
3.0

wlanl data2 3 15 63 O
wlanl data3 7 15 1023
(0]
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Knacc Mopgknacc

queue

aifs

cwmin

cwmax

burst

PyHKUNA

Vma ouepean

AQanTuBHbIN
MeXKaapoBbIii
NHTEpBan

MunHnmansHoe
3Ha4yeHne
KOHKYPEHTHOIO
OKHa

MakcnmarnbHoe
3Ha4YeHne
KOHKYPEHTHOrO
OKHa

MaxkcumasibHas
O/IMHa odepeau

Bos
MOX
Hble
Koma
HAbI

get

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get tx-queue
<interface_name|all>
queue

get tx-queue
<interface_name|all>
aifs

set tx-queue
<interface_name|all>
aifs <value>

get tx-queue
<interface_name|all>
cwmin

set tx-queue
<interface_name|all>
cwmin <value>

get tx-queue
<interface_name|all>
cwmax

set tx-queue
<interface_name|all>
cwmax <value>

get tx-queue
<interface_name|all>
burst

set tx-queue
<interface_name|all>
burst <value>

Mpumepsl

WEP-2ac# get tx-queue

all queue

name queue
wlan@ data0
wlan@ datal
wlan@ data2
wlan@ data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3

WEP-2ac# get tx-queue

wlan® aifs
aifs

1

1
3
7

WEP-2ac# get tx-queue

wlan® cwmin

cwmin

15
15

WEP-2ac# get tx-queue

wlan® cwmax
cwmax

63
1023

WEP-2ac# get tx-queue

wlan® burst
burst
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Knacc

wme-
queue

MNepenay
a
napamer
pos
oyepepe
i
cTaHuusA
M

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mopgknacc PyHKUNA Bo3s CuHTakcumc

MOX

Hble

Koma

HAObI
Beegute komaHay "get wme-queue get wme-queue
<interface_namelall>" n nonyunte BCE <interface_name|all>

[OCTYMHbIE A/15 NPOCMOTpa
XapakTepucTuku UHTepdelica MocTta unu
NCNosb3yiTe KOMaHfbl, NPeACTaBNeHHbIE

HIXE.
queue Vmsa ovepean get get wme-queue
<interface_name|all>
queue
aifs AfanTuBHbIiA get, get wme-queue
MeXKaapOoBblIii set <interface_name|all>
UHTepBan aifs
get wme-queue
<interface_name|all>
aifs <value>
cwmin MuHnMasibHoe get, get wme-queue
3HayeHue set <interface_name|all>
KOHKYPEHTHOroO cwmin
OKHa

get wme-queue
<interface_name|all>
cwmin <value>

Mpumepsl

WEP-2ac# get wme-
queue all

name queue aifs cwmin
cwmax txop-limit

wlan®@ vo 2 3 7 47
wlan® vi 2 7 15 94
wlan® be 3 15 1023 0
wlan® bk 7 15 1023 0
wlanl vo 2 3 7 47
wlanl vi 2 7 15 94
wlanl be 3 15 1023 0
wlanl bk 7 15 1023 0

WEP-2ac# get wme-
queue all queue
name queue
wlan@ vo

wlan@ vi

wlan@ be

wlan@ bk

wlanl vo

wlanl vi

wlanl be

wlanl bk

WEP-2ac# get wme-
queue wlan@ aifs
aifs

WEP-2ac# get wme-
queue wlan®@ cwmin
cwmin
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Knacc

static
- -| p_
route
Static IP
route
entry

ip-
route
IP

route
entry

Mopgknacc

cwmax

burst

txop-limit

destination

mask

gateway

table

destination

mask

PyHKUNA

MakcumasnbHoe
3Ha4yeHune
KOHKYPEHTHOrO
OKHa

MaxkcumasibHas
A/IMHa odepeau

OrpaHunyeHne
BO3MOXHOCTH
nepegauu

Mpedmkce IP-

azpeca
Ha3HayeHuns

Macka noacetu

IP-agpec
MapLupyTa

Homep B
Tabnuue
MapLipyTusaumm

Mpedukc IP-

azpeca
Ha3HayeHnsd

Macka noacetu

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get

get

get

get

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get wme-queue
<interface_name|all>
cwmax

get wme-queue
<interface_name|all>
cwmax <value>

get wme-queue
<interface_name|all>
txop-Tlimit

set wme-queue
<interface_name|all>
txop-limit <value>

get static-ip-route
destination

get static-ip-route
mask

get static-ip-route
gateway

get static-ip-route
table

get 1ip-route
destination

get ip-route mask

Mpumepsl

WEP-2ac# get wme-
queue wlan® cwmax
cwmax

1023
1023

WEP-2ac# get wme-
queue wlan® txop-
limit

txop-limit

WEP-2ac# get static-
ip-route destination
0.0.0.0

WEP-2ac# get static-
ip-route mask
0.0.0.0

WEP-2ac# get static-
ip-route gateway
192.168.1.254

WEP-2ac# get static-
ip-route table
254

WEP-2ac# get ip-route

destination
0.0.0.0

WEP-2ac# get ip-route

mask

0.0.0.0
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Knacc

log

HacTpoi
Ka
norvpos
aHus

Mopgknacc

gateway

table

depth

persistence

severity

remove

relay-
enabled

relay-host

relay-port

PyHKUNA

IP-agpec
MapLupyta

Howmep B
Tabnuue
MapLupyTusaLmumn

KonnuectBo
3anucen,
KOTopoe MOXeT
ObITb BHECEHO B
XypHan

CoxpaHAaTb
XypHan B
3HeproHesaBucK
MYI0 MaMsTb

YCTaHoBUTb
YPOBEHb
Ba)XHOCTU
COXpaHeHHOIA
3anucu

Ypannts Bce
3anucu B
XypHane

AKTMBUpOBaTHL
nepegavy
CUCTEMHOrO
XypHana

(syslog)

XOcCT, Ha
KOTOpbI 6yaeT
nepeaasartbcs
CUCTEMHbIN
XypHan

Mopr, Ha
KOTOpbIn ByaeT
nepegaeartbcs
CUCTEMHbIN
XypHan

Bos
MOX
Hble
Koma
HAbI

get

get

get,
set

get,
set

get,
set

set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get ip-route gateway

get ip-route table

get log depth
set log depth <value>

get log persistence

set log persistence
<value>

get log severity

set log severity
<value>

set log remove

get log relay-enabled

set log
<value>

relay-enabled

get log relay-host

set log
<value>

relay-host

get log relay-port

set log
<value>

relay-port

Mpumepsl

WEP-2ac# get ip-route
gateway
192.168.15.1

WEP-2ac# get ip-route
table
254

WEP-2ac# set log
depth 512

WEP-2ac# get log
depth
512

WEP-2ac# set log
persistence no

WEP-2ac# get log
persistence
no

WEP-2ac# set log
severity 7

WEP-2ac# get log
severity
7

WEP-2ac# set log
relay-enabled 0

WEP-2ac# get log
relay-enabled
0

WEP-2ac# set log
relay-port 514

WEP-2ac# get log
relay-port
514
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Knacc Mopgknacc

log- number

entry

3anuch B

XypHane
priority
time
daemon
message

PyHKUNA

Homep 3anucu

Mpuoputet
3anucu

Bpewmsa 3anucu

daemon

CoobueHune

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3 CunHTakcuc
MOX
Hble
Koma
HOpI

get get log-entry number

get get log-entry priority

get get log-entry time

get get log-entry daemon

get get log-entry message

Mpumepsl

WEP-2ac# get log-
entry number
number

WEP-2ac# get log-
entry priority
priority

err

info

info

err

err

info

WEP-2ac# get log-
entry time

time

Oct 11 2018 00:00:19
Oct 11 2018 00:00:18
Oct 11 2018 00:00:16
Oct 11 2018 00:00:12

WEP-2ac# get log-
entry daemon
daemon
dnsd[28523]
dman[1239]
dman[1239]
dnsd[28410]
dnsd[18233]

WEP-2ac# get log-
entry message
Property Value

message accepting UDP
packets on
0.0.0.0:4553
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Knacc

associ
ation

CBdA3aH
Hble
cTaHuu
n

Mopgknacc

interface

station

authenticate
d

associated

rx-packets

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-
interval

last-rssi

tx-drop-
bytes

rx-drop-
bytes

PyHKUNA

NHTepdelic
CTaHLUMM CBA3aH
c (Interface
station is
associated with)

MAC-agpec
cTaHumm

MpongeHa nun
ayTeHTudmkaum
A

Associated

MonyyeHo ot
CTaHUmm
(nakeTbl)

MepepaHo
cTaHuun
(nakeTbl)

MonyyeHo ot
cTaHuum (6aiiT)

MepepnaHo
cTaHuum (6aiiT)

CkopocTb
nepegaiu

CKopocTb
npvema

Listen-uHtepBan

MonyyeHHsbIli B
nocnegHem
kagpe RSSI

Konnuectso
OTOPOLLEHHBIX
6aiiT Npm
nepegauu
cTaHuuu

KonnyecTtso
OTOPOLLEHHBbIX
6aiiT npu
npveme ot
CTaHUmm

Bos
MOX
Hble
Koma
HAbI

get

get

get

get

get

get

get

get

get

get

get

get

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get association
interface

get association

get association
authenticated

get association
associated

get association
packets

get association
packets

get association
bytes

get association
bytes

get association

get association

get association
interval

get association
rssi

get association

drop-bytes

get association
drop-bytes

Mpumepsl

station

rX-=

tx-

rX-=

tx-

tx-rate

rx-rate

listen-

last-

tx-

rx-—
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Knacc

basic-
rate

OcHoBH
ble
cKkopocT
"
paanounH
Tepcheiic
0B

suppor
ted-
rate

Mopaep
XnBaem
ble
cKopocT
"
pagnounH
Tepdheic
0B

detect
ed-ap

OG6Hapy
XeHune
Touek
poctyna

Mopgknacc

tx-drop-
packets

rx-drop-
packets

rate

rate

mac

radio

PyHKUMA Bos
MOX
Hble
Koma
HAbI

Konnyectso get

OTOPOLLEHHbIX

nakeToB npwu

nepegauu

CTaHUmm

Konunyectso get

OTOPOLLEHHbIX

nakeToB npwu

npveme ot

cTaHumm

CkopocTb 0.5 add,

MBps get,
remo
ve

CkopocTb 0.5 add,

MBps get,
remo
ve

MAC-agpec get

Vicnonb3yemblii  get

pagnonHTepdeit
c

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get association tx-
drop-packets

get association rx-
drop-packets

add basic-rate
<interface_id|all>
<value>

get basic-rate
<interface_id|all>

remove basic-rate
<interface_id|all>
<value>

add supported-rate
<interface_id|all>
<value>

get supported-rate
<interface_id|all>

rate

rate

rate

rate

rate

remove supported-rate

<interface_id|all>
<value>

get detected-ap mac

get detected-ap rad

rate

io

Mpumepsl

WEP-2ac# get basic-
rate all rate
name rate

WEP-2ac# get

supported-rate wlano

rate
rate
54
48
36
24
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Knacc

Mopgknacc

beacon-
interval

capability

type

privacy

ssid

wpa

phy-type

band

channel
rate

signal

erp

beacons

last-beacon

supported-
rates

PyHKUNA

Beacon-
WHTEpBaN B
Knno-
MUKPOCEKYyHAaX
(kus) (1.024 mc)

Bo3MOXXHOCTHU
IEEE 802.11

Tun (AP, Ad hoc,
or Other)

WEP or WPA
enabled

Nms ceTn

Be3onacHoCTb
nocpeacTsoMm
WPA

OnpepenexHne
PHY pexuma

Nonoca yactoTt

KaHan
CKopocTb

MouHOoCTb
curHana

ERP

KonnuectBo
NOJIy4YEeHHbIX
beacon

Bpewmsa npuema
nocnegHero
beacon

Cnucok
noafepXusaem
bIX CKOPOCTel

Bos
MOX
Hble
Koma
HAbI

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get detected-ap
interval

get detected-ap
capability

get detected-ap

get detected-ap

get detected-ap

get detected-ap

get detected-ap
type

get detected-ap

get detected-ap
get detected-ap

get detected-ap

get detected-ap

get detected-ap

get detected-ap
beacon

get detected-ap
supported-rates

beacon-

type

privacy

ssid

wpa

phy-

band

channel
rate

signal

erp

beacons

last-

Mpumepsl
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Knacc

portal

HacTtpoli
Ku
Captive
portal

snmpv1l

Joctyn
no
SNMPV1
n
SNMPv2
MPOTOKO

ny

Mopgknacc

security

hi-rate

noise

nmode

wired

wds

rssi

status

welcome-
screen

welcome-
screen-text

status

PyHKUNA

be3onacHoCTb

MakcnmasibHO
BO3MOXHasi
nogaepxnsaema
1 CKOPOCTb

YpoBeHb LymMa

Mopaepxka
802.11n

Touka goctyna
noaKIYeHa K
NPOBOAHOW CETK

Touka goctyna
- yacTb wds-
cetn

RSSI Touku
gocTtyna

AAMUHUCTpAaTMB
HbIli cTaTyc

OtobpaxaeTtcsa
v 3KpaH ans
rocreii

TeKCT, KOTopblit
oynet
oTobpaxarbcs B
OKHe
NPUBETCTBUSA

AOMUHUCTpaTUB
HbIii cTaTyc

Bos
MOX
Hble
Koma
HAbI

get

get

get

get

get

get

get

get,
set

get,

set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc Mpumepb

get detected-ap
security

get detected-ap hi-rate

get detected-ap noise

get detected-ap nmode

get detected-ap wired

get detected-ap wds

get detected-ap rssi

get portal status

get portal welcome-
screen

set portal welcome-
screen <value>

get portal welcome-
screen-text

set portal welcome-
screen-text <value>

get snmpvl status

set snmpvl status
<value>
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Knacc

snmp-
view
SNMP

MIB
view

snmp-
group

Mpynna
Nnosib30B
aTenem
SNMP

Mopgknacc

type

oid

mask

secur-level

write-view

PyHKUNA

Twn nogpepesa
OID (included
nnu excluded)

Moppepeso OID
(cTpoka)

Macka OID -
CMMCOK OKTETOB
B hex-chopmarte,
pa3feneHHbIxX
3HaKom "'
OcTaBbTe
MyCTYH CTPOKY,
ec/n Mmacka He
HyHa.

YpoBeHb
6e3onacHocTn
(noAuthNoPriv,
authNoPriv nnm
authPriv)

SNMP umsa gna
fJocTyna K
3anvcu

Bos
MOX
Hble
Koma
HAbI

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

add,
get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add snmp-view <view-
all|view-none|all> type
<value>

get snmp-view <view-
all|view-none|all> type

set snmp-view <view-
all|view-none|all> type
<value>

add snmp-view <view-
all|view-none|all> oid
<value>

get snmp-view <view-
all|view-none|all> oid

set snmp-view <view-
all|view-none|all> oid
<value>

add snmp-view <view-
all|view-none|all> mask
<value>

get snmp-view <view-
all|view-none|all> mask

set snmp-view <view-
all|view-none|all> mask
<value>

add snmp-group <RO|RW|
all> secur-level
<value>

get snmp-group <RO|RW|
all> secur-level
set snmp-group <RO|RW|

all> secur-level
<value>

add snmp-group <RO|RW|
all> write-view <value>

get snmp-group <RO|RW|
all> write-view

set snmp-group <RO|RW|
all> write-view <value>

Mpumepsl

WEP-2ac# get snmp-
view all type

name type

view-all included
view-none excluded

WEP-2ac# get snmp-
view all oid

name type

view-all included
view—-none excluded

WEP-2ac# get snmp-
view all mask

name mask

view-all

view-none

WEP-2ac# set snmp-
group RO secur-level
authPriv

WEP-2ac# get snmp-
group RO secur-level
authPriv

WEP-2ac# set snmp-
group RO write-view
view-none

WEP-2ac# get snmp-
group RO write-view
view-none
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CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Knacc Mopknacc PyHKUMNA Bos CuHTakcuc Mpumepb
MOX
Hble
KomMa
HAbI
read-view SNMPumsa gna add, add snmp-group <RO|RW| WEP-2ac# set snmp-
Joctyna K get, all> read-view <value> group RO read-view
:;i:g:;iﬁ!é set get snmp-group <RO|RW| view-all
all> read-view WEP-2ac# get snmp-
access) roup RO read-view
set snmp-group <RO|RW| %iew?all
all> read-view <value>
snmp- group Nma SNMP- add, add snmp-user group
user rpynnol get, <value>
SNMPv3 set get snmp-user group
nonbL30
set snmp-user group
BaTenu
<value>
auth-type MpoTokon add, add snmp-user auth-type
ayTeHTUhmkaum  get, <value>
n (md5' nnn set
‘none’) get snmp-user auth-type
set snmp-user auth-type
<value>
auth-pass Maponb gns add, add snmp-user auth-pass
ayTeHTUbmkaum  get, <value>
/ set get snmp-user auth-pass
set snmp-user auth-pass
<value>
priv-type YctaHoButb TN  add, add snmp-user priv-type
LWndppoBaHmus get, <value>
(des’~ set et snmp-user priv-type
1Cnonb30BaTb & P P yp
T™n set snmp-user priv-type
LWndppoBaHmus <value>
DES, 'none' — He
1Cnonb30BaTb
WdpoBaHue)
priv-pass Kntou add, add snmp-user priv-pass
LwndpoBaHus get, <value>
set .
get snmp-user priv-pass
set snmp-user priv-pass
<value>
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Knacc

snmp-
target

SNMPv3
TapreT
bl

ans
nonyde
HUS
SNMP
traps

serial

Mocnep
oBaTten
bHbIVA
gocTtyn
K CLI

telnet

JocTyn
K CLI
no
NMPOTOK
ony

Telnet

ftp-
server

FTP-
cepsep

Mopgknacc

host

port

user—-name

status

baud-rate

status

status

PyHKUMA Bos
MOX
Hble
Koma
HAbI

IP-agpec, Ha add,
KOTopbIn 6yayT  get,

OoTnpas/ieHbl set
Tpansbl
Homep nopra, add,
Ha KOTopblIi get,
oyayT set
OTNpaBATLCA
SNMP-Tpansl
Nms add,
nosnb3oBarens get,
SNMPv3 set
Craryc get,
set
CkopocTb get,
nepegayu set
JlaHHbIX (Serial
baudrate)
Craryc get,
set
Craryc get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

add snmp-target host
<value>

get snmp-target host

set snmp-target host
<value>

add snmp-target port
<value>

get snmp-target port

set snmp-target port
<value>

add snmp-target user-
name <value>

get snmp-target user-
name

set snmp-target user-
name <value>

get serial status

set serial status
<value>

get serial baud-rate

set serial baud-rate
<value>

get telnet status

set telnet status
<value>

get ftp-server status

set ftp-server status
<value>

Mpumepsl

WEP-2ac# set serial
status up

WEP-2ac# get serial
status

up

WEP-2ac# set serial
baud-rate 115200

WEP-2ac# get serial
baud-rate
115200

WEP-2ac# set telnet
status up

WEP-2ac# get telnet
status

up

WEP-2ac# set ftp-
server status down

WEP-2ac# get ftp-
server status
down
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Knacc

firmwa
re-
upgrad
e

O6HoBnNe
Hue MO
TOUKN
Aoctyna
no http

untagg
ed-
vlan

HacTpo
nKa
HeTermu
pOBaHH
bIX
VLAN

manage
d-ap

Ynpasn
aemas
TOuKa
gocTtyn
a

Mopgknacc

upgrade-url

progress

validate

start

vlan-id

status

mode

ap-state

PyHKUNA

http://<server
IP>[:<server
port>]/filename

OTob6paxeHune
cTaryca
npouecca
06HoBeHus MO

YcTtaHoBuTe 'yes
ans
noATBEPXAEHWS
haiina

YcTtaHoBUTE 'yes
NSt HaYana
06HoBeHus MO

VLAN ID ans
NCMNosib30BaHusA
HeTerMpoBaHHb
x VLAN

Craryc

Pexum

Craryc To4kn
poctyna

Bos
MOX
Hble
Koma
HAbI

get,
set

get

set

set

get,
set

get,
set

get,
set

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get firmware-upgrade
upgrade-url

set firmware-upgrade
upgrade-url <value>

get firmware-upgrade
progress

set firmware-upgrade
validate

set firmware-upgrade
start

get untagged-vlan vlan-
id

set untagged-vlan vlan-

id <value>

get untagged-vlan
status

set untagged-vlan
status <value>

get managed-ap mode

set managed-ap mode
<value>

get managed-ap ap-state

Mpumepsl

WEP-2ac# get
firmware-upgrade
upgrade-url

WEP-2ac# get
firmware-upgrade
progress

WEP-2ac# set
untagged-vlan
1

vlan-id

WEP-2ac# get
untagged-vlan
1

vlan-id

WEP-2ac# set
untagged-vlan
up
WEP-2ac# get
untagged-vlan
up

status

status

WEP-2ac# set managed-
ap mode down

WEP-2ac# get managed-
ap mode
down

WEP-2ac# set managed-
ap ap-state down

WEP-2ac# get managed-
ap ap-state

down
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Knacc

Mopgknacc

switch-
address-1

switch-
address-2

switch-
address-3

switch-
address-4

pass-phrase

dhcp-switch-

address-1

dhcp-switch-

address-2

dhcp-switch-

address-3

dhcp-switch-

address-4

PyHKUNA

IP-agpec
KommyTaTtopa 1

IP-agpec
KoMmmyTaTopa 2

IP-agpec
KommyTartopa 3

IP-agpec
KommyTaTopa 4

Maponb
KommyTaTopa

IP-agpec
KoMMmyTaTopa
DHCP 1

IP-agpec
KommyTaTopa
DHCP 2

IP-agpec
KoMMyTaTopa
DHCP 3

IP-agpec
KoMMyTarTopa
DHCP 4

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

set

get

get

get

get

CnpaBo4HuK CLI pna WEP-2ac, WEP-2ac Smart, WEP-2ac
CuHTakcuc

Mpumepsl

get managed-ap switch-
address-1

WEP-2ac# get managed-
ap switch-address-1

set managed-ap switch-
address-1 <value>

get managed-ap switch-
address-2

set managed-ap switch-
address-2 <value>

get managed-ap switch-
address-3

set managed-ap switch-
address-3 <value>

get managed-ap switch-
address-4

set managed-ap switch-
address-4 <value>

set managed-ap pass-
phrase <value>

WEP-2ac# get managed-
ap dhcp-switch-
address-1
104.116.116.112.58.47

get managed-ap dhcp-
switch-address-1

47.49.57.50.46.49.54.
56.46.49.54.46.49.54.
48.58.57.53.57.53

get managed-ap dhcp-
switch-address-2

WEP-2ac# get managed-
ap dhcp-switch-
address-2

2

WEP-2ac# get managed-
ap dhcp-switch-
address-3

get managed-ap dhcp-
switch-address-3

get managed-ap dhcp-
switch-address-4

WEP-2ac# get managed-
ap dhcp-switch-
address-4

-Z
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Knacc

Mopgknacc

managed-
mode-
watchdog

dhcp-ip-
base-port

cfg-ip-base-
port

ip-base-port

ip-tnl-udp-
port

ip-udp-port

ip-ssl-port

PyHKUNA

Bpewms, uepes
KoTopoe
CTOPOXEBOIA
Tavimep
(watchdog)
nepesarpysut
cucTemMy npm
HeobxoAnMocTH
(B MMHyTax)
(0-1440)

DHCP Base IP
nopt

HacTtpouTi Base
IP nopt
(1-65000)

Base IP nopt

Tunnel UDP IP
nopt

UDP IP nopt

Secure SSL IP
nopt

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get managed-ap managed-
mode-watchdog

set managed-ap managed-
mode-watchdog <value>

get managed-ap dhcp-ip-
base-port

set managed-ap dhcp-ip-
base-port <value>

get managed-ap cfg-ip-
base-port

set managed-ap cfg-ip-
base-port <value>

get managed-ap ip-base-
port

set managed-ap ip-base-
port <value>

get managed-ap ip-tnl-
udp-port

set managed-ap ip-tnl-
udp-port <value>

get managed-ap
port

ip-udp-

set managed-ap
port <value>

ip-udp-

get managed-ap
port

ip-ssl-

set managed-ap
port <value>

ip-ssl-

Mpumepsl

WEP-2ac# set managed-
ap managed-mode-
watchdog 0

WEP-2ac# get managed-
ap managed-mode-
watchdog

(0]

WEP-2ac# get managed-
ap dhcp-ip-base-port

WEP-2ac# set managed-
ap cfg-ip-base-port
57775

WEP-2ac# get managed-
ap cfg-ip-base-port
57775

WEP-2ac# set managed-
ap ip-base-port 25459

WEP-2ac# get managed-
ap ip-base-port
25459

WEP-2ac# set managed-
ap ip-tnl-udp-port
25459

WEP-2ac# get managed-
ap ip-tnl-udp-port
25459

WEP-2ac# set managed-
ap ip-udp-port 25460
WEP-2ac# get managed-
ap ip-udp-port

25460

WEP-2ac# set managed-
ap ip-ssl-port 25461

WEP-2ac# get managed-
ap ip-ssl-port
25461
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Knacc

dotlx-
suppli
cant

802.1X
cynnau
KaHT

mgmt—
acl

Cnmcok
aJlpecos,
paspeLue
HHbIX
ans
ynpasne
HUS

Mopgknacc

ip-capwap-
src-port

ip-capwap-
dst-port

status

user

password

mode

mgmt-
address-1

mgmt-
address-2

PyHKUNA

CAPWAP Src IP

nopt

CAPWAP Dst IP

nopt

Craryc

802.1X
nosib3oBareslb-
CynnavkaHT

802.1X naponb
nonb3osarens

Pexum

IP-agpec
ynpasiieHnsa 1

IP-agpec
ynpasneHuns 2

Bos
MOX
Hble
Koma
HAbI

get,
set

get,
set

get,
set

get,
set

set

get,
set

get,
set

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get managed-ap ip-
capwap-src-port

set managed-ap ip-
capwap-src-port <value>

get managed-ap ip-
capwap-dst-port

set managed-ap ip-
capwap-dst-port <value>

get dotlx-supplicant
status

set dotlx-supplicant
status <value>

get dotlx-supplicant
user

set dotlx-supplicant
user <value>

set dotlx-supplicant
password <value>

get mgmt-acl mode

set mgmt-acl mode
<value>

get mgmt-acl mgmt-
address-1

set mgmt-acl mgmt-
address-1 <value>

get mgmt-acl mgmt-
address-2

set mgmt-acl mgmt-
address-2 <value>

Mpumepsl

WEP-2ac# set managed-
ap ip-capwap-src-port
25462

WEP-2ac# get managed-
ap ip-capwap-src-port
25462

WEP-2ac# set managed-
ap ip-capwap-dst-port
25463

WEP-2ac# get managed-
ap ip-capwap-dst-port
25463

WEP-2ac# set dotlx-
supplicant status
down

WEP-2ac# get dotlx-
supplicant status
down

WEP-2ac# get dotlx-
supplicant user

WEP-2ac# set mgmt-acl
mode down

WEP-2ac# get mgmt-acl
mode
down

WEP-2ac# get mgmt-acl
mgmt-address-1

WEP-2ac# get mgmt-acl
mgmt-address-2

66



Knacc

cluste
r

HacTtpoli
KK
Knactep
a

Mopgknacc

mgmt-
address-3

mgmt-—
address-4

mgmt-
address-5

clustered

location

cluster-name

ipversion

member-count

PyHKUMA Bos
MOX
Hble
Koma
HAbI
IP-agpec get,
ynpas/ieHuns 3 set
IP-agpec get,
ynpasneHus 4 set
IP-agpec get,
ynpasneHus 5 set
AkTuBMpoBate/  get,
OTKNIUYUTL set
pexmm
knactepa gns
JaHHoro y3na
PacnonoxeHne  get,
knactepa set
Mmsa knactepa get,
nonsa set
npucoeguHeHns
K HEMY
Bribepute add,
Bepcuio IP get,
npotokona: IPv4  set
nnu IPvé
Yucno get
YCTPOWCTB B
knacrepe

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get mgmt-acl mgmt-
address-3

set mgmt-acl mgmt-
address-3 <value>

get mgmt-acl mgmt-
address-4

set mgmt-acl mgmt-
address-4 <value>

get mgmt-acl mgmt-
address-5

set mgmt-acl mgmt-
address-5 <value>

get cluster clustered

set cluster clustered

<value>

get cluster location

set cluster location

<value>

get cluster cluster-

name

set cluster cluster-
name <value>

add cluster
<value>
get cluster
set cluster
<value>

ipversion

ipversion
ipversion

get cluster member-

count

Mpumepsl

WEP-2ac# get mgmt-acl
mgmt-address-3

WEP-2ac# get mgmt-acl
mgmt-address—-4

WEP-2ac# get mgmt-acl
mgmt-address-5

WEP-2ac# get cluster
clustered

softwlc

WEP-2ac# set cluster
clustered 0

WEP-2ac# set cluster
location Moscow

WEP-2ac# get cluster
location

Moscow

cluster
root

WEP-2ac# set
cluster-name

WEP-2ac# get cluster

cluster-name

root

WEP-2ac# set cluster
ipversion ipv4

WEP-2ac# get cluster
ipversion

ipv4
WEP-2ac# get cluster
member-count

2
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Knacc

Mopgknacc

clustering-
allowed

compat

operational-

mode

cluster-
ipaddr

priority

reauth-
timeout

secure-mode

pass-set

secure-mode-
status

PyHKUNA

PaspeLueH nu
pexum

Knacrtepa gns
JaHHoro y3na

Mogenb
YCTPOWCTBA,
BXOASALLErO B
knactep

Pexum paboTbl

IP-agpec
YCTPOWCTBA,
yMpas/soLLero
Knactepom

Mpuoputet

WHTepBan
BpeEMEHU A0
NOBTOPHOM
ayTeHTudrkaum
n

Pexum
6e30nacHoro
ob6beanHeHUs

3HaueHve
napametpa 1,
€c/iM naponb
CKOHhUrypmpoB
aH

CocTtosiHne
paboThl
6e3onacHoro
pexuma

Bos
MOX
Hble
Koma
HAbI

get

get

get

get,
set

get,
set

get,
set

get,
set

get

get

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get cluster clustering-

allowed

get cluster compat

get cluster
operational-mode

get cluster cluster-
ipaddr

set cluster cluster-
ipaddr <value>

get cluster priority

set cluster priority
<value>

get cluster reauth-
timeout

set cluster reauth-
timeout <value>

get cluster secure-mode
set cluster secure-mode

<value>

get cluster pass-set

get cluster secure-
mode-status

Mpumepsl

WEP-2ac# get cluster
clustering-allowed

true

WEP-2ac# get cluster
compat

WEP-2ac

WEP-2ac# get cluster
operational-mode

1

WEP-2ac# set cluster
cluster-ipaddr
192.168.1.1

WEP-2ac# get cluster
cluster-ipaddr

192.168.1.1

WEP-2ac# set cluster
priority 1

WEP-2ac# get cluster
priority

1

WEP-2ac# set cluster
reauth-timeout 300

WEP-2ac# get cluster
reauth-timeout

300

WEP-2ac# set cluster
secure-mode 1

WEP-2ac# get cluster
secure-mode

1

WEP-2ac# get cluster
pass-set

WEP-2ac# get cluster
secure-mode-status

Disabled
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CocTosH
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YCTPOICT
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mac

compat

location

uptime

is-dominant

priority

firmware-
version

PyHKUNA

MAC-agpec
YCTpOICTBa,
BXOASILLETO B
Knactep

IP-agpec
YCTPOWCTBA,
BXOASALLErO B
knactep

Mogensb
YCTpOICTBa,
BXOASALLENO B
knacrtep

PacnonoxeHune
yCcTponcTBa

Bpewms c
MOMeEHTa
BK/IIOUEHUS
ycTpolicTBa

JomuHnpytoLlee
YCTPOWNCTBO

Mpuoputet

Bepcusa MO

Bos
MOX
Hble
Koma
HAbI

get

get

get

get

get

get

get

get
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CuHTakcuc

get cluster-member mac

get cluster-member -p

get cluster-member
compat

get cluster-member
location

get cluster-member
uptime

get cluster-member -is-

dominant

get cluster-member
priority

get cluster-member
firmware-version

Mpumepsl

WEP-2ac# get cluster-
member mac

EO:D9:E3:50:06:C0O
A8:F9:4B:B5:FB: A0

WEP-2ac# get cluster-
member -ip

100.110.0.200
100.110.0.249

WEP-2ac# get cluster-
member compat

WEP-2ac
WEP-2ac

WEP-2ac# get cluster-
member location

Moscow

Moscow

WEP-2ac# get cluster-
member uptime

2923
1260

WEP-2ac# get cluster-
member is-dominant

true

false

WEP-2ac# get cluster-
member priority

(0]
(0]

WEP-2ac# get cluster-
member firmware-
version

1.19.3.244
1.19.0.163
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IP-agpec
YCTPOWCTBA,
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3arpysku No
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OCTaHOBUTb
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3arpysku

3anonHuTb url B
chopmare tftp://

<ip>/

<image_name>
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selective/<
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get

get

get

get

get,
set

get,
set

get,
set
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CuHTakcuc

get cluster-member
cluster-controller

get cluster-fw-member
ip

get cluster-fw-member
mac

get cluster-fw-member
fw-download-status

get cluster-firmware-
upgrade upgrade

set cluster-firmware-

upgrade upgrade <value>

get cluster-firmware-
upgrade upgrade-url

set cluster-firmware-
upgrade upgrade-url
<value>

get cluster-firmware-
upgrade upgrade-method

set cluster-firmware-
upgrade upgrade-method
<value>

Mpumepsl

WEP-2ac# get cluster-
member cluster-
controller

no

yes

WEP-2ac# set cluster-
firmware-upgrade
upgrade Start

WEP-2ac# get cluster-
firmware-upgrade
upgrade

WEP-2ac# set cluster-
firmware-upgrade
upgrade-url tftp://
192.168.1.2/
Wep-2ac_1.19.3.244.ta
r.gz

WEP-2ac# get cluster-
firmware-upgrade
upgrade-url
tftp://192.168.1.2/
Wep-2ac_1.19.3.244.ta
r.gz

WEP-2ac# set cluster-
firmware-upgrade
upgrade—-method all

WEP-2ac# get cluster-
firmware-upgrade
upgrade-method

all
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
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Knacc

Mopgknacc

upgrade-
status

upgrade-
members

PyHKUNA

Tekywwuii ctatyc
06HOB/EHNIA

Cnucok IP-
agpecos
YCTPOWCTB B
KnacTepe,
pasfeneHHbIX
3anaroi

Bo3
MOX
Hble
Koma
HAbI

get

get,
set

CnpasoyHuk CLI gpna WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CuHTakcuc

get cluster-firmware-
upgrade upgrade-status

get cluster-firmware-
upgrade upgrade-members

set cluster-firmware-
upgrade upgrade-members
<value>

Mpumepsl

WEP-2ac# get cluster-
firmware-upgrade
upgrade-status

Not Initialized

WEP-2ac# set cluster-
firmware-upgrade
upgrade—-members
192.168.1.1,192.168.1
.3

WEP-2ac# get cluster-
firmware-upgrade
upgrade—-members

192.168.1.1,192.168.1
.3
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7 CnncoK nameHeHun

Bepcus gokymeHTa [ara Bbinycka CopepxaHve U3MeHeHui
Bepcusa 1.13 09.04.2020 CwuHxpoHusauus ¢ sepcueli MO 1.19.3
Bepcua 1.12 24.02.2020 CuHxpoHusauums ¢ sepcuein MO 1.19.0
Bepcua 1.11 01.10.2019 CuHxpoHusaums ¢ Bepcueii MO 1.18.1
Bepcna 1.10 05.06.2019 CuHxpoHusauus ¢ sepcuein MO 1.17.0
Bepcusa 1.9 12.02.2019 CwuHxpoHusauus ¢ Bepcueli MO 1.16.0
Bepcna 1.8 30.11.2018 CuHxpoHusauus ¢ sepcuein MO 1.15.0
Jl06aBneHo NpUIOXEHNE — CMIMCOK KOMaHS,
Bepcua 1.7 10.08.2018 CuHxpoHusauusa ¢ sepcuveid MO 1.14.0
Bepcus 1.6 08.05.2018 CuHxpoHusauums ¢ sepcuein MO 1.12.2
Bepcusa 1.5 26.12.2017 CwuHxpoHusauus ¢ Bepcueldi MO 1.11.4
Bepcusa 1.4 30.10.2017 CuHxpoHusauus ¢ Bepcueli MO 1.11.2
Bepcusa 1.3 27.07.2017 CwuHxponusauus ¢ sepcumeli MO 1.10.0
Bepcusa 1.2 01.02.2017 CuHxpoHusauus ¢ sepcueli MO 1.9.0
Bepcusa 1.1 16.12.2016 CuHxpoHusauus ¢ sepcueli MO 1.8.0
Bepcua 1.0 18.07.2016 Mepsas nyb6nmkaumsa

Bepcus nporpammHoro obecnevenns 1.19.3
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHma TeXHUYECKON KOHCYIbTaLLMM NO BONPOCaM 3KCNayaTauum obopyaosaHua
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUW:

050032, Pecnybnvka KasaxcraH, r. Anmatbl, MKp-H. Anatay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caliTe KOMMNaHUM Bbl MOMKETe HaWTU TeXHUMYECKYI0 [OKYMEHTauuio W
nporpammHoe obecneveHne ana npoaykumm TOO «InTekcAnaTay», 0BpaTUTbcA K 6ase 3HaHWIA,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOTO LeHTPa Ha TeXHUYecKom popyme.

OduumanbHbIn cant komnaHuu: http://eltexalatau.kz
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