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S» ELTEX
1 BBEAEHME

1.1 AHHOTauua

CoBpemeHHble TeHAEHUMM PasBUTUA CBA3M AMKTYIOT onepatopam HeobXoAMMOCTb Moucka Haubosee
ONTUMasIbHbIX TEXHO/IOMMI, MNO3BOAAIOWMX YAOBNETBOPUTL CTPEeMUTE/IbHO BO3pacTatolme noTpebHoCTU
aboHEHTOB, COXPaHAA NP 3TOM NPEeMCTBEHHOCTb BM3HEC-NPOLLECCOB, TMBKOCTb PA3BUTMA U COKpPaLLleHWe 3aTpaT
Ha npeaocTaBiAeHMe pPas3/MYHbIX CEPBMCOB. becnpoBoaHble TeXHONOrMN HabrupaloT 060POTbI M YXKe 3a KOpoTKoe
BPEMA MPOLAN OFPOMHbIA MYTb OT HECTabubHbIX HU3KOCKOPOCTHbIX CeTeil CBA3M Manoro paauvyca Ao ceTei
LUIMPOKOMO/IOCHOTO A0CTYMa, COMOCTaBUMbIX MO CKOPOCTM C MPOBOAHLIMWU CETAMM C BbICOKMMMU KPUTEPUAMU K
KayecTBy NpeaoCcTaB/eHNA YCAyT.

YctpoitictBo RG-31-Wac ssnsetca Toukon poctyna Wi-Fi ¢ MHTerpMpoBaHHbIM  MapLUpyTU3aTOPOM.
OcHoBHOe npegHasHavyeHne RG-31-Wac: ycTaHOBKA BHYTPM 34aHMIA B KayecTBe TOYKM AOCTYNa K PasinyHbIM
pecypcam no NPoOBOAHbIM M HeCNpPOBOLAHbLIM CETAM Nepenaym AaHHbIX.

YCTPOMCTBO OPMEHTMPOBAHO HA AOMALLHMX NO/b30BaTenen n Hebonblume opuchl.

B HacToAwem pyKoBOACTBE MO 3IKCMAAyaTaUUM U3NOXKEHbl Ha3HayeHue, OCHOBHble TexXHUYecKune

XapPaKTEePUCTUKU, KOHCTPYKTUBHOE UCMONHEHWE, NOPAJOK YCTaHOBKM, NpaBuaa KOHPUIypMpoBaHUA, MOHUTOPUHIA
W CMeHbl NporpaMmMHoro obecneyeHuns Toukm goctyna RG-31-Wac.

1.2 YcnosHble 0603HayeHUA

0O603HaueHue OnucaHue

MonyXMpHbIM WPUOTOM BblAeNeHbl NPUMEYaHUA W NpeaynpexaeHus,

MonyXupHbii wpuodT
Ha3BaHWe rnas, 3aro10BKOB, 3aro/10BKOB Ta6}'IMLI,.

Kypcusom KypcrBom yKasbiBaeTca MHPopmMaLms, Tpebyowas 0coboro BHUMaHMA.

MpumeyaHma n npeaynpexxaeHus

MpumeuaHunsa cogepKaTt BaXHy0 MHGOPMaLMIO, COBETbI NN PeKOMeHZaLUu no
MCMNO/Ib30BAHUIO U HACTPOMKe YCTpoiicTBa.

MpeaynpexaeHna UHGOPMUPYIOT NOJIb30BATENA O CUTYALMAX, KOTOPbIE MOrYT HAHECTH
Bpep, yCTPOMCTBY UM YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa UK noTtepe
OaHHbIX.

.‘
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2 ONUCAHUE U3OENNA

2.1 Has3HayeHwue

OnAa BO3MOXHOCTM NpeaocTaB/leHMa MNO0/Ib30BaTeNAM AOCTyNa K BbICOKOCKOPOCTHOW 6e3onacHoi cetu
nepeaaun AaHHbIX pa3paboTaH aboHeHTCKMIM maplupyTusatop RG-31-Wac (aanee «ycTponctsoy).

YctpoiictBo RG-31-Wac — eguHas TOYKa [OCTyna K COBPEMEHHbIM WMHTEPAKTUBHbIM  CepBMcam Mo
NPOBOAHbIM M BECNPOBOAHbLIM CETAM Nepenaun aaHHbix: MHTepHeT un Full HD IPTV.

MapwpyTtnsatop RG-31-Wac npegHasHayeH A1a NOAKAOYEHUS YCTPOWMCTB K 6ecnpoBogHOM ceTw,
nogaepskusatowei ctaHgapTbl IEEE 802.11a/b/g/n/ac. RG-31-Wac noaxnto4aeTcsa K NpoBOAHON CETU C MOMOLLLbHO
10/100M Ethernet-untepdeiica, u ¢ nomolbio paanonHTepdelica cozgaeT 6ecnpoBOAHON BbICOKOCKOPOCTHOM
[OCTyn ANA YCTPOMCTB, noaaep:kusatowmx texHonornto Wi-Fi 8 ananasore 2,4 n 5 IMu. K RG-31-Wac mMoKHO
NOAKNIOUYUTD A0 YeTblpex YCTPOMCTB NpoBogHoOM ceTn. USB-pa3bem MCNonb3yeTca ANA NOAKAOYEHUA BHELLIHWUX
HakonuTenen.

RG-31-Wac nopaeprkmMBaeT coBpemeHHble TpeboBaHMA K KayecTBy CEPBMCOB M MO3BO/IAET MepenasaTb
Hanbosiee BaKHbIM TpaduKk B Hosee NPUOPUTETHLIX ouyepeasx MO CPaBHEHUIO C 0bbldHbIM. ObecneuyeHue
npuopuTesaLmMm NPOUCXOANT NPU NOMOLLM OCHOBHbIX TEXHO/I0TMI QOS.

B ycTpoiicTBe peann3oBaH paclIMPEHHbIM GyHKUMOHAN ana ctabunbHoM paboTbl IP-TeneBnaeHns no
6ecnpoBoAHON CeTU: MAABHOCTb U HEnpepbiBHOCTb BOCMPOU3BEAEHUSA BUAEO obecneunmsaloTca cneumanbHbIm
NporpaMmmHbIM  pyHKUMOHANOM. YCTPOMCTBO no3BoAAeT paboTatb Ha uYactotax 2,4 u 5 [Tu, a Takxke
npeaocTaBAseT BO3MOXHOCTb 04HOBPEMEHHOMN TPaHCAALMM BUAEOMNOTOKOB U nNepeaayn AaHHbIX.

2.2 XapaKTepuUCTUKa yCTpoMCTBa

Unmepdpeiicol:

— LAN: 4 nopta Ethernet RJ-45 10/100BASE-T;

— WAN: 1 nopt Ethernet RJ-45 10/100BASE-T;

WLAN: IEEE 802.11b/g/n 2,4 ITu, 1 802.11a/n/ac 5 IMu;
— USB: 1 nopt USB2.0.

MuTaHMe ycTPoICTBA OCYLLECTBAAETCA Yepes BHeELWHUM agantep 5 B ot cetn 220 B.
®dyHKYUU:
e cemesble hyHKYUU:

— paboTa B pexunme «MocTa» , «maplipytTusaTopa» uam "WISP";

— noaaepka PPPoE (PAP, SPAP n CHAP aBTopusaumsa, PPPoE komnpeccus);

— noaaepxka PPTP;

— noageprkka L2TP;

— noagep:kKa cratuyeckoro agpeca u DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep Ha
cTopoHe LAN);

— noapeprka DNS;

— noaaepxka NAT;

— noaaepxka UPnP;

AboHeHmMcKuli mapwpymuzamop RG-31-Wac 5
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ceTeBoi aKkpaH (Firewall);

KnoHupoBaHne MAC-agpeca Ha WAN-uHTepdelice;
nopaepxka NTP;

noAAeprKKa MexaHM3MOB KayecTBa obcnymeaHusa QoS;
«npobpoc» noptos (Port forwarding);

CTaTU4ecKan U AMHAMMYECKasa MapLLpyTM3aLms;
orpaHuyeHue aoctyna K yctpoiictay Yepe3s WAN m LAN.

e noaaeprkka yHKuni IPTV (IGMP-proxy, UDP-to-HTTP proxy);

e o06HoBneHue MO yepes Beb-MHTEPDENC;

o TR-069;

e yAaNeHHbI MOHUTOPUHTI, KOHPUTYPUPOBaHME N HAaCTpoIiKa: Beb-nutepdeiic, Telnet.

Ha pucyHKke 1 npuBegeHa cxema npumeHeHua obopyaosaHma RG-31-Wac.

Wi-Fi 802.11b/g/n/ac

2,4 GHz/5GHz

CeTtb
npoBargepa
3G/4G mogem

Wi-Fi 2,4 GHz/5GHz D

RG-31-Wac
Poytep

0 <0

STB NV

MK

PucyHoK 1 - dyHKLMOHANbHAA cxema ucnoab3oBaHua RG-31-Wac
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OcHoBHble mexHuYecKue napamempeol

OCHOBHble TeXHMYECKME NapameTpbl YCTPOUCTBA NpuBeaeHbl B Tabanua 1.

Tabnunua 1 — OCHOBHble TEXHUYECKUE NapameTpbl

O6wme napameTpbl

Mpoueccop RTL8197F
TaKkTOBasA YacToTa 1000 MTy,
RAM DDR (onepatvBHasa namaTb) 128 M6
ROM eMMC flash (cucTtemHaa namaATb) 128 M6
OnepaumoHHasa cuctema Linux
NapameTpbl WAN-unHtepdeiica Ethernet
Konunyectso noptos 1
DNEeKTPUYECKUI pasbem RJ-45
CkopocTb nepegaun, Méut/c 10/100, aBToONpeaeneHune
MNMopaepKKa cTaHgapTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepoelicos 4
DNEeKTPUYECKUI pasbem RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBTOONpPEAeneHune
MNMopaep»KKa cTaHgapTOB | BASE-T

MapameTpbl 6ecnpoBogHoOro uHTepdeiica

CraHgapTbl

802.11a/b/g/n/ac

YacToTHbIM gnanasoH, Mly,

2.4~2.4835(Ty, 5.15~5.35MTu, 5.65~5.73Tu, 5.735~
5.8351Ty,

MIMO

2x2 2.4 TTu; 2x2 5 Ty

Moaynauma

BPSK, QPSK, 16 QAM, 64 QAM, 256QAM, DBPSK, DQPSK, CCK

CKopocCTb nepeaaqn gaHHbix, Méut/c

802.11a ao 54 M6ut/c 802.11b o 11 M6wuT/c
802.11a/g no 54 M6éut/c

802.11n (HT20) go 144 M6ut/c

802.11n (HT40) no 300 Méut/c

802.11ac (HT80) ao 866 Mbut/c

MaKcrmanbHasa BbIXOAHAA MOLLHOCTb NepeaaTynKka

2,4Ty (802.11 b/g/n): po 15 pbm
51Ty (802.11 a/n/ac): go 17 pbm

L'|yBCTBl/ITeJ'I bHOCTb NpMUeMHUKa

2,4 Ty

802.11n(MCS0): -90 nbm
802.11n(MCS4): -79 abm
802.11n(MCS7): -72 nbm
51Tuy:

802.11ac (MCS0): -92 abm
802.11ac (MCS4): -82 abm
802.11ac (MCS7): -76 abm

be3onacHocTb

64/128/152-6uTHoe WEP-WndpoBaHMe AaHHbIX;
WEP, TKIP n AES

YnpasneHue

YpaneHHoe ynpaBaeHue

Beb-uHTepodeiic, Telnet, TRO69

OrpaHunyeHne focTyna

no napoto, no IP-agpecam (6enbiii CNNCOK)

O6wme napameTpbl

MntaHue

agantep nutaHua 5 B DC, 2,5 A.

MoTpebnsemas MOLHOCTb

He 6onee 4 Bt

Pabouwnit ananasoH TemnepaTtyp

ot +5 go +40°C

OTHOCUTENbHAA BNAXKHOCTb Npu Temnepatype 25°C

no 80%

labapwutbl

430x159%x43,6 mm

Macca

He 6onee 0,2 Kr.

AboHeHmMcKuli mapwpymuzamop RG-31-Wac
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2.3 KOHCTPYKTUBHOE UCMONHEHUe

Touka goctyna RG-31-Wac BbinonHeHa B N1acTMKOBOM Kopnyce pasmepamm 430x159x43,6 mm.

2.3.1 MepeaHas naHenb YCTPOUCTBA
BHewHMI BuA nepeaHen naHenm yctponctea RG-31-Wac npuBeaeH Ha puUCyHKe 2.

1 2 3 4 5 6

-

PucyHok 2 — BHewHM BuA, nepegHeit naHenn RG-31-Wac
Ha BepxHelt naHenu ycrpoictea RG-31-Wac pacnonoKeHbl cneayolime cBeToBble MHANKaToPbl, Tabanua 2.

Tabanuya 2 — OnncaHMe NHAMKATOPOB BEPXHENM NaHenu

3nemenHaTHr;izeAHeu Onucanme

1 @) WHAMKATOP MUTaHUA

2 gf; WHAMKaTop cTaTyca paboTbl ycTponcTea

3 P3N MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHMIA KecTKMiA aAnck)
4 @ nHAMKaTop pabotol WAN-uHTepdeica

5 = WHAMKaTop paboTbl becnpoBogHolM cetTn Ha Yactote 2,4 Ty, u 5 1My,

6 = MHAMKaTopbl paboTbl nopToB LAN-uHTepdelica

8 AboHeHmMcKuli mapwpymuzamop RG-31-Wac
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2.3.2 3aaHAA naHesnb YCTPOWMCTBA

BHewHW BUA 3aaHen naHenn yctponctea RG-31-Wac npuBeaeH Ha puUcyHKe 3.

1 2 3 4

PucyHok 3 — BHewHui Bug, 3agHei naHenm RG-31-Wac

Ha 3agHel naHenu yctpoiictea RG-31-Wac pacnofioXKeHbl cnegyowme pasbembl U OpraHbl ynpasaeHus,
Tabanua 3.

Tabnunua 3 — OnncaHMe MHAMKATOPOB M OPraHOB ynpaB/ieHua 3agHel naHenm RG-31-Wac

dnemeHT 3agHei naHenun OnucaHue
1 LAN 10/100 4 nopta 10/100BASE-T Ethernet (pazbem RJ-45) ans noaxI0uEHNA CETEBbLIX YCTPOWCTB
2 WAN nopt 10/100BASE-T (pazbem RJ-45) ans NoaKOUYEHNA K BHELLHEN ceTh
3 usB pasbem USB ana noakntoueHus BHewHero USB-ycTpolictea (USB flash, xecTkuii guck)
4 5v pasbem 414 NOAKAOYEHMA aganTepa NUTaHUA

2.3.3 bokoBas NaHenb yCTPOICTBA

BHewHWn BUA 60KoBoM naHenu yctpoiictBa RG-31-Wac npuseaeH Ha puUcyHKe 4.

1 2

PucyHoK 4 — BHelwwHuin Bua 60KoBo naHenn RG-31-Wac
Ha 6oKoBolt naHenu yctpolictBa RG-31-Wac pacnonosKeHbl cieaytolne opraHbl ynpasneHus, Tabnauvua 4

Tabnnua 4 — OnncaHme opraHoB ynpasneHua 6okoBol naHenn RG-31-Wac

dnemeHT 60KOBOIA
OnucaHue
naHenu
1 (()) KHonka BkAtoueHus/oTkaodeHmns Wi-Fi
2 ‘, KHOMKa Ana nogKknoveHua KnamenTa no npotokony WPS

AboHeHmMcKuli mapwpymuzamop RG-31-Wac 9
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2.4 CeetoBaa MHAMKaUUA

TeKyLee cocTofiHUe yCTpoicTBa oTObpakaerca NpyM NOMOLM MHAMKATOPOB, PACNONOKEHHbIX HA BEPXHEN
naHenu. MNepeyeHb COCTOAHMI MHANMKATOPOB NpuBeaeH B Tabauua 5.

Tabnuua 5 — CeeToBas MHAMKaUMA cOCTOAHUA ycTponcTea RG-31-Wac

UHaukatop CocTtoiHMe UHAMKaATOpa CocTosAHue ycTpoiicTBa
. cetb Wi-Fi akTMBHa B JaHHOM AuanasoHe: 2,4
3€e/IeHbIi, FOPUT NOCTOAHHO FFy w/wnn s Iy
= WLAN ouecc nepeaa a o 6becnpoBoaHOM
: . n n UM AaHHbIX N n HO
3e/1eHbln, muraet pow PeA A POBOA
ceTu B JaHHOM AgmanasoHe: 2,4 [Ty u/van 5 My,
YCTaHOB/IEHO COEANHEHNE MeXay
roput 3eneHbim (10, 100Mbps) CTaHUMOHHbIM TEPMUHAIOM U aBOHEHTCKUM
@ WAN YyCTPONCTBOM
npouecc NakeTHoM nepeaym AaHHbix no WAN-
muraet pow . pea A
nHTepdemncy
o YCTAHOBJ/IEHO COeANHEHME C MOAKIOYEHHbIM
3e/IeHbIN, ropuT o
& LAN CceTeBbIM YCTPONCTBOM
npouecc NakeTHOM nepeaayn AaHHbIx no LAN-
muraet o
MHTEpdency
USB 3e/1eHbIN, ropuT USB-ycTpoiicTBO NOAKNIOYEHO
= He roput USB-ycTpoiACTBO OTK/OYEHO
. . BKJ/IIOYEHO NUTaHMeE YCTPOMCTBA, HOPMabHaA
(@] Power 3e/1eHbl, TOPUT NOCTOAHHO
paboTa
3e/1eHblN, MUraet 3anyuweHa ¢pyHKumna WPS
.& Status He roput OTCYTCTBYET AOCTYN B UHTEPHET
3€e/IeHbIN, FOPUT NOCTOAHHO HopMmanbHasa paboTa

2.5 Mepe3arpy3Ka ycTpoiicTBa u c6poc K 3aBOACKMM HACTPOUKam

Ha HWHel naHenu ycTpoicTBa HaxoguTcA  GyHKUMOHANbHasA KHonka «F», KoTopas no3sosseT
nepesarpysutb YCTPOMCTBO M COPOCUTb HACTPOMKM K 3aBOACKMM. Mcnosnb3oBaTb KHOMKY «F» Hy)KHO, Korga
MapLLpyTU3aToOp BK/OYEH M TOTOB K paboTe: MHAMKaTOp «Power» ropuT 3efieHblM, WHAMKaTop «Status»
rOPUT/MUraeT 3e/1eHbIM WU KENTbIM CBETOM.

[nsa nepesarpysKku yCTPOMCTBA HA’KMUTE M CPasy OTMYCTUTE KHOMKY «F».

[na 3anycka ycTpomcTBa C 3aBOACKMMM HACTPOMKaMM HAXKMUTE U yAEPKMBaAUTE KHOMKY «F» 6onee 5-Tn
CEKYHZ, MOKa MHAMKaTop «Status» He HaYHeT MUraTb KpacHbIM/3eneHbIM LBeToM. [poM3onaeT aBToMaTuyecKas
nepesarpyska yctpoiictea. Mpu 3aBoackumx yctaHoBKax Ha WAN-uHTepdelice 3anyweH DHCP-knueHT, agpec
nHtepdeinca LAN - 192.168.1.1, macka noacetv — 255.255.255.0; uma nonb3osatena/naposb 4na AocTyna Yepes
Beb6-uHtepdeiic: admin/password.

2.6 YnpaBneHue kHonkou WPS

YcTpoicTBo nopaep)kuBaeT GyHKUMIO nogkatoveHuna KaneHTtoB K Wi-Fi cetm no craHgapty WPS. Ona
HACTPOMKM MOAKNIOYEHUA BblOEPUTE Ha KIMEHTCKOM YCTpoicTBe cnocob nogknatodeHua WPS u Ha npasoi

6OKOBOWM MaHeNM YCTPOWCTBA HaXXKMUTE U yAeprKUBaWTe B TeyeHue 3-X CeKyHg, KHomky WPS &) nocne storo
KJMEHT MOAKNOYMTCS K MapLIpyTU3aTOPy aBTOMATUYECKMU.

V Mo ymonuaHuio pyHKuma WPS sknroueHa. OTKAIOUNTD QYHKLUIO MOXKHO Ha CTpaHuUe
HacTpouku WPS. Ee onucaHue npusegeHo B pasgene 4.3.3.7 MNoameHio «WPS».

10 AboHeHmMcKuli mapwpymuzamop RG-31-Wac




H ELTEX

2.7 KomnneKTt NnocTaBKU
B 6a30BbIi KOMNAEKT NOCTaBKM ycTpoicTea RG-31-Wac Bxogar:
— abOoHEeHTCKMI MapLupyTu3aTtop;

— apantep nuTaHua 220/5B 2,5 A;
—  PYKOBO/CTBO MO YCTaHOBKE W HacTpoOKe.

AboHeHmMcKuli mapwpymuzamop RG-31-Wac
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3 noPAAOK YCTAHOBKU

3.1 WHCTpyKUuUM No TexHuKe 6e3onacHoCcTm

1.

He ycTtaHaBAuBaiTe YyCTPOMCTBO PAAOM C UCTOYHMKAMM TEMNa M B NMOMELLEHUAX C TemNepaTypo
HuKe 5°C unu sbiwe 40°C.

He ncnonb3ayiiTe ycTpoMCTBO B NOMELLEHMAX C BbICOKOM BNAXKHOCTbIO. He noasepraiTe ycTponcTso
BO34ENCTBUIO AbIMa, NbIAN, BOAbI, MEXaHUYECKUX KONebaHWI UK yaapoB.

He BcKpblBanTe Kopnyc yCTPOMCTBA. BHYTpU yCTpoicTBa HET 3/IeMEHTOB, NpeAHa3HaYeHHbIX OAs
obcnyKMBaHMA Nosib3oBaTeNEM.

Bo u3berkaHue neperpeBa KOMMNOHEHTOB YCTPOMCTBA M HapyweHusa ero paboTtbl 3anpelaertcs
pa3smew,aTb NpegMeTbl Ha MOBEPXHOCTH 060pyAOBaHUA.

3.2 PeKomeHAaauumM No yCTaHOBKe

Mepen yCTaHOBKOM M BK/IIOYEHMEM YCTPOMCTBA HEODXOAMMO MPOBEPUTL YCTPOMCTBO Ha Haauuue
BUAMMbBIX MEXaHUYEeCKUX MOBPEXKAEHUN. B cnyyae Hanuumsa MOBPEXAEHUN cnenyeT NpPekpaTuTb
YCTaHOBKY YCTPOMCTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT M 06paTUTLCA K MOCTABLUMKY.
Ecan ycTpoicTBO HaxoaMNoCb AAUTENbHOE BPemMs MPW HWU3KOW TemnepaTtype, nepeg Hayaaom
paboTbl cneayeT BblgepKaTb €ro B TeYeHWe ABYX 4YacoB NP KOMHaTHOW Temnepatype. lNocne
AUTeNbHOro npebbiBaHUA YCTPOCTBA B YC/I0BUAX NMOBbILEHHOW BAAXKHOCTU Nepesq, BKAOYEHUEM
BblAEpKaTb B HOPMAaJIbHbIX YCIOBUSX HE MeHee 12 yacos.
YCTPOMCTBO YCTaHaBAMBAETCA B rOPU3OHTA/IbHOM MONOXKEHUN, COBMOAAA NHCTPYKUUM MO TEXHUKE
6e3onacHoOCTW.
Mpn pasmelleHnn ycTpoicTBa Ans obecneyeHusa 30HbI MOKpbITUA cetu Wi-Fi ¢ Hauaydwmmm
XapaKTepPUCTUKAMM YYUTbIBANTE cieaytolme npaBuna:
a. YcTaHaBnKMBalTe yCTPOWCTBO B LIeHTpe 6ecnpoBOAHON CETH;
b. MuHUMKU3KPYITE UMcno Nperpag (cTeHbl, NOTONKKU, Mebenb 1 apyroe) mexay RG-31-Wac u
ApyrMmm 6ecnpoBoHbIMU CETEBLIMU YCTPONCTBaMU;
c. He ycraHaBnMBanTe ycTPOMCTBO B6AM3U (NOpAAKa 2 M.) SNEKTPUYECKUX, PaAN0 YCTPOMCTB;
d. He pekomeHayeTcs Mcnonb3oBaTb pagnotenedoHbl n apyroe obopynosaHue, paboTaroLLee
Ha yactote 2,4 Ty, 5 Ty, B pagnyce gelictema becnposogHoii cetn Wi-Fi;
e. [lpenaTtcTena B BUAE CTEKAAHHbIX/META/IMYECKMX KOHCTPYKLMI, KMPMUYHbIX/GETOHHbIX
CTEH, a TaKKe eMKOCTU C BOAOW M 3epKana MOryT 3HAYMTENbHO YMEHbLUMTb paaunyc
aencrena Wi-Fi cetn.

3.3 [MopAapoK BKAKOYEHUA

1.

MoaxntoumTe ceTeBoi Ethernet-kabenb, NpoBegEHHbIN BAalUMM MHTEPHET-MPOBANAEPOM, K pasbemy
WAN RG-31-Wac, p1cyHoK 3.

Ecan RG-31-Wac byaeT ucnosib3oBaTbCA B KaYecTBe A4OMALUHErO NPOBOAHONO MapLpyTM3aTopa, To
noakntoumTte cetesol Ethernet-kabenb K pasbemam LAN RG-31-Wac mapupyTtvMsaTtopa M Ballero
CETEBOrO YCTPOICTBA (KOMMbIOTEP, NPUHTEP, TENIEBU3MOHHAA NPUCTaBKa U Apyroe).

MogKntoumTe WHYp agantepa NUTaHMA K pa3sbemy NUTaHMA ycTpoictea 5V. [lanee nogkntouute
aganTep K UCTOYHUKY NUTaHUA, PUCYHOK 3.

Mocne NoAKAOYEHUA TOYKM AOCTyNa K CeTU NMUTAHUA LOXAUTECH NOJHOM 3arpy3KkK ycTpoicTea (3to
MOKET 3aHATb OKOJI0 MUHYTbI).

12
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4 YNPABJIEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UIYPATOP

4.1 Hauvano pabortbl
[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes Web-6paysep:

1. Otkpoitte Web-6pay3ep (nporpammy-npocmoTpLLMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BseawuTe B agpecHol cTpoKe 6paysepa IP-agpec ycTpolictsa.

V 3aBogacKoii IP-agpec ycTpoiictea: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHoM oBHapY»EeHUKM YCTPOICTBA B OKHe Bpay3epa OTOBPasuTCA CTpaHMLa C 3anpocoM MUMEHMU
nonb3oBaTesa U Napons.

Heobxoauma aBTOpM3auma

Ann goctyna k gomeny hitpy//192.168.1.1 neobxogume
YKa3aTb MMA NONL30BATENA W NaPONL.

MogknroueHne k seb-caliTy HE 3aLMLWEHD

Wma nonszosarens:

Mapone:

Bxopg Otmena

3. Beeaute umA nonb3oBatena B CTpoKe «MmA nonb3oBaTenA» M Naponb B CTpoke «[laposnb».

V 3aBoAcKue yCTaHOBKU: umaA - admin, naponsb - password.
4. HaxXmuTe KHOMKy «BoliTu». B OKHe 6pay3epa oTKpoeTca cTpaHuua «06 ycmpolicmee».

4.2 MpumeHeHune KOHOUrypauum 1 oTMeHa U3MEHEHUMU
1. MNpumeHeHne KoHOUTYpaLMK

Mo HaxaTMio Ha KHonKy «CoXpaHWTb» MPOUCXOAUT coxpaHeHue KoHourypauum Bo flash-namatb
ycTpoicTBa. YTobbl HACTPOWMKM BCTYMWUAM B CUTY HAXKMUTE Ha KHOMKYy «CoxpaHuTb M MpumeHnUTb». HekoTopble
HaCTPOWKM BCTYNAT B CUY TOJIbKO MOC/E Nepes3arpysKku ycTporcTea. Cuctema npegynpegut o6 sTom npu HaxkaTum
Ha KHOMKYy.

2. OTmeHa nsmeHeHun
OTmeHa WM3MEeHEeHU NPOM3BOAMTCA TOMbKO A0 HarKaTMA Ha KHonky «[lpumeHUTb». B 3TOM caydae

M3MEHEHHble Ha CTpaHuLUEe NapamMeTpbl obHoBATCA TEKYWMMUN 3HaAYEHNAMMU, 3aNMNCaAHHBbIMN B NaMATU yCTpOVICTBa.
Mocne HaxkaTnA Ha KHOMKY «[TpyUMeHNTb U3MeHeHUA» BO3BPaT K NpeablayLimnm HaCTDOﬁKaM 6yp,eT HEBO3MOXEH.

AboHeHmMcKuli mapwpymuzamop RG-31-Wac 13
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4.3 MNaHenb ynpaBAeHUA YCTPOUCTBOM

Bce M3MeHeHMA HaCTPOEK YCTPOWCTBA BbIMOMHAIOTCA MPU MOMOLWM BKAAZOK «[flaHenu ynpasneHUs»,
pacrnosioXKeHHOW Ha neBoi cTopoHe Beb-nHTepdeiica.

4.3.1 OcHoOBHble 3niemeHTbl Beb-uHTepdeiica

1

Wi-Fi

2 Hacrpoiika 2.4rry

Wi-Fi 5Ty TCP/IP IPvE Firewall AgMuHnctpupoBaHue

LAN unrepadeiic Hactpoika LAN uHTepdpeica

WAN niTeppene 3Ta CTpaHuUa NPeAHa3HaveHa ANA HaCTPOMKKM NapaMeTPoB NoKansHOM BoMUCMTENBHOR CETH,

NOAKNKIMEHHOM K LAN NOPTaM Ballero poyTepa. 3480k Bel MOMKETE MIMEHUTL IP-3ApEC, MACKY NOACETH,

VLAN untepdeiic HaCTROAKM DHCP u npoyee.
IP-agpec: 192 168.1.254
Macka nogcetu: 28528525510
OcHoBHOA Nz 0000
DHCP: Server -
HavaneHeit agpec nyna IP- 192 168.1.100
afpecoB: o
Konevnwii agpec nyna IP- 192 168.1.200
3LPECOE: o
MNoK33aTh AKTUEHBIE KNUEHTEI
BEpema apexgel DHCP: 480 {1 ~ 10080 MuHyT)
HacTpo WKa cTaTmyeckoro DHCP
Wma gomena: Realtek
MNogpepxxa STP: Buiknoyexo -
Knonnposare MAC agpec: 000000000000 ‘

COXpaHMTE COXpaHuTh U MNPpUMEHATE CBpoCHTb U3MEHEHWA s

PucyHOK 5 - dnemeHTbl Hasuraummn Web-koHurypatopa

KHOMKa cmeHbl A3bika Beb-uHTepdeitca.
BepxHee ropnsoHTaNbHOE MEHIO BKNAAOK.
JleBoe BepTUKabHOE MEHIO BKNAZLOK O/17 BbINONHEHUS HAaCTPOEK.

OcHoBHOE MoJie HaCTPOEK YCTPOMCTBA, COOTBETCTBYIOLLLEE BbIOPaHHOW BKNaAKe U3 nons 3.

vk wNoe

KHOMKM coxpaHeHUss U3MeHeHUN KoHbUrypaumm u cbpoca 4o nocaeaHnX COXpaHeHHbIX 3HAYEHWA.

4.3.2 MeHio «HacTpoiika»

B meHo HacTpoika MoKHO BbibpaTb MacTep HacTpoliku Ana yCTaHOBKU OCHOBHbIX NMapameTpoB paboThl,
WU BbIBPaTb pexknm paboTbl B COOTBETCTBYIOLEM NoAMEHIO "Pexknm paboTbl”.
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4.3.2.1 MeHto «MacTep HaCTPOUKNU»

MacTep HacTpoKu

MACTER HACTPOMKA NOMOXKET Bam War 33 Wardm HAacTROMT YCTRORCTED.

WaCTep HACTPOAKA NPOEEAET Bac N0 HEOAX0A MBI 3Tanam. AnA Tora YTofk)
Ha4aTk HACTROMKY, HEKMUTE KHOMKy Qanee’

. Beibop pexkuma paboTel ycTpoRcTES

. Breibiop BpeMEHHOR 20HEI

. Hactpoika LAN uaTeptheica

. Hactpoika WAN wHTepdeica

. Hactpoikd WLAN uHTepdenca

. Hactpoika napametpoe becnpoeogHoi BesonacHocTy

M ke LMD —

Mpy NepBOM BK/IKOYEHUWN YCTPOMCTBA BOCMO/b3YNTECH MacTEPOM HACTPOWMKWU ANA BbICTaBAEHUA OCHOBHbIX
napameTtpos paboTbl ycTpoicTea. Mactep No3Bo/AET LWar 3a LWarom HacTPOUTb:

Pexkum paboTbl;

CUMHXPOHU3ALMIO BPEMEHMU;

MapameTpbl LAN-uHTEepdeinca;

MNapameTpbl WAN-uHTepdeliica (MHTepHeT);

MapameTpbl Wi-Fi ceten ananasoHos 2.4 Ty, un 5 Iy,

Mocne BbINONHEHMA BCEX HACTPOEK B MacTepe YCTPOMCTBO byaeT nepesarpy:eHo 414 NpMMeHeHUA HOBOW
KOHbUrypaumm.

AboHeHmMcKuli mapwpymuzamop RG-31-Wac 15
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4.3.2.2 MeH1o0 «Pexxum paboTbi»

YCTpoICTBO NOAAEPKMBAET 3 OCHOBHbIX peXxnma paboTbl:

Pexinm paboThl

Bl MOXETE YCTAHOBMTE Pa3NMYHBIE PEXMMEl pa0oTel LAN 1 WAN MHTERMEACOE.

o Linwos: B atom peskume NAT BrkniueH, Bce yoTpolcTEa,
NoAKNHYEeHHEE K LAM nopTam, BeIXOLAT B0 EHELLHKK
CeTb Yepes 04uH IP agpec, HasHaveHHEIR Ha WAN
nopt. Takke Bel MOKeTe HACTROMTE TMR COBLHHEHWA
Ha cTpanuue HacTpoek WAN whTepdefica. JocTynHee
peskumel. PPPoE, DHCP knuent, PPTP knnewt, L2TP
KNMEHT MNK Static [P

MocT: B atom peskime Boe Ethernet nopTel v BecnpoeogHele
wHTEpdEAcH cBAzaHE MEXLY cobol, a dyHkuna NAT
ELIKNHYeHa. HacTpofikk WAN waTepdeica u Firewall
HELOCTYMHbI.

Monkniyerke K NpoeaRnepy B atom pexume ece Ethernet nopTel CBAZaHEN MexLy

no BecnpoeogHof cetr (WISP): cobod. BecnpoBogHoR KNMEHT NOAKNHINAETEA K TOMKE
LOCTYN& WHTEpHET-NpoEalgepa. MAT exnwoyen, sce
YCTROWCTER, NOAKNKYEHHEIE K NOKANEHEIM NORTAM,
ELIXOAAT B0 BHELUHKK CeTe Yepes oauH P agpec,
HazHaueHHER Ha VWAN nopt. Ana nogknioyeHua k
TOYKE AOCTYNA WHTEPHET-NPOEaRAEPE Heobxogumo
nepeeecTH becnpoeogHoli wHTepdERC B pEKUM
KNHWEHTA M BEIOpaTE CeTb Ha cTpanuue "Of3op ceTel”.
Tatkere Bel moxeTe HACTPOMTE TR COEAMHEHMA Ha
CTpaHuLe HacTpoek YWAN waTepdeica. JocTynHee
pexcumel. PPPoE, DHCP knuent, PPTP knuent, L2TP
KIMEHT MNK Static [P,

WA

. WLAN STy w
wHTEpdEAC:

COpOCHTE M3MEHEHHA

e LlUno3 — ycTponcTBo paboTaeT Kak 0b6blYHbIN AOMALLIHMA MApLIPYTU3aTOP C BKAKOYEHHOW GYHKUMEN
NAT (Network Address Translation), Bce ycTpolicTBa noakatodeHHble K LAN ceTu BbIxogAaT yepes oguH IP agpec,
HasHa4yeHHbIM Ha WAN nopt. JocTynHbl pexknmbl: DHCP knunenT, Static IP, PPPoE, PPTP, L2TP.

e MocT — B 3TOM perkmume Bce Ethernet nopTbl n 6ecnpoBoaHble HTepdelcbl paboTatoT B 04HON ceT,
¢dyHKumMA NAT BbikAtodyeHa. Hactpolikn WAN nopTta 1 Firewall HegocTynHbi.

e T[logKnioyeHue K nposangepy no becnposoaHoi cetn (WISP) — B aTom pesknme oguH us moaynen Wi-
Fi (2,4 Ty wan 5 Tu) NnepexoAnT B peMUM K/IMEHTa, noaxaoyaeTcs K becnpoBogHoi ceTu nposangepa M
paboTaet B Kauectse WAN noprTa.

4.3.3 MeHio «Wi-Fi 2.4 TTu» n « Wi-Fi 5 Mu»

B meHto «Wi-Fi 2.4 TTu» n «Wi-Fi 5 ITu» BbinonHATCA HacTpoikn B6ecnposogHoi Wi-Fi cetn. Hactpolikn
BblnonHATCA ana cetn Wi-Fi Ha yacToTte 2.4 Ty, uam 5 M. YcTpoicTBo nogaepkuBaer paboty 04HOBPEMEHHO B
OBYX AMana3oHax 4yacTorT.
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4.3.3.1 NogmeHto « OCHOBHbIE HACTPOUKN»

OcHOBHbIe HacTpolku GecrnpoBoaHoro uHTepdeinca 5rry

3Ta CTPaHULA NPESHAZHAYEHE ANA HACTRORKM NApaMETROB A0CTyNE WLAN KNWEHTOE.

Oriniodute WLAN uHTEpdelc

YHacToTHEIR AMaNas0H: A GHZ (A+MN+AC) -
Pesm pabote: AP v
Wma cetn (35107 EltextfiFiaG

J003ENTE K Npodunio

LWpuHa kaHana: 40MHz -
Kanan: Auto -
CrpeleaTe MMA ceth (33107 Het v
Brnroumnte peskun Wi-Fi Multimedia (WhM): BrnioyeHo v
OrpaHudenne Tx: ] MWent/c (0:6e3 arpaHuy4eHHiA)
OrpaHudenne Rx ] Meut/c (0:6e3 orpaHuy4eHWA)

AKTMEHEIE COBJMHEHHA: 0 Te SKTHEHEIE KNHEHTEI

[OCTeEEIR CETH

BikntoumTe KNOHWpOEaHKE MAD

Brntoumte peskum ¥eueepcaneHoro Moetoputena (PaboTaet B kavecTee T W KNWEHTS OOHOBREMEHHD)

Wma cetn (3510 gononHuTensHoro UHTEpdERca RTK 11n AP RFTO

J003ENTE K Npodunio

— Omkaryums WLAN uHmepgpelic — npu yctaHoBneHHom dnare cetb Wi-Fi gna yactotbl 2.4 Ty nau
5 Ty, BbIKNOYEHA.

— YacmommHelili duanazoH — NO3BOAAET BbIOpPaTb pexxmm paboTel s 6ecnpoBogHoro nHtepdeiica B
COOTBETCTBMM C cepuelt ctaHaapTos Wi-Fi 802.11.

Ana 2.41Tu:

= 2.4 GHz (B) — ecnu Bce becnpoBoAHblE KANEHTbI NoaaepusatoT ctaHgapTt 802.11b, no gaHHoMmy
CTaHAAPTY MaKCMMaNbHasA CKOPOCTb cocTasnsaeT 11 Méut/c;

» 2.4 GHz (G) — no ctangapTy 802.11g MmaKkcMmanbHasa CKOPOCTb cocTasnsneTt 54 Méut/c;

= 2.4 GHz (N) - ctranaapt 802.11n npeaycmaTtpuBaeT MakCMManbHYyt ckopocTb 40 300 M6ut/c;

» 2.4 GHz (B+G) — ecnv B ceTU NpUCYTCTBYIOT BecnpoBogHble KAMEHTbI ¢ noaaep:kkoi 802.11b u
802.11g, no craHaapTy 802.11g makcumasnbHaa CKOPOCTb cocTasnaeT 54 Méut/c;

" 2.4 GHz (G+N) — ecnu B ceTn NpUCyTCTBYIOT 6eCnpoBOAHbIE KAWEHTbI C noaaepskkoin 802.11g u
802.11n, To MaKCcMMabHaA CKOpoCTb cocTasnaet 300 M6éut/c;

= 2.4 GHz (B+G+N) — ecnn B ceTU NPUCYTCTBYIOT BecnpoBodHble KAMEHTbl ¢ noaaepxkoi 802.11b,
802.11g 1 802.11n, To MaKcMmanbHasa CKOpoCTb cocTasnsaet 300M6éuTt/c.

Ana 51ITy;:
= 5 GHz (A) — makcumanbHas CKOpoCTb cocTasnaaeT 54 Méut/c;

= 5 GHz (N)— paHHbI CTaHAAPT NpeaycMaTpMBaeT MakCUMMasibHY CKOpocTb A0 150 MéuT/c;
= 5 GHz (A+N) - cTaHaapT nogaepxueaet paboty ycrporicts ¢ 802.11a n 802.11n;
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5 GHz (AC) - paHHbIN CTaHAaPT NPeAyCMaTPUBAET MaKCMMasibHYO CKOpOCTb A0 433 M6uT/c;

5 GHz (N+AC) - ctaHpapT nogaepusaet paboty ycrpoiicts ¢ 802.11n 1 802.11ac;

5 GHz (A+N+AC) - cTaHgapT noagep»kmeaer paboty ycTpoicts ¢ 802.11a, 802.11n u 802.11ac ¢
MaKCMManbHOM ckopocTbio 433 Méut/c.

Pexum paboTbl — N03BOAAET BbIOPATb B KAKOM peXkmnme byaeT paboTaTb paanomosy/ib:
e AP — peXXum To4KkM 40CTYyna;

[ WDS - pexmnm 6€CI'IpOBO,£I,HOI'O MOCTa ANnAa coeauHeHMnA HECKOZIbKUX To4YeK nO0CTyna,
AONO/THUTENIbHbIE HaCTpOﬁKM coaeprKatca B NOAMEHIKO « BECI'IDOBO,D,HOﬁ MOCT»,

e AP+WDS — pexum paboTbl 04HOBPEMEHHO B KayecTBe TOYKWM AocTyna u becnpoBogHoro
MOCTQ;

locmesble cemu — no3BosieT HacTpouTb A0 4-x SSID Ha KaxKAplit AManasoH C Pas/iNYyHbIMU
HacTponKamu 6e3onacHoCTu.

Umsa cemu (SSID) - wma 6ecnpoBoAHOM CETWU, UCMONb3yeTCs AN MOAKAOYEHUS K YCTPOWCTBY.
MaKcMmanbHaa g/MHaA MMeHM — 32 CMMBOAA, BBOZ C YYeTOM perncrtpa KaaBumaTypbl. [aHHbI

“w u uwon un

napameTp MOXKET COCTOATb M3 Undp, NaTUHCKMX BYKB, Npobenos, a TakxKe cumsosios “-“, “ 7,

w|ynown
2

;7, “#”, npn aTOM CMMBOJIbI

’
wyroaun
0

;7 “H” m npoben He MoryT CTOATb NEePBbIMU.

UlupuHa KaHana - WWpUHa NOJIOCbl YacTOT KaHana, Ha KOTopom paboTaeT becnpoBogHas TO4YKa
Aoctyna, npuHumaet 3Havyenma 20, 40 MlNy Ha yactote 2,4 My wan 20, 40, 80 Mrly Ha 4acTtoTe 5
My,

KaHan - Homep KaHana pgna pabotbl 6ecnpoBogHoi ceTtu. Mpu Bbibope 3HayeHUAa «auto»
aBTOMaTUYECKM ONpeaenseTca KaHai C MeHbLIMM YPOBHEM MOMEX.

Ckpbisame umsa cemu (SSID) - npw ycTaHOBNEeHHOM ¢nare ToYKa goctyna byaer ckpbita B adupe.
MoAKNOUUTLCA K HEN MOXKHO 3apaHee 3Han eé SSID.

Braouume pexcum Wi-Fi Multimedia (WMM) - npu yctaHoBNeHHOM ¢dnare BkAoYeHa ¢yHKkuma Wi-
Fi Multimedia, KoTopas nossosnseT ONTMMM3MPOBATb Nepenayvy MyabTUMeAMWHOro Tpaduka no
b6ecnpoBoaHoOM cpese.

OzpaHu4eHue Tx — N03BONAET 334aTb OrpaHNYeHMe no nepegade Tpadumka Wi-Fi KaneHTam.

AKMUBHble coeOUHeHUs — OTKPbIBAeT B HOBOM OKHe TabauLy CO CMMUCKOM BCEX MOAKAKOUYEHHbIX K
Wi-Fi ceTn KnneHTOB.

MaKcumanbHoe Koauuecmso KaueHmoes — No3BoseT 3a4aTb kKonnyectso Wi-Fi ycTpolicTs, KoTopble
OAHOBPEMEHHO MOTYT BbITb NOAKAIOYEHBI K TOUKE A0CTyna. YTobbl CHATb OrpaHMYeHne BbICTaBUTE
3Ha4yeHwue 0.

18
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4.3.3.2 MoameHio «PaclwumpeHHble»

PaclwupeHHEbIe HACTPOUKKU BGecnpoBofHOro MHTepdenca 5rry

JaHHble HACTPORKKW NpefHasHaYeHbl ANA ONBITHE NoNB30BaTened. He MeHaiTe 3T HacTpoRkK, ecnk Bl
He MMeeTe NPeCTaBNeHUA O TOM, Kakoi sthderT OHW AOMKHEl OKa3aTE Ha paboTy TOYKM JOoCTyna.

Mopor BpamEeHTaLMM: 2346 (256-2348)

Nopor RTS: 2347 (0-2347)

VHTEQEEN NOCBINKKY NaKETE

it 100 (20-1024 mc)

IAPP: * BrNH4EHD Briknt4eHD
3alWWTa Kadpoe: BrnwHeHD ® BrIKNHOHEHD
Arperayma: * BrOHMEHD BlkntHEHD

KOpOTKMA 3aWATHEIR

.

BrntoHeHo Bblknt4eHD

WHTEPBAN:
WLAM Partition: BrniodeHo ® BeikNHOMEHO
STBC: * BKNH4EHD BhiknHMEHD
LDPC: * BKNH4EHD BhiknHMEHD

.

T¥ Beamfarming: BKMOYEHD ' BEIKNHYEHD

MU MIMO: BrkntodeHD 0 BeIKNHMEHD

.

Mutilcast to Unicast: Brn4eHD BrikniHeHD

TOLS Prohibited: BrnioHeHD ® BbIKNHYEHD

TOLS Channel Switch

Prohibited: BrkntodeHD 0 BeIKNHMEHD

MOWHOETE PagMo-MO4ynA: * 100% 70% 0% 35% 15%

GIACYONSIRERE  COpOocHTE MIMeHEHWA

— [opoe ¢ppazmeHmayuu (Fragment Threshold) - makcMmanbHbIM pa3mep HenpepbiBHOrO 6/10Ka
AaHHbIX ons nepefaydu no becnposofHol ceTu. JaHHble 6onblwero pasmepa byayt pasbuTbl Ha
YyactT — ¢parmeHTUPOBaHbI; MPUHMMAET 3HavyeHus oT 256 go 2346.

— fllopoz RTS (RTS Threshold) - maKcMmanbHbIA 3anpaliMBaembli pasmep 6710Ka AaHHbIX ANnA
nepepaun. B texHonormn CSMA/CA nakeTbl RTS (request to send) nocbinatorcs 6a3080M CTaHLUMK
[0 nepefayn peanbHbIX AaHHbIX. Mpu HannMumm cBoboaHoro okHa 6asa oTeevaeT naketom CTS
(clear to send) n KAMeHT OoTCbIIAaeT NaKeT 3aNpPoLeEHHOro pasmepa. Yem meHblie pasmep RTS, Tem
bonblle BEPOATHOCTb MNOAYYUTb paspelleHne OT 6a3oBoM  CTaHuMM, Tem  bBbicTpee
BOCCTAHaB/MBAETCA CETb NOC/E KONINM3UIA, HO TEM MeHbLLe NPOU3BOAMUTE/IbHOCTb CETU B LLeSIOM.
MpuHMMaeT 3HadyeHuAa oT 0 go 2347.

— WHmepsan nocoinku nakema "Maak" (Beacon Interval) - NpOMEXKYTOK BpemMeHu Mexay
cnyebHbiMmK coobuweHnamn (Maakamm) B becnpoBogHoi ceTu. Cny»kebHble coobleHMs nepeaatoT
napameTpbl 4YacToOT, MPOTOKONOB, 6€30MacCHOCTWU, MOLLHOCTU MepesaTyMKOB, 3aJepKeK U T. 4.
MpuHMMmaeT 3HaveHuAa oT 20 go 1024,

— Tun npeambynsi (Preample Length) — paamep npeambyibl NOKasbiBaeT ANUHY cayKebHoro nons B
Kaxkgom nakete. [NMHHaA npeambyna coctout m3 128 6uT, KopoTkaa — n3 56 6uT. KopoTKui
pasmep npeambynbl noBblwaeT obuee HbICTPOAENCTBME CUCTEMbI, UCNOAb3yeTcA  AAA
MYAbTUMELUNHDBIX MPUNOKEHNNA.
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IAPP — npotokon IAPP (Inter-Access Point Protocol) no3Bonser ncnosib3oBaTb POYMUHT KAUEHTOB
MeX Ay HECKONIbKMMM TOYKAMM A0CTyNa BHYTPU OAHOIO CErMeHTa CeTu.

3awuma kadpos (Protection) — 310 cneuuanbHbii mexaHnsm ana certei 802.11b/g. BkaoyeHume
MeXaHM3Ma rapaHTUPYET BO3MOMKHOCTb PaboTbl MeANeHHbIX YCTPOMCTB cTaHgapTa b B cpene ¢
60/bWIMM  KOJIMYECTBOM  BbICOKOCKOPOCTHbIX YCTPOMCTB CTaHgapTa g. IJTo JocTuraetcsa
yBeimyeHnem spemeHun O6C}'Iy)-KVIBaHVIFI CTapbiX K/IMEHTOB, 3aJaHNeM ANA HUX MeHbLUEero pasmepa
OKHa RTS, cHuxXeHuem obuiero 6bicTpoaencTema cetu.

Aepezayua (Aggregation) — BKAOYAET BO3MOMKHOCTb O6bEAUHEHUA HECKONbKUX ManeHbKUX
NnakeToB A/1A nepeaayn B 04HOM 60/IbLLIOM.

Kopomkuli 3aujumnsiii uHmepeaan (Short GI) — cpeacTBO CHUXEHUA OLWMBOK NpU B3aUMOAENCTBUN
pagno yCTPOMUCTB — MNYCTOM MPOMEXKYTOK MeXay nepenaBaemMbiMy LEeCTHaALATEPUYHbIMU
cumsonamm  (0,1,...E,F). CTaHAapTHbIA ANMHHBLIA  3aWMUTHLIM  MHTepBan (Long Gl) wumeer
npogonxutenoHoctb 800HC. CuMTaeTcA, 4YTO 3@ 3TO BPEMA CUrHAA MOJIHOCTbIO A0XOAMT A0
NPMEMHMKA C Y4ETOM BCEX 3a4EPKEK N OTpaxKeHUn. 1o ncTteyeHUM 3Toro MHTepBasa, NnepenaeTca
cnegyowmii cumeon. Short Gl gnutca 400Hc. Mcnonb3osaHue Short Gl nosbiwaet obuyto
npou3BoAMTENbHOCTL 6ecnpoBOAHON ceTn nNpumepHo Ha 11%, HO uHOraa BeAeT K YBEAUYEHUIO
owmnboK npuema/nepegaun.

WLAN Partition — BKNtoYeHWe 3anpeTa B3aumoaencTama 6ecnpoBoaHbIX KIMEHTOB MeXKay COH0i.

STBC — BKAouYeHne mexaHnsma Space Time Block Coding (STBC), ncnonbsyetca B 6ecnpoBoaHbIX
CeTaxX ANA nepeaaym Konuii NoToKa AaHHbIX Yepe3 HECKOJIbKO aHTEHH M Ansa obecrneyeHuns npMéma
pa3HbIX BEPCUI B10Ka AaHHbIX B LeNAX NOBbILEHUS HaAeXHOCTM 0bMeHa AaHHbIMWU. U3BECTHO, YTO
pPafMOCUTHaA PACcnNPOCTPaHAETCs B Cpefe MO AOCTAaTOYHO C/IOXHbLIM TPAEKTOPUAM W MOABEPIKEH
B/AUAHUIO OTPaXKeHUs, pedpaKLMmK, paccenBaHmUs, a TaKKe UCKAXKaeTcAa BO3AENCTBMEM TEMNI0BOro
LYMa NPUEMHMKA, YTO B KOHEYHOM cHETE NPUBOAUT K TOMY, YTO OAHU KONWUK NepeaaHHOro CMrHana
MOTYT OKa3aTbCs 3HAYUTENIbHO Jlydlle ApYyrux (MeHee MCKayKeHbl). 9Ta U36bITOYHOCTb MOBbILLAET
BEPOATHOCTb KOPPEKTHO AEKOAMPOBATb CUFHAJ U3 HECKOJIbKMX €ro KOMWUi Ha MPUEMHOW CTOPOHE.
TexHonorusa STBC ob6beanHseT Bce KONMM NPUHATOro 6/10Ka AaHHbIX ONTUManbHbIM 0bpasom ana
U3BNEYEHUA MAKCMMANbHOTO KOJIMYECTBA MHPOPMALIMK U3 KaXKAOW U3 HUX.

LDPC — ncnonb3oBaHWEe KOPPEKTUPYIOLLErO KOAA C Masiol NAOTHOCTbIO MPOBEPKM Ha YeTHOCTb Low-
density parity-check code (LDPC), KoTopblli nossosseT 6onee 3¢pdeKTMBHO O6Hapy»KMBaTb U
MCNPaBAATb BO3MOXKHbIE OWMBKKN Npu Nepegaye curHana yepes becnpoBoaHoi nHtepoeiic.

TX Beamforming — TexHonorus, nogpasymesatowan GopMUpoBaHMUE 3NEKTPOMArHUTHOrO Noas
aHTeHHbl 6a30BOW CTaHUMM B AanbHel 30He B BUAE Y3KOHaNPaB/JEHHOro r/MaBHOMO JenecTka,
OPUEHTUPOBAHHOTO B CTOPOHY abBOHEHTCKOro YCTPOMCTBA C BO3MOMHOCTbIO W3MEHEeHuA
HanpasAEHHbIX CBOWCTB NPU U3MEHEHWUW NOOXKEHWUA 3TOr0 060pPYA0BAHUA.

MU MIMO — no3BonsieT nepeAaBaTb OTAE/bHbIM NOTOK KaXA0oMy NOAKAYEHHOMY YCTPOMCTBY, UTO
obecneumBaeTr 6onee BLICOKYID CKOPOCTb MPU MNOAKAOYEHUN OLHOBPEMEHHO HECKONbKUX
YCTPOWMCTB.

Multicast to Unicast — no3sosifeT nepegasatb 6ecnpoBogHbiM ycTpoicTBam Multicast noToK B BUae
Unicast, npu ycnosum yto BrkAtodeHa onuua UDP2HTTP B HacTponkax WAN uHTepdelica.
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4.3.3.3 MopameHto «be3onacHOCTb»

HacTpoiika napameTpoB Ge3onacHocTH ANA MHTepdpeiica 5Mu

NaHHBIE HACTPOMKM NOE0NAKT BaM 33A3Tk NapaMeTpel Ge30NacHOCTH. Eeifiop TMNE LWUMEIPOBaHMA NOMOKET BaM NpefaTeEpaTHTE
HECAHKLMOHME OB SHHEIR JOCTyN K Baller Gecnposo4HoM ceTH.

Brifiepure SSI0: Root AP - ERexWIFisG -
MeToq NpoBepKK NOAAMHHOCTH: WPAZ -
MeTog ayTeHTMdHKaLHK: Enterprise (RADIUS) @ Personal (Pre-Shared Key)
Thn WkdpoeaHua YWRAZ TKIF = AES
Management Frame Protection: = none O capable O required
DOpmaT KNK4a Passphrase -
Knrou:

CHPOCHTE HIMEHEHMA

—  Bsibepume SSID — Bbi6Op ceTu, AnA KOTOpoi byAeT BbINOJHATLCA KOHPUTYPUPOBAHKE.

—  Memod nposepku nodauHHocmu — BbiIbop pexrma besonacHocT1 becnpoBoaHOM ceTu:

o  OmKnYeHo — WndppoBaHMe 6ecnpoBOLHOMN CETU OTCYTCTBYET, HU3KUI ypoBeHb 6e30nacHoCTH;

e WEP — wndposarHme WEP. WEP-knto4 [O/MKEH COCTOATb M3 LWECTHAALATEPUYHbIX UUbpP u
umetb ganHy 10 mam 26 cMmBONOB, MO0 A0/MKeH ObiTb CTpoKoM (cumsonbl a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) u umeTb AANHY 5 nan 13 cMMBONOB;

o WPA2 — wudposaHne WPA2. innHa Kntoda cocTasnseT oT 8 no 63 cumsonos. Paspeluaetca
MCNONb30BaTb TONMILKO CUMMBOAbIL: a-z, A-Z, 0-9, ~lI@#S% &*()_-+=;:\\|/?.,<>”" wan npoben.
WnpposaHme WPA2 obnapnaet ropasgo 60/blwMm ypoBHEM 3aLLMTbI NO cpaBHeHMo ¢ WEP;

o WPA-Mixed - wndppoaHne WPA n WPA2. JanHa Kawoda cocTtaBaset oT 8 o 63 cMmBoOnoB.
Pa3peluaeTtca MCNosib30BaTh TONbKO CUMBOAbIL: a-z, A-Z, 0-9, ~1@#5%"&*()_-+=;:\\|/?.,<>"" unn
npoben.

/ PeKomeHAgyeTcA UCNONb30BaTb pexumbl 6esonacHoctu WPA-Mixed u WPA2 KaK Haunbonee
6e3onacHble.

— AymeHmudpurayua 802.1x — npu ycTaHOBAeHHOM dnare Toyka [ocTyna OyaeT aBTOPWU3OBbLIBATb
KnneHnTos no 802.1x (WPA/WPA2-Enterprise) ¢ ncnonbsosaHmem RADIUS-cepsepa.

— RADIUS Server IP Address — appec RADIUS-cepsepa.

— RADIUS Server Port — Homep UDP-nopTta ans obmeHa AaHHbIMM Mexay ycTpoicteom u RADIUS-
cepsBepom (nNo ymonyaHuo 1812).

— RADIUS Server Password — naponb goctyna K RADIUS-cepsepy.
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— Memod aymeHmuguxkayuu — Bblbop crnocoba ayTeHTUGUKaLMM MpU MNOLKNOYEHUM YCTPOMCTBA.
BapuaHTbl 3aBMCAT OT BbIbBOPA MeTo4a NPOBEPKU NOAJMHHOCTU:

e Open System — ayTeHTUUKALMA B PEXMME OTKPbITOM CUCTEMbI He TpebyeT napona, obnagaet
HU3KMUM YPOBHEM 3aLUUTbI;

e Shared Key — ayTeHTMdMKALMA C UCNOIb30BaHMEM OBLLEro Kaluya K cetn aaa WwudpoBaHusa
WEP;

e Auto — aBTOMAaTMYeCKuUi BbiIbop noaxogsaiiero cnocoba ayTeHTUdMKaLMK;
o Enterprise (RADUIS Key) — ayTeHTUOUKaUMsA ¢ ucnosnbzoBaHnem RADIUS cepsepa;

e Personal (Pre-Shared Key) — ayteHTUdUKaUMS C UCNOIb30OBAHNEM OBLLLErO NAapPOA K CETU.

—  [nuHa knrova — BbI6Op AAMHBI KAtoda npu wndposaHmum WEP: 64-bit nnun 128-bit.

—  @opmam Kawoua — Bbibop dopmaTta Kawoda wudposBaHua: Hex uam ASCIl gna wudposaHua WEP, a

Takxe Passphrase («cekpeTHas ¢pasza») unn HEX64 (64 cumeona) ana WPA2 n WPA-Mixed.

— Koy —none gna BBoAa KAtoYa LIJVId)pOBaHMFI, no KoTopomy 6yp,eT obecneumnBaTbCs AOCTyn K ceTwn.

— Management Frame Protection — BKAloYeHMe 3awWmTbl ¢peiimoB ynpasneHus. BapuaHTbl: none

(oTkntoyeHo), capable (BbibopouHO) M required (o6asaTenbHo). Mpu BbibOpe BapwaHTa capable
OOCTYNEH NYHKT C BKAOYEHNEM PYHKLUMM X3pLUMPOBaAHMA No anropnutmy SHA256.

4.3.3.4 MoameHIo «YnpasneHue 4oCTynom»

B nogmeHto «YnpasnieHMe AOCTYNOMY» BbINOJAHAOTCA HACTPOMKa punbTpaumm goctyna no Wi-Fi 1 MAC-

afpecy KAneHTa.

YnpasneHue goctyrnom 5y

CNMCOK paspeweHHBR NO3E0NAET NOAKNHHNATECA TONEKD KNMEHTAM M3 JEHHOMD CNWCKa. MyHKT "CrMCoK 3anpelleHHeR" orpaHuHMEaET
AOCTYN K TOMKE LOCTYNA ANA KNMEHTOE M3 3TOMD COWCKE.

Pesim KOHTRONA LOCTYNE: OTENIOYEHD v

MAC-agpec

KoMmeHTapui:

CAPOEUTE H3MEHEHHMA

Cnucok yoTPORCTE A0A BEIBPAHHOID PEXAME KOHTRONA OCTYNA:

MAC-agpec KommenTapmit

YYAANWTE BEIBpaHHEIR YNanuTe BCe OUMCTHTE

—  Pextum KOHMpOosnAa docmyna — NO3BOJIAET 3a4aTb OAUH U3 TPEX PEXNMOB pa60Tb| C GECﬂpOBOAHbIMM

YCTPOICTBAMM:

o OMKAOYEeHo — Hem o2paHu4YeHull Mo NoOKAYeHUo ycmpolicms;
e benvbili cnucok — K Wi-Fi cemu mo2ym nodKao4umscsa mosaeko ycmpolicmea ¢ MAC-adpecamu
U3 CMUCKQ pa3peweHHbIX;
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e YepHsili cnucok — k Wi-Fi cemu mo2ym nodKno4yameca ece ycmpolicmaa, 3a UCKAoYeHUem
nepeyvucseHHbIX 8 CrucKe.

— MAC-adpec — none gna ssoga MAC-agpeca ycTpoicTea. Agpec BBOAUTCA CMNOLWHbLIM TeKcTom 6e3
pasgenutenein, Hanpumep a8f94b214fa0.

— Kommenmapuli — none pns KOMmeHTapua K gaHHomy MAC-agpecy. He 0653aTenibHO ANA 3anN0AHEHUS.
[na ynobcrea pekomeHAyeTcsa 3anucbiBaTb Ha3BaHMe YCTPOWCTBA, A1 KOTOPOro 3aBOAWUTCA 3arnuch B
CMUCOK.

4.3.3.5 NoameHto «becnpoBoAHOI MOCT»

B nogmeHto "becnpoBoaHOM MOCT" MOXKHO YCTaHOBUTbL COEAMHEHME C APYTMMM TOYKAMM AOCTyNa yepes
b6ecnposoaHoi moct WDS, ncnonbsya nx MAC-agpeca.

BecnpoBoaHoun moct WDS 51Ty,

BECNPOBOAHOR MOCT YWDS MCNONB3YETCA A0A CEAIM © A0y TMK TOMKAMA A0CTYNE, KaK 3T0 JENaET
Ethernet. Bam Hy#HO YCTAHOEWTE 3T TOMKM AOCTYNE B OJHOM K3HANE, 38437 MAC-3AREC A0y T Y TOMEK
AOCTYNA, C KOTOPRIMK Bbl XOTWTE CEA3ATRCA, B TAANWUE, 3 3ATEM BKNDHMTE BECNPOBOAHON MOCT WDS.

Brknwyute WOS

MAC-anpec:

CropocTe: Auta -

KOMMEHTApKE:

AN SRl COpOCMTE MAMEHEHKA

LnthpogaHme ATb CTATHCTIMKY
Terywme Toduky WDS
MAC-anpec CHOpoCTe TH (MAKTIC) KOMMEHTAEHA

YA ANUTE BRIGpaHHRIE Y aN1TE BCE COHMETHTE

OyHKunAa WDS moxkeT MCNo1b30BaTbCA OTAENbHO A8 KaXKA0ro AMana3oHa 4acToT.

— MAC-adpec — none gns seoga MAC-agpeca ycTpoicTea. Agpec BBOAUTCA CMNOLWHbLIM TeKcTom 6e3
pasgaenuteneit, Hanpumep a8f94b214fa0.

— KommeHmapuii — none ans KOMMeHTapusa K gaHHomy MAC-agpecy. He 06s3aTe/ibHO /19 3aN0/IHEHUS.
[na ynobcTea peKoMeHAyeTcA 3anucbiBaTb HazBaHWe YCTPOMCTBA, A4/19 KOTOPOro 3aBOAMUTCA 3anuch B
CMWCOK.

4.33.6 MopmeHto «O630p ceTeitn
B noameHio «O630p ceTel» MOXKHO 3anycTutb nouck apyrux Wi-Fi ceTeir B 3al@aHHOM 4YacTOTHOM

AManasoHe C Uenblo onpeaeneHns MMHUMaNbHO 3arpyeHHOro KaHana npu TOHKOW HacTpoWKe ceTu. TaKxke
yepes 3TO NOAMEHIO BbINOMHAETCA NOAKAOUYEHME K BecnpoBoAHOM ceTu NpoBaliaepa B pexxume pabotbl WISP.
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A

O630p GecnpoBoAHLIX ceTer 5L

3Ta CTPAHWLE COARDHMT MHCTRYMEHT ANA CKAHMPOBaHWA GecnpoBofHON CETH. Bhl MOXETE
NOAKNHKHWTECA K HARAEHHORM ToHKe 40cTyna npu pafoTe Wi-Fi MHTepteica B pEXMME KNMEBHTA.

SEID BSSID KaHan Fexim LUndpoeaHHe CHIHan

MNone

4.3.3.7 MNoameHto « WPS»
B noameHio « WPS» BbINnoHAETCA HacTpoiKa npoTokona WPS (Wi-Fi Protected Setup).

WPS — cTaHgapT noJsiyaBToMaTUYeCcKoro cosgaHus becnposogHoi cetn Wi-Fi. Llenbto npotokona WPS
BNAETCA YNPOLLEHME MpoLecca HACcTPoMKn becnposogHol cetu. WPS aBTomaTMyeckn 0603HAYaeT MMA CeTU U

3a4da€eT LLIVI(I)pOBaHVIe Aana 3awntbl OT HECAHKUMOHUPOBAHHOIO A0CTyna B Ce€Tb, NPU 3TOM HET HeO6XOp,MMOCTM

B

py4YHyIO 3a4aBaTb BCe NapameTpbl.
HacTpoiika 3awmiLéHHoro Wi-Fi (WPS)
WWRS (WWi-Fi Protected Setup) ofecnedmeaeT Nerkli M Ge30nacHeli cnocol co3ganmAa BeCnpoBogHOR CETH.

Ormenioyute WRS

HacTpofika no Haxatiio kHonkw (PBC):
OcTaHoeuTe HacTpoRky (PEC):

TekywHe HACTPOHKH NapaMeTpoB Ge30nacHoCTH:

hWeTon npoBepkH NOSARHHOCTH Open
Tun wudpoeaHua Mane
Knroy TAA,

CAPOCHTE HEMEHEHWA

OyHKunA WPS MOXKeT MCno/ib30BaTbCA OTAE/BHO A4 KAXKA0r0 AMana3oHa 4acToT.

Ncnonb3ysa TepmuHonormio WPS, ycTpoicTBo MOXKET HaxoauTbCs B ABYX COCTOAHMUAX:

Configured — ToyKa gocTyna (xoTs 6bl B 04HOM AMana3oHe YacToT) CKOHPUIypUpoBaHa — 3TO 3HAYMUT,
YTO HACTPOEHbI UMSA CETU, MapameTpbl WNPOBAHNA U ApYyrMe NapameTpbl;

Unconfigured — To4uka goctyna B 060Mx AMana3oHax YacToT He CKOHPUIYpMpOBaHa — 3TO 3HAYUT, YTO
Bce napameTpbl Wi-Fi UMeloT HaCTPOMKKM MO YMONYAHUIO.

B 3aBMCMMOCTM OT COCTOAHMSA TOYKM AOCTYNa HeKoTopble GyHKLMM WPS moryT 6biTb 3a6/10KMPOBaHbI.

—  Omknaoyume WPS — npu BbicTaBneHHoMm ¢nare ¢yHKuma WPS 6yaeT oTK/AoYeHa Ha BblbpaHHOM
AVanasoHe;
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Hacmpolika no Haxcamuro kHonku (PBC) — BbinonHseT pyHKUMKM KHonku WPS Ha Kopnyce ycTpoMncTBa.
MogKknoyeHne KAMEHTa MPOUCXOAUT aBTOMATMYECKM NOCAe HaxKaTuA Ha [AaHHYK  KHOMKY.
MoaKknoyeHue KameHTa no KHonke PBC BO3MOXKHO Kak n3 coctoaHua «Unconfigured» (Touka goctyna
He CKoHOUrypMpoBaHa), Tak U u3 coctosHma «Configured» (Touyka gocTyna ckoHpurypuposaHa). Mpu
noAKAtoYeHMn ns coctoaHma «Configured» KAMEHT NoAyYaeT HACTPOEHHbIE Ha YCTPOMCTBE MMA CETU U
napameTtpbl wudposaHma. [pu nogkawveHmn w3  coctoaHma «Unconfigured» ycTpoiicTeo
aBTOMATMYECKN TeHepPUPYeT M Ha3Ha4vaeT KAMEHTY MMA ceTM W napameTpbl wudposaHua. Mocne
Ha*KaTma Ha KHonKy PBC ¢yHKLMA WPS akTUBHA B TEYEHUE ABYX MUHYT;

OcmaHosums Hacmpoliky (PBC) — npuvHyauMTeNbHO MpeKpalliaeT npouecc Co3AaHus HOBOTO
noakntoyeHua no WPS. TaKkke npouecc npekpalLaeTca aBTOMaTUYECKM eCin B TeYeHMe ABYX MUHYT He
yAanocb co34aTb COeAUHEHUA.

4.3.3.8 MopgmeHio «PacnucaHmne»

B aTom MmeHIO 3agatoTca MHTepBanbl paboTbl 6ecnpoBogHOro MHTepderca B pas/iMyHble Yacbl U AHU
Hegenn. Mpu BKAOYEHHOM OYHKUMKM bBecnpoBofdHasa ceTb 6yAeT HedoCTynmHa BO BpPeMA He Bxogduiee B
pacnucaHue. Mo ymonyaHuio GyHKLUMA pacnmcaHUs BbIKAOYEHa.

PacnucaHue paboTbl GecnpoBoaHoro uHTepderica

T3 CTREHMYA NOEONHT BAM 3aA3TE PACMMCAHME paloTs BECIPOBOAHOND MHTERMENCa. NOKaNYIHCTa, He 3a0YAETE HACTROWTE CHETEMHOE
BEMA NEPEA BKIIHEHHEM AGHHOA OMLMM.

BicniounTl pabioTy no pacnvcaniio

Aenn or o

BotKpeceHbe v oo - oo - oo - o -
BockpeceHbe w oo - oo - oo - a0 -
Bockpecenbe « i} - g - i} - a0 -
BotkpaceHee v 0o - oo - 0o - oo -
BockpeceHbe w oo - oo - oo - a0 -
Bockpecenbe « i} - g - i} - a0 -
BotkpaceHee v 0o - oo - 0o - oo -
BockpeceHse w oo - L] - oo - ag -
Bockpecenbe « i} - g - i} - a0 -

BOCKPECEHEE w 0o - oo - 0o - oo -

CoxpanuT CHABLUTE UEMEHEHHA

—  Brmoyume pabomy no pacnucaHuro — Npu BbicTaBneHHom ¢nare Wi-Fi ceTb B BbIGBpaHHOM AmanasoHe
paboTaeT B COOTBETCTBUM C yKa3aHHbIM pacnucaHuem.

4.3.4 MeHio «HacTtpoiiku TCP/IP»

B 3TOM MeHI0 AOCTYNHbl AnA KOHpUrypuposaHua napametpbl LAN 1 WAN uHTepdelicoB ycTpoicTBa, a
TaKKe napameTpbl coeanHeHUM ¢ ucnoab3osaHnem VLAN.

4.3.4.1 NogmeHto «LAN UHTepdeiic»

B noameHto «LAN WHTepdelc» HaxogAaTcA napameTpbl JOKaNbHbIX MHTepdencos ycTporictea u DHCP-

cepsepa.
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HacTtpoiika LAN nHTepdeiica

3Ta CTPaHML A NPeAHA3HAYEHA ANA HACcTROMKM NapaMeTpoe NoKansHOA BEMUMCIMTENEHON CeTH, NOAKNIHEHHOM K LAN nopTam ealero
poyTEPA. 3AECH Bl MOXETE MMEHUTL IP-34pet, Macky NOACETH, HACTPORKM DHCP 1 npoves

IP-aapec: 192.168.1.1

Macka nogcetn 265 265 25510

DHCP: Cepeep -
Havanerwid agpec nyna IP-agpecos: 192.168.1.2

KoHeuHeli aapec nyna IP-anpecoe 192.168.1.254

MoKka3aTE AKTHEHEIR KNWEHTEI

Bpema apengr DHCP: 480 (1~ 10080 muHyT)

HacTpoika cTatmueckorn DHCP

ma gomena: RG-34-Wac

CAPOCHTE MEMEHEHHA

IP-a0pec — nokanbHbih IP-agpec ycTpoicTBa. [1a MNOAKMAIOYEHHbIX KAMEHTOB 3TO OyaeT aapec
OCHOBHOrO WAt03a. Mo ymonyanuio 192.168.1.1.

Macka nodcemu — 3HayeHne macku LAN ceTu. Mo ymonuaHmio 255.255.255.0.

DHCP — BKntoueHMe naun otkAtodeHne BHyTpeHHero DHCP cepBepa ycTponcTea gna noakntoveHma LAN
K/IMEHTOB MO STOMY NPOTOKOAY.

HavaneHsili adpec nyna IP-adpecos — 3HaYeHMe HadanbHoro IP-agpeca, HauMHas ¢ KoToporo 6yayt
BblAABaTbCA aApeca KNneHTam. Agpec A0NKeH NonaaaTh B A4Mana3oH BbIbpaHHOM ceTu.

KoHeuHbili adpec nyna IP-adpecos — nocnegHuii IP-agpec, KOTOpPbIM YCTPOMCTBO MOXKET BblAaTb
KNMeHTy. Mo ero AOCTUMNKEHMIO Ny CYUTAETCA MCYEPNAHHbIM A0 MOMEHTA OCBODOXKAEHMA YiKe
3aHATOro agpeca. Aapec A0/IXKeH NonasaTb B AMana3oH BbiIGpaHHOM ceTu.

lMoKaszame aKkmusHble KaueHmMbl — 0TObpPasnTb CNMCOK NOAKNKOYEHHbIX K YCTPOMCTBY K/IMEHTOB.
Cmamuyeckuli DHCP — no3BonAeT 3a4aTb cTaTuyeckue IP-agpeca NoAKAIOYEHHBIM KIMEHTAM.

Bpemsa apeHObI DHCP — Bpems apeHAbl B MUHYTax MO UCTEYEHWIO KOTOPOFrO KAMEHT A0/KeH nrMbo
ocBoboauTb agpec, AMBO NPOASNTb HAa TAKOM Ke NPOMEKYTOK.

Umsa domeHa —uma pomeHa DHCP-cepsepa.

26
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4.3.4.2 NoameHio « WAN UHTepdeic»

B noameHto « WAN UHTepdenc» BbINOAHAETCA HACTPOMKA NOAKAOYEHUA K BHELWHeN ceTh Yyepes nopT WAN
MU U3MEHEHMEe NapameTpoB B3anmoaenctena knnentos LAN cetn 1 WAN nopra.

HacTtponka WAN uHTepcpeiica

Ha aTol CTPaHMUE Bbl MOKETE HACTPOMTE NApaMETREl A0CTYNA K CETH MIHTEQHET.

Tun YWAN-nogknYeHHA: DHCFP Client v
MmA xocTa;
Pazmep MTU: 1500 (1400-1500 BaiAT)

= Mopkniyateca Kk DMNS-cepeepy SETOMATHYECKM

3anate agpeca DNS-cepeepoe EpyYHYH

DNE 1
DNE 2
DS 3

WAC-anpec nopta WM 000000000000

KCNoNe30EaTE MAC-30pEC KOMNBKITERS KICAONE30BATE NO YMOMHEHKK

Brawuute uPMP
7 Brnwuuts IGMP Proxy

PazpelwmTte ping Yepes YWAN

Pazpewute goctyn k Beb-wHtepdedcy yoTpoAcTea Yepes WWAN
M2MeHUTE NOPT BoCTyna: a0an

Brnrouute foctyn no telnet

MameHuTe nopt goctyna telnet: 23

McnonezoBaTe cNMCok paspelleHHelx IP-aapecoe Ana Aoctyna ue YWAN

NokaneHed IP-agpec MpoTokan KommeHTapuiA Bribpate

— Tun WAN-nodkawo4YeHUs — BbIOOP NPOTOKOMA, NO KOTOpOMy OyAeT OocylecTBAATbCA MOAKAOYEHUE
WAN-uHTepdelica yCTPONCTBA K CETU NpeaoCcTaBAeHUA YCAYr NpoBagepa:

e Static IP — pexum paboTbl, Npyu Kotopom |IP-aapec u Bce Heobxoanmblie napameTpbl Ha WAN-
WMHTepdelric HasHavatoTca ctatyecku. Mpu Bbibope Tuna «Static IP» ana pefakTMpPOBaHUA CTaHyT
OOCTYNHbI cneaytouine napameTpbl:

— IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdeica ycTpoicTea B CETU NpoBanigepa;

— Macka nodcemu — macka BHelLHe noaceTu;

— OcHogHolI W3 — aapec, Ha KOTOPbIM OTNPAaBAAETCA MaKeT, eciu ANA Hero He
HalgeH MapwpyT B Tabanue MapLLpyTM3auun.

e DHCP Client — pexkum paboTbl, npu KoTopom IP-agpec, macka noacetn, agpec DNS-cepBepa, wtos
no YMOJIYaHUIO M ApyrMe napameTpbl, Heobxoaumble ana paboTbl B ceTu, ByayT nosayyeHbl OT
DHCP-cepBepa aBTOMATUYECKMU.

e PPPOE — pexum pabotbl, npyn KoTopom Ha WAN-uHTepdeice nogHumaetca PPPoE-ceccua. Mpu
Bblbope «PPPOE» Ana pesakTMpoBaHMA CTaHYT AOCTYMHbI CAeAytowme napameTpbl:

—  WmA nonsv3osamena — UMA NONb30BaTeNA ANA aBTOpu3aummn Ha PPPoE-cepsepe;

AboHeHmMcKuli mapwpymuzamop RG-31-Wac 27



S» ELTEX

lapons — naponb Ana asTopuUsaumu;

Service Name — vma ycayrm — 3HadyeHue Tara Service Name B coobueHnn PADI
(none He 0bA3aTeNnbHO AN 3aN0NHEHUA);

Tun nodknaw4eHuUs — No3BoAsAET BblbpaTb TN noakntovyeHna PPPoE: nocTosiHHOe,
no TpeboBaHUIO, BPYYHY!O.

e PPTP — pexum, nNpu KOTOPOM BbIXOg, B MIHTEPHET OCYLLECTBAAETCA Yepes3 CneumasibHblii KaHan,
TYHHENb, Ucnonb3ys npoTtokon PPTP. Mpu Bbibope «PPTP» ana pegakTMpOBaHUS CTAHYT AOCTYMHbI
cnepyowme napameTpbl:

Cnocob cemegoao nodKaoyeHUA — amHammyeckuii IP (DHCP) uam ctatnyeckmi IP. B
nepBom cnydae napametpbl cetu (IP-agpec, macka M wWAto3) 6yayT MNONyYeHsl
aBToMaTM4yeckun. Bo BTopom — noTpebyeTca BBECTU UX BPYUHYIO;

Cnocob nodknw4veHus K cepsepy PPTP — Bbibop cnocoba mexay: No OMEHHOMY
nmeHun unm no IP-agpecy;

LomeHHoe uma — agpec cepBepa byaeT onpeaensaTbCa No ero AOMeHHOMY MMEHMU.
MyHKT aKTUBEH TO/IbKO Mpu Bbl6ope cnocoba NoAgKAUYEHUA NO AOMEHHOMY UMEHMU;
IP-adpec cepsepa — Npwu CTAaTUYECKOM AOCTyMe € 3TOro agpeca OcCylLecTBaAseTcA
poctyn no PPTP-cepBepa;

Uma nonezosamersna — UMA NOAb30BaTeNA AN1A aBTOpm3aunm Ha PPTP-cepsepe;
lMaponb — naponb gna asTopusaumm Ha PPTP-cepsepe;

Tun nodKao4eHUs — NO3BOAAET BblOpaTh TN nogkaodeHns PPTP: nocTtosaHHOeE, o
TpeboBaHMUIO, BPYUHYIO.

o L2TP — pexKum, Npu KOTOPOM BbIXOg, B MHTepHeT ocyLecTBnAeTCA Yyepes3 crneumanbHblA KaHan,
TYHHEb, UCMNoAb3ya NpoTokoa L2TP. Mpu Bbibope «L2TP» ans peaakTMpoBaHUA CTaHYT AOCTYMHbI
cnepyrowme napameTpbl:

Cnocob cemeso2o nooknro4eHUss — auHammudeckuii IP (DHCP) nnu ctratnyeckuin IP. B
nepBom cnyyae napametpbl ceTu (IP-agpec, macka W wnto3) GyayT nosyyeHsbl
aBTOMATUYECKU. Bo BTOpOoM — noTpebyeTca BBECTU UX BPYYHYIO;

Cnocob nooknrw4veHUs K cepsepy L2TP — Bblbop cnocoba mexKay: No AOMEHHOMY
nmeHun unm no IP-agpecy;

LomeHHoe ums — appec cepBepa byaeT onpenenaTbCsa No ero 4JOMeHHOMY UMEHM.
MYHKT aKTUBEH TOJ/IbKO Npu Bbibope cnocoba NoAKAUYEHMA MO AOMEHHOMY UMEHM;
IP-adpec cepsepa — Npwu CTAaTUYECKOM AOCTyne € 3TOro agpeca ocCyliecTBaseTca
poctyn ao L2TP-cepsepa;

Umsa none3zosamesnsa — uma NONb30BaTeNa Ana asTopusaumm Ha L2TP-cepsepe;
lMapone — naponb ana asTopusaunm Ha L2TP-cepsepe;

Tun nodkno4YeHUs — NO3BONSET BbIOPATb TUN NogKatodeHus L2TP: noctosHHOE, no
TpeboBaHu1IO, BPY4HY!tO.

— WmsAa xocma — ceTeBoe UMA yCTpOl‘/JICTBa.

—  Pasmep MTU — onpeaensneT pasmep Kagpos Ethernet nepegasaemobix yepes WAN-nopT.

— Hacmpoliika DNS — appeca ncnonbsyembix DNS-cepBepoB MOXHO Kak MOJy4MTb aBTOMATUYECKM MO
DHCP, TaK 1 yKa3aTb BpPY4HYIO.

—  MAC-adpec nopma WAN — no3zsonset nameHuto MAC-agpec WAN-nopTa ¢ 3aBoACKOIro Ha CTOPOHHUN,
€CJIM CO CTOPOHbI NpoBaliaepa peannsoBaHa nposepka MAC-aapecoB abOHEHTCKMX YCTPOMCTB.

—  BKaoyums uPNP — npoTtokon UPnP  ucnonb3yeTcA HEKOTOPbIMM MpunokeHuammn (Hanpumep, DC-
KnneHTamm, Takmmm Kak FlylinkDC++) ans asTomatuuyeckoro cosgaHua npasua npobpoca TCP/UDP-

nopTos,

MCNoJib3yeMbIMU 3TUMU NPUNOXKEHNAMMU, Ha BblLeCcToALLEM MapLlpyTusaTope.

PekomeHayeTtcs BKAOUMTL UPNP ans obecneveHnsa paboTbl cepBucos obmeHa daiinamm B ceTu.
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—  BKmoyume IGMP Proxy — npwu BbicTaBnieHHOm d¢nare ycTpolicTBo obpabaTtbiBaeT 3anpocbkl IGMP,
KOTOpble HeobxoaMmbl ana pabotsl IPTV.

— Paspewums ping yepez WAN — npwu BbiCTaBAeHHOM ¢nare ycTpoicTBO byaeT oTBeYaTb Ha Nnpuxoadline
n3 WAN 3anpocb! ICMP.

— Paspewums docmyn k Beb-uHmepdgpelicy ycmpolicmea 4vepe3 WAN — OTKpbiBaeT AOCTyn K Beb-
nHTepdelicy yctponcrea ns WAN ceTtu.

—  U3meHums nopm docmyna — U3MeEHeHWe nopTa AocTyna K Beb-uHtepdeiicy m3 WAN un LAN cetu. Mo
yMOAYaHUIO ncnonbayetca nopt 80.

—  Bkawouume docmyn no telnet — oTKpbIBAET AOCTYN A0 YCTPOMUCTBA Mo coeanHeHuto telnet.
—  U3meHums nopm docmyna telnet — no3BonseT MeHATb NOPT ANA coeanHeHua no telnet.

— MUcnons3zoeams crniucok paspeweHHsix IP-appecos gna pgoctyna ns WAN — cogeput cnmcok IP-
aapecoB, KOTOPbIM pa3peLleHo NoaKAYaTbea K Beb-uHTepdelicy u telnet ns WAN-cetu.

—  Bkmroyume NAT Passthrough 0na paspeweHus nakemam (VPN) npoxodums Yepe3 poymep K cemessim
KaueHmam — 3ta GyHKLUMA ncnonb3yeTtca npu HacTtpolkm VPN nogkntoueHuns tuna IPSec, PPTP, L2TP u
IPv6.

MpoTtokonabl PPTP n L2TP ncnonb3ykoTca A4na Co3g4aHMA 3allUMLEHHOIO KaHana cBA3n vepes Internet mexay
KOMMNbIOTEPOM yZaNEHHOIO NONAb30BaTeNA WU YAaCTHOM CeTbto ero opraHmsaumm. PPTP n L2TP ocHOBbIBatOTCS Ha
npotokone Point-to-Point Protocol over Ethernet (PPPOE) u saBnAtoTca ero paclwmpeHusmun. JaHHble BEpXHUX
ypoBHelt mogenn OS| cHavyana nHKancyampytotca B PPP, a 3atem 8 PPTP uaun L2TP gna TyHHeNbHON nepeaayu
yepes cetu obuwero pgoctyna. QPyHKUMOHaNbHble BO3MOXKHOCTMU PPTP wn L2TP pasnuuHbl. L2TP MmoxKeT
MCMNO/Ib30BaTbCA He TOMbKO B IP-ceTax, cny:kebHble cOObWEHNA ANA CO34aHUA TYHHENA U MepecbliIkKM No Hemy
[LAHHbBIX UCNO/b3YIOT OAMHAKOBbIN GOopmaT M NPOTOKO/bI. PPTP MOXKeT npumeHATbCA TONbKO B IP-ceTax, n emy
HeobxoAnmo oTaenbHoe coeamHeHne TCP ans co3gaHus M UCNOb30BaHMA TYHHeNs.
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4.3.4.3 NogmeHto «VLAN UHTepdeic»

MNoameHto "VLAN mnHTepdenc” nossonset cBasbiBaTb NopThl B pexkume NAT nan Bridge n o6beanHsTbL MX BO
VLAN c ncnonbsoBaHunem Tteros ctaHgapta 802.1Q.

HacTtpowka VLAN uHTepdeica

3Ta CTpAHMU A NPEAHA3IHAYEHA ANA HACTPOMKM NapaMeTpoe YLAN . BUpTyankHaA NokankHad ceTh
CHy#MT AnA ofecnedeHMA LOCTyNa K YCNyTan © MCNoNe30BaHKen Teroe 802 10, HacTpoika NnozsanAeT
CBA3ATE WWAN 1 LAN MHTEPERCH B DEXMMEX paboTel NAT 1Ak Bridge.

¢ Brnwumte 80210 WLAN
WLAN 1D (1-4095): 0

Peskum paboTe!: MNAT v
Hardware NAT:

Mopt BLIARATE TerMpoBaHHEIA
WA
LAMT
[
LAN3
[
Wi-Fi 24Ty,
Wi-Fi 24Ty WAPT
Wi-Fi 2.4y WAP2
Wi-Fi 2.4y WAP3
Wi-Fi 2.4y WAP4
Wi-Fi 5y,
Wi-Fi 8y WAP1
Wi-Fi gl WAR2
Wi-Fi 5y WAP3
Wi-Fi My WAP4

SPAERI N NN R COpocuTE M3MEHEHKA

— VLAN ID — no3sonsieT BbibpaTb Homep VLAN, KoTopblit ByaeT Mcnonb30BaTbCA HA BblIOPaHHbIX NOPTax.

—  Pexcum pabomsi NAT — nossonsetr Bcem noptam ycTaHoBneHHoi VLAN nonyyaTb AOCTYN K CETU C
ogHoro agpeca.

—  Pexcum pabomel Bridge — cBs3biBaeT Apyr ¢ apyrom noptbl ogHol VLAN. TpaduK uyepes nopThbl
nepeaaetca c Terom 802.1Q unu 6e3 B 3aBUCUMOCTM OT BbICTaB/IEHHOIO NapameTpa.

— Hardware NAT — BkntodyeHune annapatHoro NAT.

4.3.5 MeHto «IPvb»

MNosBonseT HacTpouTb NnapameTpbl WAN u LAN nHtepdelicos npu ncnonb3osaHum IPve
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4.3.5.1 NogmeHto «IPve WAN nHtepdeiic»

B noameHto «IPv6» BbINONHAETCA KOHOUTYPUPOBAHWME NOAKAOYEHNA K BHELIHEN CETU U JIOKaNbHOM
ceTu no npoToKony IPv6.

HacTtpouka nHtepdgenca WAN IPv6

Ha aTol CTREHWUE Bbl MOXETE HACTROWTE NAQAMETHR AOCTYNE K CETH MHTROHET.

¢ Brnuoyute 1P

WAN
Cnocof nonyyeHuA agpeca: ALITO
Tun WWAN-noaknHYEHKA: Ethernet -
DHCP

= NWHAMWYECKDE HEZHAYEHME anpeCa
HazHaueHue agpeca ¢ Mcnone2oEaHWem DHCP
ouID: 00030001 a8@4b2abs2c
Brntouute PD

Brnwuwte Rapid-commit

Hactpoiika DNSvG

DMST: MnuHa npedmrca
Qooo : 0000 o 0000 : 0000 c 0000 ¢ 0000 o 0000 : 0000 a

Dpyroe

MAC-anpec nopta WAAN: 000000000000

¢ Brnwumte MLD Proxy

S{abial SRt ERTe LIRSS COOCKTE M3MEHEHMA

Mpu BbIGOpE pexuma «Static» 6yayT 4OCTYNHbI CAeayoLmne HaCTPOMKM:

—  BHewmHul IPv6-adpec ycmpolicmea — ctaTuyeckuit IPv6-agpec ycTpolicTBa, €
KOTOpbIM ByAeT OCyLLeCcTBAATLCA JOCTYN K ceTu MHTepHeT.

— [nuHa npegurca —aHanor macku nogcetn B IPv4. Onpegenser Kakas 4yacTb agpeca
onpezenseT NOACETb, a Kakasa - XxocT. MaKkcMmanbHoe 3HavyeHue anmHbl npedukca —
128.

—  OcHosHol winto3 — IPvb-agpec Wwnto3a, MCNoAb3yeMoro o YyMOAYaHUIO.

— Hacmpolika DNSv6 — IPv6-aapec DNS-cepsepa.

Mpu Bbibope perkuma «AUTO» byayT AOCTYNHbI CeaytoLimMe HaCTPOMKK:

—  [TMonyyums adpeca DNS-cepsepos asmomamuyecku — cnocob noaydyeHus agpeca
DNS-cepBepoB: aBTOMATUYECKMN UAN BBECTU CAMOCTOATE/IbHO KaK Npu BblIBpaHHOM
pexume «Static».

—  Bkaw4umes PD — no3BonsieT aBToMaTU4YecKn noayunTs IPv6 npeduKc.

—  Bkawyume Rapid-commit — pexum, NO3BOAAKOWMI MNOAYYUTb adpec B Xone
obmeHa 2 coobLueHnAMM, a He 4 KaK Npu 06bIMHOM NOAKNOHEHUM.
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Mpu BbIGOpE

TMna WAN-noakntoueHma «PPPOE» HacTpOMKM aHanoruuyHbl pexumy «AUTO».

TaK»e HY»XHO yKa3aTtb napameTtpbl PPPoE-coeanHeHus:

Uma nonezosamena —wnmaA Nonb3oBaTena Ha cepsepe PPPoOE.

Maposab — ycTaHOBAEHHbIM NApOb.

Service Name — onumoHanbHO, yKa3blBAaeTCA Ha3BaHMe 3anpallMBaeMoro cepemca.
AC Name — MAC-agpec KoHUEeHTpaTopa AocTyna (ecnm nsBecteH).

4.3.5.2 NogmeHto «IPv6 LAN nHtepdeiic»

Mo3BonseT HacTPOUTbL NapameTpbl IPv6 Ans noKanbHOM ceTu.

HacTtpoika nHrepcpenca LAN IPv6

3Ta CTpaHWLa NPeAHAsHAYEHA A HACTPORKM NAPaMETPOE NOKANBHOHA BEMUCIMTENLHOA CETH,
NOAKNMIOHEHHOR K LAM NOPTaM BAWEro poyTepa.

|P-anpec:

oooo cooooo

HOnunHa npedmkca
Qooo o oooo o o000 o 0000 o 0000 o 0000 1]

Hactpoiika DHCPvG cepeepa

BrnwuuTe
Anpec DNS: 2001:db8::35
MuTepdeic: bl
HauaneHeil agpec nyna P- 2001 - k121000
anpecoe: B
KoHevHult agpec nyna IP- 200 - k-1 -2 2000
anpecoe: B

PEHUTE W MPUMEHWTE

IPv6-adpec ycmpolicmea — ctatudeckuin IPvb-agpec ycTpolicTBa, KoTopbli byaeT
npucesoeH LAN nHtepodelicy.

JnuHa npegukca — aHanor macku noacetu B IPv4. Onpeaenser Kakasa YacTb agpeca
onpeaenseT NoAceTb, a Kakasa - XocT. MaKkcMmanbHoe 3HayYeHue A nHbl npeduKkca —
128.

Bknatouumes DHCPv6 cepsep - NO3BOAUT AUHAMUYECKM MOAYYMTb NapameTpbl gnA
nHTepdelica.

Adpec DNS — IPv6 agpec DNS cepsepa.

UHmepdgpelic — HazBaHWe MHTepdeinca, 4158 KOTOPOro NPOM3BOAUTCA HACTPOMKA.
HauaneHsili adpec nyna IP-adpecos — 3HayeHue HayanbHoro IP-agpeca, HaumHas ¢
KoToporo O6yayT BblAaBaTbCA agpeca KAMeHTam. Agpec [0/KeH nonajaTe B
AnanasoH BblIbpaHHOM ceTu.

KoHeuHblli adpec nyna IP-adpecos — nocnegHuin IP-agpec, KOTOpbI YCTPOMCTBO
MOET BblAaTb KAMEHTY. MO ero AOCTUMKEHWIO MyN CYMTAETCA MCHEPNaHHbIM A0
MOMEHTa OCBODOOMAEHMA Y)Ke 3aHATOro agpeca. AZpec [O/KeH nonagatb B
ANanasoH BblIbpaHHOM ceTu.
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4.3.5.3 NogmeHto «Radvd»

MoameHto "Radvd" nosBonseT HacTpPoUTb NapamMeTpbl PacCblKM cooblieHnn Router Advertisement ans
BbINO/HEHUSA aBTOMATMYECKOM HAaCTPOMKK B perkmme SLAAC.

HacTtpoitka Router Advertisement

¢ Brnwdute
radvdinterfacename bl
MaxRtr&dvlntercal E00

MinRtrAdvinterval
MinDelayBetweenRAs 3

AdvilanagedFlag
AdvOtherConfigFlag

AdvLinkMTLU 1500

AdvReachableTime 0

AdvRetransTimer 0

AdvCurHopLimit B4

AdvDefaultLifetime 1800

AdvDefaultPreference CpegHan -
AdvSourcel LAddress s

UnicastOnly

4.3.5.4 NMoameHio «Tunnel (6to4d)»

Mo3sonAeT co3aath IPv6/48 noaceTtb c ogHMM IPv4 agpecom.

HacTpoika TyHHenbLHoro noakrnoyeHus IPv6 (6to4)

# Brnwuute

4.3.6 MeHio «Firewall»
B aTOM MeHto AOCTYNHbI PYHKLUMK, No3BOAAIOWME ynpaBaaTb goctynom mexay LAN n WAN nHtepdeiicamu.
4.3.6.1 MoameHIo «PuUnbTpaLUA NOPTOBY

®dunbTpaumna NopToB No3BosneT 3anpetntb Tpadmk mexagy LAN 1 WAN Ha 3a4aHHbIX gMana3oHax NopTos.
Mcnonb3oBaHue punbTpa MoXKeT HbiTb None3Ho ana 3awmTbl LAN-ceTM uam orpaHmyeHma goctyna.
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dunbTpauus NopToe

3anucit B Talnuue NpedHasHaqeHsl 4NA Tora, 4Tofbl GokMpoBaTh 06MEeH NakeTamMy ONPELENEHHOM TUNA MEXAY NOKaNEHON CETh 1
WHTEQHETOM. MIENONL30BaHME NOA0EHEX HMNETPOE MOKET OblTe NOMNE3HO ANA 3EWMTE BALIEA NOKANEHOA CETH MKW OrpaHdeHa 4ocTyna
BiknioumT HNETR NOPTOR

Auanazon nNopToE:

MpoTakon TCR/UDP -

KommenTtapui

CAPOCHTE MEMEHEHKA

Cnucok geRcTEy HWKME HUNETROE

Juwanazon nopTor MpoTokon KommenTtapuii

YAAMHTE BHIADAHHBIE YIANKTE BCE OUHETHTE

BKao4ume ¢puasmp nopmoes — npu BbiCTaBAeHHOM dnare GUAbTp BKAKOYEH. MPU BKAKOYEHUN MOMKHO
BbIOpaTb TMN CNKCKa:

e YEpHbIN CNNCOK — AOCTYM Yepes NopTbl, BHECEHHbIE B CMUCOK, ByAeT 3anpeLleH.

e bensili cnucok — goctyn 6yaer paspelleH TONbKO Yyepe3 NopTbl, BHECEHHbIE B CMWUCOK, U
3anpelLeH No BCem OCTa/bHbIM.

Bkaroyume IPv4 — dunbTpauma ocyLecTBAsSETCA No NpaBu/iam C UCNob30BaHKeM aapecos |IPv4.
Braroyume IPv6 - dunbTpauma ocyLLecTBAAeTCA No Npasuiam C UCNob3oBaHMeM agpecos IPv6.
Juana3oH nopmos — BBOAATCA HOMepa NopToB, TPadMK C KOTOPbIX Bbl XOTUTE 3anpeTuTb.
lpomoKon — BbIbOp TMMNa NpoToKona Tpaduka TCP, UDP nunu oba.

KOMMEHmCIpUU — none gna oCraB/ieHnA 3aMeTOK AnA d)MI'IprOB.

34
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4.3.6.2 NoameHto «dPunbTpauyma IP»

PyHKuMA «DunbTpauma IP» nossonseT orpaHMUYMTb AOCTYN ANA onpeaeneHHbix yctponcte 8 WAN-ceTb
(MHTepHeT), Npu aTOM pecypcbl BHYTPM LAN-ceTM ocTaroTca AOCTYMHbI.

PuneTp IP-agpecos

Janucu B Tadnuue NpefHasHaveHsl ,nA Toro, YTofbl BNoKMPpoEaTe O0MEH NaKETAMK ONPERENEHHOMD
THNA MEFTY NOKANEHON CETHH W MIHTEQHETOM . MICNONE30BaHWE NOA0BHBI HHMNETPOE MOXKET ObITh
NONEZHD 4NA 3aWMThI BALUEMA NOKANBHOM CETH MNK QrpaHM4eHKMA 4oCTyna.

Brntouute guneTp IP-anpecoe
Brnrouute (Pud

Brnwuute IPvE

NokaneHeld IPvd agpec
NokaneHeld IPYE anpec

MpoTokan: TCR/UDF v

KommeHTapui:

AHWTE M MPUMEHWTE COpOCUTE M3MEHEHMA

Cnucok geRcTeEy WK UABTROE:

TNokaneHeld IP-agpec [MpoTokon KomMmMeEHTaRHMA

Y¥AanKMTe BeIdpaHHbe ¥ 0anuTe BCE CHMCTUTE

— Bkaw4vume ¢unemp IP-adpecos — npun BbiCTaBNeHHOM dnare GUAbTP BK/IHOYEH.

— Bkawovume IPv4 — dunbTpauma ocyLLecTBAAETCA C UCNOAb30BaHNEM aapecos IPv4.

— Bkawovyume IPv6 — dunbTpauma ocyLLecTBAAETCA C UCNOb30BaHNEM aapecos IPve6.

— JloKanobHsili IP-adpec — BBoaaTcA IP-afpec yCTpOCTBa, KOTOPOMY HYKHO OrpPaHMUnTb AOCTYy.
— [lpomokosn — BbIb6op TMNa NnpoTokona Tpadpuka TCP, UDP naum oba.

— KommeHmapuli — none ana octaBiaeHUs 3amMeToK 418 GUAbTPOB.
4.3.6.3 MoameHto «dPunbrpayua MAC»

B noameHto «dunbtpauma MAC» BbINOAHAOTCA HacTponKa dunbTpauun goctyna no MAC-agpecy KAneHTa,
noakntyeHHoro B oanH 13 LAN-nopTos.

AboHeHmMcKuli mapwpymuzamop RG-31-Wac 35



S ELTEX

PuneTp MAC-agpecoB

3anuvcK B Tabnuue NpeiHAasHaYeHsl 4NA Toro, 4Tobbl GNoKMpoBaTe 0OMEH NAKETAMK ONPEedEnNeHHOo
TUNE MERIY NOKANEHOM CETEH W FIHTEQHETOM. MCNONb30BaHKME NOA00OHBN HUMNBTROE MOXET GbITh
NONE3HD ANA 3alWKTRI BALLER NOKANEHOM CETH MK OrpaHKHEHA JOCTYNE.

Brntouute duneTp MAC-aapecoe

HEpHEIA cnucok -

MAC-aapec KommeHTARHA

MWAC-anpec:

KormeHTapui:

Y AaNMTe BelpEaHHBIE ¥0aNTh BCR

Bkaroyume punemp MAC-adpecos — npu BbicTaBsieHHOM diare GuabTp BKAOYEH. [pn BKAOYEHUMU
HY¥HO Bbl6paTh TN dUNbTPa:

e YépHbIN cnucok — goctyn 6yaeT 3anpeLieH yctpolicteam ¢ MAC-agpecamm, BHECEHHbIMU B
CMUCOK;

e benbiii cnucok — goctyn byaeTt paspelleH TO/IbKO YCTPOMCTBAM, BHECEHHbIM B CMUCOK, U
3anpeLeH BCeM OCTa/IbHbIM.

MAC-adpec — Beoantca MAC-agpec yCcTpoiicTBa, KOTOPOMY HYXKHO OrpaHMUYUTb AOCTYM.
lMpomokos — BbIbop TMNa npoToKona Tpaduka TCP, UDP nan oba.

Kommenmapuli — none gns octaBAeHMA 3aMeTOK a8 GUNbTPOB.

36
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4.3.6.4 NMoameHio «Mpobpoc nopToB»

Mpo6poc noptos

MepeadpecalMA NOPTOE NOZBONAET YA ANEHHEIM KOMNBHTERAM NOAKNHIMATEEA K KOHKDETHORMY
KOMMbHITERY NOKANLHOR CETK. 3T HACTPORKK MOMYT BbITh NONEIHE, ECNKM Bak HEOAXOAMMO
NPEAOCTAEMTE AOCTYT K NOKANEHOKY B2 MNK NONTOBOMY CEQBENAM, HAXOAAWMKMEA 38 WNHDE0M NAT
Firewall's. Takke Npofpoc NopToE MOXET NOTPEAOBATECA ANA NONHOUEHHOR pafioTel HEKOTORKLE P2P
NPWUADHEHWA (HanpuMep, BETorrent).

Brntouute npoBpoc nopToe

IP-appec:

MpoTtokon: TCRAIDP -
BHyTpeHHME nopT:

BHewHwA nopT:

Brewnud IP-agpec:

FOMMEHTApHA:

NN IR  COpoCHTE M3MEHEHMA

Cnucok NpobpoWeHHEIX NOPTOE:

NokaneHsIA IP- o . BHEWHKWA |P-
MpaTokaon BHYTPEHHWA NopT BHEWHWA NopT

KomMMEHTARWA CTaTY
afpec agpec

YAANWTE BRIBPEHHBIE  YO42NMTE Boe COMMCTMTE

BKarouume npobpoc nopmoe — Npu BbiCTaBNEHHOM dare Npobpoc NOPTOB BbINOHAETCA.

IP-adpec — BBoguTCAa IP-aapec yctporictea LAN-ceTu, KoTopoe byaeT nonyyaTb Tpaduk.

lpomoKon — BbIbOp TMNa NpoToKosa Tpadmka TCP, UDP nau oba.

BHympeHHul nopm — yKasbiBaeTcA NpobpacbiBaemblit TOPT cO CTOPOHbI LAN.

Mpobpoc ceTeBbix NOpTOB HEOBX0AMM, Koraa TCP/UDP-coeanHeHme ¢ noKanbHbIM (MoaKA04eHHbIM K LAN-
UHTepdelicy) KOMMbIOTEPOM YCTaHAB/IMBAETCA U3 BHelHel ceTu. [aHHOe MeHI0 HAcTpOoeK No3BOo/seT 3a4aTb
npaBuna, paspeLlatolime NPoOXoXKaeHNEe NAKETOB M3 BHELIHEN CeTU HA YKa3aHHbIA aApec B IOKaNbHOM CETU, TEM
CaMbIM Aeflas BO3MOXHbIM yCTaHOBAeHMe coeanHeHuA. Mpobpoc nopToB rnaBHbIM 0bpaszom Heobxogum npwm
ncnonb3oBaHuu torrent- n p2p-cepsmcoB. a5 3TOro B HACTPOIKax torrent- nan p2p-KANeHTa HyXKHO NOCMOTPETb
ncnonbsyemble UM TCP/UDP-nopThbl 1 3a4aTb ANA 3TUX NOPTOB COOTBETCTBYIOLWME Npasuaa npobpoca Ha IP-aapec
Bawero KomnbtoTepa.

BHewHuli nopm — nopT co cTtopoHbl WAN uHTepdeiica, MOXKeT coBnagatb WaM OTAMYATbCA OT

HOMepa NopTa co CTOpoHbI LAN.

BrewHuli IP-appec — BBoanutca IP-agpec yctporictea B cetrt WAN, ana KoToporo byaeT aeincTsoBaTthb

npasuio npobpoca.
KommeHmapuli — none gna octaBNeHUsA 3aMeToK A1 GUIbTPOB.
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4.3.6.5 MoameHto «dPunbrpaymua URL»

®unbTp URL No3BONSET OrpaHNYUTbL AOCTYN K pecypcam B MHTepHeTe no nx agomeHHbIM agpecam (URL).
®unbLTp URL-agpecoB

DHUNLTA MCNONB3YETCA ANA BNOKMPOEK A0CTYNE K aAQECAM M3 CNMCKS.

Brnrouute dunetpauyua URL
HEpHLIH cnMcok

Beneld cnvcok

URL-anpec:

COXpaHuTE M MIMMEHHTE CApOCHTE M3MEHEHKMA

Cnucok fedcTeyHOWMY dUNETPOE:

LIRL-agpec

Y AENKTE ERIGpaHHEIE ¥AaNMTe BCE CHMCTHTE

— BKawvume ¢uasmpayuro URL — npu BbicTaBieHHOM ¢nare ¢unbTp BKAtOYEH. Mpu BKAOUEHUM
yKaxkute Tmn puabtpa:

e YépHebili cnucoKk — pocTyn byaeT 3anpeLleH Ha caiiTbl, agpeca KOTOPbIX BHECEHbI B CMUCOK;

e bBenbiii cniucok — poctyn 6yaeT paspelleH no aapecam, BHECEHHbIM B CMMCOK, M 3anpeLieH
M0 BCEM OCTa/IbHbIM.

— URL-adpec — BBoaaTca URL-agpec pecypca, AOCTYN K KOTOPOMY Bbl XOTUTE 3a6/10KMPOBaTh.

4.3.6.6 MNoameHo «DMZ»

demnnutapusoBaHHan 30Ha (DMZ) no3BonseT BblAenUTb OAHOro KnveHta B LAN TakMm obpasom, yYtobbl
BCE BXOAALLME MaKeTbl NepeHanpaBaanancb Ha Hero. O6bIMHO DMZ-X0OCT coaepKuUT cepBuchl TUNa Beb-cepsep, FTP-
cepsep, DNS-cepsep n npoume.

OemunutapusoesaHHas 3oHa (DMZ)

BEMpTyaneHan 30Ha DMZ NO3E0NAET NOK3A3LIBATE B MIHTEQHETE DAMH KOMMBIOTED TaK, YTO BCE BXOAALME
NakeTel GyayT NEPEHANPABNATECA HA YCTAHOENEHHEIA KOMNBOTER. OObMHD DMZ-XOCT COLEMRMT
YCTROMCTER, AOCTYTHEIE ANA MHTEPHET-TRAMKA, TakKME kak BeA-cepeepel, FTP-cepeepel, DNS-cepeepkl
M NpoMMe.

Brniauute DML

IP-anpec DMZ-xocTa:

ap N ROl SIE N COpoCKTE M3MEHEHMA

— Bkawvumes DMZ — npw BbicTaBneHHOM ¢nare DMZ BKAtoYeH;

— IP-adpec DMZ-xocma — BBogmuTca IP-agpec kKaneHTa B LAN-ceT, KOTOPOro HY*KHO NepemecTuTb B
30HY DMZ.
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4.3.7 MeHio «Quality of Service (QoS)»

TexHonorus obecneyeHns KadectBa o06cnyxuBaHMAa (QoS) no3BonseT pacnpefensite MNPOMNYCKHYO
CNOCOBHOCTb MeXAy BCEMU KIMEHTAMM, NOAKAOYEHHBIMW KaK K npoBogHbiM LAN-nopTam, Tak 1 no Wi-Fi.

KayecTBO 06CcnyxuBaHua (QoS)

TEXHONOMMA NO3E0NAET YNREENATE NPOMYCKHORA CNOCOGHOCTEHD CETH.

BrniouuTe QoS

3303Te AETOMATHYECKH CKOPOCTE MCXOLALLEM COEJHHEHHA
3anate BpyyHyH (KBut/c): 512
3a0aTe AETOMATHYECKH CKOPOCTE BXOLALLEMD COEQHHEHMA

3anaTe BpyuHYH (KBWT/C): a12

Hactpoiika npaeun QoS

Mma npaeuna:
Tun Qos: [Pvd MAL 1P PHYPORT DSCP 1P
MpoTokon: TCR/UDP -

Nakanedeid P-aapec: -
NakaneHeld nopT: -
BHewHui IP-agpec: -

BHeLIHWA nopT: -

PG appec:

MAC-agpec:

Phyport: {0-4
DSCP: (0-63)
80210 (0-7)

— Bkaw4ume QoS — npu BbicTaBneHHOM dnare ¢pyHKUMA QOS BKAOYEH];

— CKopocmsb ucxodsaujezo/sxodauieco coeduHeHUs —nNo3BOAET 334aTb CKOPOCTb COeauHEeHUa AnA
KaXKA0ro KAneHTa aBTOMaTUYECKMN UK BbICTaBUTb BPYYHY!IO.

Hacmpolika npasun QoS

— Tun QoS — BbibepuTe TN NapameTpa, AN1A KOTOPOro 334aeTCA NPABUAO;
— [MpomoKon — 3apaetcsa NPOTOKOA, ANs KoToporo byaeT paboTaTb NpaBuno;
— JloKanobHsili IP-adpec — 3apaeTca npu BbibpaHHOM TUne agpeca IP KAneHTa;

— JlokanbHeili nopm — 3apgaetca nopt TCP/UDP co ctopoHbl LAN, ans Kotoporo 6yaeT BbiNoHATLCA
npaswuno;

— BHewHul IP-adpec — 3apaeTcs IP-agpec yctpoiicTBa co ctopoHbl WAN an1a AaHHOro Npasuna;

— BrewHuli nopm — 3apaetca nopt TCP/UDP co ctopoHbl WAN;
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IPv6 adpec — 3apaetca agpec IPv6 ana npasuna QoS;

MAC-adpec — 3agaetca MAC-agpec KANeHTa;

Phyport — 3apaeTca agpec pusmyeckoro nHrepdeiica Ethernet;

DSCP — 3apaetca meTka 3aronoBka QoS, no KoTopolt byaeT BbINOAHATLCA NPaBUIO;
802.1p — 3apaeTca meTKa npuopuTeTa 414 NPaBuna;

Pexcum — nossonseT BbIbpaTb MeXAay ABYX BAPUAHTOB:

e [apaHTMPOBaATb MUHMMA/IbHYIO CKOPOCTb;
e OrpaHM4YMBaTb MaKCMMasibHYO CKOPOCTb.

Ckopocmb exo0suezo/ucxodauije2o coedOuHeHUs — BBeanTe Tpebyemoe 3HayeHue B 3aBUCUMOCTM
OT BbIOPAHHOIO PEXKUMA;

Tun npuopumema — No3BoOAAET 3a4aTb ncnonb3yembiii Tun PRIO nnm WRR;

CmeHa memku DSCP — 3apaeTca 3ameHa MeTKU B 3aronoske QoS npu npoxoxkaeHun LAN-WAN un
HaoboporT;

CmeHa memku 802.1p — 3a4aeTca 3aMmeHa MeTKM NpuopuTeTa B 3arosioBKe npu npoxoxageHmn LAN-
WAN 1 Haobopor;

KommeHnmapuli — no3BonseT 0CTaBUTb 3aMETKY O Tekylem npasune QoS.

4.3.8 MeHo «HacTpoiika mapwpyTusaumum»

B meHio «HacTpolika mapupyTusaumm» YCTaHaBAMBAOTCA AUHAMMUYECKME U CTaTUYECKMe MapLupyThbl

YCTPOWMCTBa.
HacTpouka maplipyTtusauum
Ha aTol cTpaHuue Bel MO#ETE 3343Tk NAPAMETRE! AMHAMWYECKOR MARWDYTHMIALMK, 3 TAGKE HACTPOMTE
NPABMNa CTATMHECKDR MAPLWPYTU3aL0 MM,
BikniouuTE AHHAMHYECKYH MAPLLPYTHIALMID
MNAT: BknrueHo BrikniyeHo
Mepenayva: Briknwyeno - RIP1 RIP 2
Mpuen: Brikntioueno  RIP 1 RIF 2
RIPng: BikikntoueHo BknryeHo
CApOCHTE M3MEHEHKMA
FazpelluTe CTATMYECKHE MapLUPYTE
IP-anpec
Macka nogcertd:
Wl ntoz:
MeTpuka:
WHTepdeic: LAM v
CAPOCHMTE MIMEHEHKMA
CnMcok CTAaTMYECKWE MapLIPYTOE:
IP-anpec ceTd MNM x0cTa CeTeEaA Macka Links MeTpuka  MHTepdeR: CTatyo
Y¥OaNMTe BuIGpaHHeE Y0andTe BCE CYUCTHTE
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JuHamu4yeckaa mapuipymu3ayus

—  BKAOYUMb OUHAMUYECKYIO MAapuwpymu3ayulo — Npu BbiCTaBAeHHOM dnare paboTaeT ¢yHKUMA
AVHAMUYECKoW MapLIpyTM3aLmu;

— NAT — ncnonb3oBaTb NpW AMHAMUYECKON MapLIpYTU3aLNN;

— lpuem/Mepedaya — BbIGOP NCMONb3YEMOro NPOTOKOA ANHAMUYECKO MmapLupyTmusaumm RIP1 nan RIP2
ON1A COOTBETCTBYIOLLErO HaMNpaB/ieHus;

— RIPng — npu BbICTaBNEHHOM dJiare BK/OYAETCA MPOTOKO/ AMHAMMYECKON MapLUpyTU3auMn ansa cetu
IPv6.

CmamuyecKaa mapuwpymu3ayus

—  Braoyumes cmamuyeckue mapuwpymsi — Npu BbiCTaBlIeHHOM ¢dnare cTaTUYecKkne MapLupyTbl 6yayT
[006aBneHbl B TabAnLy MapLupyTmM3aumy;

— IP-adpec — appec cetm HazHaYeHMUa UAN XOCTa, A0 KOTOPOW yKasblBaeTCa MapLIpyT;

— Macka nodcemu — ceTeBas MacKa. [ns XocCTa MacKa MOACETU YCTaHaBAMBAETCS B 3HayeHue
255.255.255.255, gna noacetn — B 3aBUCMMOCTM OT €€ pasmepa;

— o3 — IP-agpec Wto3a, Yepes KOTOPbI OCYLLECTBASAETCA BbIXOA Ha «|P-agpecy;
—  Mempukxa — «CTOMMOCTb» MapLIpyTa;

—  WHmepdgelic — Tun BbixogHOro UHTepdelica yctponctea (LAN nanm WAN) yepes KOTopbli AOCTYMHA
LeneBas ceTb;

— [oKkazames mabauyy Mmapwpymu3ayuu — OTKPbIBAaET B HOBOM OKHE TEKYLLYIO TabanLy MmapLipyTmsaumm
YyCTpOMCTBa.

4.3.9 MeHI0 «AGMUHUCTPUPOBAHUE»

B 3TOM MeHI0 HaxoamTcAa MHGopmaLma 06 YCTPOICTBE, ero COCTOAHUK, a TaKKe napameTpbl KOHPUrypaumu
1 obHoBseHua MNO.

4.3.9.1 NoameHto «Cratyc»
B aTtom nogmeHto oTobparkaetcs MHdopmaumnsa ob ycTpoicTBe M OCHOBHbIE HAaCTPOMKM, TaKMeE KakK:

— CucTemHble napameTpbl (Bpema 1 Bepcus NPoLLMBKU);
— NapameTpbl 6ecnpoBoAHbIX UHTEPHENCOB;
— Hactpoliku LAN-ceTu;

— Hactpoiiku WAN-nopTa.
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Cratyc poyTepa

3Ta CTPAHWLE 0TOBPEKIET TEKYLIEE COCTOAHME YCTPORCTES, 8 TAKKE HEKOTOPEIE OCHOBHEIE HACTPOMKM.

4.3.9.2

B aTOM NogmeHI0 HaxO4ATCA AaHHble O NepefaHHbIX U MPUHATbIX MakeTax No Kaxkaomy MHTepd)eﬁcy, a

Cuctema

Bpema paboTel
Bepcua npowmveru
Bpema chopku

FooHgurypauna TCRAP

Oday: Thd5m:47s
1.4.0-b245
Tue Aug 15 10:39:29 +07 2017

MpoTokon nony4eHwa IP Fixed IP
IP-anpec 192.1658.1.254
Macka nogceT 2552552550

CIcHOEHOR Wk
DHCP-cepeep
MAC-agpec
FooHdurypaumua VAN

192.168.1.254
BrnwveHo

02:20:80:28:19:4b

MpoTokon nony4eHwa IP DHCP
IP-anpec 192.168.3.17
Macka nogceT 2552562550
CIcHOEHOR Wk 192.168.3.1

MAC-agpec
KoHgurypauua LAN PG
BrewHui agpec
INokaneHeld agpec
CIcHOEHOR Wk

MAC-agpec

MoameHio «CraTUCTUKaA»

ad:=:4bh:2abh2c

feB0000000000000002080{ffe 28194 b/54
feB0000000000000002080ffe 2884 h/64
02:20:80:28:1:4b

TaKXe MHPOopPMaLMA O COCTOAHUM YCTPOMCTBA: 3arpyske LIMY n namatu.

CrtatucTuKa

Ha 3TOi CTPAHWLE NOKA33HE CYETYMKM OTNRABNEHHEK M NOMHATEL NAKETOE A0A WLAN 1 Ethernet

MHTEPCEMCOE.

CTNpaEneHo NakeToe 4974
Ethernet LAN

Many4eHo NakeTos 4702

OTnpaEneHo NakeToE 1226
Ethernet YN

MonyyeHo NakeToe 972

Menanezoeano CRLU 0.00 %

MENane20EAHO NAMATH 2401 %
Hardware

Dbl ad namats 109152 kB

CeoBogHan namats 82944 kB

CAHOEWTE
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4.3.9.3 NoameHto «DDNS»

B 3TOM NOAMEHIO MOXKHO aKTMBMPOBATb YCAYry NPeAoCTaBJEHUS MOCTOAHHOrO [AOMEHHOTO WMMEHU
YCTPOMCTBY C ANMHaMMYecknm IP-agpecom.

OuHamunyeckuin DNS

JUHAMUMHECKAR DNS - TEXHONOMAA, KOTOPAA NPMMEHARTEA ANA HAZHAYEHMA NOCTOAHHOMD AOMEHHOM
WMEHM YCTROACTEY © AMHAMUMECKM IP-3pECOM.

Brnryute DDME

MocTaEW MK yonyT: DynDNE v
NomeHHoe MMA: host.dyndns.org

TNorunfemail:

Mapone /KKy

IEHWTE | MPMMEHWTE CApOCKTE U3MEHEHKMA

— Tlocmaswuk ycnye — Bblbop nocTasLumKa ycayrm DDNS;
—  JomeHHoe umA — 34eCb YKa3blBaeTCA 4OMEHHOE MMA NOCTaBLUMKA YCAYT;
— JloauH/email — 3aecb yKa3blBaeTcsA NOTMH NONb30BaTENA Ha CaiiTe NOCTaBLLMKa YCAYTU;

— nGpOﬂb/KfIiOH — 3/4eCb YKa3blBAE€TCA NMNapoO/b;
4.39.4 NoameHto «HacTpoiKa AaTbl U BpEMEHU»

B aTomM nogmeHo HacTpamMBaeTca AaTa U CUCTEMHOE BPeMs YCTPOMCTBA NPM MOMOLLM CUHXPOHM3ALMM C
NTP-cepsepom.

HacTpoiika BpeMeHU

Bbl MOHKETE HACTPOMTE CMCTEMHOE BPEMA MPW NOMOLWM CHMHXPOHMIALMIA ¢ MyBAM4HBEIM NTP-CepBepom.

Tekywee epems:

2016 ] 9
[og Mecay Dexs
12 i a1
Yac hdun Cer

CKOMMPOBaTE EpE QMMEKTERE OBHOEWTE

BribepuTe EpeMeHHYD 30HY (GMT+02:00Moscow, St. Petershuray

PazpelwmTs cHHxpoHuzauui © NTP-cepeepom

Aapec NTP-cepeepa: ru.poolnip.arg -

3afaHue Apeca BRYUHYH

CHPOCHTE HEMEHEHHA
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TeKyu4ee 8PeMA — YKa3blBaeTCA 3Ha4YeHNe TEHyU.LEﬁ AaTbl U BpEMEHN. ECTb BO3MOXHOCTb BMECTO BBOAA
CKONnpoBaTb 3TN AaHHbIE N3 KOMMbKOTEPA.

BpemeHHQAsA 30HA — 4acOBOM NOAC B KOTOPOM HaxoAWUTCA YCTPOWMCTBO. B 3aBMCMMOCTM OT 3Toro byaet
BbIMO/IHATLCA MNOACTPOWKA BPEMEHN.

Paspewums cuHxpoHuszayurww ¢ NTP-cepsepom — npu BbiCTaBieHHOM ¢Jiare npoucxoauT
CUHXPOHM3ALMA C CEPBEPOM TOYHOIO BPEMEHM.

Adpec NTP-cepsepa — MOXHO BblbpaTb cepBep M3 NPeasIoKEeHHOro CNMcKa UM BBECTU ero BPy4HYIo.

4.3.9.5 MopgmeHio «3awmta DoS»

Denial of Service (DoS) — rpynna ceTeBbIX aTaK, HanpaB/ieHHbIX Ha cbou B paboTe ycTpoKMCTBA NyTem
OTNpPaBKM 6ONLLIOTO YMCNA PA3/IMYHbLIX NAKETOB C Uenbto BbizBaTb 100% 3arpysky npoueccopa. Co CTOPOHBI
no/sib3oBaTeNsa 3TO MOXeT HabnwogaTbcA B npobsemax CO CKOPOCTbIO Mepegauv AaHHbIX MAW UX MNOJHOe
npekpalleHne 6e3 BUAMMbIX Ha TO MPUYMH.

Ona npepotepauieHna DoS-atak B yCTPOWCTBE MO YMOAYAHUIO BK/IOYEHbI aAropuTMbl Pacrno3HaBaHuA

NoAO3PUTENBHOM aKTUBHOCTM NaKeToB, nocTynatowmx Ha WAN-nopT, pasanyHbix BWAOB TpaduKka U, npu
HEOBOX0AMMOCTHM, NMPOM3BOAAT 3anpeT Ha 06pPaboTKY NAKETOB OT KOHKPETHOrO MCTOYHWMKA WKW OnpesefieHHbIN
(nofo3pUTENbHbIN) TN NAKETOB KOTOPbI MOXKET NOCTYNATb C Pa3HbIX a4Pecos.

Denial of Service

"Denial-of-service" (0Tkas & 0OCMy#MBaHMM) B 8TEKW HE BBMUCIWTENLHYD CHCTEMY C LENBH JOBECTH BE A0 OTKA33, TO BCTh CO34aHME
TaKM YCNOEWA, NPK KOTORBX NEranbHBIE NONEI0EETENH CUCTEME HE MOMYT NOMYHMTE A0CTYN K NPEA0CTABNARMBIM CHCTEMHBIM PECYICEM.

4 Brnwouuts npenoTepaltede DoS atak

0y

Whole System Flood: SYN 3000 MNaketoe/Cerynna

0y

Whole System Flood: FIN 3000 MNaketoe/Cerynaa

Y

Whaole System Flood: UDP 3000 MakeToe/Cekynaa

LY

Whaole Systern Flood: ICWP 3000 MNakeToe/Cerynna

<

Per-Source IP Flood: SYN 2000 MNaketoe/Cerynna

0y

Per-Source IP Flood: FIN 2000 MNaketoe/Cerynaa

0y

Per-Source IP Flood: UDP 2000 MNaketoe/Cerynaa

<

Per-Source IP Flood: ICMP 2000 MNakeToe/Cerynna

0y

TCRAUDP PortScan (yBCTEWMTENLHOCTE) Huakan -

< |CMP Smurf # IP Land # IF Spoof
< IP TearDrop # PingOfDeath # TCP Scan
¢ TCP Syn\WithData # UDP Bomb # UDP EchoChargen

BrIfpaTe Bce OUMCTHTE BCR

¥ Brniouuts Bnokdpoeky MCTOMHKMKE aTakd no IP-anpecy 3600 Epema finokupoeku (cek)

Bkarouyume npedomepauwjeHue DoS amak — npwv BbicTaBneHHoM dare 3awmTa oT DoS aTak BK/oYeHa.

Whole System Flood — rpynna c4eT4yMKOB, Oonpeaenstowmx MHTEHCUBHOCTb MAaKeTOB OnpeaesieHHOro
TMNa, KOTopble NPOXOAAT 4Yepe3 YCTPOMCTBO 3a OAHY cucTemy. B cnyyae npeBbllEHUA AMMMUTA Ha
Syslog cepsep oTnpaBaseTca cooTBeTcTBYHOWEEe yBegomaeHne. CYETYMKM 3a4atoTCA OTAEeNIbHO ANA
naketos SYN, FIN, UDP, ICMP.
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— Per-Source IP Flood — rpynna CYETYMKOB OMpPeAenstolWmx MHTEHCUMBHOCTb TpaduKa NO KarKaomy
WUCTOYHMKY. B cnyyae npeBbilieHMA NOPOroBoro 3Ha4eHus oTnpasaseTcs cooblieHme Ha Syslog cepsep,
a TaK»Ke BbInoJiHseTca 6/10KMpoBKa no IP-agpecy NCTOYHMKA Ha 3agaHHoe BpemA. CYETYMKM 3a4a10TCA
otaenbHo gna naketos SYN, FIN, UDP, ICMP.

— TCP/UDP Port Scan — ¢yHKUMA onpedenser NoAo3pUTE/IbHYI0 aKTUBHOCTb CKaHMPOBAHMA MOPTOB
YCTPOIACTBA M OTNpaBaseT coobueHne 06 aTom Ha Syslog cepsep.

CKaHMpoOBaHMe NOPTOB NPOUCXOAMUT C LeNblo BbiABNEHUA cnaboro mecra B 3awumre, Kyaa
MoOKeT 6biTb NpoBeAeHa aTaka. B cayyae nosBneHusa Takoro coobuweHua Ha Syslog
cepBepe peKomeHAyeTcA OTKAwuuTb B nogmeHw «WAN MWHTtepdeic» onuuu
«Pa3pewuntb ping yepes WAN» u «Paspewmtb goctyn K Be6-uHtepdeiicy yctpoicrea
yepe3s WAN».

"

— ICMP Smurf — ¢yHKUMA BbinonHAET 3awuTy oT ICMP-oTBeTOB, noctynatowmx Ha WAN-uHTepdeiic ot
NnoA03pUTENbHbIX UCTOYHMKOB.

— IP Land — dyHKUMA BbINOMHAET 3aWMUTY OT NAKETOB, Y KOTOPbIX NOJA agpeca OTNpaBuTeNnsa U noayyarens
B 3aro/sioBKe IP cOBNaJaloT, YTO MOKET MPUBECTU K BECKOHEUYHOMY LMKAY NEPecblKM NakeTa camomy
cebe 1 neperpysKe ycTpoicTea.

— IP Spoof — OyHKUMA BbINOAHAET 3alLMTy OT MNaKeToB, KOTOpble MOryT ObiTb OTNpaBAeHbl U3
HeZl0CTOBEPHOro MCTOYHWMKA C NoameHOoM IP-agpecoB AN COKpbITUA 3Toro dakTa.

— IP TearDrop — ¢yHKUMA BbINOAHAET 3alUUTY OT NAKETOB C HEBEPHO BbICTABAEHHbIM CMELLEHMEM
[AaHHbIX, Y4TO Npu ero obpaboTke MoKeT nNpmueecTn K cboto onpeaeneHna Havana M KoHuUa GparmeHTa
OaHHbIX.

— PingOfDeath — ¢pyHKUMA BbINOAHAET 3aWwmTy oT ICMP-NakeToB ¢ HeAONYCTMMbIM pasmepom (bonee 65
535 6awr).

— TCP SynWithData — ¢yHKUMA BbiNoAHAET 3awmTy oT TCP-nakeToB ¢ BbicTaBaeHHbIM dnarom SYN, HO
MMELOLLUX B CBOEM COCTaBe AaHHble, KOTOPbIX BbITb HE AO/KHO.

— UDP Bomb — ¢yHKums BbinonHaeT 3awmty oT UDP-naketoB B COCTaBe KOTOPbIX HapyweH dopmar
CNyXebHbIX nonen.

— UDP EchoChargen — dbyHKUMSA BbINOJIHAET 3aLLMTY OT aTaK Ha cepsuc Chargen.

—  BKawo4yume 670KUPOBKY UCMOYHUKA amaku o IP-adpecy — npw BbiCTaBNeHHOM dnare B caydae
BbIABJIEHWA WCTOYHMKA aTaku OyaeT npoussBedeHa ero 6/0KMPOBKA Ha yKasaHHoe Bpemsa. [lo
OKOHYaHUIO Talmepa 6/0KMPOBKA CHMMAETCA, HO MOXKET ObiTb BbINONHEHA CHOBA, €C/M aTaKka He
npekpaTuTCS.

4.3.9.6 NogmeHto «Hactpoiika TR-069»

B nogmeHio  «Hactpoika TR-069»  BbINO/MHAETCA  HACTPOWKAa  MPOTOKO/A  aBTOMATUYECKOro
KOHPUrypnupoBaHMa aboHeHTCKMX ycTpoicts TR-069.
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HacTtpoika TR-069

3Ta cTpaHKMUa MCNoNE3YETCA ANA HACTROMKM TR-069 CPE. 3neck Bel MOXETE M3MEHWTE NapaMETHLI
A0CTyNa KACS.

TROBS: = BriknioueHo BrnroueHo
ACS

LURL:
Mma nonezoeaTens:

Mapone:

Brniuute nepuoguYeckEne
OMNOEELeHKWA:

= BriknoyeHo Brnroveno

MHTEpEAN NEpHOAUYBCKUY 0
OMNOEELLLEHHIA:

3anpoc Ha NoaKNKW4YeHHe

Mma nonezoeaTens:
Mapone:
MyTe:

Mopt: 0

YnpasneHue
ceptidpukaTamm
Bribepute daidn | ©ain He eeibpaH

CA cepTudukaT
P ¢ SaAlysHTh

NS PIRERT) COpoCcHTE M3MEHEHWA

O6wue:

TR-069 — npu ycTaHOBNEHHOM ¢nare paspelleHa paboTa BCTPOEHHOrO KnMeHTa npoTtokona TR-069, uHave
— 3anpeLyeHa.

URL - apgpec cepBepa aBTOKOHUrypupoBaHuA. Agpec Heobxogumo BBOAMTb B  dopmaTe
http://<address>:<port> unu https://<address>:<port> (<address> — IP-agpec nau gomeHHoe nma ACS-
cepsepa, <port> — nopT cepsBepa ACS, no ymonyaHuto nopt 10301). Bo BTOpom cnyyae KAneHT byaet
ncnonb3oBaTb 6e3onacHbii npoTokon HTTPS gns o6meHa nHdopmaumeit ¢ cepsepom ACS.

Bkaouume nepuoduveckull onpoc — NpPW YCTAaHOBAEHHOM ¢nare BCTPOEHHbIM KaneHT TR-069
OCyLLEeCTBAAET Nepuogmyeckmnin onpoc cepsepa ACS ¢ MHTepBasoM, paBHbIM « MHTepBaNy NepuoanyecKmx
onoBeLLeHUn», B CeKkyHaax. Llenb onpoca - obHapyuTb BO3MOXHbIE M3MEHEHWA B KOHUrypaumu
YCTpOIiCTBA.

Umsa nonvzosamerns, [1aposnb — Mmsa NONb30BaTENA U NAPOb ANA AOCTYNa KAMeHTa K ACS-cepBepy.

3anpoc Ha noAaKn4YeHune:

Uma nonezosamerns, laposab — uma nonb3oBaTena n Naponb gna goctyna ACS-cepsepa K KameHTy TR-069;
Mymes — nyTb B paliIoBOM cucTeMe cepBepa;

/70pm - MCI'IOI'Ib3V€MbII7I nopT oNnAa Nno4gKNK4YeHnA.

46

AboHeHmMcKuli mapwpymuzamop RG-31-Wac



H ELTEX

4.3.9.7 NogmeHo « CUCTEMHDBIN XKYPHAN»

MoameHto «CUCTEMHBIVN KypHan» npegHasHaYeHo A7 HaCTPOMKM BbiBOAA PA3HOro poga OTNafA0YHbIX
COOBLWEHNIM cUCTEMBI B LLeNsiX 0BHapyKeHMA NpuymH npobaem B paboTe ycTpoiicTea. OTnagouHyto MHpopmaumio
BO3MOXHO MOJIYy4NTb NO COBbITUAM B BecnpoBogHOM ceTn (Hanpumep, NOAKAOYEHME HOBOTO K/IMEHTA) U 3awmTe
ot DoS-aTtak.

CUCTeMHBIN XXypHan

Ha aToR cTpaHWUE Bbl MOXETE HACTPOMTE NAPaMETPE BEAEHMA CUCTEMHOTD ¥ypHANa (Syslog), a Takke
NPOCMOTPETE 3AMKMCH B HEM.

Brnwumte NOTHPOEAHHE
HMcnonezoeaTe y,ﬂ,aﬂEHHbllﬁ CepEep ANa NOrHpoEaHdA

IP-agpec ynaneHHaro
Cepeepa

DAHOEWTE OMUETHTE

— BKa04UMb 102UPOBAHUE — NPW BbICTaBNEHHOM diare GYHKLMA KypHana akKTUBHA;

— MUcnonbzosames yodaneHHsili cepsep 0414 A102UPOBAHUA — NPW BbICTaBNieHHOM ¢nare oTa1afo4Han
MHPopmaLums ByaeT OTNPaBAATLCA HA YAAIEHHbIW cepBep Mo NpoToKony syslog. Ero agpec 3agaercs
B none «IP-agpec yganeHHoro cepsepar.

4.3.9.8 NoameHto «O6HOBNEHME NPOLLUUBKUY
MogmeHto «O6HoBneHMe [O» npepHa3HayeHO A1A  OOGHOBAEHUA YNpPABAAIOLWEN MWKPOMNPOrpamMMmbl

yCTpoicTBa. YCTPOWCTBO MO3BOIAET MCMONb30BaTb ABE MPOLIMBKW: OCHOBHYIO M PE3epBHYIO, Ha CAy4all ecau
OCHOBHan nospeKaeHa. MNepekaoyeHne MexKay NPOoLLUMBKaMM OCYLLLECTBAAETCA B 3TOM NOAMEHIO.
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v

OOHoOBEeHNEe NPOLWNBKN

Ha atoi cTpanuue Bel koxeTe 00HOBUTE cucTemHoe MO poyTepa Ao BONEe HOBOM BEPCMM.
MNo#anyACTa, He BIKNIOYARTE YCTROACTED B NPOLUEeCcce 00HOBNEHKMA - 3TO MOXET NPWMBECTW K NOpHe
NAMATH.

Bepcua MNO: 1.4.0-b245
Brifiepute dain c npowuekod: | BrBepute dain | Pain He eeibpan

CApOCHTL

BrniounTE pezepEMpOBAHHW NPOLWWEKW
AkTHEHAA 0bnacte: 2

Pezeperan obnacte: 2

IATE C PEZEPEHONA 0BNACTKH

YOaneHHeR cepeep v
OBHOENEHME NPOLWIMERK C yAANEHHOMD CEREERE
Anpec cepeepa 0DHOENEHHH:

Mepuog onpoca (Mack): 0

HocTynHan EepcHA: Mot available

— Bepcus 10 — Bepcus nporpammHoro obecneyeHms, yCTaHOB/IEHHOIO Ha YCTPOMCTBE.

— Besibepume ¢halin ¢ npowuskol — NPy HANUYUKN NIOKANbHOTO dainia C NPOLLUMBKOM MOXKHO 0BHOBUTb
MO, ykas3as NyTb K 3TOMy GaiNy M Ha)as KHOMKY «OB6HOBUTbY». AKTyasibHYIO MPOLLUMBKY MOXHO
CKayaTb Ha calTe http://eltex-co.ru/downloads.

— BKaw4ume pesepsuposaHue NpPoWUBKU — aKTUBUPYET 3anucb BTOPOM MPOLWIMBKM B NamATb
YCTPOWCTBA. 3arpy3anTbCa CO BTOPOI NPOLUMBKM MOXHO MO KHOMKe «[llepe3arpysuntb ¢ pesepBHOM
obnactmn».

B cnyyae Koraa OCHOBHAsA NPOLUMBKA NOBpeXKAeHa, pesepBHan byaeT 3arpyeHa aBTOMaTUUYECKU

ObHoeneHue npowuskKu rno cemu

YCTPOCTBO MOAAEPKMUBAET BO3MOMKHOCTb OBHOBAEHMA MNPOLUMBKM MyTEM CKauMBaHMA ee U3 ceTu. B

KayecTBe UCTOYHWMKA OOHOB/IEHMA MOXKET ObiTb y,D,BHEHHbIﬁ cepsep 1AM npAamble CCbI/IKM Ha NPOLUMBKY B BUAE

HTTP,

V%

A

FTP, TFTP agpeca.

— AOdpec cepsepa 0b6Ho8aeHUl — B 3TOM MOJie YKa3blBAETCA afpec cepBepa Ha KOTOPOM HaxoamTes
daiin npowmeku. Mo ymonyanuto ato download.eltex-media.ru.

— [lepuod onpoca — NHTePBaN BPEMEHU, MO KOTOPOMY YCTPOICTBO ByaeT obpaliaTbca K cepsepy 3a
HOBOW NPOLUNBKOIA.

— JocmynHaa eepcua — Bepcusa NporpaMmmHOro obecneyeHua [OCTYNHaA Ana obHoBAEHMA Ha
cepsepe.

Ona pabotbl PyHKLUM NpOBepKN 06HOBNAEHUA HEOB6X0AMMO Hannume BbixoAa B UHTepHeT.

He oTknlouyaiiTe NnMTaHUe YCTPOIiCTBA, He BbINONHANTE ero nepesarpy3ky B npouecce o6HoBneHUs
no.
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4.3.9.9 NoameHio «CoxpaHeHne/3arpy3Ka HacTpoeKk»

B noameHio «CoxpaHeHue/3a2py3Ka HACMPOEK» BbINONHAETCA COXpPaHeHMe W OBHOBAEHWEe TeKyleW
KOHOUIypauum.

CoxpaHeHue/3arpysKka HacTpoek

Ha 3T cTPaHWUE Bl MOKETE COXPAHMTE TEKYLUME HACTPOMKM B (haln MK 3arpysKTe Mx 13 halina. Tacke Bel MOKETE COpOCHTE TERYLME
HACTROMKM K 33B0ACKMM

i COXPaHUTE
CoxpaHuTe HACTpoRKK: L OXPAHHTE...

JarpyauTe HAcTpoRKK w2 dalina: Brifepute daiin | Dain He euifipaH

.. CApoCUTE
CEpDCHTb HACTROWKH K 33BO4CKHM: Sz

CoxpaHumes HacmpolKku - [ONA COXPAHEHMS TEKyLlelM KOHOUrypauum yCTPOMCTBA Ha 0KasbHbIN
KOMMbIOTEP HAaXKMMUTE KHOMNKY « COXPaHUTb...».

3aepy3umes Hacmpoliku — BbIGOP COXPaHEHHOTO Ha JI0KAa/IbHOM KoMMbtoTepe daina KoHburypaumu. Ona
0BHOBNEHUNS KOHOUIYPaLMM YCTPOMCTBA HaXKMUTE KHOMKY «Bblibepute dbainy», ykaxkute dain (B popmarte

.dat) 1 HaxkmuTe KHOMKY «3arpysuTb». 3arpyKeHHaa KOHUrypauus npumeHseTca aBTomatudecku 6es
nepesarpysKku ycTpomncTBa.

Cébpoc ycmpolicmea Ha 3a800cKue HacmpolKu - ana cbpoca Bcex HacTPOeK YCTPOMCTBA Ha CTaHAapTHble
33aBO/CKME YCTAHOBKM, HAaXKMUTE KHOMKY «Cbpocy.

4.3.9.10 MoameHio «YnNpaBneHue JOCTYNOM»

B nogmeHio «Ynpas/ieHWe AOCTYNOM» YCTaHaB/AMBAOTCA JIOTMH WM Naposib JocTyna K Beb-uHTtepodelicy
ycTpoicTea gna AgmuHuctpartopa v MNonb3osatens.

YnpageneHue AocTyrnom

Ha aToi cTpaHMuye Bel MOKETE HACTROMTE aKkayHT ANA AOCTYNE K MapLWpyTHIaTORY.

AnmMuHMCTpaTop

MmA nonesoeaTena:
Hoewld naponk:
MoATES KA EHHE NaponA:
Monb3oBatens

MmA nonesoeaTena:
Hoewld naponk:

MoATEEp#AEHKE Napona;

CHROCMTE M3MEHEHKA
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Uma nonbzosamesna — none gna nsmeHeHuA uMmeHun nonbsosartensa. o YMOJIHaHUIO! admin.

Hoewili napoas — none Ans BBOAA HOBOMO NapoAs K yCTponcTay. Mo ymonyaHuio: password.

ModmeepxcdeHue napons — nosne AnA NOBTOPHOro BBOAA HOBOro NaposA C Le/blo ero NOATBEPKAEHUA.

[na BCTynaeHus B CUly HOBOM KOHQUIypauum M 3aHECeHUs HACTPOeK B 3HEProHe3aBUCUMMYIO MamMATb
Ha)KMUTE KHOMKY «COXpaHWUTb M3MeHeHua». [N OTMEeHbl M3MEHEHUI MNOKUHbTE CTpaHuuy 6e3 coxpaHeHus
NU3MeHeHW. AN BOCCTAHOB/IEHUS 3HAYEHWNI MO YMOYAHMIO HaXKMUTE KHOMKY «COPOCUTb U3MEHEHUAY.

/ B uenax ob6ecneyeHuss 6e30MacCHOCTU NpPU HACTPOUKe YCTPOICTBA peKomeHAyeTcA
M3MEHUTb NOTUH U NAPOb.

4.3.10 USB Hactpoiiku

B meHio «USB HacTpolknu» MOMKHO ynpaBnatb ¢akinamm Ha noaknoveHHom USB HakonuTene, a Takxke
NpeaoCcTaBAATb K HUM A0CTyn no npoTokony SMB, FTP n cepsucy DLNA.

4.3.10.1 MogmeHio «O6waa nHpopmauuna»
B aTOoM nogmeHto otobpaxkaeTtca MHPopmaLmMa 0 HocuTese.
Obwan nHpopmaumnn

Ha aToH CTpaHWUE 0TofApaEwaeTeA MHOAMALMA 0 HOCKTENE .

Paznen OfWEA 0fbew  CEOAOOHD llenone20eaHD Vcnonszoeano Tun painosoi
% CHETEMEI
fdew/sdal 353905 3.097(5) 0.541(5) 21% fat

4.3.10.2 MoameHio «HacTpoitka goctyna»

B atom noagmMmeH MOXHO AO6aBMTb N yaannTb y4eTHble 3aNncu Samba.
HacTpoiika noctyna

NofaEsTE HOEYH YHETHYH 3an4ce Samba.

MMA nonkzoEaTEnA:
Hoewld napone:

MoATEEpAEHWE NapOna:

CNMCOK YYeTHEIX 3anuce:

Brifpate  MIMmA nonNez0BATENA

¥ 0EaNKTE BelBpaHHBIE ¥0aNMTe BCE CAPOCKTE MIMEHEHMA
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4.3.10.3 MoameHto «Hactpoitka USB npunoxxkeHuii»

B 3TOM nogMeH0 MOXHO BKAOUMTL/BbIKAOUMTL DLNA, FTP-server, Samba.

HacTpouka USB npunoxeHuin

3Ta CTRAHWU A MCNONE3YETCA 4NA BKNHOYEHMAERIKNIDMEHKMA DLNA, Samba n 1.4,

Brnwoumnte DLMA,
Brnwuute FTP cepeep

Brnwuute Samba

4.3.10.4 NopmeHio «O6WMe NanKu»

B 3TOM NoAMEHI0 MOXHO pPaspeLlnTb AOCTYN YCTPOMCTB, MOAKAOUYEHHbIX K MapLIPyTU3aToOpy K Nankam Ha
BKNOYEHHOM B MappyTmsaTop USB-ycTpoiicTse.

Oo6wWwme Nanku

3Ta cTpaHuLa WENoNb3yeTeA ANA A0GABNEHUAAA ZNEHUA OBWMK NanokK.

Mma nanku:

[MyTe Kk Nanke: Mwarftmpiusbisdal -
AHOHUMHEIR goCTyn: 4

Mpaea: Tonbko 4TEHHE -

Cnucok oBwywy nanok;

BeiGpate  FmA nanku MyTE K Nanke Brnaneney, Mpaea

YAANWTE BRIANEHHEIE ¥ anuTe BCE CAROCMTE M3MEHEHKA
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4.3.10.5 NoameHo «Paspenbi»

B aTom nogmeH0 MOXKHO ynpaBasaTb pasgenamm namatu USB-ycTpoicrsa.

Paszpenbl

Ha aToi CTPAHMLE Bbl MOXKETE pasinTe NoAKNKHEHHEIA USB-HAKoNMTENE HAa HECKONBKD NOMMHECKMX

BNOKOB ¥paHEHWA, HAZEIBAEMEIX PA3AENaMK. [0 BRINOSHEHMKM ONEPaLMK MApLWPYTH3aTop ByLeT
MEpE3ArPyHKEH]

HakonuTene: sda v
QBWKA pazmep: 4.041TH

Konu4ecTeo paznenoe: 1 -
Homep pasnena Pazmep (ME)

1 4041

Hakonwrene! Tabnuua paznenoe:

Homep pazgena Fazmep THN fadnoeoi CUCTEME

1 4041 MB fat

Y 0aNMTE BRIGPEAHHEIE Y 0anuTh BCE CAPOCMTE M3MEHEHMA

— Hakonumesnb — BbIOOP NOAKAOYEHHOTO YCTPOMCTBA.
— 06wuli pasmep — pasamep NamATU YCTPOMCTBA.

Konuuecmeo pasdenoe - Bbl60p KO/InN4ecTBa pa3aesioB NamAaTu yCTpOl‘aCTBa. Huxe yKa3sblBaeTcA
pa3mep Kaxgoro pasagena.

Tabauya paszdenos — wnHbOpMaUMA O BCEX pasgenax YCTPOMCTBA. 34eCb TaKKe MOMKHO yAaNUTb
HECKO/IbKO UK BCE pasaensl.

4.3.10.6 NogmeHio «dopmaTupoBaHUeE»

B 3TOM NoameH10 MOXHO 0ThopmaTMPOBaTh NamATb. Mpu GopmaTMPOBaHKUM BCE AaHHbIE YAANAOTCA.
dopmaTupoBaHue

OnEpaLMA HoPMATUPOBAHWA NPMEEAET K YAANEHWHK BLEX LAHHE HA NOAKMHYEHHOM USB-HAKONWTENE .
NoskAMYACTA, CKOMMOYATE BEXHEIE JAHHEIE NEE] HOPMATUDOEIHWMEN .

Paszpen: sdal -

Tun halnoBol CUCTEMB ext2 v

MpOBaTE

— Pa3den — Bblbop pasaena ans GpopmaTMpoBaHMA.

Tun ¢paiinosoli cucmemsl — BblboOp TMNA altNoBbIA CUCTEMbI B KOTOPbI ByaeT nepedopmaTnpoBaH
pasgen.

52 AboHeHmMcKuli mapwpymuzamop RG-31-Wac



H ELTEX

TEXHUYECKAA NOAAEPKKA

[na nonyyeHna TEXHUYECKON KOHCY/IbTaLLMM NO BOMPOCaM 3KCMNayaTauumn obopyaoBaHna
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHBIN LLEEHTP KOMMNAHUMK:
050032, Pecnybnuka KasaxctaH, r. AimaTbl, MKp-H. Anatay, yn. Mbparumosa 9
TenedoH:
+7(727) 320-18-40

E-mail: info@eltexalatau.kz

Ha oduumanbHOM caliTe KOMMaHWW Bbl MOMKeTe HaWTU TeXHMYECKYD AOKYMEHTauuio wu
nporpammHoe obecneyeHne ans npoaykumm TOO «IntekcAnartay», o6paTUTbea K 6ase 3HaHWI, OCTaBUTb
WNHTEPAKTUBHYIO 3aABKY WM NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOTO LeHTpa

http://eltexalatau.kz
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