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Bepcua 1.37

05.06.2020

[obasneHbl pasgensbl:

— 5.21 Cepsuc watchdog

M3meHeHue B pasgenax:

— 2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

— 2.4.4 CseTOBaA MHANKaLMA

— 4.5.1.2 PacluMpeHHasn HacTpoKKa ypoBHA AoCTyna

— 5.9 Selective Q-in-Q

— 5.17.5 ®yHKumMA mHoroagpecHol mapwpyTtusaumm IGMP Proxy
— 5.18.7.1 Telnet, SSH, HTTP n FTP

— 5.25.3 KoHTponb npotokona DHCP u onumn 82

— 5.30 KoHdurypuposaHue ACL (cnncKu KOHTpOAS 4oCTyna)

Bepcusa 1.36

22.11.2019

M3meHeHusA B pasaenax:
—5.24.3 KoHTtponb npoTtokona DHCP v onunn 82

Bepcua 1.35

19.07.2019

[ob6asneHbl pasgensi:

—5.29.4 HacTpoiika BpeMeHHbIX MHTepBanoB «time-range» ana
CMUCKOB A0CTyna

MN3meHeHue B pasgenax:

— 2.3 OCHOBHble TeXHMYECKME XapaKTEPUCTUKN

—5.15.4 MexaHn3m obHapyxeHua netenb (loopback-detection)
—5.15.5.1 Hactpolika npoTokona STP, RSTP

—5.18.7.2 KomaHap! KOHOUTYypUpoBaHUA TepMUHaia

—5.24.3 KoHTtponb npoTtokosna DHCP v onunn 82

Bepcua 1.34

26.12.2018

MN3meHeHus B pasgenax:
- 5.7 HacTpoiKa cMcTemMHOro BpemeHu
- 5.15.12 Hactpoiika ¢yHKumm Layer 2 Protocol Tunneling (L2PT)

Bepcua 1.33

29.05.2018

[obasneH pasgen:

-4.5.1.2 PacwmpeHHasn HacTpPoMKa ypoBHA A0CTyna
N3meHeHuA B pasgenax

- 5.6.2 KomaHab! ans pabotbl ¢ pannamm

- 5.8.1 HacTpolika napameTtpos Ethernet-untepdeliicos, Port-Channel
n Loopback-uHtepdelicos

- 5.12 Hactpoiika IPv4-agpecaumm

- 5.14.1 NpoTtokon IPv6

- 5.15.3 Hacrtpolika npoTtokosa GVRP

-5.18.7.1 Telnet, SSH, HTTP u FTP

- 5.23.2 Onepauus UDP lJitter

- 5.28 KoHourypauma DHCP-cepsepa

-5.29.1 KoHourypmposaHue ACL Ha 6ase IPv4

- 5.31.1 Hactpoiika QoS

- 5.32.3 Hactpoiika npotokona OSPF

Bepcua 1.32

18.09.2017

MN3meHeHus B pasgenax:

- 5.1 ba3osble KOMaHAb!

- 5.4 KomaHapl ynpaB/ieHUs CUCTEMOM

- 5.10 WWTopm-KOHTPONb

- 5.15.5.1 HacTtpowka npotokona STP, RSTP

- 5.29 KoHourypuposaHume ACL (cnUCcKM KOHTpoAA AocTyna)
- 5.31 KavectBo obcnyxusanusa - QOS

Bepcua 1.31

18.09.2017

[ob6asneHbl pasgens:

- 5.8.3 ®yHKUMA Private vlan

- 5.26 ®dyHKumu Lightweight DHCPv6 Relay Agent (LDRA)
N3meHeHun B pasgenax:

- 5.6.2 KomaHgap! ans pabotsl ¢ pannamm

- 5.8 KoHdurypuposaHue nHtepoeicos n VLAN

-5.11 Mpynnbl arperaumm kaHanos — Link Agregation Group (LAG)
- 5.15.8 HacTpolika npotokona G.8032v2 (ERPS)

-5.15.5.1 HacTtpoika npotokona STP, RSTP

-5.15.12 Hactpoitka ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
-5.17.1 Npaswuna rpynnosoi agpecaunn (multicast addressing)

- 5.17.2 ®yHKuMA nocpesHMKa npoTtokona IGMP (IGMP Snooping)
- 5.19 }ypHan aBapwuit, npotokon SYSLOG

- 5.24.3 KoHTponb npotokona DHCP v onuuun 82

- 5.25 dyHKummn DHCP Relay nocpegHuKa

- 5.27 KoHowurypuposaHue PPPoE Intermediate Agent

- 5.29 KoHourypuposaHme ACL (CnUCKM KOHTpOAA AocTyna)
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- 5.31.1 Hactpoiika QoS

Bepcusa 1.30

23.06.2016

N3meHeHwuA B pasgenax:

- 5.4 KomaHapl ynpaB/ieHus cuctemon

- 5.8.2 HacTpoiika VLAN 1 peXxnmoB KOMMyTaumMmn nHTepodeincos
- 5.8.3 HacTpolika nntepdelica IP

- 5.14.1 NpoTokon ipv6

- 5.15.5 CemelrictBo npoTokosios STP (STP, RSTP, MSTP)

- 5.19 }KypHan aBapwuit, npotokon SYSLOG

- 5.27 KoHourypuposaHue DHCP-cepsepa

- 5.28.1 KoHdurypuposaHue ACL Ha b6ase IPv4

- 5.30 KauecTBo obcnykusaHuns QoS

Bepcusa 1.29

10.02.2016

MN3meHeHus B pasgenax:

- 5.8 KoHurypuposaHue nHtepoeincos

- 5.10 KoHTpOAb WKpOKOBeLaTeNbHOroO «LTOPMa»

-5.17 I'pynnosana agpecauyma

- 5.18.4 MNpoTokon ynpasneHua cetbto (SNMP)

- 5.24.2 MposepKa NOANMHHOCTM KAMEHTA Ha OCHOBE NopTa (cTaHaapT
802.1x)

- 5.24.3 KoHTponb npotokona DHCP n onuma 82

- 5.24.4 3awumTa IP-agpeca KnueHTa (IP-source Guard)

- 5.24.5 KoHTponb npoTokona ARP (ARP Inspection)

- 5.24.6 Hactpoliika ¢pyHKummn MAC Address Notification

- 5.28.1 KoHourypuposaHue ACL (CnMCKM KOHTPOAIA A0CTyNa)

- 6.2 O6bHOBNEHME NPOrpammMHoro obecneyeHus c cepsepa TFTP
[ob6aeneHo:

- 2.2.3 dyHKums Layer 2 Protocol Tunneling (L2PT)

Bepcua 1.28

15.10.2015

MN3meHeHusa B pasgenax:
- 5.17.5 ®yHKLMA MHOroaapecHol mapLupytusauum IGMP Proxy
- 5.31.3 HacTtpolika npoTtokona OSPF

Bepcua 1.27

1.09.2015

MN3meHeHuA B pasgenax:

- 2.2.8 flononHutenbHble GyHKLMK

- 5.4 KomaHapl ynpaB/ieHus cucTemom

- 5.8 KoHdurypuposaHue nHtepdeicos

- 5.10 KoHTpOAb WMPOKOBELATENIbHOIO «LTOPMa»

- 5.11 Mpynnbl arperauuu KaHanos — Link Agregation Group (LAG)
- 5.15.2 Hactpolika npotokona ARP

- 5.15.6 Hactpolika ¢oyHkumm flex-link

- 5.17.5 ®yHKLMA MHOToaapecHor maplpyTusauumn IGMP Proxy
- 5.18.1 MexaHusm AAA

- 5.20 3epkanunposaHue (MOHUTOPUHT) NOPTOB

- 5.30.5 HacTtpoiika Virtual Router Redundancy Protocol (VRRP)
- 5.30.1 HacTtpoliika QoS

[ob6asneH pasgen:

- 5.23 IP Service Level Agreements (IP SLA)

Bepcua 1.26

03.06.2015

N3meHeHuA B pasgenax:

- 5.15.4 MexaHu3m obHapy»eHus netenb (loopback-detection)
-5.15.5 CemeitcTBo npoTokonos STP

- 5.18.2 Npotokon RADIUS

- 5.23.2. MNpoBepKa NOANMHHOCTU K/IMEHTA Ha OCHOBe NMopTa (cTaHAapT
802.1x)

- 5.23.3 KoHTponb npotokona DHCP u onuua 82

- 5.24 dyHKkuun DHCP Relay nocpegHuka

Bepcua 1.25

11.03.2015

MN3meHeHus B pasgenax:

- 5.8.2 HacTpoiika nHtepdelrica VLAN

- 5.10 KOHTpOAb WMPOKOBELLATENBHOIO KLLITOPMa»

- 5.17.2 ®yHKuMA nocpegHMKa npoTokona IGMP (IGMP Snooping)
- 5.18.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.23.2.2 PacwmpeHHas npoBepKa NOAJIMHHOCTH

Bepcusa 1.24

26.01.2015

N3meHeHwuA B pasgenax:

-5.6.3 KomaHapl gna pesepenpoBaHma KoHUrypaumm
-5.24 ®yHKumm DHCP Relay nocpesHuKa

[obaBneHbl pasaensbl:

-5.15.6 HacTtpowka ¢pyHKumm flex-link

Bepcusa 1.23

25.11.2014

M3meHeHUA B pasgenax:
- 5.18.1 MexaHusm AAA
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- 5.30.5 Hactpoitka npotokona Virtual Router Redundancy Protocol
(VRRP)

[obasneHbl pasgensbl:

- 5.14.3 Hactpotika ¢yHKumm IPv6 RA guard

- 5.14.4 Hactpoiika ¢yHKummn DHCPv6 guard

Bepcua 1.22

21.10.2014

MN3meHeHus B pasgenax:
- 5.8.2 HacTpolika nHtepdelica Vlan
- 5.10 KOHTPOb WMPOKOBELATENBHOIO KLWTOPMa»

Bepcua 1.21

13.10.2014

M3meHeHusA B pasgenax:
- 5.11 M'pynnbl arperaumn KaHanos
- 5.15.6 NpoTtokon EAPS

Bepcua 1.20

26.08.2014

N3meHeHwuA B pasgenax:

- 5.4 KomaHapl ynpaB/iieHus cuctemom

- 5.15.6 NpoTtokon EAPS

- 5.24 ®dyHKummn DHCP Relay nocpegHuKa
- 5.30.3 HacTtpoliika npoTtokona OSPF

- MpwunoxeHue A: HacTpoiika Multicast-tv

Bepcua 1.19

28.07.2014

MN3meHeHus B pasgenax:

- 5.12HacTpoiika IPv4-agpecaunn
-5.18.7.1 Telnet, SSH, HTTP n FTP
[ob6asneHbl pasgensi:

- 5.8.3 HacTpolika IP-uHTepdelica

Bepcua 1.18

29.05.2014

MN3meHeHusa B pasgenax:

- 5.8.2 Hactpoiika nHtepdeiica VLAN
- 5.9 Selective Q-in-Q

- 5.30.3 HacTtpoliika npoTtokona OSPF
[ob6asneHbl pasaensi:

- 5.30.4 Hactpolika npoTokona BFD

Bepcua 1.17

29.04.2014

M3meHeHue pasgena:
- 5.8.1 Mapametpbl Ethernet-uHTepdeitcoe u wuHTepdelicos Port-
Channel

Bepcua 1.16

01.04.2014

M3meHeHus B pasgena:
-5.22.1 narHocTMKa megHoOro Kabens

Bepcua 1.15

29.01.2014

MN3meHeHus B pasgenax:
- 5.17.2 ®yHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)

Bepcua 1.14

05.12.2013

N3meHeHuA B pasgenax:

- 2.2 ®yHKUMM KOMMYTaTOPA

[ob6asneHbl pasaensi:

- 5.30.4 Hactpolika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13

22.11.2013

N3meHeHuA B pasgenax:

-5.15.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.8.1 Mapametpbl Ethernet-uHTtepdeiticos u wuHTepdelicos Port-
Channel

- 5.18.2 Npotokon RADIUS

- 5.20 3epkannpoBaHue (MOHUTOPUHT) NOPTOB

[ob6asneHbl pasgens:

- 5.2 dunbTpaumsa coobLeHNn KOMaHAHOM CTPOKM

Bepcua 1.12

02.10.2013

N3meHeHwuA B pasgenax:

-4.4.2 PaboTa KOMMyTaTOpa B peXXMMe CTEKMPOBAHUA

- 5.6 HacTpoliku cMcTemMHOro BpemeHu

- 5.16.2 ®yHKuMA NnocpeaHMKa npoTtokona IGMP (IGMP Snooping)
- 5.29.3 HacTtpoliika npoTtokona OSPF

Bepcua 1.11

15.08.2013

N3meHeHun B pasgenax:

- 5.26.1 KoHdurypmposarue ACL Ha 6ase IPv4
- 5.26.2 KoHdurypmuposaHue ACL Ha b6ase IPv6
- 5.26.3 KoHdurypmuposaHue ACL Ha 6aze MAC

Bepcua 1.10

18.06.2013

[obasneHbl pasgensl:

- 5.5.3 KomaHzabl AnA pesepBrMpoBaHuA KoHbUIypauum
- 5.14.7 Hactpolika npotokona G.8032v2 (ERPS)

- 5.14.9 HacTtpoliika npotokona OAM

- 5.14.10 HacTpoiika npotokona CFM

N3meHeHwuA B pasgenax:

- 4.1 HacTpoiika TepmuHana

- 5.9 KOHTpOAb WIMPOKOBELLATE/IHOTO «LITOPMa»
-5.17.2 Npotokon RADIUS

- 5.17.3 Npotokon TACACS+
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-5.17.4 NpoToKkon ynpasneHus cetoio (SNMP)
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP u FTP

- 5.17.7.2 KomaHAbl KOHOUTYPUPOBAHMA TEPMUHANA
- 5.21.2 iInarHoCTMKa ONTUYECKOro TpaHcMBepa

Bepcua 1.9 20.03.2013 [ob6aBneHbl pasaensi:
- 5.17.4 ®yHKuuM orpaHuyeHuns multicast-tpadpuka
MN3meHeHus B pasgenax:
- 5.17.2 ®yHKuMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)
- 5.18.1 MexaHusm AAA
- 5.18.7 Hactpolika gocTyna
- 5.23.3 KoHTponb npoTtokona DHCP 1 onuua 82
- 5.25 KoHourypuposaHue PPPoE Intermediate Agent
Bepcusa 1.8 06.03.2013 M3meHeHusA B pasgenax:
- 5.3. [lobaBneHo onucaHne KOHOUTYpUPOBaHUA GYHKLUIA
MOHUTOpPUHTIa u 3awmTbl CPU.
-5.7.1. Jo6aBneHo onucaHne KOHPUTrypnupoBaHuna GpyHKLMUIA
MOHUTOPUHIa Harpy3kun Ha nHTepdercax.
-5.7.2. JobasneHo onucaHune KoHoUrypmposaHus MAC-based vlan,
EtherType ana ncxogAwmx NakeTos.
-5.16.1. lo6aBneHo onucaHue KOHPpUrypmposaHma nsyyeHus MAC-
agpecos Bo VLAN.
- 5.16.2 ®yHKUMA NocpeaHMKa npoTokona IGMP (IGMP Snooping).
-5.17.4. ob6aBneHo onucaHue KoHpurypuposaHua SNMP trap-
co0bLLEeHNI Ha NopTax.
- 5.19. [lobaBneHO onncaHne KOHGUIypMpoBaHUA yaa1eHHOTo
3epKannpoBaHua.
-5.22.3. lo6aBneHo onucaHue KoHpurypmposaHua ¢opmata DHCP
onumn 82.
[o6asneHbl pasgensi:
- 5.24 KoHourypuposaHue PPPoE Intermediate Agent.
- 5.28.3 Hactpoliika npotokona OSPF.
- MpunoxeHue b TuNoBble cxembl NOCTPOEHUSA ceTel Ha base
npotokona EAPS
-MpunoxeHne B OnnucaHmne npoL,eccos KOMMyTaTopa
Bepcua 1.7 27.11.2012 M3meHeHus B pasgene:
- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
-4.4.2 PaboTa KOMMyTaTOpa B peXXMme CTEKMPOBAHUA
- 5.10 Mpynnbl arperaumm kaHanos — Link Agregation Group (LAG)
Bepcusa 1.6 10.09.2012 M3meHeHus B pasgene:
- 5.21 ®yHKLUMM AMArHOCTUKM GUSNYECKOTO YPOBHA
Bepcua 1.5 24.08.2012 [ob6asneHo onncanune ¢pyHKumMmn MAC Address Notification.
MN3meHeHus B pasgenax:
- 5.5.2 KomaHabl ans pabotsl ¢ painamm
-7.2.1 lobasneHue SVLAN
-7.2.2 NogmeHa CVLAN
Bepcua 1.4 04.07.2012 MNopnep:kKa paboTbl YCTPOMCTB B PEXKUME CTEKUPOBAHMA.
[ob6asneHo onuncaHne MES3224, MES3224F.
Bepcua 1.3 20.12.2011 M3meHeHUsA B pasgenax:
- 5.8 Selective Q-in-Q
- 7.2 HacTpoitka selective-ging
Bepcua 1.2 01.12.2011 [o6asneHo onucaHue KoHOUrypMpoBaHMA NpoTokona EAPS.
MNoaaep»Ka NPOTOKOIA — HaYMHaA ¢ Bepcum 2.1.12
Bepcua 1.1 30.08.2011 [ob6asneHo onucanHue dpyHKLuMKM IGMP Proxy.
PDyHKLMA nogaeprkaHa B MO HaunHas ¢ Bepcun 2.1.8
Bepcua 1.0 10.06.2011 MNepBas nyb6ankaums.
Bepcua nporpammHoro 2.5.48.8

obecneyeHus
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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[

B KBa4paTHbIX CKOobKax B I-(OMaH,CI,HOﬁ CTpOKe YKa3blBakOTCA
Heobs3aTeNbHble napamMeTpbl, HO UX BBOA NpeaocCTaBaAET onpeaeneHHble
AONONHUTENIbHbIE ONunn.

B ¢urypHbix cKkoBKax B KOMAHAHOM CTPOKE YKA3blBAlOTCA BO3MOMKHble

i oba3aTtenbHble NnapameTpbl. HeobxoaMmo BbibpaTh OAMH M3 NapaMeTposB.
«,» [aHHble 3HaKM B OMWCAHMM KOMaHAbl WMCMO/b3YIOTCA ANA YKasaHusA
«-» AManasoHoB.

«|» [aHHbI 3HAK B ONMCAaHUN KOMaHAbl 0603HaYaeT «MAn».

«/» [aHHbIA 3HAaK B OMMCaHWe KOMaHAbl YKas3blBaeT HA 3HayeHue Mo

YMOHAHUIO.

Kypcue Calibri

Kypcmsom Calibri ykasbiBatoTca nepemeHHble WAM napameTpbl, KOoTopble
HeoBX0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKOW.

MonayxcupHoiii Kypcue

MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHUA U NPEaYNPEKAEHUA.

<MonyxcupHeoiii
Kypcue>

MoNYyXMPHbIM KypCMBOM B YI/IOBbIX CKOGKax YKas3blBalOTCA Ha3BaHMA
K/J1aBULL Ha KnaBuatype.

Courier New

MonyxupHbim Lpundtom Courier New 3anucaHbl npuMepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TeHbl0 YKasaHbl pPe3y/bTaTbl
BbINO/IHEHWNA KOMaHA,

MpumeyaHua 1 npegynpexaeHus

" MNpumeuvaHua cogepikaT BaXKHylO MHPOPMALMIO, COBETbl UAM PEeKOMeHZauMm no
MUCMNOAb30BAHUIO U HAaCTPOIiKe YCTPOMUCTBA.

| NpepgynpexpeHna MHGOPMUPYIOT MOJIb30BATENA O CUTYaUMAX, KOTopblie MOryT
’ HaHeCTU Bpea YCTPOMCTBY WMAM 4YeNoBEKY, NMPUBECTU K HEKOppeKTHou pabore

YCTPOICTBA MU NOTepe AaHHbIX.
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1 BBEAEHUE

B nocnegHue roabl HabnlogaeTca TEHAEHUMA K OCYLLECTBAEHWIO MacliTabHbIX MPOEKTOB NO
NMOCTPOEHUIO ceTel CBsA3M B COOTBETCTBMM C KoHuenumed NGN. OaHOM M3 OCHOBHbIX 3agay npwu
peanusaumm  KPYMnHbIX  MY/IbTUCEPBUCHbIX  CeTeM  ABASIETCA  CO34aHWEe  HaAeXHbIX W
BbICOKOMPOU3BOAUTENbHbBIX TPAHCMOPTHbLIX CETEN, KOTOPble SIBAAIOTCA OMOPHLIMWM B MHOFOC/OMHOMN
apPXUTEKTYpe CeTen caeayowero NoKoAeHus.

ONna  [JOCTUNKEHWMA BbICOKMX CKOPOCTEM LIMPOKO NPUMEHAIOTCA TEeXHOAOTMM  nepeaaun
nHbopmauum Gigabit Ethernet (GE) n 10Gigabit Ethernet (10GE). Nepegaya nHpopmaumm Ha 6onbLINX
CKOpOCTAIX, 0COBEHHO B CeTAX KpynHoro macwrtaba, nogpasymeBaeT BbI6Op TaKOW TOMOMOMMM CETH,
KOTopas no3BoAasieT rMbKo OCyLLeCTBAATbL pacnpesesieHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepun MES3000 moryT Mcnosib3oBaTbCA Ha CETAX KPYMHbIX NpPeanpuatun u
npeanpuATUIA manoro n cpegHero 6usHeca (SMB), B onepatopckux ceTax. OHM 06ecneyunBatoT BbICOKYHO
NpPon3BOAUTENBbHOCTb, TMOKOCTb, HE30NAaCHOCTb, MHOFOYPOBHEBOE KayecTBo obcnykusaHua (QoS) B
COYeTaHMM C BbICOKOM HALEKHOCTbIO 33 CYET pe3epBMPOBaAHUA  Y310B, ONpeaenarLmnx
6ecnepeboMHOCTb GYHKLMOHUPOBAHMA — MOAYNEN NUTAHUA U MOAYNEN BEHTUNALUN.

BapuaHTbl uIcNnoNHeHMA KommyTaTopos cepmun MES3000:

— MES3124: 24 nopTa 10/100/1000Base-T, 4 nopta 10GBase-R (SFP+) nan 1000Base-X (SFP);

— MES3124F: 20 nopTtos 1000Base-R (SFP), 4 KombuHMpoBaHHbIX nopta 10/100/1000Base-T/
1000Base-X (SFP), 4 nopta 10GBase-R (SFP+) nnm 1000Base-X (SFP);

— MES3116: 16 nopTos 10/100/1000Base-T, 2 nopta 10GBase-R (SFP+) nnn 1000Base-X (SFP);

— MES3116F: 12 noptos 1000Base-X (SFP), 4 KombuHupoBaHHbIX nopta 10/100/1000Base-T/
1000Base-X(SFP), 2 nopta 10GBase-R (SFP+) unan 1000Base-X(SFP);

— MES3108: 8 noptos 10/100/1000Base-T, 2 nopta 10GBase-R (SFP+) unan 1000Base-X(SFP);

— MES3108F: 4 nopTa 1000Base-X(SFP), 4 KoOM6UHMpOBaHbIX nopTa 10/100/1000Base-T/1000Base-
X (SFP), 2 nopta 10GBase-R (SFP+) nnn 1000Base-X (SFP);

— MES3224: 24 nopta 10/100/1000Base-T, 2 nopta 10GBase-R (SFP+) uan 1000Base-X (SFP), 2
nopta 10GBase-LR/ER/ZR (XFP);

— MES3224F: 20 noptos 1000Base-X (SFP), 4 kombBbuHMpoBaHHbIX nopta 10/100/1000Base-T/
1000Base-X (SFP), 2 nopta 10GBase-R (SFP+) nan 1000Base-X (SFP), 2 nopta 10GBase-LR/ER/ZR
(XFP).

B HacToAwem PyKOBOACTBE  U3NOXKEHbI Ha3Ha4YeHWe, TEeXHUYECKMEe  XapPaKTEeEPUCTUKMW,
peKomeHaauunm no Haya/ibHOWM HaCTpOﬁKe, CUHTAKCUC KOMaHA anA KOHd)VIprMpOBaHMFI, MOHUTOPUHTA U
obHoBNEHNA nporpammHoro obecneyeHus KOMMYTaTOpa.
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2 ONUCAHUE U3OENUA

2.1 Ha3HaueHue

YcTtpoiictBa cepum MES3000 aBAAKOTCA MOLWHbBIMW MHOTOLLENIEBLIMW CETEBLIMM KOMMYTaTOPaMM,
BbINONHAOWMMU CBOM KOMMYTAUMOHHble QYHKLMM Ha KaHa/JIbHOM U CceTeBOM YpoBHAX mogenn OSI.
KommyTatopbl cepun MES3000 obecneuymBaloT BbICOKYIO MJAOTHOCTb 3/1EKTPUYECKUX/ONTUYECKUX
rMrabuTHbIX MNOPTOB, MO3BO/AIOT COBMELLATb HA OA4HOM YCTPOMCTBE OMTUYECKME U INIEKTPUYECKME
COeAMHEHMA 33 CYET HAMUMA KOMOBMHUPOBAHHbIX MHTEPdENCOB, UMEIOT BbICOKOCKOPOCTHbIE NOPTHI,
cnocobHble pabotatb Ha ckopoctax 1 Iéut/c n 10 Iéut/c, yTo NO3BONAET MNOCTENEHHO HapaluBaTb
NpPoun3BOAUTENIbHOCTL CETM Mnepexoas oT ckopocter 1 6ut/c K ckopoctam 10 T6ut/c no mepe
HeobxoaMMOoCTH.

2.2 ®DyYHKUMM KOMMYTaATOpaA

2.2.1 basosble hyHKyuU

B Tabanue 2.1 npuBeaeH cnucok 6a3oBbix PyHKUMIA ycTpoiicTB cepmmn MES3000, AoCTynHbIX AnA
aAMUHUCTPUPOBAHUA.

Tabnvua 2.1 — ba3oBble GYHKLUM YCTPOICTBA

3awjuma om
6710KUpPOBKU o4epedu

BNIOKMPOBKA BO3HMKAET B CAy4YasX MNeperpysku BbIXOAHbLIX MOPTOB YCTPOMCTBA
TPadMKOM OT HECKONIbKMX BXOAHbIX NOPTOB. ITO NPUBOAUT K 3a4epKKamM nepesayn

(HOL) [AaHHbIX U NOTepe NaKeTos.
Moddepsca MeToz 06paTHOro AaBAEHUSA UCMONb3YETCA Ha NOYAYNAEKCHbIX COeAMHEHUAX ANS
eryIMpoBaHMA MOTOKa [JaHHbIX OT BCTPEYHOro YCTPOMCTBa MyTem CO34aHuA
0bpamHozo dasneHus Peryznpo A P yere yTem cosA
Konnausuin. MeTos nosBonseTr wu3bexaTb nepenonHeHUs bydpepHol namaTu
(Back pressure) YCTPOWCTBA U NOTEPU AAHHBIX.
ABTOMmaTMuecKoe onpegeneHve TMna Kabensa - nepekpecTHbln Kabenb nan Kabenb
NPSAMOro NOAK/OYEHMS.
Moddepsicka MDI/MDIX — MDI (Media-Dependent Interface — npamoit) — ctaHgapT Kabeneit ana
NOAKIOYEHUA OKOHEYHbIX YCTPOMCTB;
— MDIX (Media-Dependent Interface with Crossover — nepekpecTHbli) -
CTaHAApPT Kabenei ANA NOAKNOUYEHNA KOHLLEHTPATOPOB M KOMMYTAaTOPOB.
[oodepitka CnocobHocTb Noaaep»uBaTh nepegavy CBEPXAJMHHbLIX KaApoB, YTO MO3BONAET
c8epx0aUHHbIX KAOPO8 | nepepasaTtb AaHHbIE MEHBLIMM YACNOM NAKeTOB. ITO CHUXKaeT 06bem cnyxebHoM
(Jumbo frames) UHbopmaLmm, Bpema 06paboTKku 1 nepepbIBbI.

YnpassneHue nomokom
(IEEE 802.3X)

YnpaBieHne NOTOKOM MO3BOMAET COeAUHATb HW3KOCKOPOCTHOE YCTPOWCTBO C
BbICOKOCKOPOCTHbIM. Ona npeaoTBpaLLeHuna nepenosHeHuA bydepa
HU3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBaaTb nakeT PAUSE, Tem
CcambiM MHPOPMMPYA BbICOKOCKOPOCTHOE YCTPOMUCTBO O HEOBXOAMMOCTU cAenaTtb
nay3y npu nepesaye naketos.

Paboma 8 cmeke
ycmpoticme

KommyTaTop noaaep:kMeaet ob6beguMHeHne HeCKONbKUX YCTPOMCTB B CTEK. B aTom
C/lyyae KOMMYyTaTOpbl PACCMATPUBAOTCA KaK eAMHOe YCTPOWCTBO C 06LWMMM
HacTpoiKamu. BO3MOXKHbI ZiBe TOMON0TMKN NOCTPOEHUA CTEKA — KOMbLO U LienoyKa.
Mpy 3TOM NapameTpbl MOPTOB BCEX YCTPOWCTB, BKAOYEHHbIX B CTEK MOXKHO 334aTb
Cc KommyTaTopa, paboTatollero B pexume «mactep». CTeKMpoBaHuWe yCTPOMNCTB
MO3BO/IAET CHU3UTb TPYA0EMKOCTb YNpPaB/JeHNA CETbIO.

Ethernet-kommymamopesi cepuu MES3000 11




HELTEX

2.2.2 ®yHKyuu npu pabome c MAC—-adpecamu

B Tabanue 2.2 npmusegeHbl GyHKUMM ycTponcTe cepum MES3000 npu pabote ¢ MAC—agpecamum.

Tabanuya 2.2 — dyHKUMK paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctasasieT B namAtv Tabsmuy, B KOTOPOM YyCTaHaB/iMBaeTcs
cooTBeTcTBME Mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 0BYYEHMSA, faHHble, MOCTYNatoLMe Ha Kakon-nnmbo nopT, nepegatoTca
Ha BCe OCTaJibHble MOPTbl KOMMyTaTopa. B pexume obyyeHMA KommyTaTop
aHanusmnpyeTt Kagapbl u, onpegenvs MAC-agpec OTnpaBuTens, 3aHOCUT ero B
Tabnvuy KommyTaumn. Bnocneactsun, Kagp Ethernet, npegHasHaueHHbI anA
xocta, MAC-agpec KoToporo yxe ecTb B Tabnuue, nepepaercs TONbKO uepes
yKasaHHbIl B Tabaunue nopr.

lModoepxka nepedayu
HQ HECKO/bKO
MAC-adpecos

(MAC Multicast Support)

[aHHasa ¢yHKLMA NO3BONSAET YCTaHAB/AMBATb COEAMHEHUA «OAMH KO MHOMMM» U
«MHOTME KO MHorMm». Takum obpasom, Kaap, afpecoBaHHbli MHOroaapecHom
rpynne, Nnepeaaertca Ha Kaxkablii NOPT, BXOAALLMI B rpynny.

Asmomamu4eckoe
spemsa xpaHeHua MAC-

Ecam ot ycTpoiicta ¢ onpeaeneHHbim MAC-agpecom 3a onpeaeneHHblii nepuog,
BPEMEHW He MOCTynaltoT MaKeTbl, TO 3anNucb N4 AAaHHOIO afapeca ycTapesaeT u

adpecos
. . yaanaerca. ITo No3BoAAET NOAAEPNKMBATL TabMLy KOMMYTaLUKM B aKTyasibHOM
(Automatic Aging for MAC | ocroanmm.
Addresses)
CmamuyecKue 3anucu .
MAC CeTeBOi KOMMYyTaTOpP NO3BO/IAET NO/b30BATENO ONpPeae/MTb CTaTUYecKne 3anmcu
] ] cooTBeTcTBMit MAC-afpecoB, KOTOpble COXPaHAIOTCA B TabauLe KOMMYyTaLuK.
(Static MAC Entries)

®yHKyua MAC Address
Notification

®yHKkuma MAC Address Notification nossonsetr oTcnexuBaTb noABAeHUE W
McYe3HOBEHME aKTUBHOTO 0BOpPYyAOBaHWMA Ha CeTU, NyTEeM COXPaHEHUA UCTOpPUMU
nsydenna MAC-agpecoB. MNpu 0BHapPYKEHUN U3MEHEHUIN B COCTaBE WU3YYEHHbIX
MAC-aapecoB KOMMyTaTop COXpaHAeT uHpopmauuio B Tabauue u mnsBewaet ob
3TOM C MOMOLLbIO co0bLWweHNn npoTokona SNMP.

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI

B Tabanue 2.3 npmuBeneHbl GyHKLMU MU 0COBEHHOCTM 8MOpPOo20 yposHA (yposeHs 2 OSl)

Tabnuua 2.3 — OnucaHne GpyHKLMIA BTOPOro ypoBHs (ypoBeHb 2 OSl)

Peannsauua npotokona IGMP no3sonsieT Ha ocHoBe WMHGOPMALMK, NOJYHEHHOWN

PyHKyuA npu aHanuse cogepxumoro IGMP nakeToB, onpeaennTtb, Kakue ycTponCTBa B CeTU
IGMP Snooping Yy4YacTBYIOT B rpynnax MHOroagpecHOW paccbiikW, M agpecoBaTb Tpaduk Ha
COOTBETCTBYIOLLME NOPTBHI.
. Peanusauysa npotokona MLD no3BonseTr yYCTPOWCTBY  MWHMMWM3MPOBATb
®yHryua MLD Snooping u vp yerp ¥ P

MHOroaZpecHbli IPv6 Tpaduk.

dDyHKLMA, NO3BONAIOLWAA NepeHanpaBaATb MHOroaapecHbin Tpaduk ns ogHol VLAN

®dyHrkyua MVR B APYryto Ha OCHOBaHMMN IGMP-co0BLLEHMI, YTO NO3BONAET YMEHbLWMTb Harpy3Ky Ha

uplink-nopTy. NMpumeHsaeTca B peweHusax lll-play.
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3awuma om
wupoKosew,amesnbHO20

«wmopma»
(Broadcast Storm Control)

LLInpoKoBewWaTeNbHbIA  WTOPM — 3TO Pa3sMHOXEHME LUMPOKOBELLATENbHbIX
COObLLEHMI B KaXKAOM Yy3/1e, KOTOPOEe MPUBOAUT K NIaBUHOOHPa3HOMY pPOCTy MUX
yncna M napanusyet paboty cetu. Yctponctea MES3000 umetoT ¢yHKUMO,
MO3BO/IAIOLLYIO  OFPaHUYUTL  CKOPOCTb  NepefayM  MHOTOaZpPEecHbIX W
LUMPOKOBELLATE/bHbIX KagpoB, MPUHATbIX U NepefaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanunpoBaHue nopTos nossonset AybavposaTb Tpaduk Habnogaembix NOPTOB,
nepecbiian BXoaawme u/Mam UCXoasalmMe NakeTbl Ha KOHTPOAMPYOWMA nopt. Y
Nno/sb30BaTeNIA KOMMYTATOpPa €CTb BO3MOXKHOCTb 334aTb KOHTPOAUPYIOWMA U
KOHTPO/IMpyeMble NOPTbl U BbIGPaTb TMN TpaduKa (BXOAALLMI U/UN NCXOAALLNIA),
KOTOpbIl 6yaeT nepegaH Ha KOHTPOIMPYHOLLMIA MOPT.

U3onayua nopmos
(Protected ports)

[daHHaa oyHKLUMA no3BosAeT Ha3HauuTb nopTy ero uplink-nopT, Ha KoTopbin
6e3ycnoBHO byaeT nepeHanpaBnAaTbCs Becb Tpaduk, obecneymsBas Tem Cambim
M30NALMIO C  ApyrMMKM  nopTamu (B npegenax OAHOrO KOMMYyTaTopa),
Haxo4ALWMMMCA B 3TOM Ke LiMpoKoBewatenbHom gomeHe (VLAN) B npeaenax
OZIHOrO KOMMYyTaTopa.

Private VLAN Edge

[aHHaa dyHKUMA NO3BOASET M30/MPOBaTb rpPynny MopToB (B npegenax O4HOrO
KOMMYTaTOpa), Haxo4ALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM [AOMEHE MeXay
co60i1, N03BO/AA NPY 3TOM 06MeH TPadUKOM C APYrMMU MOPTaMM, HAXOAALLMMMUCA
B 3TOM K€ LUMPOKOBEL,aTeIbHOM AOMEHE, HO He NPUHAANEKALLMMM K 3TOW rpynne.

Private VLAN

ObecneunBaeT M304ALMIO MEXAY YCTPOMCTBAMM, HAXOAAWMMUCA B OLHOM
LWMPOKOBELLLATENbHOM AOMEHE, B Npeaenax Bcen L2-ceTu. PeannsoBaHbl pexKumbl
paboTbl nopTa: Promiscious, Isolated (Isolated-nopTbl He moryT o6MmeHMBaTbLCA APYT
¢ apyrom) 1 Community (NopTbl MOryT 06MeHnBaTLCA MexXay coboi u Promiscious-
nopTom)

Moddepxcka
npomokona STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoll NPOTOKO/, OCHOBHOWN 3aJayer KOTOPOro
ABnseTcA npusegeHve cetn Ethernet ¢ UM3BbITOYHBIMM  COEAUHEHUAMM K
APEeBOBMAHOW TOMONOIUKU, UCKAtoYatowen netan. Kommytatopbl obmeHuBatoTcs
KOHOUIYPaUMOHHbIMK COOBLLEHUAMM, UCNONb3YA Kaapbl cneunanbHoro popmara,
1 BbIGOPOYHO BKIHOYAIOT M OTKAKOYAIOT Nepesady Ha nopTbl.

lModdepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpblit) STP (RSTP) — aBnAeTcA ycoBeplueHCTBOBaHWEM MNpoTokona STP,
XapaKTepusyeTca MeHbLUMM BpPEemMeHeM MpuBeAeHna CceT K ApeBOBUAHOM
TOMO/IOTUK U UMeeT boJiee BbICOKYHO YCTOMUYMBOCTb.

Moddepxcka
¢yHKyuoHana Layer 2
Protocol Tunneling

Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb cayxebHble nakeTbl (PDU)
L2-npoTOKONOB Yepes ceTb NpoBaigepa, 4To obecneunmBaeT «NpPoO3pavHyo» CBA3b
K/IMEHTCKUX CErMEHTOB CEeTH.

(L2PT)

EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneumBatowuii
WCKNIOYEHME 3aUMKAMBaHMA TpaduKa B CETAX C KOJ/bLEBOM TOMO/IOrMEN, a TaKkKe
lpomokon EAPS npeAHa3HayeHHbl ANA 6bICTPOro BOCCTAHOBAEHUA MPOXOXKAeHUA Tpaduka B
CNyyae aBapuM Ha OTAEeNbHOM Yy4yacTke ceTu. EAPS obecneuvBaeT Bpems

BOCCTQHOB/IEHWNA CYLLECTBEHHO MeHbLUE, YeM NPOTOKO/bl Spanning Tree.
MpoToKkon npeaHasHayeH ANA MNOBbIWEHMA YCTOMYMBOCTM WM HALENKHOCTU CeTu
[Tpomokosn ERPS nepeAayun AaHHbIX, UMEOLLEN KObLEBYO TOMOOIMIO, 32 CYET CHUXKEHNA BPEMEHM
(Ethernet Ring Protection | BOCCTaHOBAEHWS CETM B Cy4vae aBapuu. Bpems BoccTaHOBAEHMA He npeBblwaeT 1
Switching) CEeKYHAbl, YTO CyLEeCTBEHHO MeHblle BPEMEHW MNepecTpoMKM CceTu npu

MCNoNb30BaHNM NPOTOKO/I0B CEMENCTBA spanning tree.

lModdepicka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pasyoLmx o4HY LIMPOKOBELLATE/IbHYO
obnactb  (momeH). KommyTaTop nNoAfepuBaeT  pas/ivyHble  cpeacTBa
KnaccudurKaLumm nakeToB ANa onpeaeneHna ux NPUHaANeKHOCTU K onpeaeneHHoON
VLAN.
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Moddepxcka GVRP
(GARP VLAN)

MpoTokon perncrpaumm GARP  VLAN obecneunBaer  AMHaAMUYeECKoe
pobasnenme/yoanenve rpynn VLAN Ha nopTax KommyTatopa. Ecim BraoueH
npotokon GVRP, KommyTaTop onpegenseT, a 3aTeM PacnpoCTpaHAET AaHHble O
npuHagnexHocty K VLAN Ha Bce nopTbl, ABAAKOWMECA YaCTbld AKTUBHOWM
Tononoruu.

Moddepxcka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTCA NO BXOAAWMM nopTam. [laHHoe
peleHne No3B0oJiAeT UCNO0JIb30BaTb HA KaXKAOM MOPTy TONbKo oaHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpbITbIV CTaHAAPT, KOTOPbIA ONMUCbIBAET NpoLeaypy TermpoBaHUA
Tpaduka gns nepegaun MHPopmaumm o npuHagaexkHoctn K VLAN. Mossonser
ncnonb3oBaTb Heckonbko rpynn VLAN Ha ogHom nopTy.

ObveduHeHuUe KaHa108
c ucrnoss3osaHuem LACP

MpoTtoKkon LACP obecneunBaeT aBTOMaTMYeCKoe 0b6beaMHEHNE OTAENbHbIX CBA3EM
MeXay ABYMA YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTaToOp WAM KOMMYyTaTop—
cepBep) B eAMHbIN KaHan nepeaayn AaHHbIX.

B npoTOKONE NOCTOAHHO OnpeaensaeTcs BO3MOXHOCTb 06beaMHEeHNA KaHaoB, 1 B
c/ly4ae OTKasa COoeAMHEHMUA, BXOAALLero B 06beAMHEHHbIA KaHana, ero Tpadpuk
aBTOMaTMUYECKM repepacnpeaensietcd no He OTKasaBWMM  KOMMOHEHTam
06beaNHEHHOTO KaHana.

Co30aHue epynn LAG

B yctponcteax MES3000 nopgaeprkmaeTca OYHKUMA CO34aHMA TPynn KaHanoB..
Arperauus KaHanos (Link aggregation, trunking) unaun IEEE 802.3ad — TexHonorua
06beANHEHUA HECKONbKMX (U3MYECKUX KAHA/NOB B OAMH JIOTMYECKMIA. ITO
CcnocobCcTBYET He TONbKO YBE/IMYEHMIO NPOMYCKHON CMOCOBHOCTM MarncTpasnbHbIX
KaHa/I0B KOMMYTaTOP—KOMMYTATOpP MM KOMMYTATOP—CEepPBEpP, HO U NOBbIWEHUIO
WX HaAeXHOCTU. BO3MOMKHbI Tpu TMNa 6HanaHCMpPOBKM — Ha OCHoBaHuM MAC-
aZpecos, Ha OCHOBaHWM IP agpecoB 1 Ha 0OcHOBaHUM NopTa (socket) HasHayeHwus.

fpynna LAG cocToMT M3 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B
AYNNEKCHOM peXxume.

lModdepxka Auto Voice
VLAN

MpepoctaBnfeT BO3MOMKHOCTb  MAEHTUOULMPOBATL ON0COBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-
agpeca). Echm B MAC-Tabnanue kommyTtaTopa npucytcteyetr MAC-agpec ¢ OUI
rofIoCOBOrO W33 UM e IP-TenedoHa, TO AaHHbIA MOPT aBTOMATUYECKM
pobasnsetcs B voice vlan (uaeHTMdumKauma no npotokony SIP uam xe no MAC-
afpecy nosyyatensa He noaaepKMBaeTca)

Selective Q-in-Q

Mo3BonseT HasHavaTb BHewHKU VLAN SPVLAN (Service Provider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBAHHbIX Npasua GUAbTPAUMM MO HOomMepam BHYTpeHHux VLAN
(Customer VLAN). MNMpumeHeHune Selective Q-in-Q nossonser pasobpaTb Tpadpuk
aboHeHTa Ha Heckosibko VLAN, nameHuTb meTKy SPVLAN y nakeTta B OTAEe/NbHOM
yyacTKe cetu

2.2.4 ®yHKyuu mpemeoezo yposHsa cemeeoii modenu OSI

B Tabnuue 2.4 npuBeaeHbl GyHKUMU TpeTbero yposHs (yposeHb 3 OSI)

Tabnuua 2.4 — OnucaHne GyHKLMI TpeTbero ypoBHsA (Layer 3)

Knuenmeoi BootP u DHCP

(Dynamic Host
Configuration Protocol)

Yctpoictea MES3000 cnocobHbl aBTOMATHMYeCKM noay4yatb IP-agpec no npotokony
BootP/DHCP.

Cmamuvyeckue IP-
mapuwpymel

AZMWHUCTPATOP KOMMYTaTopa WMMeeT BO3MOMHOCTb [A06aBnATb M yAanAtb
CTaTUYECKMe 3anmcK B TabanLy MapLupyTmusaumu.
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lpomokon ARP ARP — npoTtoKkon conocrtasneHun IP-agpeca u dusnMyeckoro agpeca ycTpoicrsa.

(Address Resolution CooTBeTCTBME YCTAHAB/MBAETCA HA OCHOBE aHa/M3a OTBETA OT y3/1a CeTH, afpec
Protocol) y3/1a 3anpaluMBaeTca B LUIMPOKOBELLATENbHOM MNaKeTe.

MpoTokon ANHaMUYeCKoM MapLipyTU3aumm, KOTOPbIM nossonser

lpomokon RIP MapLupyTU3aTopaMm OBHOBAATL MapLUpyTHYIO MWHdOpMaLMio, nonyyas ee OT

(Routing Information COCEAHUX MapLlIpyTM3aTopoB. B 33gauM npoToKona BXOAMT onpeseneHue

Protocol) ONTMMAJIbHOTO MApPLUPYTa Ha OCHOBAHWW AAHHbBIX O KOJMYECTBE MPOMENKYTOUHbIX

y3108B.

®yrKyua IGMP Proxy IGMP Proxy - ¢yHKLMA ynpOLEeHHON Mapu.lpymiau,mm MHOroaZipecHbIX AaHHbIX

mexay cetamu. [ina ynpaBaeHna mapLipyTusaumnen ncnonbsyetca npotokon IGMP.

MpPOTOKOA AMHAMMYECKON MapLUpyTU3alLMM, OCHOBAHHbLIA HA TEXHOI0TUK

oTc/eXXunBaHuAa coctoaHma KaHana (link-state technology) u ucnonbsyowmii ana

lMpomokosn OSPF HaxoXAeHnA KpaTyavwero nytm Anroputm  [enkctpbl.  [potokon OSPF

pacnpocTpaHaeT  MHOOPMaUMiO O  OOCTYMHbIX MapwpyTax  mexay
MapLIpyTM3aTOpPaMmn 04HOM aBTOHOMHOM CUCTEMBI.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH A4nAa pe3epBUPOBaAHMA  MApPLUPYTM3aTOPOB,
BbIMOIHAIOLLMX POJIb LUKO3a MO YMONYAHUIO. ITO JOCTUrAETCA NYTEM 06beANHEHUSA
IP-nHTEpdEncoB rpynnbl MapLwpyTU3aToOpPOB B OAUH BUPTYaNbHbIW, KOTOpbIV byaeTt
MCMNO/Ib30BaTbCA KaK W03 NO YMOJIYAHUIO A1 KOMMNbIOTEPOB B CETW.

2.2.5 ®yHkyuu QoS

B Tabnunue 2.5 npueneHbl OCHOBHblE GYHKLMM KauecTBa obcnykuBaHua (Quality of Service)

Tabanuya 2.5 — OcHOBHble PYHKUMKM KayecTBa 06C/YKMBAHUSA

Moddepxcka
npuopumemHbIx
oyepedeli

YCTPOMCTBO NOAAEPXMBAET NPUOPUTE3ALMIO MCXOAALEro TpadurKa No oyepessam
Ha Ka)gom nopty. PacnpegeneHune nNakeTosB No o4epessamMm MOMKET NPOU3BOLMUTHLCA
B pesynbTaTe KnaccMdMKaLMM MaKeTOB MO Pas/AvyHbIM MOJAAM B 3aro/s0BKax
NaKeTos.

lModdepxka kKnacca
obcnymusaHusa 802.1p

CraHaapT 802.1p cneunduumpyeT MeTog yKasaHUA NpUopuTeTa Kagpa v aaropuTtm
MCMO/Ib30BaHMA NPUOPUTETA B LENAX CBOEBPEMEHHOM AOCTaBKU YyBCTBUTENBHOMO
K BpPeMeHHbIM 3agepXKam Tpaduka. CraHmapt 802.1p onpegensetr BOCeMb
ypoBHeit npuoputetoB. Kommytatopbl MES3000 mMOryT MCno/ib30BaTb 3HaYeHUe
npuoputeTa 802.1p AnA pacnpeseneHnsa Kagpos No NPUOPUTETHLIM O4Yepesm.

2.2.6 ®yHKyuu obecneyeHusa bezonacHocmu

Tabnnuya 2.6 — PyHKLUMM obecneyeHns 6esonacHOCTH

DHCP snooping

PyHKUMA KOMMYTaTOpPA, NpeAHa3Ha4YeHHas A1 3aLlmUTbl OT aTaK C UICMONb30BaHNEM
npotokona DHCP. O6ecneunBaeT ¢punbTpaymo DHCP coobuieHnii, NOCTynMBLLMX C
HeHaZeXHbIX MOPTOB NyTEM MOCTPOEHMA U NogaepKaHuA H6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNnoAHsAeT AencTBus
6paHaMayapa MeXKay HeHaaeKHbIMKU nopTamu 1 cepeepammn DHCP.

Onuusa 82 npomokKona
DHCP

Onuwms, KoTopaa no3sosseT nponHpopmmposaTe DHCP — cepBep 0 TOM, C Kakoro
DHCP-peTpaHcnaaTopa v Yepes Kakoi nopT npuilen 3anpoc.

Mo ymonuyaHUO KomMyTaTop, wucnoab3yowmii ¢yHkumMio DHCP  snooping,
obHapyxuBaeT n otbpacbiBaeT nboint DHCP-3anpoc coaep:kawmit onuuto 82,
KOTOPbI OH NOAYy4YM Yepes HeHaaEXHbIM (untrusted) nopT.
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UDP relay

MepeHanpaBneHune wnpoKoselwaTtensHoro UDP-TpaduKa Ha yKasaHHbIM IP-agpec

®yHrkyuu DHCP-cepsepa

DHCP-cepBep ocyLecTBasieT LeHTpaIM30BaHHOE yrpaB/ieHne ceTeBbIMU agpecamm
M  COOTBETCTBYHOLMMWU KOHOUIYPaALMOHHbIMM MapaMeTpamu, aBTOMATUYECKMU
npeaocTaBaAa UX KANEHTaM.

IP Source address guard

®YHKUMA KOMMYyTaTOpa, KoTopaa orpaHuumsaeT IP-TpaduK, dunbtpya ero Ha
OCHOBaHUM TabMLLbl COOTBETCTBUM 6a3bl AaHHbIX NpuBA3Kkn DHCP — DHCP snooping
M CTAaTUYeCKM CKOHOUrypupoBaHHbiX IP-agpecoB. ®yHKLMA Mcnonb3yeTca Ans
60pbbbI ¢ NnogmeHow IP-agpecos.

Dynamic ARP Inspection
(Protection)

PyHKUMA KOMMYTaTOpPA, NPeAHa3Ha4YeHHanA 414 3aLluUTbl OT aTaK C UCMONb30BaHNEM
npotokona ARP. CoobuieHune, KoTopoe MOCTynaeT C HEeHaAe)KHOro mnopTa,
noagepraeTcA nposepke — cooTseTcTByeT Aun IP-agpec 8 Tene npuHatoro ARP-
naketa IP-agpecy otnpasurtens.

Ecnan agpeca He coBNagatoT, TO KOMMYTATOP OT6paCbIBaET nakKer.

L2—-L13—-14 ACL (Access
Control List)

Ha ocHoBe MHpOpmauuu, cogepkalenca B 3arosoBKax ypoBHen 2, 3 un 4, y
aAMMHWUCTPATOpa eCTb BO3MOMHOCTb HacTpouTb fo 1024 npasun, cornacHo
KOTOpbIM NakeT byaeTt obpaboTaH, IMbo oTbpoLleH.

Time-Based ACL

Mo3BonseT CKOHPUrypMpoBaTb BPEMEHHbIE PAaMKMK, B TeYEHUE KOTOPbIX AaHHbIN
ACL byaeTt aeiictBoBaTthb

noodsUHHOCMU Ha
ocHose riopma (802.1x)

[Moddepika OcHoBHaA GpyHKUMA BNOKMPOBKM — NOBLICUTL He30MacHOCTb CeTH, NpeaoCcTaBaAn

306/10KUPOBAHHbIX [OCTYNn K MOPTYy KOMMYTaToOpa TOJIbKO A/1A ycTporcTe nmetowmx MAC — agpeca,
nopmos 3aKpernJieHHble 338 3TUM NOPTOM.

Mposepka MposepKka nogasimHHocTn IEEE 802.1x npeacrasnseT coboi mMexaHU3M KOHTPO.A

[A0CTyNa K pecypcam Yepes BHeLWHKUI cepeep. Mpolueawme nposepKy NOAJAMHHOCTH
no/ab30BaTe I NOAYHaOT AOCTYN K pecypcam BbiBpaHHOM ceTw.

2.2.7 ®yHKYuUU ynpasseHus KOMmMymamopom

Tabnunua 2.7 — OcHOBHble GYHKLMM YNPaBAEHUA KOMMYTaTOpamm

3aepy3Ka u ebi2py3Ka
¢alina HacmpolKu

MapameTpbl YCTPOMCTB COXpPaHAKTCA B ¢daine HACTPOMKMU, KOTOPbIA COAEPHKUT
AaHHble KOHOUIYpauuMKn Kak BCEW CUCTEMDBI B LLeIOM, TaK U onpeseseHHoro nopTa
YCTPOMCTBA.

lpomokon TFTP
(Trivial File Transfer

MpoTtoKkon TFTP ncnonb3yercsa aas onepauumii 3anncu n yteHma ¢paiios. NpoTokon
OCHOBAH Ha TpaHcNopTHOM npoToKkone UDP.

Yctpoictea MES3000 noaaep:k1BaeT 3arpy3Ky u nepegavy no AaHHOMy NPOTOKoy

MOHUMopuH2 (RMON)

Protocol) N "
bainoB HacTPoKkKM 1 06pas3oB NporpammHoro obecneyeHums.
MpoTokon SCP ncnonb3yetca Ana onepaumii 3anmMcu u uteHua dannos. MpoTokon
lpomokon SCP OCHOBaH Ha ceTeBOM npoToKose SSH.

(Secure Copy) YCTpoiCTBa NOALEPKMBALOT 3arpy3Ky U nepesady no AaHHOMY NpPoTokoay dalinos
HacTpOWKKM 1 06pa3oB NporpammHoro obecneyeHus.
YaaneHHblh MoHUTOPUHT (RMON) - cpeacTBo MOHUTOPMHIA KOMMbIOTEPHbIX CETEN,
pacwupeHme SNMP. CoBmecTMMble  YCTPOWMCTBA  MO3BOAAKT  cobupatb

YoaneHHsil [OMNarHoCTUYeCKne AaHHble C MOMOLLbIO CTaHUMKM ynpasaeHusa cetbio. RMON - ato

CTaHAapTHas 6asa MIB, B KoOTopoW onpedeneHbl TeKywas W npeablaylian
cTaTUCTMKa ypoBHA MAC 1 06beKTbl ynpasieHus, NpeaocTassiolme gaHHble B
peasibHOM BPEMEHM.

16
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Mpotokon SNMP wucnonb3syetca Ana MOHUTOPUHIA W YNPaBAEHMA CEeTeBbIM

lpomokon SNMP ycTpoicTBOoM. [N ynpasBieHUsa [OCTYNMOM K CUCTEME ONpenensieTcd Crnmncok
3anuceli coobLuecTBa, KaXaan U3 KOTOPbIX COAEPKUT NPUBUAETUN JOCTYNa.
YnpasneHne KommyTtatopamm MES3000 nocpegctsom CLI  ocyuwecTtBaserca
Mumepdpelic JIOKaNbHO 4Yepes nocnenosaTesibHbIA NopT RS-232, anbo yaaneHHo yepes telnet,
KOMaHOHOU cmpoKu ssh. UHTepdeiic KomaHaHOW CTPOKM KoHconu (CLI) ABnseTcA MpOMbIWAEHHbIM
(CLI) cTaHgapTom. UHtepnpeTtatop CLI npenocTaBaaeT CNMCOK KOMAHA, U KNOYEBbIX CN0B
A1 NOMOLLM NONIb30BaTE/H0 U COKPaLLLEHMIO 06beMa BBOAMMBIX SAHHbIX.
Syslog Syslog — npoToKon, obecneumBatowmii nepesadvy CoobLIEHUA O NPOUCXOAALLMX B
cucteme cobbITUAX, @ TaKKe yBeJOMNEHUI 06 OLWIMBKaAxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP - NPOTOKON CUHXPOHM3ALMU BPEMEHN CETU, rAPAaHTUPYET TOYHOCTb
(Simple Network Time CUMHXPOHM3aLMM BPEMEHW CETEBOrO YCTPOIMCTBA C CEPBEPOM 0 MUNINCEKYHADI.
Protocol)
Traceroute — cnyxebHasa HKUMA, npegHasHayeHHasa Ana onpegeneHus
Traceroute ¥ PyHy PEA A Pea
MapLIpyTOB Nepegayn AaHHbIX B IP-ceTax.
YnpaeneHue ALMMHUCTPATOP MOMKET onpefenuTb YPOBHW MNpuUBUAErMA  AocTyna And
nosib3oBaTe/Niei YCTPOMCTBA U XapaKTEPUCTUKN AN1A KaxKA0ro ypoBHA NpuBUAErui
KOHMposnupyemoim yerp P P o A A P P
(TonbKo gna uteHma — 1 ypoBeHb, NOAHbIM gocTyn — 15 yposeHb).
8ocmynom — ypoeHuU
npusuneauti
KommyTaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyna K Kaxgomy uHtepdency
5 ynpasneHus (SNMP, CLI). 3anpeT moxeT 6biTb YCTAaHOBNAEH OTAENbHO A5 KaXKA0ro
/I0KUpOBKa TMNa goctyna:
urmepeelica Telnet(CLI over Telnet Session)
npasneHusa
ynp Secure Shell (CLI over SSH)
SNMP
JloKkaneHasn [ns nokanbHOM ayTeHTMOUKaLMN NOAAEPKMBAETCA XpaHeHWe naponei B base
aymeHmMuguKayus AaHHbIX KOMMyTaTOpa.

Gduaempayus IP
adpecos 019 SNMP

HocTtyn no SNMP paspelaeTca gnsa onpeaeneHHbix IP-aapecos, sBastowmxca
yneHamm SNMP-coobuiecTsa.

Knuenm RADIUS

Mpotokon RADIUS wucnonb3yeTca Ana ayTeHTUPUKAULUKM, aBTOpPU3aLMKU U y4deTa.
Cepsep RADIUS ucnonb3yetr 6a3y AaHHbIX NOAb30BaTeNel, KOTOpas COAEPKUT
JaHHble NPOBEPKU MNOAJAMHHOCTM ANA KAKAOro nonb3oBaTensd. KommyTtatopbl
MES3000 cogepaT KAMEHTCKYIO YacTb npoTokona RADIUS.

yCTpOﬁCTBO npeaoctasaAeT noaaepXKy npoBepkKn NOA/MHHOCTU K/IUEHTOB

TACACS+ nocpeacteom npotokona TACACS+. [Mpotokon TACACS+ obecneunBaet
(Terminal Access LEeHTPaNM30BaHHYO cucTemy 6e30nacHOCTM A/fA MPOBEPKM MOSb30BaTENEN,
Controller Access Control | nonyvarlowWwmx A[OCTYN K YCTPOWMCTBY, @ TaK *Ke LLEHTPa/M30BaHHYK cucTemy
System) ynpasaeHua npu cobatogeHnm coemectmmoctm ¢ RADIUS u apyrumu npoueccamm
NpoBepKU NOAJNHHOCTMU.
Cepeep SSH dyHKuma cepsepa SSH nossonsetr KaneHTy SSH ycTaHOBUTb C YCTPOMCTBOM
3aWMLLeHHOe CoeMHEHMEe aNA YyNpaBaAeHNA M.
Moddepscka JaHHas ¢yHKUMA npefocTaBnseT BO3MOXHOCTb C034aBaTb MAKPOKOMaHAbI,
npegcrasastowme cobolr Habop KomaHZ, M NPUMEHATb UX AN KoHdurypaumm
MOKPOKOMAHO

yCTponcTBa
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2.2.8 /[lononHumesnbHoble hyHKYUU

B Tabmue 2.8 npuBegeHbl AOMNONHUTENbHbIE GYHKLMM YCTPOICTBA.

Tabnnua 2.8 — JononHUTeNbHbIEe GYHKLUN YCTPOMCTBA

BupmyasnbHoe
mecmuposaHue Kabensa
(VCT)

Cetesble kKommyTaTopbl MES3000 mmeloT B CBOEM COCTaBe MNpoOrpammHble U
annapaTHble cpeACTBa, MO3BOAIOLLNE BbINOJAHATL QYHKLMM BUPTYyaibHOrO Tectepa
Kabens — VCT. Tectep No3BOSIAET ONpeneInTb COCTOSSHUE MeAHOro Kabena cBaAsn
(ncnpaseH/o6pbiB/3ambikaHne) U M3MepPUTb AAMHY WCMpaBHoro Kabensa. Mo
pe3ynbTaTam TECTUPOBAHUA GOpPMUPYETCA OTYET.

Hduaz2HocmuKka
onmuyecKoz20
mpaHcusepa

YCTPOCTBO NO3BOAAET TECTMPOBATb ONTUYECKMI TpaHcueep. Mpu TecTMpoBaHMM
OTC/IEKMBAIOTCA TaKMe NapaMeTpbl, Kak TOK U HanpsxKeHWe NUTaHuA, TemnepaTtypa
TpaHcueepa. [ins peanmsaumm TpebyeTca noaaepKKa aTux GyHKUMIA B TpaHCUBEPE.

Green Ethernet

[laHHbI MEexaHM3M NO3BOAAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebieHve 3a cyet
OTKJ/IIOYEHNA HEAKTUBHBIX 3/IEKTPUHECKUX MOPTOB

IP SLA

TexHOoNornsa akTMBHOrO MOHUTOPUHIA, UCNOAb3YeMas ANA USMEPEHMA NAapPaMeTPOB
6bICTPOAENCTBMA  KOMMbIOTEPHbLIX CeTel W KayecTBa nepedayvn  AaHHbIX.
MNopaepxuBaemble onepaumm — ICMP Echo, UDP litter.

2.3 OCHOBHbIe TeXHUYECKUue XapaKTepucTuku

OCHOBHble TEXHUYECKMe napamMeTpbl KOMMYTATOpPa NpueeaeHbl B Ta6I'IMLI,e 2.9

Tabanua 2.9 — OCHOBHble TEXHUYECKMUE XapPaKTEPUCTUKM

0O6wme napameTpbl

MakeTHbIM Npoueccop

Marvell 98DX4122

MES3108

8 x 10/100/1000Base-T
2 x 10GBase-R (SFP+) / 1000Base-X (SFP)

4 x 100/1000Base-X (SFP)

MES3108F | 4 x Combo (10/100/1000Base-T/1000Base-X/100Base-FX)

2 x (10GBase-R (SFP+) / 1000Base-X (SFP))

MES3116

16 x 10/100/1000Base-T
2 x (10GBase-X(SFP+)/1000Base-X (SFP)

12 x 100/1000Base-X (SFP)

MES3116F | 4 x Combo (10/100/1000Base-T/1000Base-X/100Base-FX)

2 x (10GBase-R (SFP+) / 1000Base-X (SFP))

NHTepdeiichl

MES3124

24 x 10/100/1000Base-T
4 x (10GBase-R (SFP+) / 1000Base-X (SFP))

20 x 100/1000Base-X (SFP)

MES3124F | 4 x Combo (10/100/1000Base-T/1000Base-X/100Base-FX)

4 x (10GBase-R (SFP+) / 1000Base-X (SFP))

24 x 10/100/1000Base-T,

MES3224 2 x 10GBase-R (SFP+) / 1000Base-X (SFP),

2 x 10GBase-LR/ER/ZR (XFP)

MES3224F

20 x 1000Base-X (SFP),

4 x Combo 10/100/1000Base-T/1000Base-X,
2 x 10GBase-R (SFP+) / 1000Base-X (SFP),

2 x 10GBase-LR/ER/ZR (XFP)

18
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MES3100
OnTtnyeckne

SFP, SFP+

TpaHcueepbl MES3200

SFP, SFP+, XFP

AynnekcHblin/MonyaynaeKcHblin
peXxmm

AYNAEKCHbIR/NONYAYNNEKCHBIN PEXUM A1 SNEKTPUYECKMX NOPTOB,
AYNNEKCHbIN PEXMUM A7 ONTUYECKUX NOPTOB

MpounssoaMTEeNbHOCT 128 I6uT/c
KOMMyTaTopa
O6bem bydepHOM namATK 1.5 Mb

CKopoCTb NepeAayn JaHHbIX

aneKTpuyeckme nHtepodelicol 10/100/1000 M6éuT/cC
ontuyeckune nHtepdeicol 1/10 Mout/c

Tabnnua MAC-agpecos

16K 3anuceit (yactb MAC-afpecoB pesepBupyeTca ANa MCNO/Ab30BaHUA
cuctemoim)

ANA mapwpyTtmnsaummn: 3272x24B

TCAM
Obvem TC ANA 33434 06paboTku Tpadmka: 2048x24B
. Ingress: 980
Konunuectso npasua SQinQ Egress: 140
Konnuectso npasmn ACL 1012

Nopaepxka VLAN

cornacHo 802.1Q ao 4K aktnsHbix VLAN

KauecTBo obcnyxuBaHma QoS

npuopuTM3lauma Tpaduka, 8 yposHen
8 BbIXO4HbIX 0UYepeael ¢ pasHbIMU NPUOPUTETAMU A KaXK[0ro nopta

Multicast 00 1024 ctatnuecknx multicast-rpynn
Konnyectso ACL 1024

O6uwee KonnyecTso npasun 8 ACL no 2048

Konunyectso L3 uHtepdeicos 512

Arperauma KaHanos (LAG)

12 rpynn, Ao 8 NOpTOB B KaxKAoM

Konnuyectso aksemnaapos MSTP

64

CBepxaMHHbIe
frames)

Kagpbl  (jumbo

MaKCUManbHbIN pasmep naketos 10K

CreknpoBaHue

[o 8 yctpoiicts

CooTseTcTBME CTaH4ApTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOOMNpeaeneHmne CKopoctu
IEEE 802.3x KOHTPO/1Ib MOTOKOB AaHHbIX

IEEE 802.3ad o6beauHeHne KaHanos LACP

IEEE 802.1p npuopuTesauns Tpaduka

IEEE 802.1g BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d cBasyiouee aepeso STP

IEEE 802.1w 6bicTpoe cBaAsylowee aepeso RSTP
IEEE 802.1s mHOecTBO cBA3yOWMX AepeBbes MSTP
IEEE 802.1x ayTeHTMdMKaLMA Nob30BaTENEN

YnpasneHue

JlokanbHOe ynpasneHune

Console
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YpaneHHoe ynpasaeHue SNMP, Telnet, SSH, WEB

dusmnyecKme XapaKTEPUCTUKU U YCI0BUA OKPY KaloLei cpeabl

ceTb NepemMeHHOoro Toka: 220B+-20%, 50 'y,

CeTb NOCTOAHHOrO TOKa: 36 .. 72B

BapMaHTbl NUTaHUA:

- O4MH UCTOYHMK NUTAHWA NOCTOAHHOIO WM NEPEMEHHOrO TOKa;
- ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO MW NEepPeMeEHHOro TOKa, C
BO3MOXHOCTbIO ropAYeit 3aMeHbl.

MCTOYHMKM NUTaAHMA

MoTpebnseman MOLWHOCTb He 6onee 50 BT
MES3108F 3,00 Kr
MES3116F 3,10 kr
Bec
MES3124 3,70 kr
MES3124F 3,90 Kkr
lFabapuTHble pasmepbl 430x44x265 mm
NHTepBan pabounx TemnepaTtyp oT-10 po +45 °C

MHTepBan TemnepaTypbl XpaHeHua | oT -40 o +70°C

OTHOCUTENbHAsA BAAXKHOCTb  MNpuU
aKcnayataumm (6e3 obpasoBaHuA | He 6onee 80%
KOHAeHcaTa)

OTHOCKTENIbHAA BAAXKHOCTb  MpM
XpaHeHun  (6e3  obpasosaHua | oT 10% fo 95%

KOHJZeHcaTa)
CpenHuii CpoK cnyKbbI 10 net
V Tun nuTaHMA ycTpoiicTBa onpegenaeTca npy 3aKase.

2.4 KOHCTPYKTUBHOE UCNONHEHUe

B paHHOM pasgene ONUCaHO KOHCTPYKTMBHOE WCMOIHEHME YCTPOWCTB. [lpeacTassieHbl
n3o06paxeHus nepeaHein, 3agHeit 1 6OKOBbIX NaHenel ycTPonCTBa, ONMncaHbl Pa3beMbl, CBETOANOAHbIE
WMHAMKATOPbI U OpraHbl ynpaBAeHus.

Ethernet-kommyTaTopbl cepun MES3000 BbINO/AIHEHBI B  METa/ZIMYECKOM Kopnyce C
BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

/' B KOM6MHUPOBAHHBIX NOPTaX MOMKET BbITb aKTUBHbIM TONbKO OAWUH U3 UHTepdeiicos. Mpu
OAHOBPEMeHHOM nogKaoueHun 6yaeT akTueeH nHTepdeic c SFP-TpaHcuBepom.

2.4.1 [lepedHAas naHenb ycmpolicmea

BHewHMn BMA nepegHeir naHenn MES3108, MES3108F, MES3116, MES3116F, MES3124,
MES3124F, MES3224, MES3224F noKka3saH Ha pucyHKax 1-8.
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PucyHok 8 — MIES3224F, nepeOHss naHesb

B T1abnnue 2.10 npuBedeH nepeyvyeHb Pa3beMOB, CBETOAMOAHbLIX WHAWKATOPOB W OPraHos
YNpaBJ/IEHUS, PACMO/IOXKEHHbIX HA NepeaHel NnaHen KommyTaTopa.

Tabanuya 2.10 — OnucaHune pasbeMoB, UHANKATOPOB M OPraHOB yNpaBAeHUA NepesHel naHenm

dNemeHT naHenm

Ne - OnucaHue
nepegHeu
1 XG1, XG2 CnoTbl ANA YCTAaHOBKKU TPaHCUBEPOB.
XG3, XG4 [na yctpoicts cepnn MES3100 tTpaHcusepbl SFP+/SFP.

Ona yctpoiicte cepum MES3224:
- cnotbl XG1, XG2 ana ycraHoBku TpaHcnsepos 10G XFP;
- cnotbl XG3, XG4 ans yctaHoBKM TpaHcmBepos 10G SFP+/ 1G SFP.

2 XG1, XG2 MHAanKaTopbl paboTbl oNTMYEeCKnxX MHTepdeiicos XG.
XG3, XG4
3 [1..8/16/24] 8/16/24 nopra Gigabit Ethernet.

[Ons yctpoicte MES3108, MES3116, MES3124, MES3224: 10/100/1000
Base-T (RJ-45).

[ns yctpoiricte MES3108F, MES3116F, MES3124F, MES3224F:
1000 Base-X (SFP).

4 MES3108F | 3,4,7,8 KombuHupoBaHHble nopTbl 10/100/1000Base-T (RJ-45).
MES3116F | 7, 8, 15, 16
MES3124F | 11,12, 23,24

MES3224F
5 Unit ID MHAMKaTopbl HOMEpa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLimnii/seaombiit).
Fan NHankaTop paboTbl BEHTUNATOPOB.
RPS MHAMKATOpP pe3epBHOro 3NEKTPONUTAHUA.
6 F dyHKLMOHaNbHAA KHOMKA 1A nepesarpyskun ycTpoictea u cbpoca K
33aBOACKMM HaCTpOMKam:
- MPY HaXaTUW Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoanT
nepesarpyska ycTpomncTsa.
- NPW HaXKaTUK HA KHOMKY AauTenbHocTblo 6onee 10 c. nponcxoaut cbpoc
YCTPOWCTBA A0 3aBOACKOM KOHGUIypauum.
7 Console KoHconbHbIM NopT RS-232 ana N0KanbHOIO ynpas/ieHMa YyCTPONCTBOM.
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2.4.2 3adHaa naHenb ycmpoiicmea

BHeLwWHWI BUA 3aaHein naHean KommyTatopos cepun MES3000 npuseaeH Ha pucyHKe 92,

PucyHok 9 — MES3000 3a0HsaA naHesnb

B Tabsnmue 2.11 npuBeaeH nepeyeHb PasbeMOoB, PacMo/IOKEHHbIX Ha 3a4Hel naHenu
KoMMyTaTopa.

Tabnuua 2.11 — OnucaHue pasbemMoB 3a4Hel NaHean KommyTaTopa

No dnemeHT 3agHeun OnucaHme
naHenm
1 Pasbem ANnAa NoAKNHYEHNA K NCTOYHUKY SN1EKTPONMUTAHNA NOCTOAHHOTO TOKa
2 Pasbem ANA NOAKNHYEHUA K UCTOYHUKY 3/IEKTPONUTAHNA NEPEMEHHOIO TOKa
3 CbeMHble BEHTUNATOPDbI CbemMHble BEHTUNAUMOHHbIE MOAY/IN C BO3SMOXHOCTbIO FOpFNeVI 3aMeHbl.
4 Knemma 3azemnenus Knemma ANA 3a3emneHnAa yCTpOVICTBa.
—

2.4.3 bBokoevble naHenu ycmpolicmea

=
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PucyHok 10 — lNpasas 6okosas naHesns Ethernet-kommymamopos cepuu MES3000
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PucyHok 11 — J/lesasa 60Kosas naHenw Ethernet-kommymamopos cepuu MES3000

Ha 60KoBbIXx MaHenax yCTpOl‘/JICTBa PacnoNoXeHbl BEHTUNALMOHHbIE PELUETKN, KOTOPbIE CAyXKaT
Aana otsoga tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpegmeTamu. 310
MOXEeT npueBeCtn K neperpesy KOMIMOHEHTOB yCTpOf/‘ICTBa M BbIi3BaTb HapyweHuA B €ro pa60Te.
PekomeHgaumn no YCTaHOBKe yCTpOﬁCTBa Pacnon0XeHbl B pa3gene «YCTaHOBKa M NOAKAOYEHNE Y.

! Ha pucyHKe nokasaHa KomnaeKkTauma KommyTaTopa ¢ 1 ICTOYHMKOM NUTAHUA MOCTOAHHOMO TOKa M € 1 NCTOYHUKOM NUTAHKUA
nepemeHHOro TokKa.

Ethernet-kommymamopei cepuu MES3000 23



HELTEX

2.4.4 Csemosasa uHOUKayusa

CoctonHue uHTepdelicoB Ethernet nHaMumpyerca ABymMA CBETOAMOAHLIMU MHAMKATOpPaAMW,
LINK/ACT 3eneHoro useta u SPEED aHTapHOro useta. PacnonoskeHue CBETOAMOA0B MOKa3aHO Ha

pucyHkax 12,13,

LINK/ACT SPEED

|
I

<
>
<
o>

HE
H UUUUUuugy ki

LINK/ACT SPEED

PucyHok 13— BHewHuli 8ud pasvema ¢ SFP-mpaHcusepamu

Tabnunua 2.12 — CeeToBasA MHAMKALMA COCTOAHUA MHTepdeincos Ethernet

CBeuyeHue nHaUKaTopa

CBeyeHue nHauKaTopa

CoctoAiHue uHTepdeiica Ethernet

SPEED LINK/ACT
BbIKNtoYeH BbIKNtoyeH MopT BbIKAOYEH AN COEANHEHME HE
YCTAQHOB/IEHO
BbikntoueH fopuUT NOCTOAHHO YcTaHOB/IEHO coeanHeHne Ha ckopocTtu 10

nnn 100M6ut/c

[opUT NOCTOAHHO

[opUT NOCTOAHHO

YCTaHOB/IEHO COeIMHEHME Ha CKOPOCTH
1000M6wuT/c

X

Mwuranune

MaeT nepegaya AaHHbIX

CocTtoAHne wHTepdelicoB XG oTobparkaerca

UWHOWKATOpPaMK, pacnonoXeHHbIMKU pAagom C

pasbeMammn uHTepdecos, pucyHok 14. C Kaabim uHTepdericom XG cBa3aHa napa WMHAWMKATOPOB.
BepxHUIM AHTAPHbIN MHAMKATOP OTOOpPAXKaeT aKTMBHOCTb NepeaatoLLell YacTu NoPTa, HUKHUIA 3e/1eHbIN
— aKTMBHOCTb MPMEMHOM YacTu nopTa. Mepesaya AaHHbIX OTOOpa)KaeTcA mepuaHMem MHAMKATopa
COOTBETCTBYIOLLErO HAMNpPaBAEHWs.
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XG2 XG3

XGl XG4

9000
0000,

PucyHok 14 — BHewHul sud uHoukamopos uHmepgelicoe XG

NHankatopbl Unit ID (1-8) cny»kaT ana o603HaueHMa HoMepa YCTPOICTBa B CTEKe.

CucrtemHble nHgukatopsl (Power, Master, Fan, RPS) cny»kaT ana onpegeneHusa cocToaHUA paboTbl

y3/10B KOMMmyTaTopos cepumn MES3000.

Tabnvua 2.13 — CeeToBanA UHANKALMSA CUCTEMHbIX MHAMKATOPOB U MHAMKATOPOB XG NopToB

HaszeaHue PyHKYuA "
CocmosaHue UHOUKGMOPO CocmosHue ycmpoucmea
UHOUKamopa UHOUKamopa
AKTMBHbI (MepuatoT) 06a nHAMKATOpa
(HUKHMIA ( 3eF:1eHb|171) BEPXHUI i Cropocre pabotel nopra -
Pexkum paboTbl AHTAPHbIN) ’ 1000M6w/c
XG1-XG4 P P
nopta AKTUBHbI (MepuatoT) oba nHAMKaTopa
. o < Mepeaaya AaHHbIX HA
(HMXXHWUI — 3eNeHblit, BEPXHUIA —
. ckopocTn 10 réut/c
AHTAPHbIN)
BbikntoyeH MuTaHne BbIKAOYEHO
MuTaHne BKAKOYEHO,
3eneHbli, ropuUT NOCTOAHHO HopMmanbHasA paboTa
ycTpolicTsa
. CamoTecTMpoBaHue
3eneHbin, mepuaet .
CocToaHue ycTpoicTtsa npu ctapte (POST)
Power NCTOYHUKOB OTcyTCcTBUE NEPBUYHOIO
nUTaHUA NMUTAHWSA OCHOBHOTO
MCTOYHMKA (Npu NUTaHKUK
OpaHKeBblil, FOPUT NOCTOAHHO YCTPOWCTBA OT PE3epPBHOIO
WCTOYHMKA) AW aBapusa
OCHOBHOIO MCTOYHMKA
nUTaHUA
. YcTponcTBO ABNAETCA
Mpwu3sHak 3eneHbli, FOpUT NOCTOAHHO
«MacTepom» CTeKa
BeayLero .
Master Y N YCTPOICTBO He ABnseTcA
yCTpolicTBa npu
BbIkntoueH «MacTepom» B CTeKe UK He
paboTe B cTeke
33/,aH PEXMM CTEKMPOBAHMUA
CocTosiHue BbIKAtoYeH Bce BeHTUAATOPbI MCNPaBHbI
Fan BEHTUNATOPA KpacHbli OTkKa3 ogHoro unun 6onee
oxXNaxaeHua BEHTUNATOPOB
Pe3epBHbIN UCTOYHMK
3eneHbli, FOPUT NOCTOAHHO NoAK/AoYeH 1 paboTtaeT
HOpPManbHO
Pexkum paboTbl "
Pe3epBHbIN UCTOYHUK He
pesepBHOro BbIkntoueH
RPS noAKtoueH
MCTOYHMKA
OTcyTCcTBME NEPBUYHOIO
nUTaHUA
. NUTaHWA pe3epBHOro
KpacHbin
WCTOYHWMKA UK ero
HEeMCcnpaBHOCTb

Ethernet-kommymamopei cepuu MES3000
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B Ttom Cnydae, Korga KOMMyTaTtop pa60TaeT B aBTOHOMHOM pexunme 6es CTeKMpoBaHuA,

nHaukatopbl Master v Unit ID BbIKNtOYEHbI.
2.5 KomnnaeKTt nocTtaBku

B 6a30BbIii KOMMAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTaTtop;

— KomnnekT Kpenexa B CTOMKY;

— PykoBoAcTBO Mo 3KcnyaTaumm (noctasnsetcs Ha CD-aucke);
— CepTuduKaT COOTBETCTBUSA;

— MNacnopr.

Mpy HanMuMK B 3aKase TaKKe MoryT 6bITb NOCTaB/EHbI:

—  Mogynb nutaHna PM100-48/12 van PM-160-220/12;
—  WHyp nutaHua (TonbKko gna moaynsa nutaHna PM-160-220/12).

7 Mo 3akasy nokynatensa B KOMNAEKT MOCTaBKM MOryT GbiTb
V TpaHcuBepbl.

BKAlOYeHbl SFP/SFP+-
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3 YCTAHOBKA U NOAK/NMHOYEHUE

B paHHOM pa3szenie onucaHbl Npoueaypbl YCTAHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOYEHMA K
nUTatoLWEeN CeTu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMMNJIEKT NOCTaBKM YCTPOWCTBA BXOAAT KPOHLITEVHbI ANS YCTAHOBKM B CTOMKY M BUHTbI 1A
KpenaeHun KPOHLUTEMHOB K Kopnycy ycTpoicTea. [1A yCTaHOBKM KPOHLUTEMHOB:

PucyHok 15 — KpenneHue KpoHWmMmMeliHO8

1. CoBmecTuTe YeTbipe OTBEPCTUA AN BUHTOB HA KPOHLUTEMHE C TaKUMM Ke OTBEPCTUAMM
Ha 6OKOBOM NaHenun ycTpoincTaa.

2. C nomoLbto OTBEPTKM MPUKPENNUTE KPOHLLTENH BUHTaMU K KOpnycy.

3. ToeTopuTe AeicTBuA 1,2 AN1A BTOPOro KPOHLWTEMHA.

3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKA/IbHBIM HAMPaBASAIOLLMM CTOMKM.

2. CoBmMecTUTE OTBEPCTMSA KPOHLUTEMHOB C OTBEPCTUAMM HA HaMNpPaBAAOWMX CTOMKMU.
Mcnonb3yiiTe OTBEPCTUA B HANPABAIOLLMX HA OL4HOM YPOBHE C 06enx CTOPOH CTOMKM, ANS
TOrO YTO6bI YCTPOMCTBO PACNO/araiocb FOPU3OHTA/BLHO.

3. CnomoLpblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 16 — YcmaHosKa ycmpoticmea 8 cmoliky

Ha pucyHke 17 npuBeaeH npumep pasmelLeHns kommytatopos MES3000 B cToitKe.

o MES-3000 N1 o
(o] KabenbHbii opraHaiiaep o
o _ MES3000N2 )
o KabenbHbii opraHaiaep o
o| MES-3000 N3 )
o KabenbHbIi opraHansep o
o| MES-3000 N4 )
o KabenbHbIt opraHaiiaep o
o] ___ MES-3000 N5 o
o KabenbHbii opraHaiiaep o

PucyHok 17 — PasmeuwjeHue kKommymamopos MES3000 e cmolike

Pacno/ioXKeHbl BEHTUNALMOHHbIE 0TBepCcTUA. He 3aKpbiBaliTe BEHTUIALMOHHDbIE OTBEPCTHUA,
a TaKKe BEHTUAATOPbI, Pacno/Io}KeHHbIe HA 3aAHel NaHeNUn, NOCTOPOHHUMU NpeaMeTaMmm
BO u3berkaHue neperpeBa KOMMNOHEHTOB KOMMYTAaTOPa U HapyLLUeHUA ero paboTbl.

’] YcTpoiictBo umeeT ¢pOHTaNbHYIO BeHTUaAuulo. Ha nepepgHei naHenu ycTpoiicTBa

28 Ethernet-kommymamopesi cepuu MES3000



HELTEX

3.3 YcraHOoBKa mopgynei NnUTaHuA

KommyTtaTtop moxkeT paboTtatb ¢ OAHUM WA OABYMA MOAYNSIMU NUTaHMA. YCTaHOBKAa BTOPOTO
MOAyNA NUTAHUA HeobxoaMma B C/y4ae MCMNOb30BaHWUA YCTPOWCTBA B YC/NOBMUAX, Tpebytowmx
NOBbILIEHHOW HAafEeXKHOCTH.

MecTa gnsa yCTaHOBKM MoAy/iel MUTaHMA C S1IEKTPUYECKOM TOUKM 3PEHUS PaBHOLEHHbI. C TOUYKMK
3pEHUA MCMO/Ib30BAaHUA YCTPOMCTBA, MOAYAb MUTAHUA, HaxodAwMinca b6aumKe K Kpaw, cyuTaetcs
OCHOBHbIM, BMKe K LEeHTPY — pe3epBHbIM. Moayan NUTAHMA MOTYT YCTaHAB/AMBATLCA M M3BJIeKaTbCA
6e3 BbIK/IOYEHUA YCTPOMCTBA. [pn YyCTaHOBKE WU U3BAEYEHUU AOMNONHUTENBbHOIO MOAY/A NMUTAHUA
KOMMYyTaTOp npoao/ixkaet paboTy 6e3 nepesanycka.

PucyHok 18 — YcmaHoska mooyneli numaHus.

CocToAHMe moAayAnel NUTaHUsA MOXKET 6biTb MPOBEPEHO MO MHAMKALMM Ha nepeaHei naHenu
KommyTaTopa (cm. pasgen 2.4.4) unv no ANarHoCTMKe, AOCTYMHOM Yepes uHTepdelicbl ynpasaeHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NUTaHUA MOXKeT 6bITb Bbi3BaHa He TO/IbKO OTKAa3oM mopyna,
vadil] HO U OTCYyTCTBMEM NEepBUYHOIo NNTaHUA.

3.4 ToaKn4YeHUe NUTAKOLWEN CeTH

1. Mpexae, yem K yCTPOUCTBY ByeT NOAKN0YEH]A NUTAIOWAA CeTb, HEOOX0AMMO 3a3eM/IUTL
KOpryc YyCTpOMCTBA. 3a3emsieHMe HeobXxoAMMO  BbINOJIHATb  M30/IMPOBAHHbBIM
MHOTOXW/IbHbIM NPOBOAOM. YCTPOWCTBO 3a3eMNEHMA W CeYeHUe 3a3eMAAIOLLEro
NpoBoAa AO/KHbI COOTBETCTBOBATb TpeboBaHMAMM MY,

2. Ecam npeanonaraetcA NOAK/AOYEHME KOMMblOTEpPA WAM MHOro obopyaoBaHMA K
KOHCO/IbHOMY MOPTY KOMMYyTaTopa, 3T0 060pyA0BaHME TaKKe A0KHO b6biTb HageKHO
3a3emsieHo.

3. Tloaxntounte K yCTpOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMMEKTaLMK
YCTPOICTBA, NUTAHME MOXKET OCYLLECTBAATLCA OT CETM NEePeMeHHOro ToKa, nbo oT cetu
MOCTOSAHHOrO TOKa. lMpY NOAKNIOYEHUM CETM MEepeMeHHOro ToKa cnefyer Ucnosib3oBaTh
Kabenb, BXOAALWMIN B KOMMNIEKT yCTPOICTBa. [11A NOAKAOYEHUA K CETM MOCTOAHHOTO TOKa
MCMONb3yiTe NPOBO/ ceYeHMeM He MeHee 1 mm2,

4. BKAOYMTE NUTaHMEe ycTpoicTBa M ybeautecb B OTCYTCTBUM aBapuii MO COCTOAHMIO
WMHAMKATOPOB Ha NepeaHei naHenu.
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3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

ﬁ YcTaHOBKa ONTUYECKUX MOAYNE MOXKET NPOU3BOAUTLCA KaK NP BbIK/IIOYEHHOM, TaK U
b, NPV BKIOYEHHOM YCTPOUCTBE.

1. BcraBbTe BepxHWMit SFP-Moay b B C/IOT OTKPbITOM YacTbio pasbema BHU3, @ HUXKHUIA SFP-
MOAY/1b OTKPLITOM YacTblo pa3bema BBEpPX.

PucyHok 19 — YcmaHosKa SFP-mpaHcusepos

2. Hapasute Ha mMmoaynb. Korpa oH BCTaHeT Ha MecTo, Bbl ycabiwunTe xapaKTepru‘/'l LLLETYOK.

PucyHok 20 — YcmaHoeneHHble SFP-mpaHcusepbl
Ona ypaneHua TpaHcusepa:

1. OTKpoliiTe 3alenky moayna.

PucyHok 21 — Omkpeimue 3aujenku SFP-mpaHcugepos

2. W3BneKkuTe moaynb U3 coTa.

PucyHok 22 — N3sneyeHue SFP-mpaHcusepos
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4 HAYANbHAA HACTPOMKA KOMMYTATOPA

4.1 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb nporpammy 3smynaauum TepmuHana (HyperTerminal, TeraTerm,
Minicom) 1 npousBecTn cneaytowme HaCTPOMKM:

1. BbibpaTb COOTBETCTBYIOWMI NOCAEA0BATENbHbIM NOPT.

2. YCTaHOBMWTb CKOPOCTb Nepenayn gaHHbix — 115200 6o4.

3. 3agatb dopmaTt AaHHbIX: 8 OBUT AaHHbIX, 1 CTONOBbIM 6UT, 6€3 KOHTPOAA YETHOCTM.

4. OTKNOYMTb annapaTHOE U NPOrpaMMHOE ynpas/ieHNe NOTOKOM AaHHbIX.

5. 3apatb pexum 3smynsaumMm TepmuHana VT100 (mMHOrve TepMuHalbHble NPOrPamMmbl
NCMNOJIb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHAA B KAaYECTBE PEXKMMA MO YMOIYaHMIO).

4.2 BKAO4YEHUe YCTPOUCTBA

YCTaHOBUTb  COEAMHEHME  KOHCONM KOMMyTaTopa (nopTt «console») ¢ pasbemom
noc/aea0BaTeNbHOro UHTepdelrica KoMnbloTepa, Ha KOTOPOM YCTaHOB/IEHO NporpaMmmHoe obecnedyeHune
3MYNALMM TEPMUHANA.

BKAouMTb ycTpoicTBo. [Mpy Kaxaom BK/AOYEHUMM KOMMYTaTopa 3amnyckaetca npoueaypa
«TeCTUPOBAHUA  cUCTeMbl Mpu  BKAoYeHuM»  (POST), KoTopaa no3BoJAET  onpeaenunTb
paboTocnocobHOCTb YCTPOICTBa Nepeq, 3arpy3Kkoi UCNoIHAEMOM NPOorpaMmmMbl B ONEPaTUBHYIO NamaATb
(0O3Y).

OTtobpaxkeHue xo4a BbiNoaHeHUA nNpoueaypbl POST Ha kKommyTaTopax cepun MES3000:

Bootl Checksum Test. ...ttt ittt teeeieeeeeennns PASS
Boot2 Checksum Test ... ettt iiee et eeennneeenns PASS
Flash Image Validation Test......iiiiiiiinneeennns PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pgBe ceKyHAbl nociae 3aBepweHusa npoueaypbl POST HauuMHaeTca aBTo3arpyska
nporpaMmmHoro obecneyeHnsa KommyTtaTtopa. [1 BbINOAHEHMA CNEUManbHbIX NpoUeayp UCNoab3yeTcs
MeHIo Startup, BOMTU B KOTOPOE MOXKHO MpepBaB 3arpy3Ky Haxkatmem Knasuwwu <Esc> nnu <Enter> B
TeYeHMe 3TOro BPEMEHMU.

Mpumep AanbHenLWwen 3arpysKkuM ycTpoiicTaa.

Preparing to decompress...
100%

Decompressing SW from image-1
100%

OK
Running from RAM...

KA R A A A AR AR A A A A AR A A A AR A AR A A AR A A I A AR A I A A A A I A A AR A A A A Ak A kA A A A Ak x kKK

*** Running SW Ver. 2.1.6 Date 05-Jun-2011 Time 16:14:03 ***

KA R A A A A AR AR A A A A AR A A A A A A AR AR A IR A A A A AR A I A A A A I A A AR A A A A Ak A kA A A A Ak k kK

HW version is V01
Base Mac address is: a8:f9:4b:80:0b0:80
Dram size is : 256M bytes
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Dram first block size is : 229376K bytes Dram first PTR is : 0x1C00000 Dram
second block size is : 4096K bytes Dram second PTR is : 0xFCO00000 Flash size
is: 16M

05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading running configuration.
05-Jun-2011 16:14:09 $CDB-I-LOADCONFIG: Loading startup configuration.
Device configuration:

Slot 1 - 28 ports

Device 0: GT 98DX4122 (BobCat)

Tapi Version: v

1.9.3.2
Core Version: v1.9.3.2

Mocne ycnewHon 3arpyskM KommyTaTopa MOABUTCA CUCTEMHOE npurialleHne uHTepdeica

KOMaHgHoM cTpoku CLI.

console>

/"',-;‘ Ona 6bICTPOro BbI30Ba CNPaBKU O AOCTYMHbIX KOMaHAaX MCMONb3YITe KOMBUHALUIO

Knasuwl «SHIFT» n «?».

4.3 3arpy3oyHoe MmeHIo

[ns BXoAa B 3arpy304HOE MEHH0 cieyeT NOAKIOUNTLCA K YCTPOMCTBY Yepes nHtepdeiic RS-232,

nepesarpysmutb YCTPOMUCTBO, M B TEYEHME ABYX CEKYHZA, nocne 3aBepueHua npouesypbl POST HaxKaTb
“ESC” nnn “ENTER”:

Bootl Checksum Test ... et tee et eeeeenneeeenns PASS
Boot2 Checksum Test ... ettt it eeeennneeennn PASS
Flash Image Validation Test......iiiiiiiinneeennns PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bug, 3arpy304yHoOro MeHto:

Startup Menu

1] Download Software

2] Erase Flash File

3] Password Recovery Procedure

4] Set Terminal Baud-Rate

5] Stack menu

6] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 4.1 — DyHKLMU MHTepdEeca 3arpy304HOro MeHI

DyHKyun OnucaHue

Download Software

3arpysuTb HOBYIO BEPCUIO NPOrpaMMHOro obecneyeHns KoMmyTaTopa, UCNob3ys
XMODEM

Erase Flash File CrepeTb MHPopMmauumto ¢ Flash
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Password Recovery

CHbpocnUTb HAaCTPOMKKM ayTeHTUDUKaLUMK
Procedure P P Y bukau

Set Terminal Baud-Rate YCTaHOBUTbL CKOPOCTb PaboTbl TEPMUHANBHOTO PeXKMMA

Stack Menu Bxog, B MEHIO yNpaB/ieHUA CTEKOM

Back MpofoKUTb 3arpysKky

4.4 Pexunmbl paboTtbl KOMMyTaTOpa

YcTpoiicTBo moxkeT paboTaTb B ABYX peXMMax — aBTOHOMHOM W pexume CTEKMPOBAHUA. B
peXKMme CTEKMPOBAHMA HECKOJIbKO KOMMYTaTOPOB O4HOM U TOM e MogeNN MOTYT 6biTb 06beaMHEHDI B
CTeK N GYHKLMOHMPOBATb KaK eanHoe ycTporncTBo. Mo ymonyaHmio KommyTtaTopbl MES3000 paboTatoT B
perKnMme aBTOHOMHOIO YCTPOMCTBA.

' CTeKupoBaHue MOXKeT NPOU3BOAUTLCA TO/IbKO C nomoLbio SFP+ mogyneii.
vadll

4.4.1 Bbibop pexcuma pabombl KoOMMymamopa

Bbibop pexkmMma paboTbl KOMMyTaTopa AOCTyNeH B MEHIO YMpaB/ieHua CTeKom (NyHKT [5]
3arpy3o4yHoOro MeH1o):

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U W N

Enter your choice or press 'ESC' to exit:

MyHKT [3] — BbIbOp pexknma paboTbl KommyTaTopa ([1] — aBTOHOMHbIN pexum, [2] — pexum
CTEKMpPOBaHMA):

Stack menu

Show unit stack id
Set unit stack id

Set unit working mode
Back

SN

Enter your choice or press 'ESC' to exit:

4.4.2 Paboma kommymamopa 8 pexcume CMeKuposaHusa

Ctek MES3000 ¢pyHKUMOHMPYET KaK eaMHOEe YCTPOMCTBO M MOXKET COCTOATb M3 8 YCTPOWCTB,
UMEILLMX Ceaytowme poan, onpeaensemole X nopaaKkosbiMm Homepamm (UID):

=  Master (UID ycTpoiictBa 1 nnm 2), c HEro NpoMCXoanT ynpasBaeHue BCeMM YCTPOMCTBAMMU
B CTEKe.

=  Backup (UID ycTporictBa 1 nam 2) — ycTpoicTeo, nogunHsioweeca master. yb6amnpyer sce
HaCTPOWKK, 1, B C/ly4ae BbIXOAa YNpaBaaloWero ycTponucTea us cTpos, bepyluee Ha cebs
bYHKLMM yNpaBAEHUA CTEKOM.
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= Slave (UID ycTpoiicte oT 3 go 8) — ycTpoicTBa, nogymHstowmecs master. He moxet
paboTaTb B aBBTOHOMHOM peXKnme (ecnam oTcyTcTByeT master).

B pexume crtekuposaHna MES3124/MES3124F n MES3224/MES3224F ncnonb3ytoT XG3 n XG4
nopTol ANA CUHXPOHM3AUMKW, NpPU 3TOM 3STM MNOPTbl He Yy4yacTBYIOT B Mepedaye [AaHHbIX.
MES3108/MES3108F n MES3116/MES3116F ncnonb3ytoT AN CUHXPOHW3aL MM TONbKO 0AMH NopT - XG2,
npM STOM 3TOT MNOPT He Vy4yacTByeT B Nepegave AaHHbIX. BO3MOXHbI ABe TOMonorum
CUHXPOHU3UPYIOLLMXCA YCTPOMCTB — KO/bLEeBas M IMHeHas. PeKomeHayeTca UCMNOo/1b30BaTb KOJbLEBYHO
TOMO/IOINIO A5 NOBbIWEHMA OTKa30yCTOMUYMBOCTU CTEKa.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUa;

console#

Tabnunua 4.2 — basoBble KOMaHAbl, AOCTyNHble B pexume privileged EXEC

3HayeHue/
3HaYeHue no Aeiicmeue
YMOAYAHUIO

KomaHoa

unit mode {standalone | OnpeaenseT pexum paboTbl KOMMyTaTopa:

stackable} -standalone - KommyTaTop MoOXeT paboTaTb  Kak
CaMOCTOATE/IbHOE YCTPOICTBO;

- stackable — kommyTaTop MOKeT paboTaTb B pexunme cTeka.
CMeHa  pexuma  MpoucxoauT  Mocie  nepesarpysku
KOMMyTaTopa.

-/standalone

unit renumber local HasHauaeT Homep ycTpoictBa  «unit-id»  nOKanbHOMY

after-reset unit_id ycTpoicTBy (Ha KOTOpOM BbiNOAHEHa KomaHga). KomaHaa

unit_id: (1..8)/1 MOXeT bblTb MCNONb30BaHA B pemmmeu «standalone» nan B
- pexume «stackable» Ha Begyliem ycTpolicTse.

CMeHa HOomepa YCTPOWCTBA NPOM3OMAET noc/ie nepesarpysku

KoMmyTaTopa.

unit renumber current_id HasHauyaeT HOBbII HOMep YCTPOlCTBa hew_id KOoMmyTaTopy C
after-reset new_id Homepom current_id. KomaHza moxeT OblTb MCMNONAb30BaHA
TO/IbKO Ha BeAyLleM YCTPOMCTBE CTeKa.

CMeHa HOmepa yCTPOWCTBA NPOU3OMAET nocsie nepesarpysku
3TOro ycTpoicTBa.

current_id: (1..8);
new_id: (1..8)

show unit [unit_id] OTobparkaeT MHPopmaLmio 06 yCTPOMCTBAX, BXOAALMX B CTEK.
Mpwn BBOAE KOMaHAbl 6€3 napameTpa oTobparkaeTca KpaTkas
unit_id: (1..8) MHPOopMaLmn 060 BCex yCTPOMCTBAX CTEKA.

Mpu  yKasaHuM  «unit-id»  oTobpakaetca  nogpobHas
nHbopmaLma 0 BbIDpaHHOM YCTPOICTBE.

= [lpMmep MCNob30BAHMA KOMaHAbI show unit:

console# show unit 1

Unit: 1

MAC address: a8:£9:4b:80:bf:40
Master: Enabled.

Product: MES-3124F 28-port Fiber 1G/10G Stackable Managed Switch.
Software: 2.5.14

Uplink unit: 2

Downlink unit: 0

Status: master

Active image: image-2

Selected for next boot: image-2

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset: stacking

Unit Num After Reset: 1
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Tabnnua 4.3 — OnncaHne pesynbTaToB BbINOJHEHUS KOMaHAbl «show unit»

Mone OnucaHue
Unit: NpeHTUdMKaTOp BbIBPAHHOIO yCTPOMCTBA
MAC address: MAC-agpec kKommyTaTopa
Master: PaspelueHune cTaTb BedyLUM YCTPOMCTBOM B CTeKe
Product: OnucaHne mogenm KommyTtaTopa
Uplink unit: NpeHTudMKaTOp KOMMyTaTopa, NoAKAoUYeHHoro K nopTy Uplink (ans MES3124 —

XG3, pna MES3116,3108 — XG1)

Downlink unit:

NpeHTndukaTop KommyTaTopa, nogxatodeHHoro K nopty Downlink (gna MES3124 —
XG4, pna MES3116,3108 — XG2)

Status:

TeKyLian po/sib KOMMYTaTOPa B CTeKe

Active image:

AKTUBHbIN 06pa3 NO

Selected for next boot:

O6pas MO, KoTopbIit ByaeT aKTUBHBIM NOC/IE Nepe3arpysKku

Topology is

TeKylLLaa Tononorus creka - chain (ueno4ka) unu ring (Konbuo)

Unit Mode After Reset:

Pexvnm paboTbl KOMMyTaTOpa nocse nepesarpysku — standalone/stacking

Unit Num After Reset:

NaeHTUGMKaTop KOMMYTaToPa, KOTOPbIA NPUMEHUTCA NOC/ae Nepesarpysku

YcTpoiictea c oguHakosbiMu ngeHtupukaropamm «Unit ID» He moryT pabortatb 8 ogHOM

e CTeKe.

4.5 Hacrtpoiika pyHKLMIK KOMMyTaTOpa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tvna.

— ba3soBas HacTpoiika — BK/lo4aeT B cebs onpeaeneHne 6a3oBbix GYHKUMIA KOHOUIypauumn u
HaCTPOWKY AMHaMMYecKux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YMPaBNEHME CUCTEMOIA
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

Mpu nepesarpyske yCTpPoOiiCTBAa BCe HeCOXpPaHEHHble AaHHble 6yAyT yTepsaHbl. OnA

V CcoXpaHeHUA N06biX BHECEHHbIX U3MEHEHUA B HAaCTPOMKY KOMMYTaTopa MCNOo/b3yeTtcs
) ' cneaylowan KomaHaa:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopd

Ona Hayana KoOHOUrypuMpoBaHMA YCTPOWMCTBA HEOb6XOAMMO MOAKNOUUTL YCTPOMCTBO K
KOMMbIOTEPY 4Yepe3 MocaefoBaTe/lbHbIA MOPT. 3anycTUTb Ha KOMMblOTEPE MPOrpammy 3sMyaaumu
TePMMHANA cornacHo NyHKTy 4.1 «HacTpoika TepmuHana».
bynet

Bo Bpems HayanbHOM HACTPOMKM MOMKHO OMpesenvTb MHTepdenc, KoTopbli

ncnonb3oBaTbCA ANA NOOAKNHOYEHNA K YCTpOﬁCTBy YO3ANEeHHO.

basosan HaCTpOﬁKa BK/IlOYaeT cheaytoulee:

1. 3agaHue napona ans nonbsosatens «admin» (c yposBHem npusunernin — 15).
Co3paHue HOBbIX NO/Ib30BaTENEMN.

HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTpoiika napameTtpos npoTtokona SNMP.

vk wnN
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4.5.1.1 3adaHue naponsa 048 nons3oeamenda «admin» U co30aHUE HOBbIX
nosae3osameneli

Ona o6ecneueHns 3alMLLEHHOrO BXOAA B CUCTeMy He06X0AMMO Ha3HAUUTb Napo/ib
e npUBMAErUPOBaHHOMY NONb30BaTeNlo «adminy.

Mma nonb3osBatend M Maposib BBOAUTCA MPW BXOAEe B CUCTEMYy BO BpemsA CeaHcoB
aAMUHUCTPUPOBaAHMA YycTpolcTBa. [na co3gaHWAa HOBOrO MOJIb30BaTeNsl CUCTEMbI WU HACTPOMKM
Nt060ro M3 napameTpoB — MMEHW M0/1b30BaTe A, Napo/ia, YPOBHA NPUBMAETUIA, UCMOb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1I-15}

YpoBeHb npusuneruii 1 paspewaeTt AOCTYyN K YCTPOWUCTBY, HO 3anpeLuaeT HacTPOMKY.
V YpoBeHb npusunernii 15 paspeluaert Kak A0CTyn, Tak M HACTPOMKY YCTPOICTBa.

Mpumep KomaHA Ans 3adaHusa nonb3osatesito «admin» napons «eltex» u cospgaHuA
nosib3oBaTte/iA «operator» c maposiem «pass» U ypoBHeM npusuaerni 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa HacmpolKa yposHA docmyna

Ha ycTpoiicTBe cylecTByeT BO3MOXKHOCTb pacnpeaeeHuns npaB nosib30BaTeNiei B 3aBUCUMOCTU
OT YPOBHSA NPUBUAEINA, HAa KOTOPOM KaXKAbl U3 nosib3oBaTenen bbin co3gaH. KOHKpeTHOMY YyPOBHIO
NpUBWUIETMIA NPUCBANBAETCA HAbOP KOMaHA, KOTOPblE MOTYT BbINMOHATCA NO/b30BATENSAMU C YPOBHEM
He HW)Ke 3aZaHHOTO.

’ KommyTtaTop nogaepKuBaeT cMCTeMy HacneaoBaHUA Habopa KomaHA oT 60/1ee HU3KUX
C YPOBHeii npusunernid.

’ MpuBuaerumn sbiCTPanBaloTCA TONbKO ANA KOHKPETHO 3aAaHHOro ysna. Kaxkayto
L KOmMaHAay HeOGXOAMMO nponucbiBatb ABHO, HE UCNOJ1b3yA COKpPauwieHHble ¢0prl.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHGUIrypnpoBaHusa:

console (config) #
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Tabnnua 4.4 — KomaHabl g5 HACTPOMKM pacluMpeHHoro AocTyna

Komanda 3HayeHue/3HavyeHue Neiicmeue

no ymon4aHuro
privilege context level MpuceansaeT yKazaHHOMY YPOBHIO NPUBUErUIA 3a4aHHYIO
command level: (1..15); KOMaHay

/ypoBeHb npusunernii | - context — pexxmm paboTbl KOMaHAHOM CTPOKMU;
KOMaHZ pexunma - level — ypoBeHb npuBuneruii, Ha KOTopom byaeT fOCTyNHa
EXEC-1, HacTpanBaemasa KOMaHA3;

BCEX OCTa/IbHbIX - command — KomaHgaa.
no privilege context level KomaHg — 15 Ypanaet 4OoCTyn K KOMaHAe € YPOBHA, Ha KOTOPOM KOMaHAa
command 6bla paspeleHa.

= [lpMmep HacTPOMKM Habopa KomaHA aas nosb3osatena «admin» ¢ 4 ypoBHEM NPUBUAETUIA
M Habopa KomaHA Ana nonb3osartens «user» ¢ 10 ypoBHeM npusuaerni

consolef#configure

console (config) #fusername admin password passl privilege 4
console (config) #username user password passZ privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb N8 NOKaNbHbIX NO/b30BATENEN, YElh YPOBEHb NPUBUIETUIA Bbille UAK paBeH 4, cTaHeT
[ocTyneH BbiBoA, KomaHabl show running-config, Ho He 6yger aocTtynHa HacTpoika vlan. [Ona
Nnosib30BaTeNEN, YPOBEHb NPUBUAETNIA KOTOPbIX cooTBeTCTBYET 10 U Bbile, byAeT A4OCTYNHA HACTPOMKA
n vlan, u BbiBog KomaHabl show running-config.

4.5.1.3 Hacmpolika cmamu4eckoeo IP-adpeca, macku nodcemu U WA03a 10
YMOAYAHUIO

[N BO3MOXKHOCTU YNPaB/eHMA KOMMYTaTOPOM M3 CeTU HeobXo4MMO HaszHaunUTb ycTpoicTay IP-
afpec, MacKy NOACETU U, B C/Iy4ae ynpaBaeHUa U3 Apyroi cetu, W03 No ymon4yaHuio. IP-agpec MoxHo
Ha3HauuTb nbomy mHTepdeicy — VLAN, dusmyeckomy nopTy, rpynne noptoB (Mo ymon4aHuio Ha
nHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239, macka 255.255.255.0). IP-agpec wnao3a goKeH
NpUHagNeKaTb K TON e NoaceTu, YTo U o4mH u3 IP-nHTepdeicos ycTpoiictaa.

B cnyyae ecaum IP-agpec HacTpausaerca ana uHtepdeiica pusnyeckoro nopra wuaum

V ) rpynnbl  NoptoB, 3TOT WUHTepdeiic ypanaerca wm3 rpynnbl VLAN, KoTtopoii OH
. npuHagaexan.
V Mpu yaaneHuu Bcex IP-aapecoB KommyTaTopa AOCTYN K HeMy ByAeT OCyLLecTBAATLCA NO
IP-agpecy 192.168.1.239/24.

Mpumep KomaHg HacTpoiku IP-agpeca ana nHtepdeica VLAN 1.
MapameTpbl MHTEpdeiica:

IP-adpec, HazHayaembili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wino3a rno ymonyaHuro - 192.168.16.1

consolef#configure

console (confiqg) #interface vlan !

console (config-if) #ip address 192.168.16.144 /24
console (config-if) #fexit
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console (config) #ip default-gateway 192.168.16.1
console (config) #fexit
console#

[Ona Toro 4tobbl YoeanTbes, Yto agpec bbli1 HaszHaveH uHTepdelicy, BBeauTe KoMaHay:

console#show ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active static
IP Address Type

192.168.16.144 /24 Static

4.5.1.4 Tony4yeHue IP-adpeca om cepsepa DHCP

Ana nonyyeHua IP-agpeca moxeT ucnonb3oBaTbcA npotokon DHCP, B cayvae ecan B cetu
npucytcTeyeT cepep DHCP. IP-agpec oT cepsepa DHCP moxKHO nosy4yaTb yepes ntoboi nHtepdelic —
VLAN, ¢u13nyeckuit nopT, rpynny nopTos.

Vr Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaACTPOMKKM, NpeAHasHaYeHHOW ANA MoaydeHus AuMHamuyeckoro IP-agpeca ot DHCP-
cepBepa Ha uHTepdemce vian 1:

consolet#configure

console (config) #interface vlan I
console (config-if) #ip address dhcp
console (config-if) #exit

console#

[na Toro utobbl ybeanTbea, 4To agpec 6bin HasHAYeH UHTepdeNicy BBeAUTE KOMaHAY:

consolefshow ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active I DHCP
IP Address Type

192.168.16.149 /24 DHCP

4.5.1.5 Hacmpolika napamempos rpomokosa SNMP 0aa docmyna K ycmpolicmay

YCTPONCTBO COAEPKUT BCTPOEHHbIN areHT SNMP v noaaepunsaet sepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaeprkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

Ona  BO3MOMHOCTM  AOMWHUCTPUPOBAHUA YCTPOMCTBA MocpeacTBOM npoTokona SNMP,
HeobxoaMmo co3aaTtb XoTa 6bl 04HY CTPOKY coobuiectBa. KommyTtatopbl MES3000 noaaeprkusatoT Tpu
TMNa CTPOK coobuiecTsa:

— ro-—onpegendaet AOCTYN TO/bKO Ha YTEHMUE;
— rw-—onpeaenaert A0CTYN HAa YTEHUE U 3aNuChb;
— su-onpegenaet poctryn SNMP-agmuHucTpaTopa;

38 Ethernet-kommymamopsi cepuu MES3000



HELTEX

Hanbonee pacnpocTpaHeHo MCNob30BaHME CTPOK coobLiecTBa public — ¢ AOCTYNOM TONbKO A
yTeHMA obbekToB MIB U private — ¢ [OCTYNOM Ha YTeHWe U uameHeHue obbekToB MIB. [na Kaxgoro

coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

I'Ipmmep co34aHuA COO6LLI,ECTBa private C AOCTYNOM Ha 4YTeHUE 1 3anncb n |P-a,ﬂ,peCOM CTaHUUN

ynpasnexHna 192.168.16.44;

console#configure
console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44

console (config) #fexit
console#

[na npocmoTpa co3gaHHbIX CTPOK coobluecTBa n HacTpoek SNMP ncnosib3yeTca KomaHaa:

console#show snmp

SNMP is enabled.

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications

System Contact:
System Location:

Community-String Community-Access View name
private read write Default
Community-String Group name IP address

Target Address Type Community Version Udp
Port
Version 3 notifications
Target Address Type Username Security Udp
Level Port

IP a

Filte
name

Filter
name

ddress

r To

To

Retries

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHna 6e30NacHOCTM CUCTEMbI MUCMONb3yeTcA MexaHusm AAA (ayTeHTUdMKauma,
aBTopu3aums, ydeT). Ana wmudpoBaHMA AaHHbIX UCNOb3YyeTca mexaHu3m SSH.

— Authentication (ayTeHTUdUKALMA) — CONOCTaB/AEHUE 3aNpOoCa CYLLECTBYIOLLEN YYETHOM

3anuncu B cucteme 6e30MacHoOCTMU.

— Authorization (aBTopu3aums, NPOBEPKA YPOBHA AOCTyNa) — COMOCTaBAEHME YYETHOM
3anucu B cucTeme (Npowezliei ayTeHTUOUKALMIO) M ONpeaenEHHbIX MOHOMOUYNN.
— Accounting (y4€T) — cnexkeHue 3a noTpebieHnemM pecypcoB No/ib30BaTeNIem.

Mpn NCNONb30BAaHMM HACTPOEK YCTPOMCTBA NO YMONYaHUIO UMA Noab3oBaTens — admin, naponb
He 3agaH. Mapoab Ha3Ha4YaeTcA Nonb3oBaTeieM. B ciyyae ecim Naposib yTpadeH, MOXKHO nepesarpysuTb
YCTPOICTBO U Yepes CEPUIMHbIM MOPT NpepBaTb 3arpy3Ky, Haxkas Knasuwy <Esc> unun <Enter> B TeyeHune
nepBsbIX ABYX CEKYHA Noc/e NoasaeHUs coobuieHns aBTo3arpysku. OTKpoeTca meHto Startup, B KOTOPOM
HY}KHO 3anyCcTUTb NpoLeaypy BoccTaHoBneHua napona ([3] Password Recovery Procedure).
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[na obecneyeHns nepsoHa4yanbHON GE30MacHOCTM Maposib B CUCTEME MOMKHO 3aJaTb A/1A
CepBUCOB:

— KoHconb (noakntoyeHme yepes cepuinHbin NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 048 KOHCoAU

console (config) #faaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password console

B OTBET Ha npurnalleHne BBECTM Maposib BO BPEMA PerucTpauum B yCTPOMCTBE Yepes ceaHc
KOHCO/IM BBEAUTE Naposib — console.

4.5.2.2 YcmaHoska napons 0na Telnet

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password telnet

B oTBET Ha NpuUrnaleHne BBECTM Napo/ib BO BPEMA PErMCTPaALMN B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoeka naposs 0n4a SSH

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password ssh

B oTBET Ha NpuraalleHMe BBECTU Napo/ib BO BPEMA PErMCTpaLmMn B yCTPOICTBe Yepes ceaHc SSH
BBeAuUTE Naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

[na yaobcTea aKcnayaTaumm yCTpoMCcTBa MOXKHO 3a4aTb 6aHHep — cooblieHmne, KoTopoe byaeT
BbIBOAWUTHLCA NPU NOMbITKE NOYYEHUA AOCTYNA K YCTPOMCTBY.

console (config) #banner motd ;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJIEHUE YCTPOACTBOM. MUHTEP®ENC KOMAHAHOW CTPOKU

Ona KoHPUrypuMpoBaHUA HACTPOEK KOMMYTaTOpa MCMOJIb3yeTcA YeTbipe OCHOBHbIX peXkuma. B
Ka*KZOM peXkmMme A0CTyrneH onpeaeneHHbll CIMCOK KOMaH4,. BBoa CMMBOIA «?» CAYKUT ANA MPOCMOTPa
Habopa KOMaHA, AOCTYMNHbIX B KaXKAOM M3 PEXMMOB.

Ana nepexoga n3 oa4HOro pexmma B ,u,pyroﬁ MCNONb3YyOTCA CneunasibHble KOMaH4bl. I'Iepequb
CyWecCTBYHOLWNX PEXMMOB U KOMaHA BXO4a B PeXUM!

KomaHOHbili pexcum (EXEC), paHHbIM peXum [OCTyneH cpasy Mocse YCrnewHoM 3arpysku
KOMMYyTaTOpa M BBOAA MMEHM NoJib3oBaTens. MpurnaweHme cMcTeMbl B 3TOM PEXKMME COCTOUT U3 UMEHW
ycTpolicta (host name) u cumsona “>”.

console>

Ecaiv nms ycTpoiicTBa He Ha3HAYeHO, TO BMECTO HEro MCMo/ib3yeTcs c/10Bo “console”.

MpueunezauposaHHbiii KomaHOHbI pexcum (privileged EXEC), 5TOT peXXnum AOCTYNEH Npu BXxoae
NPMBUAETMPOBAHHOIO NOAb30BaTeNA. BXo4 B peXum A0NKEH 6biTb 0653aTe/IbHO 3aLUMLLEH NAPO/IEM.
ToNbKO B NPUBUIETMPOBAHHOM pPeXMME AOCTYMNHbl KOMaHAbl M3MEHEHUS CUCTEMHbIX NapameTpoB
KOMMyTaTopa. B npuBMAernpoBaHHOM peXKMme B CTPOKE NPUrAaleHnsa CUCTEMbI UCMOb3YeTCs CUMBO
«#». Ona nepexofa u3 pexxmma EXEC B NpuMBMAErMpOBaHHbIA PeXMM MOKET bOblTb MCMO/Ib30BaHa
KomaHgaa enable.

console> enable
enter password:
console#

Pexctum 2n06anbHo20 KoHdpuypuposaHua (global configuration), paHHbLIA  peXum
npegHasHavyeH pgna 3agaHua obwMx HacTpoek KomMmyTatopa. KomaHgbl pexuma rnobanbHowm
KOHUrypaumm AOCTYyMNHbl U3 Nt060ro noapexkmMma KoHourypaumm. Bxon B pexum ocyliecTBaseTca
KOMaHZol configure.

console#configure
console (config) #

Pexcum KoHgpu2ypupoeaHua uHmepdeliica (interface configuration), paHHbIA peXuUM
npeaHasHayeH A1 KOHPUrypupoBaHua uHTepdencos (nopT, rpynna noptos, uHTepdeic VLAN)
KOMMyTaTopa. Bxoa B pexuMm OCyLLecTBASETCA M3 pexkuma rnobanbHoro KoHUrypuposaHus, ons
KarKaoro WHTepdelica cBoel KOMaHAoW (B nNpumepe HUXKE KOMaHZa QA1 BXOAa B PEXUM
KoHduUrypuposaHua nHtepdenca VLAN c VID=1).

console (config) # interface vlan 1
console (config-if)#

Pexcum KoHdpu2ypuposaHua mepmuHand (line configuration), naHHbIN peXxnm npeaHasHaveH
ANA KOHOUIypUpOoBaHMWA, CBA3aHHOro ¢ paboTol TepmuHana. Bxon B peXum ocywecTBaserca w3
pexXunma rnobanbHoro KOHGUIypupoBaHus.

console (config) #line {console | telnet | ssh}
console (config-line) #
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5.1 ba3oBble KOMaHAbI

KomaHOowbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnuua 5.1 — ba3oBble KOMaHAbl, AOCTYMNHble B pexxnme EXEC

KomaHda

3HayeHue/
3HayeHue no
YMOAYAHUIO

Aelicmeue

enable [priv]

priv: (1..15)/15

MepekntounTbCd B  MPUBUIETMPOBAHHLIA  pexum  (eciu

3HaYeHue He YKa3aHo — TO YpoBeHb npusuaernii 15).

login - 3aBeplUeHMNE TEKYLLEN CECCUM U CMEHA NO/Ib30BaATENA.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaso4yHoli uHbopmauum o pabote wuHTepdeiica

KOMaHZAHOW CTPOKM

show history

MoKasaTb  WcTOpUIO TeKkyLen

TEPMUHANBbHOW Ceccum.

KOMaH4, BBeAeHHbIX B

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

show privilege configuration

MoKka3aTb CMMCOK KOMaHA, ANA KOTOpbiX Obina BbiNO/HEHa
HaACTPOWKa YPOBHA NPUBUIETUA.

terminal history

no terminal history

-/dYHKLMA BKAKOYEHA

BKAOUNTBL GYHKLMIO COXPAaHEHMSA UCTOPUM BBEAEHHbIX KOMAHZ,
ON1A TeKyLen TepMUHabHOM ceccuu.

BbIK/MIOUNTE  OYHKLMIO COXPaHEHUS  UCTOPUU
KOMaHZ, ANA TeKyLlel TepMUHANbHOMN ceccum.

BBEAEHHbIX

terminal history size size

no terminal history size

size: (10..216)/10

N3meHUTb pasmep bydepa UCTOpUM BBELEHHbIX KOMaHA, ANA
TEKyLLel TEPMUHANBHOM Ceccum.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

terminal datadump

no terminal datadump

-/BblBOA, KOMaHA,
pasgenserca no
CTpaHuULam

OT106pasnTb BbIBOA, KOMaHA 6e3 pasgeneHua Ha CTpaHuLbl
(pasgeneHve BbIBOAA CNPABKU MO CTPAHWULLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g, One line: <return>)..

YCTaHOBUTb 3HAYEHME N0 YMOHYAHMUIO.

show banner [motd | login |
exec]

OTobparkaeT KoHdUTypaumio 6aHHepos.

KomaHOwb1 pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMEET Caeayioumii BUA,:

console#

Tabnnua 5.2 — basoBble KOMaHAbI, AOCTyNHble B pexume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

disable [priv]

priv: (1..15)/1

BepHyTbCA B HOPMa/bHbIA PEXUM U3 MPUBUAErMPOBAHHOMO
(ecnu 3HaueHMe He yKa3aHo — TO ypoBEeHb Npusuaernin 1).

configure[terminal]

MepeiTn B peXXMM KOHPUTYPUPOBaHUA.

debug-mode

MepeiT B pexMmM OTNagKM (KOMaHAa AOCTYMHa TO/bKO ANA
NPUBMIErMPOBAHHOrO No/b30BaTeNs).
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set system mode {acl-sqinq |
acl-sqing-udb}

-/acl-sqing

YCTaHOBUTb pPeXUM HAacTPOMKKN GuabTpaLmm Tpaduka.
- acl-sqing — peKMm No ymonyaHuio;
- acl-sging-udb — pob6aBneHa BO3MOMKHOCTb GUAbTPALUM MO
TPUHAALUATM NONb30BaTeNbCKMM oddceTam (B pexume no
YMOMYaHUIO — NATb); Bce npasuna SQINQ ana BxogAawero
TpaduKa UCNob3yloT B ABa pa3a H60/bLie pecypcos.
Mpu cmeHe peXkMma HayanbHas KoHoUrypauus byaer
H cTepra, nocne yero YyCTPOUCTBO 6yaer
nepesarpy»eHo.

KomaHObI, docmynHbie 80 8CEX PEXUMAX KOHGDU2YPUPOBAHUSA

3anpoc KOMaH,D,HOﬁ CTPOKN nmeeT O4nH N3 cheagyrouwmnx snagos:

console#

console (config) #
console (config-line) #

Tabnuua 5.3 — basoBble KOMaHAbI, AOCTYMNHbIE BO BCEX PEXMMAX KOHPUIYPUPOBaHUA

KomaHoa 3HaveHue Aelicmeue

exit BbIliTM M3 Nt0b6Oro pexmma KOHPUrypupoBaHUA Ha ypoBEHb
i BbilWwe B nepapxum komaHg, CLI.

end BbIiTM 13 ntoboro pexkuma KOHPUrypupoBaHUA B KOMaHAHbIN
) pexkum (Privileged EXEC).

do ) BbINOMHUTL KOMaHAY KoMaHAaHoro yposHa (EXEC) us ntoboro

pexnuma KoHPUrypmpoBaHua.
help - BbIBOAMT CNPaBKY NO MCNOAb3yeMbIM KOMaHAAM.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU MMEEeT Caeayiolmii BUA,:

console (config) #

Tabauua 5.4 — ba3oBble KOMaHAbI, AOCTYMNHbIE B PEXUME KOHPUIYPUPOBAHUA

KomaHoa

3HavyeHue

Aelicmeue

banner motd
d message-text d
no banner motd

3apaTb TEKCT coobuieHna motd (coobuieHmns Tekywero AHs), U
BK/IOYMTb BbIBOA, Ha 3KPaH.

- d - pasgenutens;

- message-text — TeKcT coobLieHms (B cTpoke 2o 510 cumBoAOB,
obuee 2000 cMMBO/IOB).

banner exec
d message-text d
no banner exec

3ajatb TeKCT coobuweHna exec (npumep: nonb3oBaTesb
yCNeLwHOo BOLEN B CUCTEMY), U BKNHOUUTb BbIBOA Ha SKPaH.

-d - pasgenutens;

- message-text — TeKcT coobLieHms (B cTpoke 2o 510 cumBoOB,
obuiee 2000 cumBonos).

banner login
d message-text d
no banner login

3agatb  TeKcT  coobuweHus  login  (MHbOpPMaLMOHHOE
cooblueHne, KoTopoe oTobpakaerca nepes BBOAOM MMEHU
Nonb30BaTeNA U NapoA), U BKAOYMTb BbIBOA, Ha SKPaH.

-d - pasgenvtens;

- message-text — TeKcT coobLieHms (B cTpoke 2o 510 cumBoOB,
obuee 2000 cMMBO/IOB).

KomaHObI pexcuma KoHgu2ypuposaHUsa mepmuHana

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYPUPOBAHUS TEPMMUHANA UMEET Cieay oL mii BUA;

console (config-line) #
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Tabnnua 5.5 — basoBble KOMaHAbI, LOCTYMHbIE B PeXXMME KOHPUIYPUPOBaHUA TEPMUHANA

3HayeHue/
KomaHoa 3HauyeHue no Aelicmeue
YyMOMYAHUO
history BKAOUNTB GYHKLMIO COXPAHEHUA UCTOPUN BBEAEHHbIX KOMaHA,
-/yHKUMA BKtOYeHa BbIKOUNTD HKUMIO COXPaHeHWA MCTOPUM  BBEAEHHbIX
no history yHiu P n A

KOMaHg,

history size {size}

no history sie

N3meHUTb pazmep Bydepa MCTOPUM BBEAEHHBIX KOMaHA,

size: (0..216)/10

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

motd-banner

BKOUNTL BbIBOZ, MPUBETCTBEHHBIX COOBLLEHMI TMNa «motd»
(coobuweHuna Tekywero gHsa).

no exec-banner

-/BKAOYEH "
BbIK/MIOUNTL  BbIBOA, MHPOPMALMOHHLIX COOBLLEHMI Tuna
no motd-banner
«motd».
login-banner BKAOUYMTb BbIBOA, NPUBETCTBEHHbIX coobueHni login.
- -/BKNtOYEH —
no login-banner BbIK/IIOYMTL BbIBOA NPUBETCTBEHHbIX COOBLLEHNI login.
exec-banner BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COOBLLEHNI exec.
-/BKAOYEH

BbIKNOUNTL BbIBOA MPUBETCTBEHHbIX COO6LLI,GHM171 exec.

5.2 ®unbtpauma coobuweHnit KoOmaHgHOM CTPOKU

CDMJ'IpraLI,Mﬂ COO6LLI,EHMV1 No3BO/IAET YMEHbLWMUTb obbem OTO6pa)+(GEMbIX AaHHbIX B OTBET Ha

3anpochl

nosnb3oBaTenss U 06aerdynTb MNOUCK HEOGXOAMMOﬁ MH(I)OpMaLI,MM.

Ona  ¢unbtpayum

nHbopmauum Tpebyetca 106aBUTb B KOHEL, KOMaHAHOW CTPOKN cMmMBOA “|” 1 MCNONb30BaTb OAHY U3
onuunii GuabTPaLUNK, NepeYmc/ieHHbIX B Tabauue.

Tabnunua 5.6 — KomaHabl pexkuma rnobanbHOro KoHGUrypmMpoBaHus

Memood

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

begin pattern

include pattern

exclude pattern

MNokasbiBaeT CTPOKMH, nepsble CUMBObI

COOTBETCTBYIOT WabnoHy pattern

KOTOPbIX

BbIBOAUT BCE CTPOKM, coaeprKawime wabaoH

BbIBOAMT BCE CTPOKM, HE coAepsKalume wabnoH

5.3 HacTpoiika MaKpoKOMaHg,

[aHHaa ¢yHKUMA no3BOAAET COo34aBaTb YHUOUMUMPOBaAHHblIE Habopbl KOMAHA, - MaKpochl,
KOTOpble MOXHO BNOCNEACTBUN NPUMEHATL B NPOLLEcce KOHOUrypaumm.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.7 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHusa

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

macro name [word]

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI Habop KOMaHA, ec/iv Habop C TaKUM UMeHem
cyuiecTByeT — nepesanucbiBaeT ero. Habop KomaHza BBOAMTCA
NOCTPOYHO. 3aKOHUYMUTb MAaKPOC MOKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa 4nvMHa makpoca — 510 cumBonios.

YpanseT yKasaHHbIM MaKkpoc.

macro global apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro global trace word

word: (1..32) cumBosioB

MpoBepseT yKazaHHbI MaKpOC Ha BaANAHOCTb.

macro global description
word

no macro global description

word: (1..160) cumsonos

Co3aaert CTPOKy-AecKpUnTop rnobasbHOro makpoca.

YpanseT cTpoKy-4ecKkpmnTop.
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KomaHOwbi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

macro apply word

MpMMeHAEeT yKasaHHbI MaKpoc

word: (1..32) cumsonos

macro trace word

MpoBepseT ykasaHHbI MaKpoC Ha BaAUAHOCTb

show parser macro
[description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}] | name
macro_name]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
macro_name: (1..32)
CUMBO/I0B

OTobparkaeT MaKpoCoB  Ha

yCcTpoWcTBe.

napameTpbl HaCTPOEHHbIX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepodeica:

console (config-if) #

Tabnunua 5.9 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

Aeiicmeue

macro apply word

word: (1..32) cumsonos

Mp1MeHAEeT yKasaHHbI MmaKpoc.

macro trace word

word: (1..32) cumBonos

MpoBepsAeT yKas3aHHbI MaKkpoc Ha BaJIMAHOCTb.

macro description word

no macro description

word: (1..160) cumBonos

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca
Yaansiet cTpoKy-AecKpunTop

5.4 KomaHAbl ynpaBaeHUA cCUCTEMOM

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.10 — KomaHabl ynpasneHma cuctemon B pexkume EXEC

KomaHda

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBonOB;
size: (64..1518)/64 6aitr;
count: (0..65535)/4;
timeout: (50..65535) /2000
MC

KomaHgza cnyxut ans nepegaum sanpocos (ICMP Echo-Request)
npoTtokona ICMP ykazaHHOMY Y31y CeTH, a TaK Xe A1 KOHTpoNa
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D - IPv4-appec y3na cetu;

- host — pomeHHOe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPABKM, KOIMYECTBO BalT B NaKeTe;
- count — KONNYECTBO NaKeToB ANA Nepenaydu;

- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc.
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ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBonos;
size: (68..1518)/68 baitT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHgza cnyxut ans nepegaym sanpocos (ICMP Echo-Request)
npoTtokona ICMP ykaszaHHOMY y3/y CeTH, a TaK Xe, ANA KOHTPOANA
noctynatowux oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F - IPv6-agpec y3na cetu;

- host — LOMeHHOE UMsA y3Na ceTu;

- Size — paamep NakeTa A5 OTNPABKM, KOIMYECTBO BaiiT B NaKeTe;
- count — KOIMYECTBO NAKETOB A/1A Nepeaayu;

- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl ¢t

[count count] [timeout
timeout] [source ip_address]
[tos tos]

host: (1..158) cumBonos;
size: (64..1518)/64 Bairr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpegeneHne maplpyta Tpaduka [0 y3Nna HasHayeHus.
-A.B.C.D -IPv4-appec y3na cetu.

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep NakeTa A1 OTNPABKM, KONNYECTBO 6alT B NaKeTe;
- tt/ — maKcMmanbHOe KOIMYEeCTBO Y4acTKOB B MapLUpyTe;

- count — KO/IN4eCTBO MOMbITOK Mepejayn Naketa Ha Kaxkaom

yyacTKe;
- timeout — Bpema 0XWAaHUA OTBETA Ha 3anpoc;
- ip_address — |P-agpec uHTepdeiica KOoMmyTaTOpa,

MCNO/b3yemblit 417 nepesaym NakeTos;
- tos — TMN cepeuca, NepesaBaemblii B 3aro/oBKke NpoTokona IP.
7 OnucaHne owH60K NpW BLINONHEHUM KOMAHA, W

traceroute ipv6
{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout]

[source ip_address]
[tos tos]

host: (1..158) cumBonos;
size: (66..1518)/66 6air;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

pe3ynbTaToB NpuBegeHo B Tabamnuax 5.12, 5.13
OnpeaeneHne mapwpyTta TpadurKa 40 y31a Ha3HAYEeHUs.
-A.B.C.D.E.F —IPv6-agpec y3na cetu.

- host — LOMeHHOE UMsA y3N1a ceTu;

- Size —pa3mep nakeTta ANA OTNPABKM, KOJIMYeCTBO BaWT B NakeTe;
- tt/ — maKcMmanbHOe KOJIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KO/IMYeCTBO MOMbITOK Mepejayn naketa Ha Ka)kgom

y4acTKe;
- timeout — Bpema 0XXUAaHWA OTBETA Ha 3anpoc;
- ip_address — |P-appec uHTepdeiica KOMMyTaTOpa,

MCMO/b3yeMblli ANA Nepesaym NakeTos;
- tos — TMnN cepBuca, NepeaBaeMblii B 3aro/oBKe npoTokona IP.
7l OnucaHve OWMGOK NpPU BLINOJHEHMU KOMaHA M

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

pe3ynbTaToB NpuBeAeHo B Tabauuax 5.12, 5.13.
OTtkpbiTve TELNET-ceccun gns y3na cetu.
- A.B.C.D - IPv4-appec y3na cetu;
- host — pomeHHOEe UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;

- keyword — KntouyeBoe cnoBso.
71 Onucanme cneumanbHbix KomaHg Telnet u kKnovesbIx

ssh {A.B.C.D | host} [port
port] [username username]

host: (1..158) cumBonOB;
port: (1..65535)/22;
username: (1..70)

cNnoB npusegeHo B Tabauuyax 5.14 , 5.15
OTKpbITMe SSH-ceccun gna ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT cnyxba SSH;
- username — UMA NONb30BaTeNA, N0 KOTOPbIM Heobxoarmo

[cipher cipher] CMMBO/IOB BbINO/IHUTb BXOA,;
- cipher — Bbibop MeToaa wWuppoBaHUA. NoaaepuBaroTCA
cnepytowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymon4aHuio npeanaratoTcs Bce meToabl.
connection:

resume [connection]

(1..4)/nocnegHss
yCTaHOBJ/IEHHanA ceccus

MepekntoyeHune Ha gpyryto yctaHosneHHyo TELNET-ceccuio.
- connection — Homep ycTaHOBNEHHOM telnet-ceccun.

show unit [number]

number: (1..8)

OTob6parkaeT MHPOPMALMIO O COCTOAHMU CTEKA.
- number — Homep cTeKa.

show cpu counters

I'IpoanOTp CYETYMKOB NMNaKeTOoB LLeHTPaIbHOro npoueccopa.

show users

OTobparkeHne nHGOPMaLMM O NONb30BATENAX, UCMONb3YIOLLMNX
pecypcbl ycTpoicTBa.

show sessions

OtobparkeHne mHbopmaumm o6 oTKpbITbix TELNET-ceccuax K
yAaNeHHbIM YCTPOMCTBAM.

show system
[unit unit]

unit: (1..8)/-

OTob6parkeHne CUCTEMHOM MHPOPMALLUK KOMMYTATOPA.
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- unit — HOMep YCTpOMCTBA B CTeke (418 KomMMmyTaTopa,
paboTatowero B aBTOHOMHOM pexume, napameTp He

ucnonbsyeTtcs).
’ MapameTp unit Nnpu BbINOAHEHUU KOMAHZAbI JOCTYNEeH
e TO/IbKO B peXXMme CTeKMPOBaHUA.

OTobparkeHue TeKyluiel BEepcUM CUCTEMHOTO MPOrpaMMHOro

show version - o
obecneyeHunn, paboTaloLLero Ha ycTpoicTae.

OTobparkeHue 3arpysku pecypcos namsatn TCAM (onpeaeneHHo
aapecyemasn namsaTb).

I - unit — HOMep YCTPOWCTBA B CTeKe (4NA KOMMmyTaTopa,
show system tcam utilization .
[unit unit] unit: (1..8)/- paboTaioulero B aBTOHOMHOM  peUMe, NapameTp He
ucnonb3syeTtcs).
MapameTp unit Npu BbINONHEHUN KOMaHAbI AOCTyNeH
e TO/MIbKO B peXXMme CTeKMPOBaHUA.
show system id [unit unit] OTobparkeHne WHOOPMALUM  CUCTEMHON  UAEeHTUdUKaLMM
yCTpoWcTBa.
-unit — HOMep YCTPOWCTBA B CTEKe (4N8 KommyTaTopa,
unit: (1..8)/- paboTatollero B aBTOHOMHOM  pPeXWMe, MapamMeTp He
ucnonb3syeTtcsa).
MapameTp unit Npn BbINONHEHMM KOMaAHAbI AOCTYNEH
° TO/IbKO B peXXume CTEKUPOBAHMUA.

KomaHga «show sessions» oTobpakaeT Bce yganeHHble coefUHEeHUA TONbKO U3 TeKyllen
ceccum. [laHHaA KoMaHAa UCnonb3yeTca ciegylowmm obpasom:

1. BbINONAHUTL NOAKAOYEHME K YAANEHHOMY YCTPOMUCTBY C KOMMYTATOpa C NOMOLUbIO
TELNET wnun SSH;

2. BepHYTbCA B pOAUTENbCKYIO ceccuto (Ha KommyTtaTop). 418 3TOro HaXkaTb KOMBGUHaUMIO
Knasuw <Ctrl+Shift+6>, otnyctutb M Haxatb <x> (uKc). Mpousoiaét nepexos B B
POAUTENbCKYIO CECCUIO;

3. BbINOAHUTD KOMaHAy «show sessions». B Tabauue A0MXKHbI NPUCYTCTBOBaTb BCe
ucxoafLMe coeAUHEHUA B TEKYLLEN ceccum;

4. AnA TOro 4Tobbl BEPHYTLCA K CECCUMU YAANEHHOTO YCTPOIiCTBA, HE06X0AUMO BbINOAHUTD
KomaHay «resume N», rge N — Homep coeguHeHUA U3 BbiBOAA KOMaHAbl «show
sessions».

.‘

KomaHOwb1 pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;:

console#

Tabnunua 5.11 — KomaHabl ynpasneHus cuctemont B pexxkume privileged EXEC

3HayeHue/ 3HayeHue no "
KomaHda / Aeiicmeue
YMOAYAHUIO
L o KomaHza cnykut ansa nepesanycka ycTponcTsa.
reload [unit unit_id] unit_id: (1..8) ) ,a, v A ,p ycka yerp
- - unit_id — Homep yCTpOICTBA B CTEKeE.
. ., minutes: (1..999); YcTaHOBKa MPOMEXKYTKa BpeMeHu, Yepes KOTopblit nponsongeT
reload in [minutes | hh:mm] ( ) P Y P M P P P A
hh (0..23), mm (0..59) OT/IO}KEHHan nepesarpysKa ycTpoucTBa.
reload cancel - OTMeHa OT/I0KEeHHOro nepesanycka.
T OTobparkeHne CTaTUCTMKM MO YPOBHIO 3arpy3ku pecypcos
show cpu utilization - P yp Py pecyp
LeHTPaIbHOro NpoLLeccopa.
. OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOZALLMX Gpeirimos,
show cpu input-rate - P P AALAX &P
obpabaTbiBaeMbIX NPOLLECCOPOM.
show cpu input-rate OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALWMX GpenmoB,
detailed obpabaTbiBaemMbIx MPOLLECCOPOM MO THNY TpaduKa.
.. OTobparkeHne OrpaHUYeHUi Mo CKOPOCTM ANA  BXOSALLMX
show cpu rate-limits - ,p P P A AALL
dpeitmoB, obpabaTbiBaeMbix MPOLLECCOPOM.
clear cpu counters - O6HyNneHMe CHETYMKOB NAKETOB LLEHTPaIbHOFO NpoLueccopa.
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show system defaults
[{management|ipv6|802.1x
| port|fdb| multicast|

port-mirroring |
spanning-tree|vlan|
voice-vlan|
network-security |
dos-attacks |
ip-addressing| qos-acl }]

OTobparkeHne 3aBOACKMX HACTPOEK YCTPOMCTBA.

show system resources
routing

OTobpaskeHne uHPopmaLuMnm 06 WCNONb30BaHUWM pPecypcoB
TabAMUbl MapLLPYTU3aLUNA.

show system resources tcam

OTobparkeHne noapobHoi MHPopmaumm o6 Mcnonb3oBaHUU
pecypcos TCAM (Ternary Content Addressable Memory).

show system mode

OTtobpaskeHne WHPOpPMaALMKM O napameTpax oOGuAbTPaLUM

TpaduKa.

console#tracerou

Mpumep UCNoNb30BaHUA KOMaHAb! traceroute:

te eltex.com

Type Esc to abort.
Tracing the route

2 eltexsrv (192

3***

1 gateway.eltex

to eltex.com (148.21.11.69)
(192.168.1.101) 0 msec 0 msec 0 msec
.168.0.1) 0 msec 0 msec 0 msec

Tabnnuya 5.12 — OnucaHue pesynbTaToB BbINOJIHEHWA KOMaHAbI traceroute

lMone

OnucaHue

1

MopaAKOBbIN HOMEP MapLIPYTM3aToOpPa B NMYTU K YKa3zaHHOMY Y37y CETU.

gateway.eltex

CeTeBoOe MMsA 3TOro MapLIpyTM3aTopa.

192.168.1.101

IP-agpec aToro maplupyTtusatopa.

0 msec 0 msec 0 msec

Bpems, 3a KoTopoe naket 6bln NepeaaH U BEPHYACA OT MapLUpyTU3aTopa.
YKasblBaeTcs 419 KaXKA0M NOonNbITKM Nepegayn nakera.

Mpy BbINOAHEHUN KOMaHAbI

npuseaeHo B Tabamue 5.13.

Tabnunua 5.13 — OwmnbKM np

traceroute moryTt I'IpOM3OV1TM OLLIVI6KM, onucaHue oLwmnboK

M BbINONHEHUUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NONbITKE Nepesayun nakeTta.
? HeunsBecTHbI TN NaKeTa.
A AZLMUHUCTPATUBHO HepocTyneH. O6bIMHO NpoucxoamT npu 610KMpOBaHUM
ucxogsauiero Tpaduka no npasuaam B Tabaunue poctyna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en cetn HeaoCTyneH.
N CeTb HegoOCTyMHa.
P MpoTokon HeaoCTyneH.
Q MCTOYHMK NnogasneH.
R MUcTekno Bpemsa NOBTOPHOM c6opKku pparmeHTa.
S OwunbKa ncxogaLLero mapLpyTa.
U MopT HepocCTyNeEH.
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MporpammHoe obecneuyeHne Telnet KommyTtaTopoB MES3000 nopaeprkMBaeT cneumasibHble
KOMaHAbl — GYHKUMM KOHTPOAA TepMMHana. [na BXoAa B PEXMM CNeumanbHbiX KOMaHZ BO Bpems
aKkTMBHOM Telnet-ceccum ncnonb3yeTtca KOMBMHALMA Knasuw Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanbHaA KomaHoa HasHaveHue
AN b Mepepatb no telnet paspbiB coeguHeHUS.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K MNepepatb no telnet yganeHue cumsona (EC).
Ao Mepenatb no telnet npekpalyeHne Bbisoga (AO).
ARt Mepeaatb no telnet coobuweHne «Are You There?» (AYT) ana KoHTpons
NOAKAOUYEHUSA.
ANy Mepeaatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKU.

TaK*Ke BO3MOXKHO UCMNOJIb30BaHME A0NOJAHUTENbHbIX OI'ILI,MVI npu OTKPbLITUN Telnet-ceccuu:

Tabnuua 5.15 — Kntouesble C10Ba, UCNOAb3yeMble NMpu OTKpbITMM Telnet-ceccnm

Onyus OnucaHue
/echo JNlokanbHo BKAOYaeT pyHKUMIo echo (NnoaasneHne BbIBOAA HAa KOHCO/b).
/quiet He ponycKaeT BbiBOA, BCEX COOBLLEHMI NporpammHoro obecneyeHus Telnet.

/source-interface

OnpepgensneT nHTepdEnCc-UCTOYHUK.

/stream

BkntoyaeT 06paboTKy NOTOKA, KOTOPLIM paspeluaeT HesalmweHHoe TCP-
coenHeHue 6e3 KOHTpoAA NnocnegosaTesnbHocTelt Telnet. MoTokoBoe coegnHeHne
He obpabaTtbiBaeT Telnet-onumm M MOXKET UCNONb30BATLCA A8 NOAKAOYEHNSA K
nopTam, Ha KOTOPbIX 3anyLeHbl nporpammsl KonnposaHusa UNIX-to-UNIX (UUCP)
nmbo apyrve NpoToKobl, He AasAowmeca Telnet-npoTokonamum.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOW CTPOKM B pexknme rno6anbHoro KoHGUryprupoBaHUa MMeET CeaytoLmii BUA,;

console (config) #

Tabnnuya 5.16 — KomaHabl ynpaBaeHUa CUCTEMOW B pexXume rnobasbHOro KoHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3Ha4yeHue no

elicmeue
YMOAYAHUIO A

hostname name

no hostname

KomaHpa CNYXUT ONA 3aaHNA CETEBON0O UMEHU yCTpOﬁCTBa.

name: (1..160) cumsonos/-
BepHyTb ceTeBoe MMaA yCTPONCTBa B 3HAUYEHME N0 YMONYAHMUIO.

stack master unit unit

no stack master unit

Ha3sHaueHMWe BefyLLEero yCTpoiCTBa B CTEKe.
name: (1..2)/ Het [laHHaA KoMaHAa JOCTYMHa TONbKO B PEKUME CTEKMPOBAHUA.

BeAyLLero ycTpoiicTaa
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

service
cpu-utilization

no service
cpu-utilization

PaspelwnTtb YCTPOUCTBY NPOTrPaMMHO W3MEPATb YPOBEHb
3arpysKu pecypcoB LLeHTPanbHOro NpoL.eccopa KOMMyTaTopa.

-/BKNOYEHO
3anpeTuTb YCTPOWCTBY MNPOrPamMMHO M3MepATb YpPOBEHb

3arpysKu pecypcoB LLeHTPaNbHOro NPoLLeccopa KoMmMyTaTopa.

service cpu-input-rate

PaspewnTb YCTPOWUCTBY MPOrPaMMHO M3MeEPATb CKOPOCTb
-/BbIKNOYEHO BXOAAWMX  dpelrimoB, o0bpabaTbiBaemMbiX  LLEHTPa/IbHbIM
NpoLEeccopom KoMmmyTaTopa.
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no service cpu-input-rate

3anpeTuTb YCTPOWMCTBY MNPOrPaMMHO  M3MepATb CKOPOCTb
BXOAAWMX  ¢dperimoB,  06pabaTbiBaembIX  LEHTPaNbHbIM
NpOLLECCOPOM KOMMYTaTOpa.

service cpu-rate-limits
traffic limit pps

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping,
dhcpv6-snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces, ptp,
other);
pps: (8..1024)

YcTaHOBKAa OrpaHWYeHUn CKOPOCTU BXoAsAwmx dpenmos ans
onpeaeneHHoro TMna TpadukKa.
- pps - NaKeTOB B CEKYHAY.

service tasks-utilization

no service tasks-utilization

-/BbIK/IIOYEHO

PaspewnTb YCTPOMCTBY NPOrPaMMHO U3MepATb YPOBEHb
3arpy3kM pecypcoB LeHTPasbHOro MpoLeccopa KoMmyTaTopa
[N15 Ka¥KA0ro CUCTEMHOTO npouecca.

3anpeTuTb YCTPOWCTBY MNPOTrPamMMHO M3MepATb YPOBEHb
3arpyskM pecypcoB LeHTPasIbHOrO MpoLeccopa KoMmyTaTopa
N5 Ka¥KA0ro CUCTEMHOrO npouecca.

system resources routing
routes hosts interfaces

routes: (20..11136);
hosts:(20..2800);
interfaces: (2..1024)

YcTaHoOBKa pazmepa Tab/mLbl MapLipyTM3aLmm.

- routes — MakcMMasibHOE KONNYECTBO YAANEHHbIX CETEN;

- hosts — makcmanbHOe KOIMYeCcTBO NOAKOYEHHbIX XOCTOB;
- interfaces — makcumanbHoe KosimdecTso IP-uHTepdeiicos.

reset-button {enable |
disable| reset-only}

-/BKAOYEHO

HacTpolika peakunm KommyTaTopa Ha HaxkaTve KHonku F.

- enable — npu HaXKaTMM Ha KHONKY AANTENBHOCTBIO MeHee 10
C MPONCXOAMT NepesarpysKa yCcTponCcTBa; NP HaxaTum Ha
KHOMKY ANnTenbHocTbio 6onee 10 ¢ npoucxoamT cbpoc
YCTPOKCTBa A0 3aBOACKON KOHUrypauum;

- disable — He pearupoBaTb (0TKAtOYEHA);

- reset-only — ToN1bKO Nepesarpyska.

5.5 KomaHAbl 4N1A HAaCTPOMKKM NapamMeTPOoB ANA 3a4aHUA naponaen

,ﬂ,aHHblﬁ KOMNNeKC KOMaHA npeaHasHayeH ANnA 3a4aHunA MMUHUMAIbHOMN CNOXHOCTU naponA, a

TaKXe OANA 3aaHnA BpeMEHU ,CI,EVICTBVIFI naponsa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHOro KOHGUrypnMpoBaHUA UMeET CaeayroLWwunii BUA,;

console (config) #

Tabnnuya 5.17 — KomaHabl ynpaBaeHUa CUCTEMOW B peXume rnobasbHOro KoOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHeit

3asaeT BpemMsa XM3HW naponei. Mo wWcTeYeHWo 33aAaHHOTO
CpoKa byaeT npeasoXKeHO CMEeHUTb naposb. 3HayeHue 0O
roBOPWUT O TOM, YTO BPEMS KM3HU Naposiei He 3a4aHo.

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

passwords complexity
enable

-/BbIKNIOYEHO

BktouaeT orpaHuyeHune Ha GopmaT napons.

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

BkalouaeT  orpaHuyeHue, 3agatolee MUHUMaNbHOE
KO/IMYECTBO K/1acCOB CMMBOJIOB (CTPOYHbIe BYKBbI, 3arnaBHble
6YKBbI, UMdpPbI, CUMBObI).

BoccTaHaBnMBaeT 3HaveHMe No YMOYAHUIO.

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bk/itovaeT orpaHMyeHne Ha MMHUMaNbHYIO ANVHY Napons.

BoccTaHaBnMBaeT 3HaueHMe No YMOIYAHUIO.
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. BkAloyaeT  orpaHuyeHwue, 3agatoulee MaKCUManbHoe
passwords complexity no-
KOZIMYECTBO NOC/NEA0BaTe/IbHO NOBTOPAIOLWMXCA CUMBO/IOB B
repeat number
number: (0..16)/3 HOBOM Mnaporne.
no password complexity BoccTaHasnvBaeT 3HauYeHMe N0 YMOIYaHUIO.
no-repeat
passwords complexity not- 3anpewaetT NpuM CMeHe Mapons MUCMoNb30BaTb B KayecTse
current HOBOTO CTapbliA.
- -/BKAIOYEHO —
no passwords complexity PaspelaeT MCNonb30BaTh CTapblit NApO/b NpU CMEHE.
not-current
passwords complexity not- 3anpewaetr MUCNonb30BaTb B  KayectBe Maponsa  wMmsa
username nosb3osaTens.
- -/BKNOYEHO
no passwords complexity PaspewaeT wucnosib3oBaTb B KayectBe Mapons  uUmA
not-username nosnb3osaTensa.

Tabnuua 5.18 — KomaHapl ynpaBneHua cuctemoin B pexkume Privileged EXEC
KomaHoa Aelicmeue
show passwords configuration OtobparkaeT nHbopmaLmio 06 orpaHUYEHUAX Ha NAPOW.

5.6 Pabora c pannamm

5.6.1 OnucaHue apeaymeHmoe KOMaHO
Mpu ocywecTBNeHUN onepauui Hag ¢ainamu, B KayecTBe apryMeHTOB KOMaHpA, BbICTynaroT

agpeca URL — onpeaennteny mectoHaxoxaeHua pecypca. OnncaHue KAr4UeBbIX CN0B, MUCNONb3YEMbIX B
onepaumax, npueeaeHo B Tabaunue 5.19.

Tabnunua 5.19 — CNrcok KAtoYeBbIX C10B U UX ONUCaHWne

Knrouyesoe cnoeo OnucaHue

McxoaHbli agpec MAM afpec MecTa HasHayYeHWs [N SHepProHesaBUCMMOMN NamMATH.
flash:// JHeproHe3aBUCUMMas NaMATb MCMOJIb3YeTCA NO ymoayaHuto, ecan agpec URL onpepeneH
6e3 npedukca (npedukcamm asaatotes: flash:, tftp:, scp:...).

running-config daiin TekyLwwen KOHPUrypaumm.

startup-config daiin nepBoHa4aNbHON KOHOUIypauuu.

Ecnu ucxoaHbIv dain — faHHbIM 06pa3 akTUBHbIN.

image J . . o
g Ecnu ypaneHHbi ¢ain — gaHHbi 06pas He aKTUBHbIN.

boot 3arpy3ouHblii dann.

McxogHbli  agpec  wWAM  agpec  MecTa HasHayeHuna  ana  TFTP-cepsepa.
Cuntakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agpec unum ceTeBoe MMs yCTPOMCTBA;

- directory — kaTanor;

- filename — vuma daiina.

McxoaHblvi agpec nnm agpec Mecta HasHayeHus ans SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NoNb30BaTeNs;

scp:// - password — naponb NoNb30BaTeNs;

- host — IPv4-aapec unu ceteBoe UMA YCTPOMCTBA;

- directory — KaTanor;

- filename — vims daiina.

McxopHblh  agpec  dalina  npu  MCNoNb3oBaHWMM  MNpoTokona  X-modem  no
nocnenoBaTeNlbHOMY COEIMHEHMUIO.

xmodem:

KoHourypaumoHHbiit dpaiin, cnonb3yembiii Npu 3anycKe yCTPOMCTBA.

unit://member/ startup-config .
member — moxeT 6biTb IP-aapecom nu ceTesbiM UMEHeM YCTPOIICTBa B CTEKe.

®aiin cuctemHoro MO Ha ycTpoicTee UM HAa OAHOM M3 YCTPOWCTB CTeKa. [1na KonuposaHua
C BeAywero yCcTpPoWCTBA Ha BCE OCTa/ibHble MOAY/IM MOXHO B 3nemeHTe member
MCNoNb30BaTh «*».

member — moxeT b6biTb IP-afpecom Uan ceTeBbiM UMEHEM YCTPOWCTBA B CTEKE.

unit://member/ image
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3arpy3ou4Hblit Gana Ha yCTPOMCTBE UM HAa OAHOM U3 YCTPOMCTB CTeKa. 1A KonnposaHUA ¢
Befyllero YCTPOMCTBa Ha BCe OCTajibHble MOAY/IM MOXHO B 3/1emeHTe member

unit://member/ boot
// / MUCNONb30BaTb «*».
member — MmoxeT 6bITb IP-afpecom uau ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKe.
null: MycToe mecTo HasHavyeHUs gns Konui unmn dannos. MoXKHO KONMPOBaTb YAaeHHbIN dainn
' K MyCTOMY yKa3aTesto, YTobbl onpeaennTb ero pasmep.
logging dain c uctopmelt KomaHa,

unit://member/ backup-config

Pe3epBHbIi dain KOHOUTYpaLLMK HA YCTPOCTBE UM HA OAHOM M3 YCTPOMCTB CTEKa.
member — MOXeT bbITb IP-afpecom nUam ceTeBbiM MMEHEM YCTPOWCTBA B CTEKE.

5.6.2 KomaHObI 0na pabomei ¢ palinamu

Komanabl ana p360TbI C cbaﬁnamm AOCTYNHbI TOZIbKO NPUBUNIETNMPOBAHHOMY NOJ1Ib30BATEIO.

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnvua 5.20 — KomaHapl ans pabotbl ¢ pannamm B pexkume Privileged EXEC

copy source-url boot

copy source-url
running-config

copy source-url
startup-config

copy running-config
destination-url

copy startup-config
destination-url

(1..160) cumBonos;
destination-url:
(1..160) cumBonos;

KomaHoa 3HavyeHue Aelicmeue

copy source-url KonupoBaHue ¢avina u3  MecTONONOMKEHUA WUCTOYHUKA B

destination-url [snmp] MECTOMOJIOXEHNE Ha3HAYeHMA.
- sSnmp — UCMNonb3yeTcA TO/MbKO Korga KOMMpoBaHue
oCyLecTBAsAeTcA us/e  startup-config. Cneunduumpyet
ncnonb3oBaHue MUCXOAHOTO ajpeca WAM agpeca MecTa
Ha3HayeHuA B popmate SNMP;
- source-url — mecTononoxeHune Konvpyemoro aiina;
- destination-url — appec mecta HasHayeHuA, Kyaa ¢ain byaet
CKOMWUPOBAH.

copy source-url image source-url: KonuposaHue ¢aina cuctemHoro MO ¢ cepeepa B

9HEepProHesaBUCMMYKO NamMmATb.

KonuposaHue  3arpysodHoro  daina ¢
3HEeproHe3aBUCMMYIO NaMATb.

cepeepa B

KonupoBaHue d¢aiina KoHdUrypauum c cepsepa B TEKYLLyHO
KOHdUrypaumtio.

KonuposaHue  daina KOHOUrypaumm ¢
nepBOHaYaNbHYIO KOHOUIYpauuto.

cepsepa B

CoxpaHeHwe TekyLuei KOHUTypaLum Ha cepeepe.

CoxpaHeHve NepBoHaYaNbHOM KOHGUIypaLum Ha cepaepe.

copy running-config
startup-config

CoxpaHeHue TeKylieh KOHOUrypauum B NepBOHAYA/bHYIO
KoHbUrypaumio.

copy running-config file

CoxpaHeHWe TeKylwen KOHOUIrypaumm B 3afaHHbIA pe3epBHbIN
¢dain KoHdUrypauum.
MNoanepxusaerca 48a daitna KoHUrypaumm.

copy startup-config file

CoxpaHeHvWe nepBOHaYasbHOM KOHOUrypauum B 3a[aHHbIN
pe3sepBHbIN $ann KoHdUrypauuu.

copy running-config
backup-config

CoxpaHeHWe TeKyllei KoHourypaumm B pesepBHbIN  ¢ain
KoHbUrypauuu.

copy startup-config
backup-config

CoxpaHeHvWe nepBOHaYa/lbHOW KOHQUrypauMnm B pe3epBHbIi
dain KoHduUrypauum.

dir

OTobparkaeT cnucok ¢painos Bo Ga3LW-NamATH

more {flash://<file> |
startup-config |

running-config |
mirror-config | <file>}

<file> - (1..160) cumBonos

OTobparkaet cogepxumoe daina.

- startup-config — oTobparkaeT cogepxkumoe  daiina
nepBOHaYaibHOWM KOHOUTypauuuy;

- running-config — oTobpaxkaeT cogepxumoe daina Tekyuien
KoHbUrypauuu;
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- flash:// — oto6paskaet daitnbl c USB flash-Hakonuteneit;
- mirror-config — oTobparkaer cogepumoe daina Tekylen
KOHUTypaLmm ¢ 3epKana;
- <file> — vms daiina.
' daitnbl  otobpaxkalTtca B ¢opmarte ASCI, 3a
e UCK/loYeHnem image, KoTopble oOTO6pakatoTca B
LecTHagLaTepuyHom popmare.
* prv daiinbl He oTo6parkaloTca.

delete url

Ynanenue daiina c asw-namaTm ycTpomncTea.
daiinbl *.prv, image-1 1 image-2 He MOryT 6bITb yAaneHbI.

delete startup-config

YnaneHus daiina nepsoHayvasbHOW KOHOUIypauuu.

boot system
[unit unit] {image-1|
image-2}

unit: (1..8)

OnpeaenseT ¢paiin cuctemHoro MO, KOTopbIn ByaeT 3arpy»KeH
npu 3anycke.

- Unit — Homep yCTPOMICTBa B CTeKe (418 KOMMyTaTopa,
paboTatolLero B aBTOHOMHOM peXkume, napameTp He
nucnonb3syercs).

boot system
inactive-image [unit
unit | all]

3arpyska ¢ HeakTuBHoro daiina cuctemuoro MO. NMoBTOPHbIN
BBOJ, KOMaHAbl BbIGUPAET aKTUBHbIM TekyLwmin dain NO.

show { startup-config

| running-config}

[aaa]| acl| dhcp| eaps|
ip-address| channel-
group| multicast|
management|
selective-qinq| qos|
routing| snmp| sntp|
syslog| spanning-tree|
vlan| interfaces
[gigabitethernet gi_port
| tengigabitethernet
te_port | port-channel
group| vlan vian_id]]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

OTobparkaeT cofepnumoe daiina nepBoHayYanbHOM
KoHburypaumumn (startup-config) mam Tekywein KoHouUrypaumm
(running-config).

Ona ymeHblieHna obbema oTobpakaembiX AaHHbIX BO3MOXEH
BbI6OP OAHOrO M3 pa3fesnoB KOHUrypaLmK.

MepeyeHb CyLLECTBYIOWMNX PA3AenoB KOHOUTypauum:

- @aa — HaCTPOMKM MapameTpoB aBTOpU3aLMK, ayTeHTUGUKaLun
1 yyeta (AAA);

- acl — KoHbUrypaums cnmckos AocTyna;

- dhcp — KoHuUrypauma DHCP-cepBepa, dyHKuUun DHCP relay;

- eaps — KOHduUrypaumsa npoTokona EAPS;

- ip-address — koHbUrypauma IP-uHTepdeicos;

- channel-group — koHourypauus rpynn noptos (port-channel);

- multicast — KoHOUIypauua MHoroafpecHoOn MapLpyTusaumm -
IGMP-proxy, IGMP snooping;

- management — KoHdMUrypauma ynpaBaeHUs W [ocTyna K
YCTPOMCTBY - ceEpBUCOB Web, ssh, telnet;

- selective-ginq — koHpUrypauma dyHkumm Selective Q-in-Q;

- qos — KOHdUrypaLma NapameTpoB KayecTsa 061yxunsaHus QoS;
- routing — KoHbUrypauma CTaTUYECKOW MapLIpyTM3aLmu,
npoTtokosnos RIP, OSPF;

- snmp — KoHdurypaumsa npotokona SNMP;

- sntp — KoHdUrypauma npotokona SNTP;

- syslog — KoHbUrypauusa syslog;

- spanning-tree — KOHQUrypauma nNPOTOKONOB CemencTBa
Spanning Tree;

- vlan — koHourypauma VLAN;

- interfaces — KoHdurypauma wuHTepdelicos KommyTaTopa -
du3nyecknx MHTepoeiicos, rpynn nHTepdeicos (port-channel),
VLAN-uHTepdeincos.

show bootvar [unit unit] MoKasbiBaeT aKTUBHbIN ¢aitn  cuctemHoro MO, KoTopbIi
YCTPOWCTBO 3arpyaeT Npu 3anycke.
- unit — Homep YCTpOWCTBA B CTeKke (4/N1f KomMMyTaTopa,
unit: (1..8) paboTalolwero B aBTOHOMHOM  peXume, MapameTp He
ncnosbayetcsa).
Mapametp [unit unit] npu BbiINOAHEHMM KOMaHADI
e AOCTYNEH TO/IbKO B PEXXUME CTEKUPOBAHUA
write [memory|terminal] ) CoxpaHeHue Tekyluen KoHdurypaumm B dain nepBoHavanbHoOM
KoHbUrypauuu.
rename url new_url N3meHeHne umeHu dakina.
url: (1..160) - url — Terkywee uma daina;

- new-url — HoBoe nma daiina.
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CyLi,ecTBYIOT HEKOTOpPbIE HEA0NYCTUMbIE KOMGVIHaU,MM MecTonoNnoXeHnAa n mecta
b Ha3Ha4yeHuA. Henb3Aa KonupoBaTb B CIeAYIOWMUX CAYYAAX:

—  ecnu ucxogHblii dain n painn HasHavyeHUA — OAUH U TOT e daiin;

— Xmodem He moeT 6biTb agpecom HasHauyeHusa. Mo X-modem c agpeca
UCTOYHMKA $aitn morKeT BbiTb CKONMPOBAH ToNbKO B ¢pain cuctemHoro MO, B
3arpy3o0uHblit ¢paiin nam B null;

— cepBep TFTP He MmoXeT 6biTb aAPECOM UCTOYHMKOM U aPeCcoM Ha3HaYeHus
BNA O4HOI KOMaHAbl KONMUPOBAHUSA;

—  *.prv ¢aiinbl He MoryT 6bITb CKONMPOBaHbI;

— KOMnupoBaHMue K/OT YCTPOWCTB cTeKa, paboTalowux B BEAOMOM peXxume,
BO3MOXKHO TO/IbKO AN ¢aitna cucremHoro MO u 3arpysoyHoro daiina.

Tabnnua 5.21 - OnncaHMe NPU3HAKOB KOMMPOBAHUA

lpusHak OnucaHue

BocKnuMuaTebHbIM 3HAK 03HaYaeT, YTo NPOLECC KOMMPOBaHMA UAET yCNeLLHO.
I Kaablil BOCKMLATENbHbIV 3HAK YKa3blBaeT Ha YCMELLHYIO nepeaady LecaTu
nakeTtoB (512 6aiiTOB KaxAbll).

TouyKa 03Ha4aeT, YTo NpoLecc KoNMPoBaHUA NpepBaH. HECKObKO TOYEK Noapas,
O3Ha4aeT, YTO B Npouecce KONMpoBaHMA BO3HUKNA owmnbKa.

[pumepbl UC016308AHUS KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console#delete flash: test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPXKAEHUA d)aﬁn 6YAET yYAaneH.

5.6.3 KomaHObI 0na pe3epsuposaHus KOHguzypayuu

B AaHHOM pasgesie onucaHbl KOMaHAbl, NpeAHa3HayeHHble AAA HAcTPOMKM pe3epBMpPOBaHUA
KOHdUrypaLmm no TaiMmepy MAN NPU COXpaHeHNN TeKyLen KoHPurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHOro KoHOUrypupoBaHUa UMeET CeayroLWwmii BUa,

console (config) #

Tabnnuya 5.22 — KomaHabl ynpaBaeHUa CUCTEMOW B pexXume rnobasbHOro KoHGUrypmpoBaHus

3HaueHue/ 3HavyeHue no »
KomaHoa / Aelicmeue
YMOAYAHUIO
backup server server YkasaHue TFTP-cepBepa, Ha KOTOpbIN ByaeT Npon3BoANUTLCA
(122 pesepsupoBaHue KoHdUrypaummn. CTpoka B popmate
server: (1..22) cumeonos «tftp://XXX XXX XXX XXX .
no backup server YpaneHue cepsepa ANs pe3epBMpPOBaHUS.
backup path path YKasaHue nyTv pacnonoxeHus Gpaina Ha cepsepe u npedukca
daitna. Mpu coxpaHeHnn K npeduKkcy byaeT nobasnaTbea
path: (1..128) cumsonos
TeKkywas Agata v Bpems B popmate rrrrMmAA4YMMCC.
no backup path YaaneHue nytv gna pesepBupoBaHus.
backup history enable BKNHOUMTbL COXpaHEHUE UCTOPUM Pe3epPBHbIX KOMUIA.
- -/BbIK/IlOYEHO —
no backup history enable OTK/IIOYNTb COXPAHEHME UCTOPUN PE3EPBHbBIX KOMUN.
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backup time-period timer YKasaHue NpoMeKyTKa BPeMEHMU, MO UCTEYEHUM KOTOPOTO
timer: (1..35791394)/720 6yAeT OCyLecTBAATLCA aBTOMATUYECKOE pe3epBnpoBaHue
MWH KOHUrypaumu.
no backup time-period BoccTaHaBAuBaeT 3Ha4YeHMeE NO YMONYAHUIO
backup auto Bk/toYeHWe aBTOMaATUYECKOro pesepBUpoOBaHmA
-/BbIKNIOYEHO KOHUrypauum.
no backup auto YcTaHOBKa 3HaY€HUsA N0 YMONYaHUIO.
backup write-memory BkntoyeHune pesepsBnpoBaHNA KOHGUTYPaLMKM NPU COXPaHEHUN
-/BbIK/IOYEHO nosibsoBaTtesem KoHdurypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3Ha4YeHMA N0 YMONYaHUIO.
Tabnnuya 5.23 — KomaHabl ynpasneHus cuctemont B pexkume Privileged EXEC
KomaHoa Aelicmeue
show backup OT06parkaeT MHGOPMaLMIO O HACTPOMKAxX pe3epBnpoBaHNA KOHUrypaLum
show backup history OTobparkaeT MCTOPUIO YCMNELLIHO COXPAaHEHHbIX Ha CcepBep KOHGUrypauui

5.6.4 KomaHObI 0na asmomamuyecKo20 06HOBeHUA U KOH(U2ypupoeaHus
Mpoyecc asmomamuyecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTuyeckoro obHosneHus, basupytoumiica Ha DHCP (oo
npouecca aBTOMaTUUYECKON KOHPUTypaLum), ecnm OH BKAOYEH U MMA TeKcTosoro ¢aiina (DHCP-onuma
125), copepxatlero nma obpasa MO, 6bi10 npegoctasneHo cepsepom DHCP.

HDOMECCGBTOMGTMHGCKON)O6HOBHEHMHCOCTOMTM3CHEAYKMquaTaHOE

1. KommyTaTtop 3arpyKaeT TeKCTOBbIN dhain u untaeT us Hero uma ¢dana obpasa MO Ha TFTP-
cepBepe;

2. KommyTaTtop cKauuBaeT nepsblii 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM
copepxutca sepcua lMO;

3. KommyTtatop cpaBHuBaeT Bepcuto ¢daina obpasa MO, nonyyeHHoro ¢ TFTP-cepsepa, ¢
Bepcuein aktuBHoro o6bpasa MO KommyTaTopa. Ecanm oHM oTamyatoTca, KommyTaTop
3arpy»kaet 06pas MO c TFTP-cepBepa BMecTo HeaKTMBHOro obpasa MO KommyTaTopa M
AenaeT faHHbIM 06pas aKTUBHbIM;

4. Ecnn 06pas MO 6bin 3arpyKeH, To KOMMYTAaTOp NepesarpyraeTcs.

lMpouecc asmomamu4ecKko20 KOHpU2ypuposaHUs

KoMmmyTaTop 3amnyckaeT npoLecc aBTOMAaTUYeCKOro KOHQUIypupoBaHUA, Gasumpylowminca Ha
DHCP, npw BbINOJIHEHWUW CNeayOWMX YCAOBUNA:

— B KOHOUrypaumm paspeLleHo aBTOMaTMYeCcKoe KOHOUrypupoBaHue;

— otBeT DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) n nma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

MonyueHHbIt dpaiin KoHUrypauum aobasnserca K TeKyuwei (running) KoHourypauum.

Vr Ecnu nonb3oBaTenb BKAOUMA aBTOMaTUUecKoe coxpaHeHue (KomaHga boot host auto-
save), To TeKywas (running) KoHdurypaumua 6yaer ckonuposaHa B NepPBOHaYabHYIO
KoHdurypauumio (startup).

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOW CTPOKM B pexkume rn1o6anbHOro KOHGUIypupoBaHUa MMeET Cieayrowmii BUa,

console (config) #
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Tabnnuya 5.24 — KomaHAabl ynpaBaeHUs CUCTEMOW B pexXume rnobasibHOro KoHGUrypmpoBaHus

3HayeHue/ 3HayeHue no

no boot host auto-config

KomaHoa Aelicmeue
YyMOMYAHUKO
boot host auto-config BKNtoUyeHMe aBTOMATUYECKOTO KOHPUTYPUPOBaHUSA,
-/BKNIOYEHO 6asupytoweroca Ha DHCP.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

boot host auto-save

no boot host auto-save

-/BbIK/IOYEHO

BK/ItOYEHWE aBTOMATUUYECKOTO COXPAHEHUS TEKYLLEN
KOHOUTYypaL MK B NepBOHaYasIbHyIO NOC/Ie NoayYeHus ee no
TFTP.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

boot host auto-update

no boot host auto-update

-/BKAOYEHO

Bk/toyeHWe aBTomaTmyeckoro obHosneHus MO,
6a3supytoweroca Ha DHCP.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

boot host dhcp

no boot host dhcp

-/BbIKNOYEHO

BK/ItOYEHWNE NPUHYAUTENIBHOM 3arpy3Kku KoHOUrypauum npu
cneaylolem BKIOYEHUN KOMMYyTaTopa.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

KomaHOb1 pexcuma privileged EXEC

3anpoc KomaHAHOM CTpoKK B pexume privileged EXEC umeet cneaytowmii BuAa;

console#

Tabnuua 5.25 — KomaHapl ynpaBneHusa cuctemol B pexkume privileged EXEC

3HayeHue/ 3Ha4yeHue no

KomaHoa Aelicmeue
ymon4yaHuro
show boot ) MpocMoTp  HacTpoek  aBTomaTuMyeckoro ob6HoBNeHMA U
KOHOUryprpoBaHus.
=  [lpumep KoHurypaumm ISC DHCP Server:
option image-filename code 125 = {
unsigned integer 32, #enterprise-number. MmeHTuUdMkaATOp NPOMUIBOIUTEJNS, BCeTIa

paBeH

text

}i

TEKCTOBOT'O

1o

unsigned integer 8,

unsigned integer 8,
unsigned integer 8,

35265 (Eltex)
#data-len.

#sub-option-len.

#sub-option-data.

obpaza IIO

host mes3124-test {
hardware ethernet a8:£f9:4b:85:a2:00;
filename "mes3124-test.cfg";
option image-filename 35265 18 1 16 "mes3000-2544.ros";

next-server 192.168.1.3;
fixed-address 192.168.1.36;

IirHa BCex OAHHBIX OILMMK.
option-data + 2.
#sub-option-code.

PaBHa OJMHE CTPOKM sub-—

Kon nmomonumuy, BCerma paBeH 1

InvHa CcTpokM sub-option-data

VM TexcToBOTO Gania, comepxalero MMsa

#mac-ampec KoMMyTaTopa

#1uMa KOHOMI'ypaLuM KOMMyTaTopa
#rmsa
barina, comepxamero mMms obpasa

#IP-ampec TFTP cepepa
#IP-ampec KOMMyTaTopa

5.7 HacTpoiKa cUCTEMHOro BpeMeHMU

Mo ymonuyaHuio aBTOMATUYECKUII Nepexos Ha NeTHee BpPemMs OCYLLecCTBNSAEeTCA B
COOTBETCTBUM cO cTaHAapTamu CLUA un EBponbl. B KOHGUrypauum moryTt 6biTb 3a4aHbl
nobble AaTa M Bpema oA Nepexoaa Ha IeTHee Bpemsa u obpaTHo.

Ethernet-kommymamopsi cepuu MES3000




HELTEX

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmii BuAa;

console#

Tabanua 5.26 - KomaHgbl HACTPOMKKU CUCTEMHOTO BpemeHu B pexknme Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

clock set hh:mm:ss day
month year

clock set hh:mm:ss month
day year

hh: (0..23), mm: (0..59),
ss: (0..59), day: (1..31);
month: (Jan..Dec);
year: (2000 — 2037)

PyyHas ycTaHOBKa CMCTEMHOro BpemeHM (KomaHaa AOCTynHa
TONIbKO A/1A NPUBU/IETMPOBAHHOrO NO/Ib30BaTeNs).

- hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;

- day — peHb; month — mecsau; year — rog,

show sntp configuration

Moka3biBaeT KOHOUrypaumio npotokona SNTP.

show sntp status

lMokasbiBaeT cTaTyc npoTtokona SNTP.

KomaHOb1 pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexknme EXEC numeeT cneayowmin Bua;

console>

Tabnunua 5.27 - KomaHAabl HACTPOMKU CUCTEMHOTO BPeMEHU B pernme « EXEC»

KomaHoa

3HavyeHue

Aelicmeue

show clock

show clock detail

Moka3sbiBaeT cuctemHoe Bpema v aarty.

JononHutenbHo 0T06pa)+<aeT napameTpbl 4aCcoBOro noAca u
nepexoa Ha nNeTHee BpemaA.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHOro KOHGUrypMpoBaHUA UMeET CaeayroLWwunii BUA,;

console (config) #

Tabnnua 5.28 — CNMCOK KOMaHA AN HACTPOMKM CUCTEMHOTO BPEMEHW B pexume rnobanbHOro

KOHUrypupoBaHusa
3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no yMmona4YaHuro
Mcnonb3oBaHMe BHEWHEro WCTOMHUMKA ANA  YCTaHOBKM
CUCTEMHOTO BpeMEeHMU:
clock source {sntp|ntp} N
-/BHELLHWNIA UCTOUHUK He - no npotokony SNTP;
ncnonb3yerca - no npotokony NTP.

3anpewaer WCMONb30BaHME BHELIHEro MWCTOYHWKA Ana

no clock source

YCTaHOBKU CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona /
HET OMMCaHUA 30HbI
hours-offset: (-
12..+13)/0;
minutes-offset: (0..59)/0

YcTaHaBAMBaeT 3HaYeHMe YacoBoro nosca.

- zone — cnoBo, chopmMMpoBaHHOE U3 NepBbiXx OYKB
C/I0BOCOYETAHUA, KOTOPOE OHO 3aMeHseT (onucaHue
30Hbl);

- hours-offset — 4acoBoe cMelLeHWEe OTHOCUTENbHO
Hynesoro mepuamaHa UTC;

- minutes-offset — MMHYTHOE CMeLLEHNE OTHOCUTE/IbHO
Hynesoro mepuamaxa UTC.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

clock summer-time zone
date date month year hh:mm
date month year hh:mm

[offset]

zone: (1..4) cumsona/
HET OMMCaHNA 30HbI

week: (1..4, first, last);

3ajaeT paTy M Bpems A/A aBTOMaTMYecKoro nepexofa Ha
NeTHee Bpems 1 Bo3BpaTa 06paTHO (414 onpeseneHHOro roaa).
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clock summer-time zone
date month date year hh:mm
month date year hh:mm

[offset]

clock summer-time zone
recurring {usa|eul|

{week day month hh:mm
week day month hh:mm}}
[offset]

no clock summer-time

day: (mon..sun);
date: ( 1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymonyaHuio nepexos
Ha neTHee Bpems
BbIK/tOUEH

MepBbiM B KOMaHAE YKa3blBaeTcA ONWcaHWe 30Hbl, BTOPbIM
Bpema ANA Nepexofa Ha JieTHee Bpemsa M TPeTbUM Bpems aas
BO3BpaTa.

- zone — cnoeo, cdopmuMpoBaHHOE W3 MepBbiXx 6OYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onucaHme 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONNYECTBO MUHYT, foBaBAAEMbIX NPU Nepexoae Ha
NleTHee Bpems.

3ajaeT paTy M BpemA A4 aBTOMaTUYecKoro nepexoga Ha
neTHee BpeMA 1 BO3BpaTa 06paTHO B PeKMME exXerofHo.

- zone — cnoBo, cHOPMUPOBAHHOE U3 MepBbiXx bOyKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSAET (ONUCaHWe 30Hbl);

- usa — yCTaHOBWTb MNpaBuna nepexoda Ha JeTHee Bpems,
ucnonbsyemble B CLUA (nepexos, BO BTOpOe BOCKpeceHbe
MapTa, 06paTHO B NepBOe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa
No MECTHOMY BPEMEHMU);

- eu — YCTaHOBWTb MNpaBuna nepexofa Ha J/ieTHee Bpems,
ucnonbsyemble  EBpocotosom  (nepexos, B nocieaHee
BOCKpeceHbe MapTa, 06paTHO B nociegHee BOCKpPeECEeHbe
oKTA6ps, B 1 yac yTpa no MpuHBKUYY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecAua (MOXKeT NPUHUMATL 3HayeHua: 1-4,
nepBas, nocaeaHaAa);

- day — peHb Hegenw;

- month — mecsu;

- offset — konnyecTBo gobaBaAeMbIX MUHYT NPU Nepexoae Ha
neTHee Bpems.

OTKtOYaET aBTOMATUYECKUI nepexog Ha neTHee spema.

sntp authentication-key
number

number:
(1..4294967295);

YcTaHaBAMBaeT K/toY npoBepKnN NOANUHHOCTU ANA NPOTOKO/1a
SNTP.
- number — HOMepP KNto4a,;

md5 value
value: (1..8) cumBonos/ | - value —3HayeHuMe Katoya.

no sntp authentication-key BbIK/IHOYEHO

Ypanaert KAy npoBepKu NOAJIMHHOCTM Ana npoTokona SNTP.
number

. - TpebyeT NpoBepKy NOANMHHOCTU A4 NoayYeHusa nHdopmaumm
sntp authenticate /nposepKa pebyeT npoBepKy nog, 4 y dopmav
NOA/IMHHOCTU He ot NTP-cepsepos.

no sntp authenticate Tpebyetca YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.

OcyLiecTsnseT NpoBepKy NOANMHHOCTA CUCTEMBI, OT KOTOPOM
sntp trusted-key key-number key-number CUHXPOHU3MPYeTCA ¢ NomolLLbio SNTP no 3agaHHOMY Ktouy.

no sntp trusted-key key-
number

(1..4294967295)/
nposepka NOAMHHOCTU
OTK/IKOYeHa

- key-number — Homep Kntova.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client poll timer seconds

seconds: (60 .. 86400)

YctaHaBauBaeT Bpemsa onpoca ana SNTP-knmeHTa.

no sntp client poll timer /1024 YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
sntp broadcast client enable PaspewwaeT paboTy wupokosewatenbHbix SNTP-KAnMeHTOB.
no sntp broadcast client -/3anpeujeno
enable YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
Paspewaetr paboty SNTP-kaveHTam, nNogAepKusatowmm
sntp anycast client enable /3anpetLieno METOJ, PACcCbIIKWM NAKeToB, MO3BOAAOWMIA NOCbINATL AAHHbIE

no sntp anycast client enable

6AuKaliemy yCTPOMCTBY U3 rpynnbl noayyatenei

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)
/3anpeueHo

Paspewaetr paboty SNTP-kAveHTam, nNoAAepKMBAKOLWMM
MEeTOA, PACCbI/IKM MAKeTOB, MO3BONAIOWMI NOCbINATL AaHHblE
b6AuKalwemMy YCTPOWCTBY M3 Tpynnbl Nosyyatenei, a TakxKe
WwupokosewartenbHbiMm  SNTP-kiMeHTam gna  BblbpaHHOro
MHTepodeica.

MoppobHoe onucaHve WHTepdelCcoB W3NONKEHO B pasgene
«KoHpUrypupoBaHue nHTepdencosy.
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no sntp client enable

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id}

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

sntp unicast client enable

PaspewaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client poll

- - -/3anpeuyeHo
no sntp unicast client enable YCTaHaBAMBAET 3HAaYEHME N0 YMONYAHUIO.
. . Paspewaet nocnefoBaTeNnbHbIM onpoc 3aJaHHbIX
sntp unicast client poll
oaHoaapecHbIx SNTP-cepsepos.
-/3anpeweHo

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

sntp server

{ipv4_address | ipv6_address
| { ipv6-link-local-address}
%{vlan {integer} | ch {in-
teger} | isatap {integer} |
{physical-port-name}}|

hostname} hostname: (1..158)
[poll] CMMBOOB;
[key keyid]

keyid: (1..4294967295)

no sntp server {ipv4_address
| ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer} |
isatap {integer} |
{physical-port-name} }|
hostname}

3agaet agpec SNTP-cepsepa.
- ipv4_address - lpv4-agpec y3na ceTv;
- ipv6_address - lpv6-agpec y3na ceTu;
- ipv6z-address - lpv6z-appec y3na cetv ans ping.
dopmat agpeca {ipv6-link-local-address}%({interface-name};
ipv6-link-local-address — nokanbHbIi IPV6 agpec KaHana;
interface-name —nms ucxopsuero nHTepdenca 3agaercs B
cneayolwem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — pomeHHOe MMA y31a ceTw;
- poll — BKAtoyaeT onpoc;
- keyid — wpeHTdurKaTop KAtOYa.

YpaneHue cepsepa ns cnucka NTP-cepsepos.

sntp port
port-number
no sntp port

port-number:
(1..65535)/123

Onpegenaet UDP-nopt SNTP cepsepa.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

clock dhcp timezone

-/3anpelueHo
no clock dhcp timezone

PaspelsaeT nosyyeHMe TaKMX AaHHbIX KaK 4acoBOW MosAcC U
netHee Bpemsa ot DHCP-cepsepa.

3anpewaeT NoAyY4eHMs TaKUX AAHHbIX KaK 4acoBOM MOAC MU
netHee spemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHuUa UHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUIryprupoBaHMa NHTepdeinca MMmeeT cneayowmii BUa;:

console (config-if)#

Tabanua 5.29 — CNUCOK KOMaHA, AN HAacTPOWKM CUCTEMHONO BPEMEHU B PeXKMMe KOHGUIYpMpoBaHUA

nHTepodeiica
3HayeHue/3Ha4yeHue no ”
KomaHoa / Aeilicmeue

YMOAYAHUIO

PaspewaeT paboTry SNTP-KAMEHTYy, KOTOpbIM Mnoanep:KuBaeT

METOJ, PACCbIIKWM NAKeToB, MO3BOAAOWMIA NOCbINATL AAHHbIE

sntp client enable YCTPOMCTBY BAMKaMwemy M3 rpynnbl Nosyyatenen, a TaKxke
-/3anpeLyeHo

no sntp client enable

lwMpoKoBseLatesibHoMy SNTP-KMEHTY Ha HacTpauBaemom
nHtepdeiice (ethernet, port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

[pumepbl 8b1MOAHEHUS KOMAHO

- OT06pa3VITb CNCTemHoe BpemaA, 4aty U AaHHble No 4YacoBOW 30He:

console#show clock detail
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15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHM3aL MK BPeMeHM 0TOBPasKaeTCA C NOMOLLbIO AOMNONHWUTENbHO CUMBOAA
nepes 3HadeHnem BpeMeHM.

lpumep:

*¥15:29:08 PDT(UTC-7) Jun 17 2009

Mcrnonb3sytoTca cieaytouime o603HauyeHns:

—  TouKa (.) 03HauaerT, YTo BpemA A0CTOBEPHO, HO HET CUHXPOHU3aLUN ¢ cepBepom SNTP;
—  OTCYTCBME CMMBO/JIA O3HAYaeT, YTO BPeMs A0CTOBEPHO U CUHXPOHU3aLMA eCTb;
— 3Be3fouKa (*) o3HauaerT, YTo Bpemsa HeJoCTOBEPHO.

= 3a34aTb A4aTy M Bpema Ha cCUCTeMHbIx Yacax: 7 mapTa 2009 roaga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokona SNTP:

console#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20ccchb 05:47:01.0 UTC Dec 8 2009

Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 UTC Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bbile CUCTEMHOE BpeMA CUHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHui
oteeT nosaydeH B 05:47:01, HecoBnageHne CUCTEMHOIO BPeEMEHM C BpeMeHeM Ha cepBepe COCTaBuaO
7.23c.
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5.8 KoHdurypuposaHue unrepodeiicos n VLAN

v

B 3aBMCMMOCTM OT TOrO B KaKOM pexume paboTraeTr KOMMYTaToOp — aBTOHOMHO wau B
coCTaBe CTeKa, U3MeHsieTca Bug, 3anucu ana udtepdeiica Ethernet. Mpu aBToHOMHOI
pa6ote 3anucb ana untepdeiica nmeet sng: 1/0/N, rae N — Homep uHTepdeiica; npu
paboTe B coctaBe cTeKka 3anucb ana uHtepdeiica umeer sua: K/0/N, rge K — Homep
ycTpoiictBa B cteke, N — Homep uHTepdodeiica. Bbibop perkuma paboTbl KommyTaTopa
ONMCaH B NyHKTe 4.4 Pexcumbl pabomsl KoMmMymamopd.

3HaueHMe Macku moxeT 6biTb 3anucaHo mbo B popmarte X.X.X.X, nnbo 8 popmare /N,
rae N — KonnyecTBo eauHUL, B ABOUYHOM NpeacTaB/lieHUU MACKU.

C6poc HacTpoeK uHTepdeiica Ha 3HaYEeHUA NO YMOJIYAHUIO BbINOJIHAETCA CAeAyIoLein
KOMaHpoiA:
console (config) #default interface {gigabitethernet gi port |

tengigabitethernet te port | port-channel group | ip ip | vlan
vlan id | tunnel tunnel id | range {..} | loopback Ioopback id }

5.8.1 Hacmpolika napamempoe Ethernet-uHmepdpelicos, Port-Channel u Loopback-

uHmepageilicoe

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos)

console#configure

console (config) #interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group | loopback lIoopback id | range {..}}

console (config-if) #

[aHHbIA peXnm [OCTyNeH U3 penuma KOHOUIypupoBaHWA W NpefHasHayeH AnA 3afjaHuA
napameTpoB KOHdUrypauuun nHtepdeiica (nopta KommyTaTopa MAKW FPynnbl NOPTOB, paboTalowmx B
pexkume pasgenieHus Harpysku), inbo amanasoHa nHTepdelicos.

Bbibop unmepdpelica ocyw,ecTBAAETCA NPU NOMOLLM KOMaHA;

— interface gigabitethernet gi_port — ana HacTpoliku nntepoeiicos Ethernet gl-g24;

— interface tengigabitethernet te_port — gnsa HacTpoiikn mHTepdeincos Ethernet XG1-
XG4;

— interface port-channel group — nna HacTpoOMKKM rpynnbl KaHaoB;

— interface loopback loopback id — ana HacTpoliku BUpTyanbHbIX UHTepdelicos 1-64,

roe

—  group — NOpsZAKOBbIM HOMep rPynnbl KAHAN0B, MPUHUMAET 3HaYeHus (1..24);
— loopback_id — nopsakoBbiii Homep BUMpTyanbHoro uHTepdelica loopback, npuHmumaer
3HaueHus (1..64);
— gi_port —nopagKoBbli Homep NHTepdeica Ethernet gl-g24,
3apaetca B suge: 1..8/0/1..24;
— te_port — nopaakoBsbliii Homep MHTepdelica Ethernet XG1-XG4,
3afaerca B suge: 1..8/0/1..4.
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3anucb nHtepdeiica

1..8/0/1..N

HOMep CNoTa

HOMEep YCTPOICTBA B CTEKE HOMep UHTepdelica

KomaHzbl, BBEZlEHHbIE B PEXKMME KOHPUIYPUPOBaHUA HTepdeica, NPUMEHAITCA K BbiIbpaHHOMY
nHTepdelicy.

Hu)Ke npuBeaeHbl KOMaHAbl AR BXOA4a B PeXMM HaCTPoMKu gecatoro ethernet-uHtepdelica
NnepBOro yCTPOMCTBA B CTEKE W BXOAA B PEKUM HACTPOMKKU rpynnbl KaHanos 1.

console#configure

console (config) #interface gigabitethernet 1,/0/10
console (config-if) #

consolef#configure

console (config) #interface port-channel 1

console (config-if) #

Bbi6op ouanazoHa uHmepdgeiicoe ocyLecTBASETCA MPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — apna HacTpolikn agnanasoHa MHTepdencos;
— interface range port-channel grouplist — ans HacTpoliku AManasoHa rpynn nopTos.

KomaHabl,
nHTEepdencos.

BBeAEHHble B [AaHHOM peXMMe, MNPUMEHAIOTCA K BblBpaHHOMY AManasoHy

Huxke npuBeaeHbl KOMaHAb! 415 BXOAA B PEXKMM HaCTPOMKM AManasoHa ethernet nHtepdencos ¢
1 no 10 1 gna BXo4a B peXXMM HAaCTPOMKKN BCEX Fpynn NopToB.

console#configure
console (config) #interface range gigabitethernet 1/0/1-10

console (config-if) #

console# configure
console (config) #interface range port-channel 1-8
console (config-if) #

Tabnnua 5.30 — KomaHgb! pexknma KoHpurypmposaHua nHtepdeica Ethernet, Port-Channel n Loopback

KomaHoa

3HayeHue/3Ha4yeHue no
YMONYAHUIO

Aelicmeue

shutdown

no shutdown

-/BKNtOYEH

BbIKNOUNTL KOHOUrypupyembiii MHTepoeiic (Ethernet, port-
channel, loopback).

BKNHOUMTL KOHPUTYPUPYEMbIV MHTEPDENC.

description descr

no description

descr: (1..64) cumsonos/
HeT onucaHus

HOob6asutb onucaHne uHTepdeica (Ethernet, port-channel,
loopback).

YaanuTb onucaHune uHTepoeiica.

speed mode

no speed

mode : (10, 100, 1000,
10000)

3afaTb CKOPOCTb Nepefayun AaHHbix (Ethernet, port-channel).
Ana noptoB XG1-XG4 BO3MOXHO nepekntoveHue
ckopocTu (1000-10000)

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

media-type {force-fiber |
force-copper |
prefer-fiber |
prefer-copper}

-/prefer-fiber

- force-fiber — paspelweHa akTUBHOCTb TO/IbKO ONTUYECKON
4acT Kombo-nopTa;

- force-copper — paspelueHa akTUBHOCTb TO/IbKO MeZHOM
YyactTn Kombo-nopTa;

- prefer-fiber — npenmyLLECTBO ONTUYECKOTO INHKA;

- prefer-copper — npeMMyLL,ECTBO MeHOrO JIMHKA.
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no media-type

V TonbKo ansa KOmM60-NOPTOB.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

duplex mode

mode: (full, half)/full

no duplex

3agaTtb pexum aynaekca WHTepdeiica (nonaHogynnekcHoe
coefiMHeHwWe, noNyaynaekcHoe coeamHeHmne, Ethernet).
V JaHHasa KomaHAa HeaoCTynHa gas noptos XG1-XG4

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

negotiation
[cap1 [cap2... cap5]]

cap: (10f, 10h, 100f, 100h,
1000f)

no negotiation

BKkntoyaeT aBTOCOrnacoBaHWe A8 CKOPOCTM WM Ayn/eKkca Ha
HacTpanBaemom nHTepoence. MoXKHO yKasaTb onpeaesieHHble
COBMECTMMOCTM  napameTpa  aBTOCOM/1AacOBaHWA,  ecaun
napameTpbl He  3adaHbl, TO MNOAAEPKMBAKOTCA  BCe
cosmectumocTu (Ethernet, port-channel).

V [JaHHaa KomaHaa HeaocTynHa ana noptoB XG1-XG4

BblkntoyaeT aBTOCOr1acoOBaHWe ANA CKOPOCTU U AynjeKkca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol mode

mode: (on, off, auto)/off

no flowcontrol

3agaTb pexum ynpasneHus notokom flowcontrol (BKatounts,
OTK/IOYMTb  WAM  aBTOCOr/acoBaHue). ABTOcOrnacoBaHue
flowcontrol paboTtaeT TONbLKO B caAyvae, e€cAn  peXUM
aBTOCOrNacoBaHMA negotiation BKAlOYEH HA HacTpavBaeMom
nHTepoeice (Ethernet, port-channel).

OTKNIOUNTD pPeXxunm ynpaBsieHUA NOTOKOM.

mdix mode

mode: (on, auto)/auto

no mdix

Mo3BoNAeT MCMNONb30BaHUE «MNepeKkpeweHHoro» Kabena Ha
HacTpauBaemom mHTepdeiice (Ethernet).
V JAaHHaa KomaHaa HeaocTynHa ana noptos XG1-XG4

3anpelwaeT MUCNoNb30BaHUE «MepeKpeLLeHHoro» Kabens Ha
HacTpaMBaemom uHTepdeiice.

back-pressure

no back-pressure

-/BbIK/OYEHO

BrkatoyaeT  QyHKUMUIO «obpaTHOro  paBieHuA» Ha
HacTpauBaemom mHTepdeiice (Ethernet).
BblkntouaeT  GyHKUMIO — «obpaTHOrO  AaB/ieHusa»  Ha

HacTpanBaemom MHTepoeiice.

load-average period

period: (5..300)/15

no load-average

YcTaHOBUTb Nepuoa, B TeyeHue
CTaTUCTUKA O Harpyske Ha MHTepdeiice.

KOTOpOro cobu paeTcAa

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume rn1o6anbHOro KOHGUrypUpoBaHUA:

console (config) #

Tabnnuya 5.31 — KomaHabl pexkmma obwmx HacTpoek nHTepdeinca Ethernet n Port-Channel
3Ha4yeHue/3HayeHue no o
KomaHoa / Aelicmeue
YMOAYAHUIO
port jumbo-frame PaspewaeT KommyTaTopy pabotaTtb c ¢ppelimammu 6onblioro
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonyaHuio 1500 6aiit.
/ V Hactpoitfka BCTynuMT B culy TONbKO nocne
7/3aNPELLEHO nepesarpysKku ycTpoiicTsa.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiiKe port jumbo-frame 10200 6aiiT.
no portjumbo_frame 3a|'|peL|J|aeT KOMMYyTaTopy pa60TaTb C d)pel‘;”\/\aNWl 6onblIoro
pasmepa.
i BK/I10OUYMTb aBTOMATUYECKYIO aKTUBaLMIO MHTepdelica noc/e ero
errdisable recovery cause -/3anpeweHo y l-'. pd
{loopack-detection | OTK/IOYEHUA B CNEAYIOLWMX CTyHanX:
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port-security |
dotlx-src-address |
acl-deny |
stp-bpdu-guard |
stp-loopback-guard}

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard |
stp-loopback-guard}

- loopback-detection — obHapyxeHue netensb;

- port-security — HapyweHue 6e3onacHoOCTK Ans port security;
-dotlx-src-address = —HenpoxoxaeHue  ayTeHTUdMKaUMK,
0OCHOBaHHoOI Ha MAC-aapecax no/sib3oBaTenen;

- acl-deny —HecooTBeTcTBME cnmuckam goctyna (ACL);

- stp-bpdu-guard — aktvsaumsa 3awmtsl BPDU Guard (npuém
HecaHKLMOHMpOoBaHHOro naketa BPDU Ha nHTepdeiice);

- stp-loopback-guard — o6Hapy)KeHue neTenb NPOTOKOIOM
STP.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400}/300
CEKYHA,

YCTaHOBWTbL BPEMEHHOM MHTEPBAN A/19 aBTOMATUYECKOro
NOBTOPHOrO BK/OYEHMA nHTepdelica.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

default interface [range] {
gigabitethernet gi_port |
tengigabitethernet
te_port | port-channel
group | loopback
loopback_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
loopback_id: (1..64)

Cbpoc HacTpoek nHTepdeiica nam rpynnbl MHTEpdENCOB Ha
3Ha4YeHnA NO YMO/THaHUIO.

KomaHOwb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabnunua 5.32 — KomaHab! pexkuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

clear counters

Cbpoc cTaTUCTMKKN ANA BCex MHTepdeicos.

clear counters

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Cbpoc ctatncTnkmn ana Ethernet-nopra, rpynnbl nopTos.

set interface active

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

AKTMBMpPYET nopT UAU BbIK/TIOYEHHbIX

KomaHgow shutdown.

rpynny nopTos,

show interfaces
configuration
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Moka3saTb KoHbUrypaumio nHTepdeiicos.

show interfaces status

MokasaTb cocToAHMe BCex UHTepdeiicos.

show interfaces status

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTb cocToaHue Ethernet-nopta, rpynnsl NopTos.

show interfaces

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Moka3aTb CBOAHYIO MHPOPMALMIO O COCTOAHMM, HACTPOMKe U
ctatuctuke Ethernet-noprta, rpynnel nopTos.
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show interfaces advertise

MokasaTb MapameTpbl aBTOCOrNacoBaHUA, 0b6bABAEHHblE ANA
BCeX MHTepdencos.

show interfaces advertise

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTb MapameTpbl aBTOCOrNacoBaHUA, 06bABAEHHblE ANA
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MokasaTb onncaHus Bcex UHTepdeincos.

show interfaces description
{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdeCcoB.

show interfaces counters

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb ctaTuctTuky ans Ethernet-nopra.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke As1A Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb CTaTUCTUKY Mo Harpyske ans Ethernet-untepdeiica.

show interfaces mtu
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb HacTpoliku MTU Ha nHTtepdeiice.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKkasaTb HacTPOMKM aBTOMATUYECKOM

aKTuBauuun nopta.

ona NoBTOPHOM

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb NPUUYMHY OTKAIOYEHMA NOpTa, FPynnbl MOPTOB U
COCTOAAHWE aBTOMATUYECKOM aKTUMBaLMUW.

[pumepbl 8bIM0AHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEpPdENCOB:

console#show interfaces status

Flow Link Up Time Back Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper - - - Down - - - Access
gil/0/3 1G-Copper - - - Down - - - Access
gil/0/4 1G-Copper - - - Down - - - Access
gil/0/5 1G-Copper - - - Down - - - Access
gil/0/6 1G-Copper - - - Down - - - Access
gil/0/7 1G-Copper - - - Down - - - Access
gil/0/8 1G-Copper - - - Down - - - Access
gil/0/9 1G-Copper - - - Down - - - Access
gil/0/10 1G-Copper - - - Down - - - Access
gil/0/11 1G-Copper - - - Down - - - Access
gil/0/12 1G-Copper - - - Down - - - Access
gil/0/13 1G-Copper - - - Down - - - Access
gil/0/14 1G-Copper - - - Down - - - Access
gil/0/15 1G-Copper - - - Down - - - Access
gil/0/16 1G-Copper - - - Down - - - Access
gil/0/17 1G-Copper - - - Down - - - Access
gil/0/18 1G-Copper - - - Down - - - Access
gil/0/19 1G-Copper -- - - Down -- -- -- Access
gil/0/20 1G-Copper -- - - Down -- -- -- Access
gil/0/21 1G-Copper -- - - Down -- -- -- Access
gil/0/22 1G-Copper -- - - Down -- -- -- Access
gil/0/23 1G-Copper -- - - Down -- -- -- Access
gil/0/24 1G-Copper -- - - Down -- -- -- General
gil/0/25 1G-Combo-C -- - - -- Down -- -- -- Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C -- - - Down -- -- -- Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General
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Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 - - -= - Not Present Access
Po3 - - - -= Not Present Access
Po4 - - -= - Not Present Access
Po5 - - - -= Not Present Access
Po6 - - - -= Not Present Access
Po7 - - -= - Not Present Access
Po8 --= --= -= -- Not Present Access

=  BbiBectTu MHPopmaumio ob nHTepdencax:

console# show interfaces GigabitEthernet 1/0/11

gigabitethernet 1/0/11 is up (connected)
Interface index is 59
Hardware is gigabitethernet, MAC address is a8:£9:4b:f1:1d:0b
Interface MTU is 1500

Full-duplex, 100Mbps, link type is auto, media type is 1G-Combo-C

Link is up for 0 days, 22 hours, 12 minutes and 35 seconds
Advertised link modes: 1000baseT/Full 100baseT/Full
100baseT/Half 10baseT/Full
10baseT/Half
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
111594 packets input, 7142016 bytes received
3 broadcasts, 42367 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
9652 packets output, 2456440 bytes sent
6665 broadcasts, 2987 multicasts
0 output errors, 0 collisions
0 excessive collisions, 0 late collisions
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error

= [loKasaTb NapameTpbl aBTO-COMNacoBaHUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled --

gi0/2 1G-Fiber Disabled --

gi0/3 1G-Fiber Disabled --

gi0/22 1G-Fiber Disabled --

gi0/23 1G-Combo-C Enabled --

gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
te0/1 10G-Fiber Disabled --

te0/2 10G-Fiber Disabled --

te0/3 10G-Fiber Disabled --

te0/4 10G-Fiber Disabled -

Ch Type Neg Operational Link Advertisement
Pol -= Enabled --

Po7 -= Enabled --

Po8 -- Enabled --
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=  [loKasaTb CTAaTUCTUKY No MHTepdeicam:

console#show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gi0/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gi0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>

= [loKa3aTb CTaTUCTUKY MO rpynmne KaHanos 1:

consolef#show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
ke o o o o007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
""" Pl o & 3 e

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: O
Carrier Sense Errors: O
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpPoOMKy jumbo-frames B KOmMmyTaTOpE:

console#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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Tabnuua 5.33 - OnucaHune cyeTYnKoB

Cyuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiiTOB.
InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAaKeTOB.
InMcastPkts Konnyectso NPMHATLIX MHOTOAAPECHbIX NaKeToB.
InBcastPkts Konnyectso NPUHATLIX LWUMPOKOBeELLATeIbHbIX NAaKETOB.
OutOctets Konunuectso nepegaHHbix 6anTos.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konunyectso nepefaHHbIX MHOroagpecHbIX MakeTos.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeELLLaTe/IbHbIX MAaKeToB.

Alignment Errors

Konnyectso NpuHATLIX GpernMoB C HapyLIEHHOM LeNIOCTHOCTLIO (C KOANMYECTBOM
6alT He COOTBETCTBYIOLMM AJIMHE) M HE NPOoLeaWnX NPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

Konnyectso npuHATLIX GppeiiMoB ¢ KoM4ecTBOM 6aiT, COOTBETCTBYIOLLMM A/INHE,
HO He MpoLeanx NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso d)pEI;'IMOB, BOB/1IE4EHHbIX B €eAMHUYHYIO KONZTU3UIKO, HO BNocaeacTsun
nepeaaHHbIX ycnewHo.

Multiple Collision Frames

Konnuectso d)peVIMOB, BOBJIEYEHHbIX bonee yem B OA4HY KONIN3UK0, HO
BnocneacTsnn nepegaHHbIX ycnewHo.

Deferred Transmissions

Konunuectso ¢peimoB, a1a KOTOPbIX NePBas NOMbITKA Nepeaaymn oTa0XKeHa U3-3a
3aHATOCTM cpeabl Nepesayn.

Late Collisions

Konunyectso cnyyaes, Korga Konamsus 3adUMKCMPOBaHA NOC/Ie TOTo, KaK B KaHan
CBA3M yxKe bblAn nepenaHbl nepsble 64 6aiT (slotTime) nakeTa.

Excessive Collisions

Konnyectso ¢peiimos, KoTopble He Bblan nepeaaHbl M3-3a U36bITOYHOTO
KO/IMYECTBA KO3,

Carrier Sense Errors

KosnuecTBo cnyyaes, KOraa COCTOAHME KOHTPOAA Hecylen 6b110 notepsaHo, inmbo
He yTBEP)KAEHO NpM NonbITKe nepegaun ppeiima.

Oversize Packets

KonnuecTBO NPUHATLIX NAaKeTOB, pa3mMep KOTOPbIX NPEBbILIAET MaKCMMabHbIN
paspelueHHbIn pazmep dpenma.

Internal MAC Rx Errors

Konunuectso ¢ppeimoBs, KOTOpbIe He BblIM MPUHATBI YCNELWHO U3-33 BHYTPEHHEN
owmnbKKn npuema Ha yposHe MAC.

Symbol Errors

[nsa nHtepdeiica, paboTatowero B pexkume 100M6/c — Konn4ecTsBo cyyaes, Koraa
MMenCcA HeAONYCTUMbIV CUMBOA AaHHbIX, B TO BPEMSA KaK NpaBu/bHasA Hecylan
6blna npeacTaBaeHa.

[na vuTepdelica, paboTatoliero B nonyaynaekcHom pexxkume 1000M6/c —
KOZIMYECTBO C/Ily4aeB, KOT4a CPeacTBa NPUEMA 3aHATbI B TeYEHME BPEMEHU, PaBHOMY
unn 6onblemy 4yem pasmep cnoTta (slotTime), u B Te4eHME KOTOPOro MMENOCH XOTA
6bl 04HO CcObbITME, KOTOpOE 3acTaBnAeT PHY BblfaBaTh OWMOKY NpMema SaHHbIX
(Data reception error) unu owmnbKy Hecyuweit (Carrier extend error) Ha GMII.

[na vutepdelica, paboTatoLiero B NoJHOM AynaeKCHOM pexxume 1000M6/c —
KO/ZIMYECTBO C/ly4YaeB, KOTAa CPeacTBa NPUEMa 3aHATbI B TEUEHWE BPEMEHU, PAaBHOMY
unn 6osbluEMY YEM MUHUMANbHBIY pasmep ¢dpeirma (minFrameSize), u B TeyeHne
KOTOPOro uMmenocb XoTs 6bl 04HO cobbITUE, KOTOpOe 3acTasaseT PHY BbigaBaTb
owmnbKy npuema aaHHbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuectso npuHATbIX ynpasaswwmx MAC-¢ppeimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbix ynpasnstowmnx MAC-dpelimos c Kogom onepaumm PAUSE.
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5.8.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma KoHgpuaypuposaHusa VLAN

Buna 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypuposaHma VLAN:

console#configure
console (config) #vlan database
console (config-vlan) #

[aHHbIN pexnm ocTyneH n3 pexkuma rnobanbHoro KoOHGUrypupoBaHUa u npeaHasHayeH gnn

3aZ,aHMA NapameTpoB KoHoUrypaumm VLAN.

Tabnnuya 5.34 — KomaHabl pexkmma KoHpurypmposaHma VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

vlan vian_range

no vlan vlan_range

vlan_range: (2 .. 4094)

Oo6asutb VLAN, nnun Heckonbko VLAN.

Ypanutb VLAN, nam Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group
group

no map protocol protocol
[encaps]

protocol:

(ip, ipx, ipvé, arp,
(0600-ffff (hex)}*);
encaps: (ethernet, rfc1042,
licOther);
ethernet group:
(1..2147483647)

MpuBA3aTb MPOTOKO/ K rpymnmne NPoTOKO/I0B aCCOLMMPOBaHHbIX
BMecTe.

YpanuTb npuBAsKy.
* - Homep npoTokona (16 6ur).

map mac mac_address
{host | mask} macs-group

Mpueasatb MAC-agpec nnu ananasoH MAC-agpecos no macke
k rpynne MAC-agpecos.

group mask: (9..48)

no map mac mac_address YaanuTtb NpuBA3Ky.

{host | mask}

map subnet ip_address MpuBasatb IP-agpec uan guanasoH IP-agpecoB No macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

Y4anuTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHPurypmposaHus nHtepoerica VLAN:

console#configure

console (config) #interface {vlan vian id |

console (config-if)#

range vlan vlan range}

[aHHbIN peXum AoCTyneH M3 pexnma KOHOUIypUpoBaHWA W npegHasHayeH ANA 3a4aHuA

napameTpoB KoHdUrypaumm nutepdeica VLAN nnbo gruanasoHa nHTepdencos.

Bbibop MHTepdeica ocyLWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bblibop AManasoHa MHTepdencoB OCyLLEeCTBAAETCA MPU MOMOLLM KOMaHAbI:

interface range vlan vlan range

Huke npuBeneHbl KOMaHAbl AR BXO4a B PeXUM HacTpolku uHtepdeiica VLAN 1 n Bxoga B
pernm HacTpoiiku rpynnbl VLAN 1, 3, 7.

console#configure
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console (config) #interface vlan 1
console (config-if)#

console#configure

console (config) #interface range vlan 1,3,7

console (config-if)#

Tabnnua 5.35 — KomaHabl pexkmma KoHpurypmuposaHua nHtepderica VLAN

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOMYAHUIO
name name name: (1..64) cumsonos/ | Oo6aButb umsa VLAN.
MMA COOTBETCTBYET
no name Homepy VLAN YCTaHOBUTb 3Ha4YeHMe MO YMOHAHUIO.
KomaHObl _pexcuma KoH@u2ypuposaHusa _uHmepgelca (duanazoHa uHmepgelicos)

Ethernet, uHmepdgbelica 2pynnsl NOPMos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHduUrypupoBaHus wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet

gi port | port-channel group |
console (config-if)#

range {..}}

[aHHbIN peXum O0CTyneH M3 pexnma KOHOUIYpUpOBaHWA W nNpegHasHayeH ANA 3a4aHuA
napameTpoB KoHoUrypaumm uHtepdeiica (nopta KommyTatopa MAW Tpynnbl NopToB, paboTalowmx B
pexunme pasgeneHua Harpysku), inbo ananasoHa MHTepdencos.

MopT moxKeT paboTaTh B CAeAYIOWMX PEKMMAX:

= gccess — MHTepdenc AocTyna — HeTErMPOBAHHbIN MHTepdenc ana ogHol VLAN;
= trunk — nHTepdenc, NPUHUMAIOLWMIA TONIbKO TEFMPOBAHHbLIV TPadUK, 3a UCKAOHEHNEM
ofHoro VLAN, KoTopblit MOXKeT 6bITb f06aB/eH C MOMOLLbIO KOMaHAb! switchport trunk

native vlan;

= general — nHTepdeic c nonHon noaaep:kko 802.1q, NPUHUMAET KaK TETMPOBAHHbIN,

TaK U HETErMpoBaHHbIM TpaduK;

= customer— 802.1 Q-in-Q uHTepdelic;
= promiscuous — NPUHUMALOLWNI U Nepeaatowmii Tpaduk private vlian
= host — nHTepdeinc npuHagnexawmm K isolated nam community vlian

Tabnnua 5.36 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

Komanda 3HayeHue/3Ha4yeHue no

yMOMYaHUwo

Aelicmeue

switchport mode mode
mode: (access, trunk,

general, customer)/access

no switchport mode

3apatb pexkum paboTbl nopta 8 VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

switchport access vlan
vlan_id
no switchport access vian

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeica goctyna.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

switchport general
acceptable-frame-type

{ untagged-only|tagged-
only | all}

-/NpUHUMaTL BCE TUMbI
dpeitmos

MpuHUMaTb Ha MHTepdelice TONbKO Pperimbl onpeaeneHHoOro
™na:

- untagged-only — ToNbKO HeTErMpoBaHHbIE;

- tagged-only — TONbKO TErMpoBaHHbIE;

- all — Bce ¢perimbl.
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switchport trunk allowed
vlan add vian_list

vlan_list: (2..4094, all)

switchport trunk allowed
vlan remove vian_list

[ob6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. AnanasoH HomepoB VLAN MOXKHO
3a4aTb MNepeyncrieHVem Yepes 3anATyl0 WAM  yKasaTb
HayasibHOE M KOHEeYyHoe 3HayeHuA AuanasoHa Yepes aeduc

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native
vlan vian_id

vlan_id: (1..4094)/1

no switchport trunk native
vlan

Lob6asnaet Homep VLAN B kauectse Default VLAN gna gaHHoro
MHTepoeica. Becb HeTerMpoBaHHbI TpadmK, NOCTyNaoWMiA Ha
[OaHHbIN NopT, onpeaenseTtcs B gaHHyo VLAN.

- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general allowed
vlan add vian_list
[tagged | untagged]

vlan_list: (2..4094, all)

switchport general allowed
vlan remove vian_list

[o6aeutb cnmcok VLAN gna nHitepdeiica.

- tagged — nopt byzeT nepesaBaTb TErMPOBaHHbIE NAKeTbl AN
VLAN;

- untagged — nopT 6yZeT nepenaBaTb HETErMPOBAHHbIE NAKETbI
ona VLAN.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN moHO 3apaTb
nepeyncieHnem Yepes 3anATyld WAM YKasaTb HayanbHoOe M
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes gepuc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

vlan_id: (1..4094)/
1—ecnu yctaHosneH VLAN

no switchport general pvid

no yMmoONn4aHuto

[o6aButb naeHtuoukatop VLAN nopta (PVID) Ans ocHoBHOro
nHTepdeiica.
-vlan_id — vaeHTndunKaumoHHbiii Homep VLAN nopTa.

YCTaHOBUTb 3HaAYeHMe nNo YMONYaHUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/

bunbTpauua BKAOYEHA

BbIKNIOUMTL 41  OCHOBHOMO MHTepdeiica duabTpaLmio
BXOAALWMX NAKETOB HAa OCHOBE NPUCBOEHHOTO MM 3HAYyeHuWs
VLAN ID.

BKNHOUMTL AN OCHOBHOTO MHTepdeica GUAbTPaL MO BXOAALLNX
NaKeToB HA OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecnu dunbTpauma BKAOYEHa, U NaKeT He BXxoauT B rpynny VLAN
C NpUCBOEHHbIM nakeTy 3HadyeHnem VLAN ID, 1O naker
oTbpacbiBaeTcs.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

-/NpUHUMaTL BCE TUMbI
¢dpenimos

no switchport general
acceptable-frame-type

MpuMHMMaTb Ha OCHOBHOM WHTepdelice TONbKO ¢peirmbl
onpeaeneHHoro Tuna:

- tagged-only — To/IbKO TErMpOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce dppelimbl.

MpuHUMaTb Ha OCHOBHOM MHTepdeice Bce TUMbI Gperimos.

switchport general map
protocols-group group vian
vlan_id

vlan_id: (1..4094)

no switchport general map
protocols-group group

group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN ana nHtepodeiica,
OCHOBaHHOE Ha NPMBA3Ke K MPOTOKONY.

- group — uaeHTUGUKaLMOHHBIV HOMeEp rpynnbl;

- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan
vlan_id

vlan_id: (1..4094)

no switchport general map
macs-group group

group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudukaumm VLAN ana nHtepodeiica,
OCHOBaHHoOe Ha npusAske kK MAC-aapecy.

- group — aeHTUGUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
subnets-group group vlan
vlan_id

vlan_id: (1..4094)

no switchport general map
subnets-group group

group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN gns mHTepodeiica,
OCHOBaHHOe Ha npwmesAsKe K IP-agpecy.

- group — aeHTUGUKaLMOHHBIV HOMEp rpynnbl;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

Yoanutb npaBuao Knaccudurkauuu.
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switchport dotlq
ethertype egress stag
ethertype

ethertype: (0..ffff) (hex)

3ameHnTb EtherType B ucxogawmx c gaHHoro uHTepdelica
nakerax.

" 3HaueHue Ethertype He p[oO/MmKHO coBnagatb ¢

= 3ape3epBUPOBaHHbIMU HOMEpPamMM MPOTOKONOB
Man 6biTb MeHble MaKCMMaNnbHOro pasmepa.
OCHOBHble 3ape3epBUpPOBaHHbIE Homepa
NPOTOKO/N0B NpUBeAeHbI B Tabauue 5.37.

ethertype ingress stag add
ethertype

switchport dotlq
ethertype ingress stag
remove ethertype

ethertype: (0..ffff) (hex)

itch t dotl
no switchport dotlq YCTaHOBUTb 3HAYEHME MO YMOIYAHUIO.
ethertype egress stag
switchport dotlq [ob6asuTtb EtherType B Tabamuy naeHTuounkatopos VLAN.

3HaueHue Ethertype He ponHO coBnmagatb ¢
! 3ape3epBUPOBAHHbIMA HOMEPaMMu MPOTOKON0B
MAn 6biTb MeHblle MAKCMMANbHOTO pasmepa.
OCHOBHble 3ape3epBUPOBaAHHbIE Homepa
NPOTOKON0B NpuBeAeHbl B Tabnuue 5.37.

Ypanuts EtherType us Tabanupl ngeHTudmkatopos VLAN.

switchport customer vian
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeNbCKoro MHTepdeica.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspelwaeT npyHMMaTbh MHOTOaApecHbIn TpaduUK U3 yKasaHHOM
VLAN (He asnstoweica VLAN nonb3oBaTenbCKoro nHtepdeliica)
Ha HacTpavBaemom nHTepdelice, COBMECTHO c
Nnonb3oBaTeNAMM  APYrMX  NONb30BATE/IbCKUX  MOPTOB,
NPUHMMAIOLLMX MHOFOAPECHbIV TpaduK 13 aaHHoM VLAN.

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

3anpewaer  MNPUMHMMATb  MHOTOAZpPECHbIN
HacTpanBaemom MHTepoeiice.

Tpaduk  Ha

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopTty

3anpetuTb gobaBneHme ykasaHHbix VLAN nopry.

- vlan_list — cnnucok VLAN ID. Ouana3oH VLAN MoXHO 3afaTb
nepeyncieHnem yepes 3anATyl0 WUAM YKasaTb HayanbHoe M
KOHeYHoe 3HayeHuA AuanasoHa yepes geduc "-".

PaspewwnTb fobaBneHne ykazaHHbIx VLAN noprty.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

M0 yMONYaHMIO YNEHCTBO B
nedontHon VLAN
paspeLleHo

3anpetutb gobasneHune gedontHon VLAN noprty.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAWT NOPT B PEKUM U30NALMMU BHYTPU rPynbl NOPTOB.

BoccTaHaBnMBaeT 3HaueHMe No YMOYAHUIO.

switchport community
community

no switchport community

community: (1..30)

[lob6asnaer nopT B co06LLECTBO (rpynna U30aAL1KN NOPTOB).
MopTbl BHYTPU coobuiecTBa MoryT obmeHuBaTbcA TpaduKkom
TONIBKO Mexay coboW, a TaKKe C APYrMMU He3alWLLEHHbBIMM
noptamu (Ha KOTOpbIX HeT HacTpoiku switchport protected-
port)

- community — uma coobLuecTsa.

BoccTaHaBnMBaeT 3HayeHWe MO ymoAYaHuio. B atom cnyuyae
3alMLLEHHbIA NOPT ABAAETCA WM30AMPOBAHHLIM MOPTOM (He
COCTOAILUMM HM B OAHOM COOOLLECTBE), M OH MOXeT
06MeHMBaTbCA TPAPMKOM TO/TBKO C HEe3aLLMLLLEHHBIMU MOPTaMK
(Ha KoTopbIX HET HAacTpoiKK switchport protected-port).

switchport protected
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);

MepeBoanT nopt B pexum Private VLAN Edge. OTtmeHnser
MapLpyt1saumo no 6ase gaHHbIX M3ydyeHHbIx MAC-agpecos
(FDB) 1 HanpaBnseT BeCb OAHOAAPECHbIW, MHOrOaAPEeCHbIN U
LWMpOKoBeLLaTeNbHbIM TpadumK Ha uplink-nopT.
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no switchport protected

MapLipyT1sauma no 6ase
DAHHbIX n3y4yeHHbix MAC-

Mo ymonyaHuio

ncnonb3lyeTca

OTK/NOYaeT OTMEHY MaplpyTMsauum no 6ase  AaHHbIX

n3y4yeHHbIx MAC-agpecos (FDB).
aapecos (FDB)

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

3apesepsuposatb VLAN gna BHyTPEHHEro Mcnonb3oBaHMA Ha
MHTepodeice.

vlan_id: (1..4094)/
- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.

HeT pe3sepsa

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KakK Ternpyowmii B gepontHon VLAN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

Tabnuua 5.37 — OcHOBHble 3ape3epBMPOBaHHbIE HOMEPA MPOTOKO/I0B

Homep npomokona OnucaHue
0x0800 Internet Protocol Version 4 (IPv4)
0x0806 Address Resolution Protocol (ARP)
0x86DD Internet Protocol Version 6 (IPv6)
0x8808 Ethernet flow control
0x8809 Slow Protocols (IEEE 802.3)
0x8847 MPLS unicast
0x8848 MPLS multicast
0x8863 PPPoE Discovery stage
0x8864 PPPoOE Session Stage
0x8870 Jumbo Frames
0x888E EAP over LAN (IEEE 802.1X)
0x88CC LLDP
0x8902 IEEE 802.1ag CFM / Y.1731 OAM

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console# configure
console (config) #

Tabnuua 5.38 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHma

KomaHoa

3HayeHue/3HayeHue no

Aelicmeue
YMOAYAHUIO

vlan database

- Bxopg, B pexxum koHourypmuposaHus VLAN.

default interface {vlan
vlan_id | range vlan
vlan_list }

Cbpoc HacTpoek WHTepdeiica VLAN uam
nHTepdencos VLAN Ha HaCTPOMKM NO YMONYAHMIO.
-vlan_id — vaeHTudUKaumoHHbIi Homep VLAN;
-vlan_list — cnucok VLAN ID. Anana3oH VLAN MOXHO 3azaTtb
nepeyncieHnem Yepes 3anATyl0 WM yKasaTb HavyanbHoe U
KOHeYyHoe 3HayeHuA auanasoHa yepes geduc "-".

Aunana3oHa

vlan_id: (1..4094);
vlan_list: (1..4094)

vlan statistics ingress low
no vlan statistics ingress

BkntoueHune cuétymKkos Bxogawero Tpadumka ana VLAN 1..2047

-/BbIKNOYEHO OTKNOYeHMe CYETYMKOB BxoadAwero Tpaduka ana VLAN

low 1..2047.
vlan statistics ingress high BkntoueHne cuétumkos BxogAwero Tpadmka pgna  VLAN
2048..4094.
— -/BbIKNOYEHO —
no vlan statistics ingress OTK/lOYeHMEe CYETYMKOoB BxogdAwero Tpaduka pgaa  VLAN
high 2048..4094.

vlan statistics egress low

no vlan statistics egress
low

BKAtoyeHne cHETUMKOB Ucxogauero Tpaduka gnsa VLAN 1..2047
(Tonbko ana pexuma standalone).

-/BbIK/IIOYEHO —
OTK/IlOYEHME CYETYMKOB uUcxoaswero Tpaduka pgns VLAN

1..2047 (TonbKo Ans pexkmma standalone).
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vlan statistics egress high BkntoueHne cuyétumMKoB ucxogsAwero Tpaduka ana  VLAN
2048..4094 (TonbKo ans pexxmma standalone).

-/BbIK/IIOYEHO

no vlan statistics egress OTK/lOYEHME CYETYMKOB uUcxodsdwero Tpaduka pgns VLAN
high 2048..4094 (TonbKo ans pexkmma standalone).

V' CYETUMKM pa3buTtbl Ha 4 6n10Ka:
Ingress 1..2047
Ingress 2048..4094
Egress 1..2047
Egress 2048..4094

OpHOBPEeMEHHO MOXKHO BKAIOUUTb He 6onee AByX 610K0B. EC/IM BKAOUEH peXKUM (oS
statistics (qos statistics interface), To Tonbko oguH.

/ Ha Kaxapiii VLAN B 0o4HOM HanpaBaeHuu (rx unm tx) TonbKo 2 cHETUMKA:
dpenmbl 1 nakeTbl, 6e3 pasgeneHuna Ha
MYNbTUKACTHble/lOHUKaCcTHble/6poaKacTHble.

Mpumep Mcnonb30BaHUA KOMaHAbI:

console#configure
console (config) #vlan database
console (config-vlan) #

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.39 — KomaHgpbl pexkmma Privileged EXEC

KomaHoa 3HaueHue Aelicmeue
show vlan - MokasaTtb MHPopmauuto no scem VLAN.
show vlan name name name: (1..32) cumBonoBs MokaszaTtb nHpopmauuio no VLAN, NOUCK MO MMEHMU.
show vlan tag vian_id vlan_id: (1..4094) Mokasatb nHdopmaumio no VLAN, nonck no naeHtmdukatopy.

. Mokasatb cnucok VLAN pna BHYTPEHHEro WCnosib30BaHWA
show vlan internal usage -

KOMMYTaTopOM.

show default-vlan-

membership gi_port: (1..8/0/1..24);

[gigabitethernet gi_port | te_port: (1..8/0/1..4); MoKasaTb cocTas rpynnbl gedontHoi VLAN.
tengigabitethernet te_port | group: (1..24)

port-channel group ]

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnunua 5.40 — KomaHabl pexkuma EXEC

KomaHoa 3HaveHue Aeilicmeue
show vlan multicast-tv vlan MoKa3aTb NOPTbI-UCTOUHUKU U MPUEMHMKN MHOTOAPECHOTO
vlan_id vlan_id: (1..4094) Tpaduka B fAaHHoM VLAN. MopTbl UCTOYHMKM MOTYT, KaK
nepeaasartb, TaK M NPUHUMATb MHOTOAAPecHbIN TpaduK.
show vlan protocols-groups - MokasaTb MHPOPMALMIO O FPynMnax MPOTOKO/I0B.
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show vlan macs-groups

MokaszaTtb nHpopmauuto o rpynnax MAC-aapecos.

show interfaces counters
vlan vian_id

vlan_id: (1..4094)

Mokasatb cTaTucTuky ana VLAN.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb KOHPWrypaLMIo NOpPTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb cocToAHWe NopTOoB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuwecTse.

port-channel group]

[pumepbl 8b1M0MAHEHUA KOMAHO

= [lokaszaTb MHPopmauuto o Bcex VLAN:

console#show vlan

Vlan mode: Basic

Vlan Name Tagged ports Untagged ports Type Authorization
1 - gi1/0/4-24,te1/0/1-4,P01-12 Default Required

5 testl gil/0/16-18 gi1/0/1-3 permanent Required

6 test2 gil/0/16-18 - permanent Required

7 - gil/0/16-18 - permanent Required

= [loKas3aTb NOPTbl UCTOYHMKM U MPUEMHUKN MHOToaapecHoro Tpaduka 8 VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports gi0/1
Receiver ports: gi0/2,gi0/4,9i0/8

= [loka3aTb MHPOPMALMIO O FPyNnax NPOTOKO/OB:

consolef#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet

0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3

= [loKas3aTb MHGOPMALMIO O rPYNNax NoAceTen:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb cnncok VLAN ana BHYTpEeHHEero Mcnosib30BaHMA KOMMYTAaTOPOM:

console# show vlan internal usage

Usage VLAN Reserved IP address

Inactive
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= [lokasaTb cTatncTuky no VLAN 103

console>show interfaces counters vlan 103

Vlan InPkts InOctets OutPkts OutOctets

= [loKasaTb CTAaTUCTUKY MO UHTepdelicam Npu BKAKOYEHHbIX cyeTynkax Tpaduka gna VLAN

console>show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gil/0/1 0 0 0 0
gil/0/2 0 0 0 0
gil/0/12 16 14 636 213840
gil/0/23 0 337 0 57884
gil/0/24 0 0 0 0
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

Pol 0 0 0 0

Po2 0 0 0 0

Po3 0 0 0 0

Po4d 0 0 0 0

Po5 0 0 0 0

Pob 0 0 0 0

Po7 0 0 0 0

Po8 0 0 0 0

Po9 0 0 0 0

Pol0 0 0 0 0

Poll 0 0 0 0

Pol2 0 0 0 0

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

Pol 0 0 0 0

Po2 0 0 0 0

Po3 0 0 0 0

Po4 0 0 0 0

Po5 0 0 0 0

Pob 0 0 0 0

Po7 0 0 0 0

Po8 0 0 0 0

Po9 0 0 0 0

Pol0 0 0 0 0

Poll 0 0 0 0

Pol2 0 0 0 0

Vlan InPkts InOctets OutPkts OutOctets

1 - - 1102 362938

5 - - 0 0
50 - - 0 0
100 - - 0 0
101 - - 0 0
102 - - 0 0
103 - - 24 1684
104 - - 0 0
105 - - 0 0
106 - - 0 0
107 - - 0 0
108 - - 0 0
122 - - 0 0
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= [lokasaTb KOHUrypauuto nopta GigabitEthernet 22:

console# show interfaces switchport gigabitethernet 1/0/22

Port : gi0/22
Port Mode: Access
Gvrp Status: disabled
Ingress Filtering: true
Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled
Port is member in:

Vlan Name Egress rule Port Membership Type

Vlan Name

Classification rules:
Protocol based VLANs:
Group ID Vlan ID
Subnet based VLANs:
Group ID Vlan ID

5.8.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonsieT NnpovM3BoAuMTb pasrpaHuMyeHme TpadurKa Ha BTOPOM
ypoBHe moaenu OSI mexay nopTamuM KOMMYTATopa, KOTOpble HaxXxoAAaTcA B O4HOM
LWMPOKOBeLLaTeENbHOM AOMEHE.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpm Tuna PVLAN nopTos:

— promiscuous —nopT, KOTOPbIA cNocobeH 0OMEHNBATLCA AAHHBIMU MEXAY 0ObIMK
nHTepdelicamun, Bkntoyas isolated n community noptel PVLAN;

— isolated — nopT, KOTOPbLIN NONHOCTBIO U30/IMPOBAH OT APYIMX NOPTOB BHYTPU OLHOIO U TOTO Ke
PVLAN, Ho He oT promiscuous nopTos. PVLANbI 610KMpYIOT BeCb TPAadUK, MAYLWNIA B CTOPOHY
isolated nopToB, Kpome TpadmKa CO CTOPOHbI Promiscuous NOPTOB; MAKETbI CO CTOPOHbI
isolated nopToB MoryT nepefaBaTbCA TONbKO B CTOPOHY Promiscuous NopToB;

— community — rpynna nopToBs, KOTOPble MOryT 0bMeHNBATLCA AAHHBIMKU MexXay coboi U1
promiscuous nopTamu, 3STM MHTepdencol oTaeNeHbl Ha BTOPOM ypoBHe moaenun OSI oT Bcex
oCTasibHbIX community MHTepdeiicos, a TakKe isolated noptos BHyTpu PVLAN.

Mpouecc BbINOAHEHUA GYHKLMM AONOJNHUTENBHOTO Pa3feieHns NopToB C MOMOLLbIO TEXHONOTUK
Private VLAN npepcTaBneH Ha pucyHke 23.
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Promiscuous ports

Trunk ports

-

DO

VLAN 100 VLAN 100

Switch A Switch B

—

-

J

=l

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 23 — lpumep pabomsi mexHonozuu Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nHTepdelica Vlan, nHtepdelica rpynnbi NopTos:

console#configure

console (config) #interface {tengigabitethernet te port | gigabitethernet

gi port

|port-channel group |

console (config-if) #

range {..}| vlan vlan id}

Tabnunua 5.41 - KomaHapl pexknma KoHdUrypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3agaTtb pexkum paboTtbl nopta B VLAN.
- mode — pexxvum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vlan]

no switchport private-vian
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6aBuTb (yAanuTb) OCHOBHYIO M BTOpocTeneHHble VLAN Ha
promiscuous uHTepdelic .
i Ha oauH promiscuous uHTepdeiic Henb3a £06aBUTb

6onblie oagHoM primary vlan.

YAanntb OCHOBHYIO 1 BTOpocTeneHHble VLAN.

switchport private-vlan
host-association
primary_vilan
secondary_vilan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan (1..4094)

[Oo6asuTtb primary u secondary vlan Ha host nHTepdeiic .
i Ha oauH host nHtepdeiic Henb3a fo06aBUTb 60nbLUIE

oaHoro secondary vian.
Yaanutb OCHOBHYIO 1 BTopocTeneHHble VLAN.
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Tabnnua 5.42 — KomaHabl pexkmma KoHourypmuposaHus nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKAtounTb mexaHu3m Private VLAN v 3agaTb TMN MHTepdeiica.

OTKNOYNTL MexaHn3m Private VLAN.

private-vlan association
[add | remove]

no private-vlan association

secondary_vlan (1..4094)

[o6aButb (yaanuTb) npmuesasky BTopocTeneHHon VLAN K
OCHOBHOMW. HacTpolika npMmeHMma TonbKo ans primary VLAN.

Yaanutb npusAsky sTopocteneHHoi VLAN K OCHOBHOW.

[ MaKcmmanbHoe KonnyecTBso BTopocteneHHbix VLAN — 256
MakcumanbHoe Konandectso community VLAN, KoTopble moryT 6biTb
accouMmnpoBaHbl c oaHOMU ocHoBHOM VLAN — 8.

Mpumep HacTpolKkn nHTepdeincos Kommytatopa SW1 (puc.23)

promiscuous nopt— interface gigabitethernet 1/0/4

isolated nopT- gigabitethernet 1/0/1
community nopT — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate
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exit
1

name community

exit

interface vlan 202

private-vlan isolated

private-vlan community

5.8.4 Hacmpoiika uimepdgeiica IP

IP-uHTEpdEnc co3gaétca npu HasHadeHun IP-agpeca Ha ntobon M3 MHTepdencoB yCTPOMCTBa
gigabitethernet, tengigabitethernet, port-channel unu vlan.

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus nHtepoelica IP.

consolef#configure
console (config) #interface ip A.B.C.D
console (config-ip) #

[aHHbIA peXum [OCTyneH U3 penuma KOHOUIypUpOBaHWA W NpefHasHayeH AnA 3ajaHuA
napameTpoB KOHUrypaunmn nntepdeica IP.

Tabnuua 5.43 — KomaHapl pexxuma KoHPUrypuposaHusa nutepdeiica IP

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

broadcast-address
{255.255.255.255 | 0.0.0.0}

no broadcast-address

-/255.255.255.255

HasHauvaeT wuposeLwaTenbHbIV agpec ana nHtepdeica.

BoccTaHaBnmBaeT 3HaveHMe no YMONYaHUIO.

directed-broadcast

no directed-broadcast

-/BbIK/IIOYEH

BkntoyaeT pyHKumto nepesoaa IP directed-broadcast naketa B
CTAHAAPTHbIA  LUMPOKOBELLATENbHbIM MNakeT M paspeluaeT
nepezavy yepes BblbpaHHbIN MHTepdENC.

3anpewaeT TpaHcaaumio IP directed-broadcast nakeTos.

source-precedence

no source-precedence

-/BbIK/IIOYEH

HasHauaeT Tekywuit IP-uHTepdeiic npegnoytMTenbHbIM ANA
ucnonb3oBaHua ero  ¢yHKument DHCP Relay. IP-agpec
nHTepdeica byaeT Ncnob3oBaH B KayecTse agpeca UCTOYHMKA
coobuieHunii DHCP Relay.

Ecnv Ha uHTepdelice KOMMyTaTopa CO34aHO HECKO/bKO IP-
MHTepoencos, To ana pabotel DHCP Relay 6yapet BbibpaH
MHTepdeiic c NpU3HaKom NpeanoyTeHUs (eCNM Takol MMmeeTcs)
M HauMeHbLwmm IP-agpecom.

OTMeHAEeT HAaCTPOMKY NPeanoYTEHUA.

ip irdp

no ip irdp

-/BblK/IIOYEH

PaspelwaeT paccbliky aHoHcoB npoTokona IRDP (ICMP Router
Discovery Protocol)

OTKAtovaer PacCblNIKy aHOHCOB.

[pumepsbi 8biM0AHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

consolef#configure
console (config) #interface PortChannel 1

console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit
console (config) #interface ip 100.0.0.1
console (config-ip) #directed-broadcast
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5.9 Selective Q-in-Q

[aHHasa GyHKLUMA NO3BOASET HAa OCHOBE CKOHOUIYPUPOBAHHbIX NpaBua GuabTpaLmMm No Homepam
BHyTpeHHMXx VLAN (Customer VLAN) npounsBoguTb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHnsTb Customer VLAN, a Tak»Ke 3anpeluatb NpoxoxKaeHune TpaduKa.

[na ycTpoicTBa co34aeTcA CNMCOK MPaBWJ, HA OCHOBAHWW KoToporo ByaeT obpabaTbiBaTbCA
Tpaduk.

/ Hanunuue xota 6b1 ogHoro npasuna Selective Q-in-Q Ha uHTepdeice sanpewjaer
BK/ItOYEeHUEe PYHKLMU IOrMPOBaHUA LUMPOKOBELLATENIbHOIO LWTOPMA Ha 3TOM
uHTepdeice.

KomaHObI pexuma KoHguaypuposaHua uUHmepgelica (duana3oHa uHmepgelicos)
Ethernet u Port-Channel

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUTypupoBaHMA MHTepdenca KOHOUTYPUPOBaHMUA:

console#configure

console (config) #interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group | range {..}}

console (config-if) #

Tabnnua 5.44 — KomaHapl pexkMma KOHPUrypupoBaHusa uHTepdenca (aAmanasoHa uHTepdencos)

Ethernet

KomaHoa

3HayeHue

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT npaBwWo, Ha OCHOBAaHUM KOTOPOrO K BXOAALLEMY
NaKeTy ¢ BHEWHeW meTKoW ingress_vlan_id bynet pobasnsatbea
BTOpas meTka vlan_id. Ecnv ingress_vilan_id He yKa3sbiBaTb —
npasuno 6yaeT NPUMEHATbCA KO BCEM BXOAALLMM MaKeTam, K
KOTOpPbIM He 6binn NPUMEHEHbI Apyrue npasuaa («npasuao no
YMOJIHaHUIO®).

selective-ginq list ingress deny
[ingress_vlan ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3paeT 3anpewjatollee Npasuao, Ha OCHOBAaHMU KOTOPOrO
BXOAALLME NaKeTbl C BHeLWHeW meTkoWn Tera ingress_vlan_id
6yayT otbpacbiBaTbeA. Ecnu ingress_vian_id He yKka3biBaeTcs —
b6yayT oTOpacbIBATLCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3paeT paspeluaiollee NPaBWIO, HAa OCHOBAaHWM KOTOPOro
BXOZALME MaKeTbl C BHELWHelN MeTKoW Tera ingress_vlan_id
byayT nepesasatbea 6e3 nsmeHeHuii. Ecaum ingress_vlan_id He
yKasbiBaetca — 6yayT nepefasatbcA BCe BXOAALME NaKeTbl 6e3
N3MEHEHUN.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vilan_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3gaeT nNpaBu/io, Ha OCHOBAHWM KOTOPOTrO BHELUHAA MeTKa
ingress_vlan_id Bxopsuiero naketa 6yaeT 3ameHATbCA Ha
vlan_id. Ecnu ingress_vlan_id He yka3biBaTb — npaBuio byget
NPUMEHATBCA KO BCEM BXOAALIMM NaKeTam.

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)

YpanseT ykasaHHoe npasuno selective ging ana sxogawmx
naketoB. KomaHga 6e3 napameTtpa «ingress vlan» yganset
NPaBMIO NO YMONYaHUIO.

selective-ginq list egress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3gaeT nNpaBu/io, Ha OCHOBAHWM KOTOPOTrO BHELUHAA MeTKa
ingress_vlan_id wcxopsuwero naketa 6yaeT 3ameHATbCA Ha
vlan_id. Ecnu ingress_vlan_id He yka3biBaTb — nNpaBuio byget
NMPUMEHATLCA KaK NPaBKIo Mo YMOAYaHUIO.

no selective-qinq list egress
ingress-vlan vlan_id

vlan_id: (1..4094)

Ypanser cnucok npaBun selective qing ana  umcxopawmx
NaKeToB.
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KomaHObi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.45 — KomaHab! pexkmma EXEC

KomaHoa 3HayeHue Hleilicmesue
show selective-qing - OTobparkaeT cnucok npaeun selective ging.
show selective-ginq
interf i iteth t i t:(1..8/0/1..24); . .
'9 erace{gmable. erne gi_port: (1..8/0/ ) OTobparkaeT cnucok npasuAa selective ging 419 yKasaHHOro
gi_port | tengigabitethernet te_port: (1..8/0/1..4);

nopra.

te_port | port-channel group:(1..12)
group}

[pumepbl 8b1M0AHEHUS KOMAHO

= Co34aTb NpaBU/IO, Ha OCHOBAHWM KOTOPOro BHELIHAS MeTKa Bxoasuwero naketa 11 ébyaer
3ameHATbeA Ha 10.

console#configure

console (config) #interface gigabitethernet 1/0/1

console (config-if) #selective-qing list ingress override vlan 10 ingress-
vlian 11

console (config-if) #end

=  OT06pa3nTb CINCOK CO3a4aHHbIX NpaBua selective ging:

consolef#show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress gi0/1 override vlan 10 ingress_vlan 11

5.10 Wropm-KOHTpOb

«lTopm» BO3HMKaeT BCAeACTBME Ype3MepHOro KoJnmyecTtsa C006UJ,E'HMl71, oAHOBpeMEeHHO
nepegasBaembiX NO CeTHU 4yepes OAUH NOPT, YTO NPUBOAUT K NEPErpy3Kke pecypcoB ceT U NoABAEHUIO
3agepxekK. «LLITopm» MoOXKeT BOSHUKHYTb MPU HAa/IMYMKN «3aKO/IbLLOBAHHbIX» CEFMEHTOB B CeTH Ethernet.

KommyTaTtop mM3mepaeT CKOPOCTb MPUHMMAEMOrO LUMPOKOBELLATEIbHOMO, MHOrMo0aApecHoro u
HeM3BeCTHOro oAHOaApPEeCHOro Tpad)MKa AONnA NOopToB C BK/JKOYEHHbIM KOHTPOJEM «WTOPMa» W
OT6paCbIBaeT NMaKeTbl, €C/IN CKOPOCTb NpeBblilaeT 3a4aHHOE MaKCUMMa/IbHOE 3Ha4YeHUE.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bug 3anpoca KomMaHAHOW CTPOKU B pexumme KoHurypmpoBaHua uHTepdeirica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.46 — KomaHabl pexkmma KoHpurypmuposaHus nHtepdelica Ethernet
3HayeHue/3HayeHue no
ymon4yaHuro

storm-control multicast BK/1lOYAET KOHTPO/Ib MHOTOaAPecHOro TpadumKa.
enable -/dYHKLMA BbIKAOYEHA

KomaHoa Aelicmsue
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no storm-control multicast
enable

BbIKNIOYAET KOHTPOJIb MHOrOAAPECcHOro TpaduKa.

storm-control multicast
level kbps rate

no port storm-control
multicast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMManbHY CKOPOCTb MHOTO3APECHOro TpaduKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

storm-control
unknown-unicast enable

no storm-control
unknown-unicast enable

-/dYHKLMA BbIKNOYEHA

BK/1104AET KOHTPOJIb HEM3BECTHOTO OAHOAAPecHoro Tpaduka.

BbIK/1OYAET KOHTPOJIb HEM3BECTHOIO 0AHOAAPECHOrO TpadmKa.

storm-control
unknown-unicast level
kbps rate

no port storm-control
unknown-unicast level

rate: (1..1000000)/3500
Kéut/c

3apaet MaKCUMaNbHYO HensBecCcTHOro

ofHOoagpecHoro TpaduKa.

CKOpOCTb

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYHKLMA BbIKNOYEHA

BK/IlO4aeT KOHTPO/Ib WMPOKOBeLaTeIbHOro TpaduKa.

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTeNbHOIO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/dYHKLMA BbIKNOYEHA

BKtoYaeT 1orMpoBaHuMe LWMPOKOBELLATEIbHOTO LWTOPMA.
JlornpoBaHne MHOroagpecHoro n ogHoaapecHoro Tpaduka He
ocyLLecTBAAeTCA.
V BknioueHue normMpoBaHua WITOpMa  3anpeujaer
KoHdurypupoBaHune npasun SQinQ Ha 3Ttom

uHTepdeiice.

BbIK/tOYaeT norMpoBaHue WUPOKOBELLATEIbHOTO LUTOPMA.

storm-control broadcast
shutdown

no storm-control
broadcast shutdown

-/dYHKLMA BbIK/OYEHA

OTKntoyaer MUHTepdeinc npwm obHapyKeHumn

LUIMPOKOBELLATENBHOTO LWITOPMA.
DYHKUUA BbIK/IlOYEeHUA uHTepdeiica npm
V o6HapyKeHun wropma 3anpewgaer
KOHUrypuposaHue npasun SQinQ Ha aTom uHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3a4aeT MaKCMMaNbHYHO CKOPOCTb ANA WMPOKOBELLATe/IbHOro
TpaduKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunuya 5.47 — KomaHab! pexkmma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show storm-control
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MoKasbiBaeT KoHoUrypaumto oyHKUMKM storm-control  ans
YyKa3aHHoro nopta, 6o Bcex NOpPTOB.

l ] Storm-control He orpaHnuuBaetr DHCP, ARP, IGMP-Tpa¢uK Bo VLAN, B KOTOPbIX BK/AKOUYEH
-y DHCP Snooping, ARP Inspection, IGMP Snooping.
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[pumepbl 8b1MOAHEHUS KOMAHO

BKHOYMUTb KOHTPOJIb LIMPOKOBELLATEIbHOIO, MHOrOaAPEeCHOro U HEU3BECTHOro OAHOaAPECHOro
TpadmKka Ha 15 wuHTepdelice Ethernet. YcTaHOBUTb MaKCMMaNbHYO CKOPOCTb A4
LUMpoKoBellaTenbHoro Tpaduka - 5000K6/c:

console#configure

console (config) #interface gigabitethernet 1/0/15

console (config-if) #storm-control broadcast enable

console (config-if) #storm-control multicast enable

console (config-if) #storm-control unknown-unicast enable
console (config-if) #storm-control broadcast level kbps 5000

5.11 Fpynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTtaTtopbl MES3000 obecneuyvBaeT noAdeprkKy [0 ABaguaTn 4eTbipex WHTepdelicos
Ethernet B ogHol rpynne noptos LAG n go socbmu rpynn LAG Ha yCTPOMCTBE MM CTEKE YCTPOMCTB.
Karkgaa rpynna nopToB [AO/XKHa COCTOATb M3 WMHTepdeicoB Ethernet ¢ oaMHaKoBOW CKOPOCTLIO,
paboTatlowmx B AynnekcHom pexume. ObbeaMHeEHME MNOPTOB B TPynmny yBeAMUYMBAET MPOMYCKHYIO
CNOCOBHOCTb KaHana MeXay B3anMoaenCTBYOWUMWN YCTPOMCTBAMM U MOBbILLAET OTKA30yCTOMYNBOCTD.
lpynna nopToB ABAAETCA A1 KOMMYTATOPa OAHUM JIOMMYECKMM NOPTOM.

YCTpoicTBO NOAAEPKUBAET A,Ba PEKMMA PabOoTbl rPYMNMbl NOPTOB — CTAaTUYECKas FPynna v rpynna,
paboTatowas no npotokony LACP. PaboTa no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasgene
KOHUrypauum.

/ ‘ Ecan ana nHrepdeiica nponsseaeHbl HACTPOKK, TO AnA Ao06aBneHUA ero B rpynny
cnepyet BEPHYTb HACTPOIKKU MO YMOIYAHUIO.

JobasneHne uHTepdencoB B rpynny arperaumMm KaHanoB A[OCTYNHO TO/MIbKO B perKmme
KoHUrypuposaHma nHtepoeica Ethernet.

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nHtepoeiica Ethernet:

console (config-if) #

Tabnnuya 5.48 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet
KomaHoa 3HayeHue Aelicmeue
channel-group group mode [obasuTtb ethernet-uHTepdeiic B rpynny NnopTos.
mode - on — p,o6aBUTb NOPT B KaHan 6e3 LACP;
group: (1..24); - passive - n,o6aBuTb NOPT B KaHan ¢ LACP B perkume «passive»;
mode: (on, passive, auto) - guto — L06aBuTbL NOPT B KaHan ¢ LACP B pexkmme «active».
no channel-group Ypanute Ethernet-untepdelic ns rpynnsl nopTos.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoHGUIrypmpoBaHma:

console#configure
console (config) #
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Tabnnuya 5.49 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHoa 3HaveHue Aelicmeue

3ajaeT mexaHusm 6anaHCUMPOBKM HArpyskuM Ana  rpynnbl
arperMpoBaHHbIX MOPTOB.
- src-dst-mac-ip — mexaHu3m 6anaHCMpPOBKU OCHOBbLIBAETCA HA
MAC-agpece u IP-agpece;
- src-dst-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha

MAC-agpece;
- src-dst-ip — mexaHn3m 6anaHcMpoBKM OCHOBbIBAETCA Ha IP-
agapece;
port-channel load-balance - src-dst-mac-ip-port — mexaHvu3m 6anaHCMpPOBKU
{src-dst-mac-ip | ocHosblBaeTca Ha MAC-agpece, IP-aapece 1 nopTte
src-dst-mac | src-dst-ip | Ha3HayeHus;
src-dst-mac-ip-port | -/src-dst-mac - dst-mac — mexaHu3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha MAC-
dst-mac | dst-ip | agpece nonyyatens;
src-mac | src-ip} - dst-ip — mexaHuM3m 6anaHcMpoBKM OCHOBbIBaeTcA Ha IP-
[mpls-aware] agpece nony4yartens;

- src-mac — MmexaHn3m 6anaHCMpPOBKKM OCHOBbIBaeTcA Ha MAC-
agpece oTnpasuTens;

- src-ip —mexaHun3m 6anaHCcMpoBKKM OCHOBbIBaeTcA Ha IP-agpece
oTnpasuTens;

- mpls-aware — Bk/aoYeHne napcuHra L3/L4 3aronoskos
naketoe ¢ MPLS-meTkamn  anAa  Bcero  yCTpoMcTBa.
OnuMOHaNbHbBIM NapameTp, aKTyaleH TOJbKO C peXrMmamu
H6anaHcMpoBKu no L3/L4-3aronosKam nakera.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console>

Tabnunua 5.50 — KomaHab! pexkmuma EXEC

KomaHoa 3HaveHue Aelicmeue

show interfaces

channel-group [group] group: (1..24) MokasbiBaeT MHOPMaLMIO MO rpynre KaHanoB..

5.11.1 CmamuuyecKue 2pynnsl azpezayuu KaHA108

®yHKUMeN cTaTuyeckmx rpynn LAG aBnseTca o6beauHEHNE HECKOIbKUX PU3MYECKMX KaHANoB B
OAMH, 4TO MO3BOJIAET YBEAMYUTb MPOMYCKHYD CNOCOBHOCTb KaHafa W MNOBLICUTL  €ro
OTKa30yCTOMYMBOCTb. [lNA CTaTUYECKUX FPynn NPUOPUTET UCNONb30BAaHUA KaHaNoB B 06begMHEHHOM
ny4yke He 3agaeTca.

/ Ona BknoueHns pabotbl HTEpdeiica B cocTaBe CTaTUUECKOM rpynnbl UCNONb3YiiTe
KomaHgy channel-group {group} mode on B pexxume KoHdpurypuposaHus
COOTBETCTBYIOLEro UHTepdeica.

5.11.2 NMpomokKon azpezayuu KaHanoe LACP

dyHKuuent npotokona Link Aggregation Control Protocol (LACP) sBnsetca obbeanHeHue
HECKONIbKNX GU3NYECKUX KaHaNoB B OAWMH. ArperMpoBaHMe KaHa/oB MCMOJIb3YeTca AN yBeUdYeHus
NPOMYCKHOM cNOCOBHOCTM KaHa/a v NOBbIWEHUS ero oTkasoyctonunsocTu. LACP no3sonsieTt nepesasatb
TpaduK No 06begMHEHHBIM KaHaam B COOTBETCTBMM C 3aaHHbIMU NpUOpUTETAMU.
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v/

uHTepdeica.

DOna BknoueHns pabotbl nHTepdeiica no npotokony LACP ucnonb3yiite KomaHay
channel-group {group} mode auto B pexxume KOHGUryprMpoBaHUA COOTBETCTBYIOLLENO

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnuya 5.51 — KomaHabl pexkmMma rnobanbHOro KoHGUrypupoBaHus

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

lacp system-priority value

value: (1..65535)/1

no lacp system-priority

YcTaHaBAuBaeT NPUOPUTET CUCTEMBI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabnuua 5.52 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

lacp timeout {long | short}
Mo ymonyaHuio

ncnonb3yeTca 3Ha4YeHue
long

no lacp timeout

YcTaHaBAMBaeT aAMMHUCTPATUBHBIN TaliMayT npoTokona LACP:
- long — annTenbHoe Bpems TaimayTa;
- short — manoe Bpemsa TarimayTa.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

lacp port-priority value

value: (1..65535/1)

no lacp port-priority

YcTaHaBAuBaeT npuopuTeT nHTepdeiica Ethernet.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.53 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue no

Aelicmeue

KomaHoa
yMOAYaHUIO
show lacp {gigabitethernet
gi_port |
tengigabitethernet gi_port: (1..8/0/1..24);

te_port} [parameters | te_port: (1..8/0/1..4)

statistics | protocol-state]

MoKa3sblBaeT MHpopmauuio o npotokone LACP gns uHtepdeica
Ethernet. Ecan [ONOAHUTENIbHbIE napameTpbl He
ncnosb3ytoTea, To byaeT nokasaHa BcA MHGopmauuma.

- parameters — noKa3blBaeT MapaMeTpbl HACTPOKMN MPOTOKONA;
- statistics — NokasbiBaeT CTaTUCTUKY PaboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTofHME PaboTbl NPOTOKONA.

show lacp port-channel

roup: (1..24
[group] group: ( )

MokasbiBaeT MHPopmaumto o npoTtokosne LACP gnsa rpynnbl
nopTos.

[pumepsi 8biM0HEHUS KOMAHO

= Cos3pgaTb nepByto rpynny nopTos, paboTatowyto no npotokoay LACP 1 BKkatoyatoLlyto ABa
nHtepoeiica Ethernet — 3 n 4. Ckopoctb pabotbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL
npuopuUTeT cuctembl — 6, npnoputeTtbl 12 1 13 ana noptos 3 U 4 COOTBETCTBEHHO.

console#configure
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5.12

console (config) #lacp system-priority 6

console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) fexit

console (config) #interface gigabitethernet 1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) fexit

console (config) #interface gigabitethernet 1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) fexit

Hactpoiika IPv4-agpecauyumn

B gaHHOM pa3gesie onucaHbl KOMaHAb! AN HACTPOMKM CTaTUYECKUX napameTpos IP-agpecauumy,

TaKKUX KaK IP-agpec, macKka NoAceTy, Wto3 no ymondaHuto. Hactpoika npotokosos DNS n ARP onucaHa
B COOTBETCTBYHOLUUX pa3gesniax AOKYMeHTaLUu.

KomaHObI pexcuma KoHguaypuposaHusa uHmepdgelica Ethernet, uHmepdgelica epynnei

nopmos, VLAN, uHmepgetica Loopback

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHOUIypupoBaHus WHTepdeica Ethernet,

nHTepoelica rpynnbl nopTos, uHTepdelicos VLAN:

console (config-if) #

Tabnnuya 5.54 — KomaHabl pexkmma KoHourypmuposaHua nHtepdelica Ethernet

KomaHoa 3HaveHue Aelicmeue
ip address ip_address mask HasHaueHne 3asaHHomy wHTepdeicy [IP-aapeca, Mmacku
[gateway | prefix_length] prefix_length: (8 .. 30) NoZCeTV 1 agpeca LLI3a No YMOYAHUIO.
no ip address [ip_address ] Yaanenue IP-agpeca nHtepdelica.
ip address dhcp MonyyeHne IP-appeca pns HacTpaMBaemoro MHTepdenca or

DHCP-cepBepa.

- V He ucnonb3syetca gna loopback-unrepdeiica

no ip address dhcp

3anpeT ucnonb3oBaHuA npotokona DHCP ana nonydyeHusa IP-
agpeca BblbpaHHbIM MHTEpdencom.

ip unnumbered vlan
vlan_id aapeca nHTepdeiica VLAN vian_id.

PaspeluaeT KoHbUryprpyemomy nHTepdeiicy 3aMmcTeoBaTh IP-

vlan_id: (1..4094) DyHKUMA nprumeHnma Tonbko ana VLAN nHtepdelicos.

no ip unnumbered vlan OTKAtoYaeT GyHKLMIO 3aMMCTBOBaHMA agpeca.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106aabHOro KoHGUrypnuposaHusa:

console (confiqg) #

Tabnnua 5.55 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
ip default-gateway 3apgaeT 4NA KOMMyTaToOpa agpec Wto3a No YMOYaHUIO.
. -/LLII'IK)3 No YMONHYaHUIO He
ip_address
- 3agaH —
no ip default-gateway YaanaeT HasHauyeHHbIV aApec Wo3a N0 YMONAYaHUIO.
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ip helper-address
{ip_interface | all}
ip_address [udp_port_list]

no ip helper-address
{ip_interface | all}
ip_address

-/BbIK/IOYEHO

Bkntovaetr nepeagpecaumio  wnpokosewatenbHbix  UDP-
naKkeToB Ha onpegeneHHbIN agpec.
- ip_interface — |P-agpec WuHTepdelica, ANA KOTOPOro

BbINO/IHAETCA HACTPOMKa;

- all — nosBonset BbIbPaTH BCe IP-uHTEpdElichl YCTPOACTBA;

- ip_address — IP-agpec Ha3HauyeHusA, Ha KOTOpbIN 6yayT
nepeHanpasaATbcaA MakeTbl. 3HaveHue 0.0.0.0 oTkAtovaeT
nepeagpecaumio;

- udp_port_list — cnucok noptos UDP. LUnpokoBelLaTebHbil
TpaduK, HaNpaB/EHHbIN Ha NepeYncieHHble B CNUCKE NOPTb,
noasepraetca  nepeagpecaumu. MakcumanbHoe — obuiee
KO/IM4EeCTBO NOPTOB M aAPECcOB HA YCTPOMCTBO - 128.

OTMeHAET nepeaapecaLmio Ha 3a4aHHbIX UHTepdencax.

ip unnumbered proxy-arp

no ip unnumbered proxy-
arp

-/BbIK/IIOYEHO

BkntoyaeT peTpaHcaaumio coobueHuii npotokona ARP mexay
MHTepdencamm, KOTOpble  WCMNO/Ib3YHOT  TEXHONOTUIO  ip
unnumbered.

OtkntoyaeT pyHKumio ARP proxy.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabanuya 5.56 - KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

clear host dhcp {name | *}

name: (1..158) cumBonos

Ypanaet U3 namATU nonyyeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH nHTepdeiicos 1 nx IP-agpecos.
* - yoanuTb BCE COOTBETCTBUA.

renew dhcp
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id}
[force-autoconfig]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

Otnpasnser 3anpoc K DHCP-cepsepy Ha obHoBneHue IP-
appeca.

- force-autoconfig — npu o6HoBNEHMHM IP-agpeca 3arpyxkaeTcs
KoHOUrypauma c TFTP-cepsepa.

show ip helper-address
[ip_interface ]

OTobparkaeT Tabnuuy nepeagpecaunn LUMPOKOBELLATENbHbIX
UDP-nakeToB.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console>

KomaHga pexxnma EXEC npeactaBneHs! B Tabanye 5.57.

Tabnunua 5.57 - KomaHab! pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id | loopback
loopback_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..64)

MoKasbiBaeT KoHourypaumtio IP-agpecaumy Ans yKasaHHOTO
MHTepodeica.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyauutio - 192.168.16.2:
console (config)# ip default-gateway 192.168.16.2

=  JWcnonb3oBaTb TexHosormio IP unnumbered (No3BosfeT COKPaTUTL  KOJIMYECTBO
ncnonbsyemsbix IP aapecos)

#interface vlan 100

#ip address 100.0.0.1 /24
#interface vlan 1001

#ip unnumbered vlan 100
#interface vlan 1002

#ip unnumbered vlan 100

console
console
console
console
console
console

config
config
config
config
config
config

AAAAAA
~— —— —— — ~—— ~—

5.13 Hactpoiika Green Ethernet

Green Ethernet — TEXHO/10TMNA, N03BONAKOWAA CHU3UTbL 3HepI'OI'IOT|DE6I'IEHME yCTpOVICTBa 3a cyet
OTKNIKOYEHUA NNTAHNA ONA HEAKTUBHbIX I/TEKTPUHECKUNX NOPTOB U USMEHEHUA YPOBHA nNepeaaBaemMmoro
CUrHana B 3aBUCUMMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOro KoOHGUIyprupoBaHua:

console (config) #

Tabnunua 5.58 — KomaHabl perkmuma rnobanbHOro KoOHGUTryprupoBaHUA
3HayeHue/3Ha4yeHue no o
KomaHoa / Aelicmeue
YMOAYAHUIO
green-ethernet energy- BkAtoyaeT 3HeprocbeperaloWwmini  pexknm AAS  HEaKTUBHbIX
detect nopTos.
-/BKOYEHO —

no green-ethernet energy- OTKAtoYaeT 3sHeprocbeperalowmii PeKUm ANA HeaKTUBHbIX
detect nopToB.
green-ethernet short-reach BKkntoyaeT 3sHeprocbeperalowmii  pexum gns  nopTos, K

KOTOPbIM MOAK/OYAOTCA YCTpOiCTBa C A/MHOM  Kabens

NoAKAOYEeHMA MeHbLue noporosoro 3HaYeHus,

-/BKNKOYEHO YCTaHaBAMBAEMOrO C MOMOLLBb0 KOMaHAbl green-ethernet

short-reach threshold.
no green-ethernet short- OTKAtoYaeT sHeprocbeperatoLmin peskMm Ha OCHOBaHUW ANMNHbI
reach Kabens.
green-ethernet short-reach YcraHaBausaet noporosoe 3HavyeHue ans
threshold value sHeprocbeperatoLero pexxmma short-reach.

value: (0..70)/40 meTpos —

no green-ethernet short- Bo3Bpawaet HaCTPOMKM NO YMONYAHUIO.
reach threshold

KomaHObI pexcuma KoHgu2ypuposaHuUa UHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:
console (config-if)#

Tabnnuya 5.59 — KomaHabl pexkmma KoHourypmupoBaHus nHtepdelica Ethernet

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

green-ethernet energy- BktouaeT aHeprocbeperatowumit pexxum ana uirepdeiica.

-/BKAtOYEHO
detect /
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no green-ethernet energy-
detect

OTKAtoYaeT sHeprocbeperaowmnin pexkum ans nHtepdeiica.

green-ethernet short-reach

no green-ethernet short-
reach

-/BbIKNOYEHO

BK/toYaeT aHeprocbeperaoLLmii PesKMM Ha OCHOBaHUW AJIMHbI
Kabens.

OTKAtoYaeT sHeprocbeperaolmii PeskMm Ha OCHOBaHUM AJ/IMHbI
Kabens.

green-ethernet short-reach
force

no green-ethernet short-
reach force

-/BbIKIOYEHO

MepmaHeHTHO BK/OYaeT 3Heprocbeperalowmnii pexum ans
nopra.

MepmaHeHTHO BK/OYaeT 3Heprocbeperalowmnii pexum ans
nopra.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabanua 5.60 - KomaHgb! pexuma Privileged EXEC

KomaHoa 3HaueHue Aelicmeue

show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[gigabitethernet gi_port |

tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

green-ethernet power-meter C6paCbIBaeT CYHETYUK U3MepUTENA MOLLLHOCTU.

reset

[pumepbl 8b1MN0AHEHUS KOMAHO

=  OT0b6pa3unTb CTAaTUCTUKY green-ethernet:

consolef#show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 83% (5.57W out of maximum 6.69W)

Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

gion/1 on off LU on off off LL < 50

gion/2 on off LU on off off LL < 50

gi0/3 on off LU on off on < 50

gi0/4 on on on off off LD

gi0/22 on off LU on off on < 50

gi0/23 on off LU on off off LL 50 - 80

gi0/24 on off LU on off off LL 50 - 80

tel/1 on off LT on off off LT

tel/2 on off LT on off off LT

te0/3 on off LT on off off LT

te0/4 on off LT on off off LT

— LU —nnTepdeirc HaxoamTcs B coctosHMm UP;

— LD — viHTepdeiic HaxoguTca B coctossHun DOWN;

— LL- pnvHa kabens, NnoAKAOYEHHOTO K MHTepdeicy NpeBbIaeT NOPOroBoe 3HaYeHUe;
— LT —wuHTepdeiic ABNAETCA ONTUYECKUM.
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5.14 Hactpoiika IPv6-agpecauumn

5.14.1 Npomokon IPv6

KommyTtatopbl MES3000 noaaeprkmnsatoT paboTy no npotokoay IPv6. Moaaepkka IPv6 asnaetcs
BaXXHbIM [OCTOMHCTBOM, MOCKOAbKY NpOTOKoA IPv6 npu3BaH, B mepcnekTMBe, NOMHOCTbIO 3aMEHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 MmeeT paclumpeHHoe aapecHoe
npoctpaHctBo — 128 6uT Bmecto 32. Aapec IPv6 npeacrasnset coboit 8 6/10KOB, pasaefieHHbIX
ABOETOUMEM, B KaxKaom 610Ke 16 6UT, 3aNMCaHHbIX B BUAE YETbIPEX LWECTHAALATEPUYHbIX YnCen.

MoMmnmo yBenmyeHma afpecHOro NPOCTPAHCTBA NMPOTOKOA IPV6 nmeeT nepapxmyeckyro cxemy
agpecaumm, obecneymBaeT arperaumio MapLipyToB, YNpoLliaeT Tabauuy maplpytvusaumm, npu 3tom
3ppeKTMBHOCTL PaboTbl MapLLPYTM3aTOpPa NOBbLIWAETCSA 33 CYET MexaHM3mMa ObHapy)KeHua coceaHnX
y3/108B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope Ha3HayaloTcA WMHTepdeicam, nMosTomy npwu
ncnoab3oBaHuK IPV6Z aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii bopmar:

<ipv6-link-local-address>%<interface-name>

roe

interface-name — uma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..24)| tengigabitethernet (1..8/0/1..4)

V’- Ecnu 3HauyeHue rpynnbl UM HECKONIbKUX FPYNN NOAPAL B agpece npoTtokona IPv6 paBHo
HyAto - 0000, To AaHHble rpynnbl MOryT 6bITb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb COKpaLleH 40
FE40::AD21:FE43. CoKpalyeHUIo He MOoryT 6biTb NOABEPrHYTbI 2 pasaeneHHble HyeBble
rpynnbl u3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTM.

; EUI-64 - 310 uaeHtudukatop, co3pgaHHbIiX Ha 6a3ze MAC-agpeca uHTepddeiica,
V asnawowmiica 64 maagwummn 6utamu IPve-agpeca. MAC-agpec pasbusaerca Ha ase
T yacTu no 24 6uTa, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoHGUrypnpoBaHma:

console (config) #

Tabnnuya 5.61 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus
Komanda 3HayeHue/3HayeHue no leiicmeue
YyMOAYaHUIO
ipvé default-gateway 3ajaeT 3HayeHWe NoKanbHOro agpeca IPvbe-wnat3a no
ipv6_address - YMOJIYaHUIO.
no ipv6 default-gateway YaanaeT HacTpoWKku IPv6-winto3a No ymonyaHuio
ipv6 host name
ipv6_address1 Co3paeT CTaTMYeCKylo 3anucb, CTaBALLYIO B COOTBETCTBUE
[ipv6_address2... name: ceTeBOMY MMeEHMU ycTpolicTea IPvb-aapec.
ipbv6_address4] (1..158) cumBonos
no ipv6 host name YpanaeT cTaTMyeckylo 3anucb cooTeeTcTBuA IPv6-agpeca m
CETeBOro MMeHM YCTPOICTBaA.
ipv6 neighbor gi_port: (1..8/0/1..24); Co3paeTt cTatuMyeckoe cooTseTcTBMe mexay MAC-agpecom
ipv6_address { te_port: (1..8/0/1..4); coceaHero ycTpoicTtea v ero IPve-agpecom.
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gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id}
mac_address

no ipv6 neighbor

group: (1..24);
vlan_id: (1..4094)

- ipv6_address — |Pv6-agpec;
- mac_address — MAC-agpec.

Ypanaetr cratuyeckoe cooTseTcTBue mexay MAC-agpecom
coceaHero ycTpoicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100
bucketsize: (1..200)/10

3apaet orpaHuyeHune ckopoctn ans ICMPv6 coobuweHunii 06
olwmnbKax.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

KomaHOb!I pexcuma KoHguaypuposaHua uHmepgetlica (VLAN, Ethernet, Port-Channel,

Loopback)

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypmrpoBaHUAa nHTepdelica:

console (config-if) #

Tabnunua 5.62 — KomaHabl pexknuma KoHpurypmupoBaHua uHtepdeica (Ethernet, VLAN, Port-channel,

Loopback)
3HaueHue/3HayeHue no ”
KomaHoa / Aelicmeue
yMOAYaHUIO
ipv6 enable BkntouyaeT nogaep:kky IPv6 Ha nHtepdelice.

[no-autoconfig]

no ipvé enable

OTkAtoyaeT noaaepxKky IPv6 Ha nHTepdeiice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

no ipv6 address
lipv6_address/
prefix_length] [eui-64]

prefix-length:
(3..128)
(64 ecnu ucnonbayetca
napamertp eui-64)

3apaet IPv6-agpec Ha uHTepdelice.

- ipv6_address — |Pvb-ceTb, Ha3HauyeHHana uHTepdeicy (8
6/10KOB pa3feneHHbIX ABOETOYMEM, B KaxaoM 610ke 16 6urT,
3aMnMcaHHbIX B BUAE YETbIpEX LWeCTHaALATePUYHBIX Yncen);

- prefix_length — panHa npedukca IPv6 — aecatmyHoe uncno —
KOZIMYECTBO CTapLimx BUT agpeca cocTaBaAoWwmxX Npedukc;

- eui-64 — naeHTMPUKaTOp, co34aHHbIN Ha 6ase MAC-aapeca
nHTepdeiica, 3anucbiBaeTca B 64 mnaawmx buta IPv6 agpeca;

- anycast — yKasblBaeT, YTO 3a/iaHHblIl agpec anycast-agpec
(a0 64 nHtepdeiicos IPv6) .

Ypanset IPv6-agpec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuio
aBTomaTtuyeckas
KOHOUTYypaLma BKAKOYEHa,
ajpeca He Ha3Ha4eHbl.

Bk/toyeHWe aBTomaTMyeckol KoHodurypauum IPve-agpecos Ha
nHTepdeiice. Agpeca HacTpavBalOTCA B 3aBUCMMOCTU OT
npeduKcoB, KOTOpble MNoOAyvyeHbl B coobuweHnax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipv6 address ipv6_address/
prefix_length link-local

Mo ymonyaHuio 3HaveHne

3afaeT nokanbHbI IPv6-agpec nHTepdeiica. Crapwme 6uTbl
nokanbHbIX IP-agpecos B IPv6 — FE8O::

attempts_number

attempts_number:

no ipvé address NIOKanbHOro agpeca: Ypaansaet nokanbHbiii IPv6-aapec.

[ipv6_address/prefix-length (FE80::EU164)

link-local]

ipvé nd dad attempts 3apaeT KoMYecTBo coobleHuii-TpeboBaHUI, NnepesaBaembix

MHTepdencom B3aMMOLENCTBYIOWEMY YCTPOMCTBY B C/yyae

no ipv6 unreachables

0..600)/1

( / ob6HapyKeHusa gybaunkaumm (Konnusum) IPve-agpeca.

ipv6 unreachables BkntoyeHne ICMPV6 coobueHnii 0 HeAOCTUNXMMOCTM agpecaTa
-/BKAOYEHO npv nepezaye NakeToB Ha onpeaesneHHbln nHTepdeinc.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1,2)/2

OnpegeneHune Bepcum npotokona MLD gns nntepdelica.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ipvé mld join-group
group_address

no ipvée mld join-group
group_address

3apaet MLD-coobuwieHuna gna onpegeneHHol rpynnsi.
- group-address — |Pv6-agpec rpynnbl MHOroagpecHou
paccblIKu.

OTMeHsieT OT4YeTHOCTb M  yaanser
MHOr0aApecHOM PacchbiKu.

IP-agpec w3 rpynnbl
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#

Tabanua 5.63 — KomaHabl pexkmma Privileged EXEC

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

{ bytes | default}

te_port: (1..8/0/1..4);
group: (1..24)
bytes: (1280 .. 65535)
/1500

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue

1o ymMon4YaHuro
ipv6 set mtu gi_port: (1..8/0/1..24); 3apgaet 3HayeHne MTU gna IPV6 nakeTos.

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6_address]
[mac-address mac_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

Moka3sbiBaeT MHboOpMauuio o cocegHux IPv6 ycTpoicTsax,
cofepKalllytoca B Kale.

- static — noKasbIBaeT cTaTMyecKMe 3anucy;

- dynamic — noKasbiBaeT AMHAMUYECKUE 3anuUCH.

clear ipv6 neighbors

OuMaeT Kaw, cogepKawmii MHGOpMaLUmMio O COCemHUX
ycTpoicTBax, paboTatowmx no npotokoay IPv6. UHbopmaums o
CTaTUYECKUX 3anncaAxX CoOXpaHAEeTCA.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.64 — KomaHabl pexkuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show ipv6 interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id | loopback
loopback_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..64)

MoKa3sblBaeT HacTpPoMKM MpoToKkosna IPv6 ana yKasaHHOro
nHTepoenica.

show ipv6 route

MokasbiBaeT Tabimuy IPv6-mapLupyToB.

show ipv6 icmp error-
interval

MoKa3sblBaeT HacTpolikn ICMPV6 coobLieHunit 06 omnbKax.

[Mpumepbl 8bINOAHEHUA KOMAHO

MoKasaTb AMHaMMYecKme 3anucy B Tabanue mapLpyTmMsaLummn o cocegHux IPv6 ycTpoiicTeax.

console#show ipv6é neighbors dynamic

IPv6 address HW address

5629:78:13::6782:B588:1AB5

Interface

VLAN 1

State

00:00:03:08:D8:98 REACH

Router

BO3MOXKHble COCTOAHUA:
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INCMP (Incomplete) — Mpoueaypa paspelieHnn ajpeca BbiNONHAETCA Ha BXoAe. ITO 03Ha4aeT, uTo
3anpoc o coceacTse Obl1 OTNPABAEH HA FPYNNOBOM aApeC, HO COOTBETCTBYIOLWEE NOATBEPKAEHNE
0 coceacTae elle He 6b110 NoAyYeHo.

REACH (Reachable) — MonoxutenbHoe NoATBEPXKAEHME O TOM, UTO NYTb A0 COCEAHEro yCTPoMnCTBa
dYHKUMOHUPYET BEPHO, ObINO MOMYyYEHO B TeYeHMe nepuoda «AocTvKumocTu» (ReachableTime,
mc). Moka coceaHee YCTPOMCTBO AOCTUMKMMO, MU OBMEH MNakeTamu MAET HOPMAJIbHO, HUKaAKMX
cneumasibHbIX AeMCTBUIN He NpeanpuHUMAETCA.

STALE — TonoxutenbHoe MNOATBEP)KAEHWE O TOM, 4YTO NyTb A0 COCEAHEero YCTPOMCTBa
bYHKUMOHUPYET BepHO, b6blN10 NOMyd4eHO B TeyeHMe BpemeHu bOosbliero, 4Yem nepuog
«pocTmRumoctn» (ReachableTime, mc). MNoka coceaHee yCTPOWCTBO AOCTUMKMMO, U OBMEH
nakeTamm UAET HOPMAJIbHO, HUKAKUX CeLManbHbIX 4eNCTBUN He NpeanpuHUMaETCA.

DELAY — TonoxutenbHoe MNOATBEPXKAEHME O TOM, 4YTO MNyTb A0 CcOCeaHero YCTPOMCTBa
bYHKUMOHMPYET BepHO, OblN10 MNOAYy4eHO B TeyeHWe BpemMeHW Oosbluiero, 4Yem nepuos
«pgocTuRnumoctm» (ReachableTime, mc) 1 NOBTOPHbLIN 3anpoc 6bi1 NepesaH B Te4eHMe MHTepBana
BpemMeHu oTBeeHHoro Ha nonbITKy (DELAY_FIRST _PROBE_TIME, cek). Ecnv NonoKuntenbHbI oTBET
He NpUAaeT B TeYeHWe NHTepPBasa BpeMeHU, oTBeAeHHOro Ha nonbiTky (DELAY_FIRST_PROBE_TIME,
CeK), TO COCTOsIHUE NYyTN A0 COCeAHEro ycTponcTea nameHuTca Ha PROBE.

PROBE — 3anpocbl 0 coceacTtBe NepuogMyecku nepepatotca € MHTEPBANIOM «pPeTpaHCAALUM»

(RetransTimer, mc) 4o Tex nop, NoKa He 6yAeT NoNy4eHO NONOKUTENbHOE NOATBEPKAEHME.

5.14.2 TyHHenupoeaHue npomokKona IPv6 (ISATAP)

dyHKUMA TYHHeNMpoBaHua TpaduKa IPv6 Ha 6ase npoToKona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) nosBonsieT ocywecTsnATb nepegady Tpadpuka IPve yepes cetu c agpecaumeit IPv4.
Takum obpasom, y3nbl c agpecaumen IPv6, noaneprkuBarowme TyHHenunposaHue ISATAP, moryTt
coobLwaTtbcs, MHKancyanpya TpaduK B NakeTbl C 3aronosKkom IPv4,

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnuua 5.65 — KomaHabl pexkuma rnobanbHOro KOHGUryprMpoBaHUA

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

interface tunnel number

1. Co3paet nHTepdeic TyHHeNMpPoBaHMA.

seconds
seconds: (10..3600)/10 cek

no tunnel isatap query-
interval

number: (1)/- 2. Ocywectsndetr BXO4 B PeXUM KOHOUTYpUpoOBaHUA
MHTepdeica TYHHeIMPOBaHUA.
tunnel isatap query-interval YctaHaBauBaer  nepuog  mexagy DNS  3anpocamum,

OoTMpaBAfAeMbIMW ONA aBTOMaTUYeCcKoro onpegeneHus |P-
agpeca mapuwpyTtnsaTtopa ISATAP.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

tunnel isatap solicitation-
interval seconds

seconds: (10..3600)/10 cek

no tunnel isatap solicitation-
interval

YcTaHaBAvMBaeT nepuog nepefayn 3amnpocos, TpebytoLimx
noAaTBepPXKAeHUA OT  mapuwpyTtusatopa ISATAP (B cayyae
OTCYTCTBUA aKTMBHOIO MapLUpyTMU3aTOpPa).

YcTaHaBAMBaeT 3HaYeHne No YMONAYaHUIO

tunnel
isatap robustness number

number: (1..20)/3

3apaet KosmyectBo DNS-query 3ampocoB M KOAWYECTBO
3anpocoB, MepegaBaembix MapwpyTusatopy ISATAP B
TeYeHNe BPEMEHMU }KMU3HU YCTAHOBIEHHOIO COeANHEHMUS.
MNepuoapl 3anpocos onpeaenaetca Gopmynamu:

- oana DNS: (Bpema XWM3HM MpuUHATOE B OTBETE OT cepsepa
DNS)/(number+1);
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no tunnel isatap robustness

- AN1A 3anpocoB K maplupytusatopy ISATAP: (MMHUManbHoe
BpeMA  KU3HM  npuHATOe B oTBeTe oOT  ISATAP
mapupyTtusatopa)/(number+1).

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

KomaHObI pextuma myHHeAuposaHus

Buna 3anpoca KOMaHAHOM CTPOKM peXxnuma TYHHeNMpPOoBaHUA:

consolef#configure
console (config) #interface tunnel 1
console (config-tunnel)#

Tabnnua 5.66 — KomaHabl pexkMma TyHHeIMpPoBaHUs

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

tunnel mode ipv6ip isatap

-/BbIK/OYEHO

BkatoyaeT noanepKKy TYHHeNMpoBaHUA NpoToKona IPve yepes
IPv4 npn nomouwm ISATAP.

Ana opHoro M TOoro e WHTepdeiica (Hanpumep
V Ethernet/VLAN) nogaepxka IPv6-agpecaunmn u
TYHHE/IMPOBAHUA MOTFyT COCYLLECTBOBAaTb BMeECTe.
Bbi6op wucnonb3oBaHua  IPv6-agpecauum  uam
TYHHeNAUpoBaHuUA 6yaeT ocywecTBNeH Ha OCHOBAaHUU
nHdpopmaumm 06 IP-agpece HasHaueHUA.

no tunnel mode ipv6ip
isatap

BbIkntoyaeT noanepKKy TYHHeANPOBaHMA NpoToKona IPv6.

tunnel isatap router

router_name
-/AOMGHHbIM MMEeHEM

ABNAETCA CTPOKa ‘isatap’

3a42éT AomeHHoe mma ana TyHHenAa IPv6. Monb3osatenun ¢
agpecaumelt IPv4d 6ygyT MMeTb BO3MOXHOCTb A0CTyna K
YCTPOMCTBY (YCTPOMCTBO TYHHENMPOBAHUA) NPU BbINOJHEHUMU
CTaHgapTHOM npoueaypbl DNS.

no tunnel isatap router

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

tunnel source
{auto |

ip-address ipv4_address } -/IP-agpec He Ha3HaueH

KomaHzaa HasHa4yaeT NoKanbHbIi IP-agpec TyHHeNo, KoTopblit
6yAeT MCNo/ib30BaTbCA, B KayecTBe aApeca MCTOYHMKA, Npu
OTnpaBKe NakeTos.

- auto — IP-agpec 6yaeT aBTOMaTUYECKM Ha3HaYeH CUCTEMOM.

no tunnel source

Ypansaet nokanbHbli IP-agpec TyHHens.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.67 — KomaHabl pexkuma EXEC

KomaHoa

Aeiicmeue

show ipv6 tunnel

Moka3biBaeT UHOOPMALLMIO O HACTPOMKaxX TYHHeNA.

[Mpumepbl 8bINOAHEHUA KOMAHO

BKAOUNTb MHTEPdENC TYHHENNPOBAHUA, Ha3HAUYMUTb AOMEHHOe MMA TyHHena — ABCD, ycTaHOBUTb

NIOKanbHbIN ip-agpec — 192.168.16.88.

console#configure

console (config) #interface tunnel 1
console (config-tunnel) #tunnel mode
console (
(

ipvéip isatap

config-tunnel) #tunnel isatap router ABCD

console (config-tunnel) #tunnel source ip-address 192.168.16.88
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5.14.3 Hacmpolika ¢pyHkyuu IPv6 RA guard

®yHKums IPv6 RA guard npeaoctaBaser 3alMTy OT aTak, OCHOBAHHbIX Ha Paccblike NoaaesbHbIX
naketos Router Advertisement, paspeLuas oTCbl/IKy COOOLEHUI TONbKO C A0BEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a0716H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.68 — KomaHabl pexkmMma rnobanbHOro KoOHGUrypupoBaHus

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

ipv6 nd raguard

-/BbIK/IIOYEHO

no ipv6 nd raguard

Paspelwaetr KommyTaTopy KOHTpOAMpoBaHWe ¢yHKuun IPv6
RA guard.

BobikntoueHue dyHKuum IPv6 RA guard.

ipv6 nd raguard vlan
vlan_id

vlan_id: (1..4094)

Pa3spewaeT KoHTposvpoBaHue ¢yHKUuMM IPv6 RA guard B
npegenax ykasaHHou VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUIYpPUpPoBaHUA MHTepdeica:

console (config-if)#

Tabanuya 5.69 — KomaHab!

pexunma KoHdurypmposaHus uHtepderica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaAHUIO
ipv6 nd raguard device-role Bblbop pexknma paboTbl nopTa.
{ host | router } _Jhost - host — 6n10KkuMpoBKa Bcex Bxogalmx RA-coobeHni;

- router — ¢unbTpauma RA-coobuweHUn B COOTBETCTBUM C
HaACTPOEHHbIMU NPaBUAAMM.

ipv6 nd raguard match
access-list ac/

acl: (1..32) cumsona

BkntoueHne ACL gns dunbTpaumm RA-coobuieHUin B pexume
router.
- acl —vma ACL.

ipv6 nd raguard match
prefix-list prefix_list

prefix_list: (1..32) cumBona

BkntoueHune prefix-list ana oéunbtpaummn RA-coobuweHunin B
pexkume router.
- prefix_list — uma prefix-list.

ipv6 nd raguard trusted-
port

-/BCE NOPTbI ABAAOTCA
untrusted

[lobaBnseT NopT B CNUCOK JOBEPEHHDIX.

5.14.4 Hacmpolika ¢pyHkyuu DHCPv6 guard

DHCPv6 guard — ¢yHKUMA, no3BoAsOWaA NpeaoTsBpallaTb MNosaBaeHUe CTopoHHUX DHCPv6-
CEepBEPOB B CETU, Pa3peLlan UX UCMOJIb30BaHUE TObKO Ha AOBEPEHHbIX MHTepdelicax.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnnuya 5.70 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 dhcp guard

-/BbIKNOYEHO

no ipv6 dhcp guard

PaspewaeT KommyTaTopy bYHKLMM

DHCPv6 guard.

KOHTPOUpOBaHUe

BbikntoueHne pyHkumm DHCPV6 guard.

ipv6 dhcp guard vlan vian_id

vlan_id: (1..4094)

Paspewaet KoHTponuposaHue ¢yHKuun DHCPv6 guard B
npegenax ykasaHHon VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUA nHTepdelica:

console (config-if) #

Tabnunua 5.71 — KomaHapl pexknuma KoHPUrypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoA4YaHuro
ipv6 dhcp guard device- Bbibop pexkrma paboTbl nopTa:
role { client | server } - client — coobuweHna Tuna «advertise» wun  «relpy»
-/client oTbpacbiBatoTcs;

- server — coobuweHus Tuna «advertise» u «reply» ¢punbtpyrotcs
Mo YCTaHOBNEHHbIM NpaBMaam.

ipv6 dhcp guard match
server accsess-list ac/

acl: (1..32) cumsona

BkntoueHune ACL gns punbtpaunm DHCPV6-coobLLeHMIA.
- acl —vimsa ACL.

ipv6 dhcp guard match
reply prefix-list prefix-list

prefix-list: (1..32) cumBona

BkntoueHue prefix-list gaa punbrpaumm DHCPv6-coobLLEeHNIA.
- prefix-list — uma prefix-list.

ipv6 dhcp guard trusted-
port

-/BCE NOPTbI ABAAOTCA

[lobaenser nopT B CMUCOK Ao0BepeHHbIX. [ns [0BEPeHHbIX
NOPTOB paspeLLeHbl BCE TUMbl COOBLLEHWNA.

no ipv6 dhcp guard
trusted-port

untrusted

Ypansaet nopT U3 CNUCKa JOBEPEHHbIX.

5.15 HacTtpoiika npoTokonoB

5.15.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOWM 3agauyeli npotokona DNS ansetca onpeaeneHve IP-agpeca y3na cetn (xocta) no
3anpocy, coaeprKallemy ero omeHHoe umsa. basa AaHHbIX COOTBETCTBUIN JOMEHHbIX UMEH Y3/10B CETU
n cooTeeTcTBytoWwMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106a1bHOro KOHOUIypUpoBaHUsa:

console (confiqg) #

Tabnunua 5.72 - KomaHabl pexkuma rnobasbHOro KOHGUrypupoBaHus

KomaHoa

Aelicmeue

ip domain lookup

Pa3spewaet ucnonb3osaHune npotokonaa DNS.

no ip domain lookup

3anpeLaeT ucnonb3oBaHMe Npotokona DNS.

ip name-server
{serverl_ipv4_address|
serverl_ipv6_address}
[server-address?2 ...

ONnAa BOCbMU CepBepPOB.

Onpegaenset IPv4/IPv6-agpeca ans aoctynHbix DNS-cepsepos. MoxHo onpeaenuTs IP-agpeca
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..server-address8]

no ip name-server
[server-address1 ... Ypansert IP-agpec DNS-cepBepa 13 cnnucka AOCTYMHbIX.
.... server-address8]

Onpegenser 4OMEHHOe MMA MO YMOYaHUI0, KOTopoe ByAeT MCNoAb30BaTbCA NPOrPamMMON,
ONA OOMNONHEHUA HeMnpaBW/IbHbIX AOMEHHbIX MMEH (JOMEHHbIX UmeH 6e3 Touku). Ona
LOMEHHbIX UMeH 6e3 TOUYKM B KOHeL, UMeHn byaeT A06aBAATLCA TOUKA U YKAa3aHHOe B KOMaHae
AOMeHHOe nMAa. ma pnonxkHo cogepxatb 1 ao 158 cumsonos.

ip domain name name

no ip domain name Ypanaet 4OMEHHOe UMA N0 YMOYaHUIO.

OnpefensieT cTaTMYecKMe COOTBETCTBUA WMMeH y3noB cetn IP-agpecam, pobasnser
yCTaHOBJ/IEHHOE COOTBETCTBME B KaLW. PyHKUMUA nokanbHoro DNS. Mma AonKHO copeprkaTb OT
1 po 158 cumBonoB. MOXKHO onpeaenntb A0 YeTbipex IP-agpecos.

ip host name address1
[address2 ... address4]

Ypanaet ctaTUdecKkne COOTBETCTBUA UMEH Y3108 ceTu IP-aapecam. Uma gonxkHO cogepKaTb OT

no ip host name
P 1 po 158 cumsonos.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOWM CTPOKM B pexxkunme EXEC:

console#

Tabanuya 5.73 - KomaHgb! pexkmuma EXEC

KomaHoa Aelicmeue

YpanseT 3anucb COOTBETCTBUA UMEHM y3na ceTu IP-agpecy Kawa nmbo sce 3anuck (*). Uma

| host *
clear host {name/*} LO0MKHO cogepxaTb oT 1 ao 158 cumsonos.

OTobpakaeT [OMEHHOE MMs MO YMOJ4YaHWio, cnucok DNS-cepBepoB, cTaTUYecKue W
K3LWMpPOBaHHble COOTBETCTBMA MMEH Y3/108 ceTh 1 IP-aapecos.

Mpy NCcNoNb30BaHMM B KOMaHAE MMEHM y3/1a CETU, OTOOpaXKaeTcs COOTBETCTBYOWMMN emy IP-
agpec. ima gonxHo copgepxatb oT 1 o 158 cumsonos.

show hosts [name]

[pumepbl UCM016308AHUS KOMAHO

Mcnonb3oBatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yCTaHOBUTb AOMEHHOE
MUMA N0 YMONIYAHUIO - mes:

console#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain name mes

YCTaHOBUTbL CTaTUYeCKoe COOTBETCTBME: y3en ceTM ¢ umeHem eltex.mes umeet IP-agpec
192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoiika npomokona ARP
ARP (Address Resolution Protocol — npoTokon paspelueHus aipecoB) — NPOTOKON KaHa/IbHOro
YPOBHA, BbliNoAHALWMIA yHKUMIO onpegeneHna MAC-agpeca, Ha OCHOBAaHWM COAEep’Kalleroca B

3anpoce IP-agpeca.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rn1o6anbHOro KoHGUrypnposaHusa:

console (config) #

98 Ethernet-kommymamopsi cepuu MES3000



HELTEX

Tabnnua 5.74 - KomaHgb! pexxuma rnobasbHOro KOHGUrypupoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

arp
ip_address mac_ address
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vian_id]

ip_addr: (A.B.C.D);

mac_address: (H.H.H
H:H:H:H:H:H
H-H-H-H-H-H);

no arp
ip_address
[gigabitethernet gi_port [
tengigabitethernet te_port
| port-channel group |

vlan vlan_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

[obaenaeT cratuyeckylo 3anucb cootsetcteua IP u MAC-
agpecoB B Tabnauuy ARP pgns yKasaHHOTO B KOMaHAe
MHTepoeica.

- ip_address —IP-aapec;

- mac_address — MAC-agpec.

Ypaanaet ctaTuyeckytro 3anuck cootsetcTema IP 1 MAC-agpecos
13 Tabnmubl ARP ans yKa3aHHOro B KOMaHAe uHTepdelica.

arp timeout sec

sec: (1-40000000)/

no arp timeout

60000 cek

HacTpansaeT Bpemsa KM3HM AUHAMUYECKUX 3anucen B Tabanue
ARP (cek).

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 5.75 - KomaHgb! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

clear arp-cache

Ypanaer Bce AMHamuyeckue 3anucu u3 ARP  Tabauubl.
(KomaHpa pocTynHa TO/MbKO AnA  MPUBUAErMPOBAHHOMO
nosb3osaTens).

show arp

[ip-address ip_address |
mac-address mac_addres |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

ip_address: (A.B.C.D);
dopmaT mac_address:
(H.H.H unan H:H:H:H:H:H
unu H-H-H-H-H-H);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Moka3sbiBaeT 3anncu ARP-Tabaunubl: Bce 3anucu, dunbtp no IP-
agpecy; dounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-aapec;

- gi_port —Homep uHTepodelica Ethernet gl-g4;

- te_port — Homep nHTepdeiica Ethernet XG1-XG4;

- group — rpynna KaHanos.

show arp configuration

MNoka3sbiBaeT rnobanbHyto KOHdUrypaumto ARP "

KoHurypaumio ARP ans nHtepdeiicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIK/OYEHO

OTKNIOYaeT pexum npokcupoBaHua ARP-3anpocoB And
KOoMMyTaTopa.
Bkntoyaetr pexum npokcuposaHuAa  ARP-3anpocos  gnA
KomMyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabnnua 5.76 - Komangb! pexkuma interface configuration

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BbIK/IIOYEHO

BKAOYaET  peMM  NPOKCUPOBaHWA
HacTpanBaemom MHTepoeice.

ARP-3anpocoB  Ha

OTK/NO4aeT  PEeKMM  MPOKCMPOBaHMSA
HacTpanBaemom MHTepdeice.

ARP-3anpocos Ha

arp timeout sec

sec: (1-40000000) cekyHa,

HactpauvBaeT Bpemsa }KU3HW AMHAMUYECKUX 3anucel B Tabauue
ARP (cek) ana HacTpamBaemoro nHTepdeica.
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YcTaHaBAuBaeT 3HavyeHue Mo ymon4yaHuto (YCTaHaBﬂMBaeTCﬂ

no arp timeout
P rnob6ansHo).

[pumepbl UCI016308AHUA KOMAHO

= [Jlo6aBuTb cTaTUyecKyto 3anucb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBUTb BPEMS ¥KU3HM AMHAMUYECKMX 3anucei B ARP-Tabauue — 12000
CeKkyHAa;

consolef#configure

console (config) #arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet
1/0/2

console (config) #exit

console#arp timeout 12000

= [lokasaTtb coaepkumoe ARP Tabnuupbi:

console#show arp

vlian 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumu. MpoToKon no3soaser
pacnpocTpaHuTb no cetn maeHtuoumkatopol VLAN. OcHoBHOM ¢yHKuMelt npoTokona GVRP ssnsetca
obHapyXeHne uHbopmauum 06 oTcyTcTBylOWMX B 6ase AaHHbIX KommyTtatopa VLAN-ceTax npwu
nosnyyeHmm coobuweHuit GVRP. MonyunB uHpopmaumio o6 oTcytcTeytowmx VLAN, KommyTaTop
nobasnseT ee B cBO 6a3y AaHHbIX.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma ri1ob6anbHoro KoOHPUrypmpoBaHmsa:

console (config) #

Tabnunua 5.77 — KomaHabl pexkmuma rnobanbHOro KoHGUrypupoBaHus

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

gvrp enable BkntoyaeT ncnonbsosaHme npoTokosia GVRP kKommyTtatopom.

-/BbIK/IOYEHO

no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP kommyTtaTopom.

KomaHObI pexuma KoHguaypuposaHua uHmepgelica (duana3zoHa uHmepgelicos)
Ethernet, uHmepaelica epynnbl MOpMos

Bug 3anpoca KomMaHAHOW CTPOKU B pexumme KoHurypmpoBaHua uHTepdeirica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| tengigabitethernet
te port|port-channel group}

console (config-if) #

100 Ethernet-kommymamopsi cepuu MES3000



HELTEX

Tabnuua 5.78 — KomaHapl

pexuma KoHpurypumposaHua nHtepdeica Ethernet, rpynnbl untepdeiicos

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOMYAHUKO
gvrp enable Bkntovaer MCNO/Ib30BaHNe NpPoTOKONa GVRP Ha
HacTpanBaemom MHTepoeiice.
-/BbIKNIOYEHO
no gvrp enable Bbikntoyaet MCNONb30BaHUe nNpPoTOKOoNa GVRP Ha
HacTpanBaemoMm MHTepoeice.
garp timer timer_value: (10- YcTaHaBAMBaeT 3HayeHWa TakimeposB npoTtokona GARP

{join | leave | leaveall}
timer_value

2147483640) mc
3Ha4YeHmnA No YMONYAHMIO:

(onucaHue TaimepoB nNpueeaeHo B Tabauue 5.80).
- timer_value — 3HayeHWe Tamepa ([0/1KHO 6bITb KpaTHO 10).

no garp timer

join: 200 mc;
leave: 600 mc;
leaveall: 10000 mc

YCTaHOBUTb 3HaYEHMA MO YMONYAHUIO.

gvrp vlan-creation-forbid

no gvrp vlan-creation-
forbid

3anpewaeTr gMHamuyeckoe uameHeHue uam cosgaHue VLAN
019 HacTpamBaemMoro uHTepdelrica.

-/paspelweHo
/pasp Paspewaetr anHamuyeckoe uameHeHne mnau cosgaHue VLAN

OJ/19 HacTpaMBaemMoro uHTepdelica.

gvrp registration-forbid

no gvrp registration-forbid

BbinonHAeT cHATMe peructpaumum ana Bcex VLAN wun He
L,0MyCKaeT co3aaHna unm peructpaumm Hosbix VLAN Ha saHHOM
nHTepdelice.

Mo ymonuyaHuto cosgaHue
n pernctpaumna VLAN Ha

nHTepdeiice paspelleHa
pd) pasp YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bug 3anpoca KOMaHAHOW CTPOKU B pexkume KoHpurypmposaHmus VLAN:

consolef#configure
console (config) #interface vlan vlan id
console (config-if) #

Tabnunua 5.79 — KomaHabl pexkmma KoHpurypmposaHua VLAN

KomaHda

3HayeHue/3HayeHue

Aeiicmeue
1o ymon4aHuwo

gvrp advertisement-forbid

3anpelaet aHoHcupoBaHue VLAN no npotokony GVRP

no gvrp advertisement-forbid -

OTmeHsAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTtokony
GVRP

Tabnuua 5.80 — OnucaHue Tarimepos GARP

Talimep GARP 3HayeHue
Onpegendaet MHTepBan nepejaym 3anpocoB Ha npucoeguHeHue B rpynny VLAN
Join Timer (ananasoH 3HayeHui oT 10 go 2147483640 MUAIUCEKYHA, 3HAYEHME MO YMOHAHUIO
— 200 munnmcekyHa).
OnpeaenseT UHTepBana, KOTopbii UHTepdelic byaeT oXupatb nepes BbIXO4OM M3
rpynnbl VLAN (guana3oH 3HaveHnin oT 10 ao 2147483640 MUANUCEKYHA, 3HaYeHMe
Leave Timer no ymon4yaHuio — 600 MuanmcexkyHa).

3HaueHne Leave Talimepa A[O0MKHO 6biTb 6onblie WMAM paBHO Tpem
3HayeHuAm Join Taiimepa.

Y

LeaveAll Timer

OnpeaensieT MHTepPBas, KOTOpblA WUHTepdelc byaeT oxuaatb nepen oTnpaBKou
3anpoca LeaveAll Ha nonHoe oTkaoYeHue oT rpynnbl VLAN (guManasoH 3HauyeHui oT
10 0o 2147483640 MUNNUCEKYHA, 3HaYEHMeE MO yMmon4YaHMo — 10000 MUAIUCEKYHA).

3HaueHue LeaveAll Talimepa fomKHO 6biTb HaMHOro 6osblue 3HaueHus Leave

V Taiimepa.

Ethernet-kommymamopesi cepuu MES3000

101




HELTEX

(’ ) 3HaueHuAa GARP TaiimepoB [,0/13KHO 6bITb OAMHAKOBbLIM A/ BCEX B3aUMOAECTBYIOLUX
ycTpoiicts. Ecam 3HaueHuna TaiimepoB 6yAyT OTAIMUATLCA, TO KOMMYTAaTOp MOXKeT
HeKOoppeKTHO paboTaTb no npotokoay GVRP.

/ B3aumopgeiicTBMe HeTerMpoBaHHOrO NOPTa C TerMPpOBaHHbIM MOXKET 6biTb
aAMMHUCTPATUBHO onpeaesieHo NnyTem ycTaHOBKU 3HayeHua PVID Ha HeTermpoBaHHOM
nopry.

’ ' UHTepdodeiic, HacTpoeHHbIN B pexkume nopta goctyna (Access port), He moxkeT pabotatb no
. npoTtoKkony GVRP, NnOCKONbKY OH Bcerpa siBAAeTCA Y1eHOM ToNbKo ogHou rpynnbl VLAN.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.81 — KomaHabl pexkmuma privileged EXEC

KomaHoa 3HaueHue Aeiicmeue

isti OuuniaeT HaKOMNIEHHYIO CTaTUCTUKY NpoToKkosa GVRP.
clear gurp statistics gi_port: (1..8/0/1..24);
[gigabitethernet gi_port |
.. te_port: (1..8/0/1..4);
tengigabitethernet te_port | roup: (1..24)
port-channel group] group: {L..

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 5.82 — KomaHgb! perkmuma EXEC

KomaHoa 3HavyeHue Aelicmeue
show gvrp configuration MokasbiBaeT  KoHowurypaumio npotokona GVRP  gna
[gigabitethernet gi_port | yKasaHHoro uHtepdelica, "Mbo ana Bcex HTepdeiicos.

tengigabitethernet te_port |
port-channel group]

show gurp statistics [NoKa3sbiBaeT HaKONAEHHYO CTaTUCTUKY No npoTtokoay GVRP
'OW & - gi_port: (1..8/0/1..24); " Z
[gigabitethernet i port | /0 4 AN yKa3aHHoro uHtepodelica, mbo ana Bcex UHTepdelcos.
. . — t t: (1. .4);
tengigabitethernet te_port | e_port: (1.8/0/1.4)

:(1..24
port-channel group] group: ( )
show gvrp error-statistics MoKa3blBaeT CTaTUCTMKY No ownbKam npu paboTe NpoToKona
[gigabitethernet gi_port | GVRP pna yKkasaHHoro uHTepdeica, nnbo pans Bcex
tengigabitethernet te_port | nHTepdeiicos.

port-channel group]

5.15.4 MexaHu3m obHapymceHusa nemeno (loopback-detection)

[aHHbIA MexaHU3M MO03BONAET YCTPOMCTBY OTC/AEXMBATb 3aKO/NbLOBaHHbIEe NOPTbl. [eTaa Ha
nopty ob6Hapy)XMBaeTca NYTEM OTCbIIKM KOMMyTaTopom ¢pelma € agpecom HasHayeHus,
coBnagarowmm c ogHum n3 MAC-aapecoB yCTPOMCTBa.
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KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOro KOHPUrypupoBaHus:

console (config) #

Tabanua 5.83 - KomaHgb! pexxkuma rnobanbHOro KOHGUrypmpoBaHUsA

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIKOYEHO

BK/ItOYaeT mexaHU3M obHapyKeHUA NeTeNb A48 KOMMyTaTopa.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (1..60)/30 cerkyHz,

YcTaHaBAuBaeT MHTepBan mexay loopback-dpperimamu.
- seconds — HTepBan BpeMeHu mexay LBD dperimamu.

BoccTaHaBnvBaeT 3HaYeHue no YMON4YaHUIO

loopback-detection mode
{src-mac-addr |
base-mac-addr | multicast-
mac-addr}

-/src-mac-addr

YcTaHaBAMBaeT pexkMm obHapyKeHWA neTenb:

- src-mac-addr — onpegenset, yto MAC-agpec Ha3HayeHusa —
MAC-agpec nHtepdelica;

- base-mac-addr — onpegenset, uto MAC-agpec Ha3zHayeHusA —
MAC-agpec ycTpoicTBa;

- multicast-mac-addr — B KauyecTBe agpeca HasHayeHuA
MCcnosib3yeTcsa rpynnosoi agpec.

loopback-detection
vilan-based

no loopback-detection
vilan-based

- /BbIKNIOYEHO

BkntoyaeT pexkunm obHapyxeHua netam Bo VLAN. Mpu Hannunm
netav Bo VLAN paHHas VLAN 6yaet 3a610kMpoBaHa Ha nopry,
Ha KoTopom bblna obHapyKeHa neTns.

OTKtoYaeT pexnum obHapyxeHua netam 8o VLAN.

loopback-detection
vlan-based recovery-time
sec

no loopback-detection
vlan-based recovery-time

sec: (30..1000000) /
BbIK/IKOYEHO

3agaeT Bpema B ceKyHAax, B TeyeHne kotoporo VLAN Ha nopty
byaeT HaxoANUTbCA B 3a6/IOKMPOBAHHOM COCTOAHUM.

VLAN Ha nopTy, B KOTOpOM bblna 06HapyKeHa neTns, He byaet
pa3ba0KMpPOBaHA aBTOMATUYECKM.

KomaHOwbI

pexcuma KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica epynnbl MOPMO8

Bua 3anpoca KOMaHAHON CTPOKM B pexMme KOHPUTIypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

consolet#configure

console (config) #interface {gigabitethernet gi port|

te port|port-channel group}
console (config-if) #

Tabnuua 5.84 — KomaHapl

tengigabitethernet

pexuma KoHdurypumposaHua nntepdeica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIKNIOYEHO

BkatovaeT mexaHU3m O6Hapy)KeHMﬂ neTesib Ha NOpPTy

BoccTaHaBnmBaeT 3HaYeHue no YyMOAN4aHUto

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 5.85 — KomaHab! pexkmma EXEC

KomaHda 3HaueHue Aelicmeue

OTobparkaeT cocTosiHMe mexaHuama loopback-detection.
[gigabitethernet gi_port | - gi_port —Homep uHTepdeiica Ethernet gl-g24;
.. te_port: (1..8/0/1..4); .
tengigabitethernet te_port | - te_port — Homep nHTepdelica Ethernet XG1-XG4;
group: (1..24).
port-channel group] - group — rpynna KaHasos.

how loopback-detecti
show oopbackedetection gi_port: (1..8/0/1..24);

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHoW 3agayelt npoTokona STP (Spanning Tree Protocol) asnaetca npueeaeHue cetn Ethernet
C MHOECTBEHHbIMW CBA3AAIMM K [OPEBOBMAHOM TOMONOMMM, WCKNIOYAIOWEN LMKAbI  MNaKEeToB.
KommyTaTopbl 06MeHMBaKOTCA KOHOUTYPALMOHHBIMM COOBLLEHUAMM, UCNOJb3YS Kafpbl CNEeLManbHoro
dopmara, 1 BbIBOPOUYHO BK/IKOYAIOT M OTKNIOYAIOT Nepeaady Ha nopTsbl.

Rapid (bbicTpbiii) STP (RSTP) ABnsieTca ycoBeplueHCTBOBaHMEM NpoToKoa STP, xapaKTepusyetcs
MEHbLLUMM BPeMeHeM MpuBeAeHMs CeTU K APEeBOBMAHOMN TOMOAOMMW U MMeeT 6onee BbICOKYHO
YCTOMYMUBOCTb.

MpoTtokon Multiple STP (MSTP) naBnAetca Haubonee coBpemMeHHON peanusauueit STP,
noagepxusatwouwen mcrnonbzosaHne VLAN. MSTP npegnonaraet KOHGUrypupoBaHue Heobxoammoro
KO/IMYeCTBa 3K3eMNIAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBUCMMOCTK OT Ymcaa rpynn VLAN
Ha KommyTaTope. Kaxkaplh 3K3eMnaap MOXKeT coaepykaTb Heckonbko rpynn VLAN. HegoctaTkom
npotokona MSTP ABnaeTca TO, YTO HA BCEX KOMMYyTaTOpaX, B3aumogencteyowmx no MSTP, fonxHbl
6bITb 0ANHAKOBO CKOHPUTypupoBaHbl rpynnbl VLAN.

MexaHusm Multiprocess STP npegHasHayeH [A4Aa CO34aHUA  HE3aBUCMMbIX [epeBbeB
STP/RSTP/MSTP Ha nopTax ycTpoictsa. MI3meHeHMsa COCTOAHMA OTAENbHOro AepeBa He OKasblBaloT
B/IMAHUA Ha COCTOAHME APYrUX OEepPeBbeB, YTO MO3BOAET MOBLICUTb YCTOMYMBOCTb CETU U COKPATUTb
BpPeMA MepecTpoeHuA nepeBa B C/lyd4ae OTKA30B. [pyM KOHOUIYpMpOBaHUM CneayeT WUCKAKOUNUTb
BO3MOHOCTb BO3SHUKHOBEHMA KONEL, MeXAY NOPTaMU-4ieHaMK pasHbIX AepeBbes. [na obcnyRunsaHma
N30/IMPOBaHHbIX AEePEBLEB B CUCTEME CO34aETCA OTAE/bHbIM NPOLECC Ha KaxKaoe aepeso. C npoueccom
CONOCTaBAATCA NOPTbI YCTPOMUCTBA, NPUHAANEXKALLNE AepeBY.

5.15.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHma:
console (config) #

Tabanua 5.86 — KomaHap! pekruma rnobasnbHOro KOHGUrypupoBaHua

KomaHda 3HayeHue/3HayeHue Aelicmeue
no ymoa4yaHuro
spanning-tree PaspeluaeT ncnonb3oBaHne KOMMYTaTopom npotokona STP.
no spanning-tree i 3anpeLaet UCNOb30BaHME KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | rstp YcTaHaBAMBaET peXMm paboTbl npoTokona STP:
| mstp} - stp — IEEE 802.1D Spanning Tree Protocol;
-/RSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaeT 3HaYeHMe M0 YMONYAHUIO.
spanning-tree forward-time YcTaHaBAMBaeT WHTEPBa/s BPEMEHW, 3aTpayuMBaemblit Ha
seconds npocaywmnsaHue " n3y4yeHue COCTOAHWM nepeg,
seconds: (4..30)/15 cek | nepekntoyeHUem B COCTOAHWE Nepesayu.

no spanning-tree

. YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
forward-time
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spanning-tree hello-time

d
seconas seconds: (1..10)/2 cek

no spanning-tree hello-time

YcTaHaB/MBaeT WHTEPBanA BPEMeHW Mexay nepesayamu
LUMPOKOBELLATE/IbHbIX coobLueHni «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree
loopback-guard
no spanning-tree
loopback-guard

PaspelwaeT 3awmTy, BbiK/AlOYatoWwyo toboin nHTepdeic npm
npueme naketos BPDU.

3anpeLaeT 3aWwmTy, BbIK/IOYaKOLWYO UHTepdec npu npuéme
naketos BPDU.

spanning-tree max-age
seconds
no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaET BpemMA XU3HU ceAsytolero aepesa STP.

YcTaHaBAMBAET 3Ha4YeHUe no YMOI4aHUIO.

spanning-tree prioritypriority
priority:
(0..61440)/32768

no spanning-tree priority

Hactpausaet npuoputet caAsytoLero gepesa STP.

V 3HauyeHMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree pathcost
method {long | short}
-/short

no spanning-tree pathcost
method

YcTaHaBAMBaeT MeToA, onpeaeneHns LeHHOCTU NyTu.
- long — 3HayeHuMe ueHHOCTM B AManasoHe 1..200000000;
- short — 3HayeHue ueHHoCTM B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/BbIKNOYEHO

3anpeuwaet npuem BPDU c ¢pnarom TCN.

PaspewaeT npvem BPDU c ¢narom TCN.

spanning-tree bpdu {filtering |
flooding | bridging}

-/flooding

no spanning-tree bpdu

Onpeaensnet pexum ob6paboTkm naketos BPDU nHTepdeiicom,
Ha KOTOPOM BbIK/IlO4EH NpoTOKoA STP.
- filtering — Ha nHTepdelice ¢ BbIKAOYEHHbIM NpoTOKoNOM STP
BPDU nakeTbl dpUNbTpyLOTCA;
- flooding — Ha nHTepdelice ¢ BbIKNHOYEHHbIM NPOTOKOAOM STP
HeTermposaHHble BPDU nakeTbl nepeaatotca, TerMpoBaHHble —
bunbTpytoTca;
- bridging — Ha uHTepdelice ¢ BbIKAOYEHHBIM NPOTOKOOM STP
BPDU nakeTbl nepeaatotca.
l | [laHHasA KomaHaa obpabaTtbiBaeT TobKo STP bpdu n

e He ¢unbtpyetr PVST bpdu ¢ DST MAC

01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree process id
process_id: (1..31)/0

no spanning-tree process id

KomaHaa co3gaeT oOTAeNbHbli  npouecc W nepeBoauT
KOMaHZAHbIN MHTepdENnC B peMm ero KoHGUrypuposaHus.

YpansaeT ykasaHHbIM npouecc.

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xogumo

BbliMNOJ/IHEHUE yCQ10BUA:

e

2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, uHmepaelica 2pynnol

nopmoe

Bug 3anpoca KomMaHAHOW CTPOKU B pexumme KoHurypmpoBaHua uHTepdeirica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.87 — KomaHabl pexkmma KoHpUrypmuposaHua nHtepdelica Ethernet, rpynnbl noptos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

spanning-tree disable

no spanning-tree disable -/paspewierio

3anpelwaet paboty npoTokosna STP Ha KoHdUrypupyemom
MHTepoeice.

PaspewaeT paboTty npotokona STP Ha KoHdUrypupyemom
MHTepodeiice.

spanning-tree cost cost cost: (1..200000000)/ cm.

Tabnvuy 5.88

YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbI UHTepdelic.
- COSt — LLleHHOCTb NyTW.
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no spanning-tree cost

YcTaHaBAMBaeT 3HayeHue, onpedesnsdemoe Ha OCHOBaHWU
CKOpPOCTM MNOPTa M MEeToAa OnpefeNneHus LEeHHOCTU nyTH,
Tabnavua 5.88.

spanning-tree port-priority
priority

no spanning-tree port-
priority

priority: (0..240)/128

YcTaHaBAMBaEeT NpUOPUTET MHTepdeiica B CBA3YIOLLEM Aepese
STP.

Vk 3HaueHuMe NpuopuTeTa A0MNKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

BK/OYAET peXMM, B KOTOPOM MOPT NpY MOAHATAM Ha HEM
JIMHKa Cpa3y CTaHOBUTCA B COCTOAHUE Nepeaaqn, He A0KMAAACh
ncTeyeHunn Taimepa.

- auto — go6aBnseT 3a4ePKKY 3 CEKYHAbI Nepes Nnepexosom B
COCTOSIHWE Nepesauu.

BbikntoyaeT pPeXnMm MOMEHTA/IbHOTO nepexoaa B COCTOAHUE
nepegayn Nno NOAHATUIO K/IMHKa».

spanning-tree guard root

no spanning-tree guard
root

-/33 LWWNTa BblK/IKOYEHA

BK/ItOUaeT 3aWwmTy «KOPHA» ANA BCEX CBA3YIOWMX AepeBbeB STP
BblbpaHHOro nopTta. [JaHHas 3awwmTa 3anpeLlaet nHTepdeicy
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpduguard

no spanning-tree
bpduguard

-/33 LWWNTa BblK/IKOYEHA

PaspelsaeT 3awuTy, BbIK/IOYaKOLWYO MHTepdeNc Npu nNpuéme
naketos BPDU.

3anpewaeT 3aWwuTy, BbIK/AOYalOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/onsa gynnexkcHoro nopra
«TOYKa-TOYKa», Ana
nonyAynaeKcHoro —

«pPa3BeTB/IEHHbIN»

YcTtaHaBnauBaeT npoTtokon RSTP B nepepatouiee cocToAHue u
onpeaenaeT TMN cBA3M AN8 BbIBpaHHOro nopra:

- point-to-point — TouKa-ToOuKa;

- shared — pa3BeTB/NIEHHbIN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexxum 06paboTkmn naketos BPDU nHTepdeiicom,
Ha KOTOPOM BblIK/IlOYeH NpoTokon STP.
- filtering — Ha uHTepodelice ¢ BbIKAOYEHHbIM NPOTOKOAOM STP
BPDU nakeTbl GunbTpytOTCA;
- flooding — Ha nHTepdelice c BbIKAOYEHHbIM NPOTOKONOM STP
HeTernpoBaHHble BPDU-nakeTbl NnepeaatoTcs, TerMpoBaHHble —
dunbTpyroTCA.

JaHHaa KomaHpga obpabaTtbiBaeT Tonbko STP bpdu m

He ¢punbTpyeT PVST bpdu ¢ DST MAC 01:00:0c:cc:cc:cd
badRl

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpuenAsbiBaET NOPT K YKa3aHHOMY npoueccy. Mo ymonyaHuio,
BCE MOPTbI YNPABAAIOTCA HYNEBbIM MPOLECCOM.
- id — Homep npouecca.

BoccTtaHasnuBaet NPUBA3KY NOPTA NO YMO/THAHUNIO

_|

abaunua 5.88 — LleHHOCTb NyTK, yCTaHOBAEHHAA NO YMOYaHuIo (spanning-tree cost)

Memod onpedeneHus

Unmepdpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20000 4

KomaHObI pexcuma KoHgu2ypuposaHus npoyecca

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KOHPUrypupoBaHua npouecca:

console (config-mstp-process) #

106

Ethernet-kommymamopsi cepuu MES3000




HELTEX

Tabnuua 5.89 — KomaHapl

pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no

YyMOMYAHUO

Aelicmeue

spanning-tree forward-
time seconds

seconds: (4..30)/15 cekyHa

no spanning-tree forward-

YcTaHaBAMBaeT ANa KOHGUrypupyemoro npouecca MHTepsan
BpeMeHu (seconds), 3aTpauMBaemblii Ha MPOC/AYLWIMBAHUE W
M3yyeHMe COCTOSHUIA nepes NepeKkItoyeHnem B COCTOSHME
KOMMYyTaL M.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

seconds: (1..10)/2 cekyHg,

no spanning-tree hello-

time
spanning-tree hello-time YcTaHaBAMBaeT WHTepBan BpemeHn (seconds) mexay
seconds nepefadamv WMPOKoBeLWaTeNbHbIXx coobweHuin «Hello» K

B3aUMOAENCTBYOLLMM KOMMYTaToOpam.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

no spanning-tree max-age

time
spanning-tree max-age YcTaHaBAMBaET Bpema XWU3HWU (seconds) ceasylolwero aepesa
seconds seconds: (6..40)/20 cekyHg | STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority: (0..61440)/32768

no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HauyeHue npuopuTeTa
BblbpaHHOM 3K3emnaape MST.
- instance_id — ak3emnnsap MST;
- priority — npuopuTeT KOMMyTaTOpPA.
V 3HaueHue NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

KommyTaTopa B

YcTaHaBAUBaeT 3HaYeHne npuopuTeTa No YMOAYaHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 5.90 — KomaHabl pexkmuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

show spanning-tree [process
process_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..24).

process_id: (1..31)/0

Moka3sbiBaeT KoHdUrypauuto npotokona STP gna BblbpaHHOrO
npouecca.
- process_id — Homep npouecca.

show spanning-tree [detail] MNokasbiBaeT noApobHy0 WHPOPMAUMIO O  HACTPOMKax
[active | blockedports] process_id: (1..31)/0 npotokona STP, wuHPopmaumito 06  aKTUBHbLIX MU
[process process_id] 3a6/10KMPOBAHHbIX NOPTAX.
- process_id — Homep npouecca.

clear spanning-tree MepesanyckaeT Mpouecc MUrpauuMuM NpPOTOKONa. 3aHOBO
detected-protocols gi_port: (1..8/0/1..24); NpoucxXoanT nepecyéT gepesa STP.
[gigabitethernet gi_port | te_port: (1..8/0/1..4);
tengigabitethernet te_port | group: (1..24).
port-channel group]

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.91 — KomaHap! pexkuma EXEC
KomaHoa 3HavyeHue Aelicmeue

sh_ow :::pannlng-tre.e bpdu gi_port: (1..8/0/1..24); |-|OKa3bIB?ET peum  obpaboTtkm naketoB BPDU  Ha
[gigabitethernet gi_port | MHTepdericax.

.. te_port: (1..8/0/1..4);
tengigabitethernet te_port |

group: (1..24).
port-channel group]
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5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabanuya 5.92 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

3HayeHue/3Ha4yeHue no

no spanning-tree pathcost
method

KomaHoa Aeticmsue
YMOAYAHUIO
spanning-tree PaspelwaeT MCNonb30BaHNE KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree i 3anpeLaeT UCNoJIb30BaHME KOMMYTAaTOPOM NPOTOKOa STP.
spanning-tree mode YcTaHaBAMBaET pexum paboTbl npoTokona STP.
{stp | rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
spanning-tree pathcost YcTaHaBANBaAET METOZ ONpeaeeHUs LEHHOCTU NyTU.
method {long | short} - long — 3HayeHMe LeHHoCTM B granasoHe 1..200000000;
-/short - short — 3HauyeHWe ueHHocTM B ananasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority: (0..61440)/32768

no spanning-tree mst
instance_id priority

YcTaHaBAnBaeT NpMopuTeT ANA AaHHONO KOMMyTaTopa nepej,
0OCTa/NlbHbIMM, UCMONb3YIOWNMM 06W KM 3K3emnaap MSTP.
- instance_id — 3k3emnnsap MST;
- priority — npuopuTeT KOMMyTaTOpa.
V 3HauyeHue NpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAUBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree mst max-
hops hop_count

hop_count: (1..40)/20

no spanning-tree mst max-
hops

YCTaHaBAMBaeT MaKCUManbHOE  KOJIMYECTBO  TPAH3UTHbIX
y4acTKoB Ana nakeTa BPDU, Heo6xoammbix Ana GopmupoBaHus
JepeBa W yaep:KaHuAa MHbopmauMn O ero cTpoeHwuu. Ecau
NnaKkeT y)e MnpoLllen MaKCMManbHOe KO/IMYECTBO TPAH3UTHbIX
Y4aCTKOB, TO Ha CeAyloLLem y4acTke OH oTbpacbiBaeTcs.

- hop_count — MaKcMMasbHOE KOAMYECTBO TPAH3UTHbIX
Yy4acTKoB A4 naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst
configuration

Bxoz, B peXMm KoHOUrypmMpoBaHua NnpoTokoaa MSTP.

KomaHObI pexcuma KoHgu2ypuposaHUsa npomokosaa MSTP

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypmuposaHma npotokona MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #

Tabnuua 5.93 — KomaHapl

pexuma KoHurypmposaHua npotokona MSTP

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

instance instance_id
vlan vlan_range

instance_id:(1..4094);
vlan_range: (1..4094)

no instance instance_id
vlan vian_range

Co3paeT COOTBETCTBUE MEXAY dK3emMnaAapom npotokona MSTP
v rpynnamu VLAN.

- instance-id — vaeHTUdMKaTOp 3K3emnaspa npotokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MEXAY IK3eMnaapom npotokona MSTP
v rpynnamm VLAN.

name string

string: (1..32) cumBona

no hame

3agaeT ums KoHourypaumm MST.
- string — ums KoHourypaumm MST.

Ypanaer uma KoHpurypaumm MST.

revision value

value: (0..65535)/0

no revision

3afaeT Homep peBnsnn KoHdurypauum MST.
- value — Homep peBusnmn KoHduUrypauum MST.

YcTaHaBAMBaET 3HayeHue No ymondaHutio (value).
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show {current | pending}

MoKa3sblBaeT TeKkylyto (current) anbo oxkmaatowyto (pending)
KoHdurypauuto MST.

exit ) Bbixos, M3 pexuma KoHourypauum npotokona MSTP ¢
COXpaHeHnem KoHpUrypaumm.
abort Bbixoa, M3 pexuma KoHourypauum npotokona MSTP 6e3

COXpaHeHUs KoHOUrypauuu.

KomaHObI_pexcuma KoHgpuaypuposaHus uHmepgelica Ethernet, uHmepdgelica epynnmel

nopmoe

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdUrypupoBaHus wuHTepdeiica Ethernet,
MHTepdeiica rpynnbl NOPTOB:

console (config-if)#

Tabnuua 5.94 — KomaHap! pexkuma KoHduUrypuposaHua nHTepdeliica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

-/33 LWWNTa BblK/IlOYEHA

no spanning-tree guard root

BK/ItOUaeT 3aWwmTy «KOPHA» ANA BCEX CBA3YIOWMX AepeBbeB STP
BblbpaHHOro nopta. [JaHHas 3awwuTa 3anpeLlaet nHTepdeicy
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

spanning-tree mst
instance_id
port-priority priority

instance_id: (1..4094);

priority:( 0..240)/128

no spanning-tree mst
instance_id port-priority

YcTaHaBAMBaAeT npuoputet nHTepdelica B aksemnasape MSTP.
- instance-id — vaeHTUduKaTOp s3K3emnaspa npotokona MSTP;
- priority — npyopuTeTa KOMMyTaTOpA.

V 3HaueHuMe NpuopuTeTa A0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree mst
instance_id cost cost

instance_id: (1..4094);

no spanning-tree mst
instance_id cost

cost: (1..200000000)

YcTaHaBAMBAET LEHHOCTb NyTU Yepes BblbpaHHbIN MHTepdeNc,
ONA onpefeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApPa NpoToKkona MSTP.
- COSt — LLeHHOCTb NyTW.

YcTaHaBAMBaeT 3HayeHue, onpedenseMoe Ha OCHOBAaHUU
CKOPOCTM MopTa M MeToha OonpeneneHua LEeHHOCTU NyTu,
Tabnmua 5.88.

spanning-tree port-priority
priority

priority: (0..240)/128

no spanning-tree port-
priority

YcTaHaBn“BaeT npuopuTeT  UHTepdeiica B

ceAsyowem aepese MSTP.

KOpHeBOM

V 3HaueHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

KomaHOwb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnuua 5.95 — KomaHapl

pexxkuma EXEC

KomaHoa

3HaveHue

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]
[instance instance_id ]
[process process_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
instance_id: (1..64);
process_id: (0..31)/0

MoKa3sbiBaeT KOHGUrypaumio npoTokosa STP.
- instance_id — vaeHTuduKaTop ak3emnaspa npotokona MSTP.
- process_id — Homep npovecca.

show spanning-tree
[detail] [active |
blockedports]
[instance instance_id ]
[process process_id]

instance_id: (1..4094) ;
process_id: (0..31)/0

MokasbiBaeT NoApobHyl WMHPOPMAUMIO O  HACTPOWKe
npotokona STP, uHPopmaumto 06  aKTUBHbLIX  WAK
3a6/10KMPOBAHHbIX NOPTaX.

- detail — npocmoTp noapobHoi MHGopmaLuum;

- active — npocmoTp nHdopmaLmm 06 aKTUBHbIX NOPTaXx;
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- blockedports — npocmoTp MHPOpMauum 0 3a610KMPOBAHHbIX
noprax;

- instance_id —vaeHTUdUKaTOp 3K3emnaspa npotokona MSTP.
- process_id — Homep npovecca.

show spanning-tree mst-
configuration

MokasbiBaeT nHbopmaumto o
aKk3emnaapax MSTP

CKOHOUIYPUPOBaHHbIX

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

MepesanyckaeT MpoLecc MUrpaLmu 3aHoBO

nponCxXoauT NpocyéT aepesa STP.

NPOTOKOANa.

tengigabitethernet te_port group: (1..24).

| port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkaountb noaaeprkky npotokona STP, ycTaHOBWTL 3HayeHWe MpuopuTeTa CBA3YIOLWEro
nepesa RSTP — 12288, uHtepsan forward-time — 20 ceKyHA, MHTEPBaAN BPEMEHU MEXKAY
nepefayamu LIMPOKOBeLLaTeNbHbIX coobueHnin «Hello» - 5 cekyHa, BpemMs KU3HU
csAsytouero gepesa — 38 cekyHA,. NokasaTtb KoHbUrypaumio npotokona STP:

console (config
console (config
console (config

( ) # spanning-tree
( ) #
( ) #
console (config) #
( ) #
( ) #
( ) #

spanning-tree mode rstp
spanning-tree priority 12288
spanning-tree forward-time 20
spanning-tree hello-time 5
spanning-tree max-age 38

exit

console (config
console (config
console (config

console#show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled

Root ID Priority 12288
Address a8:f9:4b:£1:1d:00

This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
Number of topology changes 3 last change occurred 00:00:10 ago
from gil/0/11
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/o/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

B MSTP uHpopmauua o nocnegHeit cmeHe TONOAOrMU BbIBOAUTCA TOJIbKO C NOMOLLbIO
KomaHgbl show spanning-tree detail.

v
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5.15.6 Hacmpolika ¢pyHkyuu flex-link

Flex-link — dyHKUMA pe3epBnpoBaHUA, NpeaHa3HAaYeHHanA AnA obecneyeHna HageKHOCTU KaHana
nepefaum gaHHbix. B ceaske flex-link moryt Haxogutbca ethernet u port-channel nutepdeiicol. OanH
N3 3TUX MHTepdencoB HaxoaMTCA B 3abDNOKMPOBAHHOM COCTOAHMM M HAYMHAET MPONyCcKaTb TpaduK
TOJIbKO B C/ly4ae aBapum Ha BTOpom MHTepdelice.

KomaHObI_pexcuma KoHguaypuposaHus uHmepgelica Ethernet, uHmepdgelica epynnel
moe

no

Bua 3anpoca KOMaHAHOM CTPOKM B peXuMe KOHOUrypupoBaHua wHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.96 — KomaHab! pexkuma KoHdurypmnposaHus uHtepdelica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);

no flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

port_channel (1..12)/-

Bkntoyaet flex-link Ha nHTepdeiice n HazHayaeT BbIbBpaHHOMY
nHTepdeiicy ponb backup-uHtepdeiica B flex-link nape.

Boikntouaet flex-link Ha uHTepdelice n yaanaer BbIbpaHHbIN
nHtepoeic ns flex-link napeol.

flex-link preemption mode
[forced | bandwidth| off]

-/off

no flex-link preemption
mode

3apaeT pelicteue Npu NOAHATUM MHTepdeica, yyacTBytoLLero
Bo flex-link:

- forced — ecnn nogHABWKMICA WHTepdenc HaAcTPOeH Kak
master, To OH CTaHeT aKTUBHbIM UHTepdelicom;

- bandwidth — npu nogHATUM MHTepdeica aKTUBHLIM CTaHeT
MHTepdeic c 6obLIeir NPONYCKHOW CNOCOBHOCTbLIO;

- off — nogHaBwwuiica  WHTepdelic  oOCTaHeTcA B
3a6/10KNPOBAHHOM COCTOSIHUM.

Bo3Bpau.|,aeT 3Ha4YeHune No ymonyaHuio.

flex-link preemption delay
delay

delay: (1..300)/35

no flex-link preemption
delay

3agaeT Bpema OT nepexosa OTK/YEeHHOro NopTa B COCTOAHME
«up», NO MpPOLECTBUU KOTOPOro BbIMNOAHAETCA AeWCTBUE,
ycTaHoBneHHoe KomaHaol flex-link preemption mode.

- delay — nepvof, BpemeHu, B CEKYHAAX.

Bo3Bpau.|,aeT 3Ha4YeHune No ymonyaHuio.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnuua 5.97 — KomaHapl

pexkuma EXEC

KomaHoa

3HaveHue

Aelicmeue

show interfaces flex-link
[detailed] {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port-channel }

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..12)

MokasbiBaeT KoHoUrypaumo dyHKuum flex-link.
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5.15.7 lpomokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH gns noBblWeHUs
YCTOMYMBOCTM U HAAEKHOCTU CETU Mepedayu AaHHbIX, UMelower KO/bLeBYyl TOMOJ/IOrUIo, 3a cYeT
CHUXXEHUA BPEMEHM BOCCTAHOB/IEHMA CETU B Cy4ae aBapun. Bpema BoCcCTaHOBNEHMA He npeBblwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHU NepecTPOoMKM CeTU MPU UCNOb30BaHMU MPOTOKO0B

cemeicTBa spanning tree.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnuua 5.98 — KomaHabl pexnma rnobanbHoro KoHGUrypmpoBaHus

KomaHoa 3HayeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
eaps Paspewaet paboty npotokona EAPS.
no eaps i 3anpewaet paboty npoTtokona EAPS.

eaps fail-timer seconds

seconds: (1..10)/3 cekyHAab!

no eaps fail-timer

3ajaeT BpeMsa OTCYTCTBMA TECTOBbLIX MAKETOB, MO UCTEYEHWUU
KoToporo 6yaeT 3aduKcMpoBaHa aBapua KosbLa.
- seconds — nepuoj, BpEMEHU, B CEKYHAAX.

YcTaHaBAMBaeT 3Ha4YeHWe Talmepa No YMOHAHUIO.

eaps hello-timer seconds

seconds: (1..10)/1 cekyHaa

no eaps hello-timer

Tanmep nepuroguyHocTy otnpasku hello-nakeTos.
- seconds — nepwog BpemeHu oTnpasku hello-naketos, B
CEeKyHAaXx.

YcTaHaBAMBaeT 3HaYeHune Taﬁmepa no YMON4YaHUIO.

eaps domain domain_id

domain_id: (0..63)

no eaps domain domain_id

Co3spaHue EAPS-pervoHa ¢ uaeHtuduratopom domain-id v
nepexoz, B peXXMm KOHOUIypupoBaHUA pernoHa.

Ypanenune EAPS-pervoHa c ugeHtnéoukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0omMeHd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUIyprpoBaHUa AoMeHa:

console (config-eaps-domain) #

Tabanuya 5.99 — KomaHab!

pexunma KoHourypuposaHus EAPS nomeHa

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

control-vlan vian_id

vlan_id: (1..4093)

no control-vlan

NpoeHTndumkatop VLAN, ncnonblyemol ana ynpasneHua EAPS.
Kpome Toro, gna paboTbl NPOTOKONA [O/XKHa CyLLecTBOBaTb
cnepyowana nocne ynpasnatoweit VLAN (control-vlan + 1),
Ucnonblyemana Ansa  ynpasJeHUs  BTOPUYHbIMM  KOJIbLAMMU.
Ynpasnsaowasa VLAN EAPS He p[omKHa wcnonb3oBaTbCA ANA
nepegauun ntoboro nHoro TpadukKa.

- vlan_id —Homep VLAN, ynpasnstowei EAPS.

OTmeHa Ha3HayeHua VLAN.

{enable | disable}

ring ring_id Co3pgaHue Konbla ¢ naeHTUOUKATOPOM ring_id 1 nepexon, B pexxmm
ring_id: (0..15) KOHQUIypMpoBaHMA KosbLa.
no ring ring_id YpaneHue KonbLa ¢ UAEHTUPUKATOPOM ring_id.
set ring ring_id L PaspeweHne mnnan 3anpet paboTbl Kosbua € UAeHTUGUKATOPOM
B ring_ ring_id: (0..15) P per p 4 A ¢ P

ring_id.

KomaHObI pexcuma KOHgU2ypupo8aHusa Konsbua

Bug, 3anpoca KOMaHAHOW CTPOKM B peskume KoHUryprpoBaHma:

console (config-eaps-domain-ring) #
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Tabnnuya 5.100 — KomaHab! pexuma KoHpurypuposaHua EAPS Konbua

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

primary-port {gigabitethernet gi_port: (1..8/0/1..24);
gi_port | tengigabitethernet te_port: (1..8/0/1..4);
te_port | port-channel group } group: (1..24)

BblbOp NepBMYHOro MopTa KOMMYTAaToOpa, BKAKOYEHHOrO B
KONbLLO.

secondary-port
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);

te_ port: (1..8/0/1..4); Bbli6Op BTOPWUYHOrO MOPTa KOMMYTATOPa, BK/IOYEHHOTO B

KONbLLO.

:(1..24
port-channel group } group: ( )
role {master | transit} level . Bblbop ponn KommyTaTopa B KOHOUIYpUPYEMOM AOMEHE U
. level-id: (0..1)
level-id KoJibLiE.
role {edge | sub-edge} Bo3morKHble ponu:

- master — yCTPOWCTBO ABNAETCA BeAyLINM Y3/10M;

- transit — yCTpPOMCTBO ABAAETCA TPAH3UTHBIM Y3/10M;

- - edge — CMeXHbI y3en, NpuMHagAexawmuii OCHOBHOMY W
BTOPUYHOMY KONbL,AM;

- sub-edge — BcnomoraTeibHbIl CMEXKHbIN y3en,
NpUHag/exKallMil OCHOBHOMY M BTOPUYHOMY KOJ/IbLLAM.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanuya 5.101 — KomaHgb! pexkmma EXEC

KomaHoa 3HayeHue Aelicmeue

3anpoc MHbOpPMaLMM O COCTOAHUN [OMEHOB U Konel, EAPS.
- domain_id — wpeHTndnKaTop someHa EAPS;
- ring_id — wpeHtndukatop KonbLa EAPS.

show eaps [domain

domain_id [ring ring_id ]] domain_id: (0..63);

ring_id: (1..15)

5.15.8 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH A1a MOBbIWEHNUS
YCTOMYMBOCTM M HAAEKHOCTM CeTU Mnepefayn OaHHbIX, MMeloWen KoNbLEeByH TOMOJIOTUIO, 33 CYeT
CHU}KEHWA BPEMEHWN BOCCTAHOBNEHMA CETU B C/ly4ae aBapun. Bpems BOCCTaHOB/EHUA He npesbiwaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEeMEHW NEePecTPOMKU CeTU NPU MCMNO/b30BaHWUM MPOTOKO/OB
cemelicTBa spanning tree.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUS

Bua, 3anpoca KoMmaHAHOW CTPOKM pexkuma rnobanbHoro KoHUrypnposaHua:
console (confiqg) #

Tabnunua 5.102 — KomaHapl pexknuma rnobanbHoro KoHGUrypmposaHms

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YyMOAYAHUIO
erps Paspewaet paboTy npotokona ERPS.
no erps i 3anpewaet paboty npoTtokona ERPS.
erps vlan vian_id Co3gaHune ERPS-konbua ¢ naeHtuoukatopom R-APS VLAN, no
KOTopoW Oyaer nepenaBaTbCA CAy)KebHaa MHboOpMauusa wm
vlan_id: (1..4094) nepexoz, B PeXKMmM KOHOUTYpUpPOoBaHUSA KobLa.
- vlan_id — Homep R-APS VLAN.
no erps vlan vian_id YaaneHune ERPS-konbua ¢ naeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypuposaHUSA Kosabua

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUIypupoBaHUa KoabLa:

console (config-erps) #

Tabnnuya 5.103 — KomaHab! pexkuma koHdpurypuposaHma ERPS Konbua

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list: (2..4094, all)

[o6asnaet ananasoH VLAN B cnncokK 3awmiueHHbix VLAN.

- vlan_list — cnucok VLAN. [uanasoH VLAN MoKHO 3agaTtb
nepeyncieHMeM 4Yyepes 3anATYI0 WAWM yKas3aTb HayanbHoe W
KOHeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list: (2..4094, all)

Ypanaet ananasoH VLAN 13 cnucka 3awmieHHbix VLAN.
- vlan_list — cnucok VLAN gns yaanenus.

port {west | east}
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Bbibop west(east)-nopTa KOMMYTaTopa, BKAKOYEHHOTO B

KONbLO.

port-channel group } group: (1..24)
no port {west | east} YpaneHue west(east)-noptTa KOMMyTaTopa, BK/KOYEHHOTO B
i KO/IbLLO.
rpl {west | east} {owner | Bbi6op RPL-nopTta KOMMyTaTopa v ero poau.
neighbor} - west — RPL-nopTom 6yaet HazHayeH west nopT;
- east — RPL-nopTtom byaeT HazHayeH west nopT;
/norpl - owner — KOMMmyTaTop 6yaeTt ABnATbcA Bnagenbuem RPL-
nopTa;
- neighbor — kommyTaTtop byaeT sBAATLCA cocenoM BAaLeNbLA
RPL-noprta.
no rpl Ypanernve RPL-nopta KommyTaTopa.
level level HactpoWika ypoBHA coobuweHuii R-APS. Heobxogumo pna
level: (0.7)/1 NPOXOXKAEHMA COOBLLEHN l4“epe3 CFM MEP.
- level — ypoBeHb coobLueHuii R-APS.
no level YCcTaHOBKa 3Ha4Y€HMA N0 YMONYAHUIO.
ring enable BKkntoueHMe GyHKUMOHNPOBAHMA KOJbLa.

no ring enable

BbikntoueHne GyHKUMOHMPOBAHMA KOJbLa.

version version

no version

version: (1..2)/2

BbibOop pexuma COBMECTMMOCTM C APYrMMHM
npotokona G.8032.
- version — Bepcua npoTtokona G.8032.

BepcuaAMM

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbi6bop pexknuma paboTbl KosbLa.

YcTaHOBKa 3HAa4YeHUA No YMO4aHUIO.

sub-ring vlan vian_id
[tc-propogation]

vlan_id: (1..4094)

YKasaHue NoAKo/bLa 418 4aHHOMO KOMbLa.
- tc-propogation — BKAluyaeT pacnpocTtpaHeHne TC B

noAKosbLe.
no sub-ring vlan YpaneHve noAkonbLa.
timer guard value YcTaHOBKa Talmepa 6nokupylowero ycrapeswwue R-APS
value: (10..2000) mc,
coobueHus.

no timer guard

KpatHoe 10/500 mc

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc,
KpaTHoe 100 ¢ ToYHOCTbIO 5
mc/0 mc

YcTaHOBKa Talimepa 3afepskKM peakuuMn KommyTaTopa Ha
M3MeHeHWe B COCTOAHMM. BmecTo peakuum Ha cobbiTve
BK/lOYAeTCA Talimep, MO MCTEYEHUM KOTOPOro KOMMYTaTop
MHbOpMHUPYET O CBOEM COCTOsHUW. [lpegHasHayeH AnA
yMeHbLIeHWsa Gayaa NakeToB npu ¢AanuHre NnopTos.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

timer wtr value

no timer wtr

value: (1..12) MUH/5 MUH.

YcTaHOBKa Talimepa, KOTopbii 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonb3yetca anA
npeaoTBPALLEHNA YacTblX 3aLUMTHBIX MNEPeKNtoYeHU U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YcTaHOBKa 3Ha4YeHuna no YMO/IHaHUIO.

switch forced {west | east}

no switch forced

-/no

dopcupyeT 3amnycKk 3alLMTHOTO MEpeKNtoYeHUs Kosbua, npu
3TOM B0KMPYETCA YKa3aHHbIM NOpT.

OTmeHa GopCUPOBAHUA NEPEKIIOYEHUA KObLA.
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switch manual {west | east}
-/no

PyyHoe 6/10KMpoOBaHMe YyKasaHHoro west(east)-nopta wm

pas3bnokuposaHue east(west).

no switch manual

OTMmeHa py4yHoW 61OKUMPOBKY.

abort

OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXUM
KOHUrypauum Konbua.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 5.104 — KomaHabl pexkmma EXEC

KomaHoa 3HaveHue

Aelicmeue

show erps [vlan vian_id] vian_id: (1..4094)

3anpoc uHbopmauum 06 obwem coctoaHun ERPS waum
COCTOSIHUW YKa3aHHOTO KOJ/bLLA.

5.15.9 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUMe npoTtokona Link Layer

Discovery Protocol (LLDP) sBnaetca obmeH

nHPopmaumen mexay ceTeBbiMM YCTPOMCTBAMM O CBOEM COCTOAHMU U XapaKTepucTukax. MHpopmauyma,
cobpaHHaa nocpeacTsom npotokona LLDP, HaKkan/iMBaeTca B YCTPOMCTBAX U MOXKET ObiTb 3anpolueHa
ynpaBAaloWMM KoMnbloTepom Mo npotokony SNMP. Takum obpasom, Ha OCHOBaHWM COBpPaHHOM
MHGOPMALUMM, Ha YNPABAAIOLWEM KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMOIOMMA CETU.

KommyTatopbl MES3000 noageprkuBatoT nepefadvy, Kak CTaHAApPTHbIX MapameTposB, Tak M

ONUUOHANbHbIX, TAKUX KaK:

MM#A YCTPOWCTBA U €ro onucaHue;
MM NopTa M ero onuncaHue;
nHpopmauma o MAC/PHY;

nT.Ao.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOWN CTPOKM pexxnma rinob6anbHOro KOHPUrypmpoBaHmsa:

console (config) #

Tabanuya 5.105 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aeiicmeue
YMOAYAHUIO
lidp run /BKlouEHO Pa3spelaet KOMMyTaTOPY MCNO/b30BaHMe NpoToKkona LLDP.
no lidp run 3anpellaeT KOMMYTaTOPY UCNOAb30BaHWe NpoToKoaa LLDP.

lldp timer seconds
seconds: (5..32768)/30 cek

OnpepensieT, Kak 4acTo YCTpoicTBO 6yAeT OTNpaBaATb
obHoBeHne nHpopmaumm LLDP.

no lidp timer

YcTaHaBAMBaeT 3HaYeHWe No YMOAYaHUIO.

lidp hold-multiplier number

number: (2..10)/4

3apaeT BeIMUNHY BPEMEHM AN1A NPUHMMAIOLLErO YCTPOICTBA, B
TeYEeHMe KOTOPOTO HYXKHO yAEepKMBaTb MPUHUMAEMbIE NaKeTbl
LLDP nepep, nx copocom.

[aHHasa BennuMHa nepepaeTca Ha MPUHUMAEMYIO CTOPOHY B
LLDP update naketax (maketax 06HOB/AEHUA), ABNAETCA
KpaTHOCTbIO ana Taimepa LLDP (lldp timer). Takum obpasom,
Bpemsa Xu3Hu LLDP nakeToB paccumTbiBaeTca no ¢opmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lldp reinit seconds seconds: (1..10)/2 cek

MuHUManbHoe Bpems, Kotopoe LLDP-nopt byaeTt oxupatb
nepes NoBTOPHOM UHULUManu3aumel LLDP.
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no lidp reinit

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBaunBaeT 3a0EePKKY MexXay nocnegyowmumm
nepegayamun nakeTos LLDP, MHULMMPOBAHHBIMKN
M3MEHEHUAMM 3HAYEHUM WMAM CTaTyca B JIOKa/bHbIX Hasax
HaHHbIX MIB LLDP.

|  PekomeHpgyeTtcs, uTo6bl AaHHaA 3agepKKa 6bina
V MeHblue, Yyem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp lidpdu
{filtering | flooding}

no lidp lidpdu

-/filtering

Onpeaensnet pexxum 06paboTku naketos LLDP, Korga npoTokon
LLDP BbIKAtOYEH HA KOMMYTaTOpE:

- filtering — yka3biBaeT, yTo LLDP-nakeTbl ¢punbTpytOTCA, €CMU
NpPOTOKOA LLDP BbIKAOYEH Ha KOMMYTaTOpE;

- flooding — yKkasbiBaeT, yto LLDP-nakeTbl nepeaatoTca, eciu
npoTokon LLDP BbikAOYEH HAa KOMMYyTaTOpe.

YcTaHaBAMBAET 3HAYEeHUE No YMOYaHUIO.

lldp med fast-start repeat-
count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTtaHaBavBaeT yucno nostopeHnit PDU LLDP ans 6bicTporo
3anycka, onpeaenaemoro nocpeacrtsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}]

[up priority] [dscp value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);

OnpegaenseT npaBuao gaa napamerpa network-policy (ceTesan
NoAWTMKA  yCTpoicTBa). [aHHbli  napameTp  sBAseTcA
OMNUMOHANbHLIM ANA pacwnpeHna npoTokona LLDP MED.

- number — nopaaKoBbIi HOMep Npasuna network policy;

- application — rnaBHas ¢yHKUMA, onpeaeneHHan ana AaHHOro
npasuna network policy. Mcnonb3yemble nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

- vlan_id — vaentndukatop VLAN ana gaHHoro npasuna;

- tagged/ untagged — onpeaenser TerMpoBaHHOW WAU
HeTerMposaHHoli 6yaetr VLAN, wucnonb3yemas [aHHbIM
npasuiIom.

- priority — nNpuopuTeT AaHHOrO npasuna (Mcnonb3yetca Ha

no lidp med network-policy
voice auto

priority: (0..7); BTOpOM ypoBHe mogenu OSl);
value: (0..63).

- value — 3HayeHune DSCP, ncnonb3ayemoe AaHHbIM NPaBUIOM.
no lidp med network-policy Ypanaet co3gaHHoe npaBuio aAna napametpa network-policy.
number
lidp med network-policy MepepasaTb B coobleHnax LLDP-MED napameTpsbl voice-vlan
voice auto

-/BKAOYEHO

3anpeuaeT nepegayy napametpos voice-vlan 8 LLDP-MED

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5

YCTaHaBAMBAET  MaKCMMa/bHYHO
yBefomneHuii LLDP.

- seconds — nepuoa BpemeHu, B Te4eHNe KOTOPOro YCTPOMCTBO
MOMET OTNPaBUTb He 60/1ee OAHOTO YBELOMIEHUS.

CKOpOCTb  Mepesaun

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet:

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KOHPUrypuposaHua nHtepoeiicos Ethernet:

console (config-if) #

Tabnnuya 5.106 — KomaHgbl pexxuma KoHpuUrypuposaHua nHtTepdeica Ethernet

3Ha4yeHue/3HayeHue no

lidp receive

no lidp receive

KomaHoa Aeilicmeue
YMOAYAHUIO
lidp transmit Paspewaetr nepegayy naketoB no npoTtokony LLDP Ha
/ MHTepodeiice.
- -/paspelueHo
no lidp transmit pasp 3anpewaet nepegadyy MaketoB no npoTtokony LLDP Ha
ncnonb3oBaHne B 060Mx o
UHTepodeiice.
HanpasneHUAxX

Paspewwaet npvem naketos no npoTtokony LLDP Ha uHTepdelice.

3anpeuaeT npvem nakeTos no npotokony LLDP Ha nHTepodeiice.

lidp optional-tiv

tlv_list: (port-desc, sys-

OnpegensieT, Kakue onuuoHanbHble TLV-nons (Type, Length,

tlv_list name, sys-desc, sys-cap, Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nepeaaBaemblit LLDP-
802.3-mac-phy, 802.3-lag, naker.
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no lldp optional-tlv

802.3-max-frame-size)/
onuuMoHanbHble TLV He
BKJIOYEHbI B NaKeT

B KOMaHAY MOKHO BK/IKOYMTb OT O4HOrO A0 NATU OMUMOHA/bHbIX
TLV: port-desc, sys-name, sys-desc, sys-cap, 802.3-mac-phy,
802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] | ppvid
{add|remove} ppv_id | vlan-
name {add|remove} vian_id}

lidp optional-tlv 802.1
protocol {add | remove} {stp
| rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (0-4094);
vlan_id: (1-4094)/
onuMoHanbHble TLV He
BK/IIOYEHDI

OnpegenseT, Kakne onuuoHanbHble TLV-nons 6yayT BKAOYEHbI
yCTPOMCTBOM B Nepesasaemblii LLDP-nakerT:

- pvid — PVID uHTepdelica;

- ppvid — no6asutb/yaanuTb PPVID;

- vlan-name — n06aButb/yaanntb Homep VLAN;

- protocol — 06aBuTb/yAanUTb ONpeaesieHHbI MPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lldp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vian_id] }

no lldp management-address

ip-address: (A.B.C.D);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1 .. 4094)/
ynpasAasaoLwmii agpec
onpegensetca
aBTOMaTUYeCKn

Onpepensetr  ynpasasaoLLUN 06bABNEHHbIA  HA

UHTepodeiice.

- ip_address — 3apaetca ctatuyeckuin IP-agpec;

- none — yKa3bIBaeT, YTO agpec He 06bABNEH;

- automatic — yKasbIBaeT, YTO CMCTEMA aBTOMATUYECKHN

BblbMpaeT ynpasnatowmii agpec n3 scex IP-agpecos

KOMMYyTaTOpa;

- automatic {gigabitethernet [tengigabitethernet | port-

channel[vlan} — yka3biBaeT, UTo cMCTEMa aBTOMATUYECKM

BblbMpaeT ynpaBnsatoLWmii agpec, 3 CKOHGUIYpUPOBaAHHbIX

afipecoB 3a4aHHOro UHTepdelica.

Ecnan wnHtepdeiic ethernet wnnm wuHTepdelic rpynnbl noprtos

npuHaanexkat VLAN, To aaHHbin agpec VLAN He byaeT BKAOYEH

B CMMCOK BO3MOXKHbIX YNPaBAAOLMX afPECOB.

V’ B cnyyae Hannuua Heckonbkux IP-agpecoB cucrema
Bbl6MpaeT HauyanbHbli  IP-agpec 43 AuManasoHa

AuHamuyeckux IP-apgpecoB. Ecnum  auHamuyeckue apgpeca

OTCYTCTBYIOT, TO CMCTeMa BblbupaeT HavanbHbli IP-agpec u3

AnanasoHa BO3MOXHbIX cTaTuyeckux IP-agpecos.

appec,

Ypanset ynpasnatowmii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

-/oTnpaBKa yBegomaeHUM
LLDP 3anpeLeHa

PaspeluaeT/3anpelwaer oTNpaBKky yBedomaeHuin LLDP Ha
MHTepodeiice.
- enable — paspewaer;

- disable — 3anpeuyaer.

YcTaHaBAMBaeT 3HaYEHUE MO YMOSYAHUIO.

lidp med enable [t/v_list]

no lidp med enable

tlv_list: (network-policy,
location, poe-pse,
inventory)/
3anpeLLeHo
1cnonb3oBaHue
paclwmvpeHns NpoToKona
LLDP MED

Pa3pewaet ucnonb3osaHune pacwmpeHuma npotokona LLDP MED.

B KOMaHAZYy MOXHO BKAOYMTL OT OAHOMO [0 YeTblipéx
cneumanbHbix TLV: network-policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-policy
number

number: (1..32)

HasHavaet npasuno network-policy gaHHomy nHtepdelicy.
- add — Ha3HayvaeT Npasuno;

- remove — yganseT npasuio;

- number — Homep npaswuna.

Ypanset npasuao network-policy ¢ faHHOro nHTepdeiica.

lidp med location
{coordinate coordinate|
civic-address
civic_address_data |
ecs-elin ecs_elin_data}

no lidp med location

coordinate: 16 6anT;

civic_address_data:
(6..160) 6air;
ecs_elin_data:
(10 - 25) 6aut

3afaeT MecTOMO/IOXKeHMEe YCTpoWCTBAa Aas npoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — appec B cuCTeEMe KOOPAMHaT;

- civic_address_data — afiMUHUCTPATUBHbI agpec YCTPOMNCTBa;

- ecs-elin_data — agpec B popmate, onpegeneHHom ANSI/TIA
1057.

Ypanaer HacTPOMKM NapameTtpa mectonosnoxeHus location.

lidp med notification
topology-change
{enable | disable}

Paspeluaet/3anpelaer oTnpaeky ysegomneHunit LLDP MED o6
N3MEHEHWUW TOMONOTUN.

- enable — pa3pelwaeT oTNpaBKy yBEAOMNEHNN;

- disable — 3anpeluaeT oTNpaBKy yBeAOMNEHUN.
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no lidp med notifications
topology-change

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

N MakeTtbl LLDP, npuHATble yepe3 rpynny nopros, 3anOMWHAIOTCA UHAUBUAYAZIBHO NMOPTaMMU
V rpynnbl, NPUHABWMMMK coobueHun. LLDP otnpaenaeT pasiinuHble cOO6OWEHNA Ha KaXKAblA

nopT rpynnbl.

/ PaboTta npoTtokona LLDP He 3aBUCUT OT cOCTOAHUA NpoTOKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo0M STP-nopTax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP paboTaeT c NopTOM TONbKO B C/lyyae, eciun oH

dBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.107 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

clear lidp table

Ouunuwaetr Tabavuy agpecoB OOHAPYMKEHHbIX COCEeAHMX
YCTPOMCTB M HAYMHAET HOBbIM LMKA obmeHa nakeTamu no
npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT  LLDP  KoHdurypauum  Bcex  dU3NYECKUX
MHTepdEencoB ycTPoMNCTBa, MHO 3afaHHbIX MHTepdelicos.

show lildp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MoKa3blBaeT KOHOUrypaunn paclwmpeHus npoTokona LLDP -
MED ans Bcex ¢usnyeckux uHTepdeicos, MO0 3aAaHHbIX
nHTepdencos.

show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MNoka3biBaeT
AaHHbIN NopT.

LLDP-uHpopmaumio, KOTOpyt  aHOHCMpyeT

show lldp local tlvs-
overloading
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MNoka3sbiBaeT cTaTyc nepe3arpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MoKa3blBaeT WHPOPMALMIO O COCEAHWUX YCTPOWCTBaX, Ha
KoTopbix paboTaeT npoTtokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

Moka3sbiBaeT cTaTUCTUKY LLDP.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcTaHoBUTb Ana nopta gl cneayowme tlv-nons: port-description, sytem-name, system-
description. ins aaHHoro uHTepdelica 4ob6aBuTb ynpasaawoLwmi aapec 192.168.17.55

console (config)# configure
console (config-if)# 11ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 192.168.17.55

= [locmoTpeTb KoHUrypaumto lldp:

consolef#show 1lldp configuration

LLDP state: Enabled
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Timer: 30 Seconds

Hold multiplier: 4
Reinit delay: 2 Seconds
Tx delay: 2 Seconds

Port State Optional TLVs Address
gi0/1 Rx and Tx PD, SN, SD 192.168.16.55
gi0/2 Rx and Tx
gi0/22 Rx and Tx

More: <space>, Quit: g, One line: <return>

Tabanuya 5.108 - OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA.

OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHumatowero

Hold multiplier YCTPOWCTBA, B TEYUEHNE KOTOPOTrO HYXKHO YAEepPKMBaTb NPUHMMaeMble NakeTbl LLDP

nepepg ux cbpocom: TTL = Timer * Hold multiplier.

OnpegenaeT MMHUMaNbHOE BPEMSA, B TeHEeHUe KOTOPOro nopT 6y,EI,ET oXngatb

Reinit delay nepez nocbinkoi cneaytoutero LLDP-coobuieHus.

Tx delay OnpegenAeT 3a4epXKKY MexXay I'IOCﬂe,CI,erLI:‘I,MMVI nepegavyamu LLDP-¢pelimos,
WUHWULMMPOBAHHBIX U3MEHEHUAMM 3HAYeHU Mbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuumn, KoTopble NnepeaatoTca
BO3MOKHble 3HaYeHUA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHume cuctemol;

SC — BO3MOKHOCTU CUCTEMDI.

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaeHuma LLDP.

= [lokasaTb MHGOPMALMIO O COCEAHMNX YCTPOMUCTBAX

console#show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
gi0/1 0060.704C.73FE 1 ts-7800-2 B

gi0/2 0060.704C.73FD 1 ts-7800-2 B

gi0/3 0060.704C.73FC 9 ts-7900-1 B, R
gi0/4 0060.704C.73FB 1 ts=-7900-2

show 1lldp neighbors gigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112
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802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX
full duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode,
10BASE-T half duplex mode

Operational MAU type: Unknown

Tabnnuya 5.109 - OnucaHue pesynbTaToB

lMone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-aapec cocegHero ycTpomncrsa.
Port ID NaoeHTMdMKaTOp NopTa coceaHero ycTpoicTea.
System name CucTemMHoOe MMA yCTPOMCTBA.
Capabilities [aHHoe none onucbiBaeT TUN YCTPOICTBA:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecTteH (Other).

System description OnucaHune coceaHero ycTpomncTaa.

Port description OnucaHuMe nopTa coceaHero yCTpoMCTBa.

Management address Anpec ynpaBaeHUs yCTPOMCTBOM.

Auto-negotiation OnpegaenseT, NOALEPKMUBAETCA 1M aBTOMATUYECKOE onpeaenieHne pexnuma nopTa.

support

Auto-negotiation status OnpegaenseT, BKAOYEHA I NOSAEPKKA aBTOMATUYECKOrO onpeaeneHns pexxmma
nopTa.

Auto-negotiation OnpegensieT pexumbl, noaaeprkmpaemble GyHKLMEN aBTOMATUYECKOTO

Advertised Capabilities onpeaeneHunsa nopra.

Operational MAU type Pabouunii MAU-TUN ycTpoWcTBa.

5.15.10 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3 ah — ¢pyHKLUMN YpOBHSA
KaHasa nepegayv AaHHbIX NPeacTaBAAoT cO6ON NPOTOKO MOHUTOPUHIA COCTOAHMA KaHana. B aTtom
nNpoToKkose paa nepefaym  MHPoOpMaLMM O COCTOAHWM KaHana Mexay HenocpeacTBeHHO
NoAKAUYEeHHbIMK ycTporicTBamu Ethernet ncnonb3yotca 610KM AaHHbIX npoTokona OAM (OAMPDU).
Ob6a ycTpoiicTBa A0/IKHbI NoAAep*KMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKK B pexume KOHPUrypuposaHua nntepoeiicos Ethernet:
console (config-if)#

Tabnnuya 5.110 — KomaHgb! pexkuma KoHpuUrypuposaHua nHTepoeica Ethernet

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
o yMOAYaHUIO
ethernet oam /BbIKTIOUEHO BkatounTb nogaepxky Ethernet OAM Ha noprty.
no ethernet oam OTKkAtounTb Ethernet OAM Ha KoH$Urypmpyemom nopry.
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ethernet oam link-monitor
frame threshold count

no ethernet oam link-
monitor frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT MOPOr Koauyectsa OWMBOK 33 YKasaHHbIN
nepvog, (Nnepvog, yctaHaBaMBaeTcs KOmaHaol ethernet oam
link-monitor frame window).

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

window: (10..600)/100
Mc

YcTaHaBAMBaeT BpPemMeHHOM noacuera

KOZIMYeCTBa OLINOOK.

NPOMEXYTOK  ANs

BoccTaHaBnvBaeT 3HauYeHMe No YMOJTHAHWUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

count: (1..65535)/1

YcTaHaBAuBaeT nopor ansa cobuitusa «frame-period» (nepuog,
ycTaHaBnuBaetca KomaHgoi ethernet oam link-monitor
frame-period window).

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

window:
(1..65535)/10000

YcTaHaBAMBaeT BpEMEHHOW NPOMENXKYTOK A/1A cobbiTuaA «frame-
period» (B dpeimax).

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ansa cobuitusa «frame-period» (nepuog,
ycTaHaBAMBaeTca KomaHaol ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BocctaHaBAnBaeT 3Ha4YeHME NO YMONYAHWUIO.

ethernet oam link-monitor
frame-seconds window
window

window: (100..9000)/100

YcTaHaBAMBaET BPEMEHHOW NPOMENKYTOK A/1A cobbITuA «frame-
period».

no ethernet oam link- mc BoccTaHaBMBaeT 3HaueHMe No YMOJIYaHUIO.

monitor frame-seconds

window

ethernet oam mode YcTaHaBAMBaET peXkMm paboTbl npoTokona OAM:

{active| passive} - active — KomMyTaTOp NOCTOAHHO oTnpasaseT OAMPDU;
-/active - passive — KOMMyTaTop HauMHaeT oTnpasaatb OAMPDU

TONIbKO Npu Hannunm OAMPDU co BCTpeYHOW CTOPOHBI.

no ethernet oam mode BoccTaHaBanBaeT 3Ha4YeHMe N0 YMOAYAHMIO.

ethernet-oam remote-failure BkatoyaeT noaaeprKy M 06paboTky cobbiTuii «remote-failure».

no ethernet oam remote- -/BKAKOYEHO BoccTaHaBauBaeT 3Ha4YeHMe N0 YMOAYAHMIO.

failure

ethernet oam remote-
loopback supported

no ethernet oam remote-
loopback supported

-/BbIKNIOYEHO

Br/toyaeT noaaepskKy GyHKUMM 3aBopoTa TpaduKa.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam uni-directional
detection

no ethernet oam uni-
directional detection

-/BbIK/IOYEHO

BkatoyaeT  QyHKUMIO  0B6HapyKeHun
cBA3el Ha 6ase npoTokona Ethernet OAM.

OAHOHaNpaB/AEeHHbIX

BoccTaHaBnvBaeT 3HaueHMe No YMOIYAHUIO.

ethernet oam uni-directional
detection action {log|error-
disable}

no ethernet oam uni-
directional detection action

-/log

Onpegenset peakuuio KOMMyTaTopa Ha OAHOHaNpaB/iEHHYHO
CBA3b:

- log — oTnpaska SNMP trap 1 3anuco B KypHan;

- error-disable — nepeBog, nopTa B coctosaHue «error-disable»,
3anucb B XXypHan n otnpaska SNMP trap.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-
directional detection
aggressive

-/BbIKOYEHO

Bkntoyaet arpeccusHbIN pexum onpegeneHua
ofHOHanpas/eHHoOW cBA3W. Ecan OT cocepHero ycTpoicTsa
nepecratot npuxogutb Ethernet OAM-coobuweHUs — NUHK
nomeyvyaeTca Kak O4HOHANPaB/EHHbIN.

BoccTaHaBnmBaeT 3HaYeHue no YMON4aHUIO.
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ethernet oam uni-directional YcTaHaBAMBaeT BPEMEHHON MHTepBan Ans onpeneneHns Tuna
detection discovery time CBA3W Ha NOPTY.
time

. time: (5..300)/5 cek
no ethernet oam uni- BoccTaHaB/IMBaAET 3HaUYeHMeE MO YMONYAHMUIO.

directional detection
discovery-time

KomaHOb1 pexcuma privileged EXEC

Bce KomaHAbl AOCTYNHbI ANA NPUBMAETMPOBAHHOMO MNosb3oBaTensa. Bua 3anpoca KOMaHAHOM
CTPOKK pexkmma privileged EXEC:

console#

Tabnnua 5.111 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMoa4YaHuto

clear ethernet oam statistics Ouunuwaetr cratuctuky Ethernet OAM  pgns  ykasaHHoOro
[interface gi_port: (1..8/0/1..24); | unTepdeiica.
{gigabitethernet gi _port | te_port: (1..8/0/1..4)
tengigabitethernet te_port} ]
show ethernet oam discovery OTobparkaeT cocToAHWe npotokona Ethernet OAM pana
[interface gi_port: (1..8/0/1..24); | ykasaHHoro nHtepdeiica.
{gigabitethernet gi_port | te_port: (1..8/0/1..4)
tengigabitethernet te_port} ]
show ethernet oam statistics OTobparkaeT CTaTUCTURY obmeHa NPOTOKObHbIMM
[interface gi_port: (1..8/0/1..24); | coobweHunamu aAns yKasaHHOro uHTepodeiica.
{gigabitethernet gi_port | te_port: (1..8/0/1..4)
tengigabitethernet te_port} ]
show ethernet oam status OtobparkaeT HacTpolikm Ethernet OAM pna  yKkasaHHoOro
[interface gi_port: (1..8/0/1..24); | nHTepdelica.
{gigabitethernet gi_port | te_port: (1..8/0/1..4)
tengigabitethernet te_port} ]
show ethernet oam uni- OTobparkaer cocTosiHue MexaHn3ma onpeaeneHun
directional detection [interface gi_port: (1..8/0/1..24); | oaHOHanpaBAEHHbIX CBA3EMN ANA YKa3aHHOro uHTepdelica.
{gigabitethernet gi_port | te_port: (1..8/0/1..4)
tengigabitethernet te_port} ]

[pumepbl 8b1M0MHEHUS KOMAHO

=  OT0o6pas3nTb COCTOAHWE NPOTOKONA AN1A nopTa gigabitethernet 1/0/3:

console#show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational
Loopback status: no loopback
PDU revision: 3

Remote client
MAC address: a8:f9:4b:0c:00:03
Vendor (oui) : a8 f£f9 4b
Administrative configurations:
PDU revision: 3
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Mode:

Unidirection:

Link monitor:

Remote loopback:

MIB retrieval:

Mtu size:
console#

active

not supported
supported
supported

not supported
1500

5.15.11 Hacmpoiika npomokona CFM

Ethernet CFM (Connectivity Fault Management), IEEE 802.1ag — npeaocTtaBaseT ¢yHKLMM
HabAlofgeHWA, NOMCKA U yCTPaHEHUA HeucnpaBHocTel B ceTax Ethernet, no3sonAs KOHTpPOMPOBATb
coegMHEHME, U30/IMPOBATb NPOBAEMHbIE YYACTKMU CETU U UAEHTUDULMPOBATL KINMEHTOB, K KOTOPbIM
NPUMEHANNCH OTPAHNYEHUSA B CETU.

MpoTOKO ONepupyeT cieayroWMMmN NOHATUAMM:

= Maintenance Domain (MD) — y4yacTOK ceTu, NpuHagaexKallmMii U ynpaBnsemblii OgHUM

onepaTopom;

= Maintenance Association (MA) — COBOKYMHOCTb KOHeyHbIx Todyek (MEP), Kaxkgas u3
KOTOPbIX WMMeeT oAuHaKoBbi uaeHTUdmMKkaTop MAID (Maintenance Association
Identifier), onpeaenawmii TN cepsuca;

= Maintenance association End Point (MEP) — KoHeuHas TouKa cepBuca, PacrnooXeHHan Ha

ero rpaHuue;

= Maintenance domain Intermediate Point (MIP) — npome)yTo4Has TOUKa JloMeHa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUIrypnpoBaHmsa:

console (config) #

Tabanua 5.112 — KomaHabl pexkuma rnobanbHOro KOHPUrypmMpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBonos
level: (0..7)/0

Co3pgaHue (namn cmeHa yposHsa) CFM gomeHa (MD) ¢ umeHem
«name» 1 NepPexos B peXmnm KOHOUTypMpoBaHMA AOMEHa.
- level — ypoBeHb CFM gomeHa.

Yaanenune CFM gomeHa (MD) ¢ umeHem «name».

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUTIypUupoBaHUa AOMeEHa:

console (config-cfm-md) #

Tabnumua 5.113 — KomaHab! pexkuma KoHdpurypuposaHusa CFM aomeHa (MD)

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

id { dns dns | name name | id
mac mac_address number | id
null }

name: (1..43)
CMMBO/I0B;
dns: (1..43) cumBonoB;
mac_address: (H.H.H
mnv H:H:H:H:H:H nan
H-H-H-H-H-H);

YKasaHuve ungeHtndukatopa CFM pgomeHa (MD). UmeHem
AOMEHA MOXKET bbITb:

- dns — dns-ums;

- name — TEKCTOBasA CTPOKA;

- mac_address number — MAC-agpec v UncnoBoi
naeHTMdUKaTop JoMeHa;

- null - NULL naeHtnoukartop.
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no id number: (0-65535);/
id name cooTseTcTyeT

MMEHN JOMEHA

YCcTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

service port { vlan-id vian_id |
name name | number number }
no service port

service vlan vian { vlan-id vian_id vlan: (1..4094);
| name name | number number vlan_id: (1..4094);
name: (1..45)
CUMBO/IOB;

number: (0..65535)

no service vlan vian_id }

CospaHue CFM-cepsuca (MA) 6e3 npueaskum K VLAN u
nepexo, B pexmm KoHOUrypupoBaHus cepeuca.

Yaanenune CFM-cepsuca (MA).

Co3spgaHne CFM-cepsuca (MA) npueszaHHoro K VLAN c
HOMEPOM «vian» u nepexos B pexum KOHUrypuposaHua
cepsuca. MmeHem cepBunca MOXKET ObITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — 4YucnoBoOI NeHTUOMKaToP.

Ypanenne CFM-cepsuca (MA) npuasaHHoro kK VLAN c
Homepom «vian».

mip auto-create [lower-mep-
only]

-/aBTOMaTW-{eCKOG
CO34aHue BbIKIIOYEHO

no mip auto-create

BKntoueHMe aBTOMATMYECKOro CO34aHMA MPOMEXKYTOUHbIX
Touek cepsuca (MIP). MpomerkyTouHble ToYKK cepBuca (MIP)
CO3[al0TCA HA BCex MopTtax, Ha KoTopbix nponucaH VLAN
cepBuca.

Heobs3aTenbHblt napametp «lower-mep-only» ucknodaert
M3 CNUCKa NOPTbl, HA KOTOPbIX Y¥Ke co34aHa KOHeYHas TouKa
cepBuca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUs cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIyprpoBaHUa AOMeHa:

console (config-cfm-ma) #

Tabnunua 5.114 — KomaHab! pexuma KoHdpurypuposaHua CFM cepsuca (MA)

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

continuty-check interval

. interval: (1, 10, 100, 600)
interval

YcTaHOBKa MHTepBana otnpasku Continuty Check coobuweHnit.

cekyHa/1 cekyHaa
no continuty-check interval yra/ YHA

YCcTaHOBKA 3HAYeHUA N0 YMONYAHUIO

direction down

YcTaHaBAMBaET HanpasieHne KOHeYHoW ToukKu cepsuca (MEP)
B HUCXOAALLee.

no direction down

YcTaHaBAMBaeT HanpaBAeHMe KOHeYHoM ToukKn cepsuca (MEP)
B BOCXOAsLLEe.

mep id

id: (1..8191)

[obaBneHne  KOHEYHOM  TOYKM  cepBuca
naeHTUPMKaTopom «id» K JaHHOMY cepBucy.
JaHHOM KOMaHA0 OCYLLEeCTBNAETCA TONIbKO NPUBA3KA
MEP K cepsucy. MEP co3paetca B pexume
KOHGUrypmupoBaHua uHtepdeiica.

(MEP) ¢

no mep id

YaaneHue KoHe4yHoW Touku cepsuca (MEP).

mip auto-create [ { lower-
mep-only | none }]

-/MCNONIb3YETCA PEXMM,
CKOHOUIYPMPOBaHHbIN ANA
[OMeHa, B KOTOPOM
HaXo4MTCA cepeunc

BKntouyeHMe aBTOMATMYECKOro CO34aHUA MPOMENKYTOYHbIX
ToueK cepsuca (MIP). MpomekyTouHble ToUYKkK cepsuca (MIP)
€CO34al0TCA Ha BCeX MopTax, Ha KoTopbix nponucaH VLAN
cepsuca. HeobasatenbHble napameTpbl:

- lower-mep-only — uckntouaet M3 cnucka NOpTbl, Ha KOTOPbIX
yKe co3/aHa KoHeYHan Toyka cepsuca (MEP);

- none — He CO3aBaTb aBTOMATUYECKM NMPOMEXKYTOUHbIE TOUKMN
cepsuca (MIP).

no mip auto-create

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug 3anpoca KomMaHAHOW CTPOKU B pexume KoHurypmpoBaHua wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 5.115 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no

no ethernet cfm mep id
domain domain_name
service { vlan-id vian_id |
name name | number
number }

vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535)

Komanda Aeticmsue
yMoA4YaHuro
ethernet cfm mep id Co3gaHue Ha nHTepdelice KOHEeYHON Touku cepeuca (MEP) ¢
domain domain_name MAEHTUOUKATOPOM «id» ANA YKAa3aHHOTO CepBMCa B YKa3aHHOM
service { vlan-id vian_id | id: (1..8191); JOMEHe 1 nepexos, B pexunm KoHdurypmposaHua MEP.
name name | domain_name: (0..32)
number number } CMMBO/OB;

YpaneHue KoHe4yHol Toukm cepsuca (MEP) c untepdelica.

KomaHObI pexcuma KoHguU2ypupo8aHUAa KOHeYHolU moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIypupoBaHUa AOMeHa:

console (config-if-cfm-mep) #

Tabnunua 5.116 — KomaHab! pexkuma KoHpurypuposaHma CFM KoHeuHol Touku (MEP)

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
active BK/ItOYEHNE KOHEYHOW TOYKM cepBuca (MEP).
- -/BbIKNIOYEHA
no active YCTaHOBKa 3HAYEHWUA MO YMOIYAHUIO.

continuty-check enable

no continuty-check enable

-/BbIKNIOYEHA

BkntoueHue oTtnpaeku Continuty Check coobuieHuii.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

COSs cos

Nno Cos

cos: (0..7)/7

YcTaHOBKa 3HaueHus npuoputeta CoS, C KoTopbim 6yayT
oTtnpasnsaTbes Continuty Check coobuwienus.

YcTaHOBKa 3HaY€HUA N0 YMOYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000) mc/
2500 mc

YKasaHue nHTepBana 3aepKKu, No UCTeYEHUM KOToporo ByaeT
reHepuMpoBaTbCA aBapus.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000) mc/
10000 mc

YKasaHue MpomMelKyTKa BpemeHMu, MO WCTEYEHUM KOTOPOro
npousonget cbpoc aBapum.

YCTaHOBKA 3HA4YeHUA No YMO/T4HaHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

-/mac-remote-erro r-xcon

BK/AlOYeHWe yBeAOMIEHUI ANAa  OnpefesneHHbIX TUNoB
cobbITuiA.

Tunbl cOBbLITUIA:

- all — Bce cobbitua DefRDI, DefMACStatus, DefRemote,

DefError, DefXcon;

- error-xcon — 10/1bko cobbiTua DefError n DefXcon;

- remote-error-xcon — Ton1bKo cobbita DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon - TonbKo cobbitua DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/1bKo cobbiTne DefXcon;

- none — yBeAOM/IEHUA OTK/IIOYEHbI.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.117 — KomaHgb! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OTobparkaeT nHPopmaumio 06 ykazaHHOmM gomeHe uam obo
BCEX.
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show ethernet cfm errors

OtobparkaeT uHbopmaumio 06 owwnbkax Continuity Check
NpoTOKOa.

show ethernet cfm
maintenance-points { local
| remote }

OtobpaskaeT MHOOPMALMIO O JIOKaJbHbIX WAU YA3NEHHbIX
KOHEYHbIX TouKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name)|

name: (1..43) cumBonoB
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-H-

OTob6parkaeT MHPOPMaLMIO O MPOMENKYTOUHbIX TOYKaX CepBuca

H-H); (MIP) gns yKa3aHHOro 4OMeHa UAKN ANA BCEX.

number: (0..65535)

mac mac_address number |
null}]

show ethernet cfm

- - OtobparkaeT CFM-CTaTUCTUKY 1A BCEX JOMEHOB.
statistics

show ethernet cfm
statistics domain
domain_name service {
vlan-id vian_id |

name name |

number number}

domain_name: (0..32)
CMMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cMMBONOB;
number: (0..65535)

OTobparkaeT CFM-CTaTUCTUKY 419 YKa3aHHOIo AOMEHa.

show ethernet cfm
statistics mpid id

OTobparkaeT CFM-CTaTUCTUKY A9 YKa3aHHOW KOHEYHOW TOUYKM

id: (1..8191) cepsuca (MEP).

5.15.12 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKkuma Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb CAy»KebHble NakeTbl
pasnuuHbIX L2-npoTtokonos (PDU) yepes ceTb npoBaigepa, YTO MO3BOAAET «MNPO3payvyHO» CBA3aATb
K/IMEHTCKME CErMEHTbI CEeTH.

L2PT uHKancynupyetr PDU Ha rpaHM4YHOM KOMMyTaTope, nepefaeT UX Ha APYroW rpaHUYHBbIN
KOMMYTaTOP, KOTOPbI/A OXMAAeT crieuuasnbHble MHKANCyIMpoBaHHbIE Kagpbl, a 3aTeM AeKancyaupyet
WX, YTO NO3BO/IAET NONAb30BaTENAM NepesaBaTb MHPOPMaALMIO 2-T0 YPOBHA Yepes ceTb NpoBaraepa.

KommyTaTtopbl MES3000 npefocTaBAAOT BO3MOXHOCTb MHKANCYyMPOBaTb CAy»KebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS, PVST.

Mpumep:

Ecnun BkatounTb L2PT gns npotokona STP, To kommyTaTopbl A, B, C u D 6yayT ob6begmHeHbl B
OfHO CBA3ylOLlee AepeBO, HEeCMOTpPA Ha TO, YTO KOMMYTaTtop A He COeAMHEH HanpAMyl C
KommyTaTopamu B, C u D (pucyHok 24). UHdopmauus 06 M3MEHEHUN TOMONOTUN CETU MOXKET BbiTb
nepenaHa CKBO3b CETb NpOBaiiaepa.
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Switch 1 Service Provides’s

PucyHok 24 - lNMpumep
Anroputm paboTbl GyHKUMOHANA c/ieayoWwmii:
MHKancynauma:
1. Bce L2 PDU nepexBatbiBatoTca Ha CPU;

2. Nopcucrema L2PT onpegenseT L2 npoTOKOA, KOTOPOMY COOTBETCTBYET NpUHATLIN PDU, 1 nposepseT,
BK/IIOYEHA /1M Ha NOpTy, C KOTOporo NpuHAT 3ToT PDU, HacTpoitka [2protocol-tunnel ana gaHHoro L2
npoToKoAa.

Ecnu HacTpoiiKa BKOYEH], TO:
= Bo Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TyHHenupoBaHue, oTnpasasetcA PDU-
bpeitm;
= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHE/MpPOBaHWE, OTMNpaBaAeTCA
WMHKancynupoBaHHbii PDU-dpeiim (McxogHbii dpeim ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN);

Ec/nv HacTpoWiKa BbIK/OYEHa, TO:
= PDU-¢peitm nepepaerca B 06paboTUMK COOTBETCTBYHOLLENO NPOTOKONA.

Jdekancynauuma:

1. PeannsosaH nepexsaT Ha CPU Ethernet-¢peiimos c Destination MAC-agpecom, 3aaHHbIM MNpu
nomoLum KoMaHabl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAOYAETCA TONbKO TOrAa,
Korga xoTs 6bl Ha 04HOM NOPTY BKAKOYEHA HACTpoiKa I2protocol-tunnel (He3aBMCMMO OT NPOTOKOAA).

2. Mpun nepexsate naketa ¢ Destination MAC agpecom XX-XX-XX-XX-XX-XX OH CHa4a/jia nonagaeTt B
nogcuctemy L2PT, KoTopas onpeaensnet L2 npoTtokon ana gaHHoro PDU no ero 3aronoBKy 1 NpoBepAET,
BKJ/IOYEHA /1N Ha NOPTY, C KOTOPOTrO NPUHAT MHKAMNCcyAnpoBaHHbIM PDU, HacTpoiika I2protocol-tunnel ana
JaHHoro L2-npoTokona.
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Ecau HaCTpOf/‘IKa BK/IlO4EHa, TO!

" [OpT, C KOTOPOro BbiN NOYYEH MHKANCYIMPOBaHHbIN PDU-dpelim, 61okupyeTca ¢ npuymMHom
[2pt-guard.

Ecnum HacTpoiKa BbIKAOYEHA:

= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BKAIOYEHO TYHHENMPOBaHMe, OTNpaBaAeTcA
AeKancynpoBaHHbIi PDU-¢dpelim;

= B0 Bce nopTbl VLAN, Ha KOTOpPbIX BbIKAKOYEHO TYHHEIMPOBaHWe, OTNPaBAAETCA
WHKancyanpoBaHHbI PDU-dppenm.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOW CTPOKM pexxmnma rinob6anbHoro KOHPUrypmpoBaHumsa:
console (config) #

Tabnnuya 5.118 — KomaHapl pexxnuma rnobanbHOro KoHPUrypmposaHma

3HayeHue/3HayeHue no

KomaHda Aelicmeue
YMOAYAHUIO
12protocol-tunnel
address {mac-address} mac-address: (01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0, 3apatb MAC-agpec Ha3HayYeHUa Aaa TYHHenmpyembix
01:00:0c:cd:cd:d1, ¢dperimos.

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/

no I2protocol-tunnel 01:00:ee:ee:00:00

YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
address

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

/ Ha rpaHnyHoOMm nHTepddeiice AoaKeH 6bITb OTKAIOUEH NpoToKon STP (spanning-tree disable).
FpaHKYHbIA uHTepdeiic foNKeH BbITb HACTPOEH B peXXume access Uam customer.

Bua 3anpoca KOMaHAHON CTPOKM B pexnme KOHPUTIypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.119 — KomaHgb! pexxuma KoHpurypuposaHua nHtepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHU Neiicmeue
e 110 yMOMYaHUKo
12protocol-tunnel {stp | lacp | BK/lOYEHWE perKMMa MHKANCYNALMM NAKeTOB 414 NPOTOKON0B
lidp | isis-11 | isis-12 | eth-fc | STP, LACP, LLDP, IS-IS, PVST.
pvst}
-/BbIK/IOYEHO
no I12protocol-tunnel {stp | lacp | BbIK/IlOYEHME peXXMMa MHKANCyNALMM NaKeToB AJ1A NMPOTOKO-
lidp| isis-I1 | isis-12 | eth-fc | noe STP, LACP, LLDP, IS-IS, PVST.
pvst}
12protocol-tunnel cos cos . 3apatb 3HayeHue CoS ans 3anakosaHHbIX PDU-¢dpelimos.
no I2protocol-tunnel cos cos: (0..7)/5 YctaHoBKa CoS B 3HaYeHMe N0 YMONYAHMIO.
12protocol-tunnel drop-threshold HacTpolika noporoBoro 3HayeHusa CKOPOCTU BxoasAwmx PDU-
{stp | lacp | lidp | isis-I1 | dperimoB (B NakeTax B CEKYHAY), MOAYYEHHbIX M NOA/ENKALLUX
isis-12 | eth-fc| pvst } threshold treshold: MHKaNCynaumm. Mpu npesblWeHnn nopora PDU
(1..4096)/BbIKNOYEHO OT6PachIBAIOTCA.
no I2protocol-tunnel OTKNOYaeT  PeXMM  KOHTPOAA  CKOPOCTM  BXOOALMX
drop-threshold {stp | lacp | lidp PDU-¢peiimos.

| isis-I1 | isis-12 | eth-fc | pvst}
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12protocol-tunnel shutdown- HacTpoiika noporoBoro 3Ha4YeHWA CKOPOCTU  BXOAALMX
threshold {stp | lacp | lldp | isis- PDU-dppeitmoB (B naKkeTax B CEKYHAY), MNO/NYYEHHbIX W
11 | isis-12 | eth-fc | pvst} treshold: noanexalwmx nHKkancynaumm. NMpu nNpesbieHWM nopora nopt
threshold (1“4096)/%"(“"0%% byaeT nepeseaeH B coctosHue Errdisable (oTkntoueH).

no I12protocol-tunnel shutdown- OTKNIOYaeT  peXXMm  KOHTPO/IA  CKOPOCTU  BXOAALLMX
threshold {stp | lacp | lldp | isis- PDU-¢peimos.

11 | isis-12 | eth-fc| pvst}

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 5.120 — KomaHgb! pexxuma privileged EXEC

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
yMoOA4YaHuIo

how 12 I- | . o
s .ow . protoco thnne gi_port: (1..8/0/1..24); OTobparkaeT nHbopmauuio L2PT ans ykazaHHOro uHtepodelica
[gigabitethernet gi_port | N

L. te_port: (1..8/0/1..4); WU ANa Bcex MHTepdeincos, Ha KOTopbIX BKAoYeH L2PT, ecau
tengigabitethernet te_port roup: ( 1..12) UHTEDdETiC He yKasaH
| port-channel group] group:{ .. P ¥ ’
clear I2protocol-tunnel
statistics [gigabitethernet gi_port: (1..8/0/1..24); OumncTKka cTaTUCTMKM L2PT ansa yKasaHHOro uHTtepdeiica uau
gi_port | te_port: (1..8/0/1..4); Ons Bcex WMHTepdelicoB, Ha KOTOpbIX BKAtoueH L2PT, ecawm
tengigabitethernet te_port group: (1..12) MHTepdEeNC He yKasaH.
| port-channel group]

[pumepbl 8b1M0MHEHUS KOMAHO

=  YcTaHOBMTb TyHHenbHbit MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKAOUMTL
otnpasky SNMP traps oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-
treshold u shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUUTb peXKMM TyHHenupoBaHua STP Ha mHTepdeiice, ycTaHOBUTb 3HaveHue CoS
naketos BPDU paBHbIm 4, BKAOUUTb KOHTPO/Ib CKOPOCTU BXOAALLMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e e

consolef#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

= [Ipumepbl coobLieHuid 0 cpabaTbiBaHUK TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o/1
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interface gil/0/1

12-Nov-2015 14:32:

35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for

5.16 Voice VLAN

Voice VLAN ucnono3yetca ana sbigenerdma VolP-obopyaosaHus 8 otaenbHyto VLAN. Ons VolP-
dpenmoB moryT O6bITb HasHayeHbl QOS-aTpubyTbl Ana npuopuTesaumm Tpaduka. Knaccudukaums
dpelimos, oTHocaLmxca K ppenmam VolP-obopyaosaHua, 6asmpyetca Ha OUI (Organizationally Unique
Identifier — nepsble 24 6uta MAC-agpeca) otnpasuTensa. HasHauenune Voice VLAN ana nopTta
NPOMCXOAMUT aBTOMATUUYECKM - KOraa Ha nopT noctynaeT ¢peiim ¢ OUI n3 Tabaunubl Voice VLAN. Koraa
nopTt onpegensercs, Kak npuHagnexawmit Voice VLAN — aaHHbI nopT aobasnsetcs Bo VLAN Kak
tagged. Voice VLAN npMmeHUM A5 CNeayroLmnX CXeM:

— VolP-0bopysoBaHMe HacTpameaeTcs, YTobbl paccbinaTb TerMpoBaHHble NakeTbl ¢ Voice
VLAN ID, HacTpOEHHbIM Ha KOMMYyTaTOpE;

— VolP-obopynoBaHue paccbinaet HetermposaHHble DHCP-3anpocbkl. B otBete ot DHCP-
cepBepa npucytcteyeT onuma 132, copepxkawas VLAN ID, kotopbih VolP-ycTpolicTBo
aBTOMaTMYeCcKM HasHavaeT cebe B kadyecTBe VLAN ans mapkuposku VolP-Tpaduka (Voice

VLAN ID);

— VolP obopynosaHue nosydaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUl npoussoanteneit VolP-obopyaoBaHus, AOMUHUPYIOLWMUX Ha PbIHKE.

(0]V]} dupma-npomnssogutenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo<eT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoHGUIrypmpoBaHma:

console (config) #

Tabnnua 5.121 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-
timeout

timeout: (1..43200)/1440

YcTaHaBAMBaEeT TalimayT A/ NopTa, NPUHAA/IekKallero K voice-
vlan. Ecam ¢ nopTa B TeyeHue 3a4aHHOrO BpemeHu He 6bino
¢dperimos ¢ OUI VolP-obopygosaHus, To voice vlan yaansaerca ¢
[JaHHOro nopTa.

BoccTaHaBnMBaeT 3HaueHMe No YMOIYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0..7)/6

YcraHasnausaetr COS, KOTOpbIM MapKupytoTca ¢dpenlmbl,
npuHagnexauwme Voice VLAN.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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voice vlan id vian_id YcraHasnausaet ugeHtndumratop VLAN ana Voice VLAN
no voice vlan id Ypansaet ngeHtudumkaTtop VLAN ans Voice VLAN
vlan_id:(2 .. 4094) DOna ypaneHua upgeHtudukatopa VLAN Tpebyetca

npegsapuTesibHO OTK/NIIOYUTD beHKLI,VIIO voice vlan Ha
BCeX nopTax.

voice vlan oui-table Mo3BonseT peaakTMposaTb Tabavuy OUL.
add oui|remove oui - oui — nepsble 3 6aita MAC-agpeca;
Eword] ! : word: (1..32) cumsonos - word — (?nmcaHme oui. .
no voice vlan oui-table Ypansaer Bce Nonb3oBaTebckne nameHeHma OUl-Tabaunubl.
voice vlan state BkAounTb/oTKNOUMTL Voice VLAN.
{oui-enabled | disabled} -/BbIK/IIOYEHO
no voice vlan state BepHyTb 3HaYeHne No yMOoaYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.122 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
yMoOAYaHuro
voice vlan enable BkntouaeT Voice VLAN ansa nopta.
- -/BbIKIO4EHO -
no voice vlan enable Otkntoyaet Voice VLAN gnsa noprta.
voice vlan cos mode Bk/atoyaeT mapkupoBky Tpaduka ans Bcex ¢pelimos, nmMbo
{src]all} R TO/IbKO A1 UCTOYHUKA.
no voice vlan cos mode BoccTaHaBAMBaeT 3HaYEHME MO YMOIYAHUIO.
voice vlan secure Bkntouaer 6esonacHbit  pexum  gna VLAN.  KomaHga
NPUMEHSAETCA TO/IbKO K NOpTam, KoTopble bbiin AobasneHbl K
-/BbIKO4EHO Voice VLAN aBTOMaTUYECKM.
no voice vlan secure BoccTaHaBMBaeT 3HaYEHME MO YMOIYAHUIO.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.123 — KomaHab! pexkuma KoHdurypuposaHma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show voice vlan type oui
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24); OTobparkaet coctosiHue Voice VLAN.

te_port: (1..8/0/1..4)

5.17 IpynnoBas agpecauus

5.17.1 Mpaeuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbI Knacc KomaHa, npeaHasHaveH AnA 3af4aHWA NpaBuA rPynnoBoi aapecalymu B CeTu Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypmposaHus uHtepoerica VLAN:

console (config-if)#
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Tabnnua 5.124 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3a4aeT peXmMm rpynnoBon nepesaymn AaHHbIX.

- mac-group —MHOroagpecHasa nepefaya, ocHoBaHHaA Ha VLAN
n MAC-agpecax;

- ipv4-group — MHOroagpecHas nepegaya C TUMNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN u agpece npuvemMHWKa B
dopmarte IPv4;

- ip-src-group — MHOroagpecHas nepefjadya C TUMNOM
dunbTpaumm, ocHosaHHbIM Ha VLAN u agpece oTnpasuTens 8
dopmarte IPv4.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYaHUIO.

bridge multicast address
[mac_multicast_address|
ib_multicast_address]
[[add | remove]

{ gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast address
[mac_multicast_address|
ip_multicast_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

LOobasnaet rpynnosoii MAC-agpec B Tabauuy rpynnosou
afpecaumu u cTaTuydeckn fobasnsaeT unu yaanaet nHtepdelicol
M3 rpynnbl.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |P-aapec MHOroapecHo paccbiikuy;
- add - nobaBnseT cTaTMYECKyo NOANMUCKY K rpynnosomy MAC-
aapecy amanasoH Ethernet-noptos nam rpynn nopTos.

- remove — yAanAeT CTaTMYecKylo MOAMMUCKY K rpynnoBomy
MAC-agpecy.

MepeuncneHne NHTepHENcoB OCyLLECTBAAETCA YEPes «—» U «,»

Ypansaet rpynnosoit MAC-agpec ns Tabauupl.

bridge multicast forbidden
address
[mac_multicast_address |
ib_multicast_address]
{add | remove} {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
address
[mac_multicast_address |
ib_multicast_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpelaeT NOAK/IOYEHUE HACTPaMBaeMoro noprta/mopros K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — |P-appec MHOroaApecHoM paccblku;
- add — go6asneHmne nopTa/NOPTOB B CMUCOK 3aMNpeLLEHHbIX;

- remove — yganeHue nopta/MopToB 13 CNUCKA 3anpeLLeHHbIX.
MepeuncieHne MHTEPdENCOB OCYLLECTBAAETCA YEPes «—» U «,»

Ypanset 3anpeuatollee npasmao ana rpynnosoro MAC-
agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)/
nepegada Bcex
MHOroaApecHbIX
MaKeToB 3anpeLyeHa

PaspeluaeT nepesayy BCEX MHOrOaApecHbIX MaKeToB Ha NopTy.
- mac_multicast_address — rpynnosoii MAC-agpec;

- add — pgo6asnser nopTbl/06bEAMHEHHbIE MOPTbI B CMMUCOK
nopToB, ANA KOTOPbIX pa3pelleHa nepegadya Bcex rpynmnosbixX
NnaKeTos;

- remove — y6upaeT rpynny noptos/06beMHEHHbIX MOPTOB U3
paspeLluatolLero npasuna.

MepeuncieHve nHTepdENCcoB OCYLLECTBAAETCA YEPEes «—» U «,».

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)/
NnopTam He 3anpeLueHo
AVHaMUYecku
npucoeamnHATLCA K
MHOroaapecHowm
rpynne.

3anpeLaet nopty  AMHaMWUYECcKu fobasnatbes K
MHOrOaApPECHOW rpynne.

- interface-list — cnucok nHTepdelicos Ethernet;

- port-channel-number-list — cnucok rpynn nopTos;

-add — pobasnser noptbl/o6beanHeHHbIe MOPTbl B CMMCOK
NnopToB, A/1A KOTOPbIX 3anpelleHa nepegada Bcex rpynnosbix
NaKeToB;

- remove — ybupaet rpynny noptos/o6beAnHeHHbIX NOPTOB U3
3anpeLatoLLero npasuna.

Mepeuncnerme nHTepdENCcOB OCYLLECTBAAERTCA Yepes «—» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.
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bridge multicast ip-address
ip_multicast_address

[[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Pernctpupyet IP-agpec B Tabauue rpynnoBoi agpecaumu, u
cTaTuyeckun pobasnset/yaanaer untepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobasnseT NnopTbl K rpynne;

- remove — yJanseT nopTbl U3 rpynnbl;

MepeuncneHne nHTepdECoB OCYLLECTBAACTCA YEPES «—» U «, .

Ypanset rpynnosow IP-agpec 13 Tabanupl.

bridge multicast forbidden ip-
address {ip_multicast_address}
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no bridge multicast forbidden
ip-address
{ip_multicast_address}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpewaet nopty [o6aBnaTbeA K

MHOroaZpecHom rpynne.

- ip_multicast_address — rpynnosoi IP-agpec;

- add — fo6aBneHve NopTa/NOPTOB K CANCKY 3aNPELLEHHDIX;

- remove — yaaseHune Nopta/nNopTos M3 CNCKA 3anpeLLeHHbIX.

MNepeuncneHne nHTepdeNcoB OCYLLECTBAAETCA YEPES «—» U K,»

Mpexpe uyem onpepennTb 3anpelieHHble MNOPTHI,

V rpynnbl MHOTOQAPECHO! PACCbINKU A0MKHbI 6biTb

3apermcTpUpoBaHbl.

ANHaMUNYeCKu

BocctaHaBnmBaeT 3HavyeHMe No YMOAYAHMUIO.

bridge multicast source
ip-address group
ip_multicast_address

[[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

YcTaHasaunBaeT cooTBeTcTBME mexay IP-agpecom
Nnonb30BaTeNs W rpynnosbIM aApecom B Tabsuvue rpynnosoi
afapecaumu, u ctatudecku gobasnset/yaanseT uHtepdeicsl ns
rpynnbi.

- ip_address — ucxoaHbii IP-agpec;

- ip_multicast_address — rpynnosow IP-agpec;

- add — o6aBuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — y4aauTb NOPTbI U3 rpynnbl UcxogHoro IP-aapeca.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

bridge multicast forbidden
source ip_address

group ip_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

YcTaHaBauBaeT 3anper Ha nobasneHune/yaaneHve
COOTBETCTBUA MexKay IP-agpecom nonb3osaTens M rpynnosbiM
agpecom B Tabauue  rpynnosoi  agpecauuu  gas
onpegeneHHoro nopTa.

- ip_address — ucxoaHbii IP-agpec;

- ip_multicast_address — rpynnosow IP-agpec;

- add — 3anpet Ha go6asneHune nopTa B rpynny McxogHoro IP-

group: (1..24) aapeca;
- remove — 3anpeT Ha yAajNeHne nopTa U3 rpynnbl UCXOLHOTO
IP-appeca.
no bridge multicast forbidden
source jp_address BoccTaHaB/IMBaEeT 3HauYeHue No YMONYaHUIO.
group ip_multicast_address
bridge multicast ipv6 mode 3azaeT peXxum rpynnoBon nepesayn gaHHbix ans IPv6-naketos
{mac-group | ip-group | MHOr0aZpPecHOM PaccbiIKu.
ip-src-group} - mac-group — MHOroaZpecHas nepefaya, OCHOBaHHAA Ha
VLAN n MAC-agpecax;
Jmac-group - ip-group — mHoroagpecHas nepegaya ¢ TMNOM GUAbTPaLMUK,

no bridge multicast ipv6 mode

0CHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare IPv6;

- ip-src-group — MHoOroagpecHasa nepegaya C TUNOM
¢dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasutens B
¢dopmare IPv6.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

bridge multicast ipv6 ip-
address
ipv6_multicast_address [[add |
remove] {gigabitethernet
gi_port |

tengigabitethernet te_port

| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Peructpupyet rpynnosoi IPv6-agpec B Tabnuue rpynnosoi
agpecaumu, u ctatmdeckun gobasnset/ynanser uHTepdenco 13
rpynnbl.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobaBnseT NopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl;

MNepeuncneHne nHTepdEcoB OCYLLLECTBAAECTCA YEPE3 «—» U «,»
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no bridge multicast ipv6 ip-
address
ip_multicast_address

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

3anpelaeT NOAKNOYEHUE HACTPaMBaemoro nopra/mopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — fo6aBneHne NopTa/NOPTOB B CMUCOK 3aMNpeLLEHHbIX;

- remove — yaasneHune nopta/nopToB U3 CNKUCKA 3aNpPeLLEHHDBIX.
MepeuncneHve nHTepdENcoB OCYLLECTBAAETCA YEPES K—» U &,»

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.

bridge multicast ipv6 source
ibv6_address group
ipv6_multicast_address [[add |
remove]

{ gigabitethernet gi port |
tengigabitethernet te_port

| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

YcraHaBAuBaet cooTBeTcTBMeE mexay IPv6-agpecom
no/sib3oBaTena M rpynnoBbiM agpecom B Tabsuvue rpynnosown
afpecaumu, u ctatuiecku gobasnset/yaanaert uHtepdencol us
rpynnbl.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yAanunTb NOPTbI U3 rpynnbl McxogHoro IP-agpeca.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMOAYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

YcTraHaBAusaeT 3anper Ha fobaeneHvie/yaanerHue
cooTBeTCTBMA  Mexay IPv6-agpecom nosnb3oBatena
rpynnoBsbiM agpecom B Tabnuue rpynnosoi agpecaumn ans
onpesenieHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add —3anpet Ha gobaBneHune NopTa B rpynny ncxogHoro IPve-
afpeca;

- remove — 3anpeT Ha yAaneHve NopTa u3 rpynnbsl UCXOA4HOTO
IPv6-agpeca.

BoccTaHaBnmBaeT 3HayeHue no YMOANYaHUIO.

bridge multicast unregistered
{forwarding | filtering}

-/forwarding

no bridge multicast
unregistered

YcTaHaBAMBaeT NpaBMaO Nepesayn NakeTos C
HEe3aperucTpupoBaHHbIX FPYNMNOBbIX afpecos.

- forwarding — nepesaBaTb He3aperncTpMpoBaHHble
MHOroaZpecHble NaKeTbl;

- filtering — punbTPOBaTL HE3aPErUCTPUpPOBaAHHbIE
MHOroaZpecHble NaKkeTbl.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHOwbI

pexcuma  KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica 2pynnsl NOPMOo8

Bua 3anpoca KOMaHAHOM CTPOKM B peMme KOHIUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console#configure
console (config) #interface {tengigabitethernet te port | gigabitethernet

gi port |port-channel group |

console (config-if) #

range {..}}

Tabnnua 5.125 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

OnucaHue

bridge multicast
unregistered
{forwarding | filtering}

-/forwarding

YcTaHaBAusaeT npasuio nepeaauu nakeTos c
He3aperucTpMpoBaHHbIX FPYNNOBbIX a4pecos.
- forwarding — nepeaaBatb HesaperncTpuposaHHble

MHOroagpecHble nakeTbl,
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no bridge multicast
unregistered

- filtering — dunbTPOBaATHL HE3APETUCTPMPOBAHHbIE
MHOroafpecHble NaKkeTbl.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KoOHPUrypmposaHuma:

console (confiqg) #

Tabanuya 5.126 — KomaHgbl pexnuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

-/BbIKNOYEHO

BKAtoYaeT pUAbTPALLMIO FPYNNOBbIX a4PECcoB.

OTKAtOYaET GUALTPALMIO FPYNNOBbIX a4PECOB.

mac address-table aging-
time seconds

no mac address-table
aging-time

seconds: (10..86400)/300
CEKYHA,

3apaer Bpema
rnobansHo.
Bpema xpaHeHna MAC-agpeca, HaumMHaa ¢ 600 ceKyHA,
MOXeT ObITb 334aHO TONbKO C MHTepBasom B 300 cekyHA.
(900, 1200, 1500 u T.1)

Mpu Manbix 3HayeHusax aging-time (4o 600 ceKyHA)
[,0NyCTMMa NOTPeLUHOCTb, COM3MepPMMasn C ero 3Ha4yeHnem. C
yBennyeHnem 3HayeHuA aging-time norpeLHocTb
HUBEAUpPYETCA.

XpaHeHua MAC-agpeca B Tabauue

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vlan_id

seconds: (10..86400)/300
CeKyHA;
vlan_id: (1..4094)

3apaet Bpema xpaHeHua MAC-agpeca B Tabnuue ana VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/No
YMOJIYAHUIO BK/KOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTKNOUNTb M3yveHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[permanent | delete-on-
reset | delete-on-timeout
| secure]

no mac address-table
static [mac_address] vlan
vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

[obasnaeTr ucxogHbli MAC-agpec B Tabauvuy rpynnosow
agpecaumu.

- mac-address — MAC-aapec;

- vlan_id — Homep VLAN;

- permanent — aaHHbI MAC-aapec MOXHO y43a/IUTb TONIbKO
C NOMOLLbIO KOMaHAbl no mac address;

- delete-on-reset — paHHbI agpec yganuTca nocne
nepesarpysku ycTponcTBa;

- delete-on-timeout — faHHbLIN agpec yaanuTcs no Tanum-
ayty;

- secure — JAHHbIM agpec yaanauTcs TOJIbKO C MOMOLLBHO
KoMaHAbl no mac address nau nocae BO3BpaLLEHUA NOPTa B
pexum obyyeHus (no port security).

Ypanaer MAC-agpec 13 Tabaunubl rpynnoBoi agpecauuu.

bridge multicast reserved-
address
mac_multicast_address
[ethernet-v2 ethtype |

lic sap |

lic-snap pid ]

{discard | bridge}

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

Onpeaensetr pencTene ANs  MAaKeTOB MHOroagpecHom
paccblIKK € 3ape3epBMpPOBAHHOrO agpeca.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ethtype — TMn naketa Ethernet v2;

- sap —Tvn naketa LLC;

- pid —T1n naketa LLC-Snap;

- discard - cbpoc naketos;

- bridge — nakeTbl nepegatoTca B pexkmme bridge.
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no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

mac address-table lookup-
length length

no mac address-table
lookup-length

length: (1..8)/3

3apgaetr pasmep obnactm MAC-agpecoB B anroputme
XelWnpoBaH1A. M3meHeHNA BCTynatoT B AeWCTBME nocne
pecTtapTa KOMMyTaTopa.

YcTaHaBAMBaeT 3HayeHWe MO YMOAYaHUI. M3meHeHua
BCTYMNatloT B AeMCTBME NOC/E pecTapTa KOMMYTaTopa.

mac address-table
notification flapping

no mac address-table
notification flapping

-/BKIOYEHO

Bkaountb  GyHKUMIO 06Hapy:keHua ¢nannuHra MAC-
aapecos. ®nannuHr obHapyXMBaAETCA, €CNn BbINOJHAETCA
cnepyoulee ycnosue: JuHamuyeckaa 3anucb B MAC-
TabnAnue MeHAeT MopPT YeTblpe pasa, Npu 3TOM MeXay
KaXK4oM CMeHOW npoxoguT He 6onee 2 CekyHa, (TOYHOCTb
U3MEepEeHMA - 04HA CeKyHAa).

BbIkMounTb  GYHKUMIO 0b6HapykeHua d¢nannuHra MAC-
afpecos.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexnma Privileged EXEC:

console#

Tabnnua 5.127 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Ypanaet CTaTMHeCKMe/AMHaMMHeCKMe 3anmcm u3 Ta6}'IMLI|bI

rpynmnoBoi agpecaumm.
- dynamic — yaaneHue guHaMmnyYeckux sanucen;
- secure — yaaneHne cTaTUYecKmx 3anucen.

KomaHOwbI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.128 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port

mac_address]

| port-channel group] [address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MokasbiBaeTr Tabnuyy MAC-agpecoB  ann
nHTepoeinca Mbo Bcex MHTepdencos.

- dynamic — npocMoTp TONIbKO AUHAMUYECKUX 3anuceit;
- static — NpoCcMOTP TONIbKO CTaTUYECKUX 3anuceit;

- secure — MPOCMOTP TO/IbKO 6e30nacHbIX 3anucei;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN;

- mac-address — MAC-agpec.

[vlan vlan_id | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group} ]

show mac address-table count

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MoKa3sblBaeT KoMYecTBo 3anucer B Tabamue MAC-agpecos gna

YKa3aHHOro nHTepderica nmbo ana scex MHTepdencos.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.
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show bridge multicast address-
table [vlan vian_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipbv6_multicast_address }]
[format {ip | mac}]

[source

{ipv4_source_address|
ipv6_source_address } ]

vlan_id: (1..4094)

MoKasbiBaeT TabauLy rpynnoBbIX agpecoB AN YKa3aHHOro
uHTepoeiica nmbo Bcex uHTepdeicoB VLAN (KomaHga
[OCTYNHa TONbKO A4 NPUBUIETMPOBAHHOrO NOJ/Ib30BaTeNA).
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoi IPv4-aapec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.

show bridge multicast address-
table static

[vlan vian_id] [address
mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address ]
[source ipv4_source_address |
ipv6_source_address ] [all |
mac | ip]

vlan_id: (1..4094)

Moka3sblBaeT TabauULy CTAaTUYECKUX TPYNNOBbIX afpecoB AnA
yKasaHHoro nHtepdeiica nmbo scex nHtepdeiicos VLAN.
- vlan_id — naeHTUOUKaUMOHHbIM Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosoii IPv4-aapec;

- ipv6_multicast_address — rpynnosoti IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHom Tabanupl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MokasbiBaeT KoHPUrypaumio GuabTpa rpynnoBbIX aApecos AnA
yKaszaHHoro VLAN.
- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasbiBaeT KOHUrypaumio dunbTpa ans
He3aperucTpMpoBaHHbIX FPYNMOBbIX a4PECOB.

show bridge multicast mode
[vlan vian_id]

vlan_id: [1..4094]

MoKasbiBaeT peXkum rpynnoBoi aapecaumm ANA yKasaHHOro
nHTepoerica nnbo Bcex MHTepdeicos VLAN.
-vlan_id — naeHTMOUKaUMOHHbIM Homep VLAN.

show bridge multicast
reserved-addresses

OTo6parkaeT Npasmna, yCTaHOB/IEHHbIE AA FPYNNOoBbIX
3ape3epBMPOBaHHbIX a4PECOB.

show mac address-table mode

MoKasbiBaeT TeKyLWmnt pexkmm paboTol Tabamubl MAC-agpecos
M pexum, KOTopbli 6yaeT npuMmeHeH Mocie pecTtapTa
KommyTaTopa.

[pumepbl 8bIM0AHEHUS KOMAHO

= Bkaountb GpuAbTPaLMIO FPYNMNOBbIX aApPEecoB KOMMyTaTOpom. 33a4aTb BpemMsA XpaHeHuA
MAC-agpeca 450 cekyHA, paspewwunTb nepeaadyy He3aperMcTpupoBaHHbIX MHOroaApecHbIX
naketos Ha 11 nopTy KommyTaTopa.

console#configure

console (config) #bridge aging-time 450

console (config) #bridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

Vlan IP/MAC Address

type Ports
dynamic gi0/1, gi0/2
static gi0/1-8
dynamic gi0/9-11

Forbidden ports for multicast addresses:

Ports
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1 224-239.13012.2.3
19 224-239.13012.2.8

5.17.2 ®dyHKYus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuusa IGMP Snooping Ucnonb3yeTcs B CETAX rPynnoBon paccbinku. OcHoBHOM 3aga4yen IGMP
Snooping ABnsfeTcA npefoCTaBfeHME MHOroaZpecHoro Tpaduka TONbKO ONA Tex MOPTOB, KOTOpble

3anpocunau ero.

7 IGMP Snooping mo}XeT MCNONb30BaTbCA TONbKO B cTatMdeckon rpynne VLAN.
V Moaaep:kuBatoTca Bepcumn npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

Y1o6b1 IGMP Snooping 6bin aKTUBHbIM, GyHKLMA rpynnoBoii punbTpauumn “bridge

Gy

agpecauun»).

multicast filtering” gonxHa 6bITb BKAOUeHa (cm. pasaen «Mpasuna rpynnosoii

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOaApecHble MapLlpyTU3aTopbl, OCHOBAHO

Ha cheagyrowmnx cobbITHAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKONA MHOroagpecHoh Mmapuwpytusaumm Distance Vector Multicast Routing
Protocol (DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NopTy;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbl Ha NopTy.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypupoBaHmsa:

console (config) #

Tabauua 5.129 — KomaHabl perkmma rnobasbHOro KoOHGUrypupoBaHUA

KomaHda

3HauyeHue

Aelicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/IOYEHO

Paspewaer wucnonb3oBaHue ¢GyHKUMKM IGMP  Snooping
KOMMYTaTOpOM.

3anpewaer wucrnonb3oBaHue ¢yHKUMM IGMP  Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

-/BbIK/IOYEHO

Paspewaetr wucnonbsosaHne ¢yHKUMM IGMP  Snooping
KOMMYTaTOpPOM /15 AaHHOro nHtepdeiica VLAN.
- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

3anpewaetr wucnonb3oBaHue @yHKuMM IGMP  Snooping
KOMMYTaTOpPOM /15 AaHHOro nHtepdeiica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

Peructpupyer rpynnosoi IP-agpec B Tabauue rpynmnosoit
afpecaumn, u ctatMyeckn agobasaset uHTepdeincbl M3 rpynmbl
ons Tekywen VLAN.

- vlan_id — vaeHTMdUKaumoHHbIi Homep VLAN;

- ip_multicast_address — rpynnosoii IP-agpec.

MepeuncieHve nHTepdENCoB OCYLLECTBAAETCA YEPes «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabaunypbl.
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ip igmp snooping vlan vian_id
€os cos

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBauBaet 3HavyeHue CoS gna ncxogAwmx B nopt mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- COS — KNnacc obcnykusaHus.

YcTaHaBauBaeT 3HavyeHme CoS ana ncxogAwmx 8 nopt mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM Hy 0.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vian
vlan_id mrouter learn pim-
dvmrp

vlan_id: (1..4094)/
paspelueHo

VLAN aBTOMaTmMyeckoe
KOTOpbIM NOAKNOYEHbI

PaspelwaeTr Ans AaHHOW rpynnbl
pacnosHaBaHMe  MOPTOB, K

MHOrOaZpecHble MapLIpyTU3aTopbl.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

VLAN aBTOMaTtnyeckoe
KOTOPbIM NOAKAIOYEHDI

3anpewaer A4nA AaHHOW rpynnbl
pacnosHaBaHWe  MOpPTOB, K
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

OnpeaenaeT NopT, K KOTOPOMY MOAK/IOYEH MapLUpyTM3aTop
MHOTroaZpecHoOm paccblIkn Ansa 3agaHHoin VLAN.
- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

YKasbiBaeT, 4YTO K MOPTYy He MOAK/IYEeH MaplipyTMsaTop
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface{gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

YcTaHaBAMBAET 3anpeT Ha onpejesieHne nopTa (cTaTuyecky,
OVHAMMYecKM) KaK  nopTa, K KOTOPOMY  MOAK/OYEH
MapLUpPYTU3aTOP MHOTOAAPECHOMN PACChINKMU.

- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

CHMMaeT 3anpeT Ha onpefefneHue nopTa Kak nopra, K
KOTOPOMY MOAK/OYEH MapLlIpyTM3aTop MHOroaApecHom
PaccbiKm.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA Ha YKasaHHbIA IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

OTkntovaeT 3ameHy IP-agpeca wuctoyHuKa B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping map cpe vlan
vlan_id
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan vian_id

vlan_id:( 1..4094)

[o6asnaet cootsetctBMe mexay VLAN nonb3osaTtens (CPE-
VLAN) u VLAN TeneBewanusa (multicast-tv-vlan).

Ecnn IGMP-coobueHne npuxoaut Ha nopt ¢ Terom CPE-vlan u
cywecTsyetr cootBetctBMe CPE-vlan — multicast-tv-vlan, To
IGMP-coobueHne 6ygetr accouumposaHo ¢ VLAN pgna
TeneseLaHnA.

Ypanaet cootsetcteue mexay VLAN nonb3osatens u VLAN
TeneseLlaHns

ip igmp snooping vlan vian_id
querier

no ip igmp snooping
vlan vlan_id querier

vlan_id:
(1..4094)/BbIAaua
3anpocoB BbIKNOYEHa

BkntoyaeT noadepKy  BblgauM  3anpocos  igmp-query
KOMMYyTaTopom B AaHHoM VLAN.
OTKkNloYaeT MOAAEepXKKY BblgauuM  3anpocos  igmp-query

KOMMYTaToOpoMm B AaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

-/IGMPv3

YctaHaBauBaetr Bepcuio IGMP-npoToKona, Ha OCHOBaHUM
KoTopol byayT dopmuposatbcs IGMP-query 3anpochbl.

YcTaHaBAMBaeT 3HaYeHue no yMON4aHUo

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1-4094)

OnpegenseT  UcxopHbii  IP-agpec,  KoTopbit  bypeT
ncnonb3oBatbca IGMP querier-om. Querier — ycTPOMCTBO,
KoTopoe otnpasnseT IGMP-3anpochl.

YcTaHaBAMBaeT 3HaYeHne No ymonyaHuto. 1o ymonyaHuio ecam
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse
agpeca ucrouyHmnka IGMP Snooping Querier.
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ip igmp snooping vlan vian_id
immediate-leave

vlan_id: (1..4094)/

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywei VLAN. O3HayaerT, 4To NopT A0/XKEH bbITb Hemea/leHHO
vaaneH us rpynnbl IGMP nocne nonyyeHua coobuweHua IGMP
leave.

Mpu pobasneHun onuumn host-based — mexaHusm fast-leave
cpabaTblBaeT TO/IbKO B TOM C/lyyae, KOrga BCe NoJib3oBaTenu,

no ip igmp snooping vlan
vlan_id immediate-leave

(1..4094)/BbIKNtOYEHO

BbIK/IOYEHO NOAKNIOYEHHbIE K AAaHHOMY MNOPTY OTNMCANWUCL OT Tpynnbl
(cyeTumk nonb3oBaTenei BegeTcA Ha OCHOBaHMM src-MAC-
agpecos B 3aronosKax IGMP-report’os).
no ip igmp snooping vian OTknountb npouecc IGMP Snooping Immediate-Leave Ha
vlan_id immediate-leave [host- Tekywen VLAN.
based]
ip igmp snooping vlan vian_id Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
immediate-leave host-based TekyLer VLAN. O3HavaeT, 4To NopT AO/IKEH 6bITb HEMEANeHHO
vian id: vaaneH us rpynnbl IGMP nocne nonyyeHua coobuieHma IGMP

leave, ecnin Gosiblie HET KAMEHTOB, KOTOpbIM Heobxoauma
[aHHan rpynna.

OTkaountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywen VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BK/ItOYAET pexunm, Npu KOTOPOM KOMMYTATOp OTNpaBaseT
report Ha query 3anpocbl CTaTUYECKMX FPYNM, HACTPOEHHbIX Ha
Hem. Mpu aTomy coobuieHuns IGMP-report/leave Ha 3Tu
rpynnbl UTHOPUPYHOTCA.

- version — puKcupyet sepcuto report/leave coobuieHuit,
OTNpaBAsieMbIX proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHusA, co3fdaHHble proxy-
report'epom — IGMPv3, a oTBeTbl Ha query coobueHna 6yayT B
TOl Bepcuu, B KOTopol 6bin npucnad IGMP-query.

BoccTaHaBAMBAET HACTPOMKM MO YMONYAHMIO.

ip igmp snooping vlan vian_id
€OS COs

no ip igmp snooping vlan
vlan_id cos

cos: (0..7)

YcTaHaBAMBaeT 3HayeHue
802.1p.

napameTpa noss npuopuTeTa

BoccTtaHasnuBaeT HaCTpOﬁKM N0 YMON4aHUHo.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypuposaHma VLAN:

console (config-if) #

Tabnunua 5.130 — KomaHabl pexkuma KoHpuUrypuposaHua nHtepoeiica VLAN

KomaHoa

3HayeHue/3HayeHue no

YyMOMYaHUO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3Ha4YeHue yctonumsoctm ansa IGMP.
Ecnv Ha KaHane HabnwopaetcA noteps AaHHbIX, 3HaYeHue
YCTOMYMBOCTM SOMKHO BbITb YBENUYEHO.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

seconds: (30..18000)/125 c

YcraHaBAuBaet TaﬁmayT, no KOTOpOMY cCUCTeMa OTnpasBaAeTt
OCHOBHbI€ 3anpocCbl BCEM YHaCTHUKAM rpynnbl MHOFOEADECHOVI
nepegayun AnAa NnpoBepKU NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMMaibHOE BpeMs OTBETa Ha 3anpoc.

YcTaHaBAWBaeT 3HaYeHne o YMONYaHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YcTaHaBAMBaeT KO/MYECTBO 3anpocoB, MOCAE  PaCCbIIKK
KOTOPbIX, KOMMYTaTOp ONpesenseT, YTo Ha 4AaHHOM NOPTY HeT
KenatLLMx y4acTBoBaTb B MHOTOAZPECHOM PacCblKe.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

YcTaHaBAWBaeT MHTEPBaA 3anpoca A1A NoCAegHero y4acTHUKa.
milliseconds:

(100..25500)/1000 mc YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

KomaHOblI pexuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)

Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHOUIypnpoBaHUA nHTepdelica:

console (config-if) #

Tabnnua 5.131 — KomaHgbl pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

Bkntoyaet nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan u mynbTukacToBoro TpaduKka B
knneHnTckme Vlan ana nHtepderica B pexmme «access».

vlan_id: (1..4094)
BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KANEHTCKUX

Vlan B Multicast Vlan u mynbTukacToBoro TpaduKka B
KknneHTckme Vlan ana nHtepdelica B pexxmme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk
multicast-tv vlan

Bkntoyaetr nepeHanpasneHue IGMP-3anpocos w3 VLAN,
YYaCTHMKOM KOTOpbIX ABnsetca nopt, B Multicast VLAN ans
nHTepdeiica B pexnme «trunk».

MybTUKACTOBbIN Tpaduk nepegaerca Ha nopr
HeTerMpoBaHHbIM WM TErMpOBaHHbIM B 33aBUMCMMOCTU OT
napametpa tagged.

MapameTp tagged yKasbiBaeT Ha TO, YTO MY/IbTUKACTOBbIN
TPaduK [OMKEH OTNPaBAATLCA B NOPT ME2UPOBAHHLIM 8
Multicast VLAN.

vlan_id: (1..4094)

BbikntoyaeT nepeHanpasneHne IGMP-3anpocos B Multicast
Vlan, nopT UckAto4aeTca U3 rpynn MHOroaApecHom paccbiikv B
Multicast VLAN.

KomaHOowb! pexcuma EXEC

Bce komaHgbl OOCTYNHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTENA.

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.132 — KomaHgb! pexkuma EXEC

KomaHoa

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

MoKa3sblBaeT MHPOPMaLMIO 06 M3yYeHHbIX MHOFOAAPECHbIX MapLIPyTU3aTOpax B yKasaHHOWM
rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbiBaeT nHdopmaumio IGMP-snooping gna AaHHoro nHtepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address ip_address]

MoKasbiBaeT MHPOpMaLumio 06 M3YyYEHHbIX MHOFOaZpPecHbIX rpynnax, y4yacTBYHOLWMX B
rPynnoBoi paccbijiKe.

show ip igmp snooping cpe
vlans
[vlan vian_id]

MokasbiBaeT Tabnuuy cooTeeTcTBMA Mmexay VLAN o060pyaoBaHWMA, YCTAHOBAEHHOTO Y
nonb3osatend, n VLAN gna TenesewaHuna.
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[pumepbl 8b1M0AHEHUS KOMAHO

Brkntountb oyHKUMto IGMP snooping Ha KommyTtatope. Ona VLAN 6 paspelntb aBToMaTM4ecKoe
pacno3HaBaHMe MNOPTOB, K KOTOPbIM MNOAKAKOYEHbl MHOroaZpecHble MapLLpPyTU3aTOPbI.
YcTtaHoBUTbL UHTepBan mexay IGMP-3anpocamn — 100 ceK. YBeANUNTb 3HAYEHUE YCTOMUYNBOCTHU
00 4. YCTaHOBUTb MaKCUMasibHOE BpemsA OTBeTa Ha 3anpoc — 15 cek.

console# configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config) #interface vlan 6

console (config-if) #ip igmp snooping query-interval 100

console (config-if) #ip igmp robustness 4

console (config-if) #ip igmp query-max-response-time 15

5.17.3 MLD snooping — npomoKos KOHMpPoaa MHO20a0pecHo20 mpaguKa 8 IPve

MLD snooping — MexaHM3M MHOroagpPecHOM PacCbiIKM COOBLEHUIA, MO3BOSAOWMMN
MMUHUMU3NPOBATb MHOTOaAPECHbIN TpaduK B IPv6-ceTsix.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabauua 5.133 — KomaHabl rn1o6anbHOro pexkuma KoHPUrypmMpoBaHus

KomaHda 3HaueHue Aelicmeue

ipvé mid snooping

. Bkatoyaet MLD snooipng.
[vlan vian_id] vlan_id: (1..4094)/ Pne

no ipv6 mid snooping BbIK/IIOYEHO

i MLD ing.
[vlan vian_id] Otkntouaer snooping

ipvé mld snooping vlan vian_id Peructpupyet rpynnosoii IPv6-agpec B Tabauvue rpynnosow
static ipv6_multicast_address afpecauun, u ctatudeckun aobasnaet/yaansaer nHTepdencol us
[interface rpynnbl gna Tekywen VLAN.

{ gigabitethernet gi_port | - ipv6_multicast_address — rpynnosoit IPv6-agpec;
tengigabitethernet te_port vlan_id: (1..4094); MepeuncneHne nHTepdencoB OCyLLECTBAAETCA YEPES «—» U «,».
| port-channel group}] gi_port: (1..8/0/1..24);

no ipv6 mid snooping vlan te_port: (1..8/0/1..4); | Ypansaet rpynnosoit IP-agpec u3 Tabauupl.

vlan_id static group: (1..24)

ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

ipvé mld snooping vlan vian_id JobasnaeT npaBu/o, 3anpelatoLiee nopTam 13 CrnmcKa
forbidden mrouter interface pernctpuposaTtbea Kak MLD-mrouter.

{gigabitethernet gi_port|
tengigabitethernet te_port

| port-channel group} vlan_id: (1..4094);

gi_port: (1..8/0/1..24);

no ipv6 mid snooping vlan te_port: (1..8/0/1..4);

vlan_id forbidden mrouter

Ypanaet npaBuo, 3anpeLuatoLLlee NnopTam U3 Cnncka
pernctpmpoBaTtbca Kak MLD-mrouter.

X group: (1..24)

interface

{gigabitethernet gi_port|

tengigabitethernet te_port

| port-channel group}

ipv6 mld snooping vian vian_id M3yyaTb NopTbl, NoAKAOYeHHble K mrouter'y no MLD-query-
-/BKAIOYEHO nakeTtam.

mrouter learn pim-dvmrp
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no ipv6 mid snooping vlan
vlan_id mrouter learn pim-
dvmrp

He n3yyaTtb nopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-
query-naketam.

ipvé mld snooping vlan vian_id
mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

vlan_id: (1 .. 4094);
gi_port: (1..8/0/1..24);

no ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

te_port: (1..8/0/1..4);
group: (1..24)

[o6asnser cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

Ipvé mid snooping vlan vian_id
immediate-leave

vlan_id:

no ipvé mid snooping vlan
vlan_id immediate-leave

(1..4094)/BbiKNtO4EHO

Bkatountb npouecc MLD Snooping Immediate-Leave

Tekyuer VLAN.

Ha

OTkntounTte npouecc MLD Snooping Immediate-Leave

Tekyuer VLAN.

Ha

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config-if)#

Tabanua 5.134 — KomaHgb! pexkuma KoHpurypuposaHma nHtepoeica VLAN

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
. . Co3p4aeT CTaTUYeCKyHo rpynny MHoroagpecHom IPv6-
ipvé mld join-group A yio rpynny AP
. . PacCbIIKK.
ibv6_multicast_address . . o
- - multicast_ipv6_address — rpynnosoit agpec IPv6.

no ipv6 mid join-group YaanaeT ctaTMyeckyto rpynny MHoroagpecHowm IPv6-
ipv6_multicast_address paccbiKn
. YcraHaBausaeT Konnyectso MLD-3anpocos, nocne paccbliku
ipv6 mld last-member-

KOTOPbIX KOMMYTaTOp onpeaensaeT, YTo HAa AaHHOM NOPTY HeT
query-count count .

count: (1..7) YKeNalLLMX y4acTBOBaTb B MHOroagpecHou IPvb-paccbinke

no pv6 mid last-member-
query-count

BoccTaHaBnmBaeT 3HayeHue no ymMmon4yaHuto

ipv6 mld last-member-
query-interval interval

no ipv6 mld last-member-
query-interval

interval: (100..25500)/1000
MUINNCERKYHA,

3aaeT MaKCMMasbHYI0 3a4epPXKKy OTBETa Noc/ieAHEero YneHa
rpynnbl, KOTOPas MCMO/b3YyeTCA ANA BbIYUCAEHMA Koga
MaKcMManbHoOW 3agepKu oteeTa (Max Response Code)

BoccTaHaBnmBaeT 3HaYeHue no yMONn4aHUto

ipvé mld query-interval
value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepPBaN PaccbiIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

ipvé mld query-max-
response-time value

no ipv6 mid query-max-
response-time

value: (5..20)/10 cekyHz,

3apaet MaKCUMaNbHYIO 3a4€ePXKKY OTBETa, KOTOPaA
ncnonb3yeTca ana BblYMCNEHUN KOoA4a MaKCMManbHoWM
3a4epXKKU OoTBETA

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

ipvé mld robustness value

no ipvé mid robustness

value: (1..7)

YcTaHaBAMBaEeT 3HaYeHue KoadpoduumeHTa
oTKasoycTonumsocTu. Ecam Ha KaHane Habnogaetcsa noteps
[JaHHbIX, K03bOUUMEHT 0TKA30yCTOMUYMBOCTU AOMKEH BbITh
YBENNYEH.

BoccTaHaBnmBaeT 3HaYeHue no yMOAN4aHUIo
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KomaHObI pexuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)
Ethernet, uHmepageuca epynnsl nopmos, UHmepgetca VLAN

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTrypupoBaHusa WHTepdeica Ethernet,
nHTepoelica rpynnbl nopToB U HTepdelica VLAN:

console (config-if) #

Tabnnua 5.135 — KomaHab! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

ipvé mld join-group
ipv6_multicast_address

no ipv6 mld join-group
ibv6_multicast_address

[aeT yKkasaHue paccbinate MLD-report coobueHun
npucoeanHeHue K ipv6_address rpynnbl ¢ 4aHHOTO NopTa.
- ipv6_multicast_address — rpynnosoi agpec IPv6.

Ha

YpanaeTr yKasaHue paccbinate MLD-report coobuweHua Ha
npucoeanHeHue K ipv6_multicast_address rpynnbl ¢ 4aHHOro
nopra.

ipvé mld version version

version: (1..2)/2

no ipvé mld version

YcTaHaBAWBaET BEPCUIO NPOTOKONA, AEWCTBYHOLLYIO Ha 4aHHOM
MHTepoeice.

BoccTaHaBnvBaeT 3HaYeHWe Mo YMONYaHUIO

_|

abnuua 5.136 — KomaHab

I pexkuma EXEC

KomaHoa

3HayeHue

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id]
[address
ibv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTo6paKaeT MHPOPMALMIO O 3aPErucTPUPOBAHHBIX rpynnax B
COOTBETCTBUM C 3afaHHbIMM B KOMAaHAE napameTpamu
dunbTpaumm.

- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT MHPopmaunio o KoHourypaumm MLD-snooping
ons paHHoun VLAN.

show ipv6 mid snooping

vlan_id: (1..4094)

mrouter [interface vian_id]

OTobparkaeT MHGOpMaLMO 0 mrouter-nopTax.

5.17.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®YHKUMM orpaHndeHuns multicast-TpadurKa ncnonbsytotca ans yao6bHOM HaCTPOMKKM orpaHNYeHms
NPOCMOTpPA ONpeAeneHHbIX FPyNn MHOroaapecHoOMn PaccbUIKu.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypUpoBaHus:

console (confiqg)

#

Tabnnua 5.137 — KomaHgb! pexxkuma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa

3HayeHue

Aelicmeue

multicast snooping profile
name

no multicast snooping
profile name

name: (1..32) cumBonos

Mepexopa, B pexum KoHdUrypuposaHua multicast-npodpuns.

YaanuTb yKasaHHbIi multicast-npoduns.
Multicast-npopunb moxer 6biTb yAaNeH TONbKO
H nocne TOoro, Kak 6yaeT oTBA3aH OT BCeX NOPTOB
KoMMmyTaTopa.

KomaHObI pexcuma KoHgu2ypuposdaHua multicast-npoguna

Bug, 3anpoca KOMaHAHOMW CTPOKM pexnma KoHPUrypuposaHus multicast-npoduns:

console (config-mc-profile) #

1
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Tabnnuya 5.138 — KomaHgb! pexkuma KoHdurypuposaHma multicast-npodunsa

KomaHoa 3HayeHue HAelicmesue

match ip low_ip [high_ip] 3azaeT cooTBETCTBME NPOGUAA YKazaHHOMY auanasoHy IPv4
multicast-agpecos.

- low_ip —BannaHbIn multicast-agpec;

- high_ip — BanngHbIi multicast-agpec.

no match ip low_ip [high_ip] Ypanaet cooTBeTcTBUE NPOPUAA YKazaHHOMY AnanasoHy IPva
multicast-agpecos.

match ipv6 low_ipv6 3azaeT cooTBETCTBME NPOGUAA YKazaHHOMY ananasoHy IPv6

[high_ipv6] multicast-agpecos.

- low_ip —BannaHbIn IPv6 multicast-agpec;
- high_ip —BanngHbivi IPv6 multicast-agpec.

no match ipv6 low_ipv6 Ypanaer cooTBeTcTBUE NPOPUAA YKazaHHOMY AnanasoHy IPve
[high_ipv6] multicast-agpecos.
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 3a@aHHbIX AMAMNA30HOB,

IGMP-report 6yayT nponycKaTtbcs.

- -/BbIK/IIOYEHO
no permit B c/ydae HECOOTBETCTBMA OAHOMY U3 3aaHHbIX A4Mana3oHoB,

IGMP-report 6yayT oTbpacbiBaTbCa.

KomaHObI pexwuma KoHguaypuposaHusa UHmepgelica (duana3oHa uHmepgelicos)
Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKU peXnma KOHPUrypuposaHua nHtepdeica:
console (config-if) #

Tabnvua 5.139 — KomaHgpl pexknma KoHoUrypupoBaHua WHTepdelica (guanasoHa WHTepdelicoBs)
Ethernet

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
yMoOAYaHuro

multicast snooping max- OrpaHMYMBaET KOIMYECTBO OL4HOBPEMEHHO NMPOCMATPUBAEMBbIX
groups number multicast-rpynn gna nopra.

- - number: (1..1000)/-
no multicast snooping CHMMaeT orpaHuWyeHMe Ha KOAMYECTBO OL4HOBPEMEHHO
max-groups npocmaTpmBaeMmMbIx rpynn ansa nopra.
multicast snooping profile MpuBA3bIBaET yKaszaHHbIN multicast-npodunb K nopTy.
name

- - name: (1..32) cumBonos -
no multicast snooping Ypansaet cootsetcTBue multicast-npoduna c noptom.
profile

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.140 — KomaHgb! pexkuma EXEC

KomaHoa Aelicmeue

show multicast snooping | OTobparkaeT nHGOPMaLMIO ANA BCEX NMOPTOB O TEKYLLEM KONMYECTBE 3aperncTprpoBaHHbIX
groups count rpynm, a TakXKe MakCMManbHOe BO3MOYKHOE KOMYecTBO.

show multicast snooping | OTob6pakaeT MHPopmaumio o cKoHUrypupoBaHHbIX multicast-npopunsax.
profile [name]
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5.17.5 ®yHkyus mHoz2oadpecHoii mapwpymusayuu IGMP Proxy

®PyHKUMA MHOroagpecHon mapwpytusaumm IGMP Proxy npefHasHayeHa Ana peanvsauuu
YNPOLLEHHOM MapLIpyTM3aLMM MHOFOAAPECHbIX AAHHbIX MEXAY CETAMM, yNpPaBaaeMon Ha OCHOBaHMMU
npoTtokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He Haxoaalmnecs B O4HOM CETU C CepBEpPOM
MHOT0a4pPECHON PaCCbIIKM, UMEIOT BO3MOXHOCTb NOAKA0YATLCA K MHOTOAAPECHBIM Fpynnam.

MapLpyTmsauma OCylecTBAsSeTCa Mexay WHTepdencom BbiwecToAwen cetn (uplink) u
nHTepdericamm Hukectoawmx ceteit (downlink). Mpu aTom Ha uplink-uHTepdelice KommyTaTop BeaeT
cebs Kak 0b6bIYHbIN NoNyYaTenb MHOroagpecHoro Tpaduka (multicast client) u popmupyet cobcTBEHHBIE
coobueHns npotokona IGMP. Ha nHtepdeicax downlink KommyTaTop BbICTYNaeT B KAYeCTBE cepsepa

MHOroapecHomn

PacCbIIKM

n obpabartbiBaeT

NOAKAIOYEHHbIX K 3TUM MHTepdelricam.

coobuleHns

npotokosna IGMP oT yCTPOWCTB,

V IGMP Proxy nogaep:usaet go 1024 rpynn MmHOroaapecHoii paccbiiku.

V IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.

V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaAaepKMBaeTca Ha rpynnax arperauyum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO 0AUH MHTepdeiic BbllecToALLel ceTh;

- npy ucnonb3osaHun Bepcun V3 npotokona IGMP Ha uHTepdeiicax K HUMKecToALen
cetn, obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

V IGMP Proxy gna QinQ tpadumkKa:
— [Ona KoppeKTHOM paboTbl dyHKUMOHaNA Heob6Xxoaumo BKAOUUTb Proxy B SVLAN u CVLAN,
a TaK }Ke HacTpouTb ip-aapeca Ha AaHHbIX UHTepdeiicax.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rinob6anbHoro KoOHPUryprmposaHumsa:

console (config) #

Tabnunua 5.141 — KomaHAabl pexkmMma rnobanbHOro KoHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ip multicast-routing Mo ymonyaHuto GyHKUmA PaspelsaeT paboTy mappyTusaumMmM MHOTOagpecHbIX AaHHbIX
igmp-proxy BbIK/IOYEHa Ha CKOHOUIYPUPOBAHHbIX UHTEPdENCaX.

ip igmp-proxy version
version

version: (1..3)/2

YcTtaHaBAuBaeT Bepcuto npoTokona IGMP ana ncnonbsoBaHuA
KOMMyTaTopom Ha uplink-uHTtepodeiice.
- version — Bepcua IGMP-npoTokona.

YcTaHaBAvMBaeT 3HayeHuve 802.1p AnA MaKeToB MNPOTOKOAA

ip igmp-proxy cos cos cos: (0..7)/0 IGMP, KoTopoe 6yaeT WMCNo/b30BaTbCA KOMMYTAaTOPOM Ha
uplink-uHtepodetice.
YcTaHaBnmBaeT 3HayeHue DSCP B IP 3aronoBke ans naketos
ip igmp-proxy dscp dscp dscp: (0..63)/0 npotokona IGMP, kotopoe 6ypeT  Mcnosnb3oBaTbCA

KoMmyTaTopom Ha uplink-uHtepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

Bua 3anpoca KOMaHAHOM CTPOKU pernma KoHourypuposaHuma VLAN:

console (config-if)#
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Tabnnua 5.142 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip igmp-proxy vlan vian_id
[version version] [cos cos]
[dscp dscp]

vlan_id: (1..4094);
version: (1..3)/2;
cos: (0..7)/0;

KoHourypupyemaa VLAN saBndetca  wuHTepdelicom K
HuxecToAwweln cetn. KomaHaa HasHayaeT cBA3aHHbIM uplink-
MHTepoEWc, y4acTBYOLWNI B MapLLIPyTU3aLMU.

- version — Bepcus npoTokona IGMP, KoTtopasa 6yaet
MCNONb30BaTbCA KOMMYTAaTOPOM Ha 3TOM UHTepdelice;

- cos — 3HayeHue 802.1p AnAa nakeToB npoTtokona IGMP,
KoTopoe 6yAeT WMCNoNb30BaTbCA KOMMYTAaTOPOM HAa 3TOM

dscp: (0..63)/0 WHTepbelice;.

- dscp - 3HayeHue DSCP B IP 3aronoBKe 419 NaKeToB NPOTOKONA
IGMP, KoTopoe byaeT Ucno/ib3oBaTbCA KOMMYTaTOPOM Ha 3TOM
MHTepodeice.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 5.143 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

KomaHpa  npegHasHayeHa  A/iA  NpoCcmMOTpa  CMWCKOB
MHOroaZpecHbix rpynn. BoamoxeH Bbibop rpynn no agpecy
rpynnbl UAK NO a4pecy UCTOYHMKA MHOTOaAPECHbIX AaHHbIX.

- group — IP-agpec rpynnbi;

- source — IP-aapec UCTOYHMKA MHOTOAZPECHbIX AaHHbIX.

show ip mroute-next-hop

[group group |
source source] -

show ip igmp-proxy OTobparkeHne MHPpopmauumn 06 MHTepdence K BbILLECTOALLMM

ceTam.
show ip igmp-proxy OTobparkeHne nHbopmaLumm 06 nHTepdencax K HAKECTOALLUM
interface ceTam.

consolef#show ip igmp-proxy interface

Interface Version No of Groups CoS DSCP

vlian 1 2 0 2 37
vlan 30 2 0 5 12

[Mpumep ucrnonb308aHUI KOMAHO

Hactpoutb Ha ycTpoictee paboty ¢pyHKUMM IGMP Proxy, ncnonbsosatb VLAN 100 B Kauectse
nHTepdelica K BblwectoAwelk cetm 10.1.0.0, a VLAN 101 u 102 B KauyectBe WHTepdencos K
HuKectoAwmMm cetam 10.2.0.0 n  10.3.0.0 cootBeTtcTBeHHO. Ha uplink-uHTtepdeitice ncnonbsosatb
Bepcuto v2 npotokona IGMP.

console#configure

console (config) #vlan database
console (config) #vlan 100-102

console (config) #fexit

console (config) #ip multicast-routing igmp-proxy
console (config) #ip igmp-proxy version 2

console (config) #interface vlan 100

console (config-if) #ip address 10.1.0.1 /24
console (config-if) #fexit

console (config) #interface vlan 101

console (config-if) #ip igmp-proxy vlan 100
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console (config-if) #ip address 10.2.0.1 /24
console (config-if) #fexit
console (config) #interface vlan 102

console (config-if) #ip address 10.3.0.1 /24
console (config-if) #exit

(
(
(
console (config-if) #ip igmp-proxy vlan 100
(
(
(

console (config) #

5.18 ®yHKUMM ynpaBaeHusA

5.18.1 MexaHu3m AAA

Ona obecneyeHns 6e30MacHOCTU CUCTEMbl UCMOAb3yeTca mMexaHusm AAA (ayTeHTUdMKaumA,

aBTopu3aLMA, yyeT).

— Authentication (ayteHTUdUKauma) — conocTasieHMe 3anpoca CyLecTBYoLLEe YYETHOM
3anucu B cucteme 6e30nacHoOCTHU.

— Authorization (aBTopusauus, NpoBepKa YpOBHA A0CTyna) — conocTaBaeHue YYETHOM
3anucu B cucTeme (npolueauein ayteHTUdMKauuio) U onpeaenéHHbIX NOAHOMOYMIA.

— Accounting (y4ét) — cnexeHue 3a noTpebeHMeM pecypcoB NoJib30BaTeNEM.

Ons wudpoBaHUA faHHbIX UCNONb3YeTCA MexaHu3m SSH.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnnua 5.144 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

aaa authentication login
{default | list_name}
method_list

no aaa authentication login
{default | list_name}

YcTaHaBAMBaeT cnocob ayTeHTUdUKaLMKM AN BXOAA B CUCTEMY.

- default — ncnonbsosatb 414 ayTEHTUPUMKALMM ONUCAHHDBIE HUXKE
MeToabl;

- list_ name - umA cnucka ayTeHTUPMKALMOHHLIX METoAOB,
aKTUBU3UPYHIOLLEroCcs, KOrAa NoNb30BaTelb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUW;

- line — ncnonb3oBaTb Napo/ib TEPMUHANA 419 ayTEHTUDUKALMMK;
- local — ncnonb3oBaTb NOKaNbHYO a3y MMeH nonb3oBaTesnen
ans ayteHTUdMKauuu;

-/ocywectnseTca - none — He UCMOAb30BaTb ayTEHTUPUKALMIO;
npoBsepKa no fiokanbHol | - radius — wcnonb3oBaTb cnucok RADIUS cepsepos ana
6a3e JaHHbIX ayTeHTMdUKaumm;
(aaa authentication login | - tacacs — wcnonb3osaTb cnucok TACACS cepsepoB Ana
default local); ayTeHTUdUKaLMK.
list_name: (1..12) V Ecnn metop ayteHTUPUKauuM He onpepeneH, To
CMMBONOB AOCTYN K KOHCONN BCeraa ycnewHbl.

V Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMAHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue CNUCKa:
aaa authentication login list-name
’ | Bo usberkaHue notepm AocTyna ciepyeT BBOAUTb
. HeobxoguMbIit MWHUMYM HacTpoek ana
YKa3blBaemMoro MeToAa ayTeHTuGMKaumm.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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aaa authentication mode
{chain | break}

-/chain

YcTaHaB/IMBaET airopUTM ONPoca METOA0B ayTEHTUOUKALLMM.

- chain — nocne HeyaayHol NOMbITKM ayTeHTUdUKaUUKM no
nepBOMy MeTOAY B CNUCKe CefyeT NomnbITKa ayTeHTUOUKaLmMmM no
cnepylolwemy MeToay B LienoyKe.

- break — nocne HeypauyHoW ayTeHTUdMKaALMM MO MepBoMy
MeToAy npoLecc ayTeHTUdUKaLumM ocTaHaBNUBaETCA.

aaa authentication enable
{default | list_name}
method_list

Mo ymonyanumio
ocyliecTenseTca
nposepka napos (aaa
authentication enable
default enable);

list_name: (1..12)

YcTaHaBavBaeT cnocob ayTeHTUPMKauMM nNpu  MNOBbILLEHUN
YPOBHSA NPUBUAETMIA ANA BXOAA B CUCTEMY.
- default —ucnonb3soBath 415 ayTEHTUOUKALMM ONUCAHHBIE HUXKE
meToabl;
- list_ name- wvmA cnucKa ayTeHTUOUKALMOHHBIX MeToh0B
AKTUBU3UPYIOLLMIACA, KOTAA NO/b30BaTENb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb30BaTb Naposib ANA ayTeHTUdUKaLMK;
- line - ncnonb3oBaTb Napo/Ib TEPMUHANA ANA ayTEHTUOUKALMK;
- none — He UCMOAb30BaTb ayTEHTUPUKALMIO;
- radius — wucnonb3oBaTb cnucok RADIUS cepsepoB panA
ayTeHTUdUKaumm;
- tacacs — wucnonb3osaTb cnucok TACACS cepsepos Aana
ayTeHTUdUKaLMM.
Ecnu ana KoHconu naponb He onpeaeneH, To AOCTYN K

V KOHCOJ1M Bceraa ycnewwHbli (aaa authentication enable

default enable none).

cMmBonos Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M
V aaa authentication enable list name method_list.
Ucnonb3oBaHue cnucka: aaa authentication enable
list_name
V Bce 3anpocbl, nepepaBaembie K Radius u TACACS
cepBepam, BK/AIOYAIOT UMA nonb3osatens "Senabx$",
rae X — ypoBeHb Nnpusunerui.
no aaa authentication YcTaHaBAMBaEeT 3HaYeHME N0 YMONYAHUIO.
enable
{default | list_name}
enable password YcTaHaBAMBaEeT Naponb AR KOHTPOAA U3MEHEHMA MpUBUAETUIA
[level level] password [0CTyna nosib3oBaTenen.
[encrypted] - level — ypoBeHb NpuBuaeruii;
level: (1..15); - password — napons;
password: (1..159) - encrypted — 3apaTb 3awMdpoBaHHbLIA Napoib (Hanpumep,
CUMBOJIOB naponb B 3alWMPpOBaHHOM BWUAE, CKOMMPOBAHHBIA C ApYyroro
YCTPOICTBA).
no enable password [level Yaanser naposib 419 COOTBETCTBYHOLLEIO YPOBHS NPUBUIETUNA.
level]
username name { [obaBnseT Nnonb30BaTeNA B IOKANbHYO 633y AaHHBbIX.
nopassword | password level: (1..15); - level — ypoBeHb npuBMnerui;
password | password - password — napons;
encrypted password: - name — ¥MA NONb30BaTeNsA;

encrypted_password}
[priveliged level]

(1..159) cumBonos;

name: (1..20) cumBonoB

Nno username name

- encrypted password —3awundpoBaHHbIA MNaponb (Hanpumep,
naposib B 3awndpoBaHHOM BUAE, CKOMUPOBAHHLIM C ApPYyroro
yCTPOICTBA).

Ypanaet nonb3osarena ns NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login start-
stop group radius

-/BeeHue yyeTa
3anpeleHo

no aaa accounting login
start-stop group radius

PaspewaeT BegeHWe yyeTa (aKKayHTa) A1a ceccuin ynpasaeHus.
BepeHue yyeta paspelueHo TONbKO ana

V nonb3oBaTtenei, BOWeEAWUX B CUCTEMY MO MMEHU U
naponio, ANA Nonb3oBaTteneii, BOWeALWMNX NO Naponio

TepMUHana, BegeHune yyeTa 3anpeLyeHo.

V BepeHue yyeta aKTMBMpYeTCA U NpeKpalyaerca, Korga
No/b30BaTe/Ib BXOAUT U OTKAIOYAETCA OT CUCTEMbI, YTO

COOTBETCTByeT 3HayeHusam start u stop B coobweHuax

npoToKona RADIUS (napameTtpbl, cogeprKawmeca B
coobweHunax npotokona RADIUS, npuBeaeHbl B Tabauue 5.145).

YcTaHaBAnBaeT 3HaYeHWe No YMOHAHUIO.
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stop group radius

aaa accounting dotlx start-

no aaa accounting dotlx
start-stop group radius

-/BefeHue yyeTa
3anpeLeHo

PaspewaeT BegeHue yyeTa (akKkayHTa) gna ceccuin 802.1x.

V BepeHune yyeta aKTUBMPYETCA U NpeKpallaeTca, Koraa

nonb3oBaTe/lb BXOAUT U OTK/IOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYeT 3HaueHuam start u stop B cooblieHuax
npoTokona RADIUS (napameTtpbl, copepiKawmeca B
coobuweHunnax npotokona RADIUS, npuBeaeHbl B Tabauue 5.145).

V B pexume multiple sessions coobuweHus stat/stop

NoCbINAIOTCA ANA KAa)KAOro nonb3oBaTens, B pexxume
multiple hosts - TonbKo gna nonb3osartens, npoiwegwero
ayteHTuduKauymio (cm. pasgen no 802.1x).

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

login-authentication
method_list

ip http authentication aaa

no ip http authentication
aaa login-authentication

method_list:
(local, none, tacacs,
radius)/local

Onpeaenset metog, ayTeHTUPUKaUMKM nNpu gocTyne K HTTP-
cepsepy. MNpn ycTaHOBKe CNMCKa MeTOA,0B, JOMNONHUTEbHbIM
meToz byaeT NPUMEHATLCA, TOIbKO KOrAa no 0OCHOBHOMY
MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa OLnbKa.

- method_list — meTop, ayTeHTUGUKaLUN:

local —no nmeHu 13 nokanbHOM H6asbl JAHHBIX;

none — He Ucnonb3yeTcs;

tacacs — ncnonb3osaHue cnmckos Bcex cepsepoB TACACS+;
radius — ncnonb3oBaHune cnuckos Bcex RADIUS-cepBepos.

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

ip ftp authentication aaa
login-authentication
method_list

no ip ftp authentication
aaa login-authentication

method_list:
(local, none, tacacs,
radius)/local

Onpepenset meTog, ayTeHTUdGUKaLMmM npu goctyne K FTP-
cepsepy. MNpn ycTaHOBKe CNMCKa MeTOA,0B, JOMNONHUTEbHbIM
meToz byaeT NPUMEHATLCA, TOIbKO KOrAa N0 OCHOBHOMY
MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa OLMbKa.

- method_list — meToA ayTeHTUOUKALUM:

local —no meHu U3 NoKanbHOM 6a3bl JAHHDBIX;

none — He UCMONb3yeTCH;

tacacs — ncnonb3oBaHWe cnuckos Bcex cepepos TACACS+;
radius — vcnonb3osaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO

stop-only default tacacs

aaa accounting commands

-/BeaeHune yyeta
3anpeLeHo

PaspelaeT BegeHue yyeTa (akKayHTa) Ans BBeaeHHbix B CLI
KOMaHA.

no aaa accounting
commands stop-only
default tacacs

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

Ana Toro YTOObI KNINEHT nonyyun Aoctyn K YCTpOﬁCTBy, AaXxe ec/qin BCe meToabl ayTeHTU-
¢MKaLI,MM BEPHY/N OLLIMGKV, MCI'IOJ1b3yﬁTe 3Ha4YeHue nocsieagHero metoga B KomaHage —

none.

Tabnunua 5.145 — ATpmbyTbl co0bLLEHUI BeaeHMA yyeTa npoTokona RADIUS ana ceccuit ynpasneHus

Hanuuue Hanauyue
Ampu6ym ampubymae | ampubyma e OnucaHue
coobweHuu coobwieHuu
Start Stop

User-Name (1) EcTb Ectb NaeHTuduKauma nonb3osartens.

NAS-IP-Address (4) Ecth Ects IP-agpec KommyTaTopa, KOTOPbIV UCNONb3yeTCcA
ons ceccuin ¢ Radius-cepsepom.
Mpon3BonbHOE 3HaYeHWEe, BKAOYEHHOE BO BCE

Class (25 EcTb Ectb o

(25) coobLeHMA yyeTa ceccum.

Called-Station-ID (30) Ects Ects IP-agpec KommyTaTopa, UCNONb3yeMbIN ANA
ceccuit ynpasneHus.

Calling-Station-ID (31) EcTb EcTb IP-aapec nonb3osatens.

150

Ethernet-kommymamopsi cepuu MES3000




HELTEX

Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A poMy
[oNKeH 6bITb ayTeHTUOMLMPOBAH.
. . MoKasbIBaeT, Kak 40/ro No/ib30BaTe b Hbi
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbITUA ceCcCUn.

Tabnuua 5.146— ATpnbyTbl COObLLEHNI BeaeHMA yyeTa npoTokona RADIUS ana ceccmin 802.1x

Ampubym Hanuuue Haauyue OnucaHue
ampubymae | ampubyma e
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-appec KommyTaTopa, KOTOPbIM
NAS-IP-Address (4) EcTb EcTb AP yratopa, Kotopbl
ncnonb3yetca ans ceccuii ¢ Radius-cepsepom.
NAS-Port (5) Ectb Ecto MopT KOMMyTaTOpPa, Ha KOTOPOM MOAKAOUMACA
nosab3oBaTenb.
MpounsBonbHOE 3HAYeHNE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
coobLLeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTo4, N0 KOTOPOMY K/IUEHT
Acct-Authentic (45) EcTb EcTb A POMy
[ONKeEH 6bITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK [0Aro No/b3oBaTeNb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuymnHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOpPTa KANEHTA.

KomaHObI pexcuma KoHgpu2ypuposaHUa mepmuHand

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXUMeE KOHPUIYpUpoBaHUA TepMMUHaNa:

console (config-line) #

Tabnunua 5.147 — KomaHAabl pexxuma KOHPUrypupoBaHMa TePMUHA/bHbIX CECCUIA

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

login authentication
{default | list_name}

no login authentication

list_name: (1..12)
CUMBOJI0B

3ajaer meTos ayTeHTUdUKauMM Npu BXOA4E AO1A KOHCOAM,
telnet, ssh.

- default —ncnosnb3o0BaTh CNMCOK «MO YMONYAHUIO», CO34AHHbIN
KOMaHZAoWM aaa authentication login default

- list_name — ucnonb3osaTb CNMCOK, CO34aHHbIN KOMaHAOM aaa
authentication login list_name.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

enable authentication
{default | /ist_name}

no enable authentication

list_name: (1..12)
CMMBOJIOB

3agaer  meToh  ayTeHTMOMKauMM  noab3osaTens
NOBbIWEHWM YPOBHA NPUBUAErUIA ANa KoHconu, telnet, ssh.
- default —ncnosnb3oBaTh CNMCOK «NO YMONYAHUIO», CO34aHHbIN
KOMaHAoW aaa authentication login default

- list_name — vcnonb3osaTb CNMCOK, CO34aHHbI KOMaHAOM aaa
authentication login list_name.

npu

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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password password
[encrypted]

password: (1..159)
CUMBOJI0B

3afaeT Naposib AN TEPMUHANA.

- encrypted — 33paTb 3awndpoBaHHbLIA Naponb (Hanpumep,
naposib B 3alMPpPOBaHHOM BUAE, CKONMPOBAHHbBIW C APYroro
YCTPOKCTBA).

no password

YaanaeT naponb 418 TepMuHana.

KomaHOwbl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKM pexnma Privileged EXEC:

console#

Tabnnua 5.148 — KomaHgb! pexuma Privileged EXEC

KomaHoa 3HauyeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
show authentication MNokasbiBaeT MHopMaLMio 06 ayTeHTUUKALMOHHBIX MeTohax
methods ) Ha KoMMmyTaTope.
show users accounts Moka3biBaeT NoKanbHyto 6a3y AaHHbIX Nonb3oBaTeNen U KX
) npuBUAErni.
clear line line line: (0..8) 3aKpbiBaeT ceccuto yOA/IeHHOro ynpaBaeHus.

- line — Homep ceccuu yaaneHHoro ynpasaeHus.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO A41A NPUBMAETMPOBAHHbIX nonb3oBaTenein.

Tabnunua 5.149 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show accounting

Moka3sbiBaeT MHGOPMALMIO O HACTPOEHHbIX METOA4AaX BeAeHUA yyeTa (akKkayHTa).

5.18.2 Npomokon RADIUS

MpoTokon RADIUS ncnonbsyetca ana ayteHTMdMKaumm, astopusaumnmn u ydyeta. Cepsep RADIUS
ncnonbsyet 6asy AaHHbIX NOAb30BaTeNEN, KOTOPaAA COAEPHUT AaHHble MPOBEPKM MOAJIMHHOCTU ANA

Ka)4oro nosb3oBaTtend. Takum o6pa30M,

ncnonb3oBaHue npoTokona RADIUS obecneunsaer

AOMONHUTENbHYIO 3aLLMTY NPU AOCTYMNE K PECYpPCam CETH, a TaKKe Npu A0CTyMNe K CaMmoMy KOMMYTaTopy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106a1bHOro KOHOUTypUpoBaHUa:

console (config) #
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Tabnnua 5.150 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

radius-server host
{ip_address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout]
[retransmit retries]
[deadtime time] [key
secret_key] [encrypted key
encrypted_key] [source
source_ip_address]
[priority priority] [usage
typel

no radius-server host
{ip_address| hostname}

hostname: (1..158)
CMMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;

secret_key: (0..128)
CMMBOJIOB;

encrypted key: (0..128)
CMMBOJIOB;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

[obaBnaeT yKasaHHbI cepBep B CMNWCOK WCMO/b3yeMbIX
RADIUS cepsepos.

- ip_address — IPv4 nau IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;
- auth_port - Homep nopra
AYTEHTUUKALMOHHbBIX AAHHBIX;

- acct_port — Homep nopTa 4/1a nepegayn faHHbIX yyeTa;

- timeout - UHTepBan OXKMAAHUA OTBETA OT CepBepa;

- retries - KOANM4YeCTBO NOMNbITOK Noncka RADIUS-cepBepa;

- time - BpemA B MUHYTax, B Te4eHMUe KOTOPOro HeAoCTyMHble
cepepa He byayt onpawwuBatbcs  RADIUS-kaneHTOM
KOMMYTaTopa;

- secret_key —kntoy ansa ayteHTMdGUKaumm 1 wmdposBaHUa BCero
obmeHa aaHHbiMmK RADIUS;

- encrypted key — kKnou ana ayteHTUdGUKaUMK U WMdpoBaHUA
Bcero obmeHa gaHHbimu RADIUS;- source ip-addr - IPv4 nau
IPv6-agpec, ucnosib3yemblit B KayecTBe afpeca MCTOYHWKA,
nepegasaemoro B coobuieHnnax npotokona RADIUS;

- priority — npnopuTteT ucnonb3zosaHma RADIUS-cepsepa (dyem
HUKe 3HaYeHMe, TEM NPUOPUTETHEE CepBep);

- type — TMin ucnonb3osaHma RADIUS-cepsepa.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries,
time, secret_key, source_ip_address gnsa gaHHoro RADIUS-
cepBsepa, UCNOb3yHTCA 3HAYEHUA, HACTPOEHHbIE C MOMOLLBIO
COOTBETCTBYOLWMX FN06aNbHbIX KOMAHA,

ana nepeaauu

Ypansaert yKasaHHbIM cepBep U3 Cnncka ncnoabsyembix RADIUS-
cepseposB.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
M0 YMOJIYAHMIO KJTHOM -
nycTas cTpoKa

YcTaHaBAMBaeT KAKOY, WUCMOAb3yeMblii MO YMOAYaHuIo, AnA
ayTeHTUOMKaLMM U WKdpPoBaHMA Bcero obmeHa AaHHbIMU
RADIUS mexay ycTpoicTBom M oKpyKeHnem RADIUS.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTEpBaa OXMAAHWA OTBeTa OT CepBepa,
VICI'IO}1b3yeMbIVI NO YMO/IHaHUIO.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

Onpegensetr KOAMYECTBO MOMbITOK, WCMO/Jb3yemoe Mo
ymonyaHuto, noucka RADIUS-cepsepa M3 cnucka cepBepos.
Mpu oTKase oOcylWwecTBAAeTCA MNOUCK chedylouero no
npuopuTeTy cepeepa 13 CNucka.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime
deadtime

deadtime: (0..2000)/0 muH.

Mo3BonaeT onTummanposaTtb Bpema onpoca RADIUS-cepBepos,
KOrfa HeKoTopble  cepBepa HeAOCTyMNHbl. YcTaHaB/ivBaeT
BpemMa B MUHYyTaX, UCMOJib3yeMoe No YMO/YaHUIO, B TeYeHue
KOTOPOro HeaoCTynHble cepBepa He 6yayT onpawmsaThbeA
RADIUS-KnMeHTOM KOMMYyTaTOpA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address]

3agaeT onpegeneHHbl IPv4-agpec, uvcnonb3yembli Mo
YMONIYQHUIO B KayecTBe aZpeca UCTOYHMKa nepesaBaemoro B
coobuieHmnnax npotokona RADIUS.

Ypanaer onpegeneHHbln IPv4-agpec, uvcnonb3yemblid Mo
YMONIYQHUIO B KayecTBe aZpeca UCTOYHMKa nepesaBaemoro B
coobuieHunax npotokona RADIUS. YcraHasnuBaeT IPv4-agpec
nHTepderca KOMMyTaTopa B KayecTBe agpeca UCTOYHMKA Ana
MCNo/b30BaHMA B CO0bLEeHUsx npoTokoaa RADIUS.

radius-server source-ipvé
ip_address

no radius-server source-
ipvé6 [ip_address]

3apjaeT onpegeneHHbln IPv6-agpec, uMcnonb3yemblii  no
YMOYAHUIO B KayecTBe agpeca UCTOYHWMKa nepesaBaemoro B
coobuieHmsax npotokona RADIUS

Ynanaer onpegeneHHbln IPv6-agpec, ucnonbsyembli Mo
YMOJIYQHUIO B KayecTBe aZpeca UCTOYHMKA nepesaBaemoro B
coobuieHmsax npoTtokona RADIUS. YctaHasnuBaet IPv6-agpec
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nHTepderica KOMMyTaTopa B KayecTBe agpeca UCTOYHMKA AnA
MUCNONb30BaHUA B CO0bLWEHMAX NpoToKkona RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas_id

no radius-server attributes
nas-id include-in-access-
req format

nas_id: (1..32)/ atpnbyt 32

LOobasneHune atpnbyta 32 (NAS-ID) B naketbl Radius-request.
- nas_id — dopmart onummn, makpoc %h noactaBnaeT UMA XocTa
KOMMYyTaTopa.

OTCYTCTBYET B 3anpocax

Bo3Bpallaer 3HaYeHMe No YMOIYaHuMIo.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanuya 5.151 - KomaHgb! pexkuma Privileged EXEC

KomaHoa

Aelicmeue

show radius-servers

OtobparkaeT napameTtpbl HacTpoikn RADIUS cepsepoB (KomaHga AoOCTynHa TOAbKO ANS

NPUBUIErMPOBAHHbIX NO/b30BATENEN).

show radius statistics

OTO6parkaeT CTaTUCTMKY NpoToKona Radius.

[pumepbl UC016308AHUS KOMAHO

= YCTaHOBWUTb r106asibHblE 3HAYEHUA ANA MapPaMeTpPOB: WHTEPBA/A OXMUAAHWA OTBETa OT
cepBepa — 5 ceKyHA, KonnyecTsBo nonbiToK noncka RADIUS cepsepa — 5, Bpems, B TeueHne
KOTOPOro HeZOCTYMHble cepBepa He ByayT onpawmeatbea RADIUS KaneHTOM KoMMyTaTopa
— 10 MUHYT, CEKPETHbIN KAtod - secret. lobaBuTb B cnncok RADIUS cepBep, pacnonoKeHHbIM
Ha y3ne cetn c IP agpecom 192.168.16.3, nopT cepsBepa Aas ayTeHTUPUKauum — 1645,
KOJINY4eCTBO NOMbITOK AOCTYyMa K cepBepy — 2.

console# configure
console (config) #radius-server
console (config) #radius-server

timeout 5
retransmit 5

console (config
console (config
console (config) #radius-server

retransmit 2

#radius-server
#radius-server

key s
host

deadtime 10

ecret
196.168.16.3 auth-port 1645

= [lokasaTb NapameTpbl HacTpoiKkn RADIUS cepeepoBs

console#show radius-servers

start
IP address Port port Tim Ret- Dead- source IP Prio Usage
Auth Acct out rans Time

192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global wvalues

TimeOut : 5

Retransmit : 5

Deadtime 10

Source IP 0.0.0.0

Source IPv6
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5.18.3 Mpomokon TACACS+

MpoTokon TACACS+ obecneymBaeT LeHTPaM30BaHHYHO cucTeMy 6€30MacHOCTU g1a NPOBEPKM

Nnosib30BaTeNEN, MONYYAOLWMX JOCTYN K YCTPOMUCTBY, NPM 3TOM NogaepKmBaa coBmecTumocTb ¢ RADIUS
W ApYyrMmuM npoueccammn nposepkn nognmHHoctu. TACACS+ npegocTtaBasneT cieaytoume cay»bobil:

— Authentication (nposepka nodauHHocmu). ObecneynBaeTcs BO BPEMS BXOAA B CUCTEMY
No MMeHaM NoNb30BaTe/Iei U onpeaeNeHHbIM NOb30BATENAMM NAPOIAM.

— Authorization (aemopuszayus). ObecneunmBaetca BO Bpems Bxoda B cucTemy. Mocne
3aBeplUeHMs CeaHca MPOBEPKM NOAJMHHOCTM 3aMyCKAeTCA CeaHC aBTopu3auuun c
NCMNO/Ib30BaHNEM MPOBEPEHHOIO MMEHW NOJ/b30BaTess, TaKXKe CEPBEPOM MPOBEPAIOTCS
npuBMAErMM NONb30BaTENS.

KomaHObI pexcuma 2106as16H020 KOHU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU B perkume r1o06asibHOro KOHGUrypmMpoBaHums:

console (config) #

Tabanuya 5.152 - KomaHgb! pexknuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port port]

[timeout timeout]

[key secret_key]
[encrypted key
encrypted_key]

[source source_ip_address]
[priority priority]

hostname: (1..158)
CUMBO/I0B;
port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
key: (0..128) cumB0oN0B;
encrypted_key: [0..128]
CUMBO/I0B;
priority: (0..65535)/0

no tacacs-server host
{ip_address | hostname}

[obaBnaeT yKasaHHbI cepBep B CMNWCOK WCMO/b3yeMbIX
TACACS cepsepos.

- ip_address — IP agpec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single connection — B Ka)KAbli MOMEHT BPEMEHU UMETb He
60o/blle 0AHOTO coeanHeHua ana obmeHa aaHHbimu ¢ TACACS-
cepsepom;

- port — Homep nopTta Ana obmeHa paHHbiMM ¢ TACACS-
cepsepom;

- timeout - HTepBan 0XXMOAHWUA OTBETA OT CEpPBepa;

- key — kntou ana ayteHTMPMKAUMKM M WNdpoBaHMA BCero
obmeHa aaHHbiMu TACACS;

- encrypted_key — Knwoy B wWudpoBaHHOM BUAeE ANA
ayTeHTUdUKauMmM M wndpoBaHMa Bcero obmeHa AaHHbIMU
TACACS;

- source ip_address — |IP-agpec, ucnosib3yemblii B KayecTse
apeca UCTOYHMKA, NepesaBaemoro B CO0bLLEeHUAX NPOTOKoNa
TACACS;

- priority — npuoputeT ncnosnb3osaHma TACACS-cepsepa (4em
HUKe 3HaYeHue, TeM NpUopUTeTHeE cepeep).

B cnyyae oTcyTCTBMA B KOMaHAe napameTpoB timeout, key,
source_ip_address ona OaHHOro TACACS-cepBepa
MUCNO/b3YIOTCA 3HAYEHUA, HAaCTPOEHHbIE C MOMOLLBIO KOMaHA,
YKa3aHHbIX HUXKeE.

Ypanaert ykasaHHbIN cepBep U3 cnmcka ucnosibdyemoix TACACS-
cepBepoB.

tacacs-server key [key]

key: (0..128) cumsonos/
M0 YMOIYAHUIO K/IOY -

no tacacs-server key

nycTas CTpoka

YCTaHaBAMBAET K4, MCMOAb3yeMblt MO YMOAYaHUIO, ANA
ayTeHTUOMKauMM U WKNdpPoBaHMA Bcero obmeHa AaHHbIMMU
TACACS mexay ycTpoicTsom mn okpykeHnem TACACS.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

tacacs-server timeout
timeout

timeout: (1..30)/5 cek

no tacacs-server timeout

YcTaHaBAMBaeT MHTepBan OXUAAHWA OTBeTa OT CepBepa,
VICI'IOJ'Ib3yEMbIﬁ No0 YMO/ZIHaHUIO.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaet IP-agpec KoMmmyTaTOpa, UCMOJIb3YeMbIl MO YMOAYaHUIO
ons obmeHa coobweHnamm ¢ TACACS-cepeepom

YcTaHaBAMBaeT — WUcnonb3oBaHWe |P-agpeca  uHTepodeiica
KOMMyTaTopa a8 obmeHa coobuieHmamu ¢ TACACS-cepsepom.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOWM CTPOKK B pexxknme EXEC:

console#

Tabnnuya 5.153 - KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue

Aelicmeue

show tacacs
[ip_address]

OTobparkaeT HaCTPOWKY U CTaTUCTUKY Ansa cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa, 1Mbo ums cepsepa.

show tacacs statistics -

OTobparkaeT cTaTUCTMKY NpoToKona TACACS+.

[pumepbl UCI016308AHUA KOMAHO

Jobasutb B cnucok cepBepoB TACACS-cepBep, pacnoJIOXKEeHHbIN Ha y3ne cetn c IP-agpecom
192.168.16.34, TalimayT 0XKXUAaHNA OTBETA OT cepBepa — 4 CEKYHAbl, CEKPETHbIN KAtoY 417 obmeHa
OaHHbIMK € cepBepom — secret, IP-agpec KommyTaTopa, MCNONAb3YEMbIA A8 0OMeHa C 3TUM
cepsepom —192.168.16.38, npmnoputet cepsepa — 8.

console#configure

console (config) #tacacs-server host 192.168.16.34 timeout 4 key secret

source 192.168.16.38 priority 8

5.18.4 NMpomokon ynpaenerHusa cemoio (SNMP)

SNMP — TexHonorus, npussaHHasa obecneuynTb ynpaBieHWe U KOHTPONb Hag, YCTPOMCTBaMU U
NPUNOKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasalowel MHbopmaumein MeKay areHTamu,

pacnonoXXeHHbIMKU Ha CeTeBbIX YCTpOﬁCTBaX,

N  MeHeaXxXepammy,

HaxogAWwWMMMNCA Ha CTaHUUAX

ynpasaeHua. SNMP onpeaenaeT CeETb KaK COBOKYMNMHOCTb CeTeBbIX YNpPaBAAKLWUNX CTaHU,MVI N 3/1eMeHTOB
cetn (I'/'IaBHbIe MalWnHbI, WAK3bl U MapPLWPYTU3aTOPbI, TEPMUHANIbHbIE CepBepr), KOTOpble COBMeCTHO
obecneunsatoT AAMUHUCTPATUBHbIE CBA3U MeXXY CeTeBbIMU YNPaABAAOWNMU CTAaHUNAMU U CETEBLIMU

dareHTamm.

KommyTaTtopbl cepmum MES3000 nossonsieT HacTpouTb paboTy npoTtokona SNMP ans yaaneHHoro
MOHUTOPUHTIA M yNpaBaeHMUA YCTPOUCTBOM. YCTPOMCTBO NoAAepKuBaeT NpoToKkonbl Bepcnin SNMPv,

SNMPv2, SNMPv3.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobaabHOro KoOHOUIrypnpoBaHmsa:

console (config) #

Tabnnua 5.154 — KomaHAabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHda

Aelicmeue

system iftypes {default |
iana-new}

-/default

N3meHAeT oTobparkeHne Tunos uHTepdelicos LAG u VLAN,
xpaHsLwmxca B none ifType Tabnuupl ifTable.

Mpu BBOZeE "system iftypes iana-new":

- 3HauyeHue nonsa ifType ana Port-Channel'os B Tabnnue ifTable
oTobpakaeTcs KaK ieee8023adlag;

- 3HauyeHue nona ifType pgna Vian'os B Tabauue ifTable
oTobpaxkaetca Kak |2vlan.

Mpw BBoAe "system iftypes default":
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- 3HayeHwue nonsa ifType ana Port-Channel'os B Tabauue ifTable
oTobpakaeTcs Kak ethernetCsmacd;

- 3HayeHue nona ifType ana Vlan'os B Tabnuue ifTable
oTobparkaeTca KaK propVirtual.

[nA BCTYNAEHUA B CUY M3MEHEHUI NOC/ie BBOAA KOMaHAbI
TpebyeTcA coxpaHeHue KOHOUTypaunmn n nepesarpyska.

snmp-server server

BkntounTb noaaepky npotokona SNMP.

-/BKAOYEHO
no snmp-server server OTKAtoYaeT nogaeprKKky npotokona SNMP.
snmp-server community YcTaHaBAMBaeT 3HAYeHWe CTPOKM coobuwiectBa gna obmeHa
community [view viewname] AaHHbIMK nNo npoTokony SNMP.
[ro | rw | su] [ipv4_address | - community — cTpoka coobuiecTsa (naponb) ana goctyna no
ipv6_address | ipv6z_address] . npotokony SNMP;

community:

[mask | prefix_length] [use-acl
ip_acl_name] snmp-server
community-group community
groupname [ipv4_address |
ipv6_address] [mask |
prefix_length]

no snmp-server community
community [ipv4_address |
ibv6_address | ipv6z_address]

(1..20)cmBonos;
viewname: (1..30)
CUMBOJIOB;
groupname: (1..30)
cumsonos/
mask no ymon4aHuro
255.255.255.255
prefix_length
Mo YMONYaHMIO
32
ip-acl-name:
(1..32)cumsonos

dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

- r0 — AOCTYN TONbKO A8 YTEHUS;
- rW — JOCTYN A8 YTEHUA U 3aMnncK;

- SU— 40CTYN afMUHUCTPATOPA;

- viewname — onpegenseTt ums ana npasuaa o6ospeHna SNMP,
KOTOpOe [O0/KHO ObiTb NpeaBapuTeNibHO OMNpeaeneHo ¢
NOMOLLBI KOMaHAbl snmp-server view. OnpegenseTt 06beKTbI,
[OCTyMNHble coobLLecTBy;

- ipv4_address, ipv6_address,
YCTPOWCTBa;

- mask —macka agpeca IPv4, KoTopas onpegenset, Kakue 6uTbl
agpeca MCTOYHMKA MaKeTa CPaBHMBAKOTCA C 3adaHHbIm |P-
afpecom;

- prefix-length —uncno 6uT, KoTopble cocTaBAAT NpeduKc IPv4-
aapeca;

- ip-acl-name — nms cywectsytowero ACL-cnuckKa;

- groupname — onpeaenser UMa Tpynrbl, KOTOPOE AO0/IKHO
6bITb NpeaBapuUTeNIbHO OMNpeseneHo € MOMOLLbID KOMaHAbI
snmp-server group. Onpegensetr 0ObLEKTbl, L[OCTYMHblE
coobluecTsy.

ipv6z_address — IP-agpec

Ypanaet napameTpbl ANA CTPOKK COO6LLI,eCTBa.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
view_name [OID]

view_name: (1..30)
CMMBOJIOB

Co3paeT uau pefakTupyeT npasuno obospeHus ans SNMP —
paspellatolee NpaBuao, NM6O oOrpaHUuMBAlOLLEE CepBepy-
o6o3pesaTento goctyn K OID.

OID—maeHTUdMKaTop obbekTa MIB, npeacTaBieHHbIN B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs
3ape3epBMpOBaHHble cnoBa, Hanpumep: system, dod). C
Nnomowblo cMmBONA * MOXKHO 0603HAUUTL CEeMencTBo
noaaepesbes: 1.3.%.2);

- include — OID BK/toyeHa B NpaBuio Ans 0603peBaHus;

- exclude — OID uckntoyYeHa 13 npasuaa gna 0bo3pesaHus.

Ypansert npasuno obo3penHus gns SNMP.

snmp-server group groupname
{vl | v2 | v3 {noauth | auth |
priv} [notify notifyview]} [read
readview] [write writeview]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

groupname: (1..30)
CUMBO/IOB;
notifyview: (1..30)
CUMBO/IOB;
readview: (1..30)
CUMBO/IOB;
writeview: (1..30)
CMMBOJI0B

Cospaetr SNMP-rpynny wuau Tabauuy cootseTcTBnii SNMP-
nosib3oBaTenei 1 npasua obosperHnin SNMP.

-vl,v2,v3 —SNMP v1, v2, v3 moaenb 6e3onacHocTy;

- noauth,auth,priv — tun ayteHTMdMKaummn, ncnonbyemblii
npoTtokonom SNMP v3 (noauth — 6e3 ayTeHTUdMKaLmMK, auth —
ayTeHTMOMKauua 6e3 wndposaHua, priv — ayTeHTUdUKaLmA C
WwndpoBaHnem);

- notifyview — ums npaBuaa 0603peHUs, KOTOPOMY paspeLleHo
onpegensaTb coobuieHna SNMP-areHTa — inform u trap;

- readview — ums npasuia 0603peHnA, KOTOPOMY paspeLleHo
TONIbKO YTeHue cogepkmmoro SNMP-areHTa KOMMyTaTopa;

- writeview — nma npasuia 0603peHns, KOTOPOMY paspeLleHo
BBOAMTb OaHHble U KOHPUrypuposaTb cogepxkumoe SNMP-
areHTa KommyTaTopa.

Ypanaer SNMP-rpynny
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snmp-server user username
groupname {v1 | v2c | remote
host v3 | v3 [encrypted] [auth
{md5 | sha} auth_password]}

no snmp-server user username
[remote engineid_string]

username: (1..20)
CUMBO/IOB;
groupname: (1..30)
CUMBO/I0B;
engineid_string: (5..32)
CUMBO/IOB;
auth_password: (1..32)
CUMBOAA;
md5: 16 nnu 32 6anT;
sha: 20 unm 36 6ainT

dopmar:
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospaet SNMPv3-nonb3oBatens.

- username — UMA NONb30BaTeNs;

- groupname — VMA rpynnbl;

- engineid_string — waeHTUdUKaTOp yaaneHHoro SNMP-
YCTPOICTBA, KOTOPOMY NOJIb30BaTE /b NPUHALNENKUT;

- auth_password — naponb Ana ayTeHTMdUKaLmMm 1 reHepauum
KNtoya;

- md5 — kntoy md5;

- sha — Kntod sha;

- host — IP-agpec/ nma xocTa.

Ypanser SNMPv3-nonb3oBartens.

snmp-server filter filter_name
OID {included | excluded}

filter_name: (1..30)

Co3gaeT uau pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonsetr  ¢uabtpoBatb inform u  trap-coobuieHus,
nepegasaemble SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- oid — naeHTudumKaTop ob6beKTa MIB, NpeacTaBNAEHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAOYaTb B cebsa

hostname} [traps | informs]
[version {1 | 2c | 3 [auth |
noauth | priv]}] community
[udp-port port] [filter
filtername] [timeout seconds]
[retries retries]

no snmp-server host
{ipv4_address [ ipv6_address |
hostname} [traps | informs]

(1..158) cumBonos;

community:
(1..20) cumBonos;

port: (1..65535)/162

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;

retries: (0..255)/3

3ape3epBuUpOBaHHbIE Cn0Ba, Hanpumep: system, dod. C
Mmoo noMoLbld cMmBona * MoOKHO 0603HaUUTb CeMelncTBo
noagnepesbes: 1.3.%.2);
- include — OID BKAtoYeHa B NpaBuio GunbTpaLmm;
- exclude — OID uckntoyeHa ns npasuaa GuabTpaLmm.
snmp-server filter filter_name Ypansaet npasuao SNMP-¢unbTpa.
[oID]
snmp-server host Onpegenser  HacTpoOMKM  ans  nepegayunm  coobuieHui
{ipv4_address | ipv6_address | hosthame: yBegomneHus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobluecTsa gna nepegayn coobuieHui
yBefoMNeHus;

- version — onpeaenat TMn coobueHuin trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auth — yKa3blBaeT NOANMHHOCTb NakeTa 6e3 wndposaHus;

- noauth — He yKa3sbiBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3blBaeT No4/IMHHOCTb NaKeTa ¢ WwudpoBaHMem;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuos OXMAAHUA MNOATBEPXKAEHUI nepep,
NOBTOPHOW Nepeaayelt coobweHui inform;

- retries — KOJIMYECTBO MOMbITOK Nepegayn coobueHnit inform,
NP OTCYTCTBUM UX NOATBEPKAEHMS.

Yaanaet HacTPOMKM Ana nepefayun cooblueHmii yseaoMaeHNs
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host
{ipv4_address | ipv6_address |
hostname} username [traps |
informs] {noauth | auth | priv}
[udp-port port] [filter
filtername] [timeout seconds]
[retries retries]

no snmp-server v3-host
{ipv4_address | ipv6_address |
hostname} username [traps |
informs]

hostname:
(1..158) cumsonos;

username:
(1..24) cumsonos;

port: (1..65535)/162

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;

retries: (0..255)/3

OnpeaenseTr  HacTpoOWKM  ANa  nepejayu
yBegomnenus inform u trap SNMPv3-cepsepy.
- noauth,auth,priv — TMn ayteHTUdUKauumn, ucnosnblyembiii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTMdMKaumm, auth —
ayTeHTUdMKauma 6e3 WwndpoBaHua, priv — ayTeHTUdMKauma ¢
WwnpposaHUem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuop OXWAAHUA MNOATBEPKAEHUM
NOBTOPHOW Nepeaayelt coobuweHui inform;

- retries — KONNYECTBO NOMbITOK Nepeaayn coobueHnit inform,
Npv OTCYTCTBUM UX NOATBEPHKAEHUA.

coobuieHni

nepes

YanaeT HacTPOMKM AnA nepesayu cooblieHni yBeaoMNeHua
inform v trap SNMPv3-cepsepy.

snmp-server engineid local
{engineid_string | default}

engineid_string: (5..32)
CYMBO/I0B

Co3gaeT mnaeHtuduKatop nokanbHoro SNMP ycTpolictBa —
enginelD.
- engineid_string — uma SNMP-ycTpoicTBa;
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no snmp-server engineid local

- default — npu ncnonb3oBaHUM JAaHHOM HACTPOMKK engine ID
byneTr aBTOMATMYeCKM co3gaH Ha ocHoBe MAC-agpeca
yCTpoOWcCTBa.

Ypansetr uaeHtudumkatop nokanbHoro SNMP ycTpoictea —
engine ID

snmp-server engineid remote
{ipv4_address | ipv6_address}
engineid_string

engineid_string: (5..32)

CospaeT uaeHTUdukatop yaaneHHoro SNMP ycTpoiictBa —
engine ID.
- engineid_string — uma SNMP-yctpoiicTsa.

no snmp-server enginelD CMMBO/10B Ypanser ugeHtuoukaTop yganeHHoro SNMP yctpolictBa —
remote {ipv4_address | engine ID.
ipbv6_address}
snmp-server enable traps BkntouaeT nogaepxKy SNMP trap-coobuweHui.
-/BKAOYEHO

no snmp-server enable traps

OTkAtoyaeT noaaepKky SNMP trap-coobueHuit.

snmp-server enable traps
errdisable

no snmp-server enable traps
errdisable

-/BbIK/IIOYEHO

BkntoyaeT oTtnpaBky SNMP trap-coobuieHunit npu nepesoae
nopta B coctosHue Errdisable.

Bbikntoyaet otnpaBky SNMP trap-coobuweHunin npu nepesose
noprta B coctonHue Errdisable.

snmp-server enable traps erps

BKkntoyaeT oTnpaeky SNMP trap-coobuieHunii Npu M3MeHeHUn
coctoaHmna ERPS-konbua.

-/BKAKOYEHO -
no snmp-server enable traps OtkntoyaeT otnpaBky SNMP trap-coobuieHunin npu nsmeHeHum
erps coctoaHmna ERPS-konbua.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHuii npu M3meHeHUn
flex-link coctosiHua napsl flex-link nHTepdeiicos.

-/BKNOYEHO "
no snmp-server enable traps OTKAntoyaeT otnpaBky SNMP trap coobuieHnin Npn M3MeHeHnK
flex-link coctosiHua napsl flex-link-nHTepdeicos.
snmp-server enable traps BKkntoyaeT otnpasky SNMP trap coobuweHuii Nnpyu nameHeHUn
link-status COCTOSIHWA MopTa.

-/BKAKOYEHO

no snmp-server enable traps
link-status

OTkntovaeT otnpasky SNMP trap coobuieHnin npu M3MeHeHUu
COCTOAHMA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IIOYEHO

BkntouaeT otnpasky SNMP trap coobuieHunii npu usmeHeHun B
Tabnvue nsyyeHHbix MAC-agpecos.

OTkntovaeT otnpasky SNMP trap coobuieHnin npu M3MeHeHUn
B Tabnnue nsyyeHHoix MAC-aapecos.

snmp-server enable traps
mac-notification flapping

BkntoyaeT otnpasky SNMP trap coobuieHunit npyu obHapyKeHun
¢dnannuHra MAC-agpecos.

-/BKAOYEHO —
no snmp-server enable traps OTkntoyaeTr otnpasky SNMP  trap coobuweHuid  npu
mac-notification flapping obHapykeHun dnannmuHra MAC-agpecos.
snmp-server enable traps Bkntoyaetr  otnpaBky SNMP  trap  coobuweHuit  npwm

12protocol-tunnel

no snmp-server enable traps
12protocol-tunnel

-/BbIK/IIOYEHO

cpabaTtbiBaHuK drop-treshold 1 shutdown-treshold B L2PT.

OTkntoyaeT otTnpasKy SNMP trap coobuweHnit B L2PT.

snmp-server enable traps
storm-control

no snmp-server enable traps
storm-control

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap coobuieHunin npu obHapyKeHUn
LIMPOKOBELLATEIbHOTO LUITOPMA.

Bbikntoyaetr otnpaBky SNMP  trap coobueHuii
06HapyKeHMU WMPOKOBELLATENIBHOTO WTOPMA.

npu

snmp-server trap
authentication

no snmp-server trap
authentication

PaspewwaeT nepegasatb coobleHus trap cepsepy, KOTOpbIid He
npowwen ayTeHTUbUKaLmio.

3anpelaeT nepefasaTtb CO06LLEHUA trap cepBepy, KOTOPbIN He
npoLen ayTeHTUdMKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

OnpeaensieT KOHTaKTHYI MHGOPMaLMIO YCTPOCTBA.

YaanaeT KOHTaKTHYH0 MHbOPMaLMIO yCTpolcTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

OnpeaensieT UHGOPMALLMIO O MECTONONOXKEHUN YCTPOWCTBA.

Ypanaet uHGOPMaLLMIO O MECTOMNO/IOKEHUW YCTPOMCTBA.

snmp-server set variable_name
namel valuel [name2 value2

]

variable_name, name,
value goKHbI
3a4aBaTtbCA B
COOTBETCTBUM CO
cneundukaumen

Mo3BonAeT yCTaHOBUTL 3HaYeHMA NepemeHHbIX B 6ase AaHHbIX
MIB kommyTaTOpa.

- variable_name — nmsa nepemeHHO;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHUE.
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KomaHObI pexwuma KoHguaypuposaHua UHmepagelica (duana3oHa uHmepgelicos)
Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdUrypmposaHma uHtepoeliica Ethernet:
console (config-if)#

Tabnnua 5.155 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
snmp trap link-status Bkntovaetr otnpaBky SNMP  trap-coobuwieHuit npu  M3MEHEHUU
COCTOAHMA HAaCTpaMBaemoro nopra.
-/BKAIOYEHO
no snmp trap link- Bbikntoyaer otnpaBky SNMP trap-cooblieHuidA npu  M3MEHEHUU
status COCTOAHWA HacTpanBaemoro nopra.
bandwidth rate N3meHseT 3HauyeHue noneit ifSpeedu ifHighSpeed ana otobpaxkeHun
peanbHOM NPONYCKHOM CNOCOBHOCTU KaHaNa B CUCTEME MOHUTOPUHTA.
rate: (1 —4294967295)/ He BnvaeT Ha cKoOpocTb nepefayn WHTepdelica. Ucnonbsyetca B
BbIK/IIOYEHO CNyyae, Korga peasbHas CKOPOCTb Mepefayu AaHHbIX B KaHase
OrpaHNYMBAETCA AONONHUTENbHBIM 060pYyAOBaHMEM.
no bandwidth OTKkntovaeT uameHeHue nonei ifSpeed m ifHighSpeed.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabnunua 5.156 — KomaHab! pexkuma Privileged EXEC

KomaHoa Aelicmeue
show snmp MoKasbliBaeT cTatyc SNMP-coeanHeHUNA.
show snmp enginelD MoKasblBaeT naeHTMoUKaTop NokanbHoro SNMP-ycTpoiicTBa — enginelD.

show snmp views [viewname] MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups Moka3sbiBaeT SNMP-rpynnbl.

[groupname]
show snmp filters [filtername] Moka3sbiBaeT SNMP-dunbTpbI.
show snmp users [username] Moka3biBaeT SNMP-nonb3oBatenei.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YCTaHOBMUTb 3HAYEHUA ANA NnapameTpos contact, location. YcTaHOBWTb AOCTYyN Ha YTeHMe AnA
CTPOKM coobuiectBa public. YcTaHOBMTL AOCTyn Ha 4TeHMe M 3anncb SNMP-cepsepy ¢
aapecom 192.168.16.3 B coobulecTse private.
console#configure
console (config) #snmp-server enable
console (config) #snmp-server contact support@eltex.nsk.ru
console (config) #snmp-server location ”“Okruzhnaya 29v”
( )
( )

console (config) #snmp-server community public ro
console (config) #snmp-server community private rw 192.168.16.3

5.18.5 Mpomokon yoanéHHo2o0 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sBnsetca pacwmpeHnem npotokona SNMP, nossosnsas
npeaocTaBuTb 60/iee WNPOKME BO3MOXKHOCTM KOHTPOAA ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOMT B XapakTepe cobupaemoin uHbopmauumn — aaHHble cobupaemble RMON B nepsyto oyepeapb
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XapaKTepusyloT TpaduK mexay y3namu cetn. MHPopmauma, cobpaHHas areHTom, nepegaercs B
NPUNONKEHWNE YNPaBAEHNA CETbIO.

KomaHObI pexcuma 2106a0716H020 KOHGU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.157 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

no rmon event index

index: (1..65535);

community text:
(0..127) cumBonoB;

description text:
(0..127) cumBonos;

owner name: CTPOKa

HactpaunBaet cobbiTUs, UCMONb3yemMble B CUCTEME YAA/IEHHOTO
MOHUTOpPUHra.

- index — NHQEKC cobbITUA;

- type — TN yBeAOM/IEHWA, TEHEPUPYEMOrO YCTPOMCTBOM MO
3TOMy cObbITHIO:

none — He reHepMpoBaTb YBEAOM/IEHUA,

log — reHepupoBaTb 3anuch B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabanue n otcblnatb SNMP
trap;

- community - cTpoka coobuectsa SNMP ansa nepecbiniku trap;
- description — onucaHue cobbiTus;

- owner — nmsa cos3gaTens cobbiTus.

Ypanaet CO6bITVIe, ncnonblyemoe B CUCTEMe YyaasleHHOro
MOHUTOPUHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup
direction]

[owner name]

index: (1..65535)

mib_object_id:
KOppeKTHbIl OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

fevent: (0..65535);
owner name: CTpoKa

type: (absolute,
delta)/absolute;

startup: (rising, falling,
rising-falling)/rising-falling

HacTpauBaeT ycnosua BblAaun aBapUnHbIX CUTHANOB.

- index — NHAEKC aBapuUMHOro cobbiTus;

- mib_object_id — npeHTUdMKaTOp NepemMeHHOM 4acT obbeKTa
OID;

- interval — HTepBan, B Te4EHNE KOTOPOTO AaHHbIe OTOMpPatoTCA
M CPAaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN TPaHULaMK;

- rthreshold — Bocxoaalan rpaHnLa;

- fthreshold — HucxoaAWan rpaHnLa;

- revent — WHOEKC cobbITMA, KOTOpoe Wcnonb3yeTcs npu
nepeceyeHnn BOCXoAsALLEN rPpaHULbI;

- fevent — wHAeKc cobbiTUA, KOTOPOE MCMoNb3yeTca npu
nepecevyeHnn HUCXoAALLEeN rpaHuLbl;

- type — meTop, 0T6Opa YKasaHHbIX NMepemMeHHbIX U noacyeTa
3HaYeHus A1A CPAaBHEHUA C TPaHULLAMK:

Meton absolute — abcontoTHoe 3HayeHue BbIGpaHHOM
nepemeHHon 6OyaeT CpaBHEHO C rpaHUUEel Ha KoHue
nccnesyemoro MHTepBana;

Metoa delta — 3HaueHue BbIOpPaHHOM NepemeHHOW npwu
nocnegHem otbope GyaeT BbIMTEHO U3 TEKYLLETO 3HAYEHUA U
pasHuua 6yaeT cpaBHeHa C rpaHMUamMKM (pasHUULa Mexay
3HaYeHUAMM NepemMeHHOM B KOHLE U B HaYane KOHTPO/IbHOro
WHTepBana);

- startup — MHCTPYKLMA ANA reHepauun cobbiTuii Ha nNepsom
KOHTPO/IbBHOM WHTepBane. Onpeaenser npasuaa reHepauuu
aBapUMHbIX COBbLITUIN ANs NepBOro KOHTPO/JIbLHOrO MHTepBana
nyTem cpaBHeHWa OTOBpaHHOM MepemeHHOl C oAHOoM, NMbo
obenmu rpaHuLamu:

- rising — reHepvpoBaTb eANHNYHOE aBapuiHoe cobbiTe no
BOCXOAAWEN  rpaHuLe, eciM  3HayeHWe  oTobpaHHoW
nepemMeHHOW Ha NepBOM KOHTPO/SIbHOM WHTepBane bHosblue
nMb0o paBHO 3TOW rpaHuLE;

- falling — reHepupoBaTb eanHUYHOE aBapuitHoe cobbiTe no
HUCXOOALWEN  TpaHuUe, eciM  3HayeHue  oTobpaHHOM
nepemMeHHOW Ha MepBOM KOHTPO/SIbHOM MHTepBase MeHblue
NMB0 paBHO 3TOW rPaHuLLE;

- rising-falling — reHepupoBaTb eauMHWYHOE aBapuitHoe
cobbiTve Mo BOCXoAAWLEeN U/UAN HUCXOZALLEN TpaHuLE, ecim
3HayeHue oTobpaHHON NepemeHHOoM Ha NepPBOM KOHTPOJIbHOM
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no rmon alarm index

nHTepBasne 6onblie NMM60 paBHO BOCXoAALLel rpaHuLe, u/mam
MeHblUe 160 PaBHO HUCXOAALLEN rpaHuLLE;
- owner — UmA co3zaTens aBapuiiHoro cobbiTua.

YaanaeT ycnosue BblAaun aBapunHbIX COBbITUIA.

rmon table-size
{history entries |
log entries}

no rmon table-size
{history | log}

history (20..32767)/270
log (20..32767)/100

3aZaeT MakcMmasbHbI pasmep RMON-Tabauu,
- history — MakcumanbHoe Ko/AMYecTBO CTPOK B Tabauue
nucTopum;
- log — makcmanbHOE KOMYECTBO CTPOK B TabauLe 3anucei.
3Ha4yeHue BCTYNUT B CUJY TONIbKO NOC/Ee Nepe3arpysku
N ycTpoiicTea.

YcTaHaBAMBaAET 3Ha4YeHWe nNo YMONYaHUIO.

KomaHObI _pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos)

Ethernet, uHmepdgelica 2pynnsl NOPMos

Bua 3anpoca KOMaHAHOM CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nMHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.158— KomaHabl pexkmma KoHbUrypmposaHus nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3HavyeHue

Aelicmeue

rmon collection stats index
[owner name |

buckets bucket_num]
[interval interval]

no rmon collection stats
index

index: (1..65535);

name:
KOPPEKTHasA CTPOKa;

bucket_num: (1..50)/50;

interval:
(1..3600)/1800 cex

BkntoyaeT popmupoBaHue MUCTOpMM MO Fpynnam CTaTUCTUKK
ons 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — UHQEKC Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMY;

- bucket_num — 3HayeHWe, accouUMpyemoe C KOJIMYECTBOM
Aveek ans cbopa MCTOPUM NO rpynne CTaTUCTUKK;

- interval — nepvog onpoca a4ns $opMUPOBaAHUA UCTOPUN.

BbiktovaeT GOpMUPOBaAHME UCTOPUN MO TPYNNAM CTaTUCTUKK
Ans 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTA.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 5.159 — KomaHap! pexkmma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show rmon statistics

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group }

show rmon collection stats
[ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKa3blBaeT cTaTUCTUKY UHTepdeiica Ethernet, ambo rpynnbl
MopTOB, UCMO/Ib3YEMYIO ANA YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHOOPMALMIO MO 3anpalvBaemMbiM rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535)

period:
(1..2147483647) cex

MokasbiBaeT uctoputo Ethernet ctatuctmkn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cyeTYMKM MPOU3BOAUTENBHOCTU
(nponyckHoW cnocobHoCTK);

- errors — NoKa3sblBaeT CYETYMNKM OLLIMOOK;

- other — nokasbIBaeT cHeTUMKIM 0OPLIBOB U KONIU3UIA;

- period — NOKa3blBaeT UCTOPUIO 3a 3aNPOLUEHHbIN Mepuos,
BpEMEHM.

show rmon alarm-table

Moka3bIiBaeT CBOAHYIO TabuLLy aBapUiiHbIX COBbITUIA.
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show rmon alarm number

MoKa3sblBaeT KOHUIypaLMIO HACTPONKMN aBapPUMHBIX COBLITUIA.

ber: (1..65535
number: ( ) - number — nHaeKc aBapuHOro cobbITuA.

show rmon events

MoKasbiBaeT Tabauuy CcobbITUIA yAANEHHOrO MOHWUTOPUHTA
RMON.

show rmon log [event]

MoKasbiBaeT Tabauuy 3anuceil yAaneHHOro MOHWUTOPMHTA
number: (0..65535) RMON.
- event — nHAEKC cobbITUA

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTaTucTUKY 10 nHTepdelica Ethernet:

console#show rmon statistics gigabitethernet 1/0/10

Port gi0/10
Dropped: 8

Undersize Pkts:

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0

0 Oversize Pkts: 0

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnuua 5.160 - OnucaHne pesynbTaToB

Mapamemp OnucaHue

Dropped KonnyecTBo 3aeTEKTUPOBAHHbIX COBLITUIM, KOraa nakeTbl bl OTOPOLLEHDI.

Octets Konunuectso 6aiiT AaHHbIX (BKAOUan 6aiTbl NAOXMX MAKETOB), MPUHATLIX U3 CETU
(ncknouan pperimoBsble 6UTbI, HO BKAKOYAA BUTbI KOHTPONLHOW CyMMbI).

Packets KonnyecTBo NpUHATLIX NAaKETOB (BK/IOYAA NJOXMeE, LUMPOKOBeLLaTe/IbHbIe U
MHOTroaZpecHble NakeTbl).

Broadcast KonnyecTBo NPUHATLIX LUMPOKOBELLATE/IbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).

Multicast KonnyecTBo NpUHATLIX MHOTOAAPECHbIX MAKETOB (TONIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

Konnuyectso NpUHATLIX NAaKeTOB A/INMHOM OT 64 A0 1518 6alT BKAOUNTENLHO,
NMeIoLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY /IMBO C LLenbimM Yncnom 6ainT (owmbKu
NPOBEPKU KOHTPObHOW cyMmMbl — FCS), n1Mbo ¢ Helenbim Ynciom 6aiT (ownMbKM
BblpaBHMBaHUA — Alignment).

Collisions

OueHKa KoIMYyecTBa KoNAn3uii Ha aaHHoM Ethernet cermenTe.

Undersize Pkts

Konnyectso NpUHATLIX NAaKeTOB AJIMHON MeHblle 64 6aiT (McKntoyasa dpelimoBble
6UTbl, HO BK/ItOYas BUTbI KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM MPaBWU/IbHO
cbOPMMPOBAHHDIX.

Oversize Pkts

KonnuyecTBo NpuHATLIX NaKeToB AanHON 6osblie 1518 6aiT (Mckntoyan GpperimoBssblie
6UTbI, HO BKNHOYAsA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM NPaBUIbHO
chOPMMPOBAHHDIX.

KoanyecTBo NpUHATLIX NAaKeTOB AJ/IMHON MeHblle 64 6aiT (McKntoYasa dperimoBble
6UTbI, HO BKNKOYASA BUTbI KOHTPOIbHOW CYMMbI), UMEIOLLMX HEBEPHYH KOHTPObHYIO

Fragments N o
CymMmMy M60 C LesibiM YMCIoM 6aiT (OWMBKM NPOBEPKM KOHTPOIbHOM cymmbl — FCS),
nnbo ¢ Heuenbim Yucnom 6aiT (owmbKK BbipaBHMBaHMA — Alignment).
Konnuyectso NpuHATLIX NakeToB AanHon 6onblue 1518 6aiT (Uckntovan GpperimoBblie
Jabbers 6UTbl, HO BK/ItOYas BUTbI KOHTPO/IBHOM CYMMbI), UMEOLNX HEBEPHYIO KOHTPObHYHO
CymMmMy M60 C LesbiM YNcIom 6aiT (OWMBKN NPOBEPKMN KOHTPObHOM cymmbl — FCS),
Mbo ¢ Heuenbim Yncaom 6ainT (oWwmbKM BbipaBHMBaHMA — Alignment).
64 Octet Konnuyectso NpUHATLIX NaKeToB (BKAOYan Naoxue nakeTbl) A4AnHol 64 6aliTa

(ncknouan ppelrimoBsble 6UTbI, HO BKAKOYAA BUTbI KOHTPONLHOW CyMMbI).
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65 to 127 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/tOYan NaoXue NakeTbl) AJnHoM oT 65 ao 127 6ant
BK/IIOUNTE/IbHO (MCKtoYasa dpeimoBble BUTbI, HO BKAOYan BUTbl KOHTPOIbHOM
CYMMBbl).

128 to 255 Octets

Ko/imyecTBo NpMHATLIX MAKeToB (BKAOYAA NJOXMe NakeTbl) AamMHoli oT 128 o 255
6alT BKAOUUTENBHO (MCKtoYas dperimoBble BUTbI, HO BKAKOYas BUTbI KOHTPONbHOW
CYMMBbl).

256 to 511 Octets

KonnuyecTBo NpUHATLIX NAaKETOB (BK/to4Yan Naoxue nakeTbl) aanHon ot 256 ao 511
6alT BKAOUUTENBHO (MCKtOYan dpelimoBble BUTbI, HO BKAKOYasA BUTbI KOHTPObHOM
CYMMbl).

512 to 1023 Octets

KonnuyecTso NpUHATLIX NAaKeTOB (BK/loYan Naoxue nakeTbl) aganHoi ot 512 ao 1023
6aiT BKAOUNTENBHO (UCKNOYasA dpeirmoBble 6UTbI, HO BK/IOYAA BUTbI KOHTPOJIbHOM
CYMMBbl).

1024 to 1518 Octets

Ko/imyecTBo NpMHATLIX MAKeTOB (BKAOYAA NioXue naketbl) anvHol ot 1024 no 1518
6aliT BKNOUMTENLHO (MCKAOYas GppeimoBble 6UTbI, HO BKIOYasa BUTbI KOHTPO/IbHOM
CYMMbl).

= [lokasaTb MHPOPMALMIO MO rPYyNNam CTaTUCTUKKM gns nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner

Tabnuua 5.161 - OnucaHune pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLMIA 3aNNChb.
Interface Ethernet-uHTtepdeiic, Ha KOTopom 3anyLueH onpoc.
Interval MHTepBan B CeKyHAAX MeXay Onpocamu.

Requested Samples

3anpolueHHoe KOIMYeCTBO OTCYHETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJeeCFI) KONnN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, aaHHOM 3anucu.

- lMoKa3aTb cHeTYMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

consolef#show rmon history 1 throughput

Sample set: 1
Interface: giO/1

Time

o

°

Owner: MES
Interval: 1800

Requested samples: 50 Granted samples: 50

Maximum table size: 100

Octets Packets Broadcast Multicast

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Tabnnuya 5.162 - OnucaHue pesynbTaTos

Mapamemp OnucaHue
Time [aTa n Bpema co3gaHua 3anmcu.
Octets Konnuectso 6aiT gaHHbIX (BKAoYan 6aiTbl NI0OXMX NAaKETOB) NPUHATLIX U3 CETU
(ncknouan dpelimoBsble 6UTbI, HO BKAOYAsA BUTbI KOHTPOIbHOW CYMMbl).
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Konnyectso NpUHATbLIX NaKeToB (BK/'HO‘-IaFl naoxue I'IaKETbI) B Te4yeHne nepmnoaa

Packets
bopmMmmpoBaHMAa 3anucum.
Broadcast Ko/imyecTBO NPUHATLIX XOPOLLMX NAKETOB B Te4eHMe nepmoaa GopMUPOBaHUA 3aMUCK
HanpaB/iEHHbIX Ha LUMPOKOBELLATE/IbHbIE aApeca.
Multicast KonnyecTso NpUHATLIX XOPOLLMX NAaKETOB B TeYeHME nepmosa GpopmmpoBaHma 3anmncm
HanpasaeHHbIX HA MHOTOaApecHble agpeca.
OueHKa cpegHei NPonycKHOM cnocobHOCTU GU3MYECKOro YPOBHSA Ha AaHHOM
Utilization nHTepdeiice B TeueHne nepmoaa dopmmposaHua 3anucu. NMponyckHaa cnocobHoCcTb
OLLeHMBAETCA BE/IMYMHOM [0 ThICAYHOW NPOLEHTA.
Konnuyectso NpuHATLIX B TeYeHMe neprosa GopmmMpoBaHMA 3anncy NakeTos AAMHOM
CRC Alien oT 64 f0 1518 63T BKAKOYMUTENIBHO, UMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO CYyMMY IM60
g C LUeNbiM Ynciom 6anT (oWwWmnbKM NPoBEpPKM KOHTPOIbHOM cymmbl — FCS), nnbo c
HelenbiM Yucnom 6anT (owmnbku BbipaBHUBaHMUA — Alignment).
Collisions OLueHKa KoIMyecTBa KoNn3uii Ha gaHHoOM Ethernet cermeHTe B TeueHne nepunoaa

dopmMpoBaHMA 3anmcK.

Undersize Pkts

KonnyecTso NpuHATLIX B Te4eHWe nepmosa GopmMrMpoBaHna 3anmncu NaketTos AANHON
MeHbLe 64 6ainT (McKtoYan GpelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOIbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

Oversize Pkts

Ko/iMyecTBo NpMHATLIX B TeYeHue neprmoga Gpopm1MpoBaHMA 3anncu NakeToB AMHOM
60sbwe 1518 6aiT (McKNtoYana ppelrimoBbie 6UTbI, HO BKAOYAA BUTbI KOHTPObHOWM
CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO CHOPMMUPOBAHHbIX.

Fragments

KonunyecTso NpuHATLIX B TeueHne nepmosa GopmMmrpoBaHMa 3anmncu NaketTos 4ANHOM
MeHble 64 6aiT (McKtoYan GperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPONbHOM
CYMMbl), UMEIOLLIUX HEBEPHYIO KOHTPO/IbHYIO CYyMMY NBO C LieibiMm Ynucaom 6anT
(oWwmMBKM NpoBEPKM KOHTPObHOM cymMbl — FCS), nMbo ¢ Helenbim Ynciom 6anT
(owmnbKM BbipaBHUBaHMA — Alignment).

Jabbers

Konnyectso NpuHATLIX B TeYeHne nepmoga GopmMrpoBaHMa 3anmncu NaketTos 4ANHOMN
6onblie 1518 6anT (Mckaouana dperimoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOIbHOM
CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPO/IbHYIO CyMMY 6O C LieNbIM YMCioM BanT
(oWwmMBKM NpoBEpPKM KOHTPObHOM cymMbl — FCS), nMbo ¢ Helenbim Ynciom 6anT
(owmnbKM BbipaBHUBaHMA — Alignment).

Dropped

Ko/sinuecTBo 3a4eTeKTMPOBaHHbIX COBbITUIA, KOraa nakeTbl 6bl1M OTOPOLIEHbI B
TeyeHue nepuoaa GopmMmnpPoOBaHMA 3aMUCH.

- nOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHanOBTDEBOFM!

consolef#show rmon alarm-table

Index OID

1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 5.163 - OnucaHue pesynbTaToB

Mapamemp

OnucaHue

Index

MHAEKC, YHUKaNbHO UAEHTUOULMPYIOLLMIA 3anuCh

OoID

OID KoHTpONMpyemoi nepeMeHHo M

Owner

MNonb3oBartens, CO3ﬂ,aBUJMl7I 3anuncob.

= [lokasaTb KOHPUIYpPaLMIO aBaPUNHbBIX COBLITMI C MHAEKCOM 1:

console#show rmon alarm 1
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Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnuya 5.164 - OnncaHMe pesynbTaTos

Mapamemp OnucaHue

oID OID KOHTpOAMpYeMOI NepeMeHHON.

3HayeHWe nepeMeHHON Ha Noc/iefHeM KOHTPOIbHOM MHTepBane. Ecin metogn otbopa
nepemeHHbIx absolute — To 370 abcontoTHOE 3HaUYeHWe nepemeHHoM, ecm delta — To
pasHULA MeXAY 3HAYEHUAMMU NepeMeHHON B KOHLLE U B Hauaie KOHTPOJIbHOTO
WHTepBana.

Last Sample Value

MHTepBan B CEKYHAAX, B TeYEHME KOTOPOro AaHHble OT6MpaIOTCF| M CPaBHMBAOTCA C

Interval . :
BEPXHEN U HUKHEN rpaHMLaMM.

MeTog, 0T60pa YKa3aHHbIX NepemMeHHbIX 1 nogcyeTa 3Ha4eHUA aNA CpaBHEHUA C

CpaBHEHO C rpaHuLLEeN Ha KoHLe ucciegyemoro uHTepsana. Metog delta — 3HaueHue
BbIBPaHHOM NepemeHHON Npu nocieaHem otTbope ByaeT BbIUTEHO U3 TEKYLLErO
3HayeHun, 1 pasHULa ByaeT cpaBHeHa C rpaHULaMK (pasHMLA MeXAay 3HaYeHUAMMU
nepemeHHON B KOHLLE M B Haya/le KOHTPO/IbHOTO MHTEPBANA).

Sample Type

rpaHmuamu. Metog, absolute — abcontoTHoe 3HaYeHne BbiIbpaHHOM NepemeHHol byaeTt

CpaBHeHWs 0TOB6PaHHO NepemeHHOM ¢ 04HOM, NMMB0 06enmmn rpaHULAMM.

3HayeHMe oTOBpPaHHOW NepeMeHHOM Ha NepPBOM KOHTPO/IbHOM UHTepBase bosblem
b0 paBHOM 3TOW rpaHuLEe.

paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTb eagMHMYHOE aBapuitHoe cobbiThe no Bocxoaallein u/mam
HUCXOAALWEN rpaHnLe, ecnm 3HavyeHMe oTobpaHHOM NepeMeHHOM Ha NepBoM
KOHTPO/IbHOM MHTepBane 6o/blue MB60 paBHO BOCXOAALLEN rpaHuLLe, /UK MeHbLUe
B0 PaBHO HUCXOASALLEN TpaHULe.

MHCTPpYKLUMA ANA reHepaunm cobbiTMi Ha NePBOM KOHTPO/IbHOM MHTepBane. Onpegenser
npasuna reHepaunn aBapuitHbIX COBbITUI ANA NEPBOrO KOHTPO/IbHOTO MHTEPBAa NyTem

rising — reHepupoBaTh eanHUYHOE aBapuitHoe cobbiTUe MO BOCXOAALLEN FpaHuLLEe, ecau

Startup Alarm falling — reHepupoBaTb eanHMYHOE aBapuiiHOe cObbITUE MO HUCXOAALLEN rpaHuLLEe, ecan
3HayeHWe oTobpaHHON NepeMeHHOM Ha NEPBOM KOHTPOJIbHOM UHTEpPBasie MeHblue 6o

3HauyeHue Bocxoaauen rpaHuubl. Korga sHayeHne oTobpaHHOM NnepemeHHOoM Ha
Rising Threshold

cobbiThe reHepupyeTcs.

npeablaywem KOHTPOIbHOM MHTepBasie 6bi10 MeHble AaHHOM rpaHuLbl, @ Ha TeKyLem
KOHTPO/IbHOM MHTepBane 6onbliem AMbo paBHOM 3HAYEHMIO FPaHMLLbI, TOF4a eANHUYHOE

3HavyeHue HUCxoaalLel rpaHuLbl. Korga sHadeHne oTobpaHHOM NnepemeHHOoM Ha

Falling Threshold
KOHTPO/IbHOM MHTEpPBae MeHbLle 60 PaBHO 3HAYEHUIO rPaHMLbl, TOr4a egMHUYHOE

cobbiTe reHepupyeTcs.

npeablaywem KOHTPObHOM MHTepBasie 6bi10 6oNblue 4aHHOW rPaHMLbl, @ Ha TEKYLEeM

Rising Event NHAeKc cobbITUA NCNONb3YIOLWErOCs, KOrAa BOCXOAALLAA FPaHNLLA NepeceyeHa.
Falling Event NHAeKc cobbITMA NCNONb3YIOLWLErocs, Korga HUCXOAALLAA FpaHMLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLINIA 3aMUCh.
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= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLINov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabanuya 5.165 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKANBbHO MAEHTUDMLMPYIOLWMIA COObITUE.
Description KommeHTapuii, onucbiBaoWwmin cobbiTue.
Tun yBeAoOMIEHUA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoBaTb yBEAOMIEHWUS,
Type log — reHepupoBaTb 3anuchb B Tabauue,
trap — otcbnatb SNMP trap,
log-trap — reHepupoBaTb 3anuck B Tabsmue u otcbinate SNMP trap.
Community CTpoka coobuwectsa SNMP ana nepecbiiku trap.
Owner Monb3oBaTtenb, CO34aBLININ COObITHE.
Last time sent Bpems 1 gaTta reHepupoBaHua nocnegHero cobbitna. Ecim He 6bla10 creHepMpoBaHo
cobbITUIA, TO 3TO 3HaYeHUe byAeT PaBHO HyAHO.

= [lokasaTtb Tabamuy 3anuceit yaaneHHoro MoHuTopmHra RMON:

consolef#show rmon log

Maximum table size: 100
Event Description Time
1 Errors Nov 10 2009 18:48:33

Tabnnuya 5.166 — OnucaHue pesynbTaTos

MNapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuit, onvcbiBaloLWmin cobbiTue.
Time Bpemsa co3pgaHuna 3anucu.

5.18.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KommyTtatopoB cepum MES3000 nossonser paspewunTb Anbo
OrPaHMYUTbL AOCTYN K YNPaBAEHUIO YCTPOMCTBOM Yepes onpegeneHHble nopTbl uau rpynnbl VLAN. Ona
3ToW Lenn cosgatotca cnuckun goctyna (ACL) ans ynpasnenus.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHua:

console (config) #
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Tabnnuya 5.167 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNWCOK AOCTyna ANA ynpasneHus. Bxon B peum
KOHOUIYpMpOBaHUA CNMCKa AOCTyNa ANA YNPaBAeHUs.

YpansaeT cnucok focTyna Ans ynpasaeHus.

management access-class
{console-only | name}

no management access-

name: (1..32) cumBona

OrpaHu4YMBaeT ynpassieHne ycTPoUCTBOM MO onpeaeneHHOMY
cnucky pgoctyna (access list). AKTMBMPYET yKa3aHHbIN CMUCOK
AocTyna.
- console-only — ynpaBneHue ycTpoicTBOM A0CTYMHO TO/IbKO C
KOHCOAMN.

OTMeHseT orpaHuyeHue Ha ynpas/ieHue YCTPOWCTBOM Mo

class onpefeneHHoMy Cnucky goctyna (access list).

KomaHOwbi pexcuma KOHd)U&VDUDOBGHUFI CnucKa 6ocmyna 014 yrnpaesieHuAa

Bua 3anpoca KOMAHAHOM CTPOKU B pexuMme KOHOUIYpMPOBAHUA CNUCKA AOCTyna Ans
ynpasaeHusa:

console (config) #management access-list eltex manag
console (config-macl) #

Tabnnuya 5.168 — KomaHgbl pexxuma KoOHPUryprupoBaHMA CNMCKa JOCTYNa A1s ynpaBaeHus

KomaHda

3Ha4yeHue

Aelicmeue

permit [gigabitethernet gi_port
| tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [service service]

permit ip-source {ipv4_address
| ipv6_address/prefix_length}
[mask {mask| prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|vlan
vlan_id]

[service service]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

3afjaeT paspelalollee ycnoBue Aaa YNpaBAAKOLWEro Cnvcka
Aoctyna.

- service —Tmn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

deny [gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|vlan
vlan_id] [service service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask| prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group |

vlan vian_id]

[service service]

gi_port: (1..8/0/1..24};
te_port: (1..8/0/1..4};
group: (1..24);
vlan_id: (1..4094)

3apaeT 3anpewatollee ycnosue ANA yNpaBAAKOWEro Cnucka
gocrtyna.
- service — Tvn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnnua 5.169 — KomaHgb! pexxuma Privileged EXEC

KomaHda

Aeiicmeue

show management access-list [name]

MoKasbiBaeT cNMcKM goctyna (access list) ans ynpasnexums.

show management access-class

ynpasaeHus.

MoKasbiBaeT WHPoOpMaumto 06 aKTUBHbLIX ChMcKax gocTyna (access list) ana

5.18.7 Hacmpoiika docmyna

5.18.7.1 Telnet, SSH, HTTP u FTP

[aHHble KOMaHAbl NpegHasHayeHbl A1A HACTPOMKM CepBepoB AOCTyNa A/1A ynpasieHuA
KommyTatopom. [logpeprkka cepsepoB TELNET u SSH KommyTaTopom noO3BOAAET yAa/ieHHO
NOAKAYATLCA K HEMY A1 MOHUTOPUHIA N KOHOUTYPUPOBAHMA.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabanua 5.170 — KomaHabl pexkuma rnobanbHoro KoHPUryprMpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYaHUIO
ip telnet server PaspelsaeT yaaneHHoe KOHPUIypnpoBaHWe yCTPOMCTBA Yepes
Telnet.
- -/BKNOYEH -
no ip telnet server 3anpewaeT yganeHHoe KoHGUrypupoBaHue ycTpoincTea yepes
Telnet.
ip ssh server PaspelwaeT yganeHHoe KOHPUrypupoBaHue ycTpoicTBa Yepes
SSH.
0o Tex nop, nNokKa KAy ana wuppoBaHUA He
creHepupoBaH, SSH-cepBep 6yaer HaxopuTbcA B
-/BbIKAOYEH pesepse. Mocne reHepayum Ko4va (Mcnonb3yembie KOMAHADI

no ip ssh server

crypto key generate rsa u crypto key generate dsa) cepsep
nepeiiger B pabouee cocrosiHue.

3anpelyaeT yaaneHHoe KOHOUIypMpoBaHMe yCTPOMCTBa Yepes
SSH.

ip ssh port
port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemblit SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

-/VICI'IOﬂbBOBaHI/Ie
ny6nw4 HOro KNto4a
3anpeleHo

Pa3speluaeT ucnonb3oBaHme Ny6AMYHOTO Kto4Ya AN BXOAALLMX
SSH-ceccuit.

3anpeLyaeT MCNob3oBaHMe Ny6ANYHOTO KAtoUa A1A BXOAALMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

-/BbIK/IIOYEHO

BK/toueHWe pexkuma ayTeHTUdUKaLMKM No Napoto

OTKNOYEHWE PeXxnMa ayTeHTUOUKAL MM NO Napoio

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce
aNropuTMbl KpOMe none

3aflaeT CNMCOK pa3peLleHHbIX aaropuTmMoB WwudpoBaHua ans
cepBepa

BoccTaHaBnMBaeT  CMMCOK
WndpoBaHUA NO YMONYAHMIO

pa3peweHHbIX aaropuTtmos

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupi-shal)/
pa3speLleHbl BCe MeToAbl

3a/laeT CMUCOK paspeLleHHbIX MeTo0B 06MeHa Katouamu ans
cepsepa

BoccTaHaBnMBaeT CNUCOK paspelleHHbIX aaAropuTMoB obmeHa
K/l04amMum nNo yMOTHaHUIO

crypto key pubkey-chain
ssh

-/KNtoY He co3gaH

BXog, B peKuMm KOHOUrypauum nybaMYHOro Kntoya.
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crypto key generate dsa

FeHepupyeT napy Knouer DSA — YacTHbIM U NyBAMYHBIA anA
SSH-cepsuca.

Ecnu xota 6bl oAMH M3 Napbl KAtoyeit yxe co3gaH, To
V cucTema npepasIoKuT nepesanmcaTtb Katou.

crypto key generate rsa

leHepupyeT napy Katouen RSA — yacTHbIM M Ny6AMYHBIA aNA

SSH-cepsuca.

V Ecnu xota 6bl oAMH M3 Napbl KAtoyeit yxe co3gaH, To
cucTema NpeasIoKuUT nepesanucatb KoY.

ip ftp server

no ip ftp server

-/FTP-cepBep BK/tOUEH

Bkntouaet FTP-cepsep.

OTtkntovaet FTP-cepsep.

ip http port port

no ip http port

port: (1..65535)/80

3apaet nopt HTTP-cepsepa.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ip http secure-port port

no ip http secure-port

port: (1..65535)/443

3apaet nopt HTTPS-cepsepa.

BoccTaHaBnmBaeT 3HaYeHue no YMON4aHUIO.

ip http secure-server

no ip http secure-server

-/HTTPS-cepBep BbIK/IOYEH

Bkntoyaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http server

no ip http server

-/HTTP-cepBep BK/IIOYEH

Bkntouaet HTTP-cepsep.

V OTKAIOYEH B peXxxume cTeka.

Bbikntoyaet HTTP-cepsep.

ip http timeout-policy
seconds

no ip http timeout-policy

seconds: (0..86400)/600

3agaeTt TarimayTt HTTP-ceccum.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOYAHWIO.

ip https certificate number

number: (1, 2)/1

OnpegaenaeT akTuBHbIM HTTPS-cepTuduKar.
- number — Homep HTTPS-ceptudmkarta

crypto certificate number
generate

number: (1, 2)

FeHepupyeT SSL-cepTudmkar.
- number — Homep HTTPS-cepTudmKaTa

crypto certificate number
import

number: (1, 2)

Mmnoptupyetr  SSL-cepTUdmKaT, Ha3HAYEHHbIN
cepTMdUKaumm.

- number — Homep HTTPS-cepTudmKaTa

LEeHTPOM

Knioumn, creHepupoBaHHble KOMmaHAamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA NOJb30BaTena ¢aitne KoHoUrypauuu.

KomaHObI pexcuma KoHgu2ypuposaHus nybau4Ho20 Kano4d

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKUme KOHPUryprpoBaHua ny6anYHOro Katoua:

consolet#configure
console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.171 — KomaHgbl pexxuma KoHPUrypnposaHma nyb6aMYHOro Ktoya

KomaHoa

3HauyeHue

Aelicmeue

user-key username {rsa|dsa}

username: (1..48)
CMMBOJIOB

no user-key username

Bxog, B peXum CO34aHUA MHAMBUAYANbHOTO MNyH6AMYHOrO
KNtoya.

- rsa —co3gatb RSA-kntoy;

- dsa — co3gatb DSA-kAtou.

Ypanaet I'Iy6l'|MLIHbIl;’I KNKY ANnAa onpeaeneHHoro nonb3oBartena.

Bua 3anpoca KOMaHAHOVI CTPOKU B pexnmme co3gaHnAa nHOnBunayasibHOIo I'IY6I'IM‘-IHOI'O K/1to4a:

console#configure
console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #
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Tabnnua 5.172 — KomaHgbl pexxuma co3gaHus UHANBMAYANbHOTO Ny6AMYHOro Kntoua

KomaHoa

Aelicmeue

key-string

Co3zzaeT Ny6ANYHbBIV KoY ANA onpeaeneHHOro Noib3oBaTens.

key-string row key_string

NOCTPOYHO.

- key_string —4acTb Kntova.

Co3pgaeT nybanyHbIM KNtoY A41A onpeseneHHoro nosib3osaTtens. Beog Katoua ocylectsasercs

[na Toro utobbl CMCTEMa NOHANA, YTO K/IOY BBEAEH NOIHOCTbIO, He06X04MMO BBECTU
KomaHpay key-string row 6e3 cumeonos.

KomaHOowb! pexcuma EXEC

KomaHabl gaHHOro pa3aena AOCTynHbl TOZIbKO ANA NpuBnaerMpoBaHHbIX nonb3oBaTesien.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.173 — KomaHab! pexuma EXEC

KomaHoa

3Ha4yeHue

Aeiicmeue

show ip ssh

MokasbiBaeT KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHble
Bxoaawme SSH-ceccum.

show crypto key pubkey-
chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

username: (1..48)
cumsonos/
OTMeYaToK K/toya B
LWecTHaALaTEPUYHOM
dopmare

lMokasbiBaeT
KOMMyTaTope.
- username — UMA Y4aNEHHOTO K/UEHTa;

- bubble-babble — otneuatok kntoua B Koge Bubble Babble;
- hex — oTneyaTok KatoYa B WECTHaALLATEPUYHOM Koae.

ny6andyHble SSH-KAOUKM, COXpaHeHHble Ha

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT Nyb6nyHble KAtoun SSH-kommyTaTopa.

show crypto certificate
mycertificate [1]2]

OTtobpaxaet SSL-cepTudmKaTtbl ana HTTPS-cesepa

show ip http

OTobpaxaeT coctoaHue HTTP-cepeepa

show ip https

OTobparkaet coctosiHue HTTPS-cepsepa

[pumepbl 8bIM0AHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTtope.
Cospgatb RSA-kntou ans nonb3osaTtena eltex:

console#configure

console (config) #ip ssh server
console (config) #ip ssh pubkey-auth

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa

PaspelwnTb MCNoNb30BaHME MYyBAMYHbLIX KOYeW.

console (config-pubkey-key) #tkey-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoNZQZxJHKCcKL6rM1Q+7ZN
XfZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/ zfwOl1gkTwm
175QR9gHUj S6KWGN2QWXgh3ub8gDjTSqmuSn/WA05iDX2TExQWu081icglk02LYciz+Z4TrE
U/9FJxwPiVQOjc+KBXuR0OjuNgbnEFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6
+AINEICBCCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzZNRADYDvSzZ
g01DnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:b9:33:e9
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5.18.7.2 KomaHObI KOHhu2ypupos8aHuUs mepmuHana

KomaHapl KOHOUIYpUpOBaHUA TEPMUHANA CAy»KaT A8 HACTPOMKM MapameTpoB /IOKa/IbHOM U
YAaneHHOW KOHCOo/N.

KomaHObI pexcuma 2106a0716H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnua 5.174 — KomaHgb! pexxuma rnobanbHOro KOHUrypmpoBaHus

KomaHoa Aelicmeue

line {console | telnet|ssh} BXOZ B peuMm COOTBETCTBYIOLLErO TepMMUHANA (NI0KaNbHAA KOHCO/b, yAaNeHHaa KOHCONb —
Telnet nnun ypaneHHasn 3alwmueHHasa KoHconb — SSH).

KomaHObI pexcuma KoHgU2ypupo8aHUa mepmMuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHOUTYypPUpoBaHNa TepMUHaNa

console#configure
console (config) #line {console|telnet|ssh}
console (config-line) #

Tabnunua 5.175 — KomaHab! pexkuma KoHPUrypupoBaHMa TepMUHana

KomaHoa 3HauyeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
speed bps YcTaHaBAMBaeT CKOPOCTb AOCTyna Mo JIOKaNbHOM KOHCOMM
bps: (2400, 9600, 19200,
(KomaHga [ocTynHa TO/MbKO B pexunme KoHOUIypupoBaHWA
38400, 57600, o
JIOKaNbHOM KOHCOAK).
115200)/115200 604,
no speed YcTaHaBAMBaET 3HaYeHMe No YMOAYaHMUIO.
autobaud BKntouyaeT aBToMaTMyeckoe onpefesieHMe CKOpPOCTU AoCTyna
Nno NOKaNbHOW KOHCONM (KOMaHAa AOCTYMHa TObKO B pexxume
-/BbIK/IIOYEHO KOHPUIYpMpPOBaHUA IOKANbHOW KOHCONM).
no autobaud BbIkNtoYaeT aBTOMATUYeCcKoe onpeaesieHne CKopocTu AocTyna
Mo IOKaNIbHOW KOHCOMN
exec-timeout minutes . 3apaeT WMHTepBan, B TeyeHMe KOTOpPOro cucTema OXugaet
[seconds] minutes: (0..65535) muH BBOZa Mo/sib3oBaTensa. Ecanm B TeyeHMe [aHHOFO MHTepBasa
seconds: (0..59) cek/ Nnoab30BaTe/lb HUYEro He BBOAWUT, TO KOHCO/1Ib OTK/IlOYaeTCA.
K 10 MmuHyT
no exec-timeout YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnuya 5.176 — KomaHgb! pexkuma EXEC

KomaHoa Aelicmeue

show line

Moka3sbiBaeT NapameTpbl TepMMHaNa.
[console|telnet|ssh] P P P
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5.19 XypHan aBapui, npotokon SYSLOG

CUCTeMHble KYPHaibl NO3BONAOT BECTU UCTOPUIO CODOBLITUIA, MPOM3OLLEAWMX HA YCTPOMCTBE, a
TaKKe KOHTPO/IMPOBATb Npoum3oLueslme cobbiTUA B peaslbHOM BpeMeHW. B XypHan 3aHocaTcA cobbiTuA
CEMM TUMOB: uYpe3BblYaWMHble, CUIHaNbl TPEBOTU, KPUTUYECKME W HE KPUTUYECKUE OLLNOKM,
npeaynpexaeHuns, yse4oMaeHna, MHGOPMaLMOHHbIE M OTNAA0UHbIE.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUTypaLLmK:

console (confiqg) #

Tabnunua 5.177 - KomaHgb! pexxuma rnobanbHoin KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/ perucTpauma BkAOYEHA

BKAtoYaeT  perucrpaumio
coobuieHunii 06 owmnbKax.

OT/Iaf0YHbIX  COOBWEHUA 1

BbIKk/tOYaeT perncTpaumio 0TAaf0uHbIX COODOWEHUN U

coobuieHunit 06 owmnbKax.

Mpu  BLIKAOYEHHOW  perncTpauuu  OTNa[0uHbIe
coobeHus 1 coobuieHns o6 owmnbKax 6yayT nepepasaTbea
Ha KOHCO/b.

logging host
{ip_address| host}

[port port] [severity level]
[facility facility]
[description text]

no logging host
{ip_address| host}

host: (1..158) cumBonoB;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);
facility: (local0..7)/ local7;

text: (1..64) cumsonos

Bk/touaeT nepesayy aBapuiiHbIX U OTNAA04YHbIX COODBLWEHUI HA
yaaneHHblt SYSLOG cepsep.

- ip_address— IPv4 wnu IPv6-appec SYSLOG-cepsepa;

- host — ceTeBoe nmsa SYSLOG-cepBepa;

- port — Homep nopTa A4/1A Nnepesayn coobLeHni Mo NPOTOKoNY
SYSLOG;

- level — ypoBeHb BaXHOCTM coObLWEHM, NepesaBaeMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepepasaemas B COObLEHMAX;

- text — onucaHne SYSLOG-cepsepa.

YpanaeT BblGpaHHbI cepBep M3 CMWCKA WUCMOb3yeMbIX
SYSLOG-cepBepos.

logging console /evel

no logging console

level: (cm. Tabn. Tabnunua
5.178 — Tunbl BaXHOCTH
coobuieHuin)

3Ha4YeHMe No YMONYAHMIO -
informational

Bk/touaeT nepesayy aBapuitHbIX UM OTAAL0UHbIX COOBLLEHMIA
BbIBPAHHOIO YPOBHSA BAaXHOCTU Ha KOHCOJIb.

BbikloyaeT  nepegady
COObLLEHNI Ha KOHCO/b.

aBapw‘»‘lelx nnun OTNaA04HbIX

logging buffered
[severity_level]

no logging buffered

severity_level: (cm. Tabn.
Tabnuua 5.178 — Tunbl
BaXKHOCTW COOBLLEHNIA)

3HayeHue no YMONYaHUIO —

informational

BkAto4aeT nepegavy aBapuiiHbIX MAN OTNAZ0UHbIX COOBLLEHMI
BbIOPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

BblknloyaeT  nepegady  aBapuiHbIX  MAM  OTAAL0YHbIX
co0bLEeHNI BO BHYTpeHHUI Bydep.

logging buffered size size

no logging buffered size

size: (20..400)/200

M3mMeHAeT  KOAWYEeCTBO COOBLLEHUI, 3anoMUHaembIx BO
BHyTpeHHem 6ydepe. HoBoe 3HaueHue pasmepa b6ybdepa
NPUMEHWTCA Noc/e Nepesarpysku yCTponcTsaa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file level

level: (cm. Tabn. Tabamua
5.178 — Tunbl BaXKHOCTH

BK/toyaeT nepesavy aBapuiiHbIX UAW OTNAL0UYHbIX COOBLLEHMI
BbIOPAaHHOIO YPOBHSA Ba*KHOCTM B Galin KypHana.

coobuueHni) BblkntoyaeT  nepefavy  aBapuiHbIX  MAWM  OTNAZO0YHbIX
no logging file 3HauyeHWe No YMOHAHUIO — | coobLueHuii B dalin sKypHana.
errors
. . 3aHOCWTb B XYpPHasbl CObbITUA ayTeHTUdMKALMK, aBTOPU3aLUM
aaa logging login P VT bukaunm, prsay
1 yyeta (AAA).
-/BKIOYEHO
He 3aHocMTb B 3KypHanbl cobbiTMA  ayTeHTUOUKaumK,

no aaa logging login

aBTOpU3auMK 1 yyeTa (AAA).
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logging events
spanning-tree
port-state-change

no logging events
spanning-tree
port-state-change

-/BKAOYEHO

Bk/tlouaeT perucTpaumio M3meHeHus ctatyca uHTepdeiicos B
STP.

OTK/IIO4aEeT perncTpaumio MsMmeHeHua ctaTyca nHtepdeicos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

-/BbIK/IIOYEHO

BKkntoyaeT perncrpaumo usmeHeHnn Tononorum 8 STP.

OTK/ItO4aeT perncrpaLmio nsmeHeHun tononorum 8 STP.

file-system logging {copy |
delete-rename}

no file-system logging
{copy | delete-rename}

-/perncrpauma BKaoYeHa

BkAtoyaeT pernctpaumio cobbiTnin GbannoBoin cuctemsi.

- COpY — perucTpaumsa coobuieHmi, CBA3AHHbIX C onepauuamm
KonupoBaHus ¢alinos;

- delete-rename — perucTtpauma coobLLEHUN, CBA3AHHbIX C
yoaneHnem $aiinos u nepeMmeHoBaHMEM Onepaumii.

BbIK/IlOYaEeT perncrTpaumio cobbiTuii GpalinosBol cuctemsl.

management logging deny

no management logging
deny

-/perucTpaums BKaOYEHa

BkntoyaeT pernctpaumto cobbiTuii 4OCTyNa ynpaBaeHus.

BbIK/IlOYaAET perncTpaumio cobbiTuii 4OCTyNa ynpasaeHus.

logging aggregation on

no logging aggregation on

BKAtoyaeT KoOHTpob arperaymm syslog-coobuieHni.

OTKAtoYaeT arperaumto syslog-coobueHmi.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)

YcTaHaBAMBaeT BpemMA XpaHeHUA CrpynnupoBaHHbIX syslog-
coobLeHni.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

logging cli-commands

no logging cli-commands

Mo ymonyaHuio segeHne
y4yeTa 3anpeLueHo

PaspelwaeT BegeHue ydyeTa (aKKkayHTa) Ana BBedeHHbix B CLI
KOMaHA,

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

logging service cpu-rate-
limits traffic

no logging service cpu-
rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-

bpdu, dhcp-snooping,

dhcpv6-snooping, igmp-

snooping, mld-snooping,
sflow, log-deny-aces,

vrrp)/-

BKAlOUaeT KOHTPO/Mb OrpaHUYeHUs CKOPOCTU
dpelrimos ans onpeseneHHoro Tuna Tpaduka.

BXOAALLMX

OTKAKOYaeT IornpoBaHme.

logging service watchdog

no logging service
watchdog

-/BKAOYEHO

BkntoyaeT normposaHmne cobbitnii oT watchdog

OTKAtoYaeT normposaHue cobbiTnin oT watchdog

Kaxpgoe coobuieHne MmeeT CBOM YypoBEHb

COO6LLI,EHMV1 B nopAaake Y6bIBaHMFI MX BaXXHOCTWU.

Tabnunua 5.178 — Tunbl BaXkHOCTU COOBLLEHWUI

Ba)KHOCTM, B Tabauue 6.101 npusedeHbl TUMbI

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBblyaliHble (emergencies)

B cvcTeme npousoluna KpuTMyeckas owmnbKa, cuctema MoxeT
paboTaTb HeMnpaBu/bHO.

CurHanbl TpeBoru (alerts)

HeOﬁXOAMMO HemegneHHOe BMeLLaTe/IbCTBO B CUCTEMY.

Kputnueckue (critical)

B ccTeme npousoluna Kputmyeckas owmnbKa.

OwmnbouHble (errors)

B cucteme nponsowwia owmnbka.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHue, HeaBapuitHoe coobLueHre.

YBegomneHus (notifications)

YBegomieHMe CUCTEMbI, HeaBapuniMHoe coobLieHue.

MHbopmaumoHHbie (informational)

NHbopmaLmoHHbIe COOBLLEHNA CUCTEMDI.
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OtnagouHble (debugging)

OTnafouHble coobLEHMSA, NPefoCTaBAAIT NOb30BaATENIO
MHOOPMALMIO ANA KOPPEKTHOM HACTPOMKM CUCTEMBI.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnuua 5.179 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana

KomaHoa Aeiicmeue
clear logging Ypanser Bce coobLeHns n3 BHyTpeHHero bydepa.
clear logging file YpanseT Bce coobuieHns 3 paiina xypHana.
show logging file OTobparkaeT COCTosHME KypHaja, aBapuitHble U OTNago4YHble COObLEeHNA, 3anMcaHHble B

daine *KypHana.

show logging OTObpaKaeT COCTOAHME KypHana, aBapuiiHble U OT/Iaf04YHble COODOLLEHUS, 3aMMCaHHbIe BO

BHYTpPeHHeM byodepe.

show syslog-servers OTob6parkaeT HAaCTPOMKM ANA yAanéHHbIX syslog-cepsepos.

5.20

[pumepbl UC016308AHUA KOMAHO

= BK/HOYUTb PETUCTPALINIO OLUMBOYHBIX COOOLLEHMA HAa KOHCONU:

console#configure
console (config) #logging on
console (config) #logging console errors

= OuunctuTb daiin KypHana:

consolef#clear logging file
Clear Logging File [y/nly

3epkanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3epKaNMpPOoBaHUA MOPTOB NpeAHasHayeHa A1 KOHTPOASA CeTeBOoro Tpaduka nytem

NepecbIKK KONUii BXOAALMX U/NAN NCXOAALLMX NMAKETOB C OAHOMO UAN HECKObKUX KOHTPOIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOPT.

/

Mpwu 3epkanmpoBaHuu 6onee oaHoro pusnueckoro MHTepdeiica BO3MOXKHbI noTepu Tpaduka.
OTCyTCTBME NOTEPb rAapaHTUPYETCA TO/bKO NPU 3epKaMpPoBaHUN OA4HOro GU3NYECKOro
uHTepdeica.

K KOHTpoMpytoLemy NopTy NPMMEHAIOTCA CaeaytowWwme orpaHuyeHna:
MopT He MOXKeT BbITb KOHTPOAUPYHOLLMM U KOHTPOIMPYEMbBIM NOPTOM OAHOBPEMEHHO;
MopT He MOXKeT BbITb YUNEHOM FPYMMbl NOPTOB;
IP-uHTEepdelic fLoMKEH OTCYTCTBOBATb A/1A 3TOFO NOpPTa;
MpoTokon GVRP gonkeH ObiTb BbIKAKOYEH HA STOM NOPTY.

K KOHTpOAMpyeMbIM NOPTaM NPUMEHAIOTCA Ceaytolme orpaHnUYeHus:

MOpPT HE MOXKET BbITb KOHTPOIMPYIOWMM N KOHTPOAMPYEMbIM MOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnnuya 5.180 - KomaHgb! pexxuma rnobanbHon KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

port monitor mode
{monitor-only | network}

-/monitor-only

3afaet pexkum paboTbl nopTa

- monitor-only — dpelimbl, NocTynatowme Ha nopT,
oT6pacbiBaloTCS;

- network — no3sonseT Bectn ob6meH AaHHbIMU.

port monitor remote vian
vlan_id [cos priority]
[tx|rx]

no port monitor remote
vlan vian_id[tx|rx]

vlan_id: (1..4094);
priority: (0..7)

Onpepenenue VLAN ans yaaneHHOro MOHUTOPUHTaA, B KOTOPbIN
byayT  oTobpaxkaTbcs naketbl €  KOHTPOAMPYEMbIX
MHTepodeicos.

YpaneHnue VLAN ana yaaneHHOro MOHUTOPUHTa.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Buna 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPUrypuposaHma nntepoeiica Ethernet:

console (config-if)#

' | [aHHble KOMaHAbl HeNb3A BbIMO/IHATbL B peXXume KOHPUrypMpoBaHua gManasoHa
- uHtepdeiicos Ethernet.

Tabnuua 5.181 - KomaHabl AOCTyMNHblE B peXknme KoHUrypuposaHus nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

port monitor
{gigabitethernet gi_port |
tengigabitethernet
te_port} [rx|tx]

no port monitor

{ gigabitethernet gi_port
I

tengigabitethernet
te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

BK/loYaeT GYHKLMIO MOHMTOPMHFA Ha HacTpaMBaemom
nHTepoerice. [aHHbI UHTepdelc ByaeT KOHTPOAMPYIOLLMM
MOPTOM AR YKa3aHHOTO B KOMaHAe KOHTPOANPYeMOro nopra.
- gi_port/te_port— KOHTPOIMPYEMbII NOPT;
- X — KOMWPOBaTb NaKeTbl MNPUHATbIE KOHTPOAMPYEMbIM
nopTom;
- tX — KonupoBaTb MaKeTbl, MepeAaHHble KOHTPO/MPYEeMbIM
nopTom;
Mpn OTCYTCTBUM MapameTpa rx/tx ¢ KOHTPOJMPYEMOro NopTa
KOMMPYIOTCA BCE MaKeTbl.
DYHKLMUA MOHUTOPUHIrA MOXKET 6biTb HAaCTPOEeHa Ha
ABYX NOPTax 04HOBPEMEHHO

BblKNlOYaeT OYyHKUMIO MOHMTOPWMHIA Ha HacTpauBaemMom
nHTepoerice. [aHHbll UHTepdeic 6Honbwe He byaeT
KOHTPO/IMPYIOWMM MNOPTOM [ANA YKa3aHHOrO B KOMaHAe
KOHTPO/IMpyemoro nopra.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4096)

BKkntoyaeT  PYHKUMIO  MOHWUTOPUHIA Ha  HAcTpavMBaem
nHTepdeiice. [aHHbli MHTepdenc OyaeT KOHTPOMPYOWMUM
NnopToM AN YKazaHHoM VLAN.

V MopT MOHUTOPUHra He AO/MKEH NpUHaANexaTb K
HacTpauBaemoi VLAN.

MoHUTOPUHT VLAN MO3KeT 6bITb BK/IOYEH /ILLb B TOM C/y4ae,
eciM B CUCTeMe  HacTpoeHo He Honee  ofHoro
KOHTPOAIMPYIOLLEro nopra.
| Echn KoHTponupylowmii NopT HacTpoeH paHee, TO
V TO/NIbKO 3TOT NOPT MOKeT 6biTb MUCNONb30BaH ANA
MoOHuTOpUHra VLAN.

Ypanaet ykaszaHHyo VLAN 13 MOHUTOpPUHTA.

port monitor remote

no port monitor remote

BkitoyaeT  YHKUMIO  YAANEHHOr0  MOHWUTOPWMHra  Ha
HacTpanBaemom uHTepodeiice.
BblkioyaeT  GYHKUMIO  YAaAseHHOTO  MOHMTOPWMHIa  Ha

HacTpanBaemom nHTepodeiice.
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KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpOKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabnnuya 5.182 — KomaHabl, AocTynHble B pexume EXEC

KomaHoa Aelicmeue

show ports monitor BbIBOAWUT MHPOPMALMIO NO KOHTPOJIMPYIOWMM U KOHTPOIMPYEMbIM NMOPTaM.

[pumepbl 8b1M0MAHEHUA KOMAHO

YctaHosuTb 13 Ethernet nHtepdeic KoHTponmpyowmm ana 18 untepdeiica Ethernet. Becb
Tpaduk c 18 nHtepdeiica nepenasartb Ha 13.

console# configure
console (config) # interface gigabitethernet 1/0/13
console (config-if) # port monitor gigabitethernet 1/0/18

BbIBECTM MHOOPMALMIO MO KOHTPOAMPYIOWMM M KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Source Port Destination Port Type Status

gi0/18 gi0/13 RX, TX notReady

5.21 CepsBuc watchdog

[aHHbIV cepBUC NO3BOAAET NOAYYaTb MHPOPMALMIO O 3aBUCAHUKU CUCTEMHBIX MPOLLECCOB
KOMMYyTaTopa n/uam aBTomaTUYECKM NepesarpykaTb YCTPOWCTBO B TaKMX CUTYaLUAX.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnnuya 5.183 — KomaHgb! pexuma rnobanbHon KoHbuUrypaumm

3HayeHue/3HayeHue o

KomaHoa Aelicmeue

YMOAYAHUIO
service watchdog / BkntouyaeT cepsuc watchdog.
no service watchdog */BBIKIIIOYEHO

BbikntovaeT cepsuc watchdog.

service watchdog hw-timer BKk/AtoyaeT anmapaTtHblit pexum paboTbl cepsBuca. B pgaHHOM

pexkume cepsuc watchdog pearnpyet To/1bKO Ha NOAHOe 3aBUCaHKe

Aapa OC KommyTaTopa v Nepesarpy<aer yCTporcTBo.

-/BKAIOYEHO Mcnonb3oBaHWe  AaHHOTO  peuma  paboTbl  He
V pekomeHayeTca 6e3 npeaBapuTeNbHOWM KOHCYAbTaLMKU C

TEXHUYECKON NOAAEPIKKOMN.

no service watchdog hw-timer

BbIKAtouaeT annapaTtHbli pexxum paboTbl cepsuca.
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service watchdog sw-timer
{reload | logging-only }

-/reload

BK/ItOYaeT NporpaMmHbIi pexkum paboTbl cepauca.
- reload — B cnyyae obGHapy)KeHWs 3aBMCaHMA KaKoro-ambo
CMCTEMHOIO NPOLLecCca KOMMYTATOpa NepesarpyyKaeT YyCTPOMCTBO C
KpaTKMM BbIBOAOM MHPOPMaLMM 0 3aBUCLLEM NpoLiecce.

V Mcnonb3oBaHue napameTpa reload He pekomeHayeTcs 6e3

NpeLBapuUTENbHOM  KOHCYAbTaUMM  C  TeXHUYEeCKoW
noAaLeRKKOM.
- logging-only — B cniyyae 06HapyKeHWs 3aBUCAHUA KAKoro-anbo
CUCTEMHOrO npouecca KomMMmyTaTopa coxpaHseT B

SHEproHe3saBMCMMYIO MamATb CBEAEHMA O 3aBUCLUEM MpoLecce.
KommyTaTop He nepesarpysKaercs.

no service watchdog sw-timer
{reload | logging-only}

OTK/ItOYaeT NPOrpamMmmMHbIl pexum cepeuca watchdog.

KomaHOwbl pexcuma privileged EXEC

Bug 3anpoca KOMaHAHOM CTPOKN MMEET BUA,
console#

Tabnuua 5.184 — Komangbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
YMOYAHUIO

no
KomaHda

Aelicmeue

show watchdog

OTobparkaeT cocTosHMe cepsuca watchdog.

5.22 ®dyHKuymsa sFlow

sFlow — TexHoM0rns, NO3BOAAIOLLAA MOHUTOPUTL TPAadUK B NAKETHbIX CETAX Nepesayn AaHHbIX
nyTem YacTUYHOM BbIOOPKM TpaduMKa ANa nocnenyowein HKancyaaumMm B cneumanbHble coobLenus,

nepefasaemblie Ha cepBep c6opa CTaTUCTUKK.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 5.185 - KomaHap! pexkuma rnobanbHol KoHOUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

id: (1.. 8);
port: (1..65535) / 6343;
byte: nonoxurtensHoe
uenoe yncno /1400

sflow receiver id
{ipv4_address|ipv6_address|
ipv6z_address|url}

[port port] dopmar
[max-datagram-size byte] IPv4: A.B.C.D
IPV6: X:X:X:X::X

no sflow receiver id IPv6z: X:X:X:X::X%<ID>

3agaeT agpec cepsepa cbopa cratucTmkrm sflow.

- id — Homep sflow-cepBepa;

- IPv4, IPv6, IPv6z — IP-appec;

- url — BOMeHHOE UMA XOCTa;

- port — HOMep nopTa;

- byte — makcMmanbHOEe KONMYecTBo HaiiT, KOTopoe MoXKeT
6bITb OTMNPaBAEHO B OAMH MaKeT AaHHbIX.

Ypansaet agpec cepsepa cbopa ctatnctukum sflow

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console# configure

console (config) # interface {gigabitethernet gi port|

te port}
console (config-if) #

tengigabitethernet
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Tabnnua 5.186 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

sflow flow-sampling [max-
header-size bytes]rate id

no sflow flow-sampling

bytes:(20 .. 256)/128
rate: (0, 1024..107374823)
id: (0 .. 8)

3afaeT cpeaHIOld CKOPOCTb BbIGOPKM NakeToB. MTOrosas
cKopocTb BbIGOPKM cumTaetcA Kak 1/rate*current_spped
(current_speed — Tekyw,an cpegHAA CKOPOCTb).

- rate — cpeAHAA CKOPOCTb BbIGOPKM NaKETOB;

- id — Homep sflow-cepBepa;

- bytes — MaKcMmanbHOe Ko/MyecTBo 6aiT, KoTopoe byapet
CKOMMpoBaHo 13 obpasuia Nakera.

OTKNIOYAET CYETUMKM BbIBOPKM Ha MOPTY.

sflow counters-sampling
secid

no sflow counters-
sampling

sec: (0, 15 .. 86400)
id: (0 .. 8)

Onpegenser MaKCUMasbHbIA MHTEPBAN MeXAY YChewHbIMU
Bbl6OPKamMK NaKeToB..

- Sec - MaKCMManbHbI MHTEPBaN MeXAy BbIGOPKaMM, CEKYHAbI.
3HaueHne «0O» OTK/OYAET BbIGOPKY;

- id - Homep sflow-cepBepa (3agaetca komaHaol sflow receiver
B rnobanbHOM perkume KoHdurypauum).

OTK/IIO4aET CYETUNKM BbIBOPKM HA NOPTY.

KomaHObI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnuua 5.187 — KomaHabl, goctynHble B pexkmme EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

BbiBOAMT HacTpoliku sflow.

Ounwaet ctatuctnky sFlow. Ecan mHTepdeic He ykKasaH,
KOMaHZa OuYMLLLaeT BCe CYETUMKM CTAaTUCTUKM SFlow.

Otobparkaet ctatucTuky sklow.

[pumepbl 8b1M0MHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratnctukm sflow. Ons ethernet-
nHTepdeiicos gl-g24 ycTaHOBUTbL CPEAHIO CKOPOCTb BbI6OPKM naketos - 10240 K6uUT/c u
MaKCMMasibHbI MHTEPBaA MeXAY yCrnelHbiMM BbiIbopKkamu nakeTos — 240 c.

console#configure
console (config) #sflow receiver 1 10.0.80.1

console (config) #finterface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1

5.23

®PYHKUMUU ANArHOCTUKU PU3NUECKOTO YPOBHA

CeTeBble KommyTaTopbl cepumn MES3000 coaepKaT annapaTHble M NporpammHble cpeacTsa 4nA
ANArHOCTUKN GU3NYECKUX MHTEPDENCOB M INHMIA CBA3M. B nepeveHb TeCTUPYeMbIX NapameTpoB BXOAAT

cneayouwme:
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[Nns aneKkTpuyecknx nHTepdencos:

O/IMHa Kabens;
paccToaHMe A0 MecTa HeMCNPaBHOCTU — 06pbIBa MM 3aMblKaHUS.

[ns ontnyeckux nHtepodeicos 1G n 10G:

napameTpbl TUTaHUA — HaNpPAXeHUE U TOK;
BbIXOAHaA oNnTnu4eCkaAa MOLWHOCTb;
onTnyeckaa MOLWHOCTb Ha npueme.

5.23.1 AuazHocmuka medHoz20 Kabens

Y

OueHKa a4nuHbl Kabena npu ncnonb3oBaHUN KOMaHAabl 'show cable-diagnostics cable-length’
BbIMNOJIHAEGTCA NO  Be/JWYMHE  3aTyXaHua  curHana. OPyHKuua  green-ethernet,
noaaep)XMBaemas KOMMYTaTOPOM, YMEHbLUAEeT YypOBEHb MepenaBaemMoro CUrHana npu
OTCYTCTBUM AKTMBHOCTU Ha JIMHUM WU MO3TOMY KOPPEKTHOE U3MepeHue pAJIMHbl Kabens
CTAaHOBUTCA HEBO3MOXHbIM Ha YCTPOICTBE, NPUHMMAIOLEeM ocnabneHHbli curHan. B ceasm ¢
3TMM Heo6Xo0A4MMO Ha BpemMms U3MmepeHuit ANnHbl Kabens oTkAOYaTb pexkum green-ethernet
Ha yAaNeHHOM YCTpOACTBe.

Mo ymonuyaHuio Ha KommyTtatopax cepum MES3000 pexkum green-ethernet BkaloueH.
[onyctumas norpewHocTb U3MepeHUua onpeaenserca pasbpocom napameTpoB JIMHUKN U
cocrasnser 6 m.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnuua 5.188 - KomaHabl AMarHOCTUKM MmeaHOro Kabena

KomaHoa 3HavyeHue Aelicmeue

test cable-diagnostics tdr

interface {gigabitethernet gi_port: (1..8/0/1..24); | BbinonHAeT BUPTyanbHOe TecTUpoBaHWe Kabena  Ana
gi_port | tengigabitethernet te_port: (1..8/0/1..4). | ykasaHHOro nHTepodeiica.
te_port}

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnuua 5.189 - KomaHabl AMarHOCTUKM meaHOro Kabens

KomaHda 3HaueHue Aeiicmeue

show cable-diagnostics tdr
interface [gigabitethernet
gi_port | tengigabitethernet

OTtobparkaert pesynbTaThl nocneaHero BUPTyasNbHOro
TecTMpoBaHusa Kabens ans ykasaHHoro uHtepdelica (ecam Homep
nopTa He 3a/laH, TO KOMaHAA BbINO/HAETCA A1 BCEX MOPTOB).

te_port] .
- - gi_port: (1..8/0/1..24);
show cable-diagnostics te_port: (1..8/0/1..4) Otobparkaet npeanoNoKUTENbHYIO ANVHY Kabens,
cable-length interface - o NOAKIOUEHHOTO K yKa3aHHOMY WHTepdelicy (ecin Homep nopTa
[gigabitethernet gi_port | He 3aJlaH, TO KOMaHAa BbINOJIHAETCA A/ BCEX MOPTOB).
tengigabitethernet te_port] V UHTepdeiic pomkeH 6biTb aKTUBHbIM M pabotatb B
pexxume 100M6ut/c unm 1000M6ut/c.
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7 MakcumanbHaa AnMHa Kabens npu TecTMpoBaHWM He [O/KHa cocTaBnAatb Gonee 120
V MeTpoB.

[pumepebl 8b1M0AHEHUA KOMAHO

= [lpoTectnposaTb NopT 24:

consolef#test cable-diagnostics tdr interface gigabitethernet 1/0/24

console#test cable-diagnostics tdr interface GigabitEthernet0/24
Port Pair Result Length [m] Date
gil/0/24 1-2 Open 10 14-Mar-2014 13:41:43
3-6 Open 10
4-5 Open 10
7-8 Open 10

HuKe npuBeaeHbl BOSMOKHbIE 3HaYeHUA pe3y/1bTaToB TecTa no napam:

e Test failed — ¢u3nyeckas HemcnpaBHOCTb;

e OK — napa B nopsagke;

e Open — paspblis;

e Short — KOHTAKTbl Mapbl 3aMKHYTbI;

e Impedance-mismatch — pa3sHMUA B CONPOTMBAEHUMN (CANLLIKOM DO/bLIOE 3aTyXaHue B
IHUK);

e Short-with-pair — 3amblkaHWe mexay napamu;

e Not tested — TecTupoBaHuMe He NPOBOAUNOCD.

= [lokasaTb pe3sy/abTaTbl NOCNELHErO TECTUPOBAHUA:

console#show cable-diagnostics tdr

consolef#show cable-diagnostics tdr
Port Result Length [meters] Date
gil/0/1 OK - 14-Mar-2014 13:48:12
gil/0/2 Not tested
gil/0/3 Not tested
gil/0/4 Short cable 4 14-Mar-2014 13:51:08
gil/0/5 Not tested
gil/o0/6 Not tested
gil/0/7 Not tested
gil/0/8 Not tested
gil/0/9 Not tested
gil/0/10 Not tested
gil/0/11 Not tested
gil/0/12 Not tested
gil/0/13 Not tested
gil/0/14 Not tested
gil/0/15 Not tested
gil/0/16 Not tested
gil/0/17 Not tested
gil/0/18 Not tested
gil/0/19 Not tested
gil/0/20 Not tested
gil/0/21 Not tested
gil/0/22 Not tested
gil/0/23 Not tested
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gil/0/24 Open cable 10 14-Mar-2014 13:41:43
tel/0/1 Fiber
tel/0/2 Fiber
tel/0/3 Fiber
tel/0/4 Fiber

5.23.2 luaezHocmuka onmu4yecKko2o0 mpaHcueepa

CDYHKLI,Mﬂ ANArHOCTUKN NMO3BONIAET OUEHUTb TeKyullee COCTOAHME ONTUYECKOro TpaHCUBEPaA U
ONTUYECKOM INHUM CBA3M.

BO3MOKEH aBTOMATMYECKMI KOHTPO/Ib COCTOAHWMA JIMHUI cBA3M. [NA 3TOro KomMmyTaTop
nepuoamnyYeckn onpawnBaeT napameTpbl ONTUYECKUX UHTEPdENCOB U CPAaBHUBAET MX C NMOPOroBbIMMU
3HaYeHUAMM, 3a4aHHbLIMW NPOU3BOANTENAMM TPaHCMBEPOB. MpKu BbIXxoAe NapameTpoB 3a A40NyCTUMble
npegenbl KommytaTop d¢opmupyeT npeaynpexkaalowme W aBapuiiHble cooblieHna. B caydae
HeobXoAMMOCTHN NOPOroBble 3HaUYEeHNA MOryT BbITb NepeonpeaeneHbl aAMUHUCTPATOPOM.

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkume rnobanbHoM KoHGUrypaumm:
console (config) #

Tabanuya 5.190 - KomaHgb! pexxnuma rnobanbHon KoHdUrypaumm

3HaveHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHaBAMBaET MUHUMAJbHBIV UHTEPBAN BPEMEHN MeXAY
bopmMmupoBaHMeM MHPOPMALMOHHBIX COOBLLEHMI syslog/snmp.
CoobuweHunsa popmupytoTca B ClydYae BbIX04a NapaMeTpoB
ONTUYECKOMN NMHUK 33 AONYCTUMbIE Npeaenbl.

optical-transceiver
threshold notify-interval
interval interval: (30..3600)/600 cek

no optical-transceiver

e . YcTaHaBAMBAET 3HaYEHWe UHTEPBaNa N0 YMONYAHUIO.
threshold notify-interval P ¥

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nHtepoeiica Ethernet:

console#configure

console (config) #interface {gigabitethernet gi port| tengigabitethernet
te port}

console (config-if) #

Tabnnua 5.191 — KomaHgb! pexxuma KoHpurypuposaHua nHTepdeica Ethernet

3HayeHue/3Ha4yeHue no .
KomaHoa Aeilicmeue
yMOAYaHUIO
optical-transceiver HasHauaeT feictaue (He BbINONHATL AEMCTBUI, reHepaumn
threshold action syslog-coobuieHunsn, reHepauma snmp-Tpana), KoTopoe A0KHO
{ parameter | all } { none | 6bITb BbINOAHEHO NPU BbIXOAE NapameTpa «parameter» 3a
syslog | snmp-trap } AonycTMMble npeaensl.
. [eicTBre No ymoNYaHUo «nonex.
parameter: (current, input-
BO3MO3KHble TUMbI NapameTpos
power, output-power,
- current —TOK NUTaHWUA TpaHCMBEpPa;
temperature, voltage)

- voltage — HanpsXXeHWe NUTaHuA.

- input-power — MOLLHOCTb ONTUYECKOTrO CUTHANA Ha NPUEME;

- output-power — MOLLHOCTb NepeaaBaemoro onTMYeckoro

cUrHana;

- temperature — Temnepatypa.
optical-transceiver parameter: (current, input- | YKa3blBaeT NOPOroBble 3HA4EHUA, NPY NPEBbILIEHNM KOTOPbIX
threshold vallues power, output-power, 6yLeT NpomcxoamnTb reHepauma syslog/snmp coobuieHus ans
parameter high-alarm temperature, voltage) YKasaHHOro napamerpa:

- current — cuna TOKa;
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high-warning low-warning - input-power — MOLLHOCTb BXOAALLEro CUrHanNa;

low-alarm - output-power — MOLWHOCTb UCXOOALLErO CUTHANA;

- temperature — TemnepaTypa;

- voltage — HanpseHue;

- high-warning, low-warning - BEpXHWIA U HUKHWIA Npeaenbl
ons GopmMpoBaHUA NpeaynpeKaatoWwmnx CoobLEeHN;

- high-alarm, low-alarm - BepxHUiA N HUKHWIA Npeaens! gns
bopMMpPOBaHUA aBAPUIHbIX COOBLLEHWIA.

[onycTMmMbli Mana3oH 3Ha4YeHul oA NapameTpoB:
current: 0...131000 mkA

input-power: -40000...8200 mdBm

output-power: -40000-8200 mdBm

temperature: -127...127 °C

voltage: 0...6550 000 mKB

Moporosble 3HAYEHMSA 334a0TCA B YKA3aHHbIX e4UHULLAX.

no optical-transceiver Ypansaet 3agaHHble No/ib3oBaTeieM noporosble 3Ha4YeHnA gna
threshold values YKa3aHHOro napameTpa. 3HayeHunA no YMONYaHUIO
parameter CYMTbIBAKOTCA U3 TPAHCKUBEPA NPU YCTaHOBKeE.

3anpoc KoMaHAHOM cTpoKK B pexkume EXEC nmeet cneayrowmii ua;
console>

Tabnuua 5.192 — KomaHaa ANarHOCTMKM ONTUYECKOro TpaHCcMBepa

KomaHoa 3HavyeHue Aelicmeue

show fiber-ports
optical-transceiver [interface
{gigabitethernet gi_port |

OTobpaskaeT  pesynbTaTbl  AMAarHOCTUKM  OMTUYECKOTO
gi_port: (1..8/0/1..24); | TpaHcuBepa.

tengigabitethernet te_port}] te_port: (1..8/0/1..4). -,- ::zz;i:;da— noApobHas AMarHOCTMKa, eeprom-napameTtpbl
[detailed] P pa.
show fiber-ports
tical-t iver theshold . .
optica-transcelver thesho gi_port: (1..8/0/1..24); | Oto6paxaet TeKkywme HaCTPOMKM aBTOMaTUYECKOro

[interface {gigabitethernet
gi_port | tengigabitethernet
te_port}]

te_port: (1..8/0/1..4). MOHUTOPUHIA BbIBPAHHOIO NOpTa UK BCEX MOPTOB CUCTEMBbI.

[pumep 8b1M10AHEHUS KOMAHOWbI:

swl#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]

gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature

Voltage - Internally measured supply voltage

Current - Measured TX bias current

Output Power - Measured TX output power in milliWatts

Input Power - Measured RX received power in milliWatts

LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:

Vendor name: OEM
Serial number: SX31221300026
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Connector type: LC

Type: SFP/SFP+

Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000
Diagnostic: supported

Tabnnua 5.193 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCUBEpa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpaxeHue nuTaHunA TpaHcuBeepa.
Current OTK/I0HEeHWe TOKa Ha nepegaye.
Output Power BbixogHas MOLWHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MNoTepA curHana.

Mpu noagpobHol anarHocTUKe ana napametpoB Temp, Voltage, Current, Power nsmepeHHbie
3HaYeHMA BbIBOAATCA Ha aucnneit. MNpu obblYHOW AMATHOCTUKE M3MEPEHHble 3HAYeHMA [N 3TUX
napameTpoB CPaBHMBAIOTCA C AOMYCTUMbIMW, U Ha AUCNIEeN BbIBOAMTCA pe3ynbTaT cpaBHeHusa (W, E,
OK).

3HayeHns pe3ynbTaToB AMAarHOCTUKMN U CPAaBHEHMWA NapameTpoB:

— N/A - HepocTynHO,

— N/S - He nogaepunBaeTcs,
— W - npeaynpexgaeHue,

— E-ownbkKa,

— OK-—3HauyeHue B nopaake.

5.24 |IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus 06 ypoBHe 06C/y»KMBaHUSA B IP-ceTAxX) — TEXHONOTNS aKTUBHOTO MOHUTOPUHTA,
MCNONb3YIOLWAACA AA U3MEPEHUA NapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHBIX CETEN M KavecTsa
nepegayn AaHHbIX. AKTUBHbBIA MOHUTOPUHI NpeacTaBAseT cobol NPOAOMKUTENBHYIO LUKANYECKYIO
reHepaumio Tpaduka, cbop MHPOPMaLMM O ero NPOXOKAEHUN NO CETU U BEAEHME CTAaTUCTUKN.

N3mepeHne NapaMeTpoB CETU MOXKET OCYLLECTBAATHCA NPU NOMOLLLM PA3/IMYHbIX TUMOB Onepawmii
IP SLA. Tunbl onepauuii pasanYaloTCA NPOTOKONAMU FeHepupyemoro TpaduKa, a TaKKe MeTogamu
npoBeAeHMA U3MEPEHUI N U3MePAEMbIMU NapameTpamu. TUnbl NOAAEPHKUBAEMbIX HA AAHHbBIN MOMEHT
onepaumni IP SLA:

— ICMP Echo;
— UDP lJitter.

[ns ucnonbsoBaHmaA onepaunii IP SLA HeobxoanMo BbINOAHUTL Caeaytowmne AencTBuA:

— Co3paTb OMNepaLmto HY»KHOTO TMNa U CKOHOUIYPUPOBaTL e&.

— 3anycTuTb UMKAMYECKOEe BbIMNO/HEHME Onepauuu, M MNO3BOAUTb €l BbIMNOJHATLCA B
TeYeHne HEKOTOPOro BPEMEHM.

— [pocmoTpeTb CTaTUCTUKY, COBPaHHYIO 3a BPEMA KU3HM onepauun.

— [Mpu HEOHBXOAMMOCTH, MPEKPATUTL UMKANYECKOE BbINOJHEHWE ONepaumu.
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KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME 1106aNbHON KOHPUTYPaLLUK:

console (config) #

Tabnnua 5.194 - KomaHgb! pexxnuma rnobanbHon KoHbUrypaumm

KomaHoa 3HayeHue Aelicmesue
ip sla operation index index: (1..20) MepeiTv B KOHTEKCT KOHOUTYPUPOBAHWUA ONepaLmu.
no ip sla operation index e YaanuTb cywiectsytoLyto onepauuio IP SLA.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.195 - KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HaveHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb UMKANYECKOE BbINOJIHEHWE OMnepauun.
set ip sla stop index e OCTaHOBUTb LMKAMYECKOE BbINOIHEHME onepaLun
show ip sla statistics index index: (1..20) 0OT06pa3nTb CTaTUCTUKY Ana onepaymm IP SLA.

CraTucTuKa onepaumii IP SLA umeeT obwuii ana Bcex TUMNOB onepauuii 3aroI0BoK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter

roe

— IP SLA Statistics for Index — Homep onepaunn, 418 KOTOPON OTOOPAXKAETCS CTAaTUCTUKA;
— Operational state of entry — cTaTyc BbINOAHEHUA ONepaLnn:

= Active — onepauns akTMBHA M B AaHHbIA MOMEHT HaXOAMUTCA B NPOLECCE LUKANYECKOTO
BbINO/IHEHUSA;
= |nactive — onepauma He aKTMBHA, HAXOAMUTCA B pPeXUME OXMAAHMA U AOCTyNHA ANA
KOHUrypupoBaHuA.
— Type of operation — tvn onepauun IP SLA. MpUHMMaET OAHO 3HA4yeHME M3 CMMCKa
noaAeprKMBaeMbIX onepauui.

an nepesoae onepaunn B COCToAHNE «Active» cTtatnctuka onepauun o4ynuiaeTca. Cratuctuka
HaKan/inBaeTCA 3a TO BPEMA, NMOKa onepaumna Haxogutca B 3STOM COCTOAHUN. Cratuctuka COXpaHAEeTCA
nocne npexkpaweHna LMKAINYeCKOoro BbinoatHEHUA onepaunn n nepexona B COCtoAHne «Inactive» go Tex
nop, NOKa onepauunAa CHoBa He 6yp,eT nepesegeHa B akTUBHOE COCTOAHME.

bonee noapobHasa uHPopmauMA O copepaHMW CTAaTUCTUKM NpeacTaB/iieHa B pasgenax,
OMMCbIBAKOLLMX TUNbI onepaumit IP SLA.

5.24.1 Onepayusa ICMP Echo

Mpu Kaxkgom BbinonHeHMM onepaumn ICMP Echo yctpolictBo otnpasnseTr ICMP Echo request
coobleHne Ha agpec HasHaYeHUA, OXMOAET noayyveHua coobuweHua ICMP Echo reply v namepset
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Bpemsi ABYCTOpOHHero npoxoxaeHua |ICMP-naketa. Onepauua ICMP Echo Takke npepgoctasBasieT
MHOOPMALMIO O MUHUMANIBHOM, CPEAHEM U MAKCMMA/SIbHOM BPEMEHHbLIX 3HAYEHUAX U KOAMYecTBe
N3MepeHuin, 3aBEPLUMBLLMXCA HEYAAYHO NO TON AN UHOW NPUYNHE.

KomaHObI pexcuma co30aHus onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume co3gaHus onepaumi [P SLA:
console (config-ip-sla) #

Tabnunua 5.196 - KomaHgb! pexuma cosgaHus onepaumit [P SLA

KomaHda 3HauyeHue Aeiicmeue

Co3pgatb onepauuto ICMP Echo.

icmp-echo target-address - target-address — |Pv4-agpec, Ha KOoTopbii 6yayT
[source-address source- source-interface: oTtnpasnaTbes ICMP Echo request coobuweHus;
address] [source- gi_port(1..8/0/1..24); - source-address — |Pv4-agpec, noacTaBAAOWNNCA B
interface source- te_port(1..8/0/1..4) 3aronosok ICMP-nakeTa, OnuMoHasbHbIN NapameTp;
interface] - source-interface — NopT, C KOTOPOro OCYLLLECTBASETCA

OTMNpaBKa NaKeToB, ONUMOHA/bHbIV NapameTp.

' Mapamertpbl target-address, source-address u source-interface moryT 6biTb

H onpeaeneHbl TONbKO NPU CO34aHMK onepaLumn U HeAoCTYNHbI ANA Aa/ibHeNLero
pepakTupoBaHua. A 3agaHuA 4pyrux napameTpoB He0b6Xo4UMo yaanuTb
CYLL,ECTBYIOLLYIO OMePaLMIo U CO3[aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHua onepayuu ICMP Echo

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHpurypuposaHua onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #

Tabnuua 5.197 - KomaHabl pexuma KoHdurypmposaHus onepauunn ICMP Echo

3HayeHue/3Ha4yeHue no .
KomaHoa / Aeiicmeue
YMOMYAHUIO

YcTaHOBUTL YacToTy BbinosHeHus ICMP Echo onepauuu B

frequency sec CeKyHAax. o
sec: (1..128)/60 c - sec — yactoTa BbinonHeHua ICMP Echo onepauuii B
CeKyHAaax.
no frequency YCTaHOBWUTb 3HAa4YEHWE YACTOTbl MO YMONYAHMIO.
YcTaHOBUTL  TaWmayT onepauum ICMP Echo B
timeout msec msec: (1..3600000)/1000 | "MceRyRAaX. .
Me - msec — yYactoTa BbinosHeHus ICMP Echo onepauuii B
MWIUCEKYHAAX.
no timeout YCTaHOBWTb 3HaYEHWe TaliMayTa Mo YMONYAHMIO.

YCcTaHOBUTb KoMYecTBo 6aT, nepesasaembix B ICMP-nakeTe
B KauecTBe AaHHbIx (payload).
- bytes — KonnyecTBo 6anT.
no request-data-size YCTaHOBWTb 3HaYeHWe KonnyecTsa 6aiT No yMmonyaHuio.
YcTaHoBUTL  3HadeHue  Gaita  Type of  Service,
nepegatoweroca B 3arosioske IP-naketa 8 none Differentiated
tos byte Services Field.
byte: (1..255)/0 . . . ;

- byte — 3HaueHwue baiiTa Type of Service B none Differentiated
Services Field.
no tos YcTaHOBUTL 3HaueHwue baiita Type of Service no ymonyaHuio.
tag string 3a/aTb TEKCTOBBIN Ter AN onepauuu.
no tag Y6paTb TEKCTOBLIN Ter.

request-data-size bytes bytes: (1..1432)/56 6aitt

string: (1..63) cumBosioB
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©

Ona HopmanbHoro BbinonHeHus onepauumn ICMP Echo pekomeHayeTcAa ycTaHaBAMBaTb
3HauyeHue YacToTbl BbINOHEHUA onepauumn 60ablIMM, YeM 3HAYEeHUe TalimayTa
onepauuu.

= [lpumep BbIBOAA CTAaTUCTUKM Ana onepaumum ICMP Echo

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe

— Latest operation return code — Ko, 3aBepLUeHUA NocneHeN BbINONHEHHOM onepaLmu:
=  OK-ycnewHoe 3aBepLleHMe NpeablayLLeit onepaumm;
=  Failed — Heypa4YHOe 3aBeplUeHMEe NOCAEAHEN NOMNbITKU U3MEPEHWA.
— Latest latency value — 3Ha4YeHWe nocnegHero ycnewHo N3MepeHHOro NepMoaa BpemeHu
npoxoxaeHua ICMP-nakeTa.
—  Number of operations — KonM4ecTBO NPOBEAEHHbIX 3aMYCKOB ONepaumu.
— Latency Min/Avg/Max — MMHUMaNbHOE, CPeaHEE M MAaKCUMa/ibHOE 3HaYeHMs BPeMeH!
NPOXOXAEHWUS NaKeTa, NOACYMTAHHbIE 33 BPEMSA KU3HWU onepaLymu.
—  Number of successes — KONMYECTBO YCMNELIHO 3aKOHYEHHbIX OMNepauymii.
—  Number of failures — KOnM4YecTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLui.
—  Failed operations — c4éT4MKM, oTOBpaKatoWMe KOINYECTBO M3MEPUTE/IbHBIX OMepaLnii,
33aKOHUYMBLUMXCA C COOTBETCTBYHOLLMM KOLOM OLLUMOKU.

5.24.2 Onepayus UDP litter

Kaxpas onepauuna UDP lJitter nHnummnpyet oTnpaBKy nNocaenoBaTeNbHOCTUM U3 HEeCKOoNbKMx UDP-

nakeToB. [locnenoBaTeNbHOCTb XapaKTepU3yeTcA TakKMMM MapameTpamM, Kak KOAMYecTBO MaKeToB B
nocneAoBaTeNbHOCTU M BPEMEHHOM MPOMEXKYTOK MexAay oTnpasaeHuamn. OCHOBHOW M3MepAaeMOo
XapaKTEPUCTUKON ABNAETCA AKUTTEP — U3MEHEHNE MEKMNAKETHOro BpeMeHHOoro nHTepsana. Onepauus
UDP Jitter Tak»e NO3BONSAET N3MEPATb ABYCTOPOHHEE N OAHOCTOPOHHEE BPEMA NPOXOXKAEHUA NaKeToB
OT OTNpaBuTeNna K nonydaTtento U obpaTtHo. Oaa UsmepeHua BpemeHn npoxoxaeHna UDP-nakeTos B

oaHy

CTOPOHY Heo6xogmma TOYHaA CUHXPOHU3aAUMA YaCOB Ha OTnNpasadArOWEM U NPUHUMaAtOLLEM

YyCTpOMCTBAXx.

!

L1

Onepauyua UDP litter TpebyeT noaaepxKu Ha yganéHHom ycTpoiictee ¢pyHKUMOHana IP
SLA 1 He coBMeCcTMMa C YCTPOICTBaMM ApYrux NpoussoauTeneii.

DOna namepeHus spemeHn npoxoxaeHna UDP-nakeToB B 0g4HYy CTOPOHY Heob6xogmuma
TOYHasA CMHXPOHU3ALUA YACOB Ha OTNPABAAIOLLEM U MPUHUMAIOLLLEM YCTPOMUCTBAX.
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MNepepn co3paHmem onepaunmn UDP Jitter Heo6x0aMMO BbINOAHUTL HacTponky UDP-nopTtos ansa IP
SLA Responder Ha yaasnéHHOM yCTPOMCTBE, C KOTOPbIM npoucxoaut obmeH naketamu. 3totr UDP-nopt
cnepyeT yKasaTb Npu co3gaHum onepaunm UDP Jitter B KauecTBe nopTa Ha3HayeHUA.

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobasibHoOM KOHPUrypaumm:

console (config) #

Tabnnuya 5.198 — KomaHab! pexuma rnobanbHoM KoHbuUrypaumm

KomaHoa 3HaueHue Aelicmeue

Bkntountb IP SLA Resonder n ycTaHOBUTbL NpOCayLIMBAEMbIN
nopt ana onepauuun UDP litter.
port: (1..65535) - port — HOomep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

. OtkntounTs IP SLA Responder.
udp_jitter

KomaHObI pexcuma co3oaHua onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume co3gaHus onepaumi IP SLA:

console (config-ip-sla) #

Tabnnua 5.199 — KomaHgb! pexxuma cosgaHus onepaumit IP SLA

3HavyeHue/3Ha4eHue no "
KomaHoa / Aeiicmeue
YMOA4YaHUIo
Co3pgatb onepauuto UDP lJitter.
- target-address — |Pv4 agpec, Ha KoTopbii 6yayT
.. otnpasnatbcAa UDP-nakeTbl;
udp-jitter target-address target-port: (1..65535); P
- target-port — UDP-nopT Ha3Ha4YeHusA, AOKEH COBMAAATh C
target-port [source- source-port: UDP-nopTom, HAaCTPOEHHbIM Ha pecnoHaepe;
address source-address] (1..65535)/61040; prom, P P ACPE; N
- source-address — |Pv4 agpec, noacTaBAsOWNKCA B
[source-port source-port] num-packets: (1-1000)/10
3aronoBoKk UDP-nakeTa;
[num-packets num- MaKeros; - num-packets — konnyectso UDP-nakeToB B KaxaoM
packets] [interval interval] interval: (1-60000)/20 mc P A
nocneaoBaTe/IbHOCTH;
- interval — BpeMeHHOM NPOMEKYTOK MeKay NakeTamu B
nocneaoBaTe/IbHOCTU.

MapameTpbl KOMmaHAbl «udp-jitter» moryT 6bITb onpeaeneHbl TONbKO NPU CO34aHUN
onepauuu U HefOCTYMHbI ANA AanbHelLWero pegakTMpoBaHua. Ana 3apaHua apyrux
napameTpoB HeO6X0AUMO yAaNUTb CYLLLECTBYIOLLYIO ONepauumio U Co034aTb HOBYIO.

KomaHObI pexcuma KoHguypuposaHua onepayuu UDP Jitter

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexkume KoHPuUrypuposaHua onepaumm UDP lJitter:
console (config-ip-sla-udp-jitter) #

Tabnnua 5.200 — KomaHgb! pexkuma KoHdurypuposaHua onepaumm UDP lJitter

3HaveHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

YCTaHOBWUTb 4acTOTy BbiNnoAHeHMA onepauun UDP litter B

frequency sec cexynaax. .
sec: (1..128)/60 cek - §ec — vyactoTa BbInosHeHuA onepauun UDP litter B
CEeKyHAax.
no frequency YCTaHOBWTb 3HAYEHME YacTOTbl MO YMOSYAHMIO.
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timeout msec

msec: (1..3600000)/1000
Mc

no timeout

YcTaHOBUTL TalimayT onepaumu UDP Jitter B MunnncekyHaax.
- msecs — 4acCToTa BbiNosHeHMA onepauum UDP litter B
MUWANCEKYHAAX.

YCTaHOBWTb 3HA4YEHME TaliMayTa No YMONYAHUIO.

request-data-size bytes

YcTaHOBUTb KoAnyecTBo 6aiT, nepesasaemblx B UDP-nakete
B KayecTBe AaHHbIX (payload).

bytes: (20..1432)/30 Gaitr - bytes — KonnuecTtso 6alT.

YCTaHOBWTb 3HaYeHMEe KOANYecTBa 6alT No yMONYaHUIO.
YcTaHOBUTbL  3HayeHue  balita Type of  Service,
nepegatowieroca B 3aronoske IP nakeTa B none Differentiated

no request-data-size

tos byte Services Field.
g byte: (1..255)/0 - byte — 3HauyeHue baitte Type of Service B none
Differentiated Services Field.
no tos YcTaHOBWTb 3HaYeHuWe Baitta Type of Service no ymonyaHuio.
tag string . 3a,£l,2.lTb TEKCTOBbIN Ier ANA onepauum.
string: (1..63) cumBonoB - string — TEKCTOBbIN Ter.
no tag Y6paTb TEKCTOBBbIN Ter.

= [Ipumep BbIBOAA CTAaTUCTUKKN ana onepauynm UDP lJitter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms
Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples: 0
Number of DS Latency samples: O
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms
Jitter values:
Source to Destination positive Jjitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative Jjitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive jitter Num/Sum: 96/241 ms
Destination to Source negative Jjitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative jitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

CTaTUCTMKA O4HOCTOPOHHErO NPOXOXKAEHMA NAKETOB MOXeT 6bITb NycTa U3-3a
OTCYTCTBMA CUHXPOHU3aLUN BPEMEHU Ha YCTPOICTBAX U BO3HUKHOBEHUA HEKOPPEKTHDbIX
3HaYeHui.

roe

— Latest operation return code — Ko, 3aBepLueHUA NocnegHen BbINOJAHEHHON onepaLmu:
=  OK-ycnewHee 3aBepLlIeHne NpeaplayLien onepaumu;
=  Failed — Heypa4YHOe 3aBepLlUeHME NOCAeAHEN NOMNbITKA U3MEPEHWA.
— Latest latency value — 3HayeHWe nocneaHen ycrnewHoO M3MepPeHHOW ABYCTOPOHHEeM
334EPXKKM.
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— Latency two-way values -—
NPOXOXAEeHUA NaKeToB.

— Latency one-way values -
NPOXOXAEHWUS NaKeTOB:

=  SD - oT oTnpaBuTeNA K noayvatento (source-to-destination);
= DS - oT nonydyartens Kk otnpasutento (destination-to-source).

— Jitter values — cTaTUCTUKA M3MepeHMA OAHOCTOPOHHEero MMuTtepa. OTAenbHO
YUYUTBIBAIOTCA MOJIONKUTE/IbHbIE U OTPULATE/IbHbIE 3HAYEHUS OXKUTTEPa B KarKAOM M3
HanpaBAEeHUN.

—  Out Of Sequence — KONINMYECTBO NAKETOB, BEPHYBLUNXCA BHE oYepeau.

— Number of successes — KOAMYECTBO YCMNELIHO 3aKOHYEHHbIX onepauui.

—  Number of failures — KOnM4YecTBO HEYAAYHO 3aKOHYEHHbIX ONepaLui.

— Failed operations — c4éTYMKN, OTODpParKaloLMe KOJIMYECTBO U3MEPUTENbHbIX onepauui,
3aBEPLUMBLLMXCA HEYAAYHO C COOTBETCTBYIOLLMM KOAOM OLUNBKM.

CTaTUCTUKa U3MepeHnNA OBYCTOPOHHEro BpemeHu

CTaTUCTUKa U3MepeHnAa OAHOCTOPOHHEro BpemMeHUu

5.25 ®yHKuuKM obecneyeHnn 6esonacHoOCTU

5.25.1 ®yHKkyuu obecneyeHun 3auumsi NOPMos

C uenblo NoBbIWeHUs 6e30MacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXKHOCTb HACTPOUTb KaKoM-
NmMbo NopT TaK, YTobbl AOCTYN K KOMMYTaTOpy Yepes 3TOT MOpT NPeAoCTaBAAACA TOJAbKO 3a4aHHbIM
ycTpoiictBam. ®DyHKUMA 3aWmTbl MNOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecos, KOTOPbIM
paspewaetca goctyn. MAC-agpeca MoryT 6biTb HAaCTPOEHbI BPYYHYH WUAU MU3YYeHbl KOMMYTAaTOPOM.
Mocne M3yyeHMa Heo6X0AMMbIX a4pPecoB NOpT cieayeT 3abN0KMPOBaTh, 3aLLMTMUB €ro OT NOCTYNAEHUA
NakeToB C HeusyyeHHbIMM MAC-agpecamn. Takum obpa3om, Koraa 3a610KMPOBaHHbIM NOPT NoyYaeT
naket, n MAC-agpec UCTOYHMKA NaKeTa He CBA3aH C 3TMM MOPTOM, aKTUBMU3UPYETCA MEXAHWU3M 3aLLMTbI,
B 3aBMCMMOCTM OT KOTOPOFO MOTYT 6bITb NPUHATbLI CAeAYIOLIME MepPbl: HECAHKLMOHMPOBaHHbIE NAKETbI,
noctynatoLme Ha 3ab61JOKMPOBaHHbIV NOPT, NepecbliatoTca, 0TbpackbiBatoTca, IMB0 e NOPT, NPUHABLINIA
nakeT, oTKkAlovaeTca. PyHKumMA 6esonacHocTn Locked Port no3BonseT coxpaHUTb CMUCOK M3YYeHHbIX
MAC-agpecoB B ¢daiine KoHoUrypaumm, Takmm obpasom, 3TOT CMMUCOK MOXHO BOCCTAHOBMTb Moc/e
nepesarpysku ycTpoicTea.

v/

KomaHObI pexuma KoHguaypuposaHua uHmepgelica (duana3zoHa uHmepgelicos)
Ethernet, uHmepaelica 2pynnsl NOPMOo8

CyuwiecTtByeTt orpaHuyeHue Ha Konmvectso MAC-agpecoB, KOTOPOE MOXKET U3Y4YUTb NOPT
MUCNOoNb3YLWMIN YHKLMIO 3awuTbl. Ana KommyTtatopoB MES3000 31O orpaHuyeHue
paBHoO 128 apgpecam Ha nopr.

Bua 3anpoca KOMaHAHOM CTPOKM B peMme KOHIUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.201 — KomaHabl pexkuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

port security max num 3afaeT MakcMmanbHoe KOMYecTBo alpecos, KOTOPOe MOXeT

(1..128)/1 M3y4nTb NOPT.

no port security max YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

port security routed secure-
address
mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAmBaeT 3alwmueHHbli MAC-agpec.
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no port security routed
secure-address
[mac_address]

Ypanser 3awmuweHHblt MAC-agpec.

port security

port security forward
[trap trapl}

port security discard
[trap trap]

trap: (1..1000000) cek

port security discard-
shutdown [trap trap]

port security trap trap

no port security

Bk/toyaeT OYHKUMIO 3almMTbl Ha WHTepdeiice. bnokupyet
bYHKLUMIO M3yYeHUA HOBbIX aapecoB Ans uHTepdeiica. MakeTbl
C HeusyyeHHbIMM MAC-agpecammn UCTOYHMKA oTBpacbiBatoTCA.
KomaHga aHanornyHa komaHze port security discard.

BkntoyaeT OYHKUMIO 3almMTbl Ha uHTepdeiice. bnokupyet
GYHKUMIO M3y4eHUA HOBbIX aapecoB Ansa uHTepderica. MakeTbl
€ Hensy4yeHHbIMM MAC-agpecamum UCTOYHMKA NepecbiNatoTCcA.

BkstovaeT ¢yHKUMIO 3alWmMTbl Ha wHTepdelice. brokupyet
bYHKUMIO M3y4eHUA HOBbIX aapecoB Ansa uHTepderica. MakeTbl
C HensyyeHHbIMM MAC-agpecammn UCTOYHUKA OTOpachIBalOTCA.

BkntouaeT GyHKUMIO 3aLWmMTbl Ha MHTepdeice. BolkatoyaeT nopt
npu NOCTyN/IeHNN NakeToB ¢ HemsydeHHbIMM MAC-agpecamu.
MakeTbl ¢ HeusyyeHHbimn MAC-agpecamn  UCTOYHMKA
oTbpacbiBatoOTCA.

3afaeT YacToTy reHepupyembix coobuieHnit npoTokosa SNMP
trap npu NOCTYyNNE€HUM HECAHKLMOHNPOBAHHbIX MAaKeTOB.

BbIKNtOYaeT GpyHKLMIO 3aWMTbI Ha MHTepdeiice.

port security mode {max-
addresses | lock}

-/lock

no port security mode

3apaeT pexum orpaHumyeHua wusydeHma MAC-agpecos ans
HacTpanBaemoro nHTepoeica.

- max-addresses — yaansaer TekyLine AUHAMUYECKM U3YYEHHblEe
afpeca, cBA3aHHble C WHTepdelicom. PaspeweHo u3yyeHue
MaKCMMaNbHOrO KONMYecTBa afpecoB Ha nopTy. MosBTopHoe
M3yyeHune u cTapeHne paspeLLeHsbl.

- lock — coxpaHseT B daiin Tekywme AMHAMUYECKN N3YYeHHble
afpeca, cBfzaHHble ¢ UHTepdelicom u 3anpelaet obyyeHue
HOBbIM 3l pecam W CTapeHMe y¥Ke U3y4yeHHbIX aapecos.

YcTaHaBAMBaeT 3HaYeHUE MO YMOHAHUIO.

KomaHOwbI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.202 — KomaHab! pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

6e3onacHoCcTH Ha

MNoKasblBaeT  HACTPOWKM  PYHKLMMK

BblbpaHHOM MHTepdeiice.

show ports security addresses

{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNokasbiBaeT Tekyuwue
3a610KM POBaHHbIX NOPTOB.

ANHaMU4eckume ajpeca AnA

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

AKTUBM3MPYET MHTEPdEIC, OTKIOUYEHHbIN (GYHKUMEN 3alimThl
nopTa (KomaHAa AOCTYMHA TOALKO AAA MPUBUIErMPOBAHHOIO
nonb3osaTens).
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[pumepbl 8b1M0AHEHUS KOMAHO

= Bratountb GyHKLMIO 3awmTbl Ha 15 nHTepdeice Ethernet. YctaHoBUTbL orpaHuyeHne Ha
nsyyeHme noptoB — 1 nopt. Mocne um3yyeHns MAC-agpeca 3abn0KMpoBaTb PYHKUMIO
M3y4YeHMA HOBbIX agpecoB Ans uHTepdelica c Lenblo 0TOPOCUTb NaKeTbl C HENM3YYEHHbIMM
MAC-agpecamm nctoyHmnka. CoxpaHutb B paiin n3yvyeHHbIn agpec.

console#configure
console (config) #interface gigabitethernet 1/0/15
console (config-if) #port security max 1

= [loaKNtoUUTbL KAKEHTa K nopTy 1 usyunte MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock

5.25.2 lMpoeepKa nodauHHOCMU KaAueHmMa Ha ocHose nopma (cmaHdapm 802.1x)

5.25.2.1 ba3zosas nposepka NodauHHoCMuU

AyTeHTMdMKAUMA HaA oOcCHoBe cTaHgapta 802.1x obecneumBaeT MPOBEPKY MNOAAMHHOCTU
nosib3oBaTeNen KOMMyTaTopa Yepe3 BHELWHUW cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH
KAMEeHT. TONbKO ayTeHTUOUUMPOBAHHbIE M aBTOPM30BaHHbIE MO/Ib30BATEAN CMOTYT nepefasaTtb U
NPUHUMATb AaHHble. [lpoBepKa NOANMHHOCTM NOJIb30BaTeNeN MOPTOB BbiNoAHAEeTCA cepBepom RADIUS
nocpeacTsom npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUIrypupoBaHms:

console (config) #

Tabnumua 5.203 — KomaHab! pexkuma rnobanbHOro KoHGurypmposaHusa

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

dotlx system-auth-control BkntoyaeT pexkunm ayteHtTudurkaummn 802.1X Ha KOMmyTaTope.
no dotlx -/force-authorized BbIKntoYaeT pexkum ayTeHTuouKaumm 802.1X Ha KommyTaTope.
system-auth-control
aaa authentication dotlx 3apaeT ogMH WMAM ABa MeToAa MNPOBEPKU MNOAJNMHHOCTM,
default {none | radius} [none | asTopm3aumMm u  ydeta (AAA), ANs  MCNONb30BaHMA Ha
radius] uHtepoeiicax IEEE 802.1X.

- none — He BbINO/NHATbL ayTEHTUDUKALMIO;

-radius — wucnonbsoBaTb cnucok RADIUS-cepsepoB Aans

-/radius ayTeHTMdMKaLMmM nonb3oBaTens.

Bropoii meTog ayTeHTUPMKALMM  MCNONb3yeTcA
V TO/IbKO B C/ly4ae, ecu no nepBomy ayTeHTUdUKaLuma
6bin1a HeycneLwHoM.

no aaa authentication dotlx YcTaHaBMBaEeT 3HaYeHWe Mo YMOMYAHMIO.
default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nHtepoeiica Ethernet:

console (config-if)#
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Mpotokon EAP (Extensible Authentication Protocol) BbinonHser 3apgauu pgna

V’ ayTeHTUPUKAUMN  YAANEHHOTO KJ/AMEeHTa, nNpu 3TOM onpegenaa MexaHU3m
7 ayTeHTMdMKauun.
Tabanua 5.204 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet
3HaveHue/3Ha4yeHue “
KomaHoa / Aelicmeue
no ymon4yaHuro
dotlx port-control {auto | HacTpauBaet ayTeHTudukaumio 802.1X Ha wuHTepdelice.

force-authorized |
force-unauthorized}
[time-range time]

no dotlx port-control

-/force-authorized
time: (1..32)

PaspelaeT py4yHOl KOHTPOJ/Ib 3@ COCTOAHMEM aBTOpM3aLMK
nopra.

- auto — wucnonb3osatb 802.1X ANA M3MEHEHUA COCTOAHUA
KNMEHTa MeX4y aBTOPU30BaHHbIM U HEABTOPU30BaAHHbIM;

- force-authorized — BbikntOuaeT ayteHTUOMKaumio 802.1X Ha
nHTepodeiice. NMopT NnepexoanT B aBTOPM30BAHHOE COCTOAHME
6e3 ayTeHTUOUKauuK;

- force-unauthorized - nepesoauT NnopTt B HEaBTOpPU30OBaHHOE
coctosiHune. WUrHopupyloTca Bce MOMbITKA ayTeHTUdUKaL MK
KANeHTa, KOMMYyTaTop He npesfocTaBnAeTr  cepsBuc
ayTeHTMdUKaLMmM oNA 3TOro NopTa;

- time — wHTepBan BpemeHW. Ecan paHHbIM mapameTp He
onpeaeneH, To NOpT He aBTOPU30BaH.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx reauthentication -/ nepuoaunyeckme Bkntovaet nepuoguyeckume NoBTOPHbIE npoBepKn
NOBTOPHbIE MPOBEPKU NoAJ/IMHHOCTY (NepeayTeHTUMKALMIO) KNKEHTa.

no dotlx reauthentication noA/IMHHOCTH BbikntovaeT nepuoaunyeckue NOBTOPHblE npoBepKu

BbIK/IO4EHbI NoAJ/IMHHOCTY (NepeayTeHTUUKALMIO) KNMEHTA.
dotlx timeout reauth-period iod YcTaHaBAMBaeT nepuos Mexay NOBTOPHbIMKM MNpPOBepKaMu
i eriod:
period P NOAJ/IMHHOCTW.
- (300..4294967295)/
no dotlx timeout reauth- 3600 cek YcTaHaBAMBaeT 3HaYeHME N0 YMONYAHUIO.

period

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (0..65535)/60
ceK

YcTaHaBAMBaAEeT Mepuod, B TeYeHWe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHWMM MOIMAHUA MOC/E HEeYAAYHON NPOBEPKU
NOAMHHOCTK.

B TeyeHWe nepuoaa MoOAYAHWA KOMMYTATOp He NPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAMBAET Mepuod, B TeYeHWe KOTOPOro KOMMYyTaTop
oXMAaeT oTBeT Ha 3anpoc AMbo  uaeHTUOMKauMlo Mo
npotokony EAP OT KnaueHTa, nepes NOBTOPHOM OTMPaBKOM
3anpoca.

YcTaHaBAMBaeT 3HaAYeHue no YMOYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaB/MBaeT MaKCMMas/bHOEe YMCAO MOMbITOK nepesayu
3anpocoB NpoTokona EAP-KAMEHTy nepes, HOBbIM 3aMyCKOM
npoLecca NpoBepKu NOAAMHHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuoj, Mexagy nNOBTOPHbIMKM nepegayamu
3anpocos NpoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

dotlx timeout server-timeout
period

no dotlx timeout server-
timeout

period: (1..65535)/30
CeKyHA,

YctaHaBAuBaet nepuos, B Te4YeHMe KOTOPOro KOMMyTaTop
OXXWOaeT OTBETA OT cepBepa ayTeHTVI(')I/I Kauuu.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

KomaHObl pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnnua 5.205 — KomaHgb! pexxkuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port]

Bpy4yHylo ocyuiecTBaseT NOBTOPHYIO MPOBEPKY MOAJIMHHOCTU
YKa3aHHOro nopta B KomaHze, /avubo Bcex MOpPTOB,
noagepxunsatowmx 802.1X.

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

show dotlx interface
{gigabitethernet gi_port |
tengigabitethernet te_port}

MokasbiBaeT coctoAHne 802.1X ana kommyTaTopa aMbo anda

gi_port: (1..8/0/1..24); yKasaHHoro nHtepdeiica.

te_port: (1..8/0/1..4)

MokasbliBaeT AKTUBHbIX
nosnb3oBatenent 802.1X KommyTaTtopa.

show dot1x users [username
username]

(1..160) cUMBONOB ayTeHTUOULMPOBAHHDBIX

MokasbiBaeT
MHTepodeiica.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port}

ctatuctuky  no  802.1X Aana  BblbpaHHOroO

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAKOUUTDb pexum ayteHTudmkaumm 802.1X Ha KommyTatope. Mcnonb3osatb RADIUS-
cepBep ANA MPOBEPKU MNOAJMHHOCTM KAMEHTOB Ha WMHTepdeicax IEEE 802.1X. Ona 18
nHTepdelica Ethernet ncnonbsosatb pexxnum ayteHTUdUKaumm 802.1x.
console#configure
console (config) #dotlx system-auth-control
console (config) #aaa authentication dotlx default radius

(
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [lokasaTtb cocToaHue 802.1X ana kKommyTtatopa, ana 12 nHtepoeitca Ethernet.

console#show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0n/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>
consolef#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present
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Termination Cause:
Authenticator State Machine

Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:

Authentication Method: Remote

Port re-initialize

State: INITIALIZE
Backend State Machine

State: INITIALIZE
Authentication success: 0
Authentication fails: 0

Tabnnua 5.206 — OnuncaHMe pesyibTaToB BbIMNO/IHEHMA KOMaH/,

Mapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexxum ayteHTuduraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaunoHHbBIN peXxMm NopTa: aBTOPU30BaHHbIM, HEaBTOPMU30BaHHbIN, AMHO
BbIKNOYeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

I'Iepmo,u, mexay NoOBTOPHbIMM NpoBePKamMun NOA/TMHHOCTU.

Mma nonb3oBatena npu ncnonb3osaHnm 802.1X. Ecnm nopT aBTOpU30BaH, TO

Username oTobparkaeTcs MmsA TeKyLero nosb3osatens. Ecav nopT He aBTOpPU30BaH, TO
oTobpakaeTca MA NocaeAHero ycnewHo aBTopM30BaHHOIO NO/Ib30BaTeNA Ha NOPTY.

Quiet period MNepunogn, B Te4eHMe KOTOPOro KOMMYTATOP OCTaeTCA B COCTOAHUN MONYaHUA nocne

P HeyJa4YHON NPOBEPKMN NOASIMHHOCTH.

Mepunopg, B TeUEHWE KOTOPOro KOMMYTATOP OXKMAAET OTBET HA 3anpoc Mbo

Tx period naeHTMdmKaumo no npotokoay EAP oT KaneHTa, nepes NOBTOPHOW OTNPaBKOM
3anpoca.

Max reg MaKcnmanbHoe YMCNOo NONbITOK Nepeaaydn 3anpocos NpoTokona EAP knneHTy nepep,

HOBbIM 3aNyCKOM npouecca npoBepKn NOANTNHHOCTHU.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMKU NepeaayaMu 3anpocoB NPOToKoaa EAP knneHTy.

Server timeout

Mepuopg, B TeUEHWE KOTOPOro KOMMYTATOP OXKMAAET OTBETA OT cepBepa
ayTeHTUdUKAUMN.

Session Time

Bpema noakntoveHnA nonb3oBatens K YCTpOﬁCTBy.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUdMKALMM YCTaHOBEHHOM Ceccum.

Termination Cause

MpunynHa 3aKkpbITUA ceccmu.

State

TeKylliee 3HaYeHWe aBTOMaTa COCTOSSHUI onpeaennTens NoaANHHOCTM U BbIXOAHOTO
aBTOMaTa COCTOSIHUMN.

Authentication success

KoanyecTBo nosy4yeHHbIX coobLeHunii 06 ycnewHoln ayTeHTMdMKaLmMm OT cepBepa.

Authentication fails

KonnyecTso nosiyyeHHbIX COOBLLEHNI O HeycnewHoW ayTeHTUdMKaLumm oT cepeepa.

VLAN

pynna VLAN Ha3HayeHHaa nonb3oBaTento.

Filter ID

NaeHTudMKaTop rpynnbl GUAbTPaLUN.

= [lokasaTtb cTaTUCTUKY no 802.1X ana nHtepoeiica Ethernet 13.

consolef#show dotlx statistics interface gigabitethernet 1/0/13
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EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnuya 5.207— OnuncaHue pe3ynbTaToB BbINOJAHEHUS KOMaHL,

Mapamemp OnucaHue

KonnuectBo KOppeKTHbIX NakeToB ntoboro Tvna npotokosia EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NnpuHATbIX AaHHbIM ONpeaenmTenem

NOAJIMHHOCTW.

Konnyectso KOppeKTHbIX MakeToB Nt060oro TMna npotokosia EAPOL, nepesaHHbIX
EapolFramesTx

OaHHbIM onpeaennTenem NoAAMHHOCTU.

Konnyectso naketos Start npotokona EAPOL, NpMHATbLIX AaHHbIM onpeaennTenem
EapolStartFramesRx P » NP A PEA

NOAJIMHHOCTW.

Konunyectso naketos Logoff npotokona EAPOL, NpUHATLIX AaHHbIM
EapolLogoffFramesRx g P » P

onpeaenutTenem NoAJAMHHOCTU.

Konnyectso naketos Resp/Id npotokona EAPOL, MPpUHATbIX AaHHbIM
EapolRespldFramesRx P P Al A

onpeaenutTenem nNoAAMHHOCTU.

Konunyectso naketos oTBeToB (Kpome Resp/ld) npoTtokona EAPOL, NpuHATBIX
EapolRespFramesRx (kp p/id) np » P

OaHHbIM onpeaennTenem NoAJAMHHOCTU.

Konnyectso naketos Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolReqldFramesTx P P » NEPeA A

onpeaenutenem nNOAJAMHHOCTU.

Konunyectso naketos 3anpocos (Kpome Resp/ld) npoTokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA

OaHHbIM onpeaennTenem NoAJAMHHOCTU.

. Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbIX

InvalidEapolFramesRx

AaHHbIM onpegenutenem Nno4/TMHHOCTU.

Konnyectso naketos npoTokona EAPOL ¢ HEKOPPEKTHOM ANMHOM, MPUHATBIX

EaplLengthErrorFramesRx
AaHHbIM onpeaenuTenem NOASMHHOCTY.

Bepcua npoTtokona EAPOL, npuHATan B camom nocnegHem Ha AaHHbI MOMEHT

LastEapolFrameVersion
nakere.

MAC-aapec UCTOYHUKA, NPUHATBIN B CAMOM MOC/AeAHEM Ha AaHHbIA MOMEHT

LastEapolFrameSource
nakerte.

5.25.2.2 PacwupeHHasA nposepKa nodauHHocmu.

PaclwmnpeHHble HacTpoiKku dot1x No3BOAAIOT NPOBOAMTL NPOBEPKY NOAJNHHOCTUN AN HECKOIbKMX
K/MEHTOB, MOAK/IOYEHHbIX K MnopTy. CywecTsyeT ABa BapuaHTa ayTeHTUdMKaAUMK: MepBblid, Koraa
NnpoBepKa NoAJ/JIMHHOCTM Ha OCHOBE MopTa TpebyeT ayTeHTUdMKaALMM TONbKO OAHOIO KAMEHTa, YTOObI
OOCTYMN K CUCTEME MMENN BCe KMEHTbI (pexkum multiple hosts), BTopoit, Koraa nposepka Nog/AMHHOCTU
TpebyeT ayTeHTUdMKaLMM BCEX MOAKNOUEHHDIX K MOPTY KANEHTOB (pexum multiple sessions). Ecav nopt
B pexkume multiple hosts He npoxoauT ayteHTUdMKaUMIO, TO BCEM MOAKAOYEHHbIM XOCTam byaet
OTKa3aHO B fJOCTyne K pecypcam ceTu. TaKKe K pacliMpeHHbIM HacTpoiKam OTHOCUTCA
aamuHuUcTpupoBaHme roctesbix VLAN, K KOTOpbIM MMEIOT A4OCTYN He npouwegwne ayTeHTUPUKaLMIO
no/ib30BaTeNn.
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Y

MNopT goctyna (Access) He MoKeT 6bITb YleHOM HeayTeHTUdULMpoBaHHOM VLAN. Native
VLAN nopta B pexxume Trunk He moxKeT 6biTb HeayTeHTUdULMpoBaHHO VLAN. Ho ans

nopta B pexxume General PVID moxet 6biTb HeayTeHTUPUUUpoBaHHOU VLAN (B aTom
CAyyae TO/IbKO TerMpoBaHHble NaKeTbl MOryT 6biTb NMPUHATbI B HEAaBTOPM3OBAaHHOM

COCTOAHUM).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUmMe r106anbHOro KoHGUrypuposaHus:

console (config) #

Tabnnuya 5.208 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

dotlx bpdu {filtering |
bridging}

no dotlx bpdu

-/filtering

3apaeT 06paboTKy 3awmTbl noptos 802.1x BPDU, Koraa 802.1x
rno6anbHO BbIK/IOYEH.

- filtering — punbTpoBaTh Naketbl 802.1x BPDU;
- bridging — nepepaBsatb naketbl 802.1x BPDU Kak 06bluHble
nakeTbl AAHHbIX.

dyHKuMA  paboTaeT  TO/NBKO  KOrga  pexum
V ayTeHTUdUKaumm 802.1x Ha KOMMYTATOpPE BbIK/OYEH.
Ana BbiknoueHna ayteHTudukauumn 802.1x ucnonblyerca
KomaHpaa: no dotlx system-auth-control.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vlan timeout

timeout: (30 .. 180) /

YcTaHaBAMBaeT BpemMA 3a4epXKKU  Mexay BK/IlOYEHMEM
pexnma ayteHTMdunKaummn 802.1x (Mam BKAOYEHMEM NOPTa) U
AobasneHnem nopta B guest VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx traps mac-
authentication success

no dotlx traps mac-
authentication success

-/ BbIKNOYEHO

PaspelaeT oTnpasKy trap-coobLeHMI, KOrga KANEHT yCnewHo
npoxoauTt ayteHTUdUKaumio no MAC-agpecy, OCHOBAHHYIO Ha
cTtaHgapte 802.1x.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

dotlx traps mac-
authentication failure

PaspewaeTt oTnpaBKy trap-coObLLEHUI, Koraa KAMEHT He
npowen ayreHTMduMKaumio no MAC-agpecy, OCHOBaHHYK Ha

-/BKNIOYEHO ctaHgapre 802.1x.
no dotlx traps mac-
- . YcTaHaB/MBaET 3HAaYEHUE MO YMOTYAHUIO.
authentication failure
dotlx radius-attributes errors YcTaHasnuBaeT 06paboTKy owmnboK ana atpnbytos RADIUS:
filter-id resource {accept | - accept — nonb3osaTtenb NPUHAT, ecnn duabTpauma no ID He
reject} MOKeT OblTb MpousBefeHa NO MPUYMHAM pacnpeseneHus
pecypcoB. Ecnm  unbtpauma no ID He moxkeT ObiTb
. npovsseaeHa No ApyrMm nNpuyMHam, nonb3oBaTenb byper
/reject OTK/IOHEH;
- reject — Ecnm dunbtpauma no ID He moxKeT ObITb 3a4aHa, TO
nonb3osaTesib 6yAeT OTKNOHEH.
no dot1x radius-attributes
X . YcTaHaBAMBaeT 3HaYeHMe No YMOIYAHUIO.
errors filter-id resources
dotlx radius-attributes nas- YcTtaHasavBaeT popmaTt Hymepaumu nopTos B aTpubyte NAS-
port format-type {default | Port npu ayteHTMdMKaumm no 802.1x:
human} - deafult - 3HaueHne No ymonyaHuio, Hymepaumsa COOTBETCTBYET
/default BHYTpeHHMM ifIndex'am;

no dotlx radius-attributes nas-
port format-type

- human - Hymepauma nopTos HaunHaetcA ¢ 1 (KaKk Ha nepeaHei
naHenu).

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabanua 5.209 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

-/ multi-host

PaspewaeT HanMuMe OAHOrO/HECKONIbKUX KAMEHTOB Ha
aBToOpM3oBaHHOM nopty 802.1X.

multi-host — HECKONIbKO KNEHTOB;

single-host — oguH KAneHT;

multi-sessions — HECKO/IbKO ceccui.

dotlx violation-mode
{restrict | protect | shutdown}

no dotlx
single-host-violation

-/protect

3apaeT feicteue, KOTopoe HeobXoAMMO BbINMOAHWUTL, KOrga
ycTpoicTteo, MAC-agpec KoToporo oTimyaetca oT MAC-agpeca
KAWEHTa, OCyLLLecTBAAET NOMbITKY A0CTyNa K MHTepdency.

- restrict - naketbl c MAC-agpecom, oTiM4HbIM oT MAC-aapeca
K/NMEeHTa, NepecbinalTca, MpUM 3TOM agpec WUCTOYHMKA He
n3yyaetca;

- protect — naketbl ¢ MAC-agpecom, oTanuHbim oT MAC-agpeca
K/IMeHTa, oTbpacbIBatoTCS;

- shutdown — nopt BbikAloYaeTca, naketbl ¢ MAC-agpecom,
oTnYHbIM OT MAC-aapeca KAneHTa, oTbpacbiBatoTcs;

YacToTa reHepupyembix coobuieHunit npotokona SNMP trap npwm
NOCTYN/IEHNUN HECAHKLMOHMPOBAHHbLIX MaKeToB cocTaBnaseT 1

V CEeKyHay.
KomaHgaa urHopupyertca B pexxume multiple hosts.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/pocTyn 3anpeteH

PaspelwlaeT HeaBTOPU30BAHHbIM MO/b30BATENSAM  [aHHOTO
nHTepdeiica goctyn K rocteson VLAN.
Ha ycTpoiictBe gonKeH 6biTb HacTpoeH XoTA 6bl 0AUH
. rocteBon VLAN (KomaHpa dotlx guest-vlan B
HacTpoiikax uHtepdeiica VLAN).

3anpellaeT HeaBTOPU30BAHHbIM MO/Ib30OBATENAM [AHHOIO
nHTepdeica goctyn K roctesoi VLAN.

dotlx mac-authentication
{mac-only |
mac-and-802.1x}

no dotlx mac-authentication

-/BbIKNIOYEHO

BKkntoyaeT ayTeHTUdMKALUMIO, OCHOBaHHyt0 Ha MAC-agpecax
nosib3osaTesnen.

- mac-only — BKNtOYaeT ayTeHTUUKALMIO, OCHOBAHHYIO TO/IbKO
Ha MAC-agpecax, naketbl 802.1x urHopmpyroTca;

- mac-and-802.1x — BK/toOYaET ayTeHTUPUKALMIO, OCHOBAHHYIO
Ha 802.1x n MAC-agpecax.

- TocteBaa VLAN ponxHa 6biTb BKAlOUEHa, Korga
. ucnonblyeTtca ayteHTuUuKauma no MAC-agpecy.
- He gonHo 6bITb cTaTueckmx npueasok MAC-aapecos.
- ®OYHKUMA NOBTOPHOW ayTeHTUUKALUUM [OMKHA 6ObiTb
BK/IlOYEHa.

BblKnto4YaeT ayTeHTUdMKaLMIo, ocCHOBaHHYO Ha MAC-agpecax
nonb3osarenem.

dotlx mac-authentication
format username { lowercase |
uppercase } [ separator{- | : |
.}1[groupsize{1|2]4}]

-/ lowercase 6e3
pasgenutenei n
AeNeHus Ha rpynnbl
(alb2c3d4e5eb)

KomaHpga 3apaér dopmat ctpokn ¢ MAC aapecom K/WEeHTa,
nepegasaemon B atpnbyte User-Name.

- lowercase, uppercase - onpefenAlT pernctp OyKBEHHbIX
CMMBOOB;

- separator - 3343a€T pasgenvTenb Mexay rpynnamm CMMBO/OB;
- groupsize - KOIMYECTBO CUMBO/IOB B KaxKA0M rpynne. 3agaHune
napameTpoB separator u groupsize He obsA3aTesnbHO (T.€., ecnu
TpebyeTc, MOXHO YyKasaTb TO/MbKO PEerucTp), Ho Ana Toro,
ytobbl MAC agpec oTobparkanca pasgenéHHbIM Ha rpynmbl,
Heobxoanmo 3asaTtb 0b6a 3TUX NapameTpa.
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Mpumep KoHOUrypaunm:
dotlx mac-authentication format username uppercase
separator : groupsize 4

dopmaT cTpoKM B aTpubyTe:
A1B2:C3D4:E5F6

no dotlx mac-authentication
format username

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO

dotlx mac-authentication
format password

CTtpoka password_string nepegaétca 8 RADIUS aTpubyte User-
Password. Mo ymonuyaHuto B aTpmnbyTe nepegaértca MAC agpec

no dotlx radius-attributes vlan

{password_string} -/User-Name KAMeHTa B ¢opmaTte, 3a4aHHOM KomaHaon dotlx mac-
authentication format username. MaKcumanbHas AanHa
nepesasaemoin CTpoku - 128 cMMBO/OB.

no dotlx mac-authentication YcTaHaBAMBaEeT 3HaYeHMe NO YMOIYAHUIO.

format password

dotlx radius-attributes filter-id BKAOUNTL MPOBEPKY MOA/NIMHHOCTA, OCHOBaHHyl Ha ACL/
Ha3Hauutb QOS-Policy.

- - -/BbIK/IOYEH

no dotlx radius-attributes YcTaHaBAMBaeT 3Ha4YeHMe N0 YMOAYAHUIO.

filter-id

dotlx radius-attributes vlan Bkntoyaet 06paboTky onuun Tunnel-Private-Group-ID (81) B
coobuweHunax RADIUS-cepsepa.

-/BbIK/IIOYEH

BbikntoyaeT 06paboTky onummu Tunnel-Private-Group-ID (81) B
coobuweHunax RADIUS-cepBepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnnua 5.210 — KomaHab! pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHda 3HaueHue Aeiicmeue
dotlx auth-not-req -/ooctyn Pa3spewaetr pgoctyn K pgaHHoi VLAN HeaBTOpPM30BaHHbLIM
HEeaBTOPU30BaAHHbIM nosib3oBaTeNsAM.
no dotlx auth-not-req nosb3oBaTeNnsim 3anpewaetr poctyn K gaHHoi VLAN HeaBTOpPM30BaHHbIM
3anpelleH nosib30BaTeNAM.

dotlx guest-vlan

-/VLAN He onpegeneHa
KaK roctesas

no dotlx guest-vian

Onpepensert roctesyto VLAN.

OTKpbIBaeT HEABTOPU30BAHHbIM NONb30BaTENAM MHTepdelica
aoctyn K roctesoit VLAN. Ecam roctesas VLAN onpegeneHa u
paspelleHa, nopT byaeT aBTOMaTUYECKU MPUCOEAUHATHLCA K
Hel, Korga He aBTOPM30BaH, M MOKMAATb, Koraa nponaert
aBTopusaumio. YTobbl MCNOMb30BaTb AaHHbIM GYHKUMOHAN,
NopT He A0/IXKeH BbITb CTaTUYECKMM YneHom roctesoit VLAN.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPoKK perkmma Privileged EXEC:

console#

Tabnnuya 5.211- KomaHabl perkuma Privileged EXEX

KomaHoa 3HaveHue Aelicmeue
show dotlx advanced ) MNoKasbiBaeT AOMOJMIHUTENIbHbIE CBEAEHMA O HACTPOMKax
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); npotokona 802.1x (KomaHAa A[ocTynHa TO/AbKO  AnAa
tengigabitethernet te_port] te_port: (1..8/0/1..4) NpPWBUNErMPOBAHHOIO NOb30BaTeNSA).
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KomaHObi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.212 — KomaHgb! pexkuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

show dot1x bpdu MokasbiBaeT 06paboTKy 3awmTbl noptos 802.1x BPDU korga
802.1x rno6anbHO BbIK/OYEH.

5.25.3 Konmpone npomokona DHCP u onyuu 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoit NpoTOKOA, NO3BONSAOWMNA KANEHTY MO
3anpocy nosy4ats IP-agpec u gpyrue Tpebyembie napameTpbl, Heobxoammsble ans pabotbl B cetn TCP/IP.

Mpotokon DHCP moxeT Mcnonb3oBaTbCA 3/10YMbIWNEHHUKAMKU A1A COBepleHMA aTak Ha
YCTPOMCTBO, KaK CO CTOPOHbI KNNeHTa, 3actaBnsaa DHCP-cepBep BblgaTb BCe A0CTYMHbIE afpeca, Tak U co
CTOPOHbI CepBepa, NyTem ero noameHbl. lporpammHoe obecrneyeHne KOMMYTaToOpa NO3BOAAET
obecneunTb 3alLMTy YCTPOMCTBA OT aTak € UCMoAb3oBaHMeM npoTokosia DHCP, ana yero npumeHsetcs
$YHKUMA KoHTponA npoTokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexunsaTe nossieHne DHCP-cepseposB B ceTu, paspewas  ux
NCNO/Ib30BaHME TONbKO Ha «40BEPEHHbIX» MHTepdeNncax, a TaKKe KOHTPOMPOBATb AOCTYN KANEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMI.

Onuma 82 npotokona DHCP (option 82) ucnonbsyercs ans Toro, 4tobbl NpouHdpopmUpoBaThb
DHCP-cepsep o Tom, oT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopt 6bin
nosy4yeH 3anpoc. MpumeHsaeTca 418 yCTaHOBIEHMA COOTBETCTBUI IP-agpecos M NOpTOB KOMMYTATOPA, a
TaKXKe A1a 3aWwuTbl OT aTaK C Mcnonb3oBaHWem npoTokona DHCP. Onuma 82 npeacrtasnset coboit
OONOJIHUTENbHYIO WHPOPMaLMIO (MMA YCTPOICTBA, HOMepP MopTa), A0DaBAAEMYI0 KOMMYTAaTOpPOM,
KOoTOpbIi paboTtaeT B pexknume DHCP Relay areHTa, B Buae DHCP-3anpoca, npuMHATOro oT KaAneHTa. Ha
OCHOBaHWWM JaHHoi onumu, DHCP-cepsep Bbigenser |P-agpec (awnanasoH IP-agpecoB) u apyrue
napameTpbl NopTy KommyTtatopa. MNonyuns Heobxoaumble gaHHble oT cepsBepa, DHCP Relay areHT
BblaensaeT IP-aapec KANEHTY, a TaKKe NepesaeT emy Apyrne HeobxoaMmble NapameTpbl.

Onuusa dopmupyeTca ¢ yueTom nproputeTa (B Nopsiake YMeHbLIeHUs): HacTPOKN nHTepdeinca
Ethernet -> HacTponku nHTepdelica VLAN -> HAacTpoiiKkM pexuma rnobanbHOro KOHPUrypmpoBaHums.

Tabnnua 5.213 - dopmat nonen onupnm 82

Mone lMepedasaemas uHgpopmayus

Mms xocTa ycTpoiicTBa.

CTpOKa BMaa eth <stacked/slotid/interfaceid>:<vlan>
Circuit ID P A / /

MNocnegHuit 6aiiT — HOmep NopTa, K KOTOPOMY NOAKAKYEHO YCTPOMCTBO,
otnpasnstowee dhcp-3anpoc.

Enterprise number —0089c1
Remote agent ID

MAC-agpec ycTpoicTea.
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Gy

Ona ncnonb3oBaHuA onuum 82 Ha YCTpoiiCTBE A,0/1KHA BbITb BKAOYeHA ¢yHKuuAa DHCP
relay areHTa. Ana skaoueHna DHCP relay areHTa ucnonb3yetca KomaHaa ip dhcp relay

enable B pexxume rnobanbHoro KoHpurypuposaHusa (cm. pasaen 5.26 PyHKumm DHCP
Relay nocpegHuKa).

Sy

DOna KoppeKTHOI paboTbl GpyHKUMKM DHCP Snooping Bce ucnonb3syembie DHCP-cepBepbl
OO/MKHbI 6bITb MOAK/IIOUYEHDI K € A,0BEPEHHbIM» NOPTaM KOMMyTaTopa. Ana aobasneHus

nopTa B CNUCOK «A0BEPEHHbIX» UCMO/b3yeTca KoMmaHAa ip dhcp snooping trust B
pexxume KoHoUrypauum nntepdeiica. Ana obecneueHnsa 6e3onacHOCTU BCe OCTasbHble
NOpTbl KOMMYTaTOpa A0/IXKHbI 6bITb «HEA0BEPEHHbIMUY.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypupoBaHus:

console (config) #

Tabnuua 5.214 — KomaHapl pexkmma rnobanbHOro KoHGUrypmposaHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BkntoyaeT KOHTPob NpoTokona DHCP nytem BeaeHuna Tabanupbl
DHCP snooping 1 oTNpaBKM KAMEHTCKUX LMPOKOBELLATENbHbIX
DHCP-3anpocoB Ha «40BepeHHbIe» NopThl.

BbIkntoyaeT KOHTPOJIb NpoToKkoaa DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IIOYEHO

Pa3pewaet KoHTpoanposaHue npoTtokona DHCP B npepgenax
ykasaHHoro VLAN.

3anpelaeT KoHTpoanposaHue npotokona DHCP B npegenax
yKasaHHoro VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

-/npuem DHCP-naketos
conuuen 82 ot
«HEeHaAEeKHbIX» NOPTOB

Paspewaetr npuHUmatb DHCP-naketol ¢ onuuei 82 orT

«HEHaAEeXKHbIX» MOpPTOB.

3anpewaet npuHUmatb DHCP-naketol ¢ onuuen 82 ot

«HeHaAeXHbIX» NOPTOB.

untrusted sanpetuen
ip dhcp snooping verify BkntoyaeT Bepudmkaumio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKaA, nNpuHAToro B DHCP-nakeTe Ha «HeaoOBEepPEHHbIX»
-/BepudurKaums noprax.
no ip dhcp snooping verify BK/IOYEHA Bbikntovaet Bepudukaunio MAC-agpeca KnmeHta u MAC-

agpeca  MCTOYHMKA, npuHAToro B  DHCP-nakete  Ha

«HeaoBePEeHHbIX» NopTax.

ip dhcp snooping database Paspewaet wucnonb3oBaHuMe pesepBHOro ¢aina (6asbl)
-/pe3epBHbIit haiin He | KOHTposaa npoTtokona DHCP.
no ip dhcp snooping database ncnonb3syeTca 3anpewaet ucnonb3oBaHMe pesepBHoro daina (6asbl)
KOHTpOAnA npoTokosia DHCP.
ip dhcp snooping database 3apaetr u4actoTy o6HoBneHua danna (6asbl) KOHTpoAA
update-freq seconds seconds: npotokona DHCP.

no ip dhcp snooping database
update-freq seconds

(600..86400)/1200

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

ip dhcp snooping port-down
action clear

no ip dhcp snooping port-
down action

-/BbIK/IOYEHO

MNo3sonset ounctuTb Tabanyy DCHP snooping npu nageHuu
nHTepoeiica

3anpewaeT o4ucTky Tabauusl DCHP snooping npu nageHuu
MHTepodeiica

ip dhcp information option

no ip dhcp information option

-/BbIK/IOYEHO

PaspewaeT ycTpoictey pobasneHue onuuun 82 npu pabote
npoTokona DHCP.

3anpewaeT ycTpoicTey aobasneHve onuum 82 npu pabote
npoTtokona DHCP.

ip dhcp information option
format-type access-node-id
node_id

node_id: (1..32)
CUMBOI0B

YcTaHoBKa ngeHtuounkatopa Access Node_ID onuum 82.
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no ip dhcp information option
format-type access-node-id

YcTaHOBKa 3Ha4YeHUs no YMON4YaHUIO

ip dhcp information option
format-type remote-id

remote_id remote_id: (1..32)

CMMBONOB/-

no ip dhcp information option
format-type remote-id

YcTaHoBKa ngeHtuourKaTopa Remote agentID onumn 82.

YCcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

no ip dhcp information option
format-type option

HacTpolika popmarta DHCP onuun 82.
dopmar:
- Sp — HOMep C/10Ta M NopTa;
- SV — Homep cnoTta u VLAN;
- pv—Homep nopta u VLAN;
- SpV — HOmep cnoTa, nopta u VLAN;
- bin — 6uHapHbIit dopmar: VLAN, cnoT, nopT;
- user-defined — popmaTt onpegensierca nonbsosatesnem. Mpu
onpejenieHnn UCNOob3YTCA creaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOe MMA nopTa, Hanpumep gil/0/1;
%P: aAvHHOE MMSA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HauyeHue nona ifTable:ifType B
LWeCcTHaALATEPUYHOM BUAE);
%m: mac-agpec nopta B popmaTte H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHUTA;
%S: HOMmep C/0Ta;
%n: HoMmep NopTa (Kak Ha IMLEeBO NaHenwn);
%i: ifindex nopTa;
%v: ngeHtnéukatop VLAN.;
%cC: mac-agpec KameHTta B popmate H-H-H-H-H-H;
%a: IP-appec cuctembl 8 popmate A.B.C.D.

YCTaHOBKA 3HAYeHUA No YMO4aHUO

ip dhcp information option
suboption type
{tr101| custom}

-/tr101

no ip dhcp information option
suboption type

YcTaHoBKa dopmata onuum 82.

- trl01 - ycraHaBnvBaeT d¢opmaT onuumu 82 COrnacHo
CMHTAKCUCy, TNpPUHATOMY B pekomeHgaumax TR-101 B
COOTBETCTBMMU C GopMaToM, NpMBeAeHHbIM B Tabauue 5.215;

- custom — yctaHaBAuBaeT Gopmat onumumn 82 B COOTBETCTBUM C
dopmaTtom, npuBeseHHbIM B Tabsmue 5.216.

Bo3Bpau.|,aeT 3Ha4YeHune No ymonyaHuio.

3anpoc DHCP.

Tabnnuya 5.215 — Popmat noneit onuum 82 cornacHo pekomeHgaumam TR-101
Mone Mepedaesaemas uHghopmayus
Mmsa xocTa ycTpoincTea.
Circuit ID CTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnesHuUt 6aiT — Homep NOPTa, K KOTOPOMY NOAKIOYEHO YCTPOMCTBO, OTNpaBAsioLLee

Enterprise number —0089c1
Remote agent ID .
MAC-agpec ycTpoicTaa.

VLAN (2 6aiiTa)
Homep moayna (1 6aiT)
Homep noprta (1 6aiT)

Tabnnuya 5.216 — Popmart noneit onumm 82 pexuma custom
Mone Mepedaesaemas uHghopmayus
Onvna (1 6anT)
Twun Circuit ID
Circuit ID Anwra (1 Gaiir)

Onvna (1 6aiT)

Remote agent ID .
Tun Remote ID (1 6aitT)
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Onnna (1 6anT)
MAC-agpec kommyTaTopa

KomaHOblI _pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos)

Ethernet, uHmepdgelica 2pynnsl NOPMos

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHOUTrypupoBaHusa WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabanuya 5.217 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnel nntepdeiicos

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro

. . BkatoyaeT  KoHTposab npotokona DHCP B  npepgenax
ip dhcp snooping . P P pea

nHTepoderica.

-/BbIKOYEHO
. . BbikntoyaeT KoHTponb npotokona DHCP B npepgenax

no ip dhcp snooping N

MHTepodeiica.
ip dhcp snooping trust [Nobasnaetr wuHTepdelic B CNUCOK «AOBEPEHHbIX» NpuU

-/nHTepdeiic He
AB/IAETCA LOBEPEHHBIM

MUCNO/Nb30BaHMMU KOHTpoAa npoTokona DHCP. DHCP-Tpadmk
«[0BEPEHHOro» MWHTepdeiica cumtaetca 6esonacHbIM U He
KOHTpO/IMpyeTcA.

no ip dhcp snooping trust Ypanser wuHTepdeinc M3  CNUCKa  «AOBEPEHHbIX»  Mpu
MCNONb30BAaHUN KOHTPOANA NpoTokona DHCP.
ip dhcp snooping limit rate YcTaHaBAMBaeT oOrpaHuyeHve AAA  A3aHHOFO NopTa  Ha

rate

no ip dhcp snooping limit rate

rate: (1..2048)
pPS/BbIK/MOYEHO

KOnn4yecTso NpuHMMaembix DHCP-nakeToB B cekyHAy .

CHumaeT orpaHuyeHune Ha npuém DHCP-naketoB € AaHHOrO
nopra.

ip dhcp information option
[global]

no ip dhcp information option

-/global

PaspewaeT ycTpoicTey aobasneHune onumm 82 Ha nHTepdelice
npv pabote npotokona DHCP.

- global — pob6asneHune onuumn 82 onpenenserca HaCTPOMKamm
Ha uHTepdetice VLAN.

3anpewaeT ycTpoicTey aobasneHve onummn 82 Ans AaHHOMO
nHTepoerica npu paboTte npotokona DHCP.

ip dhcp information option
format-type access-node-id
node_id

no ip dhcp information option
format-type access-node-id

node_id: (1..32)
CUMBO/I0B/-

YcTaHOBKa umaeHTUPUKaTopa access-node_id onumm 82 Ha
MHTepodeiice.

YcTaHOBKa 3Ha4YeHns no YMO4aHUIO.

ip dhcp information option
format-type circuit-id circuit_id

no ip dhcp information option
format-type circuit-id

circuit-id: (1..63)
CMMBOIOB/-

YcTaHasameaet cneumduydHbii Circuit-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information option
format-type remote-id

remote-id: (1..63)
CMMBONOB/-

YcTaHaBauBaeT cneunduyHblit Remote-id Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuum 82 Ha nHTepdeiice.
dopmar:

- Sp — HOMep C/10Ta U NopPTa;

- sV —Homep cnota u VLAN;

- pv—Homep nopta u VLAN;

- Spv — HoMmep cnoTa, nopta n VLAN;

- bin — 6uHapHbIit dopmar: VLAN, cnor, nopt;

- user-defined — popmat onpegenserca nonb3osatenem. Mpu
onpeseneHnn UCNob3yloTca caeaytolime WabaoHbI:

%h: hostname;

%p: KOPOTKOe MMA nopTa, Hanpumep gil/0/1;

%P: pAvHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;

Ethernet-kommymamopesi cepuu MES3000

203




HELTEX

no ip dhcp information option
format-type option

%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWecTHaALaTeEPUYHOM BUAE);

%m: mac-agpec nopta B popmaTte H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHUTA;

%S: HOMmep CNoTa;

%n: HoMmep NopTa (KaK Ha MLEeBoW NaHenn);

%i: ifindex nopTa;

%V: uaeHtTnduratop VLAN;

%cC: mac-agpec knmeHTa B popmate H-H-H-H-H-H;
%a: IP-appec cuctembl 8 popmate A.B.C.D.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO

ip dhcp information option
suboption-type {global | tr101
| custom}

-/global

no ip dhcp information option
suboption-type

HacTpoiika popmata onumm 82 Ha uHTepdelice.

- global — popmart onumm onpeaensercs HacTpoikamu onuumn
Ha uHTepdetice VLAN;

- tr101 — ycTaHaBanBaeT popmat onumm 82 coriacHo
CUHTaAKCUCY, NPUHATOMY B peKomeHaaumnax TR-101 B8
COOTBETCTBMM C popMaToOM, NpuBeaeHHbIM B Tabanue 5.215;
- custom — yctaHaBaMBaeT ¢opmat onuumn 82 B COOTBETCTBUM
¢ popmatom, npmuseaeHHbIM B Tabmue 5.216.

Bo3BpalyaeT 3HaueHMe No YyMONYaHMIO

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHPuUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabnuua 5.218 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica VLAN

3Ha4yeHue/3HayeHue no

no ip dhcp information
option

KomaHoa Aeiicmeue
YMOAYAHUIO
ip dhcp information PaspewaeT ycTpounctey gobasneHue onumm 82 gns 4aHHOTO
option [global] VLAN npwu paboTe npotokona DHCP.
- global — po6asneHune onumm 82 onpegenserca rnobanbHbIMM
-/global

HacTpoMKkamu.

3anpeLyaeT ycTpoicTBy AobaBneHwne onummn 82 ANA AaHHOTO
VLAN npwu paboTe npoTokona DHCP.

ip dhcp information
option format-type
access-node-id node_id
no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBONOB/-

YcTaHOBKa ngeHtTuounKatopa access-node_id onumn 82 ana
paHHoro VLAN.

YcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

ip dhcp information
option format-type
remote-id

no ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBONOB/-

YcTaHOBKa ngeHtuoukatopa remote_id onuym 82 gns
paHHoro VLAN.

YcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

ip dhcp information
option format-type
option format [delimiter
delimiter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuun 82 ana aaHHoro VLAN.
dopmar:
- Sp — HOMep C/0Ta U NOPTa;
- sV —Homep cnota u VLAN;
- pv—Homep nopta u VLAN;
- SpV — HOmep cnoTa, nopta u VLAN;
- bin — 6uHapHbIit dopmar: VLAN, cnor, nopt;
- user-defined — popmat onpeaensertca nosnb3osatenem. Mpu
onpeaeneHum UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
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no ip dhcp information
option format-type
option

%P: pavHHOE MM nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3HadyeHwe nona ifTable:ifType 8
WecTHaaLaTepPUYHOM BUAeE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;

%Uu: HOMep HUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha MLEeBOM NaHenun);

%i: ifindex nopta;

%v: ngentnoukatop VLAN;

%cC: mac-agpec knneHTa B popmare H-H-H-H-H-H;

%a: IP-agpec cuctembl B popmate A.B.C.D.

YcTaHOBKa 3Ha4YeHuA no YMON4YaHUIO

ip dhcp information
option suboption-type
{global | tr101 | custom}

-/global

no ip dhcp information
option suboption-type

HacTpolika popmata onumm 82 ana gaHHoro VLAN.

- global — popmart onumm onpeaensetcs rnobanbHbIMU
HacTpoikamu;

- tr101 — ycTaHaBiMBaeT popmat onumm 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKkomeHaaumax TR-101 s
COOTBETCTBUM C GOpMaTOM, NpuBeaeHHbIM B Tabaunue 5.215;

- custom — ycTaHaBaAMBaeT ¢popmat onuumn 82 B COOTBETCTBUM C
dopmaTom, NpmBeaeHHbIM B Tabamue 5.216.

Bo3BpalyaeT 3HaueHMe No yMOYaHMIO

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.219 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue

Aeiicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group} expiry
{seconds|infinity}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
vlan_id: (1 .. 4094);
group:(1..12);
seconds:
(10..4294967295)

no ip dhcp snooping binding
mac_address
vlan_id

[ob6asnaetr B dain (6asy) KoHTpons npotokona DHCP
cootBeTcTBMe MAC-agpeca kaneHTa, rpynne VLAN u IP-agpecy
AN YKa3aHHOro uHTepodelica.

[aHHas 3anucb byaeT AencTBUMTENbHA B TEYEHME YKA3aHHOTO B
KOMaHZAe BPEMEHW KMU3HWU 3anucu, ecv KAMEHT He OTNpaBuT
3anpoc Ha DHCP-cepBep Ha obHoBNeHMe. Tallmep 0bHyNseTcA
B C/ly4ae NOJIyYeHUA OT KAMEeHTa 3anpoca Ha obHoBNeHue
(komaHga [OCTynmHa TOAbKO ANS  MPUBMAETMPOBAHHOMO
nonb3osaTens).

- seconds — BPEMSA KMU3HU 3anNucu;

- infinity — Bpems »KM3HW 3anNncK He orpaHnYeHo.

Ypanaer w3 ¢aina (6asbl) KoHTpons npotokona DHCP
cootBeTcTBMe MAC-agpeca KnveHTa 1 rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeT ¢daiin (6asy) KoHTpona npotokona DHCP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 5.220 — KomaHab! pexuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show ip dhcp information
option

MokasbiBaeT WHPopmaumio 06 ucnonb3oBaHWKM onuun 82
npotokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasbiBaeT KoHUrypaumio ¢yHKUUU KOHTPOASA MPOTOKoAA
DHCP.

show ip dhcp snooping binding
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [gigabitethernet
gi_port |

tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)
vlan_id: (1..4094)

MokasbiBaeT cooTBeTCTBMA W3
npoTtokona DHCP.

daitna (6asbl) KoHTpons

[pumepbl 8b1M0AHEHUS KOMAHO

= Paspewuntb ncnonozosaHne DHCP onuun 82 8 10 VLAN:

console#configure
console (config) #ip dhcp snooping

console (config) #ip dhcp snooping vlan 10

#ip dhcp information option

console (config) #interface gigabitethernet 1/0/24
console (config) #ip dhecp snooping trust

( )
console (config)
( )
( )

= [lokasaTb BCe COOTBETCTBUSA M3 TabanUpbl KOHTPOASA NpoTokona DHCP:

consolef#show ip dhcp snooping binding

5.25.4 3awuma IP-adpeca knueuma (IP-source Guard)

®yHKuMA 3awuTbl IP-agpeca (IP Source Guard) npegHasHadyeHa ana GuabTpauum TpaduKa,
NPUHATOrO C WHTepdelica, Ha OCHOBaHUW Tabauubl cootseTcTBuit DHCP snooping u crtatmueckux
cooTBeTcTBUIM IP Source Guard. Takum obpasom, IP Source Guard nossosfaeT 60poTbca ¢ nogmeHom IP-

aZlpecos B NaKeTax.

MocKonbKy GyHKUMA KOHTponA 3awmTbl IP-agpeca ucnonbsyeT Tabnmuy cooTBETCTBUI

Y
Y

uHTepdeiica.

DHCP snooping, umeer cmbIC1 UCNO/b30BaTb AaHHYK (YHKUUIO, NpeaBapuUTeNbHO
HacTpous u Bkatouns DHCP snooping.

dyHKuumio 3awmTbl IP-agpeca (IP Source Guard) Heob6xogMMO BKAIOUUTL rN06anbHO U gNA

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #

Tabnuua 5.221 — KomaHapl pexkmma rnobanbHOro KoHGUrypmposaHus

KomaHoa

3HaveHue

Aelicmeue

ip source-guard

no ip source-guard

-/BbIK/IIOYEHO

Bkntouaet ¢yHKumio 3awmtbl IP-agpeca KaveHTa ana Bcero
KOMMyTaTopa.

BblkntoyaeT yHKUMIO 3almMTbl IP-agpeca KAMeHTa Ana Bcero
KOomMMyTaTOpa.
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ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan_id: (1..4094);
group: (1..24)

Co3faHue CTaTUYecKoi 3anncK B TabimLe COOTBETCTBUA MEXAY
IP-appecom knueHTa, ero MAC-agpecom u rpynnoint VLAN ana
YKa3aHHOro B KomaHzae nHtepdeiica.

YpaneHue CTaTUYECKOM 3anucu B Ta6/w1u,e COOTBETCTBUA.

ip source-guard tcam retries-
freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600,
never)/60 cek

3agaeT yvactoTy O06palieHus yYCTPOMCTBA K  BHYTPEHHUM
pecypcam C Lenbto 3anmcu B NamMATb HEAKTUBHbIX 3aLLMLLEHHbIX
IP-appecos.

-never — 3anpewaet
3awmuieHHbIX IP-agpecos.

3anNncb B NaMATb  HeEaKTUBHbIX

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHOwbI

pexuma KoHguaypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica epynnbl MOPMO8

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHOUTrypupoBaHus WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnuua 5.222 — KomaHapl pexkmuma KoHpurypmposaHusa nHtepdeiica Ethernet, rpynnel nHtepdeitcos

KomaHoa

3HavyeHue

Aelicmeue

ip source-guard

-/BbIK/IOYEHO

Bkntouaetr ¢yHKUMiO  3awmTbl IP-agpeca  KaveHTa  AnA

HacTpanBaemoro nHTepoeica.

no ip source-guard BbikntoyaeT ¢yHKUMIO 3awmTbl  IP-agpeca  KaveHTa pgna
HacTpanBaemoro nHTepoeica.
KomaHOb! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:
console#
Tabnunua 5.223 — KomaHgb! pexuma Privileged EXEC
KomaHoa 3HaveHue Aeiicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpalweHua ycTpoicTea K
BHYTPEHHUM Pecypcam C Le/iblo 3aMnmcy B NamMATb HEaKTUBHbIX
3aWmuleHHbIX IP-agpecos. KomaHa AocCTynHa TOMbKO AN
NPUBUAErMPOBAHHOIO NO/b30BaTEeNS.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.224 — KomaHab! pexkmuma EXEC

KomaHoa

3HaveHue

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

KomaHza oTobparkaeT HacTpolKy GyHKUMKM 3awmThl IP-agpeca
Ha 3agaHHOM, MBO Ha Bcex UHTepdelicax yCTPoCTBa.
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show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

KomaHgza oTobpaxkaeT cTatyc GyHKUMKM 3awnTsl IP-agpeca ans
gi_port: (1..8/0/1..24); | ykasaHHoro unHtepdeiica, IP-agpeca, MAC-agpeca uaum rpynnbi
te_port: (1..8/0/1..4); | VLAN.
vlan_id: (1..4094);
group: (1..24)

show ip source-guard inactive

- KomaHaa oTobpaskaeT He aKTMBHble IP-agpeca oTnpasutens.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKas3aTb HacTPOMKY PYHKUMM 3aLwmnTbl IP-agpeca ans Bcex MHTepdeincos:

console#show ip source-guard configuration

IP source guard is globally enabled.
Interface State
gi0/4 Enabled
gi0/21 Enabled
gi0/22 Enabled

Bkaountb ¢yHKUMIO 3awmThbl IP-agpeca ana ¢unbTpaumm Tpaduka Ha OCHOBaHMKM Tabsmupbl
cooTBeTcTBuit DHCP snooping u cratuyeckux cootsBetcTBuid IP Source Guard. Cosgatb
CTATUYECKYHO 3anuch B Tabamue cooTBeTcTBUA gna uHTepderica Ethernet 12: IP-agpec kaneHTa —
192.168.16.14, ero MAC-agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-11 rpynne VLAN:

consolef#configure
console (config) #ip dhcp snooping
console (config) #ip source-guard

console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.25.5 KoHmponab npomokona ARP (ARP Inspection)

®dyHKUMA KoHTpons npotokona ARP (ARP Inspection) npeaHasHauyeHa gns 3aWmTbl OT aTaK C
ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-tpaduka). KoHTposnb
npoTtoKona ARP ocyluecTBaseTca Ha OCHOBE CcTaTUYeckux cooTBetcTenit IP- 1 MAC-agpecos, 3agaHHbIX

ana rpynnbl VLAN.

' ' MopT, ckoHPUryprMpoBaHHbIN «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonxkeH

. TaK}Ke 6bITb «HeaoBepeHHbIM» ana ¢pyHkuum DHCP snooping nam cooresercreme MAC-
appeca u IP-apgpeca anA 3TOro NopTa AO/MKHO 6bITb CKOHGUIYPUPOBAHO CTATUUECKM.
MHaue aaHHbIA NOpT He 6yaeT oTBeuaTb Ha 3anpocbl ARP.

V ‘ [Ona HeHapEXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-aapecos.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnua 5.225 — KomaHgb! pexuma rnobasibHoro KoHGUrypmpoBaHus

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
no ymona4aHuro
ip arp inspection BKntoyaeT KOHTponb npoTokosa ARP  (dyHKumio  ARP
Inspection).
- - - -/BbIK/OYEHO
no ip arp inspection BbikNtoyaeT KOHTponb npotokona ARP  (dpyHkuuio ARP
Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspewaeT npoBepKy npoTtokona ARP, ocHoBaHHylo Ha 6ase
cootBeTcTBuii DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpewaeT npoBepky npoTtokosna ARP, ocHoBaHHyl0 Ha Hase
cooTseTcTBuit DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepoctaBnseT cneunduyHble NPOBEPKM A1A  KOHTpOAA
npoTtokona ARP.
MAC-agpec wuctouHuka: pana ARP-zanpocos wun oTBeTOB

nposepseTca cooTBeTcTBMe MAC-agpeca B 3aronoBke Ethernet
MAC-agpecy UCTOYHMKA B cogepXKmMmom npotokona ARP.
MAC-agpec HasHauyeHua: ana ARP-oTBeTOB nposepseTca
cootsetcTtBMe MAC-agpeca B 3aronioske Ethernet MAC-aapecy
Ha3HayeHWsA B COAEPXKMMOM nNpoTokoaa ARP.

IP-agpec: MNMposepaetca cogepkumoe ARP-nakeTa Ha Hannune
HEKOpPpPEeKTHbIX IP-agpecos.

3anpewaeT cneynduyHbie NPOBEPKM 414 KOHTPOASA NPOTOKO1A
ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name:
(1..32) cumBona

1. Co3gaHue cnmcKa cTatmyeckux ARP coOTBETCTBUN.
2. Bxoa B perKum KoHpurypmnposaHua ARP-cnmcKoB.

YpaneHue cnvcka ctatuyeckux ARP cOOTBETCTBUN.

ip arp inspection list assign
vlan_id name

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHayaeT  cnucok ctatuyeckux ARP cootsetctBuii ana
yKasaHHow VLAN.

OTMeHAeT Ha3HayeHue cnucka ctatuyecknx ARP cooTBeTCTBUMA
Ana ykasaHHoi VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400,
infinite)/5 cek

3343eT MWHWMAnNbHbLIA  MHTEPBAN MeXay COoObLLeHUAMM,
cogeprKawmmm MHPOpMaLmio npoToKoAa ARP,
nepegaBaeMbiMU B XKypHar.

- 3HaueHue 0 yKa3biBaeT Ha TO, YTo coobuieHua 6yayT
reHepupoBaThCA HE3aMea/IUTENIbHO;
infinite — He reHep1poBaTb COOBLLEHNI B }KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwbI

pexcuma  KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet, uHmepdgelica 2pynnsl NOPMOo8

Bua 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUTrypupoBaHus WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.226 — KomaHabl pexkuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl nntepdeiicos

KomaHoa

3HauyeHue no
YMOMYAHUIO

ip arp inspection trust

no ip arp inspection trust

-/mHTepdeiic He
ABAAETCA LOBEPEHHbIM

Aeilicmeue
[obaBnsaeT wHTepdeidc B CAMCOK «AOBEPEHHbIX» Mpu
MCNONb30BaHUM KOHTpona npotokona ARP. ARP-tpaduk

«[l0BEPEHHOro» MWHTepdeiica cunTaetcs 6e3onacHbIM U He
KOHTpO/IMpyeTCA.

Ypanaer uHTepdeic M3  CIMCKA  «AOBEPEHHbIX»  Mpu
MCNONb30BaHUKN KOHTPONA NpoToKosa ARP.
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KomaHObI pexcuma KoHgu2ypuposaHua ARP-criuckos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua ARP-cnvcKos:

consolef#configure
console (config) #ip arp inspection list spisok
console (config-ARP-1list) #

Tabnunua 5.227 — KomaHab! pexuma KoHpurypuposaHua ARP cnuckos

KomaHoa Aelicmeue

ip ip_address [ob6asnseT ctaTuyeckoe cootsetcteue IP- u MAC-agpecos.

mac mac_address

no ip ip_address mac Ypansaet cratnyeckoe cootsetctaume IP- 1 MAC-agpecos.

mac_address

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.228 — KomaHgb! pexkuma EXEC

KomaHda 3HaueHue Aeiicmeue

show ip arp inspection
[gigabitethernet gi_port |

MoKasbiBaeT KOHPUrypaumio ¢yHKUMM KOHTPOAA MNPOTOKOAA

gi_port: (1..8/0/1..24); ARP  Inspection Ha  BblbpaHHOM  uUHTepdeiice/Bcex

te_port: (1..8/0/1..4)

tengigabitethernet te_port nHTepdencax.
8l _port | group: (1..24) pd
port-channel group]
show ip arp inspection list MNoKasblBaeT CNUCKM cTaTUYeckux cootsetctBui IP- n MAC-
- aspecos (komaHpa [OCTynHa TONbKO ona

NPUBMIEIMPOBAHHOIO NOb30BaTENA).

show ip arp inspection
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
[vlan vian_id]

MoKa3blBaeT CTAaTUCTUKY ANA CAedylowmx TUMNOB MNAKeTos,
KOTOpble 6bl1M 06paboTaHbl Npu nomowm GyHKumm ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbKm B IP/MAC (IP/MAC Failures).

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)
vlan_id:(1 .. 4094)

clear ip arp inspection
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
[vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)
vlan_id:(1 .. 4094)

OunLLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepsi 8biM0AHEHUS KOMAHO

=  BKAOUUTb KOHTPOAb npoToKosna ARP u pobaButb B cnMcok spisok craTuueckoe
cootgeTcTBme: MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauuTb
cnucok spisok ctatnueckmx ARP cooTseTcTBuiA ana VLAN 11:

console#configure

console (config) #ip arp inspection list spisok

console (config-ARP-1list) #ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list) ffexit

console (config) #ip arp inspection list assign 11 spisok

= [loKasaTb CMMCKM CTaTUYeCcKnx cootBeTcTBui IP- 1 MAC-agpecos:

console#show ip arp inspection list

List name: servers
Assigned to VLANs: 11
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192.168.16.98 0060.70AB.CCCD

5.25.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHkuma MAC Address Notification nossonsier oTcnexuBaTb MNOSIBAEHWE M MUCYE3HOBEHWE
aKTMBHOro 060pyAOBaHMA Ha CeTW, MyTem COXpaHeHua uctopumn usydyeHns MAC-agpecos. Mpwu
O0OHApPYKEHNN U3MEHEHUIA B COCTaBe M3yYeHHbIx MAC-aapecoB KOMMYTaTOP COXpaHAeT MHGopMaL Mo
B Tabauue u um3BewaeT o6 3TOM C Nomouplo coobuieHnit npotokona SNMP.  ®yHKuMA umeeT
HacTpaMBaemble NapameTpbl — rybuHa UCTOPUN O COBBLITUAX U MUHUMA/IbHBIA UHTEPBAA OTMNPABKM
coobueHnin. Cepenuc MAC Address Notification oTKAlOYEH MO YMONYAHUIO U MOMKET ObITb HAaCTPOEeH
BbIBOPOYHO A4/ OTAE/IbHbIX MOPTOB KOMMYTaTOPA.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOro KOHGUIyprupoBaHua:

console (config) #

Tabnnua 5.229 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmupoBaHus

KomaHoa 3HauyeHue/ 3HayeHue Aelicmeue
110 yMOAYAHUIO

[no] mac address-table KomaHga npeaHa3HadeHa Ana rnobanbHOro  ynpasieHus
notification change oyHKuMen  MAC  notification. KomaHpa  paspewaet
perucTpaumio cobbiTnit gobasneHna u yganeHna MAC agpecos
B/U3 Tab/auu, KomMMmyTaTopa W OTNPaBKYy YBeAOM/EHMSA O

cobbITUSAX.
-/BbIKNOYEHa OTtpuuatenbHaa ¢opma KomaHabl (¢ npedukcom no)
BbIK/lOYaeT byHKUMIO rno6anbHo " oTMeHsAeT

COOTBETCTBYHOLME HACTPOMKM Ha BCEX MHTepdelicax.

Ona  paboTtbl  GYHKUMKM  HeobXoaMMO  AOMOSHUTE/IbHO
paspellaTb reHepauuio yBeaoMneHuin Ha uHTepdeiicax (cm.
HUXKe).

MaKcMManbHbI NPOMENKYTOK BPEMEHW MeAy OTnpaBKamwu
SNMP-yBegomneHnin. Ecan 3HauyeHWe MWHTepBana BpeMeEHMU
paBHo 0, TO reHepauus yBegOMNEHUI U COXpaHeHME COBbITUIA
B MCTOpUIO ByAeT OCywWecTBAATbCA HemMea/leHHO Mo mepe
mac address-table notification value: BO3HWKHOBEHUA COBbITUIN 06 M3MEHEHMM COCTOSIHUA TabauLbl
change interval value (0..4294967295)/1 MAC-agpecos. Ecnv 3HayeHuMe nHTepBana Bpemenn 6osbuwe 0,
TO ycTpouicTBO byaeT HakanameaTtb cobbITUA 06 M3MeHeHWUU
cocToAHMA Tabanubl MAC-aZpecoB B TeYEHWE 3TOro BPEMEHMU,
a 3aTem OTNpaBAATb yBegomaeHua npoTokona SNMP wu
COXPaHATb COBbITMA B UCTOPUMN.

KomaHaa 3agaeT MaKcMManbHoe Koamyectso cobbiTuit 06
M3MeHeHnn coctoaHua Tabauubl MAC agpecos, KoTopoe
mac address-table notification coxpaHseTca B uctopun. Ecam yctaHoBNeH pasmep uctopum
change history value value: (0..500)/1 paBHbIli 0, TO cobbITUA He coxpaHatoTca. Mpy nepenonHeHUn
6ydepa wuctopum HoBoe CO6bITUE MOMELLAETCA Ha MecTo
Camoro cTaporo.

KomaHga npegHasHayeHa ONA BKAOYEHWA UAW OTKIOYeHuA
oTnpaskn SNMP-yBeaOMAEHU 06 U3MEHEHUW COCTOAHUA
Tabnnubl MAC-agpecoB. [ns OTKAOYEHUA WCNOJb3yeTcs
oTpuuaTtenbHaa popma KomaHabl.

-/BbIKNIOYEHO Ecnn otnpaska yBefoM/IEHMI BKIOYEHA, TO YCTPONCTBO ByaeT
MHGOPMMNPOBaTbL O COBLITUAX cOObLLEeHNAMM NpoToKona SNMP
W COXPaHATb COOTBETCTBYHOLME cObObITUA B mcTopuM. Ecam
oTnpaska SNMP-yBegomneHuii BbIKIOYEHA, TO YCTPOWUCTBO
6yAeT TONbKO COXPAHATL COBLITUA B UCTOPUU.

[no] snmp-server enable traps
mac-notification change
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[no] snmp-server enable traps
mac-notification flapping

-/BKIOYEHO

BKAOUNTB/BbIKNOYMTL OTNPaBKy Tpanos o dnannuHre MAC-
agpecos (eltMnFlappingNotification).

KomaHObI pexcuma KoHguaypuposaHue uHmepgpelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-if)#

Tabanuya 5.230 - KomaHabl pexxuma KoHOUrypuposaHua nHtepdeica Ethernet

KomaHda

3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

-/BbIK/OYEHO

BKkntoueHue reHepaLmMm yBeLOMIEHUI Ha Kaxa0oM uHTepdelice
0 cobbITUAX n3meHeHusa coctoaHua MAC-agpecos. OTaenbHO
MOHO pa3pewmnTb reHepauuio yBeAOMIEHUN To/NbKO 06
nsyyeHum MAC agpecos, iMb60 To/IbKO 06 ux yaaneHuu.

KomaHOwbI pexcuma privileged EXEC

Buna 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.231 - KomaHgb! pexkuma privileged EXEC

KomaHda

3HayeHue

Aelicmeue

show mac address-table
notification change history
[interfaces]

OTobparkeHne BCeX yBeAOMJIEHUM 06 M3MeHeHun coctosHuAa MAC-
a[pecoB, COXpPaHeHHbIX B UCTOpuU. BoamorkHa dpuabTpauma cobbiTuii
no noptam, rpynnam noptos (LAG) n VLAN.

show mac address-table
notification change statistics

OTOobparkeHne CTaTUCTUKM cepBuca: obliee KoAM4ecTBo cobbiTuil 06
n3yyeHun MAC-agpecos, obuiee KonmMyecTBo cobbiTuii 06 yaaneHum
MAC-agpecos, obLee KonnyecTso oTnpasieHHbIx SNMP-coobLeHui.

[pumepbl UC1016308AHUS KOMAHO

= [lpymep NOKasblBaeT Kak HacTpouTb nepegadvy coobueHuit SNMP MAC Notification Ha
cepBep ¢ agpecom 172.16.1.5. Mpu HacTpoiKke 3aaaeTca obuiee paspeleHne paboTbl
cepBuca, HaCTPaMBAETCA MUHMMANbHbIN MHTEPBAJ OTNPABKM COOBLLLEHWI, 3a4aeTca pasmep
NCTOPUKN COBBITUI M HAcTpanBaeTcA CePBUC HA BbIGPAHHOM MOPTY.

console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change

console (config) #mac address-table notification change interval 60

)
)
console (config) #mac address-table notification change
)
)

console (config) #interface gigabitethernet 0/7
console (config-if) #snmp trap mac-notification change
console (config-if) #exit

console (config) #

(
(
(
(
console (config) #fmac address-table notification change history 100
(
(
(
(

5.26 dyHKumu DHCP Relay nocpegHuka

KommyTtatopbl MES3000 nogaepusaetr ¢pyHKumm DHCP Relay areHTta. 3agauveit DHCP Relay
areHTa sBnaetca nepegada DHCP-nakeToB OT KAMeHTa K cepBepy M obpaTHo, B cnyyae ecam DHCP-
cepBep HaxoauTca B OA4HOW CeTWU, a KAMEHT B Apyroi. [pyron ¢yHKuMel aBnseTca gobasneHue
AONONHUTENbHbIX onumii B DHCP-3anpockl KaneHTa (Hanpumep, onuun 82).
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NpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTop MPUHUMAET OT K/IMEHTa

DHCP-3anpocbl, nepeaaer 3TU 3anpocbl CEpBepy OT MMeHU KauneHTa (ocTaBasa B 3anpoce Onuuu C
TpebyemMbiMU KNMEHTOM NapamMeTpPamm U, B 3aBUCUMOCTM OT KOHUrypauum, Aobasaas csou onuum).
Monyyns OTBET OT CepBEPA, KOMMYTATOP NEPEesaET ero K/ANEHTY.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.232 — KomaHgb! pexxuma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa

3HavyeHue

Aeiicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BbIK/IOYEH

BKkntoueHune ¢dyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne pyHkumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address ip_addr

no ip dhcp relay address
[ip_addr]

MokeT 6bITb 3343aHO
40 8-Mmu cepsepos

3apaét IP-agpec aoctynHoro DHCP-cepsepa ansa DHCP Relay
areHTa.

Ypanset IP-agpec 13 cnucka DHCP-cepeepos ana DHCP Relay
areHTa.

ip dhcp relay broadcast enable

no ip dhcp relay broadcast
enable

-/BbIK/IIOYEHO

BKNlOYaeT perrMm LWMPOKOBELLATENbHOW PaCCbiIKM OTBETOB
DHCP-cepsepa.

YcTaHaBAMBAET PEXMM MO YMONYAHUIO

ip dhcp relay information
policy {keep | replace | drop}

no ip dhcp relay information
policy

-/keep

OnpeaenseT pexxnm obpaboTkn DHCP-nakeToB c onuueit 82:
- keep — nponyckaeT nakeTbl 6€3 U3MeHeHUN;

- replace — 3amellaeT cogepxmmoe onuum 82;

- drop — oTbpacbiBaeT nakeTbl ¢ onuuert 82.

YcTtaHaBauBaeT pexnum no ymonyaHuio.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay information
option format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HacTtpoiika ¢opmata DHCP onumm 82.
dopmar:
- Sp — HOMep CN0Ta M NopTa;
- SV — Homep cnoTa u VLAN;
- pv — Homep nopta un VLAN;
- SpV — HOoMep cnoTa, nopta n VLAN;
- bin — 6uHapHbIN PpopmaT: VLAN, cnoT, noprt;
- user-defined — popmat onpenenserca nonb3osatenem. Mpu
onpegeneHum UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE MM#A NopTa, Hanpumep gil/0/1;
%P: nMHHOE MMmA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN  nopta (3HadyeHwe nona ifTable:ifType B
WwecTHaauaTepmMyHOM BuAe);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HHUTA;
%Ss: HOmep CNoTa;
%n: HoMmep nopTa (KaK Ha NML,EBOM NaHenw);
%i: ifiIndex nopTa;
%V: uaeHtTnduratop VLAN.

YcTaHOBKa 3Ha4YeHuna no YMOAN4aHUIO

ip dhcp relay information
option suboption-type {tr101 |
custom}

no ip dhcp relay information
option suboption-type

-/tr101

HacTtpoiika ¢opmata onuum 82.

- trl01 - ycraHasamBaeT d¢opmart onuuu 82 coriacHo
CMHTAKCUCY, MNPUHATOMY B pekomeHpaumax TR-101 B
cooTBeTCcTBUM C GOpmaTOM, NpuBeaeHHbIM B Tabauue 5.215;

- custom — yctaHaBnmBaeT popmat onuumn 82 B COOTBETCTBUM C
dopmaTtom, npuseseHHbIM B Tabamue 5.216.

Bo3BpalyaeT 3HaueHne No YMONYaHUIO
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KOHPUrypuposaHua nHtepoeica VLAN:

console#configure

console (config) #interface vlan {vlan id}

console (config-if) #

Tabanua 5.233 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica VLAN

KomaHoa

3HayeHue

Aeiicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BbIKNOYEHO

BKkntoueHune ¢pyHKumMii DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.

BbikntoueHne ¢yHKumin DHCP Relay areHTa Ha HacTpaMBaemom
UHTepodeiice.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bua 3anpoca KomaHAaHOM

console (config-if)#

CTPOKM:

Tabnnua 5.234 - KomaHgb! pexkuma KoHOUrypuposaHua nHtepdeica Ethernet

3HayeHue/3HayeHue no

drop | global}

KomaHoa Aelicmeue
YMOAYAHUIO
Onpegenset pexxum obpabotkn DHCP-nakeTos ¢ onuumeit 82.
ip dhep relay information - keep — nponyckaeT nakeTbl 6e3 U3meHeHWN;
policy {keep | replace | /global - replace — 3ameLLaeT cogepkmmoe onuun 82;

- drop — oTbpacbiBaeT NnakeTbl ¢ onuuei 82.
3HayeHMe Ha nopTax umeeT 6onee BbICOKUIN MPUOPUTET, Yem
rnobanbHas HacTPOWMKa.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.235 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show ip dhcp relay OTob6parkaeT KOHOUrypaLmto HacTpoeHHoW dyHKuMM DHCP Relay areHTa gns KommyTaTtopa u
oTAEeNbHO A1 MHTepdENCoB, a TaKXKe CNUCOK AOCTYMHbIX CEPBEPOB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb cocToaHue ¢yHKumnm DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled

DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.27 ®yHkuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP ana npoTokona IPv4 kKommyTaTop MOXKeT BbINOAHATb QYHKUUM MOCpegHUKaA
(relay agent) ana DHCPv6. [laHHbI dyHKUMOHaN peannsosaH B Buae Lightweight DHCPv6 Relay Agent
cornacHo RFC6221.

B pamkax BbINOAHEHMA YHKUMM NOCpesHMKa KOMMYTATOpP BCTaBAAET B KauveHTckune DHCPv6-
nakeTbl onumn 18 n 37. ina sBkAtoveHUA GyHKUUKN TpebyeTcA BbINONHUTL CAeAyHoLMNE NpeaBapUTesbHble
LIarK No HaCTpoitKe:

e  BKaouutb PpyHKUMOHan DHCP snooping (ans IPv4) — rnobanbHo 1 Ha uenesom VLAN;

e  Bknountb PpyHKLUMOHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIX» MWHTepdencax KommyTaTopa («trusted» no TepmuHonormn RFC3046)
BbINONHUTE DHCPv4-HacTpoliky «ip dhcp snooping trust»;

e Ha «poBepeHHbIx» MHTepdeincax KoOMMyTaTopa BbINOAHWUTL HACTPOMKy «ipve dhcp guard
trusted-port»

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabnunua 5.236— KomaHabl perkuma rnobanbHoro KoHGUrypupoBaHusa

KomaHda 3HaveHue/ Aelicmeue
3HaveHue no
yMOAYaHUIO
ipv6 dhcp-ldra enable BkntouaeT ¢pyHKumio Lightweight DHCPv6 Relay Agent (LDRA).
no ipv6 dhcp-ldra enable “/BeiknI0dEHO OTKkntoyaeT dpyHKumto LDRA.
ipv6 dhcp-Ildra information 3apaet naeHTuounkaTop remote-id (onuma 37)
option format-type remote-id
word word: (1..63) cumsonos
no ipv6 dhcp-ldra information YaanaeT ugeHtndumkatop remote-id.
option format-type remote-id

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if)#

Tabnunua 5.237— KomaHabl pexknuma KoHourypuposaHusa uHtepdeliica Ethernet

KomaHda 3HayeHue/ 3HayeHue Aeiicmeue
o ymon4aHuio

ipv6 dhcp-ldra information 3apaeT ngeHTuounkaTop nopta (onuma 18)
option format-type

interface-id word
- - - word: (1..63) cumsonos
no ipv6 dhcp-ldra information BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.

option format-type
interface-id

ipv6 dhcp-ldra information 3apaeT naeHTudmnkatTop remote-id (onumsa 37)
option format-type remote-id
word word: (1..63) cumsonos

no ipv6 dhcp-ldra information BoccTaHaBnMBaeT 3Ha4YeHMeE N0 YMONYAHUIO.
option format-type remote-id
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5.28 KoHourypuposaHue PPPOE Intermediate Agent

®yHKuusa PPPOE IA peanv3oBaHa B cOOTBETCTBMU € TpeboBaHUAMM gokymeHTa DSL Forum TR-101
W NpegHasHayYeHa 414 UCNOJIb30BaHMA HA KOMMYyTaTOpax, paboTatowWwmx Ha YPOBHe JOCTYNa.

®PyHKUMA no3BonseT AononHATb nakeTbl PPPoOE Discovery nHdopmaumen, xapaKrepusytoLien
uHTepdelic aoctyna. 3T0 HeobXoaMMO Aaa UAEHTUPUMKALMM NOSb30BATENbCKOrO WMHTepdelica Ha
cepsepe goctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom n o6paboTKoi
naketoB PPPoE Active Discovery ocywectsnneTtcs rnobanbHO A1s BCEro yCTpoicTBa U BbIBOPOYHO AN
KarKaoro nHtepdelrica.

Peanunsauma ¢yHKUunmM PPPOE |IA npepoctaBnsaeTr AOMNOAHUTENbHbIE BO3MOMKHOCTU KOHTPOAA
COOBLEHNIN NPOTOKONA MYTEM Ha3HaYeHUs JOBEPEHHbIX MHTepPdENCcoB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKN perKnma rnobanbHOro KOHPUrypnpoBaHus:

console (config) #

Tabnunua 5.238 — KomaHgb! pexkuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

[no] pppoe
intermediate-agent

-/BbIK/OYEHO

PaspeweHune/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe word: (1 ao 32) YcTaHOBKa CTPOKM MAEHTUPUKALMM YCTPOICTBA AOCTYNaA.
intermediate-agent format- cumBosios/ OTpuuatencHaa ¢opma KomaHAbl (no) BoCCTaHaBAMBaET
type access-node-id word naeHTUdUKaTop HaCTPOIKM MO YMONYAHUIO.
YCTPOICTBA He
Ha3HaueH.
[no] pppoe intermediate-agent word: (1..128) YcTaHOBKa TeKcTa coobuieHus o6 owunbke npeBbileHUs
format-type cumBosios/ pasmepa naketa (MTU), otTnpasnsemoro PPPoE IA B PADO unu

generic-error-message word

Ha3HayeHo coobLeHne
«PPPoE Discover packet
is too large to
process.».

PADS nakeTax. OTpuuatenbHas dopma KOMaHAbl
BOCCTaHaB/IMBaEeT 3HaYeHNe napameTpa Mo yMoA4YaHUIo.
NpumeuaHue: ecam cooblueHre coaepKMUT CMMBO/bI pobena,
ero Heob6XoAMMO 3aKNHOUUTb B KaBbIYKM.

[no] pppoe intermediate-agent
format-type option {sp | sv |
pv | spv | user-defined}
delimeter [.,:#/ ]

-/ycTaHoBneH ¢popmart B
cooTseTcTBum ¢ TR-101:
slot / port : vlan;

HacTpolika Habopa napaMeTpoB W1 pasgeuTens Mexay HUMK,
KOTOpble MCMONb3YOTCA AN GOPMUPOBAHUA NOAONLMMU Circuit
-id.

B KomaHge
0603HaveHus:

- sp —slot + port
- sv—slot + vlan
- pv—port + vlan
- spv —slot + port + vlan

- user-defined — popmat onpegenserca nonb3osatenem. Mpu
onpeaeneHnn UCNoNb3yoTcA cneaytowme WabnoHbl:

%h: hostname;

%p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;

%P: oiMHHOE MMmA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t:  TMn  nopta (3HavyeHue nona  ifTable:ifType B
WwecTHaauaTepmMyHOM BuAe);

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;

%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha NML,EBOI NaHenmn);

%i: ifiIndex nopTa;

%V: uaeHtTnduratop VLAN.

MCNOoNb3yroTCA chegywoume YC/IOBHbI€e
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KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepaelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexMme KOHOUTypnpoBaHua nHTepdeliica:

console (config-if)#

Tabnnuya 5.239 — KomaHab! pexuma KoHpurypuposaHua nntepoeliica Ethernet, rpynnbl noptos

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
[no] pppoe PaspeweHune/3anpetr paboTbl PPPOE Intermediate Agent Ha
intermediate-agent ) MHTepodeiice.
[no] pppoe HasHaueHne wugeHTMduMKaTopa circuit-id, pobasnaemoro

intermediate-agent format-
type circuit-id circuit_id

circuit_id: (1.. 63)

KOMMyTaTopom. WaeHTUOUKATOP, 3aZaHHbIA B KOMaHAe,
NMOJIHOCTbIO Nepeonpeaenser naeHTUGUKATOp, BblIYUCAAEMbIN

Ha ocHoBe rnobanbHbIX nNapameTpoB access-node-id wu
CUMBO/IOB . .
option/delimeter. OTpuuatenbHas dopma KOMaHAbl
BOCCTAHAB/AMBAET HACTPOWKY Ha OCHOBe  r106a/bHbIX
napameTtpos access-node-id u option/delimeter.
[no] pppoe remote_id: (1..63) HasHaueHue wuaeHTUdMKaTopa remote-id, pobasnsemoro
intermediate-agent format- CMMBOJ10B/B KadyecTee KOMMYTaTOpOM. NpoeHTndumkaTop OOJIKEH 6bITb

type remote-id remote_id

remote-id
ncnonbsyetrca MAC-
agpec KommyTaTopa.

CKOHUrypupoBaH Ha BCex MHTepdeiicax KOMMyTaTopa, rae
paboTaetr PPPoE IA. OtpuuatenbHaa ¢opma KomaHAbl
BOCCTAHaB/IMBAET HAaCTPOMKY MO YMOYAHUIO.

[no] pppoe intermediate-agent
timeout [timeout]

timeout : (0..600)/
600 cek

3afaHne BPEMEHWN XU3HW KAMEHTCKoOW ceccuun. lNpu BBOAE
napameTtpa timeout paBHbIM HyAlO, TaliMayT HOBbIX CECCUI
byaeT paBeH 6€CKOHEYHOCTH.

OTpuuatenbHas popma KOMaHAbl BOCCTAHABMBAET HACTPOMNKY
Mo YMOYaHUIO.

[no] pppoe
intermediate-agent trust

-/nHTepdeirc He
ABNAETCA AOBEPEHHbIM

YnpaBneHue pexnmom gosepus kK uHTepdeicy. Komanaa
£ob6aBnaeT unu yaanaet uHTepdeinc ns cnmcka L0BEepPEHHbIX.

NHTepoelicbl, K KOTOpbIM noakatoveHbl PPPoE-cepBepsl,
HacTpauBaloTCA KaK goBepeHHble. UHTepdenchl, K KoTopbim
NOAK/OYEHbI nonb3osaTenu, HacTpauBsatoTca KaK
HeJ0BepeHHble. OTpuuatenbHaa  ¢dopma  KOMaHAbI

BOCCTaHaB/IMBAET 3Ha4YeHUE NO YMONYaHUIO.

[no] pppoe
intermediate-agent vendor-tag

strip

-/pexum yaaneHus
BbIKNOYEH

PaspelweHune nnu 3anpet yaaneHusa vendor-specific onummn n3
naketos PADO, PADS, PADT nepes, OTNPaBKOW UX B CTOPOHY
nonb3osaTens. PyHKUMA yaaneHUs MOXKET 6biTb UCNOb30BaHa
TONbKO Ha UHTepdelice, Ha KOTOpoM paspelleHa paboTta PPPoE
IA 1 KOoTOpbIl ABNAETCA f0BEepPeHHbIM UHTepdelicom. ObbIYHO

intermediate-agent info
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

bYHKLUMA  yoaneHuMAa  HacTpamBaeTcA  Ha  WMHTepdelice,
obpaweHHom B cTopoHy PPPoE-cepsepa.
OTpuuatenbHas ¢opma KOMaHAbl  BbIKIOYAET  PEXUM
yAaneHua.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.240 — KomaHgb! pexkmuma EXEC
3HayeHue/3HavyeHue "
KomaHda / Aeiicmeue
1o ymon4aHuio
show pppoe

OtobparkeHne Hactpoek PPPOE Intermediate Agent. Ecamn B
KOMaHZe ABHO He 3aAaH MHTepdeiic, TO KOMaHAa BbINONHAETCA
ONa Bcex MHTepdencos, rae paspeweHa paborta PPPoE IA u
BCEX 40BEPEHHbIX MOPTOB.

show pppoe
intermediate-agent statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

OTobparkeHue cTaTUCTMKK paboTbl PPPOE Intermediate Agent.
Echv B KOmMaHZe He 3aflaH ABHO WHTepdelic, To KomaHAa
BbINOJIHAETCA AN BcexX MHTepdelicoBs ¢ paspeleHHbIM PPPOE |A
1 BCEX JOBEPEHHbIX MOPTOB.
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clear pppoe
intermediate-agent statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

OuuncTKa cTaTUCTUKM paboTbl PPPOE Intermediate Agent. Ecnin B
KOMaHZe He 3a4aH ABHO HTepdeic, To KomaHAa BbINOHAETCA
0N BCEX WHTepdelnicoB c paspelleHHbim PPPoE IA un Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe
intermediate-agent sessions
{interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

OTobparkeHne BCcex 3aperncTpMpPOBaHHbIX KAUEHTCKUX CECCUI.
Ecnun B KOMaHAe He 3afaH ABHO MHTepdeiic, To oTobpakatoTea
BCE CecCuM C COPTUPOBKOW NO NHTepdercam.

mac_address:(H.H.H
mnn H:H:H:H:H:H nan
H-H-H-H-H-H)

clear pppoe
intermediate-agent sessions
[mac_address]

YpnaneHue knueHTtckon ceccun. Ecnm mac_address He 3apaH,
YAANATCA BCE CECCUM.

5.29 KoHdurypuposaHue DHCP-cepBepa

DHCP-cepsep ocywecTtsnaer

LEHTPaIN30BaHHOE YynpaBieHUe

ceteBbIMM agpecamu U

COOTBETCTBYIOWMMM KOHOUIYPALMOHHBIMKM NapamMeTpaMn, aBTOMATUYECKM NPEAO0CTaBAAA UX KIMEHTaM.
370 nosBonAeT n3bekaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KONNYECTBO OLWMNBOK.

Ethernet-kommyTaTopbl MES3000 moryT paboTtatb Kak DHCP-knaneHT (nonyyeHme cobctBeHHOro
IP-agpeca oT cepsepa DHCP), Tak u Kak DHCP-cepsep. BosmoxkHa oaHoBpemeHHas pabota DHCP-

cepsepa u DHCP-relay.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rinob6anbHoro KoOHPUryprmposaHumsa:

console (config) #

Tabnunua 5.241 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip dhcp server

BkntoyeHne dpyHKunmn DHCP-cepBepa Ha KommyTaTope.

- -/BbIKNIOYEHA
no ip dhcp server

BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name
P PP name: (1..32)

Bxoa B pexuMm KOHOUIYpUPOBAHWUA CTaTUHECKUX aApecos
DHCP-cepsepa.

C“MBO/I0B
no ip dhcp pool host name

Yaansaet koHourypaumto DHCP-knveHTa ¢ 3a43aHHbIM UMEHEM.

ip dhcp pool network name

name: (1..32) cumBonos

Bxog, B pexxum KoHdpurypmposaHma DHCP-nyna agpecos DHCP-
cepBepa.
- name — umsa DHCP-nyna agpecos (ao 64 dhcp pool network).

no ip dhcp pool network name

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT |P-agpeca, Kotopble DHCP-cepsep He 6yget
Ha3sHa4vaTb aAna DHCP-KnneHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbIN |IP-agpec granasoHa.

no ip dhcp excluded-address
low_address [high_address]

YpoaneHue IP-agpeca M3 CNUCKA UCKNIOYEHUI ANA Ha3HAYeHUs
ero DHCP-knuveHTam.

ip dhcp ping enable

-/BblKNIOYEHA

Bkntountb nepegady ICMP-3anpocoB Ha Ha3Havyaemblit agpec
4NnA npoBepku, yto IP-agpec aBnsetca cBob6oAHbIM, npexae
yem OH byaeT HazHayeH DHCP-KnveHTy.

no ip dhcp ping enable

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

ip dhcp ping count number

OnpegensieT KoanyecTso oTnpasasembix ICMP-3anpocos.

- . number: (1..10)/2
no ip dhcp ping count

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

ipdh ing timeout ti
P chcp ping timeout time time: (300 .. 1000)/500

Onpepensetr Tamayt, B TeyeHue Kotoporo DHCP-cepsep
OXXMJaeT OTBET C aapeca, Ha KoTopbln oTnpasneH ICMP-3anpoc.

McC

no ip dhcp ping timeout

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHUsa cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KOHPUIypupoBaHWS cTaTUdeckux agpecos DHCP-

cepsepa:

console#configure
console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabnnuya 5.242 — KomaHabl pexmuma KoOHPUrypmuposaHuma

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address}

no address

PyyHoe pesepsuposaHue IP-agpecos gna DHCP-knuneHTa.

- ip_address — IP-agpec, KoTopblii byaeT conocTaBfieH C
bU3NYECKUM aApeCcOM KNEHTa;

- mask/ prefix_length — macka noacetv/ annHa npedukca;

- id — du3nyecknin agpec (MaeHTUOUKATOpP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epsupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenaet uma DHCP-knueHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHguzypuposaHusa nyna DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypmposaHus nysna DHCP-cepsepa:

consolet#configure
console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabnuua 5.243— KomaHab! perkuma KoHOUrypuposaHuma

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

address {network_number |
low low_address

high high_address}

{mask | prefix_length}

no address

YcTaHaB/MBaeT HOMep NOACETM W MacKy NoAceTM anasa nyna
appecos DHCP-cepsepa.

- network_number — IP-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec AMana3oHa appecos;

- high_address — KoHeuyHbIN IP-agpec gMana3oHa agpecos.

- mask/ prefix_length — macka noaceTtn/ anvHa npeduKca.

Yaansaet koHourypaumto DHCP - nyna agpecos

lease {days [{hours} [minutes]]
| infinite}

no lease

-/1 peHb

Bpems apeHabl IP-agpeca, KoTopbiit HasHayeH oT DHCP.
- infinite — Bpems apeHAbl He OrpaH1YeHo;

- days — Konn4yecTBo gHel;

- hours - KOANYeCTBO Yacos;

- minutes — KOANYECTBO MUHYT.

YCTaHOBUTb 3HaYeHue no YMO4aHMUIO.

ping enable

no ping enable

-/BbIK/IOYEHO

Bkntountb nepegauvy ICMP-3anpocoB ana nposepku, yto IP-
aapec AnseTca cBOH6OAHbLIM, NpexKae Yem OH byaeT HasHayeH
DHCP-knueHTy.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHObI pexuma KOH@U2ypuposaHus

nyna DHCP-cepsepa U cmamu4yeckux aopecos

DHCP-cepsepa

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-dhcp) #
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Tabnnua 5.244 — KomaHabl pexmuma KoOHPUrypmposaHuma

KomaHoa 3HaveHue Aelicmeue
default-router ip_address_list OnpegenseTt CNMCOK MapLLIpPyTU3aTOPOB MO YMOYaHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-appecoB mapLupyTM3aTOpOB.,
-/enmcok MOMKET CoAepKaTb 40 8 3anuceit, pasaeneHHbix npobenom.
MapLUpPyTU3aTOPOB He
onpegeneH.

no default-router

I IP-agpec maplipyTU3aTopa A0/KEH 6biTb B TOI Ke
= NOACETH, YTO U K/INEHT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

dns-server ip_address_list

no dns-server

-/cnucok DNS-cepsepos
He onpeaeneH.

Onpegenser cnucok DNS-cepsBepoB, AOCTynHbIX AnA
knveHtos DHCP.

- ip_address_list —cnucok IP-agpecos DNS-cepsepoB, moxkeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

domain-name domain

no domain-name

domain: (1..32)
CMMBOJI0B

Onpegensaet gomeHHoe nma ana DHCP-knneHTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-name-server
ip_address _list

no netbios-name-server

-/cnucok WINS-
cepBeposB He
onpegaesneH.

Onpepgenaetr cnucok WINS-cepBepoB, AOCTYNHbIX AnA
KknneHtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXET CoAepKaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-node-type

{b-node | p-node | m-node | h-

node}

no netbios-node-type

-/mvn y3na NetBIOS He
onpegesneH.

Onpegensetr Tmun ysna NetBIOS Microsoft ana KaveHtos
DHCP:

- b-node — WKNpPOKOBELLATE/bHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHMPOBaHHbIN;

- h-node — rnbpuaHblIi.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHna DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/KEH bbiTb
NnoslyYeH 3arpy3o4Hbiit dain.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykasaHuAa DHCP-kaneHTy nma cepsepa, ¢
KOTOPOro A0/IKeH ObITb MOAYYEH 3arpy304HbIin daiin.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

bootfile filename

no bootfile

name: (1..128)
CMMBO/I0B

YKasbiBaeT vma ¢alina, MCNoNb3yemoro Ansa Havya/ibHOM
3arpy3ku DHCP-knueHTa.

YcTaHaBAuBaeT 3HaYeHue no YMOANYaHULO.

time-server ip_address_list

no time-server

-/CNUCOK cepBepoB He
onpegneneH

OnpepensieT CMUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANs
knnentos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHMU,
MOeT cofep:KaTb A0 8 3anucel, pasfeneHHbIx Npobesom.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

option code

{ascii ascii_string |
hex hex_string |
ip ip_address }
option ip-list code
ip_address_list

no option code

Hactpansaet onuun DHCP-cepBepa.

- code — kop, onunn DHCP-cepBepa;

- ascii_string — cTpoKa B ¢popmate ASCII;

- hex_string — cTpoka B 16-om dopmare;

- ip_address —|P-agpec;

- ip-list — ykasbiBaeT, 4TO 3a KOAOM creayeT CnNMUcoK IP-
agpecos.

Ypanaet onumn gna DHCP-cepsepa.

tftp-server ip_address_list

no tftp-server

-/CNUCOK cepBepoB He
onpegeneH.

HacTpolika onumun 150 — agpeca TFTP-cepsepa:
-ip_address_list —cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cofepKaTb A0 8 3anuceld, pasaeneHHblx npobesom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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option code {boolean bool_val |
integer int_val | ascii
ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [description
desc]

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CMMBOJIOB;

no option code

desc: (1..160) cumBosios

Hactpausaet onumm DHCP-cepsepa.
- code — kog onuyun DHCP-cepBepa;
- bool_int — nornyeckoe 3Ha4yeHue;
- integer — uenoe NONOXUTENbHOE YNCNO;
- ascii_string — ctpoka B ¢popmate ASCII;
- ip_address_list — cnnucok IP-agpecos;
- hex_string — cTpoKa B WiecTHaguaTepuyHom dopmare.

Ypansaet onumto ana DHCP-cepsepa.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.245 — KomaHgb! pexuma Privileged EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHve 3anuceit u3s Tabauupl COOTBETCTBUA PUSUYECKMX
AApecoB 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbI DHCP-cepBepom;

* - yaanuTb BCE 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaummn DHCP-cepBepa.

show ip dhcp
excluded-addresses

MpocmoTp |IP-agpecos, Kotopble DHCP-cepsep He 6byaer
Ha3HavaTb gna DHCP-knneHTOB.

show ip dhcp pool host
lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHdurypauumn pns cratmyeckux agpecos DHCP-
cepsepa:

- ip_address — IP-agpec KN1veHTa;

- name — vnma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna aapecos DHCP-cepsepa:
- name — uma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address ]

MpocmoTp IP-agpecos, KOTopble COMOCTaB/EHbI C
dU3MYECKMMM aZpecaMn K/IMEHTOB, a TaK YKe Bpems apeHabl,
cnocob HasHayeHua u coctosiHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp cTtatnctukn DHCP-cepsepa.

[pumepbl 8bIM0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢c umeHem test n ykasatb ana DHCP-KAneHTOB: mMA gomeHa - test.ru,
LUAKO3 MO YMONYaHUIo - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

console#configure

console (config) #ip dhcp pool network test

console (config-dhcp) #address 192.168.45.0 255.255.255.0
console (config-dhcp) #domain-name test.ru

console (config-dhcp) #dns-server 192.168.45.112

console (config-dhcp) #default-router 192.168.45.1

5.30

KoHdurypuposaHue ACL (cnucku KOHTpona aoctyna)

ACL (Access Control List — cnncok KoHTposA focTyna) — Tabavua, KoTopas onpeaenseT npasuia
dunbTpaumm BxoaaLlero Tpadrka Ha OCHOBaHUM NepeaaBaembIX B naketax npotokonos, TCP/UDP
noptos, IP-agpecos nnn MAC-agpecos.

v/

Ha3BaHUA.

ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He A0/KHbl UMEeTb O4UHAKOBbIE
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/ IPv6 1 IPv4-cnuckn moryt pabotaTb BMmecTe Ha ogHom ¢dpusmyeckom uHtepdeiice.
Cnucok ACL Ha 6a3e MAC-agpecaumumn He MOXKeT COBMeLLaTbCA CO cnuckamu gnsa IPv4
uaum IPv6. [Ba cnucka oAMHaKOBOro TMNa He MoryT paboTtaTb BMmecTe Ha MHTepdeice.

KomaHapl ans co3gaHus M peaaktmpoBaHus cnmuckoB ACL AocTynHbl B pexume rnobanbHoro

KOH}UrypupoBaHus.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

KomaHZHas CcTpoKa B perkume rnobasbHOro KoHGUrypMpoBaHUa UMeeT BUA,:

console (config) #

Tabnnuya 5.246 — KomaHgb! A4na co3aaHma n KoHourypmposaHms cnnckos ACL

KomaHda

3HayeHue

Aelicmeue

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list

no ipv6 access-list
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

access_list: (1..32)
cMmBosia

Co3paHne HOBOro pacwmpeHHoro cnucka ACL ana agpecauum
IPv4 1 BXOZ, B peXum ero KoHOUrypnposaHus (ecam cnucok c
JaHHbIM MMEHeM elle He co3faH) nMbo BXxoh B pPeKum
KOHOUIYPMPOBaHUA paHee CO34aHHOrO CNMCKa.

YpaneHue cnucka ACL gna agpecauun IPv4.

Co3paHne HOBOro pacwmpeHHoro cnucka ACL ana agpecauum
IPv6 1 BXOZ, B peXum ero KoHOUrypnposaHus (ecam cnucok c
JaHHbIM MMEHeM elle He co3faH) nMbo BXxoh B peXum
KOHOUIYPMPOBaHUA paHee CO34aHHOrO CnMCKa.

YpaneHue cnucka ACL gna agpecaumm IPv6.

Co3paHune HoBoro crnvcka ACL Ha 6a3e MAC-aapecaumm 1 BXoA,
B peXum ero KoHOUrypmpoBaHuA (eCinM CMMCOK C AaHHbIM
MMEHEM elle He Cco34aH) /nMbo BXO4 B  pPEXUM
KOHUrypMpoBaHUA paHee cO34aHHOro cnucka.

Yaanenue cnucka ACL Ha 6a3ze MAC-aapecaumm.

time-range time_name

no time-range time_name

time_name: (1..32)
cumBona

Bxog, B pemm KoHPUrypupoBaHusa time-range u onpegenexHve
BPEMeHHbIX MHTepPBanoB A/1A CIMCKa AOoCTyna.
- time_name - nmsa npoduna HacTpoek time-range.

YaaneHve 3agaHHoON KoHOUrypauum time-range.

Ona Toro ytobbl aKTMBM3MpOBaATb cnMcok ACL, HeobxoAMMmO cBA3aTb ero c WHTepdelrcom.
NHTepdelicom, NCNONb3YHOLMM CMIUCOK, MOMKET 6biTb b0 uHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet, VLAN, 2pynnel nopmos

KomaHZHan CTpoKa B pexunme KoHoUrypmposaHua nHtepdeiica Ethernet, rpynnbl noptos nmeet

BUA:

console (config-if) #

Tabnnuya 5.247 — KomaHga HasHadeHus cnncka ACL nHtepdeicy.

KomaHda

3HauyeHue

Aelicmeue

service-acl input access_list
[access_list]

access_list: (1..32)
CUMBONA;
profile_id: (0..2)

B HacTpoWkax onpenenéHHoro ¢éusmdeckoro uHTepdelica
KOMaHAa MpuBA3bIBAET YKas3aHHbIA CMUCOK K  JaHHOMY
UHTepodeiicy.

V Bo3morkHO npuBA3aTb mac access-list u ip access-list.
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no service-acl input

/1 Mpy opHospemeHol npusaske ACL K ¢pusnueckomy
uHTepdeiicy u interface vlan npuopurter otaaérca
HacTpoiike Ha pu3nueckom uHTepdeiice

YaaneHue cnucka ¢ nHtepdelica.

KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnnua 5.248 — KomaHgbl Ana npocmoTpa cnnckos ACL

KomaHoa

3HavyeHue

Aeiicmeue

show access-lists
[access_list]

show access-lists
time-range-active
[access_list]

access_list: (1..32)
cuMMmBO/IA

MokasbiBaeT cnuckm ACL, co3gaHHble Ha KommyTaTope.

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KommyTtaTope,
KOTOpble B HAacToALLEee BpemMa ABNAKOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan_id: (1..4094);
group: (1..24)

MokasbiBaeT cnuckn ACL HazHauyeHHble UHTepdeicam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

O6HYNUTb BCce cyeTymkuM cnmckoB ACL, nvbo cyeTumku pns
cnuckos ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
counters

[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

lMoKa3biBaeT CYETYMKM CNUCKOB A0CTyNa.

KomaHOwb1 pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC numeet sua;

console#

Tabnunua 5.249 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHoa 3HayeHue Aelicmeue
show time-range time_name: (1..32) MokasbiBaeT KoHOUrypauuio time-range
time_name cMmBona

5.30.1 KongpuzypupoeaHue ACL Ha 6a3e IPv4

B naHHOM pasgene npmBeaeHbl 3HAYEHUA U ONUCAHMA OCHOBHbLIX NAPAMETPOB, UCMOb3YEMDIX B
CcoCTaBe KOMaHA HacTpoirKm cnnckos ACL, oCHOBaHHbIX Ha agpecauuu IPv4. Co3gaHne 1 BXoa B pexum
pefakTuposaHunA cnmuckos ACL, ocHOBaHHbIX Ha agpecaumun IPv4, ocywectBnaeTca NO KOMaHAe: ip
access-list extended access-1ist. Hanpumep, ana cosgaHma cnmcka ACL nog HasBaHMem
EltexAL Heo6X04MMO BbINONHUTL CAeaylolMe KOMaHAbI:

console#

console#configure

console (config) #ip access-list extended EltexAL
console (config-ip-al)#
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Tabnnuya 5.250 — OcHOBHblE NapamMeTpbl, UCMONb3YEMbIE B KOMAHAAX

Mapamemp

3HayeHue

Aelicmeue

permit

[Oeticteue ‘paspelunts’

Co3pgaeT paspellatowee npasuno uabtpaumm B cnncke ACL.

deny

[OelictBue ‘3anpetutb’

Co3pgaeT 3anpelatollee npasuao puabtpaumm B cnucke ACL.

protocol

MpoTokon

Mone npefHasHa4YeHO ANA YKa3aHWA NPOTOKONA (Man Bcex
NPOTOKO/N0B), Ha OCHOBE KOTOpPOro 6yaeT ocylwecTBaserca
dunbTpayms. NMpu Boibope NPOTOKONAA BO3MONXKHbI Cneaytolime
BapwaHTbl: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr,
ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp,
eigrp, ospf, ipinip, pim, 12tp, isis, ipip, MmMbo uncnosoe 3HaueHue
nNpoToKona, B AvanasoHe (0 — 255).

[na cooTBETCTBMA NHO6OMY NPOTOKOY UCMNO/Ib3YETCA 3HAYEHUE
ip.

source

Aapec NCTOYHMKA

Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Macka agpeca
MUCTOYHMKA

ButoBasa macka, npumeHaemas K IP-agpecy nctouyHMKa nakeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble Heo6XxoAMMO
UrHOpMpOoBaTb. B 3HaueHWA wWrHopupyembix GUTOB [AONMKHbI
6bITb 3anucaHbl eauHuubl. Hanpumep, MCNOAb3ya MacKy,
MOHO OonpeaenuTb AnA npasuaa ¢unbtTpauum IP-ceTb. YTo6bI
[obasutb B npasuao  ¢uabtpauum IP-cetb  195.165.0.0,
HeobxoauMo 3aaaTb 3HavyeHne mackm 0.0.255.255, To ecTb
COrNacHO JaHHOM macke nocnegHue 16 6uT IP-agpeca 6yayTt
MUTHOPMPOBATbLCA.

destination

Afpec HazHayeHun

Onpepenset IP-agpec Ha3HaYeHMA NakeTa.

destination_wildcard

Macka agpeca
Ha3HayeHuA

butosasa macka, npumeHaemasa K |P-agpecy HasHayeHuA
naketa. Macka onpegenset 6utbl IP-agpeca, KoTopble
Heob6xo0ANMO UTHOPUPOBATb. B 3HaYeHNA UrHopUpyembix 6UTOB
OO/MKHbI ObITb 3anucaHbl eauHMUbl. Macka ucnonb3yetca
aHanorm4yHo macke source_wildcard.

vlan Waentudukatop Vlan | Onpesenset Vlan, ana kotoporo 6yaeTt NnprmeHATbCA NPasmo.
dscp Mone DSCP B OnpeaensaeT 3HayeHne DSCP-nonsa diffserv. BoamokHble Kogbl
3aronoske L3 coobueHnit nons dscp: (0 — 63).
precedence Mpuoputer IP Onpeaenset npuoputeT IP-TpaduKa: (0-7).
time_name Nmsa npoduna OnpeaenneT KOHPUIYPaLLMIO BPEMEHHbIX MHTEPBasOB.
KOHOUrypaumm time-
range
icmp_type Tun coobuweHuit npotokona ICMP, wucnonbayembln ans
dunbtpaumm ICMP-nakeToB. Bo3moXkHble TUMbl cOObLLEHMM
nons icmp_type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
- information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris,
NMBO YMCNoBOe 3HaYeHMe TUNa coobuieHus, B auanasoHe (0 —
255).
icmp_code Koa coobenms Kog coobuweHnuit npotokona ICMP, wucnonbsyembiii p,ﬂii
npoTokona ICMP d)wanpauMM ICMP-naKkeToB. BO3MOMHble KoAbl COOBLIEHWNM
nons icmp_code: (0 — 255).
igmp_type Tun coobuweHnin npotokona IGMP, wucnonbayembli ans
dunbTpaumm naketoB IGMP. Bo3MoOKHble TUMbl COOBLLEHMI
Tun coobuweHns . . .
npoTokona IGMP nonsa igmp_type: host-query, host-report, dvmrp, pim, cisco-
trace, host-report-v2, host-leave-v2, host-report-v3, nu6o
4YMCNIOBOE 3HaYeHue TUna coobuieHns, B ananasoHe (0 — 255).
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destination_port Bo3morKHble 3HaueHuA noas TCP-nopTa: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip
UDP/TCP-nopt (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
Ha3HaueHus hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),

nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

source_port ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
UDP/TCP-nopt (42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc
(111), syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37),
who (513), xdmcp (177).

JInbo uncnosoe 3HauveHune (0 — 65535).

UCTOYHUKa

list_of flags Echv  pna  ycnosua  duabTpaumm  dnar  JOMKEH  6ObiTb
YCTaHOBJ/IEH, TO Nepea HUM CTaBUTCA 3HAK «+», €C/IN HE A0/IKEH
6bITb YCTAHOB/IEH, TO «-». BO3MOXHble BapuaHTbl $paros: +urg,
dnarv npotokona TCP | +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpun
NCMONb30BAHNN HECKONbKMX GNaros B yCI0BUM GUABTPaLUMK,
bnarn obbeguHAlTcA B OAHY CTpoky 6e3 npobenos,
Hanpumep: +fin-ack.

disable_port BblkNtoYaeT MoOpT, C KOToporo 6bll  MPUHAT  MakerT,
OTKAtOYeHUe nopTa YAOBNETBOPAOWMI yCNOBUAM 06O U3 KOMaHg, 3anpeTa
deny, B coctaBe KoTOpo#, 6bl1I0 ONMCaHO none.

log_input Bkntouaer OTNPaBKy WHOOPMALMOHHBLIX COObLWEHN B
OTnpaeka COOBLLEHNI | CUCTEMHBIM KypHan nNpuM MOJYYEHUM NaKeTa, KOTOpbIi
COOTBETCTBYET 3aMuCHm.

offset_list_name HaumeHoBaHMe cnucka | 3agaeT MCnonb3oBaHWeE CNUCKa WabaoHOB nonb3oBaTens Ans
wabnoHos pacno3HaBaHMA naketoB. [na kKaxpgoro cnmucka ACL moxket

nosb3osaTens 6bITb ONpeseneH cBOM CNUCOK WabNoHOoB.
index MHoekc  3apaeT noso)KeHue npaBuia B CMWCKE WU ero
NHaekc npasuna npuoputeT. Yem MeHblle WMHAEKC — Tem npuopuTeTHee

npasuio. nanasoH 4oNyCTUMbIX 3HauyeHni 1-2147483647.

Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyerca
V napametp «any».

Mocne Toro Kak xoTb oAHa 3anucb gobasneHa B cnucok ACL, nocnegHel No ymoa4YaHuio
V Aobasnsetca 3anucb deny any any any, KOTopas 0O3Ha4aeT UrHOpUPOBaHUE BCeX NAKeTOB He
yaosnersopsatowmx ycnosuam ACL.

Tabnnuya 5.251 - KomaHgbl, Mcnonb3yemble gns HacTpoiikn ACL cnnckoB Ha ocHoBe IP-agpecaumm

KomaHoa Aelicmeue
permit protocol [ob6aBnser paspeLuatoLLyto 3anncb GUAbTPALMK ANA NPOToKoAa. MakeTbl,
{any|source source_wildcard} oTBevatoLwue yca0BMAM 3anmncu, byayT 06pabaTbiBaTbCst KOMMYTaTOPOM.

{any|destination destination_wildcard}
[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

permit arp [JobaBnser paspellatollyo 3anucb ¢unbTpauum ana npotokona ARP.
{any/source-mac source-mac-wildcard } MakeTbl, OTBevalolWMe YCNOBMAM 3anucu, 6yayT obpabaTbiBaTbeA
{any/ destination mac destination mac KOMMYTaTOPOM.

wildcard}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}
[vlan vian_id] [index index]

permit ip [obaenser paspewatowyto 3anucb ¢uabTpaumn ana npotokona |IP.
{any|source_mac source-mac-wildcard} MakeTbl, OTBevalolWMe yCNOBMAM 3anucu, 6yayT obpabaTbiBaTbeA
{any|destination_mac KOMMYTaTOpPOM.

destination_mac_wildcard}
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{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

permit icmp

{any|source source_wildcard}

{any| destination destination_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6aBnaeT paspelwatolyo 3anucb GuabTpaumMm ana nportokona ICMP.
MaKkeTbl, OTBevalolWwme YCAOBMAM 3anucu, 6yayT obpabaTbiBaTbCs
KOMMYTaTOpOM.

permit igmp

{any|source source_wildcard }
{any|destination destination_wildcard}
[igmp_type]

[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6aBnaeT paspeluatollyto 3anucb GuabTpauumn agas npotokona IGMP.
MakeTbl, oTBeYaloWwme ycnosuam 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOpOM.

permit tcp

{any|source source_wildcard }
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6aBnaeT paspelwarollyo 3anuce GunbTpauumn ana npotokona TCP.
MakeTbl, oTBeYaloWwme ycnosuam 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOpOM.

permit udp

{any| source source_wildcard}

{any| source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obaBnseT paspelatollylo 3anucb ¢GuabTpauum ans npoTtokona UDP.
MakeTbl, oTBevaloWwme ycnosuam 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOpPOM.

deny protocol

{any|source source_wildcard}
{any|destination destination_wildcard}
[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[index index] [offset-list offset_list_name]
[vlan vian_id]

[obaBnseT 3anpeLyatoLLyto 3anucb GUAbTPaLLMK AN NPOTOKoNa. MNaKeTsl,
OTBeYaloLMe YCNOBUAM 3anucK, byayT 610KMPOBaTLCA KOMMYTaTOPOM.
Mpy ucnonb3oBaHUKM KatoyesBoro cnosa disable-port  ¢usnyeckui
UHTepdenc, nNPUHABWIMIK TaKoW nakeT, 6yaeT BbIKAoYeH. [pu
MCMoNb30BaHUM  K/oYeBoro cnosa log-input 6ypeTr  oTnpaBneHo
COObLLEeHNE B CUCTEMHbIN KYpHa.

deny arp {any/source-mac source-mac-
wildcard }

{any/ destination mac destination mac
wildcard }

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }
[{log-input} {disable-port}] [vlan vian_id]

[ob6asnseTt 3anpelarollyto 3anuce GuabTpaumMm ana npoTokona ARP.
MaKkeTbl, OTBevalowme ycnoBMAM 3anucu, byayT 6Ha0KMpoBaTbCA
KommyTaTopom. lNpu Mcnonb3oBaHMM Katoyesoro cnosa disable-port
du3MyecKkuii HTepdeic, NPUHABLUMIN TaKOM NaKeT, byaeT BbiKAtoueH. Mpu
MCMONb30BaHUW  KntoyeBoro cnosa log-input 6yaer oTnpasneHo
COO0bLLEHNE B CUCTEMHbIN KYpHa.

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]

[obaBnaeT 3anpewatolyto 3anucb ¢uabTpaumMm ana npoTtokona |IP.
MakeTbl, oOTBevawolWwMe ycnoBMAM 3anuck, byayt HnokuposaTtbea
KommyTaTopom. [pu Mcnosib3oBaHMM KawoueBoro cnosa disable-port
duU3nYecKknin nHTepdeiic, NPUHABLINIA TaKOM NaKeT, byaeT BbikAoYeH. Mpn
MCNoNb30BaHMM  KAloyeBoro cnosa log-input 6yaeT oTnpaBneHo
COO0bLLEHNE B CUCTEMHDIN KYpHa.
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[time-range range_name] [disable-port|log-
input] [index index] [offset-list
offset_list_name] [vlan vian_id]

deny icmp {any|source source_wildcard}
{any|destination destination_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[index index] [offset-list offset_list_name]
[vlan vian_id]

LobasnaeT 3anpewatollyto 3annce GuabTpauun ana npotokona ICMP.
MakeTbl, oOTBevyalolWwMe YycnoBMAM 3anucu, 6yayt 6nokuposaTtbeA
KommyTatopom. lpu uncnonb3oBaHuMM KiatodeBoro cnosa disable-port
du3nYecknit nHTepdeinc, NPUHABLINIA TaKOW NaKeT, ByAeT BbIK/NIOYEH.
Mpu Mcnonb3oBaHWM KatouyeBoro cnosa log-input GypeT oTnpaBAeHO
COObLLEHNE B CUCTEMHDIV KYpHa.

deny igmp {any|source source_wildcard}
{any|destination destination_wildcard}
[igmp_typel

[dscp dscp | precedence precedence]
[time-range time_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

LobasnaeT 3anpewatolyto 3anmucb GunbTpaumm gaa npotokona IGMP.
MakeTbl, OTBevallMe ycn0BMAM 3anucu, b6yayT 6nokupoBaTbes
KoMmyTaTtopom. lMpu ucnonb3oBaHWW KatouesBoro cnosa disable-port
du3nyeckuii nHTepdelic, NPUHABLLNI TaKOM NaKeT, byaeT BbiKatoYeH. Mpu
MUCNONb30BaHUKN  KntoyeBoro cnosa log-input 6yaeT oTnpasneHo
coobLIeHME B CUCTEMHDIN KYpHa.

deny tcp {any| source source_wildcard}
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnaeT 3anpeliatollyto 3annce GunbTpauum ana npotokona TCP.
MakeTbl, OTBevalolMe ycnOBMAM 3anucu, b6yayT 6noKupoBaTbes
KommyTaTtopom. [Mpu ucnonb3oBaHuW KatouesBoro cnosa disable-port
dusnyecknii nHTepdelic, NPUHABLLNI TaKOM NaKeT, byaeT BbiKAtoYeH. Mpu
MUCNONb30BaHUKN  KntoyeBoro cnosa log-input 6ypeT oTnpasneHo
coobLLeHME B CUCTEMHDIN KYpHa.

deny udp {any| source source_wildcard}
{any| source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnaer 3anpewatolyto 3anuce GunbTpauumu ana npotokona UDP.
MakeTbl, OTBevalOlWMe YyCNOBUAM 3anucu, 6yayT 6nokuposaTbes
KommyTaTopom. [Mpu ucnonb3oBaHUM KAatodesBoro cnosa disable-port
du3nYecknin nHTepdeic, NPUHABLIKIA TaKOW NaKeT, ByAeT BbIKNOYEH.

offset-list offset_list name {offset_base

offset mask value} ...

Co34aéT CNUCOK WabaoHOB Noab3oBaTensa ¢ MMeHeM name. ima moKet
BKAOYaTb OT 1 A0 32 cMumBoONOB.
B ogHOM KOMaHAEe MOXeT coAeprkaTbCA A0 TpuMHaAuaTM WabnoHoB,
COCTOALLMX M3 CeayHoLMX NapaMeTpoB:
offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaYeHuA:

L3 — Hayano 3aronosKa IPv4

L4 — KoHel, 3aronoBKa IPv4
offset — cmelleHMe 6aitTa faHHbIX B Npegenax naketa. basosoe
CMeLleHMe NMPUHMMAETCA 3a Hayalo oTcyeTa
mask — macka. B aHanuse naketa NPMHUMALOT y4acTUe TONIbKO Te
paspAagpbl 6aiTa, 419 KOTOPbIX B COOTBETCBYHOLMX PAa3pafax Macku
3agaHa ‘1'.
value — uckomoe 3HauyeHune

no offset-list offset_list_name

Ypanaet CO3,D,aHHbIl\/‘I paHee CNUCOoK.

remove index index

YpanaeT co3gaHHyo paHee 3anucb
- index — uHOeKc npasuna

5.30.2 KoHndpueypupoeaHue ACL Ha 6a3e IPv6

B AaHHOM pasgene npueeneHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX NAaPaMETPOB, UCMONb3YEMbIX B
cocTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.
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CospaHue 1 BXo4, B peXum pefakTuposaHuA cnuckoB ACL, oCHOBaHHbIX Ha agpecauun IPv6,
OCYLLECTBNAETCA NO KOMaHAe: ipv6é access-list access-1ist.Hanpumep, 4na co3gaHuA cnmcka
ACL nog, HazBaHMem MESipv6 HeobxoaAMMO BbINOMHUTL CAeaytowmne KoMaHabl:

console#

console#configure
console (config) #ipv6 access-list MESipvé
console (config-ipvé6-al) #

Tabanuya 5.252 — OcHoBHblE NapameTpbl, UCNOAb3YEMbIE B KOMAHAAX

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBme paspelunTb Co3paet paspelatouiee npasuno ¢uabtpaumm B cnucke ACL.
deny [eWncteue 3anpeTnTb Co3pgaet 3anpewatowee npasuno puabTpaumm B cnucke ACL.
protocol Mone npefHasHayeHO A/1A YKasaHUA MpoToKosna (Man Beex

NPOTOKO/IOB), Ha OCHOBE KOTOporo 6yaer ocylecTsiseTcs
ounbTpauma. Mpu BbiIGOpe NMPOTOKOAA BO3MOXKHbI CleaytoLime
BapuaHTbl: icmp, tcp, udp, b0 YMcnoBOE 3HaUYeHMe NPOTOKO1A
—icmp (58), tcp (6), udp (17).

[na cootBetcTBMA 1060MY NPOTOKO/Y UCMOJb3YETCA 3HaYeHue
ipv6.

source_prefix/
length

Aapec oTnpaBuTens u ero
ANvHa

Onpegensier IPv6-agpec u aavHy npedpukca cetn (0-128)
(konmuecTBO CTapwmx BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/
length

Afpec HazHayeHusn 1 ero
ANviHa

Onpepenset |Pv6-agpec u anvHy npedukca cetn (0-128)
(konunuecTBO cTapwmx BUT agpeca) HasHAYEHUA NakeTa.

npoTtokona ICMP

dscp Mone DSCP & 3aronosKe L3 Onpep,enﬂeuT 3Ha4yeHne DSCP-nons diffserv. Bo3amoskHble Koapbl
coobueHunit nona dscp: (0 — 63).
precedence MpuoputeT IP Onpegaenset npuoputeT IP-Tpadmka:(0-7).
time_name Nma npoduna OnpeaenseTt KOHPUIypaL MO BPEMEHHbIX MHTEPBA/IOB.
KoHUrypaumm time-range
icmp_type Ucnonbsyetca ans ounbtpauumn ICMP-naketoB. Bo3moxkHble
TUMbl M YUC/IOBble 3HAYeHUsA coobuweHuii nona icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Tun coobuieHnn
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mid-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code Kopg, coobuieHnit Ucnonbsyetca ans ounbtpauumn ICMP-naketoB. Bo3moxkHble

3HayeHunAa nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3morKHble 3HayeHuA noas TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp
(119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog
(514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117),
whois (43), WWwW (80);
ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).
JIn6o uncnosoe 3HayeHme (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnu ans ycnosus duabtpaumm daar onxKeH 6biTb yCTaHOB/EH,
TO nepef, HAM CTaBUTCA 3HAK «+», €CAN He J0/XeH ObiTb
YCTaHOB/IEH, TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u fin.

disable-port BbikNtoyaeT MopT, C KOTOporo 6bin  MPUHAT  NakerT,
OTK/tOYEHUE NopTa YZ0BNETBOPAIOLLMI YCA0BUAM 060 U3 KoMaHZ 3anpeTa deny,
B COCTaBe KOTOpOi1, 6bl/10 OnMcaHo nose.
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log-input Bkntouaer OTNpaBKy WHPOPMALMOHHBLIX coobueHuii B
OTnpasKa coobLeHn CUCTEMHBIN  KYpHan Mpu  NONYYEHUW MaKeTa, KOTopbli
COOTBETCTBYET 3anucu.

offset_list_name 3apaeT UCNonb3oBaHMe ChMcKa WabnoHOB Nonb3oBaTens Ans
pacno3sHaBaHuMA NakeToB. [ns Kaxporo cnmcka ACL moKeT 6bITb

onpeaeneH CBOM CNUCOK LWabaoHOoB.

Mms cnvcka 6UTOBbIX
nonew

index VHACKC NDaBUNa MHpeKkc npasuna B Tabavue, Yem MeHblle MHAEKC — Tem
Agkcnp npuopuTeTHEe Npasuno 12147483647

Ona ebibopa Bcero guanasoHa napamerpos, Kpome dscp u ip-precedence ucnonbsyerca
V napameTp «any».

Mocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHMMM B CAMCOK
V pobasnaloTca sanucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaloT NOUCK cocegHUX IPv6 yCTPOMCTB C NOMOLLbIO NPOTOKOAA
ICMPv6, a nocnegHaa O3HayaeT UrHOPUPOBAHME BCEX MAKETOB, He YA0B/ETBOPAIOLLNX
ycnosuam ACL.

Tabnunua 5.253 — KomaHabl, Mcnonb3yemble ans Hactpolikn ACL cnnckos Ha ocHoBe IPv6-agpecaunm

KomaHoa Aelicmeue
permit protocol [obasnaeTt paspelatollyto 3anmMcb GuabTPaLUM ANA npoTokona. MakeTsbl,
{any|source_prefix/length} oTBevatoLMe yCIoBUAM 3anucu, byayT obpabaTtbiBaTbCA KOMMYTaTOPOM.

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range time_name]

[offset-list offset_list_name]

permit icmp [obasnaer paspelwatollyto 3anncb GuabTpaumn ana npotokona ICMP.
{any|source_prefix/length} MaKeTbl, oOTBeEvYalOWMe ycioBUAM 3anucu, byayt obpabaTbiBaTbes
{ any|destination_prefix/length} KOMMYTaTopom.

{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]

[offset-list offset_list_name]

permit tcp [JobaBnser paspellatollyo 3anucb ¢GuAbTpauuM ans npotokona TCP.
{any|source_prefix/length} MakeTbl, oOTBeyalowme ycnosuam 3anucu, 6Oyayt obpabaTbiBaTbea
{any | source_port} KOMMYTaTOpPOM.

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range time_name]

[match-all list_of flags]

[offset-list offset_list_name]

permit udp [obasnaeT paspelwaowyo 3anucb GuabTpaumm ana npotokona UDP.
{any|source_prefix/length} MakeTbl, oOTBevalowme ycnosuam 3anucu, 6Oyayt obpabaTbiBaTbea
{any | source_port} KOMMYTaTOpPOM.

{ any|destination_prefix/length}
{any| destination_port}
[dscp dscp | precedence precedence]

[time-range time_name]
[offset-list offset_list_name]
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deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnser 3anpeLaoLLyto 3anuce GuAbTPaLUM A4as8 NpoToKona. MakeTsbl,
oTBevalolme yca0BMAM 3anucu, 6yayT 610KMPOBaTbCA KOMMYTaTOPOM.
Mpu wncnonb3oBaHUKM KawoyeBoro cnoea disable-port dusnyeckni
MHTEpdEeNc, NPUHABLIMIA  TaKoM nNaKkeT, 6yaeT BbikAloyeH. [pwu
MCMNO/b30BaHMM  KNOYEeBOro cnosa log-input 6yaer  OTNpaBAeHO
co0bLEeHME B CUCTEMHDI KypHan.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obaenseT 3anpewatolyo 3anucb GpuabTpaumm gas npotokona ICMP.
MakeTbl, OTBevalolWMe YyCAOBUAM 3anucu, b6yayT 610KMpoBaTbCA
KommyTtatopom. [pu ucnonbsosaHuM KatouesBoro cnosa disable-port
dusnYecknii nHTepdeic, NPUHABLLMIA TaKoM NakeT, byaeT BbikAoYeH. Mpu
MCMNO/MIb30BaHMM  KNloYeBOoro cnosa log-input 6yaeT  oTnpaBneHo
COO0bLLEHNE B CUCTEMHDIV KYpHa.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

JobasnseT 3anpewatowyo 3anucb GuabTpauum ana npotokona TCP.
MakeTbl, oOTBevyawlWMe ycnoBMAM 3anucu, OyayT 6nokuposaTbca
KommyTatopom. [pu ucnonb3oBaHMKM KatoyeBoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLLMI TaKoM NakeT, ByaeT BbikAoYeH. Mpu
MUCNONb30BaHUKM  KatoyeBoro cnosa log-input  6ypaeT oTnpasneHo
coobuieHne B CUCTEMHbIN KypHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[JobasnaeT 3anpewalowyo 3anucb ¢unbTpauumn ana npotokona UDP.
MakeTbl, oOTBevawlwme ycnoBuaAm 3anucu, b6yayr 6nokuposaTtbea
KommyTatopom. [lpu wmcnonb3oBaHuMM Katoyesoro cnosa disable-port
duU3nYecKnit MHTepdEc, NPUHABLLMI TaKoM NaKkeT, byaeT BbikAloYeH. Mpu
MCMNONb30BaHMM  KNloyeBoro cnosa log-input 6yaeT  oTnpaBneHo
coobLieHne B CUCTEMHbIN KypHa.

offset-list offset_list_name { offset_base offset

mask value} ...

Co34aéT cnnUcoK WwabnoHOB NoAb30BaTeNsA C UMEeHeM name. UMa MoKeT
BKAOYaTb OT 1 A0 32 cMumBONOB.
B 04HOM KOMaHAEe MOXKET COAEPHKATbCA A0 NATU LWABNOHOB, COCTOALLUX U3
CcneayroLWmx NapameTpos:
offset_base — 6a30Boe cmelleHNe. BO3MOXKHble 3HaYeHuA:
L3 — Hayano 3aronoskKa IPv4;
L4 — KoHeL, 3aronosKa IPv4.
offset — cmelleHMe 6aitTa faHHbIX B Npegenax naketa. basosoe
CMeLLeHMe NPUHMMAETCA 3a Havyano oTcyeTa
mask — macka. B aHanuse naketa NPMHUMALOT y4acTUe TONIbKO Te
pa3paabl 6aiiTa, ANA KOTOPbIX B COOTBETCBYIOLWMX Pa3pagax Macku
3agaHa ‘1.
value — uckomoe 3HauyeHune

no offset-list offset_list_name

Ypanaet CO3,D,aHHbIl\/‘I paHee CNUCOK.

remove index index

YpanaeT co3gaHHyo paHee 3anucb
- index — uHaeKc npasuna

5.30.3 KornopuzypuposaHue ACL Ha 6a3ze MAC

B oaHHOM pasaene npmBeaeHbl 3HAYEHUA U ONUCAHMA OCHOBHbIX NAPAMETPOB, UCMOb3YEMDbIX B
cocTaBe KOMaHA HacTponkum cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauyuu.
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CospaHue n BXOA4 B pexum pegaktmposaHuAa cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecauumu,
OCYLLECTBNAETCA NO KOMAHAE: mac access-list extended access-list. Hanpumep, ona cosgaHua
cnucka ACL nog HasBaHMem MESmac Heob6xoAMMO BbINOAHUTL CAeayoLne KOMaHabl:

console#

consolef#configure

console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabnuua 5.254 — OcHOBHble NapameTpbl, UCMOIb3YyeMble B KOMaHaax

Mapamemp 3HavyeHue Aelicmeue
permit [OevictBue paspewnTb Co3pgaeT paspelatouiee npasuno ¢uabTpaumm B cnmcke ACL.
deny [eWncteue 3anpeTnTb Co3pgaet 3anpewatowee npasmno puabtpaumm B cnucke ACL.
source Aapec oTnpasutens Onpepgenser MAC-agpec UCTOYHMKA NaKeTa.
source_wildcard Macka onpegensaeT 6utbl MAC-agpeca, KoTopbie HeobxoamMmo

WUrHOpMpOBaTb. B 3HauyeHUA WUrHopupyembiXx GUTOB AO/MKHbI
6bITb 3anucaHbl eAuHMUbBl. Hanpumep, WCNonb3ys Macky,

butoBas macka, MOHO onpeaennTb AnA npasuna GuabTpaLMM AMana3oHa
npumeHaemasa Kk MAC- MAC-agpecos. YTobbl A06aBUTL B NpaBuao GUAbTPaLUN Bce
afpecy UCTOYHMKA NaKeTa MAC-agpec HauynHawwmeca Ha 00:00:02:AA.XX.XX,

Heobxoanmo 3aaaTb 3HavyeHne macku 0.0.0.0.FF.FF, To ecTb,
COrNlaCHO AaHHOM Macke, nocsiegHue 32 6uta MAC-agpeca
6yayT He BaXKHbl A4/1A aHanu3a.

destination Aapec Ha3HavyeHua Onpegenser MAC-agpec HazHayeHuA nakeTa.

destination_wildcard Macka onpegensaeT 6utbl MAC-agpeca, KoTopble HeobxoamMmo
WUrHOpMpoBaTb. B 3HauyeHUA WUrHopupyembiXx BUTOB AO/MKHbI
6bITb 3anuncaHbl eanHMLbl. Macka MCMONb3yeTCA aHaNOrMYHO

macke source_wildcard.

buTtoBasa macka,
npumeHaemasa Kk MAC-
aZpecy Ha3HavyeHMA NakeTa

vlan_id [ranasoH 3HauYeHul MNoacetb VLAN ¢dunbTpyembix NaKETOB.
0-4095
cos [ranasoH 3HauYeHul Knacc obcnyxkusanusa (CoS) punbTpyembix NaKeToB.
0-7

cos_wildcard Macka onpegensetr 6utel CoS, KoTopble Heobxogumo
UrHopMpoBaTb. B 3HauyeHWA WrHOpPUpPyembiXx BUTOB AONXKHbI
ButoBas macka, 6bITb 3anNncaHbl eauHULBLI. Hanpumep, 4Tobbl MCNONbL30BaTb B
npumeHAeMas K Knaccy npasune ¢punbtpaumm CoS 6 n 7, Heobxoaumo B none CoS
ob6cnyxnsanua (CoS) yKa3aTb 3HayeHue 6, 1Mbo 7, a B Nosie Macku 3HayeHne 1 (7 B
dUNbTPYyEMbIX NaKeToB ABOMYHOM npeactaBneHnn — 111, 1 — 001, nonyyaetca, 4to

nocnegHuin 6ut, 6yaet UrHopuposatbea, To ecTb CoS mokeT
6bITb 60 110 (6), Nnbo 111 (7)).

eth_type [uranasoH 3Ha4YeHul Ethernet TMn duNbTPyemMbIX NaKeToB B LIECTHAALATEPUYHOM
0 — OXFFFF 3anucu.
disable-port BbikNtoyaeT MopT, C KOTOpOro Obll  MPUHAT  MakerT,
i YA0BNETBOPAIOLLMI YCIOBUAM KOMaHAbI 3anpeTa deny.
log-input Bkntouaer OTNPaBKy WHPOPMALMOHHLIX coobWweHnin B
OTtnpaBka coobLeHuni CUCTEMHDBIN  KYPHaN npuM  NOAYYEHUMU NaKeTa, KOTOPbIN
COOTBETCTBYET 3aMnucu.
time_name Nmsa npoduna OnpepenseT KOHPUrypaL MO BPEMEHHbIX MHTEPBA/IOB.

KoHbUrypauum time-range

3apaeT ncnoib3oBaHMe CnNucka WwabnoHOB Noab3oBaTens Ana
pacno3HaBaHMA naketos. [na Kaxporo cnucka ACL moxket
6bITb ONpeseneH CBOM CNUCOK WabioHOoB.
index MHpeKke npasuna B Tabnuue, 4emM MeHble MHAEKC — Tem
MHaekc npasuna
npuoputeTHee npasuno 1-2147483647

offset_list_name N
ffset_list_ MNob6aiToBoe cmellleHne oT

KNHOYEBOM TOYKM

Ona ebibopa Bcero guManasoHa napamerpos, Kpome dscp u ip-precedence ucnonbsyerca
V napameTp «any».
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MNocne Toro Kak xotA 6bl 0g4Ha 3anucb ao6asneHa B cnucoK ACL, nocnegHei No ymoa4aHuio
[obaensaetca 3anucb deny-any-any, KOTopasA 03HAauYaeT UrHOPUPOBaAHUE BCEX MAKETOB He
yaosnersopatowmx ychoeuam ACL.

Tabnuua 5.255 — KomaHapl, ucnosibayemble ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecauum

KomaHda

Aelicmeue

permit

{any|{source source-wildcard}
{any|destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range time_name] [index index]
[offset-list offset_list_name]

[obasnaer paspewatolwyio 3anucb o¢unbTpauuu. [akeTbl, OTBevalolwme
ycnosusam 3anucu, byayt o6pabatbiBaTbCi KOMMYTaTOPOM.

deny

{any|{source source-wildcard}

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[obasnseT 3anpelatowyto 3anucb ¢uabTpaumu. [lakeTbl, oTBevarowme
YCNOBUAM 3anucu, byayT 610KMpPoBaTbCA KOMMYTAaTOPOM. MPK UCNONB30BaAHUK
KntoyeBoro cnosa disable-port, ¢u3anyecknin nHTepderic, NPUHABLWINIA TaKon
naKkeT, byAeT BbIK/OYEH.

MpyM  MCNONb30BAHMM  KAOYEBOrO CNOBA
co0bLIEHME B CUCTEMHDIN KYpPHa.

log-input 6yneTr oTnpaBieHO

offset-list offset_list_ name { offset_base
offset mask value} ...

Co34aéT cnucok WwabioHOB Mnosb3oBaTena ¢ MmeHem name. Uma moxer
BK/ItOYaTb OT 1 A0 32 cMMBONOB.

B o4HOM KOMaHAe MOXEeT COAepMKaTbCA A0 TpuMHaAuaTM wWwabnoHoB, B
33aBUMCUMMOCTU OT BblIBpaHHOro perkmMma system mode, wabnoHOB, cocToALMX
U3 CNeayroLwmx napameTpos:
offset_base — 6a3oBoe cmelleHne. Bo3moXKHble 3HaYeHuA:

12 cMmelleHue oT Hadvana Ethrtype;

outer-tag  Hauano cmeleHusa ot STAG;

inner-tag Havano cmeweHma ot CTAG;

src-mac Havano cmeweHma ¢ MAC-agpeca UCTOUYHUKA;
dst-mac Hayano cmeuteHma ¢ MAC-agpeca HasHayeHus.

offset.offset — cmeweHune 6aiTa faHHbIX B Npeaenax naketa. basosoe
CMelLleHMe NPUHMMAETCA 3a HaYano oTcyeTa

mask — macka. B aHasM3e nakeTa NPMHUMAIOT yuacTie TONbKO Te paspagpbl
6aiTa, AN KOTOPbIX B COOTBETCBYOLWMX Pa3pALax Macku 3agaHa ‘1.

value — uckomoe 3HayeHue

no offset-list offset_list_name YaanaeT co3gaHHbI paHee CrnuCcok.

remove index index YaanseT co3gaHHyo paHee 3anucb

- index — uHaeKc npasuna

5.30.4 Hacmpoiika spemeHHbIx uHMepaeanoe «time-range» 0aa cnuckos docmyna
B AaHHOM pa3saene npnBogATCA KOMaHAbl HaCTpof;IKM BPEMEHHbIX UHTEPBANOB 4174 CNNCKOB ACL.

Co3faHMe M BXOL B PEXUM pedaKkTMpoBaHMA npoduaa KoHdurypauum «time-range»,
OCYLLECTBNAETCA MO KOMaHAe: time-range Hanpumep, ana cosgaHua npodpuna
BPEMEHHbIX MHTEPBaOB No4 HasBaHWeM http-allowed He06X04MMO BbINMOAHWUTL CleaytoLMe KOMaHAbI:

range name.

console#

console#configure

console (config) #time-range http-allowed
console (config-time-range) #

Tabnnuya 5.256 — KomaHab! pexkuma KoOHPUrypupoBaHMa BpeMeHHbIX UHTEPBaIoB

Mapamemp 3Ha4vyeHue Aelicmeue
absolute start hh:mm day month year hh:mm: (0..23):(0..5); YcTaHaBAuBaeT abcontoTHble BpeMa U 4aTy, Koraa CnmMcoK
day: (1..31); 0,0CTyna BCTynaeT B CUy.
no absolute start month: (Jan .. Dec); Ypaanaet orpaHuUyeHue no BpemeHun
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absolute end hh:mm day month year

year: (2000..2097)

no absolute end

YcTaHaBAnBaeT abCoNtoTHbIE BPEMA U AaTy 3aBeplueHus
[AeincTBnA cnucka goctyna.

YaanaeT orpaHuyeHne no BpemeHun. Ecam Bpemsa u gata
3aBepLIEHUN SENCTBUA CNMUCKA JOCTYNA He YCTAaHOB/IEHDI,
TO CNWUCOK AOCTYNa byaeT AeicTBoBaTb HeonpeaeneHHbIM

CPOK.

periodic day_of the_week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the week1
[day_of the week2...day_of the week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the_week1

[day_of the week2...day_of the week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,
Thursday, Friday,
Saturday, Sunday);
hh:mm: (0..23):(0..5)

YcTaHaBAMBAET BPemMA U AeHb Heenu, Koraa crnmncok
[0CTyna 6yaeT akTUBEH.

Ypanaer orpaHuUUyeHve no BpemMeHu.

5.31 KoHdurypuposaHue 3awutbl ot DoS-atak

JaHHbIA Knacc KomaHg, no3BosiAeT 6/10KMpoBaTb HEKOTOPbIE pPacnpoCTpPaHeHHble Kaaccbl DoS-

aTak.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

KomaHaHana cTpoka B pexkume rnobasbHOro KoHGUrypmMpoBaH1sa MMeeT BMA,:

console (config) #

Tabnunua 5.257 — KomaHAabl ANA HACTPOMKM 3aWwmTbl oT DoS-aTak

Mapamemp

3HaveHue

Aelicmeue

security-suite deny martian-
addresses {reserved|add
ip_address |remove ip_address }

3anpewaetr npoxoxaeHne ¢penmoB € HeZONyCTUMbIMU
(«mapcuaHckumm»)  IP-agpecammn  ncTouHuKka  (loopback,
broadcast, multicast).

security-suite dos protect
{add|remove} {stacheldraht|
invasor-trojan|
back-orifice-trojan}

3anpewaeT/paspewaer NPOxXoxaeHue OonpeseseHHbIX TUMOoB
TpadurKa, XxapaKTEPHbIX A8 BPeAOHOCHbIX MPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-NakeTbl C MOPTOM UCTOYHUKA
paBHbIM 16660;

- invasor-trojan — oT6pacbiBaeTr TCP-nakeTbl C nopTom
Ha3HayeHus paBHbIM 2140 1 NOPTOM UCTOYHMKA 1024;

- back-orifice-trojan — otbpacbiBaer UDP-nakeTbl ¢ nopTom
Ha3HayeHua 31337 n NOPTOM UCTOYHMKA paBHbiMm 1024.

security-suite enable
no security-suite enable

BK/ItoYaeT Knacc KOMaHg, security-suite.

OTKAlOYaeT Knacc KOMaHA security-suite.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnel nopmos.

KomaHZHan CTpoKa B perkume KoHOUTypupoBaHua nHtepdeiica Ethernet, rpynnbl NOpTOB MMEET BUA,:

console (config-if) #
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Tabnnuya 5.258— KomaHaa KoHOUrypupoBaHUs 3awmTbl oT DoS-atak ana nHtepdencos

KomaHda 3HaueHue Aeiicmeue
security-suite deny Co3paeT/ypasneT npaBuno, 3anpeliatoliee NPOXoXxAeHUe
{fragmented|icmp|syn} TpaduKa, COOTBETCTBYIOLLETO KPUTEPUAM.
{add|remove} {any| - fragmented — dparmeHTMpOBaHHbIE NAKETbI;
ip_address [mask]} - icmp — ICMP-Tpaduk;

- Syn — syn-nakeTbl;
- - ip_address — BanngHbIi IP-agpec;
- mask — macka B ¢popmare IP-agpeca nnm npedpukca.

no security-suite deny BoccTaHaB/IMBaAET 3HaUYEHME NO YMONYAHUIO
{fragmented|icmp|syn}
{add|remove} {any|
ip_address [mask]}

security-suite dos 3afaeT Nopor syn-3anpocoB Ha onpeaeneHHbi IP-agpec/ceTb,
syn-attack rate {any| Npu NPEeBbIEHUM KOTOPOro /uWHWE ¢pelmbl  byayT
ip_address [mask]} oTbpacbiBaTbCA.

rate: 5..1000 naketos | -ip_address — BanuaHbii IP-agpec;

B CEKyHay - mask — macka B ¢popmare IP-agpeca nam npedukca.

no security-suite dos BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO
syn-attack {any| ip_address
[mask]}

5.32 KauectBo 06cnyxuBaHua - QOS

Mo ymon4aHuMIo Ha BCEX NOPTax KOMMyTaTopa MCMOJIb3yeTcA OpraHM3auna ovepeamn NakeTos Nno
meTtoay FIFO: nepBsbiii npuwen — nepsbln ywén (First In — First Out). Bo Bpems MHTEHCUBHOW Nepeaayn
TpadmrKa NpM UCNONb30BAHUN AAHHOTO METOAA MOTYT BO3HUKHYTb NPO61eMbl, NOCKO/IbKY YCTPONCTBOM
WUrHOPMPYIOTCA BCe MaKeTbl, He Bowepwmne B bydep ouvepegn FIFO, M cooTBETCTBEHHO TepAtoTcA
6e3B03BpaTHO. PellaeT aaHHyO Npobnemy meToa, OpraHM3yOLWNIA ovyepean nNo NnpuopuTeTy Tpaduka.
MexaHmsam QOS (Quality of service — KauyecTBo 06cnyKMBaHWA), pPeann3oBaHHbIM B KOMMyTaTopax
MES3000, nossonseT opraHM30BaTb BOCEMb OYepeselt NpuopuTeTa NaketTos B 3aBUCMMOCTM OT TMMA
nepeaaBaemMbiX SAHHbIX.

O6cnyKuBaHue ouepeaei

AnropuTmMbl 06CAYKMBAHWUS ovepenein NO3BOAIOT NPEAOCTaBAATb Pa3Hbli ypoBeHb QOS TpaduKy
pasHbIX KnaccoB. Kaxkaasn oyepeab 3aHMMAETCA NAaKeTaMu ¢ onpeaesieHHbIM npuoputeTom. TpebyeTcs,
yTOObI BbICOKONPUOPUTETHBIN TpadMK 0bpabaTbiBancAa ¢ MUHUMANLHOW 3a4EPKKOM, HO NpU 3TOM He
3aHMMas BCIO MOJI0CY NPOMYCKaHUSA, U YTOObl TPAadUK KaXKAO0ro U3 OCTasIbHbIX TMNOB 06pabaTbiBascs B
COOTBETCTBUM C €70 MPUOPUTETOM. ITO PEAIM3YETCA NPU MOMOLLM MEXaHM3Ma «OTceYeHMs XBocTax (tail-
drop), UICNoNb30BaHWA BUPTYasIbHbIX NaKeTHbIX OydepoB M HACTPOIMKM pasMepoB ouepesei.

B KommyTaTope MMeeTcA HacTpOMKa Mo YMOJYaHUIO AN pasMepoB odyepedeit M nMapameTpos

BMPTYaNbHbIX NakeTHbIX bydepos. Mpyn HEOOXOLMMOCTU LAHHYIO HACTPOMKY MOMHO M3MEHWUTb Mpu
nomoLy mexaHn3ma «qos tail-drop profile».

5.32.1 Hacmpoiika QoS

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOro KoHOUrypmpoBaHmsa:

console (config) #
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Tabnnua 5.259 — KomaHgb! pexuma rnobasibHoro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOMYAHUKO

qos [basic | advanced PaspeluaeT KommyTaTopy ncnonb3osatb QoS.

[ports-trusted | - basic — 6a308BbIit pexxum QoS;

ports-not-trusted]] - advanced — paclIMpeHHbIN pexmMm KoHoUrypuposaHua QoS,
BK/IIOYAIOLLMIN NOSHBIN NepeyeHb KOMaHA HAacTpolrikn QoS;
- ports-trusted — B JaHHOM NOApPEKUME NaKeTbl HANPaBAAOTCA
B BbIXOZHYIO ouepesb Ha OCHOBaHWM NOJEN B 3TUX NaKeTax:

-/basic - ports-not-trusted — B paHHOM noapexMme BCE MAKETbI

no qos

HaMpaBAAKOTCA B HY/IEBYIO BbIXOAHYIO 04epeb N0 YMO/YaHUIO,
ANA OTNpaBKM B Apyrve odepeam TpebyeTca HasHayaTb Ha
BXOAHOW MHTepdenc cTpaterMio KnaccuouKkaumm TpaduKa
(policy-map).

YCTaHOBUTb MexaHM3M nepesayun gaHHbix FIFO.

V Hactpoiikun QOS npu 3Tom 6yayT yaaneHbl.

gos advanced-mode trust
{cos | dscp |cos-dscp}

no qos advanced-mode
trust

-/BbIK/IIOYEHO

YCTaHOBWUTb MeToA, A0BepuA Ha nopTax Npu paboTe B pexmme
pacwmpeHHoro KoHourypmposaHma QoS n nogpexunme ports-
trusted.

- €os — NopT AosepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt aosepset 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT posepseT oboum ypoBHAM, ogHako DSCP
nmeet npuoputeT Hag 802.1p.

YcTaHaBAMBaeT MeToz, No YMOHAHUIO.

gos statistics interface

no qos statistics interface

-/BbIK/IIOYEHO

BKAOUMUTB PEXKMM CTaTUCTUKM KnaccupuKaumm Tpaduka Ha
dusnyecknx nHTepdericax.

OTKNIOUNTD PeXMUN CTaTUCTUKN.

gos tail-drop profile
profile_id

no qos tail-drop profile
profile_id

profile_id: (1..4)

Co3gatb npodunb gos tail-drop.

Yaanute npodunb qos tail-drop.

class-map
class_map_name
[match-all| match-any]

no class-map
class_map_name

class_map_name: (1..32)
cumsonos/match-all

1. Co3paet cnucok Kputepues KnaccuduKkaumm Tpaduka.

2. BXOAWUT B peXuMm peaakTUpPOBAHMA CMUCKA KpuTepues

KnaccuduKkaumm TpaduKa.

- match-all — Bce KpuTepun gaHHOrO CNMUCKa AONXKHbI ObiTb

BbINO/IHEHbI;

- match-any — oavH, 10601 KpUTEPUIA JAHHOTO CNUCKA A0/KEH

6bITb BbINONHEH.

V B cnucke KputepueB MoKeT ObiTb O4HO WM ABa
npasuna. Ecnv npasuna gsa, u 06a OHU YKa3biBalOT Ha

pa3Hble tTMnbl ACL (IP, MAC), To Knaccudmkaumsa 6yaer

OCYLLECTBAATLCA NO NEPBOMY B CNUCKE BEPHOMY NpaBuy.

JeicTByeT TONbKO ANA pexxmuma gos advanced

YpanaeT cnucok Kputepumes knaccudukaumm Tpaduka.

policy-map
policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CMMBOJ/I0B

1. Co3paert cTpaternio knaccudurkaumm Tpaduka.
2. Bxogut B pexum pefakTMpoBaHua
Knaccuoukaummn Tpaduka.
V B opHOm HanpaB/ieHUMM NOAAEPKUBAETCA TOJbKO
opHa cTpaTterna Knaccudpukauumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnusaetr DSCP=0 pgna IP-
naketos u CoS=0 ana TerMpoBaHHbIX NAaKETOB.

CTpaTtermun

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

YpanseT npaBuao Kaaccudukaumm Tpaduka.

gos aggregate-policer
aggregate_policer_name
committed_rate_kbps

aggregate_policer_name:
(1..32) cumBona;

Onpepenser wWabnoH HacTpoeK, KOTOpbli  Mo3BoAseT
OrPaHMYUTL MOJOCY MPOMYCKAHMA KaHazla M B TO e Bpems
rapaHTUpOBaTb ONpeae/ieHHYI0 CKOPOCTb Nepeaayn SaHHbIX.
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excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_kbps:
(3..57982058);

committed_burst_byte:
(3000..19173960)

Mpu paboTe ¢ NOAOCOI NPONYCKAHUA UCMOb3YeTCA aNropUTM
MapKMPOBaHHOM «KOP3WHbI». 3ajayell anroputma sBAAeTcA
NPUHATUE PELIEHWA: nepeAatb NakeT WAW  OT6pOCUTL.
MapameTpamu anroputma fiBAAKTCA — CKOPOCTb NOCTYN/IeHUs
(CIR) mapKkepoB B «KOp3uHY» 1 06bEM (CBS) «KOpP3UHbI».

- committed-rate-kbps — cpeaHee 3HaYeHMe CKOPOCTU TpaduKa,
K6UT/c. [aHHAA CKOpOCTb rapaHTMpyeTcA MNpu nepegaye
nHbopmaumu;

- committed-burst-byte — pasmep caeprkuBatoLLero nopora B8
baiTax;

- drop — naker 6ypeT oOTOpOLIEH,
nepenosHuTCS;

- policed-dscp-transmit — npu nepenosHeHWU «KOP3UHbBI»
3HayeHue DSCP 6yaeT nepeonpeaeneHo.

KOorga «KOpP3WHa»

V Henb3a ypanutb wWabnoH HacTpoek, ecnu OH
ucnonb3yerca B cTpatermm policy map, nepepg
yAaneHvem cnepyeT yAanAuMTb HasHaueHue wabnoHa
cTpateruu: no police aggregate aggregate-policer-name

\ JeiicTByeT TONbKO ANA pexxuma gos advanced.

YpanseT wabnoH HacTPOeK peryiMpoBaHMA CKOPOCTH KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HaveHna CoS no

YMONYAHMIO A/1A oYepeaent:

CoS =0—ouepegp 3
CoS=1-ouepegp 1
CoS =2 —oyepenb 2
CoS =3 —ouyepeab 4
CoS =4 —ouepegb 5
CoS =5 —ouepegb 6
CoS = 6 —ouyepenb 7
CoS =7 —o4yepenb 8

Onpegensetr 3HaveHus CoS ana ouyepedent  uMcxogsLlero
TpaduKa.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BeC WCXOAAWMM OYepensM, MCMOJb3yemblii
mexaHusmom WRR (Weighted Round Robin — Becosoi
MeXaHW3M pacnpeaeneHunn Harpysku).

YcTaHaBAMBaeT 3HAYeHne Mo YMONYaHUIO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)

Mo ymonyaHuio, Bce
oyepeau obpabaTbiBatoTCA
no anroputmy «strict
priority».

3apaeT KO/IMYeCTBO NPUOPUTETHLIX ouepesen.
V Ana npuoputetHo ouepegu Bec WRR byger
MUrHOPUPOBATbCA.

Ecnu 3apaetca oranuHoe ot «0» 3HaueHue N, To ctapwue N
ouepepeit 6yayT npuoputeTHbiMu (He 6yayT yyacTBoBaThb B
WRR).

Mpumep:

0: BCe ouyepepu paBHOMNPaABHbI;

1: cemb mnagwunx ouepegeii yyactsyior B WRR, 8-aa He
yuyacreyer;

2: wecTb Maagwux ouepegeid ydacrsytor 8 WRR, 7,8 He
yuactsyloT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos wrr-queue threshold
gigabitethernet
queue_id
threshold_percentage

queue_id: (1..8);

threshold_percentage:
(0..100)/3HayeHune
NopOroBbIX HACTPOEK A/1A
oTbpacbiBaHuA
M36bITOYHOTO TpaduKa
pasHo 80%

YcTaHaBAMBaeT MOPOroBble 3HAYeHMs Aaa oTOpacbiBaHUA
M36bITOYHOrO TpaduKa ovepeam.
O6bem TpadpuKa B 3aBMCMMOCTU OT €ro npuopurtera
CpaBHMBAETCA C COOTBETCTBylOWMm noporom. Ecnm
nopor npesbileH, NaKeTbl C COOTBETCTBYIOLMM NPUOPUTETOM
cbpoca 6yayT oT6pacbiBaTbCA B TEYUEHWUE BCETrO BPEMEHU, NOKa
Nopor NpeBbiLlEeH.
DeiicTByeT TONbKO ANA pexxuma qos advanced.
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no gos wrr-queue
threshold gigabitethernet
queue_id

YcTaHaBAMBaeT 3HaYeHuA noporos No ymoa4aHuo

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIK/IIOYEHO

Bkntoyaer WRTD (Weighted Random Tail Drop) Becoso#
Me3aHW3M yAaNeHus NakeTos U3 ouepesei.

N3meHeHUs BCTYNAT B CUAY nocne nepe3arpysku
V yCTpOWCTBa.

Mocne nepesarpyskuM  ycTpoilcTBa  yAansioTcs
V HacTpoiiKM ouepepeli, B KOTOPbIX 6GblN HACTPOMKK Y-

sharing, a Takxke Bce HacTpoiiku port-limit. Takxke
3anpewatoTca HacTpokmM Y-sharing n HacTpoiiku port-limit.

Bbikntowaet WRTD.

gos map enable {cos-dscp
| dscp-cos}

no gos map enable {cos-
dscp | dscp-cos}

Mcnonb3oBaTb 3afaHHyl0 Tabavuy nepemapKupoBKM ANs
[OBepeHHbIX NOPTOB KOMMYTaTOpPaA.

He ncnonb3oBaTth TabanLy nepemapKMpoBKu.

gos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp_mark_down: (0..63)/
TabMua NOBTOPHOM
MapKMPOBKM ABASETCA
nycTol, TO eCTb 3Ha4YeHUs
DSCP ana Bcex BxoaAwmx
NaKeToB OCTaloTCA
HEeM3MeHHbIMU

3anonHset Tabauuy nepemapkupoBku DSCP. Ons Bxoaawwmx
nakeToB C YyKasaHHbIMM 3HayeHnamu DSCP 3apaeT Hosoe
3HayeHue DSCP.

- dscp_list — onpepenser go 8 3HaueHuit DSCP, 3HauyeHus
pasgenatoTca 3Hakom npobena.

- dscp_mark_down — onpegenser HoBoe 3HayeHue dscp.

V DeiictByeT TONbKO AnA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..8)
3HayeHMA No YMONYAHMIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegp 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME MexAay 3HaveHuamn DSCP
BXOAALLMX MAKETOB U OYEPESAMM.
- dscp_list — onpepenseT Ao 8 3HayeHuit DSCP, 3HauyeHus

Pa3fenArTca 3Hakom n po6ena .

YcTaHaBAMBaeT 3HAYeHUA Mo YyMON4YaHUIO

gos map dscp-dp dscp_list
to dp

no gos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/ BCe nakeTbl
UMetoT npuopuTeT cbpoca
dp=0

CTaBuT B COOTBETCTBME 3Ha4yeHUto DSCP npuopuTeT otbpoca
(4em Bblle YUCNOBOE 3HAYEHME NPUOPUTETA, TEM HUXKe
BEPOATHOCTb TOro, YTo nakeT Oyaer oTbpolleH; B nepsyto
ouepeab OTOPACLIBAOTCA MaKeTbl ¢ npuoputeTom cbpoca O,
3atem 1, 3atem 2)

- dscp_list — onpegenseT Ao 8 3HayeHuit DSCP, 3HauyeHus
pasgenaoTca 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.

gos map dscp-cos dscp_list 3anonHsetr Tabauuy nepemapkupoBknM DSCP. 3amenser
to cos dscp_list: (0..63); 3HaueHune DSCP Ha CoS.

no qos map dscp-cos cos: (0..7) BepHyTbCA K 3HaYEHUAM NO YMOSYAHMUIO.

[dscp_list]

gos map cos-dscp cos to 3anonHsetr Tabauuy nepemapkupoBkn  CoS. 3ameHser

dscp_list

dscp_list: (0..63);

3HauyeHue CoS Ha DSCP.

no qos map cos-dscp [cos] cos: (0.7) BepHyTbCA K 3HAYEHUAM MO YMOYAHMIO.
qos trust {cos | dscp} YcTaHaBAMBaeT peXMM [oBepus KommyTatopa B 6azosBom
pexume QoS (CoS nan DSCP).
-/cos - COS — YCTaHaB/AMBaET KaacCUUKaLMIO BXOAALLMX NAKETOB Mo

3HayeHunam CoS. [1nA HeTerMpoBaHHbIX NAKETOB MCMONb3yeTcs
3HayeHue CoS No yMoNYaHuio;
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no qos trust

- dscp —ycTaHaBAMBaET KNaccuduKaLmMio BXOAALLMX MAKETOB MO
3HayeHmnam DSCP.
/ [elicTBYyeT TONbKO AN pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHYAHMUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3sonsetr npuMeHUTb Tabauuy w3meHeHuit dscp K

COBOKYNHOCTU dscp-40BEPEHHbIX NOPTOB. Mcnonb3oBaHue

Tabnunupl U3MEHeHN No3BOAET Nepe3anucaTb 3HaYeHnA dscp

B IP-nakeTax Ha HOBble 3HaYeHuA.

V‘ MpumeHuTb Tabnuuy wusmeHeHuii DSCP BO3MOXKHO
TONbKO ANA  BxopaAwero Tpadpuka [oOBEPEHHbIX

nopTos.

[eicTByeT TONIbKO ANA pexuma qos basic.

OTmeHAeT UCnonb3oBaHMeE KapTbl N3MEHeHNUN dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)/kapTa
M3MEHEHUI ABNsAeTCA
NycTol, TO eCTb 3Ha4YeHUs
DSCP gna Bcex BXoaaLmx
naKeToB OCTatoTCA
HeM3MeHHbIMMK

3anonHseTt Tabauuy nepemapkupoBku DSCP. [Ona Bxoaawmx
NnakeToB C YKa3aHHbIMM 3HayeHnamu DSCP 3apaeT HoBble
3HayeHua DSCP.

- in-dscp — onpegensetr fo 8 3HaueHuit DSCP, 3HauyeHus
pasgenatoTca 3Hakom npobena.

- out-dscp — onpeaenset 4o 8 HoBbIX 3Ha4eHnt DSCP, 3HaueHus
V‘ pasgensatoTca 3Hakom npobena.

[elictByeT TONbKO ANA pexuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAuBaeT 3HaYeHUA NO YMOMYAHMUIO.

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1 .. 4094);
rate: (3 .. 57982058)
K6uT/C;
burst: (3000 .. 19173960)
6anT /128k6ant

YcTaHaBAMBaeT oOrpaHuyeHue
Tpaduka ana 3agaHHon VLAN.
- vlan_id — Homep VLAN:

- rate — cpefiHan ckopocTb Tpaduka (CIR), K6uT/c;

- burst — pasmep caeprkuBatowero nopora (orpaHuyeHune
CKOPOCTM) B HalTax.

CKOpPOCTM A/1f  BXOAALLErO

CHMMaeT orpaHuYeHne CKOPOCTH BXxogsaLLero Tpaduka.

KomaHObI pexcuma pedakmuposaHUs CNUCKA Kpumepues KaaccuguKkayuu mpaguKka

Bua, 3anpoca KOMaHAHOM CTPOKM peXxnMa pefakTMpPOBaHUA CNMCKa KpuTepues KnaccubuKaumm

Tpaduka:

console#configure

console (config) #class-map class-map-name

console (config-cmap) #

[match-all |match-any]

Tabnnuya 5.260 — KomaHab! pexkuma pegakTMpoBaHUA CNNCKA KpuTepues Knaccudumkaumm Tpadpuka

KomaHda

3HauyeHue

Aelicmeue

match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

no match access-group
acl_name

[JobasnaeT Kputepuii Knaccudukaumm Tpadpuka. Onpeaenser
npasuna ¢uabtpaumm Tpadmka no cnucky ACL ana
KnaccubuKaumu.

Vk JeicTByeT TONbKO ANA pexxuma gos advanced.

Ypansaet kputepuii Knaccubukaumm Tpaduka.

KomaHObI pexcuma pedakmuposaHUA cmpameauu Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHZAHOM CTPOKM peXrMMa PesakTMPOBaHUA CTpATerMmn Knaccuduraumm Tpaduka:

console#configure
console (config) #policy-map policy-map-name
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console (config-pmap) #

Tabnunua 5.261 - KomaHgbl pexxuma pegakTMpoBaHus cTpaternm knaccudukaumm tpaduka

KomaHda

3HayeHue

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:
(1..32) cumBonos

Onpepenset npasuao KnaccuduKkaumm tpaduka M BXOAUT B
pexnm KoHUrypupoBaHua npasuaa knaccudukaumm — policy-
map class.
- acl_name — onpepenset npasuna ¢unbTpauumn TpaduKka no
cnucky ACL ana Knaccuédukauuu. lNpu co3gaHuMM HOBOro
npaBuaa KnaccuomKaumm, OnNuUMOHaNbHLIN NapameTp access-
group obasaTteneH.
[na Toro utobbl UCNONb30BaTb HACTPOMKKU CTpaTeruu
policy-map gna uHtepdeiica, ucnonb3lyiite KomaHay
service-policy B pexxume KoHdpurypauum nHrepoeiica.
V DeiicTByeT TONbKO AnA pexxnuma qos advanced.

Ypanaetr npasuno Knaccuoukauum Tpaduka class-map wu3
ctpateruu policy-map.

KomaHObI pexcuma KOHuU2ypupo8aHus npasuaa Kaaccugukayuu

BuA 3anpoca KoOMaHAHOM CTPOKM pexnma KoHOUIypupoBaHMA NpasBuia KnaccuduKkaumm:

console#configure

console (config) #policy-map policy-map-name

console (config-pmap) #class class-map-name

console (config-pmap-c) #

[access-group acl- name]

Tabauua 5.262 — KomaHabl pexxuma KoHOUryprMpoBaHMaA Npasuaa Knaccudurkaumm

KomaHda

3HayeHue

Aeiicmeue

trust [cos | dscp | cos-dscp]

no trust

-/pexum gosepus He
yCcTaHoB/EeH

Onpepensaetr pexum [0Bepua K onpegeneHHoMy Tuny
Tpadumka. JaHHOM KOMaHAoM BblbMpaeTca 3Ha4YeHMe, KoTopoe
QoS byaeT Mcnonb3oBaThb B KayecTse BHyTpeHHero DSCP.

- €0s — B KavecTBe BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KayectBe BHyTpeHHero DSCP wcnonb3yetca DSCP
BXOAALLMX MNAKETOB (3HaYeHMEe N0 YMONYAHUIO);

- cos-dscp — B KayecTBe BHyTpeHHero DSCP ncnonbsyetca DSCP

V BXOAALLMX NaKeToB, ecnn 370 IP-nakeTobl, nHayve CoS.

DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

set

{dscp new_dscp |
queue queue_id |
cos new_cos | vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaAET HOBble 3HaYeHuA ana IP-nakera.
/| KomaHpa set ssnserca B3aMMOMCKAIOUYalowen ¢
KOoMaHpAoi trust ana oaHOM U Toi XKe cTpaTerum policy-

map.
V Crparerum policy-map, ucnonbsyiowme KomaHabl set,
trust wam  umeowmin  Knaccudpukauuwo  ACL,

V Ha3HauyaloTCA TO/bKO ANA UCXOAALMNX MHTepdeiicoB.
DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanaet HoBble 3HaYeHUA gna IP-nakeTa.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

committed_rate:
(3..12582912) k6buT/c;

committed_burst:
(3000..19173960) 6aiit

M03BONSAET OrPaHUYUTL NOAOCY NPOMNYCKAHUA KaHana U B TO e
BpeMS rapaHTMpOBaTb OMpeAeseHHY CKOPOCTb nepeaayu
OaHHbIX.

Mpu paboTe ¢ N0J0OCOIN NPOMNYCKaHUA UCMOb3YETCA aiIroPUTM
MapKUPOBAHHOM «KOP3MHbI». 3agadyelt anroputma sasaserca
NPUHATME pelleHWA: nepedaTb MaKeT WAM  OTBPOCUTL.
MapameTpamu anroputma sABAAOTCA — CKOPOCTb MOCTYNAeHUA
(CIR) mapKepoB B «KOp3uHY» 1 06BEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpepHee 3HauyeHMEe CKOPOCTU
TpaduKa, K6UT/c. [laHHas CKOpOCTb rapaHTUpyeTcs npu
nepeaaye nHoopmaumm;
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no police

- committed_burst_byte — pazmep caepXKuUBatoLLErO Nopora B
bainTax;

- drop — nakeT 6ygetr oOTOpoOWeEH, Korga «Kop3uHa»
nepenosHUTCS;

- policed-dscp-transmit — npu nepenonHeHun
3HayeHue DSCP 6yaeT nepeonpeaeneHo.

V [eicTByeT TONIbKO ANA pexuma qos advanced.

«KOP3WHbDI»,

OTKAOYaET perynpoBaHme CKOPoCTU KaHana.

police agregate

aggregate_policer_name

aggregate_policer_name:
(1..32) cumBonos

no police agregate

aggregate_policer_name

HasHauaeT npasuny Knaccudukaumm Tpaduka wabnoH
HAcTPOEK,  KOTOPbIA  MO3BO/IAIET  OrpaHWUUTL  MOJIOCY
NPOMyCKaHWA KaHafa M B TO K€ Bpema rapaHTMpoBaTb
onpeseneHHyo CKOPOCTb Nepesayn AaHHbIX.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

Ypanaet wabnoH HaCTPOeK peryaMpoBaHus CKOPOCTW KaHana
13 Npasuia Knaccudurkaumm Tpaduka.

KomaHObI pexcuma KoHgu2ypuposaHUsa npogung qos tail-drop

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua npoduns qos tail-drop:

console#configure
console (config) #qos tail-drop profile profile id
console (config-tdprofile) #

Tabnuua 5.263 - KomaHabl pexkmma KoHpurypmuposaHusa npoduaa qos tail-drop

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..900)/64

3afaTb pasmep NakeTHOro pasAensemoro nyna Ans nopra.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

[without-sharing |
with-sharing]

queue queue_id [limit limit]

no queue queue_id

limit: (0..900)/64;
queue_id: (1..8)

MN3meHWTb Napamepbl ouepesm:

- queue_id — Homep odepeau;

- limit — KoNM4YecTBO NaKeToB B oYepeau;

- without-sharing —3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewunTtb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgetica Ethernet, 2pynnsi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKMU pexKuma KoHoUrypuposaHusa uHTepodelica Ethernet, rpynnbi

nopTOoB:

console (config-if) #

Tabnnua 5.264 — KomaHgb! pexkuma KoHpurypuposaHua nntepdeiica Ethernet, rpynnbl noptos

KomaHda

3HauyeHue

Aelicmeue

service-policy input
policy_map_name

policy_map_name:
(1..32) cumsonos

no service-policy input

HasHavaeT nHtepdelicy ctpaternio knaccudpuraumm Tpadmka.

V B ogHOM HanpasneHuu uHtepdeiicom
noaAepXuBaeTcsa TO/IbKO OAHa cTpaTerns
Knaccudpukauum tpadpumka.

V | [eiicTBYeT TONbKO ANA pexuma qos advanced.

Ypanaet ctpaTteruio Knaccupukaumm tpaduka ¢ uHtepdeliica.

traffic-shape
committed_rate
[committed_burst]

committed_rate:
(36..1000000) K6u1T/C

YcTaHaBAMBaeT OrpaHUYEHUEe CKOPOCTU AN UCXOAALLEro
TpaduKa yepes nHTepoeic.
- committed_rate — cpefHas CKOPOCTb TpaduKa, K6UT/c;
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committed_burst:
(4096..16769020) 6aiit

no traffic-shape

- committed_burst — pa3mep CAEPKMBAIOLLErO
(orpaHuyeHune ckopocTtu) B baiTax.

nopora

CHMMaeT orpaHuYeHne CKOpPOCTM uUcxoaAallero Tpaduka yepes
MHTepodenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

committed_rate:
(36..1000000) K6uT/C

committed_burst:
(4096..16769020) 6aiit

no traffic-shape queue

queue_id queue_id: (0-8)

YcTaHaB/MBaeT OrpaHUYeHWe CKOpocTM  TpaduKa
MHTepdec aNsa cxoaalleln ouepeam.

- committed_rate — cpefiHAs CKOPOCTb TpaduKa, K6UT/C;
- committed_burst — pa3mep cAepKuUBatoLLErO

(orpaHunueHne ckopocTn) B HaliTax.

yepes

nopora

CHMMAeT orpaHuMYeHue cKopocTn TpaduKa yepes uHTepdelic
ONA UcxopAlLen ovepeau.

gos trust [cos | dscp | cos-
dscp]

-/BKAOYEHO

no qos trust

BKntoyaeT 6a30BbIi MeXaHWU3M (OS ANA HTepdeiica.

- COS — nopT goBepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepset 3HadeHnto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT JosepseT oboum ypoBHAM, ogHako DSCP
nmeetT npuoputet Hag 802.1p.

V JeiicTBYyeT TONbKO ANA pexuma qos basic.

BbikntoyaeT 6a30BbIN MexaHU3M qos A/1a nHTepdeiica.

rate-limit rate [burst] rate: (3 .. 10000000)
KbuT/C
burst: (3000 ..
19173960) 6aiT

/128k6ainT

no rate-limit

YcTaHaB/MBaeT orpaHuuyeHune
Tpaduka.
[aHHaa KomaHAa AOCTYNHA TONbKO B pexume
KoH¢UrypuposaHus uutepdeiica Ethernet.

CKOpPOCTM A4/ BXOZAALLEro

CHUMaeT orpaHMYeHne CKOpPoCTH BXoaALLEero Tpaduka.

gos tail-drop profile profile_id
no qos tail-drop profile

profile_id: (1..4)/-

Mcnonb3oBaTh 3agaHHbIN Npoduab Ha nHTepdelice.

3HayeHne nNo ymosiyaHumio.

qos cos
default_cos

default_cos: (0..7)/0

Nno qos cos

YcTaHaBaAuBaeT 3HadeHne CoS no ymonyaHuto ana nopta (CosS,
NPUMeHAEeMbI  ANA  BCEro  HeTermpoBaHHOro  Tpadwka,
npoxoaAlLero Yyepes nHtepdeiic)
[JaHHaa KomaHAa [AOCTYMHa TONbKO B peXume
KoHdurypupoBaHus nHtepdeiica Ethernet.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Vian

BunAa 3anpoca KoMaHAHOWN CTPOKM pexxmnma KoHdUrypmpoBaHusa nHtepderica Vian:

console (config-if) #

Tabnunua 5.265 - KomaHab! pexkuma KoHPUrypuposaHma nHtepdeiica Vlan

KomaHda 3HavyeHue Aelicmeue
0Os cos egress cos YcTaHaBAMBaeT 3HaYeHne napameTpa nonsa npuoputeta 802.1p
cos: (0..7)/0 ONA UCXOAALLErO TerMpPOBaHHOTO TpaduKa.
NO Os COos egress YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.266 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

show qos

MokasbiBaeT pexmm QOS HacTpPOeHHbIM Ha ycTpolicTee. B
6a30BOM peXKMME MOKa3blBaeT «A0BEPEHHbIN» pexuMm (trust
mode).
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show class-map
[class_map_name]

class_map_name: (1..32)
CMMBOJI0B

MoKa3bIBaeT CNMUCKM KpuTepmes knaccubukauum tpaduka.
/) DevicteyeT TonbKo AnA pexkuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name: (1..32)
CMMBO/I0B

MokasbiBaeT NpaBuaa KnaccuduKkaumm Tpaduka.
/| DeiictByet ToNbKO ANA pekuma qos advanced.

show qos aggregate-
policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBonos

MOKa3biBaeT HACTPOMKWU CpegHeit CKOPOCTM, M OrpaHuYeHus
NoAoCbl NPOMYCKaHMA ANA NPAaBUA KnaccuduKaumm Tpaduka.
/! DeiicteyeT TONbKO ANA pexxuma qos advanced.

show qos interface [buffers
| queueing | policers |
shapers | rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..24);
vlan_id: (1..4094)

MokasbiaeT QoS-napameTpbl ANA MHTepdeiica.

-vlan_id —Homep VLAN;

- gi_port — Homep uHTepdelicos Gigabit Ethernet;

- fa_port — Homep nHTepdelicos Fast Ethernet;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoiiku bydepa ans ouepeseit MHTepdeiica;

- queueing — anropuTm obpaboTkm ouepegeit (WRR mam EF),
Bec gna WRR ouepegaelt, Knaccbl 06CnyKnaHua ans odepenem
n npuoputet ana EF;

- policers — ckoH®UrypMpoBaHHble cTpaTerMm Knaccudukaumm
Tpaduka gna nHtepdelica;

- shapers — orpaHu1yeHune ckopocT Ans ncxogaliero Tpaduka;
- rate-limit — orpaHuyeHue ckopocTu anA BxogaLLero Tpaduka.

show gos map
[dscp-queue | dscp-dp |
policed-dscp |
dscp-mutation | dscp-cos]

MoKa3biBaeT MHOOPMALMIO O 3ameHe nNojfel B NakeTax,
ncnonbsyemoix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepeseir;

- dscp-dp — Tabanua cootsetcTBua metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabamua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHma DSCP-to-DSCP;

- dscp-cos — Tabanua cootseTcTBUA MeTok DSCP 1 3HayeHus
CoS.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

MpocmoTp tail-drop uHPopmauum no KOHKpeTHomy nopTy
(Bcem noptam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHPOpPMaLUKM NO KOHKPETHOMY YCTPOMCTBY
B cTeKe ([loCTynHO TONbKO B pexnme CTeka).

[pumepbl 8bINOAHEHUS KOMAHO.

= Brkawountb perkum QoS advanced. Pacnpegennts Tpadumk no ovepeaam, naketol ¢ DSCP 12 8
nepsyto o4vepeab, naketol ¢ DSCP 16 Bo BTOpyt0. BocbMas ouvepegb — MpUOPUTETHaA.
Co3paTb cTpaTernto Knaccudpukaumm tpaduka no cnucky ACL, paspewatowemy nepegady
TCP-naketoB ¢ DSCP 12 v 16 u OrpaHMYMBaloLLyO CKOPOCTb — CpeaHAa ckopocTb 1000
Kéut/c, nopor orpaHudeHna 200000 6aiT. Mcnonb3oBaTb [AaHHYH CTpaTerMio Ha
nHTepoelicax Ethernet 14 n 16.

console#

console#configure

console (config) #ip access-list tcp ena

console (config-ip-al) #permit tcp any any dscp 12
console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #exit

console (config) #qos advanced

console (config) #qos map dscp-queue 12 to I

console (config) #gos map dscp-queue 16 to 2

console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic

console (config-pmap) #class classl access-group tcp ena
console (config-pmap-c) #police 1000 200000 exceed-action drop
console (config-pmap-c) #exit
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console
console
console
console
console
console

config-pmap) #fexit

config) #interface gigabitethernet 1/0/14
config-if) #service-policy input traffic
config-if) #exit

config) #interface gigabitethernet 1/0/16
config-if) #service-policy input traffic

console
console

o~ o~~~

config-if) #fexit
config) #

5.32.2 Cmamucmuka QoS

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoro KoHGUryprupoBaHus:

console (config) #

Tabnnuya 5.267 — KomaHgbl pexxnuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

gos statistics
aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CUMBOOB/BLIKNIOYEHO

Aelicmeue
Bkntoyaer  QOS-CTaTUCTUKY MO OrPaHMYEHUIO  MONOC
nponyckaHua.
OTkntovaer  QOS-CTAaTUCTMKY NO  OFpaHMYEHUID  Mosoc
nponyckaHua.

gos statistics queues set
{queue | all}{ dp | all}

{ gigabitethernet gi_port
I

tengigabitethernet
te_port | all}

no qos statistics queues
set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..24);
te_port:(1..8/0/1..4);
3HayYeHne No ymonyaHumio:
set 1: Bce npuopuTeThl, BCE
o4yepeam, BbICOKMM
npuopwuTeT cbpoca.
set 2: Bce NpuopuTETHI, BCE
oyepeam, HU3KUM
npuopuTet cbpoca.

BkntouaeT QoS -CTaTUCTMKY ANA BbIXOAHbIX O4epesei.

- set — onpefenset Habop CYETYNKOB;
- dp — onpegenset npuopuTeT cbpoca.

OTKAtoYaeT QOS-CTaTUCTMKY ANA BbIXOAHbIX ouyepeaei.

KomaHObI pexcuma KoHguaypuposaHua uHmepgetica Ethernet, 2pynnsi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKMU pexKuma KOoHoUrypuposaHusa uHtepoelica Ethernet, rpynnbi

NnopTOB:

console (config-if) #

Tabnunua 5.268 — KomaHabl pexknma KoHbUrypmposaHusa nHtepdeica Ethernet.

KomaHoa

3HauyeHue

Aelicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name:
(1..32) cumBonos/cbop
QOS-CTaTUCTUKM BbIKIOYEH

BKkntouaeT cbop QOS-cTaTUCTUKM Ha MHTepdeiice.

- policy-map_name — cTpaterns knaccudpurkaumm Tpaduka;

- class_map_name — cnucok Kputepues KnaccuduKaumm
TpadukKa.

OTKntoyaeT cbop QOS-CTaTUCTUKM Ha UHTepdeiice.
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KomaHObi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.269 — KomaHapl pexknuma EXEC.

KomaHoa Aelicmeue
clear qos statistics OumuiaeT ctaTncTnky QOS.
show qos statistics MoKa3biBaeT cTaTUCTMKY QOS.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKasaTb CBOAHYI0O MHGOPMALMIO O COCTOAHMM, HACTPOWKe M cTaTucTuKe Ethernet-nopta
(pexkum oTobparkeHUa CTaTUCTUKM KNaccudUuKaLmmn Tpadmka)

consolef#show interfaces GigabitEthernet 1/0/1

gigabitethernet 1/0/1 is down (not connected)
Interface index is 49
Hardware is gigabitethernet, MAC address is a8:£9:4b:85:42:cl
Interface MTU is 1500
Port is down
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received

0 broadcasts, 0 multicasts

0 input errors, 0 FCS, 0 alignment

0 oversize, 0 internal MAC

0 pause frames received

0 packets output, 0 bytes sent

0 broadcasts, 0 multicasts

0 output errors, 0 collisions

0 excessive collisions, 0 late collisions

0 pause frames transmitted

0 symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: passed/dropped)

1: 14/20

2: 0/20

3: 0/20

4: 0/20

5: 0/20

6: 0/20

7: 0/20

8: 0/20

— passed - CYeTUYMK NepesaHHbIX MAKeTOB
— dropped — KonnyectBo oTOPOLLEHHbIX NAKETO
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5.33 KoHdurypauma npoToKoN0B MmapLupyTU3aLmm

5.33.1 KoHghuecypayus cmamuyeckoii mapwpymusayuu

CTaTnyecKkaa MapLupyTM3aLmsa — BUA, MapLpyTM3aLmMu, Npyu KOTOPOM MapLIpyTbl YKa3blBaloTCcA B
ABHOM BMAe Npu KOHOUTypauunm mapuwpyTusatopa. Bca mappytmsauma npy aTom npoucxoaut 6es
y4acTus Kaknx-1mbo NpoTOKO/I0B MapLIpyTU3aLmK.

KomaHObI pexcuma 2106a716H020 KOHU2YypUpPoB8aHuUs

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabanuya 5.270 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HavyeHue Aelicmeue
ip route prefix {mask | Co3paeT CTaTMYeCKMIA MapLlpyT.
prefix_length} gateway [metric - prefix — ceTb Ha3HayeHuA (Hanpumep 172.16.0.0);
distance] [reject] - mask — macka cetu (B dopmarte [ECATUYHOW CUCTEMBI
ncumcneHusa);

- prefix_length — npeduKc macku ceTm (KONMYeCTBO eauHuL, B
macke — 0..32);

- gateway — W03 ANA JOCTYNa K CETU Ha3HAYeHUs;

- distance — Bec mapLupyTa;

- reject — 3anpeLLaeT MapLPyTM3aLMIO K CETU Ha3HaYeHna yepes

distance: (1..255)/1

BCE LLJO3bI.
no ip route prefix {mask | Ypanaer crtaTuyeckuii MapLupyT.
prefix_length} [gateway]
ipv6 route ipv6_prefix/len Co3paeTt cTaTnyeckuit IPv6-mapLupyr.
gateway [metric distance] - ipv6_prefix/len — npeduKc ceTn HasHaveHus;
- gateway — W03 ANA AOCTYNA K CETU HazHaYeHus;
- distance — Bec mapLupyTa.
distance: (1..65535)/1 MoapeprKusaerca TONbKO MapLUpPYyTU3aLUA NAKeTOoB.,
dopmupyembix camum KommyTaTopom (TpaduKa c
CPU).
no ipv6 route ipv6_prefix/len Ypanset ctatuyeckun IPvb mapipyT
[gateway]
ip proxy-arp BkntouaeT pexkmm npokcmnposaHma ARP-3anpocos
- -/BbIK/IIOYEHO
no ip proxy-arp OTKAloYaeT pexxmm npokcnposaHua ARP-3anpocos

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.271 — KomaHab! pexkuma EXEC

KomaHoa Aelicmeue
show ip route MokasbiBaeT TabanLy MapLIPyTU3aLMK, YAOBNETBOPAIOLLYIO 3aaHHBIM KPUTEPUAM.
[connected | static | {address — connected — NOAKNOYEHHbIV MAPLUPYT, TO €CTb MAPLLPYT, B3ATbIIA C HENOCPEACTBEHHO
ip_address NOAKNOYEHHOTO U GYHKLIMOHUPYIOLWErO UHTepdelica;
[mask | prefix_length] — static — cTaTyeckuit mappyT, NPONUCaHHbIN B Tabanue MapLipyTM3aumun.
[longer-prefixes]}]
sh ipv6 route MokasaTb Tabanuy mapwpyTtmsaumm IPve.
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[pumep 8b1M10AHEHUS KOMAHObI

= [loKas3aTb Tabanuy MapwpyTU3aLmm:

consolef#show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnua 5.272— OnucaHue pesynbTaTa BbINOJAHEHUA KOMaHAbI

lMone OnucaHue

MoKa3blBaeT NPOUCXOXKAEHME MapLUpyTa:

C — Connected (MapLipyT B3AT U3 HENOCPEACTBEHHO NOAKNHOYEHHOIO U
dYHKUMOHMpYlowero nHTepdelica),

S — Static (cTaTMyecKuMit MapLwpyT, NPONUCaHHbIM B Tabanue MapwpyTusaumm).

10.9.1.0/24 Appec ceTu.

MepBoe 3HaYeHWe B CKOBKax — aflMMHUCTPATUBHAA AUCTaHLMA (CTeneHb foBepus
[5/2] MapLIpyTM3aTopy, YeM YMCIIO BbillEe, TEM MeHbLUE AOBEPUE K UCTOHHUKY), BTOPOE
YMCO — METPUKA MapLUpyTa.

OnpegenseT IP-agpec cneayowero MapLpyTMsaTopa, Yepes KOTopblit NpoxoamuT

via 10.0.1.2

MapLUpyT [0 CETU.
00:39:08 OnpegenseT Bpema nocnefHero obHoBMEeHWUA MapLLIPyTa (Yacbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpeaenset uHTepdENc, Yyepes KOToPbI NPOXOAUT MapLLPYT A0 CeTH.

5.33.2 Hacmpolika npomokKona RIP

Mpotokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHWI MNPOTOKOJ, KOTOPbIN
Nno3Bo/IAeT MapLpyTU3aTopam AMHAMUYECKU OBHOBAATb MapLLpyTHYO MHPOpPMaLMIO, NoayYan ee oT
COCeHMX MapLpyTM3aToOpoB. 3TO OYeHb NPOCTON MPOTOKOJ, OCHOBAHHbIA Ha MNPUMEHEHUU
OMCTAHUMOHHOIO BEeKTopa Mapuwpytusaumu. Kak — AWCTaHUMOHHO-BEKTOPHbIM  npoTokon, RIP
nepuoamYeckn NocbliaeT OOGHOBNEHNA MEXKAY coceaaMMU, CTPOA, TaKMM 06pa3om, Tonosioruio cetu. B
Karkaom o6HOBMeHUMM nepefaeTca WMHPOPMAUMA O AMCTAHUMW [0 BCEX CeTeil Ha coceaHwui
mapuwpyTtmsatop. KommytaTop noagepknsaet npotokon RIP sepcum 2.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.273 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue no ”
KomaHda Aeilicmeue
YMOAYAHUIO
router rip Bxog, B pexxum KoHourypaumm npoTtokoa RIP.
no router rip YaaneHue rnobanbHoli KoHdUrypauumn npotokona RIP.
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KomaHObI pexcuma KoHgu2ypuposaHUa npomokKosaa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 5.274 - KomaHgb! pexxuma KoHPuUrypmuposaHua npotokona RIP

no network ip_add

ip_add: (A.B.C.D)

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
default-metric [ metric ] YcTaHaBAMBAEeT 3HAyeHMe METPUKM, C KoTopon byayt
aHOHCMPOBATLCA MapLpyTbl, nonyyeHHble Apyrumm
metric: (1..15)/1 NpoTOKO/laMn MapLpyTmM3aumm. bes napametpa
yCTaHaB/IMBAET 3HAYEHME MO YMOIYAHUIO.
no default-metric YcTaHaBAMBaEeT 3HaYEHME NO YMONYAHUIO.
network ip_add YctaHasnmBaeT IP-agpec wHTepdeiica, KoTopbid byaet

Yy4acTBOBaTb B MPOLLECCE MAPLLPYTU3ALMN.

Ypanset IP-agpec nHtepdelica, Kotopblvi byaeT yyacTsosaTh B
npoLecce MapLipyTM3aLmm.

redistribute static
[ metric transparent ]

no redistribute static
[ metric transparent ]

PaspeliaeT aHOHCMpPOBaHME CTAaTMUYECKMX MapLUpPYTOB yepes
RIP.

- 6e3 MmapameTpoB — O3HayaeT, YTo OyAeT MCNosb30BaTbCA
default-metric npu aHOHCMPOBaHMM MapLLPYTOB;

- metric transparent — o3HayaeT, YTo 6yLeT MCMNO/b30BaTbCA
MEeTPUKA U3 TabaunLbl MapLLpyTU3aLuu.

3anpelaeT aHOHCMpPOBaHWE CTaTUYECKUX MapLUpYyTOB 4epes
RIP.

- metric transparent — 3anpelaet UCN0/b30BaTb METPUKY U3
Tabanupl mapLupyTUsaumum.

shutdown

no shutdown

-/enabled

BbIkntoyaloT npouecc mapLpytusauum no npotokoay RIP.

BkntoyatoT npouecc maplipytusaumum no npotokony RIP.

clear statistics

OuncTka cyeTunkoB RIP cTaTUCTMKKM gna Bcex UHTepdeincos u
cocenen.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepaelica ip

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 5.275 - KomaHagb! pexxuma KoHPUrypuposaHua nHtepdelica ip

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip rip shutdown

BkatoualoT npouecc mapupytusaumm no npotokony RIP Ha
JaHHOM nHTepodeiice.

no ip rip passive-interface

— -/BKAKOYEHO
no ip rip shutdown BbIKNtOYaloT npouecc mapwpytmsaunm no npotokony RIP Ha
AaHHOM nHTepdelice.
ip rip passive-interface BbikntoyaeT oTnpaBKy OOHOBNEHMIA Ha UHTepdelice.
-/BKNIOYEHO

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obaBnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip rip default-route originate
metric

metric: (1..15)/

YcTaHaBaMBaeT  METPUKY A1 MapupyTa No YMONYaHMUIO
TpaHcaupyemoro yepes RIP.

no ip rip authentication mode

-/BbIK/IIOYEHO

no ip rip default-route BbIKNHOYEHO YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.

originate

ip rip authentication mode BKkntouaeT ayteHTUOMKaumio B RIP U onpegenset ee Tvn:
{text | md5} - text — ayTeHTUPUKALMA OTKPbITbIM TEKCTOM;

- md>5 — ayTeHTUdMKaymm MDS.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip rip authentication key-chain
key_chain

key_chain: (1..32)
CYMBO/I0B

OnpegaenseT Habop KAtoYel, KOTOPbIN MOMKET UCMO/1b30BaTLCA
Ana ayteHTMduKaLmm.
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no ip rip authentication key- YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
chain
ip rip authentication-key OnpegenseT KAy 41a ayTeHTUOMKaALMM OTKPbITbIM TEKCTOM.
clear_text: (1..16)
clear_text
— — CMMBOJI0OB
no ip rip authentication-key YcTaHaBAWBaeT 3HaYeHMe MO YMONYAHMIO.
ip rip distribute-list ac/_name YcTaHaBAuBaeT cTaHAaptHein IP ACL  ana  dwunbTpauum
acl_name: (1..32)
- QHOHCUPYEMbIX MapLLPYTOB.
— - CUMBOJI0B
no ip rip distribute-list YcTaHaBAMBaAET 3HaYeHMeE MO YMONYAHMUIO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 5.276- KomaHabl pexkmma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
i MpocmoTp nHpopmaumm o RIP mapwpytmsaumm:
show ip rip gatabasz - v(led:)o NL\j'a ns o Hacrpoﬁpxéx RII;I"
[database | statistics | - . pmay P !
- statistics — cTaTucTUUeCcKMe AaHHbIE;
peers]

- peers — MHGOPMALMA YHaCTHUKA CETU.

[pumepbl UC016308AHUS KOMAHO

= Bknatountb npoTtokon RIP ans noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1),
n ayteHTMdMKaumio MD5 yepes Habop Kntouelt mykeys:

console#

consolefconfigure

console (config) #router rip

console (config-rip) #network 172.16.23.1

console (config-rip) #interface ip 172.16.23.1

console (config-if) #ip rip authentication mode md5

console (config-if) #ip rip authentication key-chain mykeys

5.33.3 Hacmpolika npomokona OSPF

OSPF (Open Shortest Path First) — NpOTOKO/ AMHAMMYECKOM MapLIpPyTM3aLMM, OCHOBAHHbIN Ha
TEXHO/IOTMK  OTC/IeXKUBaAHMA cocToAHMA KaHana (link-state technology) u wucnonbsyowmn gns
HaxoXAeHus KpaTyainwero nytu Anroputm [erikctpbl. MpoTtokon OSPF npeacTtaBaseT coboii NpoToKon
BHyTpeHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHAeT uHopMaLUUIo O AOCTYMHbIX MapLUpyTax
MeXKAy MaplLLpyTU3aTopamm OHON aBTOHOMHOM CUCTEMBI.

! OSPF He noagaepX1BaeTca B peXXxume CTEKUPOBaAHUA.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOro KoHGUrypnposaHusa:

console (config) #
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Tabnnua 5.277 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue no

rfc1583

KomaHoa Aelicmeue
YMOAYAHUIO
router ospf enable BkntoyaeT mapwpyTtusauymio no npotokony OSPF.
no router ospf enable i BbikntovaeT mapLpyTmsaumio no npotokony OSPF.
router ospf redistribute Pa3pewaet aHOHCHpoBaHMe MapLipyToB Yepe3 OSPF:
{ connected, rip, static } - connected — ceTell, 06bABNEHHbIX HA KOMMYTATOpPE;
- rip — MapLpyTOB, NONYYEHHbIX Yepes npoTokon RIP;
) - static — cTaTMyeckmMx mappyTos.
no router ospf redistribute
{ connected, rip, static } YcTaHaBAMBAET 3HAYEHUE NO YMOIYAHWIO.
router ospf compatible rfc1583 BkntoyaeT coBmectumocTb ¢ RFC 1583.
no router ospf compatible -/BRNOYEHO

BbikntoyaeT coBmectumocTtb ¢ RFC 1583.

router ospf router-id A.B.C.D

no router ospf router-id

YcTtaHaBnvMBaeT uaeHTUGUKATOpP MapLlupyTM3aTopa, KOTOpbIi
YHUKANIbHO MAeHTUPUUMPYET MapLipyTM3aTop B nNpeaenax
OLHOM aBTOHOMHOW CUCTEMBI.

- A.B.C.D — vaeHTudmKaTOp MapLupyTmsatopa B popmate |Pv4-
agpeca.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

router ospf area A.B.C.D

no router ospf area

YcTaHaBAMBAET MAEHTUPUKATOP 30HbI MO YMOAYaHUIO. 30Ha -
COBOKYMHOCTb CETEM U MapLIpPyTU3aTOPOB, MMEIOLLUX OANH U
TOT }Ke naeHTudmKaTop.

- A.B.C.D — vaeHTudmKaTOp MapLupyTmsatopa B popmate |Pv4-
agpeca.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

router ospf area A.B.C.D
default-cost cost

no router ospf area A.B.C.D
default-cost

cost: (0..16777215)

YcTaHaBAMBaeT CTOMMOCTb  CyMMapHOro
YMOIYaHMIO ANA 30HbI TUNA Sstub.

- A.B.C.D — npgeHTnduMKaTop MaplpyTmsaTopa B popmate IPv4-
aapeca.

Mapwpyta no

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

router ospf area A.B.C.D nssa

no router ospf area A.B.C.D
nssa

YcTaHaBAMBAET A5 YKa3aHHOM 30HbI TUM NSSA.
- A.B.C.D — npeHTndurKaTop maplupytmsaTtopa B popmate IPv4-
appeca.

YcTaHaBAMBAET AN YKa3aHHOM 30Hbl CTAaHAAPTHbIM TUM.

router ospf area A.B.C.D stub

no router ospf area A.B.C.D
stub

YcTaHaBAMBAET AN YKa3aHHOM 30HbI TUM stub.
- A.B.C.D — npeHtndurKaTop maplupytmsatopa B popmate IPv4-
appeca.

YcTaHaBaAuBaeT AnA yKa3aHHOI7I 30HbI CTaH,D,apTHbIVI T™n.

router ospf area A.B.C.D
virtual-link E.F.G.H

router ospf area A.B.C.D
virtual-link

YcTaHaBAMBaeT BUPTYaNbHbIM NMHK Ans 30Hbl A.B.C.D K
mapwpyTtusatopy E.F.G.H.

- A.B.C.D —vpeHTndmKaTop Mapipytmsatopa B popmate |Pv4-
aapeca.

- E.F.G.H — vaeHTndUKaTop mapwpytusaTtopa B dopmate |Pv4-
aapeca.

YcTtaHasauBaeT ans 3oHbl A.B.C.D cTaHZapTHbIV TUMN.

router ospf area A.B.C.D range
network_address mask
[advertise | not-advertise]
[cost cost]

no router ospf area A.B.C.D
range network_address mask

A.B.C.D:
naeHTudumkaTop
MaplupyTU3aTopa B
dopmarte IPv4-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H;
cost: uenoe
NONOXKUTENIbHOE YNCI0

Co3aaeT cyMMapHbIii MapLUpyT Ha rpaHuLLe 30HbI (ana IPv4).
-advertise — aHOHCMPOBaTb CO34aHHbI MapLUPYT;
-not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapLLPYT.

Ypanaer cymmapHblii MapLupyT.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica ip

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnnua 5.278 - KomaHgbl pexxuma KoHPUrypmposaHua nHtepdeica ip

KomaHoa 3Ha4yeHue/ 3HayeHue Aelicmeue
o ymoa4aHuro
ospf PaspewaeT KoHPUrypmposaTb OSPF Ha nHTepdelice.
-/BbIK/IIOYEHO —
no ospf 3anpewaet KoHoUrypuposatb OSPF Ha MHTepdeiice.
ospf enable BkntoyaeT mapupyTusaumio no npotokony OSPF Ha

no ospf enable

-/BKNIOYEHO

MHTepodeice.

BbikitovaeT mapupyTtusaumio no npotokony OSPF Ha
nHTepdeice.

ospf cost cost

no ospf cost

cost: (1..65535)/10

YcTaHaBAMBaET METPUKY COCTOAHMUA KaHana, KoTopas ABAseTcA
YC/IOBHbIM MOKasaTesem "cTtoMmocTun" nepecbiiku AaHHbIX NO
KaHany.

YcTaHaBAUBaeT 3HaYeHne No YMONAYAHUIO.

ospf priority priority

no ospf priority

priority: (0..255)/1

YcTaHaBAMBaET NPUOPUTET MApPLLPYTU3aTOPa, KOTOPbIN
mcnonbsyetca anda sbibopa DR 1 BDR.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ospf area A.B.C.D

no ospf area

A.B.C.D:
naeHTMUKaTop 30HbI B
dopmate IPv4-agpeca

YcTtaHaBausaet MAEHTMdJMKaTOp 30HbI N0 YMONYaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ospf authentication {text text |

md5 key_chain}

no ospf authentication

text: (1..8) cumBo0B;
key_chain: (1..32)
CMMBOJI0B/BbIK/IIOHYEHO

BkntouyaeT ayteHTUOMKauuo B OSPF 1 onpegenset ee Tmn:
- text — ayTeHTUPUKaLMA OTKPbITbIM TEKCTOM;

- key_chain — vmsa Habopa Kntoue, Co3gaHHOrO KOMaHAoM
key chain.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ospf dead-interval interval

no ospf dead-interval

interval:
(1..2147483647)/40

YcTaHaBAMBaET MHTEPBa BPEMEHMU B CEKYHAAX, MO UCTEYEHUN
KOTOporo coceg, byaeT cuntaTbes "mepTebim'. ITOT MHTEpBan
[0/KeH bbITb KpaTHbIM 3HaveHuto hello-interval. Kak
npasuno, dead-interval paseH 4 nHTepsanam otnpasku hello-
naketos, To ecTb 40 cekyHaam.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ospf hello-interval interval

no ospf hello-interval

interval: (1..65535)/10

YcTaHaBAWBaET UHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHMU
KOTOPOro MapLupyTM3aTop oTnpasaseT cieayrowmii hello-
nakeT ¢ uHTepoeiica.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ospf retransmit-interval
interval

no ospf retransmit-interval

interval: (1..3600)/5

YcTaHaBNMBAET MHTEPBa/ BPEMEHU B CEKYHAAX, MO UCTEYEHUU
KOTOPOTo MapLUpyTM3aToOp NOBTOPHO OTMPABUT NAKET, Ha
KOTOPbI HE NONYYUN NOATBEPHKAEHUA O NOAYYEHUN
(Hanpumep, Database Description naket uau Link State
Request naketbl).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ospf transmit-delay delay

no ospf transmit-delay

delay: (1..3600)/1

YcTaHaBAnBaeT NnpMmepHoe Bpema B CEKYHAAX, HeO6XOp,VIMOE
AnAa nepegadun naketa COCTOAHUA KaHana.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ospf mtu mtu

no ospf mtu

mtu: (128..10218)

YctaHaBanBaeT 3HayeHne MTU (maximum transmission unit)
ona IP-untepdeiica. Ecnm Tpebyetca 3agate MTU 6onee 1500
6aiT, TO HeE0bX0AMMO paspelnTb NoOAAEPKKY «jumbo frame»
KomaHgou: port jumbo-frame.

YcTaHaB/AMBaET 3HaYeHME N0 YMONYAHUIO.
MTU no ymon4daHuio:

- MPY BKIOYEHHOM « jumbo frame» - 10218;
- NPW OTKAKOYEHHOM « jumbo frame» - 1500.

ospf passive-interface
{default | gigabitethernet

gi_port: (1..8/0/1..24)
te_port:(1..8/0/1..4)
/BbIKNOYEHO

3anpewaeTt IP-nHTepoelicy 06MeHNBaTLCA NPOTOKObHbIMM
COO0BLLIEHMAMM C cOCeaaMM Yepes yKa3aHHbIA GU3NYeCcKui
MHTepoeic.
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gi_port| tengigabitethernet
te_port}

no ospf passive-interface
{default | gigabitethernet
gi_port | tengigabitethernet
te_port}

Mpu ncnonbsosaHuu napametpa default HacTpolika
NpPUMeHseTca Ko BceM du3nyeckum nHtepdencam.

PaspeluaeT IP-uHTepdeiicy 06MeHMBaTLCA MPOTOKOAbHbLIMMU
Co0bLLEeHNAMM C coceaamu.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.279 - KomaHgb! pexxkuma privileged EXEC

show ip ospf E.F.G.H database MAEHTUPUKATOP 30HbI
[router] [network] [summary]
[asbr-summary] [external]
[ip_add] [adv-router]
[self-originate]
[database-summary]

KomaHda 3HaueHue Aeiicmeue

show ip ospf - OTobparkaeT KoHdUrypaumm OSPF.

show ip ospf neighbor - OTtobparkaeT uHbopmaumm o OSPF coceasx.

show ip ospf neighborip_add OTtobpakaeTr mHdopmaumm o OSPF cocegax Ha AaHHom |P-
- uHTEpdelice.

- ip_add — IP-agpec nHTepodeiica

show ip ospf interface - OtobparkaeT KoHbUrypauum scex OSPF uHTepdeiicos.

show ip ospf interface ip_add OtobparkaeT KoHdUrypauumn KoHkpeTHoro OSPF nHtepdelica.
) - ip_add — IP-agpec nHTepodeiica

show ip ospf database [router] OTobparkaeT coctosiHMe 6a3bl AaHHbIX NpoTokona OSPF.

[network] [summary] [asbr- - ip_add — IP-appec nHTepoeiica

summary] [external] [ip_add]

[adv-router]

[self-originate]

[database-summary] E.F.G.H:

OTobparkaeT coctosHWe 6a3bl gaHHbIX npoTokona OSPF ana
YKa3aHHOM 30Hbl.

show ip ospf virtual-links
[ router ip_add]

[area E.F.G.H] E.F.G.H:

naeHTUGUKATOpP 30HbI.

OTo6paskaeT napameTpbl U TeKyllee COCTOAHUE BMPTYaabHbIX
JIMHKOB:

- ANl YKa3aHHOro MapLipyTM3aTopa (onuuoHanbHo);

- ANA YKa3aHHOM 30HbI (OMUMOHANbHO).

- ip_add — IP-agpec nHTepodeiica

5.33.4 Hacmpoiika npomokona BFD

Bidirectional Forwarding Detection (BFD) - ceTeBoli NpOTOKO/I, UCNOb3yeMbili AN onpeaeneHus
HEMCNPABHOCTU IMHKA MeXAY ABYMA MapLIPYTU3aTOpamM, B3aMMOAENCTBYIOWMMK APYT C gpyrom. BFD
YCTaHaB/IMBAET CECCUMI0 MENKAY LOBYMSA KOHEYHbIMW TOYKaMK Yepe3 onpesenieHHbl AuHK. Ecam
cywiecTByeT bonee yem OAMH IMHK MeXKAY ABYMS CUCTEMAMM, BOSMOXKHA HacTPOMKa HeCKoIbKux BFD-
Ceccuit AN MOHUTOPMHIA Kaxporo us Hux. Ceccua BFD ycTaHaB/iMBaeTCA HAa OCHOBAHWW aNropuTma
"TpoiiHoro pykonoskatma" 1 paspbiBaeTcA aHaN0rMYHbIM Cocobom.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rn1o6anbHOro KoHGUrypnposaHusa:

console (config) #
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Tabnnua 5.280 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HavyeHue no
YMOAYAHUIO

Aelicmeue

router ospf bfd
all-interfaces

no router ospf bfd
all-interfaces

BkatoyaeT nogaepxKy BFD ans OSPF

Bbikntouyaet noagepkky BFD ansa OSPF

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica ip

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-ip) #

Tabnunua 5.281 - KomaHab! pexuma KOHPUrypupoBaHua nHTepdeiica ip

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

bfd interval send_interval
min_rx recv_interval

no bfd interval

send_interval: (50..1000)/-
recv_interval: (50..1000)/-

BkntouaeT BFD Ha nHTepdelice u ycTaHaBAMBaeT MHTEPBabI
oTnpasku 1 Nnpuema BFD-aHOHcoB. MHTepBan oTnpasKu
perynvpyet napametp send_interval. MUHUManbHbI
AONYCTUMbIV MHTEPBaN NpYema aHOHCOB peryavpyet
napamertp recv_interval

BoccTaHaBnvBaeT 3HaYeHue no YMON4YaHUIO

ospf bfd [disable]

-/BKNOYEHO

BratouaeT/oTkto4aet BFD ansa gaHHoro uHtepodeiica

_|

abanua 5.282 - KomaHgb!

pexxunma privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

show bfd neighbors - Otobparkaet nHpopmaumto o BFD-cocegax

5.33.5 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTokon VRRP npegHasHayeH Ann pesepBMPOBaHUA MapLUPYTM3aTOPOB, BbIMOIHAIOWMX POb
WA3a Mo ymMoNYaHuoo. ITO JocTuraetca nNyTém obbeamHeHun  IP-uHTepdelicoB  rpynnbl
MapLpyTU3aTOpPOB B OAUH BUPTYasbHbIN, KOTOPbLIM BYAET MCNOAb30BaTbCA KaK W03 M0 YMOAYaHUIO
ANA KOMMbIOTEPOB B ceTU. Ha KaHa/nbHOM ypoBHe pesepsBupyemble MHTepdeicbl nmetoT MAC-aapec
00:00:5E:00:01:XX, rae XX — Homep rpynnbl VRRP (VRID).

ToNbKo 0AMH U3 GU3NYECKMX MAPLUPYTU3ATOPOB MOXKET BbINONHATbL MapLLPYTU3aLMIO TpadmKa Ha
BUpTyanbHom IP-untepdeiice (VRRP master), ocTanbHble MapLupyTU3aTopbl B rpynne npeaHasHayeHbl
ana pesepsuposanHua (VRRP backup). Bbibop VRRP master nponcxoguT B cootBeTcTBmm ¢ RFC 5798. Ecan
TEKYLWMIA master cTaHOBUTCA HeZOCTYMHbIM - BblIbOp master'a nosTopaeTca. HauBbiclwunii npuoputeT
MMeeT MapLLpyTM3aTop C COOCTBEHHbIM |IP-agpecom, coBhmagaloWmMm ¢ BUpPTyanbHbIM. B cnyvae
OOCTYNHOCTM OH Bcerga ctaHosutca VRRP master. MakcumanbHoe Konmnyectso VRRP npoueccos — 50.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepdgelicos Ethernet, VLAN, uHmepdgelica
2pynnel Iopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHPurypmposaHua nHtepoericos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#
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Tabnnua 5.283 — KomaHgbl pexnuma KoHourypmposaHus nHtepdeica Ethernet, VLAN, uHtepdelica

rpynnbl NOpTOB

no vrrp vrid priority

priority: (1..254)/255
AnAa snagensua IP-

Komanda 3HaveHue/3HaveHue Neiicmeue
o yMoA4YaHuUto
vrrp vrid description text vrid: (1..255); [obasneHne onucaHua uenu uam ucnonb3osauua gna VRRP
text: (1..160) MapLIpyTU3aTopa C MAeHTUPUKaTopom vrid.
no vrrp vrid description CMMBOJIOB. YpnaneHnue onucanus VRRP mapuipyTtusaTtopa.
vrrp vrid ip ip_address Onpegenenue IP-agpeca VRRP mapupyTtusaTtopa
no vrrp vrid ip [ip_address ] Ypanenwue IP-appeca VRRP ¢ maplpyTtusatopa. Ecam B kavectse
vrid: (1..255) napameTtpa He ykasaH IP-agpec, 10 yganartca sce IP-agpeca
BMPTYa/IbHOrO MapLUpyTU3aTOpa, BCAEACTBME Yero YAAAUTCA U
cam  BMPTyanbHblA  mapuwpytusatop vrid Ha AaHHOM
yCTpoWcTBe.
vrrp vrid preempt BkntoyeHune pexmma, npu Kotopom backup-mapLipytusatop ¢
60nee BbICOKMM NpuopuTeTom ByaeT NbiTaTbCA NepexsaTUTb Ha
ceba posnb master y Tekywero master-maplpyTtusatopa c
vrid: (1..255)/ 60/1ee HU3KUM NPUOPUTETOM. )
BKI04EHO V MapLupyTusaTtop, KOTOpblii ABAAETCA BaagenbLem
IP-agpeca mapuwpyTtusatopa, 6yaer nepexsatbiBaTh
Ha ceba ponb master He3aBUCMMO OT HacTpoek
AAHHOW KOMaHAbI.
no vrrp vrid preempt YCcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO
vrrp vrid priority priority vrid: (1..255); HasHayeHune npuoputeta VRRP mapwpyTtusaTopa.

YcTaHOBKa 3HaY€HMUA N0 YMOYAHUIO.

aapeca,
100 gna ocTanbHbIX

vrrp vrid shutdown vrid: (1..255)/ BoikntoyeHne VRRP npoTokoia Ha AaHHOM MHTepdeiice

no vrrp vrid shutdown BbIK/IHOYEH BkntoueHune VRRP npoTokona Ha gaHHOM nHTepdelice

vrrp vrid source-ip ip_address

no vrrp vrid source-ip

vrid: (1..255)/0.0.0.0

OnpeaeneHne peanbHoro VRRP-agpeca, KoTopbih byaet
MCNob30BaTbcA B KayecTBe IP-agpeca otnpasutensa ana VRRP-
CcoO0bLLEeHNA.

YcTaHOBKa 3HaY€HUA N0 YMOYAHUIO.

vrrp vrid timers advertise {
seconds | msec milliseconds }

no vrrp vrid timers advertise
[msec]

seconds: (1-40)/1 cek;
milliseconds: (50-
40950)

OnpefeneHne  UWHTepBasa MeXAy aHOHCamMu  master-
MmapLupyTusatopa. Ecnm nHTepBan 3agaH B MUAUCEKYHAAX, TO
NPOUCXOANT OKPYrieHWe BHWU3 A0 GauKalilwen cekyHAabl ona
VRRP Version 2 n ao 6anKaiwmx coTbix gonen cekyHabl (10
munamcekyHa) ana VRRP Version 3.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid version version

no vrrp vrid version

version: (1, 2, 2&3)

OnpeaeneHune nogaep:kmsaemoi sepcum VRRP npoToKona.

- 2 - nopaepxusaetca VRRPv2, onpepeneHHobii B8 RFC3768.
Monyvyaemble VRRPv3 coobueHus oTbpacbiBatoTCA
mapwpyTtusatopom. OTnpasastotca T01bKko VRRPV2 aHOHCHI.
-3-noppepxusaetca VRRPv3, onpegeneHHbli 8 RFC5798, 6e3
cosmectumoctu ¢ VRRPv2 (8.4, RFC5798). Monyyaemblie VRRPv2
coobueHuns oTbpacbiBatoTcA MapLLpPyTU3aTOPOM.
OTnpasnatotca 10/1bKk0 VRRPV2 aHOHCbI.

- 2&3 - noppepxnsaetca VRRPv3, onpeaeneHHbili 8 RFC5798 ¢
obpaTHOI coBmecTuMocTblo ¢ VRRPvV2. Monyyaemble VRRPv2
coobueHuns obpabaTbiBatoTcs MapLLpPYyTU33aTOPOM.
OTtnpasnatotca VRRPv2 n VRRPvV3 aHOHCbI.

Noppepkusaetca Tonbko VRRP Bepcum 3. Pexkumbl 2 n 2&3
6yayT NnoAaep:KMBaTbeca B byaylumx sepcuax Mo.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO

KomaHOb! pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NpUBUNETMPOBAHHOIO NOJ1b30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexknma privileged EXEC:

console#
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Tabnunuya 5.284 — KomaHapl pexxkuma privileged EXEC
Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoa4YaHuto
show vrrp [all | brief | gi_port: (1..8/0/1..24); | MpocMoTp KpaTKoW AU AeTanbHoW MHGopMaumn ANA BCEX AU
interface {gigabitethernet te_port: (1..8/0/1..4); O/ZIHOrO HAaCTPOEHHOTo BUPTYabHOro MapLupyTmsatopa VRRP.
gi_port | tengigabitethernet group: (1..24) -all — npocmoTp uHbOpmauMM O BCcex BUPTYaNbHbIX
te_port | port-channel group }] MapLUPYTU3aTOPaX, BK/IOYAA OTK/IIOYEHHbIE;
- brief — npocmoTp KpaTKoi MHGOPMaL MK O BCeX
BMPTYaNbHbIX MapLIpyTM3aTOpax.

[pumepbl 8b1M0MAHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osatb 3TOT agpec B KayecTse agpeca
BUPTYa/IbHOro MapLupyTM3aTopa. Bkatounte VRRP npoTokon Ha uHtepodeiice VLAN.

console (config-vlan) #interface vlan 10
console (config-if) #ip address 10.10.10.1 /24
console (config-if) #vrrp 1 ip 10.10.10.1
console (config-if) #no vrrp 1 shutdown

= [ocmoTpeTb KoHurypauuio VRRP:

console#show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255
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6 CEPBUCHOE MEHIO, CMEHA NPOrPAMMHOIO OBECNEYEHUA

6.1

MeHto Startup

MeHto Startup MCNoNb3yeTcAa ANnAa BbINONIHEHUA CNeUna/ZibHbIX Npoueayp, TakKnx Kak: obHoBNEHUE
nporpammHoro OGGCI’IG‘-IEHMH, yAaneHne cogepxunmoro d)flaLLl-rlaMﬂTM, BOCCTaHOB/IEHME MNaponaA,
ANArHoCTuKa, 3agaHne CKopoctn pa60TbI TePMUHANA, pa60Ta C NapaMeTpamMmm CTeKa YCTpOﬁCTBa.

Ona Bxoaa B MeHto Startup HeobxoAMMO NMpepBaTb 3arpysKy HakaTvem Knasuwun <Esc> nnn
<Enter> B Te4eHWe NePBbIX ABYX CEKYHA, NOCNEe NOABNEHUA COOBLLEHMA aBTO3arpy3KM (N0 OKOHYaHUK
BbINONHEHUA npoueaypbl POST).

Startup Menu

Stack menu
Back

o U w N

O S VU —}

Enter your choice or press 'ESC' to exit:

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate

I

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HAXKMUTE KNaBULLY <6>, 1Mbo <esc>.

Ecnu B TeuyeHue 15 cekyHp, (3HaUeHMe N0 YMOIYaHUIO) He BbIBpPaH HU O4UH U3 MYHKTOB

MEHI0, TO 3arpy3Ka yCTpoiCcTBa NPOAO/IKUTCA. Bpema 0XKngaHua MOXKHO YBENNUUTD C
NOMOLLbIO KOMAHZA KOHCONU

Tabanuya 6.1 — OnucaHune meHio Startup

Ne HaseaHue OnucaHue
[lns 3arpy3ku NporpammHoro obecneyeHus UCNoib3yeTca NpoTokon X-Modem. Mpu Haxkatum
Download Software KnasulmM <1> Ha KoHconb ByaeT BbiBeAEeHO cneaytoliee cooblueHue:
O6HoBneHMWe . .
<1> Downloading code using XMODEM.
NporpaMmHoro
obecneyenun Tenepb, KOraa yCTPOMCTBO FOTOBO K Npuemy dpaina, Heobxoanmo nepesaTb ero NPy NOMOLLU
npotokona X-Modem. Mocne npuema daiina ycTporcTBo nepesarpysmTca aBTOMaTUYECKU.
[aHHasa npoueaypa UCNONb3yeTca ANA yAaNeHUA KoHOUrypaumm ycTpolicTea. Aas yaaneHus
daiina HaxkaTb KNaBuLLy <2>, NOABUTCA NpeaynpexaeHve (NoATBepAUTE HaXKaTUeM KNaBuULLIM
<y>):
Erase Flash File Bsectu uma daina KoHpUrypaumm:
<2> | YAanewve Werite Flash file name (Up to 8 characters, Enter for none.):CDB
COAEPXKUMOTO G- File CDB (if present) will be erased after system initialization.
namaTu
==== Press Enter To Continue ====
[ins Bo3BpaTa B MeHto Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====
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[aHHas npoueaypa UCNonb3yeTca /1 BOCCTAHOBNEHMA YTPAYEHHOTO Napo/ia, OHA NO3BOAAET
NOAKNYUTLCA K yCTpoicTBy be3 napons.
Password Recovery
Procedure [na BOCCTAaHOB/NEHWA MAPONA HaxaTb KAaBuWy <3>, Npu nociaeaylolem MOAKNIOHEHUU K
<3> CTPOMCTBY Napo/ib byaeT NPOUTHOPUPOBAH.
3 BoccTtaHoBneHMe yerp y nap YA P pup
napona Current password will be ignored!
[nna Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa Ucnonb3yetca A1A YCTAaHOBKM CKOPOCTU paboTbl TepMMHana (Mo ymonyYaHuio
Set Terminal Baud- 115200 Boa).
Rate [nA 3aaHNA HOBOW CKOPOCTM PaboTbl TEPMUHANA HAXKaTb KNaBuULLY <5> 1 BBeAWUTE 3HaYeHMe:
<4> 3anaHKe CKOPOCTH Set new device Baud rate: 115200
paboTbl TepmuHana [na Bo3BpaTa B MeHI0 Startup HaxaTb KnasuLly <enter>.
==== Press Enter To Continue ====
[nA yBenMyeHna KoAnyecTsa NOpToB KOMMYTATOPa CYLLECTBYET BO3MOMXKHOCTb 06beAMHEHUA
YCTPOWMCTB B CTeK. YCTPOMCTBO C uaeHTUdUKatopom 1 OyaeT BedywMMm, OCTajibHble -
Begombimu. KommyTaTtopbl MES3000 moryT paboTaTb Kak aBTOHOMHO, TaK M B cOcTaBe cTeKkal.
OnAa naeHTMoUKaLMKM 1 YCTAHOBKM peXmMma paboTbl yCTPOMCTBA B CTEKE UCMONb3YETCA MEH!I0
cTeka (Stack menu).
Stack menu
[nA Bxo4a B MEHIO CTeKa HaXKaTb Knasuwy <5>:
PaboTa ¢
<5> napameTpamu cTeka Stack menu
CTp oﬁCTF;a [1] Show unit stack id
yerp [2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnucaHue Stack menu ykasaHo B Tabauue 4.3
<6> Back [ns BbIXoAa U3 MEHIO U 3arpy3KM YCTPOMCTBA HAaXXMUTE Knasuwy <6>, inbo <esc>.
Bbixog, 13 meHto
Tabnnua 6.2 — OnucaHune meHio Stack menu, paboTa c napameTpamm CTeKa yCTPOMCTBa
Ne HaseaHue meHto OnucaHue
Show unit stack id [na npocmoTpa MaeHTUPUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLy <1>:
Mpocmotp Current working mode is stacking.
<1> . .
uaeHTHdUKaTopa Unit stack id set to 1.
YCTPOICTBA B CTeKe
[nA HasHayeHuA aeHTUPMKATOPa YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHayeHue roe
naeHtTndmKaTopa 3HayeHue OT «1» f0 «8» — HOMep YCTPOICTBA B CTEKE,
yCTpOICTBa B CTeKe 3HauyeHue «0» - aBTOHOMHbIN peXxumM paboTbl KOMMYyTaTopa.
[nA Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwwy <enter>.
==== Press Enter To Continue ====
[NnA ycTaHOBKM pexnma paboTbl YCTPONCTBA HAXKMUTE KNaBULLY <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
<3> | YcraHOBKa pexuma o
- 3HayeHue 1 — aBTOHOMHbIN pexnm,
paboTbl ycTpoicTBa
3HayeHue 2 — peXXMM CTEKMPOBAHMUA.
[na Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwy <enter>.
==== Press Enter To Continue ====
Back [nA BbIXOAa U3 MEHIO HAXKMUTE KNaBuwy <4>
<4>
Bbixog, 13 meHto
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLLEH U HACTPOEH Ha KOMNbIOTepe, € KoToporo 6yaer
3arpy»atbca nporpammHoe obecneyeHune. Cepsep A0NKEH MMETb paspeLueHue Ha
yteHune ¢aioB HauaNbHOro 3arpy3umka n/mam cuctemuoro NO. Komnblotep ¢
3anyuweHHbIMm TFTP-cepBepom AoKeH 6biTb A0CTYNEH A8 KOMMYTAaTOPa (MOXKHO
NPOKOHTPO/IMPOBATb, BbINO/JIHUB HA KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D
— IP-agpec KomnbloTepa).

.‘

’ ‘ O6HoBNEHME NPOrPaMMHOro obecrneyeHns MOXKET OCYLLECTBAATLCA TO/IbKO
- NpPUBUAErMPOBaHHbIM NO/b30BaTe/IeM.

6.2.1 O6HosMEHUE cUCMeMHO20 NPo2PaMmMHO20 obecnevyeHusn

3arpysKa ycTpoicTBa ocyluectsaseTca 13 daitna cuctemHoro nporpammuoro obecneyenus (NO),
KOTOpbIN XpaHuTca Bo ¢GAsw-namaTu. Mpu obHOBNEHMM, HOBbIN dain cuctemHoro MO coxpaHseTca B
cneumanbHO BblAeNeHHOM obnact namatu. MNpu 3arpyske YCTPOWCTBO 3amnycKaeT aKTWMBHbIN daiin
cuctemHoro MO. Bbibop akTMBHOrO daina 3afaeTcs KOMaHLO0M:

boot system {image-1 | image-2} [unit unit_id]

rae unit_id — Homep yCTpoMCTBa B CTeKe (AN yCTponcTBa, paboTaloLLLero B aBTOHOMHOM peXkume,
HOMep YCTPOMCTBaA He 3aaaeTca), image-1, image-2 — daitn cuctemuoro MNO.

Mpu pabome 8 cmeKe, ecnu HOMep YCTPOMUCTBA He 3a4aH, AaHHaA KOMaHA4a
e npUMeHAeTCcA K BegyLemy YCTPOUCTBY.

[ns npocmoTpa TeKyLlei BepCMM CUCTEMHOFO NporpamMmmMmHoro obecneyeHus, paboTaroLero Ha
ycTpolicTse, BBeamTe KomaHay show version:

console#show version

SW version 2.5.44[0b70e656] ( date 24-Nov-2015 time 17:28:25 )
Boot version 0.0.1.2 ( date 12-Dec-2012 time 19:10:41 )

HW version 02.07

CPLD version 03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaol copy ckonupoBaTb HOBbIM ¢aln nporpammHoro obecneyeHus Ha YCTPOWCTBO B
BblaeNieHHyto ob61acTb namatu (image2). Popmat KomaHApl:

copy tftp://tftp_ip_address/[directory/]filename image
MpuMep BbINOAHEHUA KOMaHAbI:

consolefcopy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34

Loading filel from 192.168.16.34:
EEEEEEN NN RN RN N RN RN N RN RN RN NN

Copy took 00:01:11 [hh:mm:ss]
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A

3HaK BOCK/IML,AHMA YKa3blBaeT Ha TO, YTO UAeET npouecc KonupoBaHua. Kaxabii
BOCK/IML,aTe/IbHbI 3HAK COOTBETCTBYET ycnelwlHoi nepegade 10 naketos no 512 6aiit
nHpopmaumm Kaxkabiii. TouKa yKasbiBaeT Ha TO, YTO B NpoLLecce KONUPOBaHUA
npousoLlen TaumayT oXKupaHua naketos ot TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKe
MOXeT 03HauyaTb, YTO BO3HUK/1a OWKMGKA B NpoLecce KONMPOBaHUA.

KomaHgoit boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocneaytowen 3arpysKku:

consolei#boot system image-2

Ecnu He BblGpaH HOBbI 3arpyKeHHbIM ¢aiin cuctemHoro MO aKTUBHLIM, TO YCTPOMUCTBO
BbIMO/IHMT 3arpy3Ky C MCNONb30BaHMEM TEeKYLL,Eero akTMBHoro obpasa.

Y6egutech, 4To NPaBUIbHO BblIbpaH akTUBHbIN dalin cuctemHoro MNO. s NpocmMoTpa AaHHbIX O

BepCHUAX NporpammHoOro obecneyeHuns U UX akTUBHOCTU BBEAUTE KOMaHAY show bootvar:

console#show bootvar

Image Filename Version Date Status
1 image-1 2.5.44[0b70e656] 24-Nov-2015 17:28:25 Active*
2 image-2 2.5.44[1537¢c93f] 12-Nov-2015 15:45:10 Not active

Cumsonom «*» oTmeuaertca ¢aiin nporpammHoro obecneueHus, Kotopbiit byaet
WUCMONIHATLCA NPY NOCNeAyloLEen 3arpyske.

Mepesarpysnte KomMmyTaTop KoMmaHZoM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepauTe Nepesarpysky BBOAOM ‘y.

6.2.2 0O6HosneHue 3a2py304HO20 ¢halina ycmpolicmea (Ha4aabHO20 3a2py34uKa)

HauyanbHbIV 3arpy3ymK 3anycKkaeTcs cpasy noc/e BKAOYEHUS NUTaHUA ycTpolicTBa. Nocpeactesom

3arpy3o4HOro daina ocywecTBaseTca npoueaypa «TeCTUPOBaHUA CUCTEMbI NMPU BKAOYeHUn» (POST),
pacnakoBKa v 3anyck ¢aina cuctemHoro MNO. Mpu 06HOBAEHUN HOBbLIM Galta HAaYaNbHOTO 3arpy3ymKa
coxpaHsetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa Tekylel Bepcum 3arpy3oyHoro ¢aina, paboTatollero Ha ycTpolicTBe, BBeaUTe

KomaHgy show version:

console#show version

SW version 2.5.44[0b70e656] ( date 24-Nov-2015 time 17:28:25 )
Boot version 0.0.1.2 ( date 12-Dec-2012 time 19:10:41

HW version 02.07

CPLD version 03
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Mpoueaypa obHoBAeHMA MO:

1. KomaHaoi copy ckonmMpoBaTb HOBbIM 3arpy3o4Hbliii dann Ha ycTponcTeo. dopmaTt KomaHabl:

copy tftp://tftp_ip_address/[directory/]filename boot
MpuUMep BbINOIHEHUA KOMaHAbI:

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.

Copy: 2739187 bytes copied in 00:01:18

[hh:mm:ss]

e

3HaK BOCK/IML,aHUA YKa3bIBaeT Ha TO, YTO UAET NPOLLECC KonupoBaHUA. Kaxkablii
BOCK/IMLLATE/bHbIN 3HAK COOTBETCTBYET ycnewHoii nepegayve 10 naketos no 512 6anT
nHdopmMaumnm KaxKapblii. TOuKa yKasbiBaeT Ha TO, YTO B NpoLLecce KONUPOBaHUA
npowusolen TakmayT 0XXngaHua naketos ot TFTP-cepBepa. HeCKONbKO TOUYEK B CTPOKe
MOKeT 03HauaTb, YTO BO3HMKNA OWMBKa B npouecce KONMPOBAHUA.

2. Nepesarpysute KommytaTop KomaHaow reload.

console#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM ‘y'.
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NPUNOXEHUE A NPUMEPbI NPUMEHEHMA U KOHOUTYPUPOBAHUA YCTPOUCTBA

HacTpoiika npoToKo/1a MHOXeCTBa cBA3ylowmx gepesbes (MSTP)

MpoTokon MSTP No3BoasAeT CTPOUTb MHOMKECTBO CBA3YIOLLMX AEPEBLEB A8 OTAE/bHbIX rPynn
VLAN Ha KOomMyTaTopax JIOKa/ibHOM CeTu, YTo NOo3BOAAEeT HanaHCMpoBaTb Harpysky. [aa NpocToThl
PaccMOTPUM C/y4ait C Tpems KOMMYyTaTopamu, 06begUHEHHbIMU B KOIbLEBYIO TOMOJIOTUIO.

Myctb vlan 10, 20, 30 obbeauHsAloTca B nepBom 3k3emnasape MSTP, vlan 40, 50, 60
0b6beAnHAIOTCS BO BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay
nepBbiM M BTOPbIM KOMMYTaTOpamu MepeaaBanca Hanpsamyto, a Tpadmk VLAN-os 40, 50, 60
nepeaasasnca TpaH3UTOM Yyepe3 KommyTaTop 3. KommyTaTop 2 HazHa4YMMm KOPHEBbLIM AJ1A BHYTPEHHEro
ceasytowero gepesa (IST — Internal Spanning Tree) B KoTopom nepegaeTca cnyebHaa MHGopmaums.
KommyTaTopbl 06beguHATCA B KOAbLO, MCnonb3ya noptol gl M g2. Huxke npusBegeHa cxema,
M306parkatoLLLan SIOrMYECKYHO TOMOOMMIO CETH.

VLAN 10,20,30 HaanaveHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aksemMnnap 2

xommyTarop 1 KommyTarTop 3

3T0T NOPT Nepechbinaer Tpacmk
ANnA akaemnnspa 2 v Gnokvwpyer
Tpacuk ansa akzemnnapa 1

3T0T NOPT NepeckinaeT Tpaduk
Ans akaemnnspa 1 u GnokuMpyer
Tpaduk ana akzemnnapa 2

KOMMmyTaTop 2

PucyHok 25 - Hacmpolika npomoKoia MHOXecmea ceA3youux 0epesses

Korga oAMH M3 KOMMYTaTOpPOB BbIXOAUT M3 CTpos, MBo 0bpbiBaeTcA KaHasa, MHOXecTBO
aepesbeB MSTP nepecTpamBaeTca, YTO NO3BOASET MWUHMMM3NPOBATb MOCAEACTBMA aBapuu. Huke
npvBeaeH npouecc KoHOUrypauum KommytaTopos. aa 6onee 6bICTPON HACTPOMKK co3aaeTca 0bLwmii
KOHPUrypaLUMOHHbIA WabaoH, KOTopbli 3arpyrKaeTtca Ha TFTP-cepBep M MCMNOb3yeTca BNOCAeACTBUM
[ONA HACTPOMKM BCEX KOMMYTaTOPOB.

1. CosgaHue wabnoHa v KOHPUrypaLma NepBoro KOMmMyTaTopa

consolef#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #exit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox
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console (config-mst) #instance 1 add vlan 10,20,30
console (config-mst) #instance 2 add vlan 40,50, 60
console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-config
destination URL flash://startup-config

01-0Oct-2006 01:09:44 SCOPY-N-TRAP: The copy operation was completed successfully
Copy succeeded

console (config)# do copy startup-config tftp://192.168.16.2/mstp.conf
01-0Oct-2006 01:10:44 $COPY-I-FILECPY: Files Copy - source URL flash://startup-
config destination URL tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed successfully

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

KoHdurypaums BTOporo KommyTatopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was completed
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #exit

console (config) #spanning-tree priority 0

console (config) #end

KoHdurypaums TpeTbero Kommytatopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was completed

successfully
|
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‘726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) fexit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hactpoiika selective-qinq

Hobasnerue SVLAN

MpuBeAeHHbIN 34ecb Npumep KOHQUrypaumMmM KOMMyTaTopa AeMOHCTPUPYET, Kak no06aBnatb

meTKy SVLAN 20 Ko Bcem VLAN 3a uckntoveHmnem VLAN 27.

console#show running-config

vlan database

vlan 20,27

exit

!

interface gigabitethernet 1/0/1

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

MoomeHa CVLAN

B ceTAx nepegayun AaHHbIX A0OBOJIbHO YacTO BO3HMKAIOT 3afayu, cBA3aHHble ¢ nogmeHol VLAN

(Hanpumep, AN KOMMYTAaTOPOB YPOBHA AOCTYMa CyLLecTBYeT TWMOBas KOHUrypauusa, HoO
nosb3oBaTenbCKUin Tpaduk, VOIP 1 Tpaduk ana ynpasneHua TpebyeTtca nepenasatb B pasHbix VLAN Ha
pas3fnyHbIX HanpasaeHusax). B atom cnyyae 6b110 6bl YA0O6HO BOCNOAb30BATLCA GYHKLMEN NOSMEHDI
CVLAN gns 3ameHbl TUNnanpoBaHHbix VLAN Ha VLAN gns Tpebyemoro HanpasneHus. Huxe npuseaeHa
KOHMrypaumna KommytaTopa, B KOTOpom ocyuiectensetcs nogmeHa VLAN 100, 101 n 102 Ha 200, 201 m

202:
console#show running-config
vlan database
vlan 100-102,200-202
exit
!
interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vlan add 100-102

selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202

exit

Hactpowka ¢pyHKumumn IGMP Proxy

PyHKUMA MaplipyTU3auMm MHoroagpecHoro Tpaduka IGMP Proxy paeT BO3MOXKHOCTb
KommyTtatopy cepumn MES3000, ucnonbsya mHpopmaumio, nonydyaemyto npu obpaboTke coobuieHui
npotokona IGMP, pacno3HaBaTb CBeAeHMA O MNPUHAANEKHOCTU MHTEPPEMCcOB K MHOroaapecHbIM
rpynnam u ocyLwecTB/IATb HA OCHOBE 3TUX AaHHbIX MEPEChIIKY MHOrOaAPECHbIX ZAHHbIX MEXAY CETAMM.

[aHHbIM NpUMep ONMUCbIBaeT HaACTPOMKY GyHKUMKM IGMP Proxy Ha KommyTaTope.

— B KaydecTBe MHTepdelica K BbiwecTtoALlen cetn 10.1.0.0 ucnonbsosatb VLAN 100;

— B KayecTBe MHTepdencos K HMKecToAwwmm cetam 10.2.0.0 1 10.3.0.0 ncnonwsosatb VLAN
101 n 102 cooTBETCTBEHHO;

— Ha uplink-nHtepdeitce ncnonbsosatb Bepcuto v2 npotokona IGMP.

console#configure

console (config) #vlan database 100-102
console (config) #ip multicast-routing igmp-proxy
console (config) #ip igmp-proxy version 2
console (config) #interface vlan 100

console (config-if) #ip address 10.1.0.1 /24
console (config-if) #exit

console (config) #interface vlan 101

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.2.0.1 /24
console (config-if) #exit

console (config) #interface vlan 102

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.3.0.1 /24
console (config-if) #exit

Hactpoitka multicast-TV VLAN

®dyHkuma  «Multicast-TV  VLAN»  paeT BO3MOXHOCTb MCMNOAb30BaTb Aas  nepegayu
MHoroagpecHoro Tpadumka ogHy VLAN B ceTu onepaTtopa U 0CTaBAATb STOT TpadMK NONb30BATENAM
Oarke B TOM C/lyyae, eCnu OHU He ABAAtoTcA YneHamm aTol VLAN. 3a cueT dpyHKumm «Multicast-TV VLAN»
MoKeT  OblTb COKpalleHa Harpyska Ha CeTb OnepaTtopa 3a CYeT OTCyTcTBMA Ayb6anpoBaHuMA
MHOToaApecHbIX AaHHbIX, HANpPUMep, Npu NpegocTaBaeHnn ycayrm IPTV.

Cxema npumeHeHusa GyHKLMKM npepnonaraet, YTo NopTbl NoAb3oBaTeneil paboTaloT B pexunme
«access» uAmM «customer» uM npuHagnexat K nwbon VLAN 3a mckntodeHmem multicast-tv VLAN.
MNMonb3oBaTeNM UMEIOT BO3MOXKHOCTb TOJIbKO NOy4aTb MHOTOaApPeCHbIN Tpaduk us multicast-tv VLAN m
He MOryT nepefaBatb AaHHble B 3Toi VLAN. Kpome Toro, B KOMMyTaTope A0/XKeH ObITb HACTPOEH NOpPT-
WCTOYHUK multicast-TpadmKa, KOTOPbIN AO0MKEH ObITb yyacTHMKOM multicast-tv VLAN.
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Mpumep HacTpoOIiKK gNa nopTa B pexkume paboTbl access

1. BkAOUUTb GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN
ynpasneHusa (VID 1200):

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTpowuTb NopTbl NoAb30BaTeNEN:

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv wvlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

~—~ o~ o~ ~—

4. Hactpoutb uplink-nopt, paspewrs nepegadyy MHoroagpecHoro TpaduKa, TpaduKa
no/sib3oBaTenei U ynpasaeHue:

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) #exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdelicax, A406aBUTb NPUBA3KY rpynn:

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 1000
console (config) #ip igmp snooping wvlan 100
console (config) #ip igmp snooping vlan 101
console (config) #ip igmp snooping vlan 102
console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HactpouTb MHTEepdeic ynpaBaeHus:

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

Mpumep HacMpoUKu 0214 nopma 8 pexcume customer

LaHHbIX  TUMN  MOAKNIOYEHMA MOXKET ObiTb WCNOAb30BaH [A/AA TOro, 4YTobbl NomMeYaTb
nosb3oBatenbckne IGMP-report’sl onpeaeneHHbix VLAN (CVLAN) oTAenbHbIMW BHELWHMMU METKaMu
(SVLAN).

1. BKAOYMTb GUALTPALMIO MHOFOAAPECHbIX AAHHbIX:

console (config) #bridge multicast filtering
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2. Hactpoutb VLAN nonbsosatener (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN
ynpasnexusa (VID 1200):

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

3. HactpouTb nopT nonb3oBatens:

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #fexit

4. Hactpoutb uplink-nopT, paspewunB nepegayy MHoroagpecHoro Tpaduka, Tpaduka
nonb3oBaTeNeN N yNpaB/eHue:

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) #exit

5. Hactpoutb IGMP snooping rnobanbHo M Ha MHTepdeicax, f0O6aBUTb NPaBUAa MAPKUPOBKM
nonb3oBaTenbcknx IGMP-report’oB:

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 100

console (config) #ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

6. HactpouTb MHTepdeic ynpaBaeHua:

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit
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NPUNOMKEHWUE B TUMOBbIE CXEMbl MOCTPOEHMA CETEMA HA BA3E MPOTOKO/IA EAPS

1. Tononorna Nnpocroe «KonbLo»

SWITCH 1

SWITCH2

(&)

o .

B TOnonorMm cetu ToAbKO OAHO KOAbLO. B 3TOM c/iyyae Heobxoammo onpeaenvtb Ans Hero
TonbKo EAPS domain.

2. Tononorua oauH AOMEH C HECKOJIbKUMU «KOJIbLLaMM»

SWITCH 4

SWITCH 3

B Tononorun cetu 3 Konbla (MoxKeT 6biTb 2 1 6osiee) 1 2 06LINX Y313 MeXAy HUMWU. B 3TomM ciiyyae
Heobxoanmo onpeaennTb EAPS-domain 1 ycTaHOBUTL 04HO KObLO B KayecTBe OCHOBHOTO, a Apyrue
KaK BTOPUYHbIE.

3. Tononorua HeCKONbKO AOMEeHOB CO CMeXHbIMU KKOJ1bUaMU»
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SWITCH 1

B Tononoruun cetn 2 Konbua (MoXKeT 6bITb bonee AByX) C OAHUM 06LWMM y310M. B aTOM cnyyae
HeobxogmMmo onpeaenntb EAPS-domain ana Kaxaoro KonbLa.
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NMPUNOXKEHUE B ONUCAHUE NPOLLECCOB KOMMYTATOPA

Tabauua - OnucaHKe NPoOLLECCOB KOMMYTaTOpa

Uma OnucaHue npouecca

npouecca

3SMA Ageing gns ip-multicast

3SWF MNepenaya NakeToB MeXAy YPOBHEM 2 1 CETEBLIM YPOBHEM

3SWQ MporpammHan ob6paboTka ACL nepexBayeHHbIX NAaKETOB

AAAT YnpasneHue n o6paboTka metoaos AAA

AATT Cumynatop AAA ana nposepkn metoaos AAA

ARPG Peanunsauma npotokona ARP

B_RS YnpaBsieHMe nepe3arpy3Kkon yCTPoICTB B CTeKe

BFD Peanunsauna npotokona BFD

BOXM JononHuTtenbHble AeACTBUA B CTEKE (MONYYEeHUE CBEAEHUM O CTEKE, MHOMKALNA, OOMEH
COoO0bLWEHNAMM, CMeHa unit id)

BOXS O6bpaboTka KOMaHA COCTOSHMA CcTeKa: aobasneHWe mactepa/cneiiBa, W3yyeHue
Tononoruu, o6HosneHume Bepcum MO cneisa

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard,
pppoe intermediate agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (gobaBneHune, yaaneHue 3anucem),
3epKannpoBaHue, KoHdurypuposaHume noptos/VLAN, GVRP, GARP, LLDP, IGMP
snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHMU3aALMMN MAcTepa U CNeiBa B CTeke

BTPC KnueHt BOOTP

CDB KonnpoBaHune KOHOUIypauMoHHbIX ¢painnos

CFM Peanusaumsa Ethernet CFM

CNLD 3arpysKka/Bbirpy3ska KoHoUrypaumm

COPY YnpasneHne KonuposBaHMem pannos

D_LM Link Manager — NOTOK, KOTOPbIN CneauT 3a COCTOAHME CTEK-/IMHKOB

D_SP Stacking Protocol

DACT Diacnostic ACTive tests. [MoTOK, B KOTOpoMm BbinonHAtoTcAa VCT-TecTbl.

DDFG PaboTa c daitnoBon cuctemon

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nosiyyueHue nHGOpMaL MM C yaaneHHbIX oHUTOB (Bepcua MO,
uptime, ycTaHoBKa akTMBHOro obpasa MO)

DNSC KnneHt DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTKa cobbITUM OT y4a/1E€HHbIX OHUTOB 06 M3MEHEHWUM COCTOAHUA
BEHTUNATOPOB, NCTOYHUKOB NUTaHWA, TepMOgaT4MKoB, SFP-TpaHcuBepos. MonyyeHne
COODbLLEHNI OT yaaneHHbIX OHUTOB 06 ux Bepcun MO, cepuitHom Homepe, MD5 cymme
no.

DSYN Stack application

DTSA Stack application

ESTC JNornposaHue cobbiTnit 0 NpesblleHnn noporos Tpadumka Ha CPU (cpu input-rate
detailed)

EVAU Ob6paboTKa cobbiTnin Address Update, HUKHWI ypoBEHb, Nepeaaya Bbille

EVLC O6paboTKa cobbITMN O CMEHE COCTOAHWUSA NOPTA, HUXKHUIN YPOBEHb, Nepeaaya Bbile

EVRX ObpaboTka cobbITMIA Npuéma naketTa M3 KommyTtatopa B CPU, HUMKHUIA ypOBEHD,
nepeaaya nakeTta Ha ypoBeHb 2

EVTX ObpaboTKa cobbITUIA OKOHYAHWA OTNpPaBKM MNakeTa u3 CPU B KOMMYTATOpP, HUMKHWUM
YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHEro YPOBHSA 2
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FFTT YnpaBneHue Tabanuein mappytTnmsanmm n MapLipyTmsaLuma NakeTos

FLNK ®yHKuma FlexLink

FTPD Peanusauna npotokona FTP

FTPM YnpasneHue FTP-cepepom (06paboTka KOHPUrypaLMoHHbIX 3anpocos 13 CLI/SNMP)

GOAH Peanunsaumns web-cepsepa GoAhead

GRN_ Peanunsaumns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HAaCTPONKM YCTPOMCTBA HUMKHETO YPOBHS

HDEB Cbop cTaTUCTUKM paboTbl 33434 CUCTEMDI

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-nNoTOK, X0N10CTOM X0z,

HSCS Stack Config — HacTpolika GpyHKUMiI CBMYA Ha yaaeHHOM loHUTE

HSES Stack Events — o6paboTka cobbiTuii link changed, address update ¢ yaaneHHbIx
IOHUTOB Ha MacTepe

ICMP Peanunsauna npotokona ICMP

IDLE bespeiicTBue cuctembl

IGMP Peanunsaums npotokona IGMP (xocTtoBoi YacTu)

IOD 10 Debug task

I0TG YnpasneHne TepmnHanamu BBo4a-BblBOAA

I0TM YnpasneHne TepmnHanamu BBo4a-BblBOAA

IOUR YnpasneHune TepmnHanamu BBo4a-BblBOAA

IP6C CyéTtunkm ipvd n ipvé

IP6M MapwpyTtmsauma ipvad m ipvé

IPAT YnpasneHue 62301 gaHHbIX ip-aapecos

IPG O6paboTKa nepexBaveHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue ip multicast maplipyTunsaumei n igmp proxy

IPSL Peanusauuna IP SLA

KEYM YnpasneHue Katoyamm ayTeHTUMdUKaumm

L2HU MNepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTka cobbITUA CMeHbl COCTOIHMA/HacTpoek uHTepdencoB © nepeaaqa
COOBLLEHNI 3apPErUCTPUPOBAHHbBIM C/Y»Kbam

L2SC JNlornposaHue storm-control

L2UT Ytunusaums noptos (show interfaces utilization)

LACP Peanusauma npoTtokona LACP (IEEE 802.1AX)

LBDR Peanusaums ¢pyHKumnmu Loopback Detection

MACT O6paboTKa cobbiTMA 06 OKOHYaHUU aeicteuna B FDB (ageing MAC-agpecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3epBunpoBaHue KOHOUrypauMoHHoro ¢aina B SHeProHe3aBUCMMON NaMATH

MSCm MeHepgKep ana paboTbl C TEPMUHANBHBIMU CECCUAMM

NSCT HacTpoiiKa orpaHn4yeHuMA CKOPOCTU NepexBaTa NakeTos Ha CPU, BegeHWe CTaTUCTUKM NO
nepexBayeHHbIM NakeTam

NTPL Mepunoanyeckaa reHepaums curHana ans onpoca Tabnuy MAC, VLAN, noptos,
MYNbTUKACTA, MapLIpyTM3aLum, npuopuTesaumnm

NTST [obaBneHne n yganeHue IOHUTOB B CTeKe, cOpoc Ha AedOoNT COCTOSHMA tOHMTaA, Ha
CETEBOM YPOBHE

OAM Peanusaunsa Ethernet OAM

OUls O6paboTKa KomaHAabl Ha BoccTaHoBneHne OUI ana Voice VLAN

PLCR O6paboTKa COBbITUIN CMEHbI COCTOSIHUS MOPTOB YCTPOMCTB CTEKa

PLCT O6paboTKa COBbITUIN CMEHbI COCTOSIHUS NOPTOB

PNGA Peanusauuna ping

POLI Policy Management
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PTPT Precise Time Protocol

ROOT Poantenbckuini Tack ans Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOGHOB/IEHWNE M aBTOKOHPUIYpUpPOBaHUE

SEAU MonyuyeHune cobbiTnin Address Update, HUKHWUI ypoBEHb

SELC MonyyeHne cobbITUIM O CMEHE COCTOAHUA NOPTA, HUMKHUI YPOBEHb

SERX MonyyeHue cobbiTMit Npuéma naketa M3 kKommyTtatopa B CPU, HUKHWUI ypoBEHb

SETX MonyyeHne cobbITUIA OKOHYAHWA OTMNPaBKM naketa n3 CPU B KOMMYyTaTOp, HUMKHWUM
YPOBEHb

SFMG sFlow Manager — obpaboTka cobbiTnin nsmeHenus IP agpeca, CLI/SNMP 3anpocos,
Tanmepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanusauma npotokona SNMP

SNPR 3agaya, KoTopan pasbusaet 6onbwmne SNMP 3anpockl Ha 6onee menkue (Npokcupyer)

SNTP Peanusaumna npotokona SNTP

SOCK YnpasneHue paboToli COKeToB

SQIN HacTpoitka selective qing

SS2M Slave To Master — nepegava coobLeHnit co cnenBa Ha mactep

SSHP Cepsep ssh - HacTpoiKa, 06paboTka KomaHg, Tanmep

SSHU Cepsep ssh — npoTokon

SSLP Peannsaumna SSL

SSTC NornpoBaHue cobbiTuii 0 NpesbllleHNUU noporoB Tpaduka Ha CPU (cpu input-rate
detailed)

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccunsa yepes VLAN

STSC CLI-ceccusa yepes VLAN

STSD CLI-ceccusa yepes VLAN

STSE CLI-ceccus yepes VLAN

STSF CLI-ceccunsa yepes VLAN

STSG CLI-ceccunsa yepes VLAN

STSH CLI-ceccunsa yepes VLAN

STSI CLI-ceccusa yepes VLAN

SW2M ObpaboTka cobbiTnit Adress update ot FDB, 6510knpoBKa nopTa npu BO3HUKHOBEHUM
oWmnBOK Ha NopTy

SWTR PaspelueHune npoxoxKaeHns TpaddmrKa Yepes KackagHble MHTepdeichl

SYLG BbiBOA COObLLEHNI B Syslog

TBI_ Tabanua BpemeHHbIX NnpomeKyTkoB gns ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauna npotokona TFTP

TMNG YnpasneHue npuopmuteTtamn 3agay

TMON Monitor Task — oTcnexKmMBaeT coCToOAHUE 3aK0/bLIOBKM BydepoB 1, B cnydyae
O0bHapyKeHUs, NepesarpyKaeT HUT (apyroro cnocoba peleHuns Nnpobiembl HalngeHO
He 6b1n10)

TNSL KnuneHr telnet

TNSR Cepsep telnet

TRCE Peanusauusa trace route

TRIG 3anyck aelicteua B FDB (ageing MAC-aapecos)

TRMT YnpasneHne toHUTaMM B CTEKE C NOAAEPKKOM TPaH3aKLU MM

TRNS File Transfer — konuposaHue $paiinos mexay roHUTamm cteka (MN0)

TUNT Peanusaums TyHHenem: KOHPUryprupoBaHMe, 06paboTKa NakeTos

UDPR UDP relay
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VRRP Peanunsauna npotokona VRRP

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WDHI He ncnonb3ayetca (paHblue 6bina cBasaHa ¢ watchdog Talimepom).

WwDLO Cbpoc watchdog Taiimepa. Mpu cpabaTbiBaHUM Takimepa (3TO NpoUCXoAUT MNpwu
33aBMCaHMM) KOMMYTATOP NepesarpyKaerca.

XMOD Peanunsaums npotokosa X-modem
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TEXHUYECKAA NOAAEPKKA

[na nonyvyeHna TeXHUYECKON KOHCY/IbTaLLMM NO BOMPOCaM 3KCMNayaTauumn obopyaoBaHma
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbcA B CEPBUCHDBIN LLEHTP KOMMNAHUWK:

050032, Pecnybnuka KasaxcrtaH, r. Animatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KomnaHuM Bbl MOXeTe HalTU TEeXHWYECKYH [AOKYMEHTaumio U
nporpammHoe obecrneueHne ana npoaykumm TOO «3InTekcAnatay», obpatutbca K 6ase 3HaHWN,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CePBUCHOTO LEHTPa HA TeXHUYEeCKom popyme.

OduumanbHbIn cant komnaHuu: http://eltexalatau.kz
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